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LI+ 52T — F2 A LET, SRAT—FOESIE, BT TRKR64XFTT,
[OK1 %227 Vw2 35&, ZA—7MERSN FBELIE2—YNRED T N—TI2ET 5]
Da—HFThBHHEA) | [GroupName] K1t v 7 X7 U A MIZD I N—FREFSHET,
FEEZOITN—T NI —MER SN E T,

[Add SNMP User Entry] A 7 02 7R v 7 ZANEA LT ET,
[Applyl 27 U v 7 LET,

SNMP/N—2 3 U 3DNRT A= NEREIIN, TOEFNENFEITI 7 4 F2b—a il
PREENET,

A—HDHTIL—TDEHETE

ATy T
ATy T2

ATvT3
ATv74

ATvTh
ATvT6

ATy T17

ATvT8

ATvT9

BELIEZa—TF DI N—T057%2% SNMP 2 —% I X &R ET HI21E,. ROFIEEZEITL
9,

FIE

[Configuration] > [Device Management| > [Management Access] > [SNMP] DJHIZi®IR L £ 3,

[SNMPvV3 Users] XA > @ [SNMPv3 User/Group] % 7 C [Add] > [SNMP User Group] DJIE(Z 7
Uw 7 L, EFHSOL—Y TNV —TF 32— 7 v—T7Z28MLET, 71 —TN
WL REOL—FEHIRT DL, TOZV—TIXASDM IC LV HIBRSNET,

[Add SNMP User Group] A 7 0 7R v 7 AMFoRINET,

A=Y IN—=THE AN LET,

BEfFOa2—VE 13— Z L — 7% 8IRT 58551, [Existing User/User Group] 4 7'v 3 >
NEHI )y LET,

HR a2 —F 2 ERT 258 1E. [Createnewuser] 7Y ar KA &7 U w7 LET,
SNMP = —HNET 5 7NV —7Z@RL £, BRTE L7 A —T 13RO LIBY TT,
* [Auth&Encryption] : 2D 7 —FIC@T 52 —PIIL, RAEE B BAERRESINET,
« [Authentication_Only] : Z D 7 /—FIZ@T 52 —PI2IE, RAETEITRE SN ET,

* [No_Authentication] : Z D7/ —IZET 252 —FITiL, FELK L bREINEHA,

REFSL—F EIFH—F OLRTZ AN LET, 2=V 4L, IR L2 SNMP H—
IN—TNT—ETHDH I ENNLETT,

[Encrypted] & [Clear Text] DWTHNDF T a v REZ %227 Y v 7 LT, Hf+ 5320 —
NDOZA THEELET,

[MD5] & [SHA] OWF DA T ary R %27V v LT, EHTFE0 % A 7 x5
E]\/ij—o

e
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ATy 713
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Wi

AT A 82— REASHLET,

PRI T 2N AT — REMEROT-OIS 9 —FE AN LET,

[DES]. [3DES]. [AES] DHFMLHLWWT IO A T a vy RE 27 ) v 7 LT, HT L5
b2 A 7 5HFEELET,

W I+ 5 /A0 — RE A LET, AT —FOESIE, BHTETRKN64LTETT,
WAL T 282U — REEROTZOICH 9 —FEANLET,

[Members in Group] “XA > DIFE Lizc2—H Z N —TIZH R —F 2 BMT 5121%, [Add] &
7 U w27 LEF, [Members in Group] A > HEEF O — W ZHIERT 5121, [Remove] & 7
Uy 27 LET,

[OK] %7 Vw7 F5E, EELE—Y Z—TZHBla—VF R ER S ET,

[Add SNMP User Group] ¥ A 7R 7Ry 7 AN L ET,

T

[Applyl 227 U v 7 LET,

SNMP R—2a > 3DNRT A= RFEIN, TOEENENEI T 74 Falb—ail
BIESNET,

SNMPE=41) >4

oo

WOSNMPE=4% U v ZHDa~v RE5H L T 72X, [Tools| > [Command Line Interface]
EHALTCKROa~y FEANTEET,

* show running-config snmp-server [default]

FTRTOSNMP =D a7 4 Falb—va UERERTLET,
* show running-config snmp-server group

SNMP /' V=7 Dar7 4 Falb—a UVRELZRRLET,
* show running-config snmp-server host

UE—hF RAMIEEFEINDIAvE—VLBHEFHIET 272902 SNMP IZ K-> TEH X
nNTnwzar7 4 Xal—va U REEZFRLET,

* show running-config snmp-server host-group

SNMP R A b =T Dar7 4 Falb—varaFrLET,
* show running-config snmp-server user

SNMP 2 —HR—=2Dar7 4 Falb— g VRELR I LET,
* show running-config snmp-server user-list

SNMP 2—H# VR hDar 74 ¥al—varaz®rLET,
* show snmp-server engineid

REENTWHWSSNMP =P DID &R LET,
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* show snmp-server group

REIINTWVWD SNMP V' V—T7 D4R iR RKLET, 2Ia2=FT 4 AN U IRTTIZ
REESNTWEEE, T 74/ FTIEH2ODORD 7 NV—TPNHEINICERENE T, O
VEIZEE O L DT,

» show snmp-server statistics

SNMP H— ROBEFHFHELZ TR LET, TXTOSNMP AV F &2 il Y by
51Z1X, clear snmp-server statistics =~ > K& L £,

* show sSnmp-server user

A—FOREFHFEE TR LET,

SNMP O & &

% 2: SNMP O [ &

HaE

Y

N— | BB
vav

SNMP "=V a2 187001 |7V 7 %A aia=74 AN T %HEHL7ZSNMP —/3% SNMP =— 3 =

F0 2 YMHOT = ZREICE ST, ASAFR Y NT—TF=2 Y 7 LA MERE R
LET,
WOBME AT S E Lz, [Configuration] > [Device Management] > [Management Access]
> [SNMP],

SNMP "— =3 |82(1) [3DES £/ AESKB{b, BL OV R—rENTnd X2 T 4 ETLVOHTERD
X2 TR THDSNMP A=V 5 3D R— M2 LEST, ZoX—Tg 0
TiX, USMZHLC, =2—%, Z—7 KA, BIXORIEORKMEEZRETE E
T, EBHIT, ZONR=Var T, ==Yz FEMIBAT V2V DT 7B A
ay hua— LREFR S, B0 MIB AR — R AAEENE T,

WOBME AT S E Lz, [Configuration] > [Device Management] > [Management Access]
> [SNMP],

RAT— ROBEAE [83(1) | /RA T — ROBEEALN YR — R &N E9,

| e
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SNMP k7 v 7 & MIB

8.4(1)

BEMOF—TU— K& LT, connection-limit-reached. cpu threshold rising. entity
cpu-temperature, entity fan-failure, entity power-supply. ikev2 stop | start,
interface-threshold. memory-threshold. nat packet-discard, warmstart 2% 73—k L

i‘a—o

entPhysicalTable (I L > T, B ¥— 77 &K, BLXOEE=a o R—xr ho=x
YRUDBVFR—FESNET,

B MIB & LT, CISCO-ENTITY-SENSOR-EXT-MIB,
CISCO-ENTITY-FRU-CONTROL-MIB, CISCO-PROCESS-MIB,
CISCO-ENHANCED-MEMPOOL-MIB, CISCO-L4L7MODULE-RESOURCE-LIMIT-MIB,
DISMAN-EVENT-MIB, DISMAN-EXPRESSION-MIB, ENTITY-SENSOR-MIB, NAT-MIB
Y AR—FLET,

& 51T ceSensorExtThresholdNotification, clrResourceLimitReached.,
cpmCPURisingThreshold, mteTriggerFired, natPacketDiscard, warmStart k= v 7 %
R—FLTWVET,

WOBE N I E Lz, [Configuration]>[Device Management] > [Management Access]
> [SNMP],

IF-MIB ifAlias OID ®
A—h

L)

ASA I, ifAlias OID Z ¥R — T D5 L2V FE L=, IF-MIB %27 7 7 X§ 5,
fAlias OID 1A > ¥ —7 = A ADFRICER EHE A DEICHEE SN ET,

ASA —t % £
a2 —/L (ASASM)

8.5(1)

ASASM 1T, kEERL 84 IZH DT R TOMBBLIOY NI v 7 EVKR— b LET,
8.5(1) DY AR — h ZF T2 MIB :

« CISCO-ENTITY-SENSOR-EXT-MIB (entPhySensorTable 27 /L —7 D% 7Y = 7 k
EIRyR—rSET) .

* ENTITY-SENSOR-MIB (entPhySensorTable 7' /L— 7" DA 7 ¥ = 7 N ZF N AR —
FEnET) .

* DISMAN-EXPRESSION-MIB (expExpressionTable, expObjectTable, 35d&
expValueTable 7 /L —7 DA 7V =7 NZFHRYR—FEnET) |
8.5(1) DY K—hERTWARWVWFT v 7

« ceSensorExtThresholdNotification (CISCO-ENTITY-SENSOR-EXT-MIB) , Z® bk
7y 7, BEEE, 77 VEEBLIOE CPUIRED A X MEFIHER I E
To

* InterfacesBandwidthUtilization,

oo
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8.6(1)

ASA 5512-X, 5515-X, 5525-X, 5545-X, B L U5555-X DEMOF—U— K& LT,
entity power-supply-presence, entity power-supply-failure, entity chassis-temperature,
entity chassis-fan-failure, entity power-supply-temperature % %7~ — k L £ 7,

WD a~< RPEE I E L7z, snmp-server enable traps,

VPN-related MIB

9.0(1)

CISCO-IPSEC-FLOW-MONITOR-MIB.my MIB D BE#/3— 7 5 VA3 IR AR i 5L
AV R— T H7-0IcFEESNE L,

ASASM TliE, kD MIB BHEN2D F Lz,
+ ALTIGA-GLOBAL-REG.my
+ ALTIGA-LBSSF-STATS-MIB.my
+« ALTIGA-MIB.my
+ ALTIGA-SSL-STATS-MIB.my
+ CISCO-IPSEC-FLOW-MONITOR-MIB.my
+ CISCO-REMOTE-ACCESS-MONITOR-MIB.my

Cisco TrustSec MIB

9.0(1)

CISCO-TRUSTSEC-SXP-MIB OH# AR — MM BMEE LT,

SNMP OID

9.1(1)

ASA 5512-X, 5515-X, 5525-X, 5545-X, BELO5555-X VR — h 5720125 OD
LU SNMP B % — X 4 7 OID NiBIE N E L=,

NAT MIB

9.1(2)

cnatAddrBindNumberOfEntries 33 & UF cnatAddrBindSessionCount OID 73, xlate _count 33
& ¥ max_xlate_count =2 U ZHAR— 5L 912720 F L7z, T, show xlate
count 2~ RZEHEH LA —Y 7 OFA & FRI%TT,

SNMP DR A K, A
~N Z—7F, a—#F
J Xk

9.1(5)

K 4000 fHETHRAMEZEBMTEDEH IRV ELE, YR—NENDT 7T 47
=Y T EOEIF 128 TT, BFA RN ZA—T L LTEMNT 54 DFREA NER
FTIOILFE Yy NT—7 ATVl "NERETEET, 1 DOFA MIEHKEO2—F %
BEAHT D Z E M TEET,

WOEHER I E L7z, [Configuration] >[Device Management] > [Management Access]
> [SNMP],

SNMP 2 v t— D
A X

9.2(1)

SNMP TIEETE DA v =D A A0 1472 34 P ETITHAF LT,

e
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B swroE=
HeRES N— | EREA
ay
SNMP @ MIB £ X0 |92(1) [ASA IX, cpmCPUTotalSminRev OID % R — h 95 X 912720 F L7z,
OID .
SNMP @ sysObjectID OID 35 J TN entPhysical VendorType OID (Z, #r LW gL & LT
ASAv 2BIMESE LT,
FLWASAY 77 v b 74— L% AR— 1925 L 5, CISCO-PRODUCTS-MIB 3 LY
CISCO-ENTITY-VENDORTYPE-OID-MIB 73 B #r & vk L7z,
VPN H 7 A B ZAOFEHKNEZE=2F 572D DH L SNMP MIB 23BN S 4L
L7z,
SNMP @ MIB B LT |9.3(1) | ASASM HZ CISCO-REMOTE-ACCESS-MONITOR-MIB (OID 1.3.6.1.4.1.9.9.392) ®-
OID A—RIpEmEShE L,
SNMP O MIB Lk [9:3(2) | ASA 5506-X % H7R— k3% X 9T CISCO-PRODUCTS-MIB # L O}
A A CISCO-ENTITY-VENDORTYPE-OID-MIB 73 B & v L7z,
SNMP @ sysObjectID OID 33 & T} entPhysical VendorType OID D7 — 7 Lz, Hr Ll
& LT ASA 5506-X 2B EnE Lz,
ASA T CISCO-CONFIG-MAN-MIB 3% 7R— k&b L H127 0 £ Lz, LLFAAHE
/G\baAo
EEDI LT 4 Fal—a OV TANINEav Yy REHERT S,
cFITa v 7 4 X alb—va VIIEENRBAE L L EITNMS IZEMT 5,
cFITAL T 4 X2 b= a UPRBICEEETLIIREINTC L EDE A L RAEZ
7 EEHT 5,
TR ARDFEHIC A~ RO Y =R a~ 2 NIZxd 5 OMOZEE 2883
60
IOMEHAEE S4UE Lz, [Configuration] > [Device Management]>[Management Access]
> [SNMP] > [Configure Traps] > [SNMP Trap Configuration],
SNMP O MIBE Lk | 94(1) | SNMP @ sysObjectID OID 35 & UF entPhysical VendorType OID 07— 7 /L2, #i L\ il
T fin & LT ASA 5506W-X. ASA 5506H-X. ASA 5508-X. 35 J TN ASA 5516- x B E
nE L7,
AV THXARNITEICME|94(L) |ASA X, 2T XA T EICEHIRD SNMP H— v T v T RA REYR—FLE
IR D SNMP H—/3 9, show snmp-server host =~ > RO IITILASA ZR—V 7 LTWAT 7T 4
N7 w7 RA R TIRBRANE BHINCRESNTEARA NOBNRRRINET,
A IN7- ASDM HiEixdH v 8 A,

oo
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HeRES N—  |E%BR
ay
ISA 3000 DR — kA3 | 94125) | ISA3000 #5777 2 U —TSNMP NV AR—hENFE Lz, 2O T v b7 4 —DITH
BMEvE LT, LV OID 28BN &4 E L7=, snmp-server enable traps entity =~ > R3S H X, #Hr
LWL L -bypass-status D3 IBMMEVE LTz, ZHIZED, N—=RT =7 DA R 0R
REOEERAHRICRY £ LT,
EHEI7- ASDM HiEITH Y FH A,
BOENANGDVEVIAOAMB | 9.6(1) | CISCO-ENHANCED-MEMPOOL-MIB @ cempMemPoolTable 23 %7 — bk &t E Lz,
@ cempMemPoolTable T, BERS AT ADOT R COYPT LT 4T 4 DAE) F— )L T=H Y T
D R—k T NI DOT—TNTT,
(G¥)  CISCO-ENHANCED-MEMPOOL-MIB X 64 & b A 7o X2 &H LT, 7
Ty N7 —ALEDAGBLULEDAEY DVR—T 4 T YR —MLET,
Precision Time Protocol |9.7(1) |E2E h T v AXT L v bk /w7 £— NZxadT 5 MIB AR —hSivEd,
(PTP) D E2E k7 . R e
2T LYk Sy GEX)  SNMP @ bulkget, getnext, walk BEEED ARV R — b I TWET,
F£— K MIB OH% R —
S
SNMP over IPv6 9.9(2) |ASA IE, IPv6 fEXH TD SNMP H— 3L DiEfE, IPV6 FRHTH I =Y & v T v T DHE
1TEF] . BEEO MIB 2T A IPv6 7 KL ADH KR — k72 ¥, SNMP over IPv6 % H 78—
N2 L9127 F Lz, RFC8096 Tt & T4 L 912, IDOH LV SNMPIPv6
MIB 47 ¥ =7 FBIIELE LTz,
« ipv6InterfaceTable (OID : 1.3.6.1.2.1.430) : A X —7 =A AZ & D IPv6 [EH D
HHRPEENTOET,
* ipAddressPrefixTable (OID : 1.3.6.1.2.1.432) : ZOTYT 4T 41l Ko THFEEX
NIZTRXRTOT VT 4 v 7 ANREFENTHET,
s ipAddressTable (OID : 1.3.6.1.2.14.34) : =27 4T 4 DA ¥ —7 = A A |2
THT Ry v U THERPEENTOET,
« ipNetToPhysicalTable (OID : 1.3.6.1.2.1.435) :IP7 RLANLYET R A~D
vy BT PREENTVET,
B E 7213 A T S U7 : [Configuration] > [Device Management] > [Management
Access] > [SNMP]
SNMP 7 4 — 7 #fEr 9.10(1) IX. SNMP 7 4 — 7 #fEIZ X - TIL

DZEXAEY B L OME
M AE Y OfaHE
HOFEREANETIT
BN T D 72> DY
A=

CPU Y YV —ANBFRENHEH I N2V E DI
ELanZEE AT ) LERBER AT O
EINTEETS,

EE I N7~ ASDM HHIEZH D FH A,
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HOI ) EHNFEITEDCTDH D
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N— BB
3y

HaE

iy

SNMP 7 #— 7 #Erf | 9.12(1) |CPU U V' — AN @BENEH SR 0K 18T 5121E,. SNMP 7 4 — 7 #EIC L - TR

DZEEAE Y B IOE LN zZxT AEY LEREA AT ORMGHERO 7 =) 2G50 E 3BT 5
HEHAE Y OfEHE EMTEET,

ﬁi}ﬁ%%%ﬁyj}i EH B E 71T A T S U7 [Configuration] > [Device Management] > [Management
“j;;)‘jj ‘;*5 Srelons Access] > [SNMP]
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