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« AAA 7 RLRFREDRE (5 5—)
«DHCP 7 RL RAIEEDHRTE (6 2—2)
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ASATIZ. VE—RT I BRAIZSAT U MIIPT RLAZEID Y TAHRBIZ, kD 1O ED
FREFHTEET, BHOT FLAE DY THRERET DL, ASAIZIP 7 RLARED
MBETEA TV arZBRBFLET, T 74/ FTHH, T_XTOHFNRA RX—T W72 > T
F9,

e aaa L— WP HN. CTHERGE, RBAl, THT T 407 =L T7 RLUAZRE L £,
IP7 RUADNKRESINZZT—"2HH L TCWAEAIE, CoFXEFHTA 22528
O LET, ZOHFEIZIPVEBLOIPY6 OBV Y TRY > — AT ET,

* dhep DHCP H— 35 1P 7 KL A Z B L £ 9, DHCP i3 %5413, DHCP H—
NERETDHMLENHY 9, £7, DHCP H— S THEMAHE/R IP 7 KL AOHIFA & E
BTDHLERHY £T, ZOHETIPvE OEIV Y TR —IZliT&E £7,

elocal : WEBIICERE S NTZT RL A F—)LiE, & bREVNEHELRT LA 77—/ ED) Y
THATYT, e—WNVEEIRT D551, ip-local-pool =~ > REMH LT, #HT 2 IP
7 RV AOHIFZERT HLELH Y £, ZOHEILIPvE BILOIPve DEID K THY
AT E T,

* [Allow the reuse of an IP address so many minutes after it is released] : IP 7 KL A3 7 KL
A TP NIRINTZHZIZ, IP T RLAEZEAHT 2 £ CORRZHEE L ET, BIE
R 25T 2 212 R0, IPT FLARTSICHFD Y TEND Z LIT k> THRAET
HREN T 7 AT U=V THELRNEIICTTEET, 774/ b T, ASAITERIE
FEfAZFR L ER A, ZORTEERITL, PUEID S TRY O —CTHEHTEET,

wKONTNPOFTXEFEA LT, IPTRLARAZVE—NT 78R 7747 MIEY YT
FHiEERELET,
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IPvd 7 FLAEIY ZTOHERTE

FIE

ASA DT RLAE Y Y THREZAEITI LT, IPvd T RL A% VPN #ZEGEICEI Y 4T H & &
ALET, IP7 RV REZEIGT 2 HATREZR UL, AAA Y —/3, DHCP WV — 3, F£7/-ida—
BT RUVA =L bORETT, ZN6DERIFTT X TT 740 h T, RX—T NI o
TWET,

vpn-addr-assign {aaa | dhcp | local [reuse-delay minutes]}
1 -
fo b ZIE IPT RUAPRE SN T2ZIZ0~480 0D IP T KLU ADFMHAZRETE ET,

hostname (config) #vpn-addr-assign aaa
hostname (config) #vpn-addr-assign local reuse-delay 180

ZOBITIE, avr FOno JEREZEH L TY FLAE B THALZEIC L7,

hostname (config) # no vpn-addr-assign dhcp

IPv6 7 F L REIY HTDHERE

. VPN @

FIE

ASA DT RL 2BV Y THRAEZENI LT, IPv6 7 FL A% VPN #GICE Y Y TH L X |2
HALFET, IPT7 FLRAZEETAHEHRE/R FUT, AAA —"FE/-ldn—h L 7 KL A
T=INEORETYT, INHWMEDEFRIET 74V N T, =T N> THET,

ipv6-vpn-addr-assign {aaa | local}

&1

hostname (config) # ipvé-vpn-addr-assign aaa

ZOFITHEH, I RO BEREFH LT FLAEID Y THAEZESIZ L ET,

hostname (config) # no ipvé-vpn-addr-assign local
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«IPv4 7 R L ZXEY ¥ THOHRT

RESNTNDT FLRAFED Y THAEZRRLET, REINTWDHT FL2FRUL,
aaa, dhep, F 7213 local TT,

show running-config all vpn-addr-assign
vpn-addr-assign aaa

vpn-addr-assign dhcp

vpn-addr-assign local

IPv6 7 R L A& Y 4 CTHOFRR

BREINTWVDET RLAE YU CHAERFR R LET, REINTWDET FLAFAUL, aaa
F7zlid local £ 720 £,

show running-config all ipv6-vpn-addr-assign
ipvé-vpn-addr-assign aaa
ipvé-vpn-addr-assign local reuse-delay 0O
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VPN UE—h 727 8A b RMERTHIPvE 7 LA P—)LBRET HIZIE, ZFa—N
VAT 4 Fal— 3 E—RFTiplecalpool =2~ K2 AN LET, 7 LA F—1%
BT 512lZ, Zoa~r Rono JBERE AT LET,

VPN UE—F 77 ERA MU RVHEHTAIPV6 7 KL A F— LV ERETHITIE, Fr—N
JVar 7 4 Xalb—=a F—RTipv6localpool =~ REZ AN LET, 7 KL A 7F—u
PHIBRT AI2IZ. Z0oa<wr FOone BEREAN LET,

ASAIZ., BB T e 7 7 A NVFETZIZ N Ry TNA—FIZESNTT LR T — L& fif
HLES, 7 NVORERFIZEETYT, it n 7 7 A NVERIZ I NV—T R —IZE8ED
T RUVA T—NERETDHE, ASAITEBNMESNEZIECER O —VEERAL £,
O—AN TRV TRy bOT RLRAEEID B TEHAIE, TOXHI Mty hU—7 HADL—
NOBIMNEDIZ DL, 373y NOFEREHYT AT — L E2BINTAHZ Ea2BEDL
F9,
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O—AJILIPVET7 KLR T—I)LDERE

ATy T

ATy T2

FIE

TRLVAE DY CTHAL LTIPT KL AR = aHELET, local 518 A+ E L T
vpn-addr-assign =2~ K& AJJ LT,

{1
hostname (config) # vpn-addr-assign local
T RVA T VERELET, Z0a~vy R, 7—LO4RIZEEL, IPvda T KL AL
Txy b A7 OfMHERELET,
ip local poolpoolname first_address-last _addressmaskmask
i -

ZOBITIX, firstpool E\WNH TP T KL A 7 — VA2 ELET, BIAT KL A1%10.20.30.40,
¥T7 KL 21310203050 T9, R hU—2 < &7 [£255.255.255.0 T9,

hostname (config)# ip local pool firstpool 10.20.30.40-10.20.30.50 mask 255.255.255.0

ZOFEITIE, firstpool LW 9 IP T KL A F— L& HIBRLET,

hostname (config) # no ip local pool firstpool

O—AJJIPV6 7 KLR T—I)LDERE

ATy T

ATy T2

FIE

TRLAED YU THRELTIPT FLA =L &R ELET, local 5IEAHEEL T
ipv6-vpn-addr-assign =~ > K& AJJ L E T,

51

hostname (config) # ipvé6-vpn-addr-assign local

T RLARATP—=VEHRELEST, Z0avr N, =4 RiEfREL. BIRIPV6 T L&
Ey NBEfLOT VT 4 v 7 AR, BLOEHHENTERTL27T NLAORERELET,

ipv6 local pool pool name starting address prefix_length number _of addresses

1 -

ZDOFITIL, ipvbpool LN TP T FLA F— L&k E LET, BAT KL 2% 2001:DBS:1,
TVT7 4w AREF3R Ey b, = THEAT ST KL AL 100 T,

hostname (config)# ipvé local pool ipvépool 2001:DB8::1/32 100
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ZDOFITIE. ipvbpool E\NH TP T KL A F—L&HIERL £7,

hostname (config) # no ipvé local pool ipvépool

AAA 7 KL RIEEDETE

ATy T

ATy T2

AAA —NEHEHLTVPNUE—RN T2 EBX 754 T2 MIT RLAEZEIY B TAHITIE,
FTAAA V—NFIFAAA V=R T N—T R ETIHILENSLYET, a~v R 77 L
> A C aaa-server protocol =~ > KA S L T 72 &0,

Flo. =PI RADIUS BRI E S NI 7 m 7 7 A L& —B L TWHLERH Y E
D

WOBNE, firstgroup & VI ARTD b2 RV ZL—T12, RAD2 W9 AAA B — R T )—T%
EFRTDHEERLTWET, BIOFIZIORGRFIED A TWETH, ZIUILLRNIZE D
ro ) ZN—FIL4H BT, N R TA—TF A TFREFRLTWEEBEDTD T,
ZOFIERROFUZFEEH SN TNDDFE, ZNHDIEZRE LARWREDY | %%t tunnel-group
av U RIZT 7 BATERVWOT, FEZRETTZOHTT,

ZOBITHERR SN AS 2 T 4 X2 b—a COBMEEZ, RO LB TT,

hostname (config) # vpn-addr-assign aaa

hostname (config) # tunnel-group firstgroup type ipsec-ra
hostname (config) # tunnel-group firstgroup general-attributes
hostname (config) # authentication-server-group RAD2

IP7 Ry ZHIZAAA ZRET DI, ROTFIEEZFZEITLET,

FIE

7 RLREND S THAE LTAAA ZRET HI2IE, aaa 518 % F5E L T vpn-addr-assign =~
Y REATILET,

hostname (config) # vpn-addr-assign aaa
hostname (config) #

firstgroup & V5 bRV FL—T %Y E— N T 7 A FE 721X LAN-to-LAN k>R TL—F
& L THENL T D1TIE, type ¥ — 7 — RAZFE L T tunnel-group =~ > R&Z A LET, ROH
T VE—F 7278 PRV TA—TEHHRELTNET,

hostname (config) # tunnel-group firstgroup type ipsec-ra
hostname (config) #
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B ouer 7 kL riEEOTE

ATvT3
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—WEEa 7 4 ¥ b— a3y T— RIZAD | firstgroup &V D R RV T —T D AAA
PN T —THEFT HITIL. general-attributes 515 % 5 € L C tunnel-group =2~ K%
ATTLET,

hostname (config) # tunnel-group firstgroup general-attributes
hostname (config-general) #

PREIZAER 5 AAA Y —/3 7V —TF Z45E T % 121%. authentication-server-group =~ > K%
ATTLET,

hostname (config-general) # authentication-server-group RAD2
hostname (config-general) #

RDEZRY

Zoa=wr RZiE, ZOFTRTRXVEZ 058 RHY £5, FEMICOWTIE, a2 R U
Tr L AESRLTIIEIN,

DHCP 7 F L RIEEDKTE

DHCP ZfiHHLC VPN 7 SA4 7 hDOT7 RLAZE Y YT HIZiE, £ DHCP —, BX
%D DHCP H— S THEHATREZR IP 7 R L A DOHEIPFHAZ R ET 2 0E R H Y £F, ZDtk, #
W77 7 A NVHENTDHCP Y —N"EERXLET, 7o, A7 va bt LT, 40w =
77 ANFERF = AICEEMT SN —TF R Y —NiZ, DHCP %y hU—7 Ra—
THERTEET, ZORa—T7 1, #FHTDHIPT KL A 7 —/L% DHCP — NZFRET S
72D, IPFy NI —VFSELILIPT RLATT,

WOHTIE, firstgroup &\ 9 ZBTOHEHE 7 1 7 7 A LI, IP 7 FL A 172.33.44.19 @ DHCP
P—NEZERLTWET, £/2. ZOFITIEL, remotegroup &5 7 /L —7 KU I —|ZkF L
T, 192.86.0.0 L9 DHCP % v hU—2 Za—74E# L TWVET (remotegroup &9 7
N—T"RY =L, firstgroup & WO T B T 7 A VIZEHES T B TWET) o Ry U —
7 Aa—T%ERLZWEA, DHCP — N3 7 KL R 7 — )L ORENAIC 7 — VN ZE B L T
IP7 RLAZEDYTES, REVYTOT RLABRRONDE T, F—ANECRBESLE
ED

RDOALT 4 Fab—a Ald, ARRERFIENPZENTHWET, A bid, LIENCZD
77 7 A VAR T, HE T a7 s AN IA T2V E—F T 7R ELTERL
TV, Z—7 K —Z4Hi AT, NWEEZENSE LTHREL CWEEA DT T
T, TNHDOFIEBROPUIFERH SN TNDDIE, 2O DMEERTE LRWIRY . D
tunnel-group = ~ > KI5 X W group-policy 2~ > RIZT 7/ ZATERVDT, EEEIRTZHT
75

EEEIE L HKEIE
IPv47 RLAZFRH LT, 7947 7 RLAZE Y Y CADHCP Y — " Ei#kulcx £,
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pher 7 kL tsenzE |

DHCP 7 F L RIEEDHTE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

FIE

TRUVAEDYTHRELTIPT RLA F—LaEELET,

vpn-addr-assign dhcp

VE—NT7 78RRG0 7 7 AV LT firstgroup LI ARIOER 70 7 7 A VEREL
i j‘o

tunnel-group firstgroup type remote-access

DHCP Y —ZEETE L LIS, FEhi7n 7y A VO—Rttar 74 Falb—rat—
RZP L £,

tunnel-group firstgroup general-attributes

IPv4 7 KL ATDHCP #— "% EHK L E T, IPv6 7 KL AT DHCP — "% EHKT D Z L1
T&EFEHA, #7077 A4 /WEE® DHCP — 3N 7 RLAZIRETE £, dhep-server
avr R AN LET, ZOoavr FefflT5&, VPNZ 747 hDOIP T KL ADRE
I 5 & EIT, FEESNIZ DHCP — NZBIMDOA 7 v a U &2FKET 5 & 912 ASA 2#3%E
TEET,

dhcp-server IPv4_address_of DHCP_server

i -

ZOFITIE, IP T R LA 172.33.44.19 @ DHCP H— NEHE L TWET,

hostname (config-general) # dhcp-server 172.33.44.19
hostname (config-general) #

Fo b T—F T— R&ERT LET,

hostname (config-general) # exit
hostname (config) #

remotegroup £\ ZEIDOWER T V—"7 RV > —ZERk L £ 7,

hostname (config) # group-policy remotegroup internal

il -
ZOHITIE, remotegroup ZN—7 RV —DITN—T R —EHa 7 4 Fa2b—g
v E—FERBLTWET,

hostname (config) # group-policy remotegroup attributes
hostname (config-group-policy) #
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B ouer 7 kL riEEOTE

ATy 717

ATvT8

L) ZIA—7 KR —Ear 74 X2l —3 a3y F— K&t L. DHCP — 3 Cff
HAT2IPT RLAOY TRy hU—7 R ELET, attributes ¥ — YV — FEETE L T
group-policy =~ > R&Z A LET,

51 -

hostname (config) # group-policy remotegroup attributes

(UER) remotegroup D T N—F R v —D2—|ZT KL REEID YHTAH72HIZ DHCP
= NTHEHTDHIP 7 R ADOHIPFHZFEET HITIX. dhep-network-scope =~ > R& AJjL
£

ZOMFITIE, 192.86.00 LW Ry hU—7 R a—TEFELTWET,

hostname (config-group-policy) # dhcp-network-scope 192.86.0.0
hostname (config-group-policy) #

(G¥)  dhep-network-scope {X, DHCP ' —/LDH 7t v N Tl V—T 4 7 H[EE/R IP
T RVATHLRLENHY £9, DHCPH— NF, ZOIPT FLANETLH T xRy
FEHBIL, ZOF—AnEDIPT FLAZE DY TES, (FEDIPT FL A%
dhcp-network-scope & L CEHTEE TN, Xy NTV—JIZAZT v 7 L— &R
M3 2ERHLGENRHY £7,

151
ZOFITEREN Ay T 4 Fab—a rOEI, ROLEBY T,

hostname (config) # vpn-addr-assign dhcp

hostname (config) # tunnel-group firstgroup type remote-access
hostname (config) # tunnel-group firstgroup general-attributes
hostname (config-general) # dhcp-server 172.33.44.19

hostname (config-general) # exit

hostname (config) # group-policy remotegroup internal

hostname (config) # group-policy remotegroup attributes
hostname (config-group-policy) # dhcp-network-scope 192.86.0.0

RDBERY

FEMILZ DUV CIE,  [Cisco Security Appliance Command Reference] #' K C dhep-server =~ >
NESHRLTIZEE N,
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