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W, "7y MEIEOZEEZ T T WI T AEA LT TV r—3a DT =~ AR L
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AnyConnect 7 7 A 7> Mid., ASABH A U ya— R Taxd, £, VAT LAEHERT
HTYE=FPCICA VA R=ATEET, 77472 FOFEA VA b —/LOFEICONT
%, [Cisco AnyConnect Secure Mobility Configuration Guidel| D)7z V—R &ML T2
é l/ \O

ASA IF, Z—FRHEL L TWBEERD I N—TF R v —F i a—F LB ESIE 7 74
Ty bhEXFyrua—RNLET, BBINIZZ 747 haFX v ora— K755 9512 ASA #3%7E
T ERFI2IAT U b EX e — R L0 E ) EB— b 2a—PITHEGER T D L O ITRET
TET, BEOLA, 2—FRINELRNoT2G81E, #4570 MRS RE L-#%IZY F
AT b ra—RT50h, alA4y X=VEFRTHEIICASA R ETEET,
AnyConnect D &4
AnyConnect Secure Mobility Client # {7 L TWAHT Y RARA » b a2 B a—F OFEFEIZDONT
i1X. [Cisco AnyConnect Secure Mobility Release Notes] D7zl UV —R Z&M L T 2 &0,
AnyConnect D;FEHEIE & HFEIE

« ASA TiE, V-E— b HTTPS iFFAE IR SN EH A,

D74t REH

GE)

AnyConnect

ZOBREIX. A m— RS EEED R WET LTI TE £ A,

VPN 7 A & ZZi%, Bli&iE A FIBE7: AnyConnect Plus F 7213 Apex 7 4 £ ARMLETT,
TV T E OFKRMEIZOWTIX,  TCisco ASA Series Feature Licenses] 2L T 72 &0y,

7747 MUASSLVPN Y v a VMG L%, R—% /)25 AnyConnect 7 7 A 7 2 b
Ty varERBLEEAE. Gl o0ty v a UAMERERTOWET, ZHICKH LT, &
#NZ AnyConnect 7 7 A T > hae (RZ KTy 77470 MNeklnn) B LTk, 77
AT MLV ASSLVPN R—Z iz 74 LEGAE. 2220y a UMERH IS TWE
7

BT DERTE

Z ZTIE. ASA S AnyConnect VPN 7 7 4 7 NERi &%\ AV D K H IZRET 5 72D Oz
G, HIRRFE, BLOFEMA X 2 72OV TR LET,
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55472 +%Web BB 51000 AsA 0 [

2247 2 b% Web BT 51=60D ASA DEKTE

ATy T

ATy T2

ZOIATIL, AnyConnect 7 7 A 7~ % Web JEBAT 5 X 9 IZ ASA & &7 5 FIAIC DUV TR
E)q L/iﬁ‘o

1R BRI
TETP B D FFEEFEH LT, 7 I7A T b A A=Y Rolr—V% ASAICat—LET,

FIE

77 vva b®7 57 A% AnyConnect 7 7 ATV E RN —U 7y A ELTHRELET,

ASAIZ, VE—FPCIZF UL B—FRTHEHIL, Fvvia AFIOT7 7 A NVEREBELE
T BEDI 747 ERBLEEIX, oder BIEEMLHLT, 77470 b A A—=VIZNEF
ZED Y TET,

ASAX, VE—FPCOANRL—T 4 VT VAT AE—ETHE T, FBESINTWDIEFTH
IIA T O EFTr—RLET, TOD, kb HUIEHI N TWDE AL —
TAYT VAT AHDOA A=V, BERWEMEEE D 4 TET,

anyconnect image filename order

1 -

hostname (config-webvpn) # anyconnect image
anyconnect-win-2.3.0254-k9.pkg 1

hostname (config-webvpn) # anyconnect image
anyconnect-macosx-i386-2.3.0254-k9.pkg 2

hostname (config-webvpn) # anyconnect image
anyconnect-linux-2.3.0254-k9.pkg 3

(G¥)  anyconnect image =~ > NC AnyConnect { A — L Z g% & L 72 (Z anyconnect enable
O REFHITTHMENH Y £9°, AnyConnect & 1 R —7 /WIZ L7RWIGE
AnyConnect DENEIZATEARIT7/2 Y . show webvpn anyconnect =~ > N3 SSL VPN 2
TAT UV FIIAF =T NI TN RN E R L, A A h—/L S {172 AnyConnect
Nor—U%UAMLERA,

7 I AT b b A E 7213 AnyConnect SSL #5i DA > % —7 = A ZAD SSL & A RX—7 /LI
L/i—a—o

enable interface

&1

hostname (config) # webvpn
hostname (config-webvpn) # enable outside
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B /57> r2web BT 210000 ASA DEEE

ATvT3

ATy T4

ATy TH

ATvT6

ATvT1

ATvT8

ATvT9

ZDawy RERIT LAV E . AnyConnect [FAEE L7 & 380 (ZHEEEH T, show webvpn
anyconnect =~ > R{I, A A h—/L &7z AnyConnect /X7 — % U A M5V IZ,
SSL VPN is notenabled] &\ 29 A vt —TV &KL ET,

AnyConnect DA *—J )L

EE) 7 RLVAR F—L%&AFp L £ 7, DHCP R —HIZL5E V¥ THOT KL ADIEER
VBT FRLABD B TOHEEEM T2 TEET,
ip local pool poolname startaddr-endaddr mask mask

B -

hostname (config) # ip local pool vpn users 209.165.200.225-209.165.200.254
mask 255.255.255.224

T RLAR =& b J—TIZE0 4 TET,
address-pool poolname

1 -

hostname (config) # tunnel-group telecommuters general-attributes
hostname (config-tunnel-general) # address-pool vpn_users

TIZHNEDTN—=T K v—%& b T T—FTE G TES,
default-group-policy name

hostname (config-tunnel-general) # default-group-policy sales

7747 ML AR R—HLE L AnyConnect GUL D2 /' A o R—=TTD k¥ KT )—"
VA NDERREAX—TNMIZLET, =AU T ADY R NX, group-alias name enable 2~ > N
@:iofﬁ%éhij‘o

group-alias name enable

1 -

hostname (config) # tunnel-group telecommuters webvpn-attributes
hostname (config-tunnel-webvpn) # group-alias sales_department enable

IN—TE I Z2—FOFFR S/ VPN bV 7 7'm kbl LT AnyConnect 27 7 A
Ty EREELET,

tunnel-group-list enable

1 :

hostname (config) # webvpn
hostname (config-webvpn) # tunnel-group-list enable

TN—TEINE2—FOFAEINIZ VPN o x Y 7 Fa harb LTSSLEHRELET,
FooTe ha B BMLTHRETD L TEES, HEMIZOWTH, a~> RV 7r7 1L
> A D vpn-tunnel-protocol 2~ RZZL T 7Z& W0,

vpn-tunnel-protocol
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KB 547 b A V2 b—1o1 72—t [

1 -

hostname (config) # group-policy sales attributes
hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # vpn-tunnel-protocol

RDBERY

TN—TFRY > —IZxT a2 —FOEID Y TOZEMONTIE, F6E i Ta 77 A1,
ITN—T R v—, BIOa2—TORE] 22 L TEE0,

KEHWEIDSATUO AR M=ILDA 2—TILL

DTLS

=L =

axX A&

KGRI 7 TA TV M A VA M=V EA Z—=TNIZT DL, JTAT L NOHBIT VA A
= HEEENT 4 B —T NIV £, 7T A4 T2 M BEOEROZDIZ) T—
BPa—HIA VA= NLENTEEEROT, VE—F 2—FOEGRBNEMHINET,

FED I N—T F 73— T DGR 27 TAT o b A VA M=V A X =TT D
Wi, Zv—7" ARV v —webvpn &— N 721X —H%4 webvpn &— K T anyconnect keep-installer
avy REMHLET,

T 7 AN RNTIE, 7 T74T 2 FOKGIRA VA N —MIA X—T VTR TWET, Ev
arORTRIZ, 7747 MIVE—F arta—F Rk £, KOFITIE By
arYORTRAT)IE—F 2V Ea—2Ds 747 NefllRT 2 L0 I fFO 7 v —7
AU v—sales #ETELET,

hostname (config) # group-policy sales attributes

hostname (config-group-policy)# webvpn
hostname (config-group-policy) # anyconnect keep-installer installed none

Datagram Transport Layer Security (DTLS) Z{#H 7 % & . SSL VPN £t & 2. L T\ %
AnyConnect 7 74 7> h T, 220 b %)L (SSL b /L& DTLS b > 3/v) %[RRI A
T&E7, DILS 2+ % &, SSL #fe THAT 2 IRIER L OISR O RIS [FhRE S 41, 3
7y MBIEORBEZZTR0TWITALA LT TV r—a v OnR 73—~ AR ELE
7

1R BHHIIZ

ZPD~y R R TDTLS Zi%E L, 9% DTLS O/ N— 3 > Z R 3 5121, SSL Ot
HIRRE 22 LT IEEN,

DTLS % TLS B#ell 7 +—/b Ny 7 SH5121E, 7 v RETHE (DPD) %A 3x—7 /W2
HMENH Y 9, DPD & A F— 7/ L7aWiA . DTLS 855 CRIENRAET S &, TLSIC
T = Ny 7T HROVICERIIE T LET, DPD OFFMIZOWTIL, 7 v FET RO
HE (18 X—) ML TILEEN,
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AT w71 AnyConnect VPN i 2x L CDTLS A 7> a v & EL T,

a)

b)

webvpn £ — RDA » #—7 = A ZATSSL & DTLS ZHNZ L ET,
F 7 4V b TiX, DILS A 2 — T M7 BDE, A v Z—T7 A A TSSLVPN T 7 & A
AR —T N LT BEATY,

hostname (config) # webvpn
hostname (config-webvpn) # enable outside

webvpn 27 ¥ 2 L—3 3 > FE— KT, enable interface tls-only 2~ > R&EfEH L, &
~T? AnyConnect 7 74 72 b 2—HIZH L TDILS &7 4 E—7 MIZLE T,

DTLS %5 4 B—7 /245 &, SSL VPN #5¢1% SSL VPN b o R A7 IC 8 L ¥,

hostname (config) # webvpn
hostname (config-webvpn) # enable outside tls-only

port 35 UV dtls port =~ > KZ&f@H L TSSLEBLODILS OAR— M EFRELET,

hostname (config) # webvpn

hostname (config-webvpn) # enable outside
hostname (config-webvpn) # port 555
hostname (config-webvpn) # dtls port 556

ATYT2 BEOIN—FRY L —IZH L TDILS 7L a v #EELET,

a)

b)

TN—THRY —webvpn 227 4 Fa L — 3 F— FEIL2—W4 webvpn 2> 7 ¢
X2 l— 3 EF— KT, anyconnectssldtls 2~ > RZfH L CTHRED I/ NV—TF 1%
2—HZx LT DTLS A4 2 —7 M LET,

hostname (config) # group-policy sales attributes

hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # anyconnect ssl dtls enable

MEEZJE UC, anyconnect dtls compression =~ > K&l L T DTLS [Effg & A — 7 /LIZ
LET,

hostname (config-group-webvpn) # anyconnect dtls compression lzs
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)E—F 21—

yE—ta—nsz7orT+

HFlZxdd5T00 Tk
FIE

ASAT, UE—FSSLVPNZ FA T s =PRI IFA4T7 v N vrn— 357D
nyT N A RX—=T VT DHIZIE, TA—T KR v —webvpn 27 f Fab—v a3 E— R
F7oid =2 —V4 webvpn 227 4 F2 L—3 3 » F— F T anyconnect ask 2~ > K& L %
R

[no] anyconnect ask {none | enable [default {webvpn | } timeout value]}

s anyconnectenable Z 1§ €95 &, /74T NaeXura— 750, 7747 RV A
RGN N=IBBHTLhemno7n 7 e E— b 2a—FRKRL, 2—F0
JRE A EHIIRICRIRE L £ 9,

- anyconnect ask enable default Zf5ET 5L, T <ICZTA T FRF U= REnE
j—O

- anyconnect ask enable default webvpn Zf5E 7T 2 &, T IR —Z L X—=VICBE L £
R

« anyconnect ask enable default timeoutvalue #5345 &, 7 74 7 haXvra— KT
L0 £2IT TAT VPV AR—ZNL_R—=DICBET I nEmR5 707 e T—
Fa2—PICRRL, TIALVETI7vay (29347 boFYya—FR) 2ETT5
B, value DEFHE L £,

« anyconnect ask enable default clientless timeoutvalue {5 ET 5 &, 7 74T "Ne XU
B—RT50, FE7TAT U FLAR—ZN R=VICBHT 20 E3R5 70T
FaUE—ha—WIRRL, 774V T 27vary (V7347 PLAR=F )L R—
VOFER) HFATT DHENT, value DAFHEL £7,

WDOKIZ, default anyconnect timeout value F 7% default webvpn timeout value 733% iE S #17-
BAEICVE— b 2—PICRKRENL T v T MR LET,

1:)E— b 1—HITRRESNDSSLVWPN I 54T +OFHoO—FERHZTOU T+

Hem AnyConnectwill startin 112
J seconds.

100 | O | O

o Start now

« Cancel

181312
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B Avcomect 5547k ToTF AL BY v O— ROA R—T Nt

451

OB TIL, ASA T I5A T "X vrna—Rt40h, £33 A4T7 2 LA
R=H N R=ICBET 50 a—FIlm;ERLZ T T hE2FERLT, 7947k
B u— RTHENNEE I0 RS T A L ICRELCVET,

hostname (config-group-webvpn) # anyconnect ask enable default anyconnect timeout
10

AnyConnect 7 SA 7>k 7RI77A4IL Ao oA—FDA x—T )Lk

AnyConnect 7R 7 7 A )b (AT 7747 & XD VPNEREO A7 4 Fab— 3 Ui
E. BIXOA TV a Dl IA4T o b EDa—ADar7 4 Fal—a UVRELXET XML
7 74 /L) T Cisco AnyConnect Secure Mobility 7 7 1 7 > MERex 4 r—7 WIZLET, ASA
%X, AnyConnect DA > A h—/L L HEHFHIZTr 7 7 A VERLET, 2—FNT o774
NOEHRLEEZIT) Z LT TEEE A,

7'a 77 AL, AnyConnect 7R 7 7 A )V =T 4 X EFEH L THRETEET, ZO=T 44
I%. ASDM F7/=IZ ISE 7> b H) T & % fF]72 GUI N—Z2 DALY — /L9, Windows H
AnyConnect V7 b7 =7 Ny lr—VIEZT 4 A BEENTVET, ZOTT 4 XL
AnyConnect /3 77—V Z IR LTz~y R R 731 Z|Zr— R L, AnyConnect 7 7 A 7
FAA=TVELTHRETDHET 7T 4712720 7,

ASDM £7/2IXISEICHiEa SN 77 A4 =5 4 XDV IZ, Windows 7 a7 71 L
TFAEDAX L Ry A=V a b xET, ﬁ747/%%$m%%¢éﬁA
/7%?;7£E/XTA%@%L13/EJ—&_%%ﬁé\ww%—tx%®7m774
NBLORFOMDES 2— V&2, ZFZ U RTaro7a 7y ANV TT 4 X2 L CER T
7

AnyConnect 7 74 7 > hBLOT BT 7 A )V =T 4 X DOFEMIZ OV TIE,  [Cisco AnyConnect
Secure Mobility Configuration Guide] D72V UV —R S L T E S0,

GE)

ATy T

AnyConnect 7 74 7 >k 7'a h a/L®DF 7 4/ ME SSL T, IPsecIKEV2 %A F— 7 /LT
HITiE, ASA CTIKEV RELXRKEL, £lo, 7 94T N Ta Ty ANVDTI7A4~<) Fa b
o)L LTCIKEV 2% T DM ENH Y £9°, IKEv2enabled 7’12 7 7 A /Ui, =2 RKARA > b
A2 —HIZERTOMNERDHY £, ENLUNOEE, 7 T4 T MISSLAEMH LT
e ITLET,

FIE

ASDM/ISED T 7 7 A )N TF 4 ZE-IZRAZ L RTur a7y A Vs ¢« ZEFEH LT,
a7y A NVEERLET,
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ATy T2

ATvT3

ATy T4

AnyConnect 7 547> k FOT7 AL #ovn—kng x—Tut

titp E/2ITRIDOF R EZHEHAL T, ASADT7 T v va AEVIZT a7y AV Ty A Ve —R
L\i‘g_(]

webvpn 227 ¥ = L—3 5  E— K Canyconnectprofiles =~ > REHHL T, ¥ v =
AEFINCR—=RTDH7T7A4T M 7TuT7Zry AN LTCIOT7 7 ANE@HILET,

1

WIZ, a7 7 A /e L T7 7 A/ sales_hosts.xml & engineering_hosts.xml % §5 &3 5 il & 7
L/ i ‘é—o

asal (config-webvpn) # anyconnect profiles sales
disk0:/sales_hosts.xml

asal (config-webvpn) # anyconnect profiles engineering
disk0:/engineering_hosts.xml

INT, a7 7 ANEITN—T R —ZFATEET,

dir cache:ste/profiles =~ A LT, ¥y v a AEVIZrn—RFEnTm 77 4( L%
ForLET,

hostname (config-webvpn) # dir cache:/stc/profiles

Directory of cache:stc/profiles/

0 -—=-= 774 11:54:41 Nov 22 2006 engineering.xml
0 --—= 774 11:54:29 Nov 22 2006 sales.xml

2428928 bytes total (18219008 bytes free)
hostname (config-webvpn) #

TNh—T KR —webvpn 2> 7 4 F 2 L—3 3 E— F&BAtE L. anyconnect profiles =~
YREMALCT, IA—T RIL—DIIFAT s Iun7 s A VERELET,

51

fEFAIRE/ R 7 v 7 7 A )V & FoR" T 521X, anyconnect profiles value =~ > RIZHel) T, Bef%F
(?) #ANHLET, KIHIZRLET,

asal (config-group-webvpn) # anyconnect profiles value ?

config-group-webvpn mode commands/options:
Available configured profile packages: engineering sales

WROBITIX, 27AT7 2 N 70Ty ANEAL TR vypn DT a7 57 A )Vsales ZEHTDH LI
IN—T K)o —%RELET,

asal (config-group-webvpn) # anyconnect profiles value sales type vpn
asal (config-group-webvpn) #
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AnyConnect 7 S A 7> FDERETY T L— kDA r—T )Lk

AnyConnect =—H|%, BILET v 77 L —REZHEHLT, 7794 T N T v 7T L—RDOFY
Y= REBLEDLZENTEET, 7947 T v 7T — ’OMEHATE 5254, AnyConnect
E BT O FRET v T L= REEHT 2 Es R XA T e S aE LT,

AnyConnect 7' 12 7 7 A JLi% & T AutoUpdate 7 [Enabled] |ZF%E SAILTWRWEY . DT v
TL—RKEZAT a7 IERRINEREA,

BIET v 7T L— R F2—TWZT DT, B AZ LNEMESX A 7 L 4RI & OfE% ASA 2
BIMLT, A= R)—TCTInbDEEEZEREBIVTRELET,

WDH AL NBHEITBET v 77 L— K&V R—FLET,

RI1GBET7 YT L—RFOAhRELEM

hRASLEWS AT BMME TIAIHME |[EE

DeferredUpdateAllowed true false false [true] Z45ET D & T v 77— S AE%)
2720 F7, WY v 77— RAES) (false)
DA, FTRROREIFEHSNET,

DeferredUpdateMinimum Version X.y.Z 0.0.0 Ty I TF— NEEHTEXALOIZT A,

A VA D= NT DREND DNV 3 v
@ AnyConnect,

IN—=arOF v 7iE, Ny K2R
THMNZ > TNDHTXTOEY 2 — /LT
HahEd, VPNEZEOAENREEDOEY 2 —
JVIRA VA B =L STV, FElzidx/h
B Z T2 L TWRWEE, B L CGET »
TF—hTAHZLITTEERA,
ZORBMENMEESNTWARWEA, = FR
AL MZA VA =N EINTNENRN—=T g
WZCEAfRR L, T m o7 v RFREND M
(HBIICH TS NET) .
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AnyConnect 7 S A 7> FDBET v T L—FDA +r—T )Lk .

HRZLEESAT BREE TI2HILME |EE
DeferredUpdateDismissTimeout 0~300 (7) none (F 4 &— |HHAT7 v 7L —FK a7 bRFERIN,
7IV) HEIMICAI T SN2 £ ToME, = 0B,
WM v 7T — b Ter T N ERRT LGS
OHEHSNET (Rh =2 3 ORMEN
EROICRHM S ES) o
ZOBHR RSB RWGE . HEVA I HRE
WENZ /2 | 22— RIRETHET (K3
WIS CTC) AT el nEREnEd,
ZORMEEERICRET D &, RICESNT
SRS BEER £ 72137 v 77 L— RRE
i SAVET,
o f VA PN—NFEIHNRN—=T gt
DeferredUpdateMinimum Version Mg
* DeferredUpdateDismissResponse D
DeferredUpdateDismissResponse defer update update DeferredUpdateDismissTimeout & 4= ¢ 12 32 i 3~
AT 7 a v,
FIE
AT 91 webvpn 227 4 X 2 L—3 3 > F— KT anyconnnect-custom-attr =~ > K& L CTh A%
LIRS A TEER L E T,
[no] anyconnect-custom-attr attr-type [description description |
il -
WIZ, 1 A X L@t S A 7 DeferredUpdateAllowed 35 & UY DeferredUpdateDismissTimeout % 18/l
T 5Bz R L ET,
hostame (config-webvpn) # anyconnect-custom-attr DeferredUpdateAllowed
description Indicates if the deferred update feature is enabled or not
hostame (config-webvpn) # anyconnect-custom-attr DeferredUpdateDismissTimeout
ATY T2 Ju—rL a7 4 X2 b—3 g F— KT anyconnect-custom-data =~ > RZfHH L THh

A B NEEDARITE DELZBIMLET, BRWEZFFOBEOGGIL, BEETL = M) 24
ETE, HEENFHRETY, 7L, RETY MU DREMBEL TV 584, [Defer Update] %4 7
B IEERRINT, 22— FET v L= FERETEEHA, RV, 7Ty 77— R
HERIZATDOILE T,

[no] anyconnect-custom-data attr-type attr-name attr-value

51
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. ;B/N0 AnyConnect 7 5 4 7 > FERED A *— T IL{t

ATvT3

WIZ, T3 A% Lg 4 A 7 DeferredUpdateDismissTimeout D4 Biifh & OfE & |
DeferredUpdateAllowed % A & — 7 /W T % 72D DA I & OEZBINT 502~ L ET,

hostname (config) # anyconnect-custom-data DeferredUpdateDismissTimeout
def-timeout 150

hostname (config) # anyconnect-custom-data DeferredUpdateAllowed
def-allowed true

anyconnect-custom 2~ > RZHEH LT, A X LABMEOARIN X OEEZ 7LV —7 R v—IC
BT 500, Z—7 RY —nHHIBRLET,

* anyconnect-customattr-type value attr-name
* anyconnect-custom atfr-fype none

* no anyconnect-custom atir-type

1 -
WIZ, sales EWOIZBIO I N—T R o —THMT v 7T — "GN LTHA LT U M
150 PR ET 202~ LET,

hostname (config) # group-policy sales attributes

hostname (config-group-policy) # anyconnect-custom DeferredUpdateAllowed

value def-allowed

hostname (config-group-policy) # anyconnect-custom DeferredUpdateDismissTimeout
value def-timeout

1BANA AnyConnect 7 54 7 > MRERED A4 +— T )Lt

Zurn— R ZR/NRIIMA 272018, 7747 2 MIRERIT EVa—LDX T
72— K (ASA £72IXISE 7 6) I #ZR L E7, BINREDS AnyConnect 7 7 A 7 > h Tffi
HARBIZ o7 b, ZNOOWEZFEHTELXHIICTHEDIZVE— NI TAT U NET >
TT— R NTHMERDY T,

FLUVERER A R — 7 WIZ T DITiE, 74— RV v — webvpn F£721L=—%4 webvpn =2
7 4 ¥ =2 L— 3 ¥ F— KT anyconnect modules =~ > RZ{EH LT, HrLWEY 2 — /L4
ZIRETOHLENDH Y £7,

[no]anyconnect modules {none | value string}

BEOA LY 7 2EET 25T, A~ TREY 9,

Start Before Logon M 1 ~— JJL1{t

Start Before Logon (SBL) #f#iffl4% & . Windows PC {21 > A h—/L & TV 5 AnyConnect
34T MEHT AR AL A VTR, RATU— R Xy v s, RIAT vy
REMERTES L 12720 £9, SBL TlE, AnyConnect 7 74 7 > k@ Graphical Identification
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ATy T

ATy T2
ATvT3

ATy T4

AnyConnect 1—H A v —CDEEOLEH .

and Authentication (GINA) %A X —T7 NI THEV a— Va2 Xy 0—RT5K 9512 ASA %
A X =TT BHERHY £3, ROFIEIL, SBL 24 X—7MZT B HEEZRLTHE
j‘o

FIE

T N—7" R Y 2 —webvpn F 72T —H 4 webvpn 227 ¢ ¥ 2 L—3 3 > E— F T anyconnect
modules vpngina 2~ R&EFEH LT, FFED IV N—T £ id=2—F~D VPN 8D 72D D
GINA £V a2 —/L%& ASA TH U v u— RTDMREZ AN L ET,

11

WOHITIE, ==X N—7 R > — telecommuters T7 N—7 K o —@EIMEE— N&H4h
L. ZOZN—TFRY T —Twebvpn 27 f Fab— g F—F&tL, ALY 2
vpngina ZH5E L E T,

hostname (config) # group-policy telecommuters attributes

hostname (config-group-policy) # webvpn
hostame (config-group-webvpn) #anyconnect modules value vpngina

JI7AT N 7TaT7 7 AN 77 A (AnyConnectProfile.tmpl) @ =2 v —Z 3L £7,

TuT AN T 7 ANEHSELTSBL A X =T N THDH I EEmELET. ROBITIE,
Windows D716 7 7 A /L 7 7 A /L (AnyConnectProfile.tmpl) DBIRERy 2R L T\ E T,

<Configuration>
<ClientInitialization>
<UseStartBeforeLogon>false</UseStartBeforeLogon>
</ClientInitialization>

<UseStartBeforeLogon> ¥ 712X > T, 7747 FISSBLEZMEHT 0 E 500 RED £,
SBL %A T HITIX, false % true TEEHZ 3, WOFIX, SBL A T >TnDHH
JERLTWET,

<ClientInitialization>

<UseStartBeforeLogon>true</UseStartBeforeLogon>
</ClientInitialization>

AnyConnectProfile.tmpl |Z%F T~ 2 ZHZRFF L, webvpn =7 4 F = L —3 3 7 F— T profile
av Y REEALT, ASADIT V=7 E 32— P27 0774V 77 A NVET v
T—hrLET, KIHIZRLET,

asal (config-webvpn) #anyconnect profiles sales disk0:/sales_hosts.xml

AnyConnect 1—H A v t—CDEEDEHL

ASAZIE, 7T U R—2D Y T4 7 kL A SSL VPN 5 A BllhT 2 2 —HFIcFREND
R—# )L L, ¥ X O Cisco AnyConnect VPN Client = —FICERINDHA LV H—T = A AD
SAEAHEEER H D F T,
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ZOHTIE, INH0a2—F XA ve—U%BHT 572012 ASA ZRET 5 B OV THH
Li‘g—o

VE—h2—PIZARTHIWEZ Y T EENLDOA v E—ViE, BHRAALACHNIZEED D
NTWET, §TD Cisco AnyConnect VPN Client D2—H A L X —7 = A ZA|ZFREND
A v EB—U0%, AnyConnect KA A NITH Y F97,

ASADY 7 v =T A A= Ny r—IZ1E, AnyConnect KA A DEWT —T )0 7
L— MR EENTWVWET, ZOT 7L —MIZI AR—FT&, AJJTDHURLIZT 7 L—
RO XML 7 7 A ADMERRSNET, ZOT77ANVLDRA vtE— 74—V RIFETT, Av
T—VERELT, 7T L —hEAUR—F L, 7T v a AT VITENPILDHT LWL
F—=TIN AT FEERTEET,

BFOERT —T N7 AR— 52 b TEET, 1B LI XML 7 7 A VI SRR
LAY E—UNRREINET, TOXML 77 AV ERILEEHTHA VA — 5L,
BT —TN ATV hOFH L= a3 URER S, DRTOA v =Y R EEE SR E
7 AnyConnect K A A » DEWT —7 st A H X, 7272512 AnyConnect 7 71 7 > k
2—HFICRRINET,

T —JILDERK

ATy T

WO TFNETIX, AnyConnect KA A > DOEWT — T NV EANERKRT D BN T LET,

FIE

F5HE EXEC &— R C export webvpn translation-table =~ > RNZfEf LT, a2 o —H(I%
Wr—7N T T = ExT s AR— b LET,

W OB TIL, show import webvpn translation-table =1~ > (2 X~ T, i rfRE/ R EHaT — 7
NT T L= e T =T N EFRRLTNET,

hostname# show import webvpn translation-table
Translation Tables' Templates:
customization

AnyConnect

CSD

PortForwarder

url-list

webvpn

Citrix-plugin

RPC-plugin

Telnet-SSH-plugin

VNC-plugin

Translation Tables:
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zmr—IL0ks ]

WIZ, AnyConnect i K A A VHOEHT —T Vs AR— K LET, fERSNTZ XML
T ANDT 7 A NEiL client &\ ZFTNFHIT B, ZOA v®—T 7 40—V EREENT
b\i‘é—o

hostname# export webvpn translation-table AnyConnect
template tftp://209.165.200.225/client

WOBITIEZ, T T L—bnbA YR — R LI zh LW AFOERT —T Va7 AR — |
L %9, zh I% Microsoft Internet Explorer {2317 % I EFEDERSH CTT,

hostname# export webvpn translation-table customization
language zh tftp://209.165.200.225/chinese_client

BT —T VD XML 7 7 A N AARE L E T, WO, AnyConnect 7> 7 L— h O —#i %5
LCWET, ZOMADERKIZIL, Connected A v 2—T DA vE—VID7 4 —/L K (msgid)

LAy E=UFHNT 4=/ K (msgstr) DEENTNET, ZOAYE—=VIE, 74T
73 VPN #f5e 2 g2 % & Z 12 AnyConnect 7 74 7 2k GUILIZER /RS NE T, BRRT

TL— b, BDA Y=Y T4 RORT REENTOET,

# SOME DESCRIPTIVE TITLE.

# Copyright (C) YEAR THE PACKAGE'S COPYRIGHT HOLDER
# This file is distributed under the same license as the PACKAGE package.
# FIRST AUTHOR <EMAILQ@ADDRESS>, YEAR.

#

#, fuzzy

msgld nn

msgstr ""

"Project-Id-Version: PACKAGE VERSION\n"
"Report-Msgid-Bugs-To: \n"

"POT-Creation-Date: 2006-11-01 16:39-0700\n"
"PO-Revision-Date: YEAR-MO-DA HO:MI+ZONE\n"
"Last-Translator: FULL NAME <EMAILQ@ADDRESS>\n"
"Language-Team: LANGUAGE <LL@li.org>\n"
"MIME-Version: 1.0\n"

"Content-Type: text/plain; charset=CHARSET\n"
"Content-Transfer-Encoding: 8bit\n"

:\cygwin\home\<user>\cvc\main\Api\AgentIfc.cpp:23
:\cygwin\home\<user>\cvc\main\Api\check\AgentIfc.cpp:22
:\cygwin\home\<user>\cvc\main\Api\save\AgentIfc.cpp:23
:\cygwin\home\<user>\cvc\main\Api\save\AgentIfc.cpp~:20
:\cygwin\home\<user>\cvc\main\Api\save\older\AgentIfc.cpp:22
msgid "Connected"

msgstr ""

C
C
C
C

HH FH = H

Q

msgid 121X, 7 7 AV NEBWPE EN TV ET, msgid (25 < msgstr WEH A TR L £7,
HazAERCT D121, msgstr SCFHN O HF ORI B GO T XA M & AT LET, 7Z<‘:7L
X, A »t— [Connected] % AA LEETEMT HITIL, SIAFOMICASRA L FEOT X
A NEFALET,

msgid "Connected"
msgstr "Conectado"
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B zss—orour

T 7 A MILTRFEL TS IZEN,

AT w73 HHE EXEC € — K C import webvpn translation-table =~ > R&2{#H L C, BT —7 1% A
VIR—bFMLET, TTUVEEBEND D SHEOEAWEE T TH LWERT — 7 L O4 I &
HBELET,

WOBITIE, KE AL 58 H D Microsoft Internet Explorer Cfifi | X 5 E W CTH % es-us T
XML 7 7 A VA VR — b S ET,

hostname# import webvpn translation-table AnyConnect
language es-us tftp://209.165.200.225/client
hostname# !!!ltItrrrrrrrrrrerrrrrrrrrrrrrrrnd
hostname# show import webvpn translation-table
Translation Tables' Templates:

AnyConnect

PortForwarder

csd

customization

keepout

url-list

webvpn

Citrix-plugin

RPC-plugin

Telnet-SSH-plugin

VNC-plugin

Translation Tables:
es-us AnyConnect

T — T ILOHIBR
BT — T NSRBI o T i, HIlRTE £,

FIE

AT TN BEOEWT — T N —EFR R LET,

K DOFITIL, show import webvpn translation-table =2~ > K2 X > T, i A[RER LT —7
NTFTUT L= T =T N EFRFLTVET, 770 Ak () . AAE (a) . w76k
() DEESERT—TANAESNTNET,

hostname# show import webvpn translation-table
Translation Tables' Templates:
AnyConnect
PortForwarder
banners
csd
customization
url-list
webvpn
Translation Tables:
fr PortForwarder
fr AnyConnect
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ATy T2

&7 AnyConnect ssLigieniE [

fr customization
fr webvpn

ja PortForwarder
ja AnyConnect

ja customization
ja webvpn

ru PortForwarder
ru customization
ru webvpn

REIRBWT — T NV EHIBR L E T,
revert webvpn translation-table transiationdomain language language

translationdomain 13 LFEIRTEBRT — TV OERNZGEEH SN TWD R A A T, language 1%
2 FDOEFELTT,

BT =T N EERICHIBRT D MERH Y £, 1 oDa<wr R LT, HEDEHDT —
TN T XTHIRT S Z LIETEEE A,

72 & Z21E. AnyConnect D7 T > AFED LT — 7 N ZHIRT 5121 -

ciscoasa# revert webvpn translation-table anyconnect language fr
ciscoasa#

= E 75 AnyConnect SSL #£8E D& TE

ROIATIE, AnyConnect SSL VPN £t 2 i+ 2 & R BEREIC DWW TR L £ 97,

F—BEROAEME

ASA & AnyConnect 7 7 A 7 > F % SSL VPN £t CHx —HAEMRZIT O & &1L, ¥ —L&4)
W7 MLV EFRI = —2a LT, #H0eXa ) T4 2mOET,

FED I N—TE12132—H D SSLVPN R T, 7 74T > ML LF—FERDFETE2A
T HITiE, Z—7 7R ¥ — webvpn E— K& 72X —4 webvpn &— KT anyconnect
sslrekey 2~ > R&EH L F9,

[no]anyconnect ssl rekey {method {new-tunnel | none | ssl} | time minutes}

» method new-tunnel ¥ — O FERFIZT TA T2 M I o TH LW bRV S LD
ZEERELET,

e method ssl X —DE/AERTICTZ FA T MIEoTH LW N RN SND Z L&
FELET,

» method none & — D AR Z #HIZ LET,

o timeminutes X, &> a VOBENL ERIXFIRIOF—FHARKRL G, F—OFARNTH
N5 ETORRZ 1205 10080 (1 #RE) OO THELET,
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B 7 rcrnons

A\

X))  X—0OFAK S EE ssl 7213 new-tunnel (ZFRET D &, F—FARKRIZ SSL FX DT —
TarPMThIT, 7747 v MR —BAERRFCER N RV BT D Z LB EESNE
97, anyconnect ssl rekey 2~ ROEREIZONWTIX, a~vr R UV 77 LU RAEBBLTIEE
AN

WOBITIE, By a VGO 30 SRICERIND T—FERPIC, BBFEO7V—7" K
T—sales \IZXTAHSSL L OFHRIL2—2a v EERTALIICITIAT U REERELTD

i‘ﬂ—o

hostname (config) # group-policy sales attributes

hostname (config-group-policy)# webvpn

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30

Tv FE7REDERTE
Dead Peer Detection (DPD) Ik V. V7 DISEN S BRI L TWAIEAITIE. ASA
(F—=btv=A) 72037 747 > MUTHRRFICHHEECE 9, 7~ FETHE (DPD) %6
§<jJ L. AnyConnect 7 74 7> N E721Z ASA 77— F U7 = A 7 DPD %5477 HHE 2 7% ET
i, LTOFRIEEZFEITLET,

188 SR
Z OFEREIL. ASA 7' — 7 = A & AnyConnect SSL VPN 7 7 A 7 >~ D H#st D A\

éhia‘o DPD 13357 ¢ v 7 &3 a] L7 WEHED FIEITEE SN TV D 728 IPsec ZEH T
X /547> L ASSL VPN NHR— | éhit‘m

¢ DTLS % A 2 — 7 WiZ¢ 5 & Dead Peer Detection (DPD) & A R —7 /L2720 ¥4, DPD
WL, RLZZDTLS#t D TLS ~D 7 4 — /Ny 3, F—T /IR0 £9, FiLL
ShOGE, BT T LET,

« ASA T DPD AT/ > T 5 & &, Optimal MTU (OMTU) #sexfEHT5 L, 77
AT R DTLS 737 v hEEFICHET Z N TEDLHRAKDT Y RKAKRA > h MTU & H>
FHZENTEET, RRAMIU £TRT 4 7 ENTDPD Xy NERETLHZ LI
XoT, OMTU %% L £ 7, XA r— I\O)Eu\:ﬂ:! o~y Ry RnbZETH
L MTU B A ARZIFANGNET, ZTFANLDRR»STHE, MTU IR/ S < S,
78 h AN THAEIN TR MIUICEIETAET, MUERL e —T7RNEEINE
7T

FIE

ATY 1 BROIZA—T RY o—IZBE L £,
ITN—T R —F T id2—V 4 webvpn E— REBME L £,
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ATy T2

ATy T3

x—7751 70801t [

hostname (config) # group-policy group-policy-name attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) #

Eyl e

hostname# username username attributes
hostname (config-username) # webvpn
hostname (config-username-webvpn #

F— U A MO EZRELET,
[no] anyconnect dpd-interval {[gateway {seconds |none}] =~ > RZfliH L 7,

gateway (X, ASA ®Z & TJ, DPD ZH#hZ L, ASA 73 DPD 7 A h &34 TT H4HE % 30 B
(F7 4/ b)) 553600 F (1K) OFEPHCHE L E3, H 300 BNHER S ET,

none ZfEETH L ASABFEITTHDPD T A MIT 4 =T /MR EY, Zoavr B
RENHHIERT 121X, no anyconnect dpd-interval %z L £,

7747 MUDOKHZHRE LT,

[no] anyconnect dpd-interval {[client {seconds | none}]} =1~ > RKZ{HH L F7,

2 AT > ME, AnyConnect 7 7 A 7 hDZ L TH, DPD ZHZNZ L., 7 T4 7 M

DPD 5 A 2 FEITTHHEELZ 30 (F74/1 1) 205 3600 % (1K) O THEELE
4, 300 BN HELE S ET,

clientnone Z¥5ET 5L, 7747 MLV FEITISND DPDIET 4 E—T /M0 £7,
ZDawy REFRENGHIERT 521X, no anyconnect dpd-interval %z L 9,

1

WOFITIE, ASAIZ L 2 DPD OEITHEN 0 ICRESN. 7747 M X 5B
FEDTIN—T R 2— sales \IZxT 5 DPD OFEITHEN 10 BICRESHLTWET,

hostname (config) # group-policy sales attributes

hostname (config-group-policy)# webvpn

hostname (config-group-webvpn) # anyconnect dpd-interval gateway 30
hostname (config-group-webvpn) # anyconnect dpd-interval client 10

F—T7514TDEMIE

X—TTIAT AvE—VOBEEESTHI LT, HEHDT A RATOLIDLIREHINT /A
AL THIRENTWDHETS, Tuxd | 7747 U —/b, EIZITNAT 731 Af%
M1 SSL VPN #fi & A — 7 O MR L E T, Fo, BELMET L. VE—F 2—V%
73 Microsoft Outlook ¥ 7213 Microsoft Internet Explorer 72 ED Y 77> b X—R2A 7Y Fr—3 3 >
BT VT A TICFETLTORWEETYS, 7747 2 NItk JOHER S VERE A,

F—TTITATNET 74V FTA R—T NI > TWET, F—TTI3A4T7%T 4 =TT
THE, Tx— A — =D, SSLVPN 7 T A4 T b By g NEAF N FTNA R
W E R E R Ao
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X—TTIAT Ave—VOMEERET HIZIX. ZV—T7 KRV > —webvpn £z ix—H 4
webvpn 2T 7 4 F a2 L— 3 E— F1D keepalive 2~ REEHLET, RENH 3~
Y REZHIBR L TEDSHA SN X OICT 51k, Zoa~vr Fone BREZHEH L ET,

[no] anyconnect ssl keepalive {none | seconds}
enone X, 7 I7A TV NOX—TTIFAT Avb—UEBHLET,

ssecondsl. 7 T7A TV MIEDF—TTI7A4T A vb—VDOBEEEAX—T ML, Ay
Y=V OHEE R 15 ~ 600 I O#IPH CHRE L £7°,

WO TIE, BEFO I N—TF R U —sales T LT, 2 7A TV "RX—TT 74
T RAyE—=U%300F (54)) OHETEETEDLLIITASAZRELTNET,
hostname (config) # group-policy sales attributes

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # anyconnect ssl keepalive 300

JEAEZ  ARAHRNE OBEGHCER L SN DT RO A AW L, ASAE Y7 T AT 2 hE
®EEA7¢—7/XWWLLiﬁO?7%»%?@H%A?m\ﬁm—ﬂwv&wkﬁi
DI N—TF I —F O SFIZEBN T, TP SSL VPN B2 % 9 5 [EMg 23 A % — 7L
278> TWET,

GE)

7 u— RNV RGO M & T 25515, A RIN D72 WEERICEF L TnDH 2 &%
HEICEETILENDHY £9, D, 78— KNV REERTIET 7 4V b THEMESA 1 —
TN T2 > TR WERBHR T,

A& j: 7“r:~/§/l/ a7 4Xab—v 32— K CTcompression 2~ Naff LT/ o—
v T DRERHY ET, 29T 5 ET, ZA—7RY vr— L= —%4 webvpn
£— I\’C anyconnect ssl compression 2~ > K& LT, FFED I/ N—TE T —WIE
MARRET HI ENTEET,

E#ns o—N\\HES

T — VIR EREOREEZEL T HIE, /n— a7 4 ¥a2lb— a3y E—RT
anyconnect ssl compression =~ > FZfEH L9, ENDa~vy FEHIRT HITE, 2>
R no IERAMEHL E,

WOHITIE, §XTD SSL VPN ##t DEME L. 70— LT 4 B—T Wl > TWET,

hostname (config) # no compression

T—TEEV1—HFIIHT 2ERDER

FRED 7 N—7E1F 22— P T 2EME LT T 21T, ZA—T R =B L Oa—¥4
webvpn “&— R C anyconnect ssl compression =~ > K& H L 9,
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wru 4+ xomz [

[no] anyconnect ssl compression {deflate | none}

T 7 H N F T, I =T B IO —WITkT 5 SSLEM L deflate (A x—T V) ITRIE S
TWET,

227 4 X2 L—1 3 )5 anyconnectssl compression =~ > RZHIFR L, 71—/ SLgkE D
SIERMAIND LT DI, Zoa~vr Fone BREHEHLET,

Wz, 7 a—r3 LR v—sales DJEMEET 4 B—T WM T DH1E2 R LET,

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # no anyconnect ssl compression none

MTU 41 X DR

7747 2 Mo THENLS 72 SSL VPN #5520 MTU A X (576 ~ 1406 /XA 1) X, 7
N—"7" 7R ¥ — webvpn £ 72T —H 4 webvpn 27 f ¥ 2 L—3 3 > £ — RT anyconnect
mtu =~ F2fH L TR T £,

[no] anyconnect mtu size

ZO=a~ RiE, AnyConnect 7 74 7 hDOHITHEL £¥, L — Cisco SSL VPN 7 7
A7 b (SVCO) X, S FEIERMIU VA X TEEH A, £7-. SSL T S 7=7
FAT v MERFEE DTLS IZX 5 SSL THEN. SNT=8eid, Zha~r NoEEBEZZITET,

FIFIN DT N—T K —THOZ DA~ KOFT 7 4/ bE, no anyconnect mtu T3,
MTU # 1 X%, B CHHAIN TS A ¥ —7 = A 2D MTU IZH:-3% | IP/UDP/DTLS O
F—=_—ry REZELGIWT, BEIICHHEE I ET,

7= & 21X, ISE Posture AnyConnect & ¥ = — /LD FE{THEZ, [MTU configuration sent from the
secure gateway is too small] &9 A v EB—UNERINDHZ ENHY £7, anyconnect ssl
df-bit-ignore disable & —##!Z anyconnect mtu 1200 Z AJj 95 &, ZNOHDV AT A AFx ¥
TT—%ZEETE X,

1

WO TIX, Z—7 RV 2 — telecommuters O MTU H4 X% 1200 /N4 MIFTE L
S

hostname (config) # group-policy telecommuters attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # anyconnect mtu 1200

AnyConnect 7 S A 7 b A A—=CDT7 v TT—F

ASADI FA T A A=V, WMOFEEFEHL WS THLT v 75— TEET,
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B revenroezxoqx2—T0tk

FIE

ATY 1 FHEEXEC £— R Ceopy 2~ REMHEH LT, £FBOFETH LN FA T2 b A A—
Pk ASAICaE—LET,

RTYT2 HLWITAT U R A A=Y T7 A VDLHID, TTIER—RINTWDL 77 AV EFR LY
AL, REWND anyconnectimage 2~ REFH AN LET, HiLWI 7 A AR ERS>TND
Y&, [nolanyconnect image image =~ > R&ZfEH L THWIZ 7 A L&z 7 A A =L L
%9, &KIZ, anyconnectimage 2~ > RZHEH LT, 4 A—VITHFZEID KT, ASADH L
WA A=V Er—FTDHEIICLET,

IPV6 VPN 7V £ XD A r— T L1k

IPVv6 77 v AZRETDHHERIF. 2~ R4 A v =T AEHLET, ASADY
U—290 (x) TiX. A F—T7 = A 2A~D IPv6 VPN #%7 (SSL 35 L. VN IKEvV2/IPsec 7 12
MaZfEH) oV R— M BEMENTWET,

IPv6 7 7t A% A 3—T MZT HIZ1X, SSLVPN D A £ — 7 WALdD—# & LT ipv6 enable
g~y REFALET, RiT, A v Z—T7 = A ATIPVE A X —T7 LT D IPV6 $f5t D
Qe

hostname (config) # interface GigabitEthernet0/0
hostname (config-if) # ipv6é enable

IPV6 SSL VPN % A R—7 /I T 21203, RO T 7 v a v 2 FITLET,

1. ANfA 2 —T A ATIPV6 A F— 7 MTT D,

2. WA v Z =724 ZATIPV6 BLNIPVO 7 KL A& A R—T /M T 5.

3. 7947 EIDVYTIPT RLARIZIPVG 7 KL A B—Hh)L T— IV ERET D,

4, IPv6 N RNADF TN N F— T oA BRET S,

FIE

RTYT1 A B =T oA AEHRELET,

interface GigabitEthernet0/0
nameif outside
security-level 0
ip address 192.168.0.1 255.255.255.0
ipv6é enable ; Needed for IPvé6.
|

interface GigabitEthernet0/1
nameif inside

security-level 100
ip address 10.10.0.1 255.255.0.0
ipv6 address 2001:DB8::1/32 ; Needed for IPvG.
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AnyConnect ##t D 5515 .

ipv6 enable ; Needed for IPvé6.

ATwF2 Tipv6local pool] (IPv6 7 KL ADEID YTITfif) 2% ELET,

ipv6é local pool ipvépool 2001:DB8:1:1::5/32 100 ; Use your IPv6 prefix here

GE)  AnyConnect 7 74 7> MZIPVAT KL AL IPV6 7 KL AD—J £ 7213 5 & EI0 Y
TAHEIICASAZRETEET, ZDLHTTHITIE., ASA ETHERIZRT KL X
F—VEVERRT DA ASA FOoo—hL 2—FICEHAT L A&2E ) Y4 CE4,

ATV T3 ipv6 7T KL A T— & R XA T N—T KRY v— (737 NV—T7 R v—) IZEBMLE
—é—O

tunnel-group YourTunGrpl general-attributes ipvé-address-pool ipvépool

G¥) ZZCid Taddress-pool] =~ REMEH L TIPvA 7 KL A F— )L b RET D LEN
HoET,

ATFYTE IPv6 o RNVDTF T FN N F— oA ZRELET,

ipv6é route inside ::/0 X:X:X:X::X tunneled

AnyConnect E#t D EZ 1R

TIT 4Tty va BT A EREFRRT D21, show vpn-sessiondb =~ > RAffE A L

£

av vk B#Y

show vpn-sessiondb TITF 4Tty a T AEREFRT
LET,

vpn-sessiondb logoff VPNtvy v arvrazna 47 LET,

show vpn-sessiondb anyconnect VPN t v g DR ZHL5E LT, OSPFv3
tyvaUEREFIRLET,

show vpn-sessiondb ratio encryption Suite-B ® 7 /L2 U X (AES-GCM-128,
AES-GCM-192, AES-GCM-256,
AES-GMAC-128 72 &) H® N Hk LU
W=t T —TERRLET,
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. AnyConnect VPN = > 3 >nOs+ 7

451

Inactivity 7 4 —/V RIZ, AnyConnectt v > = U DA K- T b ORI RFR] 23 R
SNTWET, By varBNT 77 4 7RREOSE. 207 4 —/L FiZiZ00:00m:00s
NERENET,

hostname# show vpn-sessiondb

Session Type: SSL VPN Client

Username : lee

Index 1 IP Addr : 209.165.200.232
Protocol : SSL VPN Client Encryption : 3DES

Hashing : SHAL Auth Mode : userPassword
TCP Dst Port : 443 TCP Src Port : 54230

Bytes Tx : 20178 Bytes Rx : 8662

Pkts Tx 27 Pkts Rx : 19

Client Ver : Cisco STC 1.1.0.117

Client Type : Internet Explorer

Group : DfltGrpPolicy

Login Time : 14:32:03 UTC Wed Mar 20 2007

Duration : Oh:00m:04s

Inactivity : Oh:00m:04s

Filter Name

hostname# vpn-sessiondb logoff
INFO: Number of sessions of type "" logged off : 1

hostname# vpn-sessiondb logoff name tester
Do you want to logoff the VPN session(s)? [confirm]
INFO: Number of sessions with name "tester" logged off : 1

AnyConnectVPN v 3>mns+ 2

TRTOVPNE v av&2wn /473252, ZJe—ar7 4 Xal— g F—RT
vpn-sessiondb logoff =~ > F&fiH L £,
WRIZ, TRXTCOVPNEYvarzal 473 56%RLET,

hostname# vpn-sessiondb logoff
INFO: Number of sessions of type “” logged off : 1

name 5|8 E£ 7213 index 51 OWT a2 FEH LT, xDEy v arz2u /47 TExE9,

vpn-sessiondb logoff name name
vpn-sessiondb logoff index index

FTA VU ARBIGELTHLWaA—Ra /A TR EDn2WEIT, T 7T 47

DR RGN 2 v v a 37 A R/VIRRBICZ Y £9 (ABMICr 747 SnEd) .
BTy varpsEEInNL L. T T 47 VA RDLHIBRESVET,

. AnyConnect VPN Client ##5



I AnyConnect VPN Client #%#5

AnyConnect

AnyConnect $#5t D1 HEE E .

2—YHZLA T I RERE (VT7AT 2V M A—VONEFRCTRESILD) 1, MH & D show
vpn-sessiondb anyconnect =~ > RO THRTEET, ROFNX, =—FKleeb AT >
I AF 1 R L TNET,

hostname# show vpn-sessiondb anyconnect

Session Type:

Username
Assigned IP
Protocol
License
Encryption
Bytes Tx

Group Policy :

Login Time
Duration

Inactivity
NAC Result

VLAN Mapping :

AnyConnect
: lee Index : 1
: 192.168.246.1 Public IP : 10.139.1.2

: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
: AnyConnect Premium

: RC4 AES128 Hashing : SHAL

: 11079 Bytes Rx : 4942
EngPolicy Tunnel Group : EngGroup

: 15:25:13 EST Fri Jan 28 2011

: 0h:00m:15s

: 0h:00m:00s

: Unknown
N/A VLAN : none

ROFIIL. vpn-session-dblogoff =~ > KO name 47" a3 V2 HHLTEy a2 TLT

WET,

hostname# vpn-sessiondb logoff name lee

Do you want to logoff the VPN session(s

)? [confirm]

INFO: Number of sessions with name “lee” logged off : 1

hostname#

Bt D1 RE FE R

RDOFIZ, ZOWED Y J —A@HEZ R LET,

£ 2: AnyConnect 1% D 14 B R FE

HaE

iy

)1)—x HRETRER

AnyConnect 145t

7.2(1) authentication eap-proxy.
authentication ms-chap-vl1,
authentication ms-chap-v2,
authentication pap. 12tp tunnel
hello, BLT
vpn-tunnel-protocol [2tp-ipsec =
<Y RPNEANFEIIEE IR
F L7z,

IPsec IKEv2

8.4(1) AnyConnect 35 L O
LAN-to-LAN O IPsec IKEv2 #%
e & VAR — b9 5 IKEv2 N

MmanE L,
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