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hic-fail-group-policy Cisco Secure Desktop Manager Z i L T, 7
N—T _X—2 KRV —@M% [Use Failure
Group-Policy] F 721 [Use Success

- L

Group-Policy, if criteria match] (ZEXET D56
[T, VPNAHERER Y v —2 e L E T,

override-sve-download AnyConnectVPN 7 7 A4 7 &2 U E— | L —
PFILHF T — R 57201, &ESIT
L7 N0—7 R v—REEIT— 4R
DEya— R EEXINET,

radius-reject-message PRRENES SN L EFID, v U A VEEIC
RADIUS fEf5 A v & — Y %R R LET,

74 ILDRE

TITIE, NN ary TR AR E—REREETATF aUTH RS T ROW T TORE
077 A NVORNEBILOREICHOWTIHLET,
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~)F arTF A T— RFIKEvI BEOIKEV2 %4 bY—H o MZoOAEH S, IKEv]
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W EATFZVE— T 7 8ATY, ZOBRONTA=FF BRLIL oL 24728 -
TERRVET, 774NV MNERT R 7 7 AN EO T, TRTCOER T 7 7 7 A VOBHED =
Y7 4Xal—varbtT I AN IO T 4 X 2 b— 3 U EHERT HI2IE, show
running-config all tunnel-group =~ > K& AJJ L £,

EHIJOIT 74 ILORRE
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J#ILFDIPsec ) E— 7O REHTO T 7M1 ILDETE

FIFNL MDY E—K T BRGS0 77 A ILONFIT. KOLBY T,

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipvé6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no override-account-disable

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS

tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2

no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

IPsec k> RILTIL—TDO—EEH

— BV, EEDO NV T N—TF H A T TT, IPSec VE—F T/ EBR FURL
L2747 FLASSLVPN koL Tlik, FU—BEOKRERSY ZEEF L TCWEJ, IPSec
LAN-to-LAN k> xuid, 7y bE2FEHLET, T _XTO <2 ROFEMIZ OV T,

[ Cisco ASA Series Command Reference] & ZM L T 7230,
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&L VE— N TR

77 7 ANVEB IO LAN-to-LAN 55t 7' 0 7 7 A VB FRET D HIEIZHOWCEIZFRA L E

B

J)E—F 7O REHITOT7AILDETE

WDOVE—L 75T hEpht o1 Fo ASA ORI 2R TETL2551%. VE—T 72

AR e T AN EFEHLET,

+ AnyConnect Secure Mobility Client (SSL F 7213 IPsec/IKEv2 & #%#i
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F 72, DfltGrpPolicy & WD ZRIDT 7 4/ b Z—7 R — bt L7,

UE— R 77 R0AERT 07 7 A NVERET DITIE, BN b Z v — 7 —fREME a2 ik
EL, RICVE—=b 77 22ARMEEZRELET, ROEZZRLTIZS0,

cVE— R TR T T 7 A IVDL4RTE XA TORE (10 2—)

cUE— b T RAE T 0T 7 A NDORBEEORE (10 ~—) ZEH L TEMIZT
HLIENTEET,

« THRSREORE (15 =)

e UE— b TR T 0T 7 A LD IPSec IKEv] J@tEoikE (17 2—) ZHEHLT
N T D ENTEET,

*IPSec VE—h T/ REER T 7 7 A4 LD PPP BIEORTE (20 2—)

VE—F 70 ERERTOT7MILDERETIE R M1 TDIETE

FIE

Al 2 A 7 &FRE LT tunnel-group 2~ REANJT5Z & T, #ic7m 7 7 A VEERKL
ij‘o

VEe— kK 778 A MRV DOBEAE. Z A 7L remote-access T9

tunnel-group tunnel group name type remote-access

i
7= & 24X, TunnelGroupl EWHZARFID Y T—F 77 2R T v 7 7 4 VEERT D121,
WDoa~xr Re ANTTLET,

hostname (config) # tunnel-group TunnelGroupl type remote-access
hostname (config) #

JE—RF 7O RREETO T 74 ILO—REHDETE

o ora 7 s ANDO—BRENEREELIIEETHITE, WOTFMETNRIA—FEHEELE
7,
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YE—F 7o eREGTOT 7 Lo—pERORE [

FIE

—EMEERET IR, v arT XA R E—REREv LT 2T HFANE—RT
tunnel-group general-attributes ¥ 27 Z AJJLE3, T T, brpxAr—7—f@tt=a
TA4F¥alb—varyrE— RRREBINET, TR R L T, B RAEE Sz L
B £7,

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

wﬁﬁ—ﬂﬁww7#%éﬁu\ﬁﬁ#é&w~7®%m%?ibi¢ BELEZY—NR
N—FICEENBE L EXICe—h ) T —ERXR—=ZAZFIEF T 2581, F—U—F
LOCAL %3BINLF 9,

hostname (config-tunnel-general) # authentication-server-group [ (interface name)] groupname
[LOCAL]
hostname (config-tunnel-general) #

SEEY— N T — T OLENE. |K 16 3LFE T,

FFa T, IN—=TROBAIA L HF—T o2 AL ERETHZLICLY, A X —T =
A A [EH DFEE %ﬁié:&%f%iﬁoby*wwﬁT%ﬁ%ﬁﬁﬁé4V&~7m4x
Aix, Wy a THDMERS Y £, kOoa~ > RTIE, REEICY —/ servergroupl % i ]
T DHtest EWVILAFIDOA L H—T 2 ADA X — 7142Iﬁ@m£#&ﬁémi¢o

hostname (config-tunnel-general) # authentication-server-group (test) servergroupl
hostname (config-tunnel-general) #

T DAY — "IN —TOLHEEELET FETLHE) « TOEEZRET S5HE.
=PI T DR T — AN RAFHET DRENRH Y £,

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

A — R T—T DAFNEL, K16 3LFTT, & z2iX, koa<wy Rk, @Ba—n 7
Jb—"7 FinGroup Z 75 Z L ZHEL TWET,

hostname (config-tunnel-general) # authorization-server-groupFinGroup
hostname (config-tunnel-general) #

THOT 4 TH—=RNTN—TRb55GE, GHTHIN—TDL4FIEHEELET,

hostname (config-tunnel-general) # accounting-server-group groupname
hostname (config-tunnel-general) #

gEHIno7aL. =T Ry — s&U1—F ||
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B =+ 7rexg8707 7 LO—REEORE

ATy TH

ATvT6

ATy T17

THOT 4T =R T A—T DAL, K16 XFETT, I2&xiE, ROavr N,
T T 4 T Y= T )—7 comptroller AT L EEELTWET,

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

FI7 3NV TN—F R —DE4HIERTE LET,

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

TN—T"HR U o —DARNEL, HKK64LTFTTT, WOBITIX, 774NV E TA—TFKY —D
£l & L C DfitGrpPolicy % 7% & L T\ £ 9,

hostname (config-tunnel-general) # default-group-policy DfltGrpPolicy
hostname (config-tunnel-general) #

DHCP #—/% (Je K10 %—23) OARTEZIZIP T R A, BLODHCP 7 KL R 7 —/b (&
K67 —N) ODARIEEELET, 774/ FTiE, DHCPH— 347 R LR F— /L3l &
NEHA, dhep-server 2< > RIZLY, VPNZ T4 T FDOIP T RLAEFRGL LD &35
& X, HRED DHCP Y — NBIMA 7Y a VEMMET H L HICASA ZRETEDH L 9Tk
D EF, FEMIZOWTIEL,  [Cisco ASA Series Command Reference] 774 K@ dhep-server =1+ >
NEZRRLTZEEN,

hostname (config-tunnel-general) # dhcp-server serverl [...serverl0Q]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address_pool6]

hostname (config-tunnel-general) #

GCE) A H—Tx2ARLERETHHEE. LDy a THLDLERH D 7,

7 RVA T =)L, ZFa—sUb a7 4 X¥ab— 3 F— KT iploecal pool 2~
Y REMBALCERELET,

Xy hU—= 7 RIvivararbte—AzlHlLTWLI5EF *Yy hUV—2 T FIvis
Ay b= RAF ¥ HEETHEHN SN DRFES — O 7NV —T %R ET 572012, NACTH
FEY— N TN —TDEAFIEEELET, NACEZYR—FT2L512, AR<Etb 125077
TR aryhe— L P—NERELET, ACS VL —T D4R ZIRET HITI1L. aaa-server =
<~V REMEALET, RIC, TOR CARTE Y —N 7 —T 1A LT,
nac-authentication-server-group =~ > R&fiH L £,

RIZ, NAC RAF ¥ BREEIZHEH S H8GEY— /N 7 /b—7"& LT acs-groupl Z !9 % il %
RLUET,

hostname (config-group-policy) # nac-authentication-server-group acs-groupl
hostname (config-group-policy)

B 2570740 GL—TFTRIo— BLUaI—H



| #&Tno740, YL—FRYS— BLUa1—H

ATvT8

ATvT9

YE—F 7o eREGTOT 7 Lo—pERORE [

WIZ, 7NV DY E—F T I7BR TNV —=TNERIE—N T —T K+ A6 %2755 L
\iﬁqo

hostname (config-group-policy) # no nac-authentication-server-group
hostname (config-group-policy)

G¥)  NAC 245121, VE— b 7R A b_EIZ Cisco Trust Agent NTEAET 2 MR H D
EJ RN

a—YH & AAA P — N ZETHNIC, =4S VL —FE I EEBRET 208 9 0%
BELET, 7740 FTIE, Z—74 b LV ABBREISHEYA,

hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm
hostname (config-tunnel-general) #

VIVLLITEBRRAL D LT, LVLZRETLHE, ASAF2—FABI O L —7
(BbHYEE) BataEALET, IV —T7%BRET DL, ASAITEREC—FAB L O LIV A
(b25GE) ZEHLET, LAMEMTZHIFRT 5121 strip-realm =~ > FZ AL, #&

FEFIZ =440 D 7/1/**7{'5‘%%%?!”5??6 I L strip-group 2~ > RZFEHLET, WHD

Effi1-ZHIBRT 5 &, RAEIE username 72712 SN T ThIvE T, ZNLUAOEGA . FBREIX

username@realm LT3 21K F 7213 username<delimiter> group SLFHNZFESWT TN E T,

W= XTT Y I F BT T ERWGAIL, strip-realm Zf5ET M ERH Y 7,

#—/3 RADIUS, RADIUS with NT, £72(Z LDAP — D4, 472 a T, NAT—
FEBZA R—T LT TEET,

G¥)  FBREICLDAP 74 L7 b U H—=R2HH L THD5EA, /2T — FEHIT Sun
Microsystems JAVA System Directory Server (IH44#:/d Sun ONE Directory Server) 5 X
Y Microsoft Active Directory Z i/ L TH AR — h £ 7,

Sun:Sun7 4 L7 hU Y—NIZT VB AT HT2DIT ASA IZERE ZH TV 5 DN 23,

P —RXDFT 7 )V RRAT— KRRV =TV BRATEALERHD EI, DNE L
T, T4 V7 NUVEHE, 721370 V7 N EHEHREZRO2—FEHHAT 52
CEHIELET, . T4 RRATU— R RY —IZACI ZRETE T,

Microsoft : Microsoft Active Directory T/XA U — REEL A A 2 — T /2T 5IZ1E. LDAP
over SSL Z i ET D MENH Y £7,

COMREIZT 7 ANV P TT 4 =TT o TRY . BIED/SRA Y — ROFRNHAR
FAO ba—WFItEBELR R LET, T 740 FTiE, HEYNO 14 HAGCEE R
BlthE £,

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

H—/378 LDAP - — DA . ARV L ICET 2GSRBS ETORE (0
~ 180) ZIRETEET,

gEHIno7aL. =T Ry — s&U1—F ||
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hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

GE) b sa—T7—EEa 7 4 Falb—2a s F—RFTASLE
password-management 2~ > R(ZJ > T, >R/ IL—"7 ipsec /T — N THAJ
WA EN7-FEHELE D radius-with-expiry 2~ > ROV E S O ET,

password-management =~ > NAEKET H L, VE— b 2—FRlu s A 95& &2, ASA
i, 2=V OHIIED AT — ROFHHIRNBE SN CTND Z & EREHRRIR WD L
FHEMLET, ZN0D ASA 1T, 2—FRRAT— RELEF xS L9 2 LET, BiToR
AT = RKPRHL TR WGE, 2—FIEZORAT—REFEHLTe A > LT 52 &R
T& E£7, RADIUS F7213 LDAP FBFENGHE STV RWIEHA, ASA TIEZ D~y RVE
HEnxd,

TR E > TART = RRHIRGINIC 2 2 E TO RBPEE SN LD TIE2a< |, ASAR/A
U — RAEIBREIAUZ 72 240 H AN 2 — P~ DL Z AT 20PN EE SN D LWV ) SICHERL
TLEENY,

password-expire-in-days &+ — U — FZ{EET 25 61L, AROLIRETD2HLELRH Y £,

Toa<y RFTAKIZ0ZEET I L., Zoa<wy KT 4 —7 012720 F£9. ASA 1L,
—FICK L TR B> TWEZ B LETAD, KB —PF 32T — 2L H

TEET,
SR DWW TIE, SR U — REHH O Microsoft Active Directory DF%E (43 ~X—) ZZRML
TLIEEY,

ASA Version 7.1 LAR§ Tld, LDAP & 7213 MS-CHAPv2 % " — k9% RADIUS #f5t CRliE &4 1T
5 & Z|Z, AnyConnect VPN Client ##f¢, Cisco IPSec VPN Client #f¢, SSL VPN 584 | > Z\ J
VT ITAT v MNERE. BLOYY TAT 2 NV ABERICH T B8R T — REEA I
R—F &N TWE T, Kerberos/AD (Windows /XA T — ) F7/ZIINT40 KA A | ﬂ@’é z
NOOFEZA TDONTNTH, NAT— REHIIYR— SR TWER AL

MS-CHAP % H R — bk LT\ % —#5 RADIUS H— 3%, HIE MS-CHAPV2 % ¥ 7R— k LT\
iﬂ‘/v password-management =~ > K& 19 %2 i MS-CHAPV2 DB R T2, R
ICHERR L TL 72 &0,

(GE)  RADIUS #—3 (Cisco ACS 72 &) 1F. BREERZHIOFEET — NI X958
ENRHYFET, 72771, ASA BT RADIUS — L DLEELTWA LI TR
i‘a—o

LDAP C/RA T — REZEHE T 5HI21E, THRO LDAP H— 3T L (M E O FIENEH S
NTWET, BIfE, ASA Tl Microsoft Active Directory 33 & UF Sun LDAP - — /3| Z%}
LTCOH, MADONRRAT— REHa Yy 7 2RELCET, 1147 47 LDAPIZ
%, SSLEEGEA NI T, LDAP D/ /XA T — REH %479 HRIIZ, SSL L TOLDAP
A X =TT HHERSH Y £3, T 74/ hTiX, LDAP IR — F 636 2 L
e N
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ATy 710

ATvIN

ATvT12

— E aits I:I

F'rl

ATy I

—szinzz |

A7 a T, override-account-disable =~ K& AJ) LT, AAA % —/3)25 D account-disabled
AT — 2% LEXTIHEEEZRECTEET,

hostname (config-tunnel-general) # override-account-disable
hostname (config-tunnel-general) #

(GE)  override-account-disable Z 57 n[ 95 Z &1, BHENLREF=2 )T 4 VAT &0 £4,

FERAENGRA 7 2 ) —HOLHI 2B 5720 AT 5 1 > RI38EO B EZHEE L E7,
ZORMIZEY, T2/ RDNZ7 44— /L RO EDES B O —%4 L LTHERT S
MBEESNET,

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

-2k, koa<r Rix, CNEMZRAAO2—F4 L L THATA ZLE2HEELTWVE
j—o

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes |, C (E) . CN G#E¥#¥4) . DNQ (DN &ffi+) . EA (BFA—
VT FLA) . GENQ (HAREffiT) . GN (£) . 1 (A= %) , L (M£) | N (4
BN . O K . OU GHfft—=> F) . SER (U 7/&E%) . SN () . SP UNE7=I1X
AERR) . T (%G . UID (=—% D) | BLUPN (—H 7Y UL x—L4) 3
HoFET,

A—PIHER AT AT DRI, TOA—FREFICRBAISNTWDREND 5008 5 hEataiE
LEd, 774/ 8T muTiE?kéi(Liﬂ“/u

hostname (config-tunnel-general) # authorization-required
hostname (config-tunnel-general) #

TEHENT., =—YRa A CEEICEMOREE Y LT v v L (2050):L~4j=‘z, Loz —
K72 E) ZATTTHEOERT ALV a VOWETYT, “EREEZHRETHICE, ko=~
Y RERELET,

FIE

T H o H BN T N—TERBELET, ZOa~vr RixtEh XY AAAY—E LT
fEHT 25 AAA Y —X T —7 %R ELET,

gEHIno7aL. =T Ry — s&U1—F ||
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ATy T2

ATvT3

BHEIOT7AN, FL—TRYL— B&va2—¥ |

GE) Z®Oa~r RiE, AnyConnect 7 74 7k VPN Bl Z 72 1 H S vE T,

ﬁﬁyﬁ)®#ﬁﬂ7»~7?mﬂn#wﬂﬁwwf%%ﬁféiﬁho?7?»%Tm\
'Eﬁ -/& ) muu i%‘g% D i"@:/‘uQ

hostname (config-tunnel-general) # secondary-authentication-server-group [interface name]

{none | LOCAL | groupname [LOCAL]} [use-primary-name]

none ¥— VU — REZFEET DL, B X URGHIERISNEE A, groupname fEIT AAA Y —
NIN—=T%Rm LET, B—AVEIREY— N T = _X—2 2T 52 L &L,
groupname & 35 & LOCAL X7 4 — /A"y 7 &R LET,

lexix, 7o94<=Y DLIJJ‘.EVULH/\ T N—"T % sdi_group 2, B F VFEGEY— N T —T%
ldap server (ZFXET HIZIX, kD a~r REASHLET,

hostname (config-tunnel-general) # authentication-server-group
hostname (config-tunnel-general) # secondary-authentication-server-group

(GX)  use-primary-name ¥—U — FZfiHT 256, n /A4 A4 T7n 731 >O2—%
BTETFERLET, £, 2—VPEET UXAGERAENOHHT 256, 774~
:L“"H‘Zlf; VT SFRREL WA é“ij—o

H ) 2= EGHENLIGT 2551, secondary-username-from-certificate % A
JILET,

hostname (config-tunnel-general) # secondary-username-from-certificate C | CN | ...
use-script

BB Y =4 L UTHERT 272DIZGENEFEN O T 2DN 7 ¢+ — /L FOfEIX, 7T 4
~ U @ username-from-certificate =~ > K& [A] U T, F72iX, use-script ¥— 7V — REFHFEL
T, ASDMIZ Lo TA R ENTZAZ VT b 77 A VEMHAT S L5 ASA IR TE £,

lelziE, FI9A4~Y) =YL T =V N LTlELEZ, B ) 2—F4/T7 1 — LK
LTk =y FEEET DT ROa~vr FEAJLET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # username-from-certificate cn
hostname (config-tunnel-general) # secondary-username-from-certificate ou

PRECHAT 2720127 74 7 MEHEN LA F ) 2 =YL EMHTE S L5127 51T
X, MY L7 L—7 webvpn J&MEE — R C secondary-pre-fill-username =~ > R&ffH L %
T, ZDavwr RE7 547 b AR E 213 SSL VPN (AnyConnect) 7 7 A 7 > hHEki
WHEMT 20085 i ESnlca—FhE2 o0 Fa—PFHERRICT H0E I NERET D
F—U—REMEHLET, ZOWRIZT 740 b TEDRESNTHNET, 7747 ML
AFTarv SSLY TAT Y N ATy a IR TE 48, 2hEREO 2~
YR TRETDLENRDHY £7,
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ATvT4

ATy TH

TRYo—, BEULI—H
UE—k 7O RREGTOT7 4 L0 IPSec kvt Bt0zE [

hostname (config-tunnel-general) # secondary-pre-fill-username-from-certificate
{clientless | ssl-client} [hide]

Tl X, DT T A~ L F ) OWJT ORI pre-fill-username % i 42 121X
WOa~vw ReANHLET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # pre-fill-username ssl-client
hostname (config-tunnel-general) # secondary-pre-fill-username ssl-client

P 2B BT 2 72D 2R E — N E LT, 7740 hDiR
j:)_\lbj:\ 703/(7 ) B‘LA‘DJ‘_E—H‘P_A/\T—g— Z O):b?/ l\ j: %H‘L‘nET@Af%%ﬁ%iT

hostname (config-tunnel-general) # authentication-attr-from-server {primary | secondary}

e 2, B VRIS — A EREET DL, ROavr FEANLET,

hostname (config-tunnel-general)# tunnel-group testl general-attributes
hostname (config-tunnel-general) # authentication-attr-from-server secondary

Ty EREMTOREEE—YS (TTA~VERITEI X)) ERELET, T 74
NMEZXT T4~ TY, “EHBEEA RX—TNMITDHE 2008 D —H 4L TE Yy a v

WRECTEE T, BHETEy v aroa—P4 L LTGRRES N2 —FAOWT N EEE
TOMLENDVET, By aroa—FLHE, T7horTra0r, Eyvary F—4~"—
A, syslog, 78y ZHHNICRIE SN D 22— 4 TT,

hostname (config-tunnel-general) # authenticated-session-username {primary | secondary}

=&z i Ty arld Egi_'fil_ j‘émunﬁl‘—‘ﬁ_% h /& ) utu\nﬂz‘ﬁ_‘—/\bigﬁyﬁ%ﬁ—é iy O?EI
ET DL, koa~<vr RE AN LET,

hostname (config-tunnel-general)# tunnel-group testl general-attributes
hostname (config-tunnel-general) # authenticated-session-username secondary

JE—FT7ORREHETOT 74 ILD IPSec IKEV1 BTEDERTE

VE—F T 7R AEEG T 17 7 A 1D IPSec IKEV] BIEZRET HI21E. ROFINEAZEITLE
ﬁoﬁ@ﬁ%i\)%w%?ﬁtxﬁﬁ7m774wéff_Wﬁbfwézk%%%&bf
WET, VE— T8RP0 7 7 A VIZIE, LAN-to-LANBSR 7 a7 7 A L kb $ %<
DEERH Y F7,

gEHIno7aL. =T Ry — s&U1—F ||
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B =+ 75 £RBETOT 7 1 L0 IPSec KEVI BIEDRE

ATy

ATy T2

ATvT3

ATvT4

FIE

VE—F T727%A b =70 IPSec B ZIEET 210I1F, v 7N arTHAL
EF—RELEFYALT a0 THFRANE—RTROaA~ REAT LT IR 0—7 ipsec J&
ME—REBRBLET, 7rr 7 PRE(L T, = RRERE IR E3bh D £7,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

ZOavr RIZEY, b I —Tipsec BT 4 X ab—a U E— RBEGE N
F9, ZTOFE—RTHE, VYo7 hrarysyd¥ANE—FRELiFvLVT arT7HFANE—FTY
EF—hFT IR R RATIL—TD IPSec BIEEZRELE T,

72X, Roa<r RiE, TGLEWH ARIOER v 7 7 A WVIZBERT D b v n—>7
ipsec BEE—FDa~ 2 R ZEE2BELTWET, 7m 7 MRZ{LL T, Frxn
T N—" ipsec BIEE— RIZ AT Z LD £7,

hostname (config) # tunnel-group TGl type remote-access

hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

FEHAFXF—ICES IKEVI 2R — T 2572010, FRidkAxI—%2BELET, &
1Z. Oz~ RiZ, IPsec IKEvl UV E—F 727 2287 a7 7 A /L0 IKEv] $#i % R —
570z, FaiEAEF— xyzx ZIEEL TWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-ipsec) #

7 OAELERA L TCETOID 2BRIaET A0 895 EELET,

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #

EHTE AT v a AL, req (LF) | cert( GEHETHHR—FSNTD5E) | nocheck
( GA~72y) TF, 7744 Midreq T,

7o & 21X, WO a~ > Ridpeer-id MGEN M E R Z LA FEL TWET,

hostname (config-tunnel-ipsec) # peer-id-validate req
hostname (config-tunnel-ipsec) #

SFAEF = — U AR ETEAINE I ERELET, ROa<r Rif, — FEHEL T
D ML CAFEAEZEEFE L TVET,

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #
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ATy TH

ATvT6

ATy 717

UE— bk 7O LREGTOT7 4 L0 PSec kvt BioiE [

ZOBEMIX., TRTDIPsec h NI N—TF A4 FICEAINET,
IKE ETICEET DEHEEZRINT D2 F T A RKRA  FOLA4RIZRELET,

hostname (config-tunnel-ipsec)# ikevl trust-point trust-point-name
hostname (config-tunnel-ipsec) #

RO A~ NiL, IKE E7IZEET 2FEFEOAATE LT mytrustpoint Z45E L TWE T,

hostname (config-ipsec)# ikevl trust-point mytrustpoint

ISAKMP ¥ —7 7 A4 7O LEWVMELHFEINDY TAEEERELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

threshold /X7 X — 4% TlX, ET7NX—TT 74T £=F2 ) T h2HETHETORET A K
JUIRER 2 R0 (10 ~3600) THRE LE T, retry X7 A —HL, ¥ =77 74 TIENZES
N o t2% DV b I ABOMKETT @Q~108) . IKEX—77 7471, 74/ T
AF—T N TY, ISAKMP X —77 74 7 %7 4 B—7/WIZT HITIX, isakmp keepalive disable
EABLET,

7ExE, Oa~<wr RiE, IKEX—77 74 7DOLEVWMEEZ ISICREL, VU bIA4 A4V
H—rL% 10 RMIZERE L E7,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /X5 A — 2 OF 7 4L MElL, VE— h7 27 A2ADHEA1E 300, LAN-to-LAN D54
X110 TF, F7o, retry XT A =X DT 7 4V MEIZ 2 TH,

et b (BEFaT7 F—hUxA) T, ISAKMPE=F VY U 7 &L TBRBELARWVWE S I
BETAEASIZ. koa~wr RE AN LET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

ISAKMP /~A 7'V v RRGFES X, XAUTH £7213~4 7V v K XAUTH {8 E L £,

isakmp ikevl-user-authentication =~ > NiX, ASAFRGEICT VX NGEAELZ AT 2 LE R H
He. BELOY E—F VPN = — #Mp_Rmmm'mam&—itiSwMD&E@vﬁ
=Rl RERBE T 2 MENH %A, A 7Yy FXAUTHRBRE & FE43 5 72 D12l
HLET, "M 7V v FXAUTHIZE 5T, IKEDT7 =—X | 28R D 2 DOFNEIZpEI S v
7ro 2 {)é§{f7:/\/f:f]} b4 anuﬂf&fWF?i%L357f

a) ASA L., HEYEDOARF—HFZHEHA LT, VE—bh VPN 22— L CRRIEL £ 9, Z
X, BAHAICGEIETAIKE 2 X2 T4 7Y vxm—2a VRSN SNVET,

gEHIno7aL. =T Ry — s&U1—F ||
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B rsecUE—F 7o EREHETOT 71 L0 PPPRIORE

b) WIT, XAUTHZ R U E— F VPN 2 —HZFFEL £9°, Z OJLRRFETIL, A — &
NTNDIERDONT N ORBFEF R EMHEHTEET,

GE)  FREFA T H2ANAT Y v RIZERET DL, FANIFEREY— &2 E L, Fajdk
AxX—%1EHR L., NTARNRAL U MNERETHILERH Y 9,

isakmp ikev1-user-authentication 2~ > N & 47> 3 @ interface /X7 A — X Z{HH L T,
ﬁ'ﬁ?@% VH—T oA AEFRETE ET, interface NT A —H EEMTLE, ZDavwy

RIZTR_RTCOA X —T 2 AZHWMAEIN, f X —T A AT LiIZa~vr RREEEN
TWARWGEEDONy 77 o7 LTHRELET, Bt 7' a7 7 A L2 2 D0 isakmp
ikevl-user-authentication =~ > K& $EE L T\ T, 1 -D/dinterface N7 A —X ZffiH L,
HOIDIIEHLBRWGES, A v ¥ —T oA RAEEETHa~y FIIEOREDA 4 —
T oA AERBRLET,

7o & I, WDz~ RiL, example-group & MEIN D87 2 7 7 A VONIE A > &7 —
72 A ATNAT Yy RXAUTH A 2—7 ML ET,

hostname (config) # tunnel-group example-group type remote-access

hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec) # isakmp ikevl-user-authentication (inside) hybrid
hostname (config-tunnel-ipsec) #

IPSec ) E— 7O R#EHEITOT 74 )LD PPP BHEDETE

ATy I

VE—FT 78RR T 0 7 7 A VDKRA > MY —KRA > b 7'a baVelhaeskEdT 5I12id
WOFNEZEIT L ET, PPPEMEIL, IPSec VE— K 727 2D T a7 7 A /WM
ENET, ROFHIL, IPSec VE—F 77 BRI 2 7 7 A VA2 T TITFER LTS Z &
ZHEE LTCWET,

FIE

N RV TN—TppplEthbas 7 4 ¥al—rarE—RIAVEST, ZOF— KT, kD=
< FEANLT, VBE— R TV ER AT A—FPPP BIMEHELET, 7k
NELT, E—FRREFE NI RN F7,

hostname (config) # tunnel-group tunnel-group-name type remote-access
hostname (config) # tunnel-group tunnel-group-name ppp-attributes
hostname (config-tunnel-ppp) #

- z2iE, Roa<r Ridk, TGl EWHARTOER v 7 7 A VIZBERT D b n—>7
ppp BYEE— RO a<vr R ZEERELTCWET, Yrr 7 IREML T, hrxLs
=" ppp BIEE— RIZ AT Z L0077,

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ppp-attributes

B 2570740 GL—TFTRIo— BLUaI—H



| #&Tno740, YL—FRYS— BLUa1—H

IPSec ) E— k 77t EETO 77 1 Lo Prp BEDEE [

hostname (config-tunnel-ppp) #

ATw T2 PPPEEHCKITHAEAED T 0 ha v+ 5052 A F—T NI TE0NE I ERELE

‘j—O

7o kA )LOfEIZIROWT NS F9,

« pap : PPP #5¢ C Password Authentication Protocol (/XA U — RFEFE7 = kL) Offi % A
F—T M LET,

« chap : PPP ##f¢ C Challenge Handshake Authentication (F¥ L' ¥ N> Ry = A ZFGE7 1
=) OfEA R—7 I LET,

* ms-chap-v1 % 72/% ms-chap-v2 : PPP $f¢ C Microsoft Challenge Handshake Authentication
Protocol (Microsoft 7% L' > ¥ N Ry = VRRGET ® haL) o= a1 £720F
N—=Ta 2D ZA X =7 M LET,

« eap : PPP #ft T Extensible Authentication Protocol (JEIRFEFEZ & h =/L) D% A K —
T LET,

CHAP & MSCHAPv1 1%, ¥ 7 4 /L N TA X—T N> THNET,
ooy FOMIRDO ERBY T,

hostname (config-tunnel-ppp) # authentication protocol
hostname (config-tunnel-ppp) #

BEO7a haVvOREET =7 M 51I2iF, Z0a<vr RO ne R EHHLET,

hostname (config-tunnel-ppp)# no authentication protocol
hostname (config-tunnel-ppp) #

e ziE, Oa~<w RIZPPPEHETPAP u ha O aE A 2 —7 WZ LET,

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

WD < R, PPP#i5i TMS-CHAP X— g > 2 7 haLofEHa2 A x—7 W LE

j—o

hostname (config-tunnel-ppp) # authentication ms-chap-v2
hostname (config-tunnel-ppp) #

WD~ KiL, PPP 5 C EAP-PROXY a2 ha VO %Z2 A4 x—7 Mz LE T,

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

WDz~ K, PPP TMS-CHAP X— g v 1 7a haloFERZ2T 4 —7Lic LE

B
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hostname (config-tunnel-ppp) # no authentication ms-chap-vl
hostname (config-tunnel-ppp) #

LAN-to-LAN i85 R D 7 4 JLDERTE

IPSec LAN-to-LAN VPN #7121 7 7 A JL}Z. LAN-to-LANIPSec 7 7 A 7 > MEEGHIC 71T H A
ENFET, RETHNRNTA—FDELXIPSec V E— KN T I7/ B ADERH T 7 7 A VDL D L
[Fl U C9 A%, LAN-to-LAN k> RIVDFN/NT A =2 OEITV 720 £, T I T,
LAN-to-LAN ##5t 7' 0 7 7 A WA ET D FEIZ DWW T L E 7,

s LAN-to-LAN 8t 7' 1 7 7 A VD& RT & X A TOFRE (22 X—)
« LAN-to-LAN #2545 7' 10 7 7 £ LD — iR BIEOZE (23 ~2—)

* LAN-to-LAN IPSec IKEvl EMEDFHRE (23 _X—)

FTIA#IFDOLANto-LAN S TO D7/ ILDaAV T4 Fal— 3y

7 7 4V b ® LAN-to-LAN #f5: 700 7 7 A L DONEIL, IRD EFBY TI,

tunnel-group DefaultL2LGroup type ipsec-121
tunnel-group DefaultL2LGroup general-attributes
default-group-policy DfltGrpPolicy
tunnel-group DefaultL2LGroup ipsec-attributes
no ikevl pre-shared-key

peer-id-validate req

no chain

no ikevl trust-point

isakmp keepalive threshold 10 retry 2

LAN-to-LANEB 7 2 7 7 A VDN TG A —Z XV E— T 7B RER T 0 7 7 A VDINT A —
2LV FORELLIZELELOZN—FTHEILTY, EICHEELZHRETLIHED
FEEEZZZ, ZZTRHIOTNAN—TDO/RT A= ZFHBNCEHI LE S, PIRIICEE Ly
INTGA=BZFTT T, T74NVNOER TR 7 7 ANDOZEDEEZMAL T,

LAN-to-LAN 5 O O 7/ LD BRI EZ 1 TDIETE

BT 7 v A VOLARTE XA TEIRET HI2IE, RO X D2 tunnel-group =~ > K& AL
£,

hostname (config) # tunnel-group tunnel group name type tunnel type

LAN-to-LAN k> RV DA # A 71T ipsec-l21 12720 £3°, 72 & 21E, docs &\ H £4RETD
LAN-to-LAN $ft 7' vt 7 7 A VRS 21213, ko a~x > REa AN LET,

hostname (config) # tunnel-group docs type ipsec-121
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hostname (confiqg) #

LAN-to-LAN £ TR 7 7 1 L D— B DR TE
HiE T 0 7 7 A LD REIEERRET 5101, KOFIREETLET,

FIE

ATV T Vo7 arsyHA b = RERLIEF~LT 227 F A b E— KT general-attributes % — 17 —
NEfREL T, by N—7—REMEE— FEHm L ET,

tunnel-group funnel-group-name general-attributes
i
docs EWOARIDH T 0 7 7 A NVDBFEIE, ROa~ RE A LET,

hostname (config) # tunnel-group docs general-attributes
hostname (config-tunnel-general) #

a7 BB LT, config-general £ — RIZAS72Z &b £3, M RXAT—T7D
— B, ZOFE—RTRELET,
ARTFY T2 TIHNE ITN—T RY —DARIERELET,
default-group-policy policyname

1 :
WDa<y RiE, T 7408 Z—7 KU 2 —D4RIZ MyPolicy Z457E L TV E 9,

hostname (config-tunnel-general) # default-group-policy MyPolicy
hostname (config-tunnel-general) #

LAN-to-LAN IPSec IKEv1 & DR E
IPsec IKEvl BIEZRET AHI121%, ROFNEEZ FEITL £,

FIE

ATYT1 PV 7N —T71PSeclKEVI BMEARET HI21F, v 7V ar7H A ME— RELIEIL
F a7 %A F— T IPSec-attributes ¥ — 7 — RZ$5& L T tunnel-group =~ > K& AJ)
L. b n—"ipsecj@tbar 7 4 X2 b— g T— RERKBLET,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #
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B an-o-LaN Psec IKEV Bt DR E

ATvT2

ATvT3

RTv74

ATy TH

7=l ziE, koa~< RTIE, config-ipsec B— RAZBIMA L. TGl & \W ) ARTOHER 70 7 7
ANDINTG A =B LR ETEET,

hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

Tua T IR LT, PRI —Tipsec Bt T 4 X2 lb—T g FT—RIZA-TZ
ZENDMD ET,

FRTIA F—ZHS < IKEv] 8t AR — M 57201, Fadk AT —2HEL £,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key key
hostname (config-tunnel-ipsec) #

=& 2iE, RO a<> RiZ, LAN-to-LAN#:Ri 7’1 7 7 A VD IKEVI i & R — T 2729
12, BETHEA R — XYZX ZHEELTWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-general) #

V7 OAEBALH L CETOID ZRAFT 200 I N EIREL £,

hostname (config-tunnel-ipsec)# peer-id-validate option
hostname (config-tunnel-ipsec) #

HHTE 547 a 03, req (M) | cert( GEHETYR—FENTWEEA) . nocheck
( FARZ2W) T, T 740 Mireq TF, 728 21E. kD~ Fi&, peer-id-validate 47
> = % nocheck [ZFXE L TWET,

hostname (config-tunnel-ipsec) # peer-id-validate nocheck
hostname (config-tunnel-ipsec) #

SEAEF = — L AR ETELNEIDNEEEELET, ROT Vg if, V— FEEAE LT
TO ML CAFEHEEZEF L TVET,

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

ORI, TRTO MRV TA—F A FITHWATEET,
IKE BT ETHFEAEZBINT L F T A MKRA  FOLAFIZHEELET,

hostname (config-tunnel-ipsec)# trust-point trust-point-name
hostname (config-tunnel-ipsec) #

2 2iE, koa<r R, T A RMKRA > M % mytrustpoint [ ZF%E L TVWE T,
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ATvT6

ATvF1

LAN-to-LAN IPSec Ikt B0z [

hostname (config-tunnel-ipsec)# trust-point mytrustpoint
hostname (config-tunnel-ipsec) #

ZORMIZ. TRTO NIV TI—T Z A FICHEATEE T,

ISAKMP (IKE) ¥—77 74 7O LEVEEFFAISNDY M7 A EEEZHE L E7, threshold
IRFGRA—=RTIE, ETBRX—TTI7A T =XV T HBETHETORET A KAVER 2R
% (10 ~3600) THRELET, retry N7 A —XL, =TT T TIEERZEINRL 2o
72OV N T A BOBBETT Q~108) . IKEX—77 7471, T 74/ FTA X —T L
T9, IKEX—T7T 747 %7 48—7/MICT HI2IE, isakmp =2~ RO no B A AT L E
7

hostname (config) # isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

72 xE, ko a~y RiX, ISAKMP ¥ —7 794 7D LEWMEZ ISHICEEL, UV NIA
AHE =B IOICEELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /X7 A —% DT 7 % )L MEIX, LAN-to-LAN D413 10 T, retry /X7 A—HX DT
7 v MHEIX2 T,

et b (BEFa27 F—hUxA) T, ISAKMP E£=Z U L 7R LTHBELRNE I
BETAEASIT. koa<r REAHLET,

hostname (config-tunnel-ipsec) # isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

ISAKMP /~A 7'V v RERIEHFR. XAUTH 72131 7V v R XAUTH #f6E€ L £ 7,

isakmp ikevl-user-authentication =~ > NiX, ASA GEICT VX VAEELFE T2 LENH
L84, BELOU E— h VPN = —F3BGEIZ RADIUS, TACACS+, F7-1% SecurlD 72 XD L H
= FRENEEHT 2 MNERNH D5EI, A 7V RXAUTHRRGEZR F2253 5 7o D12l
HALET, "7V vy RXAUTHIZEL > T, IKED 7 = —X | 3RD 2 DO FNAIZpEI S v E
T, 208 H TS TV v REIEE TN E T,

a) ASA X, HEHEOABF—HIFZHEH LT, VE—F VPN 2—HIZxf L CRAELET, =
LY, BEMICERET D IKE X2 VT 4 7Y vm—a UBNENLSIVET,

b) WIZ, XAUTHZHR Y E— K VPN 2 —HEZWEEL £9°, Z OIEZRGETIE, $AR—F &
NTWARERDNT N OFRIFF RN A TE F4,

GE) FRREXA THANAT U v RICRET D121, FENSFRFEY — 2%/ E L, FHaijdt
HX—ZER L, "TA MRSV FERETHLENHD 77,

7= & 21X, WOz~ RiL, example-group & FEEN D8R 72 7 7 A VDA TV v R
XAUTH %A X2 —7 /W2 LET,
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B /s 7 riassiven ey avorBETnT 74 LoRE

hostname (config) # tunnel-group example-group type remote-access
hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec)# isakmp ikevl-user-authentication hybrid
hostname (config-tunnel-ipsec) #

95AF72RLASSLVWPN Y3V DEHEITO T 74 ILDERTE

7747 MU ASSLVPN##i 70 7 7 A VHD b 27 v—7—@ElElL, hrxvs
N—"T"DH A 7 webvpn T, strip-group =~ > R & strip-realm =~ > K3 H S 720 8%
BT, IPSec VE—F 727 20T a7 7 A LD ERLTT, 79347 FL X
SSL VPN ([Z[EA DJEMITH 2 ICER L ET, IROITIX, 7747~ LA SSL VPN #fit 7
177 ANVEHRET DHHFECONTIHH LET,

e 7 TFAT ML ASSLVPN Yy v a v O— K s RF AT N—TBIEORTE (26 2—)

(30 L—2)

Ha

« 7747 MVASSLVPN Y a»v® hr g T N—"T @M%k

547 FLASSLWPN £y 3 v D— ko RILT IL—TRIEDRE

ATy T

ATvT2

B 70 7 7 AN O RIEMEEREEIIIELET DT, ROFIETAT A—ZEHEELE
j—o

FIE

—MRBIEEZRET HITIE, YN Ay THRANE-NEREFYATF A THFARE-RT
tunnel-group general-attributes =~ > N& AJJLEd, TN T, MR —7—fk@EMkE=
Y7 A4F¥ab—vary B FRRBENET, Trr T IR TS LICERLTES
AN

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

AT TIERL L 72 TunnelGroup3 O — kB IMHEZ R ET HIZI1X, kOa~v>r RE A LET,

hostname (config) # tunnel-group TunnelGroup3 general-attributes
hostname (config-tunnel-general) #

ALY — N TN —T B EBRE. T AN —T 04 EIEELET, BEL-—R S
I—FIEENE L XICe—h N T—E_R—= 25 FEF AT 25581, F—U—F
LOCAL #BMmL £,

hostname (config-tunnel-general) # authentication-server-group groupname [LOCAL]
hostname (config-tunnel-general) #
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ATv73

ATvT4

5547 RLRASSLVPN v 3 vn—fi ko L—TEnEE |

7ol 213 test LW D BHTOFRFEY — N TNV —T 2R E L, ik — " 7 — 7 CREENREAE
L7 &lm =N =N T =Ny 7 FT5H L9 @‘5 i3, koa<r Fae A LE
ﬂ—o

hostname (config-tunnel-general) # authentication-server-group test LOCAL
hostname (config-tunnel-general) #

authentication-server-group 44 C. FATNIFKE LIZFRGE Y — N\ E X — D7V —T %2 FEE L
F9, BEEY— A ERET AT, aaa-server 2~ REMFHALET, S —7 X T ORKE
%16 L5 T,
T N—THDEN D DT v AN, v B —T 2 AL ERETHZ LTI, A5 —T =
A AEEORAERET HZ LB TEET, ROA U F—T oA ATT 7 4/ F THAFERIZ
2o TWET,

s inside : 1 % —7 = A A GigabitEthernet0/1 D44 i

« outside : A > ¥ — 7 = A A GigabitEthernet0/0 M4 i

GE)  ASADHEBA v HZ—T =2 A4 AT KL (IPv4d & IPVv6 DI JT) 1Z. 7T A4 ~X— MAID
7 RUAZEREEFE L THTIRY £H A,

mmﬁwnvy REH L CRELIZZDOMDA X —7 2 A4 ABEHARETT, ROa~v
Rix, 75 "j’**/\servergroupl Z T % outside & W I ARTDA VX —T =2 A ADA 2 H—
7I/],2.ﬁ@nn_‘n H/:E’L/Tl/\i—g—o

hostname (config-tunnel-general) # authentication-server-group (outside) servergroupl
hostname (config-tunnel-general) #

ATy a T AT AIRAY— NI N—TORHERELET (FETLHE) . B EE
ALTWRWEAIT, A7 v 7 6ICHEA T ZSV, ZOMERET 256, = —FiIdsk+
HIBA T —HZ R—= 2 FETHLERD Y £,

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

AP —RNEZRET BIZ1L. aaa-server 2~ NEFEHALET, FL—7 ¥ 7OHEKRKET 16
XEFTY,
7220, koa< > L, Bl — 7 —TFFinGroup Z T2 Z L &ZHEL TWET,

hostname (config-tunnel-general) # authorization-server-group FinGroup
hostname (config-tunnel-general) #

= ’%ﬁ‘ﬁ’%?ﬁ‘jféﬁﬁ L EDOA—FREFITRAI SN TWDRENRD L0 E ) EtaE
LET, 7744 T i%?kéﬂiﬁ/vo

hostname (config-tunnel-general) # authorization-required
hostname (config-tunnel-general) #
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B /57 riassiven ey s avo—f R L—TRIEORE

ATvTh

ATvT6

ATy T1

ATvT8

FEENGREAI 7 =) —H ORI A SO T 5 1 DERITEHOBHEZIEE L 7,
ZOBMEICEY ., 7Y =7 FDN 7 4 =/ RO EDEG A O —W4 & LTERT %
MIMREESNET,

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

el T Woa~xy FiE, CNBHEEZRBAIHO2—V4 L LTHEMT 22 L 2EELTWE
R

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes (%, C () . CN (#%4:) . DNQ (DN f&fifi7) . EA (FB1 A —
VT FLA) . GENQ (HAREfiiT) . GN (&) . I (A= %) , L (M£) | N (4
AN . O (R . OU (Mfk—~=> K) . SER (U T/LES) . SN () . SP (M E/-iZ
AEE) . T (&H) . UID (=—H#ID) . BLWUPN (=—HF 7V UL x—A) 2N
HET,

FTvar T MHTAET AT 4 v TN TN —TOLFIERELET ((FIET 55
B o THOT 4 U THEMERALTORWGESIE, AT v 7 TIZHEATL SN, Tho v
T AT Y= RERET HITIL, aaaserver I~ A LES, /7 —7 % T O KER
16 LF T,

hostname (config-tunnel-general) # accounting-server-group groupname
hostname (config-tunnel-general) #

ez, Woa~vy R, ThHorT 4> 7% —sR 70— comptroller 3 5 Z & %
fRELTWET,

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

FFa T TIHNVNITN—T R —DAFIERRE LET, T 7 4/ MEILDtGrpPolicy
T,

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

ROFITIZ, T 7+N s ZV—TF KU —D4RETE LT MyDfltGrpPolicy Z 5% E L TWE T,

hostname (config-tunnel-general) # default-group-policy MyDfltGrpPolicy
hostname (config-tunnel-general) #

*7'a T, DHCP 9 —/N (K109 —2) OLBITEIFZIP T KLU A, BLODHCP 7 K
VA =) (K6 7—N) OL4FiIERRELET, VA MEHIFIARX—ATXYID £, T
7 /)~ TiX, DHCP %— &7 RL A F— Ui S vEHE A,
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ATvT9

5547 RLRASSLVPN v 3 vn—fi ko L—TEnEE |

hostname (config-tunnel-general) # dhcp-server serverl [...serverl0]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address poolé6]

hostname (config-tunnel-general) #

GE) A F—T=xAAZ[IFAT Yy a THDLEN DY £7,

7 RVA T =L, Zu—s3 a7 4 Xab— 3 F— KT iplocal pool 2~
VREHEALTHRELET, T RLAR F—ILOBEDFEMZHOWNTIZ, VPNDOIP 7
LR EZZRBRLTLIIEEN,

H— 373 RADIUS. RADIUS with NT. E£72IX LDAP V— D4, 7> 3 T, AT —
REEZ A R —T VI TEET,

(51) nun Q LDAPT/f 1/7 ]“) ']j-*‘/\é”fi)zﬁ L/Tl/\éiﬁ/ﬁ\\ /sz*‘f‘%ﬁﬁi Sun
Microsystems JAVA System Directory Server (IH# #4713 Sun ONE Directory Server) 33
Y Microsoft Active Directory Z {1 L TH AR — F ZivE T,

eSun:Sun7 4 L7 bY B—=NIZT 7 EATHZDIZ ASAICEESI N TS DN

B, —="OFT 75NV hRXRT—=RKRY =TV ATEHLERHY 7,
DN &L LT, T4V 27 NUEHE, £/237 4117 M) EHEHERZ O 2—Y
PERATLZZEEHELES, 7003, T 740 NATU—= KR —IT ACI
ERETEET,

* Microsoft : Microsoft Active Directory CT/3XA U — REBZ A R —T T 5HIZ1%
LDAP over SSL Z % /ET DM N H Y £,

ZOMREIXT 7 4V hTA F—T NI o TEY | BED/RAT — ROERHIRA IS &
2—PIEEEFORLET, T 740 T HIRYIND 14 BRNZEE RSB S N E T,

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

P —/ 38 LDAP — XA AR N W S IZETAEENBBENDETORK (0
~180) ZIFECEFET,

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

(6=3) N RNV T N—T @ a7 4 Falb—ar F—RKTANLE
password-management =~ > (2L > T, by R/NT—T ipsec BT — R THR|
WC AT &7 FEHESE D radius-with-expiry 2~ > R2AE B 5N ET,

ZDa<wy RERETDHE, VE—F a2—PRNuel (0 35E X2, ASAIL, =2—VFOHE
DRAT — ROFZHPRPIESINTND Z &, FRIFHIERON WL Z Ex@mLET, £
NMH ASA X, 2— PR RRAT—REEHETELLICLET, BUTORRAT— RBRERZL
TWRWEA, 2—FFZ0RRU—REfHLTr 7 A Lkt 5 2 &N TE£J, RADIUS
F 721X LDAP FBFEA G E SN TV RWES, ASA TlEZ oo~y RAEH I ET,

gEHIno7aL. =T Ry — s&U1—F ||


asa-94-vpn-config_chapter5.pdf#nameddest=unique_105
asa-94-vpn-config_chapter5.pdf#nameddest=unique_105

BHEIOT7AN, FL—TRYL— B&va2—¥ |

B /57 riassiventyvvavo b vrLy L —TREORE

ATy 710

ZIUC Ko TRAT — RPHIREINIC 22 E TO HEDPEE INDSD1F TiEA <, ASAH/RA
U — RIHIREIAUZ 72 DT H AN 22—~ DEEZ R T 200N ERE SN D L0 ) sUCHEER L
TLEEN,

password-expire-in-days ¥ — UV — RZ{EET 525 51E, HELRET OLERH Y £7,

FEAZ OWTIE, XA T — REELH O Microsoft Active Directory D E (43 X—3) B L
TLEEN,

ZDavwy RCTHEICOEEET 2L, Z0a~vy RIET 4 v—7 2720 £9, ASAIL, #
REINANEND & 22—l LEEAN, 2 —FIIMRONEZIC AT — RELHETEF
9, A7 3 T, override-account-disable =~ F& AJ) LT, AAA F— 105D
account-disabled f > ¥ — X & L EEZ T HMRBEELHRE T ET,

hostname (config-tunnel-general)# override-account-disable
hostname (config-tunnel-general) #

G¥) override account-disabled ZFF R/ 95 Z &L, BEN X2V T 0 VAT LRV E
‘a‘o

D95AF72RLASSLVWPNEY L 3o MRV TIL—TRIEDERTE

&

ATy T2

7 I AT ML ASSLVPN it 70 7 7 A JVIZEA D/RT A—Z B ETHITIE, ZOHED
WOFIEZEITLET, 7 F7A4 7 F LA SSL VPN L. LIRTIEL WebVPN & L CHIDN TV E
L7z, 2o @EMEiE, b7 —7 webvpn JBHEE— FCHRELE T,

FIE

754 F7 2 FUASSLVPN R RNV —FDRBMEEZIEET AI2E, ROoavwr REAHL
T o7 —"7 webvpn BIEE— RIZAD 7, v 7 ERZELL T, = FPEREX
N Enbnn £,

hostname (config) # tunnel-group tunnel-group-name webvpn-attributes
hostname (config-tunnel-ipsec) #

7= & ZI0E, sales EWOLRIDY AT > h L ASSLVPN k> %)L 7 )L—7 O webvpn EIE%
BETHICE, koa~r FE AN LET,

hostname (config) # tunnel-group sales webvpn-attributes
hostname (config-tunnel-webvpn) #

AAA, TUHXIVEEHE, WS 2 ERAT 57200 N EFEE I 5121E. authentication
a<w> REANILET, AAA, GEE, FREMAFE2TEDIEF CHRETE ET,

hostname (config-tunnel-webvpn) # authentication authentication method
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hostname (config-tunnel-webvpn) #

=&z j: /k@ﬂ'?/ Fid AAA kuE%i@ﬁﬁ@mqué’u$Tbi—g—

hostname (config-tunnel-webvpn) # authentication aaa certificate
hostname (config-tunnel-webvpn) #

ASA X, NetBIOS4 % IP 7 R LRI~ v 7T 57DIT NetBIOS F— A H—NZ 7 =) — %1%
FLET, 7947 PV ASSLVPN CTik, VE— K VAT ADT7 7 A NET 7 EAEIL
HAH T 572D NetBIOS NS TT, 77 A7 > kLA SSL VPN Ti, NetBIOS & CIFS 7
o halZFEHLT, VE—K VAT LD 7 A NET 7 AEI3IHA LE4, Windows
A2 —HIZEDA L Ea—FAEFERA LT 7 ANEEREZLEL D T E, BESH
7277 AN P —NE Xy NU—7 EDY Y —Z%Zi#53 5 55E D NetBIOS 4 & itz LE 7,

NBNS#REEZEESE 51TIE, 272K &b 1 BEDNetBIOS —/3 (KA N) ZERET HLEN
HFET, ILEMHEEEITH-ODICNBNS h— "% 3 OFTHRETEZET, ASAIE, URA b
DA DY — 3% NetBIOS/CIFS A RifiERICHEA L E T, 72U —NERWTH L, ROF—N
MERESNET,

CIFS 4 BiffER (2 f 9% NBNS (NetBIOS F— A H—ER) H—ROLHIZ4EET DT

nbns-server =~ REEHLET, r— "= NV E32FETCANTEES, TEMED-D

W2, BRETDHIERMDOYV—NTIT T A~ ) =T, ZTOMDOY— NI NN 7T 7 TT, T
D (72720 WINS = T3/ ) ~AX— T T 0¥ THLIZNE I . XA 27 7 MER,

BIOU FIA B LIEETEE T, WINS —_"Fid~A¥— 7T UFE, @k, ASA
ERICEY hT—2 By, TOFRy MU =7 D BBEMRERBINICGRESNET, A4 LT 7
MEREIZY T A BIEOFNIIEET D2LENH Y F7,

hostname (config-tunnel-webvpn) # nbns-server {host-name | IP address} [master] [seconds]
[retry number]
hostname (config-tunnel-webvpn) #

72 & ZUE, nbnsprimary & WO A RIOY— 2T T A~ U — L LTREL, $—,3192.168.2.2
BRI F) = NELTREL, ENENI3EOY T A ZFFAIL, SHOXA LT T E
ERET DI, ROa<xr Re A LET,

hostname (config) # name 192.168.2.1 nbnsprimary

hostname (config-tunnel-webvpn)# nbns-server nbnsprimary master timeout 5 retry 3
hostname (config-tunnel-webvpn) # nbns-server 192.168.2.2 timeout 5 retry 3
hostname (config-tunnel-webvpn) #

EALT T NEREOEHMEIZ1 ~308 (74 ME2) . U RIAEEIZ0~10 (F7 4L
ME2) TY,

kRN T —TF webvpn BT 4 2 L —3 3 » F— F T nbns-server =~ > N Zfii [f]
THE, webvpn 227 4 F o L—3 g v F— R CIHHELED nbns-server 2~ RN EESHRZ D
ET,

TN—T ORI ERET HI2IL. group-alias 2~ REEHLES, F—7 A 7774
ERETLHE, 2R RV I N—T 2SR TE L 1O LORBABERESNET, =

gEHIno7aL. =T Ry — s&U1—F ||
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ATvTh

CTHRETAIN—T A VT AL, 2—HFoul A R=JIChHb Ry rF&Z 7 YR b
WCERENET, FIN—T IR L TEEOZA VT AZRET DL L, oA U T AZIEE
LWz &b TEET, TNFnzhoa~y FTHRELET, ZoOREIX. RC 7 L—70
Devtest] X° [QAJ 72 & OHE DB 4 THE I TV DHHAIER T,

KT N—T A4V T Ak LT, group-alias 2~ REANLET, FA VT RXT 7+
NV ETAR=T Mo THVET, FA VT R, A7 a U THRIICA R—7 NV E T3
T4E—T M TEET,

hostname (config-tunnel-webvpn) # group-alias alias [enable | disable]
hostname (config-tunnel-webvpn) #

T2 ZIE, QA EWIOIARIDO R RV T N—T DAY T ADQA & Devtest & A F—7 /W T
521X, koa<vr FeE A LET,

hostname (config-tunnel-webvpn) # group-alias QA enable
hostname (config-tunnel-webvpn) # group-alias Devtest enable
hostname (config-tunnel-webvpn) #

(G¥)  webvpn tunnel-group-list I%, £"T 25 (Kay7r¥vy) FA—7 A MIxLTA
F—TIWNTHDLERNHY FT,

JN—TDEEURL £721X 1P 7 L RAEIEELET,
group-url uri[enable | disable]

1207 N —TIZH L CTHEEOURLEZIET FLAZRETEET (THRELARVWI LT
XFET) , HEINV—TURL £72137 L AZxH LT, group-url 2~ > RZ AN LET, url
. 2O RV =7 OURL £720X 1P 7 RV RAEZFEE L £, http £721L https 7' 22 K
aNEED, URLEIET RUVAREREZRET HMENH Y £9, FURLEZIET FLRL,
fERNZA X —T N (T T7HNVE) FET 4 E—TNMITTEET,

IN—TDURL £721XIP 7 RVAZRET DL, 2—FRa s A VRNV —T 23T 5
VBN 70 ET, 2—Fnu s A9 5L, ASAIL, tunnel-group-policy 7 — 7 /LN D = —
POHEREURL £720137 FLAZMBELET, URL £720137 LA RS Y | group-url 2382
e 7 7 A NVNTA X—=T TR > TWDHEGE, ASAIL. BEOH 7' v 7 7 A L% BB
WEIRLT, v/ A4 U4 RUIZa—PFH T 4 — )L RENRRAT— R 7 ¢ — )L RETERR
LET, ThCEVa2—W Ao X —T oA ARMEELIN, FV—T U R NPR—F|ZFR
Sl bV oFflEnBMEnNET, =2 —WFIIRKRTLIHIRI A U RUIKIE, ZT0O#H
a7 s A NHICERESNT-IAZYA T — g UMERESNE T,

URL £721E7 RUANRT 4 B—T I >TEY | group-alias WX E STV DHGA, 7 —
TORa T E T UARNBEREIIN, =PRI EZITOLERHD £,

WU URL £72137 RV AZEED 7 N— BT 5 Z L3 T A, ASAIL, 7
2757 ANOURL £72137 FLAEZIT ANDEIZZE D URL £72137 F L ADEAME ML
LET,

&1
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RadiusServer &\ 9 A HiD k> )7 )V—T7Z%F LT 7 )L—=7 URL http://www.example.com &
http://192.168.10.10 %= A F— 7 WMIZ T BIZiX, koOa<w> RE AT LET,

hostname (config) # tunnel-group RadiusServer type webvpn

hostname (config) # tunnel-group RadiusServer general-attributes

hostname (config-tunnel-general) # authentication server-group RADIUS

hostname (config-tunnel-general) # accounting-server-group RADIUS

hostname (config-tunnel-general)# tunnel-group RadiusServer webvpn-attributes
hostname (config-tunnel-webvpn) # group-alias “Cisco Remote Access” enable
hostname (config-tunnel-webvpn) # group-url http://www.example.com enable
hostname (config-tunnel-webvpn) # group-url http://192.168.10.10 enable
hostname (config-tunnel-webvpn) #

ZHOFNZHONTIE, 7 F9A4 T RV ASSLVPN By v arDa—FfHa /A v Ry
DHAE< AR (352—=) #BRBLTLIEEN,

AnyConnect 7 7 A 7 > MMERZ 7 V—7 URL ZfEHT 20— R AT U Z7REBATIE, 77
ALZNDHEASA /) —RT, /—ROR—RKNFU T ORT Y v T RLAD T —T
URL & RIS, (A8 7 A% 7 RLADZ N—7 URL 2% ETHMERH D 4,

51

KDL HRT RLANRESNTWNWDL Y FAZNTD2ODASA J — FREFEH LT — K A
Z vy JREBICHE LTz group-url ZERE L E T,

« 10— K XT3 7O TP = https://vip-vpn.example.com/groupname
» ASA1 = https://asal.example.com/groupname

* ASA2 = https://asa2.example.com/groupname

ASAL D h RV TN —TFHETIL, RO group-url BFEE SNV TNDHLENRH D £,

hostname (config) # tunnel-group LBl type webvpn

hostname (config) # tunnel-group LBl general-attributes

hostname (config-tunnel-general)# group-url https://vip-vpn.example.com/groupname
hostname (config-tunnel-general) # group-url https://asal.example.com/groupname

ASA2 O R RV TN —TFRETIL, IRD group-url DR E SN TWARLERDH Y £,

hostname (config) # tunnel-group LB2 type webvpn

hostname (config) # tunnel-group LB2 general-attributes

hostname (config-tunnel-general) # group-url https://vip-vpn.example.com/groupname
hostname (config-tunnel-general)# group-url https://asa2.example.com/groupname

(FEE) Z/V—7URL DWWz A LTEGEIS, BT m 7 7 A v Z &I TH D Cisco
Secure Desktop @ Hostscan 7 7° U 77— a3 U BRFED 2 —F 2R3 212iF, koa~ 2 K
EANLET,

hostname (config-tunnel-webvpn) # without-csd [anyconnect]
hostname (config-tunnel-webvpn) #

gEHIno7aL. =T Ry — s&U1—F ||
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B /57 rizsstventy a3 b oL L—TREDORE

ATy T17

ATvT8

Zawr REANTAE, by a O RiRA v MRESRH I 2=
HAFI v TI7R8ARY— (DAP) a7 4Fal—3 /?&ﬁ%&?‘éb%ﬁx&;@ifﬂ

’@ﬁafﬁ?% AnyConnect Bt O IR T 554 1%, anyconnect ¥— U — K& &0HET, F—
—Fagwine DRRET FAT B vxam\ LA ¥ 38, ¥ ZUF AnyConnect
Tﬁrﬁ T A éﬂiﬁ“o

7 7AT7 Y NUASSLVPN v v a v Ok 7 a 7 7 A M HT 2 DNS h—~ 7 v —7%
BET AL, dns-group 2~ FEFEHLET, BETDHIN—T1L, Za— 1 ar 7y
F=l— g F— KT (dnsserver-group =2~ > K L O name-server 2~ > R&f#H L Q)
REFLDITN—TTHHMLENRH Y T,

F 74V T, B 0 7 7 A L1E DNS Y—% 7 L—7 DefaultDNS ZffH L ¥4, 7272
L., %2074 77747 ATDNS BEREMLTHHNZZ DT N—T%RET HMLEN
HYET,

WOBNE, corp dns &9 ARTOHH DNS H— 3 F)L— T %% NS A= R i
telecommuters DY —/N F)L—T 4 E L F T,

hostname (config) # dns server-group corp_dns
hostname (config-dns-server-group) # domain-name cisco.com
hostname (config-dns-server-group) # name-server 209.165.200.224

hostname (config) # tunnel-group telecommuters webvpn-attributes
hostname (config-tunnel-webvpn) # dns-group corp_dns
hostname (config-tunnel-webvpn) #

(EE) BEEELFBAICHEHATL7 747 FMEAEN L 2 —FAZHTE 5 L 512751
X, k¥ 7 v—7 webvpn JEPEE— KT pre-fill-username =~ > K&/ L 7,

hostname (config) # pre-fill-username {ssl-client | clientless}

pre-fill-username =~ > RiX, = —¥4 /2T — RORFERL LRI O —H4 L LT,
username-from-certificate =~ > N (h > R 7 —7 —EIHEE— ) THE LIl HE
T4 =)V oS —VFLOEHEZA =7 M LET, FEEERED O Z OFRiTR
Woa—HPL4 52T 5120, Mhoa~vy RERETALERHY 3,

GE) N—T 32804 TIE, =2—VLIFTFICANEINEEA, 2—FLH T 4 —/L FHND
EEINET—XIIBEH SN ET,

WOBEITIE, Z7a— b a7 4 Falb— a3y E— RTASSNT, remotegrp &\ 9 4Rl
DIPSec VE— K 77 EA R RNV T N—TEER L, iEAEND D2 —FL4ORG%E A 1 —
TWZ LT, SSLVPNZ A4 7 MRAEE 727 D7 =) — D72 DARINT ¥ X VA E
PHIRELTWAMENRSD Z EE2RELET,

hostname (config) # tunnel-group remotegrp type ipsec_ra

hostname (config) # tunnel-group remotegrp general-attributes
hostname (config-tunnel-general) # username-from-certificate CN OU
hostname (config) # tunnel-group remotegrp webvpn-attributes
hostname (config-tunnel-webvpn) # pre-fill-username ssl-client
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H54FUFLRASSLWPN £y Y 3>01—4RASTA Y 91w Eonhzs34X |

hostname (config-tunnel-webvpn) #

(f=&) AnyConnect £721XSSLVPN 7 7 A4 7 b X U0 — KT 5D V—T R
—F i a—VPLaREE O T 4 X2 L —va LR EEEXTEINE I DNEIRETSHIC
override-sve-download =~ > RAfH L £3, ZOMEEIXT 74 /L N CHEICRESN TN E
7,

X2 U7 4 7T A47 2 AX, vpn-tunnel-protocol 2~ RIZ L > TI/N—7 R v—F
TlZa—HPLH BT 747 2 LU AR SSL VPN 34 X —T /LT 5 TWENE H T EED
WC, UE—bh a2—HFTHLTZ T4 7T b AERE 7213 AnyConnect 7 7 A 7 Mt
FFAl L £, anyconnectask I~ RIXE B2, 7947y haeXuran—RT50, £
WebVPN R — A=V D KO ICa—HFIZER LT, 7947 hoa—F =7 2T
VAEERLET,

7L, FFED R RNV TN—TTr I A L TWHEI ITAT LA 2—FZiE, U
B—R 7Ry T IRRTTDETRIEEHZ L, 7T 47 ML A SSL VPN 7R — A~ —
CEFRTDHIENTEET, override-sve-download 2~ R&fHT 5L, ¥ n 7 7 A
VLAV T IO RS Ipa—PI T 2 BIEAIETEET, Zoa~vr Noky, #ir o
77 AR Ta 7 A F H 2 —FIZIL, vpn-tunnel-protocol =~ > N FE 72X anyconnect ask
avy ROBEICERRL, 2725127 747 LA SSLVPN h—AR—UNRERIND
AR e/ = e

WORFITILX, Bk 1 7 7 A /L engineering @O k> R /L7 )b—7 webvpn @M 7 f F 2 L—
YarE—RIZAY, 7I9A4T7 v N E v ra— R Tar T NOINV—T K v—ba—F4
BHREE FEXTIER T e 7 s AV EA X—T NI LET,

hostname (config) # tunnel-group engineering webvpn-attributes
hostname (config-tunnel-webvpn) # override-svc-download

(Eﬁ)mﬁﬂﬁféht&%mm&4/ ~® RADIUS fE5 A v &=V DFIRZ A F—
T M T BT, radius-eject-message =~ > K& H L 7,

KIZ, engineering &\ ) AT 7' 1 7 7 A4 WIZxt L CRADIUSHEGR A v — Y DERE A
F—=T M LBl R L ET,

hostname (config) # tunnel-group engineering webvpn-attributes
hostname (config-tunnel-webvpn) # radius-reject-message

95AF72RLASSLVPNEY 31— RAOTGA VD420 KD
DHREZIA R

HAZ<A =g 02k oT, a /A VI —TICERENDI Y 4 RUDHBNRED
FT, WA AB—va L RNTA—FE, 7747 h L ASSLVPN OFEED—#E LT
RELET, EREHLD Web X— W AZwAP—a A LT, v/ A Uz —W

gEHIno7aL. =T Ry — s&U1—F ||
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&

WICRREND WebX—T DLy 7T RT7 4 —VEERT DI, 7 —7 KV 2 — webvpn
a7 4 X2l —3 3 F— KT customization 2~ K& AS L £,

hostname (config-group-webvpn) # customization customization name
hostname (config-group-webvpn) #

7= & 2 IE. blueborder & WHLRIOH AR~ A B —2 g LV ZfRAT AL, kROa~ RE A
FILET,

hostname (config-group-webvpn) # customization blueborder
hostname (config-group-webvpn) #

AL~ AE— 3 AKX, webvpn E— KT customization =~ > K& A ) L CEE L F
bé‘o

WOBNE, 123 L WVIAFDA AR~ A B =V a VERINCHSLT D3~y Ro—r v R &R
LTWEY, ZOavr Fyr—F R 2LkoT mATV=F a7 b RERSLET, K
OB, testpolicy & WD AHTD 7 —7 K o —%EFK L, customization =~ > RAfliH L
T, V74T PV ASSLVPN By v 3 il 123 EWOARIDOI AL~ A B —va &l
THZEEBEBELTOHET,

hostname (config) # webvpn

hostname (config-webvpn) # customization 123

hostname (config-webvpn-custom) # password-prompt Enter password
hostname (config-webvpn) # exit

hostname (config) # group-policy testpolicy nopassword

hostname (config) # group-policy testpolicy attributes

hostname (config-group-policy)# webvpn

hostname (config-group-webvpn) # customization value 123
hostname (config-group-webvpn) #

HAF~A = arTadr A Ve a7 7y A VOMAEDEEFEHATHZ LT, &F
SERIN—TIIK L TR DI TA L Vg ROy T w7 TEET, T2E 2,
salesgui & FRIEND I AF~AEB—va a7 7 A NVEERLTHLIGAE, TODAX~A
B—var a7y A NEHEHT D sales LIS T A7 ML ASSLVPNE v > =3 U H
DEEfET v 7 7 A N RO X IITHERTE £,

FIE

webvpn E— R T, 7747 LV ASSLVPN 7 7B AD I A <A B —2a L BERLE
T, ZOHAEIE, salesgui & WO ARTT, T 7 4/ b D1 2% mycompanylogo.gif [ZZ8 ¥ L F
9", mycompanylogo.gif # ASAD T T v o AEVIZHFNIIE—RL, REEZRFEL TV
R0 ET, FEHICOVWTIE, 7 FA4 7 F LA SSLVPN O 28R LT &0,

hostname# webvpn

hostname (config-webvpn)# customization value salesgui

hostname (config-webvpn-custom) # logo file diskO:\mycompanylogo.gif
hostname (config-webvpn-custom) #
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ATy T2

ATvT3

ATy T4

ATy TH

TRYL— B&UaA—Y
BER—ZDIKE2 2 547>+ korn Tu—FizonT [

Jua—nN\) a7 4F¥al—vgrEFT—RC, a—VZE2Ey T o7 L, RIFEFEELE
254 T7 2 U ASSLVPN HHO B A X~ A ¥ —3 3 o & BT F 7,

hostname# username seller attributes

hostname (config-username) # webvpn

hostname (config-username-webvpn) # customization value salesgui
hostname (config-username-webvpn) # exit

hostname (config-username) # exit

hostname#

Jua—\)L a7 4 Fal— g F— KT, sales EWIFFIDT T AT kLA SSL VPN
Loy ard XA N—TEERLET,

hostname# tunnel-group sales type webvpn
hostname (config-tunnel-webvpn) #

ZOEER T 7 7 A Ik LT salesgui W AX VA B—Ta v EFATAHZEERRELET,

hostname# tunnel-group sales webvpn-attributes
hostname (config-tunnel-webvpn) # customization salesgui

ASAIZa T A T B2l —FNT T oI ANTEHT RLAICKRT 5 71— URL %%
FLET, 72E 21T, ASAIZIP 7 R 219216833 W& ESNTWAEAIL, 7 /L—7F URL
% https://192.168.3.3 IR E L 7,

hostname (config-tunnel-webvpn) # group-url https://192.168.3.3.
hostname (config-tunnel-webvpn) #

B 7A L ERDSE DDA — FESPLERIGEIL, an kT TR— MESEZEEL
£9, ASAIEL, ZOURL ZsalesHfii 7' 7 7 A L~ v B 7 L, 22— hitps://192.168.3.3
WZn A Lz EIZR RSN A VHEHEIC salesgui WA X~V A E—vary a7y AL
AL ET,

ZER—ZADIKEV2 I SA T RDRORIL TIL—TIZDUNT

Mo Z—1F, FURAVERARY U—E LT L a— ROty T, AAA —N
AT D bR TN—THRE L, ¥ T A—HEREL, T 74NV DT NV—T R
Vy—%EFRLET, ASA X, Fo R 7 —THNEHIRAT L E T,

IPSec VE— T 7B ADT 7 4/ b b3/ 7 )b—71L DefaultRAGroup T3, 7 7 /L b
ho v Z—71F, BESTLHZLIETEEIN, HIRTAZ2IETEEEA,

IKEV2 Tit, Bloa—h B L0V T — FEFECLI A L CIE it N a R ET&E £1
(DFEV, HEETCICK U CIHERTA S —3R3E 235808 U, BN U CIEEFA EREEE 721X
EAPFRIFARETEET) . Lo T, IKER AT S L, WiGORNENFNRLR S 7
LT o vy VCHRGET A IERRGE A C& £ (Fpidba—. iEHE, F£72I1XEAP) .

gEHIno7aL. =T Ry — s&U1—F ||



BHEIOT7AN, FL—TRYL— B&va2—¥ |
B =2~—20 Kz BiEOH K-+

DefaultRAGroup | EAP 8FEHAICERET A2 LB N H W £9, Ziuk, FEAEFRAENZEHE DN
BEIHEHEL TWRITNIE, chbD 7 IA4T7 0 MERERED bRV I —TIZ< o
VIF B LR TERNEDTY,
EBER—XDIKEV2 B Y HR— k
ASA TIiZ, &k? IKEV2 BN — k&£,
« INTERNAL IP4 ADDRESS/INTERNAL IP6 ADDRESS : IPv4 £7-1Z IPv6 7 KL &

N

GE) TaT7NVAZy 7 (IPvd L IPV6 DT DT L REID 24T) 1%,
IKEV2 TiFHAR— SN EHA, IPv4T LA LIPV6 T RLAD
WHFNER SN, WHFOT R ANE Y Y TalReRda1%. [Pv4
T RUVADHRPED B{THIET,

« INTERNAL IP4 NETMASK : IPv4 7 KL 2 X v U —2 <=2/

« INTERNAL_IP4 DNS/INTERNAL IP6 DNS : 75 A < U/t H > % U DNS 7 FL 2

« INTERNAL_IP4 NBNS : 7F A < U/t H > % U WINS 7 R L A

« INTERNAL_IP4 SUBNET/INTERNAL IP6 SUBNET : 27U v b ho U7 DY Z K

« APPLICATION VERSION : i XiEd, EXx=U 7 ¢ LOBBENDL, ASADAN—TV 3
UEBRELELRODVL IS BEETEEINETA, L, 7747 MRESXA 2 — R
FORICZOBMEZE D H Z LN TE, LFF03 ASA @ vpn-sessiondb =~ > R 7] & syslog
ICERRENET,

DAP O HR— k
B AT EDODAP R Y U—FREEHATHIZIE, HTILWIIFTAT v N XA TD

IPsec-IKEv2-Generic-RA Z{#F L CZ D X A TSI EDOR Y —%#HTHZ LN TE E
j—o

JE—F TR ISATUORMD MRV TIL—TER
WDOFRIZ, VE—NTIHVAITITAT U NEFERRER N RNV TN—T FTF a0 DU R

FERLET,

VE—h 727 | b7 | ZLV—7URL |GEBHEDN B |F7 4L~ 7 | ZDfh
A IIAT | A—F U R & JL—=

- b (DetuiRAGop)
AnyConnect | )i pSITN pSIIN pSIIN BALdY
VPN 7 54T

N
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PRI —2 0D | FERFIL
IKEv2

BER—ZXDIKEV2 7 5472 ORI R— b+
WDFI, fBUER—ZADIKEV2 7 7A TV eV R—FEINTWEDEFESFRADOY XA &2 RLE
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~
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EAPID ZER8 9 =D O T IDA T a3 DHRTE

Microsoft Windows 7 IKEV2 77 7 A 7 > MiX, Cisco ASA H— 32 kv 70— 7 3R 12 A
TERVWEIICTHDIZ, IPT RLREA X —Fy b =54 (IKE) ID & LTEEL
£9. ASAIL, ASADBT TAT ¥ F I LAZNR EAPID 2 G TE 5 & 912, EAPREREH O
query-identity =72 3 VA L TRIET HLENH D £77,

SERHENR— 2 ORGEOHEIE. kD X 912, ASA ¥— 3 & Microsoft Windows 7 7 7 A4 7 b
OFEAFIILRFT —EHE (BEKU) 74—V FRGENL TV DRERDH D £,
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B evroEnsTaroosTunt T aomE

FEBAZE L. Microsoft Certificate Server £ 72 1LZ Dt CA — X EE TE 5,

EAP #FEFDO A 1%, Microsoft Windows 7 IKEV2 7 T A 7 > kM EAP B:sR OREIC EAP ID 2
ReE/FHET, 77472 MIEAPID BXR%Z35ET 5121%. IKEV2 ASA — S ED kR L
TN—7 7 a7 7 AN T query-identity ¥ — 7 — RBAHEINTNDLZ EE2MHRL TS
Uy,

GE)

ATy T

ATy T2

Windows CAZ' U »v b bR U ZIREITTE B L HIT IKEV2 Tid DHCP fRITZAE 0 R —
FEET, ORI, IPvda A7) v b b U T BETOLEEL T,

FIE

Hfi 2 A 7% IPsec V) E— bk 77 B RAIZHRIET HITIE, tunnel-group =~ & A LET,
3L, tunnel-group nametype type T3, Z 2 ’C\ name (X b > RV F—FZEIN BT HL
AICHY . typelX hoFXNVDXA T TT,

WOFITIE, IKEV2 FRiIHEA 3 —7% 44kkaol59636jnfx [ZF%E S E 7,

hostname (config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 44kkaol59636jnfx

GE)  FRREZESE T3 5ITiL. ikev2 remote-authentication pre-shared-key =~ > N & 7= (% ikev2

Bt~

remote-authentlcatlon certificate 2~ RERETHLERNH Y £,

BEENR—Z2DP— =T 4 IKEV2 UE— N T 78R 77347 M Lica—VRGEE
PAR—= 255 E UTHLRERGEY = h =L (EAP) ZFET HITIE. ikev2
remote-authentication eap [query-identity] =~ > R&ZfiH L £,
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ATvT3

INRA ) — REIEFHD Microsoft Active Directory D E%E .

GE) JE— MEIETEAP 24 32— VI T 51203, fFAERZFEH L Co— b VEGEE R
7E L. ikev2 local-authentication {certificate trustpoint} 2~ > RZ&MEH L CTHZR ~Z
AIRA LV FERETLMHERDH Y £T, €9 Lol BEld, EAPRREERDE
HINET,

74T, VE= MRREHICRIE SNIA T Y a v oF R TTRRL —#E
EATEL LT 2EBOAT v a v BH Y EF,

IKEV2##i D6, bV TN —T O~y B 7T, UE— FEIREH T 538
AEF R (PSK, FERAE. ﬁ;ﬁ&@)&m—wwmu’ﬁ%f%émﬁﬁt(MKk
FOGEE) | BEYe—IAGRGETCHEHRTS NI A MRA V M ERET HLEND
VET, BIE, v~ v B IOFTICE, BT ERIRETIEERHED T 4 —L ROMEN D
IS GEHE~y 7% H) SHZIKEID WMERASHET, WFo4+ 7y a Uik
WL GEIE, BERERST 74V OV E—K T 7R RV T —F
DefaultRAGroup vy vrranEzd, aE~ Yy L. VE—F ET7RREHET
HAEESNT-BEICORBERENDI AT a T, 2O~y Ik, BAes brx
w&wa7~®7/fyfﬁﬂ%ffom%%ﬁﬁm%é@& N—VETXT 7
NVEOBEFFEHALT R LR TA—TORBHRTHOIET, EAP RIEE LU PSK
SEEDBEIE. 7 TFAT b (ho XNV ITN—TEN—FTHI7TF7A4T ) OIKE
ID £33 T 74V bOBREEZHEHA LT b RrL T A—TOBRBMNTHORET,

EAPFBFET, 7 747> PR IKEID & o — W2 ZHRICHRE TE RWIGEIE,
DefaultRAGroup k> F/v FV—T%EHT 20BN H Y 7,

WOHITIL, BAP BFEERBPIELE SN TWNET,

ciscoasa(config-tunnel-ipsec) # ikev2 remote-authentication eap query-identity
ciscoasa (config-tunnel-ipsec) # ikev2 remote-authentication certificate
ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 12345678
ERROR: The local-authentication method is required to be certificate based

if remote-authentication allows EAP

ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication certificate myIDcert

KHEERFLET

hostname (config) # write memory
hostname (config) #

MRV ChH D Z & 2R T 511X, show vpn-sessiondb summary ¥ 72 |3 show crypto
ipsecsa =~ REMHLET,

INR ) — F"‘EEEFH(D Microsoft Active Directory M % E

FOREIZ LDAP 7 4 L2 R U Y —REHEH L TWAEEA, 7SA T — REHIL Sun Microsystems
JAVA System Directory Server ([H#4 Pk Sun ONE Dlrectory Server) ¥ L TN Microsoft Active
Directory Zffi ] L THAR— I ET,
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. REIOY A UBIZ/ISRT— FOERF 31— (258513 5728 D Active Directory D

eSun:SunT A L7 Y B—RIT 7B R T BHZDITASAIZEKEEZSNTWA DN AR, P—
NRNOTFT T F NV RNRAT—=RRY =T 7V BRATEALERHD ET, DN LT, T+«
V7 NUEBE, E3T 4 v N EREHERE RO — AT A LA HEE L E
T, 1L, TI7ANVE NRATU—= R RU U—IZACI R ETEET,

* Microsoft : Microsoft Active Directory C/XA U — REH % A R —7 /LI T 5121, LDAP
over SSL i ET D MENH Y 7,

Microsoft Active Directory T/N AU — REELAMI 3 5121%, —E D Active Directory /37 A —
HAEREL, ASAT/HARAY — NEHERET OLERNHY £9, ZOHTIE, SEIER/A
— REELT 7 3 VBT 5 Active Directory DFEEIZ DWW T LET, T b O]
1T, ASATO/SAT — RERA X —T W8> TWT, XS T 232 7 — NERBMEN R E
SNTWVDHZ L ZAHEE LTWET, @IE@fFj?iE@?JHE’C I%. Windows 2000 (Z331F % Active
Directory D HFEICE L L TWET, ZOHTIX, FRAECLDAP 7 1 L7 MU H—_ZfEH L

TWDHZEAHHRE LTWETS,

REIAT A UBFIZNRT— FOEEREZ1—HIZ548H] 9 5 =8 D Active Directory M5 A

Kl 7 A VR 2= NAT — FOLEH 2 2 —WFITHREIF 21213, ASA D h o R T —
T—EE=a 7 4 ¥ 2 L—3 3 F— FT password-management =~ > RZf5E L T,
Active Directory TIRD FNAEZ EIT L E T,

FIE

AT 71 [Start] > [Programs] > [Administrative Tools] > [Active Directory Users and Computers] O JIH|{Z 132
WLET,

ATv T2 427V 27 LT, [Username| > [Properties] > [Account] % %R L F 7,

AT w73 [User must change password at next logon] = v 7 R v 7 A% AN LET,
ZOa—YRREE T AT HEXIZ, ASATRO T v 7 MPRFRRENET [Newpassword
required. Password change required. You must enter a new password with a minimum length #» to
continue.] fg/MUIA/NA Y — R n &, [Start] > [Programs] > [Administrative Tools] > [Domain
Security Policy] > [Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] T
Active Directory X ED —# & L TR E CTX £ 9, [Minimum password length] % B8R L £ 97,

Active Directory A L =/ XA — FOBERRXKEMNBHDIEE

X2 VT 4 2T DT, —ED HEFRGEE S A T — RABIREIAICR S KO IZHEET
EET, =P RAV—FORKADAREZIEET DITIE, ASAD P RV TV—T R
a7 4 ¥ 2 Lb—3 3 & — KT password-management =~ > R A 57E L, Active Directory
TROFNIRZFEITLET,
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Active Directory % {1/ L 7= Account Disabled AAA f > S —A D LESE .

GE)

ATy T

ATy T2
ATvT3

LA, WA T — ROFHEBOREWEEZ ETT DD XV N—T VE— T 7 &R
AT 4 Falb—varDO—fE LTHRE STV radius-with-expiry =~ & RIZIEHELEIC
o TWEY, Zoawr N, PRI N—7—fREEE— FTATISND
password-management =< > RIZE X2 5N FET,

FIE

[Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] > [Windows Settings] >
[Security Settings] > [Account Policies] > [Password Policy] %8R L £ 7,

[Maximum password age] # % 7 /v 27 U v 7 LET,

[Define this policy setting] = v 7 /R v 7 A% A2 LC, # A9 5 [Maximum password age] %
HEAMTHELET,

Active Directory Z {31 F8 L 7= Account Disabled AAA 1 > —4NDEEZE

)

AAA Y—/373 5 D account-disabled &~ & FEZ T 521X, ASA D R T — T —fRENE
a7 4F ab— 3 E— RN Toverride-account-disable =~ > R Z i H{ L, Active Directory
TROFNIEZFEITLET,

GE)

ATy I

ATy T2

override account-disabled Z#F Al 9% Z &1L, EMREX=2 T 0 VAT L0 £,

FIE

[R % — k]> [Programs] > [Administrative Tools] > [Active Directory 1—H—& 3 Ea1—42 —]
DNEIZRIR L E,

[A—H—R>[TaNTA>[THIU M %E2E27Y v 27 LT, A==—»b [Disable Account]
IR L 7,

AAA V— 3% L T account-disabled f > 7 — X NFREINTNTH, =—FIZEFICR S
A TEET,

Active Directory Z{E A L 7=&x/N/ XX T — F R D5l

INAT — ROR/NRZREIT D115, ASAD S RNV TN —TF g7 4 Falb—a
> %&— R'T password-management =~ > FZ 5% L, Active Directory TIRDFNHZ FEIT L £
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B Active Directory £/ L 1=/$2 7 — ROt D34

FIE

AT 71 [Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] %% L £,

AT v 72 [Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] % &R L £,

AT 73 [Minimum Password Length] 2% 7 /L7 UV v 7 LE,

AT w 7 4 [Define this policy setting] = v 7 R v 7 A% A N LT, /NAT— RIZEDHDLEND D/
XFEERELET,

Active Directory Z{EFH L f=/XX 7 — FDEH 1 D 5&H
BRI RAT — R 72 & 23, RUFE/NFE, BF. BIORELFEEL/N AT — N3
KT DITIE, ASAD F RN N—T BT 4 Fal—v gy F— KT
password-management =~ > K% AJ) L, Active Directory TIRDFNEAFEIT L £,

FIE

AT 71 [Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] Z:#R L £3 . [Windows
Settings] > [Security Settings] > [Account Policies] > [Password Policy] % %R L ¥ 7,

AT w 72 [Password must meet complexity requirements] % % 7 /L7 U » 2~ L C, [Security Policy Setting] %
AT7arRy 7 AEREET,

AT 73 [Define this policy setting] 7= » 7 iR v 7 A% 42 L C, [Enable] Z &K L £,

NRAT— FOBEHEMEOERIL, 2 —YR AU — REEFTTH L XETAHRY T, =2
EZIE, REa 7 A VRFZANA Y — RER 295, £720dn BRI A T — RBRHIRGI
WD EIICRELEHGETT, a4 VRS, HILWSRAT—ROANEZRDL T 7 K
NERIN, VAT DIEMER AT — RETEZ T ANET,

AnyConnect 7 54 7 > kZ&H7HR— k95 RADIUS/SDI A v E—T D
IO 7AILDEKRTE

Z OIATIX, RSA SecurelD ¥ 7 b7 =7 b—2 %3 % AnyConnect VPN 27 7 4 7 > k
23, SDI H— 27 m %95 RADIUS — BB TY 74 7> MR st 2—% 7'
VA RMIELLISETEA L HICTAFIBICOWNTHEHBALET,

\}

GE) CHEFEHEREARE L2 G . SDIREGEIE T 74 ~ URRREY — TR VR — F SN E T,

B 2570740 GL—TFTRIo— BLUaI—H



| #&rnorq0, Y—
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RADIUS/SDI % v £ — S &4 HK— kT 20D tF2yT 1 775472 20%E [

UE— K =—¥73 AnyConnect VPN 7 714 7 > kT ASA [ZH#¢i L, RSA SecurID h—2 %
EH U CERFEZ A D & . ASA X RADIUS H— R L5lfE 217V, IRIZ, FBEEIZDW T SDI ¥ —
NWEBEEITNET,

SREEDORBIC, RADIUS M — NIZASAICT V7V BEA F ¥ LY Ay —U% R LET, Z0h
DF ¥ LV AvE—UNIZ, SDIVT =007 XA MeEGTRIREA v =YY £7,

ZDAyE—T TFA NI, ASA 2 SDI H— L EEEERE L TV 54 & RADIUS 7’1 &% &
ERBALTHEELCWDIEHE L TRV 4, 2D, AnyConnect 7 74 7 2 MIFRA T 4
7 SDI Y=L LTS E B 72012, ASA X RADIUS r— "In5H0D A w2 — U Z2 iR 5
VERH Y FT,

F72, SDI A v E—UESDIV— "TEHEABETHATH, ASADAvE—Y TFANDE
REIT—ERD, SDIV— DA vt =V TF AR E—HTIHIVENRHY £, KLV
A\J%%%7?47VFJ%fK%%éﬂ57DVfF@\m£¢_M§&éﬂ677/a

AR L CHEITRWEANRH Y £3, ZD72%D, AnyConnect 7 7 A 7 2 M INRA TE T
FOREDN RIS 2 FTREMED B 0 E 7,

RADIUS/SDI A v tE— % HR— b3 A57200X2 T 4 T 94T L ADETE (47 2—
V) 7T A4T7 2 hE SDI Y — S OBIEEMEFIZKII ST D L 912 ASA ZFRET D FIEIZD
I/\‘/Cﬂjaﬁ)q L/i‘é‘o

RADIUS/SDI » v t— & HHR— T 50D EX1) T4 FITSATUOADETE

ATvT1

SDI [& 4 @ RADIUS J&& A vt — U %R L, AnyConnect = — |72 7 7 > 9 & RKD
H7RyT NERRTHIIICASA ZRET AL, ROFIEEZEITLET,

FIE

k> RV T —7 webvpn 227 4 ¥ 2 L —3 3 2 F— N T proxy-authsdi =~ > FZHf L
T, SDI— L DEHZBEZ I 2 L— M5 HET, RADIUSISE A v —VH AT 2
DRI 7 A (R I N—"7) Z@RELET, SDIV—NCERRES VD 22—
WX, TR T 7 s ANV ES L TSR T AOMNERDH Y 7,

1 -

hostname (config) # tunnel-group sales webvpn attributes
hostname (tunnel-group-webvpn) # proxy-auth sdi

AT9 T2 P RNTIV—T webvpn 27 4 ¥ 2 L—13 3 F— KT proxy-auth_map sdi =~ > K& ff

HALT, RADIUSH— NIZ Lo TEEEINDIA v -V THF AN E2ERELIT N —ET5
RADIUS JGE A v —Y THF A M%E ASA TRELET,

ASADMERT AT 741 FD A vyE— 7% & M, CiscoSecure Access Control Server (ACS)
THEHEINDGT 74V FDAyE—Y 7TF A FTT, Cisco Secure ACS ZfEH L TWT, 7
THNIDRA =Y TXFRAMFEHALTWDEA, ASA TAYyE—Y TX R MNERET D
VIS FHA, TNLSOLE X, proxy-auth mapsdi 2~ REHHL T, AvtE—
TXAMD—ETLHEIICLET,
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B rrowssol v t—SEYR— LT BEOOEELYTF A FTSATUROBRE

KORIZ, AvyE—Ya—R, F7x/ FORADIUSIEEA vy E—YTFA M, BIUHKA v
TV OBREERLET, EX2 VT4 T T ITA T URT T T IMIRRENDIEFEIT LT
FNERBRT D72, Ayt —I 7 %2 MU 2 30FFNIRNOSLFHO Y 78 v b TR
X T20ENRHY £,

72 & Z1E.  TnewPIN] 2% new-pin-sup & next-ccode-and-reauth D[l 5 Zk3 57 7 4/ hD A v
=Y T7XA MOV Ty NEELET, new-pin-sup Z newPIN| & L TRELSEA, &
Xa U7 4 77747 AL RADIUS —,37>5 [new PIN with the next card code| %3215

% & next-ccode-and-reauth = — R CiX72 < new-pin-sup 2— R &7 F A MEHEAE L ET,
SDI#fFa— R, T 74V hDOAvE—Y THFA L, BELORA vE—VOHHE

Ayt—Ya—F T 74 )L FDRADIUS [EE * v | HERE
- TEXX bk
next-code Enter Next PASSCODE Z—HF PIN & AHEFITK
Dr—rrva—KEANT5H
VENSDLZ L EZRLET,
new-pin-sup Please remember your new PIN |7 L\ 3 25 A PIN 7342t

INTEY, 2—WFZFDPIN
ERRNTHIEERLET,

new-pin-meth

Do you want to enter your own
pin

H L PIN OERIZ E DT L
WPIN R EHEHT 5%
—HFIZFmNET,

new-pin-req

Enter your new Alpha-Numerical
PIN

a—WHERO PIN Z AT 5
TEHEBERTDHLEERLE
‘j‘o

new-pin-reenter

Reenter PIN:

Z— 2R L 7= PIN ORERR
DT=IZ ASA SN EBHIIfE
LET, =2—HFlcrm 7k
ERAETIC, 7 TIA4T7 b
25 PIN Zfifgsd L £ 97,

new-pin-sys-ok

New PIN Accepted

2 — PR L 72 PIN 23521F
bl LaRmLET,

next-ccode-and-reauth

new PIN with the next card code

PIN#fER., D h—2 v a—
REfFoTob, RAEDT= 8
WZH LWPIN ERD h—7 >
a— RO G % AT 505
Nt trea—VIRrLE
7
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sn—7xus— [

Ayt—Ya—F T 74 )L FORADIUS[EHE A v | HEHE
- TFX b
ready-for-sys- pin ACCEPT A SYSTEM Z— R AT AERKO PIN
GENERATED PIN (X B S TE T D =
& RT T DI ASA AN
WAER L ET

R OFITIL, aaa-server-host E— RIZ AV | RADIUS J&& A v & — new-pin-sup D7 ¥ A b %
EHELET,

hostname (config) $ aaa-server radius_sales host 10.10.10.1
hostname (config-aaa-server-host) # proxy-auth map sdi new-pin-sup “This is your

new PIN”

» O [e] ~
JIL—T R —

COWETIH, INA—T R = ZORETFIETOWTIHHL £,
TN—TFRY —%, IPSec HHHO2—FEEDBEMEEEOXTRNE Y MIRoT2H DT,
TN ZZNERY (a2 —B L) ITBRAFESND D>, A0 RADIUS H— NICRF SNV E T, B
Ta 77 ANTIEH, NUORENE, 2 VEEROFMEERET D7V —TRY =M EH X
nNE+F, IA—TR)—EFERTIHE, 2—FFERF2—FDIN—TZENEE Y V&R E
BWHTX2DT, 2=V LIZKBEEZENICHEET 2HLERH Y A,
=PI N—T R —FEY YT, BEDOZ—F DI N—F R —5EF LY
THIZIE, Fe—NL a7 ¥ a2 b— g E— K Cgroup-policy 2~ > REZ AN LET,
ASAIZIZ, T 74V DT A= R v—REENTWET, BEIITETCHHIBRIZTE A
WT 7NV RDOTNV—TF R —Zz, BOOREZEHAED 1 DU EO I N—T K v—
PERTAZE L TEXET,
N T N—F R o — NI N—TF R L —2RETEET, N L—71L ASA DNER
F e A NR— A THREINET, M7 —7 1% RADIUS 72 ¥ OANFEREEY — N |ICRE SN E
T, TNA—T R Y =%, ROBHERH Y £,

- ID

-“H“—‘/\‘@Hﬂg%

cITAT U N T7AT T+ —IVDORE

e hoxV 7 Fuhan

 [Psec DFXE

e N—KTU=T I T FOHRE

gEHIno7aL. =T Ry — s&U1—F ||



BHEIOT7AN, FL—TRYL— B&va2—¥ |

B 7o+rr0o—Fxys—ozE

s T4 ILH
cITAT U a7 4 Xal—a VORE

 BEREORIE

FTIAILEEDTIL—TRYS—DERE

<MATH\?7jw%®ﬁw—fﬁUv—ﬁ%ﬁéﬂi?o:@?7%»%7”—7%9
IIERCTEXET2, HIBRIETEEHA, T 740 bOIN—T R —%, DftGrpPolicy
ku\ozﬁthSA’*“ HFELTVWETR, ZOT 74NV MOTNV—TFKY v—E, ASAT
TNEHERTDEICHELRWVIRY BNTRY A, TOMDITN—TRY) > —%HE
ﬁéﬁu\%%%K?Ebﬁwﬁi@ﬁiv7¢wh®7w~7fj/~# MRS ET,

GE)

DAltGrpPolicy (ZFXE ATV D (ZDRZRICHIV JTHNTZ) §T?D AnyConnect 7' 1 7 7 A
JV 5% A7 (Network Access Manager, Umbrella 72 &) %Z&Te AnyConnect 7' 12 7 7 A /LI, fthod
7 N—"7" 38U > =75 DfltGrpPolicy 7 Hilkk 32 K O IZHI/RAVIZERE SILTWRWRY | fhhod
TN—T R o—lZko TR SN EREA, DFV ., $FED AnyConnect 7’17 7 7 A LN T
N—T" R U —THEEINTNDHEE . DftGrpPolicy (ZBHHE AT 541 Cu» % AnyConnect 7' 12
T AMIHEA SN ER A,

TIZAN DT N—T R o—mFoRkT DL, WOa<wr REANLET,

hostname (config) # show running-config all group-policy DfltGrpPolicy
hostname (config) #

TN NI N—T R —%RETDHIZIE, kOa~vr Re A LET,

hostname (config) # group-policy DfltGrpPolicy internal
hostname (config) #

G¥)

TI7ANNDOTN—T R —iE, WIZNE (internal) TJ, 2~ ROMHELIT
hostname(config)# group-policy DfltGrpPolicy {internal | external} T4 723, %A 7% %ﬁﬁ (external)
WWEETHZ LIETEEE A,

TI7AN DT N—T R —OEEDOREIEEZER T 5551, group-policy attributes =~
Y REMALTEEE— NICAY, 20%, BEEAROBUHEALET L7200 a~ REEE
LET,

hostname (config) # group-policy DfltGrpPolicy attributes
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\}

GE) BMfET— RIS L —7 B — P s E T,

ASA TR ENDT 7 4V h DT —7 K Y v — DfitGrpPolicy (£, KD L0 T,

hostname# show run all group-policy DfltGrpPolicy
group-policy DfltGrpPolicy internal
group-policy DfltGrpPolicy attributes
banner none
wins-server none
dns-server value 10.10.10.1.1
dhcp-network-scope none
vpn-access-hours none
vpn-simultaneous-logins 3
vpn-idle-timeout 30
vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none
vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client ssl-clientless
password-storage disable
ip-comp disable
re-xauth disable
group-lock none
pfs disable
ipsec-udp disable
ipsec-udp-port 10000
split-tunnel-policy tunnelall
ipvé-split-tunnel-policy tunnelall
split-tunnel-network-list none
default-domain value cisco.com
split-dns none
split-tunnel-all-dns disable
intercept-dhcp 255.255.255.255 disable
secure-unit-authentication disable
user-authentication disable
user-authentication-idle-timeout 30
ip-phone-bypass disable
client-bypass-protocol disable
gateway-fgdn none
leap-bypass disable
nem disable
backup-servers keep-client-config
msie-proxy server none
msie-proxy method no-modify
msie-proxy except-list none
msie-proxy local-bypass disable
msie-proxy pac-url none
msie-proxy lockdown enable
vlan none
nac-settings none
address-pools none
ipvé-address-pools none
smartcard-removal-disconnect enable
scep-forwarding-url none
client-firewall none
client-access-rule none
webvpn
url-list none
filter none
homepage none
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html-content-filter none

port-forward name Application Access

port-forward disable

http-proxy disable

Sso-server none

anyconnect ssl dtls enable

anyconnect mtu 1406

anyconnect firewall-rule client-interface private none

anyconnect firewall-rule client-interface public none

anyconnect keep-installer installed

anyconnect ssl keepalive 20

anyconnect ssl rekey time none

anyconnect ssl rekey method none

anyconnect dpd-interval client 30

anyconnect dpd-interval gateway 30

anyconnect ssl compression none

anyconnect dtls compression lzs

anyconnect modules none

anyconnect profiles none

anyconnect ask none

customization none

keep-alive-ignore 4

http-comp gzip

download-max-size 2147483647

upload-max-size 2147483647

post-max-size 2147483647

user-storage none

storage-objects value cookies,credentials

storage-key none

hidden-shares none

smart-tunnel disable

activex-relay enable

unix-auth-uid 65534

unix-auth-gid 65534

file-entry enable

file-browsing enable

url-entry enable

deny-message value Login was successful, but because certain criteria have not been
met or due to some specific group policy, you do not have permission to use any of the
VPN features. Contact your IT administrator for more information

smart-tunnel auto-signon disable

anyconnect ssl df-bit-ignore disable

anyconnect routing-filtering-ignore disable

smart-tunnel tunnel-policy tunnelall

always-on-vpn profile-setting

FTIT NN TN—T R = IEFARETT, Fiz, BEICEAD 1 DU EO T V—7 K
—HEERT AL TEET,

» o} [e}) ~ ==

JIL—T R —DNERFTE
TN—T R =i, T XCORBED o2 NMZEHTEET, EELDEEL, NTA—H
DRI E SN TR ITIIE, ZONAV—F13F 74V kN ZA—7 R o —OfE %
L7,
REZAZIL, PN arTFxAE— RERIIAF a0 TF 2 B— ROM G TEST
TEET,
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\}

saon—7 xyv—oE ]

G¥)

<N F arTH AR T— NI IKEvI BEOIKEV2 A b —HA MZOHEHA S, IKEv]
IPSec ™ AnyConnect, 77 74 7> b LA SSL VPN, Apple *A 7 4 7 VPN T AT b,
Microsoft %A 7 4 7 VPN 7 A4 7> b, £/ cTCP IZITmA I EHE A,

NEITIL—T R O—DETE

\}

SN T N—T R Y —DBMEEICIL, FEET AAMNB T — " OERBRGINE T, AT —T
KUY —O8EIX, ASARBMED IV =V —ZFATTEDLAAAY— NI N—TZ2REL, £OD
SR AAA Y — X TN —T NS R E RSG5 & XT3 A T — REBET HLERH
D ET, SNFRGEY— " ZHEHA L THT, A7 N—T R — @R, WAk 5 FED L —
# & URADIUS H—NCH 256, ZNHOMTARIPERE LLWE T IMNERH Y E
kR

GE)

ASA TOIT TV —T41%,. RADIUS —_"Da—HFL4L 2B TWET, DF0D ., ASAIZ
NERTN—T X ZRE LT2HA. RADIUS r— N3/ =) — % o2 —% X (T B E8FEEkR &

R LET, LN T, M7 —71%, ASA T L& - THBI A2 Bk 2 F-> RADIUS H—
FOa—FTH T MITE LA, SN — T BIENRIET 5 T E D —H & [ U RADIUS
P NFLETDEE, TNODOM TARIZEEIEDLZ LIITEEEA,

ASA 1Z. M5B LDAP %7213 RADIUS H— R CO2—¥iBiE&Z AR — F LT Ed, S —
WEAFHT D X DIZ ASA ZFRET DA, #E)7e ASAFRABEMEZFEE L T — " Z28iE L,
ZENHOREMEOY T2y ML EA O2—VFIZHT HREOTF A 2E 0 Y THMLENDH Y E
9, MY — NEEET HITIE. VPN OINHE AAA — RO E OFBIIHE > T &0,

=3}
ST N—T R 2 —%FRET DL, RO TFNEEFEFT LT, server-group 4 & /XA T — R &
EBIZITN—T RY —DAATE Z A THEELET,

hostname (config) # group-policy group policy name type server-group server group_name
password server_ password
hostname (config) #

C¥) AR N—T HY v—DHE PR END AAA F—3 Z A 7L RADIUS 721F
T4,
el 21X, WO~ RiE, ExtGroup & WO ARTOINTE 7 V—7" R Y —MERLET, =
DI N—TRY L —DEMEIL. EXtRAD &\ ) A HTOSNT RADIUS H— 3702 B G S 4, JE@ M
ERET 5 & XM IS5/ 8A T — K73 newpassword (ZHRE SV E T,

hostname (config) # group-policy ExtGroup external server-group ExtRAD password newpassword
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hostname (config) #

GE)  VPNOINBAAA Y — OB E A EINTNE L2, W 200XV X —EHER
P (VSA) ZRETEE 7, RADIUS ¥ — 23 Class Bt (#25) #iKT X 5 ITEE S
NTWAEA. ASAIX, ZV—T7 A ORI ZORMEZHEH L £9, RADIUS H—
T, BYETIROEXTIRET 2 0ER H Y £9°, OU=groupname, Z Z T, groupname
1. ASA TREI N7 NV—T74 L [F—7T79, fil. OU=Finance,

NEBT IL—T R —DVERL

WNERZ L—F R — R ETHICE, av 74 Fal—var T— REBEBLET,
group-policy 2~ R&EH LT, ZN—7 R —D4HiL internal ¥ A 7 &2 FELET,

hostname (config) # group-policy group policy name internal
hostname (confiqg) #

7o & 2 I1E, RO =2~ RiL GroupPolicyl & WO ARTONTHZ V—7 KU —ZER L £7,

hostname (config) # group-policy GroupPolicyl internal
hostname (config) #

G¥)

WD T ANERR LT 7 V=T R L —DARNTIEE TE £ A,

X —U—RKfrom ZBMLTEFORY O —DOL4RIEZEET L2 LIk, BEFO7LV—T7 R
VY —Dfizatr’— LT, N7 V—7 R v —DRtiaRETE£7,

hostname (config) # group-policy group policy name internal from group policy name
hostname (config-group-policy) #

7= & 21X, WD a3~ RiX GroupPolicyl ®JEM:% =2 £°— L T, GroupPolicy2 & 9 4 Hii D NHS
TN—7" R —%Ek L £,

hostname (config) # group-policy GroupPolicy2 internal from GroupPolicyl
hostname (config-group-policy) #
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| #&Tno740, YL—FRYS— BLUa1—H

—menngmsL—7 £y o—Eronz [

— iR RNER T IL—T R O —BHDERTE
TL—T Ry o—%

TN—T" R T —DLENINEE T N—T R o —DOERBFICRIR SN TWET, oz AE
RENTZITN—T R O —DARNIEFE TE T A, FMICONTIE, REZL—F R 2 —
DIERL (54 =) BB L T 7Z &0,

ON—TRYS—DNF— A vtE—LDHEFE

\}

BRTHONT—LTYIA v =2 (HDOGE) ZHHELET, 7740 T AT =
FRENFETA, HELILA =, VE—N I IAT U MRERLI-E X, 200 T
ATy MIFEREINET, NF—ZHETDHIE, IV—T KV v—ar74Fal—3
¥ E— R Thanner =2~ REANLET, NF—TFTFZXAFDOEIIL500 LFETTT, &
IREATEFAT D5A81E. T\n) =7 A2 AN LET,

GE)

NF—NOERSTIL, 2 CFE LTz bET,

NF—ZHIBETHI00E, Zoa~xwr Fon B2 AN LET, Zoa~vr RO ne B2 H
TBHE, TNA—T R —DOFTRTCONRT—RHIFRISNDZ LITEEL TSN,
TN—F RY—iF, BIOTN—F RY =5 ZOEEHATEES, [HEE2ME LWL
INTT DI, RO LS, NF—XFHNOEEEET 5DV I none ¥—V— KE AT L
F9,

hostname (config-group-policy) # banner {value banner string | none}

WOHNL, FirstGroup & VWD ZRTD T N—TF KU T —IZ\F—EAEkT 5 HiEERLTWNE
bé‘o

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # banner value Welcome to Cisco Systems ASA 9.0.

JE— M T RREHDT7 KLA T7—ILDIEE

VE—NTZ7EVATZIA4T 2 MRASAICERT D546, ASAIL, BEticiEES i/ —7
RY S —ITEDNTIPVE £7201XIPv6 T RL A EZ 7 SAT7 v MIEID Y THZ LN TEET,
a—n 7 RLAOENY Y TIERTLIRRK6Hoa—Lv 7 RLA =D X NEEE
T&Fd, TV OETEIEFITEETYT, ASATIX. Z0a~vy RTCr—LZ2EE LEFIC
WE-sT, ZNEHDT—AnET RUARNED B THENET,
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B mso—FRKus—~nPu7 LR T-L0RY 5T

RETI—T R —~DIPvBT7 FLR T—ILDEIY HT

ATy I

ATy T2

ATvT3

ATy T4

ATy TH

IR& HEIIZ
IPvd 7 RL A F—)L&aAER L £,

FIE

IN—F R v—ar74Xal—var T—NefBLET,
group-policy value attributes

1 :

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv4-pooll, ipv4-pool2, I X Wipv4-poold &\ AHIDT LA 7 —/ L% FirstGroup 7 /L —7
RY T —=ZEFVYTES, FA—7 R o—ITF, RRK6EDT FL R F— L EiEETE E
j‘o

address-pools value pool-namel pool-name2 pool-name6

1 :

asa4 (config-group-policy) # address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
asa4 (config-group-policy) #

TE) ZN—T R —FENLT RLA T —VEHIBRL, 7 RLA T— L ELXRLT
DefltGroupPolicy 72 £ DD V' — A3 BHD 7T K LA 7 — ) UiEH Z k7K 95 121X, no address-pools
value pool-name =~ > R&4fliH L £,

no address-pools value pool-namel pool-name2 pool-name6

1 -

hostname (config-group-policy) # no address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
hostname (config-group-policy) #

({E#) address-pools none =~ > KX, &R U I —0Df|D Y —A (DefltGrpPolicy 72 &) 75 2
DEMEMAT L AT =T /M LET,

hostname (config-group-policy) # address-pools none
hostname (config-group-policy) #

(f:E) no address pools none =~ > N|X, address-pools none =~ > K& 7 /L—7 K 2 —
MOHIBRL T, 7740 ME (ADFFR) ICRLET,
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hostname (config-group-policy)# no address-pools none
hostname (config-group-policy) #

RETI—T R —~DIPv6 7 FLR T—I)LDEIY HT

ATy I

ATy T2

ATv7T3

ATv74

IR HEIIZ
IPv6 7 FLA = La{E LET, VPNDOIP 7 RLZAEZZBBL T &V,

FIE

IN—T R v—ar7 4 Xal—rart— RERBLET,
group-policy value attributes

1 :

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv6-pool &\ I A RTDT KL A 7 — L% FirstGroup 7 /V—7 RV L —2E|0 ¥ CTE4, /L—
T ARY —IZiE, K 6{EHDIPV6 7 KL A F— L Z2E) Y THZ ENTEET,

1 -

Z OFITIE, ipv6-pooll, ipv6-pool2, I L TN ipv6-pool3 73 FirstGroup 7 /b—7 7R U I —IZHE| Y
L THNATWET,

hostname (config-group-policy) # ipv6-address-pools value ipv6-pooll ipv6-pool2 ipv6-pool3
hostname (config-group-policy) #

EE) ZN—7 RV —RENLT FLA F—=L&HIBRL, 7 FLA = AREEZRL T
DfltGroupPolicy 72 £ DDV —Z B0 T KL A F— G &2 kA % 121X, no
ipv6-address-pools value pool-name =~ > K& f L £7,

no ipv6-address-pools value pool-namel pool-name2 pool-name6

51 -

hostname (config-group-policy) # no ipv6-address-pools value ipvé6-pooll ipvé6-pool2 ipvé6-pool3
hostname (config-group-policy) #

(EE) Z o M. DItGrpPolicy 72 DR U o —D Y — A HfkE S E 9123 512
X, ipv6-address-pools none 2~ RZfiH L £7,
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BHEIOT7AN, FL—TRYL— B&va2—¥ |

B/ xus—orryry Joraross

ATy TH

hostname (config-group-policy) # ipvé-address-pools none
hostname (config-group-policy) #

(fE) no ipv6-address pools none =~ > R&ffiH] LT, ipv6-address-pools none =~ > N%
TN—T R —nBHIBRL T, 774/ ME (JERDOFFA) IR LET,

hostname (config-group-policy) # no ipv6-address-pools none
hostname (config-group-policy) #

GN—TFRY—DroR)2H TORIIILDIEE

TN—T R — a7 ¥ o b—1 a3 E— KT vpn-tunnel-protocol {ikev1 | ikev2 | 12tp-ipsec
| ssl-client | ssl-clientless} =~ > R&Z AL T, ZDOFTNV—7 KU —D VPN b XA
ZHRELET,

T7x/MEZ, TI7ANEN TA—T R —DEEEMAT L LT, ZOBEMEEFET
A 74X alb—2arnhilRT AL, 2oavry Kon EREASNLET,

TDawy RONRT A—ZDEIZIFIRODORH Y £97,

s ikevl : 2 2D E T (Cisco VPN Client £ 72138t F 27 #F—F 7 =A) [ED IPsec IKEv]
Mo radyo—hLET, 8RR Kb, 1720, BLOF—EFBHEHIEHT S
X2 UT 4 TY—a rEERLET,

«ikev2 : 22D ET (AnyConnect Secure Mobility Client £ 721IBDOEF 27 7 — K~ U = A1)
D IPsecIKEV2 b FLmx A m— b LET, GGk, BEk, b7k, BLUF—
BEHAEHET X2 T 0 7Y vE—Ta Y EERLET,

* R2tp-ipsec : L2TP ##5i D IPsec b > L& xdvm— kL ET,

« ssl-client : AnyConnect Secure Mobility Client C TLS & 72/& DTLS ZfEH LT, SSL k%
Naexrdrz—hLET,

» ssl-clientless : HTTPS Xf/ii~ Web 7 7 U HEH TV £— F =—|Z VPN — R &
LET, 7747 MIVEBY A,

TOavwy REANLT, 129U EDO R T E—REHFRELET, VPN o 2% L
TEH T 52—Vt < b 1O bRV 7 T— RERETIHLENDY £,

WOHENL, FirstGroup & VNI ZRTD 7 —F KU 2 —IZ IPsec IKEvl >RV 7 E— K&K
ET D HEEZRLTHVET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikevl
hostname (config-group-policy) #
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UE— b THLRAD VAN DIEEEETL—T K o—~o#a7 o2 3> ba—u L—roEm [

JE— 79 EXADVIANDIEEFIEZTIL—TRY S—~DHET7Hr X2 bO—
JLIL—)L D

T AN ITEEONL— AN BHERENTHWET, 25D —E, ASAZNLTEELE -
YRV T T8 Ny NEFFRITADNESR T A0 E, BEILT RLA, ST RLA
0 kIRl ESWTIRELET, ZA—7 KU —0DIPv4 £IXIPV6 i T 7 B A =
Yha— L VR NERET D, ERIET 74V N T A—T RY —THESL7- ACL %k
ATHEolcTcEET,

WDOAT v arDONTNNERIRL T, VE—F 727 2HDOH T VLAN ( [VLAN = v F°
T EBMEND) | £ N T T v BT A NE ) TS ACL ZRFRE LT,

\}

GE)  IPv6 il L T VLAN v v B V2 FETT 8546, B {LSNZ b T7 7 0 v 7 BNER v b
D=7 —F 4 7 END X ICTHEDIT, AR (ise) 7 R AL VLAN Z & ICEA
T HMERHY £, B2D VLANBLOL—F A MY w271 LCRUsEER Y hT—
I EFEHATAZLIITEEEA,

e IN—T R —ar T 4 FXal—agrEF—RTROa~v REAHN LT, 207 L—
TR —FRIFIDOTN—T R =% ETE I N—T R —IZHYETHNT
WABRYE— T Z7EAVPN Y g o HOH S VLAN I 5E L E T,

[no] vlan {vian id |none}

novian 1%, 7 Vv—"7"RY =0 bylan id #HIRLET, ZA—T R —iX, T 741
FDOTN—T RKY = vian fEZHA L ET,

nonelx, 7 /Vv—"7RY L —nbvlan_id HIFR L. ZO7NV—7RY 2 —IZx$ D VLAN
v~y BT ET 4T NMCLET, IA—T RV, TIAN DT N—T K
=B vlan EZ A L £ A

vian_idl%, TOI7N—T R =% MEHTLVE—F T 7 EAVPNE Y g AZEID Y
T% VLAN OF 5 (10 #£F) T, VLAN L, —fEfER=ar 7 4 Fab—va v
HA K@ [Configuring VLAN Subinterfaces and 802.1Q Trunking | ®FNEIZHE- T, Z D ASA
TRETDHHERDY £77,

N

GE) /7 VLAN |, HTTP #46: Ti3tdse L £ 725, FTP & CIFS TiZ
BERE L ¥ Ao

« JN—T" KU — F— RTvpnfilter 2~ REFEHLT, VPNt Y3 TS
TrEA aryhr—b— (ACL) OA4HTZIEE L ET, vpnfilter 2~ REEH L
T, IPv4 £721X IPv6 ACL ZfRET& 77,
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B /=70t RO VAN DIEEE LRI L—T K S—~DHETH£R 3> FO—IL L—LOER

N

GE) Lo Y U —ATiX, vpnfilter THEE S 7= IPv6 =2 kU BIFEAE
L722WEEIZ IPv6 ACL 5 E T 5 1Ti%, FEHELED ipv6-vpn-filter
o<y REMFHTEE L7, ASA9.1(4) LI, ipv6-vpn-filter |3 1
T Ip > TWBH T2, IPv6ACL = kU (X, vpn-filter 2~ K%
EH L CHRET D2HERH VY 3, ipv6-vpn-filter 3FXE STV
D% EIE. VPN BEEIR T L £,

N

G¥) ’@Erii:l~‘b‘%%~]\f RETDHILHTEET, TDY
H. = PADO T TRESNTMENR I V=T R —DfEL D b
{Eﬁ‘ﬁéﬂiﬁ“o

hostname (config-group-policy) # vpn-filter {value ACL name | none}
hostname (config-group-policy) #

ACLZRELT, ZDOITN—T R =W T, SFIFERIANTDNT T 4 v 7 A
FIESLET, WIS, vpnfilter 2~ RZAH LT, 2 HD ACL ZHH L E7,

vpn-filter none =~ > K& AJJ L TIER L7 X UEZ&E®H T, ACL ZHIBRT 5121, Zoa~
YROno B KEANLET, nod 7 va railToL, A0 V=R —irbik
AKTEDLEITRYET,

7w~f$)y~i BOTN—T R =MD ZOEEMATEET, EHEHALR2NE

2T AI121Z. ACLAZIEET APV IZ, none ¥—7V— FRZ A LET, none¥—7— R
M\MI@ﬁMZE%TLiTO:®# U—RIZED, XVENRREIN., ACL BHEL X
nEJ,

WIZ, FirstGroup & WD ARID 7 N—7 R Y 2 —d, acl vpn &9 ACL ZFFOH T 7 4 L4
ke DBl R L ET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-filter acl_vpn
hostname (config-group-policy) #

vpn-filter =~ > NiX, M RPN BOESACED N T 7 1 v 7 & MRV ADHI

B ALRiD b7 7 ¢ v 71T SHvET, vpnfilter |26 415 ACL % interface access-group
BT 52 ix T EHA, vpofilter 2~ > K&, UE—FT7Z7®AVPNZ T4 Tk
Pl 2 70 —7 KU o—IZ#HAT 535G, ACL O sre_ip DALED 7 747 > M
DY TIPT RLABIOACL @ dest_ip DALED T —H )L v U —27 (2% LT ACL # % &
TOHULENHY F7,

vpn-filter =~ > N4, LAN-to-LAN VPN 85t 2 iliHl 9% 7 —7 RV o —IZmH T 2561
ACL @ sre_ip DALEDO U E—F Ry hT—27 B L NACL O dest_ip DfLED 2 —H /L F v l\
U—271Zx L TACL &R ET HMENRH Y £7,
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UE—k PO LRD VAN QEEE BT L—T KU S—~0#&T7 12 2 ko—L L—LoEmR [

vpn-filter FERE CHEF T 272012 ACL 2 ET 25413, HEETHLENRH Y £9, ACL I,
TEEAED N T 7 4 v 7 Ik L TERSN TS Z LICEELTLEEY, 2720, ACLIEK
KHMDO T 7 4y I LThEHAINET, FrxAsTO, BELEiOZD T 7 1w
ZIZOWTIE, ACL X sre_ip ONLE & dest_ip DALEZ ANV Z 72 DTk L THEE I LTV
£7,

WOFITIE, vpnfilter #JE—h 727 AVPNZ FA4 7 b ERIHEHALES, ZofT
X, 7947 FEIDYTIPT R A% 10.10.10.1/24, a—h)L %> U —7 % 192.168.1.0/24
LLTWET,

KD ACEIZE>T, UE—FT7Z7EAVPNZ TAT 2V bRR—H)L Ky b T —7|Z Telnet
BT Z LS RET,

hostname (config-group-policy)# access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 23

WD ACEIZE>T, v— IV Xy NIT—IRNVE—K T IR T TAT 2 M Telnet & fE
A5z ndFasnEd,

hostname (config-group-policy) # access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
eq 23 192.168.1.0 255.255.255.0

G¥)

ACE @ access-1list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 2312k > T, u—A/L xy hU—2 %, HETHR—b
BEMEH L TOWABEEIUEEDTCPR— M TOYET—F T I VAT TAT 2 b ~DOHfeBA
NI ENET, ACE O access-list vpnfilt-ra permit 10.10.10.1
255.255.255.255 eq 23 192.168.1.0 255.255.255.0(2k~>C, UE—h 77 kA
74T MEI, BEER—F23EZHEHL TCWAEAIEED TCPAR— hTOBR— )V F v
U — 2 ~OHER T SIE T,

ROFITIL, vpn-filter % LAN-to-LAN VPN #5f¢ & HIZEH L E 3, ZoflITid, VE—F xRy
FU—27 % 10.0.0.024, 0 —H)L F v NU—2 % 192.168.1.024 £ L CTW\WE9, KD ACE (2
FoT, VE—F Xy NT—=I B =/l Ry hU—TIZ Telnet ZFEHT 5 Z ENFT N
i—a_o

hostname (config-group-policy)# access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0
192.168.1.0 255.255.255.0 eq 23

WDOACEIZLL>T, = Xy b= RNV E—h Xy NI =7 Telnet 2252 &
NEFAT SN ET,

hostname (config-group-policy)# access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq
23 192.168.1.0 255.255.255.0

gEHIno7aL. =T Ry — s&U1—F ||
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\}

GE)

ACE @ access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 192.168.1.0
255.255.255.0 eq 2325~ TC, v—Hh/L Xy hU—71F, HETHR— K23 2HHLT
WHGEIAEED TCP AR— R TOUE— b Ry MU — 27 ~OHHRMATF T S4LE T, ACE
? access-1list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq 23

192.168.1.0 255.255.255.0(2L->C, VUE—h Ry hU—2%, EFLA— k23 %ff
AL TOWAEAITEEDTCPR— F TOE—H/L Ry 8T — 7 ~DOHEEGRIIGEN T S ET,

TJIW—T R —DOVPN 7Y = AR DIEE

ATy

ATy T2

1R BHHIIZ

RE O 2 fRRk L3, —RAEMER =7 ¥ 2 L—2 a > FA RO [Configuring Time
Ranges] #ZML T 7230,

FIE

TN—T R —ar 74 ¥al—ary T— REBLET,

group-policy value attributes

1 -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

TN—F KRV —ar7 Xzl — a3 %F— KT vpn-access-hours =~ > R&EFHH L T,

TN—"" R r— & EW D time-range 7R U > —ZBEfTITHZ LI X ->T, VPN 7 7 &

AR ERECEET, T2~ K&, business-hours & V5 4RO VPN 7 7 & A RE R Hi
% FirstGroup & WO LRIO 7 NV—7" R 2 —{ZED ¥ TET,

ITN—T RV —I%, T73/NVNERIFHBEINZIV—T K > —O time-range D % ik
KTDHZENTEET, TOMEDFEAELRNEIITTDIZIE, 2D =3~ FT time-range D
ZFiCiER< none ¥—TY—RFREZ AN LET, TOF—U—KIZXY, VPN 77 & AKX
JUAEIZERE S 4L, time-range AR Y O —IdFF T 72 <72 0 £9,

vpn-access-hours value {¢time-range-name | none}

1 :

hostname (config-group-policy) # vpn-access-hours value business-hours
hostname (config-group-policy) #
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Th—T R —ar7 4 Fal— g F— KT vpn-simultaneous-logins integer =< > K
ML T, ERO—FIZFFA SNSRI r 7 A U BERELET,

F 7 F 0 ML 3 T, [EOHPHIL 0 ~ 2147483647 DHEE T4, ZV—7 R —iF, Blo
IN—TFRY) =0 ZOEEPEATEEST, /A %27 1= Nz L Ca—H Ttk
AT DI, 0 2 A LET, I, FirstGroup & W I L ETD 7 —7 R U 2 —IZx L
THRKAOOREEa VA T 502~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-simultaneous-logins 4
hostname (config-group-policy) #

GE)

FRF e 7 A O RFIBRITIEF IR EVETT R, #ERORKR 7 A 25358, &
F2 VT A NRBREEINTZY, XT3 —< U ABMMETLEDTHZ2E08H0 £77,

K%h L7z AnyConnect, IPsec 7 7 A 7> b, E£E7 74T Ay ay (BEKTL
Trevyay) X, ACLa2—FAT HLWY) Byva BHLENTH, Byvarysy—%
W=D BENHY £7,

vpn-simultaneous-logins DAE 1 DIFEIX, BFEK TRICFHA La—FRHEr 7 558 K
Lzt y v a AET —2_X—2AnbHIERSL, Filntey va VRIS ET, L,
BEfF DOty v a v INERET 7T 4 7R Th A5 AIE. A Ca—F0 510 PC 72 806 FEE
arArTHE ROty arBta st 7L, TERX—AnLHIRIST, HiLnty
Ta UL SN ET,

R 7 A VR L0 REVEDES, TORRKBICELIIRETHERZ A LE S T
He, mLTA RAUEHOEWNWEy Y arRNa s/ F 7 LET, BIEOTRTOE® v g VANE
CLHBWVWEWHET A RVREOSHEIZ, kbW yrarvBdue s+ 7 LET, 207723
VIZEY ., By va UBRIRENTEH LR A URFERIZAR D £,

BEDEHZEIOI7AMILADT I ADHIE

IN—TRY)—ar7 4 F¥alb— g F— RKTgroup-lock =~ RZMHA LT, ¥~
R7 7 ANENLTORT 7 EATHEICTE—F 2—FZHRTL0EINEBELE
7,

hostname (config-group-policy) # group-lock {value tunnel-grp-name | none}
hostname (config-group-policy)# no group-lock
hostname (config-group-policy) #

tunnel-grp-name 2401%. ASA S — W OHEICE L CER T HBEAFOHSE 7 1 7 7 A L OA i
ZIRELE T, group-lockiZ, VPN 27 74 7 v N THEINTZ T N—T0, TO2—FNED
BTHNTWEERT O 77 ANV EREUNEIDET 2y 7 T5ZLICL-T, 2—F &R
LET, —BLTWRWEE, ASAZ2—¥RETERVEICLET, JVv—Try %

gEHIno7aL. =T Ry — s&U1—F ||
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BELRWES. ASA LT, B Y ToNT-INA— 7L 13RS . =2 —FERIELET, 7
N—TDuav it TNV ETIET 4= N TWET,

group-lock JEIEAZ L Tar 7 4 X2 L —a U LHIBRTZI2IE, Zoa~> Ko ne B
ANDLET, ZOoFTFvarzERATHE, BIOTV—T KR U —DEEMRATEET,

group-lock %7 4 Z—7 /L2 HIZ1E, none ¥ — VU — RKZ4EE L T group-lock =~ > F%& A
JILET, none F¥—7U— RFIZX V. group-lock I X /AEIZERE S 41, group-lock D IR A HEAS
ENFET, Fo, TUANNERIFBEESNTE I V—T KU —025 group-lock DA X
N7 £7,

JI—T K1) —0D VPN DR KEFEFFEDIEE

ATy I

ATy T2

FIE

UEE) IN—7 R —ar74FXal—raryT—RNEHda—VPL4ar 7 1 F21—
> 3 ¥ &— KT vpn-session-timeout {minutes =~ > FZ i L C, VPN 8D & K5 % 5%
E Li ﬁ‘o

B/ NEERNE 1 45 C B REFREINE 35791394 7y T4, T 7 40 MEIZH Y ¥ A, Z ORI
TT5E, ASA TR ZKR T LET,

WIZ, FirstGroup & WO ARTD 7 N—T R =2 L TI80 3D VPN v ay XA LT
U b ERET L ERLET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

OB, anyuser & WO ARTOL—HFIZ 180D VPN Y v a v XA AT U NERET LS
BERLTOET,
hostname (config) # username anyuser attributes

hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

[no] vpn-session-timeout {minutes|none} 2~ > RZHH L7=FDMOT 7> a L NIkO LB
-/C“—g—o
c ZORY —InbEMEEZHIER L, MKZFFRT 52X, ZDa~v 2 RO no
vpn-session-timeout 23\ A1 L7,

s EHRIRO X A L7 0 MM ZFFI L, 24 L7 0 MEZFALRWE SITT DI,
vpn-session-timeout none = A ) L £ 9,

vpn-session-timeout alert-interval {minutes | } =2~ N&ZFEH LT, v a s ¥ LT 7 D
TI7—hF Aot —UNa—PIZERINIEFHEZHRTLET,

DT T—F Avkv—UF, VPNE v a UAHBIICOI S D £ Ty dh b0 E 12—
PFIABEZXET, KIZ, VPN E Y g UBREIE S 2 20 Siillic e —FIic@m I s K o fET
HHIERLET, 1 ~3000HEEIHEETETET,
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hostname (config-webvpn) # vpn-session-timeout alert-interval 20
[no] vpn-session-timeout alert-interval {minutes | none} 2~ > RZMEM L7ZDOMDOT 7 a
RO LY TT,

*VPNE v a v XA LT T N7 77— MARBYERT 740 8 7 —7 KU —n bk
ENAHZEERTIE. 2oa<vry ROono B AFHLET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval

* vpn-session-timeout alert-interval none (X, = — VP HAEZZE LRI EEZRLET,

GIN—TRY—DVWPNEYL 3V TARILBALTD FDIEE

ATy T

FIE

{EE) VPNT A RV ZA LT D MR ZEREST DITF, Jv—F R v—ar7 ¥z
L—yaryE—RErFa—Y4ar 7 X2 b— 3 F— N T vpn-idle-timeout minutes
avr R LET,

Z OB L CIIET 7 T 4 BT A SRV, ASAIRBERIA R T LET. B
147, e RIERIE 35791394 53 TH V. 7 7 4V ML 304 TT,

WOFNE, FirstGroup & W I ARTO T N—T KU T —IZ1553O VPN T A RV XA LT T M
WRET D HEERLTNET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idle-timeout {minutes |none} =~ RZfiH L7 ZDOMDOT 72 a L FRO LB T
R

VPN T A RV ZA LT Y MEENIL, ZA LT U MEZMKLRWE ST DITIE.
vpn-idle-timeout none = AJj L ¥ 7,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

AUz &Y, AnyConnect (SSL & IPsec/IKEV2 Difi i) 3L F7A4 7> L AVPNRT
7 — /3L webvpn default-idle-timeout seconds fEZ# 35 X 527 £4, Zoa~w R
X, webvpn 2> 7 4 X2 lb—v a3 =R TANLET, & xiE,

hostnamee (config-webvpn) # default-idle-timeout 300 DX 5 IZAT] Lij—o :/':“77]‘/1/ MM
1800 ¥ (30 %7) T, #iPHI% 60 ~ 86400 F T3,

F T D webvon BEEIZ IV T, default-idle-timeout [EA3EH S5 DL, ZL—F RV
v—/2—H L JEMEIZ vpn-idle-timeout none 3 i%E SN TN DA DA TT, TXTD
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ATy T2

JI—TF K

ATy T

AnyConnect £t Tld, ASAIZE > TERLS DT A NV Z A L7 U MERER SN E
j—O

YA Ml (IKBvl, IKEv2) HBLOIKEvl VE— 727 EAVPNOBFEIE, A LT Tk
74— L, BHIROT A AW ZFFI 52 &2 HERE L £ T,

c ZDOIN—T KR —F T Fa—YF R —DT A NV ZA LT T N EECT DI,
no vpn-idle-timeout Z A7) L 9, fEITMFEK S v E T,

* vpo-idle-timeout % ¥ - 72 < RE L RWGE ., EITMKSHET, 7740 M 305 T
ﬁ‘o

({EE) A7 a3 > T, vpn-idle-timeout alert-interval {minutes} 2~ > REEH LT, 71 F
NWEALLT T RDT T—h A=V Na—PICERINIEREZRETEET,

DT T—hk AvE—=1F, VPN a UnRHET 7T 4 TIREDO DU S5 £ Tl
BHHNEL—PIEAFET, TN FOT I — MERIZ 1 S5 TT,

ROBFNL, anyuser & W I ARTOZ—FIZ3 53D VPNT A KV EZA LT T DT T — MR
RET D HEERLTVWET,
hostname (config) # username anyuser attributes

hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idle-timeout alert-interval {minutes | none} 2~ R&H L7=ZDMDOT 7 > 9 0%
RO ELBY TT,

enone /N7 A —H (T 2—VPREMEZE LRV LERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

ZOITN—TEIF2—F R —07 7 — MAlREZHIFRT % 121X. no vpn-idle-timeout
alert-interval # A ) L £, fHITMEKINET,
TONRT AR F S FHELRWEA, T 740V 0T 77— FMEgIZ 15 TY,

< —@ WINS 4 —/\& DNS H—/\DEEFE

TIAIBROED L Z Y DWINS H—/NEDNSH—REHETEEY, TAENDOT 7+
JV MEiX none T, TNHDOY—R"ERET DX, ROFIELFEITLET,

FIE

TIA4=V e hE YD WINS b—REHEELET,

hostname (config-group-policy) # wins-server value {ip address [ip address] | none}
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ATy T2

ATvT3

FN—F %Y o—n WINS —/3& DS H— 3z [

hostname (config-group-policy) #

BONHRETAIP T RLANRT T4 <Y WINS U — D IP 7 FLATYT, 2&H ((EE) ©
IP7 RLARZEHI XY WINSH—OIPT RLATYT, IPT KL ATIL7:< none ¥ —7 —
REFRET DL, WINS F— NIZXUMERKEINET, ZORKEICLD . WINS +— 3FFF
TENT, FTIANNERITBED I N—T R = BEPHER SN 720 97,

wins-server 2~ R&Z ASJT 57N, BEFORENA— " —F 4 FaivE 7, =& i,
WINS $— N xxxx ZFXE L T2 6 WINS = yyyy ZRETH L, 2F DDA~ NI
Ko THERYOBREN LEEX SN, yyyy BME—D WINS — 2720 £, $— 2 EERT
TLHGAEBEETT, REFADO— "% LEZT 20 TIEARL<, WINS — 28T 51
i, Z0avwry REANTHEXIZ, TRTOWINS H—DIPT RLAZEDET,

WOBNE, FirstGroup &\ D £ RO 7 /L—7" K 2—(Z, IP7 KL A72310.10.10.15 & 10.10.10.30
THDH WINS Y —R"ERET D HEERLTNOET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #

TIA= Y L FYDDNS —EHEELET,

hostname (config-group-policy) # dns-server value {ip address [ip address] | none}
hostname (config-group-policy) #

BONHRETDIPT RLANT T A~V DNSH—DIPT7 KLATY, 2%&H ((EE) OIP
T RLAZEDZY DNSH—"D P T RLATY, IP7 KL ATIE/< none ¥—7— K
ZIRET D E. DNS b —NICXOVERRESNE T, ZOREIZLY, DNS — NFFFaf &

N, T7HNMERITREDIN—T R = BEPHEA SN/ 72 £9, DNS ¥ —

NT RLVRTHRKA4D, IPvd T KLALIPV6 7 RLAT2 O HOBETEET,

dns-server 2~ R& AT HT-NT, BIFORENA—/N\—T 4 RShET, =& 21X, DNS
P— N xxxx ZXE L, WIZDNS r—yyyy % E LG, 2 /DO a~y NIKEYIO
av REEEEL, yyyy BHE—O DNS — 2720 7, —N"2EHERET 54D
[FFTY, LARNCERE SN DNS ="\ % EEZ T 5ROV IS =BT 5I12F, 2o
AV REANTHEZIZTRTODNS =D IP T FLAZEDET,

WIZ, FirstGroup & W) ARID 7 —7F R 2 —T, IP 7 KL A2 10.10.10.15, 10.10.10.30,
2001:DB8::1, 3 X 1¥2001:DB8::2 ™ DNS H— &R ET 562~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dns-server value 10.10.10.15 10.10.10.30
2001:DB8::1 2001:DB8::2

hostname (config-group-policy) #

DefautDNS DNS H— /N FIL—TICT 7 4L b D KA A VAP REESH TR WA, 7
THIN N RAAL VEBETDHHENRSD £9, 72 & 21X, example.com. &) R A A U HAE
SOy 7 LV RAL 2R LET,

gEHIno7aL. =T Ry — s&U1—F ||
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ATvT4

asa4 (config) # group-policy FirstGroup attributes
asa4 (config-group-policy)# default-domain value example.com
asad (config-group-policy) #

DHCP %y hUV—27 Z2a—F 2RO L HITHELET,

hostname (config-group-policy) # dhcp-network-scope {ip address | none}
hostname (config-group-policy) #

DHCP 22— TlZ. ASADHCP — NI —TF RY > —Da—WFIZT7 RLREZEY
WCAEDIHERTAIP T RLAOHHE (DFED, 7Ry hU—2) ZHEELET,
WORFNL, FirstGroup & W I ARTO 7 N—T KY —IZIP Y7 x> hT—710.10.85.0 (7 K
L A #i[H 10.10.85.0 ~ 10.10.85.255 Zf87E) &% €T D HiEE R L THET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dhcp-network-scope 10.10.85.0

ATy bk hoRY TR O—DERE

IPvd 7747 DAT Y v b bRV 7 R —2BELT, F 774y 7D b2
YT NNV ERELET,

split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}

no split-tunnel-policy

IPV6 F 77 4 v I DAT ) v b bRV 7 R —%BELT, FF7 74y 7D Y
YT N—NVEFRELET,

ipvo-split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}

no ipv6-split-tunnel-policy

R —F 7T a ko LBy T,

s tunnelspecified : N> XL EZBEL TRy hT—27 URANMIFFESNTWD Ry hT—7 |

KTLHTXTONTFT 74 v 7% XV T LET, ZOMTITOT RLRIZHT S
T=2E, ZVT TRARTHEEIN, VE— b 2—FDA X —Fy FIF—ERX T
NA L =L TN—T 4 T ENET,
ASA 914 LIEDN—Ta T, A VI NV— R VR NERET DL XL, A7 —R
HFENOY 7 Xy M7 27— R VX MBIFETCEET, A S TRy hOT
RLRF, boxrV o r7E&nd, A 70— RV ZA DR OGN o) o7 Sivk
To I AIN—=Var VARNDRy NU—=ZZ MR Va2 LTEREENERAL, =7
A N—Vary JAMIMEST U PR LTHEESh, A7 0—Yar RN
A= MY L TRESNET,
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« excludespecified — v 7 —727 U X MIFFESNTWDL Ry hU—2 LORFGFRO kT

T4 I H MRV T LERAL, ZOMTRTOT RLRIZXHTH T 7 4w 71X b
XV TENET, 794 T N ETT 7T 471> TCWAHVPNI AT v v 7Ta7y
AME, B—ANVLANT 7B AZ G L TEBLLERH D £7°,

A\

GE) AYZA—FRYURAMDYT Xy bTRHAENZI AZ V=V a v
VARNNORy NU—21X, 7747 FTEEINET,

stunnelall — 3 X TCHO N T 7 4 v 7R b pAEBEBTHEIIBELET, ZOKRY —
iZ. A7V b bRV T BT =T LE Y, VE—bha—HF3heExry hU—
JIT 7 BATEETN, o— AN Ry NT—I~NFT 7 BATEEEAL, TR T 7%
VDX T g T,

GE) AFVU vy bbbV Zi3Exa T ETIERLS, N T 74 v 7 EBUERETT, RKRD
XU T 4 BFEETHIZE, APV v b bRV T A R—T T LW SR L%
7,

4l

WIZ, IPv4 & IPv6 O FirstGroup & WD ZRITD 7 V—7 KUY —Zxf LT, FBE L
Xy NI—=0DHE R RV TFTHATY y N bR TR U—%RET 54
o LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # split-tunnel-policy tunnelspecified

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipvé-split-tunnel-policy tunnelspecified

ATYy b bR THDORY FT—9 X FDIEE

ATV b bRV T TE, EOFXY NT—F 8T T 4w BN MRV EBIBT DEFR v
FT—2 URANMZEoTRED £7, AnyConnectid, ACLTHLH Ry hU—7 U R MNIHSD
WCAT Uy b bR U T OHBEITOET,

hostname (config-group-policy) # split-tunnel-network-list {value access-list name | nonej}
hostname (config-group-policy) # no split-tunnel-network-list value [access-1list name]

s valueaccess-listname : N> XU U7 HFETTHR Y NT—T7 FITFET L2V R Y P U —

7 EHIFE L ACL ZH 8T LE T, ACLITIE. IPv4 & IPV6E Dl T DT N A EZFRET D
ACEDREENTWVWAHAE ACLEIEETEET,
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enone : A7V vk bRV ITHOFR Yy hU—27 URARIBRFELRZWNWI &R L, ASA
I _RTCONTIT 74 v 7% bRV 7 LET, nonex—7— REFETTHE, A7V v
MRV T DRy NU—2 URMIXVENRFESIL, A7V b bR 7N
FRENET, £/, ZHUTKY, 74NV FERITRESNTZ I NA—T R v—hb,
TN IDAT Yy b bR Y T Ry NT—7 UR BRSNS 720 £7,

T h7—27 VA REHIRT DI, Zoavr Fon BEXE AN LET, TRTORT
Uy b bV 7 Xy hU—27 VX NEHIBRT 2120F, 5l1EEHEEE T no
split-tunnel-network-list =~ > KZ A/JL£7, ZDOa~ FIZED, none¥x—U— K& AJ)
LTER LN U A RBRHNEEN S EZD T, REFHADT XTOFRy hT—2 U X R
HilRS £,

2T Yy b RV T Xy FT—=27 VR SRRV S, 2= 3T 74V O —7 R
Vo—FT3RELE I N—T R o—RNIHFET DRy FT—27 VA MR LES, 22—
PRZDOEI72ry NU—27 R RNEMA L2 E 12T 5121, split-tunnel-network-list
none = v KA A LET,

1

RIZ., FirstList E WO ARTIOR Yy hU—2 U A M Z{ER L, FirstGroup & W\ 5 4 HTD 7 L—7
RY =BT 50 %R LET, Fistlistid— 7 27— 9 YA RNTHY, =7 A7 )L—
Cary UARNOYT Ry NTHDIA I NV—T gy JRARNTT,

hostname (config) # split-tunnel-policy tunnelspecified
hostname (config) # access-list FirstList deny ip 10.10.10.0 255.255.255.0 any
hostname (config) # access-list FirstList permit ip 10.0.0.0 255.0.0.0 any

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-tunnel-network-list value FirstList

WIZ, v6 E VI AFTIDORy hU—2 U A M&VERL L. GroupPolicy ipvé-ikev2 &9 44RO 7
N—T R —Zv6e A7V v s xR —%BNT50E2RLET, v6lIT T A7
N—=ar VARNTHY, 27 27—V 3 YARMDOY Ty N ThAHA I — g >
A RNTT,

hostname (config) # access-list v6 extended permit ip £d90:5000::/32 any6
hostname (config) # access-list v6 extended deny ip £d90:5000:3000:2880::/64 any6

hostname (config) # group-policy GroupPolicy ipv6-ikev2 internal

hostname (config) # group-policy GroupPolicy ipvé-ikev2 attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikev2 ssl-client
hostname (config-group-policy) # ipvé-split-tunnel-policy tunnelspecified
hostname (config-group-policy) # split-tunnel-network-list value v6

ATy b FORIEETEDHESR

show runn group-policy attributes =~ > FZ 34T L T, REZMERE L3, ROML, EHAE
D3 IPvA L IPV6 DT DRy hU—27 iKY —%FEL, WMITORY —IZf L TRy U —
7 U AL (A ACL) FirstList 21 L72 2 L 2R L TET,
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27y k kory iAo EAq vEEoRE [

hostname (config-group-policy) # show runn group-policy FirstGroup attributes
group-policy FirstGroup attributes

split-tunnel-policy tunnelspecified

ipv6e-split-tunnel-policy tunnelspecified

split-tunnel-network-list value FirstList

ATy b FORYDTHD KA VBHEDERE

)

FIFIVE ALK, FEIA2 7Y v N hox b UCERT S, A7 Y > | DNS &
ITIA RAL DU A MEIEETEET,

AnyConnect 3.1 {Z, Windows 5L U MacOSX D77 v 7+ —AD k& /L— A7 U » | DNS
HRREZYAR—FLET, EX2 VT4 77 I7A4T7 L RADOTNV—7" R 2 —|Z XV Split-Include
R R TRA RN TEY, bR ZRBRODNSLBIEE STV AEEA
AnyConnect |L, ZDLAENZ—EHTHTXTODNS 7= —% 775 A ~X— k DNS ¥ — [T k
YRV LET, Fwb— A7 U v FDNS T 5L, ASAICK T TIA4 T hiZ
TV aZ Ty ENTE RAAL N —ET D DNS BHRAD M fV T 78 ZADOHNFAT SN E
T, TNHOERIZ, 7T THFAPMTITEESNETA, —FH, DNSERNBASAIZE-T
Ty al U ENTE RAL AT B LW AITEL, AnyConnectiX, 7 74 7 hOF <L —
T AT VAT AT D DNS U VLN DNS RIS SN DR A N4 R R bR
EEIEET,

G¥)

A7) > FDNSIE, Y/ =) —BIOEHZ7 U — (A, AAAA, NS, TXT. MX. SOA.
ANY. SRV, PTR, CNAME 74 &) #HHR—FLTCWET, rorxI o rEnixy hU—7
DONTNNZC—FETHPTR 7= —i%, bR BBETHTINET,

Mac OS X D354, AnyConnect {%, IROWTINNDOEM & T-THEDH, HHIP 7 ki
D hkws— ZAFYU > hDNS ZEHTEET,
e IN—TF R —T, A7 Y FDNSH1ODIP 7 k=L (IPvd 72 E) ITREESH
TEBY, 7947 b XA RX2Ta balPnNb I FOIP e bz (IPve7RE) IIiR
EENTWS (BEDOIP 7 a k3T FL A P—LERESNTWARY)

e 27U RDNS AW HFDIP 7 h /LI ES TV D,

FIFILEDF AL VEDES

ASA X AnyConnect 7 7 A 7V MZT 74NV D KA U4 %HELET, 7747 M, K
ALY 74—V RZHAMELIZDNS 7 U —Z RAL U ZBMLET, 2O RAAL 4L,
Fo g2y MZETEASNE T, T 740 bO RAAL VAR RWEE, 2—W3ITF 7 4
W ITN—T RV —DFT 74V b RAAL L EMALET,

TN—T K)o —=D2—HF DT 74V~ AL A ERET DHITIE, FV—TK) v—av
74X a2l —3 3 F— RTdefault-domain =~ > RZ AN LET, RAAL L EEZHIERT D
I, Zoa<r Fon EXE AT LET,

hostname (config-group-policy) # default-domain {value domain-name | none}
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hostname (config-group-policy)# no default-domain [domain-name]

value domain-name /X7 A —H X, JN—T DT 7 )V bk RAAL L EFILET, T 741
b RAAL ERIFELRNT EEZBET DI, none ¥—V—FE2 AN LET, Zoa~wy
RIZED. 773 b FAAL VAR INMERRESI, T 74V FAAL AR S E
T, T2, TNV MERITREENTZIN—T R =BT 7 40 b KA AL DK
Sl E7,

TRTCOT 74V b RAAL A ZHIBRT 5121E, 5152 8 EH 7712 no default-domain =~
READLET, ZOoa<w RiZkb, none ¥—7V— RZ4FE L. default-domain =~ >
EATTUTHER LT XL U A RBRBHITZEN D ED T, KEFHDTXTOT 74/ 5 R A
A VADBHIBRENE T, no BREHEMATHE. RAL L AOMANTFAISNET,

WIZ, FirstGroup &9 &R 7 —7 RV 2 —Zx LT, FirstDomain DF 7 4 /b kb KA A
VAHERET HHETRLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # default-domain value FirstDomain

ATy b bR YTHDEALA D VR NDESR
TITFIVED RAAL ZDIENT, ATV v b RV ENLTHEIND RAAL DU A R
EANNILET, FV—T KRV —ar7 4 Fal— 3 F— KTsplit-dns 2~ > K& AJ)
LET, VRAMEZHIBRTAIZIE, Z0oa<r Fon BERE AT LET,

ATy b bRV T RAAL DY A RNBRWGEE, 2=V T 740 O I NA—F R
V—WIZIFET DY A M EHALET, 2—FNRZDEIRAT YV v b b T RAA
Y U R RNEMALRWE HI2TDHI21E, none ¥ —U— R&HRE L CTsplit-dns 2~ K& A7)
L7,

FTRTOATY v b bRV T RAL U R NEHIBRT 2120, 51IHEHBEE T no
split-dns =~ > FZ A LET, ZHIZLD, none ¥—7— KZFEE L Tsplit-dns =~ K
ZFIATUTHER LIV DA 230 T, RIEFADTXTOATY v b by 7 B2
A U A MDBHIBRESES,

/NF A —H yalue domain-name TiL, ASANRNA Y v b oV ZNLUTHRETD ALY
ZEEELET, none ¥—T— KX, A7V FDNS U A MNIFAELRZWVWIZ EERLET,
F/o, ZOF—U—FIZkY, AFY v FDNS U R MIXIUENRESNET, TD7D,
A7 » FDNS U A MIfEHRE S, T 74NV M ERIFBESNZIN—T KR —DATY v
FDNS U R RSN RV ES, ZDa~r ROMIIKRD LBY TT,

hostname (config-group-policy) # split-dns {value domain-namel [domain-name2... domain-nameN]
| none}
hostname (config-group-policy) # no split-dns [domain-name domain-name2 domain-nameN]

RAAL DY A MATET Y M) EZXEISIZIE, AX—R&Z1D5ALET, =2 FUEITHI
RIZdH 0 AN, A M) 2RO S35 CFUTICLET, e, 72 ()
BLOEUA R () ORFFHTEEST, 748 FAAL VAN RV EN L THRRES
NAEEIE. FDORAA L EZDY R MIBFRIZEDDLERNH Y £97,

B 2570740 GL—TFTRIo— BLUaI—H



| #&Tno740, YL—FRYS— BLUa1—H
Windows XP & UZ T v b oy > 5 FAd DHEP k32En®E ]

WORFNE, FirstGroup & W2 4D 7 V—"7" 7" J 2 —"C, Domainl, Domain2, Domain3,
Domaind D% KA A VIR AT Y b bR T a0 LTRSS KO ICHET D HiEER
LTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-dns value Domainl Domain2 Domain3 Domain4

GE) A7V v FDNSERETIHE, FBELIETTAX—KDNSY =N, 7I9A4 T T T
N7 4 —AIZRESN TS DNS —NEFEFEL W W 2R LET, EELTND
L. LRMRANELSEMEET. 72— Ry 77X RS 9,

Windows XP E L UR Ty b b2V HDDHCP X{TZEDHRTE

ATy N RV AT 3 25534 N EBZ TS &, Microsoft XP THEE S FEA L,
RAAL PR L E9, ZOREZBRRET 51212, ASA TRE(E/L— O % 27 ~ 40 [Tl R
LET, b—FOEIFNLV— b DT TRZE TR 7,

DHCP %17521512 & » T, Microsoft Windows XP 7 7 A 7> MEX ASA CTAZ' U > h b3V
VI RFEHATED X D120 £9, ASA X, Microsoft Windows XP 7 7 A 7 > I DHCP Inform
AvB—VICHBEILE LT, 27AT Y MIhRAVIP T RLAHOY 7Ry b ~AZ7 K
AL, BIORITFTALVAZAEZT 4 v 7 b— MM L £ 34, Windows XP LLET D Windows
7 TAT v hOEE, DHCPRATZEICLE > T RAAS VA LY T Xy b~ 27 PMEfkEa
7, ZAUE, DHCP ¥ — EMHT 25 ORI TRVERE TR B E T,

A

intercept-dhep =~ > Ni%, DHCP /AT EE2 A R*— 7 NV EITT 4 E—7MICLET,

hostname (config-group-policy) # intercept-dhcp netmask {enable | disable}
hostname (config-group-policy) #

netmask T, "N FRNVIPT RLAOY T2y h~2A 728l E+, 20z~ FD o
XL, a7 4 F21b—2 3 6 DHCP fYITZEZHIR L £9°,

[no] intercept-dhcp
&IZ. FirstGroup & V9 7 —7 7R U & —|Z DHCP RIT%2 G 2% ET HHl 2R L ET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# intercept-dhcp enable

JE—FTF7OERISATUMCERTRZEOHNOTSHY JAXD
HTEDEHETE
PIAT o bOTaxy =N NRNFG A= ERETDHIZIL, WOFIEZETLET,
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Xa
il

)

%III
filt

FIE

TN—T R — a7 4 Xz lb— 3 F— KT msie-proxy server 2~ K& AL, 7
FAT VR TNAADT T DT aFxy F—NER— b eRELET,

hostname (config-group-policy) # msie-proxy server {value server[:port] | none}
hostname (config-group-policy) #

F 74V MElEZnone T, 7 I A TV N TRAADT T 0T CTaxy B—_"OREEXFEL
TWEHA, a7 4 Fab—varhoEEEHIRT 51I21E, Z0a~<> RO no B E4H
HALET,

hostname (config-group-policy)# NO msie-proxy server
hostname (config-group-policy) #

TaXy b —NOIPT RLRAEEEFFRRA MBIOR - ESFREEN TV BITORE L,
100 XFRIMTHDLLENH Y £,

WIZ, 75999 Faxs —_"ELTIPT FL A 192.168.10.1 3R E L., A~— bk 880 Z{#HH
L. FirstGroup &\ 9 Zv—7 R o —% BRI 562~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy server value 192.168.21.1:880
hostname (config-group-policy) #

TN—THR)—ar7 4 Falb—3 32— FTmsie-proxymethod =~ > K% AJ) LT,
TIAT VN TRAADT T Taxy 7r7vay ([ AVyFR)) ZRELET,

hostname (config-group-policy)# msie-proxy method [auto-detect | no-modify |

Nno-proxy | use-server]
hostname (config-group-policy) #

77 4V MllE no-modify T3, 2> 7 4 Fal—Ta b BELRZEIRT I, Zoav
Y RO no BERAEMLH L £,

hostname (config-group-policy)# no msie-proxy method [auto-detect | no-modify

| no-proxy | use-server]
hostname (config-group-policy) #

A TE D HEE. ROEBY TY,

s auto-detect : 7 T A T b TNRAADT T TRy —"OBHIBMEOHEHE A
X =N LET,

eno-modify : 2DV TA T s TAALATHEHNLTWLT T UHFOHTTP 77 U Fax
Y= NOREEEDEEICLET,
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ATvT3

YE— R FOERISATY FCREAT SO0 TS ToxoirngE [

*no-proxy—_ D7 TAT U N T NAATIE, 77UV OHTTIP /' m X v RELZT 4 —7
M LET,

* use-server—msie-proxy server = v . NI E SNl EEHT L Lo, 77 0¥ D
HTTP 7o % & — "REZRE L ET,

Taxy =D IPT RLVAFZIEFA MBILOFR— MEENEENTWDITOE I,
100 XFRETHHILENH Y 97,

RIZ, FirstGroup L\ 9 Z—T KUY —DT7 7 uHF 7FaxUREL L CHERMNEZHRET D
BlaRLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy method auto-detect
hostname (config-group-policy) #

WIZ, 7 TA4AT 2 kT3 ADH—s3L L TH—3QASERVER, 7R— bk 1001 2 H9 2 &
212, FirstGroup LW 9 Z—T FRKY v —DT7 Z U FaX URELRET HHE TR LET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy server QAserver:port 1001
hostname (config-group-policy) # msie-proxy method use-server

hostname (config-group-policy) #

TN—T KR — 37 4Fa b — 3 F— KT msie-proxy except-list =~ & AJjL
T IVTAT Y N TRAADT Z R =N TTaX TN A NRATHOIfEH]T 57
2X ORISR NERELET, ZNHDOT RLAZ, 7rF = RtioTT7kEAX
NEHA, ZDY A RNX, [Proxy Stteings] ¥ A 7 7 7R w7 AZ&H 5 [Exceptions] 8 v 7 Al
Y LET,

hostname (config-group-policy) # msie-proxy except-list {value server[:port] |

none}
hostname (config-group-policy) #

a7 4 X2 b= a b ERAEIRTSICE. Zoavr RO ne JBERAEFHLEI,

hostname (config-group-policy) # no msie-proxy except-list
hostname (config-group-policy) #

e value server:port : Z D7 T AT 2k TNA AT D MSIE — "D IP 7 KL A% 7=
340, BIOFR—bEEELET, A— FEFIIEETT,

enone : [IP7 RLAFLIIARA MG FELITR— RNV Z L aRL, IS 2 R afl& L F
A,

7 7 4V h Tld, msie-proxy except-list | L7 « B—7 Wl 72 > TV ET,
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B orsec (k) 9547 Lo T BEOR

ATy T4

IPSec (IKEv1)

ATvT1

TuaXy = OIPT RLRAELIEFEFRA MBI OR— FEEREENTWAITORE I,
100 XFRIETHHLLENRH Y £,

WIZ, 77007 expN) A NERETHHERLET, IP 7 KX 192.168.20.1 ®
P— NTHERL S U, AR— b 880 Al L. FirstGroup &9 7 /L—7 R o —%2xfRE LE
-éAO

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy except-list value 192.168.20.1:880
hostname (config-group-policy) #

TNh—T KR —ar7 X alb— g F— KT msie-proxy local-bypass =~ > K& A /)
L. 29A TV b TAAATHERT 27 708N, 7afiza—)L TR, RATHREL
AR—=TNELZTT 4 =T VI LET,

hostname (config-group-policy) # msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

arZ4¥alb—rarypbREERHIRT 5I2E. Zoavr Fone BRAEHHL £,

hostname (config-group-policy) # no msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

7 7 4L b TIL, msie-proxy local-bypass (X7 + E—7/LiZ72 > TWET,

WIZ, FirstGroup &\ Z—T R o —DT T UFOT Xy a— )b SA )RRk A F—
TINZT DB R L ET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy local-bypass enable
hostname (config-group-policy) #

D547 DEX2) T4 BHEDETE
IN—F D ) T A REEIRET BT, ROFIEET LET,

FIE

IN—T R —ar7 4 Xal— 3 F— KT, enable ¥—7— RZHEE LT
password-storage 2~ R&ZfEfiL, =2—Ra /A XAU—RKEI T4 T KN VAT A
IRFTCEDRDCT 2MEINERELET, NAV—FREFET 4 =7 MTT DI,
disable % — 7 — N Zf57E L C password-storage =~ > RZfEH L E 7,
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ATy T2

IPSec (KEV) 254 7> kot¥a 74 BinEE [

hostname (config-group-policy) # password-storage {enable | disable}
hostname (config-group-policy) #

X2V 74 EOBEENG, SRATU—NMREET 74NV N TT 48— Mo TWET, &
XaT7 YA MDD EDRDLNS>TWNEY AT A ETOHR, NATY— ROREEA F—TVIZ
LTL7ZE0,

password-storage JBEMEA FITa L 7 4 X2 b— 3 U LHIRT 212X, Zoa~2 KO ne g
KE AN LET,

hostname (config-group-policy) # NO password—storage
hostname (config-group-policy) #

no JE & 45E 4 % & . password-storage DIEZBID 7 —T R = bikKk$ 5 Z LN TE
S

Zoawy Rk, MEENRN— R =T 774 T2 FBiEReNN— R =T 7747 > hOfH
Bl —VFRREIC T S E A,

WIZ., FirstGroup & W I X HTD 7 /V—T R 2 —|Z6 L T/RRA T — NMREIEZ A X—T T 5
iz~ LET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # password-storage enable
hostname (config-group-policy) #

T FN N TIET A =T N0 TCODIPEHE A X —T T HMNE I MNERELET,
GEX)  IPSec IKEv2 #:5ClE, IP JEfEIZ V7 R— SN TWER A,

hostname (config-group-policy)# ip-comp {enable | disable}
hostname (config-group-policy) #

LZSIP JEfi & A F—T MIT DL, FA—T Ry v—ar7 4 Xal—rar = KT,
enable ¥ — 7 — NZ$EEL Cip-comp 2~ K& AN LET, IPJEMfE2T =TT D
\Z1%, disable ¥— 7V — RZHHEL CTip-comp =~ FEZ AN LET,

ip-comp BMEAFITa L 7 4 Fab—a ULHIRT AL, 202~ RO no FEXE A
HLET, Zhickv, MoZr—7F RY) o —DEZfkk T 7,

hostname (config-group-policy) # No ip—comp
hostname (config-group-policy) #

T=HEMEARX—TNIT DL, FETLTHERT D VE— N XA YA 2—F DT —4
BELV— FBRETSHERHY £,
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B esec aken) H547  roEFL T BHEOEE

Evh FT—HEMEFRTLE, 2P By a L TEOAE Y ERE CPU AR HN
L. fERELTASA DAL=y hEEPMME T LET, TOD, T —X[EMITTE
TATERLTWAVE—F 2—FIZH L THEITA RZ—T I TDH 2 ML E
T, BT b 2—WIZEHADIN—T R —%RiF L, ThHO2—WFIIx LT
FEMEEA 2= ML E T,

ATFYT3 IN—7 R —ar7 4F¥a2lb— g F— KT, enable ¥— 7 — K% $5F L T re-xauth
av REFH L, IKEXF—DHAEARINOBEIC 2 —FRHEIEEZZ T D BERH L0 E 9 )
EHEELET,

(F) IKEV2 ### T, IKE ¥ —HAERIT PR —FShTnEti,
IKE % — AR O HRGEL A R —7 /MCT 5 & ASA Tl &HD 7 =— X 11KE
Xﬂ/l%VH/Lkan%#_ﬁbfn%fszXU%F®lﬁﬁk@%m\
% D1% IKE ﬂ?“’—‘ﬁéﬁkzﬂ?‘—fbhé 7= :L"—"]j_n»u FEDI K 6D LNFET, FEdREZ L -
T, Xa VT4 AL ShET,
?ﬁﬁéﬂf%éf\”—ﬁiﬁkﬁﬁ%?ﬁ‘*@ﬁ% 75561/\ :1»—-]j— nluuﬂi%ffgkokb;k&b %2/[/
EICREEE D ENHD T, muT%Zkﬁ IS IKINBRNESIZT 5
i BGEE T 4 E—7 M LET, RESNTND X —HAERA 2 — LA
ﬁ—é X, E=X U T E— ]\’Cshowcryptmpsecsa av s REANLT, EF=a
)747//z—ya/®@$u®747&4A BLOT—%DOFa (1 NEALO
TATEA LERRLET, IKEXF—DHAERLINDEO2—FOHGRIEELT 4 £ —
TIAZT HITIE, disable ¥ —U — FZ AN LE¥, IKEF—0HFERINDEOHR
FEE, T AN NTIET 4 B—T Mo TWET,
hostname (config-group-policy) # re-xauth (enable | disable}
hostname (config-group-policy) #
IKE &% — #ﬁiﬁéﬂé%@ﬁmﬁ%@1%%@7w TRY =N T H LA R —
TMZTBITIE, Z0a<wr Fon B E AN LT, FETar 74Xz b— 3 ) brexauth
JEMEAHIBR L £,
hostname (config-group-policy)# no re-xauth
hostname (config-group-policy) #
GE)  #Elca—REE LR WSS, FRRET R L £7,
ATy T8 BREEMEEZA X—TNVCTENEIDERELET, IPsec R T T— 3 TlX, %8

HRERAEEIZ L D . T LOWERF SR — 3RO E D% — & L BIEMEN 2N Z E M ES N E T,
IN—T"RY) =%, BIOTN—T R =5 B BimEMEOEEMK TE £, B2k
EWEIL, T 74NN TET 48— MR T0ET, BRIBEMEZ A X —7 MIT DI
2, FA—7 ARV —ar7 4 F¥alb—3 g F— KT, enable ¥—7— FZ$EE L T pfs
a~wy REFEHLET,

hostname (config-group-policy) # pfs {enable | disable}
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hostname (config-group-policy) #

SERRBIREE T 4 B —T7 VT HIZIE, disable ¥—U— K& EL Tpfs 2~ K& AJ
LET,

SEAMBESEBMEAFEITI L 74 F2L—2a U OHIR LT, AR A L2WE 5 I2T 512
. Z0a<wr Kone BXEASNLET,

hostname (config-group-policy) # no pfs
hostname (config-group-policy) #

IKEV1 2 S5 14 7 > +® IPsec-UDP B DR TE

IPsec over UDP (IPsec through NAT L MR END Z EbH D FT) #EHTLE, N—FKu =T
747 MiE, NAT 23T LT % ASA (2 UDP M TS T £, ZOiEIxT 7
VR TIET 4B =T T o TWET, IPsec over UDP 1%, U E— b7 7 & AR 01200
SENHHEMAOHEET, T—RFRar 74 X2l —a U BNULETT, ASAIL, SADFRIT L T—
FERZZIAT U FEDRITar 74 Xal— a0 "FA—2200 Y LEd, IPSecover
UDP Zfi T 5 L, VAT A RT3 —< U ANETETLET,

IPsec over UDP % A4 X — 7 N2+ AT, ZA—F R —ar 74 Xa2l— g F—F
T, RO L HIZ enable ¥ —V— RZHEL CTipsec-udp =~ REHELET,

hostname (config-group-policy) # ipsec-udp {enable | disable}
hostname (config-group-policy)# no ipsec-udp

IPsecover UDP ZfE 32121, Z OHHDFHMIZHE - T, ipsec-udp-port =~ > R HEET H 4
ERHY ET,

IPsec over UDP &7 ( & —7 /L2952, disable ¥ — 7V — K% AJJ L £, IPSec over UDP
B EFIATa 7 4 X2 b= a U OHIRT AR, Zoa<wr FonEXE A LET,
kv, Blo s —7 R Y 2 —035 IPSec over UDP DfEA A TE S L 912700 £,

WIZ, FirstGroup &\ 9 7 /L—=7 7K U 2 —@ IPSec over UDP # &% E T DB %~ L £,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp enable

IPsec over UDP % A X — 7 /W LT=GA/IE, I V—T R v—ar7 4 FXalb—rar £—
RC ipsec-udp-port =~ R HERET HMENH D £, ZDa~ FITKY, IPSecover UDP
H® UDP R— FNEEVBHEEINET, IPSec x T — 3 > TlE, ASA IFREINTZHR—
rMCU YR, OT7 4 VZ)V—)LTUDP b7 7 4 v 7R Ry FENTNHTEH, £OFR—
FECTHOUDP b7 7 4 v 7 Zlizt LET, A— FFELSOHMIL 4001 ~ 49151 T, T 7 4V
kDA — MEIE 10000 TF,
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B v k7 o507 roREORE

UDP R— F&F 4 =7 T 512F, Z0avwr FonBRA A LEST, 22k
Bl 7 N—7" R =5 IPsec over UDP AR — M DOEE A TE D L 912780 F9,

hostname (config-group-policy)# ipsec-udp-port port

&IZ, FirstGroup & V9 7 —7 3R U 2 —@ IPsec UDP 78— k&R — b 4025 (Z3%ET B 5%
RLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp-port 4025

VPN N—FDOxz7 95472 FOBEBEDERTE

ATy

ATy T2

FIE

EE) ko=a<xr FEEHLT, 2y Y —=2iEE— F2REL £,

[no] nem [enable |disable]

Iy NI—JHPEE— RE2EATDHE, N~ T 7734472 MI, B—DL—F 4 77
Bty NU—27% VPN h> R LZNHLTCYVE—KTTA_X—F Xy hU—7 | CTE F
7, PAT (FiEfH SvEH A, L7ch-> T, Easy VPN h—DHEHZIZH DT /31 AL, Easy
VPN U T— hDOERICHETTARX—F 3y hU—7 EOT A R, brxAzi LT (b
YHENVENLTOR) BET 7EATEET, FOLALEEETT, hrxruiEdn—KFy=T
TIAT LV NMCESTHMENDZVNERNH Y TR, bR T v 7RI -T2b L i
WO S T — 2 R AR TE T,

1 -
RIZ, FirstGroup &9 7 /L—7" 7R 2 —@D NEM %% &3 204~ L E T,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # nem enable

NEM %5 4 B—7 /L2 5121%, disable ¥ — VU — K& AJLE4, 20O NEM @itaFEiTo
V74 X2l —TarhbllRT AR, Toavry FonERXEAN LET, T4 T
VEMRTAE, BIOTNA—T R —DEEREATEET,

ER) ROa<wr FEEHLT, %27 2=y FMREEZRELET,
[no] secure-unit-authentication [enable |disable ]

X7 2=y FRIETIE, VPNN—=KRT =T 7T A4 72 FS U XV EBMGT D= ONC 22—
P ENRAT — R LIZiBiE 2 Esk4 5 Z & T, t#;)74#%méﬂi¢o_®%
EAFR—=TMITDHE, "N—RU=T 77T MIREEESRL TV —YH L /RAT— K%
FHLEEA GEESNTWIHA) . BXaT7 2=y MEGEIT 74V hTF 4 B—7 I
o THNET,
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ATvT3

ATy T4

VWNA—ES 7 55170 roBoRE |

X7 2=y FREAETIH, N— KU =T 7747 MMERT BT 0 7 7 A LI L
TR *f—v\7/I/~775>5§Eéhfb\éuz~%75‘i%©iff 774 <V ASA TEFXF 2T 22w
FEFENMELRGAIL, EONRN I T o7 =R bt ®a7 2=y FNEEEZRTET HME
NHDFET,

G¥) ZOMBELR A X —T AT LTESAIZ VPN b U RV BT 51T, 22— N a—3
L ENRAT— RE AT IHLERHY £,

i

WOHENL, FirstGroup E VNI ZRTDO T N—F KU —IZk LT, EF27 2= MEIEE A
FR—=T M LT EEZR L TVET,

hostname (config) #group-policy FirstGroup attributes
hostname (config-group-policy) # secure-unit-authentication enable

X a7 2=y FRIAEET 4 B =T VI HITIE, disable ¥—U—REZ A LET, EF =
7 o=y NEBGERMEEEIT a7 X2 Lb—a U BHIBRT IR, 203wy RO no B

JQ’”Z?\)'J LET, 2OFTvarvzBETHE, MO V=T R —hbtEFaT 2=y
FESREDEZ AR A TE £,

(EE) Roa~vy REEH LT, 2—PREEEZHEE L ET,

[no] user-authentication [enable | disable]

Z—PRAEEA F—T T DL N—=RT T 7 74T > FOEHRIZWDH L D2—H X
RN EL TRy MU= 7B AT ORI 2T 2 2 ENBEL R £7,

ﬂﬁ]ﬁ@l—-‘ﬁ‘ N nX/'ﬁzL/ﬁ_wqu‘ﬁ—‘—/\@J"Er J/’\EO’meEé‘ﬂiﬁ‘ L= 4j—uup 1747ﬂ‘/l/]\
TT A= MR > TNET,

774~ ASA T—HRERMLERGEX, EONR Y 7T v 7 =N 2 —WRRREE X
E#éﬁ\gﬁ‘% D jz—g«o
B -

WORFNL, FirstGroup & WD ZARIDO 7 N—T R > —IZk LT, 2—VRFEE A X —T /T
% hEE R L TCWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# user-authentication enable

2 —WHIEE T 4 E— T T BT, dlsableﬂ'r U—RKEANLET, 2—VGEEMEE
FITar 7 4 X2l —2a rnbllRT 512, 2oa<wr FonEREATILET, 20
FFarEERTLE,. OISV —T R =D —TRAOE A A TE ET,
WDOa< REFEHALT, BiEL7-lx Oa2—F DT A KV EA LT T MeRELET,

[no] user-authentication-idle-timeout minutes | none |

minutes N7 A —X2 T, 7A4 R)VEZA LT MNEE (DHEA) ZHELET, BERFFIX1S
T 7 4V ME 30 4. AERIE 35791394 43 T,

gEHIno7aL. =T Ry — s&U1—F ||
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B ko7 o570 roRRORE

ATy TH

ATvT6

TA RLVEZA LT 7 A= R =T 75472 hOE#RDO—WFIZLDBET 7T 4
ET AW WES. ASAIZFD I FAT LV NOT VB AR T ERET, 20X A ~—
VPN U RVERTIEZRL, VPN bRV EBETD7 74T NOT VAT EKT L
i—a_o

1 -

WOBNE, FirstGroup & WO ZRITD T NV—TF KUY L —(2455DT A KV XA LT 7 Mlks
ET D HEEZRLTOET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # user-authentication enable
hostname (config-group-policy) #user-authentication-idle-timeout 45

TA RNV EALT D MEZHIBRT HIZIE, Z0a~vr FOonBEXEANLET, 2047
Vay%ﬁﬁfék\@@7”*7%UV~%ET%PW?%ATWFW%WﬂT%ifo
TARVEALLT T MEZMFALZZNE 9IZTHIZIE, none ¥—7— FEZEE
user-authentication-idle-timeout =~ FZ# AJJLET, ZDa~r FiZLv, 7/1’ Ko & A
LT T MTXUERRESNE T, XIUMEZRETDHE, 74 RV ZA LT T MRESR I,
T 74N NERITRESNT I NV—T KR =052 —WFEIEDOT A KV XA LT 7 MEN
MRS 720 £,

(G¥)  showuwauth =2~ FADISETRINDT A RV XA LT 7 ME, #IZ Cisco Easy

VPN U E— K FTRALAD M XNV ERBIELTZ2—=FDT A RV XA LT D MEIZZR
D FET,

WD a< > RafiH LT, IP Phone Bypass ##% /€ L 7,
ip-phone-bypass enable

IP Phone Bypass # il 5 &, "— KU =7 7747 hOBFRIZHDIP 74 D, =2—W
FEET A7 L CEERE C& £ 9, IPPhoneBypass i, 7 74 /L b TT 4 =T NIZ/->TW
9, ZAUE, IUA DA F—T N2> TOWDGAICOREA S E T,

Gx) Flo, INHEDITAT v MOBIEERRT HIZIE. 774 T2 MIMACT RLA
R ERETHLELRH D 7,

IP Phone Bypass & 7 « & —7 /L2 T HIZIL, dlsable 3? U — R%& AJjL %7, IPPhoneBypass
BYEAZFATA L T4 X2 b—2 g UBHIBRT SR, Zoavr RonBEZ A LET,
ZOFTa stk Jlorn—7 K “/—753% IP Phone Bypass Ol A 7k T & £97,

WD a~r K&l LT, LEAP Bypass Z %€ L £7,
leap-bypass enable

LEAP Bypass (%, user-authentication 731 32— 7 /L7 > TWABEIZOABHAINE T, =
Da~r RNZEY, CiscoVATYLVATIZEAKRAL B 7‘/\/1'275 5@ LEAP /X7 v M
LEAPFEFEAMESL L T D, 22— VRRAED S IZFRAEZ FEITTE D K 5127 W £7°, LEAPBypass
X, 774NV R TT 4 =T Mo T0E T,

IN=RU =T 74T hOHBAIZNSLEAP 21—V (2%, @EIZMENH =9, horxb
T*%ﬁ%%?N4X®%5K%5RMMEﬁ%AL7VT//?W%%ET%ZE%T%
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AnyConnect Secure Mobility Client D V)L — 7 K1) S — B DR E .

2T, LEAP#GEA R I v = — h CTEFEHA, MU RAEHATY 1/7‘//“\7/]/%3331::'(%
ZRVWHE, BRRy PU—7 TRREESN TR WD TT, ZORMBEEZRIIT 5720

LEAP /> A /20X, ER] D=2 —WFFEIAEDEIIZ LEAP /X%~ ~ (LEAP /N7 > RNE2) % I\ N
LV CHRRE L, RADIUS%—/\«@%#%%JL%M.ﬁf%5c,t IICLET, Zhick-T, =2—F
I, ER O —VFERAEIC T = E N TE E T,

LEAP Bypass £, KOG T CHEUNHERE L £,

« secure-unit-authentication 285 4 ¥ —7 /W7o TR L, AV HTIT 4T 2= 1
mmzm'z TNDEE, bR EEH L TLEAP T /3 AR T& 5 X 91272 5
(2. FELEAP (FHR) T, AWRN—RT =T 77472 bt T 2 4EBRH Y £,

user-authentication 28 X — 7 /L7 > TWH I &, A R—T /I > T\ & LEAP
Bypass 723 H SV EH A,

BERERBE DT 7 & A IRA 23, Cisco Discovery Protocol (CDP) % %47 L CUV»% Cisco
Alronet Access Point T2 Z &, PCONIC 1 — R, o7 7 FORGETHENENE
A,

1 :

WOHNE, FirstGroup & V9 4RO 7 )V—"7 7K U 2 —I|Z LEAP Bypass # #% €T 5 Hik&w R LT
WET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# user-authentication enable
hostname (config-group-policy) # leap-bypass enable

LEAP Bypass 7 A £—7 /W 5IZ1%, disable ﬂ? U — F%& ANJ1L %7, LEAP Bypass J&
WEFITaL 74 X2 —a DO HIBRT DI, Z0oavr Rone BRXE AT LET,
ZOF T a &I 5L LEAPBypass @1@%&%”@ TN—T R =K TE ET,

AnyConnect Secure Mobility Client $##t DV )L— T R O —EHDERTE

ATy

AnyConnect VPN Client #1278 9 X 912, AnyConnect 7 74 7 > M a4 *— 7 /LI Liz
#ix, 7 —7 R Y > — AnyConnect HREZ A X — 7 )V E T IIMAICTEE T, A —7 R
U —webvpn 27 4 X2 b—T g T— N CROFPIREZFEITLET,

FIE
TN—FHRY —webvpn 2> 7 A Fa b—Ta rET— RERBLET, RIZHZRLET,

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn

gEHIno7aL. =T Ry — s&U1—F ||
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. AnyConnect Secure Mobility Client 8D 7 )L— 7 K1 O —BHEDFHRTE

ATy T2

ATvT3

ATvT4
ATy TH

ATvT6

TV RAFRA > b a2 Ea—4 T AnyConnect 7 74 7 > b DKEEHI A A M=)V ET
T —7 2T HIZIE, none ¥ — 7 — K& F57E L T anyconnect keep-installer =~ > K& L &
T WITHIEZRLET,

hostname (config-group-webvpn) # anyconnect keep-installer none
hostname (config-group-webvpn) #

T XNV TIE, 77472 hOKEENRA VA M—UFA F—T WMo TWET, 774
7 > MiE. AnyConnect ¥ v ¥ g VO THHZZ Y RiRA > MIA VA b= ENT-FE Ik
D\i‘g—o

7 N—"7" R 2 —® AnyConnect SSL Btk C HTTP 7 — & O[EAE & A 1 — 7 M T HIT

I%. anyconnectsslcompression 2~ > R&Z AN LET, 74/ Tk, [EffiiLnone (51—
TN) WIRESNTWET, EMiZA X —7 /T 2I21E, deflate ¥ — 7 — FAfH L £ T,
WIZH 2R L ET,

hostname (config-group-webvpn) # anyconnect compression deflate
hostname (config-group-webvpn) #

7 v FET MO E

T ABEERDT A FRREZ MR T DA HIRT 256 Th, TuXy | 7747 U4 —
Jv. ETZIENAT 7731 A& H O AnyConnect i A BV £ FI2T 52 LN TEET, 2k
IO, WEERAL TR =TT 7947 Avb—VORELRELET,

anyconnect ssl keepalive command:

anyconnect ssl keepalive {none | seconds}

Flo, =TT IATEFETDH L, UE—F =—H) Microsoft Outlook ¥ 7= X Microsoft
Internet Explorer 72 DY oy hR_X—=ZX TSV r—a %k T 7T 4 TIZFAT L TV R WSS
T, AnyConnect 7 74 7 MIUIWrk L ONFE tSNEE A,

OB TIE, AnyConnect 7 7 A T2 "NBX—T T 747 Av&—T% 3008 (547) OHE
THEETELEIICEXF2 VT4 TTIAT U RAERELET,

K

hostname (config-group-webvpn) # anyconnect ssl keepalive 300
hostname (config-group-webvpn) #

AnyConnect 7 7 A4 7> FMNSSLtE v a o THF—%2HAEMRTEX S L DI27T 521X, anyconnect
sslrekey 2~ R&EMEH L EJ,

anyconnect ssl rekey {method {ssl | new-tunnel} | time minutes | none} }
T 74N NTIE, F—FERIET 4 E—T Mo TVET,

method % new-tunnel (Zf§ET 5 &, SSL F—D A IZ AnyConnect 7 74 7 2 R3FT LW

N RNV EFELT D 2 EMRESNET, method Z none IZHRET D &, F—FHAKITT « &—
TIAZ72 ) £, method & ssl ITHEET D & SSL OFR T L= — g TF—FBAERTIAT
PIET, method ZRETHRDVIC, By a v OBIEND X—FAEKRNMTOND £ TORF
filz 1~ 10080 (11H[H) O THRETEET,
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ATy T17

AnyConnect Secure Mobility Client D V)L — 7 K1) S — B DR E .

WOBHITIE, F—FAERTIZ AnyConnect 7 7 A 7 2 "B SSL E BRI =— 5 L HIZ5%
EL, F—HAERNE v a VBRBD 30 0%ICEAET DL IICEEL TWET,

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30
hostname (config-group-webvpn) #

I TAT R T 0 ha SA N EE T D5 L. ASANIPVE b T T 4 v 72T 2 THIL
TWb E XD AnyConnect 7 7 A 7 MZEDIPVvA T 7 4 v 7 OFBHFIES, IPVA NT 7 4 v
JIEFETHLTWDEEDIPV6 T 7 4 v 7 ODEBHELZRET DI LN TEET,

AnyConnect 7 7 A 7 > M3 ASA 1T VPN #fit 3 % & 12, ASA L IPv4 & IPv6 D— i £ 7213
WHOT KL AZE) YK TEF, ASA 2% AnyConnect B45¢1Z IPv4 7 R LA E 721X IPv6 7 K L
AT EEID Y THGEAIT, ASANIP T RLAZEI VB TRproToRry NU—T RN TT7 4>
TIZDOWT, 27470 7a bhay XA RRAZE>TED NI T 47 % Ry 73E5
M, ETIXASA ZNRARNALTI TA TV b OlEE{E7e L, 2F0 [Z7 U7 TF AN
ELTOREBEZHATONERETEDLLIITRD LT,

7ol 21X, IPv4 7 KL ADH AnyConnect B IZHI D B4 THIL, = RARA U ERT 270 R
B ENTWDLEBRELTLLEEY, 2O RERA 2 M IPV6 T R L A~DR|ZEZ L
TeXlZ, 74T R N2 T a AU RENRT 4 B—T VOEEIE, IPV6 8T T 4 v
IR R TENETN, 7534 T 2 F A2 Fa harPBgiz—TLOEE1E. IPve b
T4 TFTTAT U IMmB I VT THRAME LTEEINET,

SSL ##t Tid72 < IPsec b v RIVEMESL L CWAEIE, 7 74T~ FTIPV6 AT/ > T
WA E I MR ASA B ENRN 2D, ASAITEICZ T4 T b AR T o b a)LRE
Sy vaZurLET,

client-bypass-protocol =7~ > RZHEHL T, 7747 K NA /XA F'a haVigErs A r—7
NERXT =7 LET, a~vy FEXUIRO LB T,

client-bypass-protocol {enable | disable}

WIZ, 7FAT U R AR T a harvef 2= T 56~ LET,

hostname (config-group-policy) # client-bypass-protocol enable
hostname (config-group-policy) #

I, 754 T b A8 Fa haleFAe—7cd 502 R~ LET,

hostname (config-group-policy) # client-bypass-protocol disable
hostname (config-group-policy) #

WIZ, A F—TNVEFIET A= MR TWEITFTA T h XA NRRA T a haLREr
HIERT 2625~ LET,

hostname (config-group-policy)# no client-bypass-protocol enable
hostname (config-group-policy) #

gEHIno7aL. =T Ry — s&U1—F ||
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. AnyConnect Secure Mobility Client 8D 7 )L— 7 K1 O —BHEDFHRTE

AT T8 ASARMICu— R RT v T HERELTEEAIE. VPN v v g VOBEMNLIHEH S5 ASA
IP7 RLUAEMRIRT 572012, ASADFQDN Z4ELF9, ZORTIE, SFSERIP T2
faroxry NO—=IMD7 5347 b a—I 0 7% R— 1325952 TEETT (IPv4 »
5 IPV6 72 &)

AnyConnect 7’12 7 7 A /LiZ& %D ASAFQDN Z i L Tr— I U Z12IZ ASAIP 7 R L A& |
BTHZEETEETA, TRVABRR—=R AT T U FUADELNT AL A (b
FNPHESLINTNDT NA R) =B LBRWGERH D £7°,

TINA ADFQDN N 74 T > MIEUZE SN2 WIGEE. 7747 > ME, LRI b2 RV
SMINTWDHIP T RLA~OBERERAAET, £ H P 7'a h=av (IPvd 725 IPve) D
Fv U= Rloa— > 7 %Y R— 952X, AnyConnect (£, b > RO FMENLIZHFEH
THASAT FLAZRETESLHIT, v—I 2 TRICT /N1 A FQDN D4 RifER 21T 9
ERHVET, 77472 NI, IEERTICT 7 7 7 A VICIFET % ASAFQDN Zfli L
F9, ROty va VEER T, EARERESIEFIC, ASAICE T vy ol

(F72. IN—F R —TEBEENKE L) T30 Z FQDN 24/ L £9, FQDN /3%
E S TWRWEEE . ASA (3, [Device Setup] > [Device Name/Password and Domain Name] D&%
ERRNHT /SA AFQDN ZHfG (BXWNZ 747 MIEE) LET,

TNAAFQDN R ASAIZL > TT v v a SRTWRWEE, 77947 M, B 51P 7'
faroxry NU—2Or—I U ZH%IC VPN By v a VAR TE EH A,

gateway-fqdn 2~ > RFZEH LT, ASAOFQDNAZRELET, a~vr FHEXFIKRO LB T
D

gateway-fqdn { value FODN Name | none} ¥ 7213 no gateway-fqdn
KIZ, ASA @ FQDN % ASAName.example.cisco.com & L CEFRT B4R L £7,

hostname (config-group-policy)# gateway-fgdn value ASAName.example.cisco.com
hostname (config-group-policy) #

WIZ, Z—7KRY —n56 ASA D FQDN ZHIBRT 212~ LET, 71— KU I —Iid,
TIFINE TN—T R = ZOEEMAL T,

hostname (config-group-policy) # no gateway-fqdn
hostname (config-group-policy) #

WIZ, FQODN ZZEDfE & L CEET D612 R L £9, hostname =~ > K X N domain-name =
~ U FEEH L TRESNT-Z 2 — L FQDN MM Sk (R TRERSE) .

hostname (config-group-policy) # gateway-fqdn none
hostname (config-group-policy) #
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N7y T H—NEEORE .

N7y T H—N\EBHEDOHRTE

Ny TP H—=n"eBZELET EHATLITERDHLILE) o IPsec/ Ny 7T v 7 H— "%
T HE, VPN T4 T2 MIT T4~V ASA BMERARAIOEA L R4 Mok T 5
TENTEET, Nl T v 7 —RERETHE, ASAlL, IPsec b RIVEFENLT D & &
W27 7AT7 Y MY —RN YR NEZELET, 7747 M EERITITT A4~ ASA EiT Ny
IT T HP—=RNERELRNRY, Ny 7T o7 = NEFEELEE A,

N DT T H—=NFE, 7747 b EFEREITTA4~V ASA RIZEREL T, ASA EiT
NPT o T Hh—NeRETDHE, X I T v T H—NEKIV—RINV—TNOIFA4T
MZTyvva&, 7I9AT M EDRY I T T =R U R GRESNTWEEE) 2
BEEHbLY ET,

GE)

KA N ZHAT D51, Nv 2T v 7 DNS b —_"BL Oy 77 v 7 WINS — %
774U DNSH—R_"EBLOURT T4~V WINS — L i3BDOFRy hU—7 BICEET S Z
EEHRELET, ZOXICLBRNE, N—RU=T I TAT U NOYKD T TAT 2 RR
DHCP Z /L C/N— R =7 7 747> k25 DNS fF#E L O WINS 1H# &2 BS L T\ 58
G TTA=) =N OEER KDL, Ny 7T v T Y — 82 % DNS [E#H & WINS 1§
WNH L E, DHCP UV —ANHRUINIC /R D E T/ IA T bEaRHTE R RV EY, F
oo WA MEEHAL TCODEAIZDNS — "0 AARIZ/R 5 &, KiFREBENEAET D
BENARHY 7,

Ry 0T v T B—RERETHIIIE, IV—F RV —ar7 4 X¥al—g EF—RT
backup-servers =~ K& A LET,

hostname (config-group-policy) # backup-servers {serverl server2... serverlO |
clear-client-config | keep-client-config}

Ny 7T o —REHRTHIZE, NI T v 7 —R"EHBEELTIOa~vr FOno B
Z N1 LUE T, backup-servers JBEZ FEITa L7 4 Fab—3 9 U BHIER L. backup-servers

DIEZEMD T N—T" R —NHHEKTED LT 21T, 5IBEREETICZDa~v s R
Dno X EATLET,

hostname (config-group-policy) # no backup-servers [serverl server2... serverlO |
clear-client-config | keep-client-config]

clear-client-config *— 7V — Ri{X, 7747 N TR I T v 7 h—NEFH LRV 52
ELET, ASAIX, XNVDH—R YR ET v =2 LET,

keep-client-config & — 7 — NiX, ASANNy 77 v 7 —rFRE 7 T4 T MTEE LR
W EERBELET, 2747 NI, MEAORy 7T v —_R X NEFEHLET G
ESNTWDIES) . ZHhET 740 ETT,

serverl server 2.... serverl() /X7 A —H& U X NI, T4 <1 D ASA BMEHARR DOEAEIZ VPN
TI3AT L NWMERT LY —RET T4 ) T 4AICAX—ATRY) -7V A FTT, ZDY
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BHEIOT7AN, FL—TRYL— B&va2—¥ |

B < ro—v7rzvsavavro—nSx—sn%E

APMIE, —="EIPT7T RVAEIEIFA MTHEELET, 20U X MO XL 500 XF
FTTC. TS5 MY ITRK10EETTT,

WwOFNL, FirstGroup & FLHID T N—TRY 2 —|Z, IPT KL Z22310.10.10.1 & 192.168.10.14
THHIN I T v T b—NEBJRETDHHIEEZRLTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # backup-servers 10.10.10.1 192.168.10.14

Yy cIO—H 7I~°E‘y°/3>:|‘zl~l:l—)l//\°5}—90)a£7i

ATy T

COETHBAT LI NL—F RV —NAC o~ FiZlE, T_TF 740 FOERH Y £3,
ESY L THMBERGEZRE, ZNOHD/NT A — &@77¢w%ﬁifﬁbﬁw6<ﬁéwo

ASA X, FEIERFEY 1 k=L (EAP) overUDP (EAPoUDP) DX vt —T &AL T, UE—
N ARANORAF ¥ ZMERLET, RAFYMIETIL, VE—FFANIRXY NU—2 T2
TARY —ZEY Y THHNZ, FORAIREF 2V T 0 OXLBELRAZHEZLTHNDENED
MRFARLNET, EX2VT 4 TTIAT LV ATHRy hIU—F T RIyvaryarybo—
JLEFRET DRI, NAC FIIT Access Control Server Z % E L TR LERH Y £,

Access Control Server (X, Y AT LDF=ZY 7 LR—FDOEK., T3 7, BLPax
TNENIOERERTHRAT ¥ h—2 2 (ACS TREFRER LTI 22XV T 4 777
AT AT a— RLET, — R ARAF ¥ h—2 1E, Healthy, Checkup, Quarantine,
Infected, F 721X Unknown T¥, RAF ¥ RRAEET21LT T4 7 > e LOFIER KD & ACS
Tty a7 78A R o—%tXa2 T4 TTIA T RF T a— RLET,

FIFNEIDITN—T R —FHIIREITN—T RV —DFRy NT—7 T RI v g
oy b=V ERETDHIIE. ROFIEEZFEITLET,

FIE

(EE) AT—2A 72 )= 2A~—DOHMERELET, EX2 VT4 7TIA4T R
X, RAF v RGERHEER Kb | AT —HX A7) —DIEEEZTMAH =T, AT —X
A2 —DEAV—HHESEET, ZOXA~—DOHIRDPEIND &, RAFDORAF ¥ D
BHREWRo 72— (AT —=F A 72 —) PEITSNET, 74 ~—DOHR%EZ 30~ 1800
ORI TANLET, 77 4/V FOBREIT 300 B TT,

Xy hU—=7 T RIvvararyio— Loty arT, RAFYRIEDRER KDY,
RAF X DEREFRDRO I =) —RRITSNLE TOMBEEET S12i%, 7 v—7 R
v— a3y 7 4F¥alb— 3 E— KT nac-sq-period 2~ FEFEHLET,

hostname (config-group-policy)# nac-sq-period seconds
hostname (config-group-policy) #

FIANINDITN—T R —NHEATF—F A I — F A ~w—DEEMAT AT, k&
TORBEITN—T RV —=IZT77EALT, ZDa<r FOn BRXEEHLET,

EHEJOoI274L, JIL—FKRY>—, B&Lva1—¥
.‘E.l
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ATy T2

ATvT3

vy kD=5 7RIvvavavra—L 5 i—20EE [

hostname (config-group-policy)# NO nac-sg-period [seconds]
hostname (config-group-policy

WIZ, AT7—H R 72— FA<—0DfE% 1800 ITEET 252 RLET,

hostname (config-group-policy) # nac-sq-period 1800
hostname (config-group-policy) #

WO TIE, TIHN N ITN—T R —INHATFT—FZ AT ) — A <v—DEZ A LT
WET,

hostname (config-group-policy) # no nac-sg-period
hostname (config-group-policy) #

(EE) NAC OFBIEOHE 2R ELET, ¥X=2VUT 4 77 IF3A4 7 RiE, RAF ¥ Bt
DR D LTS, BRGEY A ~—Z B S £, 20X A ~—RHIRUNIZR S
L ROBEREORAFT Y EER U H—SNET, EX2 VT4 7T IA4T R E, ZhvE
TLRICHETHRAFT Y ZHHREEL T, RAF Y BRREEIZIIFRGETICT 7B A 2 ba—
N = RIPFHTERWEES, T 74V DT NV—T R =B 0EFT, RAF v
AL SRR EBECAT LET. FHIE 300 ~ 86400 B TH. 774 /b F ORIEI 36000
G I

Xy hU—2 7T RIvvararho—Lotyar TRAF Y 2T 52 ET
HIZiE, IN—7 RV — a7 4 X = b — 3 E— FTnacreval-period =~ R&ff
MALET,

hostname (config-group-policy)# nac-reval-period seconds
hostname (config-group-policy) #

BRGEY A ~—DfEET 7 4V N T —7 R =0 bR 5120, o7 v —
TRV —IZTZEALT, ZOa~vry RO no JEREZEH L 7,

hostname (config-group-policy) # NO nac-reval-period [seconds]
hostname (config-group-policy) #

I, BREEY A ~—% 86400 FIIC AW+ 54~ LET,

hostname (config-group-policy) # nac-reval-period 86400
hostname (config-group-policy)

WOBTIE, T 74N DI N—T R —nEFMAEE A ~—DEZ A L TWET,

hostname (config-group-policy)# no nac-reval-period
hostname (config-group-policy) #

({EE) NACHT 74/NVPMACLEZRELET, BEX=2 VT4 7774 TR, FAT~
EREFECTE 2WVEAIC, BIREN- ACL IZBEMIT O TV DX 2T 4 RV v —% T

gEHIno7aL. =T Ry — s&U1—F ||
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. FYybhIT—Y 7RIy ararbA—I)LNSA—2DETE

ATy T4

LEJ, none £721IVEE ACL #3E L ET, 7 7 4 /L hi%Eldnone TJ, none |[ZFXET D

EL X2 VT T T IATURE, RAF XY EZRGETERP ST EZICT 74V FD T L—
TR —ZwALET,

RAF ¥ HREECE Rpolory NI —2 T RIyvaryavrviae— i tyyaryOr 7t
JVMACL & LTfEH SIS ACL 2 RET DX, Zv—7 RV —ar7 1 Falb—ra
> &— KT nac-default-acl =~ > K& L £7,

hostname (config-group-policy) # nac-default-acl {acl-name | none}
hostname (config-group-policy) #

T 7N DT N—T R =5 ACL k& T 5121%, MR TTOREITN—T KR v—IiZ
TI7EALT, ZOa~vry Ron BERXEHEHLET,

hostname (config-group-policy) # NO nac-default-acl [acl-name | none]
hostname (config-group-policy) #

IOy ROBERIIKRO LBV TT,

* acl-name : aaa-server host =~ > K& {#if L T ASA upxﬁéi’b’fb\é RAT ¥ ZRFET
LY =N I N—TDO4HMERELET, ZOAFNT. £ a3~ RICHEE I server-tag
EHIC—HTDHDLERNHY £,

enone : 77 AN N TN —TF KUY —MED ACL DA ET 4 E—71I2 L, NAC & v
g UV TRAF Y RAN TER N ZICACL ZEH L ET A,
NACIZT 74/ F TF 4B =TI o> TIN50, ASAZEIBRTAHVPN N5 7 ¢ v 71X
NAC 34 X —T NI BHE T, NACT 7 4 /L F® ACL DI 3Z T 8 A,

WOBITIE, RAF ¥ EBRIETE Rz &I, acl-l EWH ACLEZBEAT AL HIZHEL
TUWET,

hostname (config-group-policy) # nac-default-acl acl-1
hostname (config-group-policy) #

WOFITIX, T 74V ZT—F R Y —5 ACL k& L CW\WET,

hostname (config-group-policy) # no nac-default-acl
hostname (config-group-policy) #

KOFITIX, T4V K ITNV—T R =D ACLOMEKEZT 1 E—7 2L, NACE v
LAV TRAF v ZRIETE RN L ZICACL A LEH A,

hostname (config-group-policy) # nac-default-acl none
hostname (config-group-policy) #

VPN O NAC bRz % ELET, 7 74/ b Tk, ®ERY 2 MIEBIChoTWET, 74 1¥
BYEDT 7 # /v MEIX none TH, RAF ¥ MGREZHIRT DU E—F "X OARXVL—T ¢
T UAT A (BXOACL) Z 212 vpn-nac-exempt 2~ > F%& 1 B AL FET,
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2y kD—s 7RIy avavra—Li5i—s08E [

RAF X REE R T DV E—havEa—2DX A 7DV A Mz b ZBINT 5120,
IN—TRY)v—ar7 4Fa2l— 3 F— FTvpn-nac-exempt 2~ > RZfEH L £,

hostname (config-group-policy) # vpn-nac-exempt os "os name" [filter {acl-name | none}]
[disable]
hostname (config-group-policy) #

WEKET 4= ML, TRTORA FERATFT Y RAEOXIZIZT HIZ1E, vpn-nac-exempt
DT <HEAIT none ¥—V— &2 AN LET,

hostname (config-group-policy) # vpn-nac-exempt none
hostname (config-group-policy) #

WY A ROy N REIRTAICIE, Zoa<wy Rone BEREHEHA L, YR+ 5 42—
T4 T VAT A (BXOACL) 2 ELET,

hostname (config-group-policy)# NO vpn-nac-exempt [os "os name"] [filter {acl-name
none}] [disable]
hostname (config-group-policy) #

ZDOTN—T R —IZBEMT 5TV A EERD 2 MZh D e MY RHIBRL., T 7 4
N ZN—F R =Y A NEMKTHIZE, F—V—FR2ETETICZ0a<vr Ko
no XA L EJ,

hostname (config-group-policy)# NO vpn-nac-exempt
hostname (config-group-policy) #

ZDawy ROMXERITRO EEY T,
e acl-name : ASA D27 4 X a2 bL—3 3 VIZIFET D ACL D4 HI,
o disable : 7ol U XA b= b ZHIBRE ST o B—T M LET,

efilter : (A7 ay) aLbEa—FOFN—FT 407 VAT LAOELFIN—FH LI L x
WChT T4 7% T 4 NE ) 7T 57D ACL 2 L £,

enone : Z D F—T— K% vpn-nac-exempt DI <tk A AT LA, AN T & —
TR TRTORA FBRAF Y RIEDON R/ D £9, ZDOF—T— R % filter
DFTSHBAICANLESGEILZ. = FUTACLEZRELRWVWI EE2RLET,

c0S: ARL—F 4 T VAT A ERAT v BRIEL LG LET,

sosname : ANV —T 4 T VAT LADLAITTT, LHNIZAN—ANGENTWDIEHAEIZ
ORI HABFENRMLETT (7= & 21E "Windows XP") .

WOFITIE, MANT =TS, TRTORA RBRAF ¥ RIEORRIZSNET,

hostname (config-group-policy)# no vpn-nac-exempt none
hostname (config-group-policy)

gEHIno7aL. =T Ry — s&U1—F ||
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B vnoscrororaror—n Ry v —omE

ATy T5

WIT, RV XA b _XTO MY ZHIERT D02~ LET,

hostname (config-group-policy) # no vpn-nac-exempt
hostname (config-group-policy)

WhDa<w s REANLT, Xy NIV—FI T RIvvararybo—LEAX—TNVEEET 4
=TI LET,

hostname (config-group-policy) # nac {enable | disable}
hostname (config-group-policy) #

T HN N TN—F R =05 NAC OFRTEZMAT 5121, AR TTORBEITL—T7 R
T/ BALT, Z0awy ROono BRAEFHLET,

hostname (config-group-policy)# no nac [enable | disable]
hostname (config-group-policy) #

F 74V h T, NACIET 4 B—T 2> TWET, NAC A RX—7 T 5B L, UE—
N7 7B ATRAF Y HGENMLEIZRDET, VE—bF A Ea—HXDRAFYNELND
EREREND E, ACSTH—PBASA CTHEAT2778A R v—% X ra—RKLET,
NAC X, 774NV M TIET 48— NI/ >TWVET,

Access Control Server (I v U —27 FIZFETHIHLERH Y 97,
WOBITIE, ZNV—T KU —IZx LTNAC 4 1r—7 /WM LET,

hostname (config-group-policy) # nac enable
hostname (config-group-policy) #

VPN SAT7o b D7AT794—ILR)—DEKRTE

TrAT AL, T—HDERFT Y NERERT Y hEEREIREL T, X7y bO
T AT VA —VBBEFFATHN, FEN Ty hE Ry T ENE I ERETSH L
WXV, avEa—FEAf 22—y "DORBiLTRELES, 7747 UF— T, 7
N—TDVE—bF 2—FNRATYV v h bRV TEHRELTOHWDEE, EX=2 VT 1 D
rELEBLET, ZOBE, 77 AT UA—NR, A ¥ —Fy hERIZ2—FDOr—HL
LAN Z##H T AR ERANS 22— Dar Va—2 2 f#E L, OWVWTIIEEry hU—2 %
B#ELET, VPN T4 T b L TASAIZER L CWD Y E— F 22—V, @bl
Tr7AT O —IV ATV a rBERTEET,

IN—F R —ar7 4 X2 lb—3 g F— R Tclient-firewall =~ > &2 LT, ASA
MDIKE b L 2 I m—2 g VHIIZVPNY A4 72 MIEMET A=Y F NV T 74T 74—
ARV —FRELET, 77 AT 7 +— LRI —2HETHI21T. 0=~ FOn ¥
KEADLET,
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AnyConnect 7 5472 b T7 AT 04 —IL R S—DEHE .

TRTOT 7 AT VA=AV —%HIRT DI, 518%FEE 712 no client-firewall =2~
VREADNLET, ZOa~<wr RiZLY., none ¥—7— R&HHE L T client-firewall =~ > F
EANUTERLTEX VAR =0 HEZEN b EH T, RIEFHADTXTOT 7 AT Ut —
VAR Y —HHIBREINE T,

Tr7AT U= R =0l be, 2—FET 74V NELIFZOMD T V—T K
—WNICHTET D7 7 AT U A — AR o—E K LET, 2RO R T 7 AT Ut —
JVIRY = LR K 9129 5I121E. none F¥— 7V — FZFEE L T client-firewall =~ >/
KE AT LET,

[Client Firewall] % 7 @ [Add or Edit Group Policy] # A 7 & 77K v 7 A Cik, BMEITAES
DI N—T R)—IZH LTCVPN I FA TV hDT 7 AT U A — VR EXRETEET,

GE) INEDT AT U —VEREA [ TE 5 D%, Microsoft Windows % 3179 % VPN 7 T A
T METTY, BE, N—RU =T 7T AT MELIIM (Windows LIS YT U=
T IIAT Y FTIE, ZbOEIZEERATE EHA,

KOO TV ATIE, VE—F2—YDPC LIZNRN—=YF NV T 7 AT I 5 =LA A h—/L
SNTWET, VPNIZIA T MEI, =WV 77 AT O — LV TERINTWDLDT7AT
UA—NA R —FEHL, ZOT7 7 AT A —NANFETINTWNWD I L EZMHRT H-DOICE
=HLET, 77AT U= NVOETHEIET S E, VPN Y T4 7 MIASA ~DHFEE N
0y 7 LET (ZO7 7 AT U —/ViliH A =X LT AreYouThere (AYT) EFRHINET,
VPN 7 A4 7 S EMIINC Tare youthere?| A v —YAEETHZ LICL-TT7 747
TN ET= AT HNL T, IWENRINRWGES, VANZ AT M, 774 T U4 —
JVINE T LT2T28 ASA ~DRHGIE T LI L@ LET) . Xy hU—2EFHEN NS
DPCT77AT I+ IVEMBICKETHHAGbHY ETN, ZoHEEFERTIUL, =—WF
TEBHOREENDAS~A XA TEXET,

HE2DLFUFTIE, VPNZ FAT 2 RPCO/NR—YF )L T 7 AT 75— htihiil 7 »
AT A NVRY o —%EHATHZERBIRSINDZENHY 9, —AREE LTI, A
7Yy b bRV T EFHALTIAN—TDYE—FPC~DA LV F—Fy N NT T 4T %
Tyl THIERFFONET, ZOHEE, FURAPHLINTWAM, A X —F
MEHDIRANS PC ZRETHDOT, FRYA NEEREINET, ZOT7 74T U+ —1LD
F U AL, 72 AR U 2 —F 7213 Central Protection Policy (CPP) & FEZILET, ASA T
. VPNZ ZA4 7 MZEMATH 87 7 4 v 7 EBAL—LOEy FEERL., 2 HDL—L
BT ANZICEEMIT T, 207 4N EET7 7 AT U — LR —E LTHRELET, ASA
IXZDORY =% VPN T4 7 FETRGLET, Dk, VPN 74 7 MIKY v —
EO—HV T AT IF—UIEL, TR —RNEHINET,

AnyConnect 7 S A 72k 774704 —IL R —DEEE

AnyConnect 7 7 A T > DT 7 AT 74— )b—L T, IPvdB L RIPV6 DT R L AZ4RE
TEET,

gEHIno7aL. =T Ry — s&U1—F ||
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. AnyConnect 7 S A 7> b I7 A 74— ILKR) —DERE

ATy T

ATV

2Ty

72

73

1R BHHEIIZ
IPv6 7 RLARESNTHMET 7 A V— L& ERL L E T,

FIE

webvpn ZL—7 KU v— a7 4 Xalb—Tar B— RERBLET,
webvpn

&1

hostname (config) # group-policy ac-client-group attributes
hostname (config-group-policy) # webvpn

TFIANR—bERFAT Y w7 Xy NI =7 —LDT 7 A 2 ha—)L b—LEIFEL
£, TIAN—bP Ry NT—=T V=B 7 TAT FOVPNIRRBT ¥ 7 X A7 —T =
A AW SN B =TT,

anyconnect firewall-rule client-interface {private | public} value /RuleName]

hostname (config-group-webvpn) # anyconnect firewall-rule client-interface private value
ClientFWRule

IN—T RY—=D7N—T RY —@MEL webvpn RN o —@EZ R R L ET,
show runn group-policy [value]

1

hostname (config-group-webvpn) # show run group-policy FirstGroup
group-policy FirstGroup internal
group-policy FirstGroup attributes
webvpn
anyconnect firewall-rule client-interface private value ClientFWRule

TITANR—K Xy NT—T =N TFGAT N T7AT T4 =L —LRHIRENE
ﬁ‘o

no anyconnect firewall-rule client-interface private value [RuleName]

1 -

hostname (config-group-webvpn) # no anyconnect firewall-rule client-interface private value

hostname (config-group-webvpn) #
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Zone Labs Integrity Y—/ D .

Zone Labs Integrity 5 —/ D {# FH

Z OIATIX Zone Labs Integrity —~3 (Check Point Integrity ¥— 3 & HFEEIL D) 12DV TRl
Bl L. Zone Labs Integrity — &R — b3 25K IIZ ASA X ET L FIEOHZ R L ET,
Integrity —/N%, YE—FPC ETEFX 2V T 4 R —2HEBIRIATT L7200 DRk
BEHRAT— 3 T9, UE— b PCQIntegrity — NI Lo THRESINTZEX =T 4 KR
=LA L WEA . Integrity —/SEB LOVASA WME#ET DT T AN~ X FT—T ~
DT ARG BIER A,

VPN 2547 h Y7 =7 & Integrity 7 74 7> h Y7 ko =7i%, UE—h PC kiC
HIZHEEL TWET, ROFIATIZ, VE—KFPC EEEDTTAX—F Xy FU—7HIC
tyTa UEMHELTHEO Y E— K PC, ASA, BX W Integrity —"XD7 7 > a o EFE LD
£75

1. VPN 747 Y7 o=7T (ntegrity 7 747~ V7 h=7 L[ELYE—PC
WHEEE) 1. ASAWCEER L., ZNNREDH A TDT 7 AT 05—V 7734 T 2 hThHD
A& ASA IZH B FE T,

2. ASACTITAT U N Tr7ATIA—NDEATHEBRBIND L, ASA )5 Integrity 7 7
A T ¥ MZ Integrity — DT R L AFERNBE I ET,

3. ASAIE7 X L L TEMEL, Integrity 7 7 A 7 > M Integrity $—73 & OHIPRAT & Bt
ZHESI LET, HIFRMT =8I, Integrity 7 7 4 7 > b & Integrity V—/ O] 721F CTHESL
EhET,

4. Integrity —/NI%, Integrity 7 74 7> bBFEESNTEF 2 VT 4 AU —ITHERLL T
WDMME I MEFFELE T, Integrity 7 7A 7> bR X2V T 4 AU —IZHER L TW
D6, Integrity V—/3005 ASA X LC, #t 2BV CERLOFEM A 7 74 7 > MZiR
g b L oIS ET,

5. UE—hKPCTiL, VPNZ T4 7 hinD Integrity 7 7 4 7 > MR OFEMNIE i,
WY —DFERPIZIZHICERMIND Z &, £z, Integrity 7 7 A 7 W T T A4 X— |
Ay NT—=J R TEDLZEDNAMBEINET,

6. VPNHERIOHENLT 5 &\ Integrity ' — N2, 7 747 hoN—hE— K A vb—T %
L Integrity 7 7 A 7> FOIRRED T =X Zf7T 77,

GE)

A=W A H—T 2 APKKSOD Integrity br— D37 4 Falb—vaaEPR—FL
TWAHHETH, BUEDY U —AD ASA 13— |2 R — b3 % Integrity — T 1 DT,
T 7T 4 773 Integrity — N IZREE S FAE LA IR, ASA B2 Integrity Y — NEERE L
ThH, VPNZ IA4 T h 'y v a v EFHERSLLET,

Integrity — \ZFXET DHITIL, ROTFIAREZFETLET,

gEHIno7aL. =T Ry — s&U1—F ||
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. Zone Labs Integrity Y —/ D A

ATy

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

FIE

IP 7 K12 10.0.0.5 ZfEH L T Integrity — "% E L £7,

zonelabs-Integrity server-address {hostnamel | ip-addressl}

1 :

hostname (config) # zonelabs-Integrity server-address 10.0.0.5

A—13002FELET (F74/4 b~ F— L5054 TF) ,

zonelabs-integrity port port-number

51 :

hostname (config) # zonelabs-integrity port 300

Integrity ¥ —/N & DWBEHICNEA o F—T = AZIEELET,
zonelabs-integrity interface interface

1 -

hostname (config) # zonelabs-integrity interface inside

Integrity " — NIEENSHDHZ EEHES L TVPN 7 74 7 v MMERZ U DRI, ASANT

7T 4 T EINIAHK 3L Integrity — 3005 DIEE % 12 BEfF> X S LET,

GE)  ASA & Integrity — "D O TRENREE LGS, =¥ —7 7 A X VPN 7
Integrity % — SOEE(Z L > THEF S N2eWE D12, 74V ETVPNZ FA4 T2 b
BEGLIIBIW 2 = FiT7e Y £9°, 7272 L. ZoneLabs Integrity Vr— NICREE N A L7125
A, BEISUTVPN#EREZMA LD Z LR TEET,

zonelabs-integrity fail-timeout timeout

&1

hostname (config) # zonelabs-integrity fail-timeout 12

ASA & Zone Labs Integrity —/3 & OFEEHRIZIEFNFEAE LIZHAEIZ VPN 7 T4 7 & b L Ok
DAL D LS, ASA ZRRiEL£7,

zonelabs-integrity fail-close

£l

hostname (config) # zonelabs-integrity fail-close

WMEIINIZ VPN 7 74T MEROBEEREEZT 74V MIRELT, 7747 > MEREIE
WiEFIZhs Loz LET,

zonelabs-integrity fail-open

i
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ATy 71

ATvT8

IFATIA—NI5AF 2k 84 FD 2onelabs ~0%E [

hostname (config) # zonelabs-integrity fail-open

Integrity —/372% ASA ® AR — bk 300 (774 /L ~MEAR— b 80) (&t L T, ¥ —~SSL ZEH]
FLIERTHL I ELET,

zonelabs-integrity ssl-certificate-port cert-port-number

1 -

hostname (config) # zonelabs-integrity ssl-certificate-port 300

Y — 30 SSLAEHI E NV EIZFBRE S LD, Integrity —/30D 2 F A 77> I SSL AR E N FRIE S
nNo Lo ICHEELET,

zonelabs-integrity ssl-client-authentication {enable | disable}

1

hostname (config) # zonelabs-integrity ssl-client-authentication enable

T27AT7 94— ILOSAF 2k R4 TD Zone Labs ~DEXTE

FIE

ARV RFERETIVa Y =)

ARTYTVT7AT U=V 7 T47 vk ZA 7 |client-firewall {opt | req} zonelabs-integrity
% Zone Labs Integrity % 1 7IZRET 5
ZiE, o~y REALET,

1 -

hostname (config)# client-firewall req
zonelabs-integrity

RDZBRY

FEAZOWTIE, VPN Z IA T 77 AT 04— R —0OFKE (92 3—2) 2R
LTLES, 77 AT U+ —/LDH A 7} zonelabs-integrity D5 Integrity H— N2 K -
TINDLORY P—=MNRESNDT=D, 774 T V=AY —2faET D3~ FElEIE
EHEnEEA,

O — E I_l_I
T7ATI9F—ILDINT A —RZDERTFE
WDa<w ReEANJLT, @R 94T N 77 AT U4 —NVDNRNTRA—FEZELET,
Bavw U RICRETEDLAS VAX AL DT TY, G OWTIE, VPN I 47 b
T7AT AR —DFE (923—) 2L TN,

gEHIno7aL. =T Ry — s&U1—F ||
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DIATU R T7AT I+ —ILDINT A =5 DR

e Ciscomt B 77 AT 74—/

hostname (config-group-policy)# client-firewall {opt | req} cisco-integrated
acl-in acL acl-out acL

* Cisco Security Agent

hostname (config-group-policy) # client-firewall {opt | req} cisco-security-agent

s T AT UF—NT2L

hostname (config-group-policy) # client-firewall none

cHABL T 7 AT T4 —)b

hostname (config-group-policy) # client-firewall {opt | req} custom vendor-id num
product-id num policy {AYT | CPP acl-in ACL acl-out ACL} [description string]

e« Zone Labs 7 7 A 7 7 —)L

hostname (config-group-policy) # client-firewall {opt | req} zonelabs-integrity

N

G¥)  77AT7UH—)1DHXA 7% zonelabs-integrity |29 5 H51%, 5
BABELRNTLIEE, RY > —IL, Zone Labs Integrity —
NZEoTkdoET,

hostname (config-group-policy)# client-firewall {opt | req} zonelabs-zonealarm
policy {(AYT | CPP acl-in ACL acl-out ACL}

hostname (config-group-policy) # client-firewall {opt | req}
zonelabs-zonealarmorpro policy {AYT | CPP acl-in ACL acl-out ACL}

client-firewall {opt | req} zonelabs-zonealarmpro policy {AYT | cpp
acl-in ACL acl-out ACL}

Sygate Personal 7 7 A 7 U +—/b

hostname (config-group-policy) # client-firewall {opt | req} sygate-personal
hostname (config-group-policy)# client-firewall {opt | reg} sygate-personal-pro
hostname (config-group-policy)# client-firewall {opt | req} sygate-security-agent

» Network Ice. BlackIce 7 7 A 7 7 #—/L

hostname (config-group-policy) # client-firewall {opt | reqg} networkice-blackice
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% 2:client-firewall AT > FOX—7— K& T#

5547k 274791 —10r5 4 —s0%E ||

INTA—=H

B!

acl-in ACL

TIAT VIR ER T 74w 7IERT
R v—%HELET,

acl-out ACL

IIAT MR EIENT T 4 v 7T S
RY —afEELET,

AYT

IIAT U NPCOT7 7 AT UA—L T 7Y
T=a N7 7 AT U r IV RY —%il
BT tEBELET, ASAIZT7 747

A —ANETENTND & 2l LET,
[Are You There?)] &9 HERA vE—UMRFK
IRSIWET, ISENRWEGAIL, ASAIZE -
T RN s £,

cisco-integrated

Cisco Integrated 7 7 A 7 U 4 —/L X A T %45
ELET,

cisco-security-agent

Cisco Intrusion Prevention Security Agent 7 7 1

TOr—N A TEEELET,

CPP

VPN ZA TV DT 57 AT U4 —/V R
v—@ Y —A & LT Policy Pushed # 57 L &
TO

custom

HARNT AT O F—NEATERELE
Er

description string

T AT U F—LOHBEERLET,

networkice-blackice

Network ICE Black ICE 7 7 A 7 U #—/L Z A
TERELET,

none

IIGAT Y N T 7AT T4 —LRY —07%
W EERELET, 77 AT U= R
VLXMW EERELTC, I AT U —Ib
RV —%ERLES, 774V DT N—
TRV —FFEEESNR TS I V—T R
V=77 AT U4+ —/b KU T —%ifkK
LZ2WE9IZLET,

opt

F T ar DTy AT Tx—Iv XA T ERRE
Lij‘o

product-id

TrAT U —NVRGERELET,

gEHIno7aL. =T Ry — s&U1—F ||
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B /s 770z —nomE

req VR T 7 AT U+ —NEA THEELET,

sygate-personal Sygate Personal 7 7 A 7 7 4 —/\ X A Tk 45
i’ l/ \i j—o

sygate-personal-pro Sygate Personal Pro 7 7 A 7 U +— /L X A T %
BELET,

sygate-security-agent Sygate Security Agent 7 7 A 7 U 4 —/V XA T
ZHRELET,

vendor-id T AT I =D —HEBELET,

zonelabs-integrity Zone Labs Integrity —/N 7 7 A4 7 7 4 —/L ¥
AT ERELET,

zonelabs-zonealarm Zone Labs Zone Alarm 7 7 A 7 7 +—/L Z A
TERELET,

zonelabs-zonealarmorpro policy Zone Labs Zone Alarm £721Z Pro 7 7 A4 7
U A TERELET,

zonelabs-zonealarmpro policy Zone Labs Zone Alarm Pro 7 7 A4 7 U #+—/L X
A7 ERELET,

WIZ, FirstGroup & W) A HIDZ /V—7 R Y 2 —|Z-2W\ T, Cisco Intrusion Prevention Security
Agent Z LB LTI TA T N T AT V4= R) v—Z&ET 20l ERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # client-firewall req cisco-security-agent
hostname (config-group-policy) #

TR IL—ILDEE

ITN—TF R — a7 4Fal—3 g F— KT client-access-rule =~ > R&E{FEH L T,
ASA ZJr LT IPsec TEMTEDIVE—NT IR I IAT U NDOXA T LN—T g &
RBTHL—NEBRELET, ROFTA RTA N> TL—VEAER L ET,

s =NV EEFR LIV E, ASA X T X TOERF A TE2FrLET,

s I TAT LV EBPNTINONL—/UZH—E LW E, ASAIFEERAES LET, S —
NEEFRT DIHAEIE, FaL—A b 1D EERTILERNDHY £3, FFaL— IV EER
LR E . ASA 1T T R COBERAIER LET,

VTN =2T IIAT U hNeNn—RU=T V74T bDOELLTH, XA T L=V 3
>3 show vpn-sessiondb remote TH/RINDONE LRI —H L TWDRLENRDH D £,

«F LFUIT AN R — RTT, VANV KD — RIZEL— VLV CTEEEANTHZENTEE
9, 7= & ZIX. client-access rul 3 deny type * version 3.* TiX, X—Y 3 3xDY 7 k
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55470k 7922 L—LoEE |

2T HFEITLTCNDEZTRTDIIAT LV NEIATHESETSD, 7944V T 43D7F
AT R TR A—ABPERINET,

1 ODTN—TF KR —IZOEHK 2 DNVL—NVEERTEET,

o Jb—)L &y FAEIZR LT 255 SLFOHIRENH Y £,

I ITAT U NDEATERIINRN=Vay (BDHWIEFOREE) X ELRNT T4 T b
X, naZ A TEET,

=V EZHIBRT AICE, Zoa<vr Kon BEXEANLET, o~ N, koo~
K &R CT9,

hostname (config-group-policy)# client-access-rule 1 deny type "Cisco VPN Client" version
4.0

FTRTONAL—VEZHIERT A%, 51EZFEE 71T no client-access-rule command %= A /) L %
T, ZHIZX Y., none F—VU— FZFEE L T client-access-rule =1~ RZ34T L CYERL L 7=
XV = NHIVTZENEEZD T, REFHDOTXTONL—/LRHIRENET,

FTITHINETIE, T778ANV—EHVFEEA, 7 TAT 2 b T T BRIL—ILNT2WEA,
=PI T 7NV DT N—T KR —NIFET DT RTONL— L EMER L ET,

PRI GA T N T 7 BANL— A EHA L72WNE 91235121, none ¥— 7 — R&4EE
L T client-access-rule =~ > RZ AN LET, ZOa~vr ROER, +XCoOXA T L~
TarDI AT MR ERTEDLLOITRD ET,

hostname (config-group-policy)# client-access rule priority {permit | deny} type
type version {version | none}

hostname (config-group-policy)# no client-access rule [priority {permit | deny}
type type version version]

ROKIZ, ZNHLDOavwy ROF—T—RERTA—FZOE®ERLET,

% 3:client-accessrule A > FDFX—T— FEEH

INT A=A Ei:

deny WD A T e R—T 5 L DF A, ADHERE
FHEAELET,

none II5AT N T BRIV EHFA LFH

Juo client-access-rule % X JUEIZEE L E T,
ZHUC KO RIRBSFAT SRRV ET, 7
TAINV DT N—T R —F IR ES N
TWDTN—T R = BEEME L7200
XoricLEd,

gEHIno7aL. =T Ry — s&U1—F ||
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INT A—A BL)]

permit FEEDZA T LN—T 3 o OT 34 2D
ZFFA L ET

priority N—=NDTFTAFNT 4 Z2RELET, K/

DB EFFON—IVE, TTAF VT 48
HbLELS D ET, LEDB-T, 7747
cDEZATENR—=T gy (FRIFZ0o0nTH
D) AT Db/ NS WO L — L,
WHIND =L ERY T, OIS
TAFTVT 4 V=V FENHDL5E. ASA
ITF DN —)V L £,

type type 7 V=R OX TN LTT A ADZ A
T LES, XFAIE, show
vpn-sessiondb remote THE /R I DA & B4
WL TWDHDMERHY £3, 7720, U
ANVRI—RELT*LFEANTEET,

version version 7072 EOHBBROLFHNEZEH LT, 72
AAN=Va rERELET, CFINL,
show vpn-sessiondb remote TF /R S5 HNE
ERBIZH LTV ARLERHY £, 272
L. VANV RKI—FRELT*XFEANTE
EJpN

WKIZ, FirstGroup E WO ZBID I N—T R o —DI A4 T b TI7BA L=V EERTD
BlERLET, ZTNEDOL—L T, N—Ta4xDY 7 NI =T E5E4TF 5 Cisco VPN Client
ZEA L, T WindowsNT 7 547 v FEEHELET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# client-access-rule 1 deny type WinNT version
*

hostname (config-group-policy) # client-access-rule 2 permit “Cisco VPN Client”
version 4.*

G¥)

ltype) 74—/ Rid, fEEOMEMRFFA D BRI OCFHITT N, 2O, HElhElc
AT I E ASAICHESNDEEMEE —H L TWLHRENRH Y £7,

A—YRMEDHRE

ZOETE, 2—FREMEE ZORESET OV THI L LT,
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F74 R TIE, 2=V, B0 U TOENTWA I L—T R =5 TCO—FEts
WA LES, £72. ASA Tid, 2—% L-ULTENCBEMEZE D 4T, TO2—PIT5Ef S
NHITN—TR)—Dfa EEEXTHZENTEET, 2L 2R, T _XTO2—P| TR
BINOT 7 AL, BEO—PFIZ 24 BMOT 7 AT NV— R >—%
BEtTszenTEET,

A—HZDa22 74X L—2 a3 DRT

TN—TRY) —Ipbi K LT 7 40 MEbLEO T, $XTOa2—FAHADI LT 4 F a2 b—
TarvERSTHITIE, ROLHIZ, all ¥—TU— RNZHE L T show running-config username
ax Fae AN LET,

hostname# show running-config all username
hostname#

Zoawy R, TRTO2—YERFHFEOL—Y (2—FLEHBELES) OEbE
NIRRT — REREL V2R LET, all ¥—U— FE2EKRT5 L. HRMICRESH
TEFZINR D) A MCERENET, KOFIE., 2O~ R Ttestuser & VD) 22—V &5
ELIEGEOWM N E R LET,

hostname# show running-config all username testuse
username testuser password 12RsxXQnphyr/I9Z encrypted privilege 15

BROI—YDEMEDEE

BEDZ—YERET HIZIL, username 2~ FEFH L Coa—FLE—RIZAY, 22—
WA — K (DRRTU—KZLH7A) EREEZEIV L TET, IBELR»>T=T_XTORME
X, Z—F R =R SN ET,

Wl —FREET — Z X— A, username =~ > RZ#H L CAL SN2 —F THER S
TWET, login 2~ RTIEL, ZOF—F_N—RZFRiEMIEA LES, = —F% ASAT —
HR—Z2BMT A2, Fa—)bary 7 4 Fal— g3 F— RCTusername 2 K%
ANLET, 2—PFZHIRT HI2E, HIbRT 22—HFAEZHEL T, Z0a~vy RO ne /N—
VarEFHALET, TRTO—FLZHIRT D101, =—F4EZHESTIZ, clearconfigure
username =~ R&fif L ¥4,

A—HDNRRT— R EFELANILDRE
Z—FIRAT — R EFRHE L~V ZED 4T HITIL, username 2~ RE AN LET,
nopassword ¥ — 7 — Rz AJjT5 &, 20— AT RRRETHLH I LEHETE
T3, RAU— REEETAIESIE. TONRAT— REBELERRET 208 9 1 EEE
T&EET,
F7arDprivilege ¥ — U — RICE VD, ZO2—FORHEL VL EZRETEET, HELX
NOFFIT0 (FIK) ~15TT, — KT, AT 2EHREIRSOFHEL - VEREET, 7
T H VRO LU 2 T,
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hostname (config) # username name {nopassword | password password [encrypted]}
[privilege priv levell}

hostname (config) # NO username [name]

TROFIZ, Z0a<wy RCTHEATAIXF—U—RFEEHOEW®RERLET,

username 1< RO F—TU — K L%

F—J— FEH F=3U 3

encrypted IRAT— ROWEFbEEE L £,

name A—PFOLHEHEELET,

nopassword ZDOZ—PIZRAT — RBRME/RNT & &R
LET,

password password DLW AT— RNFAET D Z & EoR

L. mAU—FZfHELET,

privilege priv_level TO—WORMEL NV ERELET, &
F0~15TY, ZOREIMEFE, a~vr
R O <> ASA DEHLIZBE T D HERENS PR E &
NET, 7740 FORHEL LT 2 TT,
AT NEHE OBE ORHEL LT 15 T
R

TN ETIE, Z0Oa~<y RTEMLE VPN 22— 2Bt E 737 v—7 R o —nE
BT ONEFA, TRTOEEIRNCEET HLERH Y 7,

WOBNX, B AL ST/ AT — K23 pw 12345678 T, HiHEL~ULAS 12 @ anyuser &\ 9 4,
RO —P 2R ET L HEEZ R L TOVET,

hostname (config) # username anyuser password pw_ 12345678 encrypted privilege
12

hostname (config) #

A—HEHDERE
Z2—HFDONRAT— K (FIETDHHE) EFHELNLVORERIL. TOMOBEEEZRE LT,
INBIHMEEDNEFTHRETEET, EEOREMEEMEOT ZHIBRT DI2IE, Z0a<w Ko
no B A& AT LFET,

attributes ¥ — 7V — RAZ4EE L Cusername 2~ REZ A1 LT, 22—V L E— FIZAY 9,

hostname (config) # username name attributes
hostname (config-username) #
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VPN 1 —HEHED

BARDETE

7Y RERED

=]

DEXTE

ven 2—yEEoRE [l

T IREL, FILWE— NIRRT ZLRENET, ThTRMEEZRETEET,

=JL ==

ax &
VPN — W@ X, ROETHHT 2 L 912, VPN 8 EA0MaRE L £,

PR, ENETICZ—PH LUV TRIESHLTORWEIEDEE 7V —T7 R Y =7 bk
ATDHEICTEET, ZO2—FRBHEMEKT 270 —7 R o —DARTEIEET DI
I%. vpn-group-policy 2~ > R&Z AN LET, 774/ FTlE, VPN2—HIZIZ 7 L—T K
R EEMST B TWERE A,

hostname (config-username) # vpn-group-policy group-policy-name
hostname (config-username) # NO vpn-group-policy group-policy-name

A—PHE— FTHEHATE 2RBMEDOSLE, 2—PAE—FTRET D L. FEOZ—HITHL
TIN—=T R =28 L REDEEL LEEXTEET,

RIZ, FirstGroup & WD AFTDO 7 /V—7 R Y =06 REMEE AT 5 X 912 anyuser &9 4,
RO —YE2RET 202 L ET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-group-policy FirstGroup
hostname (config-username) #

BEWF S D time-range R Y > —DAFTEIEE L T, ZOZ—PRL AT LAA~DT 7 & A& FFA]
S5 e & BEAT T £,

ZORMZFEITAY 7 4 Fab—a O HIRT5ICIE, Z0avy FOone EXNEZ AL
9, ZOFTvarEMHTLE MO V—T KU —05 time-range i & fkA& T
I, EEMA LRV E 5129 5I121E, vpn-access-hoursnone =~ REZAHLET, 774/
I, 77 B R EHIR T,

hostname (config-username) # vpn—access—hours value {time-range | none}

hostname (config-username) # vpn—-access-hours value none
hostname (config) #

WORFNE, anyuser &\ A HTOD 2 —Y % 824 L MEEXI S time-range 7R U o —|ZBSE# AT 5 51k
AL TVET,

hostname (config) # username anyuser attributes

hostname (config-username) # vpn-access-hours 824
hostname (config-username) #
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B sxmsos( monE

RAREFEOT A U BDHRE

\}

ZOa—FICFFR SNDIARE 7 A O KREAERE LT, 8T HHPHIZ0~2147483647
T9, 774NV NORFER 7 A U HE, 3T, ZOREEZFETa 74 Falb—Tarhb
HIERT 21213, Zoa<wr FonBXEANLEST, v/ 25 08— L Ca—W
DT 7w AEEIETHITIE. 0 AL LET,

hostname (config-username) # vpn-simultaneous-logins integer
hostname (config-username) # NO vpn—simultaneous—logins
hostname (config-username) # vpn-session-timeout alert-interval none

GE)

FIRf 2 7 A O REOFIRIZIEFICRE b 0TI, BEOERIa 7 A VAT 5 L,
TXa2VTANETFTL, N7 —~ L AEBELZRIETTZENHY 7,

WOFNE, anyuser &\ ) ARTO2—WITHK 4 DORIFER 7' A V2T 5 HEEZRLTH
£7,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-simultaneous-logins 4
hostname (config-username) #

TARILEALTD FDERE

ATy T

FIE

(EE) VPNT A RV ZA L7 0 MHZRET HIZE, ZV—7 R v—arr¥a
L—YaryT—FREhFa—Y4a7 4 F2b—3 g F— KT vpn-idle-timeout minutes

a<wr REHFHLET,
OB FCIBET VT 4 BT 4 WS ASAITEG AR T LET, R/NERIT
145, B REFRIL 35791394 43 CTH Y, T 7 4V ML 304 TY,

&®Wi FirstGroup & W\ D £ RO 7 —TF K Y —IZ 153D VPN T A KV Z A LT 7 &
RET D HEERLTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idle-timeout {minutes | none} =~ R L7 ZDOMDT 72 a FRO LB T
R

*VPNT A RV ZA LT Y FEEHIL, ZALT 0 MEZMK LWL ST 2I1TIF
vpn-idle-timeout none = A7) L £ 77,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #
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ATy T2

TR)O— B&Ua—Y
74 kn 21879 ronzE [

AUz XY, AnyConnect (SSL & IPsec/IKEV2 Difi i) B3L U7 T4 T L AVPNRS
27— /3L webvpn default-idle-timeout seconds A FEHT A L 512V 4, ZDa<v K
I, webvpn 27 4 ¥ a2l —var =R CTANLET, =&z,

hostnamee (config-webvpn) # default-idle-timeout 300 DX 5 \ZAT) Ljﬁj—o ?7%‘/1/ M
1800 7 (30 77) T. #il#id 60 ~ 86400 5T,

F- T D webvon #EGEIZ BT, default-idle-timeout i3 #H S D DL, Z—T7 R
v—/2—Y 4 @M vpn-idle-timeout none 2 iXE SNV TN DHLEDHRTT, TXTDH

AnyConnect ##5 TlE, ASAICL > TERLSANDT A RV XA L7 7 MENBRE L E
R

H 4 M (IKEvl, IKEv2) 3L OIKEvl VE— 727 EAVPNOBAIZ, A4 LT 7k
EFE =T ML, EHIEOT A N AT +52 L 2HRLET,

s ZDITN—TRY —FF2 =R —DT A KV ZA LT U NERNZT HITIE,
no vpn-idle-timeout % AJj U3, fEITMkA& I vE 9,

« vpn-idle-timeout % ¥ > 7 < RE L2WIGE . LA SNET, 774/ ME3045T
—gqo

({EE) A7 a2 T, vpn-idle-timeout alert-interval {minutes} 2~ > RZfEH LT, 74 R
NWEALLRTTRDOTT—h A=V RNa—PFIZERINDIRHZRETEET,

ZOT 77—k Avye—UF, VPNt v a VBT 7T 4 TIREOT-DEIE S 45 F TIT
Db ELI—FIURAET, T7HV EOT T — MR 15T,

WOHNE, anyuser &£V AFTOL—HIZ3 GO VPNT A KV E A LT D FOT 77— Nz
RET D HELRLTHVET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idle-timeout alert-interval {minutes |none} =~ > RZHH L7=FDMOT 7 v 9 0%
WD LB TT,
enone N7 A—X I, 2—FPRBEAEZFE LR LEERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

s DI N—TE T2 —F R =07 7 — MNiEZHIFRT 5121X. no vpn-idle-timeout
alert-interval Z A J L ¥4, A SN E T,
e ZDONRFA=E HF ST KRELRWES. 774/ D7 77— MERRIL 15T,
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FIE

UEE) ZA—7R)v—ar7 4 XFal—raryE—REhida—F4ar7 1 Fal1—
v 3 v &— R T vpn-session-timeout {minutes 2~ > Nz LT, VPN $&fit O KRFR] 2 3%
ELET,

He/NRERIE 1 42 CL BeRIRFRNE 35791394 73T, 7 7 4 /L MEIZH Y £ A, Z OB
THHE, ASAIFTHSRAK T LET,

WIZ, FirstGroup & WO ARTD 7 N—TF KU =2 L TI80 0D VPN v gy XA LT
U NERET DHERLET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# vpn-session-timeout 180
hostname (config-group-policy) #

OB, anyuser & W) AFTOL—HFIZI80 3D VPN Y v a v XA LT U NeRETDHH
R L T0ET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

[no] vpn-session-timeout {minutes|none} =~ > RZHH L7=ZDMOT 7 v a NIk LD
‘(“‘ﬂ—o
s ZORY =L BRELRHIR L, MKZFFAITL5I2IE, Z0a vy RO ne
vpn-session-timeout JZ N4 A ) L £7,

 MHIFRD X A L7 7 MM ZFHFAI L, A4 L7 U MEZMEALRWE ST 51T,
vpn-session-timeout none = A JJ L £ 7,

vpn-session-timeout alert-interval {minutes |} 2~ > REEHL T, By ar XA LT T D
TI9— M A= RNa—PIIRRENAIFEEZEREL £,

COTT— bk AvE—1F, VPN LBy a URHEIMICUII SN S £ Tl b b 0hEa—
PR AFET, RIZ, VPN v g RIS NS 20 R —FI@mEIns Lo REd
DR LET, 1 ~3000FHEEHEETCEET,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

[no] vpn-session-timeout alert-interval {minutes |none} 2~ > N&fEfH L7=ZDfDT 7 a
TR LB TT,

*VPNEva v XA LT T 77— MARBERT 740 8 70— R —hBikE
ENBZEERTICEH., 20a<r Fon BEREHEALET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval
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ACL 7 1 LR D&M

a7 nsoiEm

* vpn-session-timeout alert-interval none (%, —— %N @EMEZZEFE LW L2 R LET,

VPN #0742 & UTHERT 2, FRNCHEE SN2 —WEA O ACL DARTZHEE L
F9, ACLEZHEEL, Z/—7 KU —05 ACL & L2V K 9129 5121, none F—
U — K% $57E L T vpn-filter =~ ]\‘\7%7\77 L %7, vpn-filternone =~ > N&%4T L CIER L
TEXEZEESH T, ACLZHIBRT HI12iE, Z0a~<wr RonBXE AT LET, nod 7=
EMEHATD L 7»—7T)v—#%ﬁ%ﬂ%f%i¢o_®:7/bzi VA W N()
BIECEITZH Y £HA,

ACLEZHREL T, ZO2—WIONWT, SFEIERFATDNT 7 4 v 7 ] E£2ITHEEL
£9, WIZ, vpnfilter 2~ > REHEH LT, TN HO ACL ZEH LET,

hostname (config-username) # vpn—-filter {value ACL name | none}

hostname (config-username) # no vpn-filter
hostname (config-username) #

GE)

7 A7 > kLA SSLVPN TiL, vpnfilter 2~ N TEFKINT- ACL IIFEH I FH A,

WIZ, anyuser & W) AETOL—F D, acl vpn &5 ACL ZFEONT 7 4 V¥ R ET 541
o LET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-filter value acl_vpn
hostname (config-username) #

IPU7 FLRERY FIYRTDIEE

BEOZ—FIZEVETHIPT KL ARy bR 7 EBELET, IPT FLAZHIRT S
I, 2=y Fone JBXAEAS LET,

hostname (config-username) # vpn-framed-ip-address {ip address}

hostname (config-username) # no vpn-framed-ip-address
hostname (config-username)

KIZ, anyuser &) ZBIOZ—FIZIP 7 FL A 10.92.166.7 #i%ET 2B %2~ L £,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-address 10.92.166.7
hostname (config-username)

%@?Wfﬁﬁttm?va*ﬁ%#é?/%v 7 v A7 EfRELET,
no vpn-framed-ip-address =~ > RZfEH L72551%, Xy NUV—7 v A7 ZHEE LW TL
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FEW, YTy h =27 E2HIRT AT, Zoavr RO BERXAEANLET, T4
r OBEIERPEIL D Y = A

hostname (config-username) # vpn-framed-ip-netmask {netmask}
hostname (config-username) # no vpn-framed-ip-netmask
hostname (config-username)

WOBNE, anyuser &) ARTOL—HIZ, BT R b~ A7 255255.255.254 %% ET D Hik
ZRLTOVET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-netmask 255.255.255.254
hostname (config-username)

IPv6 7 KLRERY PR DIEE

FFEDZ—FIZEID YK THIPV6 7 RLAE Ry R AT EZRELET, IP T KL AZHIBRT
A0, Zoa~vr RFone B2 AN LET,

hostname (config-username) # vpn-framed-ipvé6-address {ip address}
hostname (config-username) # no vpn-framed-ipv6-address
hostname (config-username)

WIZ, anyuser & W) ARTOL—HFIZIP T KL A &Ry b~ A7 2001::3000:1000:2000:1/64 %
RETDHERLET, ZOT FLAIE, 77 4 v 7 A{# 2001:0000:0000:0000 33 J A >
4 —7 = A A 1D 3000:1000:2000:1 %7~ L TV ET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ipvé6-address 2001::3000:1000:2000:1/64
hostname (config-username)
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ZO—YPEHTED VPN b mVDH A7 (IPsec £721527 74T > N L ASSLVPN) %
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F9, ZORMEEFITa T A X2 L= a D bHIBRT HIIE, Z0a~vr RO no B E
ABLET,

hostname (config-username) # vpn-tunnel-protocol {webvpn | IPsec}
hostname (config-username) # no vpn-tunnel-protocol [webvpn | IPsec]
hostname (config-username)
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hostname (config) # username anyuser attributes

hostname (config-username) # vpn—-tunnel-protocol webvpn
hostname (config-username) # vpn—-tunnel-protocol IPsec
hostname (config-username)
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hostname (config-username) # group-lock {value tunnel-grp-name | none}

hostname (config-username) # no group-lock
hostname (config-username)
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hostname (config) # username anyuser attributes
hostname (config-username) # group—-lock value tunnel-group-name
hostname (config-username)
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hostname (config-username) # password-storage {enable | disable}

hostname (config-username) # no password-storage
hostname (config-username)

DAY NI N R =T IIAT U NDA LT T I T AT N=RU=T 77347 b
FORE F 7o 1R 2 — P REREIC IR H U TR A
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iTO

hostname (config) # username anyuser attributes

hostname (config-username) # password-storage enable
hostname (config-username)
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