IPsec £ & U ISAKMP

« huxY 7 IPsec, BLUISAKMP [ZOWT (1 3—)
e IPsec VPN DT A L A (4 X—2)

*IPsec VPN DA K74 2 (4 3—7)

« ISAKMP D& iE (5 =—)

s [Psec DFRTE (20 X—7)

¢ IPsec VPN O/ H (43 ~—3)

* Nokia VPN Client D 7R — k(46 ~2—7)

ko)., IPsec. LV ISAKMP [ZDLVT

ZOMEYZTE, N=F XY VT TA_=hxy FT—=7 (VPN) OREICHEMTDA 57—
Fy h7abhartxa T ¢ (IPsec) £EUE L Internet Security Association and Key Management
Protocol (ISAKMP) #EHEIZHOWTRHHI L £,

hoRxD o TE, A v X —Fy 8 ED/RTY 7 TCPAIP *y N —J &AL T, VE—
Fa—H e P54 X=Xy NT—2 LD TE X o 7 R AT 5 2 & AR
LET, ZNEFNOEF T 28IL. b EMEENET,

ASA X, ISAKMP & IPsec ® b > R U U ZHE#EZFEH LT h o RIVOER L EEZIT->TWVE
9, ISAKMP & IPsec i%, RO ZFEITTEET,

e RURAL RFA—BORILT— g
o h U RIVDREST

« =YL T — X OFGE

X2 VT 4 F—DOFH

« T — 4 OISk & Bk

o bR OT — F iRk OE

CRURA T RHRA Y kR 8 & LTOEE EREOT— S O

IPsec & & UF ISAKMP .



. IPsec DFE

IPsec DHLE

IPsec 4 & TS ISAKMP |

ASA UL, MEMD b = RARA U FELTHEELET, 774 X—h Xy U= )
5FVL—r 0y hEZFELTAHTvMEL, b aBER LT, 7Lz b
ERUOANAVDE ) —FHOKIRIZIEE LET, P& TIX, N7 > NO I 72 ALDME
PRENTHRMKIZRSERICEFEESNE T, £, 7k snicXry v&X7 Y v 7 2y b
T = DOZE LT TEMEERRL, 774 X— b 3y U —7 EORKNR5EHTICEE
LET,

ASA TIE, LAN-to-LAN VPN ##i(Z IPsec 25 &A1, client-to-LAN VPN #5#5¢(Z 1Psec Z {3 ]
THZEHLTEET, IPsec HEETIE, E7 &, VE—FNT278BRAZIA47 2 FERITHD
EXaT RS N2 AZERLET, ELL0EY A TITONTEH, ASAIZTVRAaDE T
ETaYR—FLET, AL VPN OEFUEEIZIES> TWDHD T, ASA (I~ X —D B
TEOMABEDLETHLEIMELETN, Y AIZDZEE Y R—F LT ERA,

RN ERENLT DT, 2 00T, BREE. BEE k. ek, F—EE AR S
X2 VT4 TV vE—varEradvo—hLET, INbHORITVm—T g 0%, brx
JLOMEST. (IKESA) & R RIND T 7 ¢ w7 OHFIfE (IPsec SA) &) 2ODT = —R
NEENET,

LAN-to-LAN VPN (%, HiEEfIZ B2 250 DK > T —27 242t L £ 7, IPsec LAN-to-LAN
BT IR, ASA ITFREMIEZITSEM E U THEBET A Z &3 T& £9°, IPsec client-to-LAN 2
FETIE, ASAIISEM E LTORBERE L £7°, FBEMIXSA ZRE L, ISBEMIX, HESNT
SART A—=HIZHE-> T, SADIREZITAND D, HETH0, FIERHEERRILET,
R AN T DI, WF DT 4T 4 TSADR BT IHLERHY £,

IPsec k> RILDFE

IPsec F o b &iE, ASANETHEICHENY.T D SADE Yy hOZ & TY, SA &L, BT —X
WHEHAT 270 havt 73 ) AAEZBETHLOTHY . ET7RMEHT L —EEE® b
FELET, IPsecSA X, =—% FT7 7 4 v 7 OEBEOEEEZHE L ET, SAIFHFHTY
2, WY CGEEERIE) CHSLINET,

ETIESA I T o EERAY T — P LET, FSATROLDOTHAINET,
*IKEvl F 727 4 —2Ah &y FEITIKE2 7o R—FL
VT N ~vvT
« ACL
c bRV TN—T

CHEI T T AT — g R —

ISAKMP & & U IKE D E

ISAKMP (%, 2 B D7 A kT IPsec Security Association (SA; EX=VU7 4 7YV vx=—T 3 Y)
OREEFEE —HESEH-borTro—rar 7 har T, Ziut, SABMEDO T +—

. IPsec & & UF ISAKMP



| 1Psec & & U ISAKMP

isakmp 55 £ U IKE oz ]

<~y MIEETDHIEOOED 7 L —2 U — 7 M LET, 20XV T4 TV T—
TaAllE, SAICHETAE T LRI o —y gy BLXOSA OEEEZIIHIERAE N
F9, ISAKMP DX Iy = —3 g 0322007 x2—RX (72— 1 ¢ 7x=2—X2) IZHNLT
WET, 7x2—X 113, u%®BMQ@*ﬁ7I~VHVX/?~V%%ETé%@®%y
FNEERLET, 7=2—R2TlE, T—F2H#TD b BMERENET,

IKE IZ. IPsec {4 57-D SA DFRTEIZISAKMP 2 H L £+, IKE X, 7 DOFRIEIC
ERENEREEX—2ER LT,

ASA X, L < — Cisco VPN Client 7» b8t 9 5 72 @D IKEvl, ¥ X O AnyConnect VPN 7 7
ATV ROIKEV AR — KL TWET,

ISAKMP % F T —3 g v ORBERET D121, IKEFRY U—%{ERLET, ZOKRY >—
12, OLONEENET,

« IKEvl BT CERT 258GE 4 A 7, AEHELZEHAT 2 RSABL 12 i3FaidH ¥ — (PSK)
*@—a—o

« TR ERHE LT T AN —EF DB,

cEEFEEREL, WHEPICA v E—UPER SN TN T & ZkiET % Hashed Message
Authentication Code (HMAC) 5=,

HEEF—RET NI ALORELRET DT 74—~~~y T—T, ASAIZZDT
NI ALEFEHLT, Bed—tny o F—28HLET,

« IKEV2 DA%, BIOBEIELERIE: (PRF) , IKEV2 by 3 A EAb7e S8y F—
BEERE Ny v 2B E2 8T 572007 03 XA L THEHASNET,

* ASA 3R 5 X — 29 D BRI OFIR, 2 ORFRSRE T 2 LT F—2ESHMA T,

IKEvl ARV o —TlE, 37 A—XIZx L1 EOMEERE L ET, IKEV2 TiX, H—DRY
IR LT, BEOR LA T EEREA A 7. BLOEROBREET AT ) XL EHRET
TFET, ASAIL, REZEX2T7ERELEHVDLONLR BN DICIE~F 2, ZOIEF%
FEHLCET ORIV m—2a rE2iT0WET, ZoF~Ez Ik, IKEvl &[RRI, AT
ENDLEHMABEDEERET L L, FAISNITRTO NIV AT 4 — A EBET HT-
OICHE DT aR—PILEERETEET,

ASAZ, IKE2OEHDOEF 20T 4 7Yoo — g (SA) #FR—FLTWERA, ASA
FHE, @méht%m®SAf@ﬁ4yﬂﬁmemc%?74y7%§wlﬂi¢ommc
N7 7 4 o 7 2MILD SA TEAZ INTZHATE. vpn-overlap-conflict D72 K v XN F
ﬁo@ﬁmmwwAmzo@t7ﬁ®E@b/*w\itm%ﬁ%byzuyﬁwg@ﬁﬁ%
BfgcxET,

IKEVI 5 2R T+ —Lty FEEUIKE2 TAOR—FILOBE

IKEvl RF > A7 4 —Ah v FROIKEV2 7B R —H i, ASAICL AT —X{E#ED HIEEE
F#THEX2VTF 4 Fr harlt 7 LI RAOMHBEHOETT, IPsecSADXR T T— LM
2, ETIEFENEN ST AT A —bty FERIIT R —VPAERELETA, ZhiEmE
TCR—THHIENMLETT, ASAIL, ZO—HLTWAH F T A7 +—4h vy FERI

IPsec & & UF ISAKMP .



B rsecvenos £

IPsec 35 & U' ISAKMP |

TaR—FNLEHEHAHLTSA ZERL, 20O SAICE > THEE~ Y AI2xtd % ACL OF — X
Tua—NREINET,

IKEvl hT VA7 3 —AFy bTlE, T A—XIZH L TIHEOELEZFELET, IKEV2 7
BAR—P LTI, B—O7 ol R—F/cxt LT, HEO LB XL ORGEDO ¥ 1 7', BL O
BOBAEET NI ALEZRETEET, ASAIL, REZEXF2T7ENKLEVLONLERD
BWH DI~z TOIEFEFEHALTCET oIy z— g v &2iT0WET, Zhick-
T, IKEvl L [REEIC, FFAT SN BAMHAEDEEFENCEHET D Z L, FATENDTRT
DMABE D ERET HIDICH—DO T o R—F L E2REFETEET,

SA DIERIZHRAEINZ IV A7 4 —A vy bERER TR =P ILOEENEE INT-HE
1T, ASA X b ZIr LEd, GO WTIE, X2 VT4 T/ vm—arns
T 45 R—=) EZHBL T I,

GE)

KL AT g —5 Ty NEFIZTT O R—FLORE—DBEZREEE 1IN I AT,
ASAFZFD NI 2T 4 —h vy FEFIF T R—FLEBRT LR~ v 7% BEHICY]
% L\ij—o

IPsecVPN DS A 22X

\}

GE)

Z DOREREIL. M o — FEFSAVBERED 72 W T LTI TE 8 A,

IKEV2 Z i L7z IPsec U E— k 7 7 & X VPN (ZIZ, BI&MEARIEEZ: AnyConnect Plus & 7213
Apex 74 B ADBMETY, IKEv] ZHEH L7z IPsec UV E— bk 727 A VPN B XV IKEv] F
721X IKEv2 Z ] L7z IPsec ¥+ RfH VPN Tidk, AT A & RIZAFJE D Other VPN 7 A &
VAMERESNET, TNV EORKRMEIZOWTIX,  TCISCO ASA Series Feature Licenses |
AL TLTEEN,

IPsecVPN DA K514 >

AVTHFRNE—FOAARZA4Y

VU NEREIAT 2T XA N T RTYHAR— FINLET, Anyconnect Apex 7 A & A
X, v FarTFARE—RDYET— K77 ZAVPNIZHLE T, ASA (T AnyConnect Apex
TA BV AZRRNGER L EEANR. 7T v M7 4+ —LHIlR~D T A & 2 2 7+ AnyConnect
Premium, #5453 5% F AnyConnect, Cisco VPN 7 # > Fl AnyConnect, 33 L Y Advanced Endpoint
Assessment 72 £ Apex 7 A B ADT AU AFEEZBEH L E T,

. IPsec & & UF ISAKMP


https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html

| 1Psec & & U ISAKMP

ISAKMP (% E .

T7AT 24— ILE—FRDHAFZM4 >

N—=T Y R T77AT V4=V F—RFCREFYR—rShTWET, FTUAXT L 77
AT T r—/ET— NI R—FINEE A,

TT— LA —NN—DHA (4>

IPsec VPN v a g, 77T A4 TIABZ N, Tx— )L —R_R—a T 4 X2l — 3
TORERINET,

ISAKMP D& 7E

IKEvi R1) — & IKEv2 7R S —DERE

ATy T

IKEvl & IKEV2 IZEB B L, SR 20D IKE RY > —%2HR— s LETH, [EOEY MIF
NENFE2 0 9, fERT2RY) —DFNZFNC, BEEDOTI7A 4V T 4 2EH YL TET,
TIAF VT 4 BEED/NIWNEE, TITA4F VT o B3E\mL 720 FET,

IKEXTIvm—a B hEd e, 23— a VERGLIZETIZEDOT X TORY v—
ZUVE—FETICEEL, VE—PMETE BT 5KV v—2 R LET, VE—F ETIL
BT LORY =2 ROTLET, REFHDORY =T LTET DT RTORY v —% 1
OFTOTTAF VT AAE IRbEWTTAF VT 406) BELET,

—HE R ENDIDIL, 2200 ETLOMEORY —IZ, A UKE{b, Ny v =, F8GE,
Diffie-Hellman /X7 A —Z{ENEENTNHE X TY, IKEvl TiL, VE— K ET DRI v—
THESNTWDTA 7 XA L0, BN EE SR —DT7 A 72 A4 LU T THD
ZEBMETT, TATEALPFELL WS, ASAIXEWTOTA 724 LAEMHLE
9, IKEV2 ClX, 74 74 A MIFTvz— b SINFHAN, FEETOMTr—h/LIZER S
NHEDOT, FA47XA4 LxKET THBNCRETEET, —HTHKRY O —RBR0EA, IKE
FxFvz—ra rEAHEEA L, SAITELSNERE A,

BRTA—=HZHK U TREDHEZRBIRT H L XX, X2 VT 4 X7 4 —< 2 ZADMICHEER
DRNL—FRFTINEELET, 774NV METHEOLNLIEXF 2T 0 LYLE, 1ZEAEDHM
WotX=2 U7 o BIZHFITHIGELET, NT A=K L1IODEZFEZF R —F LT
HET EHAEEAT I AR, HEOET N HR— L TV AEISERAHIR I ET,

ISAKMP 2= RiZiZ, TNENTTA LV T 4 ZRETILERHVET, T4 4V T«
FBFICL TR =R —EIZ#EN SN, KEXIY o —y a3 BT A2R) —D7 T4 4
VT 4 BNREShET,

FIE

IKERY —Z2ET512i%. Yo hEld~LF arsdx A hEB—RosZa—)L ay
7 4 ¥ 2 L— 3 v F— FTeryptoikevl |ikev2policy 2~ > REZ AN LET, a7 M,
IKERUS—arv74FX¥al—3aryE—ReRrLET,

IPsec & & UF ISAKMP .



IPsec 35 & U' ISAKMP |

1 :

hostname (config) # crypto ikevl policy 1

G¥) BLWASA LV 7 4 X2 b— g 021k, T 74/ @D IKEvl R IKEV2 DR Y o—
TH0 A,

ATV T2 B b7 VT RLERELES, 774V ME MY 7V DES TY,
encryption[aes | aes-192 | aes-256 | des | 3des]

i
hostname (config-ikevl-policy)# encryption des
RATYT3 Nyva TAAY ALERELET, 77 4/L MEIL SHA-1 TT,
hash [mdS5 | sha]
1 -

hostname (config-ikevl-policy)# hash md5

ATy 74 RIS REEELET, 774/ MIEFEHERAF—TT,
authentication[ pre-share |crack |rsa-sig]

51

hostname (config-ikevl-policy)# authentication rsa-sig

AT 75 Diffie-Hellman 7 L — 7 BE 52 E LET, T 74/ MIZA—72 T,
group[1 |2 |5]
1 -

hostname (config-ikevl-policy)# group 5

ATYT6 SATAT7HALERELET, 7 74/ NI 86400 F> (24 i) T,
lifetime seconds
1 -
ZOFITIX, 4 W5 (14400 F) DT A T XA LEFRELET,

hostname (config-ikevl-policy)# lifetime 14400

ATFw T IKEvl RY > —F—U— R [ KEV2 RV > —F—U—F, BIRIKERY >—F—U—F&
i (75—=2) CTADLEEEAL CGENMZREEZRELET, TEDRY — T A —X4
WEAZIEELRWEAS., T 740 MEREA SN ET,

. IPsec & & UF ISAKMP



| 1Psec & & U ISAKMP

IKER) o— F—T— K L&fE

Ke Ay o—x—o—reiE [

F—J—F 2K &5 EA
authentication rsa-sig RSA B4 T /LT Y XAIZ % 1PSec 7 @D ID & LT
Ko TERENZF—F(ED | D722 ASA MEHT 53R
VAN MU R AEFRAEfRELET,
crack Challenge/Response for CRACKIZ., 7 947> "
Authenticated Cryptographic | RADIUS 2 & D L H 3 — 73R
Keys AEARAMA L, —
B —IZ L AFERE &
LTWAHIGAEIT, 517 A
PREE FEBLL £77,
pre-share (T 7 A JL ) F A X — HaiEE X —IXERT D R v
U — 212t U CHRIRD A
TR, IRy FU—
JCldky NT v I RES T
R
encryption des 56 £~ k DES-CBC 2 OD IPsec V7 [ Tlak &
3des (5277]_11/ }\) 168 £« Trinle DES ﬂé:l‘_“'j: 5:\“_'& %{%Eéﬁ-
7 I Tiple BRI ALT LY Rk
fRELES, 7740 MT
168 £ > b Triple DES T,
hash sha (57 4L 1) SHA-1 (HMAC/NU 7 U R) |7 —2BEMDMIRDT-DIZ

FERTZ N2 T
ALERELET, v b
MWED/RT >y MIFEE AT
HRFILBFEIE ST
L. FETWaERICEE SN T
WRWZ EERFEL ET,

md5

MD5 (HMAC RU 7> )

7 7 4V MEIL SHA-1 T
T, MDS DX A V= A D
TN/ EL, SHA-1 kv ¢
RN E BRI TV E
9, L2xL., MD5 IZxt3 5%
YRR (ZHUTIEEICIN
#) LCbH, IKEAMEHT S
HMAC NU 7 v FIRZ DX
BEHEET,

IPsec & & UF ISAKMP .



B okexyo—x—o—rem

IPsec 35 & U' ISAKMP |

F—— K

=R

Bl

group 1

In—71 (768 £ )

2 (FT7H)R)

Jn—72 (1024 £ k)

5

Tn—75 (1536 £ k)

Diffie-Hellman 7 /L — 7" 1D %
fRELET, ZoIDIF, 2
DD [Psec B 7 A, FHAIZIE
AEERZEEET 5D TIX
72 HERERRA I H
FTleDIHEHLET,

Diffie-Hellman 7 /\— 7%
DUNIWNEE | FATICHE e
CPU §fi] & 72 < 720 %
¥, Diffie-Hellman 7' /L — 7"
BEDRKREWVTE, X2
Ta4bm< Ry ET,

AES IZ. VPN-3DES D7 A
U ARHDLEXF2 VT 4
TTIAT AR AR—
MEET, AES THLEZR
LY REVWF—FEEFFR—L
T 25121%, ISAKMP =+
T — 3 T Diffie-Hellman
(DH) 7 N—7"5 ZffH
THMENRDD 7,

lifetime B E

(86400 =57 %/ )

120 ~ 2147483647 ¥

SATAT7HALERELE
4. T 7+ /L M 86,400
B, oF 0 24 BT, K
HIE LT, 94744 L0858
VWIE L, ISAKMP 2 v m—
varoreEE (HHRE
£T) @l ES, 2
L. 94 7% A LBE T
Y. ASA IZ X % IPsec SA ©
T M7y THERED EH IS 7R
nET,

. IPsec & & UF ISAKMP



| 1Psec & & U ISAKMP

Ke Ay o—x—o—reiE [

F——F

=k

Bl

integrity

sha (7L 1)

SHA-1 (HMAC XU T > k)

T B DR D T 812
ERATZ Ny TATY
ALERELET, v b
MDED/RT >y MIFREATD
HRFILNBRIE ST2 2
b ETeERICEE SN T
WIRNWZ & A fRAEL £

md5

MD5 (HMAC NU 7 > k)

7 7 4V MEIL SHA-1 T

T, MDS DX A V= A FD
FFH/NEL, SHA-1 kv 3
RN E BRI TV E
T MD5 (ZxfT 2 BEDRK
Dm0 FA (ZHUIFE
WIZINEETT2Y) | IKE2ME
4% HMAC XU 7> b8
ZORBEEEET,

sha256

SHA 2, 256 B> hDOX A
A

256y FDOX A2 A T
X T Ny Ty
A SHA2 ZfELFET,

sha384

SHA 2, 384 B> hDOX A
D N

34 FDOX AT ART
TXaT Ny Tal
AL SHA2 #EE L FT,

sha512

SHA2. 512> FDX A
A

S22 POXA T2 ART
X7 Ny Tal
AL SHA2 8T L £9,

null

AES-GCM 3= L7 v =1
ALELTHRESNTWS &
=, IKEV2EEEMHT LT Y
ADELTXNVEFRTEE
R

encryption

des
3des (F7 /L 1)

56 £ I DES-CBC
168 £ | Triple DES

2 O® IPsec 7 [ TIaE X
NoH2—W F—X wliEd
LHRFMERALT T XA L%
HELET, 774/ NI
168 > b Triple DES T,

IPsec & & UF ISAKMP .



B okexyo—x—o—rem

IPsec 35 & U' ISAKMP |

F——F

Bl

aes aes-192 aes-256

Advanced Encryption Standard
(AES) 1%, 128t k| 192

By bk, 2568y FOEID

F—&ZPR—FLTVET,

aes-gcm aes-gcm-192
aes-gcm-256 null

IKEV2 K5 Bz 3 5
AES-GCM 7V =2 U XA DF
g v

Advanced Encryption Standard
(AES) 1%, 128t I, 192
By b, 2568y hORESD
F—ZHPR—FLTVET,

policy_index

IKEV2 RV & — H7E— R
W7 7 kBALET,

prf sha (&7 /L 1)

SHA-1 (HMAC AU 7 R)

BEIELEBIE (PRF) Z4EE
L9, Ziud, F—BdlE
WAART D720 S
L7 NTY XALTT,

md5

MD5 (HMAC NU 7 > k)

7 7 4V MEIL SHA-1 T

T, MDS DX A V= A RD
FFH/NEL, SHA-1 kv
RN E BRI TV E
9, L L, MD5S 2T 5
YNk (ZAUIER IR
#) LCh, IKENERT S
HMAC U 7> M3 Z DI
BAEHEET,

sha256

SHA2, 256 B>y N X A
A B

256y DX AT 2 A KT
TXaT Ny TAY
A SHA2 Z#HEE L FT,

sha384

SHA2. 384 vy N & A
A

34 FDOX AT 2 AT
X a7 Nyla TAY
AL SHA2 #FE L £9,

shaS12

SHA2, 512 By hOX A
A

528y hOX A2 AT
t¥aT Ny T
A SHA2 ZfELFE T,

priority

RY— F— FE2ITELE
9, BN IPsec V3 HEREA
HAR— k&, AES-GCM K5
L OVECDH D% E S Suite B
PR—-MIEEND L DI
nEF,

. IPsec & & UF ISAKMP



| 1Psec & & U ISAKMP

Ke Ky o—x—7—refE [

F——F

=k

Bl

group

1

TN—7"1 (768 £ > )

2 (F7H)R)

TN—72 (1024 € k)

5

TN—7F5 (1536 £ )

141920 21 24

Diffie-Hellman 27 /L — 7" 1D %
BELEST, ZOIDIE, 2
SO [Psec 7 75, FHAICIE
HRVETEH A 55T D DTl
72 IHREE AT H
TR LET,

Diffie-Hellman 7 /. — 7% 5
DNSUWNTE | FHTITNE
CPU Hff#] & 72 < 720 %
¥, Diffie-Hellman 27" /L — >
BEnRKREWNTE, B2
T4 bm< R0 ET,

AnyConnect 7 7 A 7 b
X, FEFIPS =— K CTDH 7
=71, 2, BLXUOs5 %Y
AR—F L. FIPS =— K TlE
TN—T21F %R —FL
£7

AES (X, VPN-3DES ® F A
ARG L EX 2T 4
TTIAT AR Y YR —
N &I FET, AES THER
LU RENVWF—FETER—F
T 521X, ISAKMP % =2
T —3 3 > C Diffie-Hellman
(DH) O7N—7"5 %ffH
TOMENRDY T,

lifetime

BHE
(86400=F7 4/ })

120 ~ 2147483647 5

SA T A T7HALERELE
T, 77 4L M 86,400
. oV 24 BT, R
AIE LT, 9475 A 2035
UMEE, ISAKMP % =3 T—
varoreEE (HHRE
FT) @L< e ET, 72
L. 74 7% A L0EWIZ
. ASA 1T X D IPsec SA ®
Ty b7y THERED mEIC 7R
nET,

IPsec & & UF ISAKMP .



IPsec 35 & U' ISAKMP |

B s s—orzcoKEns2—Ti

NERA B3 —T A XATHDIKEDA —TIJL1E

VPN b RO & 70 DA 2 —T =2 A AT, IKEZA X —T/WVIZT HUHERHY £7, #
AN (DFED, TV v Y) A F—T x4 AT, IKEVI £72IXIKEV2 ZHECT 51T
IZ. crypto [ikevl | ikev2] enableinterface-name 2~ > K%, > 7 NVERITIvNLTF a T FH R
FE—FDZa— L ary 7 4Fal—ay E— RTETLET,

I &R L ET,

hostname (config) # crypto ikevl enable outside

IKEI 75 Ly T E—RKDOTF14t—TILiE

Tx—RXA1DIKEVl T —2a > TlE, A E—FRET 7Ly T E—RDELL G
fFEHTEET, EHLDE—RbREICY—ERZRELETHS, 727 Ly 7 E— FTIEHET
MORZHN 2 B2 MET, AEF3 AvE—VER0E4 (BN 3ET, Ait6 A vt —v
TEH Y FHA) . Agressive T— KOG EHTT A, @E—T 4 O IDIIR#EINEHE
lo DD, BX 2T 7RSAEHMELT HRNC, BT B CIDIEHREZ WS 20N H D £7,
Ty 7 ®—=KRiX, T 74N ETA X—T Mo TV ET,

GE)

Ty T BT—RET 4 =T NIZT 5 E, Cisco VPN Client iZ., ASA ~OD b > IV & ST
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hostname (config) # crypto ikevl am-disable

TITVLo T E—REWaT2 AT 4= M LB TS, X—TVCETIZE, Zoa<v R
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hostname (config)# no crypto ikevl am-disable

IKEv1 5 & U IKEV2 ISAKMP E 7 DRI AKX DRTE

IKEvl F721ZIKEV2ISAKMP 7 = — X[ R EL=—3 g T, ET7 DNHEICHFELZEDIT S
VERHY ET, ZOMINFRIL. ROA T a v hb@RTEET,

Address ISAKMP Dk BI{EHRE RZHT HHRA NDIP T
KL R&EHEALET,
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Automatic i 2 A4 712X > TISAKMP % 33— g
(F7 41 1) UONREED F9,

s HETHAF—DOIP T KL X
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Hostname ISAKMP DFBIE IR 2 AZH T DR A S DE4E
BRI RAA 2R LES (720 F)
ZDLHENE, BA MG E RAAL 4 THERS

NET,
Key ID VEe— b E7NEAHAF—Z MR D20
key_id_string WAERT2A M) 72 fRELET,

ASA X, ETICHEETH7=—X1OID #HLET, ik, Faidax—CRGEEZ1T
A A v F— FTO LAN-to-LAN IKEv1 £t # BR\N T, 9XTD VPN v U A TITbihvE T,

TR EEET AL, VU AERIEIYATF AT XA N BT RTCRO AL NE
AN LET,

crypto isakmp identity {address | hostname | key-id id-string | auto}
2, koawy FRETHELIRE [R2 MM CRELET,

hostname (config) # crypto isakmp identity hostname

INVALID_SELECTORS ;& %]

IPsec ¥ AT LW SA ETEGENTF v FEZEL, 20Ty hO~y X — T 1 —)L F)3SAH
DB VI ZITHEA LD TGEX. TONRTy NEBEETLILERHY T, 204X
DA a 7 VI, BAEOHKE, SPI, IPsec 7' 1 k=L, X7y hOREEILES5EE, £
DD ANTFRIEEZ2 37 bOXT MUE, BLOBEESA = M) OB L7 XEREG EE
T VAT AL, BV X F oy TICEK LR 0TI Gy RBES N &%
7k9 INVALID_SELECTORS @ IKE i@%n% £k LT, {57t (IPsec 7)) [ZEfFELET,

ASA 1L, WITRTEEFD syslog ZEH LT, CTMINIZZ DA X hOrF o 7 E2FEL T
gi—g—o

$ASA-4-751027: IKEv2 Received INVALID SELECTORS Notification from peer: <peer IP>. Peer
received a packet (SPI=<spi>) from <local IP>. The decapsulated inner packet didn't match
the negotiated policy in the SA. Packet destination <pkt daddr>, port <pkt dest port>,

source <pkt saddr>, port <pkt src port>, protocol <pkt prot>

BEHEII. SAHO NG 7497 BL IR E—BLRWEE 7y PR SA L TZEENT-H
B2, BT ~DOIKEV2 BHADEEE BN EZIIEHNCTE LR L, AN LS

IPsec & & UF ISAKMP .
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B e keesnsar—onE

At IKEV2 BEIA v =N 5T EICSA B0 1 DO A v —JICHIB SN E T,
IKEv2 i@A11%. IKEv2 k%&@@ft?’ Iz %{néﬂiﬁ“o

6 EZD IKEV2 FRI XA X —DERTE

n—HhLé U E— FOMFOHENEAF— o~ RICF—U— FDhex BN+ 25 - L2k -
T, 16 #H¥ 0 IKEV2 FidftAFF—2RETH LN TEET,

ikev2 local-authentication pre-shared-key [ O | 8 | hex ] <string>
ikev2 remote-authentication pre-shared-key [ O | 8 | hex ] <string>

IKE BN DEEDAN LT (FERE

BEHF L, IKEv2 IPsec VPN #f5t L CZOEHHO N T 7 1 v 7 v L7 X & —F LBRWEE S
ry RIS ENTHAEIL, BT ~OIKEBHMOEEEADERITEH T LN TEE
T ZOWMHOEEFILT 7 40 b THEGZ /2> T ET, ASDMGEHE T —V4 258 TTZ)
Y& @ 1IKE INVALID SELECTORS il A1DEF1E, KD CLI 2 L TAZh £ 72 13RI

7

[no] crypto ikev2 notify invalid-selectors

AEHERGED EATRIE, REHENOCN R —FHTHY | BA A —h v F— NIk LTHE
ITSHVET, "service-type" BIENEUG SN HE L, AIRO L S I I vET,

AAA FBEE &R A]

aaa authentication http console LOCAL
aaa authorization http console radius

AAA FEREIE, :L—‘b“ﬁ]\j:l L7ca—HHENRT—=REHHLT, =1 H—Zxf LT
Q‘Q?Téﬂiﬁ‘ bu@nuu j: |:J L/:L‘_‘"j-% %ﬁiﬁﬁ [./T\ radius “j‘—/filﬂ Lwcgﬂé??éﬂi
o service-type JBYEZ UG LI2GE . T CICEBI LI K S icB i anx7,

IPsec over NAT-T DA r— T /L1t

NAT-T Z 45 & IPsec B TIINAT 734 22N LI A2 L T £, 22 & a%E
WY 5702, IPsec N7 7 4 v 7R UDPT—X 7T 8L LTHTvMbLENET, ZHIZiE
W=k 4500 BEHSNDH DT, ZHITE 5T, NAT 731 A ZHA— MRSt E T,
NAT-T (X NAT T34 2 Z HEt L, BERGAT7 T IPsec N T 7 4 v 7 &2 7ML LE
7

ZOMREIXT 7 4V F TR ESINTWET,
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A\

IPsec over NAT-T D =r— J )Lt .

G¥)

AnyConnect 7 7 A 7 > F OHIBRIZ X Y. AnyConnect 7 7 A 7 > kA IKEvV2 Z i L CHfE C
ED LT DITIENAT-T DA F—T/ALRNBEIZ 220 £F, ZOBERI, 7 T4 7 FR

NAT-T T3 ADEHIZAL TH#EAINFET,

ASA VL., T—EBWHEITH 7 T4 T 2 MIS U T, HEAED [PSec, IPSec over TCP, NAT-T,
B L OV IPSec over UDP % [RIRFIZ YR — k T& £,

BEF T a U PNA X —TND L EOFEGEOREBEZRIRLET,

AITvay A 2—TILDHLEE 9SATFTY CDOEE |[FERT S
F a1 NAT-T 31 3x—T v | BEORZ T4 7 82| NAT-T BWMEH NS
NAT DEHIZH DG
=
BLONAT ’MfFfE L | XA 7 4 7 IPsec
ANTRST R (ESP) MM END
F a2 IPsec over UDP 251 BELOT T4 7 +5 | IPsec over UDP 23
=7 NAT DOEZIZHDGE | End
1.
B L OYNAT B1FEE L | IPsec over UDP A3
ANL” e B Eho
F a3 NAT-T & BXOI T4 72 M| NAT-T 2MER &b
dE 2y z iElA
IPsec over UDP D i J7 I;IAT@ HREICH D55
DA RX—T )L N
B L OVNAT 25E(E L | IPsec over UDP 23 [
VATRS RS T g b

GE)

IPsec over TCP 23 A R—T /LI > TV B AT, FOMOTXCToREHE L0 LS
F9,

NAT-T Z A X —7/WICT 5 L. ASA ITHBIIZ, [Psec 231 K — T /WMZ72 5> TWNWAHTRTDA
VA =T xA A LTHR— 4500 ZBAE £9,

ASA X, LAN-to-LAN & VE— K 77 ERX Xy NU—Z DOl TR, EH 0 THET
% Hi—@ NAT/PAT 7 /34 ADIEHITERE S NT-EBED IPsec 7 2R — N LET, IBAER
BT, VE—FT7278A bR IvT—2 9 ARBLULET, 2, §3Cor
TREICANT Y 7 IPT FLA, DFEDNATTFNNA ADT FLAMNLIBESNTZLIICRZ
LH1-HTT, £7-. VE—F 727 A Fr R, LAN-to-LAN kb Zv—7F (-DF Y
NAT 734 ZAD P 7 RV A) LRICARTEZHERT 22 ENZN T, IRARE CIIRML £

IPsec & & UF ISAKMP .
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. IPsec with IKEv1 over TCP @ 1 *— J')L1E

ATvT1

ATy T2

T, ZOLAFIO—EIZLY, NAT T3 ADEHIZH D ET O LAN-to-LAN & VE— K T 7
BADIREGER Y NU—7 TiE, HEOECTHOR I T—2 3 URRIT 2580360 £,
NAT-T Z /3 21213, 7N arT7HF A F—FELEF~AF 2 THF A EF—FTKR
DA MEHFIEZFEITLET,

FIE

WDa<r RaeE AN LT, ASA ETZ m—/3L (2 IPsec over NAT-T &A1 1 —7 /L2 LE7,
crypto isakmp nat-traversal natkeepalive
natkeepalive 5|48 DO#FHIL 10 ~ 3600 ¥ T9, 7 7 4 /L X 20 BT,

&1

WDa<r REAHNLT, NAT-T 2 A F—7 L, 3—7 T 534 7% 1 RICEELE
7,

hostname (config) # crypto isakmp nat-traversal 3600

IPsec 77 7 AT —vary RNY =Tk LTS LRIA 7 v a V&2 RIRTB72012, (RO =
<~ REANLET,

hostname (config) # crypto ipsec fragmentation before-encryption

COFTa NI IP T ITA T = a BT AR— R LTWRWNAT 7351 A% T
T4 I NBRBTELEICLET, Z2OF T arE2FERALTHL,. IPTI T A T— 90
ZYR—F L TWARWNAT 731 ZAOEMEZ BT A2 Z L13dH 0 £ A,

IPsec with IKEv1 over TCP O 1 %— J L1t

IPsec over TCP |, IKEvl & IPsec DfiFdD 7 1 k3L % TCP T =/ r v OFIZH 7= v
kT 2HDTHY, NAT & PAT DE ST DT NA AL T 7 AT UA—/LEBIBTHEF 2T 72
MoV o Z2ERLUET, ZOEEIZT 740 F TEGICERESNTWET, IPsec/IKEv]
over TCP #1525 &, HEEHED ESP X° IKEv] 2MERE CX e W BREES, BEfFDO 7 7 A 7 7 4 —
N N— Ve BT LIZGAEICIR > THRETE 2EEE T, CiscoVPNZ Z4 7> bREMETE 5 &
I FF,

GE)

ZOMREIZ., XL R—2D T A T U+ — L TITEMELEH AL

IPsecover TCP X, VE— K TR 75747 bTEELET, ASA & ZDEEELET T4
7 ¥ NDil 5T IPsec over TCP %A X — 7 WIZ LE T, ASA Tit., 7 T?D IKEv] A >
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kvt oiEeE s L—TEa0EE [

H—T 2 A LETEETD LI 0 — LA F—T W2 E&NF T, LAN-to-LAN 8558 Tl
FERE L £H A

ASA L, T—HXWEITH> VT4 T > M LT, EHED IPSec. IPSec over TCP,
NAT-Traversal. 3 & O IPSec over UDP % [Alif|Z V7R — b T& £ 9, IPsec over TCP IX, 1 %—
TIN5 TV BEGEE, ZOMOTXCoOER L bELEINET,
BRI0EOR—FEHBEL T, ZNO DR — MMk LT IPsec over TCP & A K — 7 /LI TE
9, "— 180 (HTTP) X°&— ~443 (HTTPS) 2 FORBEMOFR— 2 ASTTBHE, TDOR—
MZBBEAT T S TWD T e harBSRT ) v 7 4 o2 —T o ATHELRLS 252 L &R
TT7I7— MR FEREINET, TORR, TV w7 S ¥ —T x4 X% LTASA ZEHT
DT TV EMERATHIZENTE LY T, ZORMEEMT512iL, HTTP/HTTPS
BHZNOR— MIHERELET,

F 7 4V kDR — ki 10000 T9,

ASATET TR, 7747 FTHTCP R— b ERETDHMLENDHY ET, 7 IF7A T D
RIEITIE. ASA FIICRRE LTZAR— Fa2b o< b 1 DBDLORENRH Y £3,

IKEv1 @ IPsec over TCP % ASA T 10—/ N)LZA F—TNWIZTHIZiFE, ROa~vy ReEv oo
NEFIIALF arTHR AN EF— R TEITLET,

crypto ikevl ipsec-over-tep [port port I...port0]
OB TIiE, IPsec over TCP Z 7R — b 45 TA X — 7 /WZ L TWET,

hostname (config) # crypto ikevl ipsec-over-tcp port 45

IKEv1 DEFBAE S IL—TRREDHRTE

\)

o Z—F13, 2a—FOEStE 7 7 A A ERLET, @FHESL—TRET
I, 2—WFEAEOY 7 V=27 DN EITRITEDNEZFEHAL T, =—HF L hrxr 77—
TERALET,

G¥)

SEAAE 7 L — R4 1 IKEv] & IKEv2 LAN-to-LAN #5572 Il S ES, IKEV2 U E— |k
T 7' ARRIL, N R T —T D webvpn JEMES KO certificate-group-map @ webvpn = >
T4 X2l — g BT FREICREINDIIN—TEROTINVE T Y HR— L TCNE
7,

FEHEO ZNLDT 4 — /L RIZESWTa—F% b X =7 L RET 5123, FTHRE
HHEEZERLIEA—AEER L, RICEAL—L % BHIO L 70— F 1B T 2 S BE0
b ET,

FEEAE~ » 7 A2 ERT HIZIE, use the crypto ca certificate map=~ > K& H L7, ~hrx
NV T N—TEEFRT DHITIE, tunnel-group 2~ REFEHL T,

Fo, GEHEIN—TRERY O—bRETDOIMLERH Y £F, ZHITIE =BT —
7% MAT %, Organizational Unit (QU) 7 4 —/L KB 7 V—T %2 BAET 5, T X TOFEHE

IPsec & & UF ISAKMP .
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B e omnes L —TEaOEE

2—PET TN b DIN—=TEMEAT D, LS HRBHY ET. ZhboFROVT RS
FRETSCEMATEET,

FIE

ATy Tl HHESR—~ZDISAKMP £ty Y avd bl J—Fli~vw o B 7T 300K o—L
N—VEFREL, stE~vy 7= N & v Zu— BT A 121E, tunnel-group-map
av U REVUVINERIFIYATF A TFFARNE—RTCANLET,

tunnel-group-map enable {rules | ou | ike-id | peer ip}

tunnel-group-map [rule-index] enable policy

R — REAEND bRV T —T B BRGS0
ORI —%FHELET, policy (FTRDOWTF
ﬂﬁ‘?ﬁ—o

ike-id : BRIV T N—TR)—L )L T T
TIFESWTRE ST, OUNGL b EE S
TRWEAIT, FEAER—ZADISAKMPE v 3
V% 7 =— X 1ISAKMP ID ODHNFIZFE-SNT
Mo TN—FICe o B T T 5 LB
LET,

ou: NI TIN—TE— VR RIZL - T
PELRWESE., 727 Mghl4 (DN)
DOU DEEFEHATHZ EERLET,

peer-ip : BRIV T N—T N — URFRIZ L -
THRE LR WEESC0OU & 7213 ike-id 720 THR
BLARWEES, ETOIPT RLA&EMHT5
ZeERLET,

rules : FIEAAEAR—ZADISAKMP & v ¥ 3 A%,
ZDavwy RIZE > TEESINIEAE- Y
T ORB#EMFIZESNT, oy T—T
vy BT ENHZ xR LET,

rule index (A7 3 ) crypto ca certificate map =~
VRTHRELIENTA—Z 2SR LET, A
B7RAEIE 1 ~ 65535 T,

WROZEIZHEELTLLEEN,

B LA —BETHY, v~ v T AT v 7 AZ2ELESRLRNVIRY, Zoa~v s R
EEBIFIT T ET,

o JL—)L1E 255 SCFLLTF T,
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kvt oiEeE s L—TEa0EE [

1 ODTN—=T RO — N EED B THNET, BEOL—AZEHI0 L THITIE,
TN—=NDTFTAF VT 4 ZBIML, ZNA—TLET, KIT, &7 NV— T ITUERET
FREELZERELET, 1 DO N —TITEROL— L ZE0 S TEEEE, TA SRS
BANDONL— L ORERFERIT L ET,

= VBN DIEFERT A L, TRTORMFIC LT & ZIDHR—FERFED b X
NI N—TIZEY Y THIENTEDLLIZRDET, TRTORERENLETHS Z
ElE. FRBEAND BMEICHYE LET, ik, =2 —VFERED h L Z—7 12850 4
TAHRNZT N TORAEKRENLERGEIR, BEZT L2120V —VE2{ERLET, BE
FEHEN 1 ST HLETHD Z LT, mEEOR BIEICHY LEd,

ATFYT2 a7 4Xalb—2g TRy A—FRNEEESNTORWEASIZHEAT S, 740 K
Mo Z—7F%EELET,

o< ROFEILIE, tunnel-group-map [rule-index] default-group tunnel-group-name T3, rule-index
3L — L OESENARL T, tunnel-group name [ZBEFD kR L 7 — 7 TRRITHUTR D £H A,

il

WOBHITIE, 72— 1 D ISAKMP ID ONFIZE ST, FFHES—Z D ISAKMP
twvarE R IA—TIv oy B ST AEEE A F—T I LET,

hostname (config) # tunnel-group-map enable ike-id

WOHITIE, ETDIPT RLRIZESNT, GFAER—ZDSAKMP v 3 %
Mo TN—T W~ B T DR A X —T NMIZLET,

hostname (config) # tunnel-group-map enable peer-ip

WOHITIE, 7 V=7 FREESL (DN) Ofifir=v b (OU) 2\ T, FEH
ER—ZDISAKMP v a v~y B 7T 5iEE2 A r—7 I LET,

hostname (config) # tunnel-group-map enable ou

ROBITIE, FESNIZA—MTESNT, FEPER—AD ISAKMP ¥ v v a3 vk
vy L T AR A F—T T LET,

hostname (config) # tunnel-group-map enable rules

IPsec & & UF ISAKMP .
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IPsec 35 & U' ISAKMP |

IPsec DE%TE

Z ZClE. IPsec il L C VPN & 3455 & & D ASA OFREITHE /2 FNEIZ DOV TERAA L
i—g—o

EEXYIDEE

U7 s <o, IPsecSA TrIAv=— rENBPsec R —2EZLET, EHTES
F—U— RZIFKRDOLEDONH Y £9,
o IPsec #Ee 35T B L OR#ET 537 v M &F#BIT 572D ACL,
i EDT IDo
elPsec T 7 4y 7 Da—h)L T FLA GEIZOWTIE, 2V T h~o 7 DA H—
T A A~OWH (31 4—) ZBRLTLLEEY)
e KIIMHDIKEVI hT v A7 —bty FEZIFIKEV 7aR—%1, E70tx2
TAREDOBAIHEHAINET,

7V 7 b~y 7y M AU~y 74E2F21 SDEFEEO 7 ) 7 h ~ v 7 TR I
FT. RO VT b~y T e LIZEEC, 2V T~y Ty FEERLET, RO
YA RY =P A N ZFRITE, VU INERFIIAVT arTHRA N F— FCH S~ v 72 1E
FRE T2 IERE o~ FITBIM L £,

crypto map map-name seq-num match address access-list-name

access-list-name Tl., ACLID %. B K241 LFOXFHFE -3 S E LTHRELET,

-

TRTCRXLFIZTHE, ACLID BRI 7 4 Fal—ra W TRAOTFRTL R ET,

Zoavy Refd TANTLE, 2V b~y 727 ) 7 b~y 7y MTBIMTEET,
ROFITIE, e~y 7HBINT 5~ v 7 &y NOARNE mymap TT,
crypto map mymap 10 match address 101

FROIZEEND > — 7 v AE S (seq-num) ([ZX - T, [RUCARIZROKR S~ v 703 %
NENUEFISNET, BE~vy 7TIZHD LY TOERTNL =TV AFFICL T, B~y
Yy NNOW S~y THOTIAF VT A BREDET, V=T AFEN/NIWIEE, 77
AFVTANELRVES, BExy Ty b =T RTHID LTS L, ASAIL,
FDA VB =T oA AZBMT DT XTOIP NF 7 4 v 7 e~y 7 Yy NADOK T~ >
T, = AESPMRVIRICIRE L CRIHE L £,

[no] crypto map map name map_index set pfs [groupl | group?2 | group5 | group14 | group19 | group20
| group21 | group24]
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W5t~ > 7 OERERERE (PFS) (232 ECDH 7V —7%I5E L ET, BE~ > 72
%L Cgroupld B KX Wgroup24 4+ 7 a U ARET HZ LTI TE R RV ET (IKEVIAKRY —
EHEHATLEX)

[no] crypto map map name seq-num set reverse-route
ZO7 VT bwy T b VIS HHcx LT L— MEA (RRD ZA F—7 /L%
T RRUFRERFATON, HE AR ESNET, REPELELFHIREN L ETEOEE
20 ET, ASAIF, V=T 4 VT T =T MIAZT 4 v 7 — N HERITENM L, OSPF
AHEHLTENLDNL— 2T TARX= Ry Y= ETo 3R —F— L—Z @M L ET,
5~y TO1IOBREBRHEA SN TORWGETH, AFT 4 v 7 WG~ v 7 LR LA4RIO
FAF Iy I~y TRBET D LIETEER A, ZOWLFEKETT,
[no] crypto map name priority set validate-icmp-errors
Eet e
[no]crypto dynamic-map name priority set validate-icmp-errors
BREICMPT T — X vt —V%, Wb~y 7L A AT I v 7k~ v 7O EL LI LT
MREET D0 &4 E L ET,
[no] crypto map <name> <priority> set df-bit [clear-df | copy-df | set-df}
E e
[no] crypto map dynamic-map <name> <priority> set df-bit [clear-df | copy-df | set-df]
Wafb~ 7 EE5 A F 2 v I b~ v 7O, BEFD DoNotFragment (DF) RV ¥ — (&
XalT g TYYT—vary L) BRELET,

e clear-df : DF ' h &M L £ 7,

* copy-df : DF B> hZ#fEff L £ 77

eset-df : DF £’y & LT L,

[no] crypto map <name> <priority> set tfc-packets [burst <length | auto] [payload-size <bytes |
auto> [timeout <seconds | auto>

E

[no] crypto dynamic-map <name> <priority> set tfc-packets [burst <length | auto] [payload-size
<bytes | auto> [timeout <seconds | auto>

BHEIL, IPsecEFa2 T 4 7TV — g 0lBiT5h, JUVFLAREIBIOREOX I —
DT T7 47 7a—0EENE (TEC) X7y haeA x—TNIT&EEd, TECEA F—T )L
1235121, IKEV2 IPsec 7R R—HFLARRESNTWALERHY £9°,

5~y ZICE 0 S THATWDACLIL, 7 UACLA & F5oF X TDACE THR S £,
2y ROMSIIRD LY T,

access-list access-list-name {deny | permit} ip source source-netmask destination destination-netmask

A1 ACE Z1ERL L7- & 212, ACL 2R LE3, ACL Z1ERE - I1RBINT 5 a~ 2 Rokk
IO E R TI,
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access-list access-list-name {deny | permit} ip source source-netmask destination destination-netmask

WOHITIE, ASA1X10.0.00 372y F2vb 10110 TRy hA~DTXTHORNT T 4 v 71
SLT, e~y AZED B THNT WD IPsec fR#ELX B L £,

access-list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0

N7y MY BB~ v Ik 5T, SA R IV E—va r TCHASh D EX 2 U T 4k
ENRELET, u—hLDASANRK IV T— a9 U EBETHA1E. AET 1 v 7S
vy T THRESNIEAR ) —E2FH LT, HEOETICEETHAA 7 7 —%ERLET, BT
NFR AT — g ERBT 25815, ASAITRY —IC—ETHRXT 4 v I F~y %
BLEIN, ROonBR20nWEEIT e~y 7y hRNOXLAF I v IS~y 7ORTHRD
MOELDOEHELET, ZHUX, BT 0477 —%2Z T ANDDERT 20 ERET H2HT
D

2ODET N SA DRENLIZRRINT DI, WEDETNHEBEDOH L7 VT~ ~v a7 <
EH1OF O TWAMENRHY £, AHMENKNT 2120, 7 V7 b~ v 7 DRROGM % T
7T HERH Y £,

e UTF N = AT, HEEAFEOW 5 ACL (7ImL 21X, 39— A A—YACL) BEENh
TWD, WERETNEA T v I~y 72FEH L TOB5E1E. ASAMNITYH At
DHDHEEE ACL NEENTWND I L2, IPsec AT H72ODOEED 1 DT,

KT VTN 2T RO ECT E#NT S SETHIETRIAFTIv s 7V T b~
AL TWARWES) .

e VT R~y WEDO T RT =0 by FERIEIT R ARDRLEH ]
oOH B,

1ODA X2 —T 2 AZWMHATED 7V b~y 7y MI1DETTT, ROFHDOWT
N YETITEBEAIL. ASA LOFEDA > ¥ —7 = A A% L TEROR B~ » 75 1ERk
LE9,

HEEDE TR DT —H 7u—%2 0B SHE5,
CXFEIFERIATDIN T T 4 I EESE 2 PsecEX 2 VT 4 AT D,

el ziX, BE~vy 7 E 1KLL, 220073y NMED T 7 4 v 7 Zi#AlT 5 ACL #H
DYT, IKEvl F 7V A7 3 —Ah By FERITIKEV 7 odi—% L% 1 2E Y 4CEd, B
DOrs I~ THAERL L, O250O% 73y NED ST 7 4 v 7 ZiBl3 % ACL 2 HD 24T,
VPN NG A—BNRER A NFT AT —hty hERIFITeR—FLidEmLET,

1 ODA L BZ—=T 2 A RE RO VT N~y TE2ERT 256X, 2V b~y 7Sy b
NOTTZAFVT 4 ZRDD—7 U AFE (seqmum) 257 VT b~y 7 = FVIHEE
LT,

% ACE (21 permit SLE 72 1L deny XN EFENFE T, ROEIZ, BB~y 7T S5 ACL
TOFFF ACE L5 ACE OFB Bk AR L 7,
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VT bk =y TEHEDORER &

permit CAVE £ TV D ACE OFEHEL —8r | T MEIEE~ v 7y hDF%Y O ACE &
WAL+ 2 s &2EIEL, XFry bk
X2 T aikiEx, B~y FZEHD Y TH
NTWABIKEVI N TV A7 —bt®y bET-
IZIKEV2 7 a R—FLohoiE L BE LT
FHMOLET, X2 VT A BREBN TR
Tx—b Ty FERITITRR—=FILDEF
VT 4 %EeE—H L5, ASA IZBIER T &
NizIPsecixTaMMALET, —MRITBE T
T4 v DBEA. IPseci®EDWMM & 1337 v
DO FL, FRFE. V=T 4 T EITHO T &
EEHLET,

deny SN E EN TV D ACE DIEHE L —F Ny NERHIith o7 VT s <y TR O
ACE t AL TIHMIT 22 & 2ir L, ko
IV v~ (ZIVT v~y IZE YT
LNTND T —F L AESTHITT %) DACE
EDOWRE LFHMEZ B L E 7,

TV =Ty NNOT A REEDT |y e bdFior—7 47 LET,
TOHA ACE & R —%

deny X3V FN TS ACE (L, PsecRENARELRFERF N T 7 4 v (KL ziFE V=T 1
syr7uaran NT 74y rkE) E74NF YT LTI LET, LT, K5 ACL
D permit L&A L CRHET 2B BEDORWVEE N T 7 4 v 7 2T 4 NE ) T T 501, K
#D deny LEFHAL £,

WAL SRSy M LT, €% 2 )7 77747 ARRELT KA L ESP
SPIZEA LT, RTA—FDEEALERELET, BX=2 VT4 7T 74T AL, 2y
FEEBL LT T, HE SNy ORI~y X —% TDOs7 » B D SA (2R
FHITWAD ACL OFF A ACE Ll L ET, Wi~y ¥ —RN7mX o & —H LRV, &
X2 VT4 T T IATVRAZIZONRry MRy LET, A~y X —R7mxv b —5
T2HE. BXa2 VT4 TTIAT L RATZDO Yy Ver—TF 4 7 LET,

BEALEN TORWERFE 7 v hONE~y X —% T 28551, ¥X2 VT4 77947
VAT ARTCOEGL— A EBELEST, i, EEA—IL ST 72— X2 D SA Dff
SERET BB T2 T,

GE)

WEILENTWARWERE NI 74 v 2% 7 )7 TF AL LTA—T 4 73 5I121%. ACE
DFF OB ACE DIELRZFFALET, ASAIX, A7V v F b T 27 EAY X T28
ZHADACELX 7 v v adHZ LIXTTEETA,
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B wowmnss<y Tom

LAN-to-LAN B5-5 < v T D4l

Z® LAN-to-LAN > T =27 OFNZHBNT, X2 VT4 77747 A A, B, BLUC
EHRETDHEHME, FAROWTANTIENSRE S, BIOFRA NE5EELET 5T XTo
TI74 DN R) T EHFATDHIETT, 72720, RAMAINORESNDI N T T 1 v
TIIINFEROWET — 2B EENDT0, o N7 7 4 7 L0 &ofE ek 5k & BE

X —FAENRKETT, Z0D, RAMAIDPLREIND NT 7 40 v 73R T X
T —Ahty FEHEIDYBTEST,

Al E.1

— 1l

-
E

"
llﬁl

Lﬁ
B

Internet

143514

ZORIREN, FEUTOHTHEA SN TWAEMZA T FL2RRIT, kL2 b0T
T, EEOIP T FLAZMEHLEZFIE. ZomBHO%IRLET,

X2 VT4 TTITAT U AARREBE N T 7 40 v 7 HICERET DL, 20085~ v 7 &1E
BRLET, 1D TFARAFAIDRLD NI 7 47T, I 123Ky hU—7 A DDKA
crodo 77407 HTY, WIZHZRLET,

Crypto Map Seqg No 1
deny packets from A.3 to
deny packets from A.3 to
permit packets from A to
permit packets from A to
Crypto Map Seqg No 2
permit packets from A.3 to B
permit packets from A.3 to C

QWO w

ACL Z{ERC L7256, —E$ 5 /37r v b T L ICB R Psec T 272D b T VAT 4 — A
oy hEKEE~ Y SIZEID Y TET,
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LAN-to-LAN B2 2 » 70l [}

B A — RACL & ix, HEFFACEZHEAT S Z & T, ACLOFHliZ A XA L, 7V T h~v
7y FNOKRD ACL OfHliZHE+T2 0T, 7V 7 b~y 7T LIRS IPsec % E
EEEMITH N TE L7720, IHEEACEZHTHZ LT, 8Bl NI 7 4 v 7 EXtIisT
27 V7N =y TOUKRDOFHIN ORI L, Bledtx =2l T 4 242t 28027 U7 K
v FRIERE R EX 2 VT 4 2MEETHRIOZ Y TR = 7O permit 3T & FERIZ b
T4 ERETHIENTEET, K5 ACLIZE D Y THNTWE Y —r o AFKFIZL -
T, e~y 7 vy F"NOFMOONEFENRE Y 4,

WO, Z OB OE&R 72 ACE NHIE SN h A7 — RACLZ R LET, KL 5D EKE
X, ko B TI,

o IVT b~y Ty NNOZ VT <y,
T
S

(TEHEMRHDHEMR) X7y PP ACEIZ—E
LIzRim TV 7~y 7ORAEEKRTLE
Er

1 2D ACE Ofn & —& L= 7 v b, £
FNORESOR—=1E, BF DR % D ACE
=T LRy ERLTWET,
REIDEWI, &7 v NOFRIEIC L 565
WHRIRDHZ LR TNET,

Ny NISACEWZ—3T %7, 37V
h~>7 By FNNOTTOFHFA ACE IZ—
B LRWEE DR,

JV TN~y vy N\NTO®RDZ YT |
vy I~DY A VT g,
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B wnvomnes<y Tom

1EEIRy Ty FROH RS — K ACL

Crypto Map 1
Dy )
A3B | =
Deny
A3C ’
Permit
AB
Permit
AC l\
Apply IPSec assigned to Crypto Map 1
Crypto Map 2
\-.._‘__-\‘-
Permit
A3B Parmit
A3C
Apply IPSec Route as clear text E
assigned to "
Crypto Map 2

X2 VT4 TTIAT U AAE, BANAINLREESNTZN7 v FAFFA] ACE & —#7
HETIEL, 7 V7 b~y FZBEMST N TS IPsec X = U T 0 OEND Y TERITL
FT, ZONTy BER ACE & —HT 5 &, ASAIXZ O~ v 7Dk O ACE % AR
L. ROBE~y 7 B~y 7L TONTWD Y —7r U AFKETHRT2) LolRAe
ERHMEiEZFERLET, ZOBITIE, BEX 2V T4 TTIAT U AANTANA3IDLREES
N Try NeZfEToE, ZONRTy NaROIOZ VT N~y 7 OHES ACE EHREL, &
DI YVT s~y TORELFHMELZHHLET, "7y MR 2FBDOZ VT b~y 7OFA
ACE & —%3 % &, BEfTT S/ Psec tx = U T ¢ (GREZRKBb & BB —FAE) 2N
SNy MCEHSVET,
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LAN-to-LAN B2 2 » 70l [}

F N —7 B0 ASAREESTE T T HI2HIC, ASAB & CIZI T7—HEs~vy 7 &2H D YU TE
T, ASAIL, BERALESNTFHE N T 7 4 v 7 OFHEiRFC deny ACE % 4325 726, denyA.3B
ACE & deny A3CACE D 7 —IZMHYTHHLDOZMRINTEET, LEEB-T, e~y 72
DI T—ITHETHHLOEFMLELY FHA, ZDH, ASABE CDH A7 — K ACL OFRE

(EN QN
ROEIZ, ASAA, B, BIUVCOTRTUTHE SN T~ v FICHID HTHNAD ACL &
RLET,
At'iF:L'JF'fr TITSATUR B—tzﬂF:LUF'fr TITSAFTUR ;:t'ﬂF:LUF'fr TITSAFTUR
9T+ y |ACE/RE—> (VYT k3 y [ACE/NZ—> |V Tk <y |ACE/RZ—>
7 7 7
=R =R =R
BS BS BS
1 A3B AL |1 BA Z&  |1 C A &7
A3 C &S
AB %]
AC ZFfn] B C Z#FH] CB Z#FH]
2 A3 B &7
A3 C ZFFr]

WO, ECTRLULEMEEDT RLRAEZEBEOIP T RLRAIZw B 7 LI2HDTY,
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B wnoniszy Fon

A
1892.168.3.1
E Az
'? 182.168.3.2
A3
192 168.3.3

Human Resources

N

s

A
192.168.3.0/26

WDOFRITRTEEDACE TlE, #OFy hU—27 T

)7 TPsec s T A SN E T,

B2
192188.12.2

—

—

CA
192.168.201 1
e c2
—— 192.168.201 2
c3 —

192.168.201 3

F

i
L

c
192.168.201.0/27

143514

SN DT TDIPsec /N7 v MM
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LAN-to-LAN B2 2 » 70l [}

XAV TA4TTIA
TR

YA A 4V
Y= YR
&5

ACE /X2 —>

MR ACE

1

A3 B S

deny 192.168.3.3
255.255.255.192
192.168.12.0

255.255.255.248

A3 C ZHES

deny 192.168.3.3
255.255.255.192
192.168.201.0

255.255.255.224

AB ZFFR]

permit 192.168.3.0
255.255.255.192
192.168.12.0
255.255.255.248

AC ZwFA]

permit 192.168.3.0
255.255.255.192
192.168.201.0
255.255.255.224

A3 B ZFFA]

permit 192.168.3.3
255.255.255.192
192.168.12.0
255.255.255.248

A3C ZwFA]

permit 192.168.3.3
255.255.255.192
192.168.201.0
255.255.255.224

DAL YD

B A Z#FH]

permit 192.168.12.0
255.255.255.248
192.168.3.0
255.255.255.192

B C & n]

permit 192.168.12.0
255.255.255.248
192.168.201.0
255.255.255.224
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B cps— 1252507+ PR) ¥—08E

\}

XA UTATITSA|OVT v T ACE /X% —> =MD ACE
[hda Y—H VR
&5

C VB L C A ZZF permit 192.168.201.0
255.255.255.224
192.168.3.0
255.255.255.192

CB % permit 192.168.201.0

255.255.255.224
192.168.12.0
255.255.255.248

ZOEIOFRy N =7 TRUERIERIGHT &, WA= RNACLZH LT, 1 50D ASA

TIRESN TR EFEEERAFRAMERF YT TRy MIENENRE D82 ) T 4R TEEE

DETHIENTEET,

G¥)

DEAF—A

ATy I

T 74 R TIE, ASAIL, IPsec hT7 7 4 v I WA TCEIA VA —T oA ZALFRUA 2 H—
T A Auspfl T D IPsec FT T 4 v IV R—FLERFAL, TODEXALTDINTT 4 v TIT
I, UZ—2 WITT U RAR—T AT = TR EDEHEHY £, L, UF¥—
o749 7% R— T5LI12Psec ZERETETET, TNITIE, ZDORY NT—T LD
MORNT 747 5237725 ACEXHALET, mexE, EX=2VT 4 77947 AB
TUX—2 T 747 %Y R—bT5I0%, #&ED BB %A ACE % ACL1 (2B
L9, EBED ACE IZRD X 512720 £4, permit 192.168.12.0 255.255.255.248 192.168.12.0
255.255.255.248

TJ5XAZ9F % (PKI) F—DETE

X— X7 EERELIT T e{bd 5 & XIT Suite-BECDSA 7 /LY X AZEIRTE 5 L HI1CT
B0, DX — A T7T AT ITF v (PKD) ZHRETHLENRH Y 9,

1R BHHIIZ

RSA F£72I1XECDSAD T A FARA » N EFEREICEH T2 L 2 ICh Bk~ v 7 2B ET 256
I, X — Ty EERTAIVERHY FI, ZNT, TDORTAIMKRA L MEERL
T, PRV T NA—TF a7 4 X2l —arOfRTEEBTXAL51200 E9,

FIE

X— X7 EAERRT S & X1 Suite-BECDSA 7 /LT U XAZBIRLFT,

crypto key generate [rsa [general-keys | label <name> | modules [S12 | 768 | 1024 | 2048 | 4096] |
noconfirm | usage-keys] | ecdsa [label <name> | elliptic-curve [256 | 384 | 521] | noconfirm]]
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syFreyIngva—7r42~0E0 [

ATFwT2 ¥— X7 & ¥ufkd b L EIZSuite BECDSA 7/ Y X AZEINLET,

crypto Kkey zeroize [rsa | ecdsa] [default | label <name> | noconfirm]

YT IYTDAEZ—T A4 A~DEA

WE~>y 7 'y MI, IPsec N7 74 v 7 BN@IBTHKA L F—7 A ZZEID Y TLHMEN
HFET, ASAIL, TRTHOA L Z—T A A TIPsecZ P AR—FrLET, e~y 7 vk
A E—T A AZEIVETDHE, ASAIZ, TRTCDONT 74 v 7 2EE~vy T By M
BAELTEMML, BfihEidxadyo—ya PRl ESNER Y —2EH L7,

IV ~vy T 8= AZEIDETHE, SAT—FRXR=2AEx2 VT 4 R
VTN AREDT S A LT IEELIIRESNE T, 7V T b vy T EEE
LTA =Tz ACHEVYTTDE, T ¥ AL T 2T )T b~y TRIEL
BRI NET, o L —r o 2AF L2 LTHRLLE T ZBmL, 7V 7
~y7EHEYLETLTSL, BEOHERAUSND Z L13H 0 A,

A 23— x4 XACLDEFH

ASA TlX, T 74/ N TlIPsec /37 > I3 VX —T = A A ACL /A /XA T 5 L5127 o
TWET, 1 ¥ —T7xAAACL % IPsec 877 4 > 7 IZHEHT 25513, no JEED sysopt
connection permit-vpn =~ > & H L £4,

RMEA B =T =A RN FENTWDHIES~ v 7 ACL 1%, VPN b b zi@ild+ 5

IPsec /N7 v M DFFRI LGB ZITVVE T, IPseclid. IPsec b RVING KTz b OFGE & fif
ATV, B RVZEREAHT 5TV D ACL &8y R ERA L CRHMEL £97,

ACLIE, EDIP T 7 4 v 7 2k o0& ERLET, LT 2200 T Xy MEE
TZIZ2 BDORA MEOTRTOIP M T 7 4 v 7 Z2Rki#ET 270D ACL Z{EKTE T (Zh
5 ® ACL X, access-group =~ > R TEH 415 ACL & L<EITWES, 72721, access-group
av Y KT, ACLBA v Z—T 2 A ATIHET DL T 7 4 v 7 LHIET D T 7 4 v 7 &R
HET) .

B~y 7 2E 0 S THET, ACL X IPsec ODFEHIZIRE SN FEHA, KB~ > 71T ACL
WL, N7y RO ACL DWW 1 DT permit & —E L725A 28T % IPsec 7 1 /%
T4 BRDET,

IPsec BB~ v FICE Y B THNTWD ACL I, RD 4 >OFERERERH Y £9,
«IPSec CIRFET DHIENT 7 4 v 7 Z8IRNT 25 (permit (IZ—F L7 b DPREDKE)

o MEST. X7 SA BRVVREE TREIT 5T — X I12% L CISAKMP 22— g% ~
H—3%,

B NT 7 4 v 7 BB T, IPSec THR#ET RETHHT N T T4 v I BT 4 NH ) v
7L CHEHET D,
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B sz 1zxacoEm

cETMMOEDIKERAYT— g U EMHT 5 & XD, IPsec SA DERZZITANDNE D
NERET D (T m—3 3 X ipsec-isakmp erypto map = kU 272 A S E
) . E7 1. ipsec-isakmp crypto map =~ R = kU BNBHEAHF B TWET — X
Tu—ZFATOLERSY £T, ThlE, RAVT—va VPICHEICZRITANLNDS
L2572 TY,

GE)

ACL OEFE % 1 S7ZTFHIRT S &0 ASAITEESM T SN TWARF S~ 7 HHEIBR L £,

BUE1 S F 23BN 5~ v 7MES L T 5 ACL #EIET 5551, crypto map interface
A REMEHLTT 24 L SAT—2_X—2AZBYHHL L £4, FEMICOVTIE, crypto
map 2 v REZML T ZE0,

O—H) BT CERTHALT 4 v 7S~y I LTIHRET 5T X TORE ACL IZ2W
T, VUE—FETT IR T7—A A BHEACLEZERTH L E2HELES, £/, 27V
Th=yFEHEBIN T AT =LY HR— L, IOV RAT LAEZET & LTSI HHLEN
HVFET, Tk, WO T TIPsec NIEL LA INET,

GE)

TRTCDAZT 4 v e~y 7 TACL & IPsec V7 2 EH/THLERH D £4, EHLEN
EFZINTWRWE | B~y TIIRERL L DOIZ/RY . ASAIT, RiDTEERE 5~ v 7ICE
T —H LW RWE T T 4w E Ry LET, showconf 2~ REHEHL T, 9XTO
Wig~y TRERR DI DL LI LET, RERRI VT N~y T EHEETHITIE, 7V
Th =y TEHIBRL, RITTWAZ M) EZENL L7 U7 N~y 7 aHEA L £,

W5 ACL TRHMETLT FL A EII5%ET FL ADIEEIC any F— U — R&4li 4% & RN
FBETDHEO, ZOF—U— FOFEMAITRET TS 72XV, permit any any =~ > R &9
L EWDBGNRAET HT-D, HRIFHIIET T EE 0,

T NTOREBE T 74 v 7 BRESHET, 2RI ST 2527 V7 b~y 7 THRES
NTOLETIZRESNLOREE DO N T 7 4 v 7 bEENET,

T NTOHFGE T 7 4 v 71T D REP LT FF,

ZDYF VAT, ASA T IPsec BR#E SN TWARWNWT RTOEEFE Ny M@ L TRy
ZLET,

RET DRy FEEFR LI EEZLTHEE L T 723V, permit X2 any ¥ — U — R & {f
TLHEGAEIE. ZOXORNC—HD deny LxBE, (REJNZNDO T T 4 v 7 H2FTXTT 4L
ZV 7 UTHBRLET, ZhafThbRune, €O permit SUZRESGIN DO b T 7 4 v 773
BENDZ LI T,
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\}

A28 —TJ x4 RXACLDER .

G¥)

ATy I
ATvT2

ATvT3

RTvT4

no sysopt connection permit-vpn 235X E SALTWD L X, AMTA L F—T = A ADT VA
J)V—"7 7 denyipanyany 7 7/ B A U XA REMOHT I ICHEESNTWWZELTYH, 774
T RO OEFLEINTEE T T 4y ZIXFFR S IET,

RSNy NI =T ~D, A4 bV —H A FEITVE—F T 27 A VPNRETOT 7
T AEZ 3 hr—/LT5H72DIT, nosysopt permit 2~ REINHA L H—T = A A LEDOT Y
A arybhe—/ URL (ACL) EfARDLETHEALEI ELTH, 9 EL I EHA,

ZOXIIIRPTIE, WEHOEET 7 AR, F—T W >TWbH & ACLITEH ST,
A—WIELEEX 2V T A T T IAT U A~DSSHEHH L TR X £, Wty hU—
JEORA MDD NT 7 4 v 7IZACLICLE > TCIELL 7y 7 ENETHN, NEA v X—T7 =
A A~DEELENTZBB T 7 4 v 73T 0y TEEFT AL

ssh 8L W http =~ > NiZ, ACLEV &7 F7A4 4V T4 BR@EL< 720 EF, 2F0, VPN v
T a BT A A~D SSH, Telnet, £721XICMP T 7 4 v 7 & 521X, IPa—7
v T — &G T S ssh, telnet, L Wiemp 2~ REZBMTILERH D 7,

NZ 7 4 v I BEREPREMNIEEZERLS, ASAIX, AV Z—T x4 RZEV L THENRTNWS
ACLE NI 74w 72 BRELTCRMELE T, A v X —7 oA AT IPsec ZE| Y S THITIE, &
DFNEEFITLET,

FIE

IPsec (2 fl4 % ACL Z1ER L £,

B LT 78R YA NE, MLZ VT b~y 745 ERHLTClOFERIEFIEZDO7 )V T~y
FIC~ v B S LET,

T—4% 7u—|ZIPsec XA TH1DIZ, BHE~y FIZIKEvl N7 VA7 4 —Ah &y NETZ
IZIKEV2 7ufR—F Lz~ 7 LET,

HHETEI7 VTN~ 4 5EVYUTCC, 7V b~y 72 —ELTIZ7 VT v~y 7y b
LLTA v H—T 24 AZEALET,

1

ZOBITIE, TN ASAA FOANEA v F—T 2 A4 A HTERA R 10222 12@D>
5 & EIT, AABF10.00.1 EHREA D 10222 DD T 7 4w 71T IPsec (#7030 &
nEJ,
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B rsecsans1o5100zE

Host
E 10222
;|
10.0.0.1 ) ’
Appliance _
Firewall A Firewall B

IPSec Access List at "outside® interface:
access-iet 101 permit ip host 10.0.0.1 host 10.2.2.2

IPSac Access List at outside’ interface:
access-list 111 permit ip host 10.2.2.2 host 10.0.0.1

Traffic exchanged batasen hostz 10.0.0.1 and 10.2.22 is protectad batwean
Security Appliance Firewall A "outside® and Security Appliance Firewall B ‘outside®

el

ASAATZ, AA K 10.0.0.1 22HHRA 10222 ~D 77 4 v 7 RO XD IZFHH L
£

¢ EETE =7 A F 10.0.0.1
s FEME =R Ak 10222
770 ASAAE, RA R 10222735 A K 10001 ~D T 7 4 v 7 ZRDEH I
AEm L E 9
s EET =7 A B 10222
« a5 =7 2A 5 10.0.0.1

R DRy b ERANC—E L7z permit L2 X - T, IPsec SA DA —TF 73R FED
£

IPsecSADS A 734 LDEHE

ASANH LW IPSecSA & r v m— T HEXIMMBHT D, Za— L T4 75 A MMEEE
WCTEXET, BEDODZ VT ~vTDra—r)L 54 T7 54 Mz EEXTXET,

IPsecSA CTl, B s tAMEX—MMEH SN E T, ZOF—|LSAICRAIRARER T,

—ERFIZHEA LT N TAHDT, F—DU 7Ly aPNRETT, & SAIZIE, THEER
A & ThI 74978 O2BEOITAT7X A LBHYET, TNENDTA 7 XA Lkl
THESAIFRIL, HLWVWSADEOORIT—va VBB LET, 774V DT A
TH A NE, 28,800 B (8 BERE]) 38X 1V4,608,000 F 234 b (10 A HNA MFHT 1K) T
7

Ta—r) T4 TEALEEETDHE, ASAIZ bR Z Fay 7P LET, BEBICHLS
NIZSADRITL T — g9 T, HLWVEMERHESNET,

e~y TICRESINTZT A 7 XA MENRRL ASAMHH LWVWSA 2RI NT-8 K=
< v L, ETICEE SN AT LV SA ERIZ, BEFD SATﬁﬁ%énm\éﬂm~/\/V 74
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24871 vows<yInkn |

THEALMEEFHRALET, ET7 BRI —2a VEREZITRDE, ZOETRNEETHT
A TEALDMMEE O —=DNVIZEREEINTWET A TEZALMED ) B/INSWFTOMEZ, FLu SA
DITATHAMMEELTHHLET,

BETFESADT A T7HA LD LEVEEZBZDHIC, ETIEH LWVWSA ZrIv2—cLET,
ZOX LT, BEF SA OFNARNYINDENT, #H LV SA DUl N TN EF, BEFF SA
DIV DTATHEALDKIS~15% 1158, ETEHHLNSA ZxrITo— R LET,

AET 4V IBEETY TOIER

ABT 47 J VT N~y T ERERTLHIERNIPsec a7 4 X2 b— g VEIERT DI
X, ROFNEEFEITLET,

FIE

ATV Tl ROa~r REANLT, Ri#ETDHNT 740 v 7 2EFET D ACL ZER L E7,

access-list access-list-name {deny | permit} ip source source-netmask destination destination-netmask

access-list-name TiX., ACLID %, K241 LFOXFHE-I1TEE L LTHEELET,
destination-netmask & source-netmask TIL, IPv4 %> hU—27 T RLABLOY TRy b <A
JEEELET, ZOFITIE, permit¥—7— RFiZX->T, HEOFHFIT—HKTDHINT 71 v
JITRCBEETHREINE T,

51

hostname (config) # access-1list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0

ATFYvT2 "I T4 B RHET LR ERTDIKEVL F T AT —b By FERET DL, K

Davr REANLET,

crypto ipsec ikevl transform-set transform-set-name encryption [authentication)
encryption Tl%, Psec 7 —4 70 —%{RiET L7720 OE S XA EEL £7,
eesp-aes : AES & 128 By b F—%fH L 9,
eesp-aes-192 : AES & 192 By b F—ZHLET,
« esp-aes-256 : AES & 256 £ b F—Z AL £,
s esp-des : 56 £~ k DES-CBC #fffH L £,
eesp-3des: NUZ/VDES 7T U AAEEHLET,
« esp-null : B55{k72 L,
authentication TIX, Psec 7—4% 70— % {Ri#T 572 DS R EHE L ET
e esp-md5-hmac : /N ¥ =2 72U XA E LT MD5/HMAC-128 2 L £,
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B <57/ vomes<y Tk

ATvT3

ATy T4

* esp-sha-hmac : /N ¥ = 73 Y XA E LT SHA/HMAC-160 Z 1 H L £ 9,

» esp-none : HMAC F83E72 L,

i :
Z OFITIL, mysetl, myset2, aes set 3 KT AT —Ah v NOARITT,
hostname (config)# crypto ipsec ikevl transform-set mysetl esp-des esp-sha-hmac

hostname (config) # crypto ipsec ikevl transform-set myset2 esp-3des esp-sha-hmac
hostname (config) # crypto ipsec ikevl transform-set aes set esp-md5-hmac esp-aes-256

NTG T 47 B RHETAFELERTHIKEV 7R —PFAERETHITIT. kKOavwr N
AHLET,

crypto ipsec ikev2 ipsec-proposal [proposal tag)

proposal tag X IKEvV2 IPsec 7’ 2 AR—Y /L DLEIT, 1~ 64 LFDLFH|TT,
TaR—FNEERK L, IPsec 7A=Y L a7 Fal—rarE—RelALET, 2
DAY T 4 X2l —arT— KT, TrR—P st L TEEOR 5Ly A 7 L3 bk &
A TERIRETTET,

1 :

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure

ZOBITIE, secure N7 BAR—VNLDOLFITT, 7a ha LBl UORELY A T2 AN LE
b@‘o

hostname (config-ipsec-proposal) # protocol esp encryption 3des aes des

1 -

ZDa~<wy KT, YD AES-GCM F 721X AES-GMAC 72U XL ZERT 50288 L E
KR

[no] protocol esp encryption [3des |aes |aes-192 |aes-256 |aes-gcm |aes-gcm-192 |aes-gem-256 [aes-gmac

|aes-gmac-192 |aes-gmac-256 |des [null]

SHA-:2 £/ T X ABRBRIRIN TV AEGAIL, EOT L TY X A% [Psec AT L TY XA E

LCHEHT 2 EEIRT 20 ENH Y £9, AES-GCM/GMAC 23 E b7 /LT U XL LTk

ESINTWDEEIE, XVESGHT VT ) ALZRIRTH0ERNH D £5,

[no] protocol esp integrity [md5 |sha-1 |sha-256 |sha-384 |sha-512 |null]

GE)  AES-GCM/GMAC MK EALT L TY XA L L THRESN TV AHAIE, XVESHET

N ZLERIRT D0ERH Y £, SHA-256 1XIKEV2 b & RV EHESLT 57201
HAPERC PRE A CT& £928, ESP EAGMREIC B TE £,

(EE) BHHF I SARZRKEEEN (PMTU) =—2 7% A4 F2—7 /W2 LT, PMTUE% 7T
OEZ )y FTARIBERET DI ENTEET,

[no] crypto ipsec security-association pmtu-aging reset-interval
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24871 vows<yInkn |

AT TS e~y TEERT L, VoI VEREFE~YALTF a v TF AN = REFEHALT, ROY
A4+ Y —YA FFIEEZEITLET,

a)

b)

c)

ACL Z Wi~ v 7IZEI D B TET,

crypto map map-name seq-num match address access-list-name

e~y 7ty balid, e~y 72 N OESTT, = FPidEhEhiiesd s —
v 2K (seq-num) ZFFHET DY, map name H3F U T, access-list-name Tix, ACL
ID %, K241 LFOXLTFHNEITEEE LTHEELET, ROBFITIEX, mymap 237 U
T h~v 7Yy NOARITYT, v v 7y hOY—Fr  AFEFIL10 T, ¥—F A%
T 1207 VT b~y Ty NNOEEOTZ NVIZT 7 2T 57-DICEH L E
To V=T U RABREBNENTE, TIAAV T 4B EL< Y ET

i -

ZOBITIE, ACL 101 2805~ v 7 mymap ([ZHFI D 4 THNE T,

crypto map mymap 10 match address 101

IPsec CHRESINT- N T 7 4 v 7 DERIERERDET HBELET,
crypto map map-name seq-num set peer ip-address

51

crypto map mymap 10 set peer 192.168.1.100

ASA L, ETIZIP 7 FLZ 192.168.1.100 NEI D B THNTWH SA 2y F 7 v 7 LE
T, Zoavwry REEVIELT, o T2 ELET,

DIV~ LT, IKEvl h 7V AT 3 —Ah &y hEIKEV2 7 RAR—H /LD
ELLEFRAITED0ERELET, EEHO N T AT+ —AL By NERITT R -0
B, TIAFTVT4NE REDTIZAFTIVT A DOLDOBERY) IZHFELET, | DO
Y FIERRNBEDO TG AT —L Yy NELEFT o RV LERETCEEST, RO
2OoDOWWTN DA REMHEHALET,

crypto map map-name seq-num set ikevl transform-set transform-set-namel [transform-set-name2,
...transform-set-namell]

Ep

crypto map map-name seq-num set ikev2 ipsec-proposal proposal-namel [proposal-name?, ...
proposal-namell)

proposal-namel & proposal-namell Tl%, IKEv2 @ IPsec 7' B —H /L% 1 DL EFEE L &
T FES~vy 7 2 PIIE BER N EOT R =L a2 R— b LET,
i

IKEvl DBREOZOHTIE., FF77 4 v 7N ACLI0LIZ—F L7ZE =12, SAIEZ, FO b
TUAT =Ly NBRETDO NIV AT +—5 %y MZ—EHT 5025 > T, mysetl
FE1VTT7A44VT 1) Emyset2 (27 T7A4F VT 4) OWThnaEHTEET,

IPsec & & UF ISAKMP .
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B <57/ vomes<y Tk

d)

e)

crypto map mymap 10 set ikevl transform-set mysetl myset2

EE) 7a— W IA T84 b bESTLHAE. 7V 7~y TDSATA T4 A
LERELET,

crypto map map-name seq-num set security-association lifetime { seconds number | kilobytes
{number | unlimited} }

map-name ClX, W5~y 7 &y NOARIZIEE L ET, seqg-num T, Bo~y 7 =
FMUICHEIO Y THESEZRELET, M ELEIEESNT —ZICESWTHFD T A
TEA LERETEET, ttb T—HEETA T XA DT A ME VPN IO A58
i, VE—F 77X VPNIZITEA SN EREA,

i -

ZOBEITIE, 7 U7~ ¥y 7 mymap DFRERFZN T A 7 X A L% 10 ~ 2700 > (45 47) 12
HAELET, NI T4 v I BETA XA DIETINEHA,

crypto map mymap 10 set security-association lifetime seconds 2700

(EE) IPsec NZDZ U b = Ak LTH LU SA ZERT 5 & =T PFS 2 8k1
B, FElziE IPsec 7 B2 ITELA HIRIZPFS ZE R T EHEELET,

crypto map map _name seq-num set pfs [groupl | group2 | group5|group14]

1 :

ZORITIE, KBS~y 7 mymap 10 IZXf L TH LW SA & x T =— b9 5 & Z|ZPFS 2
MEETY, ASA 1. 1024 £ b Diffie-Hellman 77 A4 L BV 2T A F)—T %25 L SA
THEALET,

crypto map mymap 10 set pfs groupl5

(FE) 2027 V7 s~y 7 = b UICESERICR L Tfiv— MEA (RRD ZA
F—=T M LET,
crypto map map name seq-num set reverse-route
RRI TR ERFICIT DI, L AR SNES, RENEEELITHRENDETEDOEE
IZRDET, ASAL, V=T 4 T T=TNMIARET 4 v 7 — b BB,
OSPF i L TZENHLDN— 2T TA X=Xy bU =7 3R —F— L —Z (T8
HMLET,

51 :

crypto map mymap 10 set reverse-route

ATFwT6 IPsec FT T 4 v I EFMT LD, VT b~y Ty hEAUA—T oA ATHEBALE

‘/Jﬂo

crypto map map-name interface interface-name
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HA4F 3

s4+zvomevy ok ||

map-name TlX, W5~ > 7 &y bOARTEZIEE L E T, interface-name TiX, ISAKMP IKEv1
XTI = a v EAR—TNELET A =TT A F—T = A4 ADL4RIEIEE L E
ﬁ—o

51 -

ZOBITIE, ASA IISMTA v X —T = A AR T D NT 7 4 v 7 A~ > 7 mymap &R
A LUTCH L, BRENSMENE S NEHWT LT,

crypto map mymap interface outside

vIREET Y TOER

HAFIv 7 7T h =7, WTHORT A= ERESN TN 2WI YT N~ 7T
T BAFTIv 7 7V T b ~oFE, RELTVWART AN, ETOEMHIZEI LI
BTEAT I v 7IZBIGEEND (IPsec AT —2a VDFERLLT) RV —FT o FL—
FOZEEERIZLET, ASA IR, RA¥T 4 v 7S~y TETOIP T RVARELRERE S
NTWRWEE, BT TRy RN ERIATT— FIELEOIIHA T Iy I~y 7 ZiEH
LET, ZNiE, RO¥AT7OET THEALET,

e NRXTVwZIPT RULANREAFI 728D Y THNDET,

LAN-to-LANDOET . BIRVE—F T 27 EBXATBETIE. WFEH DHCP 2 LT3
TV I IPT FLAZESTEET, ASAIL, PR ZBBT XTI Z0T7 KL
2EEHALET,

TIANRN=RIPT RLARKAF Iy 7 IZED L THENLET,

WHE, VE—RT7BAD MRV EERTHET X, ~y R RIZE-oTHEIV Y TS
N7 F7A4AX—=KIPT RLRA&EFFS> TOET—IZ, LAN-to-LAN ~ & R/VZIXFRTIZHR
EINTZTTAR—KN Ry NI Dy FBHVET, TNURARXT 4 v =T D
REICHERESNDDT, FERL LT IPsec SA DWENLICHE A SN E T,

BHENALY T 47 7V N~y T ERET D20, (DHCP £723BDFIET) XA F
R ZIZEHD Y TOHNTIP T RLARDONSLRWEAER, #1104 THIEICIFEGRRthor
FAT U MDTTAR=RFIPT RLVABOLNLRWEENRHY £9, 8%, VPN T4 T
bci\x&7%/¢ﬂP7kvxﬂ&<\mmm%:/i—VEV%%iéﬁétw®ﬁ4%
Ry U=y BNMETT, 2R, Ny R U RIIKEx Gy —v 3 U
7 KL R % Cisco VPN Client [ZEID ¥T, 7 I3A4 7 MIZ 0)7]\I/X%ﬁ)ﬂb’CIPsecSA7%
Iy —hrLET,

GE)

HAF I 7 U7k~ v 72X transform-set /X7 A — X 72T BT,

HAFI v BB~y PRl TAE, PsecDAL T 4 X2 b—3 g UNHICR Y 9,
BT NEICHFANCREEIND EIFRLRWRy N =T CHEATHIZER2HERLEST, ¥ 1)
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B 7 rzvomes~yTnkm

v s 7 UF R~ I, Cisco VPN Client (AL 2—HR L)  BIOREAFI v 71T
E)YTHNZIP T FLAZEGETAL—ZIZx L THEALTL &N,

HAFIv 7 7T~~~y 7Opermit =2 kU |Zany ¥—7— R&EHT 28550, EERN
VETT, ZOX5 M permit =2 MU OXHRERDNT T 4 v ZIZINATFF Yy AT r—
R¥YAMDRNT 74 v 7 RNEENDLDHE. %5257 FUAGEHIZOWTdeny =2 MU %
ACLIZFHALET, Xy hT—27 LB TRy h 77— R¥y A b T 70w 27IZx LT, &
7o 1Psec CLRE L 2WEDMD T 7 4 v 71Zx L CE, T deny= h U ZFHALTLES
AN

HAFIv 7 70V N~y EREHGBLEZEVE—-FOET L SAZXIT=— T 5
EETUMRELET, ASAIX, XM T IvIE~vy 7E2EHLTCYE—F BT LOEERE
BT 562 LT TEERA, XA T Iy TG~y 7Tl %#E N7 7 4 v 7 5 ACL @ permit
TR E=HELTH, T D SANELHFELRVWES, ASAIZEDO NI 7 4w 7% R
oy 7 LET,

JIVT b~y By NMIE, 4T Iv 7 7V T b7 2G50 LN TEEd, 45
v IR EYy T Oy MX, e~y 7Ty hC—FBERNT T4 F VT4 (DFED, —F
KENWS—HF L AFEE) #REL. ASARMOIEE~ » 7 HLICTET 5 L 9 I0T 0 ERS
NET, BX2V T4 T T ITAT AT, D (RAZT4v0) ~v 7O PR L7
WA, AT 207 70T s ~u 7Dy hEfE~ET,

AET 4w 72V T =Ty MRS, ¥4Iy 7T b~y T &y bIb,
[il U dynamic-map-name Z £ 03 X TCDOX A FIv 7 J VT h vy T 2EZOET,
dynamic-seq-num (Z X > T, By NNOXAFI v 7 7 VT b~y 7TBRRBISNET, AT
LISy T ERET DAL, Psec BT DT —F 7 u—%S ACL Tl T 5729
I, ACL OFFR[ZFALET, ZOXIITHRELRWVE, ASA L, BT RTT2H605
7= 7n—ID Z#ZFAND I LT ET,

ATy T

FAFTIv I~y 2y ML TRESNTL, ASAM UV H—T A AT hr R~
TEND T T4 971G LT, B a2a— DT 7 /L hb— FE2E D B THRNTLSZEN,
MoV TEIND N T T4 w7 BRETDHITE, AT Iy 7 7 U7~ ~v7IZACL ZiE
miLEd, VE—h 727X brRVCEEMIT DZ ACL 23 ET 25413, @727 R
VAT = VERELTLIEESN, Hil— MEAZBEHL L= A VA M—LTHDIE, &
TR FRINT v TREIZ > T2 %I LT 7E &,

DTN Ay TREA RN FE—RESATF aTERA N E—ROELENEMHERALT, £A4F
Ry IERE O N AERLET, 107 ) P hvww Ty NNT. AXT L v
v T T NI EEAFTIv I vy T o N RSB EDEA R TEET,

FIE

(EE) ACLAZ XA AT I v IEE~y I8 Y TET,
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ATy T2

ATvT3

g4+zvomevyIons ||

crypto dynamic-map dynamic-map-name dynamic-seq-num match address access-list-name

ZHUSE ST, RETD T T4 v 7 LRELRNET T 4 v 7 BIRED £
dynamic-map-name TiX, BEFOX A T I v /WG~y 72T oK 5~y 7 = M D4
A& E LE T, dynamic-seqg-num TlX, ¥ AT I v IWE~y 7 = NUICRHET 5o —
VAFGEEELET,

B -

ZOFITIE, ACL101 ¥ A F I v 7~y dynl [IZEV Y ToNET, v v T D—7
VAZFIX10 TT,

crypto dynamic-map dynl 10 match address 101

TDEAFI v I Ty I LT, FOIKEvl T RA 73 —5 By hEFIZIKEV2 7
BR—YPNVEFRITHNERELET, EEO N T AT+ —LEy bELEFT o R—F L%
TIAF VT ANES @D TTAF VT 4 DEDONEN]) FRELET, IKEVl 7 A7 4—
Aty FEEIFIKEV 7o R —F s Clza~wr FEFEHL T30,

crypto dynamic-map dynamic-map-name dynamic-seq-num set ikevl transform-set transform-set-namel ,
(transform-set-name2, ..transform-set-name9]

crypto dynamic-map dynamic-map-name dynamic-seq-num set ikev2 ipsec-proposal proposal-namel
[proposal-name?, ... proposal-namell]

dynamic-map-name Tlx, BEFOXA T v 7 E~y 75 ST 5~y 7 = M) D04
AIZ$EE LET, dynamic-seq-num TIL, XA T I v 7 E~y 7 = MIZKINT 5 —7
VAT ERELET, transform-set-name 1, {ERETITIEET AT AT+ —LM Y b
DAFITTY, proposal-name TiX, IKEv2 @ IPsec 7' 1R —H /L DA% 1 DLLEEELET,

51

IKEvlI OBEDOZ OB TIX, T 74 v 7N ACLI0LIZ—F L& EIT, SAIX, PO MT v
AT =LY MBETDOR TV AT 3 —h Yy MC—ET 5L ->T, mysetl (17
TAFVT 1) Emyse2 GE27T7A4 A4V T 1) OWTrEFEHTEET,

crypto dynamic-map dyn 10 set ikevl transform-set mysetl myset2

UEE) 7a— UL T4 754 MEEEGHZT HHAIEX, BEXATIv s v~y T = R
DSATAT7HALEZRELET,

crypto dynamic-map dynamic-map-name dynamic-seq-num set security-association lifetime { seconds
number | kilobytes {number | unlimited} }

dynamic-map-name TlL, BEFOX A F I v /M H~ vy T2 BRI W5~y 7 = M) 04
A& E UE T, dynamic-seq-num TlX, ¥4 F I v Ike~y 7 = NIICHIGT Ho—7
VABFEERELET, B ELIIEE SN T —XIZESWTHED T A 7 X A AERET
EET, HEL, TEFRETA T LEYA M VPN ICOREH S, VE—F 77 E
A VPN AT SV EE A,

51 -
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B+ rv—51 rnsnozn

ATy T4

ATy TH

ZOBTIE, AT Iy 27U TN~y dynl OFRERFZN T A 7 %A 5% 10 ~ 2700 F> (45
) WEMLET, NI 74 v BIATHALIEEINEEA,

crypto dynamic-map dynl 10 set security-association lifetime seconds 2700

(FEE) IPsec WZDEAF I v 7R~ T LTH LU SA 2Bk % & X |2 PFS #3
KT DH, F2iE IPsec BT N HITED BRI PFS #ZRTH0E2HBELET,

crypto dynamic-map dynamic-map-name dynamic-seq-num set pfs [ groupl | group2 | group5 | group7]

dynamic-map-name TlL, BEFOX A F I v /M~y T2 BRT W5~y 7 = M) 04
A& E UE T, dynamic-seq-num TlX, ¥ A F I v Ike~y 7 = NIICHIGT Ho—7
VAFFERELET,

1 :

crypto dynamic-map dynl 10 set pfs group5

EAFIv s 2V T~y T ¥y baeRXET 4y VT M~y ky MTBIMLET,

AFIv I vy TaBRITL7V N~y E 62707 b~y 7y hORFTTIA
FIVT 4 =2 M) ERIKR (=T AFEFHRER) ITHEL T LI,

crypto map map-name seq-num ipsec-isakmp dynamic dynamic-map-name

map-name TlL, W5~ v 7ty NOARITEZTRE L E T, dynamic-map-name Tix, BEAFO X A
FTIvIWE~Yy T ESRT LS~y = N OARTERELE T,

1 -

crypto map mymap 200 ipsec-isakmp dynamic dynl

Y4 bY—HA FEREDER

o~y 7HEH L CTEMDIKEVI BT 2 ERT D L, ILEMEEZF-E 08 TEET, 2
DAy 74 FXalb—g 030 A4 MY —H A b VPN IER T, ZDOEEIX, IKEV2 TidH
A—hrSNEEA,

HHETHRMT S L ASAIL, B~ v FIZHEEMIT LN TNDROET ~O ~ RV E il
SNLET, RIVE—Ta VBRI LI ETICT 2B RE SN, TOE TR T I T 4 7T
WZRVET, 7727407 BT EIE, ORI — a3 D& X2, ASA BEIZHRANICK
BRLHETOZETE, T, xRV —2 g U BNRRTAETRHIXES, pA o — g
DI LTI T, ASAITIRO ETIWZB Y £9, Bie~ v FICEEf T o Tnad T XTor
THRERT D E, ASA DY A 7 IVTRPIOETIZREY £17,
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ipsec VPN 022 ]

IPsec VPN 0) &8

IPsec O 74 Xal— a3 DRE

IIBIE, IPsec 27 4 Fab—ra NI TAEREEZRTHLEDICV I NAVERITL
FaArTHFARNE-RTANTE L2~ FTT,

F1:lPseca> T4 Xa2L—>aVERERTT HHNDITUFR

show running-configuration crypto IPsec. 7 VT h~vF. XA FIvr 20T
F~v 7 ISAKMP 2 &, W53 7 ¥
L—varEfREFRRLET,

show running-config crypto ipsec IPseca> 7 4 Fal—T g B2RERRLE
TO

show running-config crypto isakmp ISAKMP = 7 ¥ a b —3i g V2R EFETR
l/ \i ‘a’_‘o

show running-config crypto map IV h~wy T ar7 4 Xal— g 8K
R RLET,

show running-config crypto dynamic-map BEAFIv I IV T v~y TDar7 ¥

I/F“:/El ‘/%%ZT—\‘ L/jz—a—o

show all crypto map TARTOALr T4 FXal—ar RNTA—HF
(T 7 4V MEEFRFORT A= L ET) &

FrLET,
show crypto ikev2 sa detail i S LR E R T Suite-B 7T U X A

R—heFRLET,

show crypto ipsec sa VT NEREFTALT TR ANE—RT
@ Suite-B 7 /LI J XA YR — B L OVESPV3
IPsec tH &R R LET,

show ipsec stats TNV ERIFIATF TR AR E—RT

DIPsec 7 ¥ AT MBI B A TR L%
. ESPV3 #tAMEHIE, %15 L7z TFC /87 v
B LU RE LR 72 ICMP — 7 — (2%
FENET,
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B vo—romiz7r74TtvoasorT a6

U T—FDRIZTZ T4 £y a3 DBRT E35F5H
TRTCOT I T 47 Boda PNEBEICKT LIZSEAIZRY ASA %) 77— 92 L9512,
Al a—)VERETEET, ZOMHEE 1772“/1/1\Tﬁ;d3 TREINTWET,

reload =~ > RZFEH LT, ASAZ U7 —FLFET, reload-wait 2~ > REZFHTET 5 L, reload
quick =~ > RZfH L T reload-wait 7% & Z ) TE £J°, reload 2~ N & reload-wait
a2 RIEFHE EXEC E— RCHEHATE ET, EH 0108 isakmp 'L 7 ¢ v 7 AIfHT £8
Ho

FIE

TRTCOT 7T 47 by a NEEICK T T 201> TASA &) 7— N OHREL
F—=T T DI, ROV A FY— ﬁ%%&Xﬁ%//ﬁwitivw%:/T%XF%~
RTETLET,

crypto isakmp reload-wait

B -

hostname (config) # crypto isakmp reload-wait

EGRRORBICETIZESET S

UE— K 77 AR LAN-to-LAN O v a N RNay 74 538BICT, ESFIFEFLH0N
HVET, 2L ziE ASADYV Yy NEOUUCERIFV T —F, By ary TA KV EALT
U b, KB OEE, EFEEIC L DEIETT,

ASA T, (LAN-to-LAN 2> 7 4 Fal—iarEHIE VPN IS4 7 D) BES -
TR LT, By va UDNEERERSNDERNCEA TEET, 77— bEZELZET E
72137 747 M, TOHAZEFILLTAXRY N g VEREIR Yy TT v 7 XL CERR
LET, ZOWRRIZT 74V N TEREMICRES N TWET,

BREXINTZ7 TAT L M ETIZEROLDONREENET,
T T — IR AR—T NN TWnbeXa VT4 TTIA4AT A
*Cisco VPNClient D95, NX—=T a3 40 LUEDO Y 7 b7 #FTLTHDHHD (2
T4 X a L — g VIR

IPsec 57 ~DOYIHHE@EI % A 31— 7 /WIZT 5IZ1X. erypto isakmp disconnect-notify ==~ > N %
VUTNEREINT 2 TR AN E—RTASLET,
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txayss7vvi—varnsur |

X T4T7VII—230D0)7

—FDar T 4 Fab—ra UERT, %O SAERI=— ML TWAEEETEITRY
FT, ILWRELZTZEDBIZANCT 2121, BEfFOSA%Z 27 V7 LT, BHEED=a T 4

Fa2l—a TSAEZHMLLET, ASANT 7T 4 71T IPsec b7 7 4 v 7 ZULERLL T\
HEEIE, SAT—HR=2ADHL, a7 4 Xal—a VERORELZITHMNTETE
VT LET, SAT—HR—REZEEI7 VT T D501, KEBAREEDOLAC, ASA 3L
HLTWSIPsec 77 4 v 7 BWNVDIRWGEAIZRET D LI LT EEN,

WROFIRTa~vr REANTHE, Yo NAERIIVLTF 20T F X F F— R T IPsec SA
VT LCEHAMET A R TEET,

%+ 2:1PsecSADY ) 7TH L UBMHILADa<T UK

clear configure crypto IPsec, 7 VT b~y XA FIvr 707
F~w 7 ISAKMP 72 & Wi5ar 7 ¥ =
L—a UREREHIBRLET,

clear configure crypto ca trustpoint TRTONTAIRA > FEHIERLET,

clear configure crypto dynamic-map FRCOIAFI 7 2 YT oo T EER
LET, EDKATFTIv I 7T v~
ZHIRCTE D ¥ —TU—RKbdb Y £7,

clear configure crypto map TRCTO7 YV TS~y TEHIBRLET, HE
DIVTh vy TZHRTELF—V—Fb
HYET,

clear configure crypto isakmp ISAKMP = > 7 4 ¥ = L—3 3 U 2K & Y%
LET,

clear configure crypto isakmp policy T_TOISAKMP R Y > —F 7213 EDRY
T—aHIBRLET,

clear crypto isakmp sa ISAKMP SA 7 — % N— 2 &K &HIBR L £,

EEXyJaArvIJ4Xxal—3a>ny )7

clear configure crypto =~ > NiZ|%, IPsec, W5~/ ¥ A4 FIv /s~y 7, CA M7
ARKRA YR, TRTCOFEHE, GEA#E~y 7 a7 Falb— 3 ISAKMP 72 &
AT A F¥ 2 b= a VOBREHIBRTE D51 BN EENET,

51# % 8 E L 72\ T clear configure crypto =~ > R&Z AT 5L, BEEar7 4 Xalb—v 3
VARER (TRTOBIMEDLEL) PHIFREND Z EIZEELTIEEN,

FEMIZ DWW TIE,  [Cisco ASA Series Command Reference] @ clear configure crypto =2~ > K%
ZHLTLLZE0,
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B nokia veN Client o4 K —

Nokia VPN Client ®H 7~ —

ATy T

ASA %, Nokia 92xx Communicator >V — X&EFEH 0D Nokia VPN 7 7 A 77 kv b O
YA — h 95722, Challenge/Response for Authenticated Cryptographic Keys (CRACK) 7"& k
N EHEHLET, CRACKIX, 7 VX IVGEEHETIER S U —ilGEih 2 H L T\ b
Imm:ﬂmbt%ﬂ4w7747/#_%%@waifc&747/1#vw/~ﬁﬁt
(ZHED W & —RBRERT (RADIUS72 &) ZMEH L. 77— b v = A H3AB F—fEREZ il 1
LTWAEAIL, 207 e b a/WTH AR L 4,

Nmm®ﬁ747/bkcmmK7mb:w@ﬁﬁ%%f~b¢é I%. Nokia /N> 7 = K
PF—EZANBE L TWDLRBERDH Y 9, ZOEFITIE, ROKIZART X 512, Nokia Security
Services Manager (NSSM) & Nokia 7 —# X— AN E £ E T, NokiaZ 74 7 >k TCRACK
v hanEYR— N T AEDICLE/ Nokia b —EADFEM, BLOZIN6D0—ERDA
VA ML EBREIZOWTIE, Nokia OfVEEIZBMWEHhEL Z S0,

Hemote Access . DMZ
. Firewall/ | SSM server
I VPN and database
— : gateway !
e B4 | |
.kl\q_lnternet -);- : I ! Sk
*-‘_Tz— X ; enrollment
e T ! ! gateway
" i i
f,-'f Operator | i |
L\ mobile / : ! g oM
_Qetmrk : i ! 3 managemert
; ! e, station

Nokia SSM |
'Web sener

I _:!TJ LDAP server

RADIUS or
—

: ! SAP
Windows Clients/ Mobile Devices/ | | : Haatnge
Laptop Policy ~ Mobile Devices | | !
Policy i i
________________________ | | i Corporate
Telecommuters ; ; I E-mail
: ! Corporate |
: ! Web services h
FIE

Jua—s\)L a7 4 ¥ alb—3 a3 E— KT, cryptoisakmp policy priority authentication =
~ o FNIZ erack F¥—U— FA$EE L THA L, CRACK f8iEZ A 2 —7 /LI LET,
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hostname (config) # crypto isakmp policy 2
hostname (config-isakmp-policy) # authentication crack

RTYT2 77472 FMRIEHCT VA NGEREEZMT 25813, SOICROFIREZFIATLET,

a) FTAPMRAUFEHREL, BREM NAAL L LAEREIZLET, b7 A MKRA Y ML
NSSM R°Z DD CA OEENH Y £3, IROFITIL, BT A MFRA » MIIX
CompanyVPNCA & 95 £ FIAMF VTV ET,

hostname (config) # crypto ca trustpoint CompanyVPNCA
hostname (config-ca-trustpoint) # f£gqdn none

b) ISAKMP E7 @ ID Z X ET DX, ROWT O FIAEFEITLET,
« crypto isakmp identity =~ >~ N{Z hostname ¥ — 7 — RAZRE L CHEHAL £,

hostname (config) # crypto isakmp identity hostname

* crypto isakmp identity =~ > R{Zauto ¥ — 7 — FZHEE L THEHA L. #it¥ 1 70D
ID AHBICHIESND KO ITREL £,
hostname (config) # crypto isakmp identity auto

(GE)  crypto isakmp identity auto =~ > RZEHT2541%. 7 74 7> MiEAE
[Z& £ % DNJEMEA CN, OU, O, C., St, LDJEIZZ2 > T\ 2% Z & &g
Li‘g‘o
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