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7 7 4 /b ML SHA-1 T

T, MD5 DX A V= A D
T EL, SHAL kvt
RN E BRI TV E
9, L2xL., MD5IZxt3 5%
YRR (ZHUTIEEICIN
#) LT, IKEXMEHT S
HMAC XU 7> h N Z DI
BEHEET,
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B ocxyo—x—o—rem

F—J—F =AU EL)z]
group 1 Jn—71 (7168 £ k) Diffie-Hellman 27 /L — 71D %
- . - - fRELET., ZDIDIL, 2
2 (F7HMF) 7h—72 (1024 ¥ }) |50 |psec 7 A, A

AREEREIRET 5D TIR
< AEEHRZ IR H
T LET,

Diffie-Hellman 7' )\ — 7% &
D/NEWVNEE, FETICNEE
CPU K & D72 < 720 F
9, Diffie-Hellman 7' /L —7
BEDRKREWVTE, X2
T4 bm< R ET,

AES (Z. VPN-3DES ® 7 A1
ALY T 4
TTTAT A RY PR—
& ET, AES THE 7
LY REVWF—FEEFFR—L
T 5I12i%, ISAKMP % =2
x—3 7 »C Diffie-Hellman
(DH) O N—7"5 %[
THVENRDY 7,

5 J—75 (1536 £ k)

lifetime BB 120 ~ 2147483647 % SATA 7L LEFELE
T, 7 7 %/ bi% 86,400
., 5%V 24 BT,
HIE LT, 94744 L0858
WIEE, ISAKMP R T3 T —
Va0t (HOIRE
FT) mL<RVET,
L. 94 7 XA LBEWE
Y. ASAIZ L % IPsec SA ©
Y N7y THEBED SR 7R
D £,

(86400=7 7 # /v M)
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KERY >—F—T—FEfE .

F——F

=k

Bl

integrity

sha (7 /L 1)

SHA-1 (HMAC XU 7> 1)

T B DR D T 812
ERATZ Ny TATY
ALERELET, v b
MDED/RT >y MIFREATD
HRFILNBRIE ST2 2
b ETeERICEE SN T
WIRNWZ & A fRAEL £

md5

MD5 (HMAC XU 7> k)

7 7 4V ML SHA-1 T

T, MD5 DX A V= A FD
TN EL, SHAL kv %
RN E BRI TV E
T, MD5 (Zxf7 2 HED K
Dm0 FA (ZHUIFE
WIZINEETT2Y) | IKEDME
4% HMAC XU 7> ks
ZORBEEEET,

sha256

SHA2, 256 £ FDHF A
A

26y hOX A AT
X T Ny Ty
AL SHA2 ZfRELFT,

sha384

SHA2, 384ty FhDX A
D N

VALY DX AT 2 AT
TXaT Ny Tal
AL SHA2 ZFgE L ET,

sha512

SHA2, 512 > FDX A
A

512w DX A V2 AT
TFaT Ny T
ALSHA2 ZFeE L E£9,

null

AES-GCM k5B 7 v Y
ALELTHRESNTWS &
X, IKEVRESHET LT Y
AL LTXNZRINTEE
R

encryption

des

3des (F7 /L 1)

56 £~ I DES-CBC
168 &> I Triple DES

2 50 IPsec V7 [l TIEE X
NoH2—W F—X wliEd
LHRFMERALT T XA L%
HELET, 774/ NI
168 £ b Triple DES T,
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F——F

Bl

aes aes-192 aes-256

Advanced Encryption Standard
(AES) I, 128t k. 192

By b, 256y hOEID

F—ZHPR—FLTNET,

aes-gcm aes-gcm-192
aes-gcm-256 null

IKEV2 K5 5 b3 %
AES-GCM 7L I XADF
g v

Advanced Encryption Standard
(AES) 1%, 128t > b, 192

By b, 256y FOEXD

F—Z YR —FLTNET,

policy_index

IKEV2 R U & — H7E— R
W7 7 kBALET,

SHA-1 (HMAC/XU 7 )

REUIELE %L (PRF) Z4E7E
LET, Ziud, F—BhEf
W ERT DI Sh
7 NAY ZLTT,

MD5 (HMAC XU 7> 1)

7 7 4V ML SHA-1 T

T, MD5 DX A V= A KD
TN EL, SHA-L kv
RN E BRI TV E
9, L2»L., MD5IZk9 5
YNk (ZAUIER IR
#) LCh, IKERNERT S
HMAC XU 7> F N Z DI
BAEHEET,

SHA 2, 256 B> hOD X A
A B

256y hOXA P2 A KT
TXaT Ny TAY
AL SHA2 ZFgELET,

SHA2. 384ty FDF A
A

ALY PDOX AT 2 AT
X T Ny a2 Ty
ALSHA2 ZFeE L9,

SHA2, 512 By FDOHF A
A

512y hOXE A= AT
t¥aT Ny T
AL SHA2 ZfELFT,

prf sha (F 74/ 1)
md5
sha256
sha384
sha512
priority

Ry —F— RE2HEL

9, BN IPsec V3 HEHE A

YR — k Zi. AES-GCM B
S ONECDH DE%E A Suite B
PR—-MIEEND L DI
nET,
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KER) &— F—T—F&iE .

F——F

=k

Bl

group

1

In—71 (768 £ 1)

2 (F7H)R)

TN—72 (1024 > )

5

Z—75 (1536 £ )

141920 21 24

Diffie-Hellman 7 /v — 7" ID %
BELEST, ZOIDIE, 2
SO IPsec 7 728, FHAIZIE
HRBEIERAER%ET D DT
< ERVEFHRZT
TR LET,

Diffie-Hellman 7' /v — 7% 5
D/NIUVNEE, FATIZHE R
CPU IFH & 72 < 720 &
9, Diffie-Hellman 7' /v —=7
BEnRKREWNTE, B2
T4 bm< R ET,

AnyConnect 7 7 A 77 |k
X, JEFIPSE— RFTDH 7
=71, 2, BLUOS5 %W
H— b L. FIPS E— FTiE
TN—T2F AR —1FL
i‘ﬁ—o

AES (%, VPN-3DES ® 7 A
AR LEXR2 T 4
TTTAT 2V AZRY P R—
FENET, AES THER
LU REWF—FEEVAR—F
T 5I21E, ISAKMP % =23
T — g > C Diffie-Hellman
(DH) D7 )N—75 Zffi i
THMENRDY 7,

lifetime

BHE
(86400=F 7 4/ })

120 ~ 2147483647 #

SATAT7HA LERELE
T, 77 4/ M 86,400
. oV 24 BT, R
AIE LT, 9475 A 2035
VMEE, ISAKMP % =3 T —
varoreEE (HHRE
FT) @L< e ET, 72
L. 74 7% A L0EWIZ
E. ASA 2 X% IPsec SA @
Ty b7y THERED mEIC 7R
nET,
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B s s—ozrzcokEnrrz—Intk

NERA B3 —T A XATDIKEDA R—TILE

VPN h > RO E I B A v 2 —T 2 AT, IKEZA X =TT HXLENRH Y £4, @
IR (DFEV, RXT Vv T) A F—T oA ATT, IKEVL £72I1F IKEV2 2 HZhCT 512
IZ. crypto [ikevl | ikev2] enableinterface-name 2~ > K%z, > 7 NVERITvNLTF a T F R
hE—FDZo—)L a7 4 X2l — a3 T—RFNTETLET,

I &R L ET,

hostname (config) # crypto ikevl enable outside

IKEVI 7T Ly T E—KODT41—TILiE

Tx—R1DIKEVI X T —2a > TlE, A E—FRET 7Ly T E—RDELL G
fFEHTEET, EHLDE—RbREICY—ERZRELETHS, 727 Ly 7 E— FTIEHET
MOAHMN 2B HET, BFt3Ave—T L 9 (RHBMAIET, Ait6 A vE—
TIEH Y FHA) . Agressive E— RO NEE TN, BIER—T 4 O ID IIFREINFHE
lo ZDTeD, BX 2T 72SALMELT HRNC, BT R TIDIEHREZ WS 20BN H D £7,
Ty 7 ®—=KRiX, T 74N ETA X—T Mo TV ET,

GE)

TV T B—RET 4 ®—T N9 5 &, Cisco VPN Client iZ, ASA ~® b V?/V%Eﬁj
'ﬁ‘éf:&)@%ﬁﬁii:ﬁ% ntuuﬁff'f&iiﬁﬁ«cg f£< fﬁ@i‘?‘ =77 L L. %ftﬁﬂi ﬁf)< Ao (Oi
D ASA 721X RSA) ZHEHL T RV AL TEET,

TITVwy T B—RET 4 —TNWITHITE, YU NNEREEIALF ary T AN E— R
TRk REANLET,

hostname (config) # crypto ikevl am-disable

TITVLo T E—REWaT2 AT 4= M LB TS, X—TVCETIZE, Zoa<v R
DOnoEXEFEHLET, RITHEZRLET,

hostname (config)# no crypto ikevl am-disable

IKEV]l & & U IKEV2 ISAKMP E 7 DRI AKX DIRTE

IKEV]1 £ 721X IKEV2 ISAKMP 7 = — X | 223 =—3 g3 T, ET7 DNHEICHFELZEBIT S
VERH D E3, ZOMHGTRIL, ROFTT > a U HRRTEET,

Address ISAKMP O AIE R Z T HHRANDIPT
KL R&EHEALET,
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INVALID_SELECTORS & %0 .

Automatic i 2 A 712X > TISAKMP 2 33 m—3/ g
(F7 41 1) UONREED F9,

s HETHIHAXF—DIP T FL X

o AEPEREREDRE FHRRE & 4

Hostname ISAKMP ORGSR &2 AT DA N DS
BRI RAA 2R LES (720 F)
ZDLHENE, BA MG E RAAL 4 THERS

j/l/ij—o
Key ID VE— b E7NHEREHA X —ZRET L5700
key id string WEAT AR RN T REELET,

ASAL, ETICKETEH 7 =—X1OIDEFEALET, Zux, FaidkaE X —CHEE1TH
A A v F— FTOD LAN-to-LAN IKEVL 5t Z R\ C, T_XTD VPN ¥+ U A TirbhE 7,

TR TR ALEET AT, YV EELTF a T xR A N F— RTCROav L Ra
AN LET,

crypto isakmp identity {address | hostname | key-id id-string | auto}
2, koawy FRETHELIRE [R2 MM CRELET,

hostname (config) # crypto isakmp identity hostname

INVALID SELECTORS &40

IPsec ¥ A7 LN SA ECTHEB Ry FaZE L, £ONRT Y hO~Ny X — 7 4 —)L RI3SAH
DR V7 ZITEE Lol GElE, TONNTry FEBERETLOLERHYD £T, ZOAL |
DR R 7 = MU, BIEDHKE, SPI, IPsec 7' k2L, Ny bOEE LSk,
DD ANFAIRE/R /T hDX7 MUE, BLIUOBEESA= NI OB L7 ZENEGENE
T VAT AL, BV X F oy TICEK LR 0TI Gy RBES N &%
7759 INVALID_SELECTORS @ IKE ##%n % £ LC, {576 (IPsec E'7) IZEFE L ET,

ASA [F, RIRTBEAFD syslog ZfHH LT, CTM PIZZ DA N> b ¥ 7 2FHEL T
£

$ASA-4-751027: IKEv2 Received INVALID SELECTORS Notification from peer: <peer IP>. Peer
received a packet (SPI=<spi>) from <local IP>. The decapsulated inner packet didn't match
the negotiated policy in the SA. Packet destination <pkt daddr>, port <pkt dest port>,
source <pkt saddr>, port <pkt src port>, protocol <pkt prot>

BWHEIX. SAHON I 7407 LI XL LERWERE Ty P SA L TZEINT-H
AL, ET7~DOIKEV BHOREZADE 3B\ ccExr Loy £ Lz, AT LS
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B 5o e snsar—onE

Al IKEV2 BH A v =Y N5 T LICSAHTZ0 1 OO A v — IR S ET,
IKEV2 3@ %0 \mazkﬁxﬁft7_ﬁhéniﬁo

6 EXD IKEV2 FRIH A X —DERTE

n—HhLé U E— FOMFOHENEAF— o~ RICF—U— FDhex BN+ 25 - L2k -
T, 16 XD IKEV2 FRijdftAF—2RETH LN TEET,

ikev2 local-authentication pre-shared-key [ O | 8 | hex ] <string>
ikev2 remote-authentication pre-shared-key [ O | 8 | hex ] <string>

IKE BENDIEEDAE N T - ITESNE

B IL, IKEV2 IPsec VPN #f5t L CZOERIHDO N7 7 4 v 7 L7 Z & —F LRWEE N
Ty FIZEESNTEAIC, BT~ IKEBAOREE2AENEITESHCT N TEE
fo:@ﬁﬁ@%ﬁi?7jwaﬁ@’&ofwiﬁoMmmﬁ%%fn—ﬁ%%mTﬁé

A @ IKE INVALID_SELECTORS i@ &I D E(F 1L, D CLI ZEH L THZhE - Ixmhiz L
To

[no] crypto ikev2 notify invalid-selectors

RERERRRED FATREL, FEFIENO CN N —HF A THY | BA e —h /L — N Zxf LT
fTSvET, "service-type" EMENEUG SN HA X, ARO L 5 ITE I hvE T,

AAA FEEE & R A]

aaa authentication http console LOCAL
aaa authorization http console radius

AAA FEREI, :L‘—"j‘z’J‘]\jZI Lica—PHERAT—=REEH LT, m—H/L =k LT
FATESNET, BMORBREL, W C2—VH 2 LT, radius — NIk L TEITSNE
o service-type JBYEZ UG LI2GE . T CICEBI LI K S icB i anx7,

IPsec over NAT-T DA r— J)L1t

NAT-T 245 & . IPsec ETIINAT T34 A& LTI-#6iATesr CXE4, 2O L u2E
BT 572012, IPsec N7 7 4 v 7 BRUDPT—4# 77 L L ThHT/MbEnEd, Znidix
W— K 4500 MEH S NDH DT, ZHUTE 5T, NAT 731 A ZH— MRSt E T,
NAT-T |Z NAT /314 A& HERH L, BEREGETET IPsec N T 7 4 v 7 &b 72k L%
7

ZOMREIXT 7 4V F TR ESINTWET,
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A\

IPsec over NAT-T D 1~ —J L1k .

G¥)

AnyConnect 7 7 A 7 > F OHIBRIZ XL Y . AnyConnect 7 7 4 7 > b3 IKEV2 % L CHfe ©
DL DICTDITENAT-T OA X =T IWALBRMBEZ R0 7, ZOBEMHIL, 77472 bR
NAT-T 734 ZADHFHIZHRL ThEA SN ET,

ASAL, T—EXMEITHZ TAT > M LT, EEHED IPSec, IPSec over TCP, NAT-T,
B LUV IPSec over UDP % [GIHFIZ YR — h TE F9,

BEF T a U PNA X —TND L EOFEGEOREBEZRIRLET,

AITvay 42— TILDHEE 9547 FDOEE |ERT SHEE
F7ra 1 NAT-T 31 X2 —T v | BT T4 7 b |NAT-T BRERH IS
NAT DERIZH D HE
1.
BIONAT WFEL |21 T 4 7 IPsec
AR SE e (ESP) MM &5
F a2 IPsec over UDP 75 A BELXOT Z 47 M2 | IPsec over UDP 23
F—7 )L NAT OERIZH DG | Sd
R
B L OV NAT BTFEE L | IPsec over UDP A3
AL ZHE BN Ens
F 7 a3 NAT-T & BIOZ T4 T R INAT-T MERHEND
Az - RN
IPsec over UDP it J7 gAT@mﬁ& ke
BA X—T )L >
B L OYNAT 2377E L | IPsec over UDP 23
WG EE b

GE)

IPsec over TCP 28 A 2 — T /LI > TV A AL, ZOMOT_XToRE IR L D HEE SN
9,

NAT-T 2 A 2 —7 2T 5 & ASAITHEIIC, IPsec 2314 X —T T2 TN T _RTDA
VH—T A A LETHR—F 4500 ZREE 9,

ASA X, LAN-to-LAN & U — | 77 A F v hU =27 DM TIAR, E5H L0 TEES
% Hi—® NAT/PAT 7 /31 A D %IZERE ST D IPsec BT 2 WK — N LET, BEER
BT, VE—FT7278A bR IvT—2 9 ARBLULET, 2, §3Cor
TRERICANT Y 7 IPT FLA, DFEY NAT T NNA ADT RLAMNLRBESNT-LIHICAR
Hi-TE, Fi2, VE—F 727X FrxlE, LAN-to-LAN ko)L Z—7F (D%
NAT 734 ADIPT L R) LRICARTEMERNT2 2 LB 20, IRGERE TIZRML £
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B psec with IKevi over TcP 1 2 — T L1k

ATy 71

ATy T2

T ZOLBIO—EIZLD . NAT 731 ZADOHFERICHDHET O LAN-to-LAN & U E— K T 7
T ADREX Y N7 Tk, H#EOETHORI2—2a UBRRTHH5ERH D 7,

NAT-T 2T DI20E, o7 arTdF A NT—REREFYALF arTFA - FTR
DOV A MNEFINEEZFEITLET,

FIE

W<y RuE A LT, ASA ETZ r— 312 IPsec over NAT-T %4 Fx—7 Mz LET,
crypto isakmp nat-traversal natkeepalive
natkeepalive 312D #iPHI% 10 ~ 3600 BT, 7 7 4/L ~E 20 BT,

&1

WDa<wr REAHDLT, NAT- T2 A F—T7ic L, 3—7 T 534 7% 1 FRICEELE
7,

hostname (config) # crypto isakmp nat-traversal 3600

IPsec 77 7 AT —vay R —IZxt LTS LT 7 Y a U 2 RIRT 572912, RO =
<~ REANLET,

hostname (config) # crypto ipsec fragmentation before-encryption

DT T g NI IPTTTAT— g BT R— R LTV NAT 31 AflE h 5
T4 I NBRBTELEICLET, 20X T arE2FERALTL. PT7I T A T— g0
EHHR—F L TR NAT T4 ZOBEEIFTAZ 2 1XH 0 /A,

IPsec with IKEv1 over TCP D A ~— J)L1t

IPsec over TCP (%, IKEv1 & IPsec Oifi D7 1 s L% TCP = )7 v h Iz h 7FEiL
IEFT2HDTHY, NAT & PAT DE DT NA AL T 7 AT UA—/LERIBTHEF 2T 72
MoV o Z2ERLUET, ZOMEITT 740 F TEGICEESNTWET, IPsec/IKEVL
over TCP Zfi 195 &, FEAED ESP X° IKEVL MEE TE 2 W ERIESS, BEFD 7 7 A 7 U 4 —
=V E B LT AT R > THERE T X 585 T, CiscoVPN 7 7147 & R REMETE % &
I FF,

GE)

ZOMREIZ., XL R—2D T A T U+ — L TITEMELEH AL

IPsecover TCP X, VE—F T2 8RXA 7747 FTEMELEJ, ASA & ZOHERE T T4
7 N T IPsec over TCP % A % — 7 /W LE4, ASA Tl., TXTo IKEVL 3thtaA1 >
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IKEvI DFEFRE Y IL—TREDETE .

H—T oA A LETEIETAL I g — I F—T 2SN FE T, LAN-to-LAN £ it
FERE L £H A

ASA L, T—ERMELTHI 7 T4 T > ML T, EHED IPSec, IPSec over TCP,
NAT-Traversal. 1 L X IPSec over UDP # [FlffiZ V7R — F T% £, IPsec over TCP |X. A *—
TN o> TWDEE, ZOMOTRTORRHFALY bELSnET,
BRIOEOR—FEBEL T, ZNEDR— MMk LT IPsec over TCP # A Rr— 7 /LI Tx
£9, A— 180 (HTTP) °A"— 1443 (HTTPS) R EDEHMDR— 2 AT HE, FDOR—
MIBEMT O TWE T e haNT ) w7 f o F—T o f ATHRELRL D Z & &R
TT7T7—MRFREINFET, TOME, TV v A F—T A A% L TASA ZEFS
DT IOV EMERATHZENTE L ET, ZORBEEMIT 5I2iE, HTTPHTTPS
BHZNOR— MIHERELET,

77 4V kDR — ki 10000 T9,

ASATZT TR, 7747 FTHTCPAR— haRETLIMENRHV LT, 7 IF7A4T D
REITIE. ASA ISR E LTZR— F a2 L b 1 OBDORENRH Y £,

IKEv1 @ IPsecover TCP % ASA TZ a0 — LA 2 —T /T DHIiE, Roa<xr Rev oo
IWEIIALTF a0 TF AN E— RTEITLET,

crypto ikevl ipsec-over-tep [port port I...port0]
W ORFITIE, IPsec over TCP Z AR — h 45 TA X —7 /MIZ L TWET,

hostname (config) # crypto ikevl ipsec-over-tcp port 45

IKEvl DEEBAZE S IL—TEREDRTE

\)

o Z—F13, 2a—FOEStE 7 7 A A ERLET, @FHESL—TRET
I, 2—WFEAEOY 7 V=7 DN ERITRITEDNEZEHAL T, =—HF L hrxr 77—
TERALET,

G¥)

SEAAE 7 L — IR 1T IKEVL & IKEV2 LAN-to-LAN 55 72 Il S E S, IKEV2 U E— b
T 7' AL, bRV 70— D webvpn B35 KON certificate-group-map @ webvpn = >
T4 X2l — g BT FREICREINDIIN—TEROTINVE T Y HR— L TCNE
7,

AEAFEOZNSLDT 4 — /L RIZESNWTa—H% F RV 7 A—T L RET DL, ETHRE
HHEEZERLIEA—AEER L, RICEAL—L % BHIO L 70— F 1B T 2 S BE0
b FET,

FEEAE~ » 7 A2 ERT HIZIE, use the crypto ca certificate map=~ > K& H L7, ~hrx
N T N—T R EFRT DI, tunnel-group 2~ > REMHH L E7,

Flo, AEHEBINV—TRAER) O—bRETHLERS Y T, ZhITIE, =D T —
7% MAT %, Organizational Unit (OU) 7 4 —/L KRB 7V —T7 2 BET 5. T R_RTOIEHE
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2=PILTF T AN DI N—TEHEHTDH, LV FRBD Y T, ZhbOFROVT D

FIFTANTEMEHTE £,

FIE

ZATFw T HHESR—~ZDISAKMP £ty a v % ho Xl F—Fli~vw o B T30 0RY o—L
N—NVEFREL, fEAE~Yy 7= MY & b 70— BEEAHT B I2IE, tunnel-group-map
av U REVUVINERIFIYATF A TFFARNE—RTCANLET,

tunnel-group-map enable {rules | ou | ike-id | peer ip}

tunnel-group-map [rule-index] enable policy

N —

FEEND bRV S —T R/ ERST HT
DORY —%FELET, policy (XkDWT
ﬂﬁ‘?ﬁ—o

ike-id 1 BRIV T I—TBN—V )V T T
FIZESWTHRESN T, OU D HER S
TRUWNEAIZ, SEHER—ZDISAKMPt v 3 3
% 72— A 1ISAKMP ID O NEIZFESNT
KNy I N —FIie o B TT A L5
LET,

ou: NI TIN—TE— VR RIZL - T
PELRWEE, 372 =7 Mghl4 (DN)
DOUDEEFEHATHZ EERLET,

peer-ip : BRIV T N—T N — URFRIZ L -
TRIE LW A< 0U & 7= 1L ike-id 1720 THL
BLARWEA, ETOIPT RLAEERT 5
ZLERLET,

rules : FEIHER—ZADISAKMP & v v 3 UM,
ZDawy NZLo THREINFEHEY v
T OREFHFIZESN T, by Z—T
(TR S =V L 7 D= S

rule index

(A7 3 ) erypto ca certificate map =~
VRTHRELIENRTZA—=2%2SHLET, A
#h72fEIX 1 ~ 65535 T,

WROZEIZHEELTLLEEN,

B LN —ETHY, vy 7 ATy 7 A& 2B EZRLRVWRY Zoa~v s R

EEEEFEITTEET,
o JL— L% 255 CFELL T T,
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IKEvI DFEFRE Y IL—TREDETE .

LODTN—=TIEEON— N EE DB TONET, ROV —LEZFD B THITE, £
TN—=NDTFTAF VT 4 ZBIML, ZNA—TLET, KIT, &7 NV— T ITUERET
FREELZERELET, 120NV —FIEROL— L ZE0 S TIEEE, TA NSRS
BANDONL— L ORERFERIT L ET,

=N ELDTETFERT B L, TRTOFRMFIC—FH LI L XIDHR—FERFED b X
NI N—TIZEY Y THIENTEDLLIZRDET, TRTORERENLETHS Z
ElE. FREEAND BEICHYE LET, ik, =2 —VFERED F L Z—7 12850 4
TAHRNZT N TORAEERENLERGEIR, BET L2100 —VE2{ERLET, BE
FBEN 1 ORI HETH D Z LIk, iwmfl OR BEICHY LE T,

ATFYT2 a7 4Xal—2g TRy A—FRNEESNTORWESIZHEHAT S, 740k
Mo Z—7F%EELET,

a2 RORELIE, tunnel-group-map [rule-index] default-group tunnel-group-name T3, rule-index
3L — L OESENARL T, tunnel-group name [ZBEFED kKL 7 L— 7 TRRITUT7R 0 £5 A,

il

OB TIE, 72 —RX 1D ISAKMP ID ONFIZESN T, FFHESN—2 O ISAKMP
twvarE R IA—TIv oy B ST AEEE A F—T I LET,

hostname (config) # tunnel-group-map enable ike-id

WOHITIE, ETDIPT RLRIZESNHNT, GFAER—ZD ISAKMP v 3 v %
Mo TN—T W~ B T DR A X —T NMIZLET,

hostname (config) # tunnel-group-map enable peer-ip

KOFITIE, ¥7 =7 biEHE4 (DN) Offiff==>  (OU) (ZFESWT, FEH
EXR—ADISAKMP £ v v a v &~y B 7T D REE A X —7 M LET,

hostname (config) # tunnel-group-map enable ou

WOBICH, RE SIS0 T, FEFES— 20 ISAKMP £ 5 & 3 %
vy L T AR A F—T T LET,

hostname (config) # tunnel-group-map enable rules
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IPsec NDE%TE

Z ZClE. IPsec ZffifH LT VPN & 523545 & & D ASA OFREITHE /2 FNEIZ DWW TEAA L
i—g—o

EEXYIDEE

V7R =v 7L, IPsecSA THRIvT—hINBIPsec R v —2EFRLFET, HATES
F—TU— FNEIRDEDRH Y £,
o IPsec #ER DT B L OMRET 2 v M EBIT 5729 d ACL,
e 7 ID,
elPsec T 74w DOua—h)L T KL A GEIZOWTIE, ZV T~y 7T DOA 0 Z—
T oA A~DHEH B1—) ZBRBLTLIEEN) |
e RKUMEDIKEVL hT o A7 3 —b®y FELIZIKEV ZaR—FL, ©¥70%8F=2 U
TAREOHEAITHEHENE T,

7V 7 b~y 7y M AU~y 7R4E2FOLOELTEED 7 ) 7 h ~ v I THEE I
FT. RO VT b~y T e LIZEEC, 2V T~y Ty FEERLET, RO
YA RY =P A N ZFRITE, VU INERFIIAVT arTHRA N F— FCH S~ v 72 1E
FRE T2 IERE o~ FITBIM L £,

crypto map map-name seq-num match address access-list-name

access-list-name Tlx. ACLID %, £y K 241 SCF O CFHNF - 138 e LTHEELET,

-

TRTCRXLFIZTHE, ACLIDRa 7 4 Fal—2a W TRAOTFRTLARY ET,

Zoavy Refd TANTLE, 2V b~y 727 ) 7 b~y 7y MTBIMTEET,
ROFITIE, e~y 7HBINT 5~ v 7 &y NOARNE mymap TT,
crypto map mymap 10 match address 101

FROIZEEND > — 7 v AE S (seq-num) ([ZX - T, [RUCARIZROKR S~ v 703 %
NENUEFISNET, BE~vy 7TIZHD LY TOERTNL =TV AFFICL T, B~y
Yy NNOW S~y THOTIAF VT A BREDET, V=T AFEN/NIWIEE, 77
AFVTANELRVES, BE~vy Ty baf =T RTHID LTS L, ASAIL,
ZFDAE =T oA ZAEBHMT LT XTOIP FTF77 47 Liffs~y 7 &y NNOK G~ v
T, = AESPMRVIRICIRE L CRIHE L £,

[no] crypto map map name map_index set pfs [groupl | group?2 | group5 | group14 | group19 | group20
| group21 | group24]
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K5t~ > 7 OERERERE (PFS) [T 25 ECDH 7V —7ZI8E L ET, BE~ > 72
*F L Cgroupld 36 K Ohgroup24 47 a U ARET H 2 LT TE R RV £ (IKEVIARY 2 —
EHEHATLEX)

[no] crypto map map name seq-num set reverse-route
IO V7 bwy T b VIS il LTfv— MEA (RRD) ZA F—7 L%
T RRUIRERFIATON, HE RSN ET, REVPELELIFHIREN LG ETEOEE
2720 ET, ASAIL, V=T 4 VT T—TIIIAZT 4 v 7 )b— & BEIITENM L, OSPF
EHEALTENODNL— 2T TAN— Ry N = IR —F— L —Z @M L £,
A~y TOLONEBEHEN T RWEETYL, AFT 1 v 7S~ v 7 LR CARTO
AP I v I~y TEBRETHI LI TEEHA, ZTOWLFEETT,
[no] crypto map name priority set validate-icmp-errors
Eet e
[no]crypto dynamic-map name priority set validate-icmp-errors
FEEICMP= T — A vt —V%, Bolbvy 7 XA T I v I~y 7OELLIZH LT
MREET D0 &4 E L ET,
[no] crypto map <name> <priority> set df-bit [clear-df | copy-df | set-df}
E e
[no] crypto map dynamic-map <name> <priority> set df-bit [clear-df | copy-df | set-df]
Wafb~ 7235 A 2 v 75 b~ v 7O, BEF® DoNotFragment (DF) RV v — (&
XalT g TYYT—vary L) BRELET,

o clear-df : DF ¥y N &AL L £,

e copy-df : DF B> M ZiffRi L 77,

eset-df : DF By NAFRE L THHLET,

[no] crypto map <name> <priority> set tfc-packets [burst <length | auto] [payload-size <bytes |
auto> [timeout <seconds | auto>

E

[no] crypto dynamic-map <name> <priority> set tfc-packets [burst <length | auto] [payload-size
<bytes | auto> [timeout <seconds | auto>

BEEIL. IPsectEX 2 VT 4 7YV — g L IBITA, TUXLARESBIOREBEOX I —
DETT7 47 7u—0EENE (TFC) X7y haeA x—TNcTEEd, TFCEZA 2 —T L
1235121, IKEV2 IPsec 7 R—HFLARERESNTWALERH Y £9°,

5~ ZI2H 0 S THATWDACLIE, 7 UACLA &£ X THOACE TH S £,
A< ROWIIIRO LBY TY,

access-list access-list-name {deny | permit} ip source source-netmask destination destination-netmask

A1 ACE Z1ERL L7- & 212, ACL Z1ER L E3, ACL Z1EREITBINT 5 a~ 2 Rokk
TIFRD EFBY T,
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access-list access-list-name {deny | permit} ip source source-netmask destination destination-netmask

wOFITIE, ASAIX 10000V 7%y 235 10110V 7%y h~ADTRTDORNT T 4 v 71T
LT, B~y FIZE8D Y ToHNTWD IPsec fRELX®H L £9,

access-list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0

N7y MR BT AR~ v Tk o T, SAFR IV E—va TS EX 2 U T 4k
ENRELET, u—h LD ASANFK IV T— a9 U EBIETLHA1E. AET 1 v IS
vy T THRESNIEAR ) —E2FH LT, HEOETICEETHAA 7 7 —%ERLET, BT
NI T—a U ERFAETHHAIE. ASAITRY O —Il—BTIH2AXT 4 v IR~y Tk
BLETN, AOob2W0nWgEAIE, e~y Py NNOXAF I v 7B~y 7OHR TR
MOELDOEHELET, ZHUX, BT 0477 —%2Z T ANDDERT 20 ERET H2HT
D

2 ODET S SA DFESLIZHEN T HIIE, MG OET BWHMBEMEDH D7 ) 7 b = v T abie<
EHIOF S TWORENRD Y T, AN T211E, 7V 7 b~y THRO G &
T BENDH Y £,

« 7 U b =v T, HHMEEZF OS5 ACL (72 z1E. ST — A A=Y ACL) BEEN
TW5, IWBRETNEAFI v I~y 72 L TWAIEEIX. ASAHITY A HME
DHDHEEE ACL NEENTWND I L3, IPsec ZiEHTA72ODEMD 15T,

KT VT Ny T RO T EHT D SETLHIETNEATFTIv I 7V T N~y
AL TWARWES) .

VT =y, ED N T AT —b Yy bERIEIT R ARNLR DL L
oOH B,

1O F—T oA RAZWHTE 227V~ 7y MI1LSET T, ROSEHEOWNT
NRY TITEBEAIL. ASA LOFEDA > ¥ —7 = A A% L TEROR < v 75 1ERk
LE9,

JEEDOE TR DT — 4 7o —% B XE 5,
XFXERIATDIT T 4 I EFESE R IPsec EX 2 VT 4 AT D,

e ZE, W~y T ELIOEKRL, 225007 %y NEDO NT 7 4 v 7 %545 ACL =%
DYT, IKEVlI F TV A7 3 —Ab &y FEFRIFIKEV2 7o R—8 1% 1 25F ) BCTE4, B
DI~ THAER L, D250 % 73y NED ST 7 4 v 7 ZiBl3 2% ACLEZEID X4 T,
VPN RT A= PRI B N T AT —A vy hEREFTeR—FAL2EmALET,
1ODAVE—=T oA AEEDO 7 VT b~y T E2ERT2561E, 2V 7 b~y 7y B
NOTTZAF VT 4 ZRDD— U AFKE (seg-num) 257 VT b~y 7 = NVIHEE
LET,

% ACE (21X permit X E 72id deny XA G ENF T, ROEKIZ, KB~ v 7l S5 ACL
TOF A ACE L HE7F ACE DR Ek 2 R L7,
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VT bk =y TEHEDORER &

permit XN EENTWD ACE DHEHEL —F | Ny MEE~y 7ty FOFKY OACE &
%AbfﬁﬁTé’&%ﬁib Ny bkt
X2 VT 4 EE, e~y I8N Y TH
hfwéneﬂb7/x7j Lty NES
1 IKEV2 7 0 i R—H L DR OFRE EBE LT
FMELET, EX=2 U T A BREN T A

T —bLty hEEEFTRR—FLDOEX 2
VT A REE—H LD, ASA IZBEAIT S
M7= IPsec ﬁi%:ﬁ)ﬂ LET, KITHENT

74 w7 DY IPsec iR E D L1337 v
%®@%m\%£\w%74/7%ﬁ9_&
EEWLET,

deny XA E TS ACE DEENE L —F Ny NERHMEFR O ) 7 N~y T OKY O
ACE L RE L TR 2 Z & 2 flrL, koD
IV v~ (ZIVT v~y IZE YT
LNTND T —F L AESTHITT %) DACE
EDOWRE LFHMEZ B L E 7,

TV =Ty NNOT A REEDT |y e bdFior—7 47 LET,
TOHA ACE & R—%

deny LG EALTUWND ACE L, IPsecTRENARERBENT 7 v 7 (T xIX, v—T 1
J7uabhany N7 4w 0E) E7ANEY T LTEAANLET, LI -> T, K5 ACL
DO permit LERE L TCRMET 2 XLEDRWRIE N T 74 v 7 2T 4 NE Y U TT 572010, i
#D deny XEFHRA L ET,

e b SNTEBE ANy MR LTI, BX 2T 4 77947 ATEEILT R AL ESP
SPIZEERA LT, "FGA—HDEFLERELET, X2 VT4 TT7I7A4T R F, Xy
NEEEIL LB T, BB ENT Ny FORE~y X —% . FO > SO SA T BT
O TS ACLDOFF A ACE Ll L E9, Wi~y X —Rn7ax & —HL2VWEA, &
X2 VT AT TIAT L AFZONRry bRy LET, N~y X =R a3
T2HE. BXa2 VT4 TTIAT L RATZDO Yy Ver—TF 4 7 LET,
FAEENTWRWER ATy FONEI~NY ¥ —%2 T 25803, X207 40 77547

/ziﬁﬁf@ﬁ7w~w%ﬁﬁbi¢o_hi\ﬁfw—wciof7l~f2@SA®ﬁ
MRPIT HND T2 T,

GE)

Bt SN TV RWEE N T 74w 727 V7 TXFARNELTL—T 4 795121, ACE
DOFFFOFNT ACE DIELZFHALE T, ASAIZ., X7V Y Fh AL TZEAY X KT 28
EHMAHACEZ vy adThHZ LIXTEERA,
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B vonmsz s Fos

LAN-to-LAN BE5~< v T Dl

Z @D LAN-to-LAN %> F T =7 OHNZHENT, EX2 VT4 TTIF3A4T U AA, B, BLUC
EHRETDHHEHME, SAROWTANLIENSHE S, BIOFRA NE5EEL T 5T XTo
TI74 7D THEHFATDHIETT, 72720, RANAINOLRESNDLI N T T 1 v
TIIINFEROWET — 2B EENDT0, o N7 7 4 7 L0 &ofE ek 5k & BE
X —HENMETT, 207D, FANAIDLLREEFEEND NT 7 4 v 7 IZIEFRIR R T A
T —hty hEEIDYTES,

Al E.1

-
E

‘llﬂEﬂ|ﬁ
g
I.'hl

Internet

143514

ZORIREN, FEUTOHTHEA SN TWAEMZA T FL2RRIT, kL2 b0T
T, EEDOIPT FLAZMEHLEZFIL. ZOmBHO%IRLET,

X2 VT4 TTITAT U AARRE N T 7 40 v 7 HICRET DITIE. 20085~ v 7 &1E
BMLET, 1DEFHRAFNAINLDO RN T 74 Z7HT, b2 12EFFy hT—27 ADOKRA
crodo 77407 HTY, WIZHZRLET,

Crypto Map Seqg No 1
deny packets from A.3 to
deny packets from A.3 to
permit packets from A to
permit packets from A to
Crypto Map Seqg No 2
permit packets from A.3 to B
permit packets from A.3 to C

QWO w

ACL Z{ER L7256, —E$ 5 /3r v b T LT3R IPsec 2T 2720D b T VAT 4 — A
Y NEERE~ Y IZED Y TET,
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S A — RACL &%, i ACEZFiAT S Z & T, ACLOFHIliZ A AL, Z VT k<
72y FNOKRO ACL OFHliZHBE+T2 0T, 7 U7 b~y 7T LIRS IPsec 3% E
EREMIT L ENTEL7D, HEGACEZEHTHZ LT, Fil7e N7 7 4 v 7 Zxbsd
L5707 K=y 7 TCOUBOFMMNORA L, BedeXa )T 0 28525027 U7k
v ERIERE R X2 VT 4 2MBELETLRIOZ Y TR = 7O permit 3T &R B
T4 ERETHZENTEET, BF5ACLIZE D Y THNTWE Y —r U AFKFIZL -
T, B~y 7ty NNOFEONEFERRE D £3,

WOKNZ, ZOBOEEN 72 ACE NBIER SN A7 — RACLEZ/RLET, K5 DER
X, ko B TI,

(TEMEMRHDHER) X7y FHAACEIZ—#
LIzRim TV 7~y 7ORAEEKRTLE
Er

1250 ACE DFHE —E L=y b, Eh
FHORE EOR—/1F, KB OR] %2 D ACE
=T LRy ERLTWET,
REIDEWI, &7 v NOFRIEIC L 565
WHRIRDHZ LR TNET,

JV TN~y vy N\NTO®RDZ YT |
vy I~DY A VT g,

o IVT b~y Ty NNOZ VT <y,
T
S

Ny RIRACEWZ—3T %7, Fhi37 V7
h~>Z By FNNOTTOFHF ACE 12—
B LRWEE DR,
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B voanms<y Tom

Ki1:BEIYyTty FNROARY— K ACL

Crypto Map 1
-
ASB |
Deny . gy
A3C g ¢
Permit
AB \
Permit
AC I\
Apply IPSec assigned to Crypto Map 1
Crypto Map 2
;HT. '
erm J
e Wi
Permi
A3C —
Apply IPSec Route as clear text E
assigned to "
Crypto Map 2

X2 VT4 TTIAT U AAIL, AAMAINLRESNTZ7 v FAYEFA] ACE & &
HETIML, 7 V7 b~y FIZBEMST LN TS IPsecEX = U T 0 OED Y TERITL
F79, ZONy BER ACE & —HT 5 &, ASAIXZ DK~ v 7Dk O ACE % MR
L. ROBE~y 7 B~y 7L TONTWD Y —7r U AFKETHRT2) LolRAe
ERHMEiEZFERLET, ZOBITIE, BEX 2 VT4 TTIAT U AANEANAIDLHEES
N Try VeEZETHE, ZONXRTy NERVIOZ VT N~y 7 OHES ACE EHREL, K
DI YVT s~y TORELFHMELZHHLET, "7y MR 2FBDOZ VT b~y 7OFA
ACE & —%3+ % &, BEfTT S IPsec B = U7 ¢ (GRE K Bb & B e — ) 2
SNy MCEHSVET,
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Xy hU— 7@WN$A REZTETTHIOIC, ASAB L CIZ I—E~y 7 2E 4 TE
T, ASAIL, B SN/ EE T 7+ /&@?ﬂ?ﬁﬁﬁﬁﬂldenyACE ZAEME$ 579, denyA3B
/mE&mwASCNI@i3—KW%T5%@%%%T%E¢OLkﬁof\%%Vyfz
DI T—ITHYTLHHDOEFMELHY A, ZDH, ASAB L C DI A — K ACL Di%E

(EN QN
KDOFIZ, ASAA, B, BLUCOTRTUICHRE SN E~ > 7IZEV 4 THI5H ACL &
RLET,
f#JU?477547>Z g#JU?477547>2,g#JU?477547>Z
Q)T h Ty [ACENZ—2 [Ty |ACE/NNE—2 | Ty |ACE/RNE—2
7 7 7
=R =R =R
BS BS BS
1 A3B ZHA |1 BAZ#A |1 CA &l
A3C &S
AB ZiFH]
AC ZFfn] BC Z& Al CB Z#FH]
2 A3B &FFA
A3C ZFFr]

WO, ECTRLULEMEEDT RLRAEZEBEOIPT RLRAIZw 7 LIZH5DTY,
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A CA
1892.168.3.1 192.168.201.1
g Az B.2 e c.z2
- 182.168.3.2 1g2.168.12.2 - 192.168.201.2
Ag —l —l
192.168.3.3 B2 — i 3 a—
Human Resources 192168.12.3 192.168.201.3
A B c
192.168.3.0/26 192 168.12.0/'29 192.168.201.0/27
f \ E

WDFRITRTEBEDOACE T, TDO%y hU—27 ECiHliEN 5T XTD IPsec/7 v I
Y)72 IPsec SR ED A SN E T,
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XAV TATITSA |0V T ACE /83— MM ACE
e =R
&=
A 1 A3B ZHER deny 192.168.3.3
255.255.255.192
192.168.12.0
255.255.255.248
A3C 2L deny 192.168.3.3

255.255.255.192
192.168.201.0
255.255.255.224

AB Z ] permit 192.168.3.0
255.255.255.192
192.168.12.0
255.255.255.248

A C ZZFH] permit 192.168.3.0
255.255.255.192
192.168.201.0
255.255.255.224

2 A3B & [ permit 192.168.3.3
255.255.255.192
192.168.12.0
255.255.255.248

A3C ZFFA permit 192.168.3.3
255.255.255.192
192.168.201.0
255.255.255.224

B WEEZ L BA ZZa] permit 192.168.12.0
255.255.255.248

192.168.3.0
255.255.255.192

B C % ZFu] permit 192.168.12.0
255.255.255.248
192.168.201.0
255.255.255.224
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B oops— 127525970 () ¥—08E

\}

XAV TATITSA |0V T ACE /83— MM ACE
[de S— R
&5

C VB L CA %] permit 192.168.201.0
255.255.255.224
192.168.3.0
255.255.255.192

CB % Zw[ permit 192.168.201.0

255.255.255.224
192.168.12.0
255.255.255.248

ZOFDORy N —7 TRUEEGEZIGHT S &, WA —RFACL ZEH LT, 15D ASA

TIRESN TR EFEEERAFRAMERF YT TRy MIENENRE D82 ) T 4R TEEE

DETHIENTEET,

G¥)

DEAF—A

ATvF1

T 74/ N TiX, ASAIL, IPsec T 7 4 v IR ASTCETA Vv HZ—T =2 ALFE LA & —
T A% ETDHIPsec NT T 4 v 7 IF P R— N LERA, TOXATDNTT 4 v T
. UZ— "I T U RAR—T AT TR EDEHEHY ET, -7 L, UF—
o747 %Y A= TDLICIPsec #XETEET, TN, TORYy hTI—27 LD
MO 747 5237725 ACEXZHALET, mExE, EX=2 VT4 77947 AB
TUX—r b I 74w 7% HR— T2 #& Lo BB AFFA) ACE & ACLL [ZiBN
LET, EBEO ACEIZRD L 512720 7, permit 192.168.12.0 255.255.255.248 192.168.12.0
255.255.255.248

TJ5AXAZ9F+ (PKI) F—DETE

F— X7 EAEKE-ITE e LT 5 & X2 Suite-BECDSA 7/ 3 Y X AZEIRTE A L9127
HIZE. BAXF— A T7TANT 7T v (PKI) ZRETLHILENH D FT,
1R BHHIIZ

RSA £721ZECDSAD F T A MARA v M EBIECHEHAT 2 L5 Ik b~ v 2R ET 255
I, X — Ty EERTAIVERHY FI, ZNT, TDORTAIMKRA L MEERL
T, PRV T NA—TF a7 4 X2l —arOfRTEEBTXAL51200 E9,

FIE

X— X7 AT A L X (T Suite-B ECDSA 7 /L3 Y X AZERIN L F9,

crypto key generate [rsa [general-keys | label <name> | modules [S12 | 768 | 1024 | 2048 | 4096] |
noconfirm | usage-keys] | ecdsa [label <name> | elliptic-curve [256 | 384 | 521] | noconfirm]]
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suT 2y Insvs—7x4 2~0ER ]

ATFYT2 F¥— X7 E¥ufkt 5L EIZSuiteBECDSA 7/ Y X AZEINLET,

crypto Kkey zeroize [rsa | ecdsa] [default | label <name> | noconfirm]

YT IYTDAEZ—T A4 A~DEA

e~y 7 &y MI, IPsec 8774y 7 BN@IBTHKA 0 F—7 oA ZZEID Y TLHMEN
HYFET, ASAIL, TRTHOA L Z—T A A TIPsecxZ P AR—FLET, e~y vk
A B =T A RZEIDETDHE, ASAIL, TRTDO NI 74 v 7 &~y Ty b &
BELTHEML., #ehEmiixadyo—y g PIEESNERY —2FH L £,

IVT s vy T 8= AZEIDETHE SAT—FRXR=2Atx2 T 4 R
VTN AREDT S A LT IEELIIRESNE T, 7V T b vy T EEE
LTA =Tz ACHEVYTTDE, T ¥ AL T 2T )T b~y TRIEL
BRI NET, o L —r o 2AF L2 LTHRLLE T ZBmL, 7V 7
~y7EHEYLETLTSL, BEOHERAUSND Z L13H 0 A,

A 23— x4 XACLDEH

ASA TlX, T 74/ KN TIPsec /37y hI3A VX —T 2 A A ACL Z/3A XA T 5L 527
TWET, 1 ¥—7xAAACL % IPsec 877 4 > Z7IZHEHT 2551, no JEED sysopt
connection permit-vpn =~ > & H L £4,

BIEA LA —T =2 AL RENTWABRFE~ v 7 ACLIX. VPN bR Z@iEd 5
IPsec /™7 v b DFFA] SR ZATUVVE T, IPsecid, IPsec k¥ kA6 KT= 3 v N OFRGE & fiF
FEITV, B FOVICEEANT STV D ACL 87y R RIS L CREHi L £,

ACLIZ., EDIP FTF7 74 v/ 2 Ri#ETDNEERLET, It zxiE 22073y MiE
7L 2 BORARMEIOTXTOIP T 7 4 v 7 ZRi#ET H72HD ACL ZAETE£3 (Zh
H?DACL X, access-group =~ > R TEH I#15H ACL & L<EITWES, 72721, access-group
av Y RTlE, ACLBA v H—T 2 A ATEEETDH N7 74w 7 LHIET D N T 7 4 v 7 &R
HET) .

e~y 7Z2E 0 Y TAHET, ACLIZ IPsec DfEAICIEESNEH A, &5~ ~ 7L ACL
LU, 27y S ACL OWT 1 DT permit & —F L72HA&ICE AT 5 IPsec 7 1%
T4 BRDET,

IPsec 55~ » FICE D B THNTWAD ACLITIE., RO A4 >OTFERERERH Y £,
*IPSec CLR#ET DHIE N T 7 4 v 7 ZRINT S5 (permit (Z—E L72 b OREDRISR)

o HENL I IUT2 SA DBIRVIRIETREN T 57 — X IZxI L TISAKMP X I m— g% LY
=% %,

cHEBE T 74y 7 BMPEL T, IPSec TIR#ET RS THATL M T T4 v I 2T 4 NF Y
7 LTBEET S,
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B sz zxac0mm

cETMODIKER AT — g VBT 5 & &2, IPsecSA DERZZITAND N E D
NERET D (T m—3 3 X ipsec-isakmp erypto map = kU 272 A S E
) . E7 1. ipsec-isakmp crypto map =~ R = kU BNBHEAHF B TWET — X
Tu—ZFATOLERSY £T, ThlE, RAVT—va VPICHEICZRITANLNDS
L2572 TY,

GE)

ACL DHiFE % 1 72T HIRT 2 &0 ASA IXEEM T SN TV AR S~ v 7 HHEIR L £,

BUE LS F 23O 5~ v 7S L T 5 ACL #EIET 551X, crypto map interface
A REMEHLTT 4 A4 LSAT =2 _X—2AZ2BgHHL L 9, FEMICOVWTIE, crypto
map 2 v REZML T ZE0,

O—H) BT CERTHALT 4 v IS~y I LTIRET 5T X TORE ACL [IZDoW
T, VUE—FETT R T7—A A BEEACLEZERTH L E2HELES, £/, 2V
Th=yFEHEBIN T AT =LY HR— L, IOV RAT LAEZET & LTSI HHLEN
HVFET, Tk, WO T TIPsec NIEL LA INET,

GE)

TRTCDAXT 4 v e~y 7 TACL & IPsec BT #EFH/THLERH Y £4, EHLEN
EZINTWRWE | B~y TIIRER2 B DOIZ/R Y . ASALL, RIDTERLE 5~ v 7ICE
C—HLTW W ET T v Rry 7 LET, showeonf =2~ REFEH LT, 7XTO
Wig~y TRERR DI DL LI LET, RERRI VT N~y T EHEETHITIE, 7V
Th =y TEHIBRL, RITTWAZ M) EZENL L7 U7 N~y 7 aHEA L £,

BiB ACL CTXELT RV AE I35 T RV ADIEIZ any ¥— 7V — R&HH 25 & D
FBETDHEO, ZOF—U— FOFEMAITRET TS 72XV, permit any any =~ > R &9
L EWDBGNRAET HT-D, HRIFHIIET T EE 0,

T RTORE T 74 v BRESNES, ZHITIE, HIET2527 V7 b~y 7P THES
NTOLETIZRESNLOREE DO N T 7 4 v 7 bEENET,

s FTNTOERE T 74 v 71T D REPLEITR Y FF,

ZDYF U AT, ASA T IPsec FR#E SN TWARWNWT RTOEFE Ny M@ L TRy
ZLET,

RET DRy FEEFR LI EEZLTHEE L T 723V, permit X2 any ¥ — U — R & {f
TLHEGAEIE. ZOXORNC—HD deny LxBE, (REJNZNDO T T 4 v 7 H2FTXTT 4L
ZV 7 UTHBRLET, ZhafThbRune, €O permit SUZRESGIN DO b T 7 4 v 773
BENDZ LI T,
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\}

48— x4 RACLDER .

G¥)

ATvF1
ATwT2

ATy 73

RTvT4

no sysopt connection permit-vpn 235X E SALTWD L X, AMTA L F—T = A ADT VA
7 )Vv—"775 denyipanyany 7 7 B A U XA REMOHT I ICEESNTWWZELTYH, 774
T RO OEFLEINTEE T T 4y ZIXFFR S IET,

R#EINT-RY NT—T~D, A MY =Y A bERIFVE—F T/ ERXAVPNBERHTOT 7
T AEZ 3 hr—/LT5H72DIT, nosysopt permit 2~ REINHA L H—T = A A LEDOT Y
T2 aryie—/L UAL (ACL) EAARDLETHEALELY ELTH, 2 FE & EHA,

ZORIIIRPTIE, WEHOEET 7B ANRA X2 —T W >TWhH & ACLILEH ST,
A—WIELEEX 2V T A T T IAT U ANDSSHEFH L T T £, Wty hU—
JEDRARA~D ST 7 4 v ZIZACLIZE > TELL Ty 7 SNFETH, WA Z—T =
A A~DEELENTZBB T 7 4 v 73T 0y TEEFT AL

ssh L Ohttp 2~ NiZ, ACLEN T T4 A4V T4 B&EL< R0 ET, 2FV, VPN &>
T arnbTNA A~D SSH, Telnet, £721XICMP F5 7 ¢ v 7 Z#EET AL, IPa—%
v T — &G T S ssh, telnet, L Wiemp 2~ REZBMTILERH D 7,

FF7 4 o 7 BEEDPRENMTEBRRLS, ASAIX, AV F—T7 24 RAZEYYTHNATWDS
ACLE NI 74 v 7 BRELTCRMELE T, £ X —7 A A2 IPsec ZE| Y 4 THITIE, &
DFNEEFITLET,

FIE

IPsec (Zffi 42 ACL Z1ER L %9,

B LT 78R YA NE, MLZ VT b~y 745 FERLTLOFERIIERDO 7V T~y
Ty LET,

T—4% 7u—|ZIPsec AT HT-DIZ, WHE~vy FIZIKEVL N T VA7 4 —h &y NETZ
IZIKEV2 7 R—H Lz~ v B 7 LET,

HETZ7 VT b~y T4EEVLTC, VT b~y 72— 5L VT b~y Ty b
ELTA UV H—T oA RATHEHLET,

1

ZOBEITIR., TN ASAA FOANEA B —T 2 A4 A HTARA K 10.2.2.2 12@D>
HLxIT, AA 10001 EARRA 10222 DD ~F 7 4 v 71T IPsec £ 25E H &
ET,
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. IPseCSAD T A 724 LOER

Appliance AE——
Firawall B

Firewall A

IPSec Access List at "outside® interface:
access-iet 101 permit ip host 10.0.0.1 host 10.2.2.2

IPSac Access List at outside’ interface:
access-list 111 permit ip host 10.2.2.2 host 10.0.0.1

Traffic exchanged batasen hostz 10.0.0.1 and 10.2.22 is protectad batwean
Security Appliance Firewall A "outside® and Security Appliance Firewall B ‘outside®

el

ASAA L, FAAZA 10001705 ARA 10222 ~D T 7 4 v 7 ZRD L HIZEHL
F7,

« EfE7E =7 A b 10.0.0.1

«BE5E =R A K 10.2.2.2
72, ASAA L, HRAF102227035KA K 10001 ~D KT 7 4 v 7 EZRDEHIT
AEm L E 9

« EfEL = A b 10.2.2.2

e 5555 = A A+ 10.0.0.1

R DRy b E AN —E L7z permit T2 X - T, IPsec SA DA —7 73k E D
£

IPSeCSAD A 734 LDER

ASANFHT LWV IPSecSA & r v m— T 5 EXIMMHT D, Za—L T4 75 A MMEEE
WCTEXET, BEDODZ VT ~vTDra—r)L 54 T7 54 Mz EEXTXET,

IPsecSA Cix, BfGF SN AMEX—MEHINET, ZOF—IISAICRAIRAREFETT,
F—IFRFCH A LT T R THDOT, F—DU 7Ly aPETY, £ SAIZIE, [HEER
A & ThT 74908 O2BEOITA T7X A4 LBHYET, TNENDTA 7 XA Lkl
THESAIFKIL, FHLWSADOORIT—va VBB LET, 774V DT A
7B A L%, 28,800 B (8 ) 351 184,608,000 F A k(10 A H XA MEPT LR T
7

Ta—)y FA4 TEALEERETDHE, ASAIZ bR Z Fay 7 LET, BEBICHLS
NESADORIT T — g9 T, HILWVEMERHESNET,

e~y TICRESNTZTA 7 XA MEDR 72, ASANDHT LWSAZ TR I 2HE. Bs
<o FIE, ETICEEINSH LWSAERIC, BEEFEDOSA THEASATWS e —30L 54
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THEALMEEFHRALET, ET7 BRI —2a VEREZITRDE, ZOETRNEETHT
A TEALDMMEE O —=DNVIZEREEINTWET A TEZALMED ) B/INSWFTOMEZ, HLSA
DITATHAMMEELTHHLET,

BETFSADT A 77X A LD LEVEEZBZDHIC. ETIEIHLWVWSAZ I =— M LET,
DX DI LT, BEfFE SA ODFZAIRA LA, B LV SA OHEfFIAEWE T, BETF SA
DEDDTATEA LIPS ~15% 2785 E, ETIEHLWSAZRrIo— M LET,

AEAT4vIBBETY TDIERK
ABT 47 PV T N~y T ERERTLHIERNRIPseca L 7 4 X2 b—2 g VEIERT DI
X, ROFNEEFEITLET,

FIE

AT Tl ROa~r REANLT, Ri#ETLHINT 740 v 7 2EFET D ACL ZERLET,

access-list access-list-name {deny | permit} ip source source-netmask destination destination-netmask

access-list-name TiX., ACLID %, fxK 241 LFOXFHNE-I1TEE L LTHEELET,
destination-netmask & source-netmask TIL, IPVA %> hU—27 T RLABLOY TRy b <A
JEEELET, ZOFITIE, permit¥—7— RFiZX->T, HEOFHFIT—HKTDHINT 71 v
JITRCBEETHREINE T,

51

hostname (config) # access-1list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0

ATFYvT2 "I T 4 B RHETLHERERTDOIKEVL F T AT —b By FERETDHITIE. K
Da<wr RaeATLET,

crypto ipsec ikevl transform-set transform-set-name encryption [authentication)
encryption TlL, IPsec 7 —4 70— % {Ri#ET 5720 OIS FXEEEL £7,
sesp-aes : AES £ 128 B b F—Z A L £,
eesp-aes-192 : AES L 192 By b F—&MHL £,
o esp-aes-256 : AES & 256 £ kb F—&fiH L £,
s esp-des : 56 £~ h DES-CBC i L £7,
eesp-3des: U Z/VDES 7 LAY X AEMHLET,
e esp-null : KE=Ak72 L,
authentication TlX, IPsec 7—4# 70— % R#ET 5720 O oAb XA E L ET
e esp-md5-hmac : /Ny 2= 74U X & LT MD5/HMAC-128 Z i L £,
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B <57/ vomes<y Tk

ATy T3

ATy T4

e esp-sha-hmac : /Ny > = 743U XA E LT SHA/HMAC-160 Z £ L £,

« esp-none : HMAC Z:E72 L,

i :
Z OFITIL, mysetl, myset2, aes set/S KT AT p—Ah By NOARTTT,
hostname (config)# crypto ipsec ikevl transform-set mysetl esp-des esp-sha-hmac

hostname (config) # crypto ipsec ikevl transform-set myset2 esp-3des esp-sha-hmac
hostname (config) # crypto ipsec ikevl transform-set aes set esp-md5-hmac esp-aes-256

NS 7 4wV BT A HELEZRTAIKEV2 2 R—HF A EBETHITE. ROa~vy i
AHLET,

crypto ipsec ikev2 ipsec-proposal [proposal tag]

proposal tag 1% IKEV2 IPsec 7’ a2 AR—H /L DLEIT, 1~ 64 LFDLFH|TT,
TaR—=FNEERK L, IPsec 7R —P L ar 7 Fal—rarE—RelBLET, 2
Dar74FXal—arE— RTE IaR—VP Ik L TEBOR 5L X A 7 LGS
A TERIRETTET,

1 :

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure

ZORITIE, secure N B AR—VFNLOLFHITT, 7 a haLBILORELY A T2 AN LE
ﬁ‘o

hostname (config-ipsec-proposal) # protocol esp encryption 3des aes des

1 -

ZDa~wy KT, YD AES-GCM F 721X AES-GMAC 73U XL ZEHT 5028 L E
KR

[no] protocol esp encryption [3des |aes |aes-192 |aes-256 |aes-gecm |aes-gem-192 |aes-gem-256 [aes-gmac

|aes-gmac-192 |aes-gmac-256 |des [null]

SHA-2 £/2 13XV BRBINENTWBEEIL, EOT NI Y X A% IPsec HEEMET LT Y XA L

LT 2 EEIRT 208N H Y £9, AES-GCM/GMAC 23 b7 /v T U XL LTk

EINTWAEAEIL, XNVEEET LI X LEERRTILERDH D 7,

[no] protocol esp integrity [md5 |sha-1 |[sha-256 |[sha-384 |[sha-512 |null]

(GE)  AES-GCMIGMAC 5L T LTV XA L L THRESN TV AHAIE, XVESHET

LAY XALERIRT HLERH Y £9°, SHA-256 1L IKEV2 b > RIVEMESLT HT20DIC
AP PREICHAI TE £928, ESP EAGMMREIC B TE £,

(EE) BHEF I SARKEEEN (PMTU) =—2 0 7% A4 2—7 /W2 LT, PMTUE% T
OEZ )y FTARIBERET DI ENTEET,

[no] crypto ipsec security-association pmtu-aging reset-interval
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AT TS5 e~y TEERT L, VoI VEREFE~YALTF a v TF AN T—REFEHALT, ROY
A4+ Y —YA FFIEEZEITLET,

a)

b)

c)

ACL Z 55~ v 7IZHI0 4 TET,

crypto map map-name seq-num match address access-list-name

e~y 7ty el e~y 7= NVOEESTY, = M IFEhEnRR 5 —
r v 23K (seq-num) ZFFHET DY, map name H3F U T, access-list-name Tix, ACL
ID %, K 241 SCFOLFHINEITEIE LT ELET, ROBITIE, mymap 737 U

T h~v 7Yy NOARITY, v v 7y hOY—Fr  AFEFIL10 T, ¥—F A%
T, 1oD7 VT b~y Ty NNOEEOTZ L NVIZT U7 2T 572D L E
To V=T U RABREBNENTE, TIAAV T 4B EL< Y ET

i -

ZOFITIEL, ACL 101 2355~ v 7 mymap (IZH D 4 THLET,

crypto map mymap 10 match address 101

IPsec TIRESNTZ N T 7 4 v 7 DEEE L R DT 2EELET,
crypto map map-name seq-num set peer ip-address

51

crypto map mymap 10 set peer 192.168.1.100

ASA T, ETIZIP 7 FL- % 192.168.1.100 NEI W 4 THNTWSH SA Ay N7 v 7 LE
T, Zoavwry REEVIELT, o T2 ELET,

OV TR LT, IKEVD h T AT 34— By & IKEV2 7R —Y LD
ELLEFRAITED0ERELET, EEHO N T AT+ —AL By NERITT R -0
. TI9AFTVT4IE (ESDTITAT VT A DLOREY]) (ZHELET, 1 DO
IR RWNBEDO TG AT — Lty NELEFT o RV LERETEEST, RO
2Oo0WTFN D a~y REHHLET,

crypto map map-name seq-num set ikevl transform-set transform-set-namel [transform-set-name2,
...transform-set-namell]

Ep

crypto map map-name seq-num set ikev2 ipsec-proposal proposal-namel [proposal-name?2, ...
proposal-namell]

proposal-namel & proposal-namell Tl%, IKEV2 @ IPsec 7' B —H /L% 1 DLL EFEE L &
T, BT~y 7 2 UL BERWWEOT n R —F i F R —F LET,
i

IKEVI DBAEDZDFITIL, FF7 74y 7N ACL10LIC—F L7-L& ZI1Z, SAlX. EDk
TUAT =LAy NBRETDO NIV AT 4 —5 %y MZ—EHT 5025 > T, mysetl
GFELTI7A4FVT4) Emyset2 (227 T7A4FVT 1) OWTINEFEHTEET,
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d)

f)

crypto map mymap 10 set ikevl transform-set mysetl myset2

EE) 77—V IA T84 b bEXTLHAE. 7V 7~y TDSATA T4 A
LERELET,

crypto map map-name seq-num set security-association lifetime { seconds number | kilobytes
{number | unlimited}}

map-name ClX, W5~y 7 &y NOARIZIEE L ET, seqg-num T, Bo~y 7 =
FMUICHEIO Y THESEZRELET, M ELEIEESNT —ZICESWTHFD T A
TEA LERETEET, 7171L T—HEETA T XA NI A ME VPN IZ O A8
i, VE—F T7Z7EAVPNIZITEA SN EREA,

i -

ZOHEITIE, 7 VT N~y mymap DIEERZ T A 7 X A L% 10 ~ 2700 F> (45 77) 1T
HHELET, NI T4 v I BITATHALNIEREINTEEA,

crypto map mymap 10 set security-association lifetime seconds 2700

UEE) IPsec Nz D7 )7k <o AT LTH LV SA ZEsR4 5 & &2 PFS 22K
B, FETziF IPsec BT N HZITELA HIRIZPFS B R T A0 EREELET,

crypto map map_name seq-num set pfs [groupl | group?2 | group5|group14]

5 -

ZOFEITIE, B~y 7 mymap 10 12X L TH LWSA Z R T m— 95 & ZIZPFS A
MEETY, ASA X, 1024 v b Diffie-Hellman 77 A4 A £V 2T A J)—7%H LU SA
THEHALET,

crypto map mymap 10 set pfs groupl5

(FE) 207 V7 s~y 7 = b UICESSERICR L Tfiv— MEA (RRI) ZA
F—=T M LET,
crypto map map name seq-num set reverse-route
RRI TRERFITATON, B EARENET, REPEEELFHIREN L ETEOEE
2720 E3, ASAIX, V=T 4> 7 T—T AL T 4 v 7 b— N EHBIEML,
OSPF ML TENLDNL— &2 T T A N—h Xy NI =7 LFIAR—F— L—H (T
HMLET,

51 :

crypto map mymap 10 set reverse-route

ATFwT6 IPsec FT 7 4 v EFHMT LD, VT b~y Ty hEAUA—T oA ATHEBALE

‘/Jﬂo

crypto map map-name interface interface-name
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map-name TlX, W5~y 7 &y bOARTEZIEE L E T, interface-name TiX, ISAKMP IKEv1
XAV a v EA XTI NELET A =T NMIT DA Vv H—T = ADLHIZEELE
ﬁ—o

£l

ZOBITIE, ASAIISMNTA v X —T = A A&@BT D NT T 4 v EhEE~ > 7 mymap &R
AL TR L. REVDLENE D NEHIWT L ET,

crypto map mymap interface outside

vIREET Y TOER

HAFIv 7 7T h =7, WTHORT A= ERESN TN 2WI YT N~ 7T
T BAFTIv 7 7V T b ~oFE, RELTVWART AN, ETOEMHIZEI LI
BTEAT I v 7IZBGEENS (IPsec 22T —2a U DFERLELT) RV —FT o FL—
FOZEEERIZLET, ASAIR, A¥T 4 v 7S~y TETDOIPT RUVARELREES
NTCWRWGES, E7 TR AL ERATT— b SELLDIIH AT I v I~y T &
LET, ZNiE, RO¥AT7OET THEALET,

e RXT VI IPT RLANEATIvIZIZEYLETOHENDLET,

LAN-tO-LANDOET . BI OV E— 727245 71%. itif et DHCP & ] LT3
TV 7 IP7 RLAZRETEET, ASAIL, Mozt EEITo07 RL
2EEHALET,

TIAR=RFIPT RLARLZAFTI v 7IZEHYLTENDET,

HWE, VE—FT7278AD MRV EZERTLHETIL, ~y FZURIZE-oTHIDETH
N7 T7A4AX—=HKIPT RLRAZEFFS TOET KT, LAN-to-LAN & RV I FRTIZHR
EINTZTTAR—KN Ry NI Dy FBHVET, TNURARXT 4 v =T D
REICHERENDDOT, FEREL LT IPsec SA DHENLICHE A SN E T,

BHENAZT 47 7 VT N~y T E2RETHI2H, (DHCP £723BIOHFIET) X4 )
RV ZIZEY B TENTZIPT RLARDNL2WGEERC, B0 Y CTHIEZIZBERZR S o s
TATY DT FZAX=RIPT RLARDLLRWEERH Y £5, #@F, VPN 7147
MZiZ, 22T 497 IPT7T RULANRL, IPsec x> m—3 g V%%iéﬂiék&b@&%%
Sy J U=y BMETT, 2R, Ny R U RRIKExRI v —v a3 U
7 KL A% Cisco VPN Client (28D 4T, 7747 MIZ ODTI\I/X%fi)ﬂLTIPsecSA%
Iy —hrLET,

GE)

HAF I 7 U7k~ v 72X transform-set /X7 A — X 72T BT,

HAFI v BB~y PRl TAE, IPsecDAL T 4 X b—3 g UNHICR Y 9,
BT NEICHFANCREEIND EIFRLRWRy N =T CHEATHIZER2HERLEST, ¥ 1)
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w7 727U k<3, CiscoVPNClient (B 2—HFRY) |  BIORE A FI v 7z
BV LB TOHNZIPT RLAEZRET 2L —XZR L THEAL T 7ZE0,

HAFIv 7 7T~~~y 7Opermit =2 kU |Zany ¥—7— R&EHT 28550, EERN
VETT, ZOX5 M permit =2 MU OXHRERDNT T 4 v ZIZINATFF Yy AT r—
R¥YAMDRNT 74 v 7 RNEENDLDHE. %5257 FUAGEHIZOWTdeny =2 MU %
ACLIZHRALET, Xy hT—2 LB TRy b 7r—R¥x A~ F7 74 v 72 LT, £
72 1Psec TEREE L 72WEDMDO T 7 4 v 7123 LCE, #F deny= h U ZFHALTLES
AN

FAFTIv 7 7V N =y E, BRERBLIZYE—FOET ESAZRITY=— T 5
EETUMRELET, ASAIX, AT IvIE~vy 72 EHLTCYE—F BT LOEERE
BT 562 LT TEERA, XA T Iy I G~y 7Tl #E N7 7 14 v 7 5 ACL @ permit
TR E—HLTH, HIET D SANELFLELRWEGSE, ASAIZZED T 74y 27 % R
a0y 7 LET,

JIVT b~y By NMIE, 4T Iv 7 7V T b7 2G50 LN TEEd, 45
Iy IEEY Yy IOy MIE, ey ey hC—FRNTITAF VT4 (DFEDH, —F
KRENWS—F L 2AFKE) 2REL. ASARMOK B~ v P2 EICEHET 5 L 5 12T 20N’ S
NET, BX2V T4 T T ITAT AT, D (RAZT4v0) ~v 7O PR L7
WA, AT 207 70T s ~u 7Dy hEfE~ET,

ABT 4y JV TN~y Ty MK, ATy 7 2T vy By MIH,
[d] U dynamic-map-name Z #2393 X TOX A FI v 7 7 VT N v T E2E50ET,
dynamic-seg-num iZ k> T, By NNOFX¥ A FI v 7 7 VT N~y IPRRBISES, A7
RISy T ERET DHAIL, IPsec BT OF — 4 7 u—&KE ACL T#BIT 5729
\Z. ACL DFFR[ZFIALE T, ZOXIITHRELRNE, ASAIX, ETRRTTHHHLDDH
T—4 7u—IDEZXTFANDZ LITRY ET,

ATy 71

FAFI v I~y 2y ML TRESNTL, ASAL LV Z—T A AT bR v
TEND T T4 971G LT, B a2a— DT 7 /L hb— FE2E D B THRNTLSZEN,
MoV TEIND N T T4 w7 BRETDHITE, A4 T Iy 7 7V Tk ~v7IZACL ZiE
mLEd, VE—hKT727ER brRVCEEMIT DZ ACL 3% ET 54 1%, @727 K
VAT = VERELTLIEESN, Hil— MEAZBEHL L= A VA M—LTHDIE, &
TR FRINT v TREIZ > T2 %I LT 7E &,

DTN Ay TREA RN FE—RESATF aTERA N E—ROELENEMHERALT, £A4F
R IERE Oy N AERLEST, 1007 ) P hww Ty NNT. AXT 4 v
v T T NI EEAFTIv I vy T o N RSB EDEA R TEET,

FIE

(EE) ACLAZXAA T I v IIEE~y I8 Y TET,
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ATy 73

g4+zvomevyIons ||

crypto dynamic-map dynamic-map-name dynamic-seq-num match address access-list-name

ZHUSE ST, RETD T T4 v 7 LRELRNET T 4 v 7 BIRED £
dynamic-map-name ClX, MEFO XA F I v /WG~y T2 BRT L5~y 7 = hJ D4
A& E LE T, dynamic-seqg-num TlX, ¥ AT I v IWE~y 7 = NUICRHET 5o —
VAB G EHRELET,

1

ZOFEITIE, ACLI01 WX A F 2 v 7 iis~y ZFdynl IZEIV Y ToHNET, v v T D —74
VA FIL 10 T,

crypto dynamic-map dynl 10 match address 101

TDEAFI v I Ty I LT, FOIKEVL b T A7 3 —5 By hEITIKEV2 7
BR—YPNVEFRITHNERELET, EEO N T AT+ —LEy bELEFT o R—F L%
TIAFTVTANEIC GEEDOTTAFT VT 4 DOLONRKRY) FHHELET, IKEVL hT U AT 4 —
Ay FEFIZIKE ZaR—F s Ulza~y REEH LT EEV,

crypto dynamic-map dynamic-map-name dynamic-seq-num set ikevl transform-set transform-set-namel ,
(transform-set-name2, ..transform-set-name9]

crypto dynamic-map dynamic-map-name dynamic-seq-num set ikev2 ipsec-proposal proposal-namel
[proposal-name2, ... proposal-namell]

dynamic-map-name Tlx, BEFOXA T v 7 E~y 75 ST 5~y 7 = M) D04
AIZ$EE LET, dynamic-seq-num TIL, XA T I v 7 E~y 7 = MIZKINT 5 —7
VAT ERELET, transform-set-name 1, {ERETITIEET AT AT+ —LM Y b
DL HITT, proposal-name TlL, IKEV2 @ IPsec 7' 2 AR —H /L D4RT%Z 1L DL EfEE L E7,

51

IKEVL DIFAEDOZOFTIE, T 74 v 7N ACLI0LIC—FKL7ZEEIZ, SAE, EFD T
AT =Ly FRETDRT AT 3 —0 Yy M—&T 502k ->T, mysetl (G517
TAFIVT 1) Emyset2 (2774 A4V T 1) OWThuprafEHTEET,

crypto dynamic-map dyn 10 set ikevl transform-set mysetl myset2

UER) Z7u—rUL 74 754 MEZEENZT 25013, WEFATIv s v~ v T2 b
DSATATHALEBIFELET,

crypto dynamic-map dynamic-map-name dynamic-seq-num set security-association lifetime { seconds
number | kilobytes {number | unlimited}}

dynamic-map-name TlL, BEFOX A F I v /M H~ vy T2 BRI W5~y 7 = M) 04
A& E UE T, dynamic-seq-num TlX, ¥4 F I v Ike~y 7 = NIICHIGT Ho—7
VABFEERELET, B ELIIEE SN T —XIZESWTHED T A 7 X A AERET
EET, L, THEETATHA LEY A FRIVPNICOREH S, VE—F 77k
A VPN IZITEA S EH A,

51 -

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .



Y4 FEVPNEEUS 5147 VPN |

B+ rv—51 rnsnozn

ATy T4

ATvT5b

ZOBEITIE, ATy 7V T b~ 7 dynl OIRERL T A 7 X A L% 10 ~ 2700 F) (45
) WEMLET, NI 74 v BIATHALIEEINEEA,

crypto dynamic-map dynl 10 set security-association lifetime seconds 2700

(FEE) IPsec MO XA F 2 v 7S~ v 71Tk LTH LU SA 235k % & X IC PFS 23
R D0 F7ziT IPsec BT BT HLD ERIZ PFS Z BRI 52 fE L £,

crypto dynamic-map dynamic-map-name dynamic-seq-num set pfs [ groupl | group2 | group5 | group7;

dynamic-map-name TlL, BEFOX A F I v /M~y T2 BRT W5~y 7 = M) 04
A& E UE T, dynamic-seq-num TlX, ¥ A F I v Ike~y 7 = NIICHIGT Ho—7
VAFFERELET,

1 :

crypto dynamic-map dynl 10 set pfs group5

EAFIv s 2V T~y T ¥y baeRXET 4y VT M~y ky MTBIMLET,

AFIv I vy TaBRITL7V N~y E 62707 b~y 7y hORFTTIA
FIVT 4 =2 M) ERIKR (=T AFEFHRER) ITHEL T LI,

crypto map map-name seq-num ipsec-isakmp dynamic dynamic-map-name

map-name TlL, W5~ v 7ty NOARITEZTRE L E T, dynamic-map-name Tix, BEAFO X A
FTIvIWE~Yy T ESRT LS~y = N OARTERELE T,

1 -

crypto map mymap 200 ipsec-isakmp dynamic dynl

Y4 bY—HA FEREDER

o~y 7HEH L CTEMDIKEVIE T 2 ERT D &, ILEMEEZF-Es 208 TEES, 2
Day 74 Xalb— 903 A4 MY —3 1 b VPN IZERTY, ZOMEEIX. IKEV2 TIEY
A—hrSNEEA,

HHETHRMT S L. ASAIL, S~ FIZBEEMIT LN TNDROET ~O ~ RV &l
SNLET, RIVE—Ta VBRI LI ETICT 2B RE SN, TOE TR T I T 4 7T
IRV ET, 77747 78I, BRORITTm— a0 DL X2, ASA NEITERMICH
BRLHETOZETE, T, xRV —2 g U BNRRTAETRHIXES, pA o — g
DI LTI T, ASAITIRO ETIZBY £3, Bie~ v FICEEf T o Tnad T XTor
THRERTDE, ASA DY A 7 IVTRPIOETIZREY £17,
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psec VPN 0 &E [}

IPsec VPN 0D & IE

IPsec A7 4XaLl—a3 DERT

IHBIE, IPsec 27 4 Fab—ra NIBATAEREEFRTHLEDICV I AVERITL
FaArTHFARNE-RTANTE L2~ FTT,

F1:IPseca> T4 XaL—>aVERERTT HHDITUFR

show running-configuration crypto IPsec. 7V F h~vw7 XAFIvr 77
M~y 7 ISAKMP 2 &, W57 4 F =
L—varEfREFRRLET,

show running-config crypto ipsec IPsecay 7 4 X2l —var2fkaRRLE
TO

show running-config crypto isakmp ISAKMP =227 4 ¥ o L—3 g VAR EFER
l/ \i ‘a’_‘o

show running-config crypto map IV h~wy T ar7 4 Xal— g 8K
R RLET,

show running-config crypto dynamic-map BEAFIv I IV T v~y TDar7 ¥

I/F“:/El ‘/%%ZT—\‘ L/jz—a—o

show all crypto map TARTOALr T4 FXal—ar RNTA—HF
(T 7 4V MEEFRFORT A= L ET) &

FrLET,
show crypto ikev2 sa detail i S bR EHE R T Suite-B 7L T U X A

R—heFRLET,

show crypto ipsec sa VT NEREFTALT TR ANE—RT
@ Suite-B 7 /LT U X L AR — Rk K OVESPv3
IPsec /1 &R L ET,

show ipsec stats TNV ERIFIATF TR AR E—RT

DIPsec 7L 2T AMIAT AIERAEFR R LE
7, ESPV3 #tEHEHIX., {8 L7 TFC X7 v
NB X OERE L OS2 ICMP =5 —(2%#
RENET,
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B vo—romiz7r74TtvoasorT a6

JIJ—RMDHIZT I T4 Ly a DT a3
TRTCOT I T 47 By a rPABICK T LEEAICRY ASAZ ) 7— 589512,
A a—)VEFRETEET, T OHRE 1772‘/V1\Tﬁ%ﬁu§iﬂéﬂfb‘iﬁ‘o

reload =~ > RZFEH LT, ASAZ U7 —FLFET, reload-wait 2~ > REZFHTET 5 L, reload
quick =~ > RZfH L T reload-wait 7% & Z ) TE £J°, reload 2~ N & reload-wait
a2 RIEIFHEEXEC E— RCHEHATE ET, EH0ICH isakmp 'L 7 ¢ v 7 AIfHT £8
Ho

FIE

FTRCDT VT 47 By a BHBNICK TS 20%M 5> TASA &) 7— M o iREx
XTI BN, ROVA MY =Y A N FRIT B INERIFYANT 2 THA N E—
RTETLET,

crypto isakmp reload-wait

B -

hostname (config) # crypto isakmp reload-wait

EGRRORBICETIZESET S

VE—K 727EARLLAN-t0-LAN O v > g RN Ry P TA5HEICIT. SESER 0N
HVET, 2L ziE. ASADYV Yy NE DU UCERIF) T -, By ary TA KV EALT
U b, KB OEE, EFEEIC L DEIETT,

ASA TiZ. (LAN-to-LAN =2 7 4 F a2l —3iaE7-0XVPN 7 547 D) BES -
TR LT, By va UDNEERERSNDERNCEA TEET, 77— bEZELZET E
72137 747 M, TOHAZEFILLTAXRY N g VEREIR Yy TT v 7 XL CERR
LET, ZOWRRIZT 74V N TEREMICRES N TWET,

REESNTZIZITATV FEETIZIIEKROLEDONEENET,
o T T— MR AX—=T NI TNBEX2 VT 4 TTIAT VA
*CiscOVPNClient ® 55, N—=T g 40OV 7 v 2T #EZTLTWHHD (v
T4 X2l — g VIR

IPsec &°7 ~DOYIWrEE % A 1 —7 /W2 T HIZIX, crypto isakmp disconnect-notify =~ > N %
VUTNEREINT 2 TR AN E—RTASLET,
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txayss7vvi—varnsur |

X T4T7VII—230D0)7

—H DT 4 X2 —a VAT, BEOSAE I T— L TWAMETAEDRY
EFT, ILWREZTZEDBIZANCT 2121, BEfFOSAZ 27 V7 LT, BHEEDa T 4
X2l — g TSAZHMLLET, ASART VT 7T IPsec T 7 4 v 7 ZALER L T
HEE, SAT—HR=2ADHL, AT 4 Xal—a VERORELZITHMNTETE
VT LET, SAT—HR—REZEEI7 ) TTDH01E, KEBAREEDOLEASC, ASA 3L
HLTWSIPsec b7 7 4 v 7 BWNVDIRWGAIZRET D LI LT EEN,

WORITRTa~y REANTTTDHE, oI ERIFI~ILVF a7 %A b £— KT IPsec SA
V7 L CHEET s EnTEET,

& 2:IPsecSADY ) THLUBMHILADa<T UK

clear configure crypto Psec. 7 VT h~vT. AT 2 YT
F~>7  ISAKMP %2 ¥, Bg a7 4%
L—ya U eREHIRLET,

clear configure crypto ca trustpoint TRTONTAIRA > FEHIERLET,

clear configure crypto dynamic-map FRCOIAFI 7 2 YT oo T EER
LET, EDKATFTIv I 7T v~
ZHIRCTE D ¥ —TU—RKbdb Y £7,

clear configure crypto map TRCTO7 YV TS~y TEHIBRLET, HE
DI VT s~y TEHIBRTEDLF—T—Fb
HYET,

clear configure crypto isakmp ISAKMP =12 7 ¢ X o2 L—3 g U2 B
L%,

clear configure crypto isakmp policy T_TO ISAKMP R Y > —F 72134 EDR Y
T—aHIBRLET,

clear crypto isakmp sa ISAKMP SA 7 — & _— 2 2R & Kk L £ 7,

EEXyJaArvIJ4Xxal—3a>ny )7

clear configure crypto =~ > NiZi%, IPsec, Wfi5~ v/ ¥ A4 FIv /s~y 7, CALNT
ARKRA Y b, TRTCOFEHE, GEA#E~y 7 a7 Falb— a3 ISAKMP 72 &
AT A F¥ 2 b= a VOBREHIBRTE D51 BN EENET,

51# % 8 E L 72\ T clear configure crypto =~ > R&Z AT 5L, BEEar7 4 Xalb—v 3
VARER (TRTOBIMEDLEL) PHIFREND Z EIZEELTIEEN,

FEMBIZ DWW T, [ Cisco ASA Series Command Referencell O clear configure crypto =~ > K%
ZHLTLLZE0,
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B Nokiaven client 4K —

Nokia VPN Client ®H R—

ATy Tl Ju—)L a7 4F¥al— g2 F— KT,

ASA X, Nokia 92xx Communicator > U — X & & D Nokia VPN 7 7 1 7 > k5> 6 Oz
HAR— 95712, Challenge/Response for Authenticated Cryptographic Keys (CRACK) ~"& |
N EHEHLET, CRACKIX, 7 VX VGEETIER S U —ilGE i 2 H L T\ b
IPsec IZxf) LTZEANA N T4 T MIiRbELTWET, 7747 MRV /~f£ﬁt
(ZHED W & —RBRERT (RADIUS72 &) ZMEH L. 77— b v = A H3ABH F—FEREZ il
LTWAHIGAEIL, 207 ba)/WIHARIEEZ L E7,

Nokia 27 7 A4 7 > & CRACK 7’1 k2 /LDl )5 &R — h3 221X, Nokia/ Ny 7= N

F—EZADRBRE L TWDLERH Y £7T, ZOZEMHFIIE, KROKITRT X DI, NokiaSecurity
Services Manager (NSSM) & Nokia 7 —# X—2Z23& N F£3, NokiaZ 714 7 > F TCRACK
7u haniEYiR— T 5O E R Nokia—E XD, B oD —e 2D
VAR =L EREIZOW T, Nokia OfVEEIZBWE bR EEn,

Hemote Access . DMZ
. Firewall/ | SSM server
I VPN and database
— : gateway !
e B4 | |
.kl\q_lnternet -);- : I ! Sk
*-‘_Tz— X ; enrollment
e T ! ! gateway
" i i
f,-'f Operator | i |
L\ mobile / : ! g oM
_Qetmrk : i ! 3 managemert
; ! e, station

Nokia SSM |
'Web sener

I _:!TJ LDAP server

RADIUS or
s &

: ! SAP
Windows Clients/ Mobile Devices/ | | : Haatnge
Laptop Policy ~ Mobile Devices | | !
Policy i i
________________________ | | i Corporate
Telecommuters ; ; I E-mail
: ! Corporate |
: ! Web services h
FIE

crypto isakmp policy priority authentication =
~ RiZerack ¥— 7 — FZIEE L THEH L, CRACKFRGEA A Rr—7/WMZLET,
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Nokia VPN Client 4K — ]

hostname (config) # crypto isakmp policy 2
hostname (config-isakmp-policy) # authentication crack

ARTYT2 77472 FBIECT VX NVGEHELF AT 5L, SHICROFIEEZFEITLET,
a) FIZARMRAUFEHREL, BREM AL LEREIZLET, b7 A MKRA Y M,
NSSM °Z D> CA DA H Y £7, IROFITIE, K7 A RRA 2 M
CompanyVPNCA & 9 AR TVWET,

hostname (config) # crypto ca trustpoint CompanyVPNCA
hostname (config-ca-trustpoint) # f£gqdn none

b) ISAKMP E'7 @ ID Zi%ET HI2IL, ROWTNIDOFIEEZFEITLET,
* crypto isakmp identity =~ > K(Z hostname ¥ — 7V — RZfHE L THEHL £,

hostname (config) # crypto isakmp identity hostname

s crypto isakmp identity =~ > N{Zauto ¥— 7V — RAfRE L CHEMA L, 8y 1 706
ID 2AAEBNCHESIND LI ITRELET,

hostname (config) # crypto isakmp identity auto

(GE)  crypto isakmp identity auto =~ > RZEHT2541%. 7 74 7> MiEAE
[Z& £ % DNJEMEA CN, OU, O, C, St, LDJEIZZ2 > T\ 2% Z & &l
Li‘g‘o
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Irh-2::&:
5 2

L2TP over IPsec

ZDETIE. ASA TO L2TP over IPsec/IKEVL DR EHFIEICHOWTHALET,

o L2TP over IPsec/IKEv1 VPN {22\ T (49 _—7))

« L2TP over IPsec DT A & o 28 (51 ~<—3)

« L2TP over IPsec ##% 9 5 72O DRHESRM (52 2X—)
o EEFHLHIKFE (52 X—)

o CLI ZfH L 7= L2TP over IPsec D% (54 ~2—)

* L2TP over IPsec DF&REEE (60 ~—27)

L2TP over IPsec/IKEvl VPN [ZDULNT

Layer 2 Tunneling Protocol (L2TP; L' A4 ¥ 2 hox U v 7 Fuaban) &, VE—K 29747
YEWART Y 7Py NI HHEHLT, BEDTTAN—F Ry NU—7 =%
BICHEETEDLLIICTDHVPN b x U7 Fa hauTd, L2TP X, 7—%D ko3
> 7|2 PPP over UDP (A"— k 1701) ZfEMA L £,

L2TP 71 h2uid, 794 7 v MYb— N T VAR LT ET, BEEX L2TP x>~ b
J—27 H—s3 (LNS) & L2TP 727 tRX 2ty FL—& (LAC) &2 TWET, LNS
X, BE, V=X EDOFRy NT—7 F— b oA TETINET, —FH, LACIX, ¥4
VT > 7D Network Access Server (NAS; % U —27 7 7 & A #—,3) K, Microsoft Windows,
Apple iPhone, F721% Android 72 D L2TP 7 7 A 7 ERHEH Sz KR A > b T34
ATCHEITINET,

VE—F T7278ADTF Y AT, IPsec/IKEVL Z i HT 5 L2TP Zi% €T D KOFAIX, Y
F—h 2—PRT— U o CEHARBREZFEDTIC ST Y v 7 IPRry T —2 %4 L TVPN
W7 7 8ATEHZETYT, ZHUTLY, EEMICEOSHFHNL THPOTSZ#MH L TY £—
N7 27 BARAEREICAR D £, Z O, CiscoVPNClient Y 7 b =772 EOBMD Y T A
TN IT N2 TRRERNENIFE LB £,

GE)

L2TP over IPsec 1%, IKEV1 7217 23R —FLTWET, IKEV2 TV R— SR TWEHFA,
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B rsccomge—rerorLE—F

IPsec/IKEV1 Z {95 L2TP O ETIL, FaidA X —F7IE RSA v 7 =F v FXEHHT
HRAEAE, BELO® (AZT 4 v 7 TiERl) 47307 70T h <~ 7OEHARYR—
ENEd, 272 L, ZZTHHATAMEFRIECIE., IKEVL, BXUOEREAF—F/ZIZRSAE
BOBENTET LTNDZ EEAHHC L TOET, FAEF—, RSA, BLIUOFAFI v
VTR =y TOFREFIACOWNTIE, —KIEBEH=2 7 ¥ b—ar T4 ROFE 41
# [Digital Certificates] ZZM L T 7E &0,

G¥)

ASA T IPsec 24 % L2TP & &7 5 & . Windows, MAC OS X, Android 5 X X Cisco 10S
REDFRV—TFT 4 T VAT MIEESINTFRAT 4 7 VPN T Z4 7 2 b & LNS BSFHATE
FATEH L9120 £4, IPsecZfEAT 2 L2TPE 2R —FLTWET, AT 4 7 L2TP
X, ASA TiZxtin L TWEH A, Windows 7 74 7 > ERYHR—FLTWAB IPsec X =V
TH4 T arDORETA T A A, 300 TT, ASATT A 7 XA L% 300 DA
ICERE L TWAEE. Windows 7 T4 7 > MIZORELXEE L T, 300 DT A 74 A LIZ
BEEzET,

IPsec DEREEF— K& ORI E—F

ASA LT, 774/ hTIPsec b/ E—REMHLEST, ZOF—KTIE, TOIPT—%
7T LEEPIEFILEIL, HTLWIP YTy hOXA m— 2R ET, ZOF—RFTE, Lv—
AR EDRy NT—7 FTAAL AN IPsec D7 ¥ b LTEIWECE T, 2F 0, L—ZNK
A Mo T F b EITWE T, FEILAV—F 17y hER5{b L, IPsec k> RV %Al
ALTHELET, s —2II D IPT—% 77 LB L, 568 AT ARk L E
T, bV ET—RORERREIT, =0 RURATLAEEE LR THIPsec #FIHTE 5 &
WO ZETT, £, NI T4 v o bRET AL TEET, FoRE— REMEH
THE, WEHFIIZ N RZAVDOZ RRA 2 M Lhbonbd, brrV 7 Inizry o
AFDEEITEFRITONY AL (INER RO RRA V FERIUGATHIE
£R) o

7272 L. Windows @ L2TP/IPsec 7 74 7 > &, IPsec itk E— REEHALET, ZDOE—F
TIPS B— FEFRE LS, TDOIP ~y X — IS b EnEtA, ZOF—RIC
I, &7y MBS FLpBmEnd, "7V v 7 2y NU—7 EOT A R, /Ny
b DEAERIZREE L E S LRI TE DL LW OFLERH Y £, KROKIZ, IPsec D k)L
E— NEEEE— FOEWEZRLET,
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L2TP over IPsec D 5 4 = > R E# .

2:IPsecD bRV E— FEEEE—F

IP HOR | Data |

Tunnel mode € Ercrypted _’_‘

New IP HDR | IPSecHDR | IPHDR | Data

| IPHDR |  Data |

Transport mode / \

| IPHDR |IPSec HDR |
<+—— Encrypted —}l-|

Windows @ L2TP I LN IPsec 7 7 A 7 > F v ASA IZHERE 9 5121, eryptoipsec transform-set
trans_name mode transport =~ > RZfEH L TK 7 A7+ —2A &y T IPsec finixE— N
ERETAHVENRHYET, Zoavy NE, REFETHEHAINET,

\}

GE)  ASAE, A7V MR RNV TIVEAVARNT2852MBAHACEEZ T v adbHI EILTE
A,

ZOXORERENAREIC 2D L, FR Yy hU— 7 TORRIZR M (72 & 21X QoS) %, IP
SN L —=DERITTESNTIATTEDL LTV FT, 2720, bAoA Va~y X —0KEE kLS
Na70, Xy FOBRERFHIRINET, BEE—RFTEHE P~y X—0N7 U7 TFA L
TEFESND &, WEHIZMOEND T 7 4w 7o EifFTZ iz 5,

L2TP over IPsec DS54 22 R E 4
A

GE) ZoEEIE. M e— N SUERDLWET LV TITEATE A,

IKEV2 2 L7z IPsec U E— k 7 7 & A VPN (ZIX, BI&HEA FHEZ: AnyConnect Plus & 7213
Apex 7 A LU ARMETY, IKEVL ZfEH L7z IPsec U E— k 727 A2 VPN B LW IKEVL £
721X IKEV2 Z {4 L7= IPsec 4 RE] VPN TiL, AT A &2 RIZfHED Other VPN 7 1 &
VANMERINET, ETNVIT EDORKMEIZOWTIL,  [Cisco ASA Series Feature Licenses) %
ZRLTL I,
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B oo psec 8% 20 oRmREH

L2TP over IPsec Z#E&E 9 5 - O DHMRFH

L2TP over IPsec DR EIZDOWTIE, IROFHRSEMENH Y £,

e IN—T RV — T 74/~ Z—T R — (DfltGrpPolicy) F7zid=—HE&KR
N—"T" R Y —% L2TP/IPsec #fetloxt L TRETE £3, EHHLDHES . L2TP/IPsec
oV o7 7a harvaEaffdsid, Zv—7 R o—%RETHLENDHY £3,
L2TP/IPsec bRV v 7 7a halRNRa—HFERINV—T K o—IZx L TREINT
WAL, DFItGrpPolicy % L2TP/IPsec > U > 7 7a h a/LiZxt L CRE L, +—
PEFRIN—T KR =L ZDRMEEEK ST ET,

eI T AN [EREEAE X —) LA FIT T 2581, T AN NOER T v T 7
AN (horp T—7F) | DefauItRAGroup ERETLHMLENDH Y £7, EAES—2R
DRFEEFATT DA, FEHEID ICESWTRBIRTX 22— EEER 70 7 7 (/L

EEATEET,

o P42 EZ BT I THSZT 2B H D £3, #Htha T A 2123, = FRaRA U b
MHASASDIPT RLADping &, ASAHL T RIRA 2V h~DIP T KL AD ping %
FATLET,

R A LD EDOFFFTH, UDPR— R 1701 37 2 v 7 SN TWARWT & 2R L L
f;éb\o

eWindows7 D> RBA >k F/RAL AR, SHA DY T =F % ¥ A FEIEET HAAESY
R L CHRIEEFEITTRHE. V7 =F v ¥4 71F, ASADY T =Fx %17+ SHAL
F721L SHA2 DWW TN —F L TWAMLENDH Y 97,

FEFHREFINER

ZOETIX, ZOEDTA RT7 4 2 EHIRFEICOW TR L 9,
AVTFEXERAMNE—FOAA FSA4 Y

T7AT 24— ILE—RFDHAFZM4 >

N—T v R T77AT7 T4 —)LE— RRTEIFVR—FrEINTWET, FTFUAXRXT LU b E—
RixhAR—F SR TWHEFTA,

TJI—ILA—nN\—DHA KA
L2TPoverIPsec v a VI AT — 7V T o— A3 —_"—TFHR—F I TWVERF A,

IPV6 DHA KSA4 >
L2TP over IPsec IZ5%f L CHA T 4 7D IPV6 b %Lty T v 7OHR—MIH Y T8 A,
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sesmennszd

TRTDTSY R ITHA—LTOY I b2 T7DFIE
S TlE, IPsec b o kL& L7z 4096 L2TP O A% AR — L TWET,

uu..nEo)jJ’r |~7’f/

R—H ) T =2 _X—=ADHE . ASA 1X, PPPFBAES L& LT PAP #5 X U Microsoft CHAP 0
N—=Tar1E27 %2R —FLFET, EAP & CHAP IZ, X @3 E— N K- T
TENET, TO7H, UE— kb —4 7 authentication eap-proxy ¥ 7= |3 authentication chap
A RTCHRELIZ RN ZA—FICHB LT S5E, ASA T — )V T — 4 N—R%
HBHTL2LIICRETDHE, 2O —FEER TR £,

HR— SN TS PPPERIEA A
ASA Ed L2TP over IPsec #5%¢1L. RO RT PPP3RFEXZ A 77207 2R —F LET,

R 3AMMY—INHR— & PPPRERA T

AMA Y —R B A T HYR—bESh TS PPPERFER 1 T

LOCAL PAP., MSCHAPv1, MSCHAPv2

RADIUS PAP, CHAP, MSCHAPv1, MSCHAPv2,
EAP-Proxy

TACACS+ PAP, CHAP, MSCHAPv1

LDAP PAP

NT PAP

Kerberos PAP

SDI SDI

= 4:PPPERFEA A TDHHE

:¥'_'7_ F uuunIEg 'f 70 #:'I-f'li
CHAP P—ROF ¥ L DIThT 5
chap WET, 7747 v MIf=

fbanic [Fxr b2
U— K] BEOZ U T TFHRA
FOZ—HFHERLET, =
D7 v k3L, PAP L 0%
BTN, T—H IS L&
nNEHA,
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B cu 2R L TP over IPsec D EE

F—7—F R AT Rtk
EAP EAP % A 2 —7 /LZ LT,
eap-proxy Lo TEX 2T T

7T AT AL, PPP pLuE7
o & R &4 RADIUS 385
Y= 7% LET,

Microsoft CHAP., /3— 3> |CHAP Ll CTWETR, H—
e v 1 N, CHAP D L5727 U7
ms-chap-v2 2 ) ‘
Microsoft CHAP, /X— 5 o FXAPFNONAT — R
2 <, Befbsn/o"2AT— R
T 2R LT 50
TEVEXaTTT, T,
ZoTa ka)ET — 2 s
D728 D ¥ —% MPPE IZ
KoTHERKRLET,

PAP HEAHIZZ VT TR A RD
pap S L SR — R
DT, tFaT7 THEHY
}\/O

CLI Z{EFR L 7= L2TP over IPsec D% E

AT 47 NVPN 7 54T 25 L2TP over IPsec 7° 12 |~ = L& {F LT ASA I VPN T &
5 E DI IKEvlL (ISAKMP) RV v —%2RTTHMENHY £9,

«IKEVl 7 =— X1 : SHAL v ¥ =2 7 & 4% 3DES 51k

IPsec 7 = — R 2: MD5 F 7214 SHA /N ¥ =2 iR A& 5% 3DES F721% AES K51k
« PPP #83F : PAP, MS-CHAPv1, %72(% MSCHAPv2 (#£%%)

« FHpijdA % — (iPhone DFEITIR D)

FIE

ATF9 Tl FEDESPKHLZ A THEIORASY A 7T, TV AT —b Yy NEIERLET,
crypto ipsec ike_version transform-set transform_name ESP_Encryption_Type ESP_Authentication_Type

&1

crypto ipsec ikevl transform-set my-transform-set-ikevl esp-des esp-sha-hmac

AFwF2 IPsec i b FT— RCHEHARLEGEEE— FEEHAT 2 L3 IR LET,
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CLI %4 A L 1= L2TP over IPsec D& E .

crypto ipsec ike_version transform-set trans name mode transport

i -

crypto ipsec ikevl transform-set my-transform-set-ikevl mode transport
ATFwF3 L2TP/IPsec Zvpn h> RV > 27 7o ba)t LTRELET,

vpn-tunnel-protocol funneling protocol

1 -

hostname (config) # group-policy DfltGrpPolicy attributes
hostname (config-group-policy)# vpn-tunnel-protocol 1l2tp-ipsec

ATv74  (ER) WEEREX=2VT 4 TTITAT U AIDNS B —NIPT RLRETN—T R v—
DI TAT > MIEET DL ITHRLET,
dns value [none | IP_Primary | IP_Secondary]
£l

hostname (config) # group-policy DfltGrpPolicy attributes
hostname (config-group-policy)# dns value 209.165.201.1 209.165.201.2

ATvT5 (L) #ISMEX=2 VT4 7T IFA TV RZWINS B — NPT RLAZ T L—T R o—
DI TAT > MIEETLE I RLET,
wins-server value [none | I/P_primary [IP_secondary]]

% -

hostname (config) # group-policy DfltGrpPolicy attributes
hostname (config-group-policy)# wins-server value 209.165.201.3 209.165.201.4

ATvT6 (EE) IPT7 LA F— Lz ERLET,
ip local pool pool name starting address-ending address mask subnet_mask

1

hostname (config) # ip local pool sales_addresses 10.4.5.10-10.4.5.20 mask 255.255.255.0
ATvTT EE) IPT RLAR F—A&#k7a 77 A (brxh Z—7F) LREMNT £,
address-pool poo! name

B -

hostname (config) # tunnel-group DefaultRAGroup general-attributes
hostname (config-tunnel-general) # address-pool sales_addresses

ARTvT8 T m Ty AN (Frxn Z—"7) #ERLET,
tunnel-group name type remote-access

1 -

hostname (config) # tunnel-group sales-tunnel type remote-access

ATYFT9 IN—T RY —DAHiEER T 07 7 AN (R =) (27 LET,
default-group-policy name
11
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B cu 2R L TP over IPsec D EE

ATy 710

ATv7u

ATvT12

ATvT13

ATvT14

ATwvT15

hostname (config) # tunnel-group DefaultRAGroup general-attributes
hostname (config-tunnel-general) # default-group-policy DfltGrpPolicy

L2TPover IPsec #4#5i 2 a7 2 22—V OFGEF X%, #i7a 7741 (oL T —7)
WXL CHELET, m%ﬁwwﬁmiﬁ ASA ZfEH L CW R WSS, u— B LVEREERIC
T —NA NNy 7T AEAIT. avr ROFRRIZ LOCAL ZEMLET,

authentication-server-group server_group [local]

1

hostname (config) # tunnel-group DefaultRAGroup general-attributes
hostname (config-tunnel-general)# authentication-server-group sales_server LOCAL

L2TPover IPsec #ft # 7t AT3 52 2 —F ORESF XN%E | #7774/ (hr v 7 —7)
7;(‘1‘L//C1: beiﬁ‘ D"—‘jj/l/ntuuﬁa)%?:fc ASA ff'fﬁﬁﬁ l./‘(l/\fcil/\ “?3 D"—‘jj/l/wuu Z
T —NA NNy 7T AEEIT. v ROFKRIZ LOCAL ZEM L ET,

authentication auth_type

&1

hostname (config) # tunnel-group name ppp-attributes
hostname (config-ppp) # authentication ms-chap-vl

BT 7 7 A (R ZA—7) OEFSEEXF—E2RELET,
tunnel-group tunnel group name ipsec-attributes

1 -

hostname (config) # tunnel-group DefaultRAGroup ipsec-attributes
hostname (config-tunnel-ipsec) # ikevl pre-shared-key ciscol23

(R B 7ZrsA40 (P ZA—7) (Zx LT, LTPEy v a VAIZAAA T S
T AT OBl a— RERKTLa—REERLET,
accounting-server-group aaa_server_group

1 -

hostname (config) # tunnel-group sales_ tunnel general-attributes
hostname (config-tunnel-general) # accounting-server-group sales_aaa_server

hello # vt —Y ORiFEE (BHEAT) RELET, #PAIZ10~30HTT, 7741 A
Z—3E 60 BT,
12tp tunnel hello seconds

1 -

hostname (config)# 12tp tunnel hello 100
(fE&) ESP /X7 F3 1 DLLED NAT /34 A& @i CT& 5 X 912, NAT-Traversal %z 1
F—T M LET,

NAT T34 ZDOE BRI X2 U T 4 T T4 T o A~D L2TP over IPsec 5kt 238079
BHL2TP 7 S A4 T v "D D & TIRINDEE. NAT-Traversal & 1 R — 7 V2T BB
HFET,

crypto isakmp nat-traversal seconds
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ATv 716

ATy 17

ATvT18

Windows 7 7 O R—HLIZET 51000 KE K o—oter [l

NAT k7 X—H )L % T a— )Wl A F—T T B12iE, ISAKMP X/ a— )L a7 4 X =
L—yay B— RTA X =TI >TNDH I L %8 L (crypto isakmp enable =~ > K C
A F =TI TEET) . KIT crypto isakmp nat-traversal 2~ > R&fH L £,

1

hostname (config) # crypto ikevl enable
hostname (config) # crypto isakmp nat-traversal 1500

(EE) PNV ITN—TDAAL v F U THERELET, bRV ITN—TDAAL v F T
Wk, a—FNTax Bt — "2 L CERET 53812, VPNESROESL N B2
DET, PV ITA—T1F Bt a7 7 AL EFRIFETT,

strip-group
strip-realm

51

hostname (config) # tunnel-group DefaultRAGroup general-attributes
hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm

(f£E) =—W4 jdoe, /YA U — K jldoel Ca—HW&AER L £7, mschap 4~ = i,
NRAT— REANNLT-%IZ, £DO/XA T — KA Unicode ICZH# S, MDAZHL Ty va
SNBHZEERLET,

COFIENRMLEIZ /DD, a—H) 2—W F—2 X=X 2T 555721 TF,
username name password password mschap

51 -

asa2 (config) # username jdoe password j'!doel mschap

Tx—RX1DIKERY =&l L, FEE2EHY 4 TET,
crypto ikevl policy priority
group Diffie-Hellman Group

IKE R Y > —DFREFRE/R/NT A — X IZHFFEH Y £7, K Y 2 —o Diffie-Hellman 7 /v —7
HLIEECTEET, ASANIKE Ry — 9 %5 T3 572012, isakamp 8 U & — M ] &
nET,

51

hostname (config) # crypto ikevl policy 5
hostname (config-ikevl-policy) #

Windows 7 ® 7 AR—HFILIZIEE T 50D IKER) —DIERL

Windows 7 @ L2TP/IPsec 7 A4 7 ~Z. ASA & O VPN Bkt 2 esr 1 57912, FFEHEHO
IKERY >—D7uaR—PLEZEELET, Windows7 DVPN XA T 47 7 74T "k
D BHITT HT-012, RO IKERY > —DOWFnnzr ERLET,
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B windows 7 0 TOR—FLIZEET BID KEKY L —DIER

ATy 71

ATy T2

ATy T3

ATy T4

ATy 75

ATy T6

ATy F7

ASA @ L2TP over IPsec % #% &4 2 FIEICHEVE T, Windows7 DA T 4 7 VPN 7 T4 T
FDOIKERY U—%RETHITNE, TOXATIZH LWAT v FEBMLET,

FIE

BEFEDIKERY > —0 @ttt B EE2 T X TERLET,
Bl -

hostname (config) # show run crypto ikevl

IKE RN Y > —ZFE LET, number 515X, RET D IKERY —DFFEFHELET,
Z DX, show run crypto ikevl a2~ KON THERREINTZHLDOTT,

crypto ikevl policy number

£ IPsec 7 D ID ZHESr L, FHaiAXF—2 AT 272012, ASA BT 2EGEF % 7%
El—/i‘é‘o

1 :

hostname (config-ikevl-policy)# authentication pre-share

2ODIPsec BT [ TIak SV D 2—W 7 — & A RS 2 i FrlE 5t 7 N8R L £ 97, Windows
7 DAL, 3des £721T aes aes-256 (128 £ b AES DIFE) @R L £,

encryption{3des|aes|aes-256}

F— B DEWERRIET D Ny v T3 XAEBIR L £9, Windows 7 D& 1%. SHA-1
T IY XN sha IEELET,

51

hostname (config-ikevl-policy) # hash sha

Diffie-Hellman 7 /v — 7531 5 %2 8N L £ 7, aes, aes-256, F7=iF 3des K551k ¥ A 7IZiL5
FIEETE E7, 3des G 5ib & A4 71T 2 oA ERETEET,

51

hostname (config-ikevl-policy)# group 5

SATAT7HA L (B) ZfELET. Windows 7 DAL, 86400 Fb (24 fH]) ZfEE L
j‘o

1

hostname (config-ikevl-policy)# lifetime 86400
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L2TP over IPsec M E%FEHI .

L2TP over IPsec ? 5% E 45l

KIZ, EBEOARV—FT 4 VT VAT A EDRAT 4 7VPNT T4 7 2 h& ASA & O HH#E
ERET a7 4 Xal—vary IrADavy ROoflERLET,

ip local pool sales addresses 209.165.202.129-209.165.202.158
group-policy sales policy internal
group-policy sales policy attributes

wins-server value 209.165.201.3 209.165.201.4

dns-server value 209.165.201.1 209.165.201.2
vpn-tunnel-protocol 1l2tp-ipsec

tunnel-group DefaultRAGroup general-attributes
default-group-policy sales policy

address-pool sales addresses

tunnel-group DefaultRAGroup ipsec-attributes

pre-shared-key *

tunnel-group DefaultRAGroup ppp-attributes

no authentication pap

authentication chap

authentication ms-chap-vl

authentication ms-chap-v2

crypto ipsec ikevl transform-set trans esp-des esp-sha-hmac

crypto ipsec ikevl transform-set trans mode transport
crypto dynamic-map dyno 10 set ikevl transform-set trans
crypto map vpn 20 ipsec-isakmp dynamic dyno

crypto map vpn interface outside

crypto ikevl enable outside

crypto ikevl policy 10

authentication pre-share

encryption 3des

hash sha
group 2

lifetime 86400
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L2TP over IPsec D #EEE B FE

YA FEVPNEE VIS4 7 2 b VPN |

HaE

Y

J1y—2x

HEEEHR

L2TP over IPsec 7.2(1)

L2TP over IPsec X, BH—D 7
Z v B 74— AT IPsec VPN
Y= RET AT UL —IL
P—ER L& & HIZ L2TP VPN
IV a—varyFREBIO
EHT LR L E T,

VE—RNT27R8AODTFT U A
. L2TP over IPsec % % &9
LEROFEIL, UE—h
Z—WNRTF— F T A
Bl A DT 7Y > 7 P
Xy MU —27 %4 LTVPNIZ
TIRATELHZETT, 2
T kv EFEWIZ E DGR
MNHTH POTS #fEH LTV
= T 7B ANAREIZ/RD
F£9, Zoftiz, VPNIZT 7
®RATHITA4T M
Windows T Microsoft Dial-Up
Networking (DUN; # 1 ¥ /L
Tyl xy NI—7) EZEH
FTHETTENEWIFLEL
%Y F£9, Cisco VPN Client »/
Zhu=TRE BINDOY T
AT N VT YT
HYEHA,

authentication eap-proxy.
authentication ms-chap-v1,
authentication ms-chap-v2,
authentication pap. 12tp tunnel
hello, 8L O
vpn-tunnel-protocol I2tp-ipsec =
~ Y RPREANELEFEEIN
F L7z,
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i

A% VPN /NS A —4A

NR=F X)L T TA_R=K Fv NT—27 D ASADFHEZIL, BT TV OF:%Z 7= (R 22 B RE
NV ET, ZOETEH, ZNDOEEON DDIZONTHALET,

¢ ACL /A /X2 572D IPsec DFRE (61 ~2—3)

A UH =T 2 A ANIT T 4 v 7 DR (AT E=2T) (62 3—)

e T U T 477 IPsect v g L ETITSSLVPN & v g VDR KREDOBRE (64 2—2)

cHFFENABIPsec 7 FA T v h VEY a3y LYULFERDT-OD I FGAT v N T v 75—

FOfEH (65 ~—)

e X7 U w7 IPEHFKE~DONATHI VY TIZLD IPT RLADFEE (67 *—)

* VPN &> ¥ g UHlIROBE (69 ~—)

« IDFEHFEDOR T = — MEFEOMEH (70 <—)

BT O —NLDOTE (T1L2—)

e HAAF I ATV vk FUR Y TOHRE (123—)

e T T 4T RVPNE Y g L DFER (73— )

¢ ISE R U > —Ji Al W T (75 ~2—2)

« SSL OFEMIERE (80 ~X—2)

o KT IPSec ~ oL 7r— (85 ~—)

ACL Z/INA INR T BT1=8D IPsec DEETE

IPsec h> RAMBIEESNLTXTO/NT y MIX LT, ACL TRIETLA VF—T =A R &
WA E—T 2 A A TF oy 7ETICHFATHIZIE, Ze—bary T Falb—ay
“£— KT sysopt connection permit-vpn =~ > F& AJJLFE T,

IPsec NF 7 4 w7 DA B —T 2 A AZAACLEZNAA NATEHMENDLHDIE. ASA DI5H% THI
DVPNartr hL—XEFHA L, B DOASA DT 3 —~< o AR KRICTDHER L
T9, WE. IPsec /X7 v NEFHF AT 5 ACL % access-list 2~ > R&2HEH L CTEMRL., Zhz
HETXA L H—T oA AT LET, ACLEZEHTLHE, ASAZEHTEDL N T 7 4 v7
ZIEfEICHRE CE £,

OB TiE, ACL ZTF = v 7 ¥ FIZ ASA %45 IPsec N7 74 v 7 A4 F—TNMILE
7,
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B sz zmrs7vs08a (A7EZVY)

hostname (config) # sysopt connection permit-vpn

GE)

no sysopt connection permit-vpn 3 E S TS & X2, WA X —T = A ADT 7 A
7 /=773 deny ip any any ACL ZFFOME T L D IZRRESNTW & LTH, 7747 Fn
Lo EbInBmE T 7 4y ZIFFFR S ET,

RESNIZR Y FT =7 ~OD, ¥ bV =% A FELFVE— 727 EXAVPNRETOT 7
tRAZa e =T 57D, nosysopt permit-vpn 2~ > RENHA X —T = A A LD
Tr7EAarbr—L URA L (ACL) LMAGDETHEALELI ELTH, S FENEEYE
A/o

sysopt connection permit-vpn (X, ZDXNED 8T 7 4 v I DR E~ v TREBIIR>TNDA
VH =T 2 A AIKTTBHACL (70 FOME) &, tOTXRTOAL v H—T =14 ZADH
71 (77 ) ACL (AJ) (A ) ACL Tid7e\) ZNANALET,

ZOEDIIRPTIE, WHOEET 7B ANRA F—T W ->TWbH & ACLILEH X,
2 — X SSH 2 L TASA IZh| Efe i CE £, WXy NV —2 EADARA F~D
774 v 7IFACLIZESTELLTryZ ENFETH, WA ¥ —7 = A A~DE 1L
SNFE@BE NI 7o v 7iZT7 ey ISNERA,

ssh 3L Ohttp 2~ X, ACLED ST T4 F VT 4 B@EmL< RV ET, VPNE Y =
HR 7 A~0 SSH, Telnet, F£72IXICMP b T 7 4 v 7 Z3E4ET4 5I21%, ssh, telnet, B L
Wiemp 2~ > REMFEHLET,

AB3—TTARARETI T4V IDHER (NTFTEZDY)

ASA IZiZ. IPsec THRESNTE N T 74 v 7 LT, RICA X —T A ADHAY ZFF7]
THZEIWLEY, VPN Z T4 T > R8BI VPN — |2 IPsec TIRESNIZ N T 7 4 v 7 %
EETEXLWENRHV T, ~TE=07) EHEND ZOEEIX. VPN T (ASA) %
MLTER L TWD VPN AR—2 (VT4 T k) LRATZENRTEET,

ANTE= k0, BEVPN N T 7 4w 0 RFEILA L E—T = A 22N LT bENT
WRWRT 747 ELTUHA LY bTHZEHLTEET, ZOKRRIZ, 22012 A7
Uy b bR U TRRUVIREET, VPN ~DT 7 E AL Web D7 T 7 XD 5 %247 5 EEH
BHDHVPN 7 F7AT » MIESLOFREMED B £77,

TOXIE, VPN Z FA T FAINBVPNZ T4 T b 212 LCEXxaT 72 IPsec b7 7 4 v
T EFEEL, N7V v Web — 2% L CUERESALEN TN T 7 0 v 7 B REL T
WAHZ EERLTWET,
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A28—Tx42RF5T 1 v oz NATOxESE

FSANTFTEZUTITA V=T oA ANEEEEERT S VPN I 54TV

Public web
server

g Client VPN
Security ﬁ\ laptop 2

appliance o
192.168.0.0 e i .

¢ 192.168.0.11
Client VPN

— Unencrypted traffic
1 Ipsec/SSL encrypted traffic 192.168.0.10

143170

COMREABRET DL, Fr— L ar 7 4 ¥ a2 L— g 2 F— T intra-interface 5% %
FE7E L C same-security-traffic =~ > K& 3T L 9,

a2 ROMESTIX, same-security-traffic permit {inter-interface | intra-interface} CT9,

ROBFITIE, A F—=Tx2AANNT T 4 v T oA X—TNMT D EEZRLTWET,

hostname (config) # same-security-traffic permit intra-interface
hostname (config) #

(GE)  same-security-traffic =~ > K inter-interface 5| X Z {5 ET 5 &, EX =2 U T 4 LULR[E—
DA U F =T 2 A AFOBEDFFAISNET, ZOKEEIL, IPsec HEHECEAD LD TIEH Y
FH A, FFMZHONVWTIE, ZO=aT D [ F—T 2 ZANRTFA—HDRE| DEES
L T<EEn,

AT T RERTHICE,. A —T 2 AN T 7 4 v 71285 NAT OEEFIHE
ICE#EH SN THAE X9, WHARNAT L—LZASAA V2 —T = A ZZHATHLENRHD
F9,

AVRA—TTARRARTI 749 0I2ETH5NATDFEEIE

ASANA U H—T 24 AN LT EALESNTWARNW T 7 4 v 7 ZEET DI, TDA
H—T 2 AZKTBHNAT A X —T NI L, TTAX=KIPT RLRENRT Y v 7T —
T4 T RRERT RVAILEBMT HVE NS £T (F272L, a—HLVIPT RLA 7= T
FTTIEANTY 7 IPT RLAZEHLTWAEAIEREET) . ROFITIE, 7747
IP7F—NABRIEENTZNT T4 v 70, £ F—TxA APAT —/L &AL TWET,

hostname (config)# ip local pool clientpool 192.168.0.10-192.168.0.100
hostname (config) # object network vpn_nat
hostname (config-network-object) # subnet 192.168.0.0 255.255.255.0
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B 707 ot psectyrasEhidsslveN £y a v ORABORE

hostname (config-network-object) # nat (outside,outside) interface

7272 L, ASANZDORICA VH—T =24 ADBEEELINIZ VPN 77 4 v 7 2R ET 55
A, NATIZEE T, VPNBI~TE=2 2713, NAT 2L TH LA THIREL £3,
NTORENT 74 v ZIINAT AT 2121%, Eitoa~y R&FEES 57217 T9, VPN
M RZ7 427 % NAT PHRERT 512X, RO X H1Z, VPNRNT 7 1 v 7 O NAT fbkz
FEFTRavr FE (FERoavwr R BmlEd,

hostname (config) # nat (outside,outside) source static vpn_nat vpn_nat destination static
vpn_nat vpn_nat

NAT L — L DOZEHIZHOWTIE, ZO~==T7 /1D INAT D] OZEESR LT FE X0,

79747 IPsectzy a3 >FIZSSLVPN £y < 3

CDERREBD

=S

nXiE

VPN & v ¥ g » Oa ASA DFFA 28 &0 b/ SUVEIZHIR T 2121%, Zr—rL 3
7 4F¥2lb—v a3y E— KTvpn-sessiondb =~ K& ATJLET,

vpn-sessiondb {max-anyconnect-premium-or-essentials-limit <number> | max-other-vpn-limit
<number>}

max-anyconnect-premium-or-essentials-limit — U — N|X, 71 & A T Al S 415 AnyConnect
tylalORREE LPORREETHRELET,

GE)

ELWI A A MG BE, BLO2—¥EL, Zhboavwy RTRESNRL 2D E
L7-. [AnyConnect Ordering Guide] #ZH L T 72 &\,  http://www.cisco.com/c/dam/en/us/
products/collateral/security/anyconnect-og.pdf

max-other-vpn-limit & — 7 — X, 74 2 A TS5 (AnyConnect 7 7 A 7> b & v
varlPAo) VPNt v v a v ORKREE 1 b RKEETHEELET, ZidiE, Cisco
VPN Client (IPsec IKEvl) 3 X OYLAN-to-LANVPN Ev > a o gENE T,

OBy a EOFIRIL. VPNa— R AT Uy o IRICER SN o — RRICEL £,
Iz, K Anyconnect VPN & v o g U E DR % 450 IR ET DB 2~ LET,

hostname (config) # vpn-sessiondb max-anyconnect-premium-or-essentials-limit 450
hostname (config) #
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HTENBIPsec V54T b UEDaY LALERDEOOS 547> b7y F5—towR [l

HalENBIPsecVSAT7 U MYED Y LRIVEZED
oD SAT7 7y TT—FDER

\}

GE)

ATy 71

ATy T2

ZOHEOE®RIT. IPsec HHIZ DA S E T

IIAT N T T T — MERREFERT L L, FRICWHWDEREIL, VPN ZA4 T~ V7
"N =T %27 v 75— T 50 EZ VPN T4 T > b 2—HFICHEBIIGEHNTE £9,

YE—bh 2—PE, BROVPN Y 7 b =T RXR=Va vFEREIN—FRY =T 7947k
W=V g U EFEHL TS ARENENH Y £7°, client-update 2~ > REEHTHE, WOTH
IIAT NI Y a7 v I T — NeAX—TNMILT, T/ 7r— aewf+57 74
Ty NDEATBIRN) BV a vFEFEEEL, Ty 7T — MRGT 5 URL 21X IP T R
L AR TEET, £/2, Windows 7 T4 7> FOEBEIE, A7 a T, VPNZ 54T
VRN T g ET T T = T AMNERHD I LB —FIZEHMTE £, Windows 7 7
AT M LT, BHE2FETT 2 A=A ba—YIctcaEd, Zoa~r R,
IPsec VE—F 727 BA bRV IN—TF ZA4 FIZOBEHENET,

VIAT N T T T eETTHICE, R T Falb—vary 2= NELIE b
Fv T —"ipsec J@E 7 4 ¥ a2 L— 3 F— KT client-update =~ R& AJJ L&
T, VEVa UBEBOVANMISHLY 7 My =T "=V a & TIZETLTNWDL I IA4T
FOBGEIL, VT MU T EREGTAMNETH Y EEA, VA NIHDLY T T 2T A=V
VEFATLTWIRWI FA T NOBFEIT, VY7 N 2T EEHTOLERHY T, ROF
X, 2947 87y 7T = OFATHEEZRLTHVET,

FIE

Ja—aryZ 4 Xal—varyE—RTC, ROa~v > REANLTIIAT T o7
T—hEAFX—TMILET,

hostname (config) # client-update enable
hostname (config) #

Fa—/NLary74Xal—valy EB—RT, BEOHXATDOTXTOI 747 MI#EH
T TAT LV NT T T =R RONRTA—ZERELET, 2F0V, 7 IAT L NDOXAT|
ToTT—=h A A=V ERETHURLEIZIPT RLA, BIOHFAI &SN BV a v &e
FLEIRG T TAT L NOFFEHFELET, BRRKAODDI Y a v FESE I~ TR - T
RETEET,

2—HFDITAT U RN IV EVarEBER, BELLEYEYa v ESONWTINE BT 58
B FDIIAT U NET v 7T — T HREIEIHY FHA, Zoavwr Rid, ASAEKIZH
o THREINTWDEEA TDTRCDITAT LV DI ITAT LV NT v 7T — MEEZREL
£7,
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B omcharecs5470 rUES Y LALEROEHDISAT Lk 7y TF— kO

ATy T3

ROWL ML ET,

hostname (config) # client-update type type url url-string rev-nums rev-numbers
hostname (config) #

ERFRIRERR 7 A4 7 > D F A 1. win9X (Windows 95, Windows 98, I J U8 Windows ME
7Ty b7 —2%ETe) . winnt (Windows NT 4.0, Windows 2000, 33 X OYWindows XP 7
T N7 —LbZ&Ete) . windows (Windows X—Z2DFTXTHF T v N7+ —LxEie) T
7,

VEYavBEDYANMIHDLY 7 N7 RN—=Ta T TIZEITLTNDZ TA4T 2 FD
BAE. V7 MU T EENTALEEIHY A, VANMIHEY T NI =2T "=V a %
FITLTWeWI IA4 7 hOBET, Y7 M =T28HTHLERHY T, b0
TAT T w7 T— b2 FIDBE3DETHRET DI ENTEET, ¥ —7Y— K windows
FIRETDHE, FAENDTXTOWindows 77 v b7 4 — LB 3—XF T, windows
FIRETDHEEIE. Hx O Windows 7 A7 > b XA FITHRELBRNTLEE W,

GE) T _XTOWindows 7 74 7> hTidk, URLOF L7 4 w7 2L LT r kavhttp//
F2lE https:/] ZERHT LR H D £,

KOBITIE, VE—KNT 7R RN RVITAN—=TDITFTAT VU NT v TT— kX7
A—HEBRELTCVET, JEVar&S461LT v 77— MBS T 57200 URL
(https://support/updates) ZF#5E L £9,

hostname (config) # client-update type windows url https://support/updates/ rev-nums 4.6.1
hostname (config) #

HHENNL, BEDEA TDTRTOITA T hTIEARL, lxD N3 Z—F721F 00k
DD ITAT U N T T TF— b eRETEET (AT v 7 3528H) .

() URLOKRRBIZTFVr—varfaxEHsrZeT (f:
https://support/updates/vpnclient.exe) . 7 7V 7r— 3 & HEIZE
T o077 U ERETEET,

KFE D ipsec-ra k> v 7 )L—7 O client-update /X7 A —HX Dt v hETEFELET,

Frp Zv—"Tipsec BYEE— R T, bRV ITN—TRHEZDEAT Ty 7T — 3
TeA A=V ERETHURL E/2ITIPT LA, B EVarvEFealRELEd, =2—9
DIITAT U ROYEY a FEEN, HESNTVWDH I EY g VEEoWnTne —&HLTH
DE. VAT NET v T — M ALEIIHY FHA, 728 Z2E Windows 7 T A T
FOHGE, WOawr RE AT LET,

hostname (config) # tunnel-group remotegrp type ipsec-ra

hostname (config) # tunnel-group remotegrp ipsec-attributes

hostname (config-tunnel-ipsec)# client-update type windows url https://support/updates/
rev-nums 4.6.1

hostname (config-tunnel-ipsec) #
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A
),

ANY

}U

£

ATy T4

)

KT vs PEG~ONATEYuTIcEEIP7 KLzozE [

UER) 7947 0T v 77— MPRXEREXO Windows 7 7 A4 7> hEEHA LTV

TIT 4 T la—FIEMEERFLET, N0 —WFER Yy T T v 7 U 0 v RUBRER
SN, ZI9UHERELT, URLTIRELLEYA MO T v 7T —hENTY 7 =T %4
vru— RTHER Rt EnET, 20X ve— U THREMERT/DITZ URL 7217 T (A
T T2FEI3EBR) T/ T 47 ThOWa—WE, REIn A UEICERA =Tk
ZELET, ZOBHIEX, TXTO RPNV ITN—TDFTXCDT 7T 47 7 74T 2 MZ
EETI, ERITEED N XNV ITN—T DI AT v MIEETEET, 2, T
TO RS FNVITN—=TDOFTRTCDT I T 47 7 T747T 2 MIBHT 5581, FHEEXECE—
RCThkopa<vr Re A LET,

hostname# client-update all
hostname#

2—YPDIITAT L DY EY a VEBFREEIN TV EY g v FEOWThMNE &L
TWABEA, ¥V IFA T b eT v 7T — T A0, @A vyE—Fa—WFITsk
BFENEHEA.

RDBERY

G¥)

YRR

<

7 FAT v NEFO XA T % windows (Windows X—ADFTXTHT T » b7 4 —24) IZHE
L., Z0th, ALY T 47 41Zwin9x 721X winnt D7 7 A 72 NEF LA T ANT1T 50
FNELTSGEE, T 20a~r RO no A Twindows 7 74 7> b XA 7 ZHIERL TH»
5. #H L\ client-update =2~ > REFEA L THLWI IA4 T F XA TxEELET,

IPIEERADNATEIY H{TIZCKBIP7Z FLR

Fhic, NExy hU—27 T, B0 S ToNZe—ALIPT RLATIEARL, VPN ET DHE
%@W?bVX%ﬁmﬁé%Aﬂ%@iﬁowwvmﬁﬁ\W%*yh?—ﬁﬁ?&ﬁz#
LT, Bl YU ToN-a—A/VIPT RLARETICHRESHET, 72721, REET—
BLORY hU—7 X2 VT A BRETOEBEDIP T FLARIZESSGER LI, va—hv
IP7 RLAZEH L CETOEBEONRT Y v 7 T RVRZERTHARS Y F9°,

Cisco ASA 55xx Tlix, WEHREXNS R KXY FT—VDVPN I FA T FOED L THENTZIPT
RLRAZNRTY w7 (EEI) IPT FLVRICEWT 2 5EMNEASNE L, Zoieid. N
Ay NO—JBIORy N7 X2 T 4 R —DF—4 v b — [ —E AR,
Ny hT =27 OFID B THNTZIP TIER<, VPN Z 747 hDO/RT YU w7 [FEE T IP
LOBEEVLELTLVFT VA ESR—FLET,
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ZOMEEIX. PR TN —TFTLICLlOoDA v H =T 2 ATA F—TNICT LI LN TX
4, VPNt v a UBNHESLEZITUI S NS &, 27227 b NAT L— L3 8IHIIZIBINE
JUOHIBRENE T,

N—T 4 T DREDTZS, Z OMRENLETRWEATE, ZOBRBO/BAITHESRE L 84,
s LA — (IKEVl) 7 A7 k& AnyConnect 7 74 7 > &2 R—KMLET,

*NATRYU —BIOVPNRY =2 SND L2, X7V w7 IPT RLA~DY
H—2 N7 T4 v ZIXASAICNLV—T 4 T ENDHLERHY £,

cEHVBTHNIZIPABLIONRT Y v 7 T RLREFEFR—FLET,

* NAT/PAT 734 ZDHE#IZH DB DO ETITVR— F SN EH A,

s — RANZUv T R—bENEFAL Ob—T 4 VT ORMBEDT=D)
e —I UTIIHAR—FINEHEA,

FIE

ATy Tl Zuo—r a7 X2 lb—3 32 F— KT, tunnel general = AJJ L7,
ATV T2 T RUVALEHEA X —T T DL, ROEXEHEH L £,

hostname (config-tunnel-general) # nat-assigned-to-public-ip interface

Zoawy Rk, FETORTY w7 IPT RLAIC, El0YTHREZIPT KL A NAT R

Vo—%SAFT I v 7124 A=V LET, interface 1 X, NAT Oz RE L 7,
RT9T3 T RLVAEHRET 4 B—T T HITF, ROWCEERLET,

hostname (config-tunnel-general) # no nat-assigned-to-public-ip

VPN NAT 7R 1) & —D R
T RUAERHIT, LA T T2 NAT AV =X LEZHEHLET, 207D, VPN
NAT AU —if, FEREEINTZAT V=27 FNATRY — L REEBRICERRENE T, ROF)
T, BB THNZIPELT95.1.2264%H LT, 70O 7 U v 7 IPELTT751.22421
ZEA L £,

hostname# show nat

Auto NAT Policies (Section 2)

1 (outside) to (inside) source static _vpn nat 95.1.226.4 75.1.224.21
translate hits = 315, untranslate hits = 315

prompt# show nat detail

Auto NAT Policies (Section 2)
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Ny aviiRogEs |

1 (outside) to (inside) source static _vpn nat 95.1.226.4 75.1.224.21

translate hits = 315, untranslate hits = 315

Source - Origin: 95.1.226.4/32, Translated: 75.1.224.21/32

outside |3 AnyConnect 7 7 A 7 > "3 Rt H A L F—T = A ATHY | inside 13HT L ko

PNV T N—FIEHEDA VH—T = AT,

GE)

VPN v &

VPNNAT RV =3 H A F I v 7 THY, RECBEMINRNTZH, VPNNAT A7V =7 K
FBELOYNAT AU > —{%, show run object L A" — k35 U show run nat L 7R — b7 B IERRITR

nET,

3 VHIRDEETE

IPsec v a2 & SSLVPN v avid, 77 v b7+ —24 8 ASA T4 L ZANRYAR— h

THRD, WSHOTHIATTEET, ASADFKREY v a v EExGe T4 AfFREERRT
HICiE, Zae—)L a7 4 F¥al— g F— RTshowversion 2~ REZ AL, T4

vt 2Dv 7 vayERLET, ROFNE, Zoa~r FoHnbna<wr ReETAL B R
DFEHRERLTWVET, b2~ HFOHNINAMIZT H7DICmEINTWET,

hostname (config) # show version

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited
Maximum VLANs : 100
Inside Hosts : Unlimited
Failover : Active/Active
VPN-DES : Enabled
VPN-3DES-AES : Enabled
Security Contexts v
GTP/GPRS : Disabled
AnyConnect Premium Peers : 250
AnyConnect Essentials : Disabled
Other VPN Peers : 250

Total VPN Peers : 250
Shared License : Disabled
AnyConnect for Mobile : Disabled
AnyConnect for Cisco VPN Phone : Disabled
Advanced Endpoint Assessment : Enabled
UC Phone Proxy Sessions v

Total UC Proxy Sessions v

Botnet Traffic Filter : Disabled
Intercompany Media Engine : Disabled

perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual

This platform has an ASA 5510 Security Plus license.

Cisco VPN Client (IPsec IKEv1) . LAN-to-LANVPN, BXZTW7 F 47 F L ASSLVPN D& v~
va R ASADSEFRTL TV DEE D /NS UVMEICHIR T 2121%, Ze— L a7 %=
L —3 = ¥ % — KT vpn-sessiondb max-other-vpn-limit =~ > K% AJJ L £ 7,
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722X ASADTA B ANTE0 D IPsec By a aFFALTCWT, IPsec v a 8
% 500 [ZHIR T 25 601E, kDa~ RE AT LET,

hostname (config) # vpn-sessiondb max-other-vpn-limit 500
hostname (config) #

o a ORIREEIRT AICIE. Z0a<vr FOne A—Ya VEHEALET,

hostname (config) # no vpn-sessiondb max-other-vpn-limit 500
hostname (config) #

VPN v <3 >DOHIR

AnyConnect VPN - > & = > (IPsec/IKEV2 ¥ 7213 SSL) % ASA TR SN TWH LD H/hE
VMEIZHIRT 212iX, 7 a— L 27 4 F = L—13 3 E— R T vpn-sessiondb
max-anyconnect-premium-or-essentials-limit =~ > K& H L9, & v a2 > OHIREHIERT
HITIE, Zoa~vr ROone N—Va VEMBHLET,

ASA DT A & ATE00 D SSLVPN & v & a U MRFFRI & TV T, AnyConnect VPN £ v o =5
V¥ 250 ICHIBRT D% aiE, Roa~vy RE AN LET,

hostname (config) # vpn-sessiondb max-anyconnect-premium-or-essentials-limit 250
hostname (config) #

oL a rORIBREEIRTAICIE., 20oavry Kone N—Ya Y EFEHLET,

hostname (config) # no vpn-sessiondb max-anyconnect-premium-or-essentials-limit 250
hostname (config) #

DEEBHEZEN RIS IT— FEDFEHA

IKEV2 > /L% AnyConnect 7 7 A 7 b &I m— T 54845, ASA 1L ID GEE %
AT20ERH ET, ke VE—rT7EA FTAMRA U bary7 4 Xal— a0
BE. Roa<y REERLET,

crypto ikev2 remote-access trustpoint <name> [line<number>]

Zoavy REMHT5HE, AnyConnect 7 7 A4 7 MM, =2 KR 2—H D7 L —7 8 iR%E Y
R—hTEET, 220D T A MKRA U FEFIFFICRETEET, RSA % 2>, ECDSA % 2
O, FRIEENRFNLIOTORETEET, ASAZ, RELIZMTAMKRA U R UAREA
Xvr L, 2I9A T2 "IV R= T 5D 15%EIR L £§, ECDSA Z 4 2B E81%.
RSA F 7 A FARA » FDRIZ, ZDOFTAMRA U FERETHLERD D £,

TE AT aNd, PTARMNRA U NEeHATHITESOLREZRELE T, BE., ZoF
Tvoa ik, BOTEEIRB I OEENLARANT—F LI T A MRA > FEFAT S0
RENET, THEESNTWARWVWEAS, ASAIZU A MDOREIC R T A MRA  MEBEML
7,
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TTIHFET DT ANRA L FEBMLES L3258, =T —NERINET, HIFRT S |k
F A NIRA ¥ N EFRTE L7V no crypto ikev2 remote-access trustpoint 2~ > R &35 & |
FTRTORIFAMRA VN a7 4 Falb—rvaryBEHRENET,

FIATDT—ILDERTE

KPR~V TFTaty 7 (SMP) 77y F 74— A TORKEaT7TOFE D Y TE2EHL
T. AnyConnectTLS/DTLS T 7 4 v 7 D ANL—TF v N&[Al L SEHZENTEET, 20X
FIZX > T, SSLVPN T — & /823 b & v, AnyConnect, A~— k b 3L, BLOKR—
MRIEIZEBWT, 22— VPR TE LT+ —~ A ENEBLET, ROFIATIE, v~
TN aArTFANE—RELEFIIAT a0 THFANE— R CHESLITOT— L EHRELE
D

B ba 7 HoBAFATE 01X, KOT Ty b7+ —ALTT,
« 5585-X
« 5545-X
* 5555-X
« ASASM

FIE

Ws7 787 L—4 7anty 0B Y TeRELET,
crypto engine accelerator-bias

e [balanced] : B 5 b Nx— R =7 U YV —ZXZHEFEITHHLET (Admin/SSL 35 X Y IPsec =
7)

« [ipsec] : IPsec BT 5 X H ICHf S b N— Ko =7 U YV —R2A&E Y Y¥CEJ (SRTPH; S
{EER N7 70 v 28T

o [ssl] : Admin/SSL Z 54 5 L9 IChE Bk N—F D =7 U Y =2 &H 0 B TET,

&1

hostname (config) # crypto engine ?

configure mode commands/options:
accelerator-bias
Specify how to allocate crypto accelerator processors

hostname (config) # crypto engine accelerator-bias ?

configure mode commands/options

balanced - Equally distribute crypto hardware resources

ipsec - Allocate crypto hardware resources to favor IPsec/Encrypted Voice (SRTP)
ssl - Allocate crypto hardware resources to favor SSL
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B 553092709k bty ronE

hostname (config) # crypto engine accelerator-bias ssl

BAFIYY ATy b bR YTDETE

HAFIv 7 ATV b bRV 7T, BRIV OMENHIZ, DNS KA A UAIZHESN
TEWNZ AT Y » AR RV T HATHIZENTEET, FAFTIv 7 ATV b b
XV T ERETHITIE, BAXLBEEER L, ZVv—7 R o—IZEBMLET,

1R BEIIC

Z OFSBER T 511X, AnyConnect U U — 2 45 (£7213F LK) BNSLETYT, FEMco
Wi,  [About Dynamic Split Tunneling) ZZ ML T 72 &0,

FIE

ARV RFERERTI VA Y =)=

ATy T |\ kODa~<w T, WebVPN =225 % 2
MIBBITFDH AR LNEMES A T2 EFRL

ESC IS anyconnect-custom-attr

dynamic-split-exclude-domains
description dynamic split exclude

domains

AFYT2|VPN b R ERD T T4 T > Mk
DT 7R ANKERE Y T T FIWeb
P—ERZHOVT, BUAEZERLE
7, 7= & 21X, Google Web H—t & (Z
BI9 %5 DNS FAA L HDYAFEL
T, Google_domains ZEN L £9, &
PEMEIE VPN b o R BRI 5 R 2
A DY A EEH ROFID KD
(2 A~ RE0fE (CSV) BT D
VBN DY ET,
anyconnect-custom-data
dynamic-split-exclude-domains
webex.com, webexconnect.com,

tags.tigcdn.com

ATV T3 | ROa~< RC, LIENZERSN TN D
AL NEWERFEORY — T —7
BN L E 9, ZAuX, group-policy J&
DT HFARNTIEITENET,

anyconnect-custom
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T7I9T47

P7 LR %

75574 7tveNey v avogs [l

ARV RFERFTIVaY =)

dynamic-split-exclude-domains value

webex service domains

RDBERY

ATV haeGe RV IRBRESNTWDLEAE, XA T Iy 7 A7 Y v MRIME, AT
Uy hagETrty hT—ZIZDNSIHEIP T RLAN LD FEENLIHAEDH, FiTE8NE
T DNSIGEIP T RLARAERTV » haGiery NT—7 OWVTNIOMIZE -T2 ERY
DR WNGE, TXTODNSIGEIPT RLARIL—HTH N F 74 v 71 ETTIZ bR 7 h
LA SN TWBTH, XA T w7 27V v RO ETIIARE T,

VPN Y3 VDRR

WD ME w7 TiX, VPNt v v a UEREFRTRT D HEICOWNTHI LETS,

A4 TUDT YT« T AnyConnect £ 3 3 > DRR

aAv U RIA L AV E—T oA RAEFEH LT, 7277 177 AnyConnect & v ¥ = V&2 FKRT
%\ZIX, HiHE EXEC “E— K C show vpn-sessiondb anyconnect filter p-ipversion ¥ 7= 1%
show vpn-sessiondb anyconnect filter a-ipversion =~ FN&Z AJJLFE 7,

e T RRA L INDNRT U w7 IPVAETNXIPV6 T RLATI A NVHF D T INTZT VT 4
772 AnyConnect > v a U ERRLET, NXT U7 T RLVAE, BRECLS>TZUR
RA LV MZEVETHENET RLATT,
show vpn-sessiondb anyconnect filter p-ipversion {v4 | v6}

eV RARA L ORIV THNTIPVA E72IXIPVE T RLATTZ 4V EZ Y T ENTT 7
7 4 772 AnyConnect £ v ¥ a VAR R LET, DY THEAT RLAE, ASAIZL-T
AnyConnect Secure Mobility Client (2% 0 ¥4 THi7=7 KL AT,

show vpn-sessiondb anyconnect filter a-ipversion {v4 | v6}

show vpn-sessiondb anyconnect filter p-ipversion [v4 | v6] 2 < > K0 H F145)

hostname (config) # show vpn-sessiondb anyconnect filter p-ipversion v4

Session Type: AnyConnect

Username : userl Index : 40

Assigned IP : 192.168.17.10 Public IP : 198.51.100.1
Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1) SHAL
Bytes Tx : 10570 Bytes Rx : 8085
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Group Policy :
Tunnel Group
Login Time
Duration
Inactivity
NAC Result :
VLAN Mapping :

GroupPolicy SSLACCLIENT

SSLACCLIENT

15:17:12 UTC Mon Oct 22 2012

0h:00m:09s
0h:00m:00s
Unknown
N/A

VLAN

Y4 FEVPNEEUS 5147 VPN |

none

show vpn-sessiondb anyconnect filter a-ipversion [v4 |v6] A< > FDH B

hostname (config) # show vpn-sessiondb anyconnect filter a-ipversion vé

Session Type: AnyConnect

Username
Assigned IP
Public IP
Assigned IPv6:
Protocol
License
Encryption
Hashing
Bytes Tx
Group Policy :
Login Time
Duration
Inactivity
NAC Result
VLAN Mapping :

userl
192.168.17.

10

Index

2001:DB8:8:1:90eb:3feb:9%eea:fb29

2001:DB8:9:

10662

GroupPolicy SSL_IPv6

1::24

Parent:
Parent:

(1) none
(1) none

: AnyConnect-Parent SSL-Tunnel
: AnyConnect Premium

: AnyConnect-
: AnyConnect-

Bytes Rx
Tunnel Group

17:42:42 UTC Mon Oct 22 2012

Oh:00m:33s
Oh:00m:00s

: Unknown

N/A

VLAN

SSL-Tunnel:
SSL-Tunnel:

45

(1)RC4
(1) SHA1
17248

SSL_IPv6

none

IP7RKLRAALATRDOT Y T4 T1E254F7> FLASSLVPN £

a3 DR

AR RIS A =T =2 AA AEMH LT, 77T 47722547 ML ZASSLVPN t »
va v EFRRTHITIE, FiHE EXEC E— KT show vpn-sessiondb webvpn filter ipversion =~
Y REANNLET,

NRTZY w7 7T RLVAZ, RECL>TTZY FRA LV MV ETHENET RLATT,

show vpn-sessiondb webvpn filter ipversion {v4 |

il

hostname# sh vpn-sessiondb webvpn filter ipversion v4

Session Type:

Username
Public IP
Protocol
License
Encryption
Bytes Tx

Group Policy :

. CLI 7w% 3:CiscoASA &) —X94VPNCLIOA Y T4 Falb— 3y HA K

WebVPN

userl
171.16.17.6
Clientless

Clientless:
62454
SSLv6

: AnyConnect Premium

(1)RC4

Index

Hashing
Bytes Rx
Tunnel Group

v6}

63

Clientless:
13082
SSL_IPv6

(1) SHAL
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IP7ELR 24 FRDT 5T 1 T4 LANG-LANVPN £ v v 3 v okw |

Login Time : 18:07:48 UTC Mon Oct 22 2012

Duration : Oh:00m:16s

Inactivity : 0h:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

IP7 KLR BATRDT YT 4 T LAN-to-LANVPN EY 3 > DFR

7~

AV RTA A =T 2 A AEER LT, 72T 4772 747 b LA SSLVPN t
va U EFRTRT HITIX, FiHE EXEC £ — KT show vpn-sessiondb 121 filter ipversion =~ > K%
A LET,

Ty RN EEoNT Y v 7 IPVAT RLAEITIANT U w7 IPV6 7 RLATT 4L X
Vo 7 &NE=T 27T 477 LAN-to-LANVPN By > g V2R R LET,

NRTY w7 TRUVAZ, REICI>TZ U RARA > MIEID Y ToHNET RL AT,

show vpn-sessiondb 121 filter ipversion {v4 | v6}

ISE7R) —@AIZ DT

Cisco Identity ServicesEngine (ISE) (X, ¥ =2V 7 4 KU v —FHBIOHE 7T v b7 +—
LT, AR, UA YLV A, VPNEROT 7 22l X2 T 4 av T34 T 2% H
gL, o7z LEd, CiscoISE (XFIZ, Cisco TrustSec LH#E L TEX =T 77 A &
TFANT 7R REREEL, EAFTHAT A ARiBiAZR (BYOD) A =377 4 7 &P HR— |
L, EHARY o—%#HT 27D E T,

ISE Change of Authorization (CoA) H&REIX. FERE. #8Fl. BXOT AV T 17 (AAA) kv
alrORtit, By va VINIRICEE T L7200 A=A L ERIELE T, AAA D—
PELF2—YF TNV —T DR v —%EHES 5L ISEDD ASA ~CoA /N7y & EHEEE
LU CRRREEZ AL L, FILWARY o—2 A TCEET, 1 T4 RAF ¥ FEMiARA K
(IPEP) 1%, ASAICK > THEML ENT=K VPN E Y v a7 7EA arbr—L U XK
(ACL) %M T 2 IH Y £H A,
ISE R Y & —DEilE, WOVPN 7 T A7 2 FTHR—= RS THET,
* IPSec
« AnyConnect

* L2TP/IPSec

G¥)

A F v 7 ACL (dACL) tFX=2 VT 4 ZN—TF %7 (SGT) RED—HORY o —EH#E
Y R—=FENTHETA, VLANE D Y TR P 7 FLRAE DY TREDORY —HHE LY
AR—FINTWERA,
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B se &y o —ERIzEET 3 RADIUS H— /3 T L— T DRE

VAT A 77— RkOLEREY TT,
1. =2 F =—¥%23 VPN 8t 2 2k LE 9,

2. ASAX, ISEIZR L Ca—YE2FIEL, Ry NT—FT ~DRET 7 ¥ AZMT 52—
ACL %3\ THLY £,

3. THTT 4 AR v E—UNISEICEESN, By a VBRI NE T,

4, RAF ¥ TEHARAXA LV FBENACZ—V = b EISERICESE TONET, 207w AL,
ASA |ZiFEiE) T,

5. ISENCoOAD RV —Tvia] ZNLTASAICRY) —DBFEEEFE LET, 21
WZED, Xy NU—7 TR AMEREREO D H L2 —3 ACL 258 S E T,

GE)

Bl D COAEFZIN L, RO T A 7 XA LAFIZBIORY o —F 23 ASA (ZFEBIIZITH
NoEERHY £,

ISEAR) o—@EAIZEE9 % RADIUS H—/\ F)IL— T DERE

ATy 71

ATvF2

ATy T3

ISEAR Y 2 — D3l & 2 A 2 — 7 T BI21%, ISE ¥ —3D RADIUSAAA Y — R 7L —
TEHBEL, V=" NV—TIZBMLET, VPNIZ F RV T N—T %R ET DHEL.
IN—TTAAA P —E R DY —N P —TFE2RELET,

FIE

RADIUS AAA H—R 7 L—7 2B L £ 9,

aaa-server group name protocol radius

hostname (config) # aaa-server servergroupl protocol radius
hostname (config-aaa-server-group) #

AAA H—,3 71— RADIUS BjHYiR 7] (CoA) ¥ —ERZ A X —T WML,
dynamic-authorization [port number]

R— FOIREIIMEE T, T 74/ ME 1700 T, F5ETE DL 1024 ~ 65535 T,
VPN RN TH =N T =T 21325 & xthid % RADIUS H—/3 7 /b— 773 CoA i
HANZBEEE S, ASAIXISE B D CoOARY v —BHHAR—F2Y v 2 LET,

hostname (config-aaa-server—-group) # dynamic-authorization

FRREICISE ZfiEH L 72 W GE 1L, RADIUSH— N 7 — 12kt LR AT REFIC L E
7,
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ATy T4

ATy 75

ISE K1) > —i#FIZB8d % RADIUS 4 —/\ JIL— T DHTE .

authorize-only

i, AT N—TZRAENEN TS & E1Z, RADIUST 7 B ABRA v & — V78,

= NHICREINTNDE 2T — RERICK LT, [FRAIEH ) ke L/'Cﬁ;fééhé Z k
ZaR L TWET, radius-common-pw 2~ > RZfEH L T RADIUS $— D@/ AU — R &
RETDHLE, TONRRAT— FRERSET,

7= 23, BRSO — AR TN —T Tl FEAEEFEHTHAICE, BRTEHE— N
FEHLET, VPN R RV TORAET IO T 4 T @#~Aﬁw—7%ﬁ%¢éi
BEIENRH DL T,

hostname (config-aaa-server-group) # authorize-only

RADIUS HIT AU T 47 T o7 T —h Avb—COEMMAREA X—T M LE
7,

interim-accounting-update [periodic [fours]]

ISE X, ASA7RED NAS TNA ANSLZETHT T 47 La— RiZE3WT, 77
T4 Ty varOT 4V NI EREELET, HEL, By a BT T4 7 THDHEN
IWEN (THI T 4T AvB—VFREIRATF Yy hTUoF s ay) 25 HRZELR
Mol E . ISEIXT — 4 RXR—=ANLZ Dy arDlba— REHIRLET, (FHEMoE
W VPN B DN HIBR SN2 WL DI T D1, 3 XTDOT 7747 By va  IDWTISE L
EMPNCHRT I T 4 VTR A Y E—VEFETHE I, IV—TERELET,

« periodic[hours] 1Z. ROV —NITN—FITH T 47 La—REEETHELIIZ

RESNTZTRXTOVPNEY Y a DT T 7 La— KOEMM AR SRk
EAF—TMILET, A7V a T, INLORFORGHE FEHELL) 25052
ENTEET, 7740 ME2A KT, $5E TX HHiPHIL 1 ~ 120 KEfE] T,

(NF A—=%721) , periodic ¥—V— KR LTIOa~vr ReflilHT25 L, ASAIL,
VPN b RGN 7 AT LU AVPN w3 VGBIENTZ L XIZORFM T H
?/T4/&Eﬁf/ﬁ VEFELET, INUBRELEES, HiRcE Y Tonk
IP7 KL 2% RADIUSIZEBINT B 720 DT T 4 7T v 75— W RERESNET,

hostname (config-aaa-server-group) # interim-accounting-update periodic 12

(&) #7 o o— RA[RE ACL &, RADIUS /34 v k725 Cisco AV <7 T%{g L7- ACL %
WAELET,

merge-dacl {before-avpair | after-avpair}

ZOF T aid, VPNEHIZOAREHA I ET, VPN 22—V D5A1E, ACL IZ Cisco AV 2
7 ACL, ¥ o — Ra[fE ACL., BILOASA THREINA ACL DRIV ET, Z0F
A IVAS S ﬁ?ym~Pﬁ%AﬂiﬁWwﬁme%%@#é#fi#%&ﬁbiﬁo
ASA TEREENTWD ACLIITEHA SN ER A,
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B se &y o —ERIzEET 3 RADIUS H— /3 T L— T DRE

ATy 76

ATy T7

ATy T8

77 4 )V hEZE 1T no merge dacl T, ¥ 71— KA[fg7/e ACL 1L Cisco AV X7 ACL &R &
NEEA, AVARTBIOF U m— Ra[RE ACL O 5 2515 LIZGE1E. AV T 23BN
L, fEHShET,

before-avpair 47> = %, ¥ 7 m— KAa[Hg ACL = k U 23 Cisco-AV-Pair => |~ U DR{IC
REIND LIICHRELET,

after-avpair 47> =3 %, ¥ U m— RA[HE ACL = | U 73 Cisco-AV-Pair => K U DI
MEIND LIICHRELET,

hostname (config) # aaa-server servergroupl protocol radius
hostname (config-aaa-server-group) # merge-dacl before-avpair

(L) ROV — R ZRT N7 L —FHNDORADIUS — N EET A ER DR IEE L
iﬁ—o

max-failed-attempts number
#PHIZ, 1~5TY, 774/ ME3TT,

0= T —=ER=AEHH L TT =Ny 7 R (FET 7 AHA) 2FEL N5
AT, IN—THNOTRCOP—"PEE LN E &, ZA—T3E R LE RS, 74—
ARy 7 FRPNRITENE T, =T —TF T, BINDOAAAERIZE DT 7 & AR,
FEIGE L RSN AN 10 00 (T 740 ) fik &, BT 3=y 7 oMt
HAanEd, EERMEZT 740 DO BEET LHIZIX. RO AT v 7D reactivation-mode
avr REZRLTLEIN,

T =Ny 7 FRE L TEHEINTWRWEGE, ASAIZF & 7 V—TNOY— T 7
TALELS ELET,

hostname (config-aaa-server-group) # max-failed-attempts 2

EE) ZNV—TFNTHEEDKE LY —"eH/ET 77 4 7LT 551 (87277 1 7R
Uo—) ZfRELET,

reactivation-mode {depletion [deadtime minutes] | timed}
FNENOHBITIKRD LB TT,

» depletion [deadtime minutes] 1Z., 7 /V—T7WNOTXTOY—1"NIET 7 T 4 T2l T21%
TOH, BEENEELE—NE/BT 774 7L LET, AT 74V NOHT 77 4
T — R T, FIV—THNDOEEDT—NBT 4 =T N> ThDh, TDOHT T
DY —=NEFEA F—T N D £ TORREZ 0~ 1440 5 OHPH TIHETE £, 77+
JV MiE 10 43T,

o timed 30 DX U VRO, [EENEE LY —"2EmT 774 7L LET,
hostname (config-aaa-server-group) # reactivation-mode deadtime 20

EE) INV—THNOTRCOY—RNITH T T 47 A=V %ELET,
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ATy 79

ise iy v—onEmnzEs [

accounting-mode simultaneous
TIT 4T =G EEA Y E—T%ET 7 4L MZETIZIE, accounting-mode single =~
Y REANLET,

hostname (config-aaa-server-group) # accounting-mode simultaneous

7 )L—"71Z ISE RADIUS $r— " Z 58 L £7,
aaa-server group name [(interface_name)] host {server_ip | name} [key]
ZNENOHAITRD LBV TT,

» group_name 1%, RADIUS H— X Z)L—F DL R[TY,

s (interface_name) 1X, V— SNBIET L7 OIHEHT LA v F—T7 =24 ADL4FITT, T
7 v hiX (inside) TY, By 2IMHETT,

* host{server_ip | name} 1%, ISE RADIUS — "D IP 7 KL A2 IIHR A M T,

skey X, BB BAL T D20 DA T > 3 > F—"TF, aaa-server-host £— RKIZA-72% T

key 2~ REMHTLHZET, ZOF—Z2LIVMBICANTEET, F—2FHELRND
Ll BRI B SN ERA (L= TFADN) . ZOF—13127 UFF TOREHT )
DRERL S AL, KLFE/NLFOXFNEH Y . RADIUS — " EDF— &6 UfEIZZ2 Y F
R

T N— IOV — " EBINTE £9,

hostname (config) # aaa-server servergroupl (inside) host 10.1.1.3
hostname (config-aaa-server-host)# key sharedsecret
hostname (config-aaa-server-host) # exit

ISE A1) o —DBERDEREHI

NAT—FRIZKBDISEAALFT IV IEIAED=OD VPN U RILDERTE

WOFNE, ISE Y— X 7 —F\Z, BIIERA] (CoA) OT v 77— kLRI L OEM 72T
BT 4T ERETDHHEERLTOWET, ISEICLD/NNATY— REBFEEZHRET D borx
VT N—TRENEGEENTNET,

ciscoasa(config)# aaa-server ise protocol radius
ciscoasa(config-aaa-server-group)# interim-accounting-update periodic 1
ciscoasa (config-aaa-server-group) # dynamic-authorization

ciscoasa (config-aaa-server-group) # exit

ciscoasa(config)# aaa-server ise (inside) host 10.1.1.3

ciscoasa (config-aaa-server-host) # key sharedsecret
ciscoasa(config-aaa-server-host)# exit

ciscoasa(config)# tunnel-group aaa-coa general-attributes
ciscoasa(config-tunnel-general) # address-pool vpn
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B «—osmOrsILY -T2y

ciscoasa (config-tunnel-general) # authentication-server-group ise
ciscoasa(config-tunnel-general) # accounting-server-group ise
ciscoasa (config-tunnel-general) # exit

ISEZREEDH D VPN kU RILDEETE

ﬁm\BETD_ﬁWﬁ%i@@ﬁ&WT%®h/7w7w~7% RET DR LET,
PN =TI Sz, authorize-only = 2 REH—R Z—F o
T4 F¥F a2l —3 /@Zn’:ﬂﬁi\fﬁi'ﬁ)

ciscoasa(config) # aaa-server ise protocol radius

ciscoasa (config-aaa-server-group) # authorize-only
ciscoasa(config-aaa-server-group)# interim-accounting-update periodic 1
ciscoasa (config-aaa-server-group) # dynamic-authorization
ciscoasa (config-aaa-server-group) # exit

ciscoasa(config)# aaa-server ise (inside) host 10.1.1.3
ciscoasa(config-aaa-server-host)# key sharedsecret
ciscoasa(config-aaa-server-host)# exit

ciscoasa(config) # tunnel-group aaa-coa general-attributes
ciscoasa(config-tunnel-general) # address-pool vpn

ciscoasa (config-tunnel-general) # authentication certificate
ciscoasa (config-tunnel-general) # authorization-server-group ise
ciscoasa(config-tunnel-general)# accounting-server-group ise
ciscoasa (config-tunnel-general) # exit

R)O—DERAD S TINa—T a5

SSL D

=20l

WDa<r Rk, Ty A TEET,
CoOA DT 7T 4 EF 4 BT 51T

debug radius dynamic-authorization

U XA L7 b URL BEREZ BB 51T

debug aaa url-redirect

URL U ¥ A L7 MERRIZXHLT D NP 3L — L& FRmd BT

show asp table classify domain url-redirect

l—l—l
A% TE
ASA %, Secure Sockets Layer (SSL) v k =)L & Transport Layer Security (TLS) Zf/f L C.
ASDM, 7 747> RLASSLVPN, VPN, BLIOT T U HR—20KEy v arOExaT
IR A =V R A EBL L E9, ASA A SSL— A VPN 8t & FHEEG TR — kLT
H7m h Ak, SSLv3, TLSvl, TLSvll, B L UTLSvL2 T3, F£7-. DTLS I AnyConnect
VPN 7 A4 7 b OERIER S ET,

AL & 912, ROBEEHFABYR— S THET,
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ssL otz [

BEeEAR TLSv1.1/DTLS |TLSV12
V1
AES128-GCM-SHA256 NN R
AES128-SHA EOR U
AES128-SHA256 NS T
AES256-GCM-SHA384 AT U
AES256-SHA EOR D
AES256-SHA256 NS U
DERS-CBC-SHA NS AV
z
DES-CBC-SHA EOR D
DHE-RSA-AES128-GCM-SHA256 NN D
DHE-RSA-AES128-SHA EOR D
DHE-RSA-AES128-SHA256 NN R

DHE-RSA-AES256-GCM-SHA384 Y4 -

DHE-RSA-AES256-SHA 0 _
ECDHE-ECDSA-AES128-GCM-SHA256 | v, I
ECDHE-ECDSA-AES128-SHA256 o _
ECDHE-ECDSA-AES256-GCM-SHA384 | v, 3 I
ECDHE-ECDSA-AES256-SHA384 o _
ECDHE-RSA-AES128-GCM-SHA256 | 31 _
ECDHE-RSA-AES128-SHA256 o _
ECDHE-RSA-AES256-GCM-SHA384 |3 I
ECDHE-RSA-AES256-SHA384 o _
NULL-SHA N2 N
e
RC4-MD5 T N
Z
RC4-SHA N N
Z
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G¥)

ATvF1

ATy T2

YUY —294 (1) TiL, SSLV3 F—TU— FZT X TASARTENHLHIBRSNTEY, SSLv3 D
HAR— I ASA DOHIRENE L=, SSLV3 23 A % — 7 /L2 > TV A EA1E. SSLv3 47
varERELLavy Kb T — M T —nNERENFET, ASAITT 7 4/ R TLSv]
IR £9,

Citrix /XA /L L2 — N TLS1.1/12 7' h aaH AR — L TWeWAEERSH Y 7, A
HPEIZ OV TIE,
https:/AMmww.citrix.com/content/dam/citrix/en_us/documents/products-solutions/citrix-receiver-feature-matrix.pdf
AL TS TEEN,

ASA 2 SSLITLS Bif5i 2 r 2> =— b9 D/ a ha)l N—T g VEEET I, ROF
B ST LET,

FIE

ASA i r v = — T DR/ e hal RXR—=U g UERELET,
ssl server-version [tlsvl | tlsvl.l | tlsvl.2 ]
FNENOHHIZRD L0 TT,

etlsvl : SSLV2 7 Z A 7> h®hello #5215 Adu, TLSvD (BAR%) Zx T =— M9 BI2iF,
ZOF—U—KRKEANLET,

e tlsvl.l : SSLv2 7 54 7> b @ hello #5215 AdL, TLSv1.l (LIKR) 2T =— R 5IC
. ZOF—U—FEANLET,

etlsvl.2 : SSLv2 7 7 A4 7 > F D hello %17 A, TLSv12 (LIf%) 2Ty xo— h951C
X, 2OF—U—KRKEANLET,

1 -
i -

hostname (config)# ssl server-version tlsvl.1l

ASAINT TA T FELTEET 25EICMMT 5 SSL 7 e Fa LB LONTLS 7’1 h=/Ld
N=Ua v ERELET,
ssl client-version [tlsvl | tlsvl.l | tlsvl.2]

hostname (config)# ssl client-version tlsvl

tlsvl ¥ —U— RZ¥EET D &, ASAIZTLSVIZ A4 7 > F®hello %15 L., TLSVILL E%& =3
Gz —FLET, tlsvllF—TY— FZ2HBETHE, ASAIXTLSVIL 7 747 h® hello &
EEL, TLSVIILL A2 — N LET, tlsvl2x—U— R&EEETH &, ASAIETLSVL.2
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stz [

7547 Dhello#EE L, TLSVI2UL Ea v =— L FET, (SSLZ TFAT v b ra—
Sk LT DTLS (3 FHASTT)

XFw 3 SSL, DTLS., BLIOTLS 7u a3 LoiEEb7 L I3) A2 BELET,

ssl cipher version [ level | custom string
FNENOBIITKRDO LB TT,

e version 91401%, SSL. DTLS, F7/IETLS 7 a ha NX—V g E2HRELET, AR —F
ENTVDHER=Va VFRDEBY TT,

o default : BEERH O 5t v k,
o dtlsvl : DTLSV1 &5 ke H DI 5,
e dtlsv1.2 : DTLSv1.2 #5158kt F DR 7,
o tisvl : TLSV1 15 Bfsi H DI 75,
o tlsv1.1 : TLSV1.1 EfE#Hak H Oms 5,
o tlsv1.2 : TLSV1.2 EF{EHk H Oms 5,
o level 3IEUT., WESREARIEE L, BESNTVWDREORIEKL~LERLET, KIZ,
FE DA 7ol % FREE DARWIIEIC R LET,
sall : NULL-SHA Z# & e X TOR SR EENET,
o low : NULL-SHA Z &< TR COR SN G ENET,

emedium (Z2UTTRTCOT2 ha X—T g oOF 7 40 METT)  : NULL-SHA,
DES-CBC-SHA. RC4-MD5, RC4-SHA. 1 J.TNDES-CBC3-SHA # &< T X T O =
NEENET,

« fips : NULL-SHA. DES-CBC-SHA. RC4-MD5, RC4-SHA. 5 X (®DES-CBC3-SHA %
k< FIPS #ELO T R CORF SN G ENE T,

« high (TLSV1.2 \ZDA&iH) : SHA-2 K55 %9 5 AES-256 D AN E EALE T,
s customstring 47 L a3 U AFRET H &, OpenSSL I S EFR LA & H L T 5 A1 — b

EECEBCE £9, POV TIE,  https://www.openssl.org/docs/apps/ciphers.html %
ZHLTIZ3N,

HELERR B 1L [medium] T3, [high] Z6EHT 2 &, BRI 5s 2 236V £7°, custom
TS E, DEOBEOLRNRESNTODLEAIE, BENHIBREND ZERH £1,
FIFIN DA AZMMEEFIRTHE, 7T 2F ) U T E2EDTRIEFRNHIREND Z &M
HoET,

ASA IZ X > THAR— F ENDEEEOELINAN TR D LB T, FEMIZO WL, 2w R
V77 L RAEZHLTITEEIN,

Zoawy RiE, N—T 3 93(2) B FEIE S fL7 ssl encryption 2 > RIcfbo 5 D TI,
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ATV T4 1ODA L F—T 2 ATHEBEDO NT A FRA 2 FEAREIZLET,

ssl trust-point name [ [interface vpnlb-ip ] | domain domain-name]

hostname (config) # ssl trust-point www-cert domain www.example.com

name 510X, b T A MRA LV ORI ZRE L E T, interface 518X, b7 A FARA R
ESNTVBA L H—T = A ADLFEAEE LEF, vpnlb-ip F—0— FiF, A >4 —7 =
ARZOHBEHEN, ZORTFANKRA L "2 ZDA U H—T 2 A A LD VPN B— K NT
T TAZOIP T RUAIZEESTT £7, domaindomain-name ¥ —7 — R L 5E DT
F A =T oA Z~DT 7B AMEHESNDFRFED R A A CAIZEEMT bl F T A b
KA MERELET,

AP =T 2 A AHIVRRKIGEDO T A MRA FERETEET,

AV B =T 2 A AEFIIRAAL VERRELRWESIE, FTAMRA U FRRESHTOZRN
FTRCDOA VB —T oA AHO T +—N "7 FT A RNEA L FBMER SN ET,

ssl trustpoint ? =2~ > K& A S92 &, 1%)%7??73 REHEHD FTARKRA v ERRREINE
97, ssl trust-point name ? 2~ K (72 & %I, ssl trust-point mysslcert ?) % AJJ L7255
trustpoint-SSLAERAET vV v — g VIEMHFERBREFT HDA v X — T =4 AREKRRINE
7

Zoa<wry RelT5EEE, ROTA RTA - TS,

« trustpoint OfE L. crypto ca trustpoint name =~ > R CREINZCA h T A RAKRA b
® name THLMENH D £,

einterface DI, HOEVPLDHREEINTA vV F—T = A ZAD nameif 4 THHMLERH Y F
ﬁ‘o

s T A PRA L FEAIRT DL, £D FT R FRA 2 FEZRT S ssl trust-point T2
UbHlBRSNET,

e ssltrust-point =2 R U, AV H—T A ATLIZ1DE, A X —T = AEFELR
WHD 1 OERFETE LT,

WU FIRAIRA L FEEROT MY THAMATE T,

edomainF—"U— RCEHEL7Z N T A RRA 2V ME, BEOA U F—T7 A AZHEHIND
ZENHYET EERTIEICE TR ET)

* domain-name DAL Z L 12 1 OO ssl trust-point D A& {RFFTE £7,
DAY REANTDHE ROTT=PRERINDIGENDH Y 7,

error:0B080074:x509 certificate routines:X509 check private key:key values
mismatch@x509 cmp.c:339

ZHUE, = LVEEE AR E LT, DENCERE S EFE L ESMmA -2 L &
ARLTVWET, FRICHLOMBETH Y TH A,

AEAF IR ONEF TERE £,
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gt psec ko 7o— [

o 567N domain ¥ — U — ROEIC—E L7=8BE. ZOFFAEXNEINBIRINE T,

(ssl trust-pointnamedomaindomain-name 2~ > )

eI — RNT UL T T RV RSO HESL SAL7235E6 . vpnlb-ip iEBAE AR E 1
%9, (ssl trust-point name interface vpnlb-ip =2~ )

o f U B —T = A AKX L TR E S AVZFEATE,  (ssl trust-point name interface =~ >
)
o 4 U H—T = A RZBHAT B TWRNT 7 40 hOFEIE,  (ssltrust-point name)

« ASA O B BB 4 & B A RGERE,

ATy F5 TLS ® DHE-RSA K5 Tl &ENS DH 7/ v—7 %4 E LE 7,

ssl dh-group [groupl | group2 | group5 | groupld4d | group24]

hostname (config) # ssl dh-group group5
TN—T1HEIN21F, Java7 BEIRZENLHION—T 3 U E BEERHY £4, 71—

5. 14, BXU241%, Java7 L AR H Y XA, TRITOZ—T778 Java8 & HEHMENRH
VET, Z—714 & 24 (X FIPS #EHLCTF, 7 7 /L M ssl dh-group group2 T,

AT w76 TLS ® ECDHE-ECDSA s 5 A CE SN b /7 —7%2ELET,

ssl ecdh-group [groupl9 | group20 | group2l]

hostname (config) # ssl ecdh-group group20
groupl9 ¥ —7U— RiX, Z/L—7"19 (256 '~ K EC) & L £7, group20 F—U — NiL,

JN—720 (384t v NEC) Z#&ELET, group2l ¥—7— R, Z7/—721 (521w k
EC) #XEL X,

7 7 % /L METE ssl ecdh-group groupl9 T,
GE) RN LAV OIX ECDSA 53 & U DHE Hf =5 T,

1

JK$FERY IPSec bR 7 AO—

YU —2804 LV HEIODASA Y 7 b =7 RN—=Ta U 2FTT 5%y U —2 Tk, IPSec
k> RV ERET 5 EEAFED IPsec LAN-to-LAN £721ZVE—F 778 ATCP b T 7 4 v 7
n2—iX, hrRARRey7ThE ey rInEd, b7 —d, FUFRANITITRE
HE, MEISCTEERSNET, ZORY—F, VY—2EFHBLOEF=2) T 4 OB
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B ismpsec ko 70—

B BARTT, R, 20X REMERZ—F (BRI PIX 05 ASA DHDEREIZHEIT L
TWba—H) BIRLA—TCP 77U r—vay (RBICHEH LW, FHE bz
NEBBEIC Ry T35 by BEENZFRy NV RNICH D) (LS &7
BAENHY 3 GEMIZOWTIX, CSCsj40681 £ L TN CSCsid7630 2L TL7Z&EWY)

K#tHI 72 IPsec b RL 7o —iEEET, ZORMBEICHL L ET, ZOKEEZ A X —T7 T D
L. ASAIZAT— R 7L (TCP) b 7uo—ZMRLTCHBELES, hodXThor7r—
. R RABR Ry LS Ry 7S, FiL R RVRRE S & RN
THMERD Y 7,

GE)

ZOBRRIX. Xy P U —ZHEE— FTETEA TV S IPsec LAN-to-LAN ko 2 /bds KO
IPsec Y E—F 727 &AX b &P AR—KLET, IPSec % 72i1% AnyConnect/SSL VPN U £ —
FT7 7R RRMEITR—FLTOERA,

WIS, AR IPSec 1> L 7 —HEA X0 X O IZBET B O BIE R LET
R4y bT—0 oF0F

ASA BXE Tunnel ASARTFE
f
& | )
B N R o
il £ T =
£ 4
A D

ZOBITIH, BXBEBEXORIP Xy NT—I B 1XDEXRa2 VT 4 T34 T AL ®

% =7 LAN-to-LAN b > %% LT L TV ET, BXB * hU—2 ® PC X RTP % v
NI =27 DY —="inbexaT b ENLTFIPEIELZFITLCNVET, 2OV F U4
T, PCHAY—Nica AL, BEERB L% TR RARILNOBEBETRr vy 7 L
TEHELTCWET, ZORERTHT —ZIFL L) E LTWEHH, b RVITFEEL S 1L
TWETN, FTPEENE T LEYA, 22—V, —N2e /(o LTHIREEZK TS, b
I —ELYETMENRNHY T, 272U, KERIIPsec kR T o —inA 2 —T LT/ 5 T
WAL, ZA 27 0 MEBEANIZ b U RADBEERSNARY , X2 VT4 77747 R
X207 0 —0RERE REFR) Z2HET 2720, T—ZI3FH LW F vz U CIEFICH
AT 9,

F Ut

WOHETIE, Fry7RICEIRENZ PR TF—% 7o —0fRREA . KEH) IPsec kv %
V7 —EEENRT 4 B —T NIl TV BIER L. ZOEENA F—T VR > TWBIEED
ECHALET, EHH0EEL. 2y hT—=27 DA T A MIOWTCITETIOMESKRL T Z
X, ZOXROEE

e 7 —B-ClI, FoRXNLEZERL., BELESNTZESP T — X Z{nik L £,
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| 54 FRAVPNEE US54 72 b VPN
CLI & L=kt psec kot 7o—0EE [

e 7 —A-DIE, FTPEZED TCPH4i T, 7 n—B-C CEEIN- b xramEL £,
Zo7u—llE, 77 AT U —/LTTCPIFTP 7 i —Z &4 5 & |2 S b ke
FHbLEENTOET, REERIIEETHY ., BENEITTDIE T 7 AT U4 —/LIC
Ko THkEmIc 7 v 77— b SLET,

A\

CE)  KHROM 7 a— (L= DEK SN TWET,

T4 2—T I SnT=KERIA IPsec ko RIL TO—

LAN-2-LAN Fo M Rey7F4+5L AD7r—¢ B-C7u—0Dfiiie, ZNHIZET S
TRCOREERIHIBRESNE T, TO%, PR EELSN, 7 a— B-C NEERS
., MR T ENTET—HDOEEETHRATED L IR £, 72720, TCPIFTP 7 1 —
ADICRIEN A LT, ZORSE TOFTPERED 7 1 —Z it 4 2 REEFMAHIR S T
WA, AT—K NIV T7ATO4—E, A 7T7A4 NFIPT—¥%&27 vy 7L, A-D
T —OEREEG LE T, SETHEEL W07 a—gREREbND L, 77 AT 74—
L FTP g2k D TCP Xy FELTAE L, Fuy X LES, ZHET 750 FOHE)
ETY,

A4 2= L EN =K% IPsec bR 70—

KR IPsec b2 pb 7 a—HEEENA R —T NVDGE, A4 LT U MEERINIC b RV EAE
S DIRYD . ASA X A-D 7 o —DREEFMICT 7 B ATE 5720, 7 — X IXIEFE Tk
xS,

T OMSEENA F—T L DA, ASAIT T o —ABICAE L4, oFV ., B-CT7ur—|lL-o
TEHESINTZ PR Ry 7ENRTEH, AD 7o—3HllEnEEA, ASAIZTAT—h
7 (TCP) by 7u—ZfERiL, HELET, o7 o— i3+ XCRay7Eh, #HL
W R RIVTHISL SNAVERHY 9, ik, bl 7e—0ktxa T 4R —
EHHOLZEEHY A, ASAIZ R FARE T LTNDHLEXIZAD 70— (28ET 5
Nry e Ray 7T 50h5TT,

M FNWVTCP 7u—lI Ru vy 7Sz, 7V —2T v IXTCP ¥ A AT 7 MIKFL
£, L. BEDO RV T —DEA LT YU SR T 4 =TI THBRE, FEE
o 5E (BT HhEDTCPRST AR YY) ICL-TZ U T ENDET, TD 70 —|IT AT
LANTEREFSILET,

CLI Z{E A L -k IPsec > RJL 7O0—NDKE

R EB
KEEEIL IPsec PRI JA—D ST a—TF 405

show asp table =~ > K& show conn =~ > NIl 5 & &, K IPsec ko /L 7 1 —0DFH
DT TNy a—T 4 o ZIRL DL £,
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Y4 FEVPNEEUS 5147 VPN |

FKEEHI IPsec b RJL T O—EEITA R—TILICHE > TLVS D,

BEED b RV T2 OREREIN A 2 — T 732 > TV DDA TR T HI21E, show asp table =~
» REMHH LT R RSB 572 VPN =27 % 2 R & F§~< %7, show asp table

vpn-context 2~ > RiX, WOBNIRT LI FHARLT K TDHDITKFEEM) . Frxv
DRy P ULIERICAT— 7V 7o —%#RT 5427 % X MZ [+PRESERVE] 77 7

ZFIRLET,

hostname (config) # show asp table vpn-context
VPN CTX=0x0005FF54, Ptr=0x6DE62DAO,

gc=0

DECR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,

VEN CTX=0x0005B234, Ptr=0x6DE635E0, ENCR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,

gc=0

hostname (config) # show asp table vpn-context detail

VPN CTX = 0x0005FF54
Peer IP = ASA Private
Pointer = 0x6DE62DA0
State = UP

Flags = DECR+ESP+PRESERVE
SA = 0x001659BF
SPI = 0xB326496C
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI =0

Spoof =0

Bad Crypto = 0

Rekey Pkt = 0

Rekey Call = 0

VPN CTX = 0x0005B234
Peer IP = ASA Private
Pointer = 0x6DE635EQ
State = UP

Flags = ENCR+ESP+PRESERVE
SA = 0x0017988D
SPI = 0x9AA50F43
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI =0

Spoof 0

Bad Crypto = 0

Rekey Pkt = 0

Rekey Call = 0
hostname (config) #
Configuration and Restrictions

This configuration option is subject to the same CLI configuration restrictions as other

sysopt VPN CLI.
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mzLt-vo—oiz ||

MiZLf-70—DE&E%R

LAN-to-LAN F7213 vy N —ZJEEE— R b Ry 7L, A4 L7 7 MRIICEBL
ol E, N LI R RV 7 —NHELS BAETLZEBHVET, 2057 T7r—
LR RNV T AL S THISNETFADR, ZNH6DO7r—%4 L Gl ZRA ST T
DOTF =R RFayXINFET, b0 7 —%26ERT 512i%. show conn =~ 2 K& RDH]
WRTEICHERLET GERT D720, B2 —YF AN ZRTZOICKTFTEEM ,

asa2 (config)# show conn detail

9 in use, 14 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,

- initial SYN from outside, C - CTIQBE media, D - DNS, d - dump,

- outside back connection, F - outside FIN, f - inside FIN,

- group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,

- incomplete, J - GTP, j - GTP data, K - GTP t3-response

- Skinny media, M - SMTP data, m - SIP media, n - GUP

outbound data, P - inside back connection, p - Phone-proxy TFTP connection,
- SQL*Net data, R - outside acknowledged FIN,

- UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
- awaiting outside SYN, T - SIP, t - SIP transient, U - up,

- VPN orphan, W - WAAS,

- inspected by service module

WDHNZ, showeonn 2~ FOHNBIZRLET, VIZIT T TRENTWD EBY, LI L
7a—nNFEELET,

X <0 WQ O OMEW
1

hostname# show conn

16 in use, 19 most used

TCP out 192.168.110.251:7393 in 192.168.150.252:21 idle 0:00:00 bytes 1048 flags UOVB
TCP out 192.168.110.251:21137 in 192.168.150.252:21 idle bytes 1048 flags UIOB

M L7m7u—Rdb 5 20k ) efEii~O LR — F&#HIRT 521, RopfIcrT X oIz,
show conn state =~ > N|Z vpn_orphan 7> a2 » ZEIL £ 7,

hostname# show conn state vpn_orphan

14 in use, 19 most used

TCP out 192.168.110.251:7393 in 192.168.150.252:5013 idle 0:00:00 bytes 2841019 flags
UOVB
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Irh-4:&:
5 I==R

EHEIJOD7AIL, JIL—T K1) o —,
BFV¥1—Y

S OETIE. VPN EET T 7 7 4 WA [ Ry 3L 70— LIEERTOE L) .
IN—FRY V= BROZ—FOREFECOOTHILET, OB, KOBETHR S
nNTVWET,

CHEET T AN, TA—F EY — BEOa—FOME (91 <—)

BT T 7 AL (93 2—)

CBHET O T 7 A NLDBRE (98 2—)

s IN=T R = (139 X—Y)

« Zone Labs Integrity V-—/ XD (185 ~<—)

c - PREOBRE (192 X—)

EHEJOJ7A4IL, SI—THRYSO—, 8LV —HD

S

In—7bla—FE, X—F %L T4 _X—hK Ry hT—27 (VPN) OtF2U 7 o HHLE
ASA DEEIZBIT 2 I RBEE TS, Z Vv —7 La—VTRIESNDEEIC L > T, VPN
~O2—H T 72 AL VPN OFEHAFESRESNET, F7—T1F, 22—V OELE 120D
TUT AT AL LTS BDOTY, 22—V ORI, 7V —7R) o—roRGIhET, B
o m 7y AV TIE, BEOHERAD I N—T R —&EE LET, 2—VI L THED
TN—T R —%EY Y TRWGEIE, 0T 74V s J0—7 R —nNH I
7

TR DL, N T e 7 7 A VEREL T, BHOMERELET, KIZ, Fv—7
RV —HBELET, FA—F R —TlL, 2—VFOESICETHEIRESNET, %
D%, 2—HFERELET, 2—WFIIZ N —TFOEEPATE . & SITERNO 22— AT
EOMEZHETHIENTEET, ZOETIEL, ZRNHDOT T 47 4 %5 E?éﬁ&&@m
&\—Ol/\fﬂjé%biﬁ—o
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B 5700700 50—F KU o—. BEUI—HOBE

\}

G¥)

Pfe 71 7 7 A L1E, tunnel-group =~ > RAMH L TRELET, ZOETIEH, [HpErm
TrAng & Thr ZA—7 ) FHBECIFZEAERCERTHEHN SN TOET,

BT m 7y ANE T N—=T R =2l 5L, VAT LEHMEKILINES, 3
T4 X2l —var AR EHRIETDHZDIC, ASA IZIET 7 44 b D LAN-to-LAN $#5i 7
17 7 AL (DefaultL2Lgroup) . IKEV2VPNADT 7 4L FD Y E— T 7 AR 707 7
A )V (DefaultRAgroup) . 7 7 A 7> h L A SSL ¥ X Y AnyConnect SSL £t DT 7 4 /L k
Oz 1 7 7 A /v (DefautWEBVPNgroup) . BL VT 74V kO I —TF K o—
mmawww)ﬁmﬁénfwif TI7HNNOEER T T A NE T N—T R —T
X, <O —WFZHET L EEX N OIRENREEINEST, =2—FEBENT5H L X
N—T RY =R TA—2% K] T2XCBETCEET, kv, #E<o
=P L GREEIZVPN 7 7 AR R ETE 7,

T _XTO VPN 22— HIC[E—DHERLZF AT 2581%, FFEOHR T n 7 7 A L V—T K
Vo—%RETHLEIIHD FHEAN, VPNDBRZDOLHIIHEHINDZ EIXIZEAEHD £8
oo T2 Z2IE, BRI N—T HAF~—FKR—F Z—7F BIOMIS (REFHRS AT
L) TN—TN, TITAR—F Ry NT—=T DENENERRDEFNCT 7 EATEAHLHICT
LHEENEZONET, Fo, MISIZFTRT 2REO—HIZIL, oo MIS = — | ZiX7 7
BATERWC AT LT 7B REHFATHGERHY £3, #7777 A E T L—T R
Uor—IltkV, ZOLIBRFRARELLRNIFATTHIENTEET,

GE)

ASAIZIE, ATV I NA—T L0 OMELHV ET, ZhiX, Ry hT—Z VA RDA—
W=ty NCT, A7 V=7 N ITN—T%2EHTHE, A— Ry NU—71Z%9 % VPN
TIEABERETHIENTEEST, 7027 F ITA—F1F, I —TF RY o —o8 7
n77ANE0b, ACL EREHENRSH Y 9, A7 V=7 b I NA—T O FEOFEMIZOWN
TiE, —fMBMERA = 7 ¥ 2 b —Ta v A ROFE 20 % [Objects] #BRLTLEE
VN,

Y X2 VT A T T IAT VAT, S8Ry —2AnLEMNEZEATE 4, kORI
WE-T, BHEEEALET,

1. Dynamic Access Policy (DAP) L =— K
2. 2—HW4

3. ITN—7RKRIY—

4. BT o7 A NVHOIN—T R 2 —

5. TNV EDITNL—FRY —

FO0, @D DAPEIL, —W, ZA—F KU — F3EEsE T2 7 7 A NVHICERE
INFFEEIVLETTAFV T A BEL 2o TWVET,
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gr7nzr4L |

DAP L oi— RDEMEZ A X —T NVETZIZT 4 =70 T2 L, ASAIZFOfEZ AL CE
fTLEJ, =& x1E, DAPwebvpn 2> 7 4 X2l —2 g T— R THTTP 7% 25 ¢

=TT B E, ASAITENLL HEAZRE L EE A, KDV IZ, http-proxy 2~ > KD nofi
PRI S EL BYEIZDAP L a— RIIIFEELRWE=D, ¥ X2 VT 4 77747 AL
HT2EEZ RO 572010, 2—FABIOUEIZISE LT r— UL R —0 AAA JBMEIC
BEILTHMELET, ASAZ I T FLASSLVPN 27 4 X2 L—3 g idk, FhFh
1 -D® http-proxy 2~ > K& 120 https-proxy =~ > ROLV R — KL TWET, ASDM %
EHLTDAP 2R ET D L2 BEIO L ET,

EETO 7ML

Vi a7 v A, hURAEERAR Y —ERETDHLa— ROty FTHERINET, =
oo a—RiE, by a—REEEE— N, BRI UOERIERORELE DT I v
T4 T =N (FETLHE) 2fELET, £, IhboLa— Rk, EioTr
THANVE TN—T R —bREIIN, S5 8 FaVEGORR T A—Z b EENT
WET, B n T 7 A MTiE, MRV BEROIERICBEE T SO BN S ENET, B
e a7 7 A ML, 2—VEEORMEEZERT L7 NV—T R —~DRA X b EHEENE
kR

ASA (2%, LAN-to-LAN #f5¢/H @ DefaultL2Lgroup, IPSEC U &— k 7 7 & A8kt D
DefaultRAgroup, 3 X O'SSLVPN (77 7 H~— 235 L U AnyConnect Client ~— 2 ) #f5t FH D
Defaut WEBVPNGroup &\ 9, T 74/ MNE 70 7 7 A VBBV T, ZNHDOT 740 b
Bt 7o 7y A VIEETCEETH, HIBRIZTEERA, 70, BEICEAEOER 72 7 7 A
NELIDUFERT2Z b TEET, #ir v 7 7 A Ld, ASADT—LIREETH Y,
SNER Y — N TITRRETE EH A,

GE)

—EoTaT7rAN (FZ=2—X1DIKEVI 2 E) 1, = RRA B UE—F 778X E
721% LAN-to-LAN 20 E D W Z B TE W2 EndH D 3, b ZA—7%HBlCx 7
WIEA. 74/ T

tunnel-group-map default-group <tunnel-group-name>

XE SNET(T 7 4V MEIE DefaultRAGroup TT),

H

BRI OI7MIILO—BEHG/NNT A —4

—RNT A—=ZIE, FNTO VPN #3556l T, — /N7 A—=HZIZiE, RObDOBHY %
ﬂ—o

BT O Ty ANL R TR T s AN, BT T s AN EBINETIIRET S &
ZIZHRELET, ROTFEFELH Y £,

o REFICEHAIILAE X —Z AT 57 54T FOWBE, BT a7 7 A NKITT TAT
VIR ASAICEST =74 R TY,
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BETO 77 LO—BRIER/NS A4

FRECAERAE AT 57 94 7 MIZOA4RIZFEHZEO—# & L THEL, ASAN
AERAEMND Z 04T L E T,

WA AT HiEZ A FITiE, IKEVL U E— | 77 A, IPsec LAN-to-LAN, ¥ LW
AnyConnect (SSL/IKEV2) NEENET, #fi7' w7 7 A L TIL, 1 DOHH S A 7720
BETEET,

e FRAE, FRE], TAHULT 47 =N ZTNHDNT A= TIL, ASA B3RO BHTE
%#é%wﬂwﬁw%7iti)xh%%ﬁbiﬁo

« 2 FRT B A LR SN — B RICET D E RO BTG
s THDILT 4T L a— ROMRAF

PR T —T 1%, 1oL O — S THREINE T,

HHEFHDT 7 AN T NA—T KUY — ZA—F Ry —F, 2—HFEEOBEOE v
KT, TT7HNLETNA—FRY T —iT, ASAN F R 2 —F 2 E 13345
BT 740 AT AR SATE SV —F R —T7,

c IIFAT U N T RLADED Y THK : ZoFKUIciL, ASANRT T A4 T v MaEIY 4T
512 E®DDHCP —_E7-137 LA F— LOENEENE T,

e THU L NEHD LEX . ZONRTA—FEEATDLE, AAAY— 02 FE L
laccount-disabled] 1 > ¥4 — & % FEXTXE4,

e NRAU— REH : ZONRFGA—ZEERATH L, BUEORRTU—RKPNRERK (F 741
MI14B) THIRBEICRS Z 2 a—P &L LT, RRAV—RE2EFETIMEr 21—
FlciRgicx £,

c IN—TBREBLCUL A LRE : TNHORTA—ZIZLD, N%ﬁﬁﬁ¢5;~$g%
LERG 2 HENRE Y £9, ik, user@realm DR X TZAET 2 22— 41272138
SNET,

T @ T U N 571#% Ta—PLHIMHIMENDEER R AA 2 TT (user@abc) , L /LA
FRETAEAS. ASAITa—FABLIRIA—7 (bhA%E) ZIRIFIHEHLEST,
w~7%ﬁ£¢ék ASA FFEEIC 22— A B IR L LA (BAEE) ZEHLET,

LV MMERT- 2R EET HITiE strip-realm =< > R&2 A L, BiEhica—3F 405 7L —
flkﬁﬂi%%#]%%ﬁ‘é IZ strip-group =< > & AH LET, ﬁﬁOD{I&‘ﬁfﬁ%%ﬁU[ﬁ*ﬁ‘é &
FORIEX username 721 IZ IS W THHTOIE T, LSO, WEEX username@realm L
THNIRIRE 21T username<dellmlter> group LFHNHASNTITbRLES, —_"TFY 3

B T CE IRV AIL, strip-realm 28 ET DML E R H Y 9,

S BT, L2TP/IPsec 7 7 A 7 > b DA strip-group 2~ > RZ$EET H &, ASAIX VPN
7 TAT Y IR LT —YENS TN —T 452 BG L Ca— RO 7 a7 7 A
LV (hrpv Z—"7) Z@RLET,
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psec kL n—TEH 52 —45 [

RATDER : ZONRFA=Z T2 L, a—VEROFNIEZZERLIZY . £2iT
ZOERZIY) T2y TEET,

RAIDN EME « ZD/RT A—=21F, BWEFTT DL AT 2R EELBIEEIRE L
\i—a—(}

IPSec kU RILGT IL— THERR/INS A —4

IPSec /XT A —H|ZI1%, ROLDONRH Y £9,

7 AT MNRRGES R R GEE, E2IIm A,
o FAEA XIS IKE B O5 G BiR U & —ICBIEAHT S 7 S 0
FoBARTT (R 128 307) .
« BT IDWERROER : ZONRT A= TIE, BT OFEMIFELZHN L TET ID OfES
FRT DM E I DEIRELET

o WAL NICFEAFEE L ITM G 2R ET 256, = K2 —FITRRED 72 DITH R 725
HELZEETD2LERD Y 7,

YEaEANA 7D » REEES R XAUTH B L U1 7' U » K XAUTH,

isakmp ikevl-user-authentication =~ > N{X, ASA LT ¥ X VG EAFEH T 505
DDA, BLOY E— b VPN = —HFEGFEIZ RADIUS, TACACS+, F721% SecurlD 7
EDVI =T FRERBEHT 2 LEN B LGHEIT. A7 U v KXAUTHRRGEA F24E
T LD L ET,

¢ ISAKMP (IKE) ¥ —7"7 A 7ORE : ZOMEEICL Y, ASAIXY T— F 7 Ok
REEEE=X L, BOHBOFEELZETICHRE TEET, ET7NEE LRI 2D L,
ASA TR ZHIBR L 9, IKEX—TT 74 7% A F—T7NWICT 5 &, IKEET M
Kol b E BN 7 LERE A,

IKEF—T7 7 74 NS FIERBANHD £9. ZOWRENEIET HITIZ, ASA LY
FT— b ETREBEOEREZ TR —F L TWALERH Y 4, ZOMEL. RO TN
LCEfELET,

» Cisco AnyConnet VPN Client
«CiscolOS Y7 ho =T
» Cisco Secure PIX Firewall
VAALUSNDVPN 7 TA T MIIKEXF—TT 74 75 R—FLEHA,

IKEXx—77 74 7% R =TT L R—FLARAWET DNRET DI INV—T%
FETHEEIT., I —T2ERKIKH L TIKEXF—FT 54 T A X —T M LFET,
ZTOMBEEZ R — N LAWETICEEIIH FH A,

IKEX—77 7947 %7 48— NCZTDL, IRELRNET EOBEFIZAA LT D
MIRBETT 7T 4T DFEFILRDTZD, TA RVEZA LT MEELITHIEE
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B 50071 ossLveN Yo a RS A—%

HRLES, 74 RV EALT U FEERET DL, Z7—T R —0RE (142
N=Y) BEBRLTSEZS N,

N

(GE)  ISDN RIS CHEi T 27 74 T v IR NA—TI2EE N5
AlE. a2 FEHET 57O IKEX—7 T 794 7 %7 «
=7 LT EEV, BE, ISDN #KE 7T A it s &
rSNETN, IKEXF—TT T4 T DA D =XLT L - THft
T A FIVIRREIZ 72 B2, BIr S22 4,

IKEX—7"7 94 7% T 4 8—7NMZT DL, 7?47yb
IKE & — & IPSec ¥ — D EH B 0OHARMN T L72HA 2T 8)
WranEd, IKEX—77T T4 TNA F— 7wh&ofwéﬁé
XY BEENEA LT MT 7 4 v 71X Peer Timeout Profile
HEEES F 3 AnbUllr &S EEA,

ME%%V%%F%ﬁ%?éLMHMANZV74¥1V%Va

DEGEIE, 220D T DIKEXR—TT I3 T Da 7 4Falb—
/a/ﬁﬂbf%é_k%ﬁ%bf<téwoﬁﬁ@t?f”@
X—TTITATNAR—T N5 TWDED, ERFWFOET
TIKEF—7T7 54 TNTF 4 E—T N TWALERH Y F
R

'7/&/141&:.%%%{%)% LTELQE% /’_jiﬂﬁ—%)ia/\ nmﬁﬂg%l“—.\/éﬁg%%'fgﬁ—é (ID§E
I L FATT BT~ COMMEE ETICRET ) 2. ENEETERTTH Ob— NE
HEFELTTO ML CAGEREZGT) NEEETEET,

eWindows 7 A7 h V7 b7 2T OEHENA— g UEERHL WD —HIT, 754
Ty NeT v 7T NTOHMLEROLZ LEBML, Ty 7T — b SN T7A4T 2 b
N=2 g v 2 a—FRRET DDA D= AL E B TEET, T TOERE T e 7 7
ANFETITREEDER 7 1 7 7 A ML C, client-update 3R EHB L OEE CT& £77,

‘7‘/&71/@[3%;:;8@5% L/Tnuu Iﬂ/ﬂi—g—éia/\ . IKE 50751%1§T65E%%%%&%”T6
NI A BRA L FOAFTEZIRETE E7,

EHETOTD7A4ILOD SSLVPN v S 3 VIEE/NS A —4

WDFIX, SSLVPN (AnyConnect 7 74 7> "B X T4 T 2 L R) BEICEA O
a7y ANVOREMEOY A NTT, TNALOREMEIZIA T, 37XTO VPN £z i o —ix
BT 7 v ANORMEERELET, B0 7 7 A VOREICET A TR & ofFHRIcS
WTIZ, Z7I9A T FLVASSLVPN By v g v a7 7 A LOFRE (116 4—) %
S LTLIIZEN,
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\}

BHTOT7 A LOSSLVPN £y a3 v s 4—4 ]

G¥)

URIOY U —2Tix, 7 m 7740 B ThrxV I —7) EREENTOE LT, #
fe 7w 7 7 A X, tunnel-group 2~ REMHLTRELE T, ZOETIL, 20250

AAFEEIC LSS TVET,

F5:SSLVPN AEHE IO I 74 ILOEME

Hae
authentication AT AL, AAA E - ITGEAELZRELE T,
customization WHT 2T CIERFHOH AL <A E— =

VOAHTEEELET, WAAYAE—T g
NZE o T, v A VI —IZEREN
504 RUDHENREY £, AKX~
AB—Tary RIA=FIF, /74T L
A SSLVPN OFED—HE LTRELET,

nbns-server

CIFS 4 miffgik 2 9 % NetBIOS & — A —
B R #—,% (nbns-server) O4RIZTEE L E
T,

group-alias

=T 7y AN ESRTE S L
O EORBLALEZRRELET, BT A VERC,
2—HFE Ry T T T Ama—nb T —
T AL ET,

group-url

1o DO V—FURL ZHRELET, 2D
BMEERET A%E. IBE LI URLICT 7t
AT L=k, v s A VRN —T iR
RTH20ETH Y FHA,

AnyConnect 7 7 A 7 > MEREZ 7 /L— 7 URL
EHAT L e — K AT TREBTE, 7
TALZNDEASA /) — RT, /—Roa—FR
NG TONRT Y 7 T RUVAD T —
Z'URL LAkIC, AR T RAZ T KL AD T
N—7"URL Zi&ET H2MERH Y £,

dns-group

DNSH#—_4, NRAA U4, F— L P—3]
URNIAEE, BLUOER 7 7 ALV THEAS
NDDNSY—"DH A LT U MEEZRET D
DNS #— 1 Z L —F % fELET,
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hic-fail-group-policy Cisco Secure Desktop Manager Zffifi L C, 2
N—T _X—2 KRV —@M% TUse Failure
Group-Policy] F7-1% lUse Success

=A==y

Group-Policy, if criteria match] (28X ET 256
1%, VPNEERER Y o —Z4E L £,

override-sve-download AnyConnectVPN 7 7 A4 7 v &2 U E— | L —
PFILHF T — R 57201, &ESIT
L7 N0—7 R v—REEIT— 4R
DEya— R EEXINET,

radius-reject-message PRRENES SN L EFID, v U A VEEIC
RADIUS fEfs A v B — V& &R L £ T,

74 ILDEHRTE

TITIE, NN ary TR AR E—REREETATF aUTH RS T ROW T TORE
077 ANVONEBIOREIZOWTHALES,

GE)

~NVF arTHF AR T NI IKEVI BEOIKEV2 A FY—HA MZOHEHA S, IKEVL
IPSec @ AnyConnect, 7 74 7> F LA SSLVPN, L5 —CiscoVPN 7 7 A 7 > K, Apple
XA T 47 VPNZ ZA4 7k, Microsoft %147 4 7 VPN 27 A 7 b, F72I1L cTCP T
HEnEHi,

FIFNV ORI O T T ANEEEREL, 3OO M RAVT V=T XA TONTIHNTH LW
P77 7 A NVERETEET, o n 7 7 A VN THRIISRE L2 WEMEICR LT
X, TOMENT 74NV O T a7 7 A VBB INET, T 74 ORI a7 7 A
WEATIFIVE—RT I BRATYT, FOHONTA—2F, BIRLZ bV A7 25 -
THRRVET, T74NVNERT R 7 7 AL ED T, ¢~f®@ﬁ7m774w®ﬁf@:
V74X 2l =y artT I AN MDA T 4 X 2 b—y a3 U EHERT HI2IE. show
running-config all tunnel-group =~ > K& AJJ L £,

EHIJOIT 74 ILORRE

1 OO ASANYR—FTCELET 77 A4 (Frrpv ZA—7) ORKREIEL. 77 v b
74— LD VPN £y v g DR K +5 O T, HIREBAD bR IA—T%
BILE S &EF5 L, TERROR: The limit of 30 configured tunnel groups has been reached| * v
E—URERRINET,
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TIHILEDIPsec ) E— b 7O RREHIOT74ILD

T4 LD IPsec JE—F 77 ERAEBR IO T 7 1 ILDERE

FIFNV D)= T IR G T 0 7 7 A LVONEIL. ROLEBY TT,

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes

zz I}

JE—F 70 REHTOT74ILD

WDOVE—K 7 T7A4T7 > hEFRYA NDASA ORI %

no address-pool

no ipvé6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no override-account-disable

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS
tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2
no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

IPsec k> RILTIL—TO—iEEM

— xR

X O N RxN T N—T Z A T HGE
L7 FA4T v RV ASSLVPN kL Clk, [\ C IO K5y
LAN-to-LAN k> uiE, 7ty MR LET,
[ Cisco ASA Series Command Reference] #ZMM L T 723\, 22

IPSec Y E—h 77X by pL
Z A L TuvWET, IPSec
TARTOaA~v Yy ROFEMIZOWTIL,

NI UE— N T AR

AT,

— —

77 7 AL LOLAN-to-LAN 56t 7' 10 7 7 A L Z R ET D IFIEIZ DWW CEIZHA L £

B

AR e T AN EFEHLET,

=JL ==

ax AE

pald., VE—LNT 72

« AnyConnect Secure Mobility Client (SSL & 7= 1% IPsec/IKEV2 & #t
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B /= 7oexBET0 o7 LOBHE S 1 TOHEE

« 7747 ML ASSLVPN (SSL & DT T 07— 2D

* Cisco ASA 5500 Easy VPN /»— K7 =7 7 A4 7 > & (IPsec/IKEV1 & Hit

F 7. DfltGrpPolicy & W2 A RIDT 74V b Z—7 R — bt L E 7,

UE— R 77 R0AERT 07 7 A NVERET DITIE, BN b Z v — 7 —fREME a2 ik
EL, RICVE—=b 77 22ARMEEZRELET, ROEZZRLTIZS0,

e UFE— KN T I BREER T T 7 A IILDLETE XA TDIRE (100 X—)

s VE— LTI RAER T a7 v A NVLO—REEOHKE (100°—) ZMH L TEHIZT
HIENTEETS,

o THESREOBE (105 ~—)

e VE— | 7R 1 7 7 A LD IPSec IKEVL J@ D% E (107 ~—) ZfEHALT
MR D2 ENTEET,

eIPSec VE— K 77 REH S 27 7 A4 LD PPP JBIEDORE (110 RX—)

VE—F 70 ERERTOT7MILDERETIE R M1 TDIETE

FIE

Al 2 A 7 &FRE LT tunnel-group 2~ REANJT5Z & T, #ic7m 7 7 A VEERKL
ij‘o

UE—bF T7278A FURVOYE. # A 713 remote-access TJ,
tunnel-group tunnel group name type remote-access

11
72 & z21E. TunnelGroupl & WO ARTID Y B — b 77 AT 07 7 A L ZVERRT 5121,
WDa<x RaeEANLET,

hostname (config) # tunnel-group TunnelGroupl type remote-access
hostname (config) #

JE—RF 7O RREETO T 74 ILO—REHDETE

Pl 7 7y A NDO— B EREETLITEETHITIE, WOTFIETNRIA—FEZHEELE
7,

. CLI 7w% 3:CiscoASA &) —X94VPNCLIOA Y T4 Falb— 3y HA K



| 4 FRIVPN LTS S47 2 k VPN

ATFvF1

ATy T2

ATvT3

ATy T4

YE—F 7o eREGTOT 7 Lo—pERORE [

FIE

—EMEERET IR, v arT XA R E—REREv LT 2T HFANE—RT
tunnel-group general-attributes ¥ 27 Z AJJLE3, T T, brpxAr—7—f@tt=a
TA4F¥alb—varyrE— RRREBINET, TR R L T, B RAEE Sz L
B £7,

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

PEEY— N TN—T N EGE. TR I N—T L4 EREELET, BELEY—N Y
N—FITEENAE L EXICe—I L T = RXR—ZAZFANE AT 25481, F—U—F
LOCAL %3BINLF 9,

hostname (config-tunnel-general) # authentication-server-group [ (interface name)] groupname
[LOCAL]
hostname (config-tunnel-general) #

SEEY— N T — T OLENE. K 16 SLFE T,

FFa T, IN—THOBRAIA A —T 2 ALK ERETDHZLICLY, AV H—T =
AAEFORFEAERETHI L HTEET, FV*N®%T%ﬁ%ﬁE¢64V&H7:4Z
KT AHy a THDMERDH D £9, RO~ FTIE, RRECY—3 servergroupl Z {58
THtest EWIAURIDA X —T 2 ADA L H— 7142Iﬁ@mﬁb XESIET,

hostname (config-tunnel-general) # authentication-server-group (test) servergroupl
hostname (config-tunnel-general) #

T DAY — "IN —TOLHEEELET FETLHE) « TOEEZRET S5HE.
=PI T DR T — AN RAFHET DRENRH Y £,

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

A — N T—T DAFNEL, K16 LT TT, & 2iX, koa<wy Rk, @Ba—n 7
Jb—"7" FinGroup 75 Z L ZHEEL TWET,

hostname (config-tunnel-general) # authorization-server-groupFinGroup
hostname (config-tunnel-general) #

THOT 4 TH—=RNTN—TRb55GE, GHTHIN—TDL4FIEHEELET,

hostname (config-tunnel-general) # accounting-server-group groupname
hostname (config-tunnel-general) #
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B =+ 7rexg8707 7 LO—REEORE

ATy T5

ATvT6

ATy T7

THOLT 4 2 =R I =T OLFNE, FK16 LFETT, e xiE, koav Rit,
THI T 47— 70— comptroller Z {45 Z L Z4RE LTV ET,

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

FI7 3NV TN—F R —DE4HIERTE LET,

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

IN—TRY —DAHENE, K64 LF T, ROFTIX, 774NV~ ZN—T R —D
47l & L C DFItGrpPolicy % 7% & L T\ £,

hostname (config-tunnel-general) # default-group-policy DfltGrpPolicy
hostname (config-tunnel-general) #

DHCP #—/% (Jg K10 % —%) OARTETZILIP T FL A, BLUDHCP 7 KL A 7 —b (f
K67 —/) ODARIEZELET, 7 74/L FTIE, DHCP#— &7 RL A F— Il &
NEHA, dhcp-server 2~ RKIZLV, VPNZ T4 T FDOIPT RLAEZREGEL LD &35
LEIZ, FBED DHCP — NIZIBINA 7Y a U EEET DL IICASA ZRETEDH LTk
D EF, FEMIZOWTIL,  [Cisco ASA Series Command Reference] 771 K@ dhcp-server ==~ >
REZHLTIEE,

hostname (config-tunnel-general) # dhcp-server serverl [...serverl0Q]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address_pool6]

hostname (config-tunnel-general) #

GCE) A H—Tx2ARLERETHHEE. LDy a THLDLERH D 7,

7 RVA T =)L, ZFa—sUb a7 4 X¥ab— 3 F— KT iploecal pool 2~
Y REMBALCERELET,

Xy hU—= 7 RIvivararbte—AzlHlLTWLI5EF *Yy hUV—2 T FIvis
YAy b=/ RAF ¥ BEETHEHN SN DREEY — "D 7NV —T 2R ET 572012, NAC T
FEY— N T N—T ORI ERRELET, NACEZHYR—FT25L51c, <t b 15077
tRXaryhe—n P—NERELET, ACS VL —TDL4RIZIRET HITI1L. aaa-server =
<~V REMEALET, RIC, TOR CARTE Y —N 7 —T 1A LT,
nac-authentication-server-group =~ > R&fiH L £,

WIZ, NAC R AF ¥ MEEIZfE A S D F8REY— N 7 L—7" & LT acs-groupl % kBl 7 % il &
~LET,

hostname (config-group-policy) # nac-authentication-server-group acs-groupl
hostname (config-group-policy)
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ATvT8

ATFvT9

YE—F 7o eREGTOT 7 Lo—pERORE [

WIZ, 7NV DY E—F T I7BR TNV —=TNERIE—N T —T K+ A6 %2755 L
\iﬁqo

hostname (config-group-policy) # no nac-authentication-server-group
hostname (config-group-policy)

G¥)  NAC #4521, VE— b A h_EIZ Cisco Trust Agent STEAET 2 MEN H D
EJ RN

a—HP4 % AAA Y — NIZETHIC, 22— /N 7N =T EITERERET 200 E O %
HBELET, 774/ T ZA—TAb L ABRESNEREA,

hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm
hostname (config-tunnel-general) #

VIVLETEB R AL D ETE, VI AZRETD5HE, ASAIZA— B LU0 v—7
(H2HEE) WAL ET, IA—7%2RETDH L. ASAILGRIEC—TFAB IO LIV A
(b25GE) ZEHLET, LAMEMTZHIFRT 5121 strip-realm =~ > FZ AL, #&
FEFIZ =440 D 7/1/%7%%%%%%??6 ILstrip-group =~ > REFEHLEI, WO
Effi1-ZHIBRT 5 &, RAEIE username 72712 SN T ThIvE T, ZNLUAOEGA . FBREIX
username@realm SCTFH| AR E 7213 username<delimiter> group X FFNZFESNTITOILE T,
W= XTT Y I F BT T ERWGAIL, strip-realm Zf5ET M ERH Y 7,

#—/33 RADIUS, RADIUS with NT, £72(Z LDAP — D4, 472 a T NAT—
FEBZA R—T LT TEET,

(F)  FEECLDAP 7 L2 U H—=mEfEH L TV D56, /N2 Y — FE BT Sun
Microsystems JAVA System Directory Server (IH44#ri3% Sun ONE Directory Server) 35 X
Y Microsoft Active Directory 2/ L TH AR — hZihvE 7,

Sun:SunT 4 L7 R = NIZT 7B AT B2 ASAITERTE SFL TV 5 DN 23,

P —RNOF T )V R AT—=RRY S —ICT 7V BATEXLLERHY E4, DNE L
T, T4 V7 NUVEHE, 721370 V7 N EHEHREZRO2—FEHHAT 52
CEWIRLET, FE. TN RNAT—R R —|ZACI ZRETXET,

Microsoft : Microsoft Active Directory T/S A U — & H %2 A 2 —7/LIC§ 5 (2%, LDAP
over SSL Z g% iET D MENH Y £7,

COMREIZT 7 ANV P TT 4 =TT o TRY . BIED/SRA Y — ROFRNHAR
FAO ba—WFItEBELR R LET, T 74/ FTiE, HEYNO 14 HAfICEE R
BlthE £,

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

H—308 LDAP H— DA . ARV L ICET 2 ENEEEN D ETORE (0
~180) ZHETXET,
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B =+ 7rexsTno 7 Lo—BEEORE

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

GE) b sa—T7—EEa 7 4 Falb—2a s F—RFTASLE
password-management 2~ > R(ZJ > T, h>Rr/AL7/L—7 ipsec J@ME— K THAl
WA EN7-FEHELE D radius-with-expiry 2~ > ROV E S O ET,

password-management =~ > RAEKET H L, VE— b 2—Fnu s A 95& &2, ASA
i, 2=V OHIIED AT — ROFHHIRNBE SN CTND Z & EREHRRIR WD L
FEMLET, ZNAND ASA L, 2—FRRAT— RELEF xS L9 2 LET, BiToR
AT —= RPRRH L TWRWGE, 2—FIEEORRAT = REHFHLTr A U LT HZ &N
T& 7, RADIUS F 7213 LDAP FBRENGHE STV WA, ASA TIEZ D vy RVE
HEnxd,

ZHICE o TRAY— RRHABYINIZ 2D ETORBREFE I NS DI TiEZa <. ASAN/RA
U — ROHAMRBEI I 72 2] B RIS 22— ~DEE BT 20 DN ERE INS LW ) SIZEEL
TLIZEW,

password-expire-in-days &+ — U — FZ{EET 25 61L, AROLIRETD2HLELRH Y £,

Toa<wy RFTAKIZ0ZEETIE, Zoa<wy KT 4 —7 012720 9. ASA L.
2—PIZH L TERGD B> TNWDZ LWL EFEAN, KIBIC—T I3 A T — &L F
TEE9,

PRI OW T, XA U — REHELH O Microsoft Active Directory DR E (133 %—3) &ML
TLTEEY,

ASA Version 7.1 LIFETld, LDAP F 721X MS-CHAPV2 % 7R — k35 RADIUS £%#5t CiRiE % 1T
9 & 12, AnyConnect VPN Client ¢, Cisco IPSec VPN Client ##¢, SSL VPN 584 k> ¢ U
VT ISAT Yy MNER. BEONY FA T 2 N AEERICRTT A SR T — REEN— AT
R— R ENTWET, Kerberos/AD (Windows /X2 T — R) F721ZNT4.0 RAA 2452
NOOFEZA TDONTNTH, NAT— REHIIYR— SR TWER AL

MS-CHAP % %7 — K LTV 5 —%D RADIUS $— 3%, BIfE MS-CHAPV2 % 7R — Kk LTV
iﬂ‘/v password-management =~ > K& 19 %2 i MS-CHAPV2 IS LB T=, N
ICHER LT 2 &0,

GE) RADIUS H#— (CiSCO ACS fcﬁ (‘f) li\ iy DE%*%%[J@WLD P— |z 7 ﬂ?f/@—éi}%
ENRHYFET, 72771, ASANDITZRADIUS — "L DLEELTWA LI IR
iﬁ—o

LDAP T/XR U — REZZEF 3 5121k, 1RO LDAP H— 32 LI E O JFERME A &
NTwWE$, BIfE, ASA Tl Microsoft Active Directory 35 X T8 Sun LDAP H— 325
LTCOH, BMADONRRAT— REHa Yy 7 2RELCET, 1’147 47 LDAPIZ
%, SSLEEEA VI T, LDAP D/ XA D — REH %2 EFT9 HRIIZ, SSL L To LDAP
A X =TT HHENRHY 9, T 74/ hTiX, LDAP IR — F 636 2 L
e N
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— E aits I:I

ATv 710

ATy

ATvT12

F'rl

ATvF1

—szinzz |

#7323 T, override-account-disable =~ > K& AJ) LT, AAA I — 3025 @ account-disabled
AT — 2% LEXTIHEEEZRECTEET,

hostname (config-tunnel-general) # override-account-disable
hostname (config-tunnel-general) #

(GX)  override-account-disable Z#F 4% = L 13, BEMREX 20T 0 UR 7 L0 £4,

FEAEN LR 7 =) —HOA TR 5 e OIEHT 2 1 O I3 EEOBIEEZRE L £,
ORI, 7Y DN T 4 —L I DEDOEy RO —P4HE LTHENT S
MIMRESNET,

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

-2k, koa<r R, CNEMZRAAO2—FA L L THATAIZLE2EELTVE
j—o

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes (X, C () . CN (#@%4) . DNQ (DN {£ffi¥) . EA (T A—
VT FLA) . GENQ (HAREffiT) . GN (£) . 1 (A= %) , L (M£) | N (4
AN . O (R . OU (k== K) . SER (U T /LES) . SN () . SP (M E/-iZ
AEMFE) . T (&8 . UID (=—#ID) . BLWUPN (=—HF 7V UL x—Ah) »n
HoFET,

A—PIHER AT AT DRI, TOA—FREFICRBAISNTWDREND 5008 5 hEataiE
LEd, 774/ 8T muTiE?kéi(Liﬂ“/u

hostname (config-tunnel-general) # authorization-required
hostname (config-tunnel-general) #

TEHENT., =—YRa A CEEICEMOREE Y LT v v L (2050)1~4j=‘z, Loz —
K72 E) ZATTTHEOERT ALV a VOWETYT, “EREEZHRETHICE, ko=~
Y RERELET,

FIE

T H VT — N ITN—TERBELET, Z0avr NItV AAAS—E LT
T AAAY— R T —TE2RELET,
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G¥) oz~ Rid, AnyConnect 7 74 7> k VPN #2720 AH S E 7,

ﬁﬁyﬁ)®#~ﬂﬁw~f?usm#~Nﬁw~7%%ﬁf%iﬁho?7%»%Tm\
'Eﬁ -/& ) muu i%‘g% D i"@:/‘uQ

hostname (config-tunnel-general) # secondary-authentication-server-group [interface name]

{none | LOCAL | groupname [LOCAL]} [use-primary-name]

none ¥—U— N&ZfRET DL, Bh - F VRBRHIER S NEY Ao groupname fEIT AAA H—
NIN—=T%Rm LET, B—AVEIREY— N T = _X—2 2T 52 L &L,
groupname fi & fH 9% &, LOCAL X7 4 — Ny 7 &R LET,

mezid, 774~V nLuEﬁLH/\ T N—T%sdi_group (2, B F VFEGEY— N T —T%
Idap_server [IZFXET DIZIX, ROa~ Re AN LET,

hostname (config-tunnel-general) # authentication-server-group
hostname (config-tunnel-general) # secondary-authentication-server-group

(GX)  use-primary-name ¥— U — FZfiT 256, n /A4 A4 T7n 731 o02—%
BTETFERLET, £, 2—VPEET UXAGERAENOHHT 256, 774~
:L“"H‘Zlf; VT SFRREL WA é“ij—o

H ) 2= EGHENLIGT 2551, secondary-username-from-certificate % A
JILET,

hostname (config-tunnel-general) # secondary-username-from-certificate C | CN | ...
use-script

B HY 2=/ L LTS 272DIZGENEFEN O T 2DN 7 ¢+ — /L FOfEIX, 754
~ U @ username-from-certificate =~ > K& [A] U T, F72iX, use-script ¥— U — REFEL
T, ASDMIZ Ko THERSNTAZ VT b 77 A NVEFBAT S X9 ASAICHERTE £,

lelziE, FI9A4~Y) =YL T =V N LTlELEZ, B ) 2—F4/T7 1 — LK
LTk =y FEEET DT ROa~vr FEAJLET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # username-from-certificate cn
hostname (config-tunnel-general) # secondary-username-from-certificate ou

PRECHAT 2720127 74 7 MEHEN LA F ) 2 =YL EMHTE S L5127 51T
X, by L7 L—7" webvpn J&1EE— R C secondary-pre-fill-username =~ > R&ffH L %

T, ZDa~wr R&E7 747 MU AR E 721X SSL VPN (AnyConnect) 7 7 A 7 > h#i

WHEMT 20085 i ESnlca—FhE2 o0 Fa—PFHERRICT H0E I NERET D
F—U—REMEHLET, ZOWRIZT 740 b TEDRESNTHNET, 7747 ML
AFTarv SSLY IAT Y N ATy a TR TE 48, ehEREO 2~
Y RTRETDLENDHY £7,
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ATy T4

ATy 5

JE—F 7Y EREHRITOT 74 L0 IPSec IKEVL BEDERTE .

hostname (config-tunnel-general) # secondary-pre-fill-username-from-certificate
{clientless | ssl-client} [hide]

Tl X, O T T A4~V L h XY OWJTOFEFET pre-fill-username Z 8 14 % 1213
WOa~vw ReANHLET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # pre-fill-username ssl-client
hostname (config-tunnel-general) # secondary-pre-fill-username ssl-client

PRI AT 2R B RS T A7 DIEAT 258G E N — "2 fRELET, T 74/ bk
X, 77 A4 < VB —ATd, Zoa~vy NI EBRECOABEKRERLE T,

hostname (config-tunnel-general) # authentication-attr-from-server {primary | secondary}

e 2, B VRIS — A EREET DL, ROavr FEANLET,

hostname (config-tunnel-general)# tunnel-group testl general-attributes
hostname (config-tunnel-general) # authentication-attr-from-server secondary

Ty g EBEEMT AR (FIA~VERTE NI X)) BEELET, T4
NMEZXT T4~ TT, “EHBEEA RX—TNMITDHE, 2008 —H 4L TE Yy a v
BEFECEX T, BHEFIIE v a0 —F4 L L CRIESNE2—FLONT N EIEE
TOMLENDVET, By aroa—FLHE, T7horTra0r, Eyvary F—4~"—
A, syslog, 7Ny ZHIJIZRES VD 2 — 4 T,

hostname (config-tunnel-general) # authenticated-session-username {primary | secondary}

=&z i Ty arld Egi_'fil_ j‘émunﬁl‘—‘ﬁ_% h /& ) utu\nﬂz‘ﬁ_‘—/\bigﬁyﬁ%ﬁ—é iy O?EI
ET DL, koa~<vr RE AN LET,

hostname (config-tunnel-general)# tunnel-group testl general-attributes
hostname (config-tunnel-general) # authenticated-session-username secondary

JE—FT7ORREHETOT 74 ILD IPSec IKEVL BTEDERTE

VEe—h 7278 ABR T 17 741D IPSec IKEVL @2 & E T 512i%, WOFIEAZETL %
Toﬁ@ﬁ%i\)%%F77txﬁﬁ7ﬂ774W%Tf_Wﬁbfwélk%%%kbf
WET, VE— 77 B2 70 7 7 A LI21E, LAN-to-LAN#S 72 7 7 A L L0 $ 4 <
DEMENRH Y T,
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. YE—F 7 RREHETOT 74D IPSec IKEVL BHEDHRE

ATvF1

ATy T2

ATy T3

ATvT4

FIE

UE—h T7I7ERA bRV ZA—T7O IPSec BIELZIEET HI2I1E, 7 aryTH Ak
EF—RELEFYALT a0 THFRANE—RTROaA~ REAT LT R 0—7 ipsec J&
PEE—REMBLET, Yo7 MR LT, E— RBRERINTZ ERbn £7,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

Zoavw s RZEy, hrrv s v—Tipsec@tEar 7 4 X2 b—va v B— RRHB I
9, ZTOF—FRTE, I ar7XFANE—RELEF~YAT a2 TFANE—RTY
EFE—hFT A RRATIL—TO IPSec BIEEERELE T,

e ziX, Roa<wr R, TCLE WIS ARIOER v 7 7 A WIZERT D b v n—>7
ipsec BMEE— RO a~» R ZEZBELTCWET, 7Y MRZ{EL T, horxn

T N—"7"ipsec BYEE— RIZAST2Z Enbnb £7°,

hostname (config) # tunnel-group TGl type remote-access

hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

A IS IKEVI B 2T AR — v 272018, Frjidkar—%2EELET, &2
X, ROz~ Fid, IPsec IKEVL U E— k 77 2R 7 v 7 7 A LD IKEVL 5 4 R —
M B0, FRIHEA F— xyzx ZFEE L TVET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-ipsec) #

7 OAELERALTCETOID 2BRIAET A0 95 EELET,

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #

EHTE AT v a AL, req (LF) | cert( GEHETHHR—FSNTD5E) | nocheck
( GA~72y) TF, 7744 Midreq T,

7o & 21X, WO a~ > Ridpeer-id MEEN M E /2 Z & A FEL TWET,

hostname (config-tunnel-ipsec) # peer-id-validate req
hostname (config-tunnel-ipsec) #

SFAEF = — U AR ETEAINE I ERELET, ROa<r Rif, — FEHEL T
D ML CAFERAEZEEFE L TVET,

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #
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ATy T5

ATy 76

ATy 7

JE—F 7Y EREHRITOT 74 L0 IPSec IKEVL BEDERTE .

ZOBEMIX., TRTDIPsec kNI N—TF A4 FICEAINET,
IKE ETICEET DREAEEZRINT D2 F T A RKRA » FOLA4RIZRELE T,

hostname (config-tunnel-ipsec)# ikevl trust-point trust-point-name
hostname (config-tunnel-ipsec) #

WD~ RiL, IKE ETIZEET 2REHEOARTE LT mytrustpoint Z457E L TV E 7,

hostname (config-ipsec)# ikevl trust-point mytrustpoint

ISAKMP ¥ —77 74 7O LEVMELHFRIEND ) bTAEEEEELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

threshold /X7 X — 4% TlX, ET7NX—TT 74T £=F2 ) T h2HETHETORET A K
JVEFH 2080 (10 ~3600) THRE LET. retry NT A—X (L, =77 T4 TIRENZE S
N o 2% DV b I ABOMKETT 2~108) . IKEX—77 74 7%, T 74/ T
AF—T N TT, ISAKMP X —77 74 7 %7 4 &—7/WIZT HITIX, isakmp keepalive disable
EABLET,

72 ziE koa<= Rt IKEXF—7T 947D LEVEZ ISFIZEEL, VNI A A1
K= 10 ICRE LT,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /X5 A —&% OF 7 4 /L MiIZ, VE— N7 7 E2DHE1% 300, LAN-to-LAN D54
1$10 TH, F7o, retry XTI A= DT 7 4V MEIX 2 TT,

RS A (BFa2T7 F—hU=A) T, ISAKMP E=42 1 7 2R L THIGLARVWE DI
RETHHAEF, koa~vry REAHLET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

ISAKMP /~A 7'V v RERFES ., XAUTH 72134 7V v K XAUTH 238 E L £,

isakmp ikevl-user-authentication =< > NiX, ASAFRGEIZT VX NGEAELZEAT 2 LE R D
DA, BLOY E— bk VPN = —HFEFEIC RADIUS, TACACS+, %7-1% SecurlD 7e XD LA
= TR ERIREN T 2 MER B D 5E. A TV v FXAUTHRBRER F23 5 72D (2 fil
FALET, "7V RXAUTHIZE 5T, IKEDZ = —X 13RO 2 SO FNEIZEI S v E
7ro 2’3€§%f7f/\4'§fU P4 %nmnﬂ&kﬂ¥\i%Ljij«

a) ASA %, EEOABF—HIFEZFEH LT, VE—FVPNZ—WFIZHLCERELET, =
NCEY ., BHRICHRET A IKE X2 VT 4 T Yo —3 g URHESLESNET,
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B rsecvE—+ 7o ERBHETOT7 1 L0 PPP RIORE

b) wiZ. XAUTHAHAN Y &— h VPN —HZFEFEL £, ZOLERFE T, PAR— b &
NTWBIEROWTF O F AT £,

GE)  FREFA T H2ANAT Y v RIZERET DL, FANIFEREY— &2 E L, Fajdk
AxX—%1EHR L., NTARNRAL U MNERETHILERH Y 9,

isakmp ikevl-user-authentication 2~ > N & 47> 3 > D interface /N7 A — & ZfHH L T,
ﬁff@% VH—T oA AERETEET, interface XT A —HEEBETH L, ZDavwy

RiZT_XCOA v F—T =4 RZWMAS, AV F—T=2A AT LiIZa~vr KRBEESN
TWARWGEEDONy 77 v 7 LTHRELET, Bt 7' a7 7 A L2 2 D0 isakmp
ikevl-user-authentication =~ > K& $5E L T\ T, 1-2/dinterface N7 A —X i L,
HOLDIEHLARWGES, A v F—T oA RAEEETHa~y FIZEOREDA 54—
T oA AERBRLET,

7o & 21X, o a~ > ik, example-group & FHEN D87 0 7 7 A LV ONERA v Z —
T oA ATNAT7 Y v KXAUTH A 2 —7 /2 LET,

hostname (config) # tunnel-group example-group type remote-access

hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec) # isakmp ikevl-user-authentication (inside) hybrid
hostname (config-tunnel-ipsec) #

IPSec V) E— k7O REHTOT 74 )LD PPP BIEDERTE

ATvF1

VE— N7V EABHET BT 7 A VDRA 2 vV —RA v b 7 bV REERRET 5101
WOFNEZEIT L ET, PPPEMEIL, IPSec VE— K 727 2D T a7 7 A WM
ENFET. ROBBIE, IPSec UE— R T 27 BRI 0 7 7 A VAT TIHER L TWNWAH Z &
ZHEE LTCWET,

FIE

KRV TN—TppplEtEas 7 4 ¥al—raryE—RIAVET, ZOF— KT, kD=
< FEASHLT, VBE— TV ER N RATA—FPPPEBHMEHELET, 7k
NELT, E—FRREFE NI RN F7,

hostname (config) # tunnel-group tunnel-group-name type remote-access
hostname (config) # tunnel-group tunnel-group-name ppp-attributes
hostname (config-tunnel-ppp) #

72 zI1E, moa<y KL, TGLE WO LRIDER T a7 7 A WIZBRT 5 hox v v—>7
ppp BMEET— RO a~ 2 FARFIK Z L 2BELTCWET, a7 FR2B{EL T, hrxns
=" ppp BIEE— RIZA-TZ b0 £7°,

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ppp-attributes
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IPSec YE—hF 7V EREHRTO T 7 1 )LD PPP BHEDERTE .

hostname (config-tunnel-ppp) #
ATy T2 PPPEERUI T DEAF DT v b AV a T DL A X —T T 2N E I ERELE

T, 7 b OEIZRONT IR Y 1,

* pap : PPP £t C Password Authentication Protocol (/XA U — RFEFEZ 1 h=v) OfFH % A
F—=T M LET,

» chap : PPP #%#5t C Challenge Handshake Authentication (F¥ L > Y Ny Ry oA ZRBFET 1
fan) OFHEA RX—T7 M LET,

» ms-chap-vl & 72 1% ms-chap-v2 : PPP #%#¢ C Microsoft Challenge Handshake Authentication
Protocol (Microsoft & L' ¥ Ny Ry = A ZFHEET 1 b @) ONR—T g 1 E720%
N=2a 2R EA RX—7VICLET,

» eap : PPP #%f¢ C Extensible Authentication Protocol (JEFEFEFEZ & h=2v) O %A F—
T LET,

CHAP & MSCHAPV1 |Z., 7 # /L hTA X —T TR > THET,
ooy FOMIRDO ERBY T,

hostname (config-tunnel-ppp) # authentication protocol
hostname (config-tunnel-ppp) #

BEO7a haVvOREET =7 M 51I2iF, Z0a<vr RO ne R EHHLET,

hostname (config-tunnel-ppp)# no authentication protocol
hostname (config-tunnel-ppp) #

e ziE, oa~<w RIZPPPEHETPAP u ha O aE A 2 —7 M LET,

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

WD < R, PPP#i5i T MS-CHAP X— g 2 7 haLofEHa2 A x—7 W LE
7,

hostname (config-tunnel-ppp) # authentication ms-chap-v2
hostname (config-tunnel-ppp) #

WD < Ri%, PPP #i T EAP-PROXY 7 u h /L Z A4 r—7 Wiz LET,

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

WD~ K, PPP 5 T MS-CHAP X— g 17 a haloFERE2T 4 —7LicLE
@—O
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hostname (config-tunnel-ppp) # no authentication ms-chap-vl
hostname (config-tunnel-ppp) #

LAN-to-LAN 4 70 7 71 ILDKRTE

IPSec LAN-to-LAN VPN #2712 7 7 A JL}Z. LAN-to-LAN IPSec 7 A 7 > M EEGHIC 7210 T A
ENFT, RETHDNRNTA—ZDELLILIPSec ) E— s T 7B RADEER T 77 A LDEHO &
[Fl U C79 A5, LAN-to-LAN k> RIVDFN/NT A =2 OFIT/V 7270 £, T 2T,
LAN-to-LAN &5t 7' 1 7 7 A )V ZGIET D HFIEIC O T L £ 7,

o LAN-to-LAN 5t 7' 0 7 7 A L D4 T E Z A T OfgE (112 _X—)
e LAN-to-LAN 855 70 7 7 A LO— i BMEORE (113 2—3)

* LAN-to-LAN IPSec IKEV1 @fEmik @ (113 X—)

FTIAILFDLANtO-LAN S TR D7DV T4 Fal—3 Y

77 4V b @ LAN-to-LAN #5710 7 7 A L ONEIL, IRD EFBY TI,

tunnel-group DefaultL2LGroup type ipsec-121
tunnel-group DefaultL2LGroup general-attributes
default-group-policy DfltGrpPolicy
tunnel-group DefaultL2LGroup ipsec-attributes
no ikevl pre-shared-key

peer-id-validate req

no chain

no ikevl trust-point

isakmp keepalive threshold 10 retry 2

LAN-to-LAN#E#Ht 70 7 7 A VDR T A —FZIZVE— N T 7B ARG a7 7 A VDX T A —
2LV FORELLIZELELOZN—FTHEILTY, EICHEELZHRETLIHED
FEEEZZZ, ZZTRHIOTNAN—TDO/RT A= ZFHBNCEHI LE S, PIRIICEE Ly
INTGA=BZFTT T, T74NVNOER TR 7 7 ANDOZEDEEZMAL T,

LAN-to-LAN i O D 7/ LD BRI EZ 1 TDIETE

BT 7 v A VOLARTE XA TEIRET HI2IE, RO X D2 tunnel-group =~ > K& AL
£,

hostname (config) # tunnel-group tunnel group name type tunnel type

LAN-to-LAN k> RV DA, # A Zidipsec-21 (2720 97, 7= & z1E, docs &\ 9 ARiTD
LAN-to-LAN £&f5e 7" 11 7 7 A WV ZAERCT 2121%, IRDa~ > Rae A LET,

hostname (config) # tunnel-group docs type ipsec-121
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LAN-to-LAN 5 0 T 7 1 L D— B DR E .

hostname (confiqg) #

LAN-to-LAN #0774 ILO—BEHEDERTE

ATy 71

ATy T2

e 70 7 7 ANDO R ERET HITIE, ROFNEZFEITLET,

FIE

VTN aryTFXARN T RERIIYILT 3T F A R E— KT general-attributes & — 17 —
REZEELT, b —"7—Et— REfBLET,

tunnel-group funnel-group-name general-attributes
1 -
docs L WO ARTOEERE 7 1 7 7 A VOBEIT, ROa~x FE A LET,

hostname (config) # tunnel-group docs general-attributes
hostname (config-tunnel-general) #

a7 B EL LT, config-general E— RIZAS72Z &b £3, M RXAT—TFD
—fEMEIE, Z0FE— FTRELET,
TI7HN TN—=T R —DARIERELET,

default-group-policy policyname

1 -
WDa<y R, T 7408 Z—7 KU 2 —D4RIZ MyPolicy Z48E L T\ £,

hostname (config-tunnel-general) # default-group-policy MyPolicy
hostname (config-tunnel-general) #

LAN-to-LAN IPSec IKEV] B D EEE

ATy 71

IPsec IKEVL BIMEZ R ET AIC1E, ROFIEEZFEITLET,

FIE

o RV T—T IPSec IKEVL B ZRETHITIX, oIV aTxXRANE—RFNERIEL
F 27T XA b E— R T IPSec-attributes &— 7 — R & F§7E L T tunnel-group =~ > K& A7)
L., hoxnZn—"lipsec @iz 7 4 Falb—ar B— RFERKBLET,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #
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B An-oLAN iPsec ket Bt DR E

ATFvT2

ATvT3

ATv74

ATy 75

7=l ziE, ko=~ RTIE, config-ipsec E— RAZBIMA L. TGL L WO ARTOHER 70 7 7
ANDIRTA—=Z LB ETEET,

hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

Tar T IR LT, b —Tipsec @iy 7 4 ¥ab—va v E— RICA-T
ZENLNY ET,

FRTIA 2O IKEVL Bt AR — M 57201, FRk AT —2HEL £,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key key
hostname (config-tunnel-ipsec) #

72 2iE, RO a<2 RiZ, LAN-to-LANEERi 71 7 7 A VD IKEVI Bl &R — T 5729
12, BETHEAE R — XYZX ZHEELTWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-general) #

V7 OMAEBALH L CETOID ZRBAFT 200 E I N EIREL T,

hostname (config-tunnel-ipsec)# peer-id-validate option
hostname (config-tunnel-ipsec) #

HHTE 547 a 03, req (M) | cert( GEHETYR—FENTWEEA) . nocheck
( G~V T, F740 MEreq TF, 72& 21T, WD~ R, peer-id-validate 4~
v a % nocheck (2R E L TWET,

hostname (config-tunnel-ipsec) # peer-id-validate nocheck
hostname (config-tunnel-ipsec) #

SEAEF = — L AR ETELNEIDNEEEELET, ROT Vg if, V— FEEAE LT
TO P CAFEHEEZEF L TWVET,

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

ORI, TRTO MRV TA—F A FITHWATEET,
IKE BT ICEET HEAEZBINT L N T A MKRA » FOL4RIZHEELET,

hostname (config-tunnel-ipsec)# trust-point trust-point-name
hostname (config-tunnel-ipsec) #

e 21X, oa~<r Rk, b7 A RRA > b4 % mytrustpoint (2R E L CTWET,
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ATvT6

ATy T

LAN-to-LAN IPSec IKEVL B DERFE .

hostname (config-tunnel-ipsec)# trust-point mytrustpoint
hostname (config-tunnel-ipsec) #

ZORMIZ. TRTO NIV TI—T Z A FICHEATEE T,

ISAKMP (IKE) ¥—77 74 7O LEVEELFFAISNDY M T A EEEZHEE L £ 7, threshold
WNRIA=HTH, TR —TTI7A T =X T aMAT5E TORET A AR Z-D
% (10~3600) THRELET, retry N7 A —XL, =TT A TISEVRZE SN 2o
72DV NI A BOBBETT 2~108) . IKEX—77 7471, T 74/ FTA X —T7 )L
T, IKEXF—TT 747 %7 4 8—7MICT HIZIE, isakmp =2~ RO no B A AT L E
7

hostname (config) # isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

7-ExE, ko a~y RiX, ISAKMP ¥ —7 794 7D LEWMEZ IS5 BICEEL, U T4
AHE =L EIWOICEELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /X7 A —% OF 7 % )L MEIX, LAN-to-LAN D413 10 T, retry /X7 A —HX DT
7 v MHEIX 2 T,

et (BEFa2T7 F—FTxA) T, ISAKMP =2 Y U 72U TR LWL 91z
BETAEASIT. koa<r REAHLET,

hostname (config-tunnel-ipsec) # isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

ISAKMP /~A 7" U FRGESF A, XAUTH L7231 7V v R XAUTH Z$8E L £7,

isakmp ikevl-user-authentication =~ > N{X, ASA LT VX VAEEEZFE AT 2 LENH
536, BEOY E— F VPN = —H3FFEIC RADIUS, TACACS+, F7-1 SecurlD 72 & D L A7
= FRERIRER T 2 MERH 55518, A 7Y v FXAUTHRRGEA 4L 5 722l
HALET, "7V v RXAUTHIZE 2T, IKED 7 =—X 108K D 2 >OFNEIZ B S E
To 2OHHETNA TV v RIRAEE FETNE T,

a) ASA L, HEUEDARX—HIFEZHEH LT, VE—bF VPN Z—PFIZH L CGREIELE T, 2
ML, BHRICRIET D IKE Y X2 T 4 TV vm—ya VBN SET,

b) WiZ, XAUTHZHAA Y &— N VPN —HZGRE L £9, ZOIERETIE, A —h &
NTNDIERDONT N ORBFEFREHEHTEET,

GE) FRREXA THANAT U v RICRET D121, FENSFRFEY — 2%/ E L, FHaijdt
HX—ZER L, "TA MRSV FERETHLENHD 77,

7o & 21X, o a~ > Rk, example-group & MEENL D87 0 7 7 A VDA T Y R
XAUTH Z A X —7 M LE T,
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B /5 7 rizssiventyvvavorBETnT 74 LoBE

hostname (config) # tunnel-group example-group type remote-access
hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec)# isakmp ikevl-user-authentication hybrid
hostname (config-tunnel-ipsec) #

9S5ATF72RLASSLVPN YL a3 UDEGETA T 74 ILOETE

7747 MU ASSLVPN #5707 7 A VHD b px 7 —7—@ElElL, hrxrvs
N—T"D 5 A 7 H webvpn T, strip-group =~ > R & strip-realm =~ > F233 f S 7V m %
FRNT, IPSec UE— R 7278208 7 77 A LDOHDERILTY, 7947 L X
SSL VPN (Z[EA D BT IZERZ L ET, IROIETIX, 7 T4 7 > LA SSL VPN £t 7
07y ANVERET D HFECHOWNTIHALET,

e VI AT FLASSLVPNE Yy v g v DO—f b VT NN—TBHEOERE (116 3—)

« VAT RLVASSLVPN Y 3D b2 —TBHORE (120 2—)

54T RLASSLVWPNEY O 3 oD— B FoRIILTIL—TEBHEDETE

ATvT1

ATy T2

B 70 7 7 AN O RIEMEEREEIIIELET DT, ROFIETAT A—ZEHEELE
j—o

FIE

—MRBIEEZRET HITIE, YN Ay THRANE-NEREFYATF A THFARE-RT
tunnel-group general-attributes =~ > N& AJJLEd, TN T, MR —7—fk@EMkE=
Y7 A4F¥ab—vary B FRRBENET, Trr T IR TS LICERLTES
AN

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

ATOIE TYERL L 72 TunnelGroup3 O —#k @It 2R ET HI2iX, kOa~> RE AT LET,

hostname (config) # tunnel-group TunnelGroup3 general-attributes
hostname (config-tunnel-general) #

ALY — N TN —T B EBRE. T AN —T 04 EIEELET, BEL-—R S
I—FIEENE L XICe—h N T—E_R—= 25 FEF AT 25581, F—U—F
LOCAL #EBML £,

hostname (config-tunnel-general) # authentication-server-group groupname [LOCAL]
hostname (config-tunnel-general) #
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ATy 73

ATy T4

5547 RLRASSLWPN v v avn—f ko L—TEnEE |

722 213, test & WO AFTOFIEY — N TN —TZHE L., WAL — 1 L —F CREENFEA
L7z EiZia—hn =27 =Ry 7T B L9 ?‘5 X, koa<wr REAJLE
ﬂ—o

hostname (config-tunnel-general) # authentication-server-group test LOCAL
hostname (config-tunnel-general) #

authentication-server-group 44 C. FATNIFRE LIZRGE Y — A" E 72X — D7V —T %2 FEE L
F9, I —NZRET HITIL, aaa-server 2~ REFEHALET, JIL—7 % 7O KE
1% 16 XF T,
TN—TZDENCHHIT v AN, v B —T oA AR ERETHLICEY, A F—T =
ARAERORFEERETHI LB TEET, WOA X —T7 = A RIT 7 4/ b THEMATHRIC
o TWET,

e inside : 1 > ¥ —7 = A A GigabitEthernet0/1 M4 Fij

e outside : f > % —7 = A A GigabitEthernet0/0 D4 Rij

GE)  ASADHERA X —T A AT FLA (IPv4 L IPV6 DIl F5) 1X, 77 A ~X— MAlD
7 RUAZEREEFE L THTIRY £H A,

mmﬁwnvy REFEHA L CRELTZZOMDOA 2 —T =4 AL MHARETT, ROa~vr
N ESA ﬁ’%/\servergroupl ZAEH3 % outside & WO ARIDA F—T = A ADA U H—
7I/],2.ﬁ@nn_‘n H/:E’L/Tl/\i—g—o

hostname (config-tunnel-general) # authentication-server-group (outside) servergroupl
hostname (config-tunnel-general) #

FTar T, HTLIRAV— NI N—TOLARIERELET FETHHE) . Ralaff
AL THWRWERIE, A7 v 7 6ICEATIIEIV, ZOMEERET 256, =—FIdHEhd
HIBA T —HZ R—= 2 FETHLERD Y £,

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

AP —NEZRET BIZ1L. aaa-server 2~ NEFEHALET, F—7F ¥ 7 OHKEKET 16
XFETT,
7l z2IE ko a~<r Rid, BAaY— 7 —TFFinGroup 242 Z L #fEL TV ET,

hostname (config-tunnel-general) # authorization-server-group FinGroup
hostname (config-tunnel-general) #

= ’%ﬁ‘ﬁ’%?ﬁ‘jféﬁﬁ L EDOA—FREFITRAI SN TWDRENRD L0 E ) EtaE
LET, 7744 T i%?kéﬂiﬁ/vo

hostname (config-tunnel-general) # authorization-required
hostname (config-tunnel-general) #
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SFRAEMN LA 7 o) —HOLRTIEBA 7O AT A 1o R I3EK0O B EEE L E T,
ZORMIZEY, T2 DN 7 4 — /L RO EDES B O —%4 L LTHERT S
MINRE SN ET,

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

722X, ko< FNit, CNEMZRETHO2—YZ L L THEATAZEEZIBTELTCWE
7,

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes (%, C (&) . CN (i#%4:) . DNQ (DN {&ffi7) . EA (BT A —
7 RLRA) . GENQ (H:AXEAiT) . GN (&) . 1 (A=v+/) | L (M%) . N (4
AN . O (R . OU (Mfk—~=> K) . SER (U T/LES) . SN () . SP (M E/-iZ
AEFE) . T (&H) . UID (=—#ID) . BLWUPN (=—HF 7V UL x—Ah) »n
HET,

FTvar T MHTAET AT 4 v TN TN —TOLFIERELET ((FIET 55
B o THOT AV TERBEHLTWRWGAIR, AT v P TIEATLESY, 7T »
T AT Y= RERET HITIL, aaaserver I~ A LES, /7 —7 % T O KER
16 3LF T,

hostname (config-tunnel-general) # accounting-server-group groupname
hostname (config-tunnel-general) #

e ziX, Moa~wr R, Tho T 4 7% =" 7 )v—"7 comptroller #5252 & %
FRELTWET,

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

FFa T TIHNVNITN—T R —DAFIERRE LET, T 7 4/ MEILDfItGrpPolicy
T,

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

WOBITIE, T 74V~ T NV—T R —D4HiE LT MyDfltGrpPolicy 7% /& L T\ E T,

hostname (config-tunnel-general) # default-group-policy MyDfltGrpPolicy
hostname (config-tunnel-general) #

F7a T, DHCPH— N (K100 —2N) OLEITEZIFZIPT LA, BLODHCP 7 K
VA =)L (l|gK67—) OA4HIZRELET, VA MABIZIAR—ATREY 9, 7
74V FTIE, DHCP #— e 7 LR F— Uil S A,
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hostname (config-tunnel-general) # dhcp-server serverl [...serverl0]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address poolé6]

hostname (config-tunnel-general) #

GE) A F—T=xAAZ[IFAT Yy a THDLEN DY £7,

7 RVA T =L, Zu—s3 a7 4 Xab— 3 F— KT iplocal pool 2~
VREHEALTHRELET, T RLA F— OB EDFEMZHOWNTIZ, VPNDIP T
KL (203 X—) ZZBLTIEIN,

#—/333 RADIUS, RADIUS with NT, £72(Z LDAP — D&, A 72 a T, NAT—
FEHZ A R—T NI TEET,

GE) s AEIZ LDAP T/f L7 ~U ']j-*‘/\é”fi)zﬁ L/Tl/\éiﬁ/ﬁ\\ IRNAY — l“%@@i Sun
Microsystems JAVA System Directory Server (IH44#:i3 Sun ONE Directory Server) 5 X
Y Microsoft Active Directory Z i/l L TH AR — kS E 7,

eSUN:SUNT 4 L7 hU B—rIT 7B RATHTZHIT ASA IZRE S LTV 5 DN

B, —="OFT 75NV hRXRT—=RKRY =TV ATEHLERHY 7,
DN & LT, T4 b7 NUEEHE, 723707 N EHEHEREZFFO2—Y
EHEATLZ AR LET, £0E, T 740 RAT— K KR U —IZ ACI
EHRETETET,

« Microsoft : Microsoft Active Directory T/SA T — NE#EZ A4 2 —T /W2 F HI121E
LDAP over SSL Zi% & 2 MERH Y £7,

ZOMREIXT 7 4V hTA F—T NI o TEY | BED/RAT — ROERHIRA IS &
2—PIEEEFORLET, T 740 T HIRUIND 14 BRNCEE RSB S N E T,

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

P — 38 LDAP — XA AR N W S IZET AEENBBENDETORK (0
~180) #HEETXET,

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

(6=3) NNV TN—T a7 4 ¥ab—va = RKTANLE
password-management =~ > {2k > T, kL7 L—7 ipsec BMEE— N THHI
WC AT &7 FEHESE D radius-with-expiry 2~ > R2AE B 5N ET,

ZOavwry RERETLHE, VE—F =Rl f 45L&, ASAL, 2—FDOHITE
DRAT — ROFZHPRPIESINTND Z &, FRIFHIERON WL Z Ex@mLET, £
NmH ASA X, 22— PR RRAT—REEETELLICLET, BUTONRRT— RBRERZL
TWRWEA, 2= IFZORAT—REFEHALTr 74 > LT 52 N TEE3, RADIUS
F721F LDAP FBEEN G E SN TV RWES, ASA TIEZ oo~y RAEHIET,
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TR TRAT— RAHIREINIC/ 2 E TORBENEE I NLDIT TIER L, ASAR/IR
U — RIHIREIAUZ 72 DT H AN 22—~ DEEZ R T 200N ERE SN D L0 ) sUCHEER L
TLEEN,

password-expire-in-days ¥ — UV — RZ{EET 525 51E, HELRET OLERH Y £7,

SRR OW T, XA U — REHH O Microsoft Active Directory D% E (133 3—3) &ML
TLTEENY,

ZOavy RCHKIC0ZEETH L, Z0a~vy RiET 1 v—7 220 £3, ASAE, #
REINANEND & 22—l LEEAN, 2 —FIIMRONEZIC AT — RELHETEF
9, 47T 3 T, override-account-disable =~ F& AJJ LT, AAA T — 105D
account-disabled f > /7 — 4 % FEX T HMEELZHETE T,

hostname (config-tunnel-general)# override-account-disable
hostname (config-tunnel-general) #

(GX)  override account-disabled ZZF R[4 Z L%, BEMR X2 T 0 VR 7 L0 F
‘j‘o

D95AF72RLASSLVWPNEY S 3o MRV TIL—TREDERTE

ATFvF1

ATy T2

7747 MU ASSLVPN Bt 7’ 0 7 7 A MIZEHAG D/RT A —F ZRET DT, ZDHED
WOFEEEZEITLET, 7747 FLZSSLVPN IZ. LLETIZ WebVPN & LTHEIDN TV E
L7z, 2o @EMEix, b7 n—7 webvpn BHEE— FCHRELET,

FIE

7547 FUASSLVPN R R NV—FDRBMEEZIEET A3, ROoavwr REAHL
T hor 7 —"7 webvpn BHEE— RIZAD 7, v 7 ERZELL T, = FPEEX
N Enbnn £,

hostname (config) # tunnel-group tunnel-group-name webvpn-attributes
hostname (config-tunnel-ipsec) #

72 & ZIE, sales EWHARTDZ T AT R LA SSLVPN k2 L7 L—7 D webvpn B &
BET DI, koa~<vry REANLET,

hostname (config) # tunnel-group sales webvpn-attributes
hostname (config-tunnel-webvpn) #

AAA, TUHXIVEEHE, WS 2 ERAT 57200 N EFEE I 5121E. authentication
a<w> REANILET, AAA, GEE, FRIEMAFE2TEDIEF CHRETE ET,

hostname (config-tunnel-webvpn) # authentication authentication method
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hostname (config-tunnel-webvpn) #

=&z j: /k@ﬂ'?/ Rid AAA kuE%i@ﬁﬁ@mqué’u$Tbi—g—

hostname (config-tunnel-webvpn) # authentication aaa certificate
hostname (config-tunnel-webvpn) #

ASA X, NetBIOS4 % IP 7 RL R~ v 7T 57DIT NetBIOS F— A H— N2/ =) — %1%
FLET, 79A4 7 FLVASSLVPN Tlik, VE— K VAT ADT7 7 A NET 7 EAEIL
HEHT 572D NetBIOS BMFETT, 7T A7 h L ASSLVPN Tik, NetBIOS & CIFS 7
g halEFEHLT, VE— K VAT LDT 7 A NET 7 AEITIAE LET, Windows
A2 —HIZEDA L Ea—FAEFERA LT 7 ANEEREZLEL D T E, BESH
277 AN Y —NEFRry NU—2 LDV YV — R %515 D5ED NetBIOS 4 & xfii L E 7,

NBNSHREZ EMES 5121, 27 & 1HED NetBIOS h—/3 (AR A K) ZEXET D MLEN
HFET, LEMEEFERTH-OICNBNS — %2 3 O TRETEET, ASAIL, VAL
DA DY — 3% NetBIOS/CIFS A RifiERICHEA LET, 72U —NERKTHE, ROF—N
MERESNET,

CIFS 4 mifi# o 3% NBNS (NetBIOS *— 4 H—ER) $— "OL4HIZ2EET D I2IX

nbns-server =~ REEHLET, — "= "NV E32>FETCANTEES, TEMEDD

2. BETDH ROV —NET T A~ U =T, ZOMOY— NIy 7T v 7 TE, T
D (72720 WINS H— RT3/ ) ~AX— T T 0¥ THLINE I, XA 27 7 MER,

BLOY b IA I bIEETEET, WINSH—_Fmid~vAZ— 7T U9, @HE. ASA
ERICEY hT—2 By, TOFRy MU =7 D BBEMRERBINICGRESNET, A4 LT 7
MEREIZY T A BIEOFNIIEET D2LENH Y F7,

hostname (config-tunnel-webvpn) # nbns-server {host-name | IP address} [master] [seconds]
[retry number]
hostname (config-tunnel-webvpn) #

7= & 21X, nbnsprimary &\ D ARTOY— %2 7T A4 <) — L UTHEL, —,3192.168.2.2
XY =N LTHEL, TNEIIZ3BEOY T A 7L, SHOXA LT T E
ERETHIZE, ROoa~vr FEASILET,

hostname (config) # name 192.168.2.1 nbnsprimary

hostname (config-tunnel-webvpn)# nbns-server nbnsprimary master timeout 5 retry 3
hostname (config-tunnel-webvpn) # nbns-server 192.168.2.2 timeout 5 retry 3
hostname (config-tunnel-webvpn) #

EALT T FNEREOEHHEIZL~308 (74 ME2) . UM IAEEIZ0~10 (F7 4L
ME2) TY,

kT —F webvpn BT 4 2 L—3 g > F— F T nbns-server =~ > N Zfii [f]
T5 L, webvpn 27 4 F o L—3 g v — R CIHHELED nbns-server 2~ > RPN E &z 5
ET,

TN—T ORI ERET HI2IL. group-alias 2~ REEHLES, F—7 A 7774
ERETLHE, 2R RV I N—T 2SR TE L 1O EORBABERESNET, =
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CTHRETAIN—T A VT AL, 2—HFoul A R=JIChHb Ry rF&Z 7 YR b
WCERENET, FIN—T IR L TEEOZA VT AZRET DL L, oA U T AZIEE
L7pWZ e TEFET, TNFNEHOa~ RTRELET, ZOREIL, RIL 7 L—70n
Devtest] X° [QA] 72 E O D@ 4 THE SN TV D EAIER T,

KT N—T A4V T Ak LT, group-alias 2~ REANLET, FA VT RXT 7+
NV ETAR=T Mo THVET, FA VT R, A7 a U THRIICA R—7 NV E T3
T4E—T M TEET,

hostname (config-tunnel-webvpn) # group-alias alias [enable | disable]
hostname (config-tunnel-webvpn) #

72 Z21E QAL WIOLARID b RN T I—TDxA Y T AD QA L Devtest A % —7 /L9
L2, koa~<ry REANLET,

hostname (config-tunnel-webvpn) # group-alias QA enable
hostname (config-tunnel-webvpn) # group-alias Devtest enable
hostname (config-tunnel-webvpn) #

GE¥)  webvpn tunnel-group-list iX, #9255 (Kay7F&Z o) ZA—7 J A MIXFLTA
F—=TNWIZTDHLENH Y FT,

IN—TDERFURL £/ IP 7 L AEIEELET,
group-url ur/[enable | disable]

1D T N—FI L TEBOURLEZIZT FLAZRETEET (MR ELRNIEHT
XFET) , HEVN—T7URL £701L7 L A2kt LT, group-url 2~ > RZ AN LET, url
. 2O RNV =T DO URL 721X IPT FLUAZFEELET, http 7215 https 7' 2 K
aNEED, URLEIET RUAREREZIRET HMENH Y £9, FURLEZILT FLAIX,
fERNZA X —T N (T T7HNVE) FET 4 E—TNMITTEET,

IN—TDURL E7XIPT RVAZRET DL, 2—FRa s A VIV —T 28T 5
VBN 70 ET, 2—Fnu s A 95 L, ASAIL, tunnel-group-policy 7 — 7 /LN D = —
POERFURL £720137 FLAZBBELET, URL £7201357 FL AR50 | group-url 2382
e 7 7 A NVNTA X—=T > TV DA, ASAIL, BlEOH 7' v 7 7 1 L% HEHY
WEIRLT, v/ A4 U4 RUIZa—PFH T 4 — )L RENRRAT— R 7 ¢ — )L RETERR
LET, ThCEVa2—W Ao X —T oA ARMEELIN, FV—T U R NPR—F|ZFR
Sl bV oFflEnBMEnNET, =2 —WFIIRKRTLIHIRI A U RUIKIE, ZT0O#H
a7 s A NHICERESNT-IAZYA T — g UMERESNE T,

URLE721E7 RLVART 4 B—T7 7> TE Y, group-alias B E SN TV DA, Zr—
TORa T E T UARNBEREIIN, =PRI EZITOLERHD £,

WU URL £72137 RV AZEED 7 N—7 1T 5 Z L3 T A, ASALL, i
2757 ANOURL 72137 FLRAESZIT ANDENICZEDURL £72137 KLU ADEAME ML
LET,

&1
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RadiusServer &9 A4 H[D k)7 /v—7 2%k LC 2 L—7 URL http://www.example.com &
http://192.168.10.10 % A X —7 /M T HITiE, D a~<w> RE AT LET,

hostname (config) # tunnel-group RadiusServer type webvpn

hostname (config) # tunnel-group RadiusServer general-attributes

hostname (config-tunnel-general) # authentication server-group RADIUS

hostname (config-tunnel-general) # accounting-server-group RADIUS

hostname (config-tunnel-general)# tunnel-group RadiusServer webvpn-attributes
hostname (config-tunnel-webvpn) # group-alias “Cisco Remote Access” enable
hostname (config-tunnel-webvpn) # group-url http://www.example.com enable
hostname (config-tunnel-webvpn) # group-url http://192.168.10.10 enable
hostname (config-tunnel-webvpn) #

ZEOBFNZHSNTIZ, 7 I9A T FLVASSLVPN By Y g vpa—FHe A2 7 4 Ry
DHAZ< AR (125 2—) BB LTLITEEN,

AnyConnect 7 7 A 7 MNEREIC 7V —7URL ZfH T 250 — R AT U U TREATIE, 77
AHZNDKASA ) —RT, J—ROu—RKRXTo v TORTY 7 T RUVADT N—T
URL E AR, AR T AZ 7 RLAD I )V—F URL 2% ET HLENRH Y £9°,

51

KDL HRT RLANRESNTWNWDL Y FAZNTD2ODASA J — REFEHLZa— K A
Z vy v 7B L7 group-url ZF%E L9,

o 1 — K XTF v > 7 O IP = https://vip-vpn.example.com/groupname
» ASAL1 = https://asal.example.com/groupname

» ASA2 = https://asa2.example.com/groupname
ASAL D kU )V T N—TEEE T, RO group-url % E SN TWDLMENRH Y 7,

hostname
hostname
hostname
hostname

config) # tunnel-group LBl type webvpn

config)# tunnel-group LBl general-attributes

config-tunnel-general) # group-url https://vip-vpn.example.com/groupname
config-tunnel-general) # group-url https://asal.example.com/groupname

ASA2 O kLT IV—TERIETIL, RO group-url BERE SN TWNWDHILENRH D £,

hostname (config) # tunnel-group LB2 type webvpn

hostname (config) # tunnel-group LB2 general-attributes

hostname (config-tunnel-general) # group-url https://vip-vpn.example.com/groupname
hostname (config-tunnel-general)# group-url https://asa2.example.com/groupname

(fEE) ZNV—7URLOWTNE A LIZGEIT, Bfir 7 7 A4 v Z LIZFELTH D Cisco
Secure Desktop @ Hostscan 7 7" VU 77— 3 I BRFED 2 —F 204 5121%, koa~ K
EANLET,

hostname (config-tunnel-webvpn) # without-csd [anyconnect]
hostname (config-tunnel-webvpn) #
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Zawr REANTAE, by a O RiRA v MRESRH I 2=
HAFI v TI7R8ARY— (DAP) a7 4 Fal—3 /?&ﬁ%&?‘éb%ﬁx&;@ifﬂ

’034}‘%[3?% AnyConneCt Bt O IR T 554 1%, anyconnect ¥— U — K& &0HET, F—
—Fagwine DRRET FAT B I/Xﬁm\ LA ¥ 38, ¥ LU AnyConnect
Eﬁ‘i T A éﬂiﬁ“o

74T NUASSLVPN v v g O v 7 7 A WIS % DNS — R~ 7 L—7"%
FBET DL, dns-group =~ REMEHLET, fEETH7V—7L, Ze— L a7 g
Fal— g F— KT (dnsserver-group =2~ > KI5 L O name-server =~ > R&fEfH L )
REFHDITN—TTHLILENHY T3,

T 7 4V M TliE, #5707 7 A L1 DNS $—N 7 )L—7 DefaultDNS #fEH L ¥ 3, 7272
L. EX%=2 074 77747 ATDNS BEREMRTDRNIZ DT N—TEHET HMLEN
HYET,

WOBNL, corp_dns &5 LETOHFFR DNS —N L —F %3 VBT T AL
telecommuters OV — N J)L—T e E L F T,

hostname (config) # dns server-group corp_dns
hostname (config-dns-server-group) # domain-name cisco.com
hostname (config-dns-server-group) # name-server 209.165.200.224

hostname (config) # tunnel-group telecommuters webvpn-attributes
hostname (config-tunnel-webvpn) # dns-group corp_dns
hostname (config-tunnel-webvpn) #

(EE) BEEELFBAICHEHATL7 747 FMEAEN L 2 —FAZHTE 5 L 512751
X, k¥ 7 v—7 webvpn JEPEE— KT pre-fill-username =~ > K&/ L 9,

hostname (config) # pre-fill-username {ssl-client | clientless}

pre-fill-username =~ > RiX, = —¥ 4/ 2T — RORGERL LRI O —H4 L LT,
username-from-certificate =~ > N (h > R 7 —7 —EIHEE— ) THE LIl HE
T4 =)V oS —VFLOEHEZA =7 M LET, FEEERED O Z OFRiTR
Woa—HPL4 52T 5120, Mhoa~vy RERETALERHY 3,

() AN—=var804 T, 2—VPREIFFIMATSNEEL, 2—FHT 4 —/L FAD
ERESNET—23EA S ET,

ROFITIE, Za—rbary7 4 Xalb— gy E— RTANESNT, remotegrp & V9 4 Hif
DIPSec VE— K 77 EA R RNV T N—TEER L, iEAEND D2 —FAORG%E A 1 —
TIZ LT, SSLVPNZ A4 7 > NBREETIIFFAI O 7 = U — D7 DLARINT ¥ X NG E
MOBIREL TV DIRENRS L Z L ERELET,

hostname (config) # tunnel-group remotegrp type ipsec_ra

hostname (config) # tunnel-group remotegrp general-attributes
hostname (config-tunnel-general) # username-from-certificate CN OU
hostname (config) # tunnel-group remotegrp webvpn-attributes
hostname (config-tunnel-webvpn) # pre-fill-username ssl-client

. CLI 7w% 3:CiscoASA &) —X94VPNCLIOA Y T4 Falb— 3y HA K



| 4 FRIVPN LTS S47 2 k VPN

ATFvT9

ATv 710

H54F U FLRASSLVPN £y Y av01—4RASTA Y 91w Eonhzs34X |

hostname (config-tunnel-webvpn) #

(f£&) AnyConnect £721XSSLVPN 7 I A4 7 v b X 7o — R4 5707 V—7 R
—F i a—VPLaREE O T 4 X2 L —va LR EEEXTEINE I DNEIRETSHIC
override-sve-download =~ > RAfH L £3, ZOMEEIXT 74 /L N CHEICRESN TN E
7,

X2 U7 4 7T A47 2 AX, vpn-tunnel-protocol 2~ RIZ L > TI/N—7 R v—F
I —HHBIETY 747 2 B L AR SSLVPN 314 X —T 2725 TN DN E 9 InIcHED
WT, UVE—bF 22— LTY 747 F L RAEF £ 7213 AnyConnect 27 7 A 7 > k8t
FFATLE 7, anyconnectask 2~ RiXSHIZ, 7 7A4 7 haFyra— KT 50, 2k
WebVPN AR — L _R—=VIZHED L) IC2—HFICER LT, 794 T hoa—F 72X <
VAEEELET,

7L, FFED R RNV TN—TTr I A L TWHEI ITAT LA 2—FZiE, U
n—R7ar T IR TTL2ETREEDLZ LR, 27747 LA SSLVPN AA—L—
CEFRTDHIENTEET, override-sve-download 2~ R&fHT 5L, ¥ n 7 7 A
VLAV T IO RS Ipa—PI T 2 BIEAIETEET, Zoa~vr Noky, #ir o
77 AR Ta 7 A F H 2 —FIZIL, vpn-tunnel-protocol =~ > N FE 72X anyconnect ask
<y ROBEICERR L, 727EBIC2 747 h LA SSLVPN AR — AN—UREREND
AR e/ = e

WOHITIE, Bt~ 17 7 A /L engineering O ~ > /L7 L—7 webvpn @M= 7 4 F =2 L —
YarE—RIZAY, 7I9A4T7 v N E v ra— R Tar T NOINV—T K v—ba—F4
BHREE FEXTIER T e 7 s AV EA X—T NI LET,

hostname (config) # tunnel-group engineering webvpn-attributes
hostname (config-tunnel-webvpn) # override-svc-download

(Eﬁ)m&ﬂﬁféht&%®ma4/ fi~? RADIUS 1§ A v ¥ — Y DEIRZ A F—
T M T BT, radius-eject-message =~ > K& H L 7,

RIZ, engineering &\ 9 A RTOHHE 7 7 7 7 A WZk L CRADIUSHES A v E—T DERIREZ A
RX—=TNWNCT o2 RLET,

hostname (config) # tunnel-group engineering webvpn-attributes
hostname (config-tunnel-webvpn) # radius-reject-message

D347 FLASSLVPNE Yy a1 —HAQTA D4V kD
DHAETAX

HAZ<A =g 02k oT, a /A VI —TICERENDI Y 4 RUDHBNRED
N ﬁ2574€—VaVN?%—5ﬁ\7?47V&VX%LWW@&E@#%&LT
RELET, EBEBEALDOWeb X—Y B REZ<w AP —va 2L, vl A o Bioa—9
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B /s 7 riassiveN ey v asnai—FRAOTAY Y RIDHRETAX

ATy 71

WCERENDWeb X—=T D)Ly 7TV RT7 4 — )V EEET HIZIE, Zv—7 R U 2 — webvpn
a7 4 X2 lb—3i 3 F— KTcustomization =< > K& ASLET,

hostname (config-group-webvpn) # customization customization name
hostname (config-group-webvpn) #

7= & %1%, blueborder L WO LRTD I A E~ A ¥ —2 g VEFEHT AT, koa<wr Ka A
HLET,

hostname (config-group-webvpn) # customization blueborder
hostname (config-group-webvpn) #

HAL <AL — 3 AIRIL, webvpn &— KT customization =~ > KZ AT L THEL E
-é‘o

WOBNE, 123 WHLBTDOH AZ A B — a U ERYICHSL T Ha~y Ry —r7 v ZA%R
LTWET, Z0avr Ry —F R T, "AUV—=R a7 IRERINET, K
OFE, testpolicy LW ZFTD IV N—T" R —%EF L, customization 2~ > REfEH L
T, 7747 FLASSLVPN v a U iC 123 LWHARIDO I AS <A ¥ — g &
THZELEEELTWET,

hostname (config) # webvpn

hostname (config-webvpn) # customization 123

hostname (config-webvpn-custom) # password-prompt Enter password
hostname (config-webvpn) # exit

hostname (config) # group-policy testpolicy nopassword

hostname (config) # group-policy testpolicy attributes

hostname (config-group-policy)# webvpn

hostname (config-group-webvpn) # customization value 123
hostname (config-group-webvpn) #

HAR<AB—varTadrANEegEhioan 7 7 A NVOMAEDLYEHFHTHIZ LT, &F
SERIN—TIIK L TR DI TA L Vg ROy T w7 TEET, T2E 2,
salesqui EIMEIEN D D AR~ A B—2 gy Tu 7 7 A NVEERLTHIGEAR. TOIAX<A
B—var a7y A NEFEHT S sales LIS T A7 B ASSLVPNE v > a3 U H
DEEfET v 7 7 A N RO X IITHERTE £,

FIE

webvpn €— KT, 774 T ML ASSLVPN TV B ADH AL~ A= a v B ERLE
T ZOHEIL, salesgui & WO ARETT, 7 7 /L b 2% mycompanylogo.gif IZZ8 8 L &
3, mycompanylogo.gif # ASAD 7 T v 2 AEVIZHERICE— RL, #EEZHRELTWDH L
ERH Y EF, FHMIONTIE, 7T A7 ML ASSLVPN O Z (289 ~—2) ZHML
TLTEENY,

hostname# webvpn
hostname (config-webvpn)# customization value salesgui
hostname (config-webvpn-custom) # logo file diskO:\mycompanylogo.gif
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ATy T2

ATy T3

RATv74

ATy 5

BER—ZDKE2 2547 > b0 korn T—FizonT [

hostname (config-webvpn-custom) #

Jua—s ) ar7Z 4 Xal—raryE—RC, 2—HFLEty v Ty 7L, BIEEEFRLE
2547 NLUASSLVPN IO A%~ A ¥ —3 3 v L BEAHT 7,

hostname# username seller attributes

hostname (config-username) # webvpn

hostname (config-username-webvpn) # customization value salesgui
hostname (config-username-webvpn) # exit

hostname (config-username) # exit

hostname#

Ja—\) a7 4 FXalb— g F— KT, sales EWHILFIDY T4 T kLA SSLVPN
TyvarohrxVI—T%2Ek L £,

hostname# tunnel-group sales type webvpn
hostname (config-tunnel-webvpn) #

ZOEHRET 7 7 A ikt LCsalesgui W AX v A B —va v EHEHATLIEERELET,

hostname# tunnel-group sales webvpn-attributes
hostname (config-tunnel-webvpn) # customization salesgui

ASA T A T 57— RNT TP ATTTIHT FLARICHT 5 7 /L—7 URL &%
FELET, 22213, ASAIZIPT FL 219216833 NEEINTWAEAIE, Z/L—7URL
% https://192.168.3.3 IZF% T L £,

hostname (config-tunnel-webvpn) # group-url https://192.168.3.3.
hostname (config-tunnel-webvpn) #

07 A ERNSELTOICAR— MEEDLERGEEIE, a2 0T TR— MESEZEEL
%9, ASAIE. ZOURL % salesHEfi 707 7 A L~ v B 7 L. =—75 hitps://192.168.3.3
a7 A4 Lz ZICRREIND BT A VEHIZ salesgui WA X v A B—ar a7y AL
ML ET,

BEAR—ZIXDIKERISAToRD M RIL TIL—TIZDUNT

MoV T N—71F, PrprAEERAR) —2 ML a— Kok y b T, AAA H—
BT A MRV TN—TEREL, BT A—XEREL, T 74NV DT NV—T R
Vo—%EERLET, ASAIL, P ZA—TE2NEHINRE LTI,

IPSec UV E— 7 7B ADFT 7 5/~ bR Z—7 13 DefaultRAGroup T9°, 7 7 4L k
fox ZN—71%, BETHZLIETEEIN, BRI LidTeEdia,

IKEV2 Tit, Bloa—h B LY T — FREAFCLI 245 L CIE il F AR E TE £7
(DFED, FETCITH L UIFaEAF —38E 2R E L, BN U CIIfEAERIEE 21X
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. EER—Z0 KEv2 BHEOHR—

EAPEREEZ R ETEXFET) . LENR-ST, IKEVEHHT A L. MFORNENEFNRLRE Y
LT o vy VCERGET A IERRRGE A c& £ (FEpidta—., iEHE,. F72IXEAP)

DefaultRAGroup (X EAP FBAEAIZERET A ENH Y £, Ziud, R FENE DN
AR S TR \_ﬂ%®7747/b§ﬁ%%m®k/zwﬁw— g =
VITTHIENTE WD T,

EENR— D IKEV2 BHEDHHR—

ASA TiE, D IKEV2 BN Y AR— FshE T,
* INTERNAL_IP4_ADDRESS/INTERNAL_IP6_ADDRESS : IPv4 £721% IPv6 7 K L- A

A

GE) TaT7NVAZy7 (IPVAEIPV6 DT DT FLREID 24TC) 1%,
IKEV2 Tl AR— &N EHA, IPVAT KL AL IPV6ET KL AD
WFNER SN, WHOT R U ANE ) Y CrIRER AL, IPv4
T RVADOHRBEID B THNET,

« INTERNAL_IP4 NETMASK : IPVv4 7 KL 2 v hU—2 ~ 27

« INTERNAL_IP4_DNS/INTERNAL_IP6 DNS : 75 A < U /[£H >4 U DNS 7 KL 2

« INTERNAL_IP4_NBNS : 75 A= U/t&H % U WINS 7 KL %

« INTERNAL_IP4_SUBNET/INTERNAL_IP6 SUBNET : 27U » k ho kU 7DV Z |

« APPLICATION_VERSION : LS ET, £F = U T ¢ LOBEEAMND, ASA DA— g
VIEREGEL RV D IDNE TR FEIREYA, EEL, 74TV RRESM 2—F
FORICZDOBEMEEZ G DD Z LN TE, 5575 ASA @ vpn-sessiondb =~ > R 7] & syslog
ICRRSNET,

DAP D H7R—

Bwid AT ZEDODAP R Y U—FREEHATHIZE, FTILWI TAT v N XATD
IPsec-IKEv2-Generic-RA (i L CZ O X A TIHEEEDOR Y —%#HT L5 LN TE F
bé‘o

JE—FT7O9ERRI9SA4T7RD MRV TIL—TEIR
ORI, VE—FTI7BVRIIAT FEMERHARER VXNV TN—T F T a0 D) A

FERLET,

VE—R~T727 | b | ZA—7URL |[ZEHEDNR [T 740~ 7 | Z0O
®RTFGAT |\ A—F U AL = ="

< b (DeEURAGULD)
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mER—20 K 2 547> ro@isR— [

AnyConnect | i poTr poTr poTm e L
VPN 27 747
vk

Windows RIS FERIE o KIS PIpTA ML
L2TP/IPsec (m—%

(AA Y F— Ve gV
R IKEV1) DFERF
ZAEHS

L855)

FEXF I
(PSK %
R 5

B

PEER—2 0 | IS FEXTIES ESITN BTN YL
IKEvV2 (m—h
VI VAV

(x)  DefaultRAGroup
. [NV V274
DFEAE o %
EAHT SR
L85) 04
EISITN
(EAP &
Ak & ]
5%

=)

o

ZERN—ZXDIKEV2 9 5A T2 FOEFEEY R — b+

WDFEIZ, BUYER—ZDIKEV2 7 FA T e R—=FENTWBEEFTADY XA &R LE
T,

N

GE)  FAESROFIRIT, ASA ETIEAR<, 7947 v b EOVR— b OFEIESTET, T
DEAP RO FEE, 7 747 hEEAP Y — B TASAICL > TFuXx &nEd, EAP
FHFROVR—ME, 7947 b& EAP —23D EAP ROV R — MMES3xF£9,
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B =220k o517 roBIESR—+

YA FEVPNEE VIS4 7 2 b VPN |

HSAL T kAL |EAP-TLS EAP-MSCHAPV2  |EAP-MD5 SEHEDH PSK
TIBEEAX
Linux o PR/ * ISE : )i * ISE : xfhis s s
StrongSwan
* ACS : %I * ACS : X
* FreeRadius : * FreeRadius :
3 It 3F It
* FreeRadius % * FreeRadius %
B AD : %t B AD : %t
Android o BALAP * ISE : %t FERT IS PSS ALY
StrongSwan .
* ACS : %fii
* FreeRadius :
st i
* FreeRadius #%
B AD : %t
l[:‘\
Windows 7/8/8.1 ¢ ISE : s * ISE : it ALY PSS B Y
« ACS : %It « ACS : %t
* FreeRadius : * FreeRadius :
i i
« FreeRadius #% « FreeRadius #%
Ha AD : xf B AD : %f
;[L\ ‘I:D
Windows Phone * ISE : )i * ISE : i P ML ML

* ACS : %fits
* FreeRadius :

* FreeRadius #%
o AD : 5t

~
LN

* ACS : %fits
* FreeRadius :

* FreeRadius #%
o AD : 5t

~
LN
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EAPID 2T 500 s Ty AT avnsE |

HS54F2 kA4 |EAP-TLS EAP-MSCHAPv2 | EAP-MD5 SEAZDH PSK
TIFBFEAK
Samsung Knox PP * ISE : %t * ISE : %is PSP PP
* ACS : xtits * ACS : xtits
* FreeRadius : * FreeRadius :
3 It 3 It
* FreeRadius % * FreeRadius %
Bo AD : xf Bo AD : xf
i0S 8 * ISE : xtiis * ISE : xfhis i L St S
* ACS : %fii * ACS : %fii
* FreeRadius : * FreeRadius :
%f s % s
« FreeRadius #% * FreeRadius #%
H® AD : %I Ho AD : %I
Android %A 7 4 |FE%7 L * |ISE : Xf)is BALQP PIII PIII

TIIAT b

« ACS : 5t
* FreeRadius :
PSS

* FreeRadius #%
Ho AD : xf

~
R

EAPID ZRBT5=HDU T DA TP 3V DHRE
Microsoft Windows 7 IKEV2 7 5 A 7 > k&, Cisco ASA H— 378 ko kL 7 L— 7R Egizfdi

TERVESICT B0

£,

query-identity 47> 3 A L TRRIET 2L E R H VY £7,

SERHENR— 2 ORGEOHEIE. kD X 912, ASA +— 3 & Microsoft Windows 7 7 7 A4 7 b
DFEAEICHEEX—FEHE (EKU) 74—V RREENTWALERH Y £,

I TAT ]\pﬁﬁﬂifi EKUZ7 4 — VK= 747 Fidil HE%%T?O

o — FEBHETIX, EKU 7 ¢ —/b K = — 3HEEEH E T,

WO IPT RLRAZA U —Fy b =K (IKE) IDELTEEL
ASA L. ASANT AT v ML AESZEAPID ZEAETE S L9

Z. EAPEREH D
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B evoEnsTaroosTy DT av0RE

SEBAZE L. Microsoft Certificate Server £ 7= 1XZ DOt CA — b EE TE 5,

EAP FHIEDOEA L. Microsoft Windows 7 IKEV2 7 F A 7 > k2Mild EAP ZER O RITIC EAP ID 2
KEFHHLET, 7747 MTEAPID BERZHEET DI21E, IKEV2 ASA H— S ED b xr
TN—"T 7T a7 7 A )LNT query-identity ¥ — 7 — RNRREINTNDH I L 2R L TLIES
/AN

GE)

ATvF1

ATy T2

Windows CA 7' U v b R U VI BREITTE B L HIZ IKEV2 Tl DHCP (RITZAENR VR —
FEET, ZOMREIL, IPvA X7 Y v s b T BETOLEEL T,

FIE

Hfi 2 A 7% IPsec V) E— b T/ B RAIZKRIET HITIE, tunnel-group =~ A AN LET,
3L, tunnel-group nametype type T3, Z 2 ’C\ name | b > FL FL—T7ZEID Y TH4
AICHY ., type i h RO A 7 TT,

WORFITIE, IKEV2 FRiIHEA - —7% 44kkaol59636jnfx [ZF%E S E 7,

hostname (config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 44kkaol59636jnfx

GE)  FRREZESE T3 5ITiL. ikev2 remote-authentication pre-shared-key =~ > N & 7= (% ikev2
remote-authentlcatlon certificate 2~ RERETHLERNH Y £,

TEE/\*‘X@'H‘ RX—=FT 4 IKEV2 UE— T IR 74T NaefEH L7z— ']j‘mqu%_’
PAR—= 255 E UTHERERGEY = =L (EAP) ZFET HITIE. ikev2
remote-authentication eap [query-identity] =~ > R&ZfiH L £,
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ATy T3

/18R 7 — REE A Microsoft Active Directory D% E .

GE) JE— FRIETEAP 24 32— VIZT 5120, fEAERZFEH L Co— 7 VEGEE R
7E L. ikev2 local-authentication {certificate trustpoint}y 2~ > RZ&MEH L CTHZR ~ 7
A MRS FERETHLMHERDH Y TT, €9 Lol Eld, EAPRREERDE
HINET,

74T, VE= MRREHICRIE SNIA T Y a v oF R TTRRL —#E
EATEL LT 2EBOAT v a v BH Y EF,

IKEV2 ¥ D6, N RNV I N—T D~y B 7T, VE— FNERECHEH T 57
A5 (PSK. FERAE, ﬁ;waw)&m—wwmu’ﬁ%f%émﬁﬁt(%Kk
FOGEE) | BEYe—IAGRGETCHEHRTS NI A MRA V M ERET HLEND
VET, BIE, v~ v B IOFTICE, BT ERIRETIEERHED T 4 —L ROMEN D
IS GEHE~y 7&26H) SR IKEID MERSHET, WFo4+ 7y a Uik
WL GEIE, BERERST 74V OV E—K T 7R RV T —F
DefauItRAGroup vy B ranEd, iE~ v L VE—F BT REEHET
HAEESNT-BEICORBERENDI AT a T, 2O~y Ik, BAes brx
w&wa7~®7/fyfﬁﬂ%ffom%%ﬁﬁm%é@& N—VETXT 7
NVEOBEFFEHALT R RN TA—TOSBBATHONET, EAP EIEE L OVPSK
BAEDHAIE. 72 79AT b (FRNITN—TZN T 57 F7A47 k) DIKE
IDEZIET 74V FOREEFHAL TR ZA—708BM TN ET,

EAPFRFET, 747> MM IKEID & —¥4 2 EBNIERE TE RWIEAIT.
DefaultRAGroup k> /L Z)—F &4 50N H Y £5,

WOHITIE, EAP FBFEERBPIELZ SN TVET,

ciscoasa(config-tunnel-ipsec) # ikev2 remote-authentication eap query-identity
ciscoasa (config-tunnel-ipsec) # ikev2 remote-authentication certificate
ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 12345678
ERROR: The local-authentication method is required to be certificate based

if remote-authentication allows EAP

ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication certificate myIDcert

KHEERFLET

hostname (config) # write memory
hostname (config) #

MRV ChH D Z & 2R T 511X, show vpn-sessiondb summary ¥ 72 |3 show crypto
ipsecsa =~ REMHLET,

INA T — P%EEFH(D Microsoft Active Directory D% E

FOREIZ LDAP 7 4 L2 R U Y —REHEH L TWAHEA, 2SA T — REHIL Sun Microsystems
JAVA System Directory Server (IH4 k% Sun ONE Dlrectory Server) ¥ & O Microsoft Active
Directory Z{EfH L CHAR— S FE T,
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. REIOY A UBIZ/SRT— FOERE 31— (258513 512D Active Directory D

eSUN:SUNTF A L7 R =TT 7 EATH7-DIT ASAICERE SN TUVS DN Y, H—
NROFTH NI RAT—RRY O —IZT7 7B ATEXHMERNHY E4, DNE LT, T+
V7 NUEBE, E3T 4 v N EREHERE RO — AT A LA HEE L E
T, FE, TN NAT =R KUY —|ZACI ZRETE ET,

« Microsoft : Microsoft Active Directory T/X A U — REHZ A 2 — 7 WIZT 5HIZ1%, LDAP
over SSL Z g% iET D MENH Y £7,

Microsoft Active Directory T/~ AU — NEHZ 4 5 121L, —E D Active Directory /X7 A —
2 EFEL, ASAT/RAY — NEHZRETHILERHY T, ZOHTIEH, IFIER/A
— REHELT 7 ¥ a I\ E 4 % Active Directory DR EICOWTHIA L E4, b D
X, ASATO/RAT — REFENA R —T 72> TWT, ST 532 T — REHBEMENRE
SNTNDHZ EZHMHREE LTWET, ODIEUD%A‘E@?JIIE’C I%. Windows 2000 (Z$51F % Active
Directory D HFEIZE M L TWET, ZTOHETIX, #FFECLDAP 7 4 L7 Y H—_ZHEHL

TWAHZ Lz LTWET,

REIAT A VEFIZ/INRT— FOEEREZ1—HIZ5&FI9 578 D Active Directory D5

v 7 A VR A=Y NRA T — RO 22— FITHREI 5121T, ASAD bR 7 —
T—EE=a 7 4 ¥ 2 L—3 3 F— FT password-management =~ > RZf5E L T,
Active Directory TR DO FNEE FEIT L E7,

FIE

AT w71 [Start] > [Programs] > [Administrative Tools] > [Active Directory Users and Computers] O JIH|Z 132
WLFET,

ATw T2 427V v LT, [Username| > [Properties] > [Account] % %R L F 7,

AT 73 [User must change password at next logon] &= v 7 R v 7 A% 412 LE7,
ZOa—YRKEIR T A T D EXIZ, ASATRO T 17 MinForE N ET [Newpassword
required. Password change required. You must enter a new password with a minimum length n to
continue. | f/NULZE/ XA T — R E n i, [Start] > [Programs] > [Administrative Tools] > [Domain
Security Policy] > [Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] T
Active Directory fXED—H & L TERETE £7, [Minimum password length] % 38R L =7,

Active Directory ZH L =/\XJ— FORAE BHEDIETE

X2 VT 4 2T DT, —ED HEFRGEE S A T — RABIREIAICR S KO IZHEET
EET, =P RAV—FORKADABEZIEET DITIE, ASAD b R T V—T R
a7 4 ¥ 2 L—3 3 & — R T password-management =~ > R A4 #57E L, Active Directory
TROFNIRZFEITLET,
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Active Directory Z {1/ L 7= Account Disabled AAA f VS —B D LESE .

A\

GE) DT, NAT— ROGEHBOREHEEZ FEITT DD N ZA T —F V=T 7 & X
AT 4 Falb—varDO—fE LTHRE STV radius-with-expiry =~ & RIZIEHELEIC
o TWEY, Zoawr N, PRI N—7—fREEE— FTATISND
password-management =< > RIZE X2 5N FET,

FIE

AT w71 [Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] > [Windows Settings] >
[Security Settings] > [Account Policies] > [Password Policy] %8R L £ 7,

AT w72 [Maximum password age] # % 7 /v 7 U v 7 LET,
AT 73 [Define this policy setting] = v 7 7R v 7 A% A2 LT, §FFr[3 % [Maximum password age] %
HEAMTHELET,

Active Directory Z{# FH L 1= Account Disabled AAA 1 5 —42 D LEESE

AAA H—373 5 D account-disabled & r & EEX T 521X, ASA D kR TV — T —fkEE
a7 4 X 2 b—3 3 F— FToverride-account-disable =~ > K% il L. Active Directory
TROFIRAEZETLET,

)

GE)  override account-disabled Z#F R[4 % Z L%, BENREX 2T 0 VR Z L0 £,

FIE

AT w71 [RAA— F]>[Programs| > [Administrative Tools] > [Active Directory 1—H'—& a2V Ea1—4—]
DONEIZRIR L £97,

AT T2 [A—H—=R|>[FTANTA>[THhIOU N EHZ Y v 7 LT, A==—»5 [Disable Account]
REIRLET,

AAA Y— 3% LT account-disabled f > 7 — 2 NFREINTNTH, 2—FIZEFICR S
A TEET,
Active Directory Z{# A L f=&/N SR 7 — FED &

INAT — ROR/NRZ BT D115, ASAD S RNV TN —TF g7 4 Falb—a
> %&— R'T password-management =~ > N4 5% L, Active Directory TIRDOFNHZFEIT L £
j‘o
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. Active Directory Z {1 L 1=/3RX 7 — F DL DR

FIE

AT w71 [Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] % %R L £,
AT w72 [Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] % &R L £,
AT w73 [Minimum Password Length] % 7 /v 27 U v 27 LE£7,

AT 74 [Definethispolicy setting] = v 7 R v 7 A& 4 N2 LT, /NATU— RIZEDDHLEND B/
XFEERELET,

Active Directory Z R L =/3X 7 — FDOEH D@l
BHEIRSA T — R T2 & 21, RIXFL/NF, BT, BLORBRIFE G/ AU — RE
KT DT, ASAD hFATN—T—fEEEa T 4 X2l — gy F—RT
password-management =~ > K% AJ) L. Active Directory TIRDFNEAFEIT L £,

FIE

AT w71 [Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] Z:#3R L £3 . [Windows
Settings] > [Security Settings] > [Account Policies] > [Password Policy] % %R L ¥ 7,

AT 72 [Password must meet complexity requirements] %z 4 7 /L~ U » 7 L, [Security Policy Setting] 4
ATRITRy 7 AEHEET,

AT 73 [Define this policy setting] 7= ~ 7 &R v 7 A% 42 LT, [Enable] ZER L £,

NAT— ROBEMEMEDO TR, 2 — VR RRY— RELETLH L XIETARNCRY £, 7=
EZIE, WEIa 7 A VR NA Y — REFZ5EGT 5, £72idn BRIZ AT — RAHIREI
WD EIICRELEHGETT, a4 VRS, HILWSRAT—ROANEZRDL T 7 K
NERIN, VAT DIEMER AT — RETEZ T ANET,

AnyConnect 7 54 7 > k4 /R— 9 % RADIUS/SDI A v t—2 D
IO T7AILDERTE

ZOIETIX, RSASecurelD ¥ 7 b =7 b—2 &3 % AnyConnect VPN 27 7 4 7 > k
25, SDI H— 7 mF 425 RADIUS — SiRHICY 74 7 MIEEESNDH2—% T'r
YT MIELLIBEETEL LT L FIEICOWTHALET,

\}

GE) CHEFEHEREARE LI2HG . SDIREREIE T 74 ~ URRREY — TR R — F S E T,
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RADIUS/SDI A v £—D & HHR— b 20D EXF1 YT 4 TTSAT UV ADHEE .

UE— h =—H72 AnyConnect VPN 7 7 A 7 > kT ASA IZ#4%¢ L. RSA SecurID h—2 %
EH U CEREEZ A D & . ASATLRADIUS H— R L5l E 217V, IRIZ, FBEEIZDW T SDI 3 —
NEBEEITOET,

SREEDORBIC, RADIUS H— NIZASAILT 7V EBEAF ¥ LY Ay —U% R LET, Z0Uh
DF ¥ LTV AyE—UHIC, SDIV—"IDEDTFARNEELREA vE—URBY 7,

DA vE—T 7TF A NI, ASA D SDI — 3 EEEHEE L TV 5 EA & RADIUS 7'e &
R L CTHELTWLIHEG L TRRY T, £D7®d, AnyConnect 7 747 > MIXRA T 4
7 SDI H— "L LTS 572012, ASA X RADIUS — 005D A v — U R4 %
PVENB Y F4,

F£72, SDI A v E—E SDI — " CHEFAETH D720, ASADA vE—Y TFA MDA
REZITED, SDIV—RDRA vt =V TF AR E—HTIVENRHY £, KLV
A\J%%%7?47VFJ%fK%%éﬂ57DVfF@\m£¢_M§&éﬂ677/a

AR L THEITRWEANRH Y £3, ZD7=%H, AnyConnect 7 7 A 7 2 FINRE TE T
FREDN R T B AlREE B D £,

RADIUS/SDI A v =V 52 AR— 35700 Xa VT4 77 I7AT VAORE (137 ~X—
V) 7747 & SDl Y — HOIEZ TSI S D LD IC ASA ZBRIET D HIEICH
I/\‘/Cﬂjaﬁ)q L/i‘é‘o

RADIUS/SDI » vt —C & HHR— h T 300X T4 FITSATUOADETE

ATvT1

ATy T2

SDI [ A ® RADIUS Ji& 4 » & — P & fi#fR L, AnyConnect = — 2@t 727 7 3 a &R
L7 NERRTDHEIICASA ZEET HITIE, ROFIRZFEITLET,

FIE

k> V7 —7 webvpn 227 4 ¥ 2 L —3 3 2 F— N T proxy-authsdi =~ > FZ{Hf L
T, SDIH— L DEHEBELZ VI 2L — T 55T, RADIUSISER v — VU ZERET D
DRI 7 A (R I N—"7) ZRELET, SDIV—NCERRES LD = —H
X, O T 7y ANV EN L TERTALERHY 97,

1 -

hostname (config) # tunnel-group sales webvpn attributes
hostname (tunnel-group-webvpn) # proxy-auth sdi

ho RN N—"7 webvpn 27 4 ¥ =2 L—3 3 > F— KT proxy-auth_map sdi =~ > R & ff
MLT, RADIUSH—NZE > TEFEEND A v =Y T F A D EREREFT A —ET D
RADIUSJE&E A vE—Y TF A & ASATHRELET,

ASABMERT 5T 7 4V DA vt&— 7% & M, CiscoSecure Access Control Server (ACS)

THEHESNDGT 74V FDAyE—Y 7% X T, CiscoSecure ACS #fEH L TWT, 7

TANVEDA =Y TXAREHEHLTCWDEA, ASATAYyE—Y TXFRANERTET D
VIS FHA, TNLSOLE X, proxy-auth mapsdi 2~ REHHL T, AvtE—
THXARNN—EHTHLOICLET,
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B rrousisol 2 v t—SEYR— LT BEOOEELYTF A FTSATUROBRE

KORIZ, Ave—Ya—R, T74/VEFORADIUSIEEA vE—V T XA N, BLOKA v
T—VOMRETRLET, EX a2V T 4 T T TAT URIE, T T IMIERINDIAFITCF
FNERBET DT, A vt—U 7 F A2 MUERT 2 3CFFNINOSCFHN O 78 > hTiEzen
XOZTonERHY £,

7= & Z1E, TnewPINJ 2% new-pin-sup & next-ccode-and-reauth Dl 5 Zk3 57 7 4/ R D A
=V TXANOY TRy FEELET, new-pin-supZ newPIN] & LCHELELA. &
X2 T 4 77747 A X RADIUS H—,370>5 Tnew PIN with the next card code| %5159
% & next-ccode-and-reauth == — R Cix72 < new-pin-sup Z— R &7 F A hEHRAELET,

SDIEfEa— R, TT74NLFDOA v E—Y FH R, BIOA vE— 0GR

Ayt—T a—F T I #I)L FDRADIUSIEE * v | HERE

PIN

- TEXbE
next-code Enter Next PASSCODE 2 —HIL PIN 2 AT
Dh—rra—REANT5
VR DH Z LR LET,
new-pin-sup Please remember your new PIN [ %7 L\ 3 25 A0 PIN 23424k
SNTEY, 2—FIZZDPIN
HRATHIEERLET,
new-pin-meth Do you want to enter your own |3 L\ > PIN OFERLIC & D L
pin WPIN TR AT 0%
a—PicshnET,
new-pin-req Enter your new Alpha-Numerical | - —+4: g > PIN % A S+ %

TLEBERTLHILAERLE
‘g‘o

new-pin-reenter

Reenter PIN:

Z— AR L 7= PIN ORERR
D7T=1IZ ASA SN EBHI A
LET, =2—HFlcrm 7k
ERAETIC, 7 TIA4T7 b
25 PIN Zfifgsf L £ 9

new-pin-sys-ok

New PIN Accepted

=AML L 72 PIN 23521F
bl LaRmLET,

next-ccode-and-reauth

new PIN with the next card code

PIN#{EWL, RD h—2 > a—
REFE-> TG, RREDT=®
{ZH LWPIN kD h—2
a— ROW &2 AT H0E
Nt trea—VIRrLE
7T
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sn—7xkus— I

Ayt—Ta—F T 74 )L FDRADIUSEE A v | BERE
- TEXbE
ready-for-sys- pin ACCEPT A SYSTEM Z—YR AT LA PIN
GENERATED PIN (T B AT E TN D T
& R T T2 9DIT ASA BN
WAER L ET

OB TIL, aaa-server-host E— FIZA Y, RADIUS JHE A v & — new-pin-sup D7 ¥ A %
ERELET,

hostname (config) $ aaa-server radius_sales host 10.10.10.1
hostname (config-aaa-server-host) # proxy-auth map sdi new-pin-sup “This is your
new PIN”

TIN—T R o—

COWETIH, INA—T R = ZORETFIETOWTIHHL £,
TN—7"RY r—i&, IPSec ##Hi O —HFEH#HDEME LEOXT Nty MI7e->7-H DT,
TNA AZNEREY (B —B L) (BRI ST D D, IO RADIUS H— S IRIF S v E 3, HEfi
Ta 77 ANTIEH, NUORENE, 2 VEEROFMEERET D7V —TRY =M EH X
nNE+F, IA—TR)—EFERTIHE, 2—FFERF2—FDIN—TZENEE Y V&R E
WHTEADT, 22—V T LK BHEEIICIEET 2HLERH Y A,
2P ITN—T R o—%ED LT, BEDODZ—FDOIN—TF KR —%EHLED
THIZE, Fr—bar 7 4 Fa b— 3 E— R Tgroup-policy 2~ > K& AT LET,
ASAIZIZ. T 74V EDOITA—T R v—REENTWET, BEITTETCHHIBRITZTE A
WT T AN RO =T RY IR BAORECEAD 1 DU D7 —T R Y -
PERTAZ L TEET,
W I N—T R =N I N—T R o —ERETEET, WELZ A—T7 1L ASA DINER
F—= A R—=ZATREEINET, 47 /V—71% RADIUS 732 & OAMTZRFE Y — NICRE SN E
T, JN—T RY —=2iE, ROBHENH Y £,

«ID

o — RDIEFE

cVTAT N T AT VA —IVDORE

e by VT Fua bhan

e IPsec DFEE

e N—KRT =T ITAT L FDERE
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B 7o+rr0o—Fxys—ozE

o T4V
e JTIAT N ar7 4 Xal—arORE

« BERORIE

FTIAILEEDTIL—TRYS—DERE

M%Tﬁ\?7iW%®fw—fﬁUV—ﬁ%ﬁéﬂi?o:@?7%»%7”—7%9
FEFTE LT, BRI TEETA, T 74/ DT L—F KU 2 —%, DfitGrpPolicy
kb‘OZHIJTASA WCHICHFELTWETR, ZOT 74V OINA—T R —iF, ASAT
%h%ﬁ%?éioumﬁbﬁmﬁbﬁ@ 3720 FH A, TOMDITN—T R O —ERE
THHE. HRIICHEE LRWBHOEIZT 740 D7 —7 R —h bk S ET,

GE)

DfltGrpPolicy (ZF%E STV 5D (ZEDHIZEID ¥ THiLz) 37XTD AnyConnect 7’1 7 7 A
v # A7 (Network Access Manager, Umbrella 72,6 ) Z&Te AnyConnect 7' 12 7 7 A UL, LD
7 N—"7" 1Y =3 DfltGrpPolicy 7> kKT 5 & 9 ICHIRAJIZERE SAVTWRW R Y | fihod
IN—TR) r—IZ Lo TR SNEY A, DE V., FED AnyConnect 7' 2 7 7 A /LIS T
N—T" R U —THEEINTWDHEE . DfltGrpPolicy (ZBHEfFIF 541 Cy> % AnyConnect 7' 2
77 ANVITHK S ER A

TIZAN DT N—T R o—mFoRkT DL, WOa<wr REANLET,

hostname (config) # show running-config all group-policy DfltGrpPolicy
hostname (config) #

TN NI N—T R —%RETDHIZIE, kOa~vr Re A LET,

hostname (config) # group-policy DfltGrpPolicy internal
hostname (config) #

G¥)

T 74N RNOTN—T R =L, FWIZAE (internal) T3, 2~ FOMEE
hostname(config)# group-policy DfitGrpPolicy {internal | external} C9°23, % A 7% #%5 (external)
WWEETHZ LIETEEE A,

TI7AN DT N—T R —OEEDOREIEEZER T 5551, group-policy attributes =~
Y REMALTEEE— NICAY, 20%, BEEAROBUHEALET L7200 a~ REEE
LET,

hostname (config) # group-policy DfltGrpPolicy attributes
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\}

7o tosr—T Ky o—nzE |

G¥)

BT — RIZNER L —7 R o —ZF A SN ET,

ASA TR END T 7 4V D7 —7 KU >— DfltGrpPolicy I, kD L EY TY,

hostname# show run all group-policy DfltGrpPolicy
group-policy DfltGrpPolicy internal
group-policy DfltGrpPolicy attributes
banner none
wins-server none
dns-server value 10.10.10.1.1
dhcp-network-scope none
vpn-access-hours none
vpn-simultaneous-logins 3
vpn-idle-timeout 30
vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none
vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client ssl-clientless
password-storage disable
ip-comp disable
re-xauth disable
group-lock none
pfs disable
ipsec-udp disable
ipsec-udp-port 10000
split-tunnel-policy tunnelall
ipvé-split-tunnel-policy tunnelall
split-tunnel-network-list none
default-domain value cisco.com
split-dns none
split-tunnel-all-dns disable
intercept-dhcp 255.255.255.255 disable
secure-unit-authentication disable
user-authentication disable
user-authentication-idle-timeout 30
ip-phone-bypass disable
client-bypass-protocol disable
gateway-fgdn none
leap-bypass disable
nem disable
backup-servers keep-client-config
msie-proxy server none
msie-proxy method no-modify
msie-proxy except-list none
msie-proxy local-bypass disable
msie-proxy pac-url none
msie-proxy lockdown enable
vlan none
nac-settings none
address-pools none
ipvé-address-pools none
smartcard-removal-disconnect enable
scep-forwarding-url none
client-firewall none
client-access-rule none
webvpn
url-list none
filter none
homepage none
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html-content-filter none
port-forward name Application Access
port-forward disable

http-proxy
sso-server
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect

disable

none

ssl dtls enable

mtu 1406

firewall-rule client-interface private none
firewall-rule client-interface public none
keep-installer installed

ssl keepalive 20

ssl rekey time none

ssl rekey method none

dpd-interval client 30

dpd-interval gateway 30

ssl compression none

dtls compression lzs

modules none

profiles none

ask none

customization none

keep-alive-

ignore 4

http-comp gzip
download-max-size 2147483647

upload-max-

size 2147483647

post-max-size 2147483647

user-storage none

storage-objects value cookies,credentials
storage-key none

hidden-shares none

smart-tunnel disable

activex-relay enable

unix-auth-uid 65534

unix-auth-gid 65534

file-entry

enable

file-browsing enable
url-entry enable

deny-message value Login was successful,
met or due to some specific group policy,

VPN features.

anyconnect
anyconnect

Y4 FEVPNEEUS 5147 VPN |

but because certain criteria have not been
you do not have permission to use any of the

Contact your IT administrator for more information
smart-tunnel auto-signon disable

ssl df-bit-ignore disable
routing-filtering-ignore disable

smart-tunnel tunnel-policy tunnelall
always-on-vpn profile-setting

FTIT NN TN—T R = IEFARETT, Fiz, BEICEAD 12U O V—7 KV
—HEERT AL TEET,

GIL—TR)—DEKETFE

TN—T"R) —F, T RTOEED F o RNVCHEATEET, EBLDEEL, T A—X
BRI ESN TCWRITNIE, ZO7V—13F 740 8 ZJ—TF R —DfE % FE

LET,

REFA AL, Yo 7N ar7FAFE—-FERLIEISALTF 30T F X b F— RO THET

TEET,
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saon—7 xyv—oE ]

\}

GE) <A F ar7FRA b ET—RIIKEVI BEOIKEV2 3 A BV —H A MO S, IKEvL
IPSec ™ AnyConnect, 77 A 7> K LA SSL VPN, Apple %A 7 4+ 7 VPN 7 T4 7 b,
Microsoft x4 7 4 7 VPN 7 A4 7 > b, F7E cTCPIZIT@EHA I N E A,

NEITIL—T R O—DETE

SN T N—T R —ORBMHEEICIX, HBET DIMNBY — A OESBRG I ET, ST —T
KU —O8EIX, ASARBED 7 =) —Z2FATTELAAAY— RN TN —T2KEL, £OD
SR AAA Y — X TN —T NS B E RSG5 & XT3 A T — REBET HLERH
D ET, SNFRGEY— " ZHEHA L THT, A7 N—T R — @R, WAk 5 FED L —
B LR CRADIUS H—NICH 256, ZNUHOMTARIPERE LLWEIIZTIMNERH Y E
kR

\}

() ASA TOINE 7 V—T7"41%, RADIUS H— "Da2—HZ =B L TET, 2F0, ASAIZ
7 N—T X B E LT24A . RADIUS — N d 7 = U — % =2—3 X233 HRREE R &
RaLEd, LERoT, A7 A —71%, ASA 1T & - THRiBIZ2 Bk & F55 RADIUS H—
roa—VFT7THor MITEEREA, M7 N—T BIENERET D T ED =2 —W L6 U RADIUS
P —NICHET DA, TNOOMTARIZEBEIELZ LT TEEHA,

ASA %, /M5B LDAP £ 721X RADIUS — " TO2—HFBFEEZ R — F L TCWET, SH—
WEAFHT D X DI ASA ZFRET DR, #U)e ASAGRAERMEZFEE L TH— " Z28iE L,
ZENHOREMEOY T2y ML EA O2—VFIZHT HREOTF A 2E 0 Y THMLENDH Y E
T, AERY— RERRET DITIE,. VPN O AAA — ROFE (275 °%—) OFAHICHE-
TLFEE,

FIE
T N—T" R o —HFHET HITIL, ROFNAZEFELTL T, server-group £ & /XA T — R &
EBIWICTN—T R —DLHIE XA TERELET,

hostname (config) # group-policy group policy name type server-group server group_name
password server password
hostname (config) #

GE) AR N—T R —DHE, PAR— K& D AAA Y —X Z A 713 RADIUS 721
T—a—o

el X, WOz~ RiE, ExtGroup & WO ARTOINTE 7 V—7" R Y = MERLET, =

DI N—T"RY —DEMEIL. EXtRAD &\ ) A HTOSNT RADIUS — 372 B G S 4, J&@ M
ZHAGT5 & X S D /82 T — K3 newpassword [ZFE SV E T,
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hostname (config) # group-policy ExtGroup external server-group ExtRAD password newpassword
hostname (config) #

GE)

VPN DA AAA T — DR E  (2753—) TSR TWD Loz, W 20D
N —EAENE (VSA) ZEETE £9, RADIUSH— 373 Class B (#25) #iK
FTEITHRESNTWDEHA, ASAIL, I —T4ORFHCZEDREMEEER L 9,
RADIUS $—/ 3Tid, BHEIZROEXTHRET 20651 H Y £9°, OU=groupname,
Z I T, groupnamelL. ASA TREINT- I NV—T74 LFA—7T7, . OU=Finance,

RETIL—T R —DERK

W —T R o —5RETHITIE, 2T 4 Falb— gy B— REBBLET,
group-policy =~ > R&H LT, ZV—7 KU > —0D4Hi L internal ¥ A 7 ZFE L7,

hostname (config) # group-policy group policy name internal
hostname (config) #

7o & 21X, RO a~ > i GroupPolicyl & W) ARTONE 7 Vv—7" R Y > —ZAER L £ 7,

hostname (config) # group-policy GroupPolicyl internal
hostname (config) #

G¥)

Wo T2 AERR L2V —T R o —DARNIEE TE £H A,

F—T— K from ZBM L CEEFOR Y o —DARTEIRET 22 LIE 0, BEfFO 7 V—7 R
Uo—Dffizat’— LT, NEZLV—7 R v—DREE#EETEET,

hostname (config) # group-policy group policy name internal from group policy name
hostname (config-group-policy) #

72 & xIE, D =~ RiL GroupPolicyl D g% =2 v°— LT, GroupPolicy2 & v 9 £ RiiD N
IN—T RY —EAER L ET,

hostname (config) # group-policy GroupPolicy2 internal from GroupPolicyl
hostname (config-group-policy) #

. CLI 7w% 3:CiscoASA &) —X94VPNCLIOA Y T4 Falb— 3y HA K



| 54 FRAVPNEE US54 72 b VPN
—menngmsL—7 £y o—Eronz [

—RHIGREB T IL—T R —BHEDERTE

GL—TF R o—%
TN—TF RY S —DLFNINE 7 —T RY S —DOVERFICEIREN TWET, Wolm Al
RENTZITN—T R O —DARNIEFE TE T A, FMICONTIE, REZL—F R 2 —
DIERE (144 _—2) BB L TLE &V,

GN—TR)O—DNF— A vE2—CDHRE

BRTHONT—LTYIA v =2 (HDOGE) ZHHELET, 7740 T AT =
FRENFETA, HELILA =, VE—N I IAT U MRERLI-E X, 200 T
ATy MIFEREINET, NF—ZHETDHIE, IV—T KV v—ar74Fal—3
¥ E— RKThanner =2~ REANLET, N —TFTFZXAFDOEIIL500 LFETTT, &
IREATERAT DHA1E. \n) = A2 AN LET,

\}

G ANF—HNOEIFYEATIZ, 2 XFL L THAONET,

NF—ZHIBETHI00E, Zoa~xwr Fon B2 AN LET, Zoa~vr RO ne B2 H
TBHE, TNA—T R —DOFTRTCONRT—RHIFRISNDZ LITEEL TSN,

TN—F RY—iF, BIOTN—F RY =5 ZOEEHATEES, [HEE2ME LWL
INTT DI, RO LS, NF—XFHNOEEEET 5DV I none ¥—V— KE AT L
F9,

hostname (config-group-policy) # banner {value banner string | none}

WOHNZ, FirstGroup & WD ARTD T V—T R Y 2 —F—%AERT 5 HiEE R L TE
bé‘o

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # banner value Welcome to Cisco Systems ASA 9.0.

JE— M T RREHDT7 KLA T7—ILDIEE

VE—RT 78R Z 47 FBRASAIZERT 256, ASAX, BlticiEESn /7 v—7
RY L —IZESNTIPVAE-IZIPVE T RL AR 7S AT MIEV Y TAHZ LN TEET,
a—n 7 RLAOENY Y TIERTLIRRK6HOoa—ILv 7 RLA =D X NEEE
T&EFET, 7= NVOREIEFITEE T, ASATIX, Z0a~vy R T LEZHBELEIE/RIC
WE-sT, ZNEHDT—AnET RUARNED B THENET,
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B nss—F Ko~ PUT LR T—L0#Y 4T

REHIIN—T R —~ADIPVET7 FLRA T—ILDE|Y KT

ATvF1

ATv T2

ATy 73

ATy T4

ATy 5

IR& HEIIZ
IPvA 7 RL A F— VAR L £,

FIE

IN—F R v—ar74Xal—var T—NefBLET,
group-policy value attributes

1 :

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv4-pooll, ipv4-pool2, # & Tripv4-pool3 &) 44HiTDT LA 7 —)L% FirstGroup 27 /L—7"
RY—IZBW Y CTES, FA—T K)—F, HK6HDOT KL A T — Va2 BETEE
j‘o

address-pools value pool-namel pool-name2 pool-name6

1 :

asa4 (config-group-policy) # address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
asa4 (config-group-policy) #

TE) ZN—T R —FENLT RLA T —VEHIBRL, 7 RLA T— L ELXRLT
DefltGroupPolicy 72 K DD V — A B DT K LA 7 — Ui # % kK9 %5 121Z, no address-pools
value pool-name =~ > R&4fliH L £,

no address-pools value pool-namel pool-name2 pool-name6

1 -

hostname (config-group-policy) # no address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
hostname (config-group-policy) #

({E#) address-pools none =~ > X, &R U I —0Df|D Y — A (DefltGrpPolicy 72 &) 75 2
DEMEEPAT DL E2T 1 E—T M LET,

hostname (config-group-policy) # address-pools none
hostname (config-group-policy) #

(f:E) no address pools none =~ > N|X, address-pools none =~ > K& 7 /L—7 K 2 —
MOHIBRL T, 7740 ME (ADFFR) ICRLET,
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WETL—T K o—~n P67 KLR T—Lo#Ey ST [

hostname (config-group-policy)# no address-pools none
hostname (config-group-policy) #

RETIN—T R —~DIPV6 7 FLR T—ILDEIY HT

ATvF1

ATv T2

ATvF3

ATv T4

1R BHEIIZ
IPv6 7 KL A 77— L &2ER LET, VPNDIP 7 KL Z (2033—) 2B LT FEV,

FIE

IN—T R v—ar7 4 Xal—rart— RERBLET,
group-policy value attributes

1 :

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv6-pool & W\ H A HTDT K LA 7 —/L % FirstGroup 7 /V— 7" R U > —|ZE Y B CTE4, Fi—
TARY —IZiE, KKEMED PV T KL A F— L& EY S THZ ENTEET,

11 -

Z OFITIL, ipv6-pooll, ipv6-pool2, I3 L TN ipv6-pool3 23 FirstGroup 7 /v—=7 7R U 2 —IZHE| 1
BTHNTWET,

hostname (config-group-policy) # ipv6-address-pools value ipv6-pooll ipv6-pool2 ipv6-pool3
hostname (config-group-policy) #

EE) ZN—7 RV —RENLT FLA F—=L&HIBRL, 7 FLA = AREEZRL T
DfltGroupPolicy 72 & DD ) —ZANE DT R L& F— U2k 51213, no
ipv6-address-pools value pool-name =~ > K& f L £7,

no ipv6-address-pools value pool-namel pool-name2 pool-name6

51 -

hostname (config-group-policy) # no ipv6-address-pools value ipvé6-pooll ipvé6-pool2 ipvé6-pool3
hostname (config-group-policy) #

(FEE) Z 0 M DItGrpPolicy 72 ELO R Y 2 —D Y — 2Bk S e n X 5123 51
X, ipv6-address-pools none 2~ RZfiH L £7,
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B/ xus—orryry Joraross

ATv 75

hostname (config-group-policy) # ipvé-address-pools none
hostname (config-group-policy) #

(fE) no ipv6-address pools none =~ > R&ffiH] LT, ipv6-address-pools none =~ > N%
TN—T R —nBHIBRL T, 774/ ME (JERDOFFA) IR LET,

hostname (config-group-policy) # no ipv6-address-pools none
hostname (config-group-policy) #

GN—TFRY—DroR)2H TORIIILDIEE

TN—7"HRY v — a7 ¢ X2l — 3 F— FTvpn-tunnel-protocol {ikevl | ikev2 | 12tp-ipsec
| ssl-client | ssl-clientless} =~ > F&Z AL T, 2O NV—T KRV —DVPN > XA
ZHRELET,

T7x/MEZ, TI7ANEN TA—T R —DEEEMAT L LT, ZOBEMEEFET
A 74X alb—2arnhilRT AL, 2oavry Kon EREASNLET,

TDawy RONRT A—ZDEIZIFIRODORH Y £97,

sikevl : 22D 7 (Cisco VPN Client F7213BlotX 27 ¥ —F 7 = A) D IPsec IKEV1
Mo radyo—hLET, 8RR Kb, 1720, BLOF—EFBHEHIEHT S
X2 VT4 TV — g UERERLET,

e ikev2 : 2 2@ 7 (AnyConnect Secure Mobility Client £ 72380 ¥ =7 F—FU = A1)
D IPsecIKEV2 F > pbazxdvxo— b LET, @ik, Wob, 7780k, BLOF—
BHEGET X2V T T V= a v EERLET,

* R2tp-ipsec : L2TP #4%i D IPsec b v p/vzxdv=— hLET,

« ssl-client : AnyConnect Secure Mobility Client © TLS F72/% DTLS Z{#H L T, SSL k> %
NExrTvE— K LET,

« ssl-clientless : HTTPS X/ Web 77 U B TV £ — h —F|Z VPN #— R &2t
LET, 7747 MIVEBY A,

TOavwy REANLT, 19U EDO MR 7 EB—REHRELET, VPN Fo 2% L
TEH T 52—Vt < b 1o XV 7 T— RERETIHLENDY £,

WOBE, FirstGroup & WD Z4RTD 7 V—7F KU > —(Z IPsec IKEVL b3 U 7 &— N&i%
ET D HEERLTOET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikevl
hostname (config-group-policy) #
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JE—FTFIERADVIANDEEFZEFETIL—T K O—~OHET IR av bO—L L—ILOER .

JE—RFTZ7YO9EADVIANDIEEFIEZTIL—TRY S—~DHET7HIEAX a2 bO—
JLIL—)L D

T AN ITEEONL— AN BHERENTWET, 25D —E, ASAZNLTEELE -
YRV T T =E Ry NEFFRTANMEST 0E, EBELT RUA, sikET RLA,
0 hap Il SWTIRELET, ZA—T R —DIPVA E72X IPV6 FEET 7 A 2
Yhr— YR NERET DD, FIET 7 A0 N TA—T R Y —THE S #1172 ACL Z ik
ATDHEOICTEET,

WROF T g OWNTFNNERBIRL T, VE—F 727 E2HDOH S VLAN ( TVLAN = v &°
VT EBMEENG)  FTRIE N T T4 v 0 E T4 NEZ Y T HACL BZRRELET,

\}

GE)  IPv6 Z#flifH L TVLAN v v E U V2 FETT 08546, B {LSNbT7 7 0 v 7 BNER Y b
D=7 —F 4 7 END X ICTHEDI, AR (5ise) 7 R AT VLAN Z L ICEA
T DMERHY £9, BARDVLANBLOL—F A MY w271 LCR USSRy T —
I EERTHLIITEEE A,

e I N—T R —ar 7 4 Fal—rag rEF— RN TROa<w REASLT, 207 —
TR —FRIFIDOTN—T R =% ETE I N—T R —IZHYETHNT
WHUE—RTZ7EZAVPNtE Y g O VLAN 23 5E L £7,

[no] vlan {vian id [none}

novian 1%, 7 Vv—"7"RY =0 bylan id #HIRLET, ZA—T R —iX, T 741
KD T N—T" KU > —inb vian fEEfFA L 5,

nonelx, 7 /Vv—7RY L —nbvlan_id #HIFR L., ZO 7 N—7RKY —IZx4 %5 VLAN
~ BT ET =TI LET, IA—T R —E, TN IDITN—T R
=B vilan fEZ k&K L £ A,

vian_id\%, ZOI7N—T R =2 EHATLVE—F T 7 EAVPNE Y g AZEID Y
T% VLAN OF 5 (10 ##£5) T9, VLAN L, —ROBEH=2y 7 21— a v
HA Ko TConfiguring VLAN Subinterfaces and 802.1Q Trunking] D FNEIZHE-> T, Z D ASA
TRETLHMENDH Y £7°,

N

GE)  HJ7 VLAN 1. HTTP #5%: ClIiége L £9°23. FTP & CIFS TlX
HEEE L F£¥ A,

o JN—""R VY I — F— RTvpnfilter 2~ REHEH LT, VPNE > a VTS
T7EA aryhr—b— (ACL) OA4HTZIEE L ET, vpn-filter =~ REEH L
T, IPv4 £721X IPv6 ACL 25 ETE £,
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. DE—FF7IERDVIANDIEEERRBINL—T R —~DHETI/ X 2V FA—L IL—ILOER

N

GE)  DIETo U U —ATiE, vpn-filter THEE S 72 IPv6 = b U MFELE
L7Z2WEEIZ IPV6 ACL 457 E T 5 1Tid, FEHERED ipv6-vpn-filter
g~y REMATEE Lz, ASA9.1(4) LAKE, ipve-vpn-filter (31
MZIp>TWBH =D, IPVBACL = kU (X, vpn-filter 2~ K%
EH L CHRET D2HERH VY £, ipve-vpn-filter 235 E STV
D% EIE. VPN BRI T L £,

N

B ZoOBRMEI—VHAE-FTRETLHIILEHTEES, 205
H. = PADO T TRESNTMENR I V=T R —DfEL D b
{Eﬁ‘ﬁéﬂiﬁ“o

hostname (config-group-policy) # vpn-filter {value ACL name | none}
hostname (config-group-policy) #

ACLZRTEL T, ZOITN—T R I —IlHOWNWC, SFESERZATDNTT 47 %A
FHES L ET, KIS, vpnfilter 2~ FZ AL T, 26D ACL 2A L £,

vpn-filter none =~ > K& AJJ L CTER L7 X VEEEH T, ACL #HIFRT 2121, oo~

YROnoBEXEANLET, nod 7V arEMHTLE EENOTN—T R —hbifk

EKTEDLHEIITRD T,

7“/1/~7° RY =%, MO N—T R —nb ZOEEMRATE T, EEMEALRNE
2T 512k, ACLAZHRET A YIZ, none ¥ —7— KZ AN LE7, none ¥—U—F

@:t\ ACL e NWZ & &R LET, ZOF—U—RIZLY, XVENRE S, ACL BER X

nEJ,
WIZ, FirstGroup E WO ZAFTOZ NV—7 R Y 2 —0D, acl_vpn £V H ACL ZFON T 7 4 v
ERET DB R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-filter acl_vpn
hostname (config-group-policy) #

vpn-filter =~ > NiX, M RPN BOESACED N T 7 1 v 7 & MRV ADHI
WEEALETDO 7 7 4w 7 1A SvEd, vpn-filter (2 & 415 ACL % interface access-group
BT 2 ixTEEHA, vpofilter 2~ > K&, UE—FT7Z7®AVPNZ T4 Tk
Bt a2 7 0 —7 R =2 T 585615, ACL @ sre_ip DNLED Y T4 7 2 R
DYTIPT RLABLWACL @ dest_ip DILEDOE—H/L Ry b T —27 2% LTACL Z%E
THLENRDY £,

vpn-filter =~ > N4, LAN-to-LAN VPN 85t 2 iliHl 925 7 —7 RV o —IZEH T 2561
ACL @ sre_ip DfLED JE— K x> hT—7 B L NACL @ dest_ip DALED 2 —T1 /L 1w I\
U —Z7IZk L TACL ZRET DMNERH D £,
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JE—FTFIERADVIANDEEFZEFETIL—T K O—~OHET IR av bO—L L—ILOER .

vpn-filter B§RE CHEM T 572012 ACL X ET 254G 1%, HETHLENRH Y £, ACL L,
WEAED N T 7 4 v 71 L THERENTVAZ EICEELTLLEEY, 2720, ACLIEK
KHFMO T 7 4 71X L TChEAINET, P RAETO, BELRIOZD T 7 1w
ZIZOWTIE, ACL I sre_ip ONLE & dest_ip DALEZ ANV Z 72 OITk L THEZE I LTV
£7,

WOFITIE, vpnfilter %V E—h 727 AVPNZ FA4 7 b ERIHEHALES, ZoflT
X, 72947 MEIDYTIPTY L 2% 10.10.10.1/24, v —H )L % v U —7 % 192.168.1.0/24
LLTWET,

WD ACEIZL T, UBE—FTI7EBAVPNZ FA4 T "R a—HF)L Xy hU—7Z Telnet
BEHT D ERHFENET,

hostname (config-group-policy)# access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 23

WO ACEIZE>T, v— NV Xy NI—IRNVE—FTI8RA T TAT 2 M Telnet Z2fE
A5z ndFasnEd,

hostname (config-group-policy) # access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
eq 23 192.168.1.0 255.255.255.0

G¥)

ACE @ access-1list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 2312k > T, u—A/L xy hU—2 %, HETHR—b
%BHL TCWAIEAIUEEDTCP A= TDOIYE—F T 7B A7 T4 T > b ~DOER LA
NI ENET, ACE D access-list vpnfilt-ra permit 10.10.10.1
255.255.255.255 eq 23 192.168.1.0 255.255.255.0(2k~>C, UE—hK 77 &2
74T M, BFEILER—F2BEHEHL TOWDIEAIEEDOTCPA— FTOR—H/L R v
U — 2 ~OHER T SIE T,

WOFITIL, vpn-filter 2 LAN-to-LAN VPN £%f¢ & I L E 9, ZoflTiE, VE—F xRy
MU —7 % 10.0.0.0/24, 2 —H )L % U —27 % 192.168.1.0/24 & L TC\WEJ, KD ACE |Z
YXoT,. VE—F Xy U= R —DNV 32y hT—ZIZ Telnet 245 Z &ERFRT &N
i—a_o

hostname (config-group-policy)# access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0
192.168.1.0 255.255.255.0 eq 23

WOACEIZCL>T, =V Xy b= RNV E—h Xy NT—F(ZTelnet 2EH+252 &
NEFAT SN ET,

hostname (config-group-policy)# access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq
23 192.168.1.0 255.255.255.0
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B/ —F#%s—aven7sexsmoks

\}

GE)

ACE @ access-1list vpnfilt-121 permit 10.0.0.0 255.255.255.0 192.168.1.0
255.255.255.0 eq 2325~ TC, v—Hh/b Xy hU—71F, HETHR— K23 2L T
WHGEIAEED TCPAR— R TDOUE— b Ry MU — 27 ~OERHRMGATF T SvE T, ACE
? access-1list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq 23

192.168.1.0 255.255.255.0(2L->C, VUE—h v hU—2 %, EFLA— k23 %ff
AL TWAEEAIEEDTCPAR— FTOa—h /)L Ry 8T —7 ~ORGREPHT A S NET,

HIN—TER)S—D VPN 7o ABEODIETE

ATvF1

ATy T2

1R BHHIIZ

R OFEIE & MRk L £ 97, —MREEMER 2> 7 4 ¥ 2 L — a2 4 R0 [Configuring Time
Ranges] #ZM L TS 7ZE 0,

FIE

TN—T R —ar 74 ¥al—ary T— REBLET,

group-policy value attributes

1 -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

TN—F KRV —ar7 Xzl — a3 %F— KT vpn-access-hours =~ > R&EFHH L T,

TN—"T R — L REFHO time-range RV > —ZBHEfTIT 52 LIk >T, VPN T 7 &

AR AERECEET, 2D~ KiL, business-hours &5 A FTD VPN 7 7 2 A B R
% FirstGroup £ WO ZRID 7 )V—7 R Y 2 —2E|) Y4 CTE,

TN—"T"R) —X, T 74N NERFEESNZIV—T KV 2 —0 time-range DA % ik
KTHZENTEET, ZOMWEDBEAELRNELIIZTHIZIE, D=~ RFTtime-range O
ZEITIEZR< none ¥— YV —FE2AHLET, ZOF—U—RFIZXV, VPN T 7 & AN X
JABIZERE X4, time-range 7R U U —IEFF Al S e < 72 0 £,

vpn-access-hours value{time-range-name | none}

1 :

hostname (config-group-policy) # vpn-access-hours value business-hours
hostname (config-group-policy) #
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GIL—TFR)—OREIFBEVPN OS A4 O DIEE

\}

Th—T R —ar7 4 Fal— g F— KT vpn-simultaneous-logins integer =< > K
ML T, ERO—FIZFFA SNSRI r 7 A U BERELET,

F 7 4V ML 3 T, HEOHPHIL 0 ~ 2147483647 D T4, ZV—7 KU —iF, Blo
IN—TFRY) =0 ZOEEPEATEEST, /A %27 1= Nz L Ca—H Ttk
AHEEIET DI, 0 2 A LET, &I, FirstGroup & W) ZETD 7 V—7 R U 2 —IZxt L
THRRKAOSOREEa A T 502~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-simultaneous-logins 4
hostname (config-group-policy) #

GE)

FRF e 7 A O RFIBRITIEF IR EVETT R, #ERORKR 7 A 25358, &
F2 VT A NRBREEINTZY, XT3 —< U ABMMETLEDTHZ2E08H0 £77,

J5h Uiz AnyConnect, IPsec 7 A4 7> h, 237 947 LAty vay (BEKTL
7y vay) it ALa—V4T IHLW] By ardmrants, tyvarsy—#
N=RELGENRH Y £7,

vpn-simultaneous-logins DAE 1 DIFEIE, BFEK TRICFH La—YFRHEr 7/ 35L&, Kk
Lty a 3T — 2 _X—ANLHIRE, Filnkey v a UL SVET, E L,
BEFEDOE® Yy v a Y NERET 77 4 Ttk Ch 258 1%, R CL—3 23510 PC 72 £ b R
nrATHE BHIOEyaryrhu s T L T RX=AnLHIRINT, FrLntky
va VIHESL SN ET,

R 7 A R LE D REVEDES, TORRKBICELIRETHERZ A LE S T
L. LTA KAEEOENVEyvarpnu /A7 LET, BEOTATOE Y v 3 UARFE
L BEWVWEWET A FAVREEDE AT, ZKbiWwkyvarPhnrs/tr7LEST, 20773
NZEY . By va BRI ATEH LW a A UREREICZe D £,

BEDEHZEIOI7AMILADT I ADHIE

IN—TRY)—ar7 4 F¥alb— g F— RKTgroup-lock =~ RZMHA LT, ¥~
R7 7 ANENLTORT 7 EATHEICTE—F 2—FZHRTL0EINEBELE
7,

hostname (config-group-policy) # group-lock {value tunnel-grp-name | none}
hostname (config-group-policy)# no group-lock
hostname (config-group-policy) #

tunnel-grp-name Z2401%. ASA DS —HF OHGICE L CER T HBEAFOHE 7 1 7 7 A L O4 i
ZHRE L £, group-lock X, VPN Z A4 72 FCTRESNTZ T I—T R, ZTOa2—HnEY
BTHNTWEERT O 77 ANV EREUNEIDET 2y 7 T5ZLICL-T, 2—F &R
LEF, —HLTWRWES, ASAITZ =R TERVWEIICLET, ZV—Try s %
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B /7 %s—ovenoskpgsmoEE

HELRWES. ASA T, B Y Ton-I A — 7L 13RS =2 —FERIELET, 7
N—TDuav it TNV ETIET 4= N TWET,

group-lock JEIEAZ L Tar 7 4 X2 L —a U LHIBRTZI2IE, Zoa~> Ko ne B
ANDLET, ZOoFTFvarzERATHE, BIOTV—T KR U —DEEMRATEET,

group-lock %7 ¢ —7/LICF 5 I2iE, none ¥—U — R&#5E L T group-lock =<2 R& A
JILET, none F—TU— RIZX V. group-lock | X /VAEIZERE S 41, group-lock D HIERASHEAS
ENFET, Fo, TUANNERIFEESNTE T —T KU >—025 group-lock OAE 2K X
N 720 £,

GIL—T ) o —D VPN D KIEELEREDIETE

ATvF1

ATy T2

FIE

UEE) IN—7 R —ar74FXal—raryT—RNEHda—VPL4ar 7 1 F21—
3 3 ¥ &— KT vpn-session-timeout {minutes =~ > FZfH LT, VPN B D & K5 % 5%
E Li ﬁ‘o

B/ NEERNE 145 C. Ao REFREINE 35791394 7y T4, T 7 A4V MEIXH Y ¥ A, Z ORI
TIBHLE, ASA TR AR T LET,

WIZ, FirstGroup E WO ZARTDO T N—T KU —Zxf LTI80 3D VPN Y g XA LT
U hNEeRET LB ERLET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

OB, anyuser & W) A RTOL—HIZ180 3D VPNE Y v a v XA AT U NERET LS
BERLTOET,
hostname (config) # username anyuser attributes

hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

[no] vpn-session-timeout {minutes|none} 2~ > RZEH L7=ZDMDOT 7> a i3k LEBY
-/C“—gqo
c ZORY = EMEZAIBRL, MKZFFTT5ICIE, Zoa< 2 RO no
vpn-session-timeout 23\ A1 L7,

o MEHIRD & A LT 7 MR ZFFAT L, #4570 MEZMA LR K DI D121,
vpn-session-timeout none = A ) L £ 9,

vpn-session-timeout alert-interval{minutes |} =2~ > N&ZFEH LT, By a s ¥ LT 7 D
TI7—hF Aot —UNa—PIZERINIEFHEZHRTLET,

DT T—F Avke—UF, VPN a UAHBIICOINT S D £ TSy d 500 E 2 —
PR ZET, WIZ, VPN v a UB3EE &5 20 pRilc e —FIClamESns L HHEET
HHIERLET, 1~3000fEEIHETETET,
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IL—F R o—DVPN v a4 KL 240679 bokE [

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

[no] vpn-session-timeout alert-interval {minutes |none} =~ > REFEH LI=EDMOT 7 v a3 v
RO LY TT,

VPNt v ar ZA L7707 T7— MARBIERT 74V b Z—T K r—inbiflkk
ENDHZEERTICNE, Z0a<vr Fon BEREHEHALET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval

* vpn-session-timeout alert-interval none (X, = — 2B EZE LRI EEZRLET,

GIN—TRY—DVPNEY L3V TARILBALTD FDIEE

ATvF1

FIE

(EE) VPNT A B ZA L7 0 MIBEZRET 2I2E, ZVv—F R v—ar7 ¥z
L—yaryE—RErFa—Y4ar 7 X2 b— 3 F— N T vpn-idle-timeout minutes
avr R LET,

Z OB L CIIET 2 T 4 BT 4 DRV, ASAIREERIA R T LET. BRI
14y, BeRR§fEIIL 35791394 23 CThH V. 7 7 4L ME 30 43T,

WOFNE, FirstGroup & W I ARTO T N—T RV > —IZ155OVPN T A RV XA LT T N
WRET D HEERLTNET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idle-timeout {minutes|none} =~ > REZAEH L72ZDOMOT 72 a L FRkOEEBY T
R

*VPNT A RV ZA LT T FENIL, A L7 7 MEZMALRWE 51T 5123,
vpn-idle-timeout none = AJj L ¥ 7,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

AUz &Y, AnyConnect (SSL & IPsec/IKEV2 Difi i) 3L F7A4 7> L AVPNRY
7 — /3L webvpn default-idle-timeout seconds fEZ# 35 X 527 £4, Zoa~w R
X, webvpn 27 4 ¥ a2l —v a3 =R TAALET, &2

hostnamee (config-webvpn) # default-idle-timeout 300 DX 5 IZAT] Lij—o :/':“77]‘/1/ MM
1800 ¥ (30 4y) T. #iPHI% 60 ~ 86400 F» T,

J-_XT D webvon #5128 T, default-idle-timeout E2VEH SN 5 DIE, Z—TF R
v— [ —H L JEMEIZ vpn-idle-timeout none 3 i%E SN TN DHLAEDHATT, TXTD
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B /7%y s—owNs¥—/i& DNS H—iDEE

ATy T2

JI—TF K

ATy Tl

AnyConnect £t Tlid. ASAIZE > TERLSDT A KV Z A4 LT U MERER S E
@—0

B4 MR (KEVL, IKEV2) BEXOIKEVL Y E— R~ 7272 AVPN OBEAIL. XA LT 7 K
T4 —T ML, ERIROT A RV 2452 & AR L £,
c ZDIN—T R —F T —F R —DT A RV EA LT U EERIT DI
no vpn-idle-timeout = A /) L £9, fEIFMA SN LT,

* vpo-idle-timeout = £ - 72 RE L22WGE, EITMKShET, 7740 ME304T
ﬁ‘o

(&) A7 a3 > T, vpn-idle-timeout alert-interval {minutes} 2~ > REEH LT, 741 F
NVEALLT T RDTT7—h Avb—URa—PFIZRRINDIEE[EHRETETET,
ZOTT7—hF AvE—UF, VPNt v a VT 7T 4 TIREDOT-DEIR S 45 E TS
NoHLNE =PI ET, T 74NV NOT T — MERIX 15T,

WOBNZL, anyuser & WD AFTOL—FIZIFFDVPNT A KV Z A LT T OT 77— Milax
RET D FHEERLTNET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idle-timeout alert-interval {minutes |none} =~ > RZfEH L7=ZF DD T 73 3 0%
WRDOEEYH TT,

enone /N7 A—H X, A—HPRBEMEZE LRV LERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

s ZDIN—TE T2 R —D7T 7 — MR ZHIFRT 521X, no vpn-idle-timeout
alert-interval # A ) L £, fHITMEKINET,
C IDNRTRA—HEF oK BRELRWGE, T 740 OT 7 — MEBRIX 15T,

S —® WINS H—/\ & DNS H—/\DEEE

TIAIBROED L Z Y DWINSH—/NEDNSH—RZfETE LY, TNENDT 7+
/U MElZnone T, TNHOF—"ERRET HITIE, ROFIHEZEITLET,

FIE

TIA=V e hEYDWINS b—_REHEELET,

hostname (config-group-policy) # wins-server value {ip address [ip address] | none}
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ATy T2

ATy 73

HFN—F %Y o—0 WINs #—/3& DNs H— iz [

hostname (config-group-policy) #

BN ETDIPT RLART T A<V WINS #— "D IPT7 RLATY, 2%&H ((EE) O
IP7 RLAIZEDZ Y WINSH— "D IPT KL ATY, IPT KL ATiE72< none ¥—1U —
REFRET DL, WINS F— NIZXUMERREINET, ZOKEICED . WINS +— 3FFF
TENT, FTIANNERITBED I N—T R = BEPHER SN 720 97,

wins-server 2~ R&Z ASJT 57N, BEFORENA— " —F 4 FaivE 7, =& i,

WINS H— 3 X XXX ZF%E LT D WINS h— R yyyy #%ETH &, 2HFDDa~ 2 R

Lo THRAIOBREN EEEZ S, yyyy 23— WINS — 2720 4, b— "B EEEE
TLOHEBRERTY, REFHOY— "% EFEZT L0 TIERL<, WINS —_ZBINT 51
I, Z0avwry REANTHEXIZ, TRTOWINS H—"DIPT RLAZEDET,

ORI, FirstGroup &\ 5 A FTD 7 /V—7 R > —IZ, IP7 KL 2310.10.10.15 & 10.10.10.30
ToH D WINS »—NERET D HEERLTONET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #

TIA=V B EYDDNS —EHEELET,

hostname (config-group-policy) # dns-server value {ip address [ip address] | none}
hostname (config-group-policy) #

BONHRETDIPT RLARTTA~<~UDNSH—DIPT7 RLATY, 2%&H (HFEE) OIP
T RLAZEDZY DNSH—"DIPT RLATY, IPT7 KL ATIE/< none ¥—7— K
ERETHE, DNSH— RIZXUVERFRESNE T, ZTOREICLY . DNS — NFHFr &
N, TN FERITIRED I N—T R —nBEN RS2 < 720 £4, DNS H—
NT RLURITHRKRED, IPVAT RLALIPV6 7 RL A T2 OFORETE 7,

dns-server =~ R & AT 57NC, BEFEORENA—N\—F 4 FEhET, =& xiE. DNS
P XX XXX ZRE L, WIZDNS — " yyyy 2% E L7ZHE, 2FODa~ > Ridxfo
g~y Ra BEX L, yyyy 23— DNS — 27 ) £9°, P—R"2EHEERET 548D

[FER T, LARNICERIE S 472 DNS — % EEZ T 2ROV I —"ZBNT512F, 20
av U REANTDHLEELLTRTODNS =D IPT KL RAEEDET,

AT, FirstGroup &\ 9 ARTD 7 NV—7F KUY 2 —T, IP7 KL A7 10.10.10.15, 10.10.10.30,
2001:DB8::1, 3 L1 2001:DB8::2 ® DNS H— &R ET 562 R~ L £,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dns-server value 10.10.10.15 10.10.10.30
2001:DB8::1 2001:DB8::2

hostname (config-group-policy) #

DefautDNS DNS H— /N FIL—TICT 7 4L b D KA A VAP REESH TR WA, 7
THIN N RAAL VEBETDHHENRSD £9, 72 & 21X, example.com. &) R A A U HAE
SOy 7 LV RAL 2R LET,
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asa4 (config) # group-policy FirstGroup attributes
asa4 (config-group-policy)# default-domain value example.com
asad (config-group-policy) #

DHCP %Xv hU—27 Za—72RkRD X HIZEELET,

hostname (config-group-policy) # dhcp-network-scope {ip address | none}
hostname (config-group-policy) #

DHCP 22— 7 TiX, ASADHCP H— "R Z DI/ N—F R —Da—H |27 FL 2 5%
WCAEDIZHERATAIPT RLAOEHE (DFED, 7Ry hU—2) 2HEELET,
WOBE, FirstGroup & W AETO 7 N—T KU —ZIPH 7 %> hU—7 10.10.85.0 (7 K
L A i 10.10.85.0 ~ 10.10.85.255 Zf57E) & ET D HiEE R L T ET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dhcp-network-scope 10.10.85.0

ATy bk hoRY TR O—DERE

IPVA& 857 4y 7 DAT Yy b bRV 7 R —2ELT, FT774 v 7D b2
YT NNV ERELET,
split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}

no split-tunnel-policy

IPv6 FF 7 4 v 7 DAFY vk bR RIS —ZELT, I 747D MR
VT IN— L EERELET,

ipv6-split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}
no ipv6-split-tunnel-policy
RV = AT g AIROEBY TT,

s tunnelspecified : F> XL EZBEU TRy hU—2 VX MIFBESN TSRy hT—271C
WHTDHTRCORNT 74w 7% bRV 7 LET, ZTOMTRTOT KLRIZXT 5
T—=2F, ZVT TEXARTEESN, VE— b a2—FDA 2 F—Fy b =X T
NA B =L o T—T 4 v T ENET,

ASAQLALIRED N R—T g Tl A V7 V— KR VA MNERETDHEEIC, A7 0—F
FPHNOT 7Ry MZZZ A7 — R YR MBIEETEET, BRAASNTT TRy bOT
RLRE, R rasnd, A7V —FURAMDEYDOHSN RorRr) 7S
T, TITAIN—Ta L YRARDR Yy U= T bV BN LTCEEENEEA, =7
AIgN—Tay VA NMIMERZ Y MY EFHLTHRESN, A 70—V ay UANT
A= MY EZEH L TRRESNET,
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* excludespecified — * > F 7 —72 U R MIIEESNTWDL Ry hT—27 LD FGFHO kT

T4 I H MRV T LERAL, ZOMTRTOT RLRIZXHTH T 7 4w 71X b
XV TENET, 7I9AT N ETT 7T 471> TWAHAVPNI AT N a7y
AT, B—=ANVLANT 7B AZGENI L TEBLLERH Y 77,

A\

GE) AYZA—FRYURAMDYT Xy bTRHAENZI AZ V=V a v
VARNNORy NU—21X, 7747 FTEEINET,

etunnelal — 3 X CHO N T7 7 4 v /N b xrz@md sl ELET, ZORY »—
iZ. A7V b bRV T BT =T LE Y, VE—bha—HF3heExry hU—
JIT 7 BATEETN, o— AN Ry NT—I~NFT 7 BATEEEAL, TR T 7%
VDX T g T,

GE) AFVU vy bbbV Zi3Exa T ETIERLS, N T 74 v 7 EBUERETT, RKRD
XU T 4 BFEETHIZE, APV v b bRV T A R—T T LW SR L%
7,

4l

Iz, IPv4 & IPv6 @ FirstGroup & W9 4 RTO 7 V—7" R Y —iZxt LT, FBELE
Xy NI—=0ORE RV TTHATY M RV U7 RY — R ET D4
ERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # split-tunnel-policy tunnelspecified

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipvé-split-tunnel-policy tunnelspecified

ATYy b bR THDORY FT—9 X FDIEE

ATV b bRV T TE, EOFXY NT—F 8T T 4w BN MRV EBIBT DEFR v
FT—27 URANMZEoTHRED 7, AnyConnectiZ, ACLTH LRy hU—27 U R MNIHSD
WCTAT Yy~ bR Y T OB ETVNET,

hostname (config-group-policy) # split-tunnel-network-list {value access-list name | nonej}
hostname (config-group-policy) # no split-tunnel-network-list value [access-1list name]

e valueaccess-listhame : h> R VU 7 HFITTDHRY NT—7 FHRXFEITLRNVE Y FT—

T EHIFELE ACL ZIET LET, ACLITIE. IPV4 & IPV6 DT DT L AEZFRET D
ACE BREENTWVWAHAS ACLEIEETEET,
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enone : A7V vk hRVUTHORXY NU—2 URXMRTFHELRWVWI EER L, ASA
I _RTCONTIT 74 v 7% bRV 7 LET, nonex—7— REFETTHE, A7V v
MRV T DRy NU—2 URMIXVENRFESIL, A7V b bR 7N
FRENET, £/, ZHUTKY, 74NV FERITRESNTZ I NA—T R v—hb,

TN IDAT Yy b bR Y T Ry NT—7 UR BRSNS 720 £7,

T h7—27 VA REHIRT DI, Zoavr Fon BEXE AN LET, TRTORT
Uy b bV 7 Xy hU—27 VX NEHIBRT 2120F, 5l1EEHEEE T no
split-tunnel-network-list =~ > KZ A/JL£7, ZDOa~ FIZED, none¥x—U— K& AJ)
LTER LN U A RBRHNEEN S EZD T, REFHADT XTOFRy hT—2 U X R
HilRS £,

2T Yy b RV T Xy FT—=27 VR SRRV S, 2= 3T 74V O —7 R
Vo—FT3RELE I N—T R o—RNIHFET DRy FT—27 VA MR LES, 22—
PRZDOEI72ry NU—27 R RNEMA L2 E 12T 5121, split-tunnel-network-list
none = v KA A LET,

1

RIZ, FirstList & WO AFTOFR Yy FU—27 U X M ZfERk L, FirstGroup &5 44 HiD 7 L—7
RY =BT 50 %R L% T, Fistlistiz—= /7 27— g VA RNTHY, =7 A7 )L—
Cary UARNOYT Ry NTHDIA I NV—T gy JRARNTT,

hostname (config) # split-tunnel-policy tunnelspecified
hostname (config) # access-list FirstList deny ip 10.10.10.0 255.255.255.0 any
hostname (config) # access-list FirstList permit ip 10.0.0.0 255.0.0.0 any

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-tunnel-network-list value FirstList

WIZ, V6 L WO ARTOR Yy hT—2 U A MEAER L. GroupPolicy_ipv6-ikev2 &9 £ |ijD 27
N—T R —Zv6 A7V v s bR —%BNMT50E2RLET, V61T A
N—=ar VARNTHY, 27 27—V 3 YARMDOY Ty N ThAHA I — g >
A RNTT,

hostname (config) # access-list v6 extended permit ip £d90:5000::/32 any6
hostname (config) # access-list v6 extended deny ip £d90:5000:3000:2880::/64 any6

hostname (config) # group-policy GroupPolicy ipv6-ikev2 internal

hostname (config) # group-policy GroupPolicy ipvé-ikev2 attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikev2 ssl-client
hostname (config-group-policy) # ipvé-split-tunnel-policy tunnelspecified
hostname (config-group-policy) # split-tunnel-network-list value v6

ATy b FORIEETEDHESR

show runn group-policy attributes =~ > FZ 34T L T, REZMERE L3, ROML, EHAE
BIPVA L IPVE DI HFD Ry hT—27 KU —%FEL, MFORY —IZH L TRy T —
7 U A b (A ACL) FirstList 21 L7 2 L 2R L CTET,
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hostname (config-group-policy) # show runn group-policy FirstGroup attributes
group-policy FirstGroup attributes

split-tunnel-policy tunnelspecified

ipv6e-split-tunnel-policy tunnelspecified

split-tunnel-network-list value FirstList

ATV b bR VTHD FA A VEBHEDHRE

)

FIFIVE ALK, FEI2 7Y v N horxba i UCERTS, A7 Y > | DNS &I
ENA RAAL DY R NEEBETXET,

AnyConnect3.1 i%., Windows 53X T"MacOSX DT v b7 4 —24D k wb— A7 Y v k DNS
Hrex R — b LET, EX2 VT4 7T IAT L ADTN—"7 K —IZ XY Split-Include
R R U TNA =T TR TEY, PR U 7 BODNSLNEE STV D EE,
AnyConnect X, ZDOLAFNI—EHT 2T XTHDNS 7= —% 77 A ~X— k DNS % — 32 k
YRV LET, byb— 27Uy EDNS 2T L, ASAICK-TZ T4 T2 MT
Ty a gy E N RAAL 8T D DNS R A~D R FIL T 7B ADIRNHA] S
T, ZNHOFERIE, 7T THRAMTEHFEINEE A, —JF, DNSERBASAIZL - T
Ty a XU ENTe RAAL AT B LRWEATL, AnyConnectiX, 7 7 A4 7 hOF L —
T AT VAT AT D DNS U VLD DNS RIS S DR A M4 &R B3I
FEEIEET,

G¥)

A7V > FDNSIE, Y7 =) —BIOEH 7 U — (A, AAAA, NS, TXT. MX, SOA,
ANY. SRV. PTR, CNAME 2 &) ZH¥HR—FrLTWET, rrRrI o rEnizxry hU—7
DONTINZ—EFHT S PTR 7=V —%, ForRABRETHETINET,

Mac OS X D4, AnyConnect 1, KD WT DKM a4 HEDH, HDHIPFa hajn
D hrys—A7Y v FNDNS ZEHTEET,
e IN—TRY—T, AV FDNSHAL1ODIP 7 u ka3 (IPv4 72 ) ITRESN
TEBO, 77947 XA X2 Ta haRlng 3 FOIP7a hain (IPv672E) 125
ESINTND ((BEOIP 78 a7 RUA P—UEEE STV ) |

e 27U v RDNSHBWEFDIP Fr haLIlRESH TIN5,

FIFILEDF AL VEDES

ASA (X AnyConnect 7 7 A4 72 NMZT 74NV D RAAL A EELET, 7747 ME, K
AAY T 4= )V REAMELIZDNS 7 = —IZ RAAL VA ZEBMLET, 20O RKAAL LA,
Fo g2y MZETEASNE T, T 740 bO RAAL VAR RWEE, 2—W3ITF 7 4
W ITN—T RV —DFT 74V b RAAL L EMALET,

TN—T K)o —=D2—HF DT 74V~ AL A ERET DHITIE, FV—TK) v—av
74X a2l —3 3 F— RTdefault-domain =~ > RZ AN LET, RAAL L EEZHIERT D
I, Zoa<r Fon EXE AT LET,

hostname (config-group-policy) # default-domain {value domain-name | none}
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hostname (config-group-policy)# no default-domain [domain-name]

value domain-name /X7 A —X X, JN—T DT 7 )V~ RAAL L EFHILET, T 741

b RAAL ERIFELRNT EEZBET DI, none ¥—V—FE2 AN LET, Zoa~wy
RIZED, T74 b RAAL PRI XNMERRESIL, T 74V N RAAL UARESESNE
T, T2, TNV MERITREENTZIN—T R =BT 7 40 b KA AL DK
SN2 <R ET,

TRTCOT 74V b RAAL A ZHIBRT 5121E, 5152 8 EH 7712 no default-domain =~
READLET, ZOoa<w RiZkb, none ¥—7V— RZ4FE L. default-domain =~ >
EATTUTHER LT XL U A RBRBHITZEN D ED T, KEFHDTXTOT 74/ 5 R A
A VADBHIBRENE T, no BREHEMATHE. RAL L AOMANTFAISNET,

WIZ, FirstGroup &2 41D 7 —7 R Y > —IZx L, FirstDomain 5 7 4 /b ~ KA A
VR EBRET HDHERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # default-domain value FirstDomain

ATYy b FURYVTRADFAA Y YR MDER

TTHINVRD RALLDIENT, ATV b bRV EN LTRSS RAAL DY R b
EANLET, =7 R —ar74¥alb— 3 F— R Tsplitdns =~ K& AT
LET, VAMEHIBRT A%, Zoavwr Fon JBEREASNLET,

ATy b bRV T RAAL DY A RNBRWGEE, 2=V T 740 O I NA—F R
V—WIZIFET DY A M EHALET, 2—FNRZDEIRAT YV v b b T RAA
Y U R RNEMALRWE HI2TDHI21E, none ¥ —U— R&HRE L CTsplit-dns 2~ K& A7)
L7,

FTRTOATY v b bRV T RAL U R NEHIBRT 2120, 51IHEHBEE T no
split-dns =~ > FZ A LET, ZHIZLD, none ¥—7— KZFEE L Tsplit-dns =~ K
ZFIATUTHER LIV DA 230 T, RIEFADTXTOATY v b by 7 B2
A U A MDBHIBRESES,

237 A —4% value domain-name TiX, ASAN AT U v b hrRLEN L THRIET S RAAL
ZEBELET, none ¥—U—RiZ, A7 U FDNS U R FBFELBRNI EERLET,
F/o, ZOXF—U—RIZKYD, 27U v FDNS U R MIXVENRESNET, FD0,
A7 Uy FDNS U A MIEB I, T 740 bERITRESNIZIN—T R —DATY »
K DNS U A 3 S e 9, Zoa~ 2 ROEUIRO L0 T,

hostname (config-group-policy) # split-dns {value domain-namel [domain-name2... domain-nameN]
| none}
hostname (config-group-policy) # no split-dns [domain-name domain-name2 domain-nameN]

RAL DY A RMNTEZY MU EREIHIZIE, AX—Z2Z1 DA LET, = b UEITH|
RIZdH 0 AN, A M) V2RO SIF255 CFEUTFICLET, e, ~7r ()
BLOEUA R () ORFFHTEEST, 748 RAL VAN RV EN LTS
NAEAIE, FORAL 452 ZDY 2 MIFRBICED ALERH Y F3,
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Windows XP 8 & UR T w b b3 1) > 5 AD DHCP RITRIEDHRTE .

WORFNL, FirstGroup &9 & RETD 7 /v—7 K Y 2 —T, Domainl, Domain2, Domain3,
Domaind D% KA A VNAT U b b 720 L TIRREEND L) ICRET D HikE R
LCTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-dns value Domainl Domain2 Domain3 Domain4

GE)

A7) v FDNSZRET HHE. B ELIZTT7AX—=FDNSY—1\N, 7534 T T T v
N7 4 —AICRESNTWDDNS —NEFEEL W W EZ2MRLET, EELTND
L. LRMRANELSEMEET. 72— Ry 77X RS 9,

Windows XP ELUR Ty b b2 VS HODHCP RITZEDHRTE

ATy N RV A T3 28534 REBZ TS &, Microsoft XP TEE S FEA L,
RAAL PR L £, ZOREZBRRET 51212, ASA TE(E/L— O % 27 ~ 40 12l BR
LET, = DEIIN—F+DI T RZL-TRRY £,

DHCP {%473{512 & > T, Microsoft Windows XP 77 7 4 7> FMZ ASA TA 7Y v k k3l
VI ERMERATE S X9 9, ASA L. Microsoft Windows XP 7 < 1 7 >~ k DHCP Inform
Ay B—VICHMEIEE LT, 77947 MZh RNV IPT RVAHOY TRy b w27 K
A, BEORI TALVRAREZT v 7 — F &AL £9, Windows XP LT Windows
I TAT v hOBE, DHCPRATZBEICL > T RAAS VA LY T Xy b~ 27 MRk EE
9, AL, DHCP H— &35 ORI TR WVEREE TR £ 7,

A

intercept-dhep =~ > Ni%, DHCP /AT E&2 A X*— 7V ETITT 4 E—7 MIC L ET,

hostname (config-group-policy) # intercept-dhcp netmask {enable | disable}
hostname (config-group-policy) #

netmask ¥ T, M FRNWVIPT RLADOY TRy b <A77 &Mk LET, ZDa~<> KD no
BRI, 274 F=21—3 3005 DHCP RATZELEIR L E7,

[no] intercept-dhcp
WAz, FirstGroup &\ 9 7 /L—7 7R U 2 —(Z DHCP f\IT%(E 2% &1 202~ L£7,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# intercept-dhcp enable

VE—FTIERISAT U THERATS-HDTS0Y TOXD

HTEDEHETE

JIAT DT RXY PN NTRA=F ERET DL, ROFIEZETLET,
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TN—T R — a7 4 Xz lb— 3 F— KT msie-proxy server 2~ K& AL, 7
FAT VR TNAADT T DT aFxy F—NER— b eRELET,

hostname (config-group-policy) # msie-proxy server {value server[:port] | none}
hostname (config-group-policy) #

F 74V MElEZnone T, 7 I A TV N TRAADT T 0T CTaxy B—_"OREEXFEL
TWEHA, a7 4 Fab—varhoEEEHIRT 51I21E, Z0a~<> RO no B E4H
HALET,

hostname (config-group-policy)# NO msie-proxy server
hostname (config-group-policy) #

TaXy =D IPT RLRAEEEFFRRA MBIOR - FESFREENTHBITORE L,
100 LERMGTH HMENH Y 4,

W, 75999 Faxs —_"ELTIPT FL A 192.168.10.1 #3%E L., A~— bk 880 Z{# H
L. FirstGroup £\ 9 ZL—7 R o — %R 56~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy server value 192.168.21.1:880
hostname (config-group-policy) #

TN—THR)—ar7 4 Falb—3 32— FTmsie-proxymethod =~ > K% AJ) LT,
TIAT VN TRAADT T Taxy 7r7vay ([ AVyFR)) ZRELET,

hostname (config-group-policy)# msie-proxy method [auto-detect | no-modify |

Nno-proxy | use-server]
hostname (config-group-policy) #

77 4V MllE no-modify T3, 2> 7 4 Fal—Ta b BELRZEIRT I, Zoav
Y RO no BERAEMLH L £,

hostname (config-group-policy)# no msie-proxy method [auto-detect | no-modify

| no-proxy | use-server]
hostname (config-group-policy) #

A TE D HEE. ROEBY TY,

e auto-detect : 7 7 AT N TNAADT Ty CTTaFy b—"OBERHOERE A
X =N LET,

eno-modify : ZDV7 7AT U F TAAATHMALTCNE T TUYFOHTTP 77 v 7k
Y= NOREEEDEEICLET,
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ATy 73

YE— R FOERISATY FCREAT SO0 TS ToxoirngE [

s no-proxy—_D7 FA TV N TNA AT, 77 UVFOHTTIP VY RX vREEZT & —7
Mz LET,

* use-server—msie-proxy server 1~ NICRE S N/fHEAEH T2 L o1, 77 U0 HFoD
HTTP 7w & & = "RUEZE L £,

TaX b —ROIPT FLAFEZIIARA MEBIOR— FEENEENTWVWAITOE XL,
100 LFERMETHHLENH Y 7,

WIZ, FirstGroup LW 9 Z—7" KUY o —DT7 7o 7FaxUREL L CHERHEZHRET D
BlzrRLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy method auto-detect
hostname (config-group-policy) #

WIZ, 74T kT3 ADHP—sL L TH—,3QASERVER, 7"— bk 1001 2 H9 2 &
212, FirstGroup & WD I N—TF RV v —DT7 Z Y Fax VRELRET bl ERLET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy server QAserver:port 1001
hostname (config-group-policy) # msie-proxy method use-server

hostname (config-group-policy) #

TN—T KR — 37 4Fa b — 3 F— KT msie-proxy except-list =~ & AJjL
T ITAT Y RTHAADT TR —ANTTax ik NRATHDIERT L
BXTOFNI A RNERELET, ZRHOT FLAE, 7axvh—NckoTT 78R &
NWEHEA, ZDYU A ML, [Proxy Stteings] A 7 v 778 v 7 ZZ& % [Exceptions] 7~ v 7 AT
Y LET,

hostname (config-group-policy) # msie-proxy except-list {value server[:port] |

none}
hostname (config-group-policy) #

a7 4 X2 b= a b ERAEIRTSICE. Zoavr RO ne JBERAEFHLEI,

hostname (config-group-policy) # no msie-proxy except-list
hostname (config-group-policy) #

e value server:port : Z D7 AT > b TN AZHEHT D MSIE — D IP 7 KL A% 7=
340, BIOFR—bEEELET, A— FEFIIEETT,

enone : IP7 RLUAFEIIHFRA M ERITIR— B2V EERL, FIST X FEf& L E
A,

7 7 4V h Tld, msie-proxy except-list | L7 « E—7 M iZ72 > TV ET,
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B orsec (ke 9547 Lo T A BIEOR

ATvT4

IPSec (IKEv1)

ATy 71

TuaXy =D IPT RLRAELEFFRA MBI OR— FEEREENTWAITORE I,
100 LFERIMGTH D MENH Y £,

WIZ, 77007 expN) XA NERET 0 ERLET, IPT7 KX 192.168.20.1 ®
P— N THERL S L, AR— b 880 Al L. FirstGroup &9 7 /L—7 R v —%2xfRE LE
-éAO

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy except-list value 192.168.20.1:880
hostname (config-group-policy) #

TNh—T KR —ar7 X alb— g F— KT msie-proxy local-bypass =~ > K& A /)
L. 29A TV b TAAATHERT 27 708N, 7afiza—)L TR, RATHREL
AR—=TNELZTT 4 =T VI LET,

hostname (config-group-policy) # msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

arZ4¥alb—rarypbREERHIRT 5I2E. Zoavr Fone BRAEHHL £,

hostname (config-group-policy) # no msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

7 7 4V bk Tld, msie-proxy local-bypass I£7 « E—7 iz 7z > TV ET,

WIZ, FirstGroup £ W5 Z—TF R > —DT7 T HFOTaxy a—h L NA N2 % A R—
TINZT DB R L ET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy local-bypass enable
hostname (config-group-policy) #

D547 DEX2) T4 BHEDETE
IN—F D ) T A REEIRET BT, ROFIEET LET,

FIE

IN—T R —ar7 4 Xal— 3 F— KT, enable ¥—7— RZHEE LT
password-storage 2~ R&ZfEfiL, =2—Ra /A XAU—RKEI T4 T KN VAT A
IRFTCEDRDCT 2MEINERELET, NAV—FREFET 4 =7 MTT DI,
disable % — 7 — N Zf57E L C password-storage =~ > RZfEH L E 7,
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ATy T2

IPSec (KEVL) 254 7> knt%ay7«EBiHnzE [

hostname (config-group-policy) # password-storage {enable | disable}
hostname (config-group-policy) #

X2 V74 EOBHNG, NAY—NRFIEXT 74V N TCT o 8—T M R>T0ET, &
XaT A MZHBZERDPOTNDETVAT A ETOHR, NAT— ROREEA RF—T/IZ
LTLE&ENY,

password-storage JEMEZFEITa L 7 4 X2 L— 3 U BHIBRT HIZIE, 2D a~ 2 KD no ¥
KEANLET,

hostname (config-group-policy) # NO password—storage
hostname (config-group-policy) #

no JERXZHRET 5 L. password-storage DAEZBID 7V —7 WY L —nbikk4 5 Z LN TE
7

Zoawy Rix, ®EERN— RO =T 7 74TV FRRECN— R =T 7 74T > hOfE
Bl —PREFEC I EA S E A,

WIZ, FirstGroup & W HZHTD 7 V—7 R ) 2 —|Z6 LT8R T — BMRIFEZ A X—T VT 5
flzmrm L ET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # password-storage enable
hostname (config-group-policy) #

T FN N TIET A B—T NI T D IPESEA X —T T EMNE I NERELET,
GE)  IPSec IKEV2 #:5ClE, IPJEREIZ YV R— SN TWER A,

hostname (config-group-policy)# ip-comp {enable | disable}
hostname (config-group-policy) #

LZSIP [Effi & A F— T /MZT BIE, I —T K v—ar 7 4 Fal— 3 E—RT,
enable ¥ — 7 — NZ$EE L Cip-comp 2~ K& AN LET, IPIEMfE2T =TT D
\Z1%, disable ¥— 7V — RZHHEL CTip-comp =~ FEZ AN LET,

ip-comp BMEAFITa L 7 4 Fab—a ULHIRT AL, 202~ RO no FEXE A
HLET, Zhickv, MoZr—7F RY) o —DEZfkk T 7,

hostname (config-group-policy) # No ip—comp
hostname (config-group-policy) #

T=HEMEARX—TNIT DL, FETLTHERT D VE— N XA YA 2—F DT —4
BELV— FBRETSHERHY £,
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B rsec tke) 45470 roERa YT BHEOEE

Evh FT—HEMEFRTLE, 2= By a T EOAE Y ERE CPU RN
L, fiRELTASADANL—Ty hEEMET LET, 207D, 77— X [EMEITE
TATER L TWAH Y E—h 22— L TETA RF—TNICT D EEHRELE
T, BT b 2—WIZEHADIN—T R —%RiF L, ThHO2—WFIIx LT
FEMEEA 2= ML E T,

ATFYT3 IN—7 R —ar7 4F¥a2lb— g F— KT, enable ¥— 7 — K% $5F L T re-xauth
avy REFH L, IKEXF—DHAERIN BRI —FRHEIEEZZ T 2 LERH L0 E 9 )
EHRELET,

GE)  IKEV2 ##: Tl IKE F—FHARITT R — S THEEA,
IKE & —FAERRE DO HRRGEA A 2 — 7 /MZT 5 & ASA TiE, IO 7 =— X 1IKE
Xﬂ/i%Va/Lk%TJ%ﬁ_ﬁbfl%fﬁkﬂxU%F®ﬂﬁﬁﬁ@6h\
%O)?‘,ﬁ IKE ﬂ?“"‘ﬁéﬁkb’?‘—fbhé 7= :L"—"]j_n»u uEz)‘:k&b 62@??— ﬁmuu ko
T, EX¥ =2 U7 st nEJ,
?ﬁﬁéﬂf%éf\”—ﬁiﬁkﬁﬁ%?ﬁ‘*@ﬁ% 75561/\ :1»—-]j— nluuﬂi%ffgkokb;k&b %2/[/
EICREEE D ENHD T, muT%Zkﬁ IS IKINBRNESIZT 5
i BGEE T 4 E—7 M LET, RESNTND X —HAERA 2 — LA
ﬁ—é X, E=X U T E— ]\’Cshowcryptmpsecsa av s REANLT, EF=a
)747//I—Va/®@$u®747§4b BIOTF—20Fn/X( NEAD
TATEA LERRLET, IKEX—DHAERLINDEO2—FOHGRIEELT 4 £ —
TIAZT DT, disable ¥ —U — FZ AN LET, IKEF—PFERINDEOHR
FEE, T AN NTIET 4 B—T Mo TWET,
hostname (config-group-policy) # re-xauth (enable | disable}
hostname (config-group-policy) #
IKE F— AR SN D BEOHBIEHOEERIO 7 V—T K = bk $ 5 2 L&A % —
TCT DT, ZOavr FOoneERAEZ A LT, FT7a7 4 F 2 L—3 3 )b re-xauth
JEMEAHIBR L £,
hostname (config-group-policy)# no re-xauth
hostname (config-group-policy) #
G BRI —TREELR2WEE, BRGHT AR L 7,
ATy T4 BREEMEEZA X—T VT IENEIDERELET, IPsec R T T— 3 TlX, %28

HRERAEEIZ L D . T LOWERF SR — 3RO E D% — & L BIEMEN 2N Z E M ES N E T,
IN—T"RY) =%, BIOTN—T R =5 B BimEMEOEEMK TE £, B2k
EWEIL, T 74NN TET 48— MR T0ET, BRIBEMEZ A X —7 MIT DI
2, FA—7 ARV —ar7 4 F¥alb—3 g F— KT, enable ¥—7— FZ$EE L T pfs
a~wy REFEHLET,

hostname (config-group-policy) # pfs {enable | disable}
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IKEvl 7 54 7 > k@ IPsec-UDP B DR TE .

hostname (config-group-policy) #

SERRBIREE T 4 B —T7 VT HIZIE, disable ¥—U— K& EL Tpfs 2~ K& AJ
LET,

SEAMBESEBMEAFEITI L 74 F2L—2a U OHIR LT, AR A L2WE 5 I2T 512
. Z0a<wr Kone BXEASNLET,

hostname (config-group-policy) # no pfs
hostname (config-group-policy) #

IKEV1 7 S5 4 7 > k@ IPsec-UDP BN E&LTE

IPsec over UDP (IPsec through NAT L RIS Z EbH D £T) AT E, N—FKu =T
7747 MiE, NAT 23347 LT % ASA (2 UDP M TSR T £, ZOiEIxT 7 +
VR TIET 4 B—T7 > CWET, IPsecover UDP (L, U E— h7 7 & 2B 72171258 H
SENHHEMAOHEET, T—RFRar 74 Xal—a U BNULETYT, ASAIL, SADFR I T—
FERZ I IAT L FEDRITar 74 Fal— a3 NI A—FZ2R00 Y LEJ, IPSecover
UDP 2425 &, VAT L N7 3 —< U ANETRTLET,

IPsec over UDP % A X — 7 LCT D%k, FV—7 RV — a7 4Fal— gy F—F
T, RO L HIZ enable ¥ —V— RZHEL CTipsec-udp =~ REHELET,

hostname (config-group-policy) # ipsec-udp {enable | disable}
hostname (config-group-policy)# no ipsec-udp

IPsecover UDP Z i 3" 2 121X, T OHOFMIZHE > T, ipsec-udp-port =~ > N HEXET D44
ERHY ET,

IPsec over UDP %5 ( &£ — 7 /L2 5I21%. disable ¥ — 7 — R% A L%, IPSec over UDP
B EFIATa 7 4 X2 b= a U OHIRT AR, Zoa<wr FonEXE A LET,
ZhICED ., BT A—F R S —h 5 IPSec over UDP DfEZ (A TX A L 512720 £4,

WIZ. FirstGroup &\ 9 7 /v—7 3K U 2 —® IPSec over UDP %% E+ 562~ L £,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp enable

IPsec over UDP %A X —7 MZ LT=GAIF, Fv—7 R v—ar7 4 Xalb—T gy £—

RC ipsec-udp-port =~ R RET HMENH Y £, ZOa~ FiZk Y, IPSecover UDP
H® UDP R— FNEEVRHREINET, IPSec xIT v — 3 > TlE, ASA IFEHEINTZHR—

FCU AL, D7 4 NVEZN—/LTUDP h 77 4 v 7R Ry FENTNTEH, £OR—
FETPHDUDP 77 ¢ v 7 Zint LET, AN— hFEBOHPHIT 4001 ~ 49151 T, T 7 4 /L
k@A — MEX 10000 TT,
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B k75070 roRRORE

UDPR— 5T 40— T A0, Z0a~vwr FonEREAHLET, ZHICkY
Bl 7 N—7" R 2 —m5 IPsec over UDP AR — M OEE A TE D L 912720 F9,

hostname (config-group-policy)# ipsec-udp-port port

WAz, FirstGroup &9 7 /L—7 3R U 3—? IPsec UDP iR — k Z 7R — bk 4025 |2 & 561 %
ALET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp-port 4025

VPNN—FKD 7 95472 FORBREDERTE

ATvF1

ATy T2

FIE

(EE) ROa<y FEEHLT, Xy N —2ZHEE—FEeRELET,
[no] nem [enable |disable]

Iy NI—JHPEE— RE2EATDHE, N~ T 7734472 MI, B—DL—F 4 77
Bty NU—2%ZVPN o LZ N LTCVE—K FI9A4R_R—F Ry NU—7 (T F
9, PAT XA SNEH A, L7zdd-> T, Easy VPN H—DERITH 5T /31 A1, Easy
VPNV &= hOERIZHDTTA X~ Xy hT—7 EDOT A A2, brxarzfir LT (b
YHENVENLTOR) BET 7EATEET, FOLALEEETT, hrxruiEdn—KFy=T
TIAT LV NMCESTHMENDZVNERNH Y TR, bR T v 7RI -T2b L i
WO S T — 2 R AR TE T,

i
WKIZ, FirstGroup & W9 7 —7 KU & —O NEM 2R ET 26 %~ L E T,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # nem enable

NEM %5 4 B—7 /LI T 511, disable ¥— 7 — RZ AN LET, 2O NEM B4 EfT=
V74 X2l —TarhbllRT AR, Toavry FonERXEAN LET, T4 T
VEMRTAE, BIOTNA—T R —DEEREATEET,

(FEE) ROoa<xry FEFEHLT, EFa7 2=y MEEEREL T,
[no] secure-unit-authentication [enable |disable ]

tHaT 2=y FEFETIE, VPNN—KRDU 2T 7 54T "0 b 3NV EBBT B -0N 22—
P ENRAT — R LIZiBiE 2 Esk4 5 Z & T, t#;)74#%méﬂi¢o_®%
EAFR—=TMITDHE, "N—RU=T 77T MIREEESRL TV —YH L /RAT— K%
FHLEEA GEESNTWIHA) . BXaT7 2=y MEGEIT 74V hTF 4 B—7 I
o THNET,
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ATy 73

ATy T4

WNn—ESz7 55170 roBtonE |

X7 2=y FREAETIH, N— KU =T 7747 MMERT BT 0 7 7 A LI L
TR *f—v\7/I/~775>5§Eéhfb\éuz~%75‘i%©iff 774 <V ASATEXaT 22w
FEFENMELRGAIL, EONRN I T o7 =R bt ®a7 2=y FNEEEZRTET HME
NHDFET,

G¥) ZOMBEE A X —T NI LTESAIC VPN b U RV BT DI, 22— N a—3
HENRAT— REANTDHHERLD £,

i

WOHENL, FirstGroup EWH ZRTDO T N—F KU —IZk LT, EF27 2= MEIEE A
R—=TMZT D EERLTVWET,

hostname (config) #group-policy FirstGroup attributes
hostname (config-group-policy) # secure-unit-authentication enable

X a7 2=y FRIAEET 4 B =T VI HITIE, disable ¥—U—REZ A LET, EF =
7 o=y NEBGERMEEEIT a7 X2 Lb—a U BHIBRT IR, 203wy RO no B
JQ’”Z?\)'J LET, 2OFTvarvzBETHE, MO V=T R —hbtEFaT 2=y
M RBREDE Z A& T & £9,
(fER) ®koza~vr RaHLT, 2—VHEERELET,
[no] user-authentication [enable | disable]
Z—PRAEEA F—T T DL N—=RT T 7 74T > FOEHRIZWDH L D2—H X
RN EL TRy MU= 7B AT ORI 2T 2 2 ENBEL R £7,

ﬂﬁ]ﬁ@l—-‘ﬁ‘ N nX/'ﬁzL/ﬁ_wqu‘ﬁ—‘—/\@J"Er J/’\EO’meEé‘ﬂiﬁ‘ L= 4j—uup 1747ﬂ‘/l/]\
TT A= MR > TNET,

774~ ASA T —HIEDRMLERGEIL, EONR Y 7T v 7 =N 22— YRR %
E#éﬁ\gﬁ)%w jz—g«o
B -

WOBE, FirstGroup & W) ARTDO 7 N—7 R —iZxt LT, 2—¥iRikx A F—7 /2T
L HEERLTOET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# user-authentication enable

2 —WHIEE T 4 E— T T BT, dlsableﬂ'r U—RKEANLET, 2—VGEEMEE
FITar 7 4 X2l —2a rnbllRT 512, 2oa<wr FonEREATILET, 20
FFarEERTLE,. OISV —T R =D —TRAOE A A TE ET,
WDOa< REFEHALT, BiEL7-lx Oa2—F DT A KV EA LT T MeRELET,

[no] user-authentication-idle-timeout minutes | none ]

minutes /N7 A —H T, T4 KV ZA LT MEE] (DEN) ZEELET, ERBIX1S
7T 7 4V M 30 47, EERFIE 35791394 43 T,
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B n—roz7 o547 roRRDRE

ATv 75

ATvT6

TA RLVEZA LT 7 A= R =T 75472 hOE#RDO—WFIZLDBET 7T 4
BT 4 N WES. ASAIZFD I GAT LV NOT VB AR TERET, 20X A ~—
VPN h R VERTIEARL, VPN b RV EBBET D7 AT NOT VAT EKT L
i—a_o

1 -

WOBX, FirstGroup WO ZRTD T NV—TF KUY L —(245 5D T A KV XA LT 7 Mlks
ET D HEEZRLTOET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # user-authentication enable
hostname (config-group-policy) #user-authentication-idle-timeout 45

TA RNV EALT D MEZHIBRT HIZIE, Z0a~vr FOonBEXEANLET, 2047
varuEERTLIE, MOITN—T R =T A KV XA LT D Ffﬁ%?fllﬁ('c% E N
TARVEALLT T MEZMFALZZNE 9IZTHIZIE, none ¥—7— FEZEE
user-authentication-idle-timeout =~ FZ# AJJLET, ZDa~r FiZLv, 7/1’ Ko & A
LT T MTXUERRESNE T, XIUMEZRETDHE, 74 RV ZA LT T MRESR I,
T 74N NERITRESNT I NV—T KR =052 —WFEIEDOT A KV XA LT 7 MEN
MRS 720 £,

G¥)  showuauth =2~ RADINETRINDT A KV ZA L7 D ME, #IZ Cisco Easy

VPN U E—h T4 2D b RNVEBFAELTZ2—F DT A KV XA LT 0 MEIZR
D FET,

WD a~ K& LT, IPPhone Bypass % L £,
ip-phone-bypass enable

IP Phone Bypass #fliflJ 5 &, "— KU =7 77472 FhOBFRIZHD IP 7428, 22—
FEET A7 L CEERE C& £9, IPPhoneBypassiZ, 7 7 4 /L b TT 4 =T NIZ/->TW
F9, 2T WA RA F—T TR > T AEEICOREH S ET,

Gx) Flo, INHEDITAT v MOBIEERRT HIZIE. 774 T2 MIMACT RLA
R ERETHLELRH D 7,

IP Phone Bypass %7 « ‘&—7 /W29 5 IZ1X, disable ¥ —7 — K% AJ) L £, IPPhoneBypass
BYEAZFATA L T4 X2 b—2 g UBHIBRT SR, Zoavr RonBEZ A LET,
TOF T a kv, o s —7F KU —)v5 IP Phone Bypass Dl & ik T & £97,

WDa~r RaMiH LT, LEAP Bypass # i@ L £,
leap-bypass enable

LEAP Bypass |Z. user-authentication 731 £ — 7 /LZ/ > TWAEEIZOABEHINET, =
Da<wRZLEY, CiscoVA VLA TIZERAKRAS LB 7/\4273 5@ LEAP /X7 v M
LEAPFRREZfENL L Ton D, 22— WRBGED L ICRBAEA EITTX 5 L 512720 £7°, LEAPBypass
X, T 74N R TT =T o TWET,

IN=RU =T 74T hOHBAIZNS LEAP 21—V |21%, @EIZMENH D £9, hoxb
?*%#4h?N4X®%5K%5RMmB#%AkaVT//yw%%mﬁé:Eﬁ@%
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AnyConnect Secure Mobility Client #&#tD 7 )IL—F K1) o — B DR E .

T2, LEAPBFEAE R I v 2— h CEFEHA, FURAVBERATY LTV /ﬂ?ﬂ/%:ﬂé{nfé‘
ZRVWHE, BRRy PU—7 TRREESN TR WD TT, ZORMBEEZRIIT 5720

LEAP /SA /2 0%, 5D =2 —FFBFEDORTIZ LEAP /X% >~ ~ (LEAP X7 » RET) % I\ NS
LV CHRRE L, RADlusﬁ—/wa)ﬁfﬁaﬁ%muﬁf%{réot9 LEd, Zhick»-T, =—¥
I, ER O —VFERAEIC T = E N TE E T,

LEAP Bypass (., ROZMT CEbIHIEL £,

« secure-unit-authentication 735 4 ¥ —7 /Wl oCNWE L, AV HTIT 4T 2= b
mﬂw F—=TNVOBE. PRV EMH L TLEAP T A ANk TX 5 K 91272 DRI
2. FELEAP (AR TARAANN=RT =T 7747 v baFRETHLERH Y £,

user-authentication 23 X — 7 /L7 > TWH I &, A RF—T T > Tt LEAP
Bypass 233 H S AV EH A,

HERERBE DT 7 A 7R A - R 23, Cisco Discovery Protocol (CDP) % 3217 L T\ % Cisco
A|ronet Access Point T 5 Z &, PCDNIC I — Fif, o7 7> FORETHENEWE
A,

1 :

WORFNE, FirstGroup &9 4RO 7 )V—7 7K U 2 —I|Z LEAP Bypass # #% €3 5 Hik&ER LT
WET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# user-authentication enable
hostname (config-group-policy) # leap-bypass enable

LEAP Bypass &7 « &—7 /W23 5121, disable ﬂe U — R&ZAJLE7, LEAP Bypass J&
PEFETar 74X ab—2a UNOHIBRT 212, Zoavr Ron JBRE AN LET,
ZOF T a AT 5L LEAPBypass @1@75_»%!@ IN—T R = OkETEET,

AnyConnect Secure Mobility Client D 7 )L— T K1) O —EHDERE

AnyConnect VPN Client #fit (241 ~—7) (2”9 KL 912, AnyConnect 7 7 4 7 > M i a A
F—T M LTt%IE, T —7 KR Y > —@ AnyConnect #8E% A X — 7 WV E LIS AICTE F
T, FNA—7 R —webvpn 27 4 X2 L — gy T— RTROFIAZFATLET,

Fig
ATy T1L FA—F R —webvpn 2 7 4 Fab— gy E— RERBLET, KIBEZRLET,

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn
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. AnyConnect Secure Mobility Client ##D 7 IL—F K1 O —BHEDFHRE

ATy T2

ATy 73

ATy T4
ATy 5

ATy 76

TV RARA > b a2 Ea—4% ETAnyConnect 7 74 7 kDKM A VA N —ILET 4
T —7 2T HIZIE, none ¥ — 7 — K& F57E L T anyconnect keep-installer =~ > K& H L £
T WITHIEZRLET,

hostname (config-group-webvpn) # anyconnect keep-installer none
hostname (config-group-webvpn) #

T 7AWV KT, 7747 2 bOKEENIRA VA M= UEIA R—T Vo TWET, 774
7> MiE. AnyConnect v ¥ g VO THHCZ Y KA > MIA VA b= ENT-FE Ik
D\i‘g—o

7 NV—"7" 7R U > —@ AnyConnect SSL Btk C HTTP 7 — ¥ OJEME &% A 1 — 7 /W T 51T
I%. anyconnectssl compression 2~ > RZ AN LET, 77 4/L ~Tid, EffiiInone (71—
TN) ITRESNTWET, Efiz A R— 7T T DIT1E, deflate ¥ — U — FEfEH L £,
WITH &R L ET,

hostname (config-group-webvpn) # anyconnect compression deflate
hostname (config-group-webvpn) #

Ty RETRHORE (258 =X—)

T A ADRHEREDT A RREA MR T 2R A HIRT 258 Th, 7r¥xy 7747 U4 —
Jv. FETIENAT 7354 Zf& D AnyConnect #2ft 2 BRVVZ £ FICTHZ &M TEET, Tk
THOITE, WEERAL TR =TT 7947 Avt—VOHELZRELET,

anyconnect ssl keepalive command:

anyconnect ssl keepalive {none | seconds}

Flo, =TT IA T ERETH L, UE—F =—H7) Microsoft Outlook ¥ 7= (3 Microsoft
Internet Explorer 72 XDV oy "= TSV r—a &k T VT 4 TIZFAT L TV WGE
T%. AnyConnect 7 74 7 > MIUIKIE L OHER S NLEH A,

WOFITIE, AnyConnect 7 7 A4 T2 "X —T T F7A4 7 A vtv—V% 3008 (54y) OBEE
THEETELEOEF2V T TTIAT U AERELET,

K

hostname (config-group-webvpn) # anyconnect ssl keepalive 300
hostname (config-group-webvpn) #

AnyConnect 7 74 7 > Fi3SSLE v v a o TH—Z AR TE 5 L 51295121, anyconnect
sslrekey =~ > RafiH L £,

anyconnect ssl rekey {method {ssl | new-tunnel} | time minutes | none}}
T 74N NTIE, F—FERIET 4 E—T Mo TVET,

method % new-tunnel (Z¥5E 9% & SSL F— D FA LTI AnyConnect 7 7 A 7 > b A3HT L
N RNV EFENLT D 2 EMRESIVET, method Z none I8 ET 2D &, F—FHAKITT « &—
TAZ72 ) £, method & ssHITHEET D &, SSL OFR T L= —3 g TF—FARTIAT
DOIFET, method ZF5ETHRDVIT, By a v OBRENL X —FAERNTHOID £ TOR
ffl4 1~ 10080 (1#fH]) ORI THETEET,
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ATy T7

AnyConnect Secure Mobility Client #&#tD 7 )IL—F K1) o — B DR E .

WOHITIE, F—FAKFIZ AnyConnect 7 7 A4 7> R3SSL LRI m— h9 5 K 5 1T
EL, F—HAERRE v a VBRBEOD 30 D%ICEAET DL IICEEL TWET,

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30
hostname (config-group-webvpn) #

IIA4T v N7 ban SR REEENT AL, ASARIPVe T 7 4 v 7R ETHIL
TWbHEEZDAnyConnect 7 7 A7 2 MZELDIPVA N T 7 4 v 7 OFIHER, IPVANT 7 4 v
JETETHMLTNDEZDIPVE N T 7 ¢ v 7 OFBRGIEEFRETDHENTEET,

AnyConnect 7 7 A 7 > M3 ASA 1T VPN #fit 42 & 12, ASA T IPv4 & IPv6 O— i £ 7213
WFOT R A% Y4 TE94, ASA 25 AnyConnect ##¢(2 IPv4 7 KL A £ 721 IPVv6 7 R L
AT HEFND Y THEGAIZ, ASABIPT RLRAZEID B Thholory NU—T NTT7 4 v
TIWZOWT, 77347 b 7abhal A RRAZL>TEDIN I 74 v Ry 73/5
M, ETALASAZNRA RNALTI TA TV b OlEE{E7e L, 2F0 [Z7 V7 TF A
ELTOREEFATOINERETEDH LI ELL,

7= & 21X, IPv4A T R L AD I AnyConnect #ElZEI D 4 TH AL, =2 RABFA U FRT 270 A
o EINTNDEERELTLEIN, ZOT Yy REBEA 2 M IPVE 7 KL A~DEIEE % 5 A
TelXIZ, 7T7AT 2 N AN T a Fa RN T 4 E—T VOHEIEL, IPV6 N T T 4
IM Ry TENETN, 753A4T 2 F A48 Fa halPBgizx—7L08E4E1%. IPv6 k
TG4 ITFITAT U NP7 )T TXFARMNE L TEESINET,

SSL 85 Cld7e < IPsec b v RV EFENL L CTWAEEIE, 7 747 > N TIPVe BAZNZ/ - T
WDDE D ASAIZIEII SN2 oD, ASAILHIZZ T4 T b XA /XA T a b aViE
Sy al g LET,

client-bypass-protocol =~ > REEH LT, 7747k XA RXZ T a falifigsz A x—7
NELFZT A E—=7 M LET, a~xy FEUIRO & B Y TT,

client-bypass-protocol {enable | disable}

WIZ, 7FAT U R AR T a harvef 2= T 56~ LET,

hostname (config-group-policy) # client-bypass-protocol enable
hostname (config-group-policy) #

I, 754 T b A8 Fa haleFAe—7cd 502 R~ LET,

hostname (config-group-policy) # client-bypass-protocol disable
hostname (config-group-policy) #

WIZ, A F—TNVEFIET A= MR TWEITFTA T h XA NRRA T a haLREr
HIERT 2625~ LET,

hostname (config-group-policy)# no client-bypass-protocol enable
hostname (config-group-policy) #
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. AnyConnect Secure Mobility Client ##D 7 IL—F K1 O —BHEDFHRE

ATYT8 ASAMICT— R AT v T aFRELESAEIE. VPN v g ORI S5 ASA
IP7 RUAEMIT D722, ASAOFQDN 25 ELET, ZOREF, SEIFERIPT
farvoOxry hO—JWDO7 747 ha— 7% R—b359 2 TEETT (IPvd 2
5 IPV6 72 &)

AnyConnect 7’1 7 7 A /LiZ& %5 ASAFQDN Zffi ] L Tr— X 7 #%IZ ASAIP 7 R L A& HL
BTHZEETEETA, TRVABRR—=R AT T U FUADELNT AL A (b
FNPHESLINTNDT NA R) =B LBRWGERH D £7°,

TIRAADFQDN N 74 T > MIEUZE SN2 WIGE. 7747 > ME, LRI b > RV
SMINTWDIPT RLA~OBERERAAET, £ DHIP7a k=2 (IPvd 25 IPV6) D
Fv hU—JMlou— > 7Y R— 3 5HI2iE, AnyConnect (X, k> RV DO FFRELIZE
THASAT RLAZRETE DL L HIZ, m—I 0 7#%IZT /31 A FQDN D4 Hifik %17 5 &
TRV ET, 7747 v ME WIS TIC T e 7 7 A VITAFEIET D ASA FQDN Zff i L
£, DOy v a UEEETIE, EAFTRERGEIEEICZ. ASAICL- T vy v adhie

(F7-. IN—F RY O —TEBEENKE L) T30 2 FQDN 24/ L £, FQDN 3%
ESILTWRWEEE . ASA (3, [Device Setup] > [Device Name/Password and Domain Name] ® &%
ENENOT /A3 ZAFQDN Z s (BLU 747~ MTXE) LET,

TNAAFQDN B ASAIL L > T v v a ENTWRWESE, 7747 M, BR5IP 71
Faroxy hT—7Bou—I v 7H%RICVPN £y v a VAN TE EH A,

gateway-fqdn =~ > RZfH LT, ASAOFQDNEZREL £3, a~r FEFKRDO LY T
R

gateway-fqdn { value FODN Name | none} % 7213 no gateway-fqdn
&Iz, ASA ® FQDN % ASAName.example.cisco.com & L CEFKT B4 /R L E T,

hostname (config-group-policy)# gateway-fgdn value ASAName.example.cisco.com
hostname (config-group-policy) #

WIZ, ZN—T"RY =05 ASADFQDN ZHIbrT 562~ LET, Z—7 R I —IF,
TI7ANE TN—T KU =06 ZOMEEMELET,

hostname (config-group-policy) # no gateway-fqdn
hostname (config-group-policy) #

&IZ, FQDN #ZZDfE & L CEHET AH% /R~ LE7, hostname =~ > FE X domain-name =
~ U RZHEALCHRESNTZZ 2 — L FQDN MEH S ET (FEHTRERSS) .

hostname (config-group-policy) # gateway-fqdn none
hostname (config-group-policy) #
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N7y T H—NEEORE .

N7y T H—N\EBHEDOHRTE

Ny T P H—=n"eBZELET EHATLITERDHLILE) . IPsec/ Ny 77T v 7 H— "%
HHT2E. VPN T4 T2 MET T4~ U ASA BMERRAOEE R4 MR T 5
ZENTEET, NI T vl —NEHETHE, ASAIL, IPsec M RIVEMELT D & &
W27 7AT7 Y MY —RN YR NEZELET, 7747 M EERITTT A4~ ASA LTy
IT T HP—=RNERELRNRY, Ny 7T o7 = NEFEELEE A,

NPT o7 H—=Nd, 77947 M EEFRIEFTTIA4~Y ASA BICERELET, ASA LiZ
NPT o T Hh—NeRETDHE, X I T v T H—NEKIV—RINV—TNOIFA4T
MZTyvva&, 7I9AT M EDRY I T T =R U R GRESNTWEEE) 2
BEEHbLY ET,

GE)

KA N EZHAT L5, Nv 2T v 7 DNS B —_"BLOy 77 v 7 WINS — 3%
7T A4 <UDNS YV —"BLORTT7A~<U WINS H—_LFHoxRy hU—27 BIZERET S Z
EEHRELET, ZOXICLBRNE, N—RU=T I TAT U NOYKD T TAT 2 RR
DHCP /L T/~ Ko =7 747 h)>5 DNS [H#FE L OVWINS fF# 2 BUE L T\ 58
G TTA=) =N OEER KDL, Ny T v T Y — -7 % DNS [E#H & WINS 1§
WRH D E, DHCP UV —ANHIRUINIC /R D E T/ IA T hEaRHTE R RV ET, F
7oy RA ML EMERL T DEHAIT DNS — "N HRANC/2 D & KiERBEN R ET D
BENARHY 7,

Ry 0T v T B—RERETHIIIE, IV—F RV —ar7 4 X¥al—g EF—RT
backup-servers =~ K& A LET,

hostname (config-group-policy) # backup-servers {serverl server2... serverlO |
clear-client-config | keep-client-config}

Ny 7T o7 —=NEHIRTHIZE, NI T v T P—RERELTIODa~<y RO no B
Z ANJJLF9, backup-servers EMEA2EI T2 7 4 Fab—a B HIERL. backup-servers
DIEZAMMD T NV—T R —InbRTE 2D L HICT 212, SIEEHEEEFIiczoav s R
Dno X EATLET,

hostname (config-group-policy) # no backup-servers [serverl server2... serverlO |
clear-client-config | keep-client-config]

clear-client-config *— 7V — Ri{X, 7747 N TR I T v 7 h—NEFH LRV 52
ELET, ASAIX, XNVDH—RNR YR &2y =2 LET,

keep-client-config = — 7 — NiX, ASANNy 77 v 7 = FRE 7 T4 T MTEELR
W EERBELET, 2747 NI, MEAORy 7T v —_R X NEFEHLET G
ESNTWDIES) . ZHhET 740 ETT,

serverl server 2.... serverl) /3T A —4% U X MNE, T4 <UD ASA BMEHAR BT DEEIZ VPN
TI3AT L NWMERT LY —RET T4 ) T 4AICAX—ATRY) -7V A FTT, ZDY
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B < ro—v7rzvsavavro—nSx—sn%E

AN, =B IPT FLAERIEIARA MM THEELEST, 20U X FDOE X3 500 X5
FTT, BIITE 2 MUITHRK 10 HE TTY,

WORFNL, FirstGroup & WD ARTOZ N—7 R Y —IZ, IP7 KL A7310.10.10.1 & 192.168.10.14
THHNN I T v T h—NeRETDHIHEEZRLTOVET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # backup-servers 10.10.10.1 192.168.10.14

Yy cIO—H 7I~°E‘y°/3>:|‘zl~l:l—)l//\°5}—90)a£7i

ATy 71

COHETHBAT LI NL—F RV —NAC 2~ FiZiE, T_TF 740 FOERH Y £3,
ESY L THMBERGEZRE, ZNOHD/NT A — &@77¢w%ﬁifﬁbﬁw6<ﬁéwo

ASA X, PEBREEGEZ = k=L (EAP) overUDP (EAPOUDP) DA »E&—U %ML T, UE—
FARANDORAF v 2B LET, RAFYRIAETIE, VE— M RA MRy NU—2 T2
T AR —ZEY B THRNT, TOFRAIREF 2T 4 OXLBEEMZHIZLTNDENE D
PRTARONET, ¥FX2 VT4 TTIAT UV ATHRy MUY= T RIvyvay arybo—
IVERET HENC. NAC HIZ Access Control Server 258 E L TE L LERNH D £,

Access Control Server iX, AT LDF=ZY 7 LER—FDOEKR., T3y 7, BLUOReX
TN ONERE RTRAF ¥ b—2 2 (ACS TREFRERLTI) 2XaUT 4 777
AT VAZH e — RLET, RIORHAAT ¥ b—2 1%, Healthy, Checkup, Quarantine,
Infected, F7=iXUnknown T§, RAF ¥ RRIEE72I1Z7 74 7 > R LORIER KD &, ACS
ey a AT 78AR) v—%Xa T4 TTI7A T RIXZym—RLET,

FIFNEIDITN—T R —FHIIREITN—T RV —DFRy NT—7 T RI v g
oy b=V ERETDHIIE. ROFIEEZFEITLET,

FIE

(EE) AT—2A 72 )= 2A~—DOHMERELET, EX2 VT4 7TIA4T R

E. RAF Y BEERMER KDY | AT =2 A7) —DIRE S TWAH =N, AT —X
A2 —=DIA~—ZRHSEET, ZOFA~—OHRPEIND & A FDRAF ¥ D
REEW~LH 7)) — (AT —=H A7z =) PREITENET, XA ~—DHiR%Z 30 ~ 1800
DM TANILET, 774/ hOREIL 300 HTT,

Xy hU—=7 T RIvvararyio— Loty arT, RAFYRIEDRER KDY,

RAF ¥ DEREZFRDRO 7 ) —NRITIND ETORBERET 212X, Zv—7RY
v— a3y 7 4F¥alb— 3 E— KT nac-sq-period 2~ FEFEHLET,

hostname (config-group-policy)# nac-sq-period seconds
hostname (config-group-policy) #

FIANINDITN—T R —NHEATF—F A I — F A ~w—DEEMAT AT, k&
TORBIN—F RV —IZT7 7 A LT, Z0a~vr Fon BN EHHLET,
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ATy T2

ATy T3

vy kD=5 7RIvvavavra—L 5 i—20EE [

hostname (config-group-policy)# NO nac-sg-period [seconds]
hostname (config-group-policy

RIZ, AT =2 A 72— 2 A <—0DfE% 1800 HIZAH T 5H 2R LET,

hostname (config-group-policy) # nac-sq-period 1800
hostname (config-group-policy) #

WO TIE, TIHN N ITN—T R —INHATFT—FZ AT ) — A <v—DEZ A LT
WET,

hostname (config-group-policy) # no nac-sg-period
hostname (config-group-policy) #

(EE) NAC OFRIEOHE 2R ELET, ¥X=2VUT 4 77 IFA4 T RiE, RAF ¥ Bt
DR D DTN, BRGEY A v —Z B S8 3, 20X A ~v—»nHIREINICR D

&L ROBRIEORAF ¥ FEN ) T—SNET, EXF2 VT4 T 7 T4 T A3, ZhvE
TLREILAHETRAT v ZBHRGELET, RATF Y REAEE 72 IXHMREERICT 78R a0 br—
= RNPEHATER2WEA, T 74V DT NA—T R =N £9, RAF v
EREET 5 R Z B CAN LET, #iBHI 300 ~ 86400 BT, 7 7 4 /L R ORKIEIL 36000
BT,

Xy hU—2 7T RIvvararho—Lotyar TRAF Y 2T 52 ET
HIZiE, IN—7 RV — a7 4 X = b — 3 E— FTnacreval-period =~ R&ff
ALET,

hostname (config-group-policy)# nac-reval-period seconds
hostname (config-group-policy) #

BRGEY A ~—DfEET 7 4V N T —7 R =0 bR 5120, o7 v —
TRV —IZTZEALT, ZOa~vry RO no JEREZEH L 7,

hostname (config-group-policy) # NO nac-reval-period [seconds]
hostname (config-group-policy) #

WIZ, FRGEY A ~—% 86400 FIZEH T 562~ LET,

hostname (config-group-policy) # nac-reval-period 86400
hostname (config-group-policy)

WOBTIE, T 74N DI N—T R —nEFMAEE A ~—DEZ A L TWET,

hostname (config-group-policy)# no nac-reval-period
hostname (config-group-policy) #

({EE) NACHIT 74 /NVPMACLEZRELET, BEX=2 VT4 TTI7A TR, FAT~
EREFETE 2WVEAIC, BIREN- ACL IZBEMIT SN TWD X2 YT 0 RY v —% T

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .



Y4 FEVPNEEUS 5147 VPN |

B < ro—v7rzvsavavro—nSx—sn%E

ATy T4

L¥7, none £7213L8E ACL i E L ET, 7 7 4 /b hiXEl<none TJ, none [ZHET D

ELBX 2 VT4 TTIATURE, RATF Y ERAECE Do b ZICT 74V DT —
TR —E@EHLET,

RAF ¥ ERAECE eholory hU—27 T RIvyvaryariie— Ly arOFr 7
JVEACL ELTHERAEND ACLZFRET DX, FV—7 R —ar 74 F¥alb—s
v &— KT nac-default-acl =~ > R&ZfEH L £,

hostname (config-group-policy) # nac-default-acl {acl-name | none}
hostname (config-group-policy) #

T 7N DT N—T R =5 ACL kAT 5121%, MkERTTOREI N—T KR v—IiZ
TI7EALT, ZOa~vry Ron BERXEHEHLET,

hostname (config-group-policy) # NO nac-default-acl [acl-name | none]
hostname (config-group-policy) #

ZDa<wy ROERFRO LB TT,

e acl-name : aaa-server host =~ > R Zffil L T ASA uﬁﬁﬁéi’b’flﬂé RAT ¥ ZRFET
LY =N T N—TDLMERELET, ZOAHNT, £Da~ 2 RITHE S 7 server-tag
BN T HMERH Y 7,

enone : 77 A/ F—F R —nbD ACL DK E T —7 112 L. NAC & v
a VTCRAF Y RIEN TERDP oL T ACL i L EH A,

NACIZIF 7+ /L N TCF 4 B—T N> TWAHT-H, ASAZIEIETLVPN FF 7 4 v 71X
NAC 231 X —T WD £ T, NACT 7 /L h® ACL ORI Z T 8 A,

WOHFITIE, RAF Y ERIETERNo72E &I, acl-l LW ACL 2T 2 L9 EL
TWEJ,

hostname (config-group-policy) # nac-default-acl acl-1
hostname (config-group-policy) #

WOFITIX, T 74V ZT—F R Y —5 ACL k& L CW\WET,

hostname (config-group-policy) # no nac-default-acl
hostname (config-group-policy) #

KOFITIX, T4V K ITNA—T R —nHDACLOMEKZT 1 E—7 2L, NACE v
Ta VU TRAF v ZRIETE RN -2 ZICACL ZHA L EH A,

hostname (config-group-policy) # nac-default-acl none
hostname (config-group-policy) #

VPN O NAC %BRZRE L ET, 7 74/ M Tk, fbRY A MIEIZR>TWES, 74 1¥
BYEDT 7 # /v MEIX none TH, RAF ¥ MGREZHIRT DU E—F "X OARXVL—T ¢
T AT A (BXOYACL) Z & 12 vpn-nac-exempt 2~ K& 1A A LT,
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vy kD=5 7RIvvavavra—L 5 i—20EE [

RAF X REE R T DV E—havEa—2DX A 7DV A Mz b ZBINT 5120,
IN—TRY)v—ar7 4Fa2l— 3 F— FTvpn-nac-exempt 2~ > RZfEH L £,

hostname (config-group-policy) # vpn-nac-exempt os "os name" [filter {acl-name | none}]
[disable]
hostname (config-group-policy) #

WEKET 4= ML, TRTORA FERATFT Y RAEOXIZIZT HIZ1E, vpn-nac-exempt
DT <HEAIT none ¥—V— &2 AN LET,

hostname (config-group-policy) # vpn-nac-exempt none
hostname (config-group-policy) #

WY A ROy N REIRTAICIE, Zoa<wy Rone BEREHEHA L, YR+ 5 42—
T4 T VAT A (BXOACL) 2 ELET,

hostname (config-group-policy)# NO vpn-nac-exempt [os "os name"] [filter {acl-name
none}] [disable]
hostname (config-group-policy) #

ZDOTN—T R —IZBEMT 5TV A EERD 2 MZh D e MY RHIBRL., T 7 4
N ZN—F R =Y A NEMKTHIZE, F—V—FR2ETETICZ0a<vr Ko
no XA L EJ,

hostname (config-group-policy)# NO vpn-nac-exempt
hostname (config-group-policy) #

Zoa~vy ROMLEFITRO LB T,
e gcl-name : ASA D7 4 X a2 b—3 g VITIEET B ACL DL HIT,
o disable : 5efRY A o= MU ZHIBRETICT =T M LET,

efilter : (X7 ay) avba—FDOFX—FT 47 VAT LOELFIN—FH LI L x
T T4 7% T4 NZ) T T 57D ACL 2L E9,

snone : Z D F—YU— K% vpn-nac-exempt DI kA AT LA, AN T & —
TR [ TRTORA RRRAF v BEEOR R/ Y £, ZDOF—TU— N% filter
DFSHEAICAN LIS AR, = FY TACLZHE LW 2R LET,

c0S: AR —F 4T VAT AERATF Y BRIEDL LG LET,

cosname : XL —T 4 T VAT LADELHTT, LENCAR—ANEGENTWVLHEAIC
OHBIHAFRHMETT (7 & 21F "Windows XP")

WOFITIE, MANT =TS, TRTORA RBRAF ¥ RIEORRIZSNET,

hostname (config-group-policy)# no vpn-nac-exempt none
hostname (config-group-policy)
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B o nose7or 7079 -0 Ky v —omE

ATvF5

WIT, RV XA b _XTO MY ZHIERT D02~ LET,

hostname (config-group-policy) # no vpn-nac-exempt
hostname (config-group-policy)

WhDa<w s REANLT, Xy NIV—FI T RIvvararybo—LEAX—TNVEEET 4
=TI LET,

hostname (config-group-policy) # nac {enable | disable}
hostname (config-group-policy) #

T HN N TNA—F R =05 NAC OFRTEZMAT 5121, MARTTORBEITL—T7 R
T/ BALT, Z0awy ROono BRAEFHLET,

hostname (config-group-policy)# no nac [enable | disable]
hostname (config-group-policy) #

T 74V hTlE, NACIET 4 B—7 il >TWET, NACE A X —T7 /LT 5L, UE—
N7 7B ATRAF Y HGENMLEIZRDET, VE—bF A Ea—HXDRAFYNELND
MR IND E ACSH— "N ASATHEAT 7 78A RV v —%2 Xy u—RRLET,
NAC L, T 74/ hTIET 4 B—T NI/ >TWET,

Access Control Server X% v U — 27 FICIEET A MERH VY 97,
WOFITIX, ZN—7 RY —IZx L TNAC A 2 —T7 /I LET,

hostname (config-group-policy) # nac enable
hostname (config-group-policy) #

VPN SATUh D74TF794—ILRY O—DERE

TrAT AL, T—HDERFT Y NERERT Y hEEREIREL T, X7y bO
T7AT UA—/VIBREZTRIT 50, £33y bae Ray X T50 802 kETH L
WZED, av a2 4 02—y MO OBEL CIRELET, 7747 U4 —IE, 7
N—TDVE—bF 2—FNRATYV v h bRV TEHRELTOHWDEE, EX=2 VT 1 D
a7 LET, ZOBE T7AT AN, A X —Fy bERITZ—FDOr—H L
LAN ZRHETAREBAN D Z—FDa L Ea— 2 R#E L, OWTIIEERy hT—2 4
H#ELET, VPN FA4 7 hAMHLTASAICHER L TWAD Y E— b 2—HT, @k
T AT IF— F g BERTEET,

IN—TFHR)—ar7 4 ¥ 2l —3 g T— KTclient-firewall =~ > F&fH LT, ASA
MIKE o rdvm—ya VHIZVPN Y A4 7 2 MCEMET 5=V TV 77 AT U 4 —
NR) =R ELET, 77 AT 74— R —%2HIBRT5I12E, Z0a<2 ROne
READLET,

. CLI 7w% 3:CiscoASA &) —X94VPNCLIOA Y T4 Falb— 3y HA K



| 54 FRAVPNEE US54 72 b VPN
AnyConnect 7 ATV b T7 AT 04 —IL R S—DEHE .

TRTOT 7 AT VA=AV —%HIRT DI, 518%FEE 712 no client-firewall =2~
VREADNLET, ZOa~<wr RiZLY., none ¥—7— R&HHE L T client-firewall =~ > F
EANUTERLTEX VAR =0 HEZEN b EH T, RIEFHADTXTOT 7 AT Ut —
VAR Y —HHIBREINE T,

Tr7AT U= R =0l be, 2—FET 74V NELIFZOMD T V—T K
—WNICHTET D7 7 AT U A — AR o—E K LET, 2RO R T 7 AT Ut —
JVIRY —Z R LWV 5129 AI21E, none ¥ — T — KZFEE L T client-firewall =~ >
KE AT LET,

[Client Firewall] # '™ [Add or Edit Group Policy] 1 7 1 77K v 7 AT, BIEZITELHE T
LI N—=T R =K LTCVPN I TAT U DT 7 AT U4 — Vi EEEETEET,

GE) o7 7AT7 04— /UiBEEEZMHTE 50X, Microsoft Windows % 524735 VPN 7 7 A1
T RNEFTYE, BAE, N— R =T 24T FEIEM (Windows LISN) oY T R =
T ITAT Y RTHEH, IO OMEEIIEHATE EHA,

DO FVATE, VE—F2—FDOPCLEIZNN—YF NV T 7 AT T 5 — VAL A h—)b
SNTWET, VPNIZITA T MEI, =NV 77 AT O — LV TERINTWDLD T 7AT
UA—NA R —FEHL, ZOT7 7 AT A —NANFETINTWNWD I L EZMHRT H-DOICE
=X LET, 77 AT U —NVOFEITIMEILTDHE VPN 7 T4 7 2 MEASA ~DiEEE R
0y 7 LET (DT 7AT 7+ —/VifH A =X LZAreYouThere (AYT) &FEENET,
VPN 7 Z A4 7 » S EMIIIC Tareyouthere?] A vt —V&FETLILICL-TTZ 747
VA= NEET=ETHNOTY, IWENRINEWEGS, VNI FA T ME, 7747 U4 —
JVINE T LT2T28 ASA ~DEHGIE T LI L LET) . Xy hU—2BFHEN NS
DPCT77AT U+ IVEMRBICRET DGOV ETN, ZoHEEFERTIUL, =—WF
IEBORELE DAL~ A XA TEET,

H2DLFUFTIE, VPNZ FAT 2 RPCONR—YF )L T 7 AT 75— hitihiil 7 »
AT A= NR)—%HEHAT L ENBIRENDZ LR 9, —i2pl L LT, X
7Yy b bRV T EFHALTINAN—TDYE—IPC~DA VF—Fy N N NT T 4 v T %
Tyl THIERFFONET, ZOHEE, FURAPHLINTWAM, A X —F
NMEHORADG PC Z#ri#ETHDT, HEY A NOREINET, ZOT77 AT U4 —LD
>F U AIE, 7= AR Y v —F 721 Central Protection Policy (CPP) & FEEN£4, ASA T
. VPNZ A4 7 MZEMATH 87 7 4 v 7EBAL—LOEy FE/ERL., 2 HDL—L
BT ANZICEEMIT T, 20T 4N EET 7 AT U — LR =& LTHRELET, ASA
XZDORY =% VPN T4 7 FPETRGLET, 20k, VPN 74 7 MIKRY v—
EO—HV T AT IF—UIEL, TR —RNEHINET,

AnyConnect 7 A 7 b 7470 4A—IL R —DERE

AnyConnect 7 7 A 7> DT 7 A T 74—/ )L—LTlE, IPVAB LI NIPV6 DT KL A Z4RE
TEET,
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. AnyConnect 7 SA 7 b Z7 A4 74— IL KR —DERE

ATy 71

ATvF2

2Ty

73

1R BHEIIZ
IPV6 7 RL AR ESNTMET 7 A V— L ZERL L £,

FIE

webvpn Z—7 KUY v— a7 4 Xalb—Ta s B— REMRBLET,
webvpn

&1

hostname (config) # group-policy ac-client-group attributes
hostname (config-group-policy) # webvpn

TFIANR—bERFAT Y w7 Xy NI =7 —LDT 7 A 2 ha—)L b—LEIFEL
£V, TIAN—b Ry NT—=T =B 7 TAT 2 FOVPNRRRT #7547 —T =
A AW SN B =TT,

anyconnect firewall-rule client-interface {private | public} value /RuleName]

hostname (config-group-webvpn) # anyconnect firewall-rule client-interface private value
ClientFWRule

IN—T"RY) =D N—T R —@L webvpn RV > —@HEEZFRRLET,
show runn group-policy [value]

1

hostname (config-group-webvpn) # show run group-policy FirstGroup
group-policy FirstGroup internal
group-policy FirstGroup attributes
webvpn
anyconnect firewall-rule client-interface private value ClientFWRule

TITANR—K Xy NT—T =N TFGAT N T7AT T4 =L —LRHIRENE
ﬁ‘o

no anyconnect firewall-rule client-interface private value [RuleName]
£l
hostname (config-group-webvpn) # no anyconnect firewall-rule client-interface private value

hostname (config-group-webvpn) #
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Zone Labs Integrity Y—/ D .

Zone Labs Integrity H—/ D {E FH

Z MIATIE Zone Labs Integrity —~3 (Check Point Integrity %—/ 3 & HIFEZND) ITOWTHIR
Bi L. Zone Labs Integrity — &R — b3 25K IIZASA X ET L FIEOHZ L ET,
Integrity #— ML, VE—RFPC ETEX a2 VT 4 R —2HEBIPIATT L2005
AT —3 3 T3, UE— |k PCH Integrity — k- THRESNZEX=2V T 1 KR
=LA LA, Integrity — B L ONASA BWME#ET DT T AN~ Xy FT—T ~
DT ARG BIER A,

VPN 2 FA T N Y7 =T & Integrity 7 747~ V7 b yx=7iE, VE—FPC LIC
HIZHEEEL CWET, ROFIETIE, VE—FPC EREDTTAX—F Xy hT—F /I
oy va rEHELTHEEOY E— h PC, ASA, BLEWIntegrity h— DT 7 v a v EFE LD
e

1. VANZ 7478 Y7 b =7 (ntegrity 7 747~ V7 ho=7 LHELCYE—KPC
WHEE) X, ASAICEEREL, TNNEDX A TDT7 7 AT O —NV I ITAT L NTHD
& ASA IZH B FE T,

2. ASACIUTAT U N T7ATIA—NDEATHERBIND L, ASA )5 Integrity 7 7
A7 > MT Integrity — 3D 7 R L A FERIR S ET,

3. ASAIZ7mrxv L LTEMEL, Integrity 7 7 A 7 > bk Integrity H-— 3 & Ol BRAT & $2#5¢
ZRESL U E T, HiIlFRAT 850X, Integrity 7 7 A 7 b & Integrity — 3D 72T THESL
EhET,

4. Integrity —/ 1%, Integrity 7 74 7 MRESINTE X 2 U T 0 AU —THEILL T
WDEMMEIMEFRFELE T, Integrity 7 7 A4 7> bR X2V T 4 AU —IZHER L TWH
D36, Integrity $r— 3B ASAITKE LT, # 2 BV TR DREM A 7 7 4 7 MTHE
g b L oIS ET,

5. UE—hKPCTiE. VPN Z T4 7 k5 Integrity 7 7 4 7 > MCHR DOFERDNIE S,

WY —DERMMNTIEHICHGEND Z & 7o, Integrity 7 T4 7 2 FRT T A X— |
Ry NI —=Z I TEL LML INET,

6. VPN T D &\ Integrity h— N2, 7 947 ho—hE— K A v bE—T %
L C Integrity 7 4 7 > b ODIRBED T =X ZHilT £3,

GE)

A=W A H—T 2 APRKKREOD Integrity br—_"Da 7 4 Falb—vaEYR—FL
TWAHHETH, BIEDY U —AD ASA 13— 2R — h 3% Integrity — T 1 5T,
T 7T 4 772 Integrity Y— NI EE A LA, ASA BIZBIO Integrity P— N A FRE L
ThoH, VPN IA T sty va v HEwRLLET,

Integrity V- — NZFHET HITIE, WOTFNEEZFEITLE T,
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. Zone Labs Integrity Y—/ D A

FIE

ATv 71 IP7 KL Z10.0.05 ZfH LT Integrity % — %% E L £7,

zonelabs-Integrity server-address {hostnamel | ip-addressl}

1 :

hostname (config) # zonelabs-Integrity server-address 10.0.0.5

ATY T2 R=1F300ZHEELET (F7 40k A— FE5054 TT) ,
zonelabs-integrity port port-number

51 :

hostname (config) # zonelabs-integrity port 300

AT w73 Integrity — N DBEHICNEA v X —T = A AERELE T,

zonelabs-integrity interface interface

1 -

hostname (config) # zonelabs-integrity interface inside

AT v T4 Integrity V— NICEENHDHZ EAEESLTVPN 7 74 72 bEERGEAR USRI, ASA BT
I T 4 T EINIA L 3 Integrity — "5 DIEE % 12 BRIFFO L Y LE T,
GE)  ASA & Integrity — "D O TRENBE LGS, =¥ —7 7 A X VPN H
Integrity - — OREEIZ L > THIEr SN2 E H1Z, 774/ TVPNZ Z 47 b
BEGIBIW = FiT7e D 9, 7272 L. ZoneLabsIntegrity V— NIZREE DA L5
By REIJSCUTVPN R 2 LD Z LN TEET,

zonelabs-integrity fail-timeout timeout

&1

hostname (config) # zonelabs-integrity fail-timeout 12

AT v 5 ASA & Zone Labs Integrity ¥ — /3 & OEEREICEF N IEAE LIZHAEIZVPN 7 74 7 2 b & O
DAL D L9, ASA ZexiE L £,
zonelabs-integrity fail-close

1 :

hostname (config) # zonelabs-integrity fail-close

ATYT6 BREINIZVPN 7 747 > MEFORREEREEZT 7 4V MIRE LT, 7747 > MNERENH
WhEEFILR5E o1 LES,

zonelabs-integrity fail-open

i
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ATy T7

ATy T8

T7ATO4—I I 54F 2 b B4 TDZone labs ~DEEE .

hostname (config) # zonelabs-integrity fail-open

Integrity ¥-—/32% ASA 7R — k 300 (57 4 /b MEAR— b 80) (28 LT, H—SSL FEHA
FLIERTHL I ELET,

zonelabs-integrity ssl-certificate-port cert-port-number

1 -

hostname (config) # zonelabs-integrity ssl-certificate-port 300

H— XD SSLAEHIENFIZFRAES LA [, Integrity B — 3D 2 F A 7 > b SSL FEAA E 3 FRAE X
NoE HEELET,

zonelabs-integrity ssl-client-authentication {enable | disable}

1

hostname (config) # zonelabs-integrity ssl-client-authentication enable

TJ7AT 94— ILISA T2k XA TD Zone Labs ~DEXTE

FIE

ARV RFERIETY Va3 B#Y

ARFY T TZ7ATO+—I)L 7547~ %A 7 |client-firewall {opt | req} zonelabs-integrity
% Zone Labs Integrity % 4 ZIZERET D
i, koa~r REATLET,

i) :

hostname (config)# client-firewall req
zonelabs-integrity

RDBRY

FEHIZOWTIE, VPN IA T U N 7747 04— L R —DOKE (182 X—) =5
LTS, 77 AT U+ —/LDH A 7} zonelabs-integrity D5, Integrity H— N2 L -
TINHORY —BRESINDTED, 77AT TA—VKRI O —%EET D2~ Rl
EHSNEE A,

TJ7AT 94— ILDINT A —BDEHRTE
WDa<w ReEANJLT, @R 94T N 77 AT U4 —NVDNRNTRA—FEZELET,

Kavy FICRETEXAHA LV AZ L AIZL DT T, ZEMICONWTIE, VPN Z A4 7 2 b
T AT =R —ORE (182 2—) ZZRLTIZEN,
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B /57 ro7479 105 2—50%

s CiscoiA 7 747 74—V

hostname (config-group-policy)# client-firewall {opt | req} cisco-integrated
acl-in acL acl-out acL

« Cisco Security Agent

hostname (config-group-policy) # client-firewall {opt | req} cisco-security-agent

c T AT A —ILI2 L

hostname (config-group-policy) # client-firewall none

CNABNT 7 AT Utk —)b

hostname (config-group-policy) # client-firewall {opt | req} custom vendor-id num
product-id num policy {AYT | CPP acl-in ACL acl-out ACL} [description string]

eZonelLabs 7 7 A T U 4 —/b

hostname (config-group-policy) # client-firewall {opt | req} zonelabs-integrity

N

G¥)  77AT7UH—)1DHXA 7% zonelabs-integrity |29 5 H51%, 5
BAEBEEL2NTLESW, AU —L, ZoneLabs Integrity H—
NIZEoTROBINET,

hostname (config-group-policy)# client-firewall {opt | req} zonelabs-zonealarm
policy {(AYT | CPP acl-in ACL acl-out ACL}

hostname (config-group-policy) # client-firewall {opt | req}
zonelabs-zonealarmorpro policy {AYT | CPP acl-in ACL acl-out ACL}

client-firewall {opt | req} zonelabs-zonealarmpro policy {AYT | cpp
acl-in ACL acl-out ACL}

Sygate Personal 7 7 A 7 7 +—/L

hostname (config-group-policy) # client-firewall {opt | req} sygate-personal
hostname (config-group-policy)# client-firewall {opt | reg} sygate-personal-pro
hostname (config-group-policy)# client-firewall {opt | req} sygate-security-agent

* Network Ice. Blacklce 7 7 A4 7 7 4 —/b

hostname (config-group-policy) # client-firewall {opt | reqg} networkice-blackice
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% 6. client-firewall A< > FD¥F—7— K& TEH

5547k 274791 —10r5 4 —s0%E ||

INTA—=H

B!

acl-in ACL

TIAT VIR ER T 74w 7IERT
R v—%HELET,

acl-out ACL

IIAT MR EIENT T 4 v 7T S
RY —afEELET,

AYT

IPTAT LV RPCOT 7 AT Uk — T 7Y
T=a N7 AT VA=V R Y — %Al
WMTsZEEBELET, ASAIZTZ 747

T A —NANETEINTWDZ L 2R LET,
[Are YouThere?| LW\ DR A v E—I WK
IRENFET, IWERRWEAIX, ASAIZL -
Thr AR EINET,

cisco-integrated

Cisco Integrated 7 7 A 7 U A —/L X A 75 f5
ELET,

cisco-security-agent

Cisco Intrusion Prevention Security Agent 7 7 A
TOF—NEATERELET,

CPP

VPN AT b7 7 AT 75—V R
—@ Y —A L LT Policy Pushed % #§7& L %
TO

custom

HARNT AT O F—NEATERELE
Er

description string

T AT U F—LOHBEERLET,

networkice-blackice

Network ICEBlack ICE 7 7 A 7 #—/L Z A
TERELET,

none

IIGAT Y N T 7AT T4 —LRY —07%
W EERELET, 77 AT U= R
VLXMW EERELTC, I AT U —Ib
RV —%ERLES, 774V DT N—
TRV —FFEEESNR TS I V—T R
V=77 AT U4+ —/b KU T —%ifkK
LZ2WE9IZLET,

opt

F T ar DTy AT Tx—Iv XA T ERRE
Lij‘o

product-id

TrAT U —NVRGERELET,
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B /s 770z —nomE

req MBI T 7 AT T4 — N EATERELET,

sygate-personal Sygate Personal 7 7 A 7 7 +—/v ¥ A T & fq
ﬁ l./ \52 ﬁ—o

sygate-personal-pro Sygate Personal Pro 7 7 A 7 0 4+ —)v Z A 7%
BELET,

sygate-security-agent Sygate Security Agent 7 7 A4 7 U —/L XA T
ZHRELET,

vendor-id T AT I =D —HEBELET,

zonelabs-integrity Zone Labs Integrity —/N 7 7 4 7 U 4 —/L ¥
AT ERELET,

zonelabs-zonealarm Zone Labs Zone Alarm 7 7 A 7 —)L X A
TEREELET,

zonelabs-zonealarmorpro policy Zone Labs Zone Alarm £ 721X Pro 7 7 4 7
Uor—V A AT EEELET,

zonelabs-zonealarmpro policy Zone Labs Zone AlarmPro 7 7 A 7 U 4 —/b ¥
A7 ERELET,

Wz, FirstGroup &\ 2 £ RiD 7 —7 R 2 —|Z-2\C, Cisco Intrusion Prevention Security
Agent ZEEFTH 7 TAT U N 7 AT U=V R) —2FETLHHERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # client-firewall req cisco-security-agent
hostname (config-group-policy) #

TR IL—ILDEE

ITN—F R — a7 4Fal—3 3 F— FTclient-access-rule =~ > RZHHL T,
ASA I LT IPsec THE CE DV E— RN T |RA I TAT LU MDEA T L= 3 %l
T H2N—NERELET, ROHTA RTA4 N> TA—NEERLET,

L= L ETEFR L72WGE, ASAIZT X COERY A 72 LET,

I TAT LV EBOTRONL—/UI S —H LRWEE, ASAITERZIEG LEY, HhL—
NEERTDHEIE, P — b 1OUEERT OLENRDH Y 3, FaLb—LZER
L7Zgne | ASA T T RToOEREEL LET,

e VTNV 2T VIATV heN—RU =T 7747 hDELLTYH, XA T EN—V3
>3 show vpn-sessiondb remote TH/RINDONE LRI —H L TWDRLENRDH D £,

o LTIV AN R — RTT, TANRH— REEL— LV CTEEEANTHZENTEE
9, 7= & ZIX. client-access rul 3 deny type * version 3.* T{X, X—Y 3 3xDY 7k
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55470k 7922 L—LoEE |

2T HFEITLTCNDEZTRTOIIAT LV NEIATHESETSD, 7944V T 43D7 5
AT R TR A—ABPERINET,

1 ODITN—T RY I —ZOEHRK25 DN—/VEAERTE ET,

o JL—)L &y FARIZKE LT 255 SUFEOHIRNH Y £3,

IV ITAT U MDEATERIFNN—Vay (HDOIWVIZEOESY) ZEEFELRNT T4 T B
Wi, nfaz A TEET,

=V EHIBRT A2, Zoa<vr Fon X2 AN LET, Z0a<wr RNiE, koa~vyr
K& FZECT,

hostname (config-group-policy)# client-access-rule 1 deny type "Cisco VPN Client" version
4.0

FTRTONAL—VEZHIERT A%, 51EZFEE 71T no client-access-rule command %= A /) L %
T, ZHIZX Y., none F—VU— FZFEE L T client-access-rule =1~ RZ34T L CYERL L 7=
XV = NHIVTZENEEZD T, REFHDOTXTONL—/LRHIRENET,

FI7FNVETIE, T78ANL—=UTIHVETA, 7T7AT 2 8 T ITZBA L—)LRRNEE.
=PI T 7NV DT N—T KR —NIFET DT RTONL— L EMER L ET,

PRI GA T N T 7 BANL— A EHA L72WNE 91235121, none ¥— 7 — R&4EE
L T client-access-rule =~ > RZ AN LET, ZOa~vr ROER, +XCoOXA T L~
TarDI AT MR ERTEDLLOITRD ET,

hostname (config-group-policy)# client-access rule priority {permit | deny} type
type version {version | none}

hostname (config-group-policy)# no client-access rule [priority {permit | deny}
type type version version]

ROKIZ, ZNHLDOavwy ROF—T—RERTA—FZOE®ERLET,

= 7:client-accessrule A Y FDF—T— FEEH

INT A=A Ei:

deny WD A T e R—T 5 L DF A, ADHERE
FHEAELET,

none II5AT N T BRIV EHFA LFH

A, client-access-rule & X VEIZFRE L £,
ZAUCTE VHIRBFTF TSNS 20 ET, T
TN DT N—T R —F£ TR ES N
TWDTN—T R = BEEME L7200
oL ET,
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INT A—A BL)]

permit FEEDZA T LN—T 3 o OT 34 2D
ZFFA L ET

priority N—=NDTFTAFNT 4 Z2RELET, K/

DB EFFON—IVE, TTAF VT 48
HbLELS D ET, LEDB-T, 7747
cDEZATENR—=T gy (FRIFZ0o0nTH
D) AT Db/ NS WO L — L,
WHIND =L ERY T, OIS
TAFVT 4 V—IVZFENH D56, ASA
ITF DN —)V L £,

type type 7 V=R OX TN LTT A ADZ A
T LES, XFAIE, show
vpn-sessiondb remote THE /R I DA & B4
WL TWDHDMERHY £3, 7720, U
ANVRI—RELT* LFEANTEET,

version version 70 o BBEROTFZNEZFEH LT, T
AAN=Va rERELET, CFINL,
show vpn-sessiondb remote TF /R S5 HNE
ERBIZH LTV ARLERHY £, 272
L. VANV RKI—FRELT*XFEANTE
EJpN

WIZ, FirstGroup & WO ARTDO T NV—T RV —D I F7A4T > v T ®A M= 1VEAEHKT D
BlZRLET, ZNEHDL—LE, RN—= a3 4XxDY T N7 =T & EFTT 5 Cisco VPN Client
AL, T_TO Windows NT 7 A 7 > b &6 L £7,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# client-access-rule 1 deny type WinNT version
*

hostname (config-group-policy) # client-access-rule 2 permit “Cisco VPN Client”
version 4.*

G¥)

ltype) 74— Rid, [EEOMABTT SN ARFROLTIITTH, ZOMiE, BHEFC
7 IAT Y M D ASAICIEE SHAFERE —F LTS BERH Y £,

A—YRMEDHRE

ZOETE, 2—FREMEE ZORESET OV THI L LT,
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1—¥a0avIs¥aL—varors I}

F74 R TIE, 2=V, B0 U TOENTWA I L—T R =5 TCO—FEts
WAL ES, £/, ASA Tid, =—% LU TEBNCBEMEZE D 4T, TO—PI05Ef &
NHITN—TR)—Dfa EEEXTHZENTEET, 2L 2R, T _XTO2—P| TR
MNOT 7 2% L, BEDZ—WIZ 24 BT 7 ¥ 252 HF 0T 57 NV—F R o —%
WBETHZ ENTEET,

A—HZDa22 74X L—2 a3 DRT

TN—TRY) —Ipbi K LT 7 40 MEbLEO T, $XTOa2—FAHADI LT 4 F a2 b—
TarvERSTHITIE, ROLHIZ, all ¥—TU— RNZHE L T show running-config username
ax Fae AN LET,

hostname# show running-config all username
hostname#

Zoavwr RiE, X TOa2—FELIFFEOL—Y (= —FLEZHE LS OFLE
NTeRAT— RERHEL NV EFRLET, al ¥—U— RE2EKT5 L. HRMICRESN
TAEZ TN Z OV A MIERENET, ROFNE, D=~ FTtestuser &) —H &5
E LIS EOM hE R LET,

hostname# show running-config all username testuse
username testuser password 12RsxXQnphyr/I9Z encrypted privilege 15

BROI—YDEMEDEE

BEDZ—YERET HIZIL, username 2~ FEFH L Coa—FLE—RIZAY, 22—
WA — K (DRRTU—KZLH7A) EREEZEIV L TET, IBELR»>T=T_XTORME
X, Z—F R =R SN ET,

Wl —FREET — Z X— A, username =~ > RZ#H L CAL SN2 —F THER S

TWET, login 2~ RTIEL, ZOF—F_N—RZiEMIEA L ES, =—F% ASAT —
HR—Z2BMT A2, Fa—)bary 7 4 Fal— g3 F— RCTusername 2 K%
ANLET, 2—PFZHIRT HI2E, HIbRT 22—HFAEZHEL T, Z0a~vy RO ne /N—

VarEFHALET, TRTO—FLZHIRT D101, =—F4EZHESTIZ, clearconfigure
username =~ R&fif L ¥4,

A—HDINAT— R ERELANILDERTE
PR AT = R EEHEL -~V 28 Y 24T A1, username 2~ REZ A LET,
nopassword ¥ — 7 — Rz AJjT5 &, 20— AT RRRETHLH I LEHETE
F4. NRAT— REEETAEAIT. TORRAT— REREALERTRET 20 E ) haisE
TEFET,
F7arDprivilege ¥ — U — RICE VD, ZO2—FORHEL VL EZRETEET, HELX
NOFPIL0 KIK) ~15TH, &I, VAT AEHRE RS O/HHEL LV ERELET, T
TH I D LULE 2 T,
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hostname (config) # username name {nopassword | password password [encrypted]}
[privilege priv levell}

hostname (config) # NO username [name]

TROFIZ, Z0a<wy RCTHEATAIXF—U—RFEEHOEW®RERLET,

username =< ROFxF—U — R & B

F—J— FIEH F=3U 3

encrypted IRAT— ROWEFbEEE L £,

name 2=V OL4FIEFE L ET,

nopassword ZDOZ—PIZRAT — RBRME/RNT & &R
LET,

password password ZDI—FIZNRART — RBFIET D 2 & &R

L. mAU—FZfHELET,

privilege priv_level DOV ORHEL IV ERELE T, #H
1L0~15T9, ZOHENMENZE, v
R A FHR° ASA D45 FRIZ BI A BERE SR E &
NWET, 774N NOFEL L2 TT,
VAT NEBE OB OFHEL LT 15 T
R

T/ NTEH, ZOa<wr RTEBMLE VPN 22— 2B EZiE 7 v —7 R Y o —2 B
AT ONET AL, TRTOEEZIRICHRET D2HLERH Y 77,

WORFNL, B b STz /S AU — K% pw_12345678 T, e L ~UL2N 12 @ anyuser &9 4
D A—F 2R ET L HEEZRLTNET,

hostname (config) # username anyuser password pw_ 12345678 encrypted privilege
12

hostname (config) #

A—HEHDERE
Z2—HFDONRAT— K (FIETDHHE) EFHELNLVORERIL. TOMOBEEEZRE LT,
INBIHMEEDNEFTHRETEET, EEOREMEEMEOT ZHIBRT DI2IE, Z0a<w Ko
no B A& AT LFET,

attributes ¥ — 7V — RAZ4EE L Cusername 2~ REZ A1 LT, 22—V L E— FIZAY 9,

hostname (config) # username name attributes
hostname (config-username) #
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VPN 1 —HEHD

BARDETE

7Y RERED

=]

DEXTE

VPN 1 —HRHEDHE .

T IREL, FILWE— NIRRT ZLRENET, ThTRMEEZRETEET,

=JL ==

ax &
VPN = —H @M, ROETHHAT 2 X 512, VPN BERICEADOEEZZRE L ET,

PR, ENETICZ—PH LUV TRIESHLTORWEIEDEE 7V —T7 R Y =7 bk
ATDHEICTEET, ZO2—FRBHEMEKT 270 —7 R o —DARTEIEET DI
I%. vpn-group-policy 2~ > R&Z AN LET, 774/ FTliE, VPN2—HIZIZ 7 —T K
R EEMST B TWERE A,

hostname (config-username) # vpn-group-policy group-policy-name
hostname (config-username) # NO vpn-group-policy group-policy-name

A—PHE— FTHEHATE 2RBMEDOSLE, 2—PAE—FTRET D L. FEOZ—HITHL
TIN—=T R =28 L REDEEL LEEXTEET,

WUz, FirstGroup & WO ARTD 7 N—T R =05 EMEEHEHT 5 X 512 anyuser &\ H 4
AD2—YERET 202~ LET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-group-policy FirstGroup
hostname (config-username) #

BEW A D time-range 7R U > —DAFIZFEE L T, ZO2—FNL AT LhA~DT 7 & A% FFA]
D IR & B T £

ZORMZFEITAY 7 4 Fab—a O HIRT5ICIE, Z0avy FOone EXNEZ AL
£, 2O T arEHEHATLE MO L—F KUY =5 time-range i & kA T & %
I, EEMA LRV E 5129 5I121E, vpn-access-hoursnone =~ REZAHLET, 774/
I, 77 B R EHIR T,

hostname (config-username) # vpn—access—hours value {time-range | none}

hostname (config-username) # vpn—-access-hours value none
hostname (config) #

WOFNL, anyuser &\ 9 £ RO —H % 824 L FEIXIL 5 time-range 7R U o — (BT B ik
ZRLTVET,

hostname (config) # username anyuser attributes

hostname (config-username) # vpn-access-hours 824
hostname (config-username) #
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B sxmsos( monE

RAREFEOT A U BDHRE

\}

ZOa—FICFFR SNDIARF 7 A L O KREAEEE L E T, 8 T HHiPHI% 0~ 2147483647
T9, 774NV NORFERZ A U HE, 3TT, ZOREEZFETa 74 Falb—Tarhb
HIBRd 212k, Z2oa<r Fon B2 AN LET, v/ A 27 48— ML Ca—H%
DT 7w AEEIETHITIE. 0BASLET,

hostname (config-username) # vpn-simultaneous-logins integer
hostname (config-username) # NO vpn—simultaneous—logins
hostname (config-username) # vpn-session-timeout alert-interval none

GE)

FIRf 2 7 A O REOFIRIZIEFICRE b 0TI, BEOERIa 7 A VAT 5 L,
TXa2VTANETFTL, N7 —~ L AEBELZRIETTZENHY 7,

OB, anyuser & WS ZRTDOL—WITIR K 4 DD 0 7oA VA4 5 HEE2R LT
£7

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-simultaneous-logins 4
hostname (config-username) #

TARILEALTD FDERE

ATvF1

FIE

(EFE) VPNT A R ZA L7 0 MHZRET HI2E, Zv—7 R v—arr¥a
L—YaryT—FREhFa—Y4a7 4 F2b—3 g F— KT vpn-idle-timeout minutes

a<wr REHFHLET,

ZOHMTICEEE FTCBIET 7T 4 BT 4 BN WEEA . ASAITEEIAK T LET, S/
174y, HRRFEIL 35791394 43 CTH VY, T 7 /L ME 304 TT,

WOFNE, FirstGroup & WA LARIDO I N—T KU =215 DVPNT A RV ZA LT &
RETDHHEE R L THET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idle-timeout {minutes |none} =~ > R&ZfiH L2 ZDOMDOT 72 a FRO LY T
R

VPN 7 A RV ZA LT T bEBEHL, ZA4 LT 0 MEEZMALZNE SIZT DI
vpn-idle-timeout none = A7) L £ 77,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #
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ATy T2

74 £n 84679 roEE [

ZHIZ XY, AnyConnect (SSL & IPsec/IKEV2 Diti)7) BEI N7 T A4 7 F L AVPNRNS
7 — /3L webvpn default-idle-timeout seconds fEZfEHT 5 X 5120 £, Zoav R
X, webvpn =2 7 4 Falb—var =R TANLET, =&z,

hostnamee (config-webvpn) # default-idle-timeout 300 DX 5 \ZAT) Ljfj—o 5‘571‘/1/ M
1800 ¥ (30 47) . #iPHi% 60 ~ 86400 F T,

T D webvon #£KEZBUNT, default-idle-timeout fE23HH S VD DL, Zv—7 RV
v—[2—H 4 @M vpn-idle-timeout none 2 iXE SNV TN HLHEDHRTT, TXTDH
AnyConnect #55: TlE, ASAIC L > T RUSNDT A RV & A L7 7 MENBER S F
R

H A4 M (KEvl, IKEV2) BLXOIKEVLY E— N 727 EAVPNOBAIZ., A LT 7k
BF 4= L, ERHIBOT A FAMIRZZH T2 2HRLET,
ZOIN—F R —FFa— RIS —DT A RV ZA LTI 2T I,
no vpn-idle-timeout % AJj U3, fEITMkA& I vE 9,

o vpn-idle-timeout % £ - 72 < BRGE LR WS, EITMA SN ET, 774/ ME 304 T
—gqo

{EE) A7 a2 T, vpn-idle-timeout alert-interval {minutes} 2~ > R&=EHL T, 74 F
NWEALT T ROT T— bk Ave—VRNa2—FICERINIMERZHETEET,
IDOTT—h AvE—U VPN a URIET 7T 4 TIREDO O8I S £ Tlafi
Db ELI—FIUEAET, T74VPOT T — MHRIT 15T,

WL, anyuser LW HAFTOL—HIZ3GDOVPNT A KV EA LT D FOT 77— MNilRz
RIET D HEEZRLTVET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idle-timeout alert-interval {minutes |none} =~ > KZHHL7=FDMOT 7 > 3 0%
WD LB TT,
enone /N7 A—HX, Z—FPEAEZEFELRNZEERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

s DI N—TFEF2—F R =7 7 — MNiREZHIFRT 521X, no vpn-idle-timeout
alert-interval Z A J L ¥4, A SN E T,
CZDNRITA— L L F oK RELBRWGE, 7744 OT 77— MARIZ 14 TT,
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RAEGEEORE
ATvT1
ATv T2
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FIE

UEE) ZA—7R)v—ar7 4 XFal—raryE—REhida—F4ar7 1 Fal1—
v 3 v &— R T vpn-session-timeout {minutes 2~ > Nz LT, VPN £t O KRFR 2 3%
ELET,

/NRFRNE 140 T o KIFRRTIE 35791394 73 T, 7 7 AL MEIZH D £H A, Z ORI AHE
TT5HE, ASA ITHERZ T LET,

Wz, FirstGroup & WO ARTD 7 N—TF KU =2 L T180 0D VPNE Y g XA LT
U NERET D ERLET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# vpn-session-timeout 180
hostname (config-group-policy) #

WOFNE, anyuser &\ D L ETDOL—H|Z180 0D VPN v v a v XA LT U NERETDHH
ExERLTCWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

[no] vpn-session-timeout {minutes|none} =~ > KZFEH L7=ZDMOT 7 v a Ik LB
‘(“‘ﬂ—o
c ZORY —nbEMEHIR L, MKZFFRIT 51213, Z0a~ 2 FDno
vpn-session-timeout JZ N4 A ) L £7,

e MHIRD X A L7 7 MMZFFAI L, A4 L5707 MEZH A LRWE HI2T 51T,
vpn-session-timeout none = A JJ L £ 7,

vpn-session-timeout alert-interval{minutes |} 2~ > R&EHL T, Ty a XA LT T D
TI9— M A= RNa—PIIRRENAIFEEZEREL £,

COTT— bk AvE—1F, VPN LBy a URHEIMICUII SN S £ Tl b b 0hEa—
PR AZFET, RIZ, VPN v g RIS NS 20 R —FI@mEIns Lo REd
DR LET, 1~3000FHEEEECTCEET,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

[no] vpn-session-timeout alert-interval {minutes |none} 2~ > N&fEf L= DfDT 7 a
TR LB TT,

VPNt v a4 LT U N7 7— R MARBMERT 740 K 70— KU —n bk
ENAHZEERTIE. Zoa<vwry RonBERXEFRLET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval
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ACL 7 4 LA MDERA

ACL 7 1 L2 DEH .

* vpn-session-timeout alert-interval none |, = — 2N @EHMEZZ(E LW Z L 2R LET,

VPN #0742 & UTHER 2, FRNcRE S o2 —YEHR O ACL 03/% Az R L
F9, ACLEZIER L, Z—7 R —nb ACL ZfA L2 K 95129 5121E, none F—
U — K% $57E L T vpn-filter =~ ]\‘\7%7\77 L %7, vpn-filternone =~ > N&%4T L CIER L
TEXEZEESH T, ACLZHIBRT HIZiE, Zoa~<wr RonRXE AT LET, nod 7=
EMEHATD L 7»—7T)v—#%ﬁ%ﬂ%f%i¢o_®:7/bzi VA W N()
BIECEITZH Y £HA,

ACLZRELT, ZO2—FIZONWT, SFIERFXATDNT 7 4 v 7 ] £72I3HEEL
£9, WIZ, vpnfilter 2~ > REHEH LT, TN HO ACL 2 LET,

hostname (config-username) # vpn—-filter {value ACL name | none}

hostname (config-username) # no vpn-filter
hostname (config-username) #

GE)

7 A7 > h LA SSLVPN TiL, vpnfilter 2~ R TEFZINT- ACLIIMFEH I EHA,

WA, anyuser &\ D ARTO—H D acl_vpn &9 ACL PO 7 4 V& 3% ET HH)
ERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-filter value acl_vpn
hostname (config-username) #

IPVA7 FLRERY FIYRIDIEE

FEODZ—FIZEIDV LB THIPT RLARAELERXy h~RAZZBELET, IPT FRLAZHIRT S
I, 2=y Fone JBXAEAS LET,

hostname (config-username) # vpn-framed-ip-address {ip address}

hostname (config-username) # no vpn-framed-ip-address
hostname (config-username)

WIZ, anyuser & W) ARTOZ—HFIZIP 7 KL A 10.92.166.7 5% ET 562~ LET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-address 10.92.166.7
hostname (config-username)

%@?Wfﬁﬁbtm7ﬁvx*ﬁ%#é?xbv 7 AT BfRELET,
no vpn-framed-ip-address =~ > RZfEH L72551%, Xy NUV—7 v A7 ZHEE LW TL
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B re7rrizeryr=zoniEE

FEW, YTy h =27 E2HIRT AT, Zoavr RO BERXAEANLET, T4
r OBEIERPEIL D Y = A

hostname (config-username) # vpn-framed-ip-netmask {netmask}
hostname (config-username) # no vpn-framed-ip-netmask
hostname (config-username)

WOBNE, anyuser &) ARTOL—HIZ, H 7 %> b~ A7 255.255.255. 254 % 5% ET D ik
ZRLTOVET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-netmask 255.255.255.254
hostname (config-username)

IPV6 7 RLRESRY PRI DIEE

FFEDZ—FIZEID LB THIPV6 T RLAE Ry h~AZEZRELET, IPT KLU AZHIBRT
A0, Zoa~vr RFone B2 AN LET,

hostname (config-username) # vpn-framed-ipvé6-address {ip address}
hostname (config-username) # no vpn-framed-ipv6-address
hostname (config-username)

WIZ, anyuser & W) ARTOL—HFIZIPT KL A &Ry b~ A2 2001::3000:1000:2000:1/64 %
RETHHEZRLET, ZOT7 RLRE, 7'V 7 4 > 7 Z{#E 2001:0000:0000:0000 3 L 1 >~
& —7 = A A ID 3000:1000:2000:1 Z/~r L TWE T,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ipvé6-address 2001::3000:1000:2000:1/64
hostname (config-username)

koL 70O Fa)LDIEE

ZO2—YPEHTEDLVPN b mADH A7 (IPsec £721%27 747> N L ASSLVPN) %
MELET, 74V ME, T74NV N TN —T R =BG ENSET, IPseciZ/a b
1, CORMEEITa LT 4 X2 —Ta U bLHIRT A, Z0avr KO ne E%E
ABLET,

hostname (config-username) # vpn-tunnel-protocol {webvpn | IPsec}
hostname (config-username) # no vpn-tunnel-protocol [webvpn | IPsec]
hostname (config-username)

ZOawy RONRT A—=ZDOfEIE. ROLEEBY TT,

e IPsec—2 DD (VEBE—FTI7EBR IITAT L b ERIIMOEF2T ¥—bU = A)
o IPsec bR — b LET, BGE. Kb, 772 b, BIOS—EH
PHIETAEX 2T 7YY m—a v EERLET,
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VE—+1—F 722 204E |

s webvpn—HTTPS %}t Web 7 7 7 R CU £— b =—H#IZ7 747 LA SSL VPN
TR ERMLES, 74T MIARETT,

TOavw y REANLT, 19U EDO MR T E—REHRELET, VPN Fo 2% L
TEE T 52—Vt A< b 1o XV 7 T— RERETIHLENDY £,

WORFNIL, anyuser &) BRTOL—WIZT T AT h LA SSLVPN BL W IPsec k> U v
7= RERETDHHEZRLTWVET,

hostname (config) # username anyuser attributes

hostname (config-username) # vpn—-tunnel-protocol webvpn
hostname (config-username) # vpn—-tunnel-protocol IPsec
hostname (config-username)

DE—F 21— T ADHIR

value ¥ — 7 — RZ$5E L T group-lock BIEZFXET 22 LIk 0, f8E LIEBEfFOEE 7 1
Tr7ANTEFTENLTCT 7 EATHLI2YE—F 2—VFZHIR L £7, group-lock %X, VPN
TIAT VR TRESNTZITN—TN, TO2—FRE0 Y CENTWAER a7 7 AL E
FUWEIDETF 7 THI LT, 2—WFEHRBLET, —BLTWRWEGA, ASA
=R TERVEIICLET, Z—Tr v 7 2% E LRWEA, ASAIL, #v 4T
DN T N—T L3RR, 2 —FEFEIEL £,

group-lock JBIEZ LT 7 4 X2 L —a U LHIBRTZI2IE, Zoa~r Ko ne FEXE

ANLET, ZoFTvar 2fiflT5E, 27 NV—T7RY =ik T&E £7, group-lock
BT AT, T 74N NEITRE SN 7 —T R Y 2 —) b group-lock DA % ik
ALBRWESIZT 5L, none ¥—V— RZfEE L T group-lock 2~ > REZ AN LET,

hostname (config-username) # group-lock {value tunnel-grp-name | none}

hostname (config-username) # no group-lock
hostname (config-username)

WOBNL, anyuser LW I ZRTDOL—WFIZTN—T 1 v 7 BRET D HEEZRLTWET,

hostname (config) # username anyuser attributes
hostname (config-username) # group—-lock value tunnel-group-name
hostname (config-username)

VILIDZT VZ4A72 b 2—HFDONRRT—RFREDA r—T )Lk

=PRI A RAT—=REITFTA T N VAT A RIRGET 20 E I DERELET,
RNRAT—RRIFIE, T4V ETT A E—T Mo TVET, EXaT A MIHDHZEN
ONOTNABVATAETODI, NRAT— ROREEZA F—T ML TLEE, NAT— R
RfFET 4 B—7/WIZT HITIX, disable ¥— 7 — K% }57E L T password-storage =~ > N%
AJILE3, password-storage JBMEAFITa L 7 4 X2 L— 3 U BHIBRT AI2IE, Zoaw
Y RDOno X AEASN LET, Zhick v, password-storage DfE % 7 /L—7" 7K U 2r—7n Bk
TEET,
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hostname (config-username) # password-storage {enable | disable}

hostname (config-username) # no password-storage
hostname (config-username)

Zoa<wy NI, N—RU =T IIFA T NDA U ET I T 4T N—Ru=T 7547 b
FRREE T 1B = — FRRFEIZ IR H W R A,

WOBNL, anyuser &) ZRTOL—Y THRAT — REFEZ A F—T T D HiEER LT
i—a_o

hostname (config) # username anyuser attributes

hostname (config-username) # password-storage enable
hostname (config-username)
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VPND IP7 FL X

IPT7 FLAREID Y TR —DRE (203 X—)
e —HNIPT LA F—)LDFE (205 ~<—)
¢« AAA 7 R L AFREDRE (207 =—)
*DHCP 7 R L ZfREDEE (208 ~—)

P7 FLREIY HBTHRY) O—DETE

ASATIZ., VE—FT27EBARAIZIATLRMIIPT FLAZE DY TABIZ, RO LD ED
FREFHTEET, BHOT FLAE DY THRERET DL, ASAIZIPT RLARED
MBETEA TV arZBRBFLET, T 74/ FTHH, T_XTOHFNRA RX—T W72 > T
F9,

e qaa L — YV ENL CHMTEGE, BAl, TAHAT T 407 =" ET RLUAZREL £,
IP7 RLARREENTZRIMY—_"ZFHEHL TV, o2+ 52L%28
BOLET, ZOHFEIZIPVABLOIPYE OEID Y TRY > — AT ET,

o+ dhcp DHCP $— 35 IP 7 KL AZEFS L E3, DHCP 27 554 1%. DHCP ¥—
NERETHLERHY £9, £/, DHCP — NTHEHFHER IP 7 KL 2O G E
BTDHLERHY £T, ZOHEZTIPVADEIY Y TRY —IZlfiT&E £7,

elocal : WEBHUIZER E SN2 T RLA 7—LiX, bR EVDEHLT R A 7 —)LE D) Y
THATYT, ve—WNVEERT D551, ip-local-pool =~ > REMH LT, #HT S IP
7 RV AOHIHZERT HLELH Y EF, ZOHEILIPVE B IOIPYe OFEID 4 THY
AT E T,

« [Allow the reuse of an IP address so many minutes after it is released] : IP 7 KL 2237 KL
A T —=NIRENTHRIT, IPT RLAZHANT 2 E TORMAZREL T, E#IE
AT D2 LTI IPT FLARTCICHED S TIhD 2 &Ik > THRAET
LN T 7 AT U4 — NV THELRWESIZTEET, 774/ FTIiX, ASAITELE
R 2 L EH A, ZOREERZ, IPVAED Y THRY O—THEHTEET,

WKONTNPOFTXEFEA LT, IPTRLRAZVE—NT 78R 7747 MIEY YT
FHiEERELET,
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YA FEVPNEE VIS4 7 2 b VPN |

B

axX ;&

IPva 7 FLRAEIY ZTOHERTE

FIE

ASA DT RLZEID Y THREZAENZ LT, IPvAT R 2% VPN ##EI2EI D M TH L X2
FALET, IP7 FLAZEET A ATREZR X, AAAY— 3, DHCP Y — 3, F7-idn—
BT RUVA =L bORETT, ZN6DERIFTT X TT 740 h T, RX—T NI o
Tb\i—é‘o

vpn-addr-assign {aaa | dhcp | local [reuse-delay minutes]}
£
Tl ZIELIPT RUAMPRIE SN T21%2I120~480 0D IP T KLU ADFMHAZRETE ET,

hostname (config) #vpn-addr-assign aaa
hostname (config) #vpn-addr-assign local reuse-delay 180

ZOBITIE, avr FOn EREZEHLTY FLAE 4 THAEEIC LT,

hostname (config) # no vpn-addr-assign dhcp

IPv6 7 K LAEIY HTOERE

FIE

ASA DT FLAEIN Y THRNZHEMI LT, IPv6 7 RL 2% VPN #EICE Y Y TH L x| 2fF
ALET, IPT7 FLREZEETAHHATRERGTRIL. AAAY—"FE/ida—HL 7 KL A
T=INEORETYT, INHWMEDEFRIET 74V N T, =T N> THET,

ipv6-vpn-addr-assign {aaa | local}
il

hostname (config) # ipvé-vpn-addr-assign aaa

ZOFITHEH, v RO BEREHFH LT FLAEID Y THAEZESIZ L ET,

hostname (config) # no ipvé-vpn-addr-assign local
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7 FLREIY STHADERT

FIE

ASATREZINTWVWDT RLRE Y Y THAEFRT HITIE, ROWTNOEFXEHEHLE
@—O

o IPVvA 7 R L RE V) Y ToHOHRR

RESNTNDT FLRAFED Y THAEZRRLET, REINTWDHT FL2FRUL,
aaa, dhcp, F721% local T7,

show running-config all vpn-addr-assign
vpn-addr-assign aaa

vpn-addr-assign dhcp

vpn-addr-assign local

IPv6 7 R L &I Y THOEMR

RESNTVWAET FLREID Y THREZFRLET, RESNTWST KL 25T, aaa
F7-1Z local & 720 £97,

show running-config all ipv6-vpn-addr-assign
ipvé-vpn-addr-assign aaa
ipvé-vpn-addr-assign local reuse-delay 0O

O—AJIP7 KLRA T—ILDKTE

VPN UE—F 77 EBR FRUHHATBIPVAT RL A F— L EZRET BT, 7 a—x
VAT 4 Fal— 3 E—RFTiplecalpool =2~ K2 AN LET, 7 LA F—1%
BT 512lZ, Zoa~r Rono JBERE AT LET,

VPN UE—hK 77 E8A R RWUHEHTZIPV6 7 LA =L ERET HITIE, 77—
a7 4 X2 lb— g F—RKTipv6localpool =~ FEZ AN LET, 7 KL R 7 —)b
ZHIRTAI21Z, 2oa~vry Rone JBERE A LE T,

ASA 1T, B0 T e 7 7 A NVFETZIZ N Ry TA—FIZESNTT LR =)L fif
HLES, 7 NVORERFIZEETYT, it n 7 7 A NVERIZ I NV—T R —IZE8ED
T RUVA T—NERETDHE, ASAITENMESHEZIECER O —VEERAL £,

O—AN TRV TRy bOT RLRAEEID B TEHAIE, TOXHI Mty hU—7 HADL—
NOBINES DX, Y73y hOBERERYT L7V E2EBNTDHI L2880 L
F9,
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B oc—rrrerriz 7—roms

O—AIIPAUT KLR T—ILDERE

ATy 71

ATy T2

FIE

TRLVAE DY THALE LTIPT RLRA =L &2FELET, local 518 AIEE L T
vpn-addr-assign =2~ K& AJJ LT,

{1

hostname (config) # vpn-addr-assign local

T RVA T LVERELET, Z0Oa~vy R, 7—LO4RIZEEL, IPvAT RLA LY
Txy b A7 OfMHERELET,

ip local poolpoolname first_address-last _addressmaskmask

i -

ZOBITIX, firstpool E\WND IP T RLA 7 —)Va2ELET, B#AT K1 A% 10.20.30.40,
¥ T7 KL A1310.20.30.50 T¥, Fv hU—2 < A7 255.255.255.0 T,

hostname (config)# ip local pool firstpool 10.20.30.40-10.20.30.50 mask 255.255.255.0

ZOFITIE, firstpool LW 9 IP T KL A F— /L& HIBRLET,

hostname (config) # no ip local pool firstpool

O—AJIIPV6 7 KLR T—ILDERE

ATy 71

ATy T2

FIE

TRLAEDYUTHRELTIPT FLA =L &R ELET, local 5IEAHEEL T
ipv6-vpn-addr-assign =~ > R& A LET,

151 -

hostname (config) # ipvé6-vpn-addr-assign local

T RVAT—=VERELES, ZOa<wy Nid, P—/MCAHTEHEE L, BIRIPBET L
By NEIOT VT v 7 AR, BIOHHANTHEMN 27 FL2A0HERFEL £,

ipv6 local pool pool name starting address prefix_length number _of addresses

i :

ZDOFITIL. ipvbpool E\NH IPT FL A F— L&k E LE7T, BsAT KL Z|%2001:DBS::1.
TV T 47 AREEREY b, A THMAT DT R L A% 100 T,

hostname (config)# ipvé local pool ipvépool 2001:DB8::1/32 100
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ma7rLzisenzz ]

ZOFITIL, ipvepool EVVH IPT RLA F— )LaHIBRL 9,

hostname (config) # no ipvé local pool ipvépool

AAA 7 KL RIEENDHRTE

ATvT1

ATy T2

AAA —RZFHLTVPN Y E— T2 EBRA 24T MIT RLAZEID Y THITIE,
FTAAA T —NFZFTAAA V=R TN —T R ETILENSLYET, a~v RV 77 L
> A C aaa-server protocol =~ > KA S L T 72 &0,

Fio, 2—PIZRADIUS BGEAICRE SN 7 e 7 7 AL E—BLTWARERH D £
KR

WORFNL, firstgroup & VD L ETD b RL ZL—TF12, RAD2 L9 AAAH— R 71— F %
EFRTHHEZRLTWET, FIOFIZLIORSBRFERAS>TWETR, ZHITLLENICED
ro ) ZN—FIL4H BT, N R TA—TF A TFREFRLTWEEBEDTD T,
ZOFMERROFNCFEH SN TNDHDIE, IS DA E LRWIRY | #KED tunnel-group
Av Y RIZT 7 EATERVWOT, EEEZRETZHTT,

ZOBITHERR SN AS 2 T 4 X2 b—a COBMEEZ, RO LB TT,

hostname (config) # vpn-addr-assign aaa

hostname (config) # tunnel-group firstgroup type ipsec-ra
hostname (config) # tunnel-group firstgroup general-attributes
hostname (config) # authentication-server-group RAD2

IP7 Ry ZHIZAAA ZRETHITIE, ROTFNEEZFEITLET,

FIE

7 RLREND S THAE LTAAA ZRET HI2IE, aaa 518 % F5E L T vpn-addr-assign =~
Y REATILET,

hostname (config) # vpn-addr-assign aaa
hostname (config) #

firstgroup &\ 5 F RV T N—TH U E— kN T 7 AETIX LAN-to-LAN kR T—
& L THENL T D1TIE, type ¥ — 7 — RAZFE L T tunnel-group =~ > R&Z A LET, ROH
T VE—F 7278 PRV TA—TEHHRELTNET,

hostname (config) # tunnel-group firstgroup type ipsec-ra
hostname (config) #
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B ocr 7 rLaEEoEE

ATy 73

ATy T4

—WEEa 7 4 ¥ b—a > T— RIZAD, firstgroup &V H R RL Z—T D AAA
PN T —THEFT HITIL. general-attributes 515 % 5 € L C tunnel-group =2~ K%
ATTLET,

hostname (config) # tunnel-group firstgroup general-attributes
hostname (config-general) #

PREIZAER 5 AAA Y —/N 7L — T 2 8E T % 121%. authentication-server-group =~ > K%
ATTLET,

hostname (config-general) # authentication-server-group RAD2
hostname (config-general) #

RDEZRY

Zoa=wr RZiE, ZOFTRTRXVEZ 058 RHY £5, FEMICOWTIE, a2 R U
Tr L AESRLTIIEIN,

DHCP 7 FL RIEEDHTE

DHCP ZfifHILTVPN 7 54 7 +DT RL Z2&EID ¥ TH 21X, £ DHCP H—, Bk
Z D DHCP H— S THEHATREZR IP 7 R L A DOHEIPFHZ R ET 2 0E R H Y £F, ZDtk, #
77 7 A VB TDHCP—N"EZEZRLET, /2, A7 ar b LT, EYoER 7o
T A NVEEFE—TLICEEMT NN —T R ) =N, DHCP Ry hU—F Aa—
THERCTEET, ZORAaT—71F, FHTDHIPT KL A 7 —/L% DHCP — ZfRET D
72D, IPFRy NT—IFSELILIPT RLATT,

WOHITIL, firstgroup &\ ) A ETOHEERE 7 2 7 7 A WZ, IPT KL A 172.33.44.19 ¢ DHCP
P—NEZERLTWET, £/2. ZOFITIEL, remotegroup &5 7 /L —7 KU I —|ZkF L
T, 192.86.0.0 £\ 9 DHCP * v hU—27 ZAa—7{EFHK L TWEJ (remotegroup & H 7
=T R =&, firstgroup & WO HEE T v 7 7 A VICEIEMIT O TWET) Ry U —
J Aa—T%&EFR LBEWEA, DHCP — N3 7 RL A F— )L ORENEIC S —/VNEERL T
IP7 RLAZEID Y TES, REDVYTOT RLARARONDHET, = ADBBEICHRRESLE
ED

MDA T 4 F2lb—a2E, BKRAELFIENEENTWET, ZbIE, LARNZZED
B 70 7 7 A VAR T, e T s AN A A TRV E—F T EAL LTERL
TWe, IJA—7RY —IZA4RiEfT, WElEIIsNT & LTREL TW el Ea07HT
T, ZIDDOFIENPROBFUIFLHE SN TWNDEDIEX, ZNHDEEZRE LRWRY | %D
tunnel-group =< > K33 - Ogroup-policy =< > RIZT7T 7B A TEX 720\ T, HEEZRET/ZHT
75

EEEIE L HKEIE
IPv47T RLAZFER LT, 7947 7 RLAZE Y Y CTAEDHCPH— R Ei#kAlcx £,
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pHer 7 kL atsengz |

DHCP 7 KL RIEENHRTE

ATy 71

ATy T2

ATy T3

ATvT4

ATy T5

ATy 76

FIE

TRLAEIDYTHALELTIPT RLA TV EZRELET,
vpn-addr-assign dhcp

VE— K T778AFR T 07 74V & LT firstgroup &) ARIOHEERE T2 7 7 A VERRE L
i j‘o

tunnel-group firstgroup type remote-access
DHCP#—NZRETED LI, HEh7 m 7y A VO—REMEa 7 4 Falb—va v E—
REBRM L £,

tunnel-group firstgroup general-attributes

IPv4 7 RLATDHCP h— "% EELET, IPv6 7 KL ATDHCP h— "% E#£T 5 Z Lix
T&EFEHA, BT 07 7 A WHEED DHCP — X 7 KL A2 $RE T& £9, dhep-server
avy REANLEY, Z0avy FEERTLE VPN Z T4 7 RO IPT L ADRIG
A D L &I, FRESNTZ DHCP Y — NTBIMO A 7Y a U &R ET 2 & 512 ASA 2% E
TEET,

dhcp-server IPv4_address_of DHCP_server
i -

ZOFITIEE, IPT FL A 172.33.44.19 @O DHCP r— %R EL TV ET,

hostname (config-general) # dhcp-server 172.33.44.19
hostname (config-general) #

Fo b T—F T— R&ERT LET,

hostname (config-general) # exit
hostname (config) #

remotegroup £\ ZEIDOWER T V—"7 RV > —ZERk L £ 7,

hostname (config) # group-policy remotegroup internal

il -
ZOHITIE, remotegroup ZN—7 RV —DITN—T R —EHa 7 4 Fa2b—g
v E—FERBLTWET,

hostname (config) # group-policy remotegroup attributes
hostname (config-group-policy) #
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B ocr 7 rLaEEoEE

ATy T7

ATy T8

EE) IA—7 R —EBEary 7 X2l —3 3y T— RERB L., DHCP #— NCff
HAT2IPT RLAOY T Ry hU—7 ZFHELET, attributes ¥ — 7V — FEETE L T
group-policy =~ > R&Z A LET,

51 -

hostname (config) # group-policy remotegroup attributes

(UER) remotegroup V5 T N—F R v —D2—|ZT KL RAEEID YK TH72HIZ DHCP
= NTHEHTDHIP T R ZADOHIPFHZFEET 51X, dhep-network-scope =~ > R& AJjL
£

ZOMFITI, 19286.00 L WOy hU— R a—TEFELTWET,

hostname (config-group-policy) # dhcp-network-scope 192.86.0.0
hostname (config-group-policy) #

(G¥)  dhcp-network-scope (£, DHCP 7'—/vdOH 7t v hTid2<, V—T7 4 7 A[HE/R IP
T RUVATHDLIMERSHY £7, DHCPH— N, ZOIPT RLARET LV TR
FEHBIL, 207 —=ANEDIPT RLAZEID Y TET, fLEOIPT RL A%
dhcp-network-scope & L CEHI CTEE T, Xy NTV—JIZAZT 4 v 7 L— &R
MTDHENHLGENHY £,

151
ZOFITEREN Ay T 4 Fab—a rOEI, ROLEBY T,

hostname (config) # vpn-addr-assign dhcp

hostname (config) # tunnel-group firstgroup type remote-access
hostname (config) # tunnel-group firstgroup general-attributes
hostname (config-general) # dhcp-server 172.33.44.19

hostname (config-general) # exit

hostname (config) # group-policy remotegroup internal

hostname (config) # group-policy remotegroup attributes
hostname (config-group-policy) # dhcp-network-scope 192.86.0.0

RDBERY

FEMEIZ DUV CI,  [Cisco Security Appliance Command Referencell 774 K C dhep-server =1~ >/
RESBLTIEEN,
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')E— b~ 79 X IPSec VPN

e JE— K 77 A IPsec VPN IZDOWT (211 *X—7)

e UE— |k 77 & A IPsec VPN for 3.1 DT A o AgfE (212 =X—)

o IPsec VPN OfllFIEHE (212 _—)

« UE— K 77 A IPsec VPN DR E (213 ~<—)

o JE— |k 77 &R IPsec VPN D% EH] (221 ~=—)

e wNT AT FHFAR T— R TOEHES—Z |PSec IKEV2 U E— k 77 & A VPN D% EH)
(222 _*—)

e v /LF T HA K E— FTOD AnyConnect IPSec IKEV2 V &— k 7 7 & A VPN D% EH]
(223 ~—7Y)

« UE— K 77 A VPN OHEIBRE (224 ~—)

1]

JE— Kk 79X IPsec VPN [ZDULNT

VE—F 727%AVPN 2T 5L, TCPIP % v hU—27 EDO®F o7 ezt L.
2—YEddet o MIBERT D Z LA TE 9, Internet Security Association and Key Management
Protocol X IKE & & EIE, VE—FMPC D IPsec 7 A4 7 & ASA T, IPsectX= U T ¢
T m— g O EEY R EE Ao e — g Fa ha e, %4 ISAKMP
FI T =g lE, Tx—R1ET72—X2 EMETIND 2 ODESITHIIET,
T —X 1%, UBEDOISAKMP 2y —3 g0 Avb—UR#ETARPIO R Vi E
LET, 72— RX21%, EXa T REREBEIT LT — X2 RET D U x LB ER L
jﬁo
ISAKMP % F>m—3 g U OSEERET HI2E. ISAKMP RY o —Z{Ek LEd, 22T
1T, WOERIZHOWTEH L E9,

e BT D ID Z i T HRBAEST R

o T —HERHEE L., TTA N —EFDHRF T

s EEEEFEL, WETICA vE—VRELIN TN T & ZLRFET % Hashed Message
Authentication Code (HMAC) =,

o S —DY A XERET S Diffie-Hellman 7' /v — 7,
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. JE— bk 7Y+t RIPsecVPNfor31 > 1 v REH

o Wi —ZEXHZ HANT, ASA NZ D5 % — 24 5 R D IR,

N7 AT 4 —5 Ty ML, B bR BT R EHAEDEE LD TT, FFEOT —X
7u~%%$¢6%6\t?@mymMRMM%mt#;)747//m~ya/®z:/
T— FIZ, FFEDO RN TV A7 r—Lty T HZEICFAELET, NT U AT 4 —A
Yy ME, WMFOET TRILTHILENH Y 1,

NIRRT H—ALEy MLV, BBEMTONZZ VT N~y = N THEEII ACL
DF—& 7 a—HMgi éhi# ASAREC R VA7 4 —Lty E2ERLT, Z U7k
<~ TELFFAT IV 7V~ T2 FU TR IV AT+ —0 By hORKRE 1L
ERECTEET, AR b RN EGRAEST AV A N LT —T i 8 & OISR
WZOWTIE, IKEVL TV A7 3 —A vy bEZITIKEV2 70 R —P L OfERL (216 2—2)
ZHBRLTLLIEEW,

AnyConnect 7 7 A 7> MZIPVAT RL AL IPV6 7 KL AD—FEIEZlF2E 0 4 TH LD
ICASAZRETEET, 20X 52T 51, ASA ETHEZRT FL A F— L &21ERT %
M, ASA For—h) 2—WFIZHEHT FLAZE D 4 CTET,

TV RRA Y NIHEDOHXATOT RLAZE Y Y THITIE, = FRA Y bOFRL—T ¢
VI VAT AR TT ATV AN 7 T NaLREEIN TV ALERSY T, EHD
DY FUVATH, IP6 T KL A 7 — /L35> TRV IPVA 7 KL ANRERH TE 85450,
IPv4 7 K1 2 7°—Mi§3%ofb\foeb\7)§ IPv6 7 KL ADMEH T 25413, BlIiThonE

T, 727l 7294 T MQIXBAaENR WO T, BEEIT ASA 0 JCEMA RIS LB
N ET,

I IAT 2 b~DIPV6 7 KL ZADOEIY Y%, SSL 7o ha ikt LT AR— &N ET,

JE—F 7Ot X IPsecVPNfOr3.1 DS54t REH

A\

GE)

ZOBEREIX. A m— RS ERED R WE T LTI TE £ A,

IKEV2 2 L7 IPsec U &£— F 77 & A VPN (ZIE, BI&AEA fTEEZ: AnyConnect Plus 721
Apex 7 A B ARMETT, IKEVL ZfEH L7= IPsec UE—F 727 A VPN B LWIKEVL %
721X IKEV2 Z 4 L 7= IPsec B R FE] VPN Tik, AT A & R |ZfHED Other VPN 7 A &

VAMERESNET, BTN T L ORREIZOWTIL,  [Cisco ASA Series Feature Licenses] %
ZRLTIIZEN,

IPsec VPN D #ll#93E18

AT HFAMNE—RHAS RIS vV aryTHARE— RTOLYR—FEE
T, vATF arFXALE-FedR—FLEEA,

CITTAT VAN TR TARTA V=T v N7 7AT VA=)V T— FTORY
R—bEhET, FTAXT L P E—FE¥FR—- S THWEREA,
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IJE— bk 7YX IPsec VPN DEEFE .

e Tx— VA== JA RT A IPsec-VPN v v a L, 77T 4 TIAZ N, T x—
NA—N—= a7 4 Xa b= ar TORERESNES, 77747177747 7=—
LA —N— a7 4 FXal—va VI R— FENERTA,

) E— k 74t X IPsec VPN DELTE

ZovI7arTiE, VE—F 77 EZXVPN OFTEFIEICHONTEHA LET,

A3 —T 4 ADERTE

ATvF1

ATy T2

ATy 73

ASAIZIX, D7l L b 20D, U A —T =2 A ARHY, TNDHEZZTIINBBLONE L S
WET, RIS, ANEBA v E—T A RFINT N T A o F =Ry MBS NET, — .
WEA v H—T =2 AT T TAR— b Xy NU—=ZICHm SN, —ROT 7 AnbLIR#ESN
7,

AN, ASA D2 H5DA B —T A A%FEL, A Rx—7 /M LET, KRIZ, 4HEil, IPT
RLA, BEOY TRy h <A77 #E 0B TES, 73T, BF2UT 0 LUL, &
E. BXOEXa VT4 T7I9AT L ATO ERMEEZRELET,

FIE

Ja—\)arZ4Xal—varyET—RKhb A F—T (AT 4Fal—var
EF—RIZAD T,
interface {interface}

1 -

hostname (config) # interface ethernet0
hostname (config-if) #

A B =Tz A AZIPT FLALEH TRy F v A7 ZRELET,
ip address ip_address [mask] [standby ip_address]
i

hostname (config) # interface ethernetO
hostname (config-if)# ip address 10.10.4.200 255.255.0.0

AV B =T = A ZADLHT (K48 LT) ZMELET, ZOAHNI, RE LB TOERIT
TEEHA,

nameif name

1 -

hostname (config-if) # nameif outside
hostname (config-if) #
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B osavp iy o —oBE LA 28 —T T4 RTO ISAKMP DA x—TF L1k

ATy T4

AVHE =T 2 A ABAF—TMILET, 774NV IT, A X =T =2 RIT 4 =T LT
4, shutdown
1 -

hostname (config-if)# no shutdown
hostname (config-if) #

ISAKMP7R 1) —DEHRFEENEA VR —T A4 ATHDISAKMPD A —

7Lk

ATvF1

ATv T2

ATy 73

ATy T4

FIE

IKEVl 2Ty x—v g VHIEHTARIESF R ENRTA—2 Dy FEHEELET,

Priority [%, 1 > % —F v b F—%# (IKE) AV —%—RIZHEA L, RV —Ic7 744V
TAEEID Y TET, 1~65534DBHAFHLET, LE7I7A4F ) T o0 &bE <. 65534
N BIRLS 20 £97,

ZO®RICKES FIETIE, 7744V T 4T LICRESNET,

IKERY > —NTHHT S FRNEEELET,
crypto ikevl policy priority encryption{aes | aes-192 | aes-256 | des | 3des}
i :

hostname (config) #
crypto ikevl policy 1 encryption 3des

hostname (config) #

IKERY =Dy va TATY XL (HMAC ANY 72 b EBIEENET) Z4EELET,
crypto ikevl policy priority hash {md5 | sha}
i

hostname (config) # crypto ikevl policy 1 hash sha
hostname (config) #

IKE 78 U > — Diffie-Hellman 2 /L —=" (IPsec 7 7 4 7 > k & ASA MILH T ¥ — % N T
X L5k e haL) ZEELET,

crypto ikevl policy priority group{l1|2 | 5| }

i

hostname (config) # crypto ikevl policy 1 group 2
hostname (config) #
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7rLz 7—noiz |

AT9TE WBEX—DTAT7HAL (X2 VT4 TV —a VNAHIRE CHFETLIHE %
HRELET,
crypto ikevl policy priority lifetime {seconds}

RE ST A 7 XA LOFPFHIL. 120 ~ 2147483647 B> CF, HHIFED T A 7 % A4 AOBE
. OB EMHLET,

1

hostname (config) # crypto ikevl policy 1 lifetime 43200
hostname (config) #

AT 76 outside LD A F—T A ALDISAKMP A X—7 M LET,
crypto ikevl enable interface-name

1 -

hostname (config) # crypto ikevl enable outside
hostname (config) #

AT BHEAaL T4 Falb—ra VIR ELET,

write memory

ZKLR T—ILDOEE

ASA TIE, 2—HIZIP T RLAZED HTHHFRNBETT, ZOHETE, fle LTT FL
A F—=NEFHLET,

FIE

IP7 RLRADHEHAZMEH LT FLA 77— %&ERLET, ASAIL, ZDT KLRX F—Ld
T RLARZITAT 2 MTEIV Y TES,

ip local pool poolname first-address—last-address [mask mask]

T RUVARZIIA T a0 TY, 727200 VPN Z T4 T2 MZEID Y THNZIPT RL A
DIEEDO Ry NT—VITB/B L, T 74NV MO R BT HETF =2 REsTIL—TF 4
TINDHAREMENH D L XX, ~AVEERET HARENH Y 3, MR H03, IPa—7h
Jb 7 —/1{210.10.10.0/255.255.255.0 7 KL ZANEENTWAEA T, ZHET 74V FTid”
FAAXY MU= TT, ZHIZE>T, VPNIZIA T IR ESEIERA v H—T = A R
TI0DFRy NI—TNOERRDLIY TRy MZT 78 AT EHMENS DG, V=T 47D
RIREDNE C 2 IREMED N B 0 £ 77,

51
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hostname (config) # ip local pool testpool 192.168.0.10-192.168.0.15
hostname (config) #

FIE

=P NZAT =R BIORHMHEL V2 ER L7,

username name {nopassword | password password [mschap | encrypted | nt-encrypted]} [ privilege
priv_level]

51

Hostname (config) # username testuser password 12345678

IKEVl bS5 VR T4+ —L £y bFERIXIKEV2 TAR—FILOIERL

ATvF1

COWETH, FTUAT7r—A v b (IKEVD) BXO7oR—91 (IKEV2) ZRETHH
HBIZOWTHEHALET, T A7+r—2at8y bME, B bFNEFREF A EbED
DT,

KOFIETIE, IKEVI BLOIKEV2 o R—F L E2ERRT 5 HEE2 R LUET,

FIE

T RO B TR T B TIN5 IPsec IKEVL 5 B e Ny o2 7o) X AEFEE
THIKEVI F T v A7 4 —h By hERELET,

crypto ipsec ikevl transform-set transform-set-name encryption-method [authentication]
encryption (2%, IROWTILNDEZIEE L T,

s esp-aes : 128 £ v b ¥—TAES 2 i T 254,

s esp-aes-192 : 192 £ h ¥—T AES # T 254,

* esp-aes-256 : 256 £ h F—T AES T 254,

+ esp-des : 56 £ h® DES-CBC %4 554,

« esp-3des : Triple DES 7 /L2 U X A& T 2854,

e esp-null : KA LAAEH] LW iG6,

authentication 121%. KOWTHhrOEEFEEL £T,
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ATy T2

roan sn—70x% [

« esp-md5-hmac : /~v = 7A=Y R4 L LT MDS/HMAC-128 % il % 54
e esp-sha-hmac : /v &= 7T Y X E LT SHAIHMAC-160 213 554,
« esp-none : HMAC FEREZ L H L 722 W 56,

il -

IKEVI T 27+ —h &y FORTEFIE

hostname (config) # crypto ipsec transform set FirstSet esp-3des esp-md5-hmac

IKEV2 7R —F Lty hE2RTEL., EHAINS IPsec IKEV2 7' s 21, BEEAL, B L O
AT XL ERELET,

espix, #7BMbEX2 VT ¢ M a— R (ESP) IPsec 71 bV afEE LET (BfE, M
—HPR—FENTND IPsec D71 k2L TY)

crypto ipsec ikev2 ipsec-proposal proposal name

protocol {esp} {encryption {des | 3des | aes | aes-192 | aes-256 | null} | integrity {md5 | sha-1}
encryption (2%, IROWTILNDEZIEEL T,

e des : ESP |2 56 £ k> DES-CBC M 5{k i 14 2454

*3des: (F7#/L k) ESPIZ KU 7V DESHK;HLT VT Y XAZHHT D54,

e aes : ESP (Z 128 By ¥ —H 5L T AESZ T 2 554,

+aes-192 : ESP (2192 B h F—H5 51k T AES 24 256,

*aes-256 : ESP (2 256 £ v h F—H5 51k T AES 24 2 %6

e null : ESP (ZHF AL 2 L 722 W ia,
integrity (21X, IROWTNNDIEEFRE L £7,

emd5 : ESP DFEEGVERHED 72D md5 7L T Y X AERIE,

esha-1 (774 /L 1) 1, ESP OFEAMIRED 7o DI K EHE L ERAAPIERE (FIPS) TE
ENEXaT Ny TATY XA (SHA) SHA-1 ZHEELET,

P

IKEV2 7' 1 7R — P L DR E FIR

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure proposal
hostname (config-ipsec-proposal) # protocol esp encryption des integrity md5

koRILTIL—TDES

Foxb Z—71%, Fop AR —0a L7y g T, AAA — 2545
VRN TN—THEFRE L, HERNT A= EREL, T AN NI N—T KR —EERE
LET, ASAlZ. Mo 2 —7 52 NEITHRIELET,
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ATvF3

ATy T4

ATvF5
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ASA AT AKX, 2O0DFT 7 H IV kN RV TA—T N0 ET, 1LDOET 7+ DY
T—hT727%A MRV T N—TThH D DefaultRAGroup T, &9 121EFT 7+ /L FD
LAN-to-LAN k> /L 7 )v—7"Cd % DefaultL2Lgroup T4, TN HD I N—FIEECTE £
T, HIBIECEERA, P 2TV m—2a VTSN ED L I—7
WIRWEEIL, ASAIL, 2o 7 NV —T7 2 LT, VE— 727 &2 LT LAN-to-LAN
N RN TN—T DT 74 F B FN RTA—=EEBELET,

FIE

IPsec YE— K 727X bRV ITNA—T7 (BT 7 7A0ELEENET) 2ERLE
bé‘o

tunnel-group name type type
£

hostname (config) # tunnel-group testgroup type ipsec-ra
hostname (config) #

Fopn =T —fREMEE— RIZAD £9, ZOF— FTIE, RAEFRE AN TEET,
tunnel-group name general-attributes

1

hostname (config) # tunnel-group testgroup general-attributes
hostname (config-tunnel-general) #

M IN—=TIEMT DT RV A F— 2 ELET,
address-pool [(interface name)] address pooll [...address pool6]
il -

hostname (config-general) # address-pool testpool

kv Zv—"7 ipsec BAEE— RIZAD £9, ZOF— RTIE, IKEVL #HD 729D D IPsec
B ORMEE AT TEET,

tunnel-group name ipsec-attributes

i

hostname (config) # tunnel-group testgroup ipsec-attributes
hostname (config-tunnel-ipsec) #

(FE) FpidtfaF— (KEvl O&) ZFRELET, F—ITiE. 1~ 128 L5 O HEH 7 FF
HHETEET,

WYX 2 VT T IAT AL I TAT U FOXF—ZRICTHLIMLENDH Y £, FHAI
HHX—0HW A XNE/ZD Cisco VPN Client 3t L LD &35 &, BT ORBEEICAKR LD
CERTET— A —UNI T4 T MILkoTu /il shEd,

ikevl pre-shared-key key
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s4+3vs su7rvvIons ]

1 :

hostname (config-tunnel-ipsec) # pre-shared-key 44kkaol59636jnfx

ATy 9T k<2 TOHER

ATvF1

ATv T2

FAF I 7V T h=o 7t T_XTORTRA—EZRHREINTHODEDITTIHRWVWERY v—
T —hEERLET, ZHICED, ASAIX, VE—FTI7R®RAZIAT U RREDIP
T RUARARRABRET o O EZET N TEET,

HAFTIv 7 7T =70 ML, O NIV AT —L By NEBELET,
Flo, WL—T 4 T A X —TNMICTEET, ZHIZED, ASAITER SN2 74T b
DN—T 4 ZIERERFF L. THE RIP £7213 OSPF R TY RAAZ A AL ET,

ROVEREZFATLET,

FIE

EAFI v 7T v~y T Z2ER L, ~v7DIKEVL h T A7 3 —5 1ty hFE2ILIKEV2
TaR—PILERELET,
¢ IKEVl OEI1E, Zoa~wr REHEHALET,

crypto dynamic-map dynamic-map-name seq-num set ikevl transform-set transform-set-name

e IKEV2 DA IT. Z—ha~wy REFEHALET,

crypto dynamic-map dynamic-map-name seq-num set ikev2 ipsec-proposal proposal-name

&1

hostname (config) # crypto dynamic-map dynl 1 set ikevl transform-set FirstSet
hostname (confiqg) #

hostname (config) # crypto dynamic-map dynl 1 set ikev2 ipsec-proposal secure_proposal
hostname (config) #

(EE) o7 V7 b~y 7 o b VIS RIS LT — MEAZ A R—T LT L
=7,

crypto dynamic-map dynamic-map-name dynamic-seq-num set reverse-route

1 -

hostname (config) # crypto dynamic-map dynl 1 set reverse route
hostname (config) #
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B s 7000073y T8BRATEEOOI TRy T IV RO

BAFIVO Q)T Iy TEFERTH-ODV) Ty T T

~ U DERL

ATy Tl

ATv T2

ATy 73

VT b~y 7T R EERLET, ZHICEY, ASAIE, ¥4 FIv 7 7 )T v~vT
HEHLTIPsec EFXF 2 U T 4 TV m—3a DRI A=A ERETHIENTEET,
Zoawy RIZETIZROBITIE, 7 U7 s~y T4 iEmymap, v—7 U AEFFILL, XA T
Rv 7 VT k=74 dynl T, ZOLENE. BIOETER LD TT,

FIE

FATIv 7 7V T b= T2l T57 )7~y 7 = b EfERLET,
crypto map map-name seq-num ipsec-isakmp dynamic dynamic-map-name

1 -

hostname (config) # crypto map mymap 1 ipsec-isakmp dynamic dynl
IIVT M=y TENRA =T = A ATHEH L ET,

crypto map map-name interface interface-name

&1

hostname (config) # crypto map mymap interface outside

EFEExaL 7 4 X2l — g AR ELET,

write memory

TILFAVTHFRAME—FTODIPSecIKEV2 ) E—F 7YX VPN D

=L =

axX AE

UE— b 727 &A IPsec VPN DR EDFEAIZOWNTIEL, ROWEEZSHL T 7EIVY,
o A LH—T 2 ZADRE (213 2—)
o7 RL A F—/LDOEE (215 2—)
e 2 —H DB (216 <X—)
¢IKEVI F T U A7 4 —Ah &y FEZITIKEV2 7B R—HLOERK (216 ~=—)
o hURIL TN—TDEFR (217 _—)

e HAFIv T 7T N~y T OEKR (219 X—)
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| ¥4 FEVPNE& US54 7> b VPN
1)E— bk 7% £ X IPsec VPN D& EHI .

AT IV I VT r~yTEERT L1007 VT h~xy T U OFER (220 =—
)

IJE— k 741X IPsec VPN D% E 4l
WoOFNL, UE—hk 727 A IPsec/IKEVL VPN 2 &% &9 5 kxR L TWET,

hostname (config) # crypto ikevl policy 10

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy) # encryption aes-256

hostname (config-ikevl-policy) # hash sha

hostname (config-ikevl-policy) # group 2

hostname (config) # crypto ikevl enable outside

hostname (config) # ip local pool POOL 192.168.0.10-192.168.0.15
hostname (config) # username testuser password 12345678

hostname (config) # crypto ipsec ikevl transform set AES256-SHA
esp-aes-256 esp-sha-hmac

hostname (config) # tunnel-group RAVPN type remote-access
hostname (config) # tunnel-group RAVPN general-attributes
hostname (config-general) # address-pool POOL

hostname (config) # tunnel-group RAVPN ipsec-attributes

hostname (config-ipsec) # ikevl pre-shared-key ravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikevl
transform-set AES256-SHA

hostname (config) # crypto dynamic-map DYNMAP 1 set reverse-route
hostname (config) # crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname (config) # crypto map CMAP interface outside

WOFNL, VE—TF 727 & A IPsec/IKEV2 VPN ZHET 5 HEEZ R L TWET,

hostname (config) # crypto ikev2 policy 1

hostname (config-ikev2-policy) # group 2

hostname (config-ikev2-policy)# integrity sha512

hostname (config-ikev2-policy)# prf sha512

hostname (config) # crypto ikev2 enable outside

hostname (config) # ip local pool POOL 192.168.0.10-192.168.0.15
hostname (config) # username testuser password 12345678

hostname (config) # crypto ipsec ikev2 ipsec-proposal AES256-SHA512
hostname (config-ipsec-proposal) # protocol esp encryption aes-256
hostname (config-ipsec-proposal) # protocol esp integrity sha-512
hostname (config) # tunnel-group RAVPN type remote-access
hostname (config) # tunnel-group RAVPN general-attributes
hostname (config-general) # address-pool POOL

hostname (config) # tunnel-group RAVPN ipsec-attributes

hostname (config-tunnel-ipsec) # ikev2 local-authentication
pre-shared-key localravpnkey

hostname (config-tunnel-ipsec) # ikev2 remote-authentication
pre-shared-key remoteravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikev2
ipsec-proposal AES256-SHA512

hostname (config) # crypto dynamic-map DYNMAP 1 set reverse-route
hostname (config) # crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname (config) # crypto map CMAP interface outside
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B <1 7307%2 0 2= FTO@BER—Z IPSecKEV 1) E— b 74 £ X VPN DREHI

RILFOAUTEXFRARFE—FTOEER—X|PSeclKEV2 )
E— k75t X VPN DEEH

ROBNL, ~VFar7Tx AN ET— N CEES—X JE— | 778 IPsec/IKEV2 VPN H D
ASA ZRTET D HIEEZRLTWET, ZOHITIE, VAT I THFAMBIR2—H o
THFABRDOBREIZONT, TNEFNEMERME L £,

VAT A AT HFANORE

class default
limit-resource All O
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5
limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname (config) #context CTX2

hostname (config-ctx) #member default ===============> License allotment for contexts
using class

hostname (config-ctx) #allocate-interface Ethernetl/1.200

hostname (config-ctx) #allocate-interface Ethernetl/3.100

hostname (config-ctx) #config-url diskO0:/CTX2.cfg

—H arTFANDOERE :

R

hostname/CTX2
hostname/CTX2
hostname/CTX2
hostname/CTX2
hostname/CTX2
hostname/CTX2

config) #ip local pool CTX2-pool 1.1.2.1-1.1.2.250 mask 255.255.255.0
config) #faaa-server ISE protocol radius

config) #aaa-server ISE (inside) host 10.10.190.100
config-aaa-server-host) tkey *****

config-aaa-server-host) #exit

config) #

hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 internal
hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 attributes
hostname/CTX2 (config-group-policy) #vpn-tunnel-protocol ikev2
hostname/CTX2 (config-group-policy) fexit

hostname/CTX2 (config) #

hostname/CTX2 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2
ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX2 (config) #crypto map outside map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT CRYPTO_ MAP

hostname/CTX2 (config) #crypto map outside map interface outside

T 74N R TIE, FEER—R 7 F 47T 2 2B O IPSec/IKEV2 Y E— b 77 & A8HL, b
v 3V 7 —7 TDefaultRAGroup) (2S£,

hostname/CTX2 (config) #tunnel-group DefaultRAGroup type remote-access

hostname/CTX2 (config) #tunnel-group DefaultRAGroup general-attributes

(
(
hostname/CTX2 (config-tunnel-general) #default-group-policy GroupPolicy CTX2-IKEv2
hostname/CTX2 (config-tunnel-general) #address-pool CTX2-pool
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TILFAUTFR b E— FTO AnyConnect IPSec IKEv2 I E— k 74 £ R VPN D& E .

hostname/CTX2 (config-tunnel-general) #authentication-server-group ISE
hostname/CTX2 (config-tunnel-general) #exit
hostname/CTX2 (config) #

hostname/CTX2 (config) #tunnel-group DefaultRAGroup ipsec-attributes

hostname/CTX2 (config-tunnel-ipsec) #ikev2 remote-authentication eap query-identity
hostname/CTX2 (config-tunnel-ipsec) #ikev2 local-authentication certificate ASDM TrustPoint0
hostname/CTX2 (config-tunnel-ipsec) fexit

hostname/CTX2 (config) #

TILFAVTFRX b+ E— FTD AnyConnect IPSec IKEV2
)E— b+ 749t X VPN DREH

WOBNL, </NF a7 F A b F— KT AnyConnect U E— bk 7 7 & X IPsec/IKEv2 VPN fi D
ASA ZRETDHHIEERLTWVWET, ZOFITIEH, VA7 arsyFX MBI R2—%
THRAFOREICONT, TNENFEREREEL £,

VAT AT HRRARNDORE

class default
limit-resource All O
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5
limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname (config) #context CTX3

hostname (config-ctx) #member default ===============> License allotment for contexts
using class

hostname (config-ctx) #allocate-interface Ethernetl/1.200

hostname (config-ctx) #allocate-interface Ethernetl/3.100

hostname (config-ctx) #config-url diskO0:/CTX3.cfg

HBAVTEARNDRIT 7 AV VAT AOERTIL, A A=Y, Fr7 7 A7 E D Cisco
Anyconnect 7 7 A VEHTE 7,

hostname (config-ctx) #storage-url shared disk0:/shared diskO

a—H a T XA MDRE :

e

hostname/CTX3 (config) #ip local pool ctx3-pool 1.1.3.1-1.1.3.250 mask 255.255.255.0
hostname/CTX3 (config) #webvpn

hostname/CTX3 (config-webvpn) #enable outside

hostname/CTX3 (config-webvpn) # anyconnect image
disk0:/anyconnect-win-4.6.00010-webdeploy-k9.pkg 1

hostname/CTX3 (config-webvpn) fanyconnect profiles IKEv2-ctxl disk0:/ikev2-ctxl.xml
hostname/CTX3 (config-webvpn) #anyconnect enable

hostname/CTX3 (config-webvpn) #tunnel-group-list enable

hostname/CTX3 (config) #username cisco password **x**
hostname/CTX3 (config) #ssl trust-point ASDM TrustPoint0 outside
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hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 internal
hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 attributes

hostname/CTX3 (config-group-policy) #vpn-tunnel-protocol
hostname/CTX3 (config-group-policy) #dns-server value 10
hostname/CTX3 (config-group-policy) #wins-server none
hostname/CTX3 (config-group-policy) #default-domain none
hostname/CTX3 (config-group-policy) #webvpn
hostname/CTX3 (config-group-webvpn) #anyconnect profiles

ikev2 ssl-client
.3.5.6

value IKEv2-ctxl type user

hostname/CTX3 (config) #crypto ikev2 enable outside client-services port 443
hostname/CTX3 (config) #crypto ikev2 remote-access trustpoint ASDM TrustPoint0
hostname/CTX3 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2

ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX3 (config) #crypto map outside map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT CRYPTO_MAP

hostname/CTX3 (config) #crypto map outside map interface outside

hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 type remote-access
hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 general-attributes
hostname/CTX3 (config-tunnel-general) #default-group-policy GroupPolicy CTX3-IKEv2

hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 webvpn-attributes

(
(
(
hostname/CTX3 (config-tunnel-general) #address-pool ctx3-pool
(
(

hostname/CTX3 (config-tunnel-webvpn) #group-alias CTX3-IKEv2 enable

JE— k 749t X VPN D#EeEEE

HaE =2

HRETRER

IPsec IKEV1 8L O8sSL oY |7.0
E— K 727 Z VPN

YE— k7 7% AVPN &2
ToHE, A VH—Fy ML
DTCPNIP vy hU—7 LDk
X TR eI LTC, 22—
Pt NIRRT D 2
EMTEET,

IPsecIKEV2 D U &— k 7 7 & |8.4(1)
A VPN

AnyConnect Secure Mobility
Client IZxf9" % IPSec IKEv2
A—RIEMEShE L,
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| ¥4 FEVPNBETVSIS54 7>k VPN

1)E—k 7YX VPN OHHEERE .

)1)—2x

~NVNFarTFANE—RT
D IPsec IKEV2 DY E— | 7
7 & A VPN

9.9(2)

AnyConnect °%— R /X—7 ¢
HiljEE A~ — 2 |PSec IKEV2 VPN
PIAT VRN ILTFarT
FA b E— RTHMET 5 ASA
~DYE—hk 77 ¥EAVPN
oy a v EMITEDLLD
2. ASA AT 5 2 & &
A—hrLZET,
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. 1)E—k 7YX VPN OEEEERE
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.
LAN-to-LAN IPsec VPN

LAN-to-LAN VPN |3, HFRRIC B2 25T H D 32y MU —7 28R L E7,

AT, BT AT R COEAEZHERL L /- — FX—F 1 DT & D LAN-to-LAN
IPsec Rt Z{ERR CE £ T, ZNOHDOETIL, IPVA L IPV6E DT RL v v a2 LT, N
T RUVAREHNET RLADEBEOHAELEEFFOZ ENTETET,

ZDETIE., LAN-to-LAN VPN Bt OAEZE FIEIZOWTHA L £,

e T 4 FXal—arDFEld (227 X—)

ewNTFarTFAKNE—RTOYA MY —H A K VPN OFE (228 X—)

o A LU H—T 2 A ADRE (229 X—)

¢ ISAKMP R Y > —DREEIEA v % —T = A ZATOISAKMP DA 2—7 Ak (230 2—
D)

¢ IKEVl N v A7 +—Ah &y FOERR (233 <—3)

o IKEV2 7 R—H )L OERL (234 ~=—3)

* ACL DF%E (235 =—)

o h XN TN—TDEFH (236 <—)

e VT N~y T OIEREA L H—T =2 A A~DiEF (238 X—)

a4 FxXa2aL—2a3 DFEED

T, ZOETHPTAY LD LANt-LAN 2> 7 f X o bL—3 3 o OEZ B L
9, BOIAT, FEOFFMEZRALET,

hostname (config) # interface ethernet0/0

hostname (config-if)# ip address 10.10.4.100 255.255.0.0
hostname (config-if) # nameif outside

hostname (config-if) # no shutdown

hostname (config) # crypto ikevl policy 1

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy) # encryption 3des
hostname (config-ikevl-policy)# hash sha

hostname (config-ikevl-policy)# group 2

hostname (config-ikevl-policy)# lifetime 43200

hostname (config) # crypto ikevl enable outside

hostname (config) # crypto ikev2 policy 1
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B < 720752 2= FTOY1 Fy—H4 F VPN ORE

hostname (config-ikev2-policy) # # encryption 3des

hostname (config-ikev2-policy)# group 2

hostname (config-ikevl2-policy) # prf sha

hostname (config-ikev2-policy)# lifetime 43200

hostname (config) # crypto ikev2 enable outside

hostname (config) # crypto ipsec ikevl transform-set FirstSet esp-3des esp-md5-hmac
hostname (config) # crypto ipsec ikev2 ipsec-proposal secure

hostname (config-ipsec-proposal) # protocol esp encryption 3des aes des

hostname (config-ipsec-proposal) # protocol esp integrity sha-1

hostname (config) # access-list 121 list extended permit ip 192.168.0.0 255.255.0.0
150.150.0.0 255.255.0.0

hostname (config) # tunnel-group 10.10.4.108 type ipsec-121

hostname (config)# tunnel-group 10.10.4.108 ipsec-attributes

hostname (config-tunnel-ipsec)# ikevl pre-shared-key 44kkaol59636jnfx

hostname (config) # crypto map abcmap 1 match address 121 list

hostname (config) # crypto map abcmap 1 set peer 10.10.4.108

hostname (config) # crypto map abcmap 1 set ikevl transform-set FirstSet

hostname (config) # crypto map abcmap 1 set ikev2 ipsec-proposal secure

hostname (config) # crypto map abcmap interface outside

hostname (config) #

write memory

TILFATEXFRAME—FKTOHYA FY—H A FVPND

=L

A

ax ;&

ATy 71

ATy T2

ATvF3

~NVFET—RTHA MY —F A b VPN ZVR— b3 2I120F, ROFIEEZFEITLET, b
DFNEEZFEITLT, VY—REV Y TREDLIITHEIND DN L HERTEET,

FIE

YNAFE—ROVPNEZHREL, VY —RA 7 TRAEZREL, FaISNiz) Y —AD—HL LT
VPN 74 o A %8R LEJ, [Configuringa Class for Resource Management] T, Zi15H D%
EFMEZ T LES, RICREFZRLET,

class ctxl
limit-resource VPN Burst Other 100
limit-resource VPN Other 1000

AUTHRAMEREL, VPNTA B RAEZHFATLORE LT TADA L N=IZLET, RIC
RER| 2R LET,

context contextl

member ctxl

allocate-interface GigabitEthernet3/0.2
allocate-interface GigabitEthernet3/1.2
allocate-interface Management0/0

config-url disk0:/sm_s2s_ikl ip4 no_webvpn.txt
join-failover-group 1

g7 7 A, KRV —, J VT h~u 7% A4 Y= A FVPNDOI T )L o
VT XA MDD VPNRRE ERERICRE LET,
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AV8—T 14 RADEE .

A 23 —TD14RADNETE

ASAZIE, D EH 20D U H—T oA ANRBHY, INHEZ I TIIABBLONTE S
WET, RIS, SMNBA v E =T = RIRT Y v T A A=y MBS NE T, .
WA v 2 —T 2 AX T TAR— b Ry NU—=T 2SN, —fROT 7B 2ANnbE#ESH
£7,

BANZ, ASAD2ODA L H—T oA AZBFEL, A X—TMILET, KIT, 4RI IPT
RLA, BEOY TRy h <A77 #E 0B TES, 73T, BFa2UT 40 LUL, B
E, BXOeX=2VT7 4 77747 ATO _EREEZHELET,

GE)

ATy 71

ATy T2

ATy T3

ATy T4

ATy 5

ASA DHERA A —T A4 AT KLA (IPv4 L IPV6 DE J5) 1X, 774 X—MIIOT KL-&
ZE L EE L TOTIIRY £/ A,

FIE

A B =T z2A A AT 4 Fal—aryET—RIABIZE, Fa— a7 4 Fal—
Ta Ly ®—RT, RETDHDA L Z—T A ADT 7 /)L 4 %48E LT interface 2~ N%
AN LFET, ROFIT, A X —7 <A A ethernetd T,

hostname (config) # interface ethernet0/0
hostname (config-if) #

AH =T 2 A ADIPT RLAEY TRy b RA7 ZRET HI21E., ipaddress 2~ > & A
JILET, kOFIT, IPT KL A% 10.10.4.100, 7% > b A7 1% 255.255.0.0 T,

hostname (config-if)# ip address 10.10.4.100 255.255.0.0
hostname (config-if) #

A B —T 2 A ACLHIZTIT D21, nameif 2~ > FEZ AN LFET, HKX48 LFTT,
DLA4FNY, RE LB TOEFIITEEE A, IROFIT, ethernetd A > ¥ —7 = A ADL R
outside T,

hostname (config-if) # nameif outside
hostname (config-if) ##

B =T 2 A A F—T I T BHITIE, shutdown 2~ RDno X— 3 &2 ASTLE
T, TIFNVETEH, A F—T =2 AFT 4 =T NVTT,

hostname (config-if) # no shutdown
hostname (config-if) #

B aARAF9 HITIE, write memory 2~ K& AS L £,
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. ISAKMP 7R 1) & —DERFE L SR © 2 —T 4 AT ISAKMP D1 +— T LAk

hostname (config-if) # write memory
hostname (config-if) #

ATYv 76 RUFIET, 2BBEOA X —T =2 AEHELET,

ISAKMP 7R O —DERTFENERA A2 —T A ATH
ISAKMP D4 *r—J)L1E

ISAKMP 1, 2 DA kT IPsec Security Association (SA; X2 UTF ¢ 7Y xT—3 3 )
DO FTEh —HEE 500 o— 3y Fa haL T4, 2k, SABMHED 7 +—
~y MIEETLHEOOED 7 L—LA U —7 2t LET, 22X, SAICET LT &
DrIAVTZ—rar, BLOSADEREIFHIRAEENE T, ISAKMP DR Ty —3 g
NE20oDT7 2 — X (T 2— R 1 ET72—X2) I NTWET, 7=2—X 1, LIED
ISAKMP X T x— gy Ayt —V%R#ETORNO M RVEERLET, 7=2—X2
T, 7 — X &2Ri#ET 5 b BER S NVET,

IKE IZ. IPsec Z {4 272D SA DFRTEIZISAKMP ZfiH LE4, IKEIL., ¥ 7 DOIRIEIC
EESNAE S % —%21Elk L £9,

ASA %, L 77+ — Cisco VPN Client 7~ b8t 3 5 728 @D IKEVL, ¥ XU AnyConnect VPN 7 &
AT FDOIKEV2 ZHR—F L TWET,

ISAKMPZ\:I/:L~“/3/0)7M¢7% RETHITNE, IKERY —%EkLET, ZDRY —
2. ROLOREENET,

o IKEVL E TR T DALY 1 7, FEEZEMEH T2 RSAEL -3 Faidts ¥ — (PSK)
‘/C“‘a—o

o T —HERHE L, TTANY—ETFIRE AT,

s EEHEREL, WokHIT A v E—YRNETEIN TR & ZRGET % Hashed Message
Authentication Code (HMAC) J7=,

BB —RET N TY XLADOMEERETHT 7 4 —~ N~ T—T, ASAIXZDOT
NTY XNEHALT, BEEF—tayva I—Z2EHLET,

o IKEV2 TlZ. RBI{E® Pseudo-Random Function (PRF; S&PlELEEA%) 27 L=V XA E LT
LT, IKEv2 kRN DREEAIC LB I — B & Ny ¥ 2 B EEZ IS LTV E
L7z,

e ASANIE S — 2T 2 OHIR, Z ORFEIAEE T s — a2 B £,
IKEVIRY > —ZfH LT, RIA—ZZLIC1o0EAFHELET, IKEV2 TlE, B—DR
U o—IZkt LT, @ﬁ@ﬂ%ﬁ&%ﬁ&mﬁ&47 BLOEEOBEEET LI R LEZHRT

TEET, ASAlL. REAZEF2T7TERNRLEHVLONLRELENE DI~ ., ZOIEF
% L’CI:?&O)Z\:'/:L~°/9 VEITWET, ZHUZL o T, IKEVL ERERIZ, FFaT &
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IKEVL 3285 0) ISAKMP 7R 1) & —DEEFE .

HEMMAEDEERETEHZI L, FAIENDEZTRXTCDO RN T VAT —LERIETHZDIC
H—7aR—YPLiEEkEcxEd,

ZIZTHE, IKEVIB X IKEV2Z R Y & —ZFRR LT, /1 v F =T = ATA X—TNVIZTLHF
NEIZ DWW TR L5,

 IKEV1 #2565t D ISAKMP 7R U & — D% E (231 ~2—7)
o IKEV2 25t D ISAKMP 7R U & — D% iE (232 ~X—)

IKEV1 345D ISAKMP 7R 1) & — DR E

ATy 71

ATy T2

ATY T30

ATy T4

ATy T5

ATvT6 H

IKEV1 B¢ D ISAKMP 7R U & —% 3% ET 5 IZIL, erypto ikevl poliey priority =~ > R&fEH L
TIKEVIARY v—ar 7 4 FXalb—rary E—RE2HhLET, 22 TIHIKEVL D/XT A —
FEFRETEET,

FIE

IPSec IKEVI R v — arv 7 4 Xab— g T— FEHGLET, RICHZRLET,

hostname (config) # crypto ikevl policy 1
hostname (config-ikevl-policy) #

REST RNERE L ET, ROFITIE, FaAF—2HELET,

hostname (config-ikevl-policy) # authentication pre-share
hostname (config-ikevl-policy) #

e R ERELET, KRIT, 3DES R ET 212~ LET,

hostname (config-ikevl-policy)# encryption 3des
hostname (config-ikevl-policy) #

HMAC TR AR ELE T, ROFITIX, SHA-LIZHREL£T,

hostname (config-ikevl-policy) # hash sha
hostname (config-ikevl-policy) #

Diffie-Hellman 7 Vv — 7% E L £9, KRIZ, INV—72 52X ETHHERLET,

hostname (config-ikevl-policy) # group 2
hostname (config-ikevl-policy) #

WX —DT7A4 724 LR ELET, ROFITIL, 43200 F (12 KFH) ITRELET,
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B e izso save Ky o—omE

ATy T7

ATy T8

hostname (config-ikevl-policy)# lifetime 43200
hostname (config-ikevl-policy) #

VTN arTEXA RN EB—RFRERLEIATF aTH AN E— KT, outside W) A H—
Tz A ALEDIKEVL A R—T NI LET,

hostname (config) # crypto ikevl enable outside
hostname (config) #

B ERAGFT HITIL, write memory 2~ REZ AT LET,

hostname (config) # write memory
hostname (config) #

IKEV2 3E4E0D) ISAKMP 7R Y & — DR 5E

ATvF1

ATy T2

ATy T3

RTvT4

ATy 75

IKEV2 $65¢ D ISAKMP 7R U & — %% ET HIZIL, erypto ikev2 policy priority =~ > R&fEH L
TIKEV2Z R v—ar 7 4 Fal—ra v E—REBLET, 22 TILIKEV2 O/XT X —
AHERETEET,

FIE

IPsec IKEV2 RV o — a7 4 Falb— gy F— RREBRBLET, RIHZRLET,

hostname (config) # crypto ikev2 policy 1
hostname (config-ikev2-policy) #

s T a2 E LET, RIZ, 3DES #RET Dl RLET,

hostname (config-ikev2-policy)# encryption 3des
hostname (config-ikev2-policy) #

Diffie-Hellman 7 v —7" 2% E L £9, KRIZ, IN—T2 2R ETHHERLET,

hostname (config-ikev2-policy)# group 2
hostname (config-ikev2-policy) #

TIY XNE UTHEHAT A REESET M (PRF) & E L. IKEV2 ko RLDIEE(LIz B
7eX—BEE W & Ny V2 BER G L E T, ROFITIE, SHA-L (HMACXY 7 K) %%
/\’:.E_‘Liﬁ‘o

hostname (config-ikevl2-policy)# prf sha
hostname (config-ikev2-policy) #

WEX—DIFA4 724 LEHELET, ROFITIL., 43,200 > (12 i) 123 EL £,
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ATy 76

ATy F7

IKEI b5 2R T+ —L v DR .

hostname (config-ikev2-policy) # lifetime seconds 43200
hostname (config-ikev2-policy) #

outside b WVWH A L H—T A A LD IKEV2 A X2 —7 T LET,

hostname (config) # crypto ikev2 enable outside
hostname (config) #

B EZLRAFT D121, write memory 2~ K& AT LET,

hostname (config) # write memory
hostname (config) #

KEVl FS VR T4+ —L 2y FOER

IKEVl R 7> A7 4 —2Ah &y b, B bR EFRAEF RN e A G DY D TT, FFED
F—H Tu—Z T LA, BT ISAKMP LD IPsec X2 VT 4 TV —3 5 D
XTIV EZ— R, ED T AT =Ly FfEHTL2ZEICRAIELET, FTF X
Tx—hty MI. WHFOET TCRILUTHLILEND D £9,

oo AT —LtEy MY, BBEMTONZZ N~y 7 =2 b THEE I L7Z ACL
DF—Z 7Ju—ME#EINET, ASARECI I VA7 53— By FEEKRLT, 2V 7k
2 TFERIFEAATFT IV VIV R~y T 2 RUTRI VAT — Aty FORRE 1
ERETEET,

WDFIT, FRhpkE b FEFRIEF N E R LT,

KR8 BEDGHESEAXEREAL

BFOESEAR B AR
esp-des esp-md5-hmac
esp-3des (77 4L 1) esp-sha-hmac (77 + /v )

esp-aes (128 £ v hF51k)

esp-aes-192

esp-aes-256

esp-null

NRT Vw7 Ao H—Fy b EDOIEEEF Y NU—7 % LTER I 2 D ASA [T
IPsec # FIET 2 @HE O IFET. PRV E—FTT, PR EF—FRIITFT 741 THY .
REFVLEDH Y FHA,
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B e Tok—vronm

ATy 71

ATy T2

KNS RATp—AEy NERETAHIZIT. VoL arFxAE—RNERFYALTF aT
FAPN BT RTROYA MEZX AT ZEITLET,

FIE

Jsua—)Lary7 X al— a3y ET— T, crypto ipsec ikevl transform-set =~ > F% A
NLET, ROFITIL, 4Hi02 FirstSet T, K51k & FRFEIC esp-3des & esp-md5-hmac % 9
HhITUATF =Ly hERELTOET, %Xi&@io 0 ET

esp-sha-hmac (77 # /L 1)

crypto ipsec ikevl transform-set transform-set-nameencryption-method authentication-method

hostname (config) # crypto ipsec transform-set FirstSet esp-3des esp-md5-hmac

hostname (config) #

EHEERFELET,

hostname (config) # write memory
hostname (config) #

IKEv2 7' BR—FILDIERL

IKEV2 TiE, DR Y =Tk LT, BREOKFLZ A 7 LML A 7 BLOEROES
PETNTY ALEFETEET, ASAIL, REZEX 27 ERHELAEVLONLEHENE D
WKW~ ZOIEFAFEHALTCET ORI o— 9 U E2TVET, k- T, IKEV]
ERIERIC, P SN EMAEDLEERETDHZ LR, HFAIESNDETXTOR T AT 4 —
LERETDHEDICHE O T aR—YP L2 EETEET,

WROFRIZ, A7 IKEV2 BT AL FERES 2R L E T,

R I BEDGIKEZESIEAR EBEUARK

FoamEsSiAK B ESHEAKX
des sha (57 4L )
3des (7 74/ 1) md5

aes .

aes-192

aes-256
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ATy 71

ATy T2

ATvF3

ATy T4

ACL @

=L

axX A&

ACL DERTE .

IKEV2 7B R—YP BB ET A, Vo arFFA R E—RERIvALF 205X
N E—RTHROZRT E2FEITLUET,

FIE

Jua—sNL a7 4 X 2 b—1 3 2 F— KT erypto ipsec ikev2 ipsec-proposal =1~ > K% fifi
MLT., e R—=FLOBEHEOKFbi TGS 4 72 HETE 5 IPSec 7 m AR—H /L =
Y74 X2l —varE—RERBLET, ZOFITIE, secure ST BAR—YILOLFTTT,

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure
hostname (config-ipsec-proposal) #

wIiZ, 7a halBrUOEesbs A 72 AN LET, Y R—FENRTWAHE—D 7 e k3T
ESP TJ, WwicHlz~RLET,

hostname (config-ipsec-proposal) #
protocol esp encryption 3des aes des
hostname (config-ipsec-proposal) #

AW IA T2 AN LET, KITHIZRLET,

hostname (config-ipsec-proposal) # protocol esp integrity sha-1
hostname (config-ipsec-proposal) #

KHEERFLET

ASAL, 77FAarbe— L URAMEFEHALTCRY NU—2V 727 8A%Za be—/LLE
T T7ANRTHE, BISAEX2 )T 4 T T IATVARFTRTO NI 7 4 v 7 EHERLE
T, N7 74 v 7 EFRTHACLZRET HLENLHY 7, FEHIZOWTIE, —BAYEIE
HAar74X¥ab— a3 4 o lnformation About Access Control Lists] #Z&MR L TL 72
YN

= @ LAN-to-LAN VPN fll#Hs: TR ET 5 ACL IE, EEITLIP 7 FL R LB I =585 IP
7 RLARIZESWTWET, BEFOmEIC, BV 77—V 745 ACL R ELET,

VPN 77 4w 7 HD ACL I IZ., BT RLAZEHLET,

G¥)

VPN 7 ¢ )V 4 %4 L7z ACL O EFIEDOFEANC SN T, VE— K 77 & AD VLAN O
BEEEFIIN—T KD V—~OMET 782 a2 ba—L b— L OiEH (149 5—2) %
SR L TLIEEN,
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FIE

access-list extended =~ > F&Z AJJLET, ROFITIEX, 192.168.00 D> hTV—7NITH D
IP7 KL A5 150.15000 DRy NI —ZIZ N T 7 4 v 7 ZEGET 5, 121 list &5 4 RTD
ACL 5% E L 9, #3CIL. access-list listname extended permit ip source-ipaddress source-netmask
destination-ipaddress destination-netmask T,

hostname (config) # access-list 121 list extended permit ip 192.168.0.0 255.255.0.0
150.150.0.0 255.255.0.0
hostname (config) #

ACLZEI T =V 7458500 5 — DM ASAIZ, ACLZRELET, 2 > DB DN
B ACLTERIN, A7V TN~y INT=Y 7%y MZEBETEEEA, KOH
T, 4707 a7 N hostname2 T3,

hostname2 (config) # access-list 121 list extended permit ip 150.150.0.0 255.255.0.0
192.168.0.0 255.255.0.0
hostname (config) #

koRILTIL—TDEE

. CLI T

Mo pv = 1%, bR A) —E2 MLz a— ROy b TT, AAA —N
AT D h o TN—TEHRE L, ¥R T A= EREL, T 74NV DT NV—T R
VY —%FFLET, ASATL, bR Z—THNEHICARE L 97,

ASAIZIE, 2DODFT 74k bRV TN—TRB Y ET, 1D1FT 74/ FO IPsec VU E—
TR A L F—TTh D DefaultRAGroup T, & 9 1 D1EF 7 4 /L kD IPsec
LAN-to-LAN k> %)L 7 )v—7T& % DefaultL2Lgroup T9°, IS IFEFE AfEE T2, HIkR
ITTEEEA

IKE R—Y 3 1 BXIO20EMERAL, AT UCH D £, IKEVL T, i
JTFDOVPN Y RTLODXA TOBFGEOHBTFAISNET (DF v, FafHA X —F72ILG6E
&) . L»L, IKEV2 T, Blloa—arB L0 £— FRGECLI 2 H U CIHEXFRERES
KEFRETEET (0F 0, FELICH L TEFria S —38GE2 2@ L, JSB A LT
GEAERGEARETEET) . LERN-T, IKER AT S &, WFOMNENFNRLR 5
I UT Yy )V CRAET DI ARRRE A CE £ (FaA X —FITRERE)

70, BEICET-H LWL ML I —T% 1O FMEfT 52 b T T, FrpL
FALT— g TR ENTEED R oL TA—F R WA IT, ASAX. 2hbn s
N—T&=ERALT, VE—F T7EABLOLAN-tO-LAN h > 3V ZA—T DT 7 0k b
VAN RT A =R ERELET,

FEARHI 72 LAN-to-LAN B A fENL T 511X, RO KL D22 2D@EMEE F o xL 70— 108
ETHHLENHY F9,

o Bkt # A 7% IPsec LAN-to-LAN |23 & L £,
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ATy 71

ATvF2

ATy T3

FoRILTIL—TDEE

cIPT7 FLADIEHTX (-2F D, IKEVL & IKEV2 FOFER A X —) 2R ELET,

FIE

B & A 7 % IPsec LAN-to-LAN (23X ET 521X, tunnel-group =~ > R&E AL ET,

31, tunnel-group nametype type T3, Z ZC, name (X b2 RV FA—TF\ZEIN M T HL
AMTHY., typelX b RILDZ A 7 TT, CLITANTS b Z A FFRDOERBY T,

* remote-access (IPsec, SSL, BL OV FA4 T PV ASSL UE— K 727 & X)
* ipsec-121 (IPsec LAN-to-LAN)

WOFITIX, FrRL ZI—FDLENL. LAN-to-LAN E7 D IP 7 KL A TH 5 10.10.4.108
<7,

hostname (config) # tunnel-group 10.10.4.108 type ipsec-121
hostname (config) #

G¥) IP7 KL AUSDLARIDFNTUV D LAN-to-LAN ko pL 70— 1%, b oLl
AEHANT DX VAEAETH D, £ T A Aggressive E— R&2f 45 L 9 1I03%
EINTWND (BbAWIZOmMAD) GEIZRBVEHTEET,

1.

HATHEA X 2T 5 X O ISERAE AR ET 51X, ipsec BMEE— RIZAD |
ikevlpre-shared-key =~ > N & AJ) L CHAHEAF—Z2F L ¥, 2 LAN-to-LAN #fii D
W75 ASA T, [Al LA X —2 M 28 E N H Y £,

F—i, 1~ 128 LFEOWETLFHITT,
WRORFT, IKEVL FaTHEA ¥ —1% 44kkaol59636jnfx T3,

hostname (config) # tunnel-group 10.10.4.108 ipsec-attributes
hostname (config-tunnel-ipsec)# ikevl-pre-shared-key 44kkaol59636jnfx

EHERGFLET

hostname (config) # write memory
hostname (config) #

N RADBEEF TH D Z & 2R T HI2iL. show vpn-sessiondb summary, show vpn-sessiondb
detail 121, % 7-!% show crypto ipsec sa 2~ > RZfEH L £7,
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B oo~y dotmes o8- 4 2~0iEA

DYTEIVTDEREA I RA—T 24 A~NDEH

TV h=y 7z b)IE, IPsectXa )T 4 TV —2aODIROE D REHEERE>E
LD TY,

o IPsec TIRET IV EDHDH T 7 v 7 (ACL TiERE)
e IPsec CIREINTZNT 7 4 v 7 DEER (7 THRE)
e FI T4 v ICHEESNSIPsec X2 T4 (RTFLURATH—A By FTHEE)

elPsec h 7 7 4w 7D —NT RKLVA ([ H =Tz A VT b~y 7 HEALT
&)

IPsec 3 HN T H7-D2iE, MAFOECTICEBEOH L a7 4 X2 b—ra o7 U
M~y U NIBRGFETIVLENSLVET, 22507 V7 b~ 7 = b BNAEHMNEF
OTOIIE, MEDBDRL EOROEEE T HERH D 7,

e /U F Ny NI, AR EOREACL (& 21F. 35— A4 A—YACL)
WEENTWD, ISETHETNEA T Iy 7V T b~y P2l L TOLHEAIE.
ASA DK S ACLO T N UMNRET ORF S ACLIZE > T A ESNTWARERHY £
j_o

XTIV~ T UMD ET Z#NT L RETLHIETNIATFTIv s 71T
b=y PERMEHLTWARWNES)

VYT hww TR, EORNT LU AT —Lty FD 7L LB 1OFET S,

FIEDA VA —T 2 A A LTHEED 7V T s~ 7 =0 b 2ERT25HA1E, v
YD — o AFS (seg-num) ZEH LT, =2 FUICT U7 20T ET, seg-num H/h S
WIEE, T4 AV T amEmL e ET, 2V T~y T By heRoAf X —T 24 AT
X, ASAITET EN 774 v 722774 F VT 4 OmWey S MY ERE LU TR L 9,

WDOEEONT NI Y T E D EAIE, IIEDA v X —T oA AKX L THEE D7 ) 7 |
~v 7 = MY R L E T,

cEHOET TRALLHT—F Tu—E 0BT 5 8E,

CHBRBBATDNT T 4y (A—FFEMNOET ~D) ([T8ReD IPsecEx =2V 7«
ZEAT %0, ez, VT Xy by MEO NT T 4 v ZIFEREEL, BloY T
Xy by MO N7 7 4 v ZIXFREB LUK 535 £ 5 5T, ZoHAR, 2
RHRATDNT T 47 % 2OOERIO ACL TEF L., 5 K5 ACL 2% L CTEBNIZ 7
U7 h~y 7 = M) EERLET,

GE)
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ATy 71

ATy T2

ATy 73

ATV T4

syT 2y Iokmes v s8—7 x4 2~0EA ]

JVT N~y TEEKR LTI — b a7 4 Falb— gy B RTHEA LV Z—T oA
ZWZEAT AT, YN a TR AN E—REREFYAF I THFA T R THRDOF
IEZ AT L ET,

FIE

ACLZZ V7K ~wv 7 =2 hUIZHEIY Y THIZIE, crypto map match address =~ > K& A
HLET,

31X, erypto map map-name seq-num match address aclname T3, ROFITIL, ~ v 74 1%
abcmap, ¥ —7 2 AFF(T 1, ACLA 1% 121_1ist T,

hostname (config) # crypto map abcmap 1 match address 121 list
hostname (config) #

IPsec ##t FHO 7 #F87E T HIZIE, crypto map set peer =~ K& A S LET,

3L, erypto map map-name seg-num set peer {ip_address1 | hostnamel}[... ip_address10 |
hostname10] T3, KDOFITiX, v 74413 10.10.4.108 TI,

hostname (config) # crypto map abcmap 1 set peer 10.10.4.108
hostname (config) #

VT v~y FUICIKEVL R 7 VAT 4 — A&y MERET HIZIE, crypto mapikevl
set transform-set =~ RZ AL E1,

#E3CIE, erypto map map-name seg-num ikevl set transform-set transform-set-name C9°, KO
TlX, FT7 AT —h &y NI FirstSet T,

hostname (config) # crypto map abcmap 1 set transform-set FirstSet
hostname (config) #

J VT R~y 7 = MUIZIKEV2 7' e R—Y L E2fRET HIZIX, crypto map ikev2 set
ipsec-proposal =~ > K& A L%,

#E3C1E. erypto map map-name seg-num set ikev2 ipsec-proposal proposal-name C9°, K DHIT
X, 7B AR— 4T secure T,

cryptomap 2~ RTlE, 1OD~ v 7 A T v 7 ATHEED IPsec 7' iR—HW L& FEE TE

9, ZOEE. BEOTaR—PF LR xa o —2 g 0D—EE LTIKEV2 ETIZEE S

N, 7aR—YADIEFLZ VT b~y 7 = b ONEFATECERLE N RE LET,

G¥) T —F (AES-GCM/GMAC) BXOWEH E— K (203 _T) o7 /1T ) XA
MNIPsec 7R —VFIIHAEE, ETICH—~OFuR—YFLEEETXERFA, =
DOEFE. 2007 R—YILRNNIEL 20 £ GEET—RFOT /LT XAIT1O,
WEE—ROT7/LITY XLZLD)
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B i~y 70r08—oz42~0EM

hostname (config) # crypto map abcmap 1 set ikev2 ipsec-proposal secure
hostname (config) #

SYVTRTyTDABZ—T 24 A~NDER

ATy 71

ATy T2

VT v~y 7 'y ME, IPsec N7 7 4 v I BREIBTHEA X —T oA ATHEHT HHLE
BHDFET, ASAIL, T XCDOA X —T 2 ATIPsecxHR—rLET, 7T b~
Yty b H—T oA RTHEATDHE, ASAITT R TOAS L H—T 2 A NTT 4T %
VTR =y Yy FERAELTIHMEL, #iFotXa)T7y 7V vz —varoxay
T— MERZ, FBESNIZARY v—2FHLE T,

F7o, VSN~ T2 B —T 2 A RINNA L RTDHE, EFX2 T4 T/ —T
VTR AR X 2 VT A R =T ER—RREDT o H A LT — X EE S
ENFET, 7V T b~y T EHENPODEET L E, ASAITHEINICEOEELAFETa 7 K=
L—ya VA LET, BFoEREITTXCRey7ah, il U7 b~y 7oiEia%
W S ET,

REFHD 7 VT b~y TaINBA 7 —T = A WA T 51218, ROFIEEZFATLET,
FIE

crypto map interface =~ > R4 AJ) L £9, #3013, crypto map map-name interface interface-name
)

hostname (config) # crypto map abcmap interface outside
hostname (config) #

EHERGFLETS

hostname (config) # write memory
hostname (config) #
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AnyConnect VPN Client #&#%

i

Z OIATIX, AnyConnect VPN Client ##5t 2 iX &7 5 HIEIZ DWW T L £ 97,

« AnyConnect VPN Client {22\ T (241 ~<X—7)

« AnyConnect ® F A & o A (242 _—7)
 AnyConnect Bt DREE (242 ~=—)

« AnyConnect ##E DR (263 ~=—27)

e AnyConnect VPN v a v ou 747 (264 ~—7)
* AnyConnect £t DFEREEIE (265 ~—2)

AnyConnect VPN Client [ZTD LT

Cisco AnyConnect Secure Mobility Client IZ X 0 U £— k =—3 %, ASA ~Dt =7 72 SSL %
9 E 721 IPsec/IKEV2 #5#5i A fNL CE £ 3, FANZZ TA T 2 FI3A VA F— LR TN
B4, VE— b 2—WL, SSL £7213 IPsec/IKEV2 VPN #5f5t & 5 1 F A D K D ICRRE ST
HAE =Tz AADIPT RLAZT T UWFIZATILET, ASA D, http:// ZRK % https:// 12
VEAVY b TDHEIITHESILTORWERY | =—H1X URL % https://<address> DFEA T A
NTHHERHY £,

URLWNAT1END E, TIU0FITEDOA A —T A AR L, n /A VEHEZFERLE
T, 2—VFRa A LRI L, FO2—FRNT T4 T FEERLTWS E ASA T
malEns e, X2 VT4 TTIATUAF, VE—bF 2 Ea—FDOFXL—T 7
VAT RIEI IV TAT U v Xy ya—RLET, ¥urue—FKk, 7947 MIBESHE
HTA VA M=V ERTEEITV, & 2772 SSL F 7213 IPsec/IKEV2 55 2 feSt U £ 47, B0

O TRHZIZ, EEDSLT) 20 EELI N, THREFESAEEZT VA VA =L 1LE
7

LRI A VA =L ENTWDET 74T bOFEIT, 22—V OFEEEFIZ, ASAICL - T
SATLUROYEY g UyRNEBREN, SE| ELT7/77V%]\32"LE’TO

7747 2 RS ASA & SSL VPN ###ia 2> — k L7=84 1%, Transport Layer Security
(TLS) ZAEM L THefe L£9, JRPLIZIS LT, Datagram Transport Layer Security (DTLS) 73
SN ET, DTLSICE D —HB0> SSL #&fe THAET 2 EUEFS L OV IR OO [/ 23 [k <
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AnyConnect
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. Xy NBEOEBELZITRTWI T IUEA LT TV r—a DR T 3 —< 2 AN L
L/\i‘g_(]

AnyConnect 7 74 7> M, ASADL AUy — RTEET, Fd, VAT LAEFHENT
HTUE—FPCIZA VA=AV TEET, 7I747 2 FOFBEA X b —/LOFEHIZ OV T
I%. [Cisco AnyConnect Secure Mobility Configuration Guidel D)7zl V—R &ML T2
é l/\O

ASA X, =PRSS L TV DEHD I N—T R v —Fida—FLRIEICERS&E 7 T4
TryhEFyru—RLET, BBMICZ 94T haX v ra—RT5 8912 ASA % iE
T ERFI2IAT U b EX e — R L0 E ) EB— b 2a—PITHEGER T D L O ITRET
TET, BEOLA, 2—FRINELRNoT2G81E, #4570 MRS RE L-#%IZY F
AT hedvra—RToh alfry A=V FRTDHLICASA ZHETEET,
AnyConnect D ZE 4
AnyConnect Secure Mobility Client 25217 L TWAH T RiRA > b a2 B a—Z OFEHIZ OV T
1. [Cisco AnyConnect Secure Mobility Release Notes] D@7zl J —R &ML T 2 &0,
AnyConnect D;¥EEIE & HIFFBIE

« ASA Tlx, VUE— b HTTPS GEFAEIFfER S A,

D74t REH

GE)

AnyConnect

ZOBREIX. A m— RS EEED R WET LTI TE £ A,

VPN 7 A & 221X, BIEEAAIHEZ: AnyConnect Plus & 721 Apex 7 1 & > AMNME T,
EFI T E DR KRAEIZOWTIL,  [Cisco ASA Series Feature Licenses] #ZM L T 72 &0y,

7747 MUASSLVPN &y v a VMG L%, R—% /)26 AnyConnect 7 7 A 7 2 b
oy a BB LELAE, ARl o0ty v a VA IR TOET, RIS LT, &
WIZ AnyConnect 7 7 A 7> b (AU RTay 7747 "plnn) Btb LIk, 7 7
AT FPUVASSLVPN R—Z a7 A LIZGEE, 2 o0y va U MEA S THE
7

BT DERTE

Z Z Tk, ASA 2N AnyConnect VPN 7 7 A 7 > MNERE A2 T AILD K D ICERET 5 72 ORiiE
FME, HIREE, BIOREMARZ A7 2OV T LET,
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5547 +E Web BB 51000 ASA 0% E [

D5A4TF 2 % Web BT 518D ASA DERTE

ATy 71

ATy T2

Z DI T, AnyConnect 7 7 A 7 2 k% Web JEBH 5 X 912 ASA Z 3% ET 5 FIHIZ DV TRl
E)q L/iﬁ‘o

1R BRI
TFTP RBIDFEEFEH LT, 27 I7A T b A A=Y R r—Y% ASAICat—LET,

FIE

7Ty va kD77 A4 /V% AnyConnect 7 T A T Ry r—T 77 A VELTHRELET,

ASAlX, VE—FPCIZF DU E—RTHDIZ, Fxvia AEFVDOT7 7 A LVEREALE
T, BEDI T4 T MRBHDHEAEF, order 5IEEZMHEH LT, 7947 N A4 A—VIZNEF
ZEIDYTET,

ASAIZ, VE—RPCOARL—T 4 VT VAT AL —HTHET, FHEINTWDIERFTH
IIAT Y hO—HELTa— R LET, O, &L ROICERAS LT AL —
TAT VAT LAHOA A—=VIZIE, EHIEROWEIEEZEID S TET,

anyconnect image filename order

1 -

hostname (config-webvpn) # anyconnect image
anyconnect-win-2.3.0254-k9.pkg 1

hostname (config-webvpn) # anyconnect image
anyconnect-macosx-i386-2.3.0254-k9.pkg 2

hostname (config-webvpn) # anyconnect image
anyconnect-linux-2.3.0254-k9.pkg 3

(G¥)  anyconnect image =~ > N"C AnyConnect A — L Z 5% & L 72#(Z anyconnect enable
g~y RERITTHLENDY £9, AnyConnect & A F— 7 /LI L7a WA,
AnyConnect DENEIZATEARIT7/2 Y . show webvpn anyconnect =~ > N3 SSL VPN 7
TAT UV FIIAF =T NI TN RN E R L, A A h—/L S {172 AnyConnect
Nor—U%UAMLERA,

7 I AT b L A 7213 AnyConnect SSL 5t DA > #— 7 = A ZD SSL & A RX— T /I
L/i—a—o

enable interface

&1

hostname (config) # webvpn
hostname (config-webvpn) # enable outside
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B /57 r2web BET 2100 ASA DBE

ATy 73

ATy T4

ATy 5

ATy T6

ATy T

ATy T8

ATy 79

Zpawy RERITLARVE . AnyConnect [Z4H7E L 7= & 35V IZF4%REH T, show webvpn
anyconnect =~ > R{I, A A h—/L &7z AnyConnect /X 7 — % U A M5V IZ,
[SSL VPNisnotenabled] W9 A vE—T % LET,

AnyConnect DA *—J )L

(L&) 7 FLAR T— L &fE L ET, DHCP R —FIZ L 5%V M TDT KL ADIFER
VBT FRLABD B TOHEEEM T2 TEET,
ip local pool poolname startaddr-endaddr mask mask

B -

hostname (config) # ip local pool vpn users 209.165.200.225-209.165.200.254
mask 255.255.255.224

T RLAR =& b J—TIZE0 4 TET,
address-pool poolname

1 -

hostname (config) # tunnel-group telecommuters general-attributes
hostname (config-tunnel-general) # address-pool vpn_users

TIZHNEDTN—=T K v—%& b T T—FTE G TES,
default-group-policy name

hostname (config-tunnel-general) # default-group-policy sales

7747 MR R—HLE L AnyConnect GUI D2 7' A o R—TTD k¥ KL T )—"
VA NDERREAX—TNMIZLET, =AU T ADY R NX, group-alias name enable 2~ > N
@:iofﬁ%éhij‘o

group-alias name enable

1 -

hostname (config) # tunnel-group telecommuters webvpn-attributes
hostname (config-tunnel-webvpn) # group-alias sales_department enable

TN—TF T2 —FOF RSN/ VPN U 7 Z7a h=abk LT AnyConnect 7 7 A
T MERELET,

tunnel-group-list enable

1 :

hostname (config) # webvpn
hostname (config-webvpn) # tunnel-group-list enable

IN—TElF 2= OFA SN VPN b 7 7a ha b LTSSLZ2fEL £,
ZOMOT e havEBMLTHETAZ b TEET, i X, a~v>r KU 771
> A D vpn-tunnel-protocol 2~ > RZ B L T 72& 0,

vpn-tunnel-protocol
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KB 547 b A V2 b—1o1 72—t [

1 :

hostname (config) # group-policy sales attributes
hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # vpn-tunnel-protocol

RDBERY

TN—TFRY > —ZxT a2 —FOEID Y TOZEMONTIE, F6E [ 7Tu 77 A1,
ITN—T R v—, BIOa2—TORE] 22 L TEE0,

KEHWEIDSATUO AR M=ILDA 2—TILL

DTLS

=L =

axX A&

K72 7 FA TV P A VAN NEAL RX—=TNVIZTDE, JTAT L NOHBT VAR
F—UHSEENT 4 B — TNV FF, VT4 T MI, BEOESEOEHIZY ET— | 3
BPa—HIA VA= NLENTEEEROT, VE—F 2—FOEGRBNEMHINET,

FED T N—TE 32— T KR FAT o b A VA M= A R—=T TS
WX, Zv—7" AR VU > —webvpn &— K& 72 13— 4 webvpn <& — K T anyconnect keep-installer
avy REMHLET,

T 7 AN RNTIE, 7 T74T 2 FOKGIRA VA N —MIA X—T VTR TWET, Ev
arORTRIZ, 7747 MIVE—F arta—F Rk £, KOFITIE By
arYORTRAT)IE—F 2V Ea—2Ds 747 NefllRT 2 L0 I fFO 7 v —7
AU v—sales #ETELET,

hostname (config) # group-policy sales attributes

hostname (config-group-policy)# webvpn
hostname (config-group-policy) # anyconnect keep-installer installed none

Datagram Transport Layer Security (DTLS) Z {3 % &, SSL VPN £t 2 v L TV 5
AnyConnect 7 7 A4 7> h T, 250D b %)L (SSL b /L& DTLS b x/v) %[RRI A
TEFET, DTLS M4 5 &, SSL & THAT DB L OV BiE o RIS B8 S 41, /3
7y MBIEDE B Z LT WY TIAVEA LT TV r—2a O T p—< ARHLELE
R

1R BHHIIZ

IO~y R FTDTLS 2% E L, i3 2 DTLS /3= a i3 2 12id, SSL OFf
HIRRE (80 X—) HZZELTLIZEW,
DTLS % TLS ##ftic 7 +—/v N v 7 Z¥ 521, T RETHA (DPD) %A 3—7 W T
HMENHY T, DPD & A 2 —T I L2V EA, DTLS 8 CRIENRAET 5 & TLSIZ
T = Ny 7T HROVICERIIE T LET, DPD OFEMIZOWTIL, 7 v FET RO
WiE (258 X—) ZZML T EEN,
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¥a
fit

B ouso:

FIE

AT w71 AnyConnect VPN ##elZxt L T DTLS &7 > a U AEEL LT,
a) webvpn E— RKDA > ¥ —7 A ATSSL & DTLS #H%hic LE7,
T 74/ R TlE, DTLS A X —T M2/ 5 DX, A ¥ —7 A ATSSLVPN T 7 & A
A RZ—T NI LEEHETT,

hostname (config) # webvpn
hostname (config-webvpn) # enable outside

webvpn 17 ¢ ¥ 2 L—3 3 F— KT, enable interface tls-only =~ > RZHH L, 7
~T? AnyConnect 7 74 7> b 2 —HFIZH L TDTLS &7 4 E—7 ML E T,
DTLS %7 4 &E—7/WZ9 5 &, SSL VPN #iid SSL VPN k> V72 Ic8Ekt L £ 9,

hostname (config) # webvpn
hostname (config-webvpn) # enable outside tls-only

b) port B LV dtls port =~ FZHEH L TSSLIBLDTLS DAFR— hEHELET,

hostname (config) # webvpn

hostname (config-webvpn) # enable outside
hostname (config-webvpn) # port 555
hostname (config-webvpn) # dtls port 556

RTFV T2 FEDITN—T RY =2k LTCDTLS A7 v a v ERELET,
a) JN—7RY—webvpn a7 4 ¥ alb— g v E— RELIF2—F4 webvpn =27 ¢
Falb— 3 F— KT, anyconnectssldtls 2~ > K& L TRED I/ NV—T%7-1F
2—HPZx LT DTLS A4 2 —7 M LET,

hostname (config) # group-policy sales attributes
hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # anyconnect ssl dtls enable

b) (TG LT, anyconnect dtls compression =~ > K%/ L C DTLS [Effi & A F— 7 /LI
LET,

hostname (config-group-webvpn) # anyconnect dtls compression lzs
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yE—ta—nsz7orT+

JE—F A—HIZTE7Ta0T+

FIE

ASAT, UE—RSSLVPNZ FA T F =PRI IA4T v N X yru—RT572oD
ny T N A RX—=T VT DHIZIE, FA—F AR —webvpn 27 f Fab—v a3 E— R
Foid=2—V4 webvpn 227 4 F2 L —3 3 » F— F T anyconnect ask 2~ > K& L %
R

[no] anyconnect ask {none | enable [default {webvpn | } timeout value]}

e anyconnectenable {5 €45 &, /7 74T NEX U a—RTLH, JTIAT LA
RGN N=IBBHTLhemno7n 7 e E— b 2a—FRKRL, 2—F0
JRE A EHIIRICRIRE L £ 9,

* anyconnect ask enable default Z{5E+ 5 &, T IZ7 IA T FRF U —FahZE
j—O

« anyconnect ask enable default webvpn Zf5ET 5 &, T <ITAR—Z /L X—=VICBE L £
R

« anyconnect ask enable default timeoutvalue 8§ €45 &, 7 747 hEaX v a— KT
L0 £2IT TAT VPV AR—ZNL_R—=DICBET I nEmR5 707 e T—
Fa2—PICRRL, TIALVETI7vay (29347 boFYya—FR) 2ETT5
B, value DEFHE L £,

« anyconnect ask enable default clientless timeoutvalue Zf5 &35 &, 7 74T haXx T
B—RT50, FE7TAT U FLAR—ZN R=VICBHT 20 E3R5 70T
FaUE—ha—WIRRL, 774V T 27vary (V7347 PLAR=F )L R—
VOFER) HFATT DHENT, value DAFHEL £7,

WDOKIZ, default anyconnect timeout value F 7% default webvpn timeout value 733% iE S #17-
BAEICVE— b 2—PICRKRENL T v T MR LET,

5:)FE— bk A—HIZRREINBSSLVPNI SA T bDED U A—RERHZTOU T+

Hem AnyConnectwill startin 112
J seconds.

100 | O | O

o Start now

« Cancel

181312
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B rcomect 55470k TRTFAL BY v O— ROA R—T Nt

451

OB TIE, ASA T SA T "X ura—Rt40h, £33 A4T7 2 LA
R—=H N R=VIZBET I Eea2—PIZZ3NRE5 7T 2ERLT, 7947 b
B u— RTHENNEE I0 RS T A L ICRELCVET,

hostname (config-group-webvpn) # anyconnect ask enable default anyconnect timeout
10

AnyConnect 7 S A7k ZRIJ7A4IIL Ao oA— kDA *—T )Lt

AnyConnect 70 7 7 A ) (AT 7 74T FEEZDVPNEEREO AL 7 4 Fa L— g UK
. BEXOA T a DI FAT N EFEV2a—ADAL T X2 L — g VRELX ST XML
7 7 A JV) T Cisco AnyConnect Secure Mobility 7 7 4 7 > MEiEZE A *—7 M2 L £, ASA
I%. AnyConnect DA > A b — /L LB P T u 7 r A N ERELES, 2—FRTa 774
NOEIREEZRTTO T EITTEEEA,

7'a 77 AL, AnyConnect 7R 7 7 A )V =T 4 X EFEH L TRETEET, 20T 44
L. ASDM F 7213 ISE 7> b #E) T & 2 #F] 72 GUI X— X DALY —/L"C7, Windows
AnyConnect ¥ 7 b7 =7 Nur—VILE T A X NEENTHET, 20T ¢ XL,
AnyConnect /N> 77—V HBIR LTc~y R R 7314 2|Zr— KL, AnyConnect 7 7 A 7
NAA—TELTRETDET 7T 4 712720 £7,

ASDM E£72IZ ISE I &7 u 7740 =5 4 XDV IZ, Windows 727 7 A L
TTF Y HDAZ L KT Ry RX=Va Vb HTEEY, 7747 v M HEIEMT 254813,
VI N2 TEBRAT AL TCar o —Z BT, VPN —E 2O T a7 7 A
NBLORFOMDES 2— V&2, ZFZ U RTaro7a 7y ANV TT 4 X2 L CER T
7

AnyConnect 7 7 A4 7> BT BT 7 A )V =F 4 X OFEMIZOWTIE,  [Cisco AnyConnect
Secure Mobility Configuration Guide] ®i#EEIZ2 Y V—R 25 L T ZEW,

GE)

AnyConnect 7 7 A 7> b 7'a ka /LD 7 )L ML SSL TT, IPsec IKEV2 %A Rr—7 /W2
HIZIE, ASATIKEVZ RIEZREL, £lo, 2 7A 7 7077 A VDT T4~ 7 b
/e LTCTIKEV2 % ET 2 04ENH Y £9, IKEv2enabled 7' 7 7 A /UL, =2 KA > b
A2 —HIZERTOMNERDHY £, ENLUNOEE, 7T AT MISSL A L THE
e ITLET,

FIE

AT 1 ASDMISED 7 a7 7 A )V F 4 ZET-ZAZ L RTary a7y A )V T 4 XL T,

a7 7 ANVEERLET,
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ATy T2

ATy 73

ATy T4

AnyComnect # 547> k FaT7 AL #ovn—kng x—Tut [

titp E71FBDOFREFEH LT, ASADT7 T v va AEVICTa 7y AN Ty A Er—F
L\i‘g_(]

webvpn 227 ¢ ¥ = L—3 5 % — K Canyconnectprofiles =~ > REHHL T, ¥ v =
AEVICE—=RT L7 IFAT N TaTdr A e LTIDT7 7 ANEdLET,

1

Wiz, 7ra 77 At LT7 7 A/ sales_hosts.xml & engineering_hosts.xml % #5795 ] & 71~
L/i‘é—o

asal (config-webvpn) # anyconnect profiles sales
disk0:/sales_hosts.xml

asal (config-webvpn) # anyconnect profiles engineering
disk0:/engineering_hosts.xml

INT, a7 7 ANEITN—T R —ZFATEET,

dir cache:ste/profiles =~ A LT, ¥y v a AEVIZrn—RFEnTm 77 4( L%
ForLET,

hostname (config-webvpn) # dir cache:/stc/profiles

Directory of cache:stc/profiles/

0 -—=-= 774 11:54:41 Nov 22 2006 engineering.xml
0 --—= 774 11:54:29 Nov 22 2006 sales.xml

2428928 bytes total (18219008 bytes free)
hostname (config-webvpn) #

IN—7" R —webvpn 27 4 ¥ 2 L — 3 F— F%&BI4E L. anyconnect profiles =~
YREMALCT, IA—T RIL—DIIFAT s Iun7 s A VERELET,

51

R FRE/R 7 1 7 7 A V& FKxT 5 I2IE, anyconnect profiles value =t~ > RIZfel) T, Beffe
(?) ZADLES, RITHIZRLET,

asal (config-group-webvpn) # anyconnect profiles value ?

config-group-webvpn mode commands/options:
Available configured profile packages: engineering sales

WROBITIX, 27AT7 2 N 70Ty ANEAL TR vypn DT a7 57 A )Vsales ZEHTDH LI
IN—T K)o —%RELET,

asal (config-group-webvpn) # anyconnect profiles value sales type vpn
asal (config-group-webvpn) #
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AnyConnect 7 S A 7 FDEBET Y T L— DA %*—T Lk

AnyConnect = —# (%, BT » 7L —FEHH LT, 77947 Ty 7 7L —FRKDHXY
v —RERLEDZLENTEET, 7947 M7 v 75— hMERTE 554, AnyConnect
. BHT A0, 3T v v — REEMT O 0ERRL XA T n S EREET,

AnyConnect 7' 11 7 7 A JLi% & T AutoUpdate 73 [Enabled] IZEXE S TWRWRY . Z7 v
T —REZATa 7 3FrsnEzEA,

BIET v 7T L— R A F—TWZT HIZIE, B AZ LNEMESX A 7 L AR & OfE% ASA IZ
BIMLT, A= R)—TCTInbDEEEZEREBIVTRELET,

WDH AL NBHEITBET v 77 L— K&V R—FLET,

FKI1I0EETYTIL—RFOARE LEM

NAZLEESAT BAMME TIHILNE |FE

DeferredUpdateAllowed true false false [true] Z45ET D & IEHT v 77— A%
(2720 F£9, ET v 77— RAMVES) (false)
DYE, FTRRORETERINET,

DeferredUpdateMinimum\ersion X.y.Z 0.0.0 T ST — REERTEXA L HICT B0,

A VA D= NT DREND DNV 3 v
@ AnyConnect,

IN—=arOF v 7iE, Ny K2R
THMNZ > TNDHTXTOEY 2 — /LT
HanEd, VWANEZEOAENREEDOEY 22—
JVIRA VA B =L STV, FElzidx/h
B Z T2 L TWRWEE, B L CGET »
TF—hTAHZLITTEERA,
ZORBMENMEESNTWARWEA, = FR
AL MZA VA =N EINTNENRN—=T g
WZCEAfRR L, T m o7 v RFREND M
(HBIICH TS NET) .
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AnyConnect 2 514 7> +DBET v F5 L— KoA x—T it ||

NAELEESAT BB TIHILNE |FE
DeferredUpdateDismissTimeout |0 ~ 300 () |none (7 &— |MEHIT v 77 L— K Fur7 FRERSH.
7V) HEIMICAI T SN2 £ ToME, = 0B,
WM v 7T — b Ter T N ERRT LGS
DHBEHENET (RAAN—=T a DRI
RONCFHEi S ET) .
ZOBHR RSB RWGE . HEVA I HRE
WENZ /2 | 22— RIRETHET (K3
WIS CTC) AT el nEREnEd,
CORMEEERICRET D &, KIZESNT
SRS BEER £ 72137 v 77 L— RRE
i S E T
o f VA RN—JVIEIHIN—T g Lk
DeferredUpdateMinimumVersion Mg
» DeferredUpdateDismissResponse DAE
DeferredUpdateDismissResponse defer update update DeferredUpdateDismissTimeout & A= L2 2 it 3~
AT 7 a v,
FIE
AT w71 webvpn 27 ¢ X 2 L—3 3 > F— KT anyconnnect-custom-attr =~ > K& L CTh A%
LIRS A TEER L E T,
[no] anyconnect-custom-attr attr-type [description description |
il -
WIZ, 1 A% L@tk s A 7 DeferredUpdateAllowed 35 J UY DeferredUpdateDismissTimeout % 1871
ToBlERLET,
hostame (config-webvpn) # anyconnect-custom-attr DeferredUpdateAllowed
description Indicates if the deferred update feature is enabled or not
hostame (config-webvpn) # anyconnect-custom-attr DeferredUpdateDismissTimeout
ATy T2 ZJu—rL a7 4 X2 b—3 3 F— KT anyconnect-custom-data =~ > RZfHH L THh

AL L@EOLARI & OEAEBMLET, RVMEEZFFOBMEOSEIL, BT 2= M) &2
ETE, EEENARETY, 722 L, RETY U BNEEL TWSE. [Defer Update] %1 7
B ERRINT, 2—FET v L= RERETE EHA, DV, Ty 77 L — R
BEHICITOILET,

[no] anyconnect-custom-data attr-type attr-name attr-value

51
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. IBAND AnyConnect 7 54 7 > MEBED A 2 — T L1t

ATvF3

Wiz, B AKX LJEH A 7 DeferredUpdateDismissTimeout D4 Bijfsh & O & |
DeferredUpdateAllowed % 1 % — 7 /LZ¢ 5 72O DA i & O ZBINT 5612~ L ET,

hostname (config) # anyconnect-custom-data DeferredUpdateDismissTimeout
def-timeout 150

hostname (config) # anyconnect-custom-data DeferredUpdateAllowed
def-allowed true

anyconnect-custom 2~ > RZHEH LT, A X LABMEOARIN X OEEZ 7LV —7 R v—IC
BT 500, Z—7 RY —nHHIBRLET,

* anyconnect-customattr-type value attr-name
* anyconnect-custom affr-fype none

* no anyconnect-custom attr-type

% -
WIZ, sales EWOZHIO I N—T R o—TEHMT v 7T — "GN LTHA LT U M
150 R ET Az LET,

hostname (config) # group-policy sales attributes

hostname (config-group-policy) # anyconnect-custom DeferredUpdateAllowed

value def-allowed

hostname (config-group-policy) # anyconnect-custom DeferredUpdateDismissTimeout
value def-timeout

IBADD AnyConnect 7 54 7 > FHERED A +— T I)L1E

AU rna— RERZR/NRICIMZ 572012, 72747 MINERaY EVa—LDX T
72— K (ASA £72ILISE 72 6) i #ZR L £7, BIN#EDS AnyConnect 7 7 A 7 >k Cffi
HARBIZ o7 b, ZNOOWEZFEHTELXHIICTHEDIZVE— NI TAT U NET >
TT— R NTHMERDY T,

FLOEREZ A X —T7 ST BI2iE, 7 v—7 KU o — webvpn & 7213 = —H4 webvpn =2
7 4 ¥ =2 L— 3 ¥ F— KT anyconnect modules =~ > RZ{EH LT, HrLWEY 2 — /L4
EIRET OMENH Y £7,

[no]anyconnect modules {none | value string}

BEOA LY 7 2EET 25T, A~ TREY 9,

Start Before Logon 4 *— JJL 1k

Start Before Logon (SBL) #ff9 % &, Windows PC (ZA > A h—/L &1L CTV % AnyConnect
AT MIHT 0T A AT VT M NRAY= R Xy vy T RIAT vy
REREHTE DL DT £9, SBL TiX. AnyConnect ” 71 7 > k @ Graphical Identification

. CLI 7w% 3:CiscoASA &) —X94VPNCLIOA Y T4 Falb— 3y HA K
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AnyConnect 1—4 A v —UDEEO LM .

and Authentication (GINA) Z A X —7 NI THEY a—VE X7 a— RRT5K 9512 ASA %
A X =TT BLERHY £3, ROFIEL, SBL 24 X—7 M T B HEEZRLTHE
j—o

FIE

ATYFTL ZU—T7 KU > —webvpn F 72 1L —H 4 webvpn =7 ¢ F 2 L—3 3 > E— KT anyconnect
modules vpnging 2~ > R&EHEH LT, FFED IV N—TE T id2—F~D VPN 8D 72D D
GINAEY 2 —/L% ASA TH U v u— RTDHEEE BN L E T,
11
WOHITIE, ==X N—7 R > — telecommuters T7 N—7 K o —@EIMEE— N&H4h
L, ZOTN—FHRY T —Twebvpn 2> 7 f F =2 b—T a3 E—REKL, AN T
vpngina ZH5E L E T,
hostname (config) # group-policy telecommuters attributes

hostname (config-group-policy) # webvpn
hostame (config-group-webvpn) #anyconnect modules value vpngina

ATV T2 V54T a7y AL 771/ (AnyConnectProfiletmpl) = v —ZE&E L £7,

RTFYT3 a7 7 AN T ANVERELTSBL A 32—V ThHDHZ EEEELET, ROFITIE,
Windows HHO 7' 7 7 A )L 7 7 A )L (AnyConnectProfile.tmpl) O BEfRE 2R L TWET,

<Configuration>
<ClientInitialization>
<UseStartBeforeLogon>false</UseStartBeforeLogon>
</ClientInitialization>

<UseStartBeforeLogon> % 728> T, 7747 FBSBLZEHTLINE I DB RED £97,
SBL # A 2T HIZIE, false % true TE XX FF, OB, SBL A TR TNDHH
T HERLTWET,

<ClientInitialization>
<UseStartBeforeLogon>true</UseStartBeforeLogon>
</ClientInitialization>

AT w74 AnyConnectProfile.tmpl [Zx3 2 A B Z {77 L, webvpn 2> 7 4 ¥ =2 L—3 3 o F— KT profile
avy REFEHLT, ASADINV—T7Fida—HictdT57 a7y AN 77 ANET v
T—hLET, WICHZRLET,

asal (config-webvpn) #anyconnect profiles sales disk0:/sales_hosts.xml

AnyConnect 1—H A v —C DEEDEHL

ASAZIX, 7T UWR—ZDI T AT b LA SSLVPN i & Blth+ 52 —VicErEhd
N—% )L L, L O Cisco AnyConnect VPN Client 1 —HICERRENDA > X —T = A AD
SR REN H Y T,
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ZOHTIE, INo0a2—F A ve—U%BHT 572012 ASA ZRET 5 B OV THH
Li‘g—o

VEe— b a2—PFICAHTHLIEET I T EEZNOLDRA =X, BN AASCNIZELED D
NTWEF, §TD Cisco AnyConnect VPN Client D —H A X —7 = A Z|ZFREND
A w—1%, AnyConnect KA A »NIZH Y £97,

ASADY 7 v =T A A= Ny r—IZ1E, AnyConnect KA A DEWT —T ) 7
L— IR EENTWET, 20T 7 b— NI AR—=FTE, ANJTHURLIZT T L—
RO XML 77 A ARERESNE T, DT 7 ANDA vE—2 74—V RIFZETT, A v
T—VERELT, 7T L —hEAUR—F L, 7T v a AT VITENPILDHT LWL
T—IN ATVl NEERTEET,

OB T — TN T AR— 52 L TEET, {ER L7 XML 7 7 A JVITEHRTNHR
HLLIEAYE—URERENET, ZOXML 77 A V&R LEfESL THA VAR—bT5 L,
BT —TNF T2 FOFLWA—=T g UIMER SN, UETOA v =R EEX SN E
7, AnyConnect R A A » DT — 7 MTxtd & H X, 7272512 AnyConnect 7 7 1 7 k
a—WIZRRENET,

T —JILDERK

ATy 71

WO TFNETIX, AnyConnect R A A > OEWT — T NV EAERKRT D B OV T LE T,

FIE

F5HE EXEC &— KT export webvpn translation-table =~ > FZfEf LT, a2 o —H(I%
Wr—7N T T = ExT s AR— b LET,

W OB TIL, show import webvpn translation-table =1~ > (2 X~ T, i rfRE/ R EHaT — 7
NT T L= e T =T N EFRRLTNET,

hostname# show import webvpn translation-table
Translation Tables' Templates:
customization

AnyConnect

CSD

PortForwarder

url-list

webvpn

Citrix-plugin

RPC-plugin

Telnet-SSH-plugin

VNC-plugin

Translation Tables:
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zmr—IL0ks ]

WIZ, AnyConnect £t K A A VHOEHT —T V7 AKR— K LET, 1ERS7Z XML
T 7 ANDT 7 A NG L client £\ LRIDMFIT BV, ZZOA =T T 40—V RBEENT
b\i‘é—o

hostname# export webvpn translation-table AnyConnect
template tftp://209.165.200.225/client

WKOBITIX, 7o T L—EnbA VR — b LT zh EWIARIOEMRT —T )T AR— K
L £, zh i% Microsoft Internet Explorer (23517 2 HHEFEDERETE T,

hostname# export webvpn translation-table customization
language zh tftp://209.165.200.225/chinese_client

BT —TNDXML 7 7 A NV afmE LET, ROFIX, AnyConnect 7 > 7' L — b O—Hi &R
LCWET, ZOHITDOEKEIZIE. Connected # v —T DA vE—2ID7 0 —/V K (msgid)

LAy E—UFHNT 4 —/V K (msgstr) BWEENTWET, ZOAXAvE—IF, 7747
723 VPN B3t A fEN. 3% & Z 12 AnyConnect 7 7 A 7 b GUINIZER RSN E T, BRRT

T — NI, DAY E—=Y T 4= ROXTREENTVET,

# SOME DESCRIPTIVE TITLE.

# Copyright (C) YEAR THE PACKAGE'S COPYRIGHT HOLDER
# This file is distributed under the same license as the PACKAGE package.
# FIRST AUTHOR <EMAILQ@ADDRESS>, YEAR.

#

#, fuzzy

msgid nn

msgstr ""

"Project-Id-Version: PACKAGE VERSION\n"
"Report-Msgid-Bugs-To: \n"

"POT-Creation-Date: 2006-11-01 16:39-0700\n"
"PO-Revision-Date: YEAR-MO-DA HO:MI+ZONE\n"
"Last-Translator: FULL NAME <EMAILQ@ADDRESS>\n"
"Language-Team: LANGUAGE <LL@li.org>\n"
"MIME-Version: 1.0\n"

"Content-Type: text/plain; charset=CHARSET\n"
"Content-Transfer-Encoding: 8bit\n"

:\cygwin\home\<user>\cvc\main\Api\AgentIfc.cpp:23
:\cygwin\home\<user>\cvc\main\Api\check\AgentIfc.cpp:22
:\cygwin\home\<user>\cvc\main\Api\save\AgentIfc.cpp:23
:\cygwin\home\<user>\cvc\main\Api\save\AgentIfc.cpp~:20
:\cygwin\home\<user>\cvc\main\Api\save\older\AgentIfc.cpp:22
msgid "Connected"

msgstr ""

C
C
C
C

HH FH = H

Q

msgid (Z1%, 7 7 4/ EENE ENTWET, msgid (ZHE < msgstr 23 A2 FE{E L E 5,
BazERT D121, msgstr SCFFNO 5| HF ORI BB GO T XA M AT LET, 712:;{
X, A wt— [Connected) % A~A LEETEHT HI1T1E. SIHABFOMICASRA VEEOT X
A NEHALET,

msgid "Connected"
msgstr "Conectado"
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T 7 A MILTRFEL TS IZEN,

AT w73 HHE EXEC € — K C import webvpn translation-table =~ > R&2{#H L C, BT —7 1% A
VIR—bFMLET, TTUVEEBEND D SHEOEAWEE T TH LWERT — 7 L O4 I &
HBELET,

WOFITIL, KE AL 55 D Microsoft Internet Explorer Tt Jl S 415 B IS TH 5 es-us T
XML 7 7 A V3 A VR — RS ET,

hostname# import webvpn translation-table AnyConnect
language es-us tftp://209.165.200.225/client
hostname# !!!ltItrrrrrrrrrrerrrrrrrrrrrrrrrnd
hostname# show import webvpn translation-table
Translation Tables' Templates:

AnyConnect

PortForwarder

csd

customization

keepout

url-list

webvpn

Citrix-plugin

RPC-plugin

Telnet-SSH-plugin

VNC-plugin

Translation Tables:
es-us AnyConnect

T — T ILOHIBR
BT — T NSRBI o T i, HIlRTE £,

FIE

AT Tl BEOEMT — T Ve —EFR R LET,

K DOFITIL, show import webvpn translation-table =2~ > K2 X > T, i A[RER LT —7
NTUTFL—= e T =T N EFRRLTWET, 7T ZGE (f) . BAGE (ja) . =¥ 758
(r) OEESERT—TANRAESNTNET,

hostname# show import webvpn translation-table
Translation Tables' Templates:
AnyConnect
PortForwarder
banners
csd
customization
url-list
webvpn
Translation Tables:
fr PortForwarder
fr AnyConnect
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fr customization
fr webvpn

ja PortForwarder
ja AnyConnect

ja customization
ja webvpn

ru PortForwarder
ru customization
ru webvpn

ATV T2 REREWT =T VEHIRLET,
revert webvpn translation-table transiationdomain language language

translationdomain 13 LFEIRTEBRT — TV OERNZGEEH SN TWD R A A T, language 1%
2 FDEFELTT,

BT =T N EERICHIBRT D MERH Y £9, 1 o0a<wr R LT, HEDEHDT —
TN T XTHIRT S Z LIETEEE A,

7= & 21Z. AnyConnect D7 7 > ZAFEDLEWT — 7 N 2B+ 5120% :

ciscoasa# revert webvpn translation-table anyconnect language fr
ciscoasa#

el

= FE 74 AnyConnect SSL #4REDEE TE

ROIATIE, AnyConnect SSL VPN £t 2 Fi#E 4 % & R BEREIC DWW TRt L £ 97,

F—BEROAEME

ASA & AnyConnect 77 7 A 7 M3 SSL VPN #2# CX —FARZ1T 5 & I1E, B — &)
7 hraERrIvo—v a3 LT EROoexa ) T4 2mDET,

FED T N—TFIT2—H D SSLVPN i T, 7 74T MT XD F—HAERDETEAH
T HITiE, 77— R U 2 — webvpn £— RN FE72lL=— %4 webvpn &— KT anyconnect
sslrekey 2~ R LET,

[no]anyconnect ssl rekey {method {new-tunnel | none | ssl} | time minutes}

» method new-tunnel ¥ —DFALFIZT T4 T2 Mo TH LW MU RIVDBHEL I D
ZEERELET,

e method ssl ¥ —DEAERKTIZZ FA T2 MTEoTH LW R RADBFETL SN Z & 51
FELET,

» method none % — DA A #hiZ LET,

o timeminutes 1. 7> > a3 VOB D £-ITRIRIO S —FAER LS. F—OFHERI M TH
N5 ETORRZ 17205 10080 (1#M) O THEELET,
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\}

GE) F—0OHEMTES ssl 7213 new-tunnel [Z5%E 9 5 &, F—FARFFIZ SSL fHFr I —
TarPMThIT, 7747 v MR —BAERRFCER N RV BT D Z LB EESNE
97, anyconnectsslrekey =2~ ROEREIZONWTIX, a~vr RV 77 LU RAEBBLTIEE
AN

WOBITIE, By a UBEED 30 SRICERIND F—FERPIC, BBFEOZ7v—7" R
T—sales \IZXTAHSSL L OFHRIL—T g EERTALIICIIAT U REERELTD

i‘ﬂ—o

hostname (config) # group-policy sales attributes

hostname (config-group-policy)# webvpn

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30

Ty FE7REDRE
Dead Peer Detection (DPD) 12Xk V. B 7 OISENZe < $EGNRIL TW D842, ASA
(F—bhUxA) 2137 747 MUTBERFICHRECXE9, 7 v RET R (DPD) =4
§<JJ L. AnyConnect 7 7 A 7> N E721Z ASA 7 — R 7 = A 3 DPD %5477 S HE 274 ET
i, LTOFRIEEZFEITLET,

188 SR
Z OFEREIZ. ASA 77— k7 = A & AnyConnect SSL VPN 7 7 A 7 >~ Dt 0 A i

éhi?‘o DPD (3/3F 4 v 7 &0 LRV MEHED 22 STV A 729 IPsec 2T
x4 747 FLASSLVPN B3V H— K éﬂi*’d‘/\/o

¢ DTLS %A r— 7 /VZ% 5 &, DeadPeerDetection (DPD) &A1 % —7 /L2720 ¥4, DPD
WXV, RELZDTLSEEH DO TLS ~D 7 4 — /X T I3, 2 =T 272 £3, FLL
SOYE . BRIk T LET,

« ASA T DPD BT/ > TV % & & Optimal MTU (OMTU) ez i+ 2&. 75
ATV FMRDTLS X7 » hEIEFICET Z ENTEDRRKOTY RAFA > b MTU 27>
FHZENTEET, RRMTU ETRT 4 7 EZNTDPD Ny FEEETHZ &I
Xo7T, OMTU 23 L F4, ~/ El‘—]\@fl:[,b\:l::x o~y Ry RnBLZET 5
. MTUS A ARZITF ANONET, ST AN TZ8E, MTUIT/INE S S,
781 h AN THAEINTNDEERINMTUICEIETAET, MUERL e —T7RNEEINE
R

FIE

ATy T BROIZN—F R) o—IcBEH L £7,
TN—7" R —F T —P4 webvpn T— FEBIME L £,
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ATv T2

ATy T3

x—7751 70801t [

hostname (config) # group-policy group-policy-name attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) #

Eyl e

hostname# username username attributes
hostname (config-username) # webvpn
hostname (config-username-webvpn #

F— U A MO EZRELET,
[no] anyconnect dpd-interval {[gateway {seconds | none}] =~ > FZflH L 7,

gateway |, ASA O Z & T, DPD ZHZhZ L. ASADPD 7 A k& EITT HHEE % 30
(F7 4/ F) 725 3600 7 (1K) O#PHTHE L £3, i 300 BN HERE I E T,

none % f7E %5 &, ASAZRHATT B DPD 7 A MEF 4 t—F MY £, Coavy ME
RENHHIERT 121X, no anyconnect dpd-interval %z L £,

7747 MUDOKHZHRE LT,

[no] anyconnect dpd-interval {[client {seconds | none}]} =1~ > KZ{HH L 7,

7 AT ME, AnyConnect 7 7 A 7 b D Z LT, DPD ZHZNZ L., 7 T4 7 > M

DPD 5 2 & EITTAMEE 30 (F 74/ 1K) 75 3600 F (1) oA TEE L
9, fif 300 NHELE X L E T,

clientnone 25 ET 5 &, 7747 MTEVETEIND DPD IET 4+ E—7MZHR 0 £7,
ZDawy REFRENGHIERT 521X, no anyconnect dpd-interval %z L 9,

1

WROFITIE, ASAIZ K2 DPD DIFATHELN 30 TR E S 4L, 7 747 ML DB
FOTN—7 KR 2— sales |2k % DPD OFEITHEN 10 ICHESINTVET,
hostname (config) # group-policy sales attributes

hostname (config-group-policy)# webvpn
(
(

hostname (config-group-webvpn) # anyconnect dpd-interval gateway 30
hostname (config-group-webvpn) # anyconnect dpd-interval client 10

F—T7514TDEMIE

X—TTIAT AvE—VOBEEESTHI LT, HEHDT A RATOLIDLIREHINT /A
AL E S THIBENTWDELETH, T Xy 77 A7 U4 —/b, ETIENAT 7351 ZiR
M SSL VPN #fii A A —7 L OF EMERFLET, Fo, HELZFETLE, VE—F 2—F
73 Microsoft Outlook & 7213 Microsoft Internet Explorer 72 & Y 5 b X=X 7Y Fr—3 3 >
BT VT A TICFETLTORWEETYS, 7747 2 NItk JOHER S VERE A,

F—TTITATNET 74V FTA R—T NI > TWET, F—TTI3A4T7%T 4 =TT
THE, T2— N F—="—DFRIZ, SSLVPN 7 T4 T bty a iR Z A T/, A
W E R E R Ao
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X—TTIAT AyE—VORELZRET DHIZIE, F—7KRY —webvpn E T — V4
webvpn =7 4 Fa L—3 9 F— D keepalive 2~ R LES, FiENba~
Y REHIBRL CTESHARSND LT DI, Zoa~vr FOne BRNEHEHLET,

[no] anyconnect ssl keepalive {none | seconds}
enone X, 7 I7A TV NOX—TT 74T Avb—VEEHILET,

e secondslt, 7T7A TV MIEDBF—TTIAT Ao —VDEEEAX—T ML, Ay
=T O % 15 ~ 600 P OHPH THRE L £ 7,

WO TIE, BEFO I N—TF R U —sales T LT, 2 7A TV "RX—TT 74
T RAyE—T%30F (54)) OHETEETEDLIICASAZRELTNET,
hostname (config) # group-policy sales attributes

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # anyconnect ssl keepalive 300

JEAEZ . IRESENE ORISR L I ND Xy bV A AR L, ASAL Y T4 T M
@@mﬂ7¢—7/X#ﬁLLi#o?7%»%Tﬁ\A$¥mi Ja—s )L LoyL b EEE
DI N—TFIE2—F O HFIZEBN T, FXTD SSL VPN BEG KT D JEMEN A £ —T v
278> TWET,

GE)

7 u— RNV RGO M & T 25515, A RIN D72 WEERICEF L TnDH 2 &%
HEICEETILENDHY £9, D, 78— KNV REERTIET 7 4V b THEMESA 1 —
TN T2 > TR WERBHR T,

A& j: 7“r:~/§/l/ a7 4Xab—v 32— K CTcompression 2~ Naff LT/ o—
avidte T DHERHYET, 25752 ET, FA—T7 R — KL= —H4 webvpn
£— I\’C anyconnect ssl compression 2~ > K& LT, FFED I/ N—TE T —WIE
MARRET HI ENTEET,

E#ns o—N\\HES

Ta— NNV RIEMOREEERTTHIZE, Z7e—U a7 4 Fa2lb—ay ET—RT
anyconnect ssl compression =~ > FZfEH L9, ENDa~v Yy FEHIRT HITE, 2>
R no IERAMEHL E,

WOFITIE, TP SSL VPN 855 D JEMEL, 70— T 4 —T N> THET,

hostname (config) # no compression

T—TEEV1—HFIIHT 2ERDER

FrED 7 N—T7F o lda—FIT T D EMAEE T 212, 7 —7 R v—B LR —F4
webvpn & — K T anyconnect ssl compression =~ > K& L £,
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mtu 4+ xomz [

[no] anyconnect ssl compression {deflate | none}

T 7 H N F T, I =T B IO —WITkT 5 SSLEM L deflate (A x—T V) ITRE S
TWET,

227 4 X2 L—1 3 )5 anyconnectssl compression =~ > RZHIFR L, 71—/ SLgkE D
SIERMAIND LT DI, Zoa~vr Fone BREHEHLET,

Wiz, 7 a—r LR v—sales DEMEET 4 B—T T DH1E R LET,

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # no anyconnect ssl compression none

MTU H 1 XDFFE
7 74T v MTX o THESLS L7z SSL VPN 8t D MTU - X (576 ~ 1406 /31 k) (X, 7
=7 KU —webvpn F 7z iFE 2 —H 4 webvpn =7 4 ¥ 2 L — 3 > F— KT anyconnect
mtu 2~ &2 LT TE £,

[no] anyconnect mtu size

Zoa~ Rk, AnyConnect 7 74 7 b DOBRITEEL £¥, L — Cisco SSL VPN 7 7
A7 b (SVC) X, S FEIERMTU VA X TEEHA, £7-. SSL T S 7=7
FAT v MERFEE DTLS 12X D SSL THEN. SNT=8feid, Zha~r ROEEBEZZITE T,

FIFIN DT N—T K —THOZ DA~ KOFT 7 4/ bE, no anyconnect mtu T3,
MTU Y1 XX, e THERH I TWDE A o F—T7 A AD MTU [ZE-S %, IP/UDP/DTLS @
F—rN—y REZLGIWT, HEIICTHE SN E T,

7= & 21X, ISE Posture AnyConnect & ¥ = — /LD FEITHFZ,  TMTU configuration sent from the
secure gateway istoosmall] &9 A v —UNERIND T EHRHY F£7, anyconnect ssl
df-bit-ignore disable & —##!Z anyconnect mtu 1200 Z AJj 95 &, ZNOHDV AT A AFx ¥
T —ZEEETE ET,

1

WO TIX, Z—7 R Y 2 — telecommuters ® MTU H4 X% 1200 /N4 MIFETE L
S

hostname (config) # group-policy telecommuters attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # anyconnect mtu 1200

AnyConnect 7 SA 7 h A A—DT7 v TT—F

ASADT FA T M A A=V, RMOFEEFEHL WS THLT v 77— TEET,
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B rovn7oezoqr2—T0tk

ATvF1

ATy T2

FIE

FiHE EXEC E— R Teopy 2~ REMEHL T, ERTRDOHETH LW T4 T 0 A A—
PEASAICaE—LET,

LW TAT U M A A=Y T7 A NVDOAFIN, TTIZrR—RFENTWDL 7 7 AL EE U
AL, REWND anyconnectimage 2~ REFH AN LET, HiLWI 7 A AR ERS>TND
Y& 1%, [nolanyconnect image image =~ RZEH L THWIZ 7 A v Z2T7 A4 A Fh—/L L
7, KIZ, anyconnectimage =~ > R&ZfiH LT, 4 A—VICIAFZEID X4 T, ASAMHT L
WA A=V Er—FTDHEIICLET,

IPv6 VPN 7O 2 AN A +— T I)Lit

ATvF1

IPVv6 77 v AZRETHHEA/IF. 2~ R4 A v —T A AEHLET, ASADY
J—290 (x) Tit. A% —7 x4 A2~D IPv6 VPN (SSL 3 L OV IKEV2/IPsec 7' 1
MaZfEH) oV R— M BEMENTWET,

IPV6 7 7 & A% A 32—T MZT HIZIX, SSLVPN D A % — 7 WAbdD—# & LT ipv6 enable
g~ REFBALET, RiT, A v Z—T = A ATIPVE A X —7/LIZT D IPV6 Hf5t D
Qe

hostname (config) # interface GigabitEthernet0/0
hostname (config-if) # ipv6é enable

IPV6 SSL VPN % A R —7 /T T HI20%, RO T 7 v a v a2 EITLET,

1. A 2 —T A ATIPV6 A F—T7 MZT D,

2. WA 2 =724 ZTIPV6 BLNIPVE 7 KL 2% A R—T M T 5.

3. 7947 EIOVYTIPT RLARIZIPVG T KL A B—h)L T—VERET D,

4, IPV6 N RNADF TN N F— T oA BRET S,

FIE

AVE—T a2 A AERELET,

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 192.168.0.1 255.255.255.0
ipv6é enable ; Needed for IPvé6.

|

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.0.1 255.255.0.0
ipv6 address 2001:DB8::1/32 ; Needed for IPvG.
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ipv6 enable ; Needed for IPvé6.

AFv 72 Tipv6local pool] (IPv6 7 KL ZDEIY 4TI #RELET,

ipv6é local pool ipvépool 2001:DB8:1:1::5/32 100 ; Use your IPv6 prefix here

GE)  AnyConnect 7 74 7> MZIPVAT KL AL IPV6 7 KL AD—J £ 7213 5 &E0 Y
THEITASAZRETEET, ZDXITTDHITIE, ASA L THERIZRT N LA
T EERT D ASA EDou—H L a—BFICEMT FLZAEE ) Y TET,

ATV T3 ipv6 7 KL A T— & R RV T N—T RY v— (737 NV—T7 RV v—) IZBMLE
—é—O

tunnel-group YourTunGrpl general-attributes ipvé-address-pool ipvépool

G¥) T ZTiX Taddress-pool] =~ RZEEH L TIPvA 7 FL A 7 —/L bR ET D MEN
HoET,

ATFYT4 IPV6 PRV DTF T3V s F— oA ZRELET,

ipv6é route inside ::/0 X:X:X:X::X tunneled

AnyConnect E#E D B R

TIT 4Tty va BT A EREFRRT D21, show vpn-sessiondb =~ > RAffE A L

£

av vk B#Y

show vpn-sessiondb TITF 4Tty a T AEREFRT
LET,

vpn-sessiondb logoff VPNtvvarvznrt+7LET,

show vpn-sessiondb anyconnect VPN t v g v OBERK ZHR5E LT, OSPFv3
tyvaUEREFIRLET,

show vpn-sessiondb ratio encryption Suite-B 7 /L2 Y XA (AES-GCM-128.
AES-GCM-192, AES-GCM-256,
AES-GMAC-128 72 &) HD b > F/Hidks LY
/Q‘_‘—{Z :/5:»—‘:/\‘%2%7]——“ L/i—é—o
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Inactivity 7 + —/ L KiZ, AnyConnectt v ¥ a > M3 EEGE & 2k > T D ORGEIFR] N F R
ENTWET, By a BT 7T 4 7RREDEE,
MERINET,

hostname# show vpn-sessiondb

Session Type:

SSL VPN Client

Z D7 4 —/)L FiZ300:00m:00s

Username : lee

Index 1 IP Addr : 209.165.200.232
Protocol : SSL VPN Client Encryption : 3DES

Hashing : SHAL Auth Mode : userPassword
TCP Dst Port : 443 TCP Src Port : 54230

Bytes Tx : 20178 Bytes Rx : 8662

Pkts Tx 27 Pkts Rx : 19

Client Ver : Cisco STC 1.1.0.117

Client Type : Internet Explorer

Group : DfltGrpPolicy

Login Time : 14:32:03 UTC Wed Mar 20 2007

Duration : Oh:00m:04s

Inactivity : Oh:00m:04s

Filter Name

hostname# vpn-sessiondb logoff

INFO: Number of sessions of type "" logged off : 1

hostname# vpn-sessiondb logoff name tester

Do you want to logoff the VPN session(s)? [confirm]

INFO: Number of sessions with name "tester" logged off : 1

AnyConnect VPN v > 3>0O5 4 7

TRCOVPNEYvavrzEzn sl 4 74A120F, /Ja—_" a7 4Falb—va3EF—RFT
vpn-sessiondb logoff =~ > F&fiH L £,

WIZ, T_XTOVPNEy v arzas74+ 7350 0ET,

hostname# vpn-sessiondb logoff
INFO: Number of sessions of type “” logged off : 1

name 513 £ 721% index B1EDOWTI N EFEH LT, Hxoty v ariza s/t 7 TExEd,

vpn-sessiondb logoff name name
vpn-sessiondb logoff index index

FTA VU ARBIGELTHLWaA—Ra /A TR EDn2WEIT, T 7T 47

DR RGN 2 v v a 37 A R/VIRRBICZ Y £9 (ABMICr 747 SnEd) .
BTy varpsEEInNL L. T T 47 VA RDLHIBRESVET,
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AnyConnect

AnyConnect $#5t D 1 5E B E .

A—PHEAL T v I ATT (VT7AT 2 M A—VOIEFTHREIND) X, M7E b show
vpn-sessiondb anyconnect =~ > RO THRTEET, ROFNX, =—FKleeb AT >
JAFZE 1 2R LTVWET,

hostname# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : lee Index : 1
Assigned IP : 192.168.246.1 Public IP : 10.139.1.2
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium

Encryption : RC4 AES128 Hashing : SHAL
Bytes Tx : 11079 Bytes Rx : 4942
Group Policy : EngPolicy Tunnel Group : EngGroup
Login Time : 15:25:13 EST Fri Jan 28 2011

Duration : Oh:00m:15s

Inactivity : 0h:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

ROFIIL. vpn-session-dblogoff =~ > KO name 47" a3 V2 HHLTEy a2 TLT
WET,

hostname# vpn-sessiondb logoff name lee
Do you want to logoff the VPN session(s)? [confirm]
INFO: Number of sessions with name “lee” logged off : 1

hostname#

Pt DL REE BE
WOFIZ, ZOHRED Y ) —RABEEZRLET,

£ 11: AnyConnect 5 D BEFE FE

HaE

iy

)1)—x HRETRER

AnyConnect #: 7.2(1) authentication eap-proxy.
authentication ms-chap-v1,
authentication ms-chap-v2,
authentication pap. 12tp tunnel
hello, ¥} X
vpn-tunnel-protocol I2tp-ipsec =
<~V RPREANFIFEESIN
F L7,

IPsec IKEV2 8.4(1) AnyConnect 35 L O}
LAN-to-LAN @ IPsec IKEv2 £
ez AR — h 4% IKEv2 73B
MEE L,
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AnyConnect HostScan

AnyConnect "AF ¥ £ 2 —/LZL Y, AnyConnect tX¥ =7 EE VT 4 7747 > MIA&K
APMIA A R=NINTNDFRL—T 4 VT VAT AL, BEOYT U FUANA, T UFR
NRA T 2T T7AT T4 —NDKY 7 N7 =7 %l cxEd, ZOFHRIL. HostScan 7~
Vor—vadiioTESNET, RAF ¥ TEA AL FTiE, AR MZ HostScan 231 >
AR—=VENTWDLRERH Y £,

Adaptive Security Device Manager (ASDM) -C Secure Desktop Manager > — V&5 25 & &
AR AF Y AN L o THAISNDANRV =T 4 T VAT L BIXOT UFUANVA T
FAN G =T T7AT A= NDEY T Ny =T ZiMlliTd 7V e s A R Y —%Ek
TEET, TV us Ay RN —OFHERERICESNT, EORAMNREX2 T4 777
AT VANDY E— K T 72 ARG AL TE D02 TE £,

HostScan ¥R — h£IZiX, 7V el Ay R —THHATETVFIANA, T o FAA
TxT ., BIOT AT U —NAT TV r—rarOfliis b A=Y a UERREERE T,
A 2 TlE, HostScan /X 77— 12 HostScan, HostScan ik — b2, B Mo a2 R—x
MeEo TREEL TWET,

AnyConnect Secure Mobility Client U U — 2 3.0 LARE ClZ, HostScan (X CSD & (3Bl CT& &
9, ZAUE, CSDZEA A h—L L72< T HostScan DFEFEA BB CX 5 Z L 2B L E,
F7o. BAHTD HostScan /X 77— UICHHi$ 5 Z & T, HostScan AR — F&RAEH TX E 7,

e HostScan DHi#&SM: (268 ~—7)

e HostScan D7 A & & (268 ~_—)

 HostScan /X 77— (268 ~=X—7)

e HostScan DA > A h— )V E2EZ T v 77 L— K (268 X—)

» HostScan DA %ML & 7= 13840k (270 =—)

o ASA THIZ 72> T3 HostScan /X— = D Fox (270 =—7)

e HostScan D7 > A A h—L (271 ~X—3)

o« I N—T IR —~D AnyConnect 7 4 —F ¥ EV o — L DEY BT (272 X—)

e HostScan OB~ =27 /L (273 X—)
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. HostScan MATIZ &4

HostScan M BIR S

AnyConnect Secure Mobility Client Z R A F ¥ £V 2 —/L & & T 5121, FAXTHHRD K
978 ASA 22 AR—3 2 R IRLEETT,

* ASA 84
* ASDM 6.4

KD AnyConnect #§REIX, RAF v £V 2— L&A VA M= LTHUERDY £7,
* SCEP il
e AnyConnect 7 L' A N U BV 2 —/b
NAF ¥ EV 2a—UWE, ROWTNADLDT Ty BT+ =LA A M=)V TEET,
e Windows 7, 8. 8.1, 10, 10RS1, RS2, RS3x86 (32 v ) BXUx64 (64 E > )
* macOS 10.11, 10.12, 10.13
e Linux Red Hat 6, 7. Ubuntu 14.04 (LTS) #X1%16.04 (LTS) (64 £ hdDr)

HostScan DS54 > X

iZ. HostScan @™ AnyConnect 7 1 &> Agif &R L £9,
* AnyConnect Apex,

o~

HostScan /\w A5 — <

HostScan /N 7r— % ASAIZA X > K7 1 7Ny /r—3 hostscan-version.pkg & L T — R
THZENTEET, ZDT7 74 /MZIL, HostScan ¥ 7 7 =7 & & $1Z, HostScan 7 A 75
VEIOYFR—FERREENTWVET,

HostScan DA A b—JILEIET7 v THL—F

ZOFIETIE, ASADa~x L RIA A H—T = A A%HH LT HostScan Xy r— % A
VARN—LVERIIT ST L—FRL, BN LET,
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\}

Hostscan 4 © 2 k— L7 v 75 L—k [

1R BHHIIZ

G¥)

ATvF1

ATy T2

ATv T3

ATy T4

HostScan /X —<0 5  A3X LARI G 46X LIEICT v 7 L— R L XK 9 & LTWAEE. LIFTIC
et L7T=BEfE D AVIASIFW DAP 7R U o —8B XN LUA A7 U 7 k733 XT HostScan 4.6.x LA
LHAEBMTHDEVWIFEERERTIZT— A vb—UNREREINET,

RELHEICSELEOICETTINERND DLV H A AT FIENFELEYT, ZOFIET
E. 20X TRy 7 A% LT, ZOREZRTFT DRI HostScan 4.4.x & A#Z72 %
LR EEBITLET, ZOFIEEZF 1L L, [AnyConnect HostScan 4.3.x to 4.6.x Migration
Gm%jfﬁﬂ&%@%ﬁ%bf<tém DF V., BITT HITIZASDMDAP DR U 3r—~2—

VICBEIL T, EHPED 720 AVIASIFW JEME A R L CFE CHIBRL CThv D, LUA R 2 U
N L, EBEEXMIDOILERDHD 77,

eASAlZu AL, Fu— b arZ 4 Fal—vary E—RefBLET, Fr—n
VAT 4 Falb—ay E— FTiL, ASA T hostname(configt 72> 7 F 2R LE
R

« hostscan_version-k9.pkg 7 7 1 /L& ASAIZT v 7r— R L E 7,

FIE

webvpn 27 4 F 2 L— g T— RZBBLET,
11

hostname (config) # webvpn

HostScan f A —Y & LTHRET A/ v r—YORZAEI{ELET, AX L K7 1 0 HostScan
Ny r— F72iZAnyConnect B X =7 EE VT 4 74T b /Ry r— T % HostScan /X >
F—VE L THRET DI ENTEET,

csd hostscan image path

&1

ASAName (webvpn) #csd hostscan image diskO:/ hostscan-3.6.0-k9.pkg
ASAName (webvpn) #csd hostscan image diskO:/anyconnect-NGC-win-3.0.0327-k9.pkg

BT O FNETHEE L7- HostScan 1 A — 2 FENMZ LET,
1 -

ASAName (webvpn) #csd enable

£ﬁ3V74¥1V%V5V%7?/71%%)K%ﬁbi¢o%LW3774¥1V%V3
VT T wva AEVIZ WRTESND &L [OK] A v E—URERINET,

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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. HostScan DAk F = (=1L

ATy 5

1 :

hostname (webvpn) # write memory

HostScan M A ®E £ - (T EX1E

ATy 71

ATy T2

ATy T3

INbDaw Rt ASADa<v R A B —T A ZA&BMH LT, A4 A M—/L#
FH @ HostScan A4 A — Y &2H N E I3z LET,

1R BHHEIIZ

ASAIZu AL, Za— U ary 7 4 Xal— gy T— REBBLEYS, ZTu— L o
V7 4F¥ab— a3 F— KTIL, ASA L hostname(config# 7> 7 h &R R L £ 7,

FIE

webvpn 227 4 ¥ a2 b—T gy = REHHLET,
i -

webvpn

ASANBAHX L RTa o ® HostScan f A —YNT A VA R—/LEINTWRWESE, Z0A
A—=TEAMILET,

hostscan enable
A A =L ENTWAHFT TP HostScan 7% /7 — M HostScan % fExhc L £,

Gx) B> TW5 HostScan f A —2 %27 A VA =)L T BRI, ZDavy Rk
i LC, HostScan Z#EZNZT 50 E N H Y 77,

no hostscan enable

ASA TEMIZE o TLVAB HostScan /\— 3 VDR

COFETIZ, ASADa~v L RIA A B —T oA AHH LT, BT/ TV 5 HostScan
®/§_93 V%%EHIE Lij—o
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HostScan D7 >4 X k—JL .

1R BHHIIZ

ASA |z 7 A L, ¥t EXEC E— R&BASE L E 9, ASA OFfHE EXEC E— R T, #RE
571 7 M hostname# & 720 £47,

FIE

ASA FTHZEhT - T\ 5 HostScan D/X— g U HForR LET,

show webvpn csd hostscan

HostScan D7 A4 A =)L

ATvF1

ATy T2

ATy 73

ATvT4

HostScan /X 7 — %27 oA VA h—t5L, ASDMA v Z—T =2 A A LD E 2 —0 5 HIE
XNFET, T2V, HostScan WA 72> TWAEAS TH ASA IZ X 5 HostScan 7X v 47—
COREMNEREESNET, HostScanZx 7 > A A F—/L L T%. HostScan S 7 —137 5 v
Va RIATHhLHEIBRESNERA,

1R BHHIIZ

ASAlcu /74 L, ZJu—)b a7 4 FXal—aryrE®2—FREEHEBELET, Fe— L o
Y7 4 F a2 lb—3 a3y E— RFTiX, ASA [T hostname(config# 7' m 7 b & FoR L E7,

FIE

webvpn 27 4 ¥ a2 b— 3y E— FERKBLET,

webvpn

T A A R—/LF 5 HostScan A A — T H N LET,

no csd enable

T oA A M—LF % HostScan A A — I ~DNRNAEELET, AZ 2 F7 a2 ® HostScan
Ny —3U 78 HostScan Xy 74— L LTHRESNTWAIESRH Y £1°,

no csd hostscan image path

i

hostname (webvpn) #no csd hostscan image diskO:/hostscan-3.6.0-k9.pkg
hostname (webvpn) #no csd hostscan image disk0:/anyconnect-NGC-win-3.0.0327-k9.pkg

T T4 Fa2b—vara 7Ty va AR VIRFLET, Hilnar 7 ¥z b—a
VIRT Ty va AEVICEFRIRIFEESND &, [OK] A vE—URERINET,
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B /L —F%Us—~oAnycomect 74 —F ¥ EL1—LOREY T

write memory

GI—T R —~® AnyConnect 7 4 —F ¥ ED 21—
ILDENY HT

ATy 71

ATy T2

ATy T3

ATvT4

WOFNET, AnyConnect 7 4 —F v £V 2—/L & Z—7 R —ZEERMT E3, VPN
Z—0 ASA IZHEE T 5 & X2, ASAILZ L6 D AnyConnect 7 4 —F ¢ EV a—/LE T
RRA Y b arvbEa—ZcFyre—RLTA A=V LET,

458 HHIIZ

ASAlca 7ty L, Fa— L ar 74 ¥al—raryET—RERBLET, Zu— L o
Y7 4 ¥ al— a3y ®— FTiX, ASA IT hostname(config# 7' > 7 &2 FoR L E9,

FIE

Iy NT—=2 2 FAT VN T 7R AAONE I N—T K v—&BINMLET,

group-policy name internal

11

hostname (config) # group-policy PostureModuleGroup internal

LN N—T R o—ZRELET, ZOa~vr FEANLERIEZ, JA—7R)v— =
V74X 2 lb— gy E— RO a7 b hostname(config-group-policy)# 235z~ S E 7,
group-policy name attributes

1

hostname (confiqg) # group-policy PostureModuleGroup attributes
IN—T RY S—webvpn =2 7 4 Fa by B KERBLET, Z0avy KEAD
L7c#IE, RISRT ASA DT 17 F)3FR-RS L E T, hostname(config-group-webvpn)#

webvpn

T N—=TNOFTXTOa—HIZ AnyConnect 7  —F ¥ TV a—ANF Ty ru—RNENLH LD
o IN—T R —ERELET,

anyconnect modules value AnyConnect Module Name

anyconnect module =~ > K value (21X, IROED 1 SPL EEFEET HZ LN TEET, #l
DEY 2—VERETH501E, HE2 I~ TREY 9,
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ATy T5

HostScan MBS:E~Y =17 )L .

& AnyConnect & ¥ 1 —)LIHEER

dart AnyConnect DART (il LUV AR —F vV —
L)

vpngina AnyConnect SBL (12 7' A L ij D fL &)

websecurity AnyConnect Web £ ¥ = V7 1 £V =2 —/L

telemetry AnyConnect 7 L' A U £¥ 2 —/b

posture AnyConnect IR AF ¥ £ 2 —/)b

nam AnyConnect % NI —27 T/ v A ~vF3— ¥

none TIN—"T" R =5~ T D AnyConnect
EV 2=V EHIRT L5 EICEA L ET,

1 :

hostname (config-group-webvpn) # anyconnect modules value websecurity, telemetry,posture

EV2—ADLIOFEIERT BT, B LEVEY 2 — VOB 2 HRE Lz 3wy %
BLET, 22X, Zoavwr RigWeb X2 U7 4 EVa—LEHIBRLET,

hostname (config-group-webvpn) # anyconnect modules value telemetry,posture

FATAr T4 Fal—vark 7 Ivva AEVIRIFLET,

FlLnar 74 Xal—valrBEFIZT7 Ty va AEVICRGFESNDLE, [OK] W) Ay
T—UNRRIN, WITRTASAD T v 7 MR R EVET, hostname(config-group-webvpn)#

write memory

HostScan MEE~Y =27 J)L

HostScan 73—y RARA b a L B a—HMnbRAF v 7 LT Uy v L EIVE LI-%IE, TR
PIERT 72012, AT 07 778 AR —0ORE., Lua DXOFHREDY TV =
7 NEBEMTOILERH Y T,

INEORNFEICONTIE, RO~=2T7 L TRELSBHBALET,
« [Cisco Secure Desktop Configuration Guides/

« [Cisco Adaptive Security Device Manager Configuration Guides.]

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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. HostScan OREY =27 )L

% 7. AnyConnect 7 A 7 > k T® HostScan OEIEDFEMIZ DTl [Cisco AnyConnect
Secure Mobility Client Administrator Guidell % 2R L T 720,
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VPN D5 ER AAA H— I/ \DERE

o SN AAA Y — T DN T (275 —)

o SMES AAA —REEHT 2RO A R T4 (276 =X—2)

* VPN @ LDAP FF R D% E (276 ~—)

« Active Directory/LDAP VPN U E— k 7 7 B AFFR[ D] (278 ~<—)

MER AAA H—/N 2DV T

Z D ASA X, FME LDAP, RADIUS, TACACS+ #— &l LT, ASA OFRFE, &, 7
BT 47 (AAA) Y R— T DX IICHETE LT, M0 AAA — 31T ‘“”ﬂém
7T e AT EBHAEH L E T, MR —"ZEHT 5 LI ASA ’EE&“H/?E'?“E)HU T,
Y72 ASAFF B A FRE L CTOAMBAAA T — R ZRE L, TNHORMEOY 7' v B FRFE
DT 7 AHFA Efrx DO2—PIZEN B TOHLERHD 7,

SFRIRIED AR O —ERDOEE

ASA 1T, =—V@BAEN (2—VHERFE T2 —VHERR & LIFEEN D) &2 VPN #26icmA3
BN ONDFEEZYHR— L TWET, ASAZHT L T, ROWTINODOMAADHE
NHa—YFEhEErEETx E4,

CASADEAFI v T EAMRY T — (DAP)

o 4} RADIUS % 7213 LDAP 38:E8 L USFA[ - — % (B X0/ J7)

cASA DT N—T R —
ASARTRTOY—ANnLBENEEZET DL, TNHOBHIFFHMESI N TEH SN, =2—VF
AU o—lCEAINET, BEOR TEZEN D 5546, DAP BIENEILINET,

ASA IR DJEF-CRMEE A L ET,

1. ASA LD DAPJEBYE : N—T 2 80Q2) CEHASNTZOBEMEZ, o EOBRMELD H#
eanEzd, DAPNTY v/ ~—2 FZIZURL Y A MEFRELZLEAEIX. ZJA—T R
V—TREENTWA T v/ <—27URL VA MLV bELEINET,
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B Ay — S zERTBBOSA RS0

2. 'H‘““/\J:@:L%'H-)%ri g ']j-mun mL‘Tz) EEIJJTKM‘: P—\In5 Z wﬁliﬁ)@é
NET, b0 EM%EE, ASA DT —H /)L AAA T —F RXR— AT A DL —PFIZHESI N
TWBEME (ASDMOa—H 7T h oo b)) LREFELANVEIICLTLSEE N,

3. ASATCREREINTWDH I NL—7 KU — : RADIUS — 35— (2% L C RADIUS
CLASS &1 IETF-Class-25 (OU=group-policy) DEN K I NG, ASAIZZE D=2 —F %
FUCARIOIN—T R —IZREL, TDOITN—T R —DRMED H 5, H—s3n
HLiRENWLOEEA L ET,

LDAP H— _Tix, EBOBMAEZHEHL Ty a DI N—FRY I —EHETXF
T, ASA RITERTE S 7= LDAP EMt:~ v 712 X - T, LDAP J&4:2° Cisco @k
IETF-Radius-Class IZ~ v B> 7 Ei £ 7,

4. BgiTm 77 A4 (CLITIX TR Z—7) LREINET) ICkoTHEV Y THR
T N—TRY —  HE a7 7 A VX, HEROFERREN T ENTODHIED, Rk
B a—HICEHAESNDT 74V DI NA—T R —RNEENTUWET, ASA ICHEE
LTI R_RTCO2—FE, BN N—TICFELET, D7 —7T, DAP,
=" BIREND2—WEE, = —PFIHD L TOERNTHD I NA—T KR —IZiF 20
BN ET,

5. ASATEID Y ToHNZT 74V b7 A—TF R > — (DfltGrpPolicy) : ¥ AT ADT
7 4V M@, DAP, —WEME, SA—T R o— #ERT a7y AL TREL T
LEaREE L £,

SNERAA S —NZERT IEDAA FS1M4 >

ASA 1T, BUED ID TiE7 < BIAICEEASWT LDAP BYEAE A LE ., RADIUS BYEIZ. 4
AiCIEa<EEID Ik CGEASNET,

ASDM X—<0 5 7.0 D LDAP @121, cVPN3000 7L 7 ( v 7 ZANEENTWET, ASDM
NR=T g U TA1UMBETIE, 2077 40 v 7 ZFHIBRENTOWET,

LDAP E:1%, RADIUS DEIZFHE ST % RADIUS BHEDOY 7k » T,

VPN ) LDAP Fa] DR E

\PNT??X@E@@LWWM£#&%¢6& ASA T LDAP JB 1 %K 9 LDAP ¥ — 2%t
LT/ —%FTLET, BFINOLOBMEICIE. VPNE Y v a VIZERA ST —#
NEENET,

ZDOHF A=A E bi/‘%lJ@;'%focéifFT% LDAP T 4 L7 bU —"NEEET D2 &R0

BRGAENHY £3, =& 2E, FEEICSDI £ 7ITAEAES — A2 HEH L W55, Rl
MR ENFEEAL, ZOBFE, nw%mTf I, BEEDORIEICLDAP T 4 L7 R U DU

V—%2E(TT 5770, BIALELRBTIL2 DDA T v 7 THTONET,

LDAP Zffi f] L7 VPN = — P3Pl 23 &4 21218, IROFIAZFEITLET,
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VPN O LDAP ZF 7] D% TE .

FIE

ATV T1 AAA T —N T —T5ER L E T,
aaa-server server_group protocol {kerberos | ldap | nt | radius | sdi | tacacs+}

1 -

hostname (config) # aaa-server servergroupl protocol ldap
hostname (config-aaa-server-group)

AT w2 remotegrp LW HLRTD IPsec UVE— K T 78R Fr b ZA—TEERLET,
tunnel-group groupname

1 -

hostname (config) # tunnel-group remotegrp

ATYT3 =N T N—TL b T —7 %A £,
tunnel-group groupname general-attributes

&1

hostname (config) # tunnel-group remotegrp general-attributes

ATy T4 DIBMER LTZ3REED 7= 00D AAA Y — R T —FITH LW b L Z—7%E ) YT £,

authorization-server-group group-tag

&1

hostname (config-general) # authorization-server-group ldap dir 1

1

WIZ, LDAP ZfEf L7c 2 — W2 BT Ha~vr ROoflEZRLET, ZOHIT
IZ. RAVPN E WO AHTD IPsec U E— K 7271 A b ZJA—T%EfK L, T
WZHER L CH BFF IO LDAP AAA — N T —TIZEDFH LW h o Rrv T —7F
ZEY BT TOET,

hostname (config) # tunnel-group RAVPN type remote-access

hostname (config) # tunnel-group RAVPN general-attributes

hostname (config-general) # authorization-server-group (inside) LDAP
hostname (config-general) #
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. Active Directory/LDAP VPN |) E— b 7 4 & R AT D4l

DERENTET Lizb, ROa~Yy REANLT, T4L2 h) RNAT—FR T4 L
7%)@&@%%“ T L7 N UBEORMAR L, BIND LDAP FFRINT A — & %
RETEXET,

hostname (config) # aaa-server LDAP protocol ldap

hostname (config-aaa-server-group) # aaa-server LDAP (inside) host 10.0.2.128
hostname (config-aaa-server-host) # ldap-base-dn DC=AD,DC=LAB,DC=COM

hostname (config-aaa-server-host)# ldap-group-base-dn DC=AD,DC=LAB,DC=COM
hostname (config-aaa-server-host) # ldap-scope subtree

hostname (config-aaa-server-host) # ldap-login-dn AD\cisco

hostname (config-aaa-server-host)# ldap-login-password ciscol23

hostname (config-aaa-server-host)# ldap-over-ssl enable

hostname (config-aaa-server-host) # server-type microsoft

Active Directory/LDAP VPN ') E— k 7 & X EFaI Dl

Z OIETIE, Microsoft Active Directory h—/ 3% ffl L TV % ASA TGkl L OB A 2% E T
LHICODOFNEOFI 2R LET, AT 2HAITRO B TH,

e 2—HW RXR—2OBHORY >—EH (278 X—)

« fEED I NV—T Y 2—~D LDAP = —H DOfidiE (280 ~—)

e AnyConnect N RIVDAZT ¢ 7 IPT RLAEID Y ToOmH (281 ~—2)
o A XA VIHFATEIITESRT 7B ADmEMH (283 X—)

o 11 /4 R & Time-of-Day /L— /LD (285 ~=2—3)

L DOMMDOFEEFNZ DSV TIL, Cisco.com ([ZdHDIRDT 7 =Ji)v ) — F eSS L T IEI0,
« [ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration Example ]

« [PIX/ASA 8.0: Use LDAP Authentication to Assign a Group Policy at Login.]

A—H R—XDEHDR) >—EH

ZOFTIE, 2—VETOM S T —%2FR LT, EHEO LDAP EIEE RO X —[EHH R
M (VSA) IZ~ v B 745 kE 1250 LD LDAP EM:% 1-5LL Eo Cisco LDAP @i~
VT 5 hkERLE T, ZO6IE, IPsec VPN Z Z A 7 k. AnyConnectSSL VPN 7 7 A
TV, 7T7A4T7 2 MU ASSLVPN 72 8 COEERZ A I b S ET,

ADLDAP #— N ETRRIE ST 22— IS N T — 27 2121%, [General] % 7 ? [Office]
T4 =V REFHLTAT—TFTFANEANLET, ZO7 4 — /L RTIE
physicalDeliveryOfficeName & \» 5 £ i OJEMEZfEH L £9°, ASA T, physicalDeliveryOfficeName
% Cisco & Bannerl (2~ v B> 7 F B @M~ v 7 2B L £97,

FRERE, ASA (X — 3/ 5 physicalDeliveryOfficeName DAz Bufs: L, % DfE % Cisco &Ik
Bannerl iZ~ v B> 7/ L Ca—HIINF—%2FRrLET,
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ATFvF1

ATFvT2

ATvT3

21—y ~—zoBtoxy o—Em ]

FIE

a—WH/ELEZ Y v LT, [Properties] ¥4 7 12 7R v 7 A0 [General] # 7 %%, AD/LDAP
J& 1 physicalDeliveryOfficeName % i 4~ % [Office] 7 4+ —/V Rl —TF A M2 AN L E
o

EITTTTE—— 2
Abreme s — '| sl
<) Ble pdion  Yew Window el Member OF | Diskin | Erwioreent | Sessions | Remote contiol
1| iE " — i o 7 13 o
o= @m0 XSFPR 2 08k T Genaral | Addes | Accourt | Profle | Tslsphones | Diganizstion
< Active Directory Lisers and Computer [Users 31 objects g it

-] Saved Queries TaE G kot

= @ demo,cisco.com EDnﬂ.pdabeFr... Security Grou ~

E-L Bultn Domain Admins  Security Grou

e ] Computers
i Domain Controllers
[#- ] ForeignSecurityPrincpals g

mClumainﬂom... Security Groy kb nane; iLlseﬂ It I

Domain Cont...  Security Grou Last name: I
Domain Guasts  Security Grou

Domain Users  Security Grou Digplay name: EUSHTT
Enberprise A..,  Security Grou i
€5exchange Do... Security Grou Description I
mExchange En... Security Grou

gﬁm_p Policy ... Security Grou s I Alsenets D] *

i Users

Guest Liser
HelpServices... Security Grou :
€15 wes securkty Grou | || AEERHOE bz St
£ 1wse_roC Usar E-mail [
7 wam_poc User
Marketing Securiby Grou Web page: I Othes...
RAS and IAS .., Security Geou
Sales Security Grou
ﬁSchema Bdmins  Security Grou
ysuppoRT 38, User | OF, I Cancel | Apply | Heln |
ﬁTulnutCisnls Security Grol. - Lot
Usert Llsey
141 | _’i £ WIS Users Security Group .. Members who have view- .. =

ASA T LDAP Bt~ > 72 Fk L £,
Banner &\ 9~ 7 & {ERk L., AD/LDAP J&4 physicalDeliveryOfficeName % Cisco J&% Bannerl
vy 7 LET,

hostname (config) # ldap attribute-map Banner
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Bannerl

LDAP Bt~ v 7% AAA T — NIC BB £ 9,
AAA B —_ 7\/1/~7°MS_LDAP DFEARNI10112DAAAY—RHKANary 7 4 Falb—3
v E'— R&EBMA L. LLRITERR L= @t~ »~ 7 Banner % BAF T £ 4,

hostname (config) # aaa-server MS_LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map Banner

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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YA FEVPN EEUH2 547 RPN |

B s=050—7 %y s—~o0AP 1—FOERE

ATV T4 NF—OEMAET AN LET,

HBEDTIL—T K1) o —A~D LDAP L —H DEE

ZOFE, IPsec VPN 7 74 7 >k, AnyConnect SSLVPN 27 7 A7 b, 7747 FNLA
SSLVPN 72 &, Co#i s A 7 bEA SNET, ZORITIE, Userlix7 747> ML A
SSL VPN et T L £97

LDAP o —HZHEED 7 L —7" R Y > —IZHLE T 5 1Z1E. [Organization] % 7 @ [Department]
TA— NV REMERN LTI NV—T K —04HTz AN LET, RIZ, Bt~y 7 2Ek L,
[Department] % Cisco & T# 5 IETF-Radius-Class |2~ v B> 7 LET,

FORERE, ASA 1Y —/ 3 b [Department] DEA Hf5 L. % OfE% IETF-Radius-Class (2~ » &7
Y7L, Userl #7 Vv—>7 RV —I|ZfdiE LET,

FIE

ATFY Tl a—VL%427 0 v 27 LT, [Properties] #A 7 1 778 v 7 A [Organization] % 7 % B & |
[Department] 7 + —/L KiZ [Group-Policy-1] & AJJLFET,

4% Active Directory Users and Computers nr =10 x|
F- j { [ A= |
Gt e M k1T
o A@E 0 XE B @ 08 |
p g —r—— T Mesies O | Diskin | Erwionenert | Sessions | Remete contiel | |—
533 Saved Queries —_— = Teimting Services Profile | COMs | Ewchange Genesal | T
= G demo.dsco.com roe——— L L | Exchange Feaiures | Eschange Advanced |
-] Buikin Eom s e Genetal | Address l| Account | Prdile ] Telephaores Bnizaban
L
= '-_-Icnmmtms Doman Guests  Sec
| i.'iﬂ Domtan Ccnu.olerls . Domain Usars Sac Title: I L%
; _] FaoreignSecurityPrincipals ﬁEnl‘emrise.ﬂ\... ol
' users gmmnqwn..- e Depatment: [GroupPoicy | -«
Exchange En... Sec
msm_lp Policy ... Sec Lompany: I
ﬁGuest Uge ~ Manager
gHebScwlces. P ;
I5_WPG Sec Hame: |
II:JJUS:l\iF?EEC E:: Change. . I Procerties Cleat
Marketing Ser
gnnsand 145 ... Sec | Digctreports:
Sales Sec
Scheama Admins  Sac
SPPORT _38... Use
Telnethents Sec
fOWINS Users  Sec
€ Lserd Use
Eerul Sec
- | 3 7 croupz Sec =
| Cancal Apply Hele ] —

[ ; - 0K

AFY T2 IDAP 27 4 Fal—varpih~y 72 EHRLET,
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| 54 FRAVPNEE US54 72 b VPN
AnyComnect k> RLDRET 1 v IP7 ELREY uToER [

AD J&%: Department % Cisco J&I'E IETF-Radius-Class (2~ v &> 7 L E7,

hostname (config) # ldap attribute-map group policy
hostname (config-ldap-attribute-map) # map-name Department IETF-Radius-Class

AT w3 LDAP Bt~ v 7% AAA Y— BRI £ 97,

AAA H— X 7 )L—7 MS _LDAP O A k 101121 2% L TAAA Y — NAKA R a7 ¥ =
L—a vy ®— REB L, B LB~ » 7 group_policy % BEfF T &£ 5,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host)# ldap-attribute-map group policy

RTw T4 H—30 [Department] 7 1 —/L RIZATT TN D Z)v—7 R Y 2 — Group-policy-1 % ASA
WZBIL, 2—FIZEI0 Y THMERY U —RmEERELET,

hostname (config) # group-policy Group-policy-1 external server-group LDAP_ demo
hostname (config-aaa-server-group) #

ATwF5 ZDa—HL L TVPNERAML L. Group-Policyl 2>5H D JEM: (38 XL OV O A lRE7:.
TIHN DT N—T KR —=nbDEMN) By a ARSI TNWD Z & &R L E
R

AT w76 HitE EXEC &— KT debug ldap 255 =~ R& A 32 —7/LIZ LT, ASA &V — D DEE

EE=HALET, Z0Oavwry KoM ZRIRLET, Zhid, EERLA vE—TUN
DPND LD ITREFHTT,

[29] Authentication successful for userl to 10.1.1.2
[29] Retrieving user attributes from server 10.1.1.2
[29] Retrieved Attributes:

[29] =
[29]

department: value Group-Policy-1
mapped to IETF-Radius-Class: value = Group-Policy-1

AnyConnect > RILDAZ T4 v IPF7 FLAEIYATOHOEA

ZOBNE, IPsec 7 T AT FRSSLVPN YV AT 2 R DTV R RV T T 47T 2 M
AEhEd,

A BT 4 7 AnyConnect 2 % 7 ¢ » 7 IPEIVD 4 TZEH T 5121L, AnyConnect 7 7 A 7 > |k
—HWeblZ AKX T 4 v 7 IPT RLRAZZETDHEIICHREL T, £DO7 L A% ADLDAP
H—/ 3@ [Dialin] % 77 @ [Assign Static IP Address] 7 4 —/V K (Z D7 4 —/)L KT
msRADIUSFramedIPAddress J@ENEH S 5) IZATI L, ZDJEM% Cisco B
IETF-Radius-Framed-1P-Address (Z~ v &' 74 2 @i~ v 72 ERll L 37,

SHEEREIZ . ASA 13 —37> 5 msRADIUSFramedIPAddress O 2 BifE L. % Ofi % Cisco B
IETF-Radius-Framed-1P-Address iIZ~ v B> 7 LT, UserliZAX T 47 7 KL AZELET,

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .



B rvcomect FrRLOREF v P T ELREIY STOER

FIE

Y4 FEVPNEEUS 5147 VPN |

ATy Tl 2—HFH %4527V v 7 LT, [Properties] Z A 7 127Ky 7 A@ [Dial-in] # 7 ZBi &, [Assign
Static IP Address] = v 7 Ry 7 A% AL T, 10112 EWH IPT RLAEZ AN LET,

E aastme
ﬂ Admanistrabor
ﬂECett Publishers
FROHCE Administrators
gDHCP Users

DnsAdmins
ﬁDnsLbdateProxy
mDumain Admins
EDmln Computers

Domain Controlers
EEDumain GQuests
gDmﬂain Users

Enterprise Admins
mEmmange Domain Servers
mEm‘hange Enterprise Servers
Group Policy Creator Owners
Groupl
Group2

4
B Guest
Z

B

HelpServicesGroup
1I5_WPG

gMaﬂuetlng

RAS and IAS Servers

I sales

ESEh&ma Admins
SUPPORT_366945a0

I TehnetClients

7 User1

E VPN _LUser _Group

£} wiebt

[ﬁwms Users

21

User

Secu
Secul
Secul
Secul
Secul
Secul
Secul
Secul
Secu
Secul
Secui
Secul
Secul
Secu
Secul
Secul
Liser

Secul
Secul
Lser

Liser

Secul
Secul
Secul
Secul
User

Secul

Terminal Services Profle I COk+ I Exchanoe General
E-mail Addreszes [ Exchange Features [ Exchange Advanced
General | Address | Account | Profile | Telephones | Oiganization
Member Of ' Diakin | Enviiorment | Sessions | Remote contiol

— Remote Access Permission [Dialin or W]

 Allow access
" Deny access
& iContiol access trough Femote Access Policy

[ Veriy Caller|D: |
— Callback Dptions
¥ NoCalback
" Set by Caller (Routing and Remote Access Service only)

€ Always Callback to: [

V¥ fesgn a Static IP Address I Qs sl
1 Apph Static Foutes

D efine moutes ta enable for this Diakn
connechion.

| 0K | Cancel Anply Hep |

Lser
Lizer
Uzer

‘Welcome LDAP VRN _User, ..

Security Group ... Members who have view-...

RTFv T2 RIZFETLDAP 207 4 X2l — a0~y 7E2ER LET,

[Static Address] 7 « —/L R CHEH S 415 AD J& M msRADIUSFramedIPAddress % Cisco J&
IETF-Radius-Framed-1P-Address |2~ v B> 7 L 97,

hostname (config) # ldap attribute-map static_address
hostname (config-ldap-attribute-map) # map-name msRADIUSFramedIPAddress

IETF-Radius-Framed-IP-Address

AT w73 LDAP BYE~ v 7% AAA H— NZEER T 7,

AAA — X 7 )L—7 MS LDAP DR A F 10112 I L TAAA Y — R BFA R a7 4 X
L—a vy B— RaBis L, 1B L2 @M~ v 7 static_address Z BEd (S 1T £ 97,

hostname (config) # aaa-server MS_LDAP host 10.1.1.2

. CLI 7w% 3:CiscoASA &) —X94VPNCLIOA Y T4 Falb— 3y HA K
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ATv74

ATv 75

ATy 76

g4 x4 vaEtiEE7 o 20EA |

hostname (config-aaa-server-host) # ldap-attribute-map static_address

vpn-address-assignment =~ > 723 AAAZFRET D K D ICRE SN TWD N E D Il 2
ez, a7 4FXalb—a OO ERRLET,

hostname (config) # show run all vpn-addr-assign
vpn-addr-assign aaa << Make sure this is configured >>
no vpn-addr-assign dhcp

vpn-addr-assign local

hostname (config) #

ASA & AnyConnect 7 7 A 7 > b & Ol flest LE T, — S TEREIIL, ASAIZ~Y v BV
TINTZIPT LR a2 —FRZETHZ MR LET,

show vpn-sessiondb sve =~ REfEH LTy a VoA ERRL, FIVYTOHNIET R
LV AZRER L ET,

hostname# show vpn-sessiondb svc

Session Type: SVC

Username : webl Index 0 31

Assigned IP : 10.1.1.2 Public IP : 10.86.181.70
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHAL

Bytes Tx : 304140 Bytes Rx : 470506

Group Policy : VPN User Group Tunnel Group : Groupl TunnelGroup
Login Time : 11:13:05 UTC Tue Aug 28 2007

Duration : Oh:01lm:48s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

BAXIA VERFEEIFES7 7 ADEA

ZOHITIE, =PI THATEND bRV v r Fa baLiataiEd 5 LDAP @t~ v
TERAERR L £, [Dialin] # 7O T 7 B A LG T 7 B ADEKIE % Cisco JF M
Tunneling-Protocol (2~ v > 7 LEd, ZOBMHEIFROE Yy b~y TEZYR—FLET,

[ frxryry Jakan

1 PPTP

2 L2TP

4 IPsec (IKEv1)

8 L2TP/IPsec

16 7747 ML A SSL

32 SSL 7 ZA 7 > I : AnyConnect 721X SSLVPN 7 74 7 >
K

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .



Y4 FEVPNEEUS 5147 VPN |
B s vrromasrrEsT o 20ER

& krxyrg Zokan

64 IPsec (IKEv2)

' (1) IPsec & L2TP over IPsec [X[IIFFIC T4 K — F SN EHA, 070, {4 L 814
AHffE & 720 9,
(2) E1%BH,
ZORMEEFHAL T, 7 k3o [Allow Access] (TRUE) Z7-1% [Deny Access] (FALSE)
DEMEEFR L, 2—VRT 7B AZFESND HiEZ#EHA L ET,

HAXYNA VAT 7B AFERIIEST 7 2 A0@EAICET 5 F0mopliconCix, 77 =
F1)v 7 — b [ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration
Example] #ZM L T 72 &0,

FIE

ATFY Tl 2a—V4%E4H27 ) v 7 LT, [Properties] ¥ A 71 7R 27 ZA@ [Dial-in] Z 7 B &, [Allow
Access| A7 v ar RE U ET Y v LET,

20

Teminal Services Profile I COM+ l Exchange General
E-mail Addresses I Exchange Features | Exchange Advanced
General | Address | Account f Profile ] Telephones | Organization
MemberOf  Diakin | Enviorment | Sessions | Remote control |

~ ARemote Access Permigsion [Diakin or WYPN]

% allow access

" Deny access

" Control access through Remote Access Policy

I™ Verify CallerD:
Callback Options

& NoLCallback
(" Set by Caller [Routing and Remote Access Service only]

" Always Callback to: |
[ Assign a Static IP Address I
1 Apply Static Routes .
Define routes to enable for this Dialin GiatS B e |
connection. SLalic-FrOulEs ..

330378
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ATy T2

ATy T3

ATy T4

044 2 B&RE & Time-of-Day JL— L& .

GE) [Control access through the Remote Access Policy] 7' > a > &I L 7285615, h—
D BAENR ST, A SN DHERIZ ASA O 7 —7" R Y L —3R B SN T
REINET,

IPsec & AnyConnect D i J5 DRt 2 FF ]+ 5187 A4 72 L ASSLEE 2 i+ 5 J@tt~ v
TEAVERRLET,
a) ~ v 7 tunneling_protocols Z 1ERk L £4,

hostname (config) # ldap attribute-map tunneling_ protocols

b) [Allow Access] &% & T 4125 AD J& M msNPAllowDialin % Cisco J&14: Tunneling-Protocols
W~y B 7 LET,

hostname (config-ldap-attribute-map) # map-name msNPAllowDialin Tunneling-Protocols

) vy EEZEMLETS,

hostname (config-ldap-attribute-map) # map-value msNPAllowDialin FALSE 48
hostname (config-ldap-attribute-map) # map-value msNPAllowDialin TRUE 4

LDAP Bt~ v 7% AAA S — NIZBEAT I £ 3,
a) AAAY— T )—TFMS LDAP TH A L 10112 D AAAH— R KA F a7 4 F a2 b—
vay E—REBLET,

hostname (config) # aaa-server MS_LDAP host 10.1.1.2

b) 1ERE L7-J@PE~ » 7 tunneling_protocols % B {1 1) £ 9,
hostname (config-aaa-server-host)# ldap-attribute-map tunneling protocols

B~ TISERE LT L BV ITHRET D 2 L 2l L E T,

JIAT L FUVASSLEMA L CERaRAE T, —WIiE, HFrAfINTWRWEERA D =
R LR DO RIEDIRR TH D Z ENmMSNE T, IPsec” 74 7 > b OBEGITREI L F 9,
i, B~y I o T IPsec i b r U Y o ha R SN2 T,

04 4 U BfE & Time-of-Day JL— LMD & A

WOBITIZ, 774 T FLASSL 2—H (ol ZIEETRA N—FF—) IZxy bT—7
DT 7B AT T LR 2R E L CEMT 5 s R LET,

AD #— LT, [Office] 7 4 —/V REFEH L C/N— N —DLRIZATILET, ZO7 4 —)b
R-CiX, physicalDeliveryOfficeName JEME2 M SALE§, WIZ, ASA TEM~ v 7 ZERk L,
Z D JEM: % Cisco JBIE Access-Hours (2~ » B2 7 L ¥, FRFERFIZ, ASA I
physicalDeliveryOfficeName D1l % Eif5 L C Access-Hours IZv v B2 7 L E T,

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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B o/ mme Time-of-Day L—L0iER

FIE
ATy Tl 22—V EEIRL T, [Properties] #4727 U~ L, [General] ¥ 7 B & £,
AT =
e P E
0 s e e Member OF | Dialin | Envi | Sessions | Remote conirol : B
] == I nviianment ession:
e+ Em A0 XEPRFBRBEEY e | oM e
q‘{u .llEtr-'B Directory Lsers and Compuber | Users 33 obijects E-mail Addiezses Exchange Features E=change Advanced
-] Seved Queries Name Genersl | Addess | Accourt | Profle | Telsphenes | Diganization A
=y ld_‘_"]"'“':m’":““ Dioenin Adming
[+ Euitin .
- (7 Compaters Dtrnn!n Computers g Uszenl
- - Domain Contralers
R Domain Conkralkers B Bels
- (] ForeignSecuricyPrincipals 02:: Uears i
£ lisers - e Fitst name: [Uz=n Irwtiagls: [
€T Exchange Doman Servers Last name: |
mEx:hanua Enterprise Sarvers
€71 Group Policy Creator Owners Digplay name: [Usen
Guest 1
HedpSa ricesaroup it |
T i —
Iw.qﬁ_mc
- P ] —
SUPPORT 3869450 E-mai: 1Use|1@d=mn:i::n.:nrn
TelnetChents
£ ee1 Webpage: | L_EEE:_J
E users
E WPH_User _Group
£ web1
" ol € vs users 0K | Cecel | o | He | -
AT T2 @t~y TR L ET,

J@ M~ > 7 access_hours & {Ek L, [Office] 7 4 —/L KTl &5 AD J&ME
physicalDeliveryOfficeName % Cisco J& " Access-Hours |2~ > > 7 L £,

hostname (config) # ldap attribute-map access_hours
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Access-Hours

AT v 73 LDAP B~ v 7% AAA — NIZBIEfHIT £,
AAA H— X T )L—7 MS_LDAP O A k 1011212 L TAAA Y — NAKA R a7 ¥ =
L—a vy ' — Raefia L, 1Bk L7 @M~ » 7 access_hours % B 1T £ 97,
hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host)# ldap-attribute-map access_hours
AT T4 BECY — T SN R AR E LET,

N—= P = T 7 e AR & H 22D &0 H OFET 9 K bR 5 RFICRE L £,

hostname (config) # time-range Partner
hostname (config-time-range) # periodic weekdays 09:00 to 17:00
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g
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5 1w

2247~ kL ASSLVPN

e 7547 hL A SSLVPN OHfEE (289 ~—73)

o KW FA T FLASSLVPN D 7 4 Xab—3i g (293 2—)
cEER I TIAT LV FLVASSLVPN Dy 7 4 Falb— g (327 3—)
e R L— F—TF (345 ~X—)

¢« 7747 NV ASSLVPN U E— b —H (387 ~¥—)

« 7 A7 hLASSLVPN —+ (401 ~<X—)

¢ ENANTNRAATDT 74T F L ASSLVPN (429 ~<—)

¢ 7 FA T FLASSLVPN Dl AL~ A X (431 ~<—)

¢« VAT MVASSLVPN D b T Ty a—TF 47 (451 ~—)






Z

>

AT

Y

11 =

254 7F7>kFLAXSSLVPN DFE

« 7T AT hL ASSLVPN OHfE (289 ~=—)

o« 7547 kL & SSLVPN OR#ESEAM: (290 ~—2)

7747 ML A SSLVPN IZBIT 2 EFIH & filfIFE (290 ~—)
e 7T AT MLUASSLVPN DT AL A2 (291 _X—2)

kL X SSLVPN D#EE

7747 NUASSLVPN #4256 &, =2 K 22— X SSL 5t Web 77 7 &2 HH L
T, AEBEDOBEHNOHNR Yy NU—=27 DY Y —RZERICT 7B ATEEYT, 2—Hid, £
T, VTFAT 2 FLUASSLVPN 7 — h 7 = A CiREL, FHIRESNTZRYy hT—2 UV —
AT I RBATEDLEIITLET,

GE)

754 T RLUASSLVPN A X2 —T IR 5> TNARE, X2 VT a2 (77
AT T =)< NVFET—REKMEIND) T IT4TIT7 0T 47 AT —K7) T xz—)b
F— = F P R—FrENFE A,

77AT 2 RMUVASSLVPNIX, Y7 MU =TE703N— RNV =T 77447 MehBELET
12, Web 7T 7 Z i LTASA ~DtEF 2T E—K T 27EAVPN h R ZER L
F9, HTTPRRHE TA v Z — Ry MIERETEDIZEAEDT A A6 IEIAVWeb U Y —
2L Web SHEB IOV H Y — TN r—y g N ZENHOHBIC 7T 782 TEE4, kD
WA THR I TWET,

o N8 Web B b

e Web xtita 7 7 U r—a v

» NT/Active Directory 7 7 1 /V3LH

* POP3S, IMAP4S, SMTPS 72 KX DFE T A —/L a3

* Microsoft Outlook Web Access Exchange Server 2000, 2003, ¥ X U* 2007

« Microsoft Web App to Exchange Server 2010 (8.4(2) LAK&IZ N T)

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .



9547 FLASSLVPN |

B /517> rLassiven omizgs

722472

722472

» Application Access (flLd> TCP X—ADT 7'V r—3 3 T VB AT HTZDDA~— |k
[N VIS e N )

7547 > b LA SSL VPN |Z Secure Sockets Layer (SSL) ~'& k =)L & Z D%k Transport
Layer Security (SSL/TLS1) ZflEfH L., WY —/N& L TRE SN TV DRFED TR — NRFZRN
WY Yy—2L, VE—bF 2= LOMICEX 27 L2 EBR L ET, ASA :t7°1:7ﬂ%‘/fﬁ)&
B9 2 0EN B D a8k L. HTTP — N3E8EEY 7 v A 7 A Lotk L T2 — ¥ 2385k
£,

Iy NT— I EWEIT, 74T RV ASSLVPN By v g rDa—WF ot LT/ IL—7H
PLTY ) —A~DT 7 A& LET, =2V, NERry bV —7 LDV VYV —RIZERET
JEHATHZLIITEERTA,

kL X SSLVPN DRIHESH

ASA FD V7 5 AT FLASSLVPN THR—FENDLTF Ty F 7+ —LbET T THITHONT
X, [VAR— b5D VPN 77 v b7 4 —2A, Cisco ASAS5500 ) — ] ZHBMRL T 72X
/AN

L X SSLVPN ICEE9 5 FEFIELGHIKEIE

¢ ActiveX ~— T, ActiveX V) L—%& A X—=T7 /T 50, BESTL70—7 K v—
IZ activex-relay & A /) L THL 2 ENMETT, HDHWIEL, Av— K bV VR %
RV —IZEV LT, 2 RERA L b EOT T Taxofisb) 2 M7 ax v RN EGE
ENTWDIEE, 2—WIEZ DU X M Tshutdown.webvpn.relay.] = ~ VU 28B4 % %
ERHY FT,

* ASA TiX, Windows 7, Vista, Internet Explorer 8 ~ 10, Mac OS X, F X Linux 75
Windows : A (CIFS) Web 7 4 /v X ~D 7 547 LA T 72X TP R—FZhTn
FHA,

» DoD Common Access Card 35 2 O SmartCard % & ¢ eaEFA ZF8FE L., Safari ¥ —F = — 2 721F
TEMEL £,

« 7 FA4T v ML ABRIAICEETE DRHEE A VA =L LT, 7747 MIHE
T RWIEAZEOBENFREINDIZENH Y 9,

*ASA L, 7 74T LA SSLVPN i D DSA GEE Z ¥R — b L £8 A, RSAGLE
B R — F ShET,

o D RAAL L _R—=ZADEx =27 ¢ 8IIZIE, ASANDIEEINT-ERLBE 2 BN
&)D ij—o

e T 4 X2l —Y g VHOBBEBERIOEY 2T R — 7L —ATU—27 BT
HFDOMOMEREIIY R — FENEEA,
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e JN—T" R —Dvpnilter 2~ NiE, 7 I7AT L M—=2ADT7 7 EAHTHY, W
A—hrENFHAL, IN—TRI—DI T AT FLASSLVPNE— RO T 4 LR IT
PIFGAT LU RLAR—ZDT 7 EAHTT,

*NAT BLOPATIZZ7 FA4 7 > MTHEMAFEETIEH Y £H A,

« ASA (X, police <° priority-queue 72 & ® QoS L — hMi|fR =~ RO HZ VR — K LEH
/\Jo

o ASA X, BEHIBROMEH, AXT 4 v/ FEFETY 2T R v— T L —LT—7 O set
connection =~ > R&2fEH LI-HEREZ YV FR— M LEEA,

+ AnyConnect [ Web 22> 7 UV ITIRFETIC FLOF v N U —7 @ CTEWET 5720, 77
A7 RV AWebVPN THAHR— K I ThWienwEEbid Web 7 7Y r— 3 277
t 2945 & 512 ASA T AnyConnect iR ET 5 Z & AHEREL £,

« 7T AT ML ASSLVPN D—HD 2 > 7R—3 » M2, JavaRuntime Environment (JRE)
DMLEETY, Mac OS X v10.7 LABETIE, JavaiZT 7 /L h TA VA =L ENFEH A,
Mac OS X T® Java DA > A b —/)LFIEIZ DWW T,
http://java.com/en/download/fag/java_mac.xml 22 L T< 72 &0,

e JIAT U FLVAVPNE Yy v a &R T 5L, RADIUST D T 4 ZRtRA v E—
U ENET, VAT FUVAVPNEY Vg AZET RUARDRE D S THARW
728, BAtE A v & —121% Framed-1P-Address V& S A, LA ¥ 3VPN N T
AT Y FLVAR—=Z N R=UNBIERICHEGEND LT FLAREID Yo, BET v

TF—=KNTHhO T 47 A vE—TRADIUS B — NZ#fi & E 4, weblaunch 1
BEAHEHLTLA ¥ 3VPN h I RUDBHEL SN D6, [AERD RADIUS OEMEDHIFF T
’a“i?“o ZORWTIE, 22— FRFRIAES N, LA V3 MU RN S IVD RIS T
TUT 4 TR A =Y T L —2MEIP T KL AR L TEEESNET, LA ¥ 3 b
URNABENSLEND E, TORMA v —VICEET v T — N A vE—UnEET,

IIAT VMV AR=ZNVHICRESINIERD I N—T R —0BbHD5ET. v /A
NR=TD Ry TETANARKRENET, VA MIBLIEYDO T N—T R o —TiEAEN
FE AR, 22—~y F U TAEHERLETT, ZA—T R o —O—FAFEHE %
LAaWGE, FEEHERY O —Z2 ROICERT DI, VA RERELET, 70,
[0-Select-a-group] DLAHTTH I — FNA—TF R o—%EkT52 b TEEd,

-

TN—T R I —D4HET N7 7y MEIZTSHZ LT, mANIERINDERY >—% il
HceEEd, £, RV —0RFHIHTEITH L TEET, & xlE. 1-AAA,
2-Certificate & L £,

22472 FLVASSLVPNDSAM 2R

AnyConnect b ¥ =7 €U T 1 7747 i 512i%. AnyConnect Plus 35 & T Apex
TAVAZEAT DRENH Y £3, BERT A v A%, #HT 5T ED AnyConnect VPN

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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Client 33 & O% Secure Mobility DF§pEL . AR —F T 25y v a OB L TERERY 5, =
NHD—=HFR—=2D T A ATX, — K72 BYOD @ F L RiZGbE e R—F& Y
TR =T EHA~OT I EAREENET,

AnyConnect4.4 7 1 &> A%, ASA (BL ISR, CSR, ASR) TfEH &4u, F7=. Identity
Services Engine (ISE) , 77U FWebt¥=2U7 ¢ (CWS) . Webtx=2VUTFT 4 77I7347T
YA (WSA) 72 EDIEVPN ~y R RTHEEH S ET, ~y F=r FIZBRe—HL
TETAMERESND T2, ~y Ry ROBITHRRELEGELEEIIH Y FHA,

AnyConnect D7 A £ A ET /LIZOWNTOFEMIL,  http://www.cisco.com/c/dam/en/us/products/
collateral/security/anyconnect-og.pdf z & L T 7280,
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5 12 =

ERXWEGEOS5A4AT7 2 FLASSLVPNOD O Y

>
J4XalL—>3y

* % URL OFEZHiz (293 X—2)

e AR—H N X—=UTOURL = N DFT~DYIYFEZ (294 ~—2)

B TZXZFEHED T —L (294 X—)

s TTTA L ANDT TN T I ADEE (295 X—)

o IR— MEZEIEDOFRRE (303 =—)

« 7 AT 7 EZADIHE (310 2—7)

e SharePoint 77 £ AD =D 7 v v 7 OIEFEMEOWelR: (313 ~<—7)

« Virtual Desktop Infrastructure (VDI) (313 ~<X—7)

¢ SSL A L= — "~ T 7 & (316 ~=—3)

e ITGAT L MY =R TG T AL ~DT T T I AORE (321 _X—)

ZURLDEZHZ

F 74 T, ASAIZTRXTHOWeb U Y —R (HTTPS, CIFS, RDP. 77 74 72 &) T
T DHTRCOR—Z)V b T T 4w 7 &FAILET, 77447 L ASSLVPN X, ASA T
FIZEMRO®H L HDIZHURLEZ Y 74 M LET, =—HiE, ZRLZ Web 1 MBS
TWAHZ L ZERT HIDIC, ZTOURLZFEMHTEERA, 74 v 7 Web A FrHD
fERRIC 2 —F NI L EINLDEHESITE, 7 I7A TV PLAT 7 BRAIZEELTNWDHRY v—
(IN—TR)— BAFIv 7 TIRARY >—, £ITFDOM ) 12 Web ACL % #|
DU TCTHR—FNVPEDORNT T4y 7 7a—4%flHLEST, ZHH6ORY —d URL = b
VEaF 7YV EZT, T 7 EATEENCONT2—YFRRELLARANEIICTHZ &%
B LET,

B 6: 2—%h A5 LTz URL DI

dlraln .
creco. SSL VPN Service
4 Home Address |ttt ww.clsco.com

(:!‘1 Weh Annlicatinns

244026

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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B 51 x—vcowrzIvryori~ogysz

78X TA TISATURICEH>TEE AN, T3 D0 U FIICRTENT=R L URL

3 nad—re?* hitkps: J{sic. cisco,com{+CSTO+00756767633A2F 2FEAGABAZE 17666 70622E 70627 A+ v B |k
||| ||| Werldwide [change] LegIn | Account | Reglsterﬁm
cisco [Search Go

8
5 Products & s Training & Partner =]
Solutions Services Ordering Support Events Central i

R—BIL R—TOURLIV MDA IADYY E 2

ATvF1

ATy T2

ATy 73

2PN T T IV XR— 2O AL LT & Z IR —Z L X—=U PR E ET,

4O H RIS

74T NVASSLVPN 7 7 B A MBE LT 5T _XRTOL—FDIN—T KR o —%HE
L, ZOIN—T7KRY —IZ%LTHEIFZTF747T7 > ML ASSLVPN & A X —7 /W LET,

FIE

IN—T IRV —DI FA T FLASSLVPN 27 4 F 2 lb— g B— R &L F
7,

webvpn
2—HN HTTP/HTTPS URL # A 19 A HEEEZ I L £9°,

url-entry

(fEE) URL=> MY A7 ICHI0V X £,

url-entry disable

EEETEHIIAED T—IL

ASA [ trustpool (254 CT& DEEAEL 7 v —7fb L £, trustpool 1, #EEcDEERID CA FEMA
BERT NTANRA L NORERIR T — AL BT 2 N TEET, ASAIZIE, Web 7 F ¥
PIEDL > TND b D LAEDO—HDT 7 4 /v FEFENG ENTVET, T bOiEdHE
I%. cryptocaimport default =~ > K&RITL T, BEHENT 77 4 7L T 5 THEEL £&
o

HTTPS 7’ Fa L& L CWeb 77 UFRHB TV £— b b—NIZEHT 28546, V—NF
HEZEAT 570 (CA) NEL LT DX LVGFHEARME L £, Web 757 7
Wi, P EERREO G LM R MREET AT OICEA SN A —HO CAERAERS EN TV E
7,

. CLI 7w% 3:CiscoASA &) —X94VPNCLIOA Y T4 Falb— 3y HA K



| #3547 LR SSLVPN
ez sans Loy o—ome [l

7 AT L ASSLVPNRRHTU E— b SSL sV — NICEERT D5 81E. £V E—h
P A"ABPEETEX D, BLOWEER Y ET— F — NTHHRE L TV D0 E MR T 5 2 LN EE
T4, ASA9.0(ZiX., Z7T7A4 7> hL ASSLVPN OEfETX 538iFEF (CA) FEAED Y 2
x5 SSL H— SEEEDRZED 72O DY R — A BEIMEN TWET,

[Configuration] > [Remote Access VPN] > [Certificate Management]| > [Trusted Certificate Pool]
T, https 4 b ~D SSL B&feiZxf L CREEMGEZ G T 52 &N TEET, £/o, B
TX DREAET—VANOEHELEBTE £,

N

GE)  ASA trustpool i X Cisco 10S trustpool IZFEEL L CTWETN, [A—DHDOTIEH Y FH A,

EEETZAHAET—ILORY O—DiRE

FIE

AT w71 [RevocationCheck] : 7 —VINOFEHENRKH L CNDNEINET = v 7T DHLIITHEL,
EHIT, KOF = v 7 IR LTEEAIZ. CLREZIZOCSPOWTNAMEHAT 50, B
FEEZBNCT I E I D ERINT D L0 ICHELE T,

AT 72 [Certificate Matching Rules] : zh & 72 1ZHIREIN O F = » 7 23 BRIV DR E~ » 7 & 38R
L9, sEHE~ v 71, AnyConnect £72137 747 RV ASSLESR 17 714 v (B4
(R Z—71 ) IZiEREEZ D 7 LET,

AT w73 [CRLOptions] : CRL ¥ v v ¥ = O HFME A 1 ~ 1440 4 (24 F5fE]) OFRTHEL T,

o J— N \J— S -
T340 ~"NDIT T TIOEADEKRE
TIUY FT A, Web 7T IHFIC Lo TR ENDZ ML LT 0 /T AT, 757
P4 RUNTIZ IAT v Nt — N0k T 5 EOFEHOMELFEITLET, ASAT
Z. 7947 FLVASSLVPN Y a v TUE—h 7790 ICF T a— KT 572007
TIA AR —FTEET, B, VAT TIIHEAATL T T4 DT A M E{ToTE
. BEAMACTERNT I 7L OB EZT A 5548050 £, =770, A TIL
ANV =T AT 4 THYVR—=FTDETTT7A4 D AR — MIMERELFEEA,

TITA L HT Ty a THNA AL VA M= DHE, ASAITIROUIELEFLTL ET,
o (CiscoiAiD 77 74 VRE) URL THRESNTjar 77 A NDT L3y 7
CASA T AN VAT AT 7 AN EEZIABRET,

« ASDM @ URL BHOREICH D R v X U R MIE#REATILET,

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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LBDTRTDIFTA T FLASSLVPN By g v TFIF A a4 RX—T T L,
A Ama—FTark, K=K =D [Address] 7 1 —/V FOREICH D R
FET YA RMIONWTOF T a rEBIMLET,

wIZ, UBOETHAT LIS Z A o 2BMLIZEED, R—F )L X=VDAf v A=ma—
LT RLAR T 4=V FROEFEREZRLET,

R2:DFAFTURLASSLVWPNIR—B )L R=SADTS54 O DFE

T304 R—FII R=D[ZEBMENS | R—2 )L R—D[2EmMEh D
A AZa—FTFa> |[Address] 74 —IL KA T3
v
ica Citrix MetaFrame Services ica://
rdp Terminal Servers rdp://
rdp2* Terminal Servers Vista rdp2://
ssh,telnet Secure Shell ssh://
Telnet services (v1 3 L Trv2 % | telnet://
HAR—1)
vnc Virtual Network Computing vnc://
services

HRESNRNWT T TA

74T MV ASSLVPN By v a o Ca—FRR—Z N1 X—=TCDOEHAIT SNz A =2 —
A FvarE IV rTHE R—FNX=VIEA v HE—T 2 A~DT 4 R L)L
RAVMFERINET, Ry Xy VR NMIERINET R harza—FRER LT
[Address] 7 4 —/L RIZURL Z A5 & B e &£,

FITANF VT Fy (SSO) BHAR— R LET,

T594 VIZE#ESHIREN
« ST TALA~DIYE—F T I EAERERHTHIIE, ASA TV T4 7 L ASSLVPN %
AFR—=TNZTDHRENRHY 7,

e T TA NI L TSSO VR — MERET DL, 7974 B4 A —NL, ¥—
NADY I Hm T D200 T vy r~—r 2 NV ZBIMLET, /2, Tvr~—7
BN 5 & X2, SSOHR—hE2fEELE T,

e VE— FNTHHT L DICHERKEIEROT 7 & 2L, ¥ A MEHEE—RICBLTWE
—640

. CLI 7w% 3:CiscoASA &) —X94VPNCLIOA Y T4 Falb— 3y HA K
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o FT A AT HITIL, ActiveX £ 771X Oracle Java 7 > % A LBiEE (JRE) NMET
T, N—T g VEEIZONWTIE, [AR— 2D VPN 77 v 7 +—2, Cisco ASA
5500 >V — X[ OFE#ME< FY 7 ZREZBL T ZEN,

T304 0 OFERLEDHIR
N

(G¥)  Remote Desktop Protocol 7’7 7' 4 > Clx, kv v ar 7un—haxHLI-a—RKXT7 07
P R—Fr SN TWERA, e batickdyrar7a—noD) XA L7 ard
WHED TS, BRI L ET, By varTa—nfEHIN T RWEE, 7774
TEMEL £95

s ST TA X, VTN A A (SSO) EYAR—bNLET, TTTA NI ITAT
VRUASSLVPN By v a VERC EEICANLEZ LT Uy L ERILZ LT vy
NWEHEHLET, 7774 03~ 7 @iz YR — LW, N KA AL XA T —
RipEDXFEIFE 27 4 —/L KR, RADIUS F 7213 LDAP H— D&M T SSO % 473
HA T aiibh EHAL

e AT — R NIV T 2= VA —N—RRETHE, T4V EFHLTHELEIN Y V3
VIR S NER A, 22— T 2 — A NN —RICEHESET ALERL Y £,

e AF— M7 T 2 — b F—R_—TlF7 < AF— h LR 7 =2 — )L —_—%FEHT 854,
T~ —0 HAESAB—var ZAFIvI TI7RARNI—REDITAT
VR ABBEIR, T = — A= R—= ASARTHE TR ENERA, T =— A — =D
TR, 2O OBEEITEIMEL 8 A,

T34 00E0DEFa) T4 7TS34T 0 ADESH

1R BHHIIZ

ASA A LB —T A ATTIFTAT L ML ASSLVPN NA R—T TR TWA T & TR L
iﬁ‘o

SSLAEMED —feds (CN) & LTIPY RLAZFEELRNTI SN, UE— b 2—Hd,
ASA L{ET 5 7= FQDN O #3877 L ¥4, UE— K PC I, DNS £7-1%
System32\drivers\etc\hosts 7 7 A LIND > b U ZfEH LT, FQDNZfER TX 20BN H Y F
T

FIE

AT Tl 774 T7 2 FLASSLVPN 28 ASA THINZR > TV AENE I nE R LET,

show running-config

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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B o xocsotERAESNLETS I VDAV -

AT T2 ASAA LV H—T A AZSSLIFHEY A VA —/L LT, UE— b 2—VEHEOTZEM

AA 4 (FQDN) ZHEEL £,

DARAITEH-THEEAINE=TZ914 DA A =)L
AL, JavaR—ADF—F 1 V—ZX arR—3xr "EHEEA L TWET, 2T, 7
FA T MLVASSLVPN 2y a v TWeb 77 UV DT T 74 L LTT 7 vASND 2
A= F T, ROLONRHY £9,

1R BHEIIZ

ASA DA VB —T 2 A ATY 74T hLASSLVPN BA R2—T)UIZ/oTWD I & AR
LET, £DO7=®HIZ1X, show running-config =~ K& AJJLET,

. CLI 7w% 3:CiscoASA &) —X94VPNCLIOA Y T4 Falb— 3y HA K
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Rk TERAENETS T4 o042 —L ||

R 13 RaAMVBEHALTWDE TSIV

Joral HoL:L BRHALTWETS5910m
J—RX*
RDP Windows Vista 35 & O Windows | http://properjavardp.sourceforge.net/

2003R2 THA &5
Microsoft Terminal Services {27
T ALET,

VE— kT R7 v 7 ActiveX
avbha—nEYR—rLE
S

RDP ¥ X (Y RDP2 D i J5 % 4
R THZDFF7A %
R+ a2BEDLE
4, RDP B L UYRDP2 D /X—
Vg Bl D=5 Ty
TR R— I TWE
T, N—T =3 52 LI
A= hFENTWEHA,

RDP2 Windows Vista 35 & OY Windows
2003R2 THA FE5
Microsoft Terminal Services (Z7
I ALET,

VE— T A7 kv 7 ActiveX
avbho—nEYR—rLE
‘a‘o

ZDOHWTFZ T A %, RDP2
P EYFR—rLET, 2O
T EMERTHZ LT
HRELETA, bz, k
FLORDP 7' Z 7 A &L
TL &,
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Jokran

B

BEALTLETSTA 20
V=R

SSH

Secure Shell-Telnet 7*7 7' 1
Lo, VE—F =3V
F—h T2 —FA~D
Secure Shell (vl F£721%v2) F
721X Telnet Bt & g2 T %
7

X—R—KA L FTIT 47
FREEIE JavaSSH TixAR— k
EnTWninizd, (o
ZREE A T = X LD FELE T AHE
&hb) SSHZZ 71 Tk
PAR—FEINEHA,

http://javassh.org/

VNC

Virtual Network Computing 7" =
TA L EENT L VE—
fz2—HFVE—F TR
kw73 (VNCH—"F iz
T =X bEIND) &
Foazlizarta—4%&,
F=H, F—AR—F, BIOY
~ AL TERRBLIY
flEcEEd, D=3
YT, TERARDT 7 40
FOBREL I TNVET,
Flo, 7T U RGEE AARGED
SVT T ANET v ST —
FENTVET,

http://www.tightvnc.com/

*RBORE LHIBIZONTIE, 797 A0 D~v=aT LEBR LTI ZE N,

INBD7Z 741X, Cisco Adaptive Security Appliance Software Download % h CAF T

\iﬁqo
N
(¥)  ASA (. import webvpn plug-in protocol =~ R&2 27 4 X a2 L— g VITREELERA,
ZDRDYIT, csco-config/97/plugin ?j/f L7 N ORREHEIIZ e — }‘Lij—o N4

AU ASAIZ. T4~V ASANDLTT7A v HRELET,

FIE

ATFYTL ASADT T v a TRALARCT T v, A —LLET,

. CLI 7w% 3:CiscoASA &) —X94VPNCLIOA Y T4 Falb— 3y HA K
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ATy T2

Citrix XenApp Server ~MD7 &t X DIt .

import webvpn plug-in protocol [ rdp | rdp2 | [ ssh | telnet ] | vnc] URL

GE) SSHH & Telnet HicZma~<y REZNENATLRNTLZE, sshitelnet & A
HT 5546, WEHEDORIZAN=ATFA L EHA, 22Xk -> T, Secure Shell ¥—
ERE Telnet Y~V RADWFIZT T T A4 T/ AERMLET,

1

WIZ, TFTP EI2IFTP = "DARA M EIEZT VAL URLIT T 7 A jar 7 7 A /v
~NDYE— R RRATHDT T IA DA EANT BH% R LET,

hostname# import webvpn plug-in protocol ssh,telnet
tftp://local_tftp_server/plugins/ssh-plugin.jar

Accessing

tftp://local tftp server/plugins/ssh-plugin.jar...!!ttiiirrrirrrrirrrrrrrrrirrrrirrrrrrrnd

Writing file diskO:/csco _config/97/plugin/ssh...
EEREEE RN RN RN RN RN R R RN

238510 bytes copied in 3.650 secs (79503 bytes/sec)

EE) FS5T7A4 T 5 275472 L ASSLVPN OFR— k&4 712810 £ x CHIR
L. ASADT7 T va T34 AMEHHEIELET,

revert webvpn plug-in protocol protocol

&1

hostname# revert webvpn plug-in protocol rdp

Citrix XenApp Server ~MD 7 9+ A DR

Y= FR—=F 4 DT FZ AN, 7 TFTAT > ML ASSLVPN 77 0H 77 & A& 4#ik4 250
EoFE LT, O T, Citrix XenApp Server Client (27 7 A 7 > h L' A SSL VPN O ¥ 7K —
k Z2BIN 5 FIEICOW TR L £,

ASAICCitrix 7T 7 A VInA VA =L ENTWEHEA., 7547 hL A SSLVPN —3
1. ASA ~D 5 & Fl L C Citrix XenApp »—E R IZT7 7 B ATE £,

AT — TN T 2= )L F—X—=TlL, Citrix 77 7 A U &EH L TSNt v ¥ a VU VE
FEnEti, 7=—bF—"—#%IZ Citrix = — Y 2 FHRIFTALERH Y £9,

Citrix 7554 D DEREA VA =L

1R BRI
X2 VT TN = a a7 T IS AVLERH Y 9,

(Citrix) ¥ =27 F—bv=xA] A LROE— RTEIET S K 9 I Citrix Web Interface
V7R MU TERETHILERDLYET, ZOREE LW E, Citrix 7 4 7 > MiZ Citrix
XenApp Server ([ZHEE CE EH A,

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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B cvix7ss1vommer oz =0

ATvF1

ATy T2

ATy T3

ATy 74

ATy 75

ATy 76

FIE

VAaDY T R T XUru— R Web A F2 6 ica-pluginzip 7 7 A L E X T m— R L
i‘j‘o

D77 ANMIIZL, Citrix 777 AV EERTAEDICTAaABIAS~ A XA LTT 7 A VK
HENTVET,
Citrix %A 7235 CitrixJava 7 74 7> & X7 oa—RKLET,

Citrix Web %1 b ® % 7 > v — Rk ¢ [Citrix Receiver], [Receiver for Other Platforms] D JIEIZ
R L, [Findl 227 Y v 27 L%7, [Receiverforlava] A /X—V V%7 ) v LTT—hA
TEEym—RLET,
T—=NATNOROT7 7 A NVEMH L, Z£iLb % ica-plugin.zip 7 7 A /LWIZEM L 7,

* JICA-configN.jar

« JICAENgN.jar

CitrixJava 7 74 7> MIEEFNTWAH EULAIZ L > T, Web — R B2 7 947 M EELE
TDHIDDOMHERNDEZBENTWD Z EE2fHRLET,

ASDM Z {4 570>, F2I3EMEEXEC E— RTCKROCLI 2~ REANLT, 7974
A LUA =V LET,

import webvpn plug-in protocol ica URL
URL i, RA b (7201 IP 7 R A) & ica-plugin.zip 7 7 A L ~D /XA T,

GE) Citrix 7 v > 3 12 SSO AR — M &R T25581F, 7 v 7/ ~—7 OBIEIMNET
T MOEHIT, Ty I ~—0 THEMBRFREZRMET H URL NT A —F 2R 5
TEERHELEL T,
ica://10.56.1.114/?DesiredColor=4&DesiredHRes=1024&Desired\VRes=768

SSLVPN 7 S AT hL Ay Yar&isil, Ty o~—20%27 1 v 7350, Citrix —
NOURLEZANLET,

VBEIZS T, [Client for Java Administrator’s Guide] #& L TL 72 &y,
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http://www.cisco.com/cgi-bin/Software/Tablebuild/doftp.pl?ftpfile=cisco/crypto/3DES/ciscosecure/asa/customer/ica-plugin.zip&app=Tablebuild&status=showC2A
http://www.citrix.com/English/SS/downloads/details.asp?dID=2755&downloadID=20731&pID=186
http://support.citrix.com/servlet/KbServlet/download/6284-102-12977/ICAJava.pdf

| 547> LR SSLVPN
tE21UTF4 FIFATURA VR b—LEATWE TSI voxT |

X AYTF AT TSATRIZA VAR M=ILENTWNETSHT42D
ECN

FIE

ATFYFT1 7947 FLASSLVPN OD2—HRMFHTE S JavaX—AD 7 FA T 77V r— 3
vE—ERRLET,

1

hostname# show import webvpn plug
ssh
rdp
vnc
ica

AFYT2 T340 DNy 2BIOAMNEEGEDET,
1 :

hostname show import webvpn plug detail
post GXN2BIGGOAOkBMibDQsMu2GWZ3Q= Tues, 29 Apr 2008 19:57:03 GMT
rdp fHeyReIOUwDCgAL9HATs PnjdBoo= Tues, 15 Sep 2009 23:23:56 GMT

N— MERIEDERTE

R— MEREICEY ., =2—WFT 7 FA4 T FLASSLVPN #5454 M L TTCP X— 2D 7 U
=g NIT I BEATEET, TCPR—ZADT FY r— a3 A3 ROE IR ORH Y F
KR

* Lotus Notes

* Microsoft Outlook

« Microsoft Outlook Express

* Perforce

* Sametime

» Secure FTP (FTP over SSH)
* SSH

* Telnet

* Windows Terminal Service

* XDDTS
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B & ramzomzss

FOMD TCP X—ADT 7Y r—a U HEMET D AEEEIEIH D 308, VAaTETA b
EIToCWEHA, UDP 27357 2 ha /LidEifEL £8 A,

N— NEEIL, 7747 L ASSLVPN ##i% L CTCP RX—ADT U r—3 3 &4
R—=hrTHEZDOLH—T 7 /ay—TF, R"— P EET 7 /ol —%&YKR— T 58REE
FERICHEE L TV HEAIT, A— MEEOMEHZRIRTL2 2L T £,

A= MREORIFFEL LTHROZ E 2/ LT IEE0,
e Aw—h MRV T I BREHFERTHE, 2—PIZIFEKDO LD BRFLERH Y 7,
e ZAv— bk brxVE, TITA XY R T p—< AN ELET,

o R— ML L ITEARY, A~v—F PRV TEE, B—HI NV KR—Fr~Oua—h)L 77
Vor—yarOa—PERaESR LN EICLY, 22— =7 2 o ARG

(A=Y 4% 3¢ D8
o R— MERELIFRRY, A — b PR TR, a—PITEHEREL R OLER D
D EEA

e R— MEEBLIORA— K N RATIZEBRETREY, IS5 A4LTlE. 7947
N7V A= a2 )E— N ara—RICA A M= TARLERHD FH A,

ASA THR— MNEXEEZRETIEHEEE. 77V r—varnifldasR—r2EELET, X
~—h PRI T I BRAEERETIHDHRIT. BT 7 7 ANERIFZZONADLFIZEE L F
7,

[o] - —t E

R— MERE DR

e R— Nk (T r—var77k8R) BLOT VX NAGERAELVR— T 5729012,
VE—h a2 ¥ a—H|Z OracleJava 7 > ¥ A LBEE (JRE) 15X LAREDSA A h—/L &
NTWNWBLZ EEMRLET,
Mac OS X 10.5.3 EC Safari #fffH L CT\WA 7 T U _X—20D 22— L, ASA D URL &1t
AT 2720127 747 2 MEHEZXTH0LENH Y 97, Safari © URL IR 5154
LY, 1IEBIIERBICAT v 228D, bO1IEEIAT v v 2250 TIHEELET,
Wil 2R L ET,

« https://example.com/

* https://example.com

FEABIZ DWW T, [Safari, Mac OS X 10.5.3: Changes in client certificate authentication] %%
BLTLSZEW,

A— MREFEIZA~— b hxAZf 3 % Microsoft Windows Vista LLE 0D = — 1%
ASA D URL ZZHE A A b Y —ZBIMLET, FBEERTA Y =127 78 AT
51Z1%, Internet Explorer Z #2&) L. [Tools] > [Internet Options] > [Security] % 7 % #9425
VENRHY £, Vista CAED) 22— IREE— N2 A 71O E2 L& A~v— K b

. CLI 7w% 3:CiscoASA &) —X94VPNCLIOA Y T4 Falb— 3y HA K


http://support.apple.com/kb/HT1679

| 547> rLzssLvPN
H— razET sames |

YARNVT IR AEMMATH LB TEET, EL, WEBICHT D a0 v a— 2 Ofiggft
T 72, ZOHEOERITREIO LEE A,

— FEREICRE T S HIRE IR

o R— MNEZEIX, A¥T 4 v 7 TCPAR— b EFEMTHTCP 77V r—a OB R—
FLTWET, ¥4 v B FERTERD TCP R— 2 EMAT 57 7V r—va
VNIV A= L TWERA, T2E2E, R— k22 2EHAT D SecureFTP 1X, 7 947~
h LA SSLVPN O R — MEkZ I L CEfEL £9728, RN— 20 & 21 2 H T HEEHEFTP
FEMEL 8 A,

A— MERIL, UDP 26 M35 70 k28— h LTOEE A,

A — MiZ%lT Microsoft Outlook Exchange (MAPI) 7'm ¥ &% AHR— L TWEHA, L
7L, Microsoft Outlook Exchange Server &84 2% Z L2 L Y . Microsoft Office Outlook
DA—hK hURNVHPR— b ERETHIENTEET,

AT — N7V 7 =—)LF——"T(L, Application Access (A — MEEFEIFA~— b
VRN T IER) BERLCHNY. Lzt y v g VRSN EER A, 2—FE T = —L
A== RICHER T OLENH Y £7,

AN— MEEIT, #EEBHRER (PDA) ~O#kIIVR—F L TWEE A,

T MEEAZFEHT 520X, Java7 'Ly haXUra—RNLTe—AVv 77947 b
RETAHLERHY T, ZHITIE, B —WL VAT ACKT HEE ORI DNLEIT /R
DIz, 2—FRRTY v JE—F VAT LANLER LIEGEIL. TSV r—va v
ERERACERWAREMELRH Y £77,

Java7 7L v bME, TV F2—FDOHTMLA vV X —T = A RIHDHT 7Ly MBED Y 4
VRDICERENET, ZOU 4 FUIZE, 22— PNMEATEDEER—PFDOU X D
WNE. 77T 47FR—b, BIOEZEEINTE NI 70 v 78 O ML) NERE
nET,

2—AVIPT RLA 127001 03MEH SN TEY, ASANLDY F A7 kLA SSLVPN
Bl Lo TENEZEH TEXRWVWES, A—MEXET 7Ly FTIL, ve—h AR —hrE Y
EF—FFR—FBE—OLDOE L TERRINET, TORME, ASAIX, 127.0.0.2, 127.0.0.3
RE. = 7uxFTIDOHFHLWVIPT RUAEZIERLET, hosts 7 7 A L EZETE L
TRRDN—T RNy 7R TE5720, VE—FR—MIT 7Ly b TrR—D/V K—
FELTHASNET, #5512, A= F2ETEFICR A M E2HE LT Telnet &
FEALET, ELWa—ALIPT RLRAEZT—H)VERA RN 77 A ) THTE E9,

— MERIE FHOD DNS D% 7E

v— MRESHEEE IR, FRIRB LR OO, VE— RN P —RORAAL L FERITEDIPT
h VA% ASACHEE LE T, DFEV, R—MEET Ty ME, 77UV 75— a b0
REZITANT, ZOERE ASAIZERE LFE T, ASAITEYIZDNS 7 =) —% 1Bk L., &~—
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B« rEzmoons e

ATvF1

ATy T2

ATy T3

ATy T4

ATwvT5

ATy 76

MEET 7Ly hORD O ICE 2L L ET, A— MEET 7 Ly MME, ASAIZKT 2 DNS
I =7 EERLET, R—MEET Ly MIKA N 77 A4 V&7 v 75— KL T,

N—NEET 7V r—a VBN DNS 7 =) —% T Lo &L, 22U =B —T Ny s T
RLRIZV A ALY hENDHEHICLET, R—MEET7 7Ly bvD DNS ER A5 10 AR
DRI, WDOEHITASA Zi%iELET,

FIE

DNS #—/ 7 )L—7" &— RZBih LT, example.com & 9 £ HiiD DNS H—/3 7 )L—7 % 3%
L,:.E_‘L/i—é‘o

1 :

hostname (config) # dns server-group example.com

RAAL VA EZRTELET, T 74V D KA A 43X E 1L DefaultDNS T,
B -

hostname (config-dns-server-group) # domain-name example.com

RAAL UEEIPT RURICIERLFET,
B -

hostname (config-dns-server-group) # name-server 192.168.10.10

PIFATFUVASSLVPN 27 4 Falb—v gy B— REVEZET,
webvpn
roZNVITN—TF 2544 T 2 FLASSLVPN 20 7 4 X2 L— gy B— ROV # 2 F

B

tunnel-group webvpn

FDORFNVITN—TTHEHEND AL A ERELET, 774V 8Tl X207+
TTIAT VAN T TAT Y NVABRDOT 74V FO RN RV TNN—T L LTT 74/ hD
7?47ykv1$wa7w—°%ﬁD%Ti# ASANZD RV ZN—T%EH L
TREX I TAT 2 P UAERICHI O Y TLH5E1F, ZOFEEZFATLET, TS0
. 7947 v b L RBEGRIC ﬂbf HEINE RN RAT L ICIOFIEEETLET,

&1

asa2 (config-dns-server-group) # exit
asa2 (config) # tunnel-group DefaultWEBVPNGroup webvpn-attributes
asa2 (config-tunnel-webvpn) # dns-group example.com
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HR— rEkH T 27 TUr— a okt [

R— MEGEICXR T BT T r— 3 U DERIE

ATvF1

ATy T2

HK— b T4

HASADY TAT L PUASSLVPN A7 ¢ Fa b—va d, A— MEEY A b R—
FLTWET, ENENDOY AT, 77V r—2a N7 7 v AORMENT 20 -0 1
R—blUE—bR—bERELES, FI/A—T R V—FBFa2—FAT1O5OF— b
LY A RDOBEYR—= 5720, YR=FSNDHCADEY Fa/ A —LLTY A b &
YRR DR ERH Y £,

FIE

ASABEIZT TICHET 2R — MEEY A b = M 2RRLET,

show run webvpn port-forward

7 7AT Y NVASSLVPN 27 4 ¥ ab— a3y £— NI B ET,
webvpn

RN— bRk U A I\@Eﬁi el T, IROETHMT 2L 912, TDV A b2 =T K 2—
FllFda—aIcE Y TET,

—TA4VT VAMDEYHT

24T FLUASSLVPNEfRIZLAT 7 RC@EAEINA 22—V £33/ V—F R o—
WCEEMT A TCP 77U r— a VORI E VXA MeBMERidRETEET, 71—
R v—bta—HFLHTLIZ, ROWTNOEITI XHIZ7 T4 7T F LA SSLVPN %% /ET
%ij‘o

G¥)

INHLOF T g E, HEION—TRY — b a—WFLITK L TEWICHMBA T, 19750
EALTL7Z&EW,

e a—FDu A UICHEIMICR—F 73U —F 4 T TR AERIGET 5,

1R BRI

port-forward enable list name 2~ > R & Bla3 A0, =—HiX, 7 747 > h LA SSLVPN
R—% )L ~— 7 Application Access > Start Applications Z {1 L T, FETR—F 747U —
T4 T ERET ANERH Y £,

Inboavy RE, F7NV—F R) v—La—FLTHEMATMRETT, £7V—7 R —
&J~$%@:V74¥;V~yayﬁ\_h%®:7/h% BEZ 1O AR— N LE
T ZDD, 1oOa~vy RRANIRD &, ASAIL, YOI NV—T R v —Fida—
ﬁ%@:y74¥1V%VaVK@ET%ﬂVVF%%LMZVVFEE%@%&TO%%@
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ATvF1

ATy T2

ATy 73

9547 FLASSLVPN |

aAv Yy ROBEF, 7= RY) o—57ciFa—FADar 7 4 Fab— g T TITFHE
795 port-forward =~ > RBHIFRE NS 720 T,

FIE

a—Hou A URICHEBINICR— b 73V —T 4 V7 &I L ET,
port-forward auto-start <list name>
=W A UREDOR— N T T =T ¢ T EFAETITEEIE LE T,
port-forward enable <list name>
port-forward disable

(&) port-forward =~ > KRBV NV—T R o —F i da—FADar 7 4 Falb—va
VB HIERE AL, [no] port-forward 2~ KT 7 4Lk F—T KU =LK S E
9, noport-forward 2~ ROFZIZHHF—U— NI4T a rTTR, ZnbHOF—TU—FR
12 LY HIBRX SR & DL IO port-forward 2~ > RIZIRE L £,

no port-forward [ auto-start <list name> | enable <[ist name> | disable]

R— MREDBEE

ATy 71

ATv T2

ATvF3

a—Honu s A SRR — Mk z BB T 2123, koavr FE A LET,

FIE

JIAT PV ASSLVPN 27 4 Fab—3 g F— NIV EXET,

webvpn

IN—T K)o —F 32—V HDI FA T FLVASSLVPN 27 4 X2l — 32 £—
NI = 7 d S B

group-policy webvpn & 7213 username webvpn

a—HourA CRHICABICR—F 73U —F 4 U 7 BB LET,

port-forward auto-start /ist name

list name 1%, ASA 2 7 A7 FNLVASSLVPN 27 4 X2 b— 3 OO R — Mgk Y
A NDOAFITT, EEOR— MEEY A N2/ N—T R o—F 32—V HIZEV L THZ
LITTEEYA,

1

WD~ RiL, appsl & W I AFTOR— MEEY A a2 7 —7 K o—ZE8HD B TET,

hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # port-forward auto-start appsl
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| 547> LR SSLVPN
R— b It 7—F 401 7—TInteevEz [

ATY T4 ASAFBRTEIIFMHET HR—=FMEEYV Ao MU ZFRLET,

show run webvpn port-forward

RATvF5 (TR IA—7 K v—Fda—F405 port-forward 2~ > RZHIBR L, 77 4/L MMZ
ELE‘?‘O

no port-forward

R—bk T T—T42T7DAR—TILETMYER

F74)NETEH, R—h 73V —F 4 13472 >TET,

FIE

RFYTL Mk THT—F R EHCLET

port-forward auto-start list_name & NJ] LT- 56515, FEVCA— K 74U —TF 4 7 & BMGT
HMENEH Y A (list_namelX, ASAV 747 MLV ASSLVPN =27 4 Falb—a v
CBEFEOR—F 7+ V=7 4 7 VA FOARITY)  BEOR—b 74T =T 47 U X
NaeZV—7"RY o—FZa—FRICHV Y THZ LT TEERA,

port-forward [enable I</ist name> | disable]

1 -

WD a< Rk, appsl EWIHLBIDOR—F 74T —F 47 VAR T V—TF KR —|Z
EYMTET,

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # port-forward enable appsl

ARTFYT2 R—hN T+ —F 47 VA= N 2R RLET,

show running-config port-forward

AT9 73 (EE) /A —7 RV —Fda—F4 05 port-forward =2~ > RZHIFR L., 7 7 4L hiC
RLET,

no port-forward

AT T4 (EE) R—F 739 —F 4 T2 F 72002 7,

port-forward disable
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274N T EADETE

\}

7747 MU ASSLVPNIE, UE—F 2—WFIZHTTPS R —H L X— U &t L T\ ET,
ZDON—=TE, ASATHEITTHTuXTCIFS 7 947 bERIZFTP 247 b (BHDHW
XD )) LEEHLTCWET, 7T AT FLASSLVPN L, CIFS 721X FTP ZfEf L
T, 2—PREFEOEMET - L CWD T 7 A NDT T 4 INT 7 A ZHIBRLARWRD |

Py NT—T DT 7 AN~DFR Yy T —7 T IR EZ2—WIZHRELES, CIFSZ7 74T
VEBEIOFTPZ 9472 MIBBEWTYT, 7547 F L AXASSLVPN NDHikE S bR —
BN R—=TlE, T7AN VAT AIEET 7 EA L TWAO L3R 2 ET,

Z—HFNTFANDY A NEERTDHE, T4 T FLASSLVPNIL, 0V & h & E
NHYP—"DIPT RLAEVAL— T T UPFIHESN TV E Y —ICHELET, ASAlL
UARERFLT, R—F L X=V LDV T~ 2—FITEEFELET,

7 FAT v ML ASSLVPN L, 22—V ORGEML 77 A VDT a7 2 IZH 0T, 2—HF
MRD CIFS BELONFTP OB A MEONHT Z &M TED L IHITLET,

e RAAL LT =T TN—T RAALLFERIZT—7 TN —THNDOY—s3 P — NEFD
A, BXOEEHSEZET 47 FUVRNO 77 A LDFESF—RE U R b,

e 7 4 L7 MY DOER,
e T ANDE T a— R, Ty TFu—K, Ux—5h, BE) BILOYIE

R—=HFNR=T DA =2 —NFEIZITA T FLUASSLVPNE v v g v HIZEREIND Y —
Nox— Ei2dH B, [BrowseNetworks] z U -E— b =—H#03 7 U v 795 & ASAIL, i#E., ASA
ERILFR Y hT—27 EFRXZORYy NI NS T 7B ARRERGINCH D, ~AX—T 7
U WINS $— 30 F72EDNS —_ZH LT, =N U R &Ry hU—ZICRESL
£7

VAL — T FIWEIIDNS — 1k 7 F AT LA SSLVPN Y E— bk — T
g sy hU—27 EOV Y —2ADY A %, ASA EOCIFSIFTP 7 54 7 > MZFERLE
7

G¥)

CIFSZ 74 )L

TrANT 7B AERETDAN, 2—% 77 B AMOF—NIEFERET LLELDH Y
=7,

Tt ADEH LFHIREIR

a—PN \\server\share\subfolder\personal 7ﬁlvﬁ‘ﬂz77ﬁxj‘5&:li\ a4t
AHKRZZDIZT XTORT NV F KT 25 MR ZFF> TOWDRERH D 3,

CIFSTA4 L Z N tu—NTAZ by T EDMTTZ7 7 AN EAE—T 2 RX—=ZX T 5T
I%. [Download] % 7= 1% [Upload] Z{EH L £ 9, [Copy] 7~ ¥ 35 L O [Paste] R & > 1x U E—

. CLI 7w% 3:CiscoASA &) —X94VPNCLIOA Y T4 Falb— 3y HA K
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Jran 7o ero9k—togamn [

o7 7 varyOBTHERTE, a—bhb)E—bERFVE— b a—h~DT 7
Va I TEE AL

Web 74 A ENET—T AT —2 9 D7 NEICT7ANE RS T TR Ray 7153
L, T FANDEICRAZIDIERHVET, Pa—%2FH L, BEINT-T7 7 A VEE
RTBHITIE, VI AT —2 a3 D7 VA EREFLET,

CIFS 77 7 X H— BEREIL, 2 31 FXFoEa4 (B3 XTFEBZLHLAEL) 2 FR—KL
TWERHA, ZHUE, BRENDTAHNZDY A MIEEE 5 X D20 T, 7+ ~DL—
P TR AT ELEEA, BREE LT, 251 NOHFLAEHEHT D CIFS 74 L Z D
Ty I w— 7 EFEANIRET Do, —W M cifs:/iserver/<long-folder-name> 2T~ 4 L Z D
URL £72i37 v/ ~—2 2 AN LET, wIFlZRLET,

cifs://server/Do you remember?
cifs://server/Do%20you%20remembers3F

T774IL T EADYR— FDEM
A

GE) ZoOFETIZ, ~2AF— T T 7HFBLRWINS B —RZIRET D HIECHOWTHAL £,
bz, ASDMEZFEHL T, 77 ANVHEE~DT 7B AEEMTLURL Y AR R
%%iﬁé_k%fgiﬁo

ASDM TOIAHDBINZIL, v AF— T I UHFELITWINS b —NZ0EH D ¥ A, 7272

L. Browse Networks V > 7 ~®DO %R — NI LEH A, nbns-server 2~ & A5

<E ’a“ L. RA RAETIZIPT ]*‘I/X%Hﬁﬁﬁ LTCServerAZZHTEEd, RAMEMEHTS
ASATARA M E P T R L RIZFRS D 2 & % DNS H— NZER L £7,

FIE

ATFYT1L V794 T 2 FLVASSLVPN 2 7 4 X2 b— gy B— NIOIW B $9,
webvpn

AFYT2 oA ITN—T 54T FLUASSLVPN 2 7 4 Fal—i gy B— NIV Bz F
7,

tunnel-group webvpn

AT T3 4 NetBIOS F—2A H—s3 (NBNS) DOFy hT—F EJT KA & T TTRLET,
nbns-server {{Paddress | hostname} [master] [timeout timeout] [retry retries]

emaster (X, YAX— T I UV L L THEETHI L Ea—FTT, vAX— T T U7WFE
AUE2—HBLOFEY Y —2D Y X M MR L ET, 37/%@72&~%\%Aﬁ
HFICZDa~y RTHET HEE O NBNS $— 3%, Windows Internet Naming Server
(WINS) ThHLHMENRHY £T, FTvAF— 7T UFEHEEL THE, WINS F—
ERELTLEEN, vRAF =TT 0F @), #Hiern 7 7 A VHOY— N3R35
EFCHETEET,
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B o 7rtz09%—roem

RTvT4

ATy T5

ATvT6

o timeout IX. ASA N7 =V — 52 FHEYV—NIEETARIHFET 208 T, 2oL =,
P — XN LT DGAIER U — OB E S, =D EBFET 25513805 —
NIZEEENET, 74NV DX A LT U MI2BT, FEETE AHPHIT1 ~30 T
—a_o

o retries 14, NBNS —NZxtd 25272V —D U b T A[EETT, ASAIL., Z ORI
P—ROV A NEHFMHEAL LT — A=V ELET, T 740 MEIZ2 T,
JBECTZ A%FIT1~10 T,

1 -

hostname (config-tunnel-webvpn) # nbns-server 192.168.1.20 master
hostname (config-tunnel-webvpn) # nbns-server 192.168.1.41
hostname (config-tunnel-webvpn) # nbns-server 192.168.1.47

BT a7y AL a7 4 X ab—3 g ST TICIEET D NBNS — a2 £ Rm LET,

show tunnel-group webvpn-attributes

UEE) 79472 FLUASSLVPN R—Z L R—T% U E— h 22— |2E[ZFT A= DITGE
b2 5ty bEBELET, 740 8TlE, VE—F 799V OB EALEZA T
FCZFA4T7 2 FLASSLVPN R—F )L =IO FY vy hBRESND =0, 22—,
T IO CRHBALE YN EITT D DICME L R DIGEAICRY . XFO/F LR ET D4
BN ET,

character-encoding charset

charset 1X, FK 40 L0572 5 30F4T, http://lwww.iana.org/assignments/character-sets CH5 &
SNTVLADLFEY FONTANLEFALTT, ZOR=VITIRSNTWEXFE Y hD4
AIEIFZA VT 2AOWNT N EEHTEE£9, 72L& 2L, is0-8859-1, shift_jis, ibm850 72 &
T,

(G¥)  character-encoding O35 X U file-encoding OfEIL, 77 U HFiIc k> THEHAIND 7 +
V77V EHERTALOTIED Y EHA, ROBNIRT X DI HAGED Shift_JIS
X a—7 4 o7 EHEAT 57 81X, webvpn T A X v A P—T g v avwy
K E&— R Cpagestyle 2~ > REMHLC7 4+ F 77 IV EEHRL, ZN5DHED
REEMET DD, FlolX webvpn I A X <A E—3 3 a~<> K E— FT no page
style 2~ RZANLTT74 2 b 77 IV ZHIBRT2LERH Y 7,

51 :

Wiz, HAGE Shift_JIS U7 % ¥ 78— k95 character-encoding BIEA7%E L. 74> b 77 2
UZEHIERL., 7740 FOERGBERET 562" LET,

hostname (config) # webvpn

hostname (config-webvpn) # character-encoding shift jis

(
(
hostname (config-webvpn) # customization DfltCustomization
hostname (config-webvpn-custom) # page style background-color:white

EE) BEDCIFS Y — D27 547> F LA SSLVPN R—F )L R— DGR EEE L
3, 2D, ZHUNDOLFOHFALBR LI CIFS r— Tt L, BB 7 7 A NV
FeEEEHATE £,
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sharePoint 7 7 £ 20 1=00 5 0 v o EHEOER [

file-encoding {server-name | server-ip-address} charset

B -
WwIZ. CIFS%—,310.865.174D 7 7 A )V a—F 4 et a3xE L T, IBM860 (=1 VU
7 A ICP860) ) XFAaYHR— T HHERLET,

hostname (config-webvpn) # file-encoding 10.86.5.174 cp860

SharePoint 792 XD 1=HDH Oy DIEEEDER

ASA LDV F 47 P ASSLVPN H—NNF, Z7vF—FHLT, = KFA 2 bD
MicrosoftWord 72 E D7 U or—3 3 o ExEE L E 9, ASA DEFREIZNIE L < 72\ & SharePoint
P—NREDOLEIZT 7 AL L EIT, ASA THRESNT-Z v F—DAFRHIMIZ X - T Word
DIEFIZHEE L 72 2D AR H D 9, 2O XL 9 2 EE &2 [mlkEd 5121X, ASAZ >y
EELSRELET, NTPH—RERRZ XA F I v 7 IZFAMSED X912, ASA 2% ET
HZLeEBEIOLET, FRICOWNTIE, —BBIEH =7 4 F¥a2 b — a4 FT IH
i LR DOFRE ] | Fﬁﬁﬁiﬁ%ﬁﬁﬁbfﬂiém

Virtual Desktop Infrastructure (VDI)

ASA 1. Citrix — 8 LU VMware VDI — X~k Z2 AR — K~ LE T,

e Citrix DA . ASATIZZ 54 72 h LA R—Z )LEN L Ta—HFDFELTH O Citrix Receiver
NT T BATEET,

eVMware iZ., (A~—hk hoRV) OT 7V r— g LTHRESNET,

VDI —NZi, oY= T F YV r—2 a9, VIAT LV RLARAR=FILDT v
J—J %N LCT 7 BATEET,

VDI D HIPREIE

hd 5@]‘9‘4’ T/j‘\/@ Ba DEE)ﬂiifu iva‘ }‘ 7:7”—‘ }‘%{iﬁﬁw&%nhu i_ﬁ‘j“—‘ }‘ éhjﬁﬁ‘
moznﬁ\_mgwmﬁﬂtfiﬁ ZHD ASA R LW TT,

o XML #— B 2% XenApp t—/33F &L O XenDesktop h— 2 A VA F—/L L, RET DL
EWRH Y F9,
CABFURTRYENRAN T TAT U MNEFERHLTWAEAIL, 7747 MEEOHE
. TEIRGE, NEH AT —RECSD (Vault 7217 T2 <, +_XCTH CSD) TP AR— kX
nNEEA,
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B civix= s rovR—+

- - NS [e]
Citrix E/NL LD Y HR— k
Citrix Receiver & 247 L TWA T/ A )L 22— E, kA FE(T L T Citrix »— N IEEF TE £97,
* AnyConnect T ASA [Z#zk: L T 5 Citrix Y— NICHfE T 5.

 AnyConnect 7 7 A 7 > b & 312 ASA %41 L C Citrix — NZ#iki 7 5, n o4
JUT Uy VIR EZDDH ZEIRTEET,

e Citrix 2 7 A L OB T 7 7 A NLDTA VT A (R FA I N—T A U T A
EHIEEND) o VDIV —F, FIENBIOMERR & B sk & & 2 T- 880 7 v —
TR = ENTEET,

¢ RSA — "MW E SN TV AHEA 1L RSA SecurelD h— 27 > Ofi, RSA 7R — KT
1, B NYHORD h—27 b HMIOPIN F 722 HBRGIALPIN FHOH L
PIN Z AJ1TAT72DDRD h—27 U NEFNTWET,

Citrix AICHR—F SN TWBENSIL TNA R
« iPad : Citrix Receiver /3—<7 = > 4.x LI
« iPhone/iTouch : Citrix Receiver /N\—7 = > 4.x LARE
* Android 2.x/3.x/4.0/4.1 FEFf#% : Citrix Receiver 73— 2 > 2.x LI

 Android 4.0 FE55## : Citrix Receiver /X—< 3 > 2.x LIF&

Citrix D IR

SEBAE D FIR
FEAE/ A~ — b — FRGHIBEE YA A DOFEE LTUIFR— ST EHEA,

7547 v FFAEOHERB LV CSD ZR—FENTHER A,

AEED Md5 B4 1L, i0S OREMOMETH L EF 2 V7 4 EOME
(http://support.citrix.com/article/CTX132798) 7 HEIEL T\ EH A,

SHA2 * 7' =F -+ X Citrix Web Y1  (http://www.citrix.com/) DFLEFIZHE > T Windows %
frE, ¥AR—FSNTWVEREA,

©1024 UL LD F— H A XFH AR —F S TWHER A,

ZF Dt HIE
cHTTP U # A L7 MY AR—FENFEHA, CitrixReceiver 7 7V r— g 43V #4170
M CIIERE L 5 A,

o XML #—E A X XenApp H—/33 L O XenDesktop #—/3ZA A h—/L L, &ET D
ERH ET,
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Citrix Mobile Receiver 01—+ 054 »(z20 T [

Citrix Mobile Receiver D1 —H A4S A4 2D\ T

Citrix b — T L TV A EARAA )L 22— o u 7 0%, ASA B Citrix — /3% VDI H—
CLLTRELED, 213D 7aXs —RELTERELENCL S THRRY 9,

Citrix 4 — X3 VDI — L L TRHRESNTWEEA -

1. AnyConnect Secure Mobility Client Zff L, VPN 7 L7 3 v /LT ASA ([ZHzkt L £,

2. Citrix Mobile Receiver Z i L. Citrix r—/X 7 L5 > 3 ¥ )LC Citrix — N2kt L £
(TP A A ERRE L TV DAL, Citrix 7 LT VU ¥ VITIARETY) |

ASAN VDI 7y =Rt LTHRESNTHDIHA -

1. Citrix Mobile Receiver Z#ffH L, VPN & Citrix — D507 L7 v v L&k A LT
ASAICHER: L £, BeloBskitt, ELSRESHTWAEHAIL, DO LERD
IZ VPN 27 LT % L0 T,

Citrix H—/1\Z270Fx 29 57180 ASA DETE

ATvT1
ATy T2

ATy T3

ASA % Citrix b — D7 a X & LTEMET 2 L D IZERE L. ASA ~DOEkE )3 Citrix H— /3~
DR THIPDE I —TICRELZ LN TEET, ASDM DO VDI 7 F oA 3—7
V72 > TV B0 AnyConnect 7 74 7 2 MIAETT, ROFIEHIZ, =2 K 2—¥F7hb
Citrix (28t 5 HIEOWMELE R L E T,

FIE

F/3A )L —H)3 Citrix Receiver Z &) L, ASA @ URL (28t L F 7,

Citrix D1 7' A VM T, XenApp h— D7 LT %)L E VPN 7 LT v x LV fRE L E
R
IR, Citrix — N CHH T 2 5B IR EIZ R D DX, VPN 7 LT v ¥ L2 T,

XenDesktop 35 X T XenApp D7 mF & LT ASA Zfi 9% & Citrix Access Gateway |34 2
72K 720 £3, XenApp T — EHAS ASA IZFEER S, ASDM ICFE R ENE T,

Citrix =7 FLAB LR /A v J LT oy xy VEREL, JV—7 R —F70%
2—PLHIZEDO VDI P —N"EED YK TET, 2—FLHETNV—T K o —Om G ERE L
LA, 2=V HAOREICL>TIN—T R —REVI—N—F 4 FENET,

RDBERY

http://www.youtube.com/watch?v=IMM2RzppaG8 : Z ® 5 4 Tix, ASA % Citrix a3 & L
THEHT 2REIZOW TR L £,
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B /7 xus—~ovwiyv—nomysc

GIL—T R —~D VDI H—/\DE|Y HT
VDI —REHE L, Z—T R U —ZE0 Y THHEIROLEEY TT,
* [VDI Access] < > T VDI —_"ZB L, $— N7 NV—T R —%2EHD L ToH,

o« IN—T IR —IZ VDI B —EEBINT 5,

=P/ ETN—T R =Rl L bRESNTW LA, 2—FAOREIX, 7 —7
RY —IcBELET, WEASLET,
configure terminal
group-policy DfltGrpPolicy attributes
webvpn
vdi type <citrix> url <url> domain <domain> username <username> password
<password>
configure terminal
username <username> attributes
webvpn
vdi type <citrix> url <url> domain <domain> username <username> password
<password>]

XA T a it WOLIITERINET,
s type : VDI D ¥ A 7, CitrixReceiver % A 7 DA Z O citrix \ICT D2 HERH Y £,

eurl : http £721%https, ARA M4, R— FEES, BLOXML Y —EZ~D/NZ & T XenApp
% 7213 XenDesktop #— /3D 5E42 72 URL,

s username : AL A VT T AN T I F ¥ =N A T B —VL, ZOfHE
X, 7I9AT VRV A7l T 52 ENTEET,

e password : RAEfbA T T A NG I F ¥ =N A T HTDDO/NAT— R, ZOfE
. 794 T FLVA =7 BIlT DI ENRTEET,

edomain : AL A VT T AR TV F ¥ =i A T BHEOD RAAL Vg ZOfEIT.
IIAT VM VAR RICTHIENTEET,

SSLEFERA LE=RNEBY—/IN~DT7 IR

FIE

AT Tl IN—T RIS —DIFA T FLASSLVPN 7 4 ¥ 2L —3 g0 B— R0z
KR

webvpn

ATw T2 URL=> MY 247280 Bz £,

url-entry disable
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55472 kLR SSLVPN i— k& AsDM #Ki— iz [}

7747 LA SSLVPN L SSL & ZD#H%AMkTIH D TLSL Z4EH L T, WEY—/ 3 THAR—
FENTODREDOHIY Y —2 L, VE—F2—FLOMOEX 27 RERAEFEIALET,

254 F7>rLRASSLVPN 7R— k & ASDM 7R— FDERTE

ATvF1

ATy T2

ATv T3

N—= = 2 8.0(2) LAKED ASA TliE, AMA > X —T7 = A ADKR— K43 T, 77A4T > L
ZSSLVPNE v a> b ASDM &t v a v Ol FNRFRRHCYR— FENnbd L9 F
Lz, SFEFERA VA —T oA ATINOEDT IV r—a rBRETEET,

FIE

54T FLVASSLVPN 207 4 Fal—i gy B— RV E2 £,

webvpn
7747 MUASSLVPN D SSL Y A= 7 R— R AR LET,
port port_number

51

WOBTIX, A v Z—T =2 ZADR— K 444 T2 54 7 b SSLVPN ZHZhZ LET,
Zoar74X¥al—yaryTliE, VE— b =% 77 U https://<outside_ip>:444 %
ANLTIZIF9A4AT L FLASSLVPN Yy > a3 2B LET,

hostname (config) # http server enable

hostname (config)# http 192.168.3.0 255.255.255.0 outside
hostname (config) # webvpn

hostname (config-webvpn) # port 444

hostname (config-webvpn) # enable outside

(FHEE—R) ASDM DY A= 7 R— N 2EFH LET,

http server enable

1 :

ZOBEITIL, HTTPSASDM & v g U SMNA  F—T = A ADR— k444 2T 5 K 9
WHELET, 7747 PV ASSLVPN b A 2 —T =2 ATA RX—=TMZRY . T
ANV ER—F (443) EHEALET, Z0arT7 4 Xal—varTiE, UE— b a—PZ
https://<outside_ip>:444 % AJJ L CASDM & v > a VBt L £,

hostname (config) # http server enable

config)# http 192.168.3.0 255.255.255.0 outside
config)# webvpn
config-webvpn) # enable outside

hostname
hostname
hostname
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. 95472 bLRASSLVPN £y < 3 2 TOHHTTPS DA

54 F7 2 FLASSLVPN 2y <3 > TOHTTPS D{EFA

FIE

ATFYTL VI9A4A T NLASSLVPN 2> 7 4 X2 b— gy F— ROz $9,
webvpn Z A ) L £7,

ATw T2 outside EWVWIHLAFTOA v F—T =2 A A LTIV IFA T FLASSLVPN Y > a %A F—
LIz L FET,

enable interface-name & N7 L £7°,

1

hostname (config) # webvpn
hostname (config-webvpn) # enable outside

RDBRY
BHEDOFREZ ST 5121%. show running-config webvpn Z i L &9,
BUEOBRER 7 U T3 5HITIX, clear configure webvpn % L &7,

O ~ N [e] —
JAax Y H—n\OYR— FDETE
ASA T HTTPS 62 T S C, HTTP B L O HTTPS xRk %2 7 o — N ZIRETE &
T, INHOH—NF, 22— RT Vv Xy VT =7 FETTAX—F Xy hU—7
Mz ik oiErs R-LET, P EHT LI o b—R"2RELEZXY NU—T7~0D
TIRABNEIZTDHE, EXaT Xy NU—2 T 7 v A%kl U CEBLE ORI 2 {45354
H7DT 4B Y TEHADRO X SNTFIZH 7D £,

HTTP BXOHTTPS 7 u %o —E R T B AR — 2R ETHHE, 7V 71T
U VEEID Y CC, EARIEICKTAEENRE L HICREFETEET, HTTPIB L OHTTPS
RN BRSNS D URL 2R ETHZ b Ta £,

1R BHHIIZ

Zux T HERE (PAC) 77 ANV EHTTP Y uxs r— b rn—R4T5 X9 ICHEE
TEETHN, PACT 7 ANERETH XTI ViEAEH L WEAERH D £97,
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ATFvF1

ATy T2

ATvT3

ATy T4

ATvT5

ATy T6

ATy T7

ATvT8

ATFvT9

ATv 710

ATy 71

ATy FS12

Foxs y—novf—rozz ||

FIE

74T FLVASSLVPN 27 4 Xalb—y gy B— N0z £9,

webvpn

N7 ey —_ZFEHLTHTTP BXOVHTTPS Bk 245 L 912 ASA R ELF
7,

http-proxy and https-proxy

(5I) 7 = 3? / NTLM DALIJ 6i http-proxy /C‘ i‘ﬁ-j‘g_ ]\ éﬂflﬂiﬂ‘/\z n:u nEch L/@7 = ‘%'\'
/kﬁézﬁmuuﬁf_ j’i)\’]j‘j_"—‘ }‘ éﬂ“(b\i@—

HTTP a2 ELET,

http-proxy host [port] [exclude url] [username username {password password}]
HTTPS 7 m & v &% E L7,

https-proxy host [port] [exclude url] [username username {password password}]

PAC 7 7 A /L URL Z &% & L £,

http-proxy pac ur/

(EE) URL Z7'm 3o — NZIME SN D WHEMED & % URL B RSN L £ 77,
exclude

A7 B x sy = SOBRA ML EITIP T FVAZFEELET,

RRX b+

% URL O 7' 1 3% 2 559 2 JavaScript B A fEH L TASAIZ Ve X v HB 7 4 F o L—
vary ZyAnEXya—RLET,

pac

(EE) (E—VRZEE LB EICRY R £ 7 7 BRI NAT— REfnL <
%jﬁﬁ’jf£7 =i \/WLA nﬂi%?ﬂff Li—é‘o

password
ZHTTP £/-1Z HTTPS Esk L & blcF e xy — N2 T — REEELET,

password

(ER) Tuxy b—DERAT LR - FESEZRELE T, 774/ O HTTP A— M
80 T, 7 7 A4/L hDHTTPS A— ML 443 TF, fVEDMEAEEE LRWHE, ASAIZZND
DHER— 2L ES, #EPHIT 1~ 65535 TY,

port

exclude & A L7238, 7o — T E SN D RTREM N & 5 URL 2> B R4 9% URL
itiﬁ/vftmot@@@UMJD)xh%ﬂﬁbi#o_®zbuyﬁmﬁi$ﬁ@ﬁ
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B o= v—ovk—rome

ATwvT713

AT 714

ATvT15

ATv 716

AT T

ATv 718

RITHY EEAN, a3~ FERETRIFUTERD LT ILENRDHY £, VT TV
URL 45 ET 20, ROV AN RA— R TE£7,

ex X RT7vva () EEUAR () 280EE0oXFIE—HKLET, ZOTALNLER
H— Rt THFEA Y T &L BIHEATAILERDHY £,
20X, AT vy aBLOVEY U A REET, FED 1 XFIC—HKLET,

o [x-yl 1%, x 22 Hy FTOHPHADEED 1 XFE—FLET, xIXTANSI XFtEy NHNDH
H1XTHEEFL, yiFMo 1 X rFERLET,

o [Ix-y] I%. &EPHAADOTE D 1 XFE —FH L ET,

http-proxy pac = AJJ L7234, http:// (IZFi T C7a X HERYEZ 7 A VO URL # A L %
7o(mmﬁ@ﬂ\%é%fé& CLIZa~>y RE®EELET, )

(EE) AN 7o X #BFEODICEHTTP 7 F U BRICa—F L 2 ML ET, 20
¥ —U— RiL, http-proxyhost 2~ > RTOHYHR— b IET,

username

Z-HTTP £7/21X HTTPS Bk & & bic 7y r— "D —HFL 2 EELE T,
username
IKDOEITHERESNTWS HTTP a2 x ¥ — RO OV THREFEEZ R LET IPT

KL 2A73209.165.201.1, T 74/ h AR— b &M, FHTTPERE L HIZa—PFH L RRAT—
K% %15,

&1

hostname (config-webvpn) # http-proxy 209.165.201.1 user jsmith password
mysecretdonttell

FLa<wy RERLETN, BAR5HAE LT, ASA X HTTP 2R T www.example.com &9
FFED URL %25 LIGG, 7rXxy —NZETOTIE R BH CEREMR L ET,

1 -

hostname (config-webvpn) # http-proxy 209.165.201.1 exclude www.example.com
username jsmith password mysecretdonttell

TV HERE Y 7 AV ERMT S URL 2f8ET 5 HEE R LET,
1 -

hostname (config-webvpn) # http-proxy pac http://www.example. com/pac

ASA 7 Z A7 ML A SSLVPN &EIL., £4LZE4 120 http-proxy 2~ K& 150D
https-proxy =~ > ROLY AR — K LTWET, 72& 21T, http-proxy 2~ RD1A L AZ
AWFETAL T4 X2 b= a VT TIHFET D58 Oa~y RE AT 5 L, CLIA
AIDA VAR A% F—"—F 4 FNLET,
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ssusmEee 7o rarngz ]

Gx) 71 % NTLM 7 Eos GRS http-proxy TIEHAR— b éﬂf‘/‘i'@.—/\/o A nEfoC Lo ax
/&%Kutuuﬁf\_ Tﬁ)ﬁ‘ﬂ_\o‘—‘ ]\ éh(b\ijﬂo

SSUTLSEEE{ 7O FaJILDETE

R—h 7+ T —F 1 7I21%. Oracleldava 7 > % A LB (JRE) ™M TY, 7947k
L' A SSLVPN D —H NN DD SSLAX— g NI T 558, A—h 7430 —F 4
TIHEE L FH A, UAR—FENTWDHIRE X—V g 2o TE, [V R— Fxt%o VPN
77 v h 74 —2, Cisco ASA5500 >V — R #HBRL T &N,

TR IEERREIZ &k AEREL

SSL T VX VEEAEAMHEH L CGGRIEZTTW 7, ASA X7 — MIFICH B4 fF& SSL —
SNFERAEAER L ET, F720E, PKIZTF 2 M TRITESNZSSLAFHELZ 2 —H 2k » T
ASAIZA A=A TEET, HTTPS DG, ZOFEAELZ Y FA4 T MIA A h—1T
LHUENDHY ET,

T 3 LEEEAE FERE D PR

MS Outlook, MS Outlook Express, Eudora 72 EDEF A —/V 7 T4 7 ME, GEHER N7
TIRBATEEEA,

FOFNVEFAEIC L DA L ORI OV T, R EA = 7 4 X2 L— g A
F@rﬂ%%&1~ﬁ374/7V7//?W®ﬁﬁj CET2HAESZHR L T 7E&E N,

DIAT MY —NTSTA4~ADTZ0H TR

[Client-Server Plug- |n]7 T, ASAIZE ST IA4A T NV ASSLVPNE Yy 3 D7
TUWTCHEMARIRRIZR D S T 74 U REREINET,

T TA BN, AR, ERIEHIBRT A, ROWT I EFEITLET,

e T U A EBINT HIZIX, [Import] Z27 Y v 7 LE9, [ImportPlug-ins] %4 7 v 77K
7 AN E £

« T TA UEHIRTDICIE, FOTTIA U EEIRLTC [Delete] 227 Y v 7 LET,

7529 I554 DA 2R —)LIZDLVT
TIUW T A, Web 7T IHFIC Lo TR ENAMN. LT 0 2S5 HT, 757
P4 RUNTY IAT 2 b —NIC8HT D EOEAOHMESFEITLET, ASA T

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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B osvv 75510000z —nizonT

9547 FLASSLVPN |

. 7947 FLASSLVPN By a0 TCUE— b 77 0WICF Y 0— RTE57-007
SUAL AR —NTEET, @, VAITIEFEREATAL TSI DF A MNE{ToTE
D, FHERATERWS I 74 L ORREEZT 2 M T80 £, 727 L. BES T
AN =T AT 4 TEYVR—=FTDBTT 74D R — MIAELEL A,

TITA BT Ty a TNRAAIAL VA =L T 5L, ASA ITIROUEZFEITLET,

o (CiscoilAiD 77 7' 4 U IRE) URL THREINTjar 77 A NDT /Xy

s ASA 7 7 A /L ¥ AT LD csco-config/97/plugin 7« L7 VI T 7 A NEEZIABLET,
« ASDM @ URL BHEDOHEIZH D Ky T XD U A MIE#REATILET,

LB DTRTDIFA T NLVASSLVPN By > a v CF I3 74054 F—T T,
A Ama—FTvark, A= X=UD[Address] 7 4 —/L ROMEIZH D K v
TR Y XA NMIOWNWTDOLT T a v EBMLET,

WD,

VBDIETHIT 277 74 2B LTz L&D,

Za—EtT RVRA 74—V ROERRERLET,

R4 IDF5AFTURLRASSLVPN R—B )L R—SADTS5TA oD

KRB N RX=TDA A A

T340 R—F I R=DIZEMESND | R—F I R=DITEMSNh D

A AZa—FTFa> |[Address] 74 —IL KA T3
N

ica Citrix Client citrix://

rdp Terminal Servers rdp://

rdp2 Terminal Servers Vista rdp2://

ssh,telnet SSH ssh://
Telnet telnet://

vnc VNC Client vnc://

GE) E®BHUFVUASAIZ., 794~V ASANDL T T /A 2BELET,

7747 NVASSLVPN By v g Ta—WRHR—F )L X—V O bz A =a—
FFvarkEI )y IThHE, R—ENR=VIFA L F—T 2 A A~DYT 4 R L~
NRAUPRREINET, Rry XU URXNMNIEREINET B harza—FRER LT
[Address] 7 1 —/L RIZURL Z A)§ % &, #Efa L TE £,
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I594% 7554004 w2 b—niciET 55

\}

GE) Java” I 74 ko T, S —ERA~DE v a VBB EINTWARWES T . 5
BHRELITA L TA LW AT —HZ AN LR = ENDZ ENRHY £, open-source 77 7
A%, ASA TlFRK AT —H A% LAR—FLET,

TS99 TFS5L40D(4 R P—ILDREHREH
X2 VT 4 TTIATVATIIAT ML Ay varRnraxy —_"%2FHT
BEIICERELTWAEGE, 7774 IR LEY A,

A\

(G£)  Remote Desktop Protocol 77 7' A Cix, By v ay 7u—h%
FRHLIEr— KRR 73R —hEnT0nEREA, 71 |
KDYy arTa—hnbd ) XA LT v a OB
EDORD, IR LET, EyvaryTo—bR”ERHENT
WRWEE, T A U ITEEL £,

s ST TA X, VTN A Ay (SSO) EYAR—bNLET, TTTA NI FTAT
U RUASSLVPN By v a VERC EEXICANLEZ LT Uy L ERILZ LT vy
NWEHEHLET, 7774 03~ @iz AR— ML, N KA A XA T —
RipgEDXFEIFER7 4 —/L KR, RADIUS F 7213 LDAP H— "D J&EME:T SSO % 473
HA T aibh EHAL

« T T AR L TSSO VAR — M ERET DX, 7T 74 B A =L, P—
NRADY I BFRTHEEDDT v r~—7 2 M) EBEMLEY, £/2. Tvr~—7
BT A ExIZ, SSOVHR—FEFHEELET,

o UE— N CTHMT 27 DITERFARIBOT 7 AL, 7 A MEE— FIZE L TV E
R

TS99 TS5594 DA R M—ILIZCEAT 2EH

o AT, GNU —fRAREAFFEE (GPL) 1TV, BHEAE MR D L 7774~
EZEEALCHET, GPLIZXEY, 2 b7 I 74 v 2 EBEGKBRTEEEA,

c TG TA L A~DYE— T I RAEFEBETDHITIL, ASATYZ 74T b L ASSLVPN %
AR—=TNZTHVLENHY £97,

e AT — "IN T 2= )VF—RN—=NRETEHLE, T UEERL L SNy g
NIREEENFYHA, 2 —PIT T =GN — RIS T AMNERNH Y F 1,

o I U EEAT AL, 7T U T ActiveX £ 721X OracleJava 7 > % 1 AB5E (JRE)
WA R =TI > TWDLENRHY £, 64y b 77 7HIZiE, RDP 7774 D
ActiveX X—2 g EH Y XA,
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B rorissioeyrryT

RDP 7S04ty b7y

ATvT1
RTvT2
ATvT3
RTvT4
ATv 75

ATvT6
ATy FT7

RDP 7 /A4 vty v 7 v 7 L THEMAT AT, T LWERESKAZBNTAIVNERDHD F
7,

FIE

[My Computer] #4527 U 7 L. [System Properties] % Bi\ T [Advanced] % 7 % 3&R L £,
[Advanced] # 7 C, [Environment Variables] 7~ % > Z 34R L £ 7,

[New User Variable] %A 7 v 778 v 7 A ¢, RF_DEBUG %t A1 L £,

[User variables] &7 > 2 > O LR AR 2R L £7°,

N—=V 3V 83LUMINDYZ TA T FLUASSLVPN D=2 2 v T/ I T h arvta—4
LT\ =84, &\ Cisco Portforwarder Control 2 HilBR L T< 72 &0y,

C:/WINDOWS/Downloaded Program Files 7 ¢ 7 kU 2B\ T, Portforwarder Control %45 7
U w7 LT, [Remove] #ER L £,

Internet Explorer 77 U O3 _RTOXF ¥ v =247 V7 LET,

7547 FPUASSLVPN > a r%iEd# LT, RDP ActiveX 7'J 71 > %ffH LT RDP
tova B LET,

ZHTWindows 7 7Y 7 —3 a0 DAR s Ba—T TARY MR TEL LR F
R

T5259420D=800x21) T4 7T53AT7 2 ADEE

FIE

ATYT1L ASAAL L BZ—T A ATIIFAT L FLASSLVPN XA Z—T TR TWAZ &L ZiERL

ATy T2

£,

VE—F 2—PREEM A A 4 (FQDN) ZfFEH L T+ 5 ASA A v X —T = A A
IZ SSLGFAEA A A b—L LET,

(6=3)) SSL FERAE® —fi%4 (CN) ELTIP T RLRERBELRWTLLEZZY, VE—F
Z—HE, ASA LIBIET H7-DIZFQDN DfEHZFRITLEJ, UE— FPCIiL. DNS
% 721% System32\drivers\etc\hosts 7 7 A LIND = kU &l LT, FQDN % fi# ik C X
LDVENDHY F£T,
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HLOHML 77 A LEEAT 500 Asaniz [

HFHLWOWHIML 72 7 IILEERT 51=8D ASA DERTE

ATvF1

ATy T3

ATy T4

ATy T5

FIE

T7ANVBLUOAA—=T2Web a7V LTA U AR—FLET,
import webvpn webcontent <file> <url>

&1

hostname# import webvpn webcontent /+CSCOU+/login.inc tftp://209.165.200.225/login.inc
!111* Web resource "+CSCOU+/login.inc' was successfully initialized
hostname#

HAAL~AE—var T T L— el AR—hMLET,
export webvpn customization <file> <URL>

1 :

hostname# export webvpn customization template tftp://209.165.200.225/sales vpn_login
| A O I

$INFO: Customization object 'Template' was exported to tftp://10.21.50.120/sales
~vpn_login

=7 7 A LN ® full customization mode % 2% enable (2255 L £,

1 -
ZOBEITIEE, ASA AEVICKEHENTWDE RS A 774D URL Z#HEEL £,

<full-customization>
<mode>enable</mode>
<url>/+CSCOU+/login.inc</url>
</full-customization>

T ANEFT LI AZwAE—ary F 727 FeLTA v R—FLET,
B -

hostname# import webvpn customization sales_vpn_login tftp://10.21.50.120/sales_vpn_login$
T A A O O O

$INFO: customization object 'sales vpn login' was successfully imported

a7 AN (b RV T N—TF) [ThAZ~A P —ard 7= FNEERALET,
B -

hostname (config) # tunnel-group Sales webvpn-attributes
hostname (config-tunnel-webvpn) #customization sales_vpn_login
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. HLOHIML D 7 A LEERT 578D ASAD
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=SELISAT72RLUASSLVPN DO Y
J4Xal—3Y

» Microsoft Kerberos Constrained Delegation ¥ U =—3 =3 > (327 ~X—)

TSV —vary a7y AN HAZTAE—vay TL— LU — T DOFE (334 ~L—
V)

e a—7 47 (338 X—7)

« 7747 P ASSLVPN 24T LIZE T A —/L O] (341 ~—7)

Microsoft Kerberos Constrained Delegation ') 21— 3 >

% < OFARKkIL, BIE ASA SSO #EREIC K- TRt SN D b OLL EORGES XA EH LT, 77
AT FUVAVPN 2—HEWFEL, 22—V OFEZ LT > v ¥ /L& Web X—AD Y YV —R|Z
V=LAV AHEET A Z LA LEATVET, Av— M I—FBIOQU LV H A L AT —F

(OTP) ZEH LIV E—K 77 ERA 2—F D83 ’iﬂ“éﬁﬁbik% 7o TWETA,
SSOMERE CTIL Z DER AT 72 TITIIAR+43T9, SSOMRETIX, RENMEEICR D & fEkD
2= T VLT Ux I (RET 4 v T Ipa—FL LR 17»— K722 E) 2707472 L AWeb
R=2Z2DY YV —=RTHEET DT TH LD TT,

7= & 20, FFHER— 2 OISR %)OTP«\~XO)MB7t . ASA 2N Web _X—2 DY
V—A~DSSOT 7B AZ L — AL A ZETTAEDICHLERMERRM O —FL LS 2 T —
Mﬁinﬂ\iﬁm AIERR 3 % 1 Lfmﬁfréﬁm\ ASA 73 Web _X—Z2D Y YV — RT3
THEDICZ—PL ERNAT — RIRERNDO T, ZORGESH AT SSO TlEHhAR—hSihvE
Hh, ZHUXF L, OTPIZIFZAX T 4 v 7 IRa—HFEAREENTWOETN, NAT— REFA
FTIv 7 THY, VPNEy g VIR TERIRET, —MIZ, Web X—ZXD Y YV —Z (%
ABT 4 v T Ipa—PLHENRAT— REZFAND LD _pxﬁzémémb OTP % SSO T
R— b ENRWFEIESF T > TWET,

Microsoft @ Kerberos Constrained Delegation (KCD) 1%, ASAD® Y 7 h U =7 U U —RX84 Ti&
ANSNTZHHERETHY . 7T A4 — 1k v U —27 ND Kerberos THRi# S 4172 Web 77U
a7 7 RATELLOICLET, ZOFRIZED, GEHESR—ZRB L OTP ~—
ADFBAESTKE Web 7 7V r—3 3 N2y — A L AZIEIET&E £9, SSO & KCD 23Nz L7
LEETHZ Lk, < OMABTIZ. ASATHAR—FENDE TR TOREGEF AL L

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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KCD MEREE7 A—

95472 FLRSSLVPN |

T, 7947 FUVAVPN 2—HZ2FFEL, 2—HFDOFEZ LT T ¥ /v % Web 77U or—
Ta Y — AV AIZHREETX T,

Kerberosid, *v NI =T NOZUT 4T 4 DT VX IVEBMNERZRAET 72012, G T
LDEZFURMFELTCNET, oD T 474 (2—%, KA M~ RA N ETHET
EINDH—ERRE) . TV o EREEIN, R RAAL CHRIZFEEL TWDAMNERH D
F7, MEX—ORDVIZ, Kerberos Tix, H— N9 527 747 2 bORGEICTF 7 > bR
fERENET, 7y MIES—OEHRIN, 7794 T7 MNOTAT T 47 4. K1k
Shickyrard— BXOTVI I THERINET, £FT7 v MEIF—RITRIC XL - THIT
S, TFA T2, BDDRRESNNET,

Kerberost X = U7 4 VAT AlX, =0T 47 4 (=W, arvta—% F@Z77V7r—
vay) ERFETHEOICERESND Ry NS ba L ThY, EROZITFLL
TERESNTET A, ADHBPEBILTEDLEICT X2 T2 LICL>T, X b

U —JfaikE L ET, 7 T4 7 b LA SSL VPN —H(Z Kerberos THE## S U72 Web

P —ERA~DSSO T 7 B AZRRMTHLIICKCD ZRETEET, ZDOXH7eWeb H—tE
ARLT VU r— a0 E LT, Outlook Web Access (OWA) . SharePoint, 35 KON Internet
Information Server (1IS) 3% Y £7,

Kerberos 7’11 k 1 JUIZ9 % 2 DOILIEMERE L L C. 71 b 2 LBITE L OHIRA & BENE
EINFE L, ZOOWEREKREICE>T, 277947 FUVASSLVPN UE— K 727 &R
—WE, T _X—bk Xy FT—F7ND Kerberos TRFEINDT 7 ) r—ra 77k
ATEET,

7v b a VBT, 22— RRREL LTI E S EREFEA N = A L YR — L, %D
TV r—vary LAY TheXxa )T o HiE (FHARIEHIKfT & ZfE72 &) HIT Kerberos
T haMBInEZ B LIk o T, L Ex 2V T s 2R ESEET, HIRMEEE
TiX, RAALVEREIL. 77V r—varBa—Fofb) 25Bb 5 2 &N T HHEH %
[RIo5ZlickoT, 77V —va VEFEREZEE L CGREIEH T 3, Z ok
X, BETE WY —ERICLAEROFRESEEAHO T LT, 7YV r—varotfxal
TRt R S ET,

HIRIA & BALOZEMICOWTIE, IETF @ Web ¥k (http://iwww.ietf.org) (27 27 &AL T,
RFC 1510 Z#Z M L T 72& 0,

KON, TALICHH L TEHINTEY V—RA a2 —YFR I FGA T FLAR—F UL >TT
JRATAHLEEIL, HEMNBIOMENIER T2y MBI et R 7e—%R L&
T, ZOTaBR L, WOXAITNRETLTWAZ EZAiRE L TWET,

e ASA LIZEE S 72 KCD
» Windows Active Directory ~D &, £ X O —EARF(EITH L TEE SN Z & OfER
 Windows Active Directory K A A > @D A /38— LCHEL Sz ASA
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ko osE7n— [

8:KCDFm+ER

Q ===
B
ASA .
Clientless webvpn user Kerberized server

Domain Controller(KDC)

GB) 77947 vbhlbRrRa—HWFEyraid, a—FIREINTVIRIA D= XL EHEHLT
ASAICEVRBIEENET (A~— b =R 7 LTy VDA, ASAIXT VX LGEHED
userPrincipalName % fi# f§ L C. Windows Active Directory (Z%f L C LDAP #F A #FEfT L £7) .

1. FEREKHNT 5L, 2—WIEIASAVZ T4 T PV A FR—H N X=2ltn s LET,

:L~4)‘i URLZR—=Z NV _R—=VIZANT BN, Ty r~—20%27 027 LT, WebH—

AT 7'ALET, TO Web Y —EARATRHIEDLER2GE, —N[ZASAZ LT
/“Vll/a)nuniﬁﬁg %?]tl/\ "j_*‘/\ﬁ)']j-j‘*‘ k LTb‘ZDwunEjiJc@)z k% 3é1lzl L/SE?F

GE) 277472 ML ASSLVPNDKCD I, T XToOiRFES (RADIUS, RSA/SDI, LDAP, 7
ZNVGEHERE) IR L THR—FENTHET, RO AAA OV R— MIETLIRASHL
TLIEEW,
http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/access_aaa.html#wp1069492

2. RAEREFRIFFD HTTP ~ v X —{Z3W\ T, ASA T —/3T Kerberos iBFEDS L BN E 5 0%
MWL EF (ZAUTSPNEGO A =X LD—ETT) , Ny 7y K H— LDk T
Kerberos iilE 3 L E 7256, ASALX, = —HIcfbo>T, BHOY—ERXFrv M F—
FATIRIZER L £,

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .


http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/access_aaa.html

9547 FLASSLVPN |

B soxviszammnasanmE

\}

3. XF—IFAITRIT. ERENTEF Sy FAEASAICIRLET, ASAICESNAHAETH, 2
LEDOF Yy MFa2—FOREAT = BNEENLTVET, ASAIL, 2—VFNRT 78R TS
BEDOY—EADY—E A F4 v b KCDIZERLET,

G¥)

AT T 1~3TIE, v harBiTrNiTbilEd, ZNHDOAT v 7 D%, Kerberos LIS D
BIET 0 b a LA LT ASA ICKT L CRREER AT O = —H X, FZBwMIC. Kerberos Z{#f L
Tfﬁ?*—%ﬁfffﬁ iTLJVCuunﬂzégiLEEﬁf

4. ASAL, 2—VFNT I/ AT HHEEDOY—EADY—E A F47 v b —RITRITER
L/i—a—o

5. F—FITRIT. FFEDOV—ELRADY—E R F /v e ASAIZKLET,
6. ASAX, Y—ERXFFr v bEFEHLT, Web W —EAXA~DT7 7 EAZERLET,

7. Web ¥ — 3%, Kerberos v —E A F 7y hEFIEL T, —EA~DT 7B RAEH5LE
T, FIEENER LSS, BRI — A v — ‘/“75%%?3:}@ MERAERD BNET,
Kerberos 32 FEAS S Ltzﬁ &, THISNEEITEAGTRGEC 7 4+ — Xy 7 LET,

S OXRUVILLEBEEAD ASA DERTE

ATy 71

ATvF2

7 v ALV AFREERIC ASA ZRET AL, ROa~y REERTALERD Y £,

FIE

Active Directory KA A NCHBIMLET, ([ F—T7 =A ANTEEAREZR) 10.1.1.10 KA A
varvie—7,

ntp hostname

&1

hostname (config) # configure terminal
#Create an alias for the Domain Controller

hostname (config) # name 10.1.1.10 DC
#Configure the Name server

Ny I T T EFITLET,
dns domain-lookup
dns server-group

51

ZOFEITIE, RAA 4 private.net &, = —34 deuser & /XA U — K deuser123! Z {42 K
AA v aria—7 LoV —ER THhUr hERLET,
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KCD @™

SJL =

X AE

ATy 71

ATy T2

ATy 73

ATV T4

KCD ME&E .

hostname (config) # ntp server DC

#Enable a DNS lookup by configuring the DNS server and Domain name
hostname (config) # dns domain-lookup inside

hostname (config) # dns server-group DefaultDNS

hostname (config-dns-server-group) # name-server DC

hostname (config-dns-server-group) # domain-name private.net

#Configure the AAA server group with Server and Realm

hostname (config) # aaa-server KerberosGroup protocol Kerberos

hostname (config-asa-server-group) # aaa-server KerberosGroup (inside) host DC
hostname (config-asa-server—-group) # Kerberos-realm PRIVATE.NET

#Configure the Domain Join

hostname (config) # webvpn

hostname (config-webvpn) # kcd-server KerberosGroup username dcuser password dcuserl23!
hostname (config) #

ASA % Windows Active Directory KA A NZEMM S, I F TR O AT —H ARIK I
X912 T 2 WOFIEEZFATLET,

FIE

7747 MUVASSLVPN 207 4 Falb—vay E— ROV EZET,

webvpn

KCD #@E L £

ked-server

RAS Yy a2 b —F4BLO VAV LERRELET, AAA T —N 7 L—T 1%, Kerberos % A
T ThHOLVENDY 7,

kcd-server aaa-server-group

% -

ASA (config) # aaa-server KG protocol kerberos
ASA (config) # aaa-server KG (inside) host DC

(

(
ASA (config-aaa-server-host) # kerberos-realm test.edu
ASA (webvpn-config) # kcd-server KG username userl password abcl23
ASA (webvpn-config) # no kcd-server

(EE) ASA OEMEZFRE L THIBRL 7,

no ked-server

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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B «ox7—szEmonT

ATv 75

ATvT6

ATy T7

(EE) WNEREICYV Yy hLET,
ked-server reset
KCD ="\ ERSNTWD Z & &gl L, AL BN vt 2 %ML £ 7, Active
Directory D — 4 L /SA T — RITEXECE— R CTHETEH S, BREICIIRFSNEEA,
(B  EHOSINCIE, BHEHERPLETT, FAf arybr—F0%—EA L~UL
MeRRZFF D — LT 7 A TEEHA,
ked domain-join username <user> password <pass>
user : FREDEH L —Y TiI7e <, Windows KA A > 2> br—F07 /3 22804 5 ¥ —
ER LAV HERRZ RO —F Lt L E T,
pass : /XA T — KX, FFED/ XA T — R TE72 <, Windows KA A > 3y ba—F(27 /34 &
BT 52— R LR EZF O —FDONAT— F LIS LET,

KCD %r—/N a= o RWARIR RAAL UBIMAT —H A ffoTNDHNE D NEfER L, FX
A BBz B LT,

ked domain-leave

KCD R T —42 R FHRD R

FIE

ARV RFERETI VI Y B

ATFYTL ALY ay bae—F0FEREB LR | show webvpn ked
AL UBINAT —F A e FormT HITIE,
WDa~<r ReEATTLET,

1

ASA# show webvpn kcd
KCD-Server Name : DC

User : userl
Password HER
KCD State : Joined

KCD DT /8w 4

WDa<r Rix, KCDEADT Ny 7 A ve—OHDEHIET -0 A L £, S—
T a2 952 X0 HEITITOILTWE X 51T, ADI @ syslog 31T L~V Z #3272 Tl b
D EH A,

debug webvpn ked
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F ¥ v aEhi:-Kerberos F7 v FORT .

v aEht-Kerberos F45 v FDRER

ASAIZF ¥ v 2 ENTWDHTXTO Kerberos F47 v & FERTAHICIE, kOa~vw2 REA
FILE,

show aaa kerberos[username user | host ip | hostname]

1

ASA# show aaa kerberos

Default Principal Valid Starting Expires Service Principal
asa@example.COM 06/29/10 18:33:00 06/30/10 18:33:00
krbtgt/example.COM@example.COM

kcduser@example.COM 06/29/10 17:33:00 06/30/10 17:33:00
asa$/example.COM@example.COM

kcduser@example.COM 06/29/10 17:33:00 06/30/10 17:33:00

http/owa.example.com@example.COM

ASA# show aaa kerberos username kcduser

Default Principal Valid Starting Expires Service Principal
kcduser@example.COM 06/29/10 17:33:00 06/30/10 17:33:00
asa$/example.COM@example.COM

kcduser@example.COM 06/29/10 17:33:00 06/30/10 17:33:00

http/owa.example.com@example.COM
ASA# show aaa kerberos host owa.example.com

Default Principal Valid Starting Expires Service Principal
kcduser@example.COM 06/29/10 06/30/10 17:33:00

Fvyadnt-Kerberos Firy kDY T

ASA DT D Kerberos 77 v MEMRE 7 U 74 2120%, koa~r FE AN LET,

clear aaa kerberos [ username user | host ip | hostname]
o user : FEED 22—V D Kerberos 7~ b7 U TIERALET,
« hostname : ¥ E DR A @ Kerberos F47 v D27 U 7ITEH L £,

Microsoft Kerberos M ZE {#

ked-server 1< REAMRRESE A 72012, ASAIZY —A KA ALV (ASARFEEETZ KA A V)
X =7y FERIFY V=R ALY (Web P —EANFEEET D R A A V) BOEHEBERE
WENLT HDMENRHY T, Y—BERIZT I/ EBATHIE— TR 2—FDRDVIZ, ASA
TMEO7 4 —~» hEHEH LT, Y= RAAL UNBIEIE KA A U ~DOREFE S A &R L,
M2 Ty FEBELET,
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B 77vr—ardmorannzscst—rvar IL—LT—v0EE

7T r—

DRI AZ 2D Z i, 7DXI//I/AnAunEé:u¥iﬂij— 7DXI//]/-AuAunIEO)%
72— RIZBWT, ASAIFFFED RAL D7 LT v VB IO R A A & OfFHEBIR
WRTEL TVET,

32 7AJrAIL A RARAE— 3y

TJL—LT—9DEFE

T4 T 2 FUASSLICHAIAENTWBT ) r—rar a7 s A VAL E—3
Y7 VL—ALU—7 (APCF) A7 v arafifl+ oL, HEIHNOT 7Y r— a2 0 °Web Y
V— A% ASA THLELL T, 7747 L ASSLVPN B CIERMICERTE D LI F
9, APCF 77 7 A M2, BEDT 7V r—a 2L T, Wo (FRl, F%) . 22
D (~yH— K3, FR,INE) M (T—F) EERTLIDNERET LAV T IR HY
F9, A7 V7 MIXMLEX TR S, sed (A MU —2 =5 4 %) OBECAEMEH LTI
FHBIOTHFA LU ET,

ASA TITHEHD APCF a7 7 A L ZWT L THREB LI OEITTE £, 150 APCF 1o
T ANDZ T YT NNICHEED APCFL— L Z AT Z LN T3, ASAIL. REBEE
WZHASNWT, L HEWL— VB RINAE L, RIZ2FRISHEWAL— L2 L E T,

APCF 7 7 7 A )V, ASADT T v a AEY, HTTP ¥ —/3 HTTPS #— 3 F 7L TFTP
Y= NIRIFTEETS

APCF 71 7 7 A VT, YA aDHYFEDOYR— DN Z T ONIBEORRETHZ L2 BE
HLET,

APCF /N4y F(DEIE

ATy 71

ATy T2

FIE

PIFAT L FUVASSLVPN 27 4 Falb— gy B— REVEZEI,

webvpn

ASA EiZ K45 APCF a7 7 A L EHEBIUMHMEBELET,
apcf

&1

ZOBTIER, 7T v va AT VITRESA TV S apeflxml &9 4RO APCF 7' 7 7 A L
A F—T N T D HIEL ., R— S 1440, 7S A [apcf @ myserver &\ 5 & EiTD HTTPS
P— 2D APCF 7' 7 7 A L apef2xml & A X — 7 /W 5 iEE R s LET,

hostname (config) # webvpn
hostname (config-webvpn) # apcf flash:/apcf/apcfl.xml

hostname (config) # webvpn
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APCF $3C

APCF #X .

hostname (config-webvpn) # apcf https://myserver:1440/apcf/apcf2.xml

APCF a7 7 A L%, XML 74—~ FBLWVsed A7 UV O EEHALET, &kD
FIZ, ZOEEITHERT A XML % 7 &R/ LET,

APCFDAHA KZ4 >

APCF 77 7 A VDWW GTZRD L, NI 3 —< U ANKET LD, IFFE L RWVWEHEOa
VFUVNIRAEAENRBYET, VAT TU=T Y TR, 12 A EOEEA . APCF
T Ty A NERMETEZETRET U r— a ORI EORBEE R L TOET,

= 15:APCEXML B %

29 EREMN

<APCF>...</APCF> T _XTDOAPCFXML 7 7 A VZEBIL 720 D
HDON— NEFHE,

<version>1.0</version> APCE DFEIEN— g VA IEET HANAD X
7y BAEDNA— 3 1310 21T,

<application>...</application> XML R OAR L & T EH S 7,

<id> text </id> Z OFFED APCF BEREZ Gl 2 MZHZ 7,

<apcf-entities>...</apcf-entities> H—F 138D APCF =T 1T 1 Z [t
WVZHEZ T

<js-object>...</js-object> INGEDOXZTDIHLDOLDON, a7 Yo

<html-object>...</html-object> FHFE & 7213 APCF AL 7N SE0it S 4 5 BEpE % fi5
ELET,

<process-request-header>...</process-request-header>
<process-response-header>...</process-response-header>
<preprocess-response-hody>...</preprocess-response-hody>
<postprocess-response-body>...</postprocess-response-body>
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29

EREMN

<conditions>... </conditions>

JLBRRIT I L OVLERTL D 7 BE # 7T, IRDAL
HEMEZRE L LT,
« http-version (1.1, 1.0, 0.9 72 &)
« http-method (get, put, post. webdav)
« http-scheme (“http/", “https/", % Ofth)
o (Manzt|tAtZT ot | - K ®
& e server-regexp IEHFEH
o (At UANZY 0" |
"~ *0+0ML" % & T server-fnmatch 1EHL

FH
* user-agent-regexp
« user-agent-fnmatch
* request-uri-regexp
« request-uri-fnmatch

o M B DS B 20 FNEET BEA
ASA [T T X THO X 7k L T AND
ZIITLET,

<action> ... </action>

BELESHTI2UEDT 7 varvkeay
TUYTTIy T LET, INbDT v ay
BEFT DI, ROZ T E2ERTExET (F
L) .

o <do>

* <sed-script>

* <rewrite-header>
* <add-header>

» <delete-header>
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APCF #X .

29

EREMN

<do>...</do>

WDONTNDLDT 73 VOEZRIHEHEN
BT 7 vay BT OFEEZTT,
e <no-rewrite/> : U E— f — B 2(E
L7zarroyaz EEXLERA,

e <no-toolbar/> : Y — /L 3—%4EA LEH
/1/0

e <no-gzip/> : AT Y EEME L £ A,

« <force-cache/>: 7t D ¥ ¥ v o = i 4y & HEFF
l/ \i j—o

o <force-no-cache/> : 7 =7 " v v
vaTERWVWEIITLET,

« < downgrade-http-version-on-backend> : Y
T b P ANZHERERET D L X
HTTP/1.0 ZfEH L £7,

<sed-script> TEXT </sed-script>

TXARNR—ADF TV NOars7Y
ODEFIMHERENDT 7 v ay X7 O1HHE
Td, TEXT IZA%7eSed A7 U7 R Th %
VERH Y F£9, <sed-script> 1%, T4 L VAT
\ZEZE S huiz <conditions> # 7@ S v E
7

<rewrite-header></rewrite-header>

T vay X TDOTEFETYT, <header> DT
WHRY T TIRESINTZ HTTP ~v X — 0Dl %
AL FET <header> (LLFEZRL TS
AY IS

<add-header></add-header>

<header> O EHFE X J THREINT-H L
HTTP~v ¥ —OBINCER IS T 7> a v
27 OFEFHETT <header> (UL FEZBELT
<FEEWY)

<delete-header></delete-header>

<header> O1-FEH ¥ 7 THRE I NIZRFED
HTTP~> ¥ —DHIBRICERH SN T 7 > a v
27 DFHHETY <header> (LLTFEZBH LT
TEEW)

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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29 EREMN

<header></header> bEX B, E3HIBREND HTTP ~
F—ERELET, L& X, ROZTIX
Connection & W5 & RO HTTP ~ v X —DfHE
EEBLET,

<rewrite-header>
<header>Connection</header>
<value>close</value>
</rewrite-header>

APCF D& E 5l

<APCF>
<version>1.0</version>
<application>
<id>Do not compress content from example.com</id>
<apcf-entities>
<process-request-header>
<conditions>
<server-fnmatch>*.example.com</server-fnmatch>
</conditions>
<action>
<do><no-gzip/></do>
</action>
</process-request-header>
</apcf-entities>
</application>
</APCF>

<APCF>
<version>1.0</version>
<application>
<id>Change MIME type for all .xyz objects</id>
<apcf-entities>
<process-response-header>
<conditions>
<request-uri-fnmatch>*.xyz</request-uri-fnmatch>
</conditions>
<action>
<rewrite-header>
<header>Content-Type</header>
<value>text/html</value>
</rewrite-header>
</action>
</process-response-header>
</apcf-entities>
</application>
</APCF>

~ NS
A4 27
CFETLa—F v/ (CFEa— R % [CFEy by BT, raw F—% (05017
L) AL Mna b, Fea kR LET, BT 5CETy a— FFRIL, SHcLoT
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xzrva—FrvroxrErkEe |

REVET, H-0FN&f 5 SHbHE, HDORVWEFELHY £, @HIE, Hick-
TT7I7UYTHERESNDGT 740 bOa— REABREY ETH, VE— b2 —VPRLETS
ZEHTEEY, YT v RER—VIHEESN cya—-FEeRiETo 2 b TE, 2O
I— RS> TRFa A NERRLET,

Tra—RBEHEICEDFR—F N R=UTHHENILFa— NFROEEfEET D Z & T,
2—YPNT TV EHHL TR HIESC, 77 Uk A 500 EFIZERR S, =
NIELLSFRENDLHIICTEET,

7 7 #/L hTliX, ASA X [Global Encoding Type] % Common Internet File System (Hifi > % —
Fy bk TrAN AT L) =D — A LET, CIFS #— R Ll srpgr
a—F 47 LD~y ¥ 7%, [Global Encoding Type] Bz k> T/ e—s iz, £ LT
T=TMIRENTND T 7 AN Zra—TF 4 7R e L CTEBNTIT D Z &2k,
TrANGHRT 4 L7 bY RA BEXOR—=V oL 2 v IR E e DA,
CIFS X"— U N IEMEICIHEB LR R TEL LI LET,

XFIA—TAVTDRTEITERE

ATvF1

Tya—F 4 T EERTAHE, 7747 ML ASSLVPN R—H )L R—=T DY FTy a—
T AT EFRREIIRETCEET,

FIE

[Global Encoding Type] IZ &> T, RIZFE SN TWD CIFS = "L DO TFT Ly a—T 4
THEERNT, TXTDT TAT 2 NV ASSLVPN R — X )L X—UNHKT 5 o a—7 ¢
VIUNRED ET, XFINEATIT L, Fry T E T R M pL@ERNEEZ 1 ORI E
T UAMIE, b —RERIROELETBERINET,

* big5

« gh2312

* ibm-850

* i50-8859-1

« shift_jis

GE)  HBHAFEO Shift_jis CFrra—F 4 o 72 A LTV AEAIT. BEMT bR T

W5 [Select Page Font] ~<A > [Font Family] = U 7|24 % [Do Not specify] % 27
Uo7 LT, 2074+ 77 IV ZHIBRLES,

* unicode

* windows-1252

* none
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B sz x—F  romrsrgas

ATy T2

ATy 73

GE) [nonel 2 Vw75 E£IE7T7A4A T MV ASSLVPN By a 077
TR R — RN L TOWRVMEEFRE LTZGAICIE, 779 FOTF 740 b a—
RAMER S ET,

http://www.iana.org/assignments/character-sets THHE SV TWAHENLFE Yy hOWTnEEL
WIUTFBN | K40 UFETANTEE T, ZOXR—VIRINTNDH LTy hOARTE
XA VT AOWFhEFHATEET, ZOX M) UL, RXFEDNXFREBIESE
HA, ASADEREERIGFTHLEXIZ, a~v L KA U Z—7 U XL > TRIUFD/NILFACHE
asinET,

T a—7 ¢ 7 EH)N [Global Encoding Type| JEMERRE & 135725 CIFS — SO4RTE 72
IXIP T RL2E AT LET, ASA Tlid, =—WFREE L2 RKLF L/ CFEORBNTREES U
FTH, AATET—ANEBRET D L XITIIRLF LTI SN ER A,

CIFS ¥ — 3027 547 b LASSLVPN AR —H )L X— 3t L CTHRIET DM ED H 5 LF=
va—F 4 YT RRRLET, XFHNEATT L0, Ray 7200 R RPLERLET,
UZAMZE, &b —KIRIROEZZ T BRI NTWET,

* big5
« gh2312
* ibm-850
* i50-8859-1
« shift_jis
GE)  BHAFEOD Shift jis CFrra—F 4 o 72 A L TOWAEAIT. BEMT bR T
V% [Select Page Font] ~=-1 >~ ® [Font Family] #E3%(Z & % [Do Not Specify] %2 U v
LT, ZO7x> b 77 IVEHIBRLET,
* unicode
» windows-1252
* none
[nonel 227 U w7920, £l2id7 74T FLVASSLVPN Yy v a v O7 7 ¥R R—
FLTWARWMEZIRE LSBT, 77 90T 740 bOa— Rl ESnET,

http://www.iana.org/assignments/character-sets THEE SV TWAHENLFE Yy hOWThnbLEL
WIXCFHE, K40 XFETANTEET, ZOR=JITRENTVD LT v FOLARTE
IE=A VT AOWT N EHERATEEST, ZORX M) 7F, RXTFENCTFRERI S E
Hh, ASA DEREERTFTDHLEXIC, a~vr R A X —7Y XX > TRILFI/INLFITE
EihEd,
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722472

BEFA—IIL T

ATFvT1

ATy T2

ATy T3

ATvT4

ATFvT5

ATvT6

93472 bLASSLVPN 9 LE=BF A —ILOER .

NLURXSSLVPN 2 LT=FEF A —ILDFEH

~ =L ==

AXTNERTE

2547 L% SSLVPN I%. IMAP. POP3. 351 T8 SMTP @ 7 A —/L 711 % L A 4 — |
LTWET, kOBMHIZ, BFA— 7Taxy a—PF ol a—LcEfAEnEd,

1R BHHIIZ

MS Outlook, MS Outlook Express, Eudora 72 & DFE T A —/L 7 F A4 7> ME, GEHER R TIC
T REATEERA,

FIE

BIA—N TaX T THERAT L ICHEINCRESNTNDT AV T 4 7 B —E4EE
[/iﬁ—O

accounting-server-group

EFA—N TaXy a—FORIASFREHBELET, 774/ MEITKD LY TT,
¢ IMAP : A—/LAR Ak (WZH)

*POP3 : A— LR Ak (ZH)

« SMTP : AAA

authentication

B A—NLTaX T THEATEE)ICHNCRESIN TV ARG —"EHEELET, T 74
JL MZ LOCAL T,

authentication-server-group

7 I7AT 2 FUASSLVPN THEHT A L S ICFANCRE SN TV DORBAIT—R"EZHBELET,

authorization-server-group

I— NG T AICITIERICRASINAVENSEAENE I DERELET, T 74/ N T34
TIN5 TWET,

authorization-required

BAIOZ—HPL L L THATAETHHEODNZIEE LET, T 74/ FOFREITXKD LB
D T‘é—o
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. Web BF A —ILDEXFE : MS Outlook Web App

e I 4= VU EM : CN
s XU JEME  OU

authorization-dn-attributes

RT9TT HEHTLZIIN—T K —DARIEEELET, T 74 /v b DfitGrpPolicy T3,

default-group-policy

ATYT8 HBELIAVHF—T 2 A TOEFA—NTOF oA F—T VI LET, T 74/ FTlEA
Tl o TWVWET,

enable

ATFYT9 EFA—NLVPN DZ—HFLZENRRAT— ROV EREEZERXZLET, T 741 ME
apy () TY,

name-separator

AT T RUHORARE v a v ORKEEZRELET, T 74/ ME20 T,

outstanding

ATFYTIUL BFANTRXIRY AT HR-FERELET, 7 74V MIKRO LY T,
« IMAP : 143
« POP3 : 110

¢ SMTP : 25
port
ATYT1R2 TIFNVFDOEF A= P—_"EHRELET,

server

ATY T3 B A—NET—RLLEOMORYIYREEZERZLET, T 74V MI@ TT,

server—separator

Web BF A —ILDEETE : MS Outlook Web App

ASA 13, Microsoft Outlook Web App to Exchange Server 2010 35 J UY Microsoft Outlook Web Access
to Exchange Server 2007, 2003, 2000 %% 74— K L CWET,
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| 547> LR SSLVPN
Web BF * — )LD : MSOutlook Web App |}

FIE

ATFYT1L TRLA 74— L RICEFA—ILHF—EZDURLEANTHD, 75147 L ZSSLVPN
tyrarTCoOETLI Ty s~w—2 %7 ) v LET,

AT T2 Tur 7 REREINTEL, B A—/N P —_0O2—¥4 % domain\username DX TAT L
7

ATY T3 EF AN NRRT—=REASNLET,
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. Web BEF * —IJLDERFE : MS Outlook Web App
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R)o—F)L—7

U I—AT I RADEOD T FA T FLASSLVPN R Y o —DERk &l (345 ~=—
)

« 7747 ML ASSLVPN Hl#ft 7' e 7 7 A L D@ (345 ~—)

e 7 T7A4 7 FUASSLVPN D7 V—"" R — @ik b —V @ik (347 _X—2)

e Aw— Kk MRV T 7R (367 2—)

« 7747 MVASSLVPN ¥ 7Fx V—/L (381 —7)

e IR—HA )T 7 EA NL—ILOFE (381 2—)

e VAT FLASSLVPN D7 —= o A0 KL (382 =2—)

— o]
J)Y—RTIOECADE=HDY 547 > L RXSSLVPN /R
~ > >
) —DYER & E
NE— LDV ) —A~DT 72X &G T257 547 ML ASSLVPNIZBE T BRI v —
ZVERE L CHEMAT 2121, Zv—7 R o—Z2E 0 Y THLENDH Y £7°,
2—HEITN—T R —IZEDYTH L, BEO2—FIZRY O—%EHT 52 & TREN
RHZ20 £9, ASADONEFRREY —3, ZMRADIUS £ 721X LDAPH— R ZfFEH LT, =—
PEITN—T K)o —=ZEHYVYBTHZENTEET, IN—T K U —CRELMHILT D
FIEOFEMZRHINZOWTIE, FA4ED Hormn 77 A0, ZJA—7 KR v— BLUR=2—
Y SR TLIEEN,

S5A4AF72MLASSLVPN BEEHRTA 7M1 ILDOEME

WDOFRIT, 7 74T ML ASSLVPN IZEBOER 70 7 7 A VDY A N CTF, b
DIFMEICINZ T, T VPN 8kt ic @ o — ki 7o 7 7 A L O @M ERE L £3, #
a7 7y A NVOREICETHTFIEI L OBFRICONTL, FA4ED B arr A0, 7
N—TR)v— BLOa—%] 2L T &0,
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\}

9547 FLASSLVPN |

9S54 F72URLASSLVPN AEm 7O 771 ILDEM

G¥)

PRIOV Y —ATlE, w7 7740 B TRV I —7 ) EMEENTHNE LT,
fi7'v 7 7 A VL, tunnel-group =2~ REZERH L CERELET, ZOETIE, ZD2250H
RENRIEIIC IS HEHEINTWET,

RI16:954F7 2 FLRSSLVWPNRBERE O 774 ILOESE

avok Hee

authentication PREF RERE L ET,

customization BWHT AT CILERBELDOD AT A E—2 3 v OL4FTIEEELET,

exit NN TN—=T DI FTAT 2 P ASSLVPN Bz 7 Fab— g

Y E—REKRTLET,

nbns-server

CIFS & rifg iz fdi Fi 35 NetBIOS #— A ¥—E X H#—,3 (nbns-server) O
LaiEiEE LET,

group-alias

Y=\ T 0T 7 A NVOBRIMEA T 2RBFL 2R EL T,

group-url 1o EDZ V-7 URL ZHEELET, ZOEMETURL ZHEr7T 5 &,
I—PFRFOURLZHHALTT 7 ERAT A EXICIDOIA—FNEEINIC
BIRENET,

dns-group DNS #— %, RAAL &, F—L = U TR, BLOZA
LT U MEZIEET D DNS — R L —7%faE LET,

help hoxV TN —T a7 s Fal—vary avy RO~NLVTEREELE

7o

hic-fail-group-policy

Cisco Secure Desktop Manager ZfEfH L C, /L —7X—R RV v—E@Ht%E
l'Use Failure Group-Policy | % 7=i3% [Use Success Group-Policy, if criteria match |
WCERET 2561, VPNEERER U o —2fE L £7°,

no

BYEEDO T ZHIR L £,

override-svc-download

AnyConnect VPN 27 7 A4 7 > ha JE— bk 22—HFIZF v — RT5729
2. RESNTWDLIZN—T R o=@t Elida—aEtEo s v mn—
R EEXINET,

pre-fill-username

DR TN—FNa— WL LEHFREO AR, T 4 T ERELET,

proxy-auth

BEDTaX3EE RV J—TL LTZD ~ v T —T7 %5
L/i—a—o

radius-reject-message

FOREERS Sh7c L EIZ, v 7 A VEEIC RADIUS i85 A v & — V2 F0R
LET,
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DZ4AF7 2 bLASSLVWPN DT V—TF R o—Eit L 1 —HEM .

avok Hee
secondary-pre-fill-username TDORSFNITN—=TZC I H ) =P EFHAEONRNS VT 4 T
RELET,

without-csd

h XV =T D CSD A7 ICUI0 B2 T,

D934T
A—HEMN

KLASSLVPND T IL—T R —Ftk L

WDFEIT, 7534 T 2 FLVASSLVPN D NL—F R v —@H s a—HF@Etho U 2 h &R L
¥4, FA—7RY)—@EL a—FRBHEOREFIEICONTIX., 7 F47 > kL ZSSLVPN
tyrarOZnN—7RK) U—BHEORE (348 X—) FREFEEL—VFDOITAT B
LASSLVPN 77 & 2Df%E (358 X—) Z#HMLTLZ&E,

avU kR

HHe

activex-relay

74T MUV ASSLVPN ¥ vy a Va2 LT-a—YN, 770324l
J1 LT Microsoft Office 7 7 U 7 —> g VARBITE A X912V ET, 7
TV r—varid, By va AL TAtveXDX yra—ReT7 v
a— R&E{TWET, ActiveX DY L—iX, 7747 F L ASSLVPN & v
varERTTHETHEMREETT,

auto-sign-on

HEV A A OEERELET, XETIXZ 747> F LA SSL VPN ~
DHFRIL L —F LB LI ORAT — RO Y LF o3 ¥ AN LEIOBMETT,

customization

HAR< A=V ar 727 b —7 R —FF=2—FIE
DY TES,

deny-message

7547 FLUASSLVPNIZIERICE 7' A o TXx A VPN EHES F - 720
VE— b 2—PIZEETIEA v E—VERBELET,

file-browsing

T7AN P =R T A NIEEDCIFS 77 AN TIT000 T x—T
MZLET, 777 XIZiE. NBNS (w2 X — 75 U E7ITWINS) 234
g‘@‘é‘(}

file-entry

TIRAT DT 7 AN =" HDAN 2 —FICHFALET,

filter

webtype 77 A U A RO HTERELET,

hidden-shares

FHFEIRD CIFS I 7 7 A )LD a[ M A HlAE L £ 9,

homepage

oA VEICERENDS Webh X—Y D URL 2R EL 7,

html-content-filter

COITN—T R)—HOHTIML ST 4 E ) T dharT5 0 F
TVl FERELET,
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95472 FLRSSLVPN |

B /57 riassiveneyvavos—7 Ky o—RBiEoRE

av> R HEEE
http-comp R RELET,
http-proxy HTTP BRI T v b—NEfFHTHLHIICASAZHRTELFE

‘j"o

GE)  7'm %2 NTLM #8EET http-proxy TIEV A — R I THEHA,
uunfhiﬁb@7ﬂ3’\’/&%2’§uunfh7z VF 3R — ]\éj’bfb\i‘@‘

keep-alive-ignore

vty valr ¥Ae—DT v T— e WRT AL T2 bORKYA X
FHRELET,

port-forward

kT 527547 FLASSLVPNTCPAR— FD Y Z M2 BHLES, 22—
P AL E—T 2 AZZDIVARNDT U r—a U BRFRINET,

post-max-size

WARNT ATV =l FORRKYA ZERELET,

smart-tunnel

A~v—hk b RNVEFEATHI I 0T A EEBDA~— b T
A—=ZDY A FERELET,

Sso-server

SSO V— D4R EHRTELET,

storage-objects

tovartbtyrvalrOMIUBREINEZT—XDA N L=V ATV
MR TLET,

Sve

SSLVPN 7 747 v NatkEakE LET,

unix-auth-gid

UNIX Zv—7ID %3/ ELE T,

unix-auth-uid

UNIX =—H ID &% E L £,

url-entry

2—HN HTTP/HTTPS URL & A 19 A HEEEZ I L £9°,

url-list

T Ra—HOT7T 78 AT FA4 T L ASSLVPN OR—& )L R_R—
ICFRENEZP—_RLURLDOY A ME2EHALET,

user-storage

tyiarfoa—Y F—FERFTLIEMERELET,

DS5A4ATF72RLASSLVPNEY 3 oD IL—TRY O—BHDETE

7747 MV ASSLVPNIZE T, 2=k, Web 7T V¥ %2EHLTASA~DEF 2T
7UVE— KT Z7EAVPN N RNVEMNLTEET, Y7 NV =2T Eid—KNv=7 754
T MINESHY EEA, 7 TIA4 T FLASSLVPN 2425 2 & T, HTTPS A > &% —

Fv b VA MIT 7 RBATEDIFLALETRTOa LV Ea—2n5, TBEVWeb VY —2E
FOWeb &7 7V r— g VICBICT 7 B ATEEY, 7 T4 7 LA SSLVPN I

SSLEBLNZD®RMKTHLTLSL AMEH LT, VE— b a2—% & s o4 FTHE LTFE
DY R—FENTVWAENEY V—R DO EX 27 ARt L9, ASAIZT 7 uxi 4
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5547 RLRSSLVWPN Y v avndL—TF Ry s—Eionz [

BEN S DR AR L, HTTP Y — 338G 7V AT A L3 L Ca—V 23R L £ 9,
FITIHINVENTIZ, 7IA4AT 2 RV ASSLVPN LT 4 B—T o TWET,

B EONE I N—F RIS —HD7FA T FLASSLVPN D7 4 Fal— a3 %0
AL X TEET,

GE)

Jsa—s ) a7 4 X¥al—aryET—RRpPbADwebvpn E— R TIX, 7747 bR
SSLVPN v > a v/ a— LR ER R CE £3, ZOHETHIIT 5 webvpn E— K (7
N—F R —ar74Xal—var ET—RRnbAVET) 2HT5E, 27547 b
LASSLVPN By v a N IZEEDINV—T R v—Dar 7 4 Xal—ral b hAX<A
ATEET,

TN—F R —webvpn 27 f Fa b — g T— R T, T X TOKREDHRE ZMKT
L, FTFRDONRGA =B H I AZA ZTHMEIIPERETEET, FNTA—ZITO
W, BIROHTHB L ET,

* customizations

* html-content-filter

» homepage

« filter

o url-list

* port-forward

* port-forward-name

e ssoserver (2 TV A vy H—)

* auto-signon

« deny message

» AnyConnect Secure Mobility Client

* keep-alive ignore

* HTTP compression
2L DYHE. 7 74T ML ASSLVPN OFRED—{E LT webvpn BIEEZ ER L%, 7
=T RY —0 webvpn BHEEZRET L L XIZINOLDOEREZFFED 7 NV —ITHH L %
T, IN—T K —arT7 4 Falb—rarE—RTwebvpn 2~ REFEHLT, 7
N—T7"RY T —webvpn 27 4 F2b— a3 FT—RIAVET, ZL—7 KT —HD
webvpn =< FiZ, 774/, URL, BERTCP 7SV r—a v ~D7 74T LA
SSLVPNE v v a VDT 78 A ZER LET, ACLBIU 7 ANV Z VT DT T 4w

TDEALTHIELET, 74T FLASSLVPNILZ, T 74V FTIITF 4 B—7 I 5
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TN—T R —webvpn 2> 7 4 Fa b —T g v EF— R CTANENLETATOa~r REH|
bRy Bicix, Zoa~w>r Kono BXEZAHLET, 250 webvpn 2~ Rk, ETLO
2—PHETNIIN—T R Tl INET,

webvpn

no webvpn

ROBFNL, FirstGroup &5 7 V—7" RKY L —D 7 )V—7 R T —webvpn 27 ¢ F =2 L—
vary E—RICADLGEZRLTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) #

EEAvt—CDIEE

T N—TRY —webvpn 227 f ¥ = L—3 3 > F— KT deny-message =~ > K% A9
DL, V74T MLV ASSLVPN v v a NZEFIZR 74 2T 58 VPN FitE % Fif- /e
UE—b 2—FICEETIA v E—VERETEET,

hostname (config-group-webvpn) # deny-message value "message"
hostname (config-group-webvpn) # no deny-message value '"message"
hostname (config-group-webvpn) # deny—message none

no deny-message value =~ > KX, VE—h =N A v E—TU2ZFELRVE I, Ay
= UCFHNEHIBR L £,

no deny-messagenone =~ > NiZ, i n 77 A VR o—Dar7 s Falb—rarnb
BHEEHIBRLES, AU —I3RMEEE MR L ET,

Ay —UlE, BRSO, A=A BRORERZ B0 RET TR K491 CFE THETE
FETN, HAOSIHAFIIA T bannEHA, TXFA NI, v /A VI E— b 2—F D7
T UWICEREINET, deny-message value =~ > NIZLFFNE AT HEXIE, a~vr KR
Ty 7T LHGETHRITTANLET,

T 74 EDOIFEHR A vE—UFRO LY ¥, [Loginwas successful, but because certain criteria
have not been met or due to some specific group policy, you do not have permission to use any of the
VPN features. Contact your IT administrator for more information. |

WROBIOEAD 2= > Fid, group2 & WD ZETOWNE 7 L—7 KU —Z2 Bl L £9, %
DA<y Rk, Z2OR Y —IZBEMT 5T 5 webvpn &G 2 v £ — VR E SN BIEE
EHELET,

hostname (config) # group-policy group2 internal

hostname (config) # group-policy group2 attributes

hostname (config-group) # webvpn

hostname (config-group-webvpn) # deny-message value "Your login credentials are OK. However,
you have not been granted rights to use the VPN features. Contact your administrator
for more information."

hostname (config-group-webvpn)
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5547 RLRASSLWPN Ey v avnd—F Ky v— T4 LaBEtEozE [

54T RLASSLVWPNEY 3 oDTIL—T R)o— T4 L2 BEDERTE

webvpn & — KT html-content-filter =~ > FZfH L T, 2O N—F K)o —DIT7A47T
Y FLUASSLVPN Y v avinbddava, ActiveX, f A—Y A7 VT b 7 yF—&T 4
NEZY L TTENEINERELETYT, HIMLZ AV Z U 7%, T 74V TTF 4 —T7 1
<7,

AT Y T4 VA EHIRT AL, Zoavwr Fon FRXAE AN LET, none F—U—
R % $57 L C html-content-filter =~ > RZ%H1T L TER L7 X UEEZEH T, +XTHa
T T4 NEERIRT AL, SIEEREETICIoavr Ron BEXE AT LET, no
A TvavEHERATLE, EEMNOIN—T R =D EKTE D X512 £9, HTML
aT Y T ANZERHKLINE DT BITIE, none F—TU— REFFEL T
html-content-filter =~ KZ A1 LFE 7,

WEIZDa~y R 2L, milElE TOREN LES SNET,

hostname (config-group-webvpn) # html-content-filter {java | images | scripts |
cookies | none}

hostname (config-group-webvpn) # no html-content-filter [java | images | scripts
| cookies | none]

TRORIZL, ZOavy RTCHEHTLIIF—TI—ROERERLET,

17 filteraT > FOF—T—F

S
cookies A A=V T vX—%HIERL T, REM
ST A NE Y T e T T AR —R B
E I

images A A=V ~DOZREHIRLET (IMG> % 7
ZHIBRLET) o

Fom—

il

java Java 15 L O ActiveX ~OS B A2 YR L £4
(<EMBED>, <APPLET>, 1 J (X<OBJECT>
D <OBJECT>#-# 7 #HIFR L E4) .

none TANEY T EITORWI EERBELET,
XNVEERTE LT, 74 VZ Y T HBEERL
FT, TANZ Y U TEEMK LW E ST
LET,

scripts ATV TFTF 4 o T ~DBREHIRLET
(<SCRIPT># 7 %#HIBr L ¥ ) , <SCRIPT>
tags).
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B 2 r—rr—cone

WOBIX, FirstGroup &\ 9 & RiTD 7 /V—7 KU > —I2%f LT IJAVA & ActiveX, 7 v & —,
BIXOAA—TVOTANE ) T HRET HHEERLTWET,

hostname (config) # group-policy FirstGroup attributes
config-group-policy)# webvpn

hostname (config-group-webvpn) # html-content-filter java cookies images
hostname (config-group-webvpn) #

(
hostname (
(
(

A—H R—LR—DIEE

I N—T"RY > —webvpn 27 4 ¥ 2 L —3 3 F— K Thomepage 2~ RZfiff LT,
ZDOTN=TDa—PRn s Lict SIZFRREND Web X—YD URL ZfiEL £, 7
TH I DR —=L_X—=TEIH D EFHA,

homepagenone av U REFITLUTER LIEXUMEZ EO T, BEINLTNDHR—LX—T%
HIBRT 212X, Zoa~vr FonBXEANLET, no A7 var2FEHTHE, HERHO
TN—7 ﬁf J—nOfEKTE DL OICRVET, R—LX_X—VZHALRNEDIZT DI
I%. homepage none =~ > K& AJjLE7,

none ¥ — U —RiZ, 774 T FLASSLVPNE Y a0 DHE—ALX—=U NN EE2RL
9, ZHUCEY ., XNVERRESNTEHR—LX—UDNHEEISN, R—AX—U NS
<72 FET,

X —T — R value D% A D url-string BH T, Hm—L_X—TYDURL ZfRE L £, http:// £721%
https:// DWTINMNTIRE DA N 72T 20BN H D £7,

hostname (config-group-webvpn) # homepage {value url-string | none}

hostname (config-group-webvpn) # NO homepage
hostname (config-group-webvpn) #

HBEIY A A DEE
auto-signon =~ KX, 7747 MLV ASSLVPNE v a vOax—FHO 7N A
F AT, NTLM GERE, EATRGE, £72320M A 2T 2RAEDT=DICa 7 A v 7
LT vy (=P L RRT—R) 2N — NZEL 7, #50 auto-signon =~ > K
EANTE, Znboa<wy RFIANBRICAEELET BICATILca~y RBMERSNE
SR

B A U BEREIX, webvpn 2> 7 4 F o L— a2 webvpn 7 /—7" a7 4 F o Lb—
var, £FIwebvpn 2=V LT 4 X2l — g FT—RKD3ODE— R CHFATE £
T, =P ANTN—TFITEBIE L, T NA—TBTa— YUIERT D &) R 2R BB
DA SET, BT 5E— L, T 2FEOMRHHIC L > TR £,

RES = O EL—VORBY A 2 A 27 4t =TT DI, TDIPTuy 7 &
TIXURIZFELTCZOa~vy RO JEREMEH LET, T XTOH— N3 LTk %
T A —TMIT DI, BIEERELRN T B EFHLET, nod 7y a v &2HHT
HE, ITN—TRY —nbEEMATE ET,
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5547 kLR sSLWPN v 3 vAD AL oz |

WOBITIE, ZV—7FRY —webvpn 2> 7 4 F a2 L —a »E— FTAN L., HAFIEE
fEFLC, 10.1.1.0 205 10.1.1.255 O#FPFHD IP 7 K L A ZFF oW — 3X~d anyuser &\ 9 4RO
2—FOHEY A A ERELET,

/j(@ﬂ"?/ KTl Ix. %$muu$if_ X NTLM muuﬂf%’fﬁﬁﬁ L<C, 7747 hL ASSLVPN
t / varOa—HZH L, URI~ A7 https://*.example.com/* TEFE Sz —"~D7T 7 &
CHE A VAU ERELET,

hostname (config) # group-policy ExamplePolicy attributes

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # auto-signon allow uri https://*.example.com/*
auth-type all

hostname (config-group-webvpn) #

WD a<r REICIE, EARFEFEEZIEINTLM 3RG5E2ERA LT, 7 747+ b LA SSL VPN
tyaroa—HicxL, 7%y b v A 255.255.255.0 i H95 IP 7 KL * 10.1.1.0
DY—=N~DT 7B AZHB A VA ZHELET,

hostname (config) # group-policy ExamplePolicy attributes

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # auto-signon allow ip 10.1.1.0 255.255.255.0
auth-type all

hostname (config-group-webvpn) #

54 F7 2 RLRASSLVPN £y S 3 VD ACL DIETE

webvpn £ — R Cfilter =~ > R&HEH L, 207V —7 K)o —Fida—YLIcxLTr

FAT P ASSLVPN £y &g M2 ACL OA4RTZFRE LET, filter =~ N &

ANLTHETSET, 277447 F L ASSLVPNACL iTiEMH SN EH A,

filternone =~ > RZFEIT L THERRK L= X UEAE & T, ACLZHIBRT A2, Zoa~vr K’
DOnoERXEANLET, noAd v aBEHTLE, HERIO V=T R —n bk T
XDHLIDFET, TANZOEEMRALRNE DT 511X, filter valuenone =~ > R %
ANTLET,

filter 2~ FE AN L THETDHET, 7747 FLASSLVPN v a2 ® ACL i3
A EH A,

ACLEZHELT, ZOINL—FRY I —ITONT, SESEREZATDNT T 4 v 7 ZFA]
FFERLEST, WIC, filter 2~ REAHLT, TNHGDACLEZY T4 7 FL A SSL
VPN 77 4 w7 A LET,

hostname (config-group-webvpn) # filter {(value ACLname | none}
hostname (config-group-webvpn)# no filter

none ¥ — 7 — R|X, webvpntype ACL N72W\ 2 EA/RLET, ZHUTLD . XIUENREE S
TACL MEA S, BT N—T K =26 ACL Mk Sz 72 £,

X —U— K value D% 5D ACLname 3LFH|T, & E L7= ACL DL4HRIZIEELET,
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\}

GE) 277472 FLUASSLVPN v 3L, vpnilter =2~ R TEFR I TS ACL %1
Li-@:‘/l/o

WORFNE, FirstGroup & W2 AFTDO 7 NV—7" 7R v —"Taclin £\ 9 ACL ZF-ONHT 7 4 L
2 DORETEEZRLTWVET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # filter acl_in

hostname (config-group-webvpn) #

URL Y X FDEH

IN—T R =D FA4T 2 hLASSLVPNE—LR—IZURLD Y A M EFRTHED
WICHETEET, RIS, Zu— a7 4 Xal—3 g F— RTurllist 2~ F& A
NLT, 12U EOLARITE ) XA FEERTA2LENHY T, FEDOITN—T KR —I27
FAT Y FVASSLVPNE vy v a O — "L URLDOY A RZEHA LT, FrREDOZ V—7 K
Vo—DUARMNIZHDH URLIZT 7 EATEDHEHICTHITIL, Z/v—7 ARV 2 — webvpn
a7 4 X¥al—T gy B— RT arllist 2~ REETT A, (BT AU 2 N (B
")) OA4RTEMEHLET, 774V FOURL Y X MEIH D FHA,

url-listnone =~ > FZMEH L TR LI X VEAZ SO TY X FZ2HIBRT 212, Zoa~<v R
DOno EXREMEHLET, no 7> a  EHTLHE, BENDO T NV—T R o —h bk
TEX5XE21I0FEF, URL Y X R RAR SN2 WK H5129 5121, urllistnone =~ K%
FERHLES, a~vr RE2BEHTLE, BITT2REN EEEZINET,

hostname (config-group-webvpn) # url-list {value name | none} [index]
hostname (config-group-webvpn) # no url-list

TEORIZ, urklist 2~ RONRT X=X L ZOE®REZ R LET,

R 18 url-listaAX Y FOF—7— R EEH

INSA—4H =10

index == FOERROTTAFY T 4 &45
ELET,

none URL U A MZXNVEEZRELET, T 741
FEFIZIRELE V= RY o—nb U A
R E NN E I LET,
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5 L—TF K & — Activex Relay D4 +—T it |

NS A—%H =113
value name FEFHHSURLY 2 FOLRIZIRELET, =

DEI2RY A MERET HITIF, ZFr—sL
a7 4F=2lb—varE— RTurllist2~
Y REEHLET,

WOHITIL, FirstGroup &\ 9 & RO 7 /v—7 7R U 2 —I{Z FirstGroupURLs &9 URL U & b
AREL, TNRR—LR=VICRRINDIADO URL U X MIR 5 X5 ITHREL X7,

hostname (config) # group-policy FirstGroup attributes

(
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # url-list value FirstGroupURLs 1
hostname (config-group-webvpn) #

FIL—7T K1) —D ActiveX Relay DA +— T )Lt

ActiveX Relay #1425 &, 7547 FLASSLVPN & v a U aBHESL LT —YN, 7
Z 7Y & LT MicrosoftOffice 7 7Y r— a VA KEI T2 L5120 Ed, 77V r—
va i, By a &2 L TMicrosoftOffice F¥ =2 A v DA 7o —RET v Fu—FK
ZITWET, ActiveX DU L—{X, 7 74T NV ASSLVPNY® v a2 T3 5ETHER
7EFETT,

7747 MV ASSLVPN v a2 CActiveX 22 ba— L&A F—7NVERIETT 42—
TINZTBINE, FA—T7 R r—webvpn 2> 7 A F 2 b—Ta VE— RTROa~<> K%
ANTLET,

activex-relay {enable | disable}

T 74k TN—T R =5 activex-relay 2~ > RE#KT5I121E, koOoa~2 e A
HLET,

no activex-relay

WDa<y Rt BEOIZNV—7RY) —ICHEMITLNTWD Y T A7 LA SSL VPN
v ardActiveX 2 ba—LvE A X —T M LET,

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # activex-relay enable
hostname (config-group-webvpn)

GIN—TFRYS—IZT BS54 F7 2 FLASSLVWPNEY 3o TOT7 T 5r—2 3y
TOEADA x—T)Lit
ZDOIN—T R =TT IV r—a L TIBREBA RX—TNICT BT, JA—7 R
T—webvpn 2> 7 4 F 2 L—3 3 F— FT port-forwmard =~ FEZAHLET, FA—Fh
THT—T 4 71%, T 74V ETIET 4 B—T M7 > TWET,
TN—7" KU —webvpn 27 4 ¥ 2 L— 3 E— KT port-forward =~ REZ AL
T, TV —ary T BREAL F—T T BT, 7947 FLASSLVPNE » I 3
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B« oo ovmreonE

YCA—PREATELT SIS —va D) A NEERTHLERHY £, Fr—rL o
Y74 Falb— 3 F— RNTportforward 2~ REZ AL T, 2OV A MEERLET,

port-forward none =~ > R&FHITL TERLIEXMVMEEZEH T, JAV—7 R — a7y
Xal—2aryPbR—hT7+V =74 LV TBEZHIRT 2121, Z0a<r Fone Bz
ANLET, noA7varvailT2E, MOTLV—TFK) o—05 0 A NEHATE LD
RV ES, R=F 73TV —=T 47 VA FEMHALRNE IIZT 5I2IE. none F—U—F
ZHEE LT port-forward 2~ FEZ AN LET, none ¥ —V— NI, 74 VU TNRFELT
SNBNWZ EERLET, ZHICXY, IMERRESNT T 4 Z ) TREG S, 74
NE Y TERER SN R T,

Zoa<wy ROEBLIFRD LB TT,

hostname (config-group-webvpn) # port-forward {value listname | none}
hostname (config-group-webvpn) # no port-forward

X —T — R value D% A D listname LTH| T, 77472 NV ASSLVPNE > v a > Dz—W
MWT 7 BATELT )V r—vaOY A NEZHELET, webvpn 227 4 X2 bL—3 g
£— R Cport-forward 2~ FZ AL, 2OV A NEERLET,

REIZDa~y RefEfd 2L, milElE TOREN EEE SET,

WORFNL, FirstGroup & W9 A RTONERZ L—7 K Y v —iZportsl LW HR—F 74T —F 4
Y7 VANERET DHHEEZRLTWET,

hostname (config) # group-policy FirstGroup internal attributes
hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # port-forward value portsl

hostname (config-group-webvpn) #

R—b 74T —T 4 VI RRBDERTE
T N—7 R r—webvpn 27 ¥ 2 L— 3 > FE— KT port-forward-name =~ > R & ff
ALT, BED2—HF LI I N—T R —Txo Ra—HF~DTCPR—F 74U —F 4
VT h AT D E R4 R E L E T, port-forward-namenone =~ R Al L CTIERL L 7= X
NMEEEGD T, R EHIRT AL, 20a~vr Fon BERXE AN LET, no 7=
EIRET S L. T 7 4L M4 Application Access NETCENE T, BaRLAEHEHLARVWE S
F%1Z1%, port-forwardnone =~ RZ AN LET, ZDa~xy ROHLIRO LB TH,

hostname (config-group-webvpn) # port-forward-name {value name | none}
hostname (config-group-webvpn) # no port-forward-name

WORFNE, FirstGroup & 9 N7 /v—7" /R U 2 —|Z Remote Access TCP Applications & V5 44
A& ET D HEEZ TR L TWET,

hostname (config) # group-policy FirstGroup internal attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # port-forward-name value Remote Access TCP
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by ay A4 I—EHBCEATIRAL IO k1 20EE [

Applications

hostname (config-group-webvpn) #

Ty AV A —EHBICERTIRRKATOLY b U4 XDERE

HTTP [EfE D16

Iy RU—7 FAL A, BNF—TTI347 A vb—VrRLHL T, 71 2R OAEE
BB ERET /T4 7 THDHIEEMEGRLET, TRODA vE—V DR SIXRZR 5 A6k
23V £7, keep-alive-ignore =~ FZfiHT 5 &, EET A XALUTDA v E—T%FT T
F—TTIAT AvE—VLRRLT, Byvar AA~—DEHFHFIC T 74 v LR
XNV EHICASAICHRETE 9, #PHIZ0~900KB TY, 77 4/L I 4KB T,

N oW g D LIRSS HTTPHTTPS R 7 4 v 7 @ ERZIRET 511, 71—
7 R — @M webvpn 27 ¢ F o L—1 3 E— KT keep-alive-ignore =~ > K& fifi ]
LET,

hostname (config-group-webvpn) # keep-alive-ignore size
hostname (config-group-webvpn) #

Zoawry ROonBEREHHTHIE, a7 4 X2 —arhb ZORENEIBRISNET,

hostname (config-group-webvpn) # no keep-alive-ignore
hostname (config-group-webvpn) #

WOBTIL, ERTHF T2V FOERKRKY A XE 5KBIZERTELET,

hostname (config-group-webvpn) # keep-alive-ignore 5
hostname (config-group-webvpn) #

7 N—"77K Y 2 — webvpn &— KT http-comp =2~ > R&Z AL, FFED I N—TF T 1d2—
P LTI TIAT L P ASSLVPN By v a v &N LI HTTP T — X DJEME & A *—T /v
WZLET,

hostname (config-group-webvpn) # http-comp {gzip | none}
hostname (config-group-webvpn) #

AT 4 Xalb—varpbawy FaHIERL, ERMKSND LT DIcE, Zoavy
RO o ERZMEM L ET,

hostname (config-group-webvpn) # no http-comp {gzip | none}
hostname (config-group-webvpn) #

DTy ROBIRD EBY TT,

e gzip— /' NV — T E I Za— I LCERME A X —T T 5 2 LA RELET. ShiE
F7 4L METT,

snone—< DV NV—F E I —PFITH LEMR T 4 E—7 2SN D LR LET,
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B /7%y s—icxe 5 ss0v—niEE

7747 NVASSLVPNE Y>3 vDhE, Z/a— a7 4 FXal—varE— KT
B =

uxﬂi ZH7z compression =~ > KL, 7 /L—7 /K YU v —webvpn E— K< — 44, webvpn € —
THXE S H72 http-comp =~ RE VD MBI E T,

Wiz, Ze— LR —sales DEMEET 4 =T T B ERLET,

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # http-comp none
hostname (config-group-webvpn) #

GI—T Ry —[ZxtF B SSO H—/\DIEE

7 T7AT RV ASSLVPN ¥y va VI TE L 70 A A DY R — b & fil
MF2é, 2= Ra—PH e "RV = FZEERIAN LR T, SESEhT—0F
X a7 ROV —ERIZT 78 ATEET, V/—7 U T — webvpn E— KT sso-server
value 2~ FEAJ1T5H L, SSOV—RETN—TF R o —IZENYTHZENTEET,

TN—""RK U —|ZSSO H—"EE Y Y THIZIX, Z/Vv—7KRY T —webvpn 27 ¥ =
L—3y 3 F— R Tsso-servervalue =~ REHHLET, ZDa~vwr RTiE, =74
F o L —3 g 12 CASiteMinder 2~ > RREGENTWDHLERNH Y F9,

hostname (config-group-webvpn) # SSo-server value server name
hostname (config-group-webvpn) #

B YCTEHBRLTCT 740 s R —2MHATHI2E, Z0a<vr Fono BRXEFHALE
T TTANBRY =R IRV E DT BHITIE, sso-servernone 2~ > R&EH L%
7,

hostname (config-group-webvpn) # sso-server {value server name | none}
hostname (config-group-webvpn)# [no] sso-server value server name

SSO T — NZE Y B THENTWBT 7 /4 b R U > —% DfltGrpPolicy T9,

OB T, Zv—7 K — [my-sso-grp-pol | Z{ER LT, Texample] &9 4R SSO
P—NIZHID S TES,

hostname (config) # group-policy my-sso-grp-pol internal
hostname (config) # group-policy my-sso-grp-pol attributes
hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # Sso-server value example
hostname (config-group-webvpn) #

BEI1I—HDISATF72RLASSLVPN 7 ERADETE

KORIETIE, BEOZ—HF DI 54T ML ASSLVPN Y a v OBREED AL AR
FTHLHEZOWTHIILET, 2—FHar 7 1 Falb— 3 F— FTwebvpn 2~
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\)

BE1—YDISAF7Y FLASSLVWPN 79 L ADERE .

ZHERALT, 22—V 4 webvpn 2> 7 4 X2 b —a v — RE2BBLET, 2947 L
ASSLVPNIZL T, =—Hi%, Web 77 UHFZMHLTASA~DOEXF 27 R)E—KT
JHEAVPN M RNVEMHSLTEET, Y7 MU =T E3N—Ry=T 75347 MILE
b EFA, 7I7A4T 2 FPLUASSLVPN ZEHT 252 & T, HTTPS A ¥ —x v k¥4 hC
T I RATEDLIFEALETRTOI L E2—2n5, MREV Web U Y — 23 LT Web %fii 7
TV = a VBT 7 BATEES, 7747 ML ASSLVPN X SSL BLRZEDH
MTHHLTLSLAZFEH LT, VE—ha—¥ L Filtf NTHELLFREDYR— ST
WAHNERY Y —2 L DM DX o7 e 2Rt LE T, ASAIZT 0x o3 20N H D
AL, HTTP B — NEGRGEY 7V AT A L% L Ca—V 2 RGE L 97,

a—HL webvpn 27 4 X2 b—T gy FT—RKDavwr NiZk->T, 77 A/, URL, TCP
TV r—var~DI AT FLASSLVPN Yy v a VRO T 7B A2 EHRLET,

ACLBIOTZANEZ Y U TFTHNT T4 DXATHIEELET, 7747 F LA SSL
VPNIX, 774/ FTIET 4 E—T7 Ml >TWET, ZIbHDwebvpn v R, I~
ROBEZToTea—FAICOREHINET, Fur 7 MRZ{L T, =—34 webvpn =
V74X al—var ®T—RICASTZZERNDLNY ET,

hostname (config-username) # webvpn
hostname (config-username-webvpn) #

a—H4 webvpn 27 4 X2l — g F— R TANLETRTOa~ > REHIBRT 51
X, Zoa<wr Fone WEFEHLET,

hostname (config-username) # No webvpn
hostname (config-username) #

BFA—IL TaX 2 FEHTHE-OICT T4 T P ASSLVPN 3R ETAMLEITH Y £
Moo

GE)

ra—Nary7Z 4 Falb—aryET—RPrHASLwebvpn E—RTlE, 7747 FL X
SSLVPNE v > a7 a— \VRELAER CEET, ZOHTHHLL, =2—F4EF— F)
BA-sTzz—HZwebvpn 2> 7 4 X al—var T— RElfT5E, FFEO2Z—FDI T
ATV MVASSLVPN Yy v arDary 74 FXalb—val Bl AN A ATEET,

a—FLwebvpn 27 4 F 2 Lb— a3y B— KT, RONRNTA—HEHAZ< A XA TEE
To BT A=FIZONTIE, HBEOFIETHA L ET,

* customizations

* deny message

« html-content-filter
» homepage

« filter

« url-list
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B vreoinsysszassoverivzs roke

* port-forward

* port-forward-name

essoserver (TN B A Ay P—N)
* auto-signon

» AnyConnect Secure Mobility Client

« keep-alive ignore

* HTTP compression

WOFIZ, username anyuser attributes [Z%f L T —44; webvpn 2> 7 4 ¥ 2 L —3 3 > F—
RZBAthd 5 TlEZ R L TWET,

hostname (config) # username anyuser attributes

hostname (config-username) # webvpn
hostname (config-username-webvpn) #

HIMLMWS 4L Y84 3a0FoveEATocy FDIETE

DOa—YDIF7A4T > FLASSLVPN & v a?java, ActiveX, f A— A7 U
M 79X —%T74NX ) 7T, 2—F4webvpn 27 4 a2l —2 g E— KT
html-content-filter =~ RZASILET, TV T4 A ZEHIRTHIZIE, Zoavy
K no & AJ1 L £ 9, html-content-filter none =~ > K& 31T L TIER L 7= X VEEZE
T, IRXRTOar 7Y 74 VZEHIBRT 212, slIBEHBEETICZ0a~ 2 Koo B
EANLET, nod7varafElTLL, 7V —7 R v—nbEafliATcEET, HTML
AT T 4B EK LR D I2T 511X, html-html-content-filter none =1~ > K% A
JILET, HTIML 7 4 Vv Z U 71X, T 74V FTT 4 B—7 L TT,

WEIZDa~y Reffd 2L, milElE TOREN LES SNET,

hostname (config-username-webvpn) # html-content-filter ({java | images | scripts
| cookies | none}

hostname (config-username-webvpn) # no html-content-filter [java | images | scripts
| cookies | none]

ooy RCEATAZF—U—RiX, kO LEBY T,

e cookies—A1 A —T 5B 7 v X —%HIFRL T, BREMRINETZ A NEZ ) T LT AN —
iRtk LFE9,

simages— A1 A — U ~DOZMEHIFRL T (KIMG> # 7 ZHIBR L £7) o

« java—Java 3 L Y ActiveX ~DOZ M &K L £+ (KREMBED>, <APPLET>, B IO
<OBJECT> @ <OBJECT>%&- % V%W LET) .

enone—7 A VH U T EITORWI EERELET, XNVEEZRTEL T, 740XV T
EHEGLET, 74X U TEEMREALRNESICLET,

. CLI 7w% 3:CiscoASA &) —X94VPNCLIOA Y T4 Falb— 3y HA K



| 9547 rLRSSLVPN

a—4 h—sr—voiz |

escripts : A7 V7T 4 T ~OZREHIRLET (SSCRIPT> ¥ V7 ZHIRLET) .
<SCRIPT> tags).

OB, anyuser & D ABTO—IFIZ, Java & ActiveX, 7 v ¥ —., BLUOA A—TD 7 4
WG T ERIES D EERLTOET,

hostname (config) # username anyuser attributes

hostname (config-username) # webvpn

hostname (config-username-webvpn) # html-content-filter java cookies images
hostname (config-username-webvpn) #

21— R—LRXR—TUDIEE

ZOA—=YRTTAT L FUVASSLVPN By v aiiu s A Lzl EIZFRRIND Web
R—=Y DO URL #HET HIT1F, =—H4 webvpn 2> 7 ¢ = L— 3 > F— KT homepage
a< R&EAS L%, homepagenone =~ > RE5HIT L TIER L= X UEZ G DT, HIES
NTNDER—LR=VEHIRTHICE, Z0oa~<vr FonBERXE AN LET, no A7 a3
T L, TA—T R = OEEMREKTEET, A= X—UZf{K LWL 5T
%1Z1%, homepage none =~ K& AS) L F7,

none Xx— 7V — RNiX, 74T FLASSLVPN R—L_X—IU RN NWZ L2 RLET, ZhiC
L0, XIMEDBHEESNTHER—LX—UBELRIN, F—AX—UBNE SN2 7,

*—1T — Rvalue D% A D url-string 28T, H—ALX—YDOURLZFRE L £, http:/) £721%
https:// DWTIINTIEDL A N U 7T HMERH Y £7,

FITF I RDFE—LLX—JH 0 T AL

hostname (config-username-webvpn) # homepage {value url-string | none}

hostname (config-username-webvpn) # NO homepage
hostname (config-username-webvpn) #

WL, anyuser &9 ARTO 2 —HF DR—L~—T & LT www.example.com Z$5ET 5 5
EERLTWET,

hostname (config) # username anyuser attributes
hostname (config-username) # webvpn

hostname (config-username-webvpn) # homepage value www.example.com
hostname (config-username-webvpn) #

EEAytE—CDIEE

2 —4 webvpn 27 f ¥ 2 L—3 3 2 E— R T deny-message =~ RZAJT5&, 7
FAT L MLV ASSLVPN © v a VICIEFEICT 7 A 0 T& 5N VPN FHEZ 72720 £— b
2—PFIZEETHIAvE—VERETEET,

hostname (config-username-webvpn) # deny-message value "message"
hostname (config-username-webvpn) # no deny-message value "message"
hostname (config-username-webvpn) # deny-message none
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no deny-message value =~ > NiX, VUE—h 2—HFNA v E—TU2ZEFELRVEIIC, Ay
=V FHNEHIBR L £,

no deny-messagenone =~ Nid, #fi7n 7 7 A VR —Dar 7 4 Fab—ainb
BEEEHIBRLET, AU —IEEEEkA L E T,

A=Vl BT, A= BROHEREZ B ORT CRROL CFE THETE
FTNB, HAOBIHAFIIA T havEHA, TXFA ML, v /A VR E— h2—F D7
T UWIZER/RSNET, deny-message value =~ > NIZLFHNE AT HEXIL, a~v> KR
Ty TTLGETHHRITTCANLET,

T 7 4V EOFER A = kO LB TF,  [Loginwas successful, but because certain criteria
have not been met or due to some specific group policy, you do not have permission to use any of the
VPN features. Contact your IT administrator for more information. |

WOF DI D 2~ R, =—F4E— FIZAD ., anyuser &) ARTO 2 —FIZ@EIEE R
ELET, #Da~r Rix, =2—FZwebvpn 27 4 Falb—var E—RIZAD, 0D
Z—PZRHEMT DN TWAIEEA v — VAR LET,

hostname (config) # username anyuser attributes

hostname (config-username) # webvpn

hostname (config-username-webvpn) # deny-message value "Your login credentials are OK.
However, you have not been granted rights to use the VPN features. Contact your
administrator for more information."

hostname (config-username-webvpn)

7747 MUVASSLVPN v g VAN LIz —FDR—LX—VIZURLD Y A F&2F
RTHEIITHETEET, RIS, Pu— L a7 X2l — 32 F— RTurllist =
<~ REASILT, 1O EOARI XV A NEERTHZMERHDET, 7747 FL A
SSLVPN OFFE D2 —H(ZH— L URLDO Y A & HT 5121k, = — % webvpn =27 o
X2l —varET—RKRTurllist 2~ FE AN LET,

url-listnone =~ > RZfH L TER LIZXVEEZEHTY X FEHIBRT 2100, Z20a< s R
DOno X EASILET, no 77 a v z2FEHTHE, 7V—7 R —bEEMEKTE
F9, URL U X R IRV E DT BIZIE, url-listnone =~ RE AN LET,

hostname (config-username-webvpn) # url-1list {listname displayname url | nonej}
hostname (config-username-webvpn) # no url-list

ooy RTCHEAT AR —U— BT, kOB T,

s displayname : URL D4 i 45 E LET, ZOLAANE, 7747 B L ASSLVPNE v 3
VDOR—F ) NR=VICFRENET,

e listname : URL % 7 /v — b9+ 248 &2fEL £7,

enone : URLDY Z " RFEIELARWZ 2R LET, XVEZHEL T, URL Y X F&iE
HLET, URLYV A MNDEEMALARNESICLET,

surl : 7747 ML ASSLVPN D—HR7 7 A T& 5 URL #HELET,
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F7F#LEFDOURL Y X MIHY EHA,
WEIZOa<wy FEEATHE. piRE TCOREN EEXINET,

WOBE, anyuser &9 £ RO —H (2 AnyuserURLs & V9 URL U A k& §&%ET 5 k% R
LTWET,

hostname (config) # username anyuser attributes

(
(config-username) # webvpn

hostname (config-username-webvpn) # url-list value AnyuserURLs
hostname (config-username-webvpn) #

hostname

a—4H® ActiveX Relay D 1 *— T L1t

ActiveX Relay 2425 &, 27947 FLVASSLVPN & v a VU EHENY. Liza—WN, 7
Z Y& L MicrosoftOffice 7 7V 77— g U EABEEN T A L)1 Ed, 77U r—
vaid, By v a rEHEH L T MicrosoftOffice RKF 2 A AU —RKET v —F
ZIATWET, ActiveX DU L—iX, 7 74T FLASSLVPNE v v a V2 TT5ETHL
REETT,

7547 FLASSLVPN £ v = d ActiveX 22 b B — L&A F—7 NV E71ET 4 £ —
TMZTBHITIE, 2—FHwebvpn 22 7 4 X2l — 3 B— R TROa~ REANLE
7

activex-relay {enable | disable}
TN—"" R =I5 activex-relay =~ NZEKT HI121L, kD=~ FEASTLET,
no activex-relay

WD a<y Nix, BEO2—VAIZEEMT SN TND 7 T4 T ML ASSLVPN &> g
vO ActiveX v ha—L&x A4 F—T ) LET,

hostname (config-username-policy) # webvpn
hostname (config-username-webvpn) # activex-relay enable
hostname (config-username-webvpn)

DS54 TF7 2 RLASSLVPN Y3V TOT7 TN r—2 30 7O9RADA 2—TILE

ZOa—YOT TV r—vary T I EAERA X —TNVIT HITIE, 2 —F 4 webvpn 27 ¢
Fal—3 g E— RTportforward 2~ REANLET, A—hk 7+U—F 1 > TIL,
T 4N NTIET 48— Mo TWVET,

port-forwardnone =~ > R&ZHIT L CER LT XVEEZED T, a7 4 Falb—Tarhb
R—b 74U —F 4 7 REMEHIRTHICE,. Z0a<wry RonBXE AN LET, nod 7
varefiflTo L, IA—T R =L U XA MK TE LR ES, T4 Y
VIRELSLTCR N T4 T =T 47 UAMEMA LKL DIZT HIZIE, none ¥ — 1 —
K& F8E L C port-forward =~ > KZ AL E7,

hostname (config-username-webvpn) # port-forward {value listname | none}
hostname (config-username-webvpn) # no port-forward
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hostname (config-username-webvpn) #

*— U — K value D% A D listname SLFH|T, 7747 L ASSLVPN D —HR37 7 & A
TELT7 7V =2 a OV A NERELET, 27 4 F 2 L—3 3 F— FTport-forward
av REANLT, 2OV AR MEERLET,

WA ZDa~y RefEfT 2L, milElE TOREN LES SNET,

a2 —W4 webvpn 27 F 2 L—3 3 > E— KT port-forward =~ REZ AL T, 77
Vor—var 70 AeA X—=TWIT LRI, 7747 FPLUASSLVPNE v g Ta—
PO TE 277V r—va DY A M ERTOLERHVET, Ju—rUL a7y
Fal— 32 F— KT port-forward 2~ KEZ AN LT, 2OV A REEFRLET,

WOBIE, portsl EWHIR—K 74U —F 4 7 VA NERET HHEEZRLTWET,

hostname (config-group-policy) # webvpn
hostname (config-username-webvpn) # port-forward value portsl
hostname (config-username-webvpn) #

R—bk T+ T—T 4 VIRTBDHRTE
2 —H% webvpn 2> 7 ¢ F 2 L— 3 > E— KT port-forward-name =2~ > R&2{HH L, F
EDOL—PFHIZZ Y R 2—F~DTCP R — b 74T —F 4 V7 il T o E R4 =R ELE
9, port-forward-namenone 2~ > F&fEH L TER LIZXVEEE DT, BRAEHIBRT D
WL, Z0avr FOono BREATILET, no A7 a v EETHE, T 74V M
Application Access NEITCSIVE T, KRB EMLEH LAWK 5127T 5I21%, port-forward none
a~xv s R ATTLET,

hostname (config-username-webvpn) # port-forward-name {value name | none}
hostname (config-username-webvpn) # no port-forward-name

WL, RN— MRIES test ZR T T D FHEEZRL TWET,

hostname (config-group-policy) # webvpn
hostname (config-username-webvpn) # port-forward-name value test
hostname (config-username-webvpn) #

Ty I BAY—EFRICERIIRRAT TV b H( XDKRE

X FU—7 TNRA AL, HOX—TTIAT A=V LT, T3 AR ORI
BB EWET VT4 7 THDHZEEHRLET, INHDOA vE—VORE SR 5 AHeEM:
NV E ¥, keep-alive-ignore =~ NI+ 2 & FEEV A ALUTDA Yy —T%F T
F—TTIAT Ay —VERRLT, By var IA—DEFRHI LT 7 4 v 7 L AR
SRVEDICTASAICHRETE EJ, #PHIZ0~900KB T¥, 7 74/L hMI4KB TT,

N U g DL D HTTPIHTTPS 7 7« v 7 @ EIRAFEET 21213, 70—
7R —EME webvpn 27 ¢ X2 L—3 3 F— KT keep-alive-ignore =~ > K% fii
L\i‘a_c
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hostname (config-group-webvpn) # keep-alive-ignore size
hostname (config-group-webvpn) #

Zoavwry ROon R EERATLHE, 27 4 X2 —arnb I ORENHIBRINET,

hostname (config-group-webvpn) # no keep-alive-ignore
hostname (config-group-webvpn) #

WOBTIX, ERTHF T2V FORKRY A X2 5KBIZHRELET,

hostname (config-group-webvpn) # keep-alive-ignore 5
hostname (config-group-webvpn) #

BEiY A VA DERTE
NTLM, FAKHTTPFREE, FidZom FE2HERT L NEY— N, 7747 b LA SSL

VPN DR EZ—FDu /A 7 LT vy v BECIET I, =—F4 webvpn =27 ¢
F a2 L— 3 F— FTauto-signon 2~ REFEHLET,

auto-signon =~ NiX, 77447 ML ASSLVPNE v a v O2—FHDOL IV HA
Ao AT, NTLM GERE, JEATGE, £X20OM A2 EHT L2RADT=HDICr /A v 7
LT vy (=4 ERRT—R) ZNET—/NZE L7, 5O auto-signon =~ o K
EANTE, Zhvo0a<wy RFANBEIZRBEEIEST A LTca~vy R EEESRE
)

HE 1 A U BEREIL, webvpn 2> 7 4 F =2 L—3 3> webvpn Z v —7 2T 4 F a2 L—
var, ¥lzidwebvpn 22—V H T 4 F a2l —vary F—RFDO3IODE— R THEHATEE
To —VERITN—TITER L, T A—TNTa—r0 ’{Ef‘ﬁﬁ“é & D IR 2R SR B R
DA SET, BT 5E— N, T 585EO A REPHIC L > TR £,

BEEV—N_AADRFE2—TOHEY A VA 2T 4= NI TDHIT0E, T IP 7 r vy s %
FIXURIZRHRELTCZOa~vy RO no BXREEH LET, 7 XTOH—NZxt L CREEE
T A =TT HIE., BIBEEELLWVWTCne EXEZHEHLET, nod 7Y a a2 HHT
HE, ITN—T R =L EHERTE T,

WD <2 REITIE, EATREEZIXINTLM ZBREZFEH LC, anyuser LW IHZARTD Y T4 T
> LA SSLVPN O=—H(Zxf L, URI < A7 https://*.example.com/* TEF S 172V —/3~
DT 7 EBRZHEBY A A EHRELET,

hostname (config) # username anyuser attributes

hostname (config-username) # webvpn

hostname (config-username-webvpn) # auto-signon allow uri https://*.example.com/*
auth-type all

WDa<y REICIE, 7% b A2 255.255.255.0 2 I L C. anyuser &\ ) & RETD 7 Z

AT L ASSLVPN Oa—HIZk L, IPT7 FL X 10.1.1.0 ZF 0o — _"~DEAREIFEE /-
rctNTLMnALAn J:éﬁ%bﬁ/(/z]‘/% ﬁiﬂbij«
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hostname (config) # username anyuser attributes

hostname (config-username) # webvpn

hostname (config-username-webvpn) # auto-signon allow ip 10.1.1.0 255.255.255.0
auth-type all

hostname (config-username-webvpn) #

HTTP EHaDFEE

a2 —W4 webvpn 27 f F o L—3 3 > E— RThttp-comp 2~ RE AN L, FFEDZ—
PIZK LTI FA T FLUASSLVPN By o g &4 LT HTTP 5 — X O Efi A2 A 72— 7L
W LET,

hostname (config-username-webvpn) # http-comp {gzip | none}
hostname (config-username-webvpn) #

a7 4 Falb—varnbavwy REHERL, ERMEAIND LT 2ITE,. Zoavwy
KD no B AMH L £,

hostname (config-username-webvpn) # no http-comp {gzip | none}
hostname (config-username-webvpn) #

ZOa<wy ROEBLITRDO LB TT,

s gzip— VWV — T E T — Ik L TEMZ A F— T NMICTH 2 EZ2BELET, Zid
774 METT,

snone—% DV NV—FE T2 — PR UEMER T 4 E—7 SN D LR LET,

7747 FUASSLVPN Yy v a D6, Jrn—bary 74 Fab—vay B—RT
A% E & 4U72 compression 1~ 2 RiX, 7 /L—7 7R U I —webvpn E— KL —H 4 webvpn £ —
RCEE S 72 http-comp =~ > R LD HEHLINE T,

WORFNL, testuser &9 L —HH TEMAET 4 B—7 /ML TWET,

hostname (config) # username testuser internal
hostname (config) # username testuser attributes
hostname (config-username) # webvpn

hostname (config-username-webvpn) # http-comp none
hostname (config-username-webvpn) #

A—HITxtd % SSO Y —/\DIEE
7747 MUASSLVPN Yy v a U IRIFICEHTEL VIV g A O AR— N afE
HA+25L, 2—FiEa—FA LR = REGHEIAT L2 TH, SEIERT—1DE
X T REEOY —ERIZT 78 ATEXET, =—H4 webvpn & — KT sso-server value =~
VREANTHE, 2—FIZSSO—REED Y THI LN TEET,

SSO Yr— N2 —WF|ZH Y Y THIZIE, =—F L webvpn 27 F oL — 3> E—RT
sso-server value =~ > REMHHLET, Z0a<vr FTlE, 207 4FXa21b—3 32 CA
SiteMinder =2~ RREENTWIHILENH D 77,
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hostname (config-username-webvpn) # Sso-server value server name
hostname (config-username-webvpn) #

B U TEHBRLTT 74V N R —2FEHT 1203, Z0a~vr Fon BRNE2HEHLF
T T7AN R DA IRV K DI T BIZIE, sso-servernone 2~ RafifH L £
7,

hostname (config-username-webvpn) # Sso-server {value server name | none}
hostname (config-username-webvpn) # [NO] sso-server value server name

SSO H— NZE ) B THNTWDHT 7 44 b R Y ¥ —i% DfltGrpPolicy T,
OB, example &5 4RO SSO H—/3% anyuser &\ 9 A RTO—FIZH D B TEF,

hostname (config) # username anyuser attributes
config-username) # webvpn

config-username-webvpn)# Sso-server value example
hostname (config-username-webvpn) #

hostname

hostname

(
(
(
(

AI—hr FOoRILTOER

WOETIE, 7IF9AT 2 FNLASSLVPNE YL a L TAY—h N RA TV ERE AL F—T
MZT D HE, ZN6DT 7 A2 T 27 7 A— g v ofgE. BLXOYER LorEic
DWTIBH L E T,

Av—F FRNAVT 7 REAZEETDIZIE, Av—bF bV VR MZERLET, 2DV
A RNZF, Aw—F bRV T 7 RRACHELIZ LD EOT S r—vay, BIOZDU
2 MBI N RRA VN AR —F 4 V7 VAT AEEGEDET, KN —T R
Uo—Fide =l a—F KU —TiE1oOA~v—hk bR U A RRPR—FENT
WA, TITUFR—=ATIERWT 7 ) r—yva v ahiR— bR e 5700, J—7
fELTA~—hF bV U R NMIMADRERHY 3, VA NEERLIEDL, 12 LD
N—T R v—Flign—n a2—F K)o —IZZDV A EEID Y TET,

ROETIEZ, Av—bF PRV BIRZOREHECONTHIALET,
o Zw— |k My x/LIZHONT (368 2—)
o Av— I MUV ORTHESRM (369 ~—2)
e Av— kK NNV DHTA RT A (369 X—)
e Av— K RN T I RRICHEKIT TV r—a OB (371 X—)
e Zw—h Fr /L U A RMZOWT (371 2—73)
e Av—h by RY —OREL LA (372 X—)

e A — K~ MRV MU RURY —ORELEH (373 2—)
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e Av— |k RURVHBEYA AL R U R FOER (374 <—Y)

« Av— bk FURNVABYA AL =N U X hAOY— OB (376 X—)
c Av—b bURA T I EAOABIE (BT N—)

e Av— K MRV T I RADA F—T ML A7 ~DY Y % (378 X—)

e Av—h Mo rAMbEOulFT7OHRE (379 2—)

AI—bF FRILIZDINT

A<—hF by FE, TCPR—ZADT TV r— a7 T4 _— k%4 NE OB T,
ZDA—F bURATHEH, X2 VT4 TTIAT LV ABNRAT A, ASA T 0%y
P—REeFT 57547 LA (FTTTHPFR—R) SSLVPNE v g UIMERENET, X
~—F MRV T I RVRAEHFATIHT SV r—vavzZfEL, £7 7V r—varon—
BV INAZFRETE F9, Microsoft Windows THEITT 277U r— g LV OEAIE, v
THEDSHAL Ny a2 D—FE, A~v—F N RIV T 7B AEFFAT 5504 LTERD
TEET,

Lotus SameTime 3 X O Microsoft Outlook (X, A~—h R RNV T VB RAZHATHT Y r—
a rOFTY,
A<w— N FURNVERTETDHIE, TTVr—2aiNg 74T M THDHN. Web k7T
TV r—aryThOIZNIS LT, WOFIEONT NN EFEITTLHILENDHD 77,
cVIGAT N T TV = a1 OUEDOA—F PR VA RNEERL, A<—
NNV T I RAZMELETDEIN—T R —Fdn—h L a—F R —IT%
DY A NEEY L TET,
e A — kK MRV T U A Web kST 7 r—2a O URL ZRETH 1O

b7y r~—27 VA M) EERL, Av—h bRV T I BREZNELTH
ITN—T R —FFua—hLa—F R —ZFDYU R NEE DB TE4,

/2. VAT FLASSLVPN vy v a v EZ N LA~ —F hoRpAUERTCOQ T A
LTy VOREEBEMET D Web s 7 7Y r—va v A FBIERTE £9,
AI—hk FoRILDA) Y +

A<w—hF NUVRAVTIERATIE, 29AT Y MDTCPR—ZADT TV r—a i, 790
PR—=Z2D VPN L TH—ERIZT 7 BRATEET, ZOFETIE, 77740
VH—FT 7 7y —ThshR— MekE i LT, 2—FITITRDO X 5 BREBH Y £,

e Av—h hrxME, FITA KD R T = AR ELET,

o R— MEELIZRARY, Av—F FUFATIE, =NV K= r~Ou =T 7Y r—
YarDa—PERAEAER LN LICEY 2= =7 AT =20 S E
S
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o N— FEEE L TR A~v—F PR TIE, 2—PVIIEHERFEZ R OLERH Y £
NEWVR

T OREIE, VAT N TPV =g B VE—F arta—ZICA VA b—
VT BB 2N E WD T,

AY—F FURILDRHREH
A2 —hF R RATHR—-FNENABAT Ty N T4 —LETFIHFHONTIL, [THR— s
DVPN 75w h74—5A, Cisco ASA5500 U —R] #HBL T IEEW,
W OB L HIFREIED Windows TOZA<—h R RV 77 A IEH S £,

 Windows Tl 7' 7 7% T ActiveX % 7-1% Oracle Java 7 > % L Ei5E (JRE 6 LA 2 #E14E)
A FX—T ML TEBLILERD D,
ActiveX X— U Tix, BET 5 70 —7 R Y 2 —IT activex-relay =< > K& AJ) L CTEL
ZERMETT, avr RFEANLTWED, AU —IZA<—hk bbb U X NEE|
DYTTCWVWT, T RRA U DT T FOTaXf0 0 A M TT XU EESNT
WHEA, 20U A MZ Ishutdown.webvpn.relay.] => F VU 2803208 RH D £,

e Winsock2 D TCP X—2Z2 D7 7'V rr— g U720, A~— bk MRV T 72 AT#ET 5,

e Mac OS X OHEAIZIRY . JavaWeb Start 27 7 U CTA F—T NI L TBL MNERH 5,
e Aw—k hrFRL, IE OILERET— REEBRMERH Y THA,

AX—hk FORILDAA KSA4 Y

e Aw— |k M R/UE, Microsoft Windows #5TLTCWAha v Ba—XttXxaUT 4 7
TIAT A ICBEE SN e X T E YR — N5, Avw— bk FrxRiE, Windows
TY AT LEIRDINT A—H ZFET 5 Internet Explorer 5REZMHH L £, Z OREN
TaxUERESLLAENH Y FT,

e Windows 2> B2 — % T, 7RBX TN ASAILT 7 v AT HMERGL581X, 77
ATV NDOTITOFICAZT 47 Taxy 2 NUBKETHY | BEHEORA
NRTFGAT U ROTRXIFNDY XA MEENTWLILERHY £7,

eWindows 2 E2—& T, 7aX TN ASAILT 7B AT ANLENRRL, 7N
RANT TNV r—2a il T 7B ATHMNENDDGEIE. ASART T4 T D
TuaX PN DOY A NMIEGENTVAELERD Y 7,

TaXY VAT AIAZT vy Taxy s N ERIZHEBRED Y T4 7 v hOK
B, FTIEPAC 7 7 A ML » TERTEET, BlIfE. A~—bF bV T, AH
T4 T TaXURELTNIR—FENTWET,

¢« A~— bk k2 R/ TiL, Kerberos Constrained Delegation (KCD) [ZH7AR— k Zi7avy,
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B <~ roxnorsrsqy

e Windows D356, a~>y R 7o MnpbB LT 7Y r—ra AV — K bUx
Jv 7’71227&;Ej]uﬁ‘6i5/\ I, A¥—hK bV YR RO 1HOOxT 2 YD [Process
Name] (2 Temdexe] Z{EEL., BlOZ MVICT VU —v 3 VEERA~ONRNRAZHRET
HMENRHY EFT, ZHuE Temdexe] BT 7V r—2a L OBTHLHT-DHTT,

cHTTP XR—Z2D U E— ks 77 ERIZL ST, W OPDOHF TRy R VPN 7 — b7 = A
~NDA—Y T IR AETay s T5HT kﬁ%éo_ﬂ%WETé IZ. Webt = K —
PFOLFTEDOMDO ST 7 4 v 7 BN—T 4 7T 572012 ASA DRI mﬂ?/%ﬁa%ﬂ/
F9, ZOTaF TN CONNECT FRZVR—FLTWALENRHD T3, RIEN LR
Tax DA, Av—h FURME, BERXA V2 A NRGES A TTETE AR — R LE
7

e Av—h RIS L ASAIL, 77 UH Tt ANELTHLHYEIC VPN
Ty alBRHATTIRCTOT I UV NI T7 4w BT 74N N TEETD, F7-. tunnel-all
RY —DEHAENTOWDIEAITDH, ASA LR UL EZITWET, 22—V N7 T oW
Tav ADRIDA AL AZRETHE, VPNE Yy a VA TTRTCO N T 7 4 v 7
NEFEENET, 779 TuvARNFELT, ¥X=2UT7 4 T7I7A4 7 AN URL~D
T 7 ABRMELRWVEES, 2—PIZFOURLEZL Z L IXTE A, MRS LT,
tunnel-all TIZ722 W R kL WY —2E Y Y TE4,

e AT — R TN T 2= LA —NN=RBRgLE L&, Av—F brRrAEERIIMERFINLEY
No T—WITT = — VA ——RRICHERT DLERDH D 77,

e Av—h MoV DMac/X—2 3 %, POST v o ~—20, 73 —L_X—AOHHEY A
AV, FETZIEPOST w7 m@Eifia AR — F L7auv,

e macOS = —YDHE, F—F ) X=UhLEEINZT 7V r—ya VEIRA~— b
oty v CERAMNLTE D, ZOERITIR, Firefox IZxfT 5 A~ — K hrx
NOYR—bbEENET, Av— b bRV ERINHERT LB, Firefox 2 H L
T Firefox DRIDA > A X o A& FL#T 5121, csco_st EWVVHZRTO— a7 7 AL
MULETT, ZO2—F 7077 A ABFIELRWGE, By a Tk BT 589
o —PIZERLET,

emacOS TiL, SSLTZA 7T VIZHAFT I vV v 7 Eniz, TCPREMRT L7 7V 7r—
varuEAY—h MURALTHATE 5,

emacOS TlX, A~v—k Forp/WIKETFHR— K LAV,

eV RRy 7 2bENTZT 7V r— a3 ([View] > [Columns] ZEHALC7 277 «
BT 4 E=X TCHERLET) .

e FuFL H—ER

« HENY A A

20D VNIV DAFIAN—=AZMHT 77V r—var

e Telnet, SSH, CURL 72 XD a > V) — N _X—2ADT SV r— 3

« dlopen F 7= 13 dlsym Z{#H L T libsocket = —/v% RO T 77V Fr—a v
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23—k brRL 7o eRIcERLET T r—vavoen [

e libsocket =2 — V& BAOTFHETAZT v 7)o 7 E3NT=T7 ) r—va v

emacOS Tlid, 7BEA~D T )L NANRKETY, £o, TO/NRIIKRILTFE/NLTFNX
MENET, FE2—TLORZREZHEELRNL T HIT0E,. #HS S ADFHIZF VL (~)
ZANHLFET B ~binlvnc) ,

AX—k PRIV THERIZEREGETZT T)5— 3 008EM

HFEASADY TAT Y FLUASSLVPN 207 4 Falb—vad, Av—hk b UR b
EYHR—FLTHET, £Y A MI, Av—F RV 77 2R ZHEKR L HOUEOT 7Y
r—varkRrLET, F7NV—7 K v—FiFda—FLAIFE1HODOA~v—F FrxL U A
FOBEFR= LT DD, $F—PENDET TV r—v a0ty bEAV—b bR
UA M N—=TT DREN DY £,

AI—F F2ORILYR RZDLNT
TN—T R —ba—FLHT LI, ROWTNNEITH L HIZF T4 T hL A SSL VPN
ERETEET,
e x—HFpu A4 UHFICHBNICA~Y— R R TV AEZBET S,

ea—Honu A UICAT—F NURLV T VB REZAL F—TNICT D, 2L, 2—H
I£27 747 h LA SSLVPN 7R — % )L ~X— (D [Application Access] > [Start Smart Tunnels]
REEMBHLT, A~v—F RV T 7B R2FETHAET HILERND D,

A

GE) Av—hk b ualtr F7rva i, FO—7 RY —
L a—PLITH L THWIEHIA T, 1720 #EHA L TLLEE
W,

WD smarttunnel =2~ RiZ, &7V —7F R L —ba—PFL THHAETT., £ L—7 K
Jo—ta—HPLE0ar74Xal—rait, ThbDa~vwy RE—FIZ1575F R — b
LET, 201D, 1o0a~r KRANESND L, ASAIE, 4D NV—TKRY v—F720%
I—HPYDaL T 4 Fal— g NFEETAavr Refilnwav s FeEExHmz 9, &
#Boa<r ROPEIL, I —TF R —F 7132 —P4L T TICAEET 5 smart-tunnel =<
v EBHIRE BT T,
e smart-tunnel auto-start /ist
a—HFoa A4 UEICHBIICA~Y— R T 72X EBET 5,

e smart-tunnel enable V A

a—HFou A VI AST—F PR T 2B REA F—T VTS, EEL, 2—H
127 A4 7 > kL ASSLVPN &R — 4 L ~3— D [Application Access] > [Start Smart Tunnels]
REEFEHALT, Av—h bR T 27222 FEHTHBTILEND 5,
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* smart-tunnel disable
Av—h MR T 7w AEEIELET,
* no smart-tunnel [auto-start list | enable list | disable]

smart-tunnel =~ > KRNV —7 R o—F/ida—HFLar7 Xz b—a P HH|
Fr =41, [no] smart-tunnel 2~ > R T 74 /L k JL—7 KU —nbifk S E T,
nosmart-tunnel 2~ > RORIZHDHF—T— NI4T a o TTHR, ZnoDF—TU—F
(2 X0 EIFRx G % = D4 ETO smart-tunnel =2~ > RIZIRE L £ 77,

ARX—F PRV KR O—DRES L VEHA

A<w—F FrxNV R —E, FNA—TF R v—F 32—V LENORENLETT, &
TN—T R —Fda—FL41L, T e— IR EINT-RYy hT—2 DU 2 NERRL
F9, Av—hM bRV EFAATTDE, bRWINBONT T 4 v 71T, R*y bU—7 (R
ArDEY ) BERETDHCLIBIMEEEIN-A~—F bRV Ry NU—7 2L T
2—PIHF L TRY =% EHTHCLI D2 5D CLI 2T 7, koavr Rioko
T, A<¥—hF bRV RY =R ETIHEDIMHATHHRA DY X MBAER SN ET,

FIE

AFYTL VFALT Y RLVASSLVPN 207 4 Fab—ray B— RICUY Bx £,
webvpn
RTYT2 Av—F PRV RY) —REDTZDIENTL2HA POV A FEAER L ET,
[no] smart-tunnel network network name ip ip netmask
* network name (£, RV RY —IZHAT HA4RTTT,
eiplI. *Y NU—ZDIPT FKLATY,
e netmask 1%, v NI —7 DFy h~<AJ TT,

RTw T3 *cisco.com 72 EDRA ML~ A7 ZfL L ET,
[no] smart-tunnel network network name host host mask
ATV T4 FFEDITN—T KR v—Fida—YF RK) v—lZAv—bF hrRV R o —ZlHA L ET,
[no] smart-tunnel tunnel-policy [{excludespecified | tunnelspecified} network name | tunnelall]
o network name 1 X, bRV T ENDHRy NT—7 DY A NTT,
e tunnelall 1, T_XCT& b rV 7 (BB L) LET,
o tunnelspecified 1 &, v NIV =7 A TRESNT Xy NV—J T % bV 7325,
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22—tk ki rorigy v—ongesEn

s excludespecified 1%, %> NV —J7 A4 THRESNIZRYy NI =7 ONEOXR >y NU— 27 720F
ol N SV A I

AY—hk PRIV FORILKRY) O—DEERTE & E

ATvF1

ATy T2

SSLVPN 27 A7 FTORF Y v b R ELFERIC, A<w—F bbb R —i%
ITN—TF R —BIRa—VFLBEMORETT, 70— R —BI R —F4I1%
Ta— N VIREENTZFy hU—7 D) A 2B L E1,

FIE

I —NVIZRES NI Ay hU—=7 DU A M 2SR ET,
[no]smart-tunnel tunnel-policy [{excludespecified | tunnelspecified} network name | tunnelall]
o network name 1Z, MRV T ENDHRy NT—7 DY A NTT,
s tunnelall (X, T XCT% bV 7 (BB LET,
s tunnelspecified (%, *v NV =74 THREINIZX Y NV—2ETFE RV 735,
s excludespecified (X, X N7 =7 A THEINTZR Yy NI =7 DI OR y bU—7 720F
ZhoxY 745,
IN—T R v—BLOa—F R o—Z brxV R o—%BEHLET,
[no] smart-tunnel network network name ip ip netmask

E et
[no] smart-tunnel network network name host host mask

—FHDa<w RIZE>THRAMREESN, thFDa<y RiZk-oTxry hU—7 IP BEE
ENFET, 1OFETFHEHAL T EEN,

s network name 1%, bRV RY —EEHT LRy FU—7 OAHTERELET,
e ipaddress X, %> NU—27DIPT KL AZEELET,
e netmask 3. % NI —7 DRy h~A 7 EZHRELET,
e host mask 13, RA My~ A2 (*ciscocom 72 &) ZHEELET,
il -
fi

1ODHRAMZT 2GR —ZE LET ROBITIE, A X FU _X—=F
www.example.com (10.5.2.2) THRA FINTHEYD, AA D IP T LR LAFTOM T %% E
THLOERELET) o
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B =+ roxnanyaots v =R UR rofR

ATy T3

ATy T4

ciscoasa(config-webvpn) # smart-tunnel network inventory ip 10.5.2.2
or
ciscoasa (config-webvpn)# smart-tunnel network inventory host www.example.com

NR— b F—=DTN—TF KR —i2, BELE P2V D RV RY —%EHALET,

ciscoasa(config-group-webvpn)# smart-tunnel tunnel-policy tunnelspecified inventory

ER) INV—T R —DF—LX=VEHFELT, TOX—TVTAY—hF bR EA
F—7 Iz LET,

1 -
i -

ciscoasa (config-group-webvpn) # homepage value http://www.example.com
ciscoasa (config-group-webvpn) # homepage use-smart-tunnel
ciscoasa (config-webvpn) # smart-tunnel notification-icon
B AZVUZREEBRLEVMIET v 7r— KL< Th, BHEFILEDOR—=IU R A
~—bF FURVRHATER T 202l ETEET,

PR— b F R0 T A VRN Y FA T R LA B —=Z A ENS S TICHEA R b Y H—
NXR—DNWITTAT VR VAT I BATEDLILIICLIEWNWERC A —REZTWDLEA, A
<—F PRV RY —RE LY AT a T,

A<w—h FFNVEAF—T VLR TT T UL > CRAENT-T_RTCOT a2 %
N RMIT 7 BATEDT2D, T 74NV RTlEH, Av—bk b3V T TV r—a O
EFMEATIEID Y A, 2L, R—=FANFRENZ2NZD, v 7T 0 MNEMT A 22 %
A F—=T VT TEET,

ARX—bk FURIVBEIYA OF D H—/N )X FDERL

ATvT1

ATy T2

FIE

JIAT L FLVASSLVPN 207 4 X2 b—gy B— R0z F9,

webvpn

P—=N U X MIBEMT 28— LTER LE T,

smart-tunnel auto-sign-on /ist [use-domain] [realm realm-string] [port port-num]{ip ip-address
[netmask] | host hostname-mask}

elist: VE—F P —RDY X NOLAFIZRRELET, AX—XEE56. ARIORIEIC
SR ZEALES, CFAlidmKk6s LPETHATEET, a7 Falb—Ta v
NIZY A RDMFEIE L2 WES . ASAIRY A MEMERLET, fFETIHA. VA Moy
MY ZEMLET, KBILLTWARTZEID Y TET,
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23—k burnasy s oty 4—n Uz kot

« use-domain (Ei‘) D FREECHEEAREATL, Windows KA A & a2—H 42BN LE9,
ZDHF—T— %J\jﬁ“éiﬁ'/\i 7\“\7**1\ FoF URANE LD EOTN—T KR
U—F =P LRICE Y Y TDHLEXIC R AL A ERELTLL I,

realm : BIED LIV L EFHELET, LA Web A~ OMEREBICEEM T B, 3R
FERFICEERE T 1 7 R ETIFHTTP A~y X —DO W T Ty 7 UV ICHEESLES, H
YA A UDRRE S, LIV LADIFIINRE SN, 22— LV LD A
Web 7 7’V /7—3 3 > (Outlook Web Access 72 &) TEREL. Web 77U r—v g 24
AUFTHIERLST I RBATEET,

eport : BEW A A HFATT DR — MEfEE L £7, Firefox TIEX, A— FEEVRRES
NTWARWES, BB A 4%, T 740 FOR— FES 80 B LN 443 TENEFH
T 7RSI HTTP BLOVHTTPS Ioxf L TEITENE T,

CipIPT RLRERY hvARZIZE S TH—RERELET,
s ip-address[netmask] : BEFEGESEDORA FOV 7Ry N —7 ZBELE T,

ehost: RA ML EZITTVANKRI— RV ATIZE o TH—N"ZHELET, 20473
VEERATAHE, IPT RLADEAFT I v I REENa L 74 Falb—a U R#EL
i—a—o

o hostname-mask : BENVERIET DM BRDOFBA ML EITIVA NV FH— R~ A7 ZHBELET,

ATv73 (FB) ASARTEIZEREINDEBVIZVARNEIPT FLAEITIFA MEHEELT
PF— DY A LT Y EHIBRLET,

no smart-tunnel auto-sign-on /is¢t [use-domain] [realm realm-string] [port port-num]{ip ip-address
[netmask] | host hostname-mask}

ATvT4  Avw—F FrRVEBYA A =N YR NERRLET,
show running-config webvpn smart-tunnel
ATFw 75 config-webvpn 27 4 X2 L—3 g T— R Bz £,

config-webvpn

7(7_“y7°6 '5_7‘2\‘/ FP’?@T/\'C@ZKX }‘{/JEjJHL/ nunifzgff _Windows RAA ‘/%:L%'}j‘%
WZBIL £,

smart-tunnel auto-sign-on HR use-domain ip 93.184.216.119 255.255.255.0

ATYTT (EE) HIBRT 2= FUNY A ROH—DT N THLHGEIE. VA MPDLZEDOT LY
ZHIFRL. HR & WO 40 U 2 S HHEIRL £

no smart-tunnel auto-sign-on HR use-domain ip 93.184.216.119 255.255.255.0

AFv T8 ASARENS U A MKEZHIBRLET,

no smart-tunnel auto-sign-on HR

2FvF9 RAALHDOTXTORA & intranet E WO ZFIOA<— b b RVEBEIYV A A4 U A B
B L £,
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B =t roxnanys oty 4= UR by — DB

ATv 710

smart-tunnel auto-sign-on intranet host *.example.com

YA bz Y ZHIBRLET,

no smart-tunnel auto-sign-on intranet host *.example.com

G¥) A<—h MU RUVEHEVA A P =R Y R NEHRE LML, TOVANET 7T 4
TICT B, IN—T R —FiFu— b a—F R —12) A E2EID Y
TOHRERHY £, GO >NTEL, 2RI T<E3n, Av—h 2L H
YA A =X Y R DY — DB (376 2—)

AYX— bk FURILBEYA A H—/N )R EADH—/\DIEN

ATy 71

ATy T2

ATvF3

WOFINETIE, A<v— b bR TOREIY A VA v 2T 20— DU X MZP—
PENML, TOY A NEB T NV—TF R —F-idu—hL a—P|2E Y Y TEHHECONT
FAL T,

1a s BRI
e smart-tunnel auto-sign-on U A s a2~ REfH LT, I —D U X FZ/ER L £
To IN—T R —FFa—FLHICEDVYTHIENTEDLY XA NILDIETTT,

N

() A=x—Db Frr/VvBEEIY A A U HEEEIE. Internet Explorer 35 XY
Firefox - f#i fl L7 HTTP B8 K OYHTTPS 5 42175 7 7V /r— =
VPG EYFR— R LTVET,

* Firefox Z{E/H L TV 25513, EfERAA MR IP T FVAZMH L THR R0
EINTWAHZ EEHELET (WANVKD—FEEALEZRAN~AZ IPT RLA
ALY 72y b, BEXUOxRy h~AZ I3 TEEEA) . 72& 21E. Firefox T
X, *.cisco.com Z AF7L7=Y . email.cisco.com Z7HK A M2 HENYV A A EHIHELZD
THZEIELTEER A,

FIE

74T MVASSLVPN 27 4 X ab— g B— NIV EZET,
webvpn

ITN—T R —DITFAT MV ASSLVPN 2 7 4 Fal— g B— N0z %
7,

group-policy webvpn

2—FLDI TFTA T NUVASSLVPN 27 4 X al—vay B— NV ELET,
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23—+ rriar 7o 20t [

username webvpn

ATV T4 A~—F FURNVHBNYA A FTA T FUVASSLVPNE Y v g VB A RX—T I LE
j—O

smart-tunnel auto-sign-on enable

ATFvT5 (FE) A~—bh hoxpVBEIY A A 7547 RV ASSLVPN v > g a4 712
Wz, IV—7RY—FTa— L0608y a ryZ#HIBRLT, S 74+ & fEH
LE9,

[no] smart-tunnel auto-sign-on enable /is¢t [ domain domain]

olist i ASAZ AT FLASSLVPN 2 7 4 Fa L —2 g NITTIEETHA~— |
roRVEEIY A A U R RDLETTT,

o (f£E) domain : FRFEFIZ—TLIZBIMEND AL VDLARITY, RAAL L EATT
546, use-domain ¥—V—RK&Z U A~ = FUICASTILET,

ATYT6 SSLVWPN =27 4 Fal—valNORAv—bk hrxVvHEI A A UA RO M) %
FRLET,

show running-config webvpn smart-tunnel

ATV T7T HR EWIHLARTIDA~—F FoxVABYA A VA NEA RZ—T T LET,

smart-tunnel auto-sign-on enable HR

ATY T8 HREWILRIDA~—F b RAHBIYVA A VA N 3—T WL, FFHEFIZCISCO
EWVWILFID RAAL v aa—HFZIBMLET,

smart-tunnel auto-sign-on enable HR domain CISCO

ATFYT9 (HEE) HR EWIHILRTIOA~—F o VHBIY A A VR NETL—F R =05
HIEEL., 74NV RO NA—F R —mbAw—h bR AVHEIA A VAR avy
RZffR LET,

no smart-tunnel auto-sign-on enable HR

AY—hk PRI THOEADBEEE

a—HFor A URHZAY— b R T 7B AEBERICEGT 521X, IROFIEE FAT
L%,

1R8O HHEIIZ

Mac OSX DA E, BEIBIMERENITHON TV T H R TH, A—4% /L0 [Application Access]
REMZHDHT TV r—varo) &7 v LET,
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B A~ rorn7oezrosr—Tnteers~omyEz

ATvF1

ATy T2

ATy T3

ATy T4

ATy F5

ATy 76

FIE

AT FLVASSLVPN 27 4 Xalb—y gy B— N0z £9,

webvpn

ITN—T RV —DIFA T ML ASSLVPN 2 7 Fal— gy E— Rl &z F
7,

group-policy webvpn

2—HPHDI FA T FLASSLVPN 2 7 4 Fab—3 g v F— RV L E3,
username webvpn

a—Fou s A UVEHIAY—F FURL T 7R R HEMICEBLET,
smart-tunnel auto-start /ist

list '3, T CIFETHAY—F b U A NDOARTTT,

&1

hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # smart-tunnel auto-start appsl

ZHUCTKY . appsl E WO ARTDA~—F bR VR RNRTIL—T R —IZEDETH
ET,

SSLVPN 2> 7 4 X2l — g WNOARw—k bRV UZX MO MY BFRLET,

show running-config webvpn smart-tunnel

TN—7" R —F2da—P4L D5 smart-tunnel =~ > FEHIBRL, T 74V MZRELFE
7,

no smart-tunnel

AX— bk FORILTIOERRADA =TI EAF TADYYEZ

FI7 I NTIE, Av—F FUXUEIA TR TVET,

FIE

ATFYT1L V9544 T RLASSLVPN 2> 7 4 X2 b— gy B— ROz £9,

webvpn

RARFYT2 IN—F RIS —DIFA T L ASSLVPN 2L 7 4 Fal—v gy E— Rz £

B

. CLI 7w% 3:CiscoASA &) —X94VPNCLIOA Y T4 Falb— 3y HA K
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ATv T3

ATvT4

ATy T5

ATy 76

ATy T7

AY— bk bR SEOOTA IDERE .

group-policy webvpn

2—PHDI TA T FLVASSLVPN 27 4 Falb— gy E— UV B ET,
username webvpn

Aw—F PRV T IR RAEAR—=TIMILET,

smart-tunnel [enable /is¢ | disable]

list '3, T CIHFEETHAY— ] PV U R NDOLRITT, B D smart-tunnel auto-start
list # AJTL7=35801%, A~—F bRV T 7B R2FEHTHRBTHILETH D T A,

51

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # smart-tunnel enable appsl

ZOBITIE, appsl EWVWIHIARTDOA~Y—K R/ URARBRTN—T KU —IZH Y YETH
ET,

SSLVPN 2> 7 4 X2l —va NOAY—h bRV VA MO MY EFRRLET,

show running-config webvpn smart-tunnel

TN—T R —FFa—hLa2a—FRY — b smart-tunnel =< > RZHIRL, 57+
NEDTN—T R =R LET,

no smart-tunnel

A<w—N MRV T IR ARG 72U 2 £,

smart-tunnel disable

AX—hk bR SOATAITDEE

\)

ZIZTE, A~v—bk RN SLOEY R T AT FEICOWTHHLET, T THOT T T
Yoo R LLN, BT Aarye2m57 )y LTl 7y MNefERdbdeE, A~v—D
ropaAmnbul 47 TExFE9,

GE)

R—=F Mot T U NARE AT LM BEIOLEST, ZOFHEZ, 2747
YRUASSLVPN HTHY, A~v— K P RAPMEAINTODENE I NITERR v 74
T TONWET, BT A 2aE, TV EEALWRAE KT e TS = a vk
T 25EICRVERTINENS Y £,
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B soouxper LEBa0zv—1 FurLn 00 4 TORE

HIOLANRTLEBENDAT—F FoRILALDOTA ITNDHRTE

ZOHETIE, oA 7550l T_XTOTIUTFEALDZ ENMNLETT, A<—h b
YHANDTATEALIBUE, SO EADTA T EA LOBBRICHEMTIT N THETS, 72
Z X, Internet Explorer 7> 5 A~— K kL EBAMA L7854, iexplore.exe 23 31T XL TV e
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2BRY

DE—F YRATLFEREFIVF 32—
HYOEH

ARFELIIERLOHEERIE

REFEHDIT TA T b T T Ir—
:‘/5 \/ (%‘giﬁ%é\) o
G¥) Microsoft Outlook 7 7 A 7
rOWE. ZOREFIEITAR
%:/C:‘To

Windows A DF_TH 7 Z
AT RNT TV r—vay
TIE, REPMETT,
Windows 7 7'V r— a3 D
BRTEVDMEENE D DB R T
%121, [Remote Server] D
HFxv 7 LET,

* [Remote Server] {IZH—/ N KA M4
WEENTWDEGS, 77947~
TV =g COREIINE
<

* [Remote Server] 7 .t —/L RIZIP T

RLANGENTWDSGE, 77

ATV NT TV r—va v ERE

TOMENRDHY £,

IIAT U NT TV r—va U BRE
T2, n—ANicw v BT ER
72— RDIPT RL AL R— " EE%
FRLET, ZofFHREs o5
1L, WOFNEZIFATLET,

1. VE—F Y ATATIZIAT b
L A SSLVPN % L) L, [Clientless
SSL VPN Home] ~<—C
Application Access UV 7 %27 U v
7 LE79, [Application Access] 7
YRUBETRINET,

2. [Name] 77 AT, EFHT L9 —
AEREER L, T O — N IxhRT
577A4T NPT F‘l/zkﬁ”"~
h % 5% [Local] 7 7 A CHEZR L
R

3. ZOIPT FLARLR— NESAH
BALT, 7947 T 7V r—
varERELET, RETFIE
X, 2947 TV r—a
NZCE TR Y £,

G¥)

2747 P ASSLVPN TEITESNTWELT 7Y r— a3 T

URL (BB FA—/VNDOURLZLE) 27V v 7 LTH, 7747 b
L ASSLVPN TixZ DY A MIFHEEEA, 7747 F L ASSL

VPN TZ DL 57204 F&EBHILIZ
WWURLZH Y F TV RR—AKMLET,

N

1%, [Enter (URL) Address] 7 1 —

FFIIVr—23 70 R%EZNLEE
FA—ILOER

Application Access D B % i 723
(7FVr—varofifl 2%
)

WA A=V ZEHT 51TiX, [Clientless
SSL VPN Home] ~=— /> 5 Application
Access ZEEI L £ 7, ZALTLD,
A= T IFAT L NBERATED LD
2720 £797,

GE)

IMAP 7 Z A 7 > h Off FHHIZ 2

—IL =N L OFERE DS T L7 Y

UL B WL TE R WEAIE. IMAP 7 U r—3a U &#KT
LT/ 47> ML ASSLVPN Z#FHiZ#) LET,

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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2BRY

JE—F YRATLEREFIVF 21—
HYOEH

TR FELIERLO#RERR

MDOEFA—I 7T Tk

Microsoft Outlook Express 73— 3
55 B L N6.0 L7 A MEATT,

2547 kL A SSLVPN I, Lotus
Notes K> Eudora 72 &>, "— b 7+
T —F 4 T &N LT DD
SMTPS, POP3S, % 721X IMAP4SE
A= 7a s hEwYR—NLET
2. EERERII T o TV ER A,

Web 7 A ENLIE=BF A —ILDE
A

A VAR ER TN D Web_R—AD
B A — VR

PER—FINTWAEFIIRD LB
<9,

* Outlook Web Access

B 72 R 215D 72012, Internet
Explorer 8.x LL_E, & 7213 Firefox
8 TOWA Zfi [ L T 2&uy,

¢ Lotus Notes
Z DD Web _— Z DFE T A — VL,

HEIWEL 925, BIEMERBIIAT > TV
E VR

BEFA—LTOXLENLEEFA—
JLODE

A VA M= LEBHD SSL Kt A —L

TV r—a v

ASA SSL /N— 3 > % TLSv1 Only (2
E L2 TL 72 &0, Outlook 33 &

Y Outlook Express Cid TLS (4K —
FEER A

PHR—=FEINTWVDEA—LT S r—
Ta IRDERBY T,
* Microsoft Outlook

« Microsoft Outlook Express /N—3 =
55 BITU6.0

ZTOMDSSLXIRT TA T > b HEME
LET2, EEMRIZIT> T ER
Po

HEFHDRA—)L T I r—g

DS5AF7 2 RLRASSLVPN T—2 DX TF v

CLlcapture =~ > R&EMHATDHE, 7T 472 b LA SSL VPN 5 TIXIE L < R S nv/an
Web o MZBHT AEHREZFLHECEET, ZOT XL, v AT WAF~v— P R—h =P
=TWEDMED N T TNy a—T 4 BN B E T, ROFHETIE, ¥v 7 Frv a~v K
DEERFFIEIZOW T L £,
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FvTFv T7AILDER .

o X v I F ¥ 77 AIDOVERL (399 =—3)
e T TN DX ST ¥ T —HDFER (400 X—)

A\

GE) AT FLVASSLVPN v 7 F v & A F—T /T 5 L,
ASADINT 3 —=< VAN EBEZTET, NI TN a—T 4
T Xy TTF ¥ 77 ANVEER LTS, XXY T TF v 207
F7ITHV R ET,

v TFv T74ILDERK

FIE

ATFTYTL VI9AT 2 FLVASSLVPN v 7 F ¥ 2—T 4 VT 4 BB Ly baXy 7F ¥ LE
7,

capture capture-name type webvpn user csslvpn-username

e capture_name %, ¥ ¥ 7 F ¥ IZHID M THLAATTYT, ZHNEFY7F ¥ 77 A LOLATRITO
FHHIZBAIMES N E T,

e csslvpn-username 1L, ¥ % 7 F ¥ O R L7252 —H 4 TT,
i -
hostname# capture hr type webvpn user user2

ATFYT2 a=r ROn A XN—2a U EFERAL TRy 7 F v 2L LET,

no capture capture-name

1 -

hostname# no capture hr

Xx IF ¥ 2—7 4 UT 113 capture-name.zip 7 7 A VEER LET, TDT 7 A VTR A
7 — K koleso T 5k S V£,

ATV T3 Zip 77 A NEVAIZEFET HH, CiscoTACH—ER U I A MIEHLET,
RT9 T4 Zip 77 A NVONEEMRT HITIE, 7SAT— R koleso i LCT7 7 A VAEFRE L 7,

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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B osovicessv Tz F—s0%w

To9HIZ&DFvTFv¥ T—2DERT

FIE

AFYTL 7IF9AT 2 FLASSLVPN ¥ 7 F v 2—F 4 VT (2B L £,
capture capture-name type webvpn user csslvpn-username

e capture_name %, ¥ ¥ 7 F ¥ (IZHID M THAATTY, ZHNEF Y 7F ¥ 77 A LOLATRITD
FHHICBAIMES N E T,

e csslvpn-username 1%, ¥ % 7 F ¥ DR L 725 2 —H 4 TT,
i -

hostname# capture hr type webvpn user user2

ATw T2 7T UV EBE, [Address] Ry 7 AZRD L HIITAHLET,
https://IP address or hostname of the ASA/webvpn_capture.html
Xx 7 F v Inicar T oY Reniffer B CERSNET,

ARTYF3 awr ROne "=V a v EHEHL Ty 7 Fy2EIELET,
no capture capture-name

51

hostname# no capture hr
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25472 LASSLVPN 11—

e NMAT— ROEH (401 =—2)

¢« 74T FLASSLVPN TOY 7 H A A DOffill (403 ~—2)

o I—WH LN RT— ROF: (420 =X—)

ebXaUT 4 B oM (421 RX—)

e 7T 47 h L ASSLVPN OMEREZEHTA7-20D Y T— K VAT LDOEE (421 X—
V)

(o] >
INAD—FRKDEHE
MBS T T, 2NAT— RFOHIRGINNLSW L E iy F o2 —P|28E54 2 X 512 ASA
ERETEET,

ASA i, RADIUS B L TNLDAP 712 h b D/R AT — REHZ P R— F LTV ET,
lpassword-expire-in-days] A7 =z > &, LDAPIZ%f L COHLY R — K I ET,

IPsec VE— R 727 AL SSLVPN R RA T N—T DAY — REHERETXET,

INAT— REBERTETDHE, ASAITVE—F 22—V oual A UF, BEONRAT— KD
HIREIN N ET SN TND Z & FREFHIRNIN TS Z L xzmamLET, Zi0 6 ASALT
Z—PFPRAT— REERTELL21CLET, BUTORRAT — KRR L TW WA,

Z—PEEDONRAT = REfA LTl LD eNnTEET,

Zoa<xy X, ZomME YT AR—F LTS AAA —NIZ L TERITY,

ASA DU ) —Z 71 LR TIL, W%, LDAP IZ X 5 #GFH £ 7213 MS-CHAPV2 Z %R — 4 %
RADIUS 2> 7 4 ¥ o L—3 g N K DFRGERFIZ, RO X A Tk B3 A U — REHEN
PR—FENET,

e AnyConnect VPN 7 Z A4 7 > |
*IPsecVPN 7 247 |
« 7747 L ASSLVPN

RADIUS #—/,3 (Cisco ACS 72 &) 1%, FRFEERZBIOFIE — NI a3 2858050
9, 72720, ASAGIERADIUS r— N EDAHBIELTCWA L OICRZET,

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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HKRT— FOEE

1R BHHEIIZ

e XA 7 4 7 LDAPIZi, SSLEERNHETT, LDAP D/NR T — REHZFITT HHIIC,
SSL TP LDAP %A F—T NIZT HMENHY £9, 5 7 4/ FTid, LDAP (ZHR—k
636 ZfFEH L ET,

« BWFCLDAPF 4 L7 kU H— & LTV HEE, /A U — RE&HLE Sun JAVA System
Directory Server (IH44F#i% Sun ONE Directory Server) 35 & O Microsoft Active Directory % fii
MLTHR—brIhET,

eSUN:SUN7 4 L7 U H—NIZT 7B AT 5H72DIZ ASAITEEE STV % DN 723,
P —=RDTFT 7 F /NIRRT — KRR TV EATEDIHLENHY F9, DNE L
T, T4 L7 NUVEHE, 3T 4L 7 N EBREHEREZ FFO 22—V 2T 5 2
CHEAWIRLET, T, TN NSRAT— R KR —IZACI ZRETXET,

« Microsoft : Microsoft Active Directory T/XA U — REFLAE 4 X —7 /LT 5121, LDAP
over SSL Z i ET HME N H Y £7,
e MSCHAP % # 7R — K3 % —&® RADIUS —/3%, BIfE MSCHAPVZ YR —FLTWNE
HFh, ZOa<r RiZiL MSCHAPV2 73)44%73?71&5 R —=IZHWAEDbETLZE N,

» Kerberos/Active Directory (Windows /XA T — ) F7ENT40 KA A 2 TlE, 2 b0
HAA T ONTNIZONTE, RNAT— REHIIVR—MENEEA,

¢ LDAP TR U — REZETE T HI21E, RO LDAP H— T LM B O FENMEH ST
WET, HALE. ASA Tl Microsoft Active Directory 35 X T Sun LDAP H-— 125 LT D Jx,
MBEONRZRAT — REHo Yy 7 2 FEE L TCOET,

¢ RADIUS %7213 LDAP FBFEN R E SN TWRWES, ASA TlXZ oz~ FREH S
i‘j‘O

« password-management 2~ > RIZ/XA T — ROWREPEIN S ETOHEELETETHHDOT
EHV FHA, ZOa~vr KL, ASABRRAT — ROBRIINZ L2 oW T2—HF~D
Sh ARG T 5, WIRRGINATO HEAEE L7,

FIE

ATy Tl —EEE— Rclo 3,
tunnel-group general-attributes

ATY T2 RAV—ROHRONPESNTNDZEE Y E— bk 2—FIT@mL£7,
password-management password-expire-in-days days

1 -

hostname (config-general) # password-management password-expire-in-days 90

« password-expire-in-days ¥ —V — N&Z{5ET 25513, ARLIRET 2 LERH Y £7°,

. CLI 7w% 3:CiscoASA &) —X94VPNCLIOA Y T4 Falb— 3y HA K
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5547 kLRSSLWPNTOL VLS4 oA omR [|

« A A QIR ET DL, Zoa~wy RiZA 7ok 9,

ZOFITIE. ASA I ZIIHIERD 90 A ETIZ 2 —HF~D /AT — FOMIIRGIN DL 254G L E
@—o

G¥) password expire-in-days ¥ — 7 — R3EE SV T RWEGE . ASA [ZHIRGIA AN T
ZlEa—FIZEA L EEAR, —PIFRBEIN BRI IR T — REERTE
ﬁ‘o

54T RLASSLVPN T U ILHA U DE
F

TN YA F DY R— NEERTHE, 7T A4 T N ASSLVPN O —HX, 22—
PHENRAT — RE L EIATT L7200 T, RiESNTEEOT—E A0 Web —NICT7 7 &
ATEET, fRIT, SSO DA B =R LT AAA Tt 20— E LTINS H. £
AAA H— D — %mu’&%btpﬁ’%%éﬂiﬁ ASA CEITENDZ FA4 T ML
A SSL VPN H— 3%, 3BGE— " ~Dax—HV RV LTEELE T, =2—FhnrAa
N ISR 7347VFVX$LWW%~A1 2—HH L XA T — R EE T SSO FRAEER
BRGE—NICERFE LET, = IDBFRREE R 22T ANTZSEEIX. 7747 ML A SSL
VPN H—3(Z %omﬁ&/# ZRLET, ASAIL, 2—HFDORbVIZZDT v F—ZRF
L. 2—VOEFRZZD7 vx—%HEHAL T, SSOV—RNZEVREINTND RAL VD
\%b%%b@ﬂé%ﬁ%biﬁo

SiteMinder 1Z & % SSO EREFDERTE

Z DIATIL, SiteMinder 2 L T SSO Z VR — 457200 ASA DR EIZOW T L %
T, 2—HFOWeb %A FDOEXF=2UF 4 427 T A KNTZF X2 TIT SiteMinder 2 #H73A
ATWBEAIL, SiteMinder Z 5 L TSSO #3242 00— xp <9, ZDHATIL, SSO
AR AAA L ITDBES L. AAA 7B ANRZETT 5L ZOREEN L EYTHhILET,

1R BHHIIZ
e SSO H— DFEiE
» ASA 73 SSO FBREZER A 1ERK T2 SSO H— 3D URL % 57E

* ASA L SSO = RL DM TEXa T REEEMLT DT DOMEX—2E, ZOF—
WIRAT—=RD X972t DT, 2—FIER L TIRTEL. Ciscolava™ 7 7 A L FBFEA F—
L& LT ASA & SiteMinder AR U & — H— RO HFIZ AT LET,

THNOEDMEDHATITMA T, WDLHIRA T a v OREF AT HITH N TEET,
° nunig*@a/r-&?]j }\ODDXEO

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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B sieminder iz & 3 sso REEDEE

FRREELR DU kT A M DRE,

GE)

ATvT1

ATvT2

ATy T3

ATy T4

ATvT5

ATvT6

2 I7A4T MU ASSLVPN 7 7 8 Z%4T 9 22— W E T 7 V—712 SSO 2R ET D12, F
7" RADIUS #— 3% LDAP #— 72 & D AAA — R ZRET HMENH Y £7,

FIE

74T FUASSLVPN 27 4 Fab—vay = NIV EXET,
webvpn

Example of type siteminder &\ 9 &R0 SSO Y— & AEK L £,

sso-server name type type

51

ciscoasa (config-webvpn) # sso-server Example type siteminder

SiteMinder => 7 4 ¥ a2 L —a ¥y E— NZUIW B £7,
config-webvpn-sso-siteminder

SSO H— SDFRFE URL % http://www.Example.com/webvpn & L CHE L £,
web-agent-url

% -

hostname (config-webvpn-sso-siteminder) # web-agent-url http://www.Example.com/webvpn

ASA & SiteMinder & DT ¥ 2 7 RFBFLEE Z LT D120 OME X —&HEL 7,
policy-server-secret secret

F—OR ST, FEEEITY T PSRBT AN LEEOLFRICTE 975, ASA &SSO
= "OWG THELF—2ANTLLERDH Y £,

1 -
Fk5 3 — AtaL8rD8! ZERk L £ 7,

hostname (config-webvpn-sso-siteminder) # policy-server-secret AtaL8rD8!

K UTz SSORBRERIT A X A L7 U P SELETOBHERE L T,
request-timeout seconds

T 74N bOBEIL5 T, 1 ~30 M E TCOHPFATHEETE LT,

i

ZOFITIE, ERNZA LTV T LETOREAEBICERLET,

. CLI 7w% 3:CiscoASA &) —X94VPNCLIOA Y T4 Falb— 3y HA K
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ATy T7

ATvT8

ATvT9

ATv 710

L A ADFBFER F— LD SiteMinder ~D3BAN .

hostname (config-webvpn-sso-siteminder) # request-timeout 8

FREDIZ A LT T b5 E TIZ ASA MR L 72 SSO fRFEZ Faf T3 DRI A R E L £,
max-retry-attempts number

T 7 H v b OFRITEEIL 3 T, 1ENG 5 [EE COHMPATHETEET,

i -

ZoFITIE, FRITEEE 4 ICRELET,

hostname (config-webvpn-sso-siteminder) # max-retry-attempts 4

TN—TET I —H D SSO i FRE L 7
o =V ORFELFRET 25 E

username-webvpn

] 7\‘/1/“_‘700);1&4“:&%? ‘j‘é%é\o
group-policy-webvpn

Z—H|Z SSO Y— A EY BTET,
sso-server value value

1 -

hostname (config) # username Anyuser attributes
hostname (config-username) # webvpn
hostname (config-username-webvpn) # sso-server value Example

Z ORFITIEL, Example &9 A RITD SSO Hr—/3% Anyuser & D A RTO L —HFITHI D Y TE
7

SSO r— DO EET AN LET,

test sso-server server username username

1
ZOfFITIEL, Example &9 A4 RTD SSO Yr— 3% = — 4, Anyuser ZfEH L TT A M LET,

hostname# test sso-server Example username Anyuser

INFO: Attempting authentication request to sso-server Example for user Anyuser
INFO: STATUS: Success

hostname#

A ADEREER F— L0 SiteMinder ~®M BN

SiteMinder 12 & % SSO Z{FH+ A 7-% D ASA DETEITIMZ., Java 75 74 & LTS
TWAVATDFIEAF—L (Y ZAaDWebV A bbb E T a—R) 2FEHATLLYICa2—
YD CA SiteMinder AR VJ o — P —REZRETHLELHY 9,

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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. SAML Browser Post Profile % {8 L 1= SSO $25E D& E

ATy 71

ATy T2

1R BHHEIIZ
SiteMinder AR U v — $—REFRET HI12iL, SiteMinder DFRER A3 VT,

FIE

SiteMinder Administration = —7 « U7 4 ZfEH L C, ROBFEDOFIHAEFEHTED L HITH A
A LFBIEA X — L EAER L E9,

e Library 7 4 —/V RIZ, smjavaapi & AL FE T,

o [Secret] 7 4 —/L RiZ, ASAICERELZ LD LRI UMES—2 AN LET,
a~ RTA v A H—7 A AT policy-server-secret =~ > R &l LT, ASAIZFME F—
EHRELET,

* Parameter 7 ¢ —/L KiZ, CiscoAuthAPI & AJJ L E7,
Cisco.com (2w 7' > LC. http://www.cisco.com/cisco/software/navigator.ntml 2> %

cisco_vpn_auth.jar 7 7 A /L& XU o — R LT, SiteMinder —OF 7V DT A 77V
T4 L7 MJZav—LEd, ZD . jar 77 A L&, CiscoASACD IZHBHENTWVET,

SAML Browser Post Profile Z{#F8 L 1= SSO SREf DR E

ZOET, B &/ — Ik LT, Security Assertion Markup Language (SAML) . /23—
Va v 11POST Fua 77 A o)V H A F 2 (SSO) VR — T 57200 ASA DX
EIZOWTCHB L ET,

Yoy a VBRAE . ASA TR E SN TS AAA TRICH L Ca—YE2FEL £9, &I
ASA (7TH—T 47 =T 1) 1%, SAML b — "Rk 2 a3 2 —~ URL +—E AT
BBV ITA LT NR=T IR LT —va a4 LET, SAML OZHAKRLIT 5 &,
A—PFIIEEEINTVWDLY YV —Z~DT 7B RAEZHFATESNET,

1R BRI

SAML Browser Post Profile Zf# fH L C SSO X ET HI1Tid, RDHX AT BFITTHHLENRH Y
\iﬁqo

e sso-server 2~ > K& L7z SSO ¥ — DIEE

FAFER AT 9 72D SSO ¥— 3D URL DFEE (assertion-consumer-url =< > )

SREFELR A AT T H a0 R—p 2 & LTASA KA MM AT (issuer 2~ R)

« SAML PostProfile 7 —3 5 OB IE A5 b T 2 R A > FEEHAEDHETE (trustpoint
a2 R)

INEDOUBELATITINZA T, OLIBRA T a v OREF AT HITHIZENTEET,

. CLI 7w% 3:CiscoASA &) —X94VPNCLIOA Y T4 Falb— 3y HA K
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ATFvT1

ATy T2

ATFvF3

RATvT4

ATvT5

ATvT6

SAML Browser Post Profile ZfFi L f= SSO FREE D& E .

PRREER DX A AT 7 FOFEE (request-timeout =< > K)

« WFEER DY h T A DO E (max-retry-attempts =~ > )

* SAMLSSOIZ, 7947 FPLASSLVPNE vy a L TOREYR—FINTWVET,
« BIfE ASA 1Z, SAML SSO H-—/3? Browser Post Profile % 4 7 D&% # R —k L TWET,
« SAML Browser Artifact 7’2 7 7 A VXD T H— 3 URRHIT T AR — F SN TWER A,

FIE

54T FLVASSLVPN 2> 7 4 ¥al—vay B— N0 Bz E9,

webvpn

SSO Hr— AR L £7,

sso-server type type

i

hostname (config-webvpn) # sso-server sample type SAML-V1.l-post

ZOFEITIE, #A 7% SAML-V1.1-POST @ Sample & V9 £ /1D SSO H— % 1ERk L £9-,

7547 ML ASSLVPNSsso-saml 27 4 ¥ =2 b— g v F— NI Y #2 F4,

sso saml

SSO ‘ﬁ_”—/\@munﬁ URL %fj: E Li‘j—o

assertion-consumer-url url
1 -

hostname (config-webvpn-sso-saml) # assertion-consumer-url http://www.example.com/webvpn
hostname (config-webvpn-sso-saml) #

Z OFEITIE, http://www.Example.com/webvpn &9 URL IZREFEER 255 L £,
ASA TT Y — g U EAMT 25613, ASA BIRZ#HI L £7,

issuer string

1 -

hostname (config-webvpn-sso-saml) # issuer myasa

WH,. T D issuer X ASA DR A R4IZ72 0 £97,

TH =g NIBLTLHDOIDIFAEAIREELE T,

trust-point

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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. SAML Browser Post Profile Z £ L 7= SSO F2FED R E

1 :

hostname (config-webvpn-sso-saml) # trust-point mytrustpoint

ATy T7 KB U7= SSO RGERITE X A L7 7 S A ETCOREERELET,
request-timeout

1

hostname (config-webvpn-sso-saml) # request-timeout 8

ZOFITIE, BERNZA LT T EHETOREE 8IZHELET,
FI7 40 FOBEIL5 T, 1RO 0P E OB TIHRETE £,
ATy T8 FIHNZA LT U T DHETIT ASA NEAL L 7= SSO 2REE A2 iR (T T A AR E L £,

max-retry-attempts

1 -

hostname (config-webvpn-sso-saml) # max-retry-attempts 4

ZORITIE, HRITHEEE 4 ISR E L ET,

77 4V NOFRITEEIT 3 T, 1RG5 EFE COHPATHEETCE £,
ATFYT9 IIFATLRLASSLVPN 27 4 F¥al—3i gy B— Rz £7,

webvpn

SSO Y — % 7 )—F KU > —IZEY Y THEEL,

group-policy-webvpn

SSO r— "% a—H R o —(2EI Y Y THEA,

username-webvpn
Z%“leo 7‘/1/‘——70\3E7L:{j::]“——"j:® SSO FI:LMJJ‘_E%? Li‘é—o

sso-server value

&1

hostname (config) # username Anyuser attributes
hostname (config-username) # webvpn
hostname (config-username-webvpn) # sso-server value sample

ZOFITIE, Example &V D 4 RTO SSO H—/3% Anyuser & VD A RTO L —HF|ZE| Y 4 TE
ﬁ‘o

ATy 1l (FHEEXECE—F) SSO U —_OEREEZT A FLET,

test sso-server
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SAML POST SSO H—/ M E .

1 :

hostname# test sso-server Example username Anyuser
INFO: Attempting authentication request to sso-server sample for user Anyuser
INFO: STATUS: Success

Z OHFITIEL, SSO #—/N Example # = —#4 Anyuser ZffHH L CT7 A L ET,

SAML POST SSO H—/\MDEHTE

PR VT Ny =T XX =R 5 SAML — O~ == 7 )UIZHE-> T, SAML H—
% Relying Party £ — R CREL £,

FIE

RATYTL TH =T 47 5=F 1 (ASA) % £T SAML #—" X5 2 —H 2R E LET,
« Recipient consumer URL (ASA TXEIN D57 H— 3> ar v a—< URL L[FL)
elssuer ID GEAFIXT T4 T 2 ADKA ML T D LFH)

* Profile type : Browser Post Profile

Z7_"y7°2 DE%E%" Hﬂ?bjﬁjﬂ
ATFYT3 TH—T 4 T R=F 4 DTV — a3 NAIBANMERZ L HBRELET,
ATY T4 SAML B — "R a—VERET D HEE, RO X I IR L F9,

* Subject Name Type 7% DN

« Subject Name format 7% uid=<user>

HTTP Basic $25F & 7= (& NTLM E25EF(Z & % SSO DR FE

ZOIATIL, HTTP Basic idilE £ 721X NTLM GRGEEEH T 5> v 70 A v A A2 D0 TR
LET, ZOHEOWTINETIELM G2 L TSSO #HEEET 5L HICASAZHRETH Z
LN TEET, auto-sign-on =~ F&ZfEMT 5L, ASAIZZ 747 h LA SSL VPN —
FousAr 7 LTy (2—PFLABLOVIRAY—R) Z2NEY— NICHBIICET LD
IZRXE SLE T, #ED auto-sign-on =2~ RE A/ TEET, ASAIFEH O~y F&2AT)
JEIZALPR L £3 (CRlcAhEaniza~y Ra@E%) . IPT7T RLALIPv A2 £72I3URI =
AT DOWTNNEFEAL Tl A D7 LT Uy VaZE3TH X0 —NICEELET,

JIAT Y RVASSLVPN 2 7 4 Falb—vay, 7747 L ASSLVPN 7/ v—7 K
Jy—E—R, £1E7 747 F LA SSLVPN 2—HF4E— KD 3 DDF— KOWTihH

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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B P Basic @A E - 1 NTLM EBEEIC & B SSO DEE

C. auto-sign-on v F"i’{fﬁﬁ Li'@“ 2—PHIEIITN—T I VEBREIS I, TA—TET
o— L XD S E T, REECLEREFHOE— F2RIRL £,

E—FK Aa—7

webvpn configuration 7 F AT b L ASSLVPN 2 —H 2B 2%
D7 a—3 )L

webvpn group-policy configuration IN—TRY) I —TERINDTITAT
L' A SSLVPN —H D% 7+ v b

webvpn username configuration Ex D7 A7 kL ASSLVPN z—F

i

o NTLM FEFEZFEH L, 10.1.1.0 ~ 10.1.1.255 ® IP 7 K L Z§PHICAFET 5 —
(x5 9_RTDZ T AT b LASSLVPN —H 15D 7T 7 2 A |2 auto-sign-on
ERELET,
hostname (config-webvpn) # auto-sign-on allow ip 10.1.1.1 255.255.255.0 auth-type
ntlm

e ARDHTTPBFEZHEHT 5T XTDZ T4 7 F L ASSLVPN = —H|ZxF L,
URI ~ 2 7 https://*.example.com/* TEF S 72— 3 ~D 7 7 & A |Z auto-sign-on
ERELET,

hostname (config-webvpn) # auto-sign-on allow uri https://*.example.com/* auth-type

o FLARFEAEFE 721X NTLM FRFEZfEH LT, ExamplePolicy 7 v —7 RV v— & BeEJL
fFFonTns2 747 FLASSLVPNE v 3 izxf L, URI~AZ CTE
ENT=Y— R ~DT 7 & AT auto-sign-on & E L £,

hostname (config) # group-policy ExamplePolicy attributes

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # auto-sign-on allow uri https://*.example.com/* auth-type
all

e Anyuser &£\ 9 L—HF N IP 7 KL A% 10.1.1.0 ~ 10.1.1.255 O % — |2, HTTP
;izimun J:<37:E3§bf%4)>/j—>/jézhi ) Lﬁ%ﬁ?L,SEﬁAO

hostname (config) # username Anyuser attributes

hostname (config-username) # webvpn

hostname (config-username-webvpn) # auto-sign-on allow ip 10.1.1.1 255.255.255.0
auth-type basic

cfEEDR— N THE A VAV EREL., BIEDO LNV LAERELET,

smart-tunnel auto-sign-on host-1list [use-domain] [realm realm string] [port port
num] [host host mask | ip address subnet mask]

. CLI 7w% 3:CiscoASA &) —X94VPNCLIOA Y T4 Falb— 3y HA K
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HTTP Form 7B b 3JLIZ & % SSO DERE .

HTTPForm 70 LIz & é SSO MR E

ZOIETIE, SSOIZHITH HTTPForm 7’1 h a2 L OEHIZHOWTERII L EJ, HTTP Form 7
7 k3, SSOFRGEEFITT A ODFTET, AAA SR ELTHLEHTEET, Zn7m
hamix, 7747 > LA SSLVPN O2—H3 L ORRGEEZTT 9 Web H— 30 [l CREAFIEH
RS DX 2 T kR L £ 9, RADIUS —/ 350 LDAP H— 372 & Do AAA H-—
NWEHBEDE AT ENTEET,

ASA 1T, __T%)MEWebﬁy‘—/\ xtT B4 7 LU ASSLVPN 2 —H D7 x b L
THEBE L E 728, 2841, ERICF L CHTTPForm 71 k2L & POST 52 L%
T, TH—h T — &%f%hﬁ“éoto_ASA% RETDHLERNLY T,

HTTP 7’ ha L& #EH L TSSO Z1E L BRET HI2iE, FBAEE HTTP 7' b 2 LATHAIZ DOV
TOFELWEBHBRPMLIETT,

i —ﬁxéﬁiﬁ’u ke LT, BERCEAT S Web — X 77U r— g U OWRDSE
iz *ﬁ?éfa/\ FU#ATEET,

nunE7 v F—E, EERERISH L TRESIL. RFATDO R T A ATk LTRE SR
T DMENRDH Y 3, ZOHE, ASAIL, K UTCRERED & IEH 72 2R 23580513 %
:kli’@%iﬂf/uo

WDOKIL, #%ikd 5 SSO FIEFINEEZ /R L TWET,
[ 9:HTTP Form % {£F L f= SSO &2

@

4 /:uth Web

Sener

=y

LV .
@ Tunnel WEb VEN @j’x\

senser

Other protected
web server

142147

1. 7747 MV ASSLVPN Oax—H L, EHPIZ2—V4 LA T—REAJLTASA Lk
DI FA4T 2 FLASSLVPN —Niza 74 LET,

2. 22—V ux L LTEETSHZ T4 T FLASSLVPNY— X, ZD7 4 —h T —
H (2—PHBLUORRT—R) &, POST ZFEE R 2 H L CFRGE Web — [ ZHE% L
7,

3. WEEWeb V— "N —HF DT —F ZAGE LG EIE. BREY v ¥ — % 22—V OUT TIRIF
LTWEZ I 47 L ASSLVPN H—NIZRLET,

7747 ML ASSLVPN H— N[Z2—HFETO M RNV EMLLET,
INTa—H, 2—PALRAT— REFAN LR T, R S 7z SSOBREN O
DWeb A MZT 7 EATEAH L2 £,

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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B rrerom To kanics B ssOEE

ATvT1

ATy T2

A—PEZRNRNAT — R YD POSTF—F & ASAICE > TEDDL LI T+ —L T A—4
ZHRELTH, Web ¥ — ST BERIEFRRONT A—=FPNBEMENTZZ L1, S, 2—Px
KON WAREME N BV £, BEET 7V r—v g v ofidii, =2—VPRIcE RS, =—
PWRANT D ELRVIERRT—H2ERTIHLDOLHY ia“ 7272 L. ASA & fh i~
o%y bl LTHAETIC, 7775 Web Y — NCESERIEEREZITH)> Z &Ik » T, &R
AEWeb H— NIC B /R IERIRD R T A—F QAo 52 LN TEET, HTTP~y X — 7
TAVEMHEHLTWeb 4 —_"DIREZ N5 & EFRRANT A—=FBKRO LD R THE
mENET,

<param name>=<URL encoded value>&<param name>=<URL encoded>

FEFRRNRT A= ZE, BEDNRT A =R L F T a DT A—=2ERNHD 5, WebH—
NIRRT A—HOT —H ZHRT DL, Web P —RZZDOT — X E2HMET 5T X TOR
REPOSTHER AR L ET, ~v X —TF T4 HFid, HERRNT A= BUENLTT > 3 o)
WZOWTIHBEA WD, MEADNT A—=Z PRI TELETIETRTOIIERTNTA—F %
EOTRBLZEEBBOLET,

HTTPForm 7' v b 2 /L& L72 SSO # 3% ET DIT1E. WEFEITTHILERNHY £,

o 7 —LAh T —# (action-uri) Z5{E L CUHRTA7=012, FIEWeb F— Nl =7 3 —
LYY — AT ERET D,

o 2 —WH /T A —H (user-parameter) % XET D,

o 2—H XA T— K /37 XA —% (password-parameter) % iXET 5,

s

BEE Web B — SO BEEZ X o> TIIRDZ 27 BB R 586 H 0 £7°,

FRREWeb Y — 231 F A VEID T v A E M LT B A 1X, BIAEURL (start-url)
BERTET D,

FORE Web Hr— "3 LBL L 5 & B W D IFFRIRFRAE/NT A — 4 (hidden-parameter) % X E
T2

FREE Web — NI Lo TRIEINHREIEY v F—D4Hi (auth-cookie-name) % 5% /ET
éo

FIE

AAA S — KRN a7 4 Xal—i gy T— R0z ET,

aaa-server-host

ZHEE Web Y — "N BRT A A1, FREEWeb — " OFHia /(> 7 v X —2BiET 57~
OO URL #HETELET,

start-url

1 -
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ATvT4

ATy T5

ATvT6

HTTP Form B k3 /)LIZ & % SSO MEEE .

hostname (config) # aaa-server testgrpl protocol http-form
hostname (config) # aaa-server testgrpl host 10.0.0.2
hostname (config-aaa-server-host) # start-url http://example.com/east/Area.do?Page-Grpl

Z OFITIL, http://example.com/east/Area.do?Page-Grpl @ URL FRGE Web ¥—/3% IP 7 KL &
10.0.0.2 @ testgrpl Yr— N Z—TITHRE L 7,

ZHEE Web B — N EOREE T 1 7T AD URI ZEE L £,
action-uri

1 -

http://www.example.com/auth/index.html/appdir/authc/forms/MCOlogin. fcc?TYPE=33554433
&REALMOID=06-000al1311-a828-1185-ab41-8333b16a0008&GUID=&SMAUTHREASON=0&METHOD=GET & SMAGENTNA
ME=$SM$5FZmj nk3DRNwN{ k2KcqVCFbIrNT9%2bJ0HOKPShFtg6rB1UV2 PxkHaLw%3d%3d&TARGET=ht tps33A%2F32F
auth.example.com

Z ® action URl ZF5ET 5101, (kdDa~<r FEATTLET,

config-aaa-server-host) # action-uri http://www.example.com/auth/index.htm
config-aaa-server-host) # action-uri l/appdir/authc/forms/MCOlogin.£fcc?TYP
config-aaa-server-host)# action-uri 554433&REALMOID=06-000al1311-a828-1185
config-aaa-server-host)# action-uri -ab41-8333bl16a0008&GUID=&SMAUTHREASON
config-aaa-server-host) # action-uri =0&METHOD=GET&SMAGENTNAME=$SM$5FZmjnk
config-aaa-server-host) # action-uri 3DRNwNjk2KcqVCFbIrNT9%2bJOHOKPshFtg6r
config-aaa-server-host) # action-uri B1lUV2PxkHqLw$%3d%3d&TARGET=https%$3A%2F
config-aaa-server-host)# action-uri %2Fauth.example.com

hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname

1250 URI 2T DEEITICOT > TANTHZENTEET, 117H72 0 ORKRTFEIL
255 C9, URI 2RO E KR ILFHIE 2048 T,

77 varyURNIKARA MM ETa baleZhonERHY £, ZoFITIE, Zhbik
http://www.example.com ® URI DRI FE RSN ET,

HTTP POST Z:R D userid = —F 4 NTF A= HFRELET,
user-parameter

51

hostname (config-aaa-server-host) # user-parameter userid

HTTP POST 23R user_password -.—# /SA T — K T A —X 2R ELET,
password-parameter

1 :

hostname (config-aaa-server-host)# password-parameter user_ password

FORE Web Hr— & RS D72 D DIER RN T A—F ZEELET,

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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B rrerom To kanics B ssOEE

ATy TT

ATvT8

ATy T9

ATv 710

ATy

hidden-parameter

51

hostname (config) # aaa-server testgrpl host example.com

hostname (config-aaa-server-host) # hidden-parameter SMENC=ISO-8859-1&SMLOCALE=US-EN&targe
hostname (config-aaa-server-host)# hidden-parameter t=https$%3A%2F%2Fwww.example.com%2Femc
hostname (config-aaa-server-host)# hidden-parameter o%2Fappdir%2FAreaRoot.do%$3FEMCOPageCo
hostname (config-aaa-server-host)# hidden-parameter de%$3DENGé&smauthreason=0

ZDOFITIE, POST ERMNOIFLTZFEERART A —Z DR R LET, ZOIEFRR/IRNT A—
A2t MZE & CRYI-7Z45DForm=— > FY EZOEPREENTWET, = U EFD
XD ERBY TT,

* SMENC, f#IZ 1SO-8859-1,
* SMLOCALE, fE{% US-EN,
o target, I3 https%3A%2F%2Fwww.example.com%2Femco%2Fappdir%2FAreaRoot.do,
* %3FEMCOPageCode%3DENG,
» smauthreason, {1 0,
WREY v F— D4R R E L E T,
auth-cookie-name cookie-name

1 -

hostname (config-aaa-server-host)# auth-cookie-name SsoAuthCookie

ZOBITIX, SsoAuthCookie DFEFEY » ¥ —4 & 4EE L £7,

ho v I N—7 k@ a7 4 X2l —var T— R ELET,
tunnel-group general-attributes

HIDOFNETERE SN2 SSO =2l 2o720D bV TV —T 2 ELET,
authentication-server-group

1 -

hostname (config) # tunnel-group testgroup general-attributes
hostname (config-tunnel-general) #authentication-server-group testgrpl

Z OFITIE, Mtestgrpl/ &9 A HTD SSO H— "EfEH T 572D, Mtestgroup/ &9 A RTD b
VAN TN—TERELET,
AAAH— KA KN a7 4 Xal—T 3y F— RV BLET,

aaa-server-host

ALY v F—DARTEZRE LT,
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ATvT12

ATvT13

HTTP Form 7— 4 DULE .

auth-cookie-name cookie-name

51

hostname (config-aaa-server-host) # auth-cookie-name SsoAuthCookie

ZOBITIE, SsoAuthCookie DFEFEY » ¥ —4 & 45E L £7,

kv =T —fRIENEE— FIZUID A ET,

tunnel-group general-attributes

RO FNETRHE 4172 SSO —NEfEH T 272D D b x v I NA—THRELET,
authentication-server-group group

1 -

hostname (config) # tunnel-group testgroup general-attributes
hostname (config-tunnel-general) #authentication-server-group testgrpl

Z OFITIE, festgrpll &9 AR SSO H— & ET S 70D, ftestgroupl & D A4 RTO b
VRN T N—TEFHELET,

HTTP Form T—4X D YNE&E

ATy 71

T OTETI, LR HTTP Form 7— 4 % Htitids L OUUET % Tz 7 L. GRAE Web H—
PSISER 78T A— 4 B BARVBEE, RAERE AT LT A—4 F— 4 %
WET 5 2 ERTEET,

1R BHHIIZ
INHOFIETIE, 77UV EHTTP ~y X — T F I A4 VRNETT,

FIE

TT UYL TP~y 41— 75 I 4 FEEB L, ASA EREHETIC, Web H—3D1 7 1 >
NVl R L T

ATV T2 Webpr— "ol fy R=VRa—FO7 T 0 F ica— RENTho, el Ay o—4F A

ZRREEL CASHABRIC 7 o F—DREIN TV AN E I HEEIL £, Webh— |k -»Tua sy
A2 R=VNT vF—BNa— RINTWDIEEIE., Zou A ~X—T® URL % start-URL
ELTHRELET,

ATV T3 Web =iz /4357000 2—FHLERAT— 2 A LT, Enter 2 LES, ZD

;MBI L > T, 22— DRRFET DR8AEPOST BRIV HTTP ~v ¥ — 7 F 7 A4 & H L THERK
ENFET,

WIZ, BRA SO HTTP ~v ¥ —1 LUK FLE S 47z POST ERofl 2R LET,

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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ATv74

ATvT5b

95472 FLRSSLVPN |

POST

/emco/myemco/authc/forms/MCOlogin. fcc?TYPE=33554433&REALMOID=06-000430e1-7443-125¢c
-ac05-83846dc90034&GUID=&SMAUTHREASON=0&METHOD=GET & SMAGENTNAME=$SM$5FZmjnk3DRNwNJk
2KcqVCFbIrNT9%2bJ0HOKPshFtgbrB1UV2PxkHgLws3d%3d& TARGET=https%3A%2F%2Fwww.example.c
om%2Femco%2Fmyemco%$2FHTTP/1.1

Host: www.example.com
(BODY)

SMENC:ISO—8859—1&SMLOCALE:US—EN&USERID:Anyuser&USER_PASSWORD:XXXXXX&target:https

$3A%2F%2Fwww . example . com$2Femco%2Fmyemco%2F&smauthreason=0

POST R ZMFEL Cr'm 2L, AR ME a2 —L, URL Z AJjL T action-uri /X7 A — %

ERELET,

POST ZLROAR L Z#MFEL T, ROfF#HRA a2 —LE T,

Q) —WLHNRTA—H EFOBITIE, ZD/F A—% L USERID T, {8 anyuser TITH Y
FH A,

b) NAU—=R T A=HF, LEOFITIZ, ZD/NT A—H|X USER_PASSWORD T,

c) HERRNTA—H,
ZPRT A —=21F, POST AXNH2—HFHNRNT A—R LNAT— R RT A= EERT
RTCTY, AIOFIOIERR/NT A—=FITIRD LB T,

SMENC=IS0-8859-1&SMLOCALE=US-EN&target=https%3A%2F%2Fwww.example.com%2
Femco%2Fmyemco%2F&smauthreason=0

WORXL, HTTP 77 A4 PO ABNIERIT 2T 7 > a > URL, FEER, 2—F4F, /XA
T— ROEFENTG A —2EZHFA L CTRLUTWET, ZE—plcTXEHA, H71TWeb
P MUSKTUTRELSEA 9,
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HTTP Form 7— 4 DULE .

B10: 7923y URL ERR, A—H&, RNRT—FOEENFTA—4

W | Tmeftat | Dustonisl =) Method =|Resul = (Sce = Type =] UL
43 1ot 0150 5 GET a0 AT mageipeg hip meded
T T i

15
(1200 5 GET a0 LiE:]

Vsacess  Corterd Cockier Cache Ouey Siing PoctDats Shearm | Siatur Coe Delrbon

ey e el B 200 13T N7 1A
in| HTTR/ 1.1 -
2 Accepr: image/glf, imageSd-aBitBap, images1peq, isage/pIpey, Applicarion/vnd.ma-excel, Applloarion/ved.sS-poVErpoint, applicationssw
3 Referer: hoop://wew.example.com/exanple. bonl
4 Accept-Langusgel en-us
5 Content-Type! applicaricn’x-vew-form-urlencoded
& Arcspr-Encocdings guip, deflate
7 User-Ageni: Bozille/d.0 icompatrible; NSIE &.07 Windows NT 5.0)

ﬂdfj

1 POST HTTF/1.1
8 Host: [webauth.example.con|
|
(i) 14 tpa.ssur.'ﬁ'&page-lldu:erl-useriddpasswdl'usetjassword E
@
1 action URI /XT A — %
2 FERTNTGA—H
3 Z—PLHIIRT A= H LA T— K RF A —
i

ATFYT6 WebV— "~ 4 A2 Lizb, HTTP Ny X — T F I A4 V& HEH L T —0RE %
BFEL, 4= NCEk o CT I U ICRESNTEE Yy a2y 7 v X —DL4RIZRLET, Th
X, auth-cookie-name /X7 A — % T97,

DY — NG~ 2 —TiL, SMSESSION Bt v a D2 v X —DO4FITT, LELRDIT
Z DA TT, EIFARETT,

Set-Cookie:

SMSESSION=yN4Yp5hHVNDgs4FT8dn7+Rwev41hsE49X1Kc+1twieO0ggnjbhkTkUnR8XWP3hvDH6PZ
PbHIHtWLDKTa8ngDB/1bYT]jIxrbDx8WPWwaG3CxVa3adOxHFR8yjJD55GevK3ZF4ujgUl1lho6ftald
SS0SepWvnsCb7IFxCw+MGiw0o88uHa2t41+Si11gqfJvcpuXfiIAO06D/gtDF400w5YKHE12KhDEVY
+yQzxwfEz2cl7Ef51Mr8LgGeDK7gvMcvrgUgx68JQ0K2+RSwtHQ15bCZmsDUSVQVCVvSQWC8OMHNGwW
PS253XwRLvd/h6S/tM0k98QMv+13N800dj1V7£1BgqecH7+kVrUO1F60Fzr0zM1kMyLr5Hh1VDh7B0
k9wp0dUFZiAzaf43jupD5£f6CEkuLeudYWlxgNzsR8eqtPK6t1gFJyOn0s7QdNQ7gq9knsPJIsekRAH9
hrLBhWBLTU/3B1QS94wEGD2YTuiW36TiP14hYwO1lCAYRI2/bY3+1YzVu7EmzMQ+UefYxh4cF2gYD8
RZL2RwmP9JV5148I3XBFPNUwW/3V5]jf7nRuLr/CdfK3008+Pa3V6/nNhokErSgyxjzMd88DVzM41Lx
xaUDhbcmkoHT9ImzBvKzJX0J+07FoUDFOXEAIgqlAN4GNgk49cpi2sXDbIarALp6B1l3+tbB4M1HGH+
0CPsczXgoi/kon9YmGauHyRs+0méwthdlAmCnv1JCDfDoXtn8DpabgiW6VDTrv13SGPyQtUv7Wdah
ugbSxbUzjY2IxQOnrUtwB977NCzYu2sOtN+dsEReWJ6ueyJIJBbMzKyzUB4L31i5uSYN50B4PCvI1w5KdR
KaS5p3NONfg6RM6dAfipMEJwONylsZ70hz3fbvQ/YZ71w/k70ds/8VbaR15ivkE8dSCzuf/AInHtCzu
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B 5/ ossonmz

Q6wWApPzEPICUOG8/dapWriHiNoi411J0gCst33wEhxFxcWy2UWxs4EZSjsI5GyBnefSQTPVEmaSde/
emWor9viWr0HnTQaHP5rg5dTNqunkDEAMIHfbeP3F90cZejVzihM6igiS6P/CEJAJE; Domain=.exa
mple.com;Path=/

ROMIE, HTTP 7 F I A O NIZBIT D77 7 v F—DfFl R L TWET,
FTEEEA, HIEWeb 1 MISCTRE 2D £,

B 11:HTTP 7+ 54 Y OHABIE 1T BBV v F—

ZHE—pilz

NO ' [TmeSiad | Dusiorl] »] Mtiod = Feud > Soe = Type xIURL = FiedeecalfL ]
ERRTIITY Wi GET A IE s - T =
Mllmm Covkes Cacke Cutey St Posi Dt Sheam  Slahu Code Debrdoe
Poquest Hesden | Ve 2] [Responte Hesdon Viskie
Pt L) GET Sl HE TP 1 S tahus-Lw] WETP/L1 000K
Aercpt ﬁ-‘gl :qu.er- ﬂv':w mape/peg. mage/ ey Latwm Vst ape- L rterpne B0
e e y Date Th. 15 Dac 2006 211108 GMT
ﬁ.::‘:f:kmulh} M*W s Conteri-lergity 1%
AcoaptLarguag P Carberd typs Lt ]
Acceptfroodeg o, deflale el THa |t imisrm se s vo pus, sngaepeiniind, (7 o] 537 (00 00 GHT
Wner-figant Mocllatd [ jrompatible: MSIE £ 0 'Windows NT 50) el ok pathe, domereemegle. con, expeessifed, (1 -len-) ST D000 00 GMT . pecuse
ot kit s Ul S [ap—— ::i\.m:r T ol TP s 7yt L a6 Dl LI L3 =05 ok i 1 DN el
H - T ]
! :x_’:"’" ‘-::I.-ET-UF- ”mwm Ll cooke {\;:I E‘I:T: f“-d’:nn ,;mm; anette s oo ot o 2T pye sbof o T OCTTALMN Ao B Costhd
i NP F D S0P Dl CPACw a3, [Coaesen thes
B SESTORHOME -horse
E TR T H :ﬂg“ll A, PherDns e Tt TiayT HZ+E
71 AJIH IS Dbl [D.I\Drilx'lnll&u H_"'FHA_I
] Do A Jbeert. 2
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L o

ENAILTINAATDIS5A4T72 LR
SSL VPN

e ENRAJLFNAATHDT TAT 2 FLASSLVPN OfF ] (429 ~—2)

ENAILTNARATDIZA4AF7 > L XSSLVPN D{EF

Pocket PC F 7= 1M DOFBE SNTZTENRA N TNNAL ANB T TA T ML ASSLVPNIZT 7 & A
TEET, RBEINTZEAALANLTNAL AT ITAT 2 bLADSSLVPN 24 57-D12,
ASA BHEFT- 1TV FA4 T F LA SSLVPN —HF 38R 2 L 24T 9 LEITH Y 5 A

VAAF, ROBNAANVTNARAT Ty b7 —LE2BELTHNET,

« HP iPaq H4150

* Pocket PC 2003

* Windows CE 4.20.0, build 14053

* Pocket Internet Explorer (PIE)

* ROM version 1.10.03ENG

* ROM Date: 7/16/2004
7 54T hLUASSLVPN DENSA L FRL ZNR—= 9 TG LT, RO K D RFESN D
0 ET,

Ry TT v TDITAT L MU ASSLVPN U o R id/ 83— Web _X—ICE &b o
TWET,

HEHED I FAT L ML ASSLVPN 70 —F 4 7 WV — L SN—3T A 3 N— B X
Do TWET, ZDO—Z1X, [Go]. [Home]. I & U [Logout] DEFEA Z > BNFERR I E

—a_o
e AA LD T AT LA SSLVPN AR— & L ~_—3I(Z [Show Toolbar] 71 =2 > 23% Y £
A,
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9547 FLASSLVPN |
B = rcns5472 Lz ssLveN o#IR

e V54T NLASSLVPN a7 7 7 NRFIC, E X v+ —JTPIE 75 A IELL
AL FIENFRREINET, ZOFIHICEDRWTEFEDOHIETT IO 4 KU %
PACDE. 727472 b L ASSLVPN £721Z HTTPS 2 A4 59 _XTDEF =7 72 Web
B A NG PIE RYIIENER A,

ENAILTDY 54 7F7 > kLR SSLVPN QOFIE

« 7747 ML ASSLVPN (X, OWA 2000 {35 J Ut OWA 2003 hit D FEAFRFE A H A — b
T 5, OWA I — NZHABGEZREETIZ7 747 > b L ASSLVPN 22— 73 Z Dt —
NZT7RALED LT 2ET7 7 BRTHESENET,

o PAR—FINTWRWY T A7 k"X SSL VPN DOfRE
« Application Access 35 & UMt o> Java 4 17 0 £ ik Rg
cHTTP 7% v

* Citrix Metaframe ##2 (PDA 25592 Citrix ICA 7 A 7> b V7 b v = 7 HN i
SN TVRNWER)
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s 10 =

D953A4AF7 2 FLASSLVPNDARZATA X

« 7747 L ASSLVPN = R 2—H¥DOFE (431 =*—3)
o T I = NVTDHAR A X (442 X—)

HS5AFPFRLASSLVPN T Y K A—HOE%E

COHEZ, = R a—YDEOIZZ TA T FLASSLVPN ZRET 5V AT NEHE &%)
BICLTWET, 22T, 2 Fa—HF A F—T oA REDAX~A AT HHE BX
WY E— R VAT LOREEMHEEXOBMELZHTALES, =—FN7 747 F LA SSL
VPN O ZBithT 272012, 2=z Z 20N EBDOH HIEHRZ WM LE T,

IR AU —T M ADEE

7747 MU ASSLVPN =2 K =W A U H—T = A AL HTML 73300 SRR
SNTWET, =W, ASAA X —T A ADIPT KU A% https:/laddress T T A9
HZ LIk, V54T FLASSLVPNIZE 7 A v LET, BUNCETRSILD /R,
a7 A T,

95472 FLRASSLVPN FR— L R—TDFRK

a—Yhu s oFHE R=FL X=URHAEET,

R— LN —DIIIREF DY T AT b LA SSL VPN BERENN T R THER S, BIRFLD

ng, TXAL, BIOEMHBICKMENTWET, 2OV TV R—L_—=I 00, e
D7 7 A NEEHOIREHELIN DT XTHOT T4 7 2 F LA SSLVPN BEREN R/ RINTVE

T, 2—FIXZOFR—LX—=VEFEHLT, Xy NT—27 D7 T X URL DAT), FEED

Web %4 b ~DT 7 A, LU Application Access (7R — Rkl A~v— kK hrxb) 12X

HZTCPT AV —a v ~DT7 VA FETTEET,

254 7> kL XSSLVPN @ [Application Access] /SR JILD KR

R— MEEFIFA~Y— b F vV ZBIGT 51213, [Application Access] 7 7 2 ® [Go] R
2% 7 Y w27 LET, [Application Access] 7« > RUMBE, 2D 747 h LA SSL
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B oo y—nn—ozx

VPN $f¢ _mﬁéhtﬂw?7)&%ya/w%%éniﬁo:@N*w%%wtii@
TV = a BT 58, BHOFETT 7Y r—va UERELET,

\}

() A7 —F70 7 x=—/LA—s—"T(X, Application Access Z i L CHeS. L=t v a »idfk
FEhE®hi, 2—FIE7 = — A —N"—RICHERT HILERH D 77,

20—T 4 2T Y—=ILIN—D KR
WORDOT7a—F 47 V== ZiF, BIEDI Z7A4 7 ML ASSLVPN &g R
SNET,
B12: 9547 bLRASSLVPN 7 A—TF 4 4 Y—)LiN—

Moves the toolbar to the LDQS the userout
other side of the browser

Displays the portal home page

Launches a dialog box for URL entry

https: s fe.cisco. com

3 | Enker URLfWeb Address

‘e GO0 O0m

[ o || cace

1a19ad

Ta—T 4T = N—DRDOEFMEICERE L TLEE0,
oV LN—EMHHL T, AL DT T IV U4 ROZEEEEH 27912, URL D AT,
77 A NDEGFROT T TR BRIER  Web Bt DRI TE 9,
Ry T T T ET Oy I TBIICT ITUPRRESNTWAEES, 7n—T 47 Y —
IWN—IRRTEFEHA,
o V— L N—FHL AL, VFAT L FLVASSLVPN Y > a v DR TEZRDAHA vE—
N ASAIC Lo TERENET,

94T 2 FLASSLVWPNR—UDHRATA X

7 FAT 2 FUASSLVPN 2 —WIZRREINDR—F N X—VDOIBEEZ L ENTEE
T, BETXAEITIE, 2—FREXa VT4 T IA T LR T AL XICHETEIND
[Login] *—, ¥X =2 UT 4 77 T4 7T 2 AD2—WRGE%IZFE R D [Home] ~—,

2—PNRT TV r—va raEET 5 & EICR AR I D [Application Access] U 4 RU L B X
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hxgzqt—vavizont |

W—HPNT FA T FLUASSLVPNE v g vhbu /7o 5 & &ICFERES [Logout]
N=UNEENET,

R—BNR—TDHARA REIT, ZTOHAZA P — 3 VBRI LT, BEOHESE o
TrAN, TN—T KR v—, FlFa—PFIcEHTcxEzd, ASAZVa—RKT5FET, ¥
7237 94T P ASSLEZA ZICHI Dz TOHDEEA R—7 VT 5 E T, BHEITEHS
NnNEE A,

WS DD AX~ A=V a ATVl baER. RELT, ix Dax—YE-da—
TN—TIECTCHR—=F N RXR=VONEETTHE 08X a VT4 T ITAT L A%A
F—T M TE £,

HREIALAE—2 3 VIZTDNVT

ASA X, WAX~AX—Vvar A7 V=7 " EEHLT, 2—VHEEOIIEEZERL T,
BARAB—vary 7727 ME, VE—F 2—WFICEKRINDI I AX <A XA[RERT
NTCOEEHEBICHT D XML Z 7 2&Te XML 7 7 A b ar A rEhEd, ASA V7
F=72iE, VE—=FPCIZZI AR— TEDLHAY~AB—var T L— b RNEE
nNTnEd, 277 r—rEREL, ILWIAZ~vAEB—var 477 hEe LTH
CNASA LA VI R— N TEET,

HAR A= ar A7V hax 7 AR—b 5L, XML Z 7 %&Te XML 7 7 A )V
N, FEE LT URLICHER SN E T, DAZ~A =2 ar A7 V=7 Mok TEREND
Template &\ D 4RO XML 7 7 A JVIZIE, ZZEO XML X 7R EENTEY, HilnwhAax~
A B—var A7 V=l FEERT200R#E LCRIATEEY, 20437V 7 M,
EHERLIZD Xy v a AFRYMNLHIRLED T2 LT TEERAN, =7 AR — b L THE
L. ILWORE~ A= ar A7V 7 FELTHRASAILA VR—FTE£7,

HREARAE—=2 a0 ATz o b, HBHETOIT 7ML, BLUVTIL—T R o—

I—FRYDTHHET D L X E, BT 77 AL (hox Zv—7) THRESNT
THANNDAAZAC—vary 7=V b (DfitCustomization) 7537 7 A > [ DR ST
EERELET, a7 7 AL A MBA F—T NI 5> TV DHHAIL, MO AZ~
A= arBhHNOITN—Ta—PRERT L, TOHLWIT V=T DHALZ~A
B—ra A7 V=7 ML CRmNEDY £,

UE—F 2—¥REIESINT-%IE, BEOMUL, T NV—TF KRY o —Zh AX~AE—
ar ATVl FREIDYTHNATWVAENEIMIT Lo TIREY 97,

WRERAE—30 TFoTL—FDI O REKR—F

HAR<A =y ar 727 baxz 7 AR—bT5HE, FRELZURLIZXML 7 7 A /L
PERENET, DAL EB—ar T 7 b—F (Template) 3. 220D XML ¥ 7 % & A
TEY, ILWHARI~A B = ar ATV FEERT HEODOR—RIZRY 4, 2D
F7 V=27 ME, BRLEVXF Yy 2 AT DLHBRLIZV T LIETEERADR, =7
AR—=FLTIREL, LW RAZSA P —2ar A7 V=227 FELTHOASAIZA VR—
FNC&EET,
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B r=xs<1t—var7oIL—roms

ATvF1

ATFvT2

FIE

NABRAR—=2a s A7V haex 7 ZAR—FL, XML Z 7 &ZEHLET,

export webvpn customization

TrANEHFRLNAT V=7 P LTS A= LET,
import webvpn customization
£l

WOBTIE, TIHN DI AZ AP — a2 7=  (DfltCustomization) %= 7 %
W= LT dflt_custom L9 ZHTD XML 7 7 A VAR L7,

hostname# export webvpn customization DfltCustomization tftp://209.165.200.225/dflt_custom
Prrrrrrr PPt INFO: Customization object 'DfltCustomization' was exported to
tftp://10.86.240.197/dflt custom

hostname#

HREITAE—30 ToTL— FORE

COWETIH, WAL~ A Y=Y ar T 7L — bPORNEBEEZR LT, HRARKEZREL TWE
T, TNHESRLT, ELWXML #7230 &@LU T, MARREEFTE CTEET,
TXARNZT A X EIEIXML =T X 2fH LT, XML 7 7 A VERETEET, ROB
I, WAREZ<APP—2a T FL—FOXMLE V&R LTWET, —HOILEZ 73, A
RFLFTAHEDICHIBRLTHY 1,

RO, [Login] "= e R—=VE N AZ YA XTHXMLE V2R LET, ThbDF 7%
TRTC, LD # 7 <auth-page> (2R A R IRTWET,

13:[Login] R—T LBAE XML B 5

il st ven service <title-panel> St pans
cisco <modes <background-colors=
<bgon-formz
] ) <ditle-texts <logon-form:
<title-panel>  <title-panel> <title-font-colorss <title-background-colors

<logo-url= <text=

<front-color=

<font-weight>

<font-gradient= <logonformz
<style> <message-text> -» Plaase enter your usemame and password

<username-prompt-texts> ————m useRNAME
<password-prompt-texts ——— = PasswoRD
<copyright-panel>  <internal-password-prompt-text> — 3 ema Passwor
<mode= <internal-password-firsts GROUF

-:.tflxb- <group-prompt-texts

Bales »

(o)

1si=0d

<bgon-formz <bgon-formz=
<submit-button-text>  <background-colors
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nzgvqt—varroIL—rome |

WOKIZ, [Login] X—Y CHARFEREEEL ¥ Fuy XXy VA NE ZOMKIEEZ D
ABARTDHEDDOXMLY 7 Hm LET, TNHOX 73T T, B L1 0 <auth-page>
AT FA RSN THET,

B 14: [Loginf BEDEEZ LY 2 LBE XML R T

<localization>
<default-language>

<language-selector>
<title>

<language-selectors —»

=rebes I (Chinese)
<language-selectors —» B & (Japanase)
<language> PycckWid (Russian) 8
<codes YEpaiHoeka (Ukrainian) B
<text>

WDKNZ, [Login] ~— ¥ Cff I T& % Information Panel & Z OIEEEE I A X ~ A ZF 572D D
XML % 7%~ LET, ZOMF#RIZ[Login] Ay 7 ZADLEMIELITAICRRINET, b
DX TIE, AL LUV D <auth-page> ¥ ZIZF A R ZHTHWET,

15 [Login] EE O [Information Panel] & BSi&E XML 2 5
=info-panel>

<image-url
<image-postion:

TMIr
CISCO

<info-pangls —p  Clientless S5LVPN Service pravided by the
<texts Cizeo ABA5500 Series Adaptive Security Appliance,

191903

<info-panel>
<mode:

WO, R—=HF N _X—=T L ZOMEEE D AS~ A AT EHT2DDOXML Y 7% LET, T
5DX T, BALL~UL D <auth-page> # 712 % A b S TWET,
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B rxs~xrt—vavtI0z0 roq k-t

16 : [Portal] R— < S BHE XML & 5

<title-pansl=
wtents <toolbars <toolbar=
<gradient= <modes <logout-prompt-texts
<font-weight=
<font-size> <toolbar> <toolbar:
<front-colors <prompt-box-titles <browse-button-text=
\
itle- P <title-paneb <title-panek- =
q‘:};gir:i}_’ e qm:de; l qbadtgrcupnd-colors;- k
;f:: ~ I T sy @
e
> R -
— <« <urklists»
- Shse - <mode=
<applications= P g
<tab-Titles> e <—— <pane>
<orders> e e e e <fype>
<modes Support <mode>
; <titlex
{ <texts
| 4 <natitle:
£ : <column:
I <row>
1 <height>
<colUmn —
<width= i
<order> |

191908

NRAEIAE—23 0 FT2x) bDAUR—F

XML 7 7 A NVERELTRELED, ASADX ¥ v a AEVICAVR—FLET, WAX
A= ar ATV FeA A= T HEE | ASAIEIXML 2 — RO ET = »
7 LET, a— FREDREAS. ASAIZZFDOAT V=2 Faexv v a AFVNOIEERD
SR fr L ET,

import webvpn customization

WO T, WAXZ~AB—va L A7V b General.xml % 209.165.201.22/customization
D URL 2235 A AR — kLT, customl &\9ARi&EFT £,

hostname# import webvpn customization customl
tftp://209.165.201.22/customization /General.xml

Accessing
tftp://209.165.201.22/custamization/General .l . HHHEEEEEEEE LD PR g
Writing file disk0O:/csco config/97/customl...

EEEEERE R R R R R R R R R

329994 bytes copied in 5.350 secs (65998 bytes/sec)
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BHETOT7 AL, TL—T Ky v— BEva—F~0onrszst—varvomm i

EHEJOJ7A4IL, JIL—TR)—, BLUV1A—HF~~DHRETA
T— 3 nDEH

)

B AR~ A= 3 OVER%. customization =~ REFEHA LT, 87 a7 141 (b
VNI N—TF) | ITN—T FRFa—HICFOIARAEv AT — g R EATEET, 2
Dawy RTEREINDIA TV aidk, EHFOE—RICL-oTRRY 5,

GE)

ATy 71

ATy T2

ATy 73

KRB R DI AL~ A XL, ASAZ U a—RKT250, FF7 747 FL A SSL
ET A =TI LT EEA R—T7 NIt HE T, BHEITEHASNEEA,

FIE

7747 MUASSLVPN 27 4 Falb—vay E— ROV EZLET,

webvpn

o IN—T TN—T R v— Flolda—H4HDr 747 LA SSLVPN =2
T4 X2 b—va U BEXET,

tunnel-group webvpn ¥ 7213 group-policy webvpn ¥ 7213 username webvpn

P T n 7 s A NCH ARG~ A B —Ta A LET, name X, BT 07 7 A Wi
THWALZ A B — 3 VOLHTTT,

customization name

FlE, HAFvA =V a v BT E 3 —FICEALET, ROFTT v a v dgE
NET,

enone |X, FNV—T7FHIFa—V OB AI~A =23 BT 4 B—T T L TEDEE
SNV T HEF S a T, FIANIIDT T AT R LA SSLVPN R—h 3
RLUFET,

evalue name 1. /N —7F 713 —HF DO A EZ~ A B — 3 VOLFITT,

i -

ROFITIE, h RN ITN—F 754 T hLASSLVPN 27 4 X alb— 3 T— K%
BAtG L. &7 1 7 7 A )b cisco_telecommutes \ZXf L CH AL <A B—3 3 cisco A F—7
M LET,

hostname (config) # tunnel-group cisco_telecommuters webvpn-attributes
hostname (tunnel-group-webvpn) # customization cisco

ROBITIX, FNV—T RV —27F7A T FLASSLVPN 27 4 Fal—T a3 E—RE
it L, EX a2 VT4 TTIA TV RCHRLE~AE—va v DV A DI =Y —%FATL,
T N—T" KU — cisco_sales \ZXf L TCH AKX~ A ¥ — 3 cisco kA F—T WM LET,
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B -/ mmosEnrrscst—vay

ATy T4

ATy 5

ATy 76

hostname (config) # group-policy cisco_sales attributes
hostname (config-group-policy) # webvpn
hostname (config-username-webvpn) # customization value ?
config-username-webvpn mode commands/options:
Available configured customization profiles:
DfltCustomization
cisco
hostname (config-group-webvpn) #customization value cisco

WOBITIE, 2=V 2T TA T FUASSLVPN 27 4 F o b—3a v B— REBIAL,
. — cisco_employee |Zkf L CH AR~ AE— 3V cisco wA F—7 M LET,

hostname (config) # username cisco_employee attributes
hostname (config-username) # webvpn
hostname (config-username-webvpn) #customization value cisco

(FE) zv74FXal—varhbavr REHIRLT, 77 7AW bhAZ <A
’[Zv“—‘:/a y%ﬁ”%bij—o

[no] customization name

() av74Xal—rarhbavy REHERLT, S74L MIELET,

[no] customization {none | value name}

BEOHAZ~ A — a3 DA NERRELET,

customization ?

O VEEOEEHRAREIIAE—a Y

fEftEhon /A4 VHEOREORHIEREZEETHOTIH /L, MAOIAX La 4
HEERTAEEIL. TV IR A= g VR ERA L CoOEER I AR v A B —
varEFTTEET,

TN HAAZ<AB—Ta UHEEEHEH LT, MBOR 7 A VEEICHTML ZE#E L, ASA T
B 2 FF M J CiscoHTML 22— REFRA L E3, 2RIk V., Login 74— ALt SiEtE L7
2 Kay 77Xy JARBMERSIVET,

COWETIH, MEHO HTML 22— FEERT D72 DICHERMEE, BXOWASA T—9BE O
a— REFHTHZDICRETINEND DX ATIZOWVWTHIALET,

WOBINZ, 74T h L ASSLVPN 2 —HIZFRREINDIEAHED Ciscor 7' A iz~ LE
9, Login 7 #—Al%, HTML 22— R TR B L » TRRSIVET,
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ny4 vEEOEELRh R t—vay |

17 :4Z#£ ) Cisco [Login] R—T

_
SSL VPN Service

Login

Pleaze enteryour usemame and password

LSERNAME: | |
PASSWORD: | |

WOz, [Language Selector] K v 7 X v U A N&ERLEd, ZOMEEIL, 77472k
LA SSLVPN 2—HIZiZA T v a v bieoTEY, v 7 A VHEiHE O HTML =2 — RN O RIEIC
FoTHLOHENET,

18 8FELYE FAYIHFIU YR+

Languages | English  + |
Spanish

191735

WOBRNZ, TNV A A =2 g UHREIC L > TAMEEN A BRI A X L a7 A
HOF 2R L £,
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B -/ mmosEnrrscst—vay

19054 VEEOIILHREIAE— 3 UH

aiw  SSI VPN Service by the Cisco ASA5500

Language | English ~

Flease enter your ugemame and password

USERHAME
PASSWORD

Lagin

Thd bk

CagyFagit Cuoo Synams b 2087

WO HTML 22— Rigfl & LTEERA S, #rdba— RKTT,

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<title>New Page 3</title>

<base target=" self">

</head>

<p align="center">

<img border="0" src="/+CSCOU+/cisco_logo.jpg" width="188" height="48"><font face="Snap
ITC" size="6" color="#FFOOFF">

</font><font face="Snap ITC" color="#FFOOFF" size="7"> </font><i><b><font color="#FF0000"
size="7" face="Sylfaen"> SSL VPN Service by the Cisco ASA5500</font></b></i></p>

<body onload="csco ShowLoginForm('lform');csco ShowLanguageSelector ('selector')">
<table>

<tr><td colspan=3 height=20 align=right><div id="selector" style="width:
300px"></div></td></tr>

<tr><td></td><td></td><td></td></tr>

<tr>

<td height="379"></td>

<td height="379"></td>

<td align=middle valign=middle>

<div id=lform >

<p> </p>
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HTML 7 7 1 LDEE .

<p> </p>

<p> </p>

<p>Loading...</p>

</div>

</td>

</tr>

<tr>

<td width="251"></td>

<td width="1"></td>

<td align=right valign=right width="800">
<img border="1" src="/+CSCOU+/asa5500.jpg" width="660" height="220" align="middle">
</td></tr>

</table>
FRFENza— Fid, BEIZ Login 74— At EiER L7 X2 ALET, B

csco_ShowLoginForm('Iform") |31 74> 7 4+ — L&A L £7,
csco_ShowLanguageSelector('selector') |[IS7Et L 7 ¥ ZfA L E T,

HTML 7 74 ILDZEHE

ATy 71

ATy T2

ATy T3

FIE

7 7 A M logininc E WA AR EFTET, T A NEL R —FTBHE ASAIZZDT 7
ANGEaTA CEEE L TR LET,
DT FANTHAINDA A=Y D/RAEIEF LT, [+CSCOU+H & DT,

SUEFRTNIC U B — b 22— WIZERT D7 7 A L%, 7SZ [+CSCOUH THEENDHASAF v v =
AEY ORFEOHEKICHE T OILERDY ET, ZDRD, TOT77ANMIHIEAL A —TD
V= AT DNRRAZEDDHMENRH Y T,

HIZH 2R L ET,
sre="/+CSCOU+/asa5520.gif”

TR HTML 22— REHALE T, Zoa— RZiE, Login 74+ —AESiEREL 7 2%
EEICH AT AEHRO S 2 a OB AEENTWET,

<body onload="csco ShowLoginForm('lform');csco ShowLanguageSelector ('selector')">
<table>

<tr><td colspan=3 height=20 align=right><div id="selector" style="width:
300px"></div></td></tr>
<tr><td></td><td></td><td></td></tr>
<tr>

<td height="379"></td>

<td height="379"></td>

<td align=middle valign=middle>

<div id=lform >

<p> </p>

<p> </p>

<p> </p>

<p>Loading...</p>
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B oo~ ~r7onzs<ax

</div>

</td>

</tr>

<tr>

<td width="251"></td>

<td width="1"></td>

<td align=right valign=right width="800">

<img border="1" src="/+CSCOU+/asa5500.jpg" width="660" height="220" align="middle">
</td></tr>

</table>

T9I9I—IANILTDHAREZIARX

ASAIT, BIRSNT KT v I ~—0 DT TV 7 — a3y RISV T ORR TR LET,
INEDNNT Ty ANEIARALZTA ALY, MMOFFET~LVT 77 A VEAERLTZD T
TET, RIZ, #BFeOEy T a VRIZRRT L0, Z77ANLVET7 Ty a AEVITAL
R—=hrLET, FHNA VAR—FLE~NT ATy 77 AN ERE LT, ZFL, 7T v
Va AEVICHA VA= THIELTEET,

KT TV r— a3y ORRE, FRNCRESNZ 7 7 A VA EFEH L TB O~V 7 7
AN AT UYRFRIRINET, A%k, K77 AME ASADT T v a AEVRND
[+CSCOE+/helpllanguagel &> 5 URLIZEDLE T, IROFKIZ, VPNt > v a VHIZRSFTE
BEANNT T A NVOFEMERLET,

R2:WNF7I)r—23oDALT 27400

TV r—3 284 | 1R\R)L XA TATTSA | SRIADBRETEHAIL

7 TUARDITZvar| T T 74 IVICEEBRMN
EUADALT 274 | HBDH
L URL

B Application Access ACOCEH g aghpaEsiT | (3

K Browse Networks ACOCEH g pgfbaresiore | (3,

RS AnyConnect Client ACCEHE g reaEsHaT | (3

FHEE Web Access ACCE g gdndsanEsie | |3

A IV MetaFrame Access ACSOOEH e ngaedicaipine |~ 2

A Terminal Servers ACOOEHelrg agdtphipie | 31

A IV Telnet/SSH Servers ACOCE g radsrerie | 13y

A VNC Connections HCSOOEHEkng.agerchipie | (31
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75y AEYADALT T74 001 vt—+

languagel®, 77 UV FICEKRINDFHDEMRILTT, ZD7 41—/ Rk, 77 A VEHIZIE
HINEEA, 77 AV THHAINDEEERLET, FFEDSiEI— REHETDHIC
X, 7790 FICERRINAFTHEDOI A DML ZOEEOAREZat—LET, & xiX, &
DFIBEONTNNEERT D E, ¥A4Tr7 U4 RUICEREHEOSE— RBRRIN
£7

« Internet Explorer % L&) L C, [Tools] > [Internet Options] > [Languages] > [Add] % &R L £
j—o

« MozillaFirefox % &%) L T, [Tools] > [Options] > [Advanced] > [General] % %R L. [Languages]
DIz 5 [Choose] 227 U 7 LT, [Selectalanguagetoadd] #72 U 7 L&,

T759a AFRYADANILT 274ILDA ik— k

FIE

JTFGAT L RLVASSLVPN v g U TERRTHEDIC, 77 vy a AFVIC~NVT 3T
Y Ty ANEA R —FLET,

import webvpn webcontent destination url source_url

e destination_url %, T®x=2VT 4 T TIAT L ADT T2 AEVNDONIVT 774
JL® URLJ FIOLFHTT,

e source url 1%, A VR —FTBH77A/LDURL TY, BRI VT 4 v 7 AL, ftpil,
http://, 35 L O tftp:// TI,

1

WORFITILX, TFTP #—,3 (209.165.200.225) 75~V 7 7 A )V app-access-hlp.inc %
77 vva AEVIZat—LET, 2O URLICIIEFEDOERIETH D en NEEINLT
b\i‘j‘o

hostname# import webvpn webcontent /+CSCOE+/help/en/app-access-hlp.inc
tftp://209.165.200.225/app-access-hlp.inc

CLl w4 3:CiscoASA ¥ )—X94VPNCLIOAY 74 Fal—av HAF .
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B o5 - szvicqof—rEhTaALT I7 4 LT RE—

25922 AEVIZCTAVR—FENTWWABANILT T74ILOITY R
R— k

FIE

B CHRET DT-OICERNCA Y AR— KLz~ T a7y 77 A VERELET,
export webvpn webcontent source url destination_url

ssource wrlld, 12X VT4 TTIFTAT LV ADT T w2 AERYVNONILT 77 A )0
® URL| OLFH|ITT,

* destination_url |% the target URL CT9~, A7 L7 1 v 7 AL, ftp/l & tftp:)) T3, &K
CFHRIE 255 T,

il

WOHFITIL, [Browser Networks] /SR IVIZER R S NDEFED~ILVT 7 7 A )b
file-access-hlp.inc Z TFTP #—~3 (209.165.200.225) (Z=t™—L £,

hostname# export webvpn webcontent /+CSCOE+/help/en/file-access-hlp.inc
tftp://209.165.200.225/file-access-hlp.inc

ASA L, 7747 ML ASSLVPN & v ¥z U &IRICkT 5 S HSRE 2K 2 TV ET,
i, vl A, al T R N — BIOT T F A 8 KO AnyConnect 72 E DRERIER
WCRRINDR—Z N X=UNEGENRET, VE—F 2—VFICAHTHIEREZ T LN
DA yE—UiF, BERALCRICELEDONTVET, ROFKIZ, B RAAL UBLUY
TS LRI A R L E T,

FRLB AL v DA T v 2

THMEALY THMEINLHET)T
AnyConnect Cisco AnyConnect VPN 27 7 A 7 > kD =—

A B =T 2 RAIFRINDA v =T,

banners 74T v LR TVPN T 7 & ADRNER
SINDLGRICFERIND A vE—,

CSD Cisco Secure Desktop (CSD) D X vt&—,
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szzmouT |

EEAAY THINDHHET) 7
customization gl Ay R—= a7y RR—= R—X

N R=TDAyE—V BLOa2—HIZLD
AL A RAREIRT NTDA v =2

plugin-ica Citix 77 7/ A > DA vE—,

plugin-rdp Remote Desktop Protocol 75 74 > D A v & —
\\/“O

plugin-rdp2 Java Remote Desktop Protocol 5 274 v D A v
-,

plugin-telnet,ssh Telnet 8L ONSSH 77 /A DA vE—,

plugin-vnc VNC 7374 DA -,

PortForwarder R—h 7T —F 4T a—HFIZE RTINS
Awt—,

url-list I—PRR—=Z N RX—=CDURLT v 7 ~—7
WHETHT XA b,

webvpn HAR<A X TCTERNTRTCOLATYT Ay
=Y AAAX v E—Y BIOWER—%1
AvtE—,

ASA 21T, EEREEO M THIE RAAL VHOERT —T NV T 7L — MREGENR TV E
T TITTA DT TU—RNITTTA L EBIZEHEENTEY, MEBOLER N A A V&2 ER
LET,

BHRAA DT T — b e 7 AR—"T&ET, ZNT, ANTHURLIZT T L—
FOXML 7 7 A AVDMERRESNET, ZOT7ANDA v E— 74—/ RIFETT, A
T—VERELT, TV L —bEAUR—F L, 7T v a AT VITENPILDHT LWER
TN ATVl FEERTEET,

WFOERT — TN BT ZAR— T 52 TEET, B L7Z XML 7 7 A JVIZE/NICHR
ELLTA v E—UNEKRENET, 2OXML 7 7 AL EZFRLEEL THA Y R— 5L,
HLWAR—=U g3 VOBWT — T UMERL S, DETIDOA v =0 FEX SN ET,

—OT T L— MIARZT 4 v 7 TTHR, ASADREIZESNTET LT T L— b d
DNET, 7947 LA a2—HFourFrB8LlRr T U N RX=U A==V B
JOURL 7' v I~ —7 13N A B~ A XPA[HEZR 72, ASA generates the customization 33 J Of
urklist (I R A A 0 T oL — b aX A F Iy 7ITAERL, 707 b— MIEFNEE Z
O OBERE= U TIZHBEIRIC K S £,

BT — T NVEAER LT2%, ZOT—7NAVEHEHLT, IAZ~AEBE—va A7 V=7 &
ERR L, ZN—7 R v—Fida—VEMEicm i & £9, AnyConnect ZH#i N A A > LIgk
T, IARE~AEB—varFT7 V=0 bVefElkL, 2047 V=7 N CHEMTLIEHBRT —7
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NEFIL, 20— R —FiFa—FITH L TEDOI A A B =T a v EEET D E
T, BT — 7 IR A RFT 2 &30, 2a—PHEDA v —VIFEBRINEE A,
AnyConnect K A A » DEET — 7 /KT HEHIX, 7272512 AnyConnect 7 7 A 7 | —
PICERSNET,

T T— JILDVERK

ATy Tl

ATy T2

UL ArTFRARNE—RBLRYALTF aTFF R N E— NOWHCEWRT — T V5 VERK
TEET,

FIE

AL a—H BT —T N T T L — e AR— N LET,

export webvpn translation-table

1 -

WOFITIX, EHARERERT —T VT T L—ERL, 7747 FLASSLVPN & v
VarDa—WPIIEREIND A vE—TIEEE KIF T customization KA A DT T L— K
BT AR—FLET, EREND XML 7 7 A VDT 7 A V4L portal (22— F5E) T,
WDED A ¥ — 74—V EREENLTWVET,

hostname# show import webvpn translation-table
Translation Tables' Templates:
customization

AnyConnect

CSD

PortForwarder

url-list

webvpn

Citrix-plugin

RPC-plugin

Telnet-SSH-plugin

VNC-plugin

Translation Tables:

hostname# export webvpn translation-table customization template
tftp://209.165.200.225/portal

BT — T ND XML 7 7 A Vit LET,

1 -

OB, portal £ LT/ AR — SNl T 7 b— O—ERLTWET, ZOHTD
BB, AvE—YDORAyE®—VID 7 4 —/L K (msgid) & A=V XFHT7 4 —/L K
(msgstr) BNEFENTWET, ZDOA =V, =BT F7 47 hLASSLVPN & v
TAVEMNTHEEIIR—H N RX=VIZRRINET, BRRT U L— M, £<D
A=Y 74—V RORXTNEENTWET,
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zmr—IL0ks ]

# Copyright (C) 2006 by Cisco Systems, Inc.
#

#, fuzzy

msgid ""

msgstr ""

"Project-Id-Version: ASA\n"
"Report-Msgid-Bugs-To: vkamyshe@cisco.com\n"
"POT-Creation-Date: 2007-03-12 18:57 GMT\n"
"PO-Revision-Date: YEAR-MO-DA HO:MI+ZONE\n"
"Last-Translator: FULL NAME <EMAILQ@ADDRESS>\n"
"Language-Team: LANGUAGE <LL@li.org>\n"
"MIME-Version: 1.0\n"

"Content-Type: text/plain; charset=UTF-8\n"
"Content-Transfer-Encoding: 8bit\n"

#: DfltCustomization:24 DfltCustomization:64
msgid "Clientless SSL VPN Service"
msgstr ""

BT —T N R—FLET,
import webvpn translation-table

1 -
OB TIEXML 7 7 A VA iR— R ENFET, es-us 1TKE AL VFEOEMETY,

hostname# import webvpn translation-table customization language es-us
tftp://209.165.200.225/portal

hostname# !!!ltItrrrrrrrrrrerrrrrrrrrprrrrrnd
hostname# show import webvpn translation-table
Translation Tables' Templates:

AnyConnect

PortForwarder

csd

customization

keepout

url-list

webvpn

Citrix-plugin

RPC-plugin

Telnet-SSH-plugin

VNC-plugin

Translation Tables:
es-us customization

AnyConnect KA A > DEMT —T VA R— T 555, BEEARITTICHEDICRY
T, TOMD RAAL L DEMT —TNEA R — T BRI, WAXAE—ar +7
Tl NEERL, TOFT Ve NTHERTAERT T VERELT, IV—T R v—
FF2—PICH L THARI A= ar ATV NERETHIVNENHD £7,
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B r=xs<x1t—vartI0zs rcoEENSR

ﬁx974€ VH T7~\\ bl‘—ca)nnno)/,u

TITIE, WA~ A= a3 T L= SR TEL L, =V AR—FL, REL
T, WA AB—varr A7 e LTA VA= T HHEZOWTHRALET,

1R BHHIIZ

NAZSAB—v a7V NCINODOEMRT —7 NV EIEL FFOHTITE, 7—7 0
MECAHTT TICA VA= F SN TWDOIRERH Y £3, ZAbD4THNEL, 77 UV FDEE
FTvar ERBMERS HLENH Y £T,

FIE

ATy Tl MEEENTEDL URLICHAI A E—vary T T L— a7 AR— kK LET,
export webvpn customization template
ROFITIEZ, 77— ez 7 AKR—KL, f8E L7 URL IZsales DB —%ER L £T,
hostname# export webvpn customization template tftp://209.165.200.225/sales

RATFYT2 HAZSAPE—2arToFL—FrDXMLa— RO 250 7REHT — 7 /VICERLE
To WA~ AER—Var T —bEREL, LRiA VAR — FLTeEBT —T7 Va2 B L
ESc

ROBITIE, AT LEMT—T V2R ELET,

e XML =— R ® <languages> % 7 DI, BT — T NO4 R AT £T, ZOHITiX
en. ja. zh, ru, BXVua TY,

» <default-language> % 712 L > C, UE— F —W7 ASA [ZHEE LTz & TIPSR T
SERELET, Eoa— FEITIE, SiEIZEETT,

<localization>
<languages>en, ja, zh, ru,ua</languages>
<default-language>en</default-language>
</localization>

WOBNL, it L7 ¥ OFRRICEEE 5 2 <language selector> % 7' & Z U BE T 5
<language> # 712XV, BtV 7 X EA RX—TNVIZLTHAZ A ALET,

e %7 J )L —7 <language-selector> (21X, SiEE LV X DRREA X —TNBLOT 1 E—
TINZT D <mode> ¥ FR0, <title>EREE B R RT DL Ry I AU Ry 7 ADX A k
NWEITRET DX TR EENET,

o X7 7 )—7 <language> (Z1%, <code> ¥ 7' & <text> ¥ U WNEENTWT, Bkl /¥
Fuy FZT Ry 7 ACFKRIND Fidsh LREOERT —T NV e~y B 7 LET,
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ATy T3
ATy T4

ATy 75

HREXAE—a v A TVTY FERRT B1HDTL—T KU s—Fkr—vEEOZEE [

<auth-page>

<language-selector>
<mode>enable</mode>
<title 110n="yes">Language:</title>
<language>
<code>en</code>
<text>English</text>
</language>
<language>
<code>es-us</code>
<text>Spanish</text>
</language>
</language-selector>

EREEITOTR T 7 ANERITFLET,
HLWAT V27 e L THREwAB—ary ForFL— e rR—FLET,

import webvpn customization

il -

LW AE<wA B —2ary AT V=7 b sales RKomrLET,
show import webvpn customization

il -
hostname# import webvpn customization sales tftp://209.165.200.225/sales

hostname# !!!!lIlItrrrrrrrrrrrrrrrrrrrrrrirtd

HREIIAE—3 ATy bEFERTBHE=60DTIL—T KR
—F A —YEMHNOLTE

ATy 71

ATvF2

T, BEDODIN—TEIF =TI L TCEFE LT 7T 72T B FEICONTIBH L
ij‘o

FiE
PIFATFLVASSLVPN 27 4 Falb—v gy B—REVEZET,

webvpn

IN—F RV —DIFA T NV ASSLVPN 2 7 4 Fal—y gy B— RNV Ex £

7o

group-policy webvpn

RATFYT3 HAZAP—ar A7V "L X—T NI LET,
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B r=xsc1t—230 47020 MERRT 2HOTL—T KU L —F LRI FEEOEE

customization

1

WKOBNE, Z—7 R —sales THAZ~A ¥ —1ar 477 b sales 231
R—=T MR > TNDH I L AR LTNET,
hostname (config) # group-policy sales attributes

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # customization value sales
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D5AT7 2 MLASSLVPND F5 T )L
a—Ta4vY
» Application Access i FHIRE hosts 7 7 A /L =7 —22bH D[RR (451 ~=—2)

e T—HADX ¥ T F ¥ (454 ~—2)
e V74T MVASSLVPN Y v ay 7 vx—0OFkK# (456 <—)

Application Access {#FEF®D hosts 77 4L TS5 —M D

[E]1&

Application Access D FEATDOIGIFIZ72 % hosts 7 7 A /v =7 —Z[AlkET 572912, Application
Access i [l L#& z 7= 5, ApplicationAccess 7 1 > R ZMLTPALL LI LES, v ar R
&M L5, [Close] 7A 2> %27 U v 7 LET,

Application Access 2 IE L < #& T L7gro 7o 8581, hosts 77 A /W&, 7747 b - A SSL
VPN I A X~ A RESNTZREED F F 127> T E T, =—F2KIZ Application Access %
B4 5 L &2, 7T 47> b LA SSL VPN X hosts.webvpn 7 7 A V&R 5H Z & T,
Application Access DIRFEE T = v 7 L'E 7, hosts.webvpn 7 7 A A3 SN 5 &L [Backup
HOSTS File Found] &9 LT — A wE—UNEKREF, Application Access 28— A 712
bl by £,

Application Access 2N AT LI2AE, VE—NT2®RA 74T 2 MP—RTFY Ar—
Va VINREERIRREIZRY £9, 7 T4 T FLASSLVPN i HEFIcoh 07 7Y
r—varEzEEL L) ET5E, ELKEELRWEERH D £3, W OBRLOR A K
MMEATERLSRDGEANDHY 4, RO L Rk, HENPBVE—FTT 7Y
sr—3ia & ELT L, ApplicationAccess 7 4 > R AR THTICay Ea—F%2 T v v hE D
YL, TORBSETEDOT ) r—a v EBETLEY L LEBAICEELET,

ApplicationAccess 7 4 > R ZIELL LW E . RO T —NAETHAREMNH Y 3,

* /XIZ Application Access #iELEh L L 9 & L7z & =2, Application Access 234 7 (28] 0 > -
TWAHAREMZYH Y . TBackup HOSTS File Found] TT— X vt —UNEREND,
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. Hosts 7 7 1 JLDBLE

T TV r—varEa—ANTETLTNDEETH, 77 ) r—va vV BERA7I12Y]
DD TWDD, EITEEL RV,
ZDO Xk 97T — %, Application Access V ¢ > KU ARG/ HIETK T LI2Z EMBFRIKT
T WITHIZRLE T,
* Application Access D FHHIZ, 77 TR T T v a L,
» Application Access DfEFAHIZ, BEEELIIVAT L Vv v M T UBNRAE LT,
 YEZ 1T Application Access 7 ¢ R ZF/IME L. ZDU 4 RUNRT 77 ¢ 770ikEE
(I LE/MESNTWD) Tarvbta—F4%2 vy hF UL LT,

Hosts 7 7 1 JLDELE

a—v VAT A EDhosts 77 A NVITIE, IPT RVARAEFRRANBR BT EINTNE

9, Application Access ZiLEN T 5 &, 77 A4 7> b L ASSLVPN (X hosts 7 7 A /L& {EIE L,
7747 MU ASSLVPN EADOT MU ZBM L E9, Application Access 7 « > R % 1E
L < FA L T Application Access Z#& 179 % & hosts 7 7 A /LIFIEDOIREEIZER Y £,

Application Access O LBl

hosts 7 7 A /MIZTEOIRFETT,
Application Access O i B

* 7747 h LA SSLVPN iZ hosts 7 7
A JV % hosts.webvpn 2= — LT, v
T TEAERLET,

e RIZ, 7 FA T kL ZSSLVPN I hosts
TrANEREL, 7 T4 T FLASSL
VPN [EA OEHREFHFAL ET,

Application Access D& T e 7T AT MLV ASSLVPN Iy 7T v
7 77 AI)VE hosts T 7 A M —L

T, hosts 7 7 A /LB TLOIREIZE L F
KR

e 7747 kL ASSL VPN %,
hosts.webvpn Z Hlk& L £ 7,

Application Access D& T 1%

hosts 7 7 A LIZIEDAREE T,

Y

G¥)

Microsoft ftDT7 o F AL T =27 V7 v =T, A— Mgt Java 7 7 Ly M2 X A hosts
Tr7ANDOEFEEZTuy 7 LET, TorFASNAL T 2T V7 M7 7 O HEEC hosts 7 7 A
JVODOEE R R B HFEOZEMIZ DWW TIL, www.microsoft.com Z &M L T 72 & W,

. CLI 7w% 3:CiscoASA &) —X94VPNCLIOA Y T4 Falb— 3y HA K
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55472 FLRSSLVPN [Z& % hosts 77 1 Lo eBBERE |

9S5A4AF7>2RLRSSLVPNIZ& B hosts 774 LD BEENEERTE

UE—h 77 EAPB—NZHHETE L5 51L, hosts 7 7 A /L& F%E L, Application Access
RT TV =y a v EHEAF—T VT DO, ROTFIEEZFEITLET,

FIE

RAFYTL 747 FLVASSLVPN Zilg#iLCr /A v LET,
[Applications Access] V> 7 %27 U v 7 LET,

ATFYT2 ONTNIHOF T a rZERLUET,

» [Restore from backup] : 7 7 A 7> b L A SSL VPN IZHEHIICIEL S % v hF T v &h
¥9, 7747 L A SSL VPN | hosts.webvpn backup 7 7 4 /L' % hosts 7 7 A /L2 =
' — L. hosts 7 7 A /L ZIJTLORIEIZE L T2 5, hosts.webvpn ZHIFR L £3, EDk,
Application Access Z FHEEIT 2 LR H D 3,

* [Donothing] : Application Access |ZiEEN L £H A, VE—FT 7 EADKR—LX—=UNHNR
FRINET,

« [Delete backup] : 77 7 A 7> b L A SSL VPN (% hosts.webvpn 7 7 £ /L = HIEE L. hosts 7 7
ANETTA T FLUASSLVPN FlIC A X <A A& REIZLTRBEEd, T
hosts 7 7 A VAR E XKL E T, Application Access L, 77 71 7 > b L A SSLVPN AIZ
NAR <A XET-hosts 7 7 A VEFH LWAY L ELTHERLTGEBLEST, 20
A7 a i, hosts 7 7 A NVERENKDOIVTHREN 2 WGEICIITRIRL TS 72 &0,
Application Access AN ENC > v v M H T o IS, 22— EIF2—FRERT 5
7'a 77 KXo Thosts 7 7 A DRE SN ATREMED B 25 A1, o2 5DA T v =
VOELLEEIRT B, Eloidhosts 7 ANV ETEITRE L E T

FEIZ LB hosts 77 ILDBERTE

BEOHHNL Y E— T 7R =T TX 72 WA, DAX~ A A L7 hosts 7 7
A IVDFENEZ RN WA, ROFIEICHES T, hosts 7 7 A LA BHHRTEL,
Application Access & 77U r— a VEFEA F—7 M LET,

FIE

RT9TL hosts 7 7 A /W& RO CTHRE L E T, b — M2 ETE, c:\windows\sysem32\drivers\etc\hosts
T,

AT Vi j 2 # added by WebVpnPortForward & A 5 iiﬁ”?ﬁ‘ﬁihfb‘éﬁtﬁ)&) E) 4R & 5 ﬁ‘%?“:l: D4 7 Li
To ZOXFHNEELITRH D6, hosts 7 7 A M7 A4 7 b LA SSLVPN ic s A %
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ATv T3
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RATwT5
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VA RXENTWET, hosts 77 ANV T T AT ML ASSLVPN I A X~ A ZZ 3T
B8E. ROFIO L H I/ >TWETS,

serverl # added by WebVpnPortForward
serverl.example.com invalid.cisco.com # added by WebVpnPortForward
server2 # added by WebVpnPortForward
server2.example.com invalid.cisco.com # added by WebVpnPortForward
server3 # added by WebVpnPortForward
server3.example.com invalid.cisco.com # added by WebVpnPortForward

Copyright (c) 1993-1999 Microsoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
This file contains the mappings of IP addresses to hostnames. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding hostname.
The IP address and the hostname should be separated by at least one

space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a '#' symbol.

For example:

102.54.94.97 cisco.example.com # source server
38.25.63.10 x.example.com # x client host

o S 3 3 e S S S 3 3 3 S S S S S

123.0.0.1 localhost

# added by WebVpnPortForward &9 UFHIMNMEEN TV DHITEZHIBRL 9
TrANERELT, FUET,

7747 NVASSLVPN ZEZEE LT /A LET,

[Application Access] UV > 27 %27 U v 27 LET,

—3DF ¥ TFv

CLlcapture =~ > R&EMHEHTHLE. 7FA4T7 L L ASSLVPNE v a U TIHIELLS FRE
hﬁmmm%%%*%fé%ﬁ%%ﬁf%i# IOF—HF, VAT AR — HR— K
TV TICEAMEDO NI TN a—T 4 RSB E T,

AR M

34T PVASSLVPN X ¥ 7T v 2 A X2—TNZTDE, ©X=2 VT4 TTITAT A
DRI F—< L ANTEBELEST, NI a—T 4 DB XYy FF v 77 A IVEAER
L72b, ¥ 7 F v 20T L7y B £,
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FvTFv T7AILDER .

XY TFxv 774 ILDER

FIE

ATV Tl 7F7A4T 2 FLVASSLVPN HO X v 7 F v 2—F 4 UT 4 ZBAAL T, user2 ® b7 7 4 v 7
ET7ANMIF Yy T F T Ehr EWOILFTIOF ¥ P F ¥ 2ER L ET,

capture capture_name type webvpn user webvpn_username

capture_namel¥, ¥ ¥ 7T ¥IZHIV YU THARITT, LT ¥ 7 F v 77 A VOARIOFEIH
WhmEinE,

webvpn_user X, ¥ ¥ T v ORHR LD —FLTY,
il -

hostname# capture hr type webvpn user user2
WebVPN capture started.

capture name hr

user name user?2
hostname# no capture hr

ART9T2 ({FE) =—¥Bal/A LTI I7A4T7 ML ASSLVPN Y v a v aliGLT2H, $x 7
Frv 2—=T 4 VT 4ICED7y hORGEEFELEY, FYT7Fv 2—7 1 VT 47
capture_name.zip 7 7 A WEAFR L E T, TDT 7 A TN A T — Rkoleso T ok S E T

no capture capture_name

ATV T3 Zip 77 A NEVAIZEEFET HH, CiscoTACH—E R U I A MG LET,
ATy T4 NRAY— K koleso AL TCT7 7 A VONFEEZEHR L ET,

TJo59FICkBXvTFv¥ T—2DRT

FIE

AFYTL 795A4T 2 FLASSLVPN DF ¥ 7F ¥ 2—F 4 U5 4 BB LET,
capture capture_name type webvpn user webvpn_username

e capture_name \%, F ¥ 7 F ¥ (ZHD L TOHARITY, ZNEF Y 7F ¥ 77 A VOLAHITD
SEEHIC BAIMESE T,

s webvpn_user 1%, ¥ ¥ 7T Xx OG22 —H4TT,

ATFvT2 (EE) 2—I0al A LTI IAT L FPLASSLVPN Y a U EBABALZS, v 7
F¥ =T 4 VT I LDB Ny hOREEEIELET,

no capture capture_name
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AT T3 779V EHNT, hr ELWIOIAFTIOXFY 7V TF ¥ 2 A=7 7B TERLET,

https://asdm_enabled_interface of the security appliance:port/admin/capture/capture_namelpcap
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https://192.0.2.1:60000/admin/capture/hr/pcap

- -~ > -~ =
D547 MLASSLVPNEY a3y U yx—DRE

Flash7 7'V r—a vvdava7 7' Ly b EOMABIARF TV =7 b, BLOSNET 7V r—
Yauld, BEIEEFOEy a0l v F—IURFL T —AREHEELTWET, Zhbo
FIIABA TV = 7 ME, FIHHEERCN S 920 Javascript ZEH L TT 7 78056 7 v % —
ERELET, VTIAT 2 FLVASSLVPN &y g 7 v —|C httponly 7 7 7 & 8I13 5
LBy v a v sy =BT T UFOLRTHEBESN, 2747 MIDOAZ )7 N CIEEE#k S
R, By a rOIFIIRAREICRY £5,

3R eH BRI

*VPNEvarDlovF—REE 77T 477747V ASSLVPNtE v 3
DIRNGARIZTE T AT LTS &N,

e VG4 T FLASSLVPN B v v a v DRAT—X Z&HERT 5121%. show vpn-sessiondb
webvpn =~ > RZHEHALET,

« vpn-sessiondb logoff webvpn =~ > FZfEH LT, #XTD2Z 7147 F L ASSLVPN & »
varnrbrJr7y NLET,

s IRD YV Z AT > kLA SSL VPN #§#EIL, http-only-cookie =2~ > K3 A F—T7 /L DIGAEIZ
ELEH A,

cdava 77 A v

cdava U 71 4

e R—hTHxT—T 4T,
s T ANTTUYW

s T AU Ny TV r— 3 (MicrosoftOffice 77U r—a v 7p Y) EET
% Sharepoint £#£#E

+ AnyConnect Web #2 &)
e Citrix Receiver, XenDesktop, ¥ J:TF Xenon

c ZOMDIET FZOY R=RA TSV = a b BLIOT TV T T  R—=2ADT
TV r—var
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7747 > kL ASSLVPN t v g Cookie 23 JavaScript 22 E D27 A4 7 v MAloAZ V7
et LT = RAA—=FT BT 7 BASNZ2NE I IZT5I21E, ROFIEZEITLET,

Fig
7 T7A T MV ASSLVPN By 2D 7 »3%—"Thttponly 77 72 G2 LEd, ZDOH%
ENXT 7 4V FTA R =T W75 TWET,

http-only-cookie
i :

hostname (config) # webvpn
hostname (config-webvpn) # http-only-cookie

G¥)  Zo=a~wr BiE, Cisco TAC b HER SN HAEOAEM LTI SN, 2o
Av Y REAF—TNMITHE, THARTA ] IZREBINTNWDL 7 IA4T7 2 b
A SSL VPN HREVE S 72 L CEIEL 2 <72 D70, X2 VT 4 EO U X7 3584

]\/i—é‘o
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