e P = B - - me

—AH9 7% VPN 5852

VAT AT var 23=Y)

AR VPN vy a VBOEE 34—)

* DTLS OfE (4 =—2)

« DNS $— =T DFRE (5 5—2)

BT DT =L DFRE (5 3—)

*SSLVPN #5027 74 7 b 7 RLUAFEE (6 5—)

s IN—TFRY v— (8§—Y)

BT R T AN (53 %—)

TR T AN, 7 TA4T 2 ML ASSLVPN (72 X—7)

< IKEVl #fi7'm 7 7 A )b (77 =—2)

CIKEV2 TR 7741 (84 X—2)

* IPsec £721X SSL VPN $£fii 7' 12 7 7 A L~DFEHEO~ v B 7 (86 ~X—)
« Site-to-Site #7177 7 A /L (90 ~—3)

* AnyConnect VPN 7 7 A4 7k 4 A— (98 ~—2)

» AnyConnect VPN 7 5 A 7 > NERORE (100 =*—)

» AnyConnect HostScan (108 ~3—73)

* HostScan DA > A h—/LE72IET v 77 L—F (109 <X—2)

e HostScan D7 > A A h—L (111 _—)

e JNN—"T" R T —~D AnyConnect 7 4 —F ¥ T a2 —/LOFEID KT (111 ~—)
* HostScan DiE~ =27/ (113 _—)

e AnyConnect t¥ =27 EE YT 4 VU a—T a3y (1133—Y)
+ AnyConnect DI AX~vA Akl a—hJE— g3 (1158—)
* AnyConnect 3.1 [A]\F AnyConnect Essentials (118 ~3—137)

¢Psecc VPN 7 A4 T Kh V7 h =7 (119 X—Y)

* Zone Labs Integrity Server (120 ~X—2)

<ISERY »—oiMH (121 <—2)
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VATLATUaY
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec] > [System
Options] A1 > (% 721X [Configuration] > [Site-to-Site VPN] > [Advanced] > [System Options] % fiff
ALTEIE) 29 25L, ASA ED IPsec & v a & VPN & v ¥ 3 U [EA OHERES %
ETEET,

» [Limit maximum number of active IPsec VPN sessions] : 727 7 4 7 72 IPsec VPN & v > 3 >
DIERKRBOHIRE A F—TNVEIEZT =7 M LET, ®HIE, N~ KV =T 7T v
N7 —LeY T U=T T4V RIZKSTHRRY 7,

+ [Maximum IPsec Sessions] : 7 27 7 « 772 IPsec VPN & v ¥ 3 > O KiF 5z f8E L
F9, TOT7 =N RiE, EROTF = IRy 7 REF NI LT, T 27T 4 7 72 1Psec
VPN & v v a v OERRBAEGIRLUIZSGEIZIZET T 77 4 71820 £7,

* [L2TP Tunnel Keep-alive Timeout] : ¥—77 74 7 A v —VOMHEZWHEL THE L E
T, FFAIZ 10 ~300FCT, T 74/ ME 60 TT, ZiuL., Network (Client) Access
HHADOEERY AT A AT a T,

* VPN R U RV ORESIRFZ, BEFO 7 e —%FofE L7,

» [Preserve stateful VPN flows when the tunnel drops] : %~ § U — 7 JLiEE— K (NEM) TO
IPsec h o RV 70 —DRFFEA R—T NV ETIET 4 B—7 M LET, K72 Psec
ho v 7o —REE A 3 —T N T B &, [Timeout] XA 7 a2 7R 7 AT kRN
FERSNAIRY , X2 VT 4 T IAT LV ANRAT— MERIZT 7 BATEX 5720,
TRITIEFIC T —ERITLET, 2O T a it 774 FTEYGTT,

N

GE) M RNVTCP 7R —E Ru vy &N, 7 —2T v 7%
TCP XA LT U MUKFELET, 72720, FEDO h v 7m—
DEA LT T IBT 4 =T N> THHEA, FEIFE- Mo
Fik (T MHHDOTCPRST2 E) ICL-oTZ7 VT ENBHET, £
D7 u—FT AT AN THRFEEINET,

* [IPsec Security Association Lifetime] : £F% = U7 1 7V — 3 (SA) O ZHE
LET, ZONRTA=FITED, IPsecSAF—DTA 7 XA LOHIEBRMNEZFRE L ET,
T AT HA LIE, IPsec SABHIRYINIC /2 5 £ COFRMEZ 7R L, L F—LFxT
V=T OMENRDH Y FT,

¢ [Time] : ¢ (hh) . 43 (mm) . BEOR (ss) HALTSADT A 7 XA LEFRELE
TO

s [Traffic Volume] : ¥ 234 NEALDO T 7 4 v 7 TSATA 7 XA LEERLET,

IPsec SA DZHAMREINIZ 72 5 E TOXA B — R T —2DOF A f MgE A LET, £
7213 [unlimited] 2 4 12 LE3, fH/IMEIX 100 KB, 7 7 4 /L MEIX 10000 KB, #x K
E1% 2147483647 KB T,
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* [Enable PMTU (Path Maximum Transmission Unit) Aging] : ‘& EEHE 725 PMTU OD=— > 7 % A
X =TT DB ENTEET,

* [Interval to Reset PMTU of an SA (Security Association)] : PMTU fE2S JLDEIZ Y & » K
SN EATILET,

* [Enable inbound IPSec sessions to bypass interface access-lists], [Group policy and per-user
authorization ACLs still apply to the traffic] : ASAIZ, VPN 77 4 v 7 BN ASAA » F—T =
AATHKTT DL ET 74V P THFAIT 2D T, IKE £72I1TESP (L7232 DD Z A
TDOVPN/ANT b)) &7 78 A V— /L THATLLEIIH ) A, ZOFTvarz
FUAT LT LEAEIE, BEENT VPN ATy b —R/V P 7 KL RICxT 57 2
A= VI RETT, VPN bRV VPN X 2 U T 4 A= X85 L TEFIC
o SO T, ZOWREIZ L - T, MR b S, Ex=2V 70 VA7 Z2A5 2L
R TNA ADNT =< U ANRFREINET, (A=K v—BLOa2—HH
NLOFFF ACL 1L, BlEHiE M7 74 v 7 M INET) |

IOFTarEAZIZTAI LK, TR A= EE—H)VIP T R L R (A
TEHZ L AMEIRNEATEEST, 778 RA A—Tue—B P T RLRIZHEM S,
VPN X7 hEBIL SNSRI SN CWamD 7 47> P 7 LA A
SNFEHA,

[Permit communication between VPN peers connected to the same interface] : Z OHEHEZE A —
TNEREFT =T LET,

FUCA v H—T 2 A AN LTHERY TA T M VPN b T 7 4 v 7 ZRFSLEFIC, £
TR LTV XA LY v 9528 TEET, AILA ¥ —T x4 A% LTVPN
77 4 w7 BB TICEET 2HE81E. TDOA v H—T =4 AZXT 25 NAT 2 A
F—=T ML, TTAR=FIPT RVRENRT Y v 7NV —T 4 VT ARERT R R
BT HVERHY 3 (7277 L, a—BNVIPT RLA =TT TN T Y w7 IPT
RLU2AZBEHLTCWDEAIEREET) |

* [Compression Settings] : JEME & A % —7 /LT T HH%HE (WebVPN 38 K INSSLVPN 7 71 7
VN BRELET, EMET 740 T R—T Mo TWET,

=] > ~ % =L

mAVPN Y 3 VHOKRTE
VPN & v 2 5 > £7-13 AnyConnect 7 74 7> b VPN & v ¥ a U THA SN D RREATE
FTHITE, ROFNEEFITLET,

Fig
AT 71 [Configuration] > [Remote Access VPN] > [Advanced] > [Maximum VPN Sessions] % 3R L £,

AT w72 [Maximum AnyConnect Sessions] 7 4 —/L RiZt v ¥ a VORKFERE AT LET,
ANMEIZ 106D T7A B ATHESNDIE Yy v a VORKEETTT,

— 807 VPN B
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AT w73 [Maximum Other VPN Sessions] 7 4 —/L K C, #FA[ T 5K KO VPN v a a2 AN LE

9, ZHUZIX. CiscoVPN 27 74 7 > k (IPsecIKEvl) & LAN-to-LANVPN & v 3 0N EF
nE7,

HMEIZ, 10D TA B ATHEEIND YV 3 VORKREETTT,

ATy 74 [Applyl 227 Vv 27 LET,

DTLS DEETE

ATy T

Datagram Transport Layer Security (DTLS) Z{#fH 7 % &, SSL VPN ##i % 2. L T\ %
AnyConnect 7 7 A 72 T, 220D k> x/b (SSL b x/b & DTLS b xv) %[RRI A
TEFET, DILS M4 % & . SSL &l THAT DI K OVHHBuE D RIS B8 S 41, /3
ey NBIEOEEZZ TR0 T WY TAEA LT T ) r—2aORT7 p—< ARAELE
7

1R BHHIIZ

ZPD~y R RTDTLS R E L., 32 DILS D/ 3—V 3 U &R T HI2I%, SSLXE
LTSS,

DTLS % TLS $ell 7 +—/b Ny 7 SH521E, 7 v RETHE (DPD) %A 3x—7 /W2
HMLENRHY F9, DPDEZ A R — 7 /WIZ L7256, DTLS #5t CREN AT 5 &, TLSIZ
T A= Ny 7T LR ITERITE T LET, DPD OFFEMIZOWTIE, WEHZL—7" R Y
v —., AnyConnect 7 7 A 7> b, 7 v FETHH (G5—) 2B LTIEIN,

FIE

AnyConnect VPN ##5il2%f L C DTLS A7 > a Y #HEL 7,
a) [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection
Profiles] @ [Access Interfaces] 7 * 3 S ZBEI L £9°,
b) [Interface] 7 —7 /L' AnyConnect Bt (X ET H A v H—T = A ADITT, A ¥ —T =
AATAR=TMIT DT a harct Al LET,
* [SSL Access / Allow Access] % 4 NZF DA F—7 WMZ L7254 [Enable DTLS] %
T 74N NCHUEITAR—T VTR ET,

« DTLS % #%h29 % (21X, [Enable DTLS] #4712 L £9, SSL VPN #4#¢/% SSL VPN
RN DIHEE L E T,
c) [Port Settings] #ER L, SSL R—F AR EL 7,

« [HTTPS Port] : HTTPS (7' 7 U #~_—2) SSL ##EHICA R—T7 M 2R — b, #i
PHIZ 1 ~ 65535 T, 5 7 4 /L MIAR— b 443 T,

7 VPN B
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« [DTLS Port] : DTLS #&kc I A £ —7 /W29 5 UDP AR — b, #iPHIL 1 ~ 65535 T,
T 7 F /b MEAR— b 443 T,

ATV T2 BEOIN—FRY L —IZ L TDILS A7 a v #EELET,

a) [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit]
> [Advanced] > [AnyConnect Client] (2@ L £ 9,

b) [Datagram Transport Layer Security (DTLS)] @ [Inherit] (7 7 #+/L &) | [Enable], F7zi%
[Disable] 18R L £,

¢) [DTLS Compression] @ [Inherit] (77 #4/L }) | [Enable], %72/ [Disable] Z 3R L, DTLS
DEM 2 E LET,

DNS H—/\ T JL—TDEKRTE

[Configuration] > [Remote Access VPN]>[DNS] ¥4 7 1 J 7R v 7 ATk, H— T V—T74,
T—s, ZALT U NORE, FEY FTAEE, BB RNAL A ZETe, REWHHDDNS
Y= NPT =T IWNIRRSNET, ZOXAT Ry 7 2T, DNSH—/ 7 /L—T"Z580,
e, EIFHIBRTE 7,
* [Add or Edit] : [Add or Edit DNS Server Group] % A 7 2 7 7R v 7 AN & £3, BIOLATIZ
HDH~VT
s [Delete] : HR L2172 7 — 7 OHIBRLET, ERINT, LVELDL TEXERA,

* [DNS Server Group] : & O#Zfi®D DNS H— 3 )L —7 L L THEHT 52— 2RI L F
¥, 7 74 /v biE DefaultDNS T3,

* [Manage] : [Configure DNS Server Group] # A 7 2 7' 7R v 7 AN & £,

BEE{tEa70T—ILOHKRTE

Ml LT Taty s (SMP) 7Ty B 74— A TOR L7 OEID Y TEEEL
T. AnyConnectTLS/DTLS T 7 4 v 7 DANL—TF v "l LEHE 2 ENTEES, ZOF
FIZ X > T, SSLVPN T —# A E#H b S 41, AnyConnect, A~— bk h¥ /b, BIUOKR—
MZEIZBWT, =PRI TE 27 4 —~ A\ EREHLET, KOFIETIZ, v~
TN arsFx¥ANE—RFEAIILF arTF AN E—RTIES L7 —LEaRELE
@—O
WAk a 7 BOEPFIATCE 201F, ROT Ty 7+ —ATT,

* 5585-X

. 5545-X

* 5555-X
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+ ASASM

FIE

AT w71 [Configuration] > [Remote Access VPN] > [Advanced] > [Crypto Engine] Z 3R L 9,

AT w72 [AcceleratorBias] K v 7 X7 U A NG, BET 78T L—% FatydOE ) Bk
ERLET,

G ZDT 4 =)V Ri%, BEREN ASA THEHRERGAICIE TR REINE T,

s [balanced] : FF 5 b N— KD =7 U YV —RZHEITHE L ET (Admin/SSL 3 L (M Psec =
7) o

« [ipsec] : IPsec Z BT 5 L H 1T B b N~ KU =7 U Y —2A%ZE Y Y TEJ (SRTPH;H
{bEF NI 74 v 7 25T

* [ssl] : Admin/SSL #8595 L 2 IS5k — R =7 U Y —2ZED Y TET,

AT T3 [Applyl 27 VU v 7 LET,

SSLVPN =GR D Y 247 7 FLARTEE

IOEATOT Ry I AEFHLT, Za—2L 2547 R T RLAQEI YL TRY 2 —
FHEL, AVEZ—T oA AZEHEDT RLA T —LERELET, ZOXATRTRY 7 A
EHHALT, A =T RAZEEDOT RLA T —LEBI, e, E3HBRT2 280
TEXET, ¥ATRIT Ry I ATFHDOT—T M, RESNTWAAL L Z—T = A AEEFD
7 RV A =N O—ERFRRINET,

* [Global Client Address Assignment Policy] : 3T IPsec #f¢ & SSL VPN Client £t
(AnyConnect 7 74 7 Mt a Gie) [T ET LRI —2RELET, ASAIL. 7
RLAZRDOITLET, #BRINZY —AZIEFITHEHLET,

* [Use authentication server] : 7 7 A4 72 8 7T RLAD Y —AX & LT, ASA DFRFEYT —
NOFEHEZRSLD L OITHELET,

+[Use DHCP]: 7 A4 7> h 7 RLADY—A L LT, ASA 25 DHCP Offi fl %A 5
FOIHRELET,

* [Useaddresspool] : 7 7 A 7> b7 RLADY—AL LT, ASANRT RLA T —/LD
EHEZRALD X OITRELET,

* [Interface-Specific IPv4 Address Pools] : BXESAILTNDHA UV H—T = A AFEFDOT KA
TN D—BERRLET,
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» [Interface-Specific IPv6 Address Pools] : X E SN TWNBA LV H—T = A AEFOT KL A

TNDO—RKEFRRLET,

* [Add] : [Assign Address Pools to Interface] % 1 7 2 VAR > 7 ANRHEET, ZOXATa s

Ry ATHE, A2 =T 2 ABILOCEINYUTEHT FL A FP— LB ERTEET,

c[Edit] : A > Z—T =2A AL T RL A F—LDT 4 —)b FIENBR Y IAENTIRFET,

[Assign Address Pools to Interface] % 1 7 2 7' 7R > 7 ZA3BH & 97,

e [Delete] : IR LIoA v F—T = A AZEEDT FLA T —VEHIBRL £, ERINT

RVELLTEEEA,

Assign Address Pools to Interface

TDORATa TRy I ARFERA LT, AV EZ—T oA ABERL, FOAL L FZ—T A RITT
KL A =& 1 2L EEY B TES,

s [Interface] : 7 LA T — L DEID B THA L H—T oA AEBEIRLET, T 740 ME

DMZ T,

* [Address Pools] : fEEL72A v X —T = A AZEIV Y THT FLA F—L&IEELET,
* [Select] : [Select Address Pools] # 4 70 7Ry 7 ABREET, ZOXATaTRy 7 A

T, 2O F =T oA RZEV Y THT FLA S =& 1 DL EEIRTE £, @R
WZ¥1E. [Assign Address Pools to Interface] % 4 7 1 277~ 27 A @D [Address Pools] 7 1 —/V
NliZFRREINET,

Select Address Pools

[Select Address Pools] # A 71 VAR v 7 AZiX, 7 74T b7 RLUAOEIY YT TR ATHE
T —NE BT RLAERTT RLA, BIOT RLA TP —LDOY TRy <A T BRFRR
S, VAR MU ZBN, fwE, HIfRTEET,

* [Add] : [AddIPPool] ¥ A T 0 VAR > 7 AMAE ET, ZOXAT IRy 7 ATIEL, #HiL
WIP 7 RLA T — )L ERETEET,

« [Edit] : [EditIPPool] ¥ A 7 2 7R v 7 ANME £, ZOXATr TRy 7 2ATiE, R

L7ZIPT7 RLA FP— LV EEETXET,

* [Delete] : IR L7=7 FL R F—AZHIBRLET, BRSALT, RVELLTEEHA,
e [Assign] : £ LV F =T oA AZEIDHBTHNTNDT RLA TS84 5RRLET, 4V

H—T A ABINT B %2 OFREN DL TT—NVEXTTNT ) 7 LET, [Assign] 7 4 —
VDT —VEN) BT ERFHFINET,

Add or Edit an IP Address Pool
IP7 RLA = VR EEIIERELET,
*[Name] : IP 7 RV A F— L ZEID B THNTWDARIERELET,

—ferarz N EE I}
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» [Starting IP Address] : 77—V DHEAIDIP 7 KLV AZRE L ET,
* [Ending IP Address] : 7" —/VDxRHEDIP 7 RLAZHELET,

* [Subnet Mask] : F—/ANDOT RLRAIZHEHT 297Xy b v A7 ZRIRLET,

GN—T Ry —

TNh—7 KU ¥—F, ASA ODER (r—71/L) FIZIFSMHBO RADIUS %7213 LDAP #—/32
SN TS — RO BIE L EOST OF v F T, VPNEF LT Az, 7 —
TRV =TI IAT MZBEEREIV Y TOENET, 7 74/ FTiX, VPN 2 —#
W7 NV—7 R =R T b ERA, 70— KU —fFRIL, VPN#i7 a7 7
AN (bR TN—T) BIORa—F T7hor heERHSET,

ASA 121, DfltGrpPolicy & WO ZHIDT 7 4V kN ZA—TF R v—0nHY £9, T 741k
TN—TRF A —=HF, TRTCOITN—TBILO2—FIIHBEBTHDLEEZEZOND T A—H
AL R a g X RS DR BT, H LN — T DF T 4
TN—TNHRT A —=F% [{fK| T&, 22—V EFIEFGOIN—TEET 74V N T —7
MEHNRTG A—H % K] TXFET, 2NHDORFTA—X T IA—TBLO2—F2HET
LEXIZEFEETEET,

WE I N—T R =T N—T R o — %R ETEET, NI L—T R —jdn—
HIVARTIE S U, M5B 7 )L — 71X RADIUS — N F 72 1L LDAP - — AN IR EE N E T,

[Group Policy] # A 7 0 7R v 7 AT, IROFEFD /T A —F & ELET,

s —f%EM: : LRl NF—, T RVRA T = Frbhan, TaxY T BILOERD

HF— X DNS BLURWINS H— 3, DHCP 22—~ BLOTF 74/ Kk RAA 4,

FEAEME c A7V v N RV VT IET T U ¥k AnyConnect 7 74 7 2 b
BLWIPsec 7 7147 |k,
INEDNRTA=F2BET DN, ROEAEZRET DLERHY 7,

o 77 & A5 ([General] > [More Options] > [Access Hours]) ,

s 7 4 V% ([General] > [More Options] > [Filters]) .

*IPsec ¥ = V7 4 7Y m—3 3 ([Configuration] > [Policy Management] > [Traffic
Management] > [Security Associations])

T UNB IV TBIOAT Yy b bRV 7THOFX >y hT—2 U XL ([Configuration]
> [Policy Management] > [Traffic Management] > [Network Lists]) .

o 2 —YFRFEY — N & NERFRAEY—/Y ([Configuration] > [System] > [Servers] >
[Authentication]) .

WKDEATDITN—T R —HFETEET,
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AN T N—T R — (10 ~—) AT N—T KRV 2 —iX, RADIUS %72/ LDAP
%WN%AMﬁﬁﬂ/W%ﬁw~7ﬁUV~uﬁﬁéﬂT%éi9@TJ/“%ﬁ®k

BEEGTELEIICLET, MBI NAL—T R —iF, Xy " T—2 (I FA4T
b)?&tXWNﬁm\&347beX$LWN%ﬁ\%i@ﬁ%k%wm%ﬁm
R LTCHRUFETHRESNET,

WEZ L—7" R 2— (12 X—=2)  THHOHERIL, =2 RARA 2 MIA VA b=
SNTWDH VPN Z 747 MZEoTRMBENET, AnyConnect EF¥ =27 EE Y 7 4
7 IA47T > hEB LD CiscoIPsec VPN 7 74 7> hME, VPN Z 74 7 > s O BT,
VPN A7 v "RFRiEEND &, AP A bofse, VE—F2—FiEeErRy NU—
JELFT IV = a7 78 ATEET, VE—Fa—HPLhERy NT—JHD
T—H NT7T7 4 v IE, B ICE o TA v ¥ —F v hEERT HBICRES N E T,

AnyConnect 7 74 7 & FOWH Z L —7 RY — (19 <—)

27547 R ASSLVPN ONE 7 L—7 R 2— (43 —2) : Zhid, 7908
NR—=ZD VPN T7 7 AL BIEENET, ASA DR—H )L X—=VIZIEEICe /A 95
EL VE— B 2—FIEWebX—VICEREIND Y I DB EERY NU—T LT 7Y ir—
AT IV BEATEET, VE—bF 2V LoFEXy NTV—JMOT—% T 7 4 v
71X, SSL v aimimd HBRICRE S IVET,

s YA FENEZ V—7 R v— (48 =)

[Group Policy]l X1 > 74 —JL F

ASDM O [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies]
RANE, REFHDIN—T R o —N—HERRENET, VPN I L—T R —%%E
I 57200 [Add], [Edit], 3L [Delete] R ¥ > & LLFIZRLET,

c[Add] : Fuey 7 Xy JRANRBRERIIL, WEEZIIINBO T N—T K > —Z8N7
HMEIMERINTEET, HIZ[AA 27 U v 7T 28581, 774V ML ONE Y
N—T RV —%ERTHZ LIV ET, [Add] %7 VU v 7§ 5 &, [AddInternal Group
Policy] # A 7 &1 Z/'7KR » 7 A % 7=1% [Add External Group Policy] # A 7 10 7' 7R v 7/ ANBH& £
fo_n%®&47m7f/72%ﬁmbf LW N—T R v—%—EEMNTE
FT, ZOXAT TRy 7 AL, 32D A=a—k 7 arBHY £, FNENO
Ama—HBE7 Vv 35L&, %@IEE@/\C’?%*‘ﬁﬁi'%ﬂ?éﬂi‘?} THH M A BEd
HEx, ASDM TR EERFFLET, TRTOA=a— kI v a V THRIA—ZDRE
DT LT 5, [Apply] 721X [Cancel] 27 U v 27 LET,

« [Edit] : [Edit Group Policy] ¥4 70 /ARy 7 A2 R RLET, ZOXATRITRY I A%
HFHALT, BFEOIN—T R v —afRETEET,

* [Delete] : AAA 7 L—7" R >—% U A RPOHIBRLET, MERINT, LVELLTE
FHEA,

e [Assign] : 1 DL EDOEH T 0 7 7 A T NV—T R —FED Y THENTEET,
» [Name] : FLERESNTWD I NL—T K o —D4RTE —EHRZRLET,
«[Type] : BIERE SN TWDE I N—F R —DF A T —EFERLET,

— 48075 VPN B
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s [Tunneling Protocol] : BIERE SN TWNWAE T N—T R o—0BEAT2 bR 7 7
2 haltid—BmERRLET,

+ [Connection Profiles/Users Assigned to] : Z D 7 /L —=7 7R ¥ —(ZBEAHT 5172 ASA (ZIE
BEREINTHEHRTn T ANV ea—FERLET,

NERSTI—TF R o —

NI N—T KR —iF, B — "B A B LG EORMEZIGELET, 207 1—
THRY —IZ Lo T, ASADEMZ A TE 5 RADIUS £ 721X LDAP Y—/3 7 )L—T7 % KFiE
L. ZN0o0EME2BET s L EIHERAT A RAY—-REFHRELET,

ASA TOINE 7 V—TF41F. RADIUS 4 — D2 —HFL4 2B L TWET, 9F V. ASAIZ
NERTN—T X R E LTZHE. RADIUS — 37 o) —% o2 — X (T D308k &
RaLET, Lizno T, %%7w% I3, ASA T & o THERIZ2 B % £55 RADIUS #—
Eoa—YThY s MITEERA, SNEI NV — T RBIEDNRGET 5 T D= —H & [F] U RADIUS
P —RHFETDHE, THOLOBTLARIZEEIEDLZLIITEEEA,

SEEY— R E T D K 9 IC ASA ZRET HENC., #HI72 ASARFEMZEE L Th— 1%
REL, TNOOBMEDOY Ty MO HELx Oa—P kT DEEDT A 2E Y Y THLEN
HYFET, N —"EZERET DI, [FRAB L ORREEHDINER Y —N) OFBICHE-> T
fiél/\o

ZH O RADIUS BEICIX, 7 — B VEEREED RADIUS, Active Directory/Kerberos Windows DC
@ RADIUS, NT/4.0 K A4 > ® RADIUS, LDAP ® RADIUS 2’ & EiE T,

NEITINL—T RYS—DT4—ILF

o [Name] : IBMEIIET ST H 70— KU v —%55E L £7, [Edit External Group Policy]
DEFE. DT 4=V RIFFRREHTT,

* [Server Group] : ZDHRY > —DiEHE L LTRIHTE A —RN I —T % -ER R L E
‘ﬂ‘o

« [New] : # L\ RADIUS ¥— % Z/b—7"F£ 72138 L\ LDAP ¥ —3 7 L— 7 % E% 3 %
MEIMERIRTELX AT TRy 7 Z%MEET, EHLDEAED [Add AAA Server
Group] ¥ A4 70 Ry 7 ANRAEET,

* [Password] : ZDH—R F)—T R —D/RAT— REFELET,

AAA B — NOERLE KO EIZ DWW TIX, [ Cisco ASA Series General Operations ASDM
Configuration Guide] @ TAAA Servers and Local Database| D&EZZH L T Z3 0,

AAA H—/N[C K B/\RT— N EHE

ASA 1%, RADIUS BLNLDAP 7 u h 2L DA T — REMEZYR— K L TWET,
[password-expire-in-days| 4 7' = »(&, LDAP IZxf L COHAVHR— K ZET, OO
T A—HIL, TOLX D REAEEE R AR — 9% RADIUS, RADIUS xf)i NT #—/3, LDAP
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AAA H—/N\IZ &k B/RT— R EE .

P =72 ED AAA Y — 3 THZI T3, RADIUS £ 7213 LDAP FRAENERE SN TR W
ASA TlZZ D a~vy FRERSNET,

GE)

ﬁf@&’%Msamp%%f~bLwa% MS-CHAPv2 [T R — bbfw@memB
P—_"E B0 FT, ZOMREIZIEIMS-CHAPV2 XN E R T- 6, N A —ICHER LT &0,

ASA TIL, #% . LDAP IZ & ARG £ 7213 MS-CHAPV2 ## 7R — 4% RADIUS = > 7 ¢
F o b— g Nl K DFRFERRC, ROBEHR X A TICRT 2320 — REBEBBPYR— I E
@—o

* AnyConnect VPN 7 7 A4 7/ |
«IPsec VPN 7 7 A 7 |k
eIPsecIKEV2 7 7 A4 7 I

« 7747 k1L ASSL VPN

Kerberos/Active Directory (Windows /XA T — R) F721ENT4.0 KA A 2 TliE, AU — REH
FYR—FShEHEA, —HD RADIUS H—/3 (Cisco ACS 72 &) 1%, FRAEER 2 B OFEF
=T X T 5550860 £, 72720, ASA 2 HIXRADIUS Hr— & 721 @(E LT
WHEIICRAET,

GE)

LMWTAXU REZEETHIZIE, 1RO LDAP #— 3T k| @E@ﬁ&ﬁﬁmémfwi
. BIfE. ASA “Cld Microsoft Active Directory 33 J2 U Sun LDAP H—/NZxt L CO &, HE D
AXU FEHO Yy 7 23 L TVET,

FA T 47 LDAP IZi%. SSL #fENMNE T, LDAP O/RRA U — REH A2 FEIT4 BRI, SSL
ETOLDAP # A X —T T DHMENRSH D FT, 774/ FTiL, LDAP IR — b 636 &1{#
ALET,

AnyConnect TM /XA T — KDY R—

ASA TiE. AnyConnect DIRD/SA Y — REHIEREZ VR —h LET,
e —PNRPHE L LD & LTc & D/ AT — RHREIL OB E,
e N2AY — ROFRAGIN B RTO /AT — REIRGIAD U ~ A 4,

o N2 T — FHIRGINL DL, ASA IX AAA F— 35D N2 T — RHEIFBEIN O @ &
L, 2—VoGRETFTLET,

INAT— REBERTTDHE, ASAL, VE—Fa—¥Ruol A LErELizExic, H
ED/RAT — ROMBENREINTWAZ L FTMBINN TSN TS Z L a@mm L £,
FNDH ASA Y, 22— R ARNRAT—REEFETEXLL5ICLET, BITONRRAT— AR

AL |
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LTWAWES, 2—FIEZFOH WS RAT—REFHLTr 7 A Lt T, % TRAT—F
EEETLHZENTEET,

AnyConnect 7 74 7 & MINAT — ROEEZBBTE T, AAA T — 3025 DEHEERIZ
ASAZN L TUSETHZ L L TEEH A, AAAY—N T, ADIC7 12 %34 % RADIUS H—
N, FET7ZIZLDAP b —RNIZTBMERH Y F5,

ASA IZ, ROEMETTIZRAY — REHEZYR— M LERA,
e a—0)v (NP WEEEFEHT 254
* LDAP L& T 5546

« RADIUS #RiFO B Z A LTk D, —H% 7 RADIUS ¥ —/X F—Z RX— [ (FET 535
AN

=
INAY — REARUIM OB AR ET D & . ASA L AAA T— 3025 @ account-disabled A >
=BT L LR ET, 2L, BEX 2V T4 EOU R 7R DAAREM N H D E
T, 22, BEHEONARAT—REETF LWL IICTIHARHY £7,

NAT — FEBEZA RX—=TMITT D & ASA [T AAA H— /N2 MS-CHAPV2 FBREZSK 23415 L
7%

RETIL—T R S —
RESIL—T R o—, —BEN

[Configuration] > [Remote Access VPN]> [Network (Client) Access]> [Group Policies] <A1 > T,
[Add or Edit Group Policy] # A 7 v 7Ry 7 AT 5L, BMELIIERESTH 70— K
Vo= hrx V7 7abajl. T2 HiEsE,. BEOY—"zfiETEEd, 2o
AT TRy 7 ADKT 4—)L KT, [Inherit] F= v 7Ry 7 AE@IRT DL et 5%
EDMEERT 740 s ZN—T7RY =BG TEET, [Inherit] i, ZOXA TRy
ADBEET XTOT 7 4L METT,

ASDM T [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >
[Add/Edit] > [General] Zi&IR L T, W7 L—7 KR o—D—kEEsRE LT, ROBEME
¥, SSLVPN v v av b IPsecty va v ililflanEd, 207D, WO @I,
1 ODIAT DRy a AIFREN, OX A TITFFERESNER A,

«Name] : 2DV N—TRY I —DARFTZRK6A LFTHELET (AX—XDHEHTA) .
Edit EEED A, Z D7 ¢ —/L RILFEAEY BHTT,

* [Banner] : B 27 A UIFIZ2—PFITH L TRRTONT—THFAMEHELET, BRI
K500 LFTT, 774/ MEZHY £HA,

IPsec VPN 7 7 A 7> NI, N F—H0O5E27 HIML #%HR— L TWET, 72721, 7
FAT VR LA R—=H LI X AnyConnect 7 7 A 7 > MEIHEIA72 HTML & 7R — kL
TWET, NF—nUE—F 2—FITHEIICRRIND L OIZT DL, ROFTA RTA
NN FE T,
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eIPsec 7 7A T b 2—HFDGHEIX, hZ T EFEHLET,
* AnyConnect 7 74 7 b 2—HDHAIX, <BR> ¥ 7V & L £,

* [SCEP forwarding URL] : CA DT RV A, 7 I7A4 T~ 7a 77 A/LTSCEP 7 r X% %
RET DG EITMNE T,

[Address Pools] : 2D 7 —7 RY =TT 512U EDIPvAT RLA F— L D4

AiZfRE LET, [Inherit] F= v 7 Ry 7 ANA L DBE, FV—F R —XF 7 4 /v
N IN—T R —THESNTWDIPVET RLA F— v LET, IPvd 7 KL

A T =)V EBINE T IMRET 2 FIEOFEMIZ OV TIE, 2L T 7EIW,

N

GE)  WEIN—FRY > —TIPv4 L IPV6 DT RL A F—)Latg
ETEFET,

[Select] —ZDARF L %T 7T 4 72T BT, [Inherit] = v 7Ry 7 A4 72 L FE
9, [Select] 7 U >~ 27 LT, [AddressPools] ¥4 7R VR 7 A& ET, ZOXAT
n7Ry 7 A&, 74T 8T FLAEID L TTRINAGERT RV A T — LD 7 —
W, BIRT RLAEKRTT RLA, BEXOY TRy bR BRFRSN, £V A Rn
by b U AR, GBI, R, BBk, BROHFID S TTEET,

[IPv6 Address Pools] : Z D7 v—7" K Y L —CHEHTS 1 SLLEDIPv6 7 FL A 7—)L
DAFTERRELET,

[Select] —ZDARF L %&T 7T 4 72T BT, [Inherit] = v 7Ry 7 A4 72 L FE
9, [Select] 7 U v 735 &, BIROD X 9 72 [Select Address Pools] XA 7 & 778 v 7 A8
BAEET, IPv6 7 FL A F— /L &8N E 72 ITRE T 2 FIEOFEMIZOWTIE, 23R L
TLIZEW,

* [MoreOptions] : 7 4 —/V ROLFMNZH D TRANEZ Vv 7 FT5H8, ZOTN—T K —
DEDMMORREARERA T ¥ a U IRERREINET,

s [Tunneling Protocols] : Z DV /V—T7 R EHTE D b x> 7a haviEELET,
a—WE, BRI TWAH T a harZid a2l TcEET, ROBIRERH Y £7,

« [Clientless SSL VPN] : SSL/TLS {2 & 5 VPN O Zf8E L £4, Z D VPN Tix, V
TR TRN—=RU =T DI T7AT 2 MIMERL, Web7 7 UH %M L TASA
~DEX 2T R YE— TV EA NURADBMSLSNET, 7 74T ML ASSL
VPN 295 &, HTTPS 4 > Z—3 v Fh A FEFIHTX B3 AL ETRTO=
VB a—Hnnh, B¥ED Web A b, Web xtnT U r— a3 NT/AD 7 7 A /L
HH (Web*fii) . BFA—/L, BEORZFOMDTCPR—R T 7Y r—a 0 |
MEIAWEZED VY — R 7 BATE 512720 £7°,

* [SSL VPN Client] : Cisco AnyConnect VPN 7 Z A 7 > h £ 72X L /72— SSL VPN 7 5
AT hOMHEREE LET, AnyConnect 7 74 7> hEMHA L TWAEHAEIT, =
D7\ k3L % E8I L T Mobile User Security (MUS) M AR—F &b L 92T D
ERdHY £7,

| —ferarz N EE I}
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e [IPsecIKEVI] : IPEX = U7 ¢ 71 hajb, IPsecldfgb a7 o7 m hall X
NTEY, VPN b RV DIFIERERT —FT7 7 F v 2k L £ 7, Site-to-Site (E
TY—¥T) . BIL O Cisco VPN 7 74 7 k& LAN B O#EEGE Dl )7 T IPsec
IKEvl Zffi HH T& £,

e [IPsec IKEv2] : AnyConnect EX =7 EE VT 4 /T4 TV ML THFR—FEN
TWET, IKEV2 Zfii ] L7z IPsec {19 % AnyConnect ##: TlL, Y7 b =7
TTTF—h, IIA4 TN TuT AL, GUIOR—A Y —a > FIFR) &0
AH <A —1 3, Cisco Secure Desktop, SCEP 7' 1 & 72 & DILIEMERE 2 AL &
WET,

* [L2TP over IPsec] : —#D— % PC °E /A )L PC DA XV —T 4 7 T AT L TH
HEND VPN FA4T v bEFERA LTS Y E— F —H|d, L2TP over IPSec (Z
FoT, XTV I PRy V= BRATEXR 2T 4 T IATVART T A _—
NMEERY NI =7 ~OEF a7 R E ML T T, L2TP X, T —X D h 2 *x
Y ZIZPPPover UDP (ARK— K 1701) #MHLET, EX=2VT7 4 77734 T7 X
1%, IPsec 5 — FAICKRETHAILERH Y £9°,

« [Filter] : IPv4 £721X IPVv6 i CHAT A7 7 A av br—)L U R NEIRET DN, 7
N—T R =D EEREAT D20 E I DERELET, 74 VZITEEO L — D
MENTWET, ZNHDOL—LE, ASAZNLTCHEELIZ N RV T T—=% ry
NEFFR T OEST 500, FELT RV A, 58567 RV A, 7'a banzp Bl ksn
THRELET, 7ANMEBLON— IV EZRET HIZIE, [Manage] #7 U v 7 LET,

« [NACPolicy] : ZDOZN—7" RV v —IZ#HT L5y hV—2 T FIviararybu—
IWRY S —DL4HTIEEIRLET, 73 aONACKRY O —2F T N—F R > —|2E
WUTRZENTEET, T 74/ MAIK --None-- T,

* [Manage] : [Configure NAC Policy] # 4 7 0 7R v 7 AN ET, 1 2L ED NACKY
U—ZRET D &L [NAC Policy] BIHEDORID Ko v 7 &7 U R MZ, & L7z NAC &
U —ZNATart LTERENET,

* [AccessHours] : 2D —WIZHH SNOBEAFDOT 7 B ARHAR Y > —RH 255 13E D4
AIZRIRT D0, ETH LT 7B RFHARY O—Z1ER L ET, 7 7 4/ M [Inherit]
T9, F7z. [Inherit) F= v 7 Ry 7 A4 7 OEEDT 7 4 /L Mk [--Unrestricted--] C
7, [Manage] %2 U > 27 LC, [BrowseTimeRange]l| ¥ A 72 /Ry 7 A%&ET, 2D
AT TRy 7 AT, Ref#HEZ BN, e, EITHBRTE £,

« [Simultaneous Logins] : & D —HITH AT H R 7 A O KA ELET, T 7+
v MEIF3 T, R/AMEIZO T, ZORER T A UNEHCRY 2=V T 7 XA R
L\i—gﬂo

N

CB)  HREOMIRIES Y EEAN, EEORSEROTF T2 Y
F A OETFEIE, A7 4L AL RETBZNND Y
ij‘o
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s [Restrict Accessto VLAN] : (7> ar) [VLAN<=v B> 7] EHFEINET, O
TA=ZIZEY, ZOTN—T R —REHInbdty v a>DOHJ] VLAN A X —
T A AEELET, ASAIZ, 2O NAL—TNoDFTRTDO T 7 4 v 7 BHRESHE-
VLAN (Z#zt L E9, ZORMEEZHH L TVLAN 27 v—7 R o—2En4C, 77
TR ar b= EHFELET, ZORBREICEZEID Y THHEF, ACL #H LT
vy alrDONTI T4 I BT AN Y o TTHHEORBEHETT, Rrey Xyl
A M, 77 #/V ME (Unrestricted) DOftlZ, Z @ ASA TREINTW5 VLAN 7217
MFRENET,

N

GE)  ZOREIX. HTTP #5054 213 A 2 TT A, FTP B LU CIFS
Pt A cE £ A,

[Connection Profile (Tunnel Group) Lock] : & D/XT7 A —X i[5 &, BRI N8k
a7y AN (MR TN—") ZHEHTS VPN T 7B RAOREFFRIL, BlOHERE T 7
ANEHHT L7 7 B A% EHRECTEET, 7 7 /L FOMFAAEIL [None] T,

Maximum Connect Time : [Inherit] F = v 7 7R v 7 ANRA 7T > TWDHIGH, ZTD/37 A—
X TR — P HEG R & 0 AL TR E L £ 77

I TCHELLERRIZARIET 5 &, VAT AT E & T LET, R/MEX . RRME
1% 35791394 45 (4000 FEH8) T9, HIFR7: L OFEGEHREM 2 FF 7195 121X, [Unlimited] % 4
SCLET (TR

Idle Timeout : [Inherit] = v 7 R v 7 A& A 72 LI, ZO/NT A —2TT A KL
&AL CRE L £7,
ZOMBNZHER CHIET 77 4 €7 4 BRWIGA, Bhtldk T LET, R/ARERIX1 4.

HRIFRENE 10080 23 TH Y . F 7 /b ML 30 23 T, R 2 MEHIFRIC T 51213,
[Unlimited] 4 12 L £,

[Security Group Tag (SGT)] : Z D7 /)—7 KRV o —THfi§ 5 VPN = — | ZEID ¥ THh
% SGT & 7 D¥fEE ANT) L £ T,

[On smart card removal] : 5 7 4/ b D473 = - [Disconnect] Z iR L7=8A1%. REIC
SN A~— M= BRI ESND L, 7747 > M3 L Ol LE3, #Hio
M, Av—F W= RE2ara—FRjFT25 2L 22— FICERLRVEEIX, [Keep
the connection] #27 U » 27 LE7,

Aw— kK A— ROWYH LIZEHIT D EIL, RSA A~— b 71— R&fEH 7 % Microsoft
Windows T AHERE L £,

Periodic Certificate Authentication Interval : FIFFA EZRFAE E WA ST I 5 F TORFH

fikm (FEREAL)

[Inherit] = v 7 R v 7 AN 727> TV DA, EHIN 72 fEH ERGE D F24 T I % 5%
ECTEFEYd, @AIL1 ~ 168 KT, T 7 /v MIEMT /> CWET, EHIBOMKGEE
FFAl95121%, [Unlimited] #4112 LE T,

| —ferarz N EE I}
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NETIL—T R O—DFRE. Y—/\EHE

ATy I

ATy T2

ATvT3

ATy T4

ATy TH

ATv 76
ATy 71

[Group Policy] > [Servers] 7 « > K7 T, DNS % —,3 WINS %+— RB L ODNS A a—7/ %
ELET, DNSBIUOWINS — NI 70 hoxv 7 Z 47 & (IPsec, AnyConnect, SVC,
L2TP/IPsec) DAIZiEH v, £ RifiERIZHEH SvEJ, DHCP A =2 —7 X, DHCP 7 KL &
Y B TRRESNTOWAEAICHETSNET,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit] >
[Servers] Z 3R L £ 97,

DefaultGroupPolicy % #ifk L TV 2 R Y | [DNS Servers] @ [Inherit] = v 7 7R > 7 A& 47
ZLET,

[DNS Servers] 7 4 —/L R T, ZDO 7 N—T%Z T %5 DNSH— 3D IPv4 T R L AL 721X IPv6
T RLUAZEBMLET, 2ODIPvd T KL AL 2O IPv6 7 RL AZEETX £7,

WO DNS —RZHRETLHHE. VE—NT 27 EBRA T4 T M, 2DO7 41—V KT
ESNZINEFTDNS U — &AL LY & LET,

T TEEIE, ASDM DO Z DI NA—T KU =% AL T2 74T hD
[Configuration] > [Remote Access VPN]>[DNS] 7 ¢ > KU TERE I N7 DNS HE L W EHL S
i ‘j‘o

[WINS Servers] @ [Inherit] F= v 7 R v 7 A4 712 LET,
wins-server value {ip_address [ip_address] | none}

[WINS Servers] 7 4 —/L RIZ, 774~V WINSH— Lt H &Y WINSH— "DIP 7 KL
A ANNLET, BYNCHEETHIPT RLART T A~ WINS & — D IP 7 KL A TY,
2FH (EE) OIPT RLAiZEh oY WINSH— D IP 7 RL A TT,

wins-server 1~ RZ AT H7-NT, BEEOHRENA—"—F 4 RENnET, =& 213,

WINS =3 xx.x.x ZaXELTHDH WINS r—Nyyyy ZHET H L, 2FDDa~ L NiC

Lo TRAIOBREN EEEX SN, yyyy 23— WINS — 2720 4, b—EHEERE
TOHLAEBRERTY, REFHOY — "% EEEZTLHOTERLS, WINS h—_ZBIT 512
X, Z0a~vwr REANTLHEXIC, TXTOWINS H—"DIPT RLAZEFDET,

11 -
W DB, CLI T FirstGroup & W9 IO 7 —7 KUY 2 —(2, IP 7 KL 2 10.10.10.15 &
10.10.10.30 T D WINS — &R ET 5 HiEZ R L TWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #

[More Options] /3—® K% 7 U v 7 LC, [More Options] = U 7 % & L 7,

77 4V kb KA A 7 [Configuration] > [Remote Access VPN] > [DNS] 7 1 > R CTIE S
TV WA E, [Default Domain] 7 4 —/L RCTT 74V N RAAL VERETHIHLERH Y £
9, 7o & 21X, examplecom E\) RAAL 4 E Fy 7 LL RAL UEEHLET,
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ATy T8 [OK]Z7 V7 LET,
ATv 79 [Applyl 227 Vv 7 LET,

NETIL—TRYo—, TS99 Jox

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit]
> [Advanced] > [Browser Proxy]

ZDOHEATr Ry 7 ATiE, Microsoft Internet Explorer D% € & FAEK T 272027 A4 T
YMIT Ay SNOBEERELET,
* [Proxy Server Policy] : 77 7 A 7> k PC ® Microsoft Internet Explorer 7' 7 V¥ D7 a3+ 7
vvay (XY y ) Z&RELET,
* [Do not modify client proxy settings] : Z D2 7 A 7 > ; PC @ Internet Explorer ¢ HTTP
TIUY Tuky Y- "RELLEHELEEA,

* [Do not use proxy] : 7 74 7 >k PC @ Internet Explorer ® HTTP 7' & % LB EE T 4
=TI LET,

» [Select proxy server settings from the following] : BERINZIZ)G U T, [Auto detect proxy].
[Use proxy server settings given below], 35 J T} [Use proxy auto configuration (PAC) given
below] DF = v 7Ry 7 A% A N LET,

» [Auto-detect proxy] : 7 7 A 7 > k PC T, Internet Explorer ® HE)j 7 1 % o ¥ — i
DR EA R —T MIZLET,

* [Use proxy server settings specified below] : [Proxy Server Name or IP Address] 7 4 —/V
TREINT-EEMEHAT 25 X 512, Internet Explorer ® HTTP 7' v & ¥ Y — R EfE
ki LET,

* [Use proxy auto configuration (PAC) given below] : [Proxy Auto Configuration (PAC)] 77 o —
NVNRTHRELLZZ 7 A VE, BElar 7 Fal—var@gEoy—2 & LTHEMAT
HEITHRELET,

» [Proxy Server Settings] : Microsoft Internet Explorer # £ L C, Microsoft 7 7 A 7 > b D
Bxy =N NTGA=F R ELET,
s [Server Addressand Port] : Z 2 74 7> k PC Ciii ] £41%. Microsoft Internet Explorer
Y—=DIP 7 FLAELFAHT, BIOR—-FEHEELET

* [Bypass Proxy Server for Local Addresses] : 7 7 7" b PC T® Microsoft Internet Explorer
T T a— ) N RAREMEEFRELET, [Yes] ZEINT DL m—h

IV INAISAPA X =T T2 Y | [No] ZiEIRT DL a—T N NANANT 48 —7

T2 £,

s [Exception List] : 7 2% $— X 7 7B ZANLERIT D —OL4RTE P T RLA
FBIFORLET, TaXx Y NREOT 7B RAE{TORVWT RLADY A A
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HLFET, 2DV R M, [Internet Explorer @ Proxy Settings] # 1 7 & 7' 7R v 7 AT H
% [Exceptions] V A MZFYE L E4,

* [Proxy Auto Configuration Settings] : PAC URL (X H#IFXE~” 7 A /LD URL Zf5E L £ 7,
D77 AL, 7T UIRT X U EFREREDEHARR SN TWEY, T rdy
AEj=> 7 ¥ ab—ar (PAC) #EEZMEMT25A. UV E— b 2—Fid, Cisco
AnyConnect VPN 7 7 A 7 > & 5 LE R H Y £,

2L DFy NT—V8REEN, Web 77 VW EFFED Ry hT—27 U Y —RIZHHiT 5
HTTP 7u X v ZEHR L TWET, HTTP N7 7 4 v 7 B Fxy NU—2 U YV —R|ZH|ZET
XHDIE, X UNRTTUFIHEESN, ZIAT Y NBHTTP N7 7 4 v 7 %7 %
NNV —T 4 T HEATET T, SSLVPN ko RUZ LW HTTP 7' % D EFEN
MR E3, EXY FU—ZIZ MRV 7T 5L EITHERT XTI, Tr—
RNV REERURRHH CA X —F v MRS D L &0, =K =T 4 Xy hU—7
Lz XM BR LD EIFERDIZENHD 2D TT,

Flo, KRy hU—7 2L L D eETIE, #o7Tax v h— 2Rk EL, —
B ZRRBBIC SN T — R ZDO I NS P s = RE@RTE 5 LI THZ N
WBIZRBDGENRHY £F, pac 7 7 ANVEHHATE L, BHFIIESZL OT oo b
EOTax v ELANOTRTOI ITAT v Farva—XIHTLNERETLH—O
AT VTN 77 ANVEERTEET,

WIZ, PAC 7 7 A NVEMHT 520 220wk LET,
O — R RG U TDEHY) A MNSTax 2T 0 A LNIERLET,

= RNDAT T VARV 2= VST D120, B ETITER BN 7 1 %o
AR THEMLET,

e IIAY TuXF U THEENBELLEGAIHA T, TRy 77 ek
VY= RNEREELET,

e m—ANH TRy Femll, n—I v a—PHIRbENT e X U EEELET,

TEXARNZT 4 ZEEHLT, BT 7 IcyadvH# iz 7 Falb—va s
(pac) 77 ANWEERTEET, pac 77 A /L EIL, URLOI T 20N E T, M
TH1OU k0T axy b—REiEET L0 Yy 7 5T JavaScript 7 7 A /LT, [PAC
URL] 7 4 —/V R&EMH LT, pac 7 7 A VOEFSTTURLZHEE L E, 77 WL, pac
TrANEFRH LT X UEL IR LET,

* Proxy Lockdown

* [Allow Proxy Lockdown for Client System] : = DF&REE A F—7 /L1235 &, AnyConnect
VPN & v ¥ 3 »Df#], Microsoft Internet Explorer ? [Connections] % 7 /3 FEFK/RIT72 Y
F7, ZOMEET +E—7 02T D L&, [Connections] ¥ 7 DF/RITEE SLEH
lve TDET DT 74 FNREEL, 2—HFOL YA MNIREIZS U TEREIIIER
AT £,
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AnyConnect 7 514 7> DRI IL—T KR o— .

AnyConnect 7 54 7> DRI T IL—T 7R1) O —
NETIL—T R >— ##l. AnyConnect 7 51 7> b

* [Keep Installer on Client System] : UE— bk 2 Ea—& ETKENRTZ TAT 2 DA v
APR—=NVEAREICLET, INEAX—TCTDHZEICEY, 7947 FOHBINA
T oA AR NIRRT 4 B =T MR T, 7T AT 2 M BROERDIZDIC
VEe—h arbEa—XIIAf AN AVINTEEROT, UVE— b 2—FOEHGRREN
i SAVE T,

[Compression] : JEAEZAIT D &, Rk IND Ty OV A ANRWHOT B0, Bx=V
TATTITAT L ARETTAT > NEOBENT +—~< ARH ELET,

[Datagram TLS] : Datagram Transport Layer Security (2 & ¥V . —#¢ SSL #5ft | BEE 28
SIE L FMEOREA [EEE L, N7y MBIEDORBEELZITRTWI T AEA LT T r—
arONTy—v o ARWELET,

[Ignore Don't Defrag (DF) Bit] : Z ®#%EETiX, DF B FBREIN TV B/ » b & J#H|
HIZT7 77 AT —3ary LT, PR Z@msSEs 2 N TEET, EHAIE LT,

TCPMSS F A x— a NNIEUNRE LRWR Yy b T —27 DY — NS T 7 &
N ET,

[Client Bypass Protocol] : 7 74 7 > k 7'a h b NARSAEREEZEHT 5 & ASA R

IPv6 b7 7 4 v 72T % TH L TW\WDH EZD AnyConnect 7 7 A 7 MZ X2 IPv4 k7

T4 OEBFTES, IPVA N T 7 4 v 7T ETHMILTWALEEDIPVe T T 4w
DEHITELERET D ENTEET,

AnyConnect 7 7 A 7 > M5 ASA IZ VPN 5t 9 % & 12, ASA L IPv4 & IPv6 D— 5%
TEm A O7 RUAZED ¥ TET, ASA D AnyConnect #EEIZ IPv4 7 R L A £ 721X IPv6
7 RUVAR T ZEI0 B CTEGAIZ, ASADNIP T RLAZE D Y Thhotetry hT—7
NTZT7 497220 T, 2747 F7abhalv SRR ESTEDNTI T4 v T %
Ray 7E&ED0, FRIEASAZNNANALTIIA T bbb, 2FD
(707 TF% AL L LTORMEEFHT O ERETEDLLIITRY E LT,

e ZIE, IPv4 7 KL 2D % AnyComnect HFEIZEID 4 THA, =¥ FRA v kR F a7
VAR T EINTWLEHRELTLEEN, ZOT Y FARA 2 FRIPV6 7 KL A~DH|
FEEARLIZLEIZ, 794 T M XA RZ T b a Vi BRENT 4 B—T7 L OBA1L. IPv6
N7 4 MRayPENETN, 7I7A4T 2 8 XA RR Ta havingd x—710
BRI IPV6 8T 7 4 w730 TAT L M7 VT TXFAME L TCERFREINET,
SSL #5¢ Tlx72 < IPsec b2 RIVEFESL L CWDEAIX. 7 74 T > hTIPv6 NN
2o TWNEDE D DD ASA A S 72N 2D ASAITHINZ Y AT R XA RR T
FaViREE T v a XU LET,

[FQDN of This Device] : Z DfE#HiX., VPNt v a V OFEMSLTHEH IS ASAIP 7 R
VAZRRT HT-DIZ, Ry NU—7 0= 7 D% T IA4T > MRS ET, =
DOFEF, SFEFIERIP T bardoRry NI—I O —I 75V FR—FT59 %
THEETT (IPv4 5 IPv6 2 L) .

| —ferarz N EE I}
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. RNEBYIL—T R > —_ 540, AnyConnect ¥ 514 7> k

N

GE) Aw®mw7ﬁ774w’%éA%F@W%@%LTD*iV
JHIZASAIP 7 RLAEEfSTHZ LIXTExERHA, T R
NE— R RT3 o F Y FDELWNT A A (I\/Z\/I/Z’P
LS TNDT NA R) E—FH L2 WEAERHY 7,

TNA ADFQDNIN Y T4 T v MIEE SNBRWIGE. 774 7 > M, BN horxov
DHESLESNTWD IP T R A~OFEERARASLET, B2D5 P 7 v hair (IPvd b
IPv6) OF >y hT—7Rlou— > 7 %% R— FT 521X, AnyConnect!d, k> F/LDF
ESLIZER 325 ASA 7 RLAZIRETEH X 91, v —I U 71&IZT 731 XA FQDN 044
AR ZIT O MERNH Y £, 774 7> MI, WIEEsEFIC T2 7 7 A VICIFEET D
ASAFQDN Z#H LE7, LIED® v g EEEGE TR, HEHTTREZREAITHIC, ASA
ko TFvyrvashi (£, V=7 R —TEHENKE L) T34 AFQDN
ZHEH L ET, FQDN MBEE S LTV RN A . ASA (X, [Device Setup] > [Device
Name/Password and Domain Name] D% ENE D H T /314 A FQDN #Hif5F (8L 747
v MIZEE) LET,

TNNAAZAFQDN BN ASAIZ Ko TTF v va S TWeWgh, 7747 v M, Bied 1P
Tahalrdxy hU—7Bon— 0 JH%ICVPN Yy v a VA FREY. TE £ A,

« [MTU] : SSL ##6¢ MTU ¥ A XZ&i{#& L £, %&wmmﬂ4F®MIT1%lﬁLi
4, T 74 /v b TiL, IP/UDP/DTLS DA —/R—~v R LFl &, B THAT A v
2 —T A AD MTUIZEDSNT, BEIIZ MTU A ARFRE S E T,

« [Keepalive Messages] : [Interval] 7 « —/L RIZ 15 05 600 B E TOHAEATITDHZ LT
X0, EHEBT A RLVORNRT ASA AL > THIREN TWAEHETH, =77 74
T A=V ORREAF—TABLIOTEL T, Trk Ty AT U+, EE
NAT 734 A %58 Uik e IV T o2 R T4, £/, HREEH
FFHZLlizkY, VE—bF 2—32 Microsoft Outlook <> Microsoft Internet Explorer 7
EDY Ty NR=ADT TV r—va vy EEBRECETL TR EETH, 77147 b
DU & R A AT DR W2 E B RFESNVE T,

* [Optional Client Modules to Download] : % 7 o = — R & #2fE 3 5 7212, AnyConnect
74T v ME, BAR— P LTV DEMEEICKNEREY 2 — L2 % (ASADD) Fvv
H— RTL5EIICERLET, KD XD RMOMREE A R—7 /WIZT DEY 2 — /L OAHI
EIRET HMLENH Y £7, AnyConnect 7 7 A 72 ML, ROET 2a— A NEENT
WET (—EDOIHAN—=Y 3 U TIEEY 2=V OEND R0 ET) |

* AnyConnect DART : N T 7V a—F 4 7 IEHREZ B HIZ Cisco TAC IZIE[ETE 5 &
I, VAT L uTDAT Ty ay MBI OTOMOBEFERSF v 7F v S
. zip 77 ANVBT AT by FITERESIVET,

s AnyConnect * > N7 —27 7 7R ~3x— % : LLAIE Cisco Secure Services Client &
PRI TWE LT, ZOEY2—/E, AREVA YL ADOWEOR Yy NI =727
7R AT DD 802.1X (LA T 2) LT A ARIEE A TVET,
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REYIL—TF K1) >—. &40, AnyConnect ¥ 54 7> b+ .

» AnyConnect SBL : Start Before Logon (SBL) <TiX., Windows Du /A > XA 7w/
Ry 7 AINFRRSIFLHANT AnyConnect ZF4aT 5 Z 1LV =—% ) Windows |2
074 T BHENC VPN ##5i2 /L Ca— a2 ¥A > 7 FITmHIIc s L £,

+ AnyConnect Web &% = U 7 1 & =—/b : LLH1IE ScanSafe Hostscan & FFIEH CTU &
L7me ZOFY 2—/LiE, AnyConnect |ZHA I TWET, Fiz, Web X—T D
FESMLUT, FRFCHREREZ O TELLIICLET, TO%, ERINTWHE
FalT 4RI —ITEDNT, ZIFANARER 2T Y EZFFAIL, BERH D =
YTUYRHRTERN AL T UV E Fry T LET,

« AnyConnect 7 L' A MU EV 2— /L EEDOH D a7 Y ORETICHET HE#RE
CiscolronPort Web X =2 U7 4 77747 A (WSA) IZEELE9, WSA Tii.
TOF—=ZEFEHLT, URLDO 7 A NVEZ Y T b— L Z2EwELET,

N

GE) TV ARNY EY 22—/ UL AnyConnect /N—3 3 > 4.0 TIEHHR—
FEREEA,

* ASA ARAF v £ = —/b : LIFII Cisco Secure Desktop HostScan #E8E & IEIEIL TV
L7, ZORAF ¥ E Y2 —/LiE AnyConnect (ZHEE 4L, ZAUZ L Y AnyConnect
3. ASA ~DYUE— b T 7 B ABREMLT DHNCARAT ¥ 7TEAA L DI LT
YU NVENETE DL IR ET,

sISE-RATF ¥ : OPSWAT V3 FA 77 VEMEALTHRATF Y F=v 7 2FTL, =
RARA L FOBEEGHEEZFHMELET, D%, = FARA VMR EAETHETEY b
J— 7 TIOERAERHBLEY, a—hL 2a—FOMEREZ®RIL LY TXFT,

cAMP A % —7 7 : = RiRA v MATOEE R~ /L w7 = 7B (AMP) %8 A4 2%
FERLLHEAHSNET, N TE =D LA A FERTOE =N RRA
v hOH 7t NMZAMPforEndpoints ¥ 7 N =T &7 v v a L, BEFO—H N—
AIZAMP —E 2% A VA =L LET,

* [Always-On VPN] : AnyConnect % — & 2 711 7 7 A LD H B VPN 7 5 VR EET «
=7 MZT 50, F721F AnyConnect —E A a7 7y A VEREEFHT L2MLERND D
DEPGELET, WG VPN BRI LY, a—Ra v ta—Xicnr4 354,
AnyConnect [T VPNt > ¥ a 2 HEICHESLLET, VPNEY v a UL, = —FRa v
Va—Znbu /74735 E TR SNET, MRS Kb ThE v a Vi3
FFS . AnyConnect I%, WIS F =V T 4 77T AT A & ORI 7282560 O PN
B TRITL, VPN By v a v 2FRLET,

WL VPN IC K o T, RERV —Z2#HAL T, EX2 U T4 BB LT A 2% R
T ET, WG VPN 2 L C, = RRA > bMEE% v FU—27 N TR0
BAIZWOTH AnyConnect 2N VPN 2 v v g VAN L= Z L 2R CE Fd, A1 *—7
ST B, BERBPTFELRWEED R Y MU — 7 i OE B2 RET HHR Y —0
BRESNET,

| —ferarz N EE I}
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B Ancomect kST v sITHTERTY Y R oy LT OBRE

N

GE)  FHERHG VPN (21X, AnyConnect ¥ X =7 £V U 7 ¢ HEEL Y
AR— h9 2% AnyConnect U U — AN NETT,

« [Client Profilesto Download] : 7”27 7 A /LFa L7 4 Fab—ar NIFA—=FD T )L—
7 THY, AnyConnect 7 74 7 N TVPN, v hU—7 77 AR —T %, WebE
X2 U7 4, ISERATF ¥, BEXOAMP 4 32—7 7 OREIHEHINET, [Add] =7
U v 7 L [Select AnyConnect Client Profiles] 7 « > KU & &35 &, LRI ZA—7 R
—RIER SN e 7 s AN EEETEET,

s [Client Profilesto Download] : B2 7 7 A /MIA LT 4 Falb—ar NTA—ZDJ)L—
7 THY ., AnyConnect 7 74 72 N CTVPN, Xv NI —2 T 7 EA<F—T %, Webt&
Fa2UT 4, ISERAF v, AMPA X—7 7, Xy bU—7afiEEY2—L BLO
Umbrella Roaming Security & = — /VOREREIZEHA S E T, [Add]Z 27 U v 7 LT [Select
AnyConnect Client Profiles] 7 « & RV ZE#) T2 &, L7 v—7 R Y o—HIZ/ERR S
e7m 7y A NVERETEET,

AnyConnect F 5 7 4 vV IZHT HR Ty b bR VT DERE

ATy b bR TE, —E8O AnyConnect % hU—2 K77 4> 7% VPN ko F)b
g Ll s (BFEk) . hoxy hU—2 FF 7 4w 7% VPN bRV OSNTFHE
LET GEisEfk, 2F0 (77 7% A LORRE] )

A7)y b bRV T ERETDHIIE, ATV b b7 R —%ERL, £D
RV o—ll7 78X arba— L VA NEREL, V=K T—IZAT Vv b b
RV —%BNMLET, V=T RV —%T7T7A4T7 2 NMIERFETHEIC, 77472 MIA
Ty b bRV TR —DACLEEHALTEZIWCRY NT—2 v T 7 4 w7 &kET
LD ERELET,

GE)

ATV b bR 732 )T A BREETIEHRLS, NI T4 v 7 EIRE T, &RKRIBOD
TX 2 VT 4 BMHERT AT, A7 b hR T EA =T NI LN L R L F
7,

Windows 7 74 7 > R TlE, HUNZASANSLDT 74T 74— /L b— NG &, KkIZY
TAT VN7 7 AT U =L b= DMl ENET, MacOSX TlX, 7294 T7 2 FDT7 7
AT V4= V=B NT 4 V& —) VI S EE A, Linux & A7 A0 AnyConnect
IN—30 5 2 3.1.05149 LI TlE, circumvent-host-filtering & W9 £ BIDO T A X LAEMEE 7 —7
T 77 AMZEMLTtue IZRETHIET, JI7AT LV NOT7 74T T4 —)L b—)LE

X7 4% — V% 5 X 912 AnyConnect Z#E T £,

TR AVARNEBERTDHE
TR arybu—N YURARMIULIIPVMBIRIPV6 i TDOT RLAZfEETE T,
AEWEACL 2T 5L, 1 ODT7 FLAEIER Yy NT—27 OB MER S ET,
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AnyConnect ~57 4 v 7 <HTHRTYy k rorysiniE [

HEEACLAMHT AL, V=2 Ry NT—INRAFY v h bRV Ry hU— (T
0 ET, ZOHE, kXY N7 I3EH I ET,

cany NEESNTZT 78 A U A L, splitinclude % 7213 split exclude 73 0.0.0.0/0.0.0.0 % 7=
L OIIZRESNTET Z7EA VANI, 7747 MZERESNEFA, TXTO LT

T4 T ENOFIRBATEETDIZIE. A7V v b RO Policy (2% L C Tunnel
All Networks % 38R L ¥ 9,

« 7 KL 20.0.0.0/255.255.255.255 £ /=13 /128 1%, A7 U w s b xR Y 2 —2 Exclude
Network List Below DS ICDOH T FA T v MIEEENET, ZOJEIZ. FrxiL b
T4 ma—N YT Ry NETRWI L E T T4 7 MZBHLET,

« AnyConnect Tli, A7V > h bRV T R —THEINZTXTOYA M, BX
NASAICE>TEID LB THNIZIP T FLALRILY 7Ry hNICH DT RTOHA FIC
N7 4 I NESNET, 72821, ASAICE>TED Y THENLZIP T RLAR
10.1.1.1, = AZ73255.00.0 D%, = RRA L M TFARAL ZE, 2AF Yy b bl v
7 RY —ZBfRAR <, 10.0.0.0/8 5L THTRTORN T 74 v 7 BELET, O
e, FDBTHNIIP T RLADR, WiffShborn—0 7Ry ME#EUICERT 5
ko, Fy h~A7E2FEHALET,

IR BHHIIZ
« WY/ ACE TT 7R URAMNEERTALERHY 7,

e A7 Yy b RNV RY —%IPvd 1y U= L IPv6 v U —27 FIIZ/ERR L7z
BaiE, HBELIERX Yy hU—2 VR MR FOTa ha v TCERIET, 2079,

Fy hU—27 UA R, IPABLIRIPV6O DT DT 7 47 DT 78R a2 ba—
N hY (ACE) WEFEFNTWAIMENRHY 7, ZN5HD ACL Z1ERK L TV e
BlE. —BERER a7 X2l —ay A RESRLTLLEEN,

WOTFNETIE, 74—V ROBEIZ [Inherit] T = v 7 R > 7 ARHHTXTOS — AT, [Inherit]
Tz IRy IV ANFT L OEEOHE, HELTWDLIN—T K —X, £O7 14—/ R
DNWTC, T74N K ITN—T R o— LR UEEZHEHT 252 L 2B LE T, [Inherit] 7= »
IRy P AEFT7ICTDHE, V=R —ICEHBEOH LWVEEZEETE ET,

FIE

AT 971 ASDM Z{HfH L T ASA (285t L. [Configuration] > [Remote Access VPN] > [Network (Client)
Access] > [Group Policies] (ZFE) L £7°,

AT T2 [Add| 27V v 7 LTHLWI =T RY —%BINT 50, BEFO 7 NV—7 K o— &3k
LTI[Edit)] &#27 Y v 7 LET,
AT 73 [Advanced] > [Split Tunneling] % H&4R L £,

AT w74 [DNSNames] 7 1 —/L FIZ, b R/A%ZJ LT AnyConnect TR T 2 KA A v 4% AT L%
T TNHOLARNE, 774 =K Xy hU—7 EOKRA MIxE LET, split-include k>
IV T RREINTODHEAIE, BESNZDNS b — B33y hU—27 VR MIEENRT

| —ferarz N EE I}
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B anvcomnect b5 70 v s izHTERTU Y b Fury LT ORE

ATy TH

ATvT6

WOMEMRH Y £, 74—/ RIZIEL, BREM NAA 4, IPvdT RLA E£721X1Pv6 7
R Az ANTEET,

ATy b N T hRT 4 =T MIT HITIE, [Yes] #2 Y v 27 LT [Send All DNS
Lookups Through Tunnel] & A 2 —7 /M LET, ZOA T a & ETHE, DNS T 7 1>
JISERT 7RI, VT TR ARNTHEEEND VT T 4 v 7 NEGIVET, DNS
RIS D &, 7 FURIIRMRROE £5%Y £, AnyConnect 7 7 1 7 > hE, VPN 4+
OFT RUVAZMRLE D LT LERFA,

AT v b bRV T A F—=TNTTHITIE, [No] ZBIRLEST (7540 8) , 20
BETIZ. Z2IF3AT L MIATY Y b hor R AR —IZ>T A2 A% L TDNS 7
VaEFELET

A7y b bRV T EFRETHITIE, [Inherit] F=v 7Ry 7 A4 7L T, A7 v
N horRrU 7 R —%3R L ET, [Inherit) F= v 7Ry 7 A4 T7IZLRWEA, 7
N—"T" R —TlE, 774NV DT )—7 K Y 2 — DAtGrpPolicy TEZESNTZAT U v k
For VU TREMEASNET, 774NV IN—T R —DAFV vk bl s
RY ¥ —DOF 7 4V M EX [Tunnel All Networks] T3,

AFY b brp 7R —REFET DI, K v P& 7 [Policy] B & ONIPv6 Policy]
MOIBIN L F9, [Policy] 7 4 —/V FTiE, IPvAxy NU—2 NI 7 4w 7 DATY v h b
XV TR —EEHZELET, [IPv6Policy] 7 4 —/V KTl IPV6 % U —2 T 7 ¢ v
JDAT Yy N bRV U7 R v—E&RLET, £ LEEVDIME, b7 41—
VRO BEBNEFRE T T,

[Inherit] 7= v 7 R v 7 A% A7 LIHEE. ROWTHNORY — 7T a U ERINT
TET,

* [Exclude Network List Below] : 7 U7 7% A N CEEEIND VT 7 4 v 7 D5 ry U —
JDIVANEERLET, ZOMREIL, fENR Y NT =212 bz LT L 7e R
B, A=W Ry NT—T EDTNA A (T E2RE) T 78ATH)E— | 22—
PFIZE > TEILBLET,

* [Tunnel Network List Below] : [Network List] C{EE S 7=k v N —ZROFTXTD F 7

TAvIN bR TENET, AT —F %y hU—27 UARNDT KL A~D
No2Z74 v bR T7INET, TOMTITOT FLRIZKT 27 —21%, 7V
TTEANTEESH, VE—Fa2—HFDA U F—Fy b P —ER T M —ldo
Th—F 47 EnET,

ASA9.14LREDN—T 2 > TlE, A V7NV —FR UVRARNERETHEZIZ, A7 N—FR
FHEANOY 7Ry MZZ 7 A7 V—R VA MGIETEET, INbORAESNTTT
R N N OISV e BN V70 el NUBZSE N RO SV VA Ak S NV SURVS74
ENET, A I N—FRIUVRIDOHT Ry NTIERWNWZ I AT N—V g VA MO FR Y
NT—21%, 7747 FCTEGEINET, Linux DA, 71y RO Z R — K
THITNE, IN—T R —Ch AZ LEtEE BN 5 LERH Y £9,

W 2R LET,
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ATy 17

ATvT8

ATvT9

AnyConnect ~57 4 v 7 <HTHRTYy k rorysiniE [

Configuration > Remote Access VPN > Nebwork (Client) Access > Advanced > ACL Manager
EEditﬁDeleh&| + & | ) ExR-|qFnd

£ Enabled Source User Security Group Destination Security Group Service Action
Ei TunnelExdude
o] # g 10.10.10.0/24 @ any 1-ip €9 Deny

[}
o4
[=1
o«
L
321

S b Lt ] e e v et

GE)  SplitInclude X v FU—27 83—/ ¥ 7%y hDOEE K (192.168.1.0/24 73
&)@%u\ﬁm¢5b§74y7mby*vyféﬂfwi¢o@mmmm
vy NI —rRa—H L H TRy hOA——F v b (192.168.0.0/16 72 &) @
%é\ﬂm¢5%§74yﬁw\m—ﬁw#f*yb%%%\by*uyﬁéh
TWET, B—=ANV TRy b 8T 74097 MRV 735100, —8T
% Split-Include %~ b7 —2 (192.168.1.0/24 33 X 1} 192.168.0.0/16 D )7 %
Split-Include v b 7—2 & LCTHIE) BT 2LERH Y £,

Split-Include 1 v k7 —27 M ME%) (0.0.0.0/0.0.0.0 72 &) OFE, A7V v K b
XV TFT4e=T MRV ET (FTRTDORTFT T4 v IR PRV 7 ER
\ij—) o

-mmmAmwwm@:*@fJVw@\ﬁ&f@ﬁ§74y7ﬁby29yﬁénéi5
WHEELET, ZoRETIR, ZEMCATY v b b o 73 EScin 4, U
%—bn~fiﬁ%2/b7 JERBLTA U H—Fy MIT 7 BALETH, v—h
NV Ry NU—Z T 78 ATEERA, TIWBT 74NV NOF T a0 TT,

[Network List] 7 4 —/V KT, A7V >k bV 7 R o—%@ATLZT7 78R a2k
72—/ U A NERIRLEJ[Inherit] F= v 7Ry 7 ANRE L OGE, JV—7 KR —37
THN N TN—T R —THREINTWS Ry hU—7 URNEFEHLET,

[Manage] =~ > R AR %X %8R L CT[ACLManager] ¥ 4 7 2 VAR 7 A% HE T, ZDOHRy
JATIE, Ry hI—=Z VAN L THEHT 7 278A a2 br— L U X MERETEET,
Fy T =27 U A NEAERE T IIRET D HIEOFERIC DWW TR, —RIEBER 2> 7 ¢ ¥ =2
L—Ya vy A FesRLTIEEN,

JEAEACL Y A MZIZIPVA T RL AL IPV6E T RLZADMFE2EDHZENTEET,

[Intercept DHCP Configuration Message from Microsoft Clients] {% DHCP 1475215 IZ[&EH DB/ <
FA =% LET, DHCPRATRAZIC ioT\MMWmXP7947/%iMMTXfUV
MRV T EMEHTEL LI ET,

* [Intercept] : DHCPfRATEAG ZFFAI T 5700 & 5 & HEE LE T, [Inherit] 23R L7254
T 7 4V NEEEIL [No] T,

* [Subnet Mask] : i[9 29732y b R 7 ZER L £,

[OK] %7 U v 27 LET,

—ferarz N EE I}
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B 5o+ rorsesr— 132100 Link 0RE

I3y FOBRNZFY R — T 5=6HD Linux DERTE

&

ATy T2

ATvT3

ATvT4

27U v b b U 2 Z AIZ [Tunnel Network List Below] 5% & L 7234 . Linux T3V 7 % »
OB E YR — N T DT OIGEMORENMLEIZ/ Y £97, circumvent-host-filtering & VY9
GRID N A S NEMEEAERR L Ctrue ICERE L, A7V v b bR U7 RICERESNIZ 7 L—
7RY = EEM T D BERH Y T,

FIE

ASDM (Z#5#¢ L. [Configuration] > [Remote Access VPN] > [Network (Client) Access] >
[Advanced] > [AnyConnect Custom Attributes] [Z5E) L £,

[Add] #7 U > 7 L. circumvent-host-filtering &\ 5 Z 1D A & NgMEE/ERK LT, ZDE
% true [ZEXE LET,

IIAT Y N7 7 AT 04— LU THEHTED 7 V—7 R o —%fHtE L, [Advanced]>
[AnyConnect Client] > [Custom Attributes] (258 L £,

YERR L7240 A % @1k circumvent-host-filtering 2 A7V » ~ ho 3 U U 7T 25 70—
TR =B LET,

RES IL—T K1) —_ AnyConnect 7 514 7> FEM

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit] >
[Advanced] > [AnyConnect Client] {Z1X, T D27 /V—7" 7R U I — TR E Al HEZL AnyConnect 77 7 A
Ty NORBRENRERINET,

* [Keep Installer on Client System] : U E— bk 2 B a—% ETKEHRTZ FA4 T hDA
AR—VEAREICLET, ZhEAX—TMITHIEICE, 7747 O HBIR
T oA VA NN T 4 B =T MRV ET, 7 T4 T ME BEOEROIZDIC
JE—F 3L Ea—FA A M ASNEEERDOT, UE— b 2—FORERRH N
eI ET,

A\

() [Keep Installer on Client System] /., AnyConnect 77 7 A 7 > kD
N=Ua 25 PETHR— P THERE A,

* [Datagram Transport Layer Security (DTLS)] : —#B8¢ SSL $%#5¢ (2 BHi# 9~ 2 B2 4E & HyiekigE o [
Bz EE L, Ty MEBIEOR B Z T W TNEA LT TV r—2a  ORT F—
v AERELET,

* [DTLS Compression] : DTLS (Z351) D JEME &4 5% E L £ 7,
* [SSL Compression] : SSL/TLS (235} B/ Efg 2% E L £7,

* [Ignore Don't Defrag (DF) Bit] : — OFHRETIX, DF B v FFRE I TV S/ b & 5|
BN Z7 7 AT —var LT, hryrLa@imsEsrZ &N TEEd, HHME LT,

7 VPN B



| —#egzs veN
RNERS IL—F K1) & —. AnyConnect 7 54 7 > FEME .

TCPMSS X T — g VNZHEUNSE LR Wy N —7 OY— IR B HfR Y
NV £9,

[Client Bypass Protocol] : 7 7 A 7 ks 7'v k3L /NA /XA TiX, ASAWNIPV6 N T 7 1 >
JIEFETFHML TS L XD AnyConnect 7 74 7 2 MZXBIPvd 8T 7 4 v 7 OEBS
B, IPVA R T 7 4 v 7202 THILTWD L EDIPVG T 7 1 v 7 OEFGIELZRE
Liﬂ—o

AnyConnect 7 7 A 7 > M3 ASA 1T VPN #5fii 42 & 12, ASA L IPv4 & IPv6 D—F %
7MW EFOT7 RUAEE VS CTEST, 7747 b XA R 7 ha/LTiE, ASANIP
T RUVRAZED Y TRPSTENT T4y 7% Ray 7350 700X ASA /34 /XA L
TIITA TV IO Fb7e L, 2FD [Z VT TFHA N L LTORGBETFT 50
ERELET,

7o & 21X, IPv4 7 R L AD I AnyConnect #EGEIZHI D M THAL, =0 RARA VMR T 27
VAR T ENTWAHEHELTLEEN, 2Oy RiRA LV MR IPV6 7 KL A~DE|
BERAT L X, 7T7A4AT 2 M RA R T 0 N ) UERERT « B— 7 VOEEIL, TIPV6
N7 74w IR RayXSNETN, 7747 XA X2 T a harBf x—7/10)
YA, IPV6 N T 74 w737 AT N7 07 TXFAME L TERFEEINET,

[FQDN of This Device] : = DIfFHI%, VPN & v g OFEMESL THA S5 ASAIP 7 R
VAZRRT HT-DIZ, Xy NT—7 m—I 7 D% T IA4 Ty MIfEHSET, =
ORET, SEIERIP v haroxry NI—Jou—I 0 72 FR—1T%95 %
TEETT (Pv4 N5 IPv6 2 Y) |

N

GE)  AnyConnect 71 7 7 A /LiZdH 5 ASAFQDN ZfEf L Tr—=I &~
JHRIZASAIP 7 RLAZRSTH5Z LIFTEEEA, 7 FLA
WR—=RNZv 7 T VAOELNT A, A (b2 v
ESLINTNDT N, R) E—HLRWGERH Y £7,

TIIA ADFQDNINY T4 7 ¥ MIEUE SN2 WGA. 774 7 > ME, LRI bz
DL SIVTWADIP T RUASNO R ZRAAE T, BARHIP7m b (IPvd b
IPv6) Oy hT—rflowa— v 7 %% HR— F3 5121, AnyConnectld, k¥ F/LDF
WENLIZHE T2 ASA 7T RLAZRETZH X912, v— 7127 /31 A FQDN O 4
B ZAT O MERH Y £, 77472 MI, IEGETICT e 7 7 A VIZFEET D
ASAFQDN Zfi i L %9, LIEDE v a U FE Tld., MHTTREZR A 1L, ASA
ko TFvvasini (F, ZV—T7 R —TEHENRE L) T34 AFQDN
ZEA L £, FQDN 2% E S TWARWEE. ASA 1L, [Device Setup] > [Device
Name/Password and Domain Name] D% ENENHT 734 A FQDN #Hifs (BL W7 747
v MIFEE) LET,

TNAAFQDN B ASAIZ K> T v va SN TWaWgEa, 7747 ME, Bieb 1P
Ju harory NU—7Bou—I V 7HRICVPN By v a VAL TE EH A,
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. RNERS IL—F K1) & —. AnyConnect 7 54 7 > FEME

 [MTU] : SSL ###5t D MTU H A X ZG{#E L £, 256 ~ 1410 /31 M OHFiPH TEAEZ AT L E
4, T 74 /v hTid, IP/UDP/DTLS DA —/R—~v Ro3%EZE LGl &, B CHAT A
2 —T A AD MTUIZEDSNT, BEIIZ MTU A AR E T,

« [Keepalive Messages] : [Interval] 7 « —/L RIZ 15 025 600 B E TOHAEATITDHZ LT
X0, EHEBT A RLVORNRT ASA AL > THIBREN TWAHETH, =77 74
T A=V ORREAF—TABIUOTEL T, Trk Ty AT U+, EZX
NAT 73 A A %58 Uik IV Rl encEx 4, £/, HREEH
FFHZLlzkY, VE—F =32 Microsoft Outlook <> Microsoft Internet Explorer 7
EDV 7y hN=AQT TV r—a VEREKIFETL TN RNEETL, 7747k
U & R A AT DRV 2 E D RFESIVE T,

* [Optional Client Modules to Download] : % 7 = — R & 8253 5 7212, AnyConnect
IIAT 2 ME, PAR— ML TV AEHEIBICKERE Y 2 — 72T % (ASAND) X Uv
B—=RFLEIICERLET, ROK I RMOMREL A X —T WMITT HE Y 2 —/LOAH]
ZIEET HDMENBH Y £, AnyConnect 7 74 7 FD/X—T 3 40121, IROEFY 22—
AREENTHET (A=Y a3 v TEEY 2—LOEBRD R0 ET)

» AnyConnect DART : b7 7V a—7 4 U 7 HE#HZ B HLIZ Cisco TAC IZEF TE 5 &
NI, VAT LT DAFyTvay NBROZEOMOBWIERN ¥ ¥ 7F ¥ &
M. zip 77 ANVBT AT by TIHERENET,

» AnyConnect % v k7 —72 77 & A <3x— % : LIHilE Cisco Secure Services Client &
FRHENTWE LT, ZOFEVa— I, ARETVA Y LVADTLEOR y NU =227
I AT H72HD 802.1X (LAY 2) LT AL ARAAEHZ TNET,

+ AnyConnect SBL : Start Before Logon (SBL) TiX, Windows D17/ A > XA 7w/
R 7 ANFRZ D HETC AnyConnect - BIAT 25 Z £I2 XV =—37 Windows (Z
774 T HENS VPN #5520 L Ca—F a2 ¥ A 7 T ImHIIC R L £ 77,

AnyConnect Web ¥ = U 7 ¢ & ¥ =—/1 : LLEI[IL ScanSafe Hostscan & FEIZILCUVE
L7z, ZOFY 2—/UE, AnyConnect IZHEA SAVTWET, 7o, Web ~—TDHE
FENRL T, FRFCSEREZ O TELLIICLET, TO%, ERINTWHE
Fa VT4 RY—IZHESNT, ZIFANARERa T Y E2FA L, BENDH D=
VTUYRHRETE RN\ aA T Y E Ry P LET,

AnyConnect 7 L' A MU BV a— /L BEOH L a7 Y ORETICHET H1EHRE
CiscoIronPortWeb X = VT 4 77T 4 7 & (WSA) IZXE L E9, WSA Tid.
ZOF—ZEMEH LT, URLOTZ A NEZ ) T L—LElELET,

N

GE¥) 71 A FUlE AnyConnect 4.0 TV AR — S EHA,

ASA R AF ¥ £ 2 —/b : LLFilE Cisco Secure Desktop HostScan FHE & FEIZALTUVE
L7z, TORAF ¥ EY 2 —/LL AnyConnect |ZHEA 4L, ZHIZ L Y AnyConnect
. ASA ~D Y E— | 77 AR A LT DRNIHRATF ¥ TEAAL O LT
YU NVENETED LI ET,
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RNERS IL—F K1) & —. AnyConnect O % 4 L ERTE .

sISE-RATF ¥ : OPSWAT V3 A 77 VEMEALTHRATF Y F=ov 7 2FTL, =
RHRA > bOBMAMEEFIM LT, £OH, =2 RSV bAEET2E TRy b
JD—2 T EREGR LY., a—h L 2—FOMHERE®{IL LY TxET,

*AMP A % —7 7 : T2 RiRA » MaTOEE 72~/ w = TR (AMP) %8 A4 2%
FELLTHEAEINET, A TE = LICHRA PSR TWAE T — b RRA
v hOH Tt MZAMPforEndpoints ¥ 7 NV =7 %7 v v a L, BEFO—H N—
A AMP r—E A% A VA M=V LET,

3

* [Always-On VPN] : AnyConnect " —E A 7’10 7 7 A LD KRG VPN 7 7 VR E& T «
T —7 T HH. £721F AnyConnect —E R 711 7 7 A VR EEM AT HSLENH D
EPELET, WG VPN BEREIC LY, 22— Ra v va—Ficun st o358,
AnyConnect (I VPN & v ¥ g A HBWICHL LE T, VPNE Y g 43, a2—FRar
Ea—20nbr 4735 ETHRFSNET, WENRERS R TbE v v a Ui
FFE 4, AnyConnect (X, WIS EF 2V T 4 T T4 7T AL OWELR 7280 O FHfENL
iz TRITL, VPN a U 2H L £7,

WL VPN IC L - T, ¥R —2@H LT, BX=2 U T BB DT /A A% AR
ETEET, WRHER VPN ZfEH LT, =2 RaRA & FAMEBER Yy h T —27 N T2
B\AIZW-OTH AnyConnect A VPN v &g VRN L2 Z L 2GR T £, 43—
WMCT D e, RN GFELRWGAEDR Yy N — OB B TEZRET DR Y —Nn
REIINET,

A\

GE) WREEERE VPN IZ1E. AnyConnect £ =7 EE U 7 ¢ #EEAE W
AR— ;9% AnyConnect UV U —ANME T,

[Client Profilesto Download] : 72 7 7 A MFa 7 4 Falb—va L RITA—=XDJT)—
7 CTHY ., AnyConnect 7 74 7 N TVPN, Xv hT—2 T 7 EA~F—T %, Webt
Xa2UT 4, ISERATF ¥, BLOAMP A4 32 —7 7 OREIMHEHINET, [Add] =7
Y w7 LT [Select AnyConnect Client Profiles] V1 > KU &ZiELEi¢ 5 &, Z—7 KR —
RICURENCER E N7 a7 7 A VEIBETE 7,

N

GE)  ZofiE~ArTF ar7TF A ME— FTCEPR—FShEE A,

NERS IL—F K1) & —. AnyConnect 0% 1 VERTE

Wi 7 /L—7" 78 U —@ Advanced > AnyConnect Client > Login Setting - > Ci¥X, VE—k
2 —H|Z AnyConnect 7 7 A 7> DA a— ReRDL 707 heFRrLiz0, 774
7 P L ASSLVPN DR—H )L R=UINZH A L7 MET 5 K DI ASA ZRETE £ T,
* [Post Login Setting] : =—HIZ7 7 hE2RRL T, T 74/ FORA b 17 A RN
EETTDIODZA LT U MNeRET HHEITERLET,
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B /57 974794 —LIz& B VPN TOO—HIL 7134 X HHK— FOEMIE

* [Default Post Login Selection] : & 274 VRIZEITTHT 7 v a U aERLET,

D934T0 D747 94— LIZCKDB VPN TOO—AH)L T/A4 R HR— bDODEME

\)

W7 Vv—=" 7R I 2 —® [Advanced] > [AnyConnect Client] > [Client Firewall] ™1 > TiZ, 7 7
ATV RTCONRT w7 Xy NIT—=7 LT TAX—K Ry NU—T OB EST L7 T4
TV VAT LEADT 7 AT T —VIEET OV —NVERETEET,

UE—h 2—PFRASAITERTDHE, T_XTDONT 74 v 7 BZDOVPNEERHiZ N LT R 3
Vo r7sndizd, a—HFide—hLr 2y hI—27 EOY V=R T 78 ATE <Y F
T, ZIHOLEYY—RIZE, v—AN ara—Z LRPTEHTY X, B AT, Windows
Mobile 7 /314 A (TH— T4 R) ERGENET, ZORMEIX. 7747 a7y
A JLC[Local LAN Access] # HNCT HZ & CfREESNET, =L, mn— L Xy hT—7
DT 7B ANERIRIZ /D720, —EHOEETITEX2 U T 40R U = o0 CTREN A
CHAREMENRDH D 3, TV T — TR, AR ERBEXA T DOu—h)v Y — ATt
THT 7 BAERHIBRT LD RARA L FDOSDT7 7 AT T4 —IL b— L EBATHIHIT
ASA ZRRIETEET,

ZODOEEE LT, FIBHORER— M7 74T b 774 T U x—/b b—)b
EHMNCLET, 7747 FTIE, BEA—IVEREL—ADPRKEINS £T, FIREETEDY;
B 7 IAT v P TIEHBEEGRICHNER RN — MIRBSNETH, FEEFNT 7 4 v 73T T
Tay s ERET,

GE)

FHEL Lo A Liza—Hid, ASAICK V7947 v B ENTT7 7 A4 T U —b
N—VEEETE DI LICEBRBLETT, RENRHEREZFFO 2 —WIX, L— L EEETE
FHA, EHEL0—FDLEEL, BHEPK T LEREAT/ IA4 T MIEV 774 T U —
V=V HE S VET,

PIAT VN 77 AT T4 —NERELTODEA, —% ) Active Directory (AD) H—3
TWikENs &, 77947V FCHHBIEHMEASAD 7 7 A T U —/L R —0HlH I FE
T, 2L, ADZAV—T R U—TERINTNV—IIE, 7 TAT Y N T77AT T4 —LD
= E 0 bEEINET,

PUFOIETIX, ROWFREITH 720D FNEICHOWTHA L £,
=N TN R EYR—= TR ODITAT N 77 AT U —LORER (31 2—
)

e VPN DT H'— T34 A P iR— FDFRTE (34 2—)

T77A4 T 04— ILOFEICEAT HFEFEIE

ZZIZRE#HE L= DIE, AnyConnect 7 7 A4 7 2 N CIET7 7 AT UA—ARED L SIS
BN OWVWTOERREETT,

s T AT UF =L = VI EETLIP IIMEAHSNEEA, 7T 472 FTiE, ASAND
BEENEZT AT U= b—)LNOEETTIP FERITER SN E 4, HETIP I,
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DSLFUR T7A4T 94—k BVPN TOE—HL 734 2 HK— roamit [

W=V PIRT Y o I NT TAR—= NS LTI IA TV FRBELET, TV v 7
N—iE, Z7I9A T b EOTRTOAL U F—T =24 AZHAENET, T4 X—F
V=L, BT Z 7 A IicEA EnEd,

¢ ASA T, ACL/V—/UZHkLTHEZ< D7 harzhR—KFLTWET, 7L,
AnyConnect D7 7 A 7 7 4 —/VEERE TH AR — F I TW5H DX, TCP, UDP, ICMP, ¥
LTQRIPOAHRTY, 7747 FTliE, Bipd 70 baLTL—»"ZEGanizga, £
DNV—TERN 72 7 7 AT T —Lb—L e LTSN, E5I2EFxF2 YT 1 LoFH
MHATY b RoRY TR EHE720, 70 bR 7B EHSVET,

cASA9.0 D, NTV v T Xy FU—7 L—ABIRTITA_X—K Xy NU—27 L—)L
X, 2=77A4 F77%Axaryta—L VA2 R—FLTWNET, ZNHDOT 7 &
A ayio—)L JARMEI RUL—=LTIPEBLOIPV6 T 7 4 v 7 2 EHRT HHH
R CcEET,

TRELIRDE ST, ARV —=T 4 7 VAT D Lo TEENRER DT DIEENLETT,

» Windows = > E' = — % DA Windows Firewall T3S/ — L3 FF AL — VTG L E
T ASAIZE VEFAIL—/L8 AnyConnect 7 7 A4 72 b~y a3 Th, 2 —¥FRD
AL LD — N ER L TUWOALIE, AnyConnect /L—/ UL H S EH A,

« Windows Vista DA, 77 A4 7 74—/ L— LB ERR S5 & . Windows Vista Tl —

&S OFPFHN T o~ XYY OFHE L TR S VET, A— MEFIX. KT 300
A— KT (1~300, 5000~ 53007 &) . F&5& L7-&iPHA 300 " — k2 2 25613,
HBAID 300 R — MK LTORT 7 AT 74 —/L b— L35 S ET,

« 77 AT T4 —/bH—E AN AnyConnect 7 74 7 > MIXVBIGSNAMERH D (v
AT B R ABICBAE S41720Y) Windows -— X, VPN BEREDHENLIZ H>72 ) DI
MET %A 0nd0 £7,

*Mac = B2 —Z DE, AnyConnect 7 7 A 7 2 hTld, ASA T s 7zd & [A UIIA
FFCA—ARNEAISNET, 77— UL b—/UINTREZICRD LI LTI,

e —RNR—=F 4 T AT U — DA, AnyComnect 7 7A T N 77 AT U4 —/L Lk
P—=FN=T 4 T AT U= VORI THASNIZIAT DT T 4 v 7 DI TE
F£7, AnyConnect 7 7 A 7> hTHASNNTWDREDH A TDNT 7 4 v ThHoT
by P—RRX—=FT 4 77 AT Ur— Lo TTry 7 ENNE, TDONT T4 v 7E7
TAT U R THT Ry 7 SNET,

O—AIL TYEEHR— T B3EODISATUN T7A4T79+—ILDOER

ASA IZ. ASA R— = 2 83(1) LAKEIS L TN ASDM 23— 5 > 6.3(1) LA T, AnyConnect 7 5
ATV T77AT A EEZYR—FLET, ZOETIE, =n—H)V S Z~DTJ
VANHFANEND LTI TAT U N 77 AT U —IVERET D HE, BLOVPN #k0
KR Z T 7 AT O —NEFHAT DL 7 74T 707 7 A VEFRET HHIEICONT
AL 9,
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B /570974794 — LI B VPN TOO—HL 734 R $— FOEMIE

D95A4TF72 8 T7A4T7 04— ILOFIREE

IIGAT N T7AT I+ —VEFHLTr—H/L LAN 7 7 & 2 Z2HIBT 58581213k H)
REIEN@EH SN ET,

« OS OHIRFIHIZ LY | Windows XP RE[TENTNDHAL Ea—FDITITAT N 77
ATOF—R) =L, BEFNT 74 vZ i LCordEHINET, BRELV—LBX
O mL— Vi S vEd, Zhicix,  Ipermitipanyany] 72 ED7 7 A 7 7 4 —/b
I—IVINEENET,

e ARA RN AXy R DY —RKR—=F ¢ T AT U —NIL, 774 T U —VEE
TAHRREENRD D £9,

UTORZ, EETAR— MBI OSER— FNOREICEIVEEELZITDLNT 7 4 v 7 DFHM%E
FLOLHLDOTT,

EETAR—F EERAR— bk EEEZITHLZI T4V ID
AR
HEOR— &S BEDR— &S EEBIURE
P EIT 4T (EE [FEEZE (T ([l | BEBIURE
0) 0)
K EDR— &5 FPHE 21T 1Ty (fEIT | BEOH
0)
FPHE 21T T Ty (EE [FFEDOR— FEH FAE D I
0)

AO—AJLENRIIZBE9 % ACL JL—IL DI

ACL AnyConnect Client Local PrintiZ, 7 7 A4 7~ 77 AT U4 —/)VERE LT
T BT, ASDM ZfiE 2 CTWE 9, ZL—7" 3R U 2 — [Client Firewall] ~2A >
RTY w7 Fy NT—27 L= DT- |2 ACL Z 8R4 5 B81%, —EITKD ACE 25
&) i—a—o

3 1:AnyConnect_Client_Local_Print ® ACL )L—)L

B Permission | >4— |70 bk3jL |#{S5t/R— |Destination |3g5c/RK— K~
IR ~ Address
TNTHEG | B VAV R/ RN v a W/ RS i ) P N VR i 4 R Bl 0
(Any) (Any)
LPD Gl X7 Y s | TCP T 74NN |WFhns 515
(Any)
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VPN O O — A JLENRIY R — + DR E .

S35 B Permission | >4 — | Joba)L [#{SmR— |Destination |3g5R—
T4 R ~ Address

IPP G 7Y vy | TCP T4k WPy 631
(Any)

Fy x| 7Y vz |TCP F7ANE (W 9100
(Any)

mDNS =) %7V w2 |UDP F7 41k 224.0.0251 [5353

LLMNR ST ,$7 Y + 2 |UDP = 4Lk [224.0.0.252 |5355

NetBios ey X7 w2 | TCP F7 40 W 137
(Any)

NetBios e X7 w2 |UDP F7x 0k [T, 137
(Any)

GE)  FT7AnFOR— ML 1~ 65535 T,

G m—AHMZ AT DITiE, EF&RFKE 7 ACL /L—/L lallow Any Any] (ZXFL. 7

FA Tk 777 A )LD [Local LAN Access] HEFEZ N+ 2 MENH VD £,

VPN @ O—AHJLENRIYR— F DERTE

T Ra—Yno—nhL 7Y U ZICHIITEL L9127 51I20F, Z—F RY o — Ty
ACL Z1ER L E9, ASAIZZDACL%Z VPN 7 747 MIEEL, VPN Z4 T Mo
TATY NDT 7 AT UA—NVREEELLET,

FE

ATY TN TN —7KY L —T, AnyConnect 7 7A T~ 77 A4 T T —VEHHNILET,
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] & iR L &
D

RT9T2 IN—T7 KR —%&RLT, [Bdi) %27 Vv LET,

AT w 73 [Advanced] > [AnyConnect Client] > [Client Firewall] Zi#R L £J, 774 X—hk X v hU—7
= ZxHIE T 5 [Managel 27 U v 7 LET,

ATy T4 Bk L7 ACE # &1 ACL Z#{FR L ET, ZOACLEZTT7A_X—bF Ry hU—2 L—L kL
TEIMLUET,

RT9TS HRHEEHOBBEVPNARY O —Z2HHZ L, o7 a—X KRR U —%FELTHDH5E, VPN

BEENEAETHLE2—WF T —h L ) V=R T 7 EBATEERA, ZOVF I ATiE, e
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B venoFv— 750 2 k- rozE

7 7 A T 4 XD [Preferences (Part 2)] (IZFHE) L, [Apply last local VPN resource rules] & 74 >
WCTHZLICEoT, 77 AT VA=V =L EREMATEET,

VPN O TH— F/84 R HR— FDHRTE

T = TN 2P R— L CREXRY N7 2 HR#ETIHEE, IV —T KR o —THE
R ACLEAERL L, 7V — 7T A A THEHT 25087 FLAOHEHBEAZEELET, 612,
FoAXYV VPN 77 4 v I BT 21y hU—2 URXARELTAT Y v b bzl
Y MO ACL Z2H8E LE7, F7o, VPNIEERHIIIR%ED VPN 2 —/L U Y — A JL—/L73
RSN X7 IA4T o N7 u 77 A VERET DI ELMETT,

GE)

&M
ATvT2

ATvT3
ATvT4
ATvTh

ATy T6
ATy T17

ATvT8
ATv79
ATv710
ATv7 1

ATvT12
ATy 7T13

AnyConnect Z 34T L T\ 5 a v B a—F L[EHIT 2 0LEN H D Windows E/3A /LT /3 AT
DWW TIL, ACL TIPV45E%c7 R L A% 169.254.0.0, £7-1XIPv65i%cT N L A% fe80::/64 L 5
E]\/\ijﬂo

FIE

ASDM T, [Group Policy] > [Advanced] > [Split Tunneling] % %R L &7,

[Network List] 77 « —/V KOEEIZ$H 5 [Inherit] = v 7 R 7 A% 4712 L, [Manage] &7 U v
7 LET,

[Extended ACL] ¥ 7% 27 U v 7 LE7,

[Add] > [Add ACL] IR L E¥, H LW ACL ODA4RIZfEEL £7,

F—F L TH LW ACL Z®IR LT, [Add] 22V v 7 L. SHIC[AAdACE] %22 U v 7 LE
7

[Action] {Z%f L C [Permit] 7> a v RZ U ZEIR L,

FEOESRMET ) 7T, IPVA BT KL A% 169.254.0.0, F72IX IPv6 56557 KL A% £e80::/64 &
RELET,

[Service] IZxF L CIP Z 3R L £,

[OK1 %27 U v Z LET,

[OK] %7 U2 LT, ACL Z{&17F L ¥,

W7 —7 R U 2 — [Split Tunneling] A > T, A7 v 7T THRELLZIP T FLAIZGL
“C [Inherit for the Policy or IPv6 Policy] F = v 7 7R v 7 A% # 712 L C, [Exclude Network List
Below] #i##R L £ 9, [Network List] T, EkL72 ACL Zi®IR L F 7,

[OK1 %227 U v o LET,
[Applyl &7 U v 7 LET,

7 VPN B



| —#egzs veN
RERS IL—F K1) & —, AnyConnect 7 5S4 7> b ¥—DEERK .

RES IL—T K1) —_ AnyConnect 7 S A 7> b F—DEEMR

ASAL V7 FAT v MR —EFHARL, BEX— LRI ML oWTHRI T — g 7
HEXIL, F—FAERRITVZ—Ta URETIN, ERoEX o) T o NI ET,

W7 /v—=" 78 2 — @ [Advanced] > [AnyConnect Client] > [Key Regeneration] ~1 > TlZ
F—FHERDNT A —=F R ELET,

« [Renegotiation Interval] : & v 3 a » OBEN S F—DFAERNFEITEND £ TOHE A 1
~ 10080 (1) OHPHTHRET HIZIL, [Unlimited] F= v 7 Ry 7 24712 LET,

* [Renegotiation Method] : [Inherit] = v 7 R > 7 A% 472 LT, T 74V DT NL—T
AN ‘\/_ R A =—a y FRERELET, ¥—FERET +E—T7 1
T 5121, [None] &7 a v R U ZRINL, F—FAERFFIH L b RV EMENLT
BT, [SSL] F 721X [New Tunnel] A7 g > RZ U ZBNLET,

Y

() [Renegotiation Method] % [SSL] % 72 1% [New Tunnel] IZEXET 5 &,
F—FAERRFICSSLER I —a UM ThT, 77947
NS —FAE BT b o R VBN D Z E MR E S NE
9, anyconnect ssl rekey =~ > ROJEREIZOWTIL, 2w KV
T L AEBRLTIIZEN,

NET IL—T R —_ AnyConnect ¥ 54 7> b, Tv FET7HE

Dead Peer Detection (DPD) (21 V. 7 DA 7 < HEmAKBR L TWAHEAITIE. ASA

(F—=bU=A) 72137 747 MITERREICRETEET, 7 NETHHE (DPD) %#F
2L, AnyConnect 7 7 A 7 > N ETIL ASA 77— b7 = A 73 DPD % FATT 2L 2R ET
D121, UTOFIREZFETLET,

1R BHHIIZ

« ZOREREIZ. ASA 7 — b7 =1 & AnyConnect SSL VPN 27 Z A 7 > b R OBt D 2125
SNFET, DPD I/ RT 4 7 & FFA] LARWERED SZHE|Z ST D 728 IPsec T
x4 757> L ASSL VPN BHHER— k éﬂiﬂf/w

¢ DTLS # A %2 —7)LiZ9 % & . DeadPeer Detection (DPD) & A 3% —7 /L2720 £4, DPD
WXV, KREL7ZZDTLS D TLS ~D 7 4 — N/ TN 2—T )W) £3, £
NOLGAE, BERITE T LET,

« ASA TDPD RN/ > T 5 & &, Optimal MTU (OMTU) #REAER+2 &, 77
AT RISDTLS X7y REZIEFICHET Z LN TELRROT Y RARA s MTU % fLD
FHZENTEET, RRAMIU £TRT 4 7 ENTDPD Xy NEFRETLHZ LI
roT, OMTU #E#LET, XM r—FKDELWTa—%~y N2 RNbH%ZETD
&L MTU A AR Z i AnosnEd, = j‘]\h%j’bfcﬁﬁ’/)ﬁ_%m\ MTU iF/h &< &4,
7u Fal THF SN TWAER/NNMTIUICEEST S E T, MURL Yo -7 RNk ESNnE
7T
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B mso—THRus— 95472 FLR K—% LD AnyConnect H R 5 T A X

FIE

ATFvT1 BOITNA—F R —IcBEILET,

» [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] DJHIZF
L, BOZN—7 KRY —%BM ((Add]) F7-03#E ([Edit]) L. [Advanced] >
[AnyConnect Client] > [Dead Peer Detection] X1 > & B & ¥,

s FIXFEDO 22— KU > —|ZHBI#ET 521X, [Configuration] > [Device Management] >
[Users/AAA] > [User Accounts] |IZBEEN L, BIO=—H 7T H o M &B00 ([Add]) F7ziX
fWEE ([Edit])) L. [VPN Policy] > [AnyConnect Client] > [Dead Peer Detection] X1 > % [ %
£75

ATYT2 5= by AMOBRHEZRELET,

DPDE X2 VT4 T T IAT VA (F—=hrUxA) IZLoTHETT AR EEZEETAITIL,
[Disable] F= v 7Ry 7 A% A7 LET, ¥X2 VT4 T7T7A47 AN DPD 23474 %
MEZ 30 % (T 74/ 1) 225 3600 O TAT LET, fH300 BHEEINE T,

RATVT3 7747 MIOEZRE L ET,

DPD% 7 FA TV "RFEITT DI EEEET DHITIL, [Disable] T = v 7Ry 7 REFT7IZLE
T, 7 T7AT 2 "B DPD ZFEITTHMEE 308 (T 74/ 18) 25 3600 RO TAIIL
£97, 300 BHEE S ET,

RAETIN—T RYo—, 95472 LR R—% )LD AnyConnect h R 2 <A X

Wil 7 v—7" 7K U ~— @ [Advanced]>[AnyConnect Client] > [Customization] 21 > Tix, 7/ —
TRI—=DITAT UV RVAR=ZNOR T Ay X=T kAL~ A XA TEET,

s [Portal Customization] : [AnyConnect Client/SSL VPN] 7R — % )L RX— |\ Z# T B 0 A &<
A=y a v 2BRLET, FHREFLOR—F L DRI~ A= ar ATV
NIRRT 2, FET 74V N IA—T R U—TERINTNDII AL~ A E—
VarvuEZIFANDSZENTEET, 7 7 4/ MM DfltCustomization T,

* [Manage] : [Configure GUI Customization object]s % f 7 2 7R 7 ANREEEF, ZD
HAT TRy 7 ZATIE, BAZSAE—arF7V=r FoB, wE., Bk,
AVR—=b, FHEFZI AR ERETEET,

* [Homepage URL)(A 7 7 ) : Z—F R o —ZBEff T bhiza—FDr 547 b
VA R—=HJIZFKRT D8R —L _X—=Y O URL Z87E L £ 7, http:/ £ 7213 https:// DV
NWNTHEDLA N U TICTHRERHY T, 7747 LA 2—HFITX, REEDK
DT <IZZOR—=UNFRENFET, AnyConnect [T, VPNEEHGN EFICHEN. SND &
ZOURLIZXHLTT 74/ hD Web 77 U ZENLET,
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RERS IL— T R &—D AnyConnect 7 S A 7> b h A Z LBHDHRTE .

N

GE)  AnyConnect /%, Linux 77 v h 74— Android E/3A /L 73
A A, BEO AppleiOS ENXA )L T/RA ZATZ DT 44—/ K&
EFHR—FLTWETA, HESHTVDIHE, ZhbHD
AnyConnect 7 7 A 7 > MZ L > THAILET,

* [Use Smart Tunnel for Homepage] : 7~ — MEEZMHHT 500 0 2R —Z VTR T 5 A
~— bk FrFAEERLET,

* [AccessDeny Message] : 727 B AZ LT 52— PFIZRKRT H A v =TV &AEKT 5123,
DT 4= RIZASILET,

RES IL—T K1) —@ AnyConnect 7 5S4 7> b hRE LBHEDERTE

ATy T

ATy T2
ATvT3

WS 7 )v—=" K ) 2 —® [Advanced] > [AnyConnect Client] > [Custom Attributes] <A1 > 1L, Z D
RY —IZBUEEI D B TON TV DI RS WgtEa R LEd, ZOXATa s Ry 7 AT,
FTCILEREADO N AL NEME ZOR) —ICB#AT D0, DAZ AEEEERLTCIO
RY —ICBEEMT D ENTEET,

A AL LJEPEE AnyConnect 7 7 A 7 > MZEE S, 7 v 77 L— ROIEH 2 & ORE & i
ETHEDIERINET, DAXLBEEICIIY A T L4 EOERHY £3, TTRED
A THERLILE, ZOZA TOAFMTEOEA 1 DL EERTE £, Bl L TRIE
T HEA DAL K@MEOFERIZ DWW T, HEH L TW% AnyConnect U U —A® [Cisco
AnyConnect Secure Mobility Client Administrator Guidel % 2/ L T 720,

B AHZ LJEMEIX, [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced]
> [AnyConnect Custom Attributes] 33 X U [AnyConnect Custom Attribute Names] CHAIIZEFT 5
L TEET, FANCERLIZAAZLRMEZ, ¥4 FTIv 7 T778A R —L 71—
TR =0 THEA S ET,

ZOFEEZFEH LT, BAZ LENZEMEITRELET, REFHDON AL LEMEEHIER
THZELTEETH, O NV—T R —IZBEMT 5TV D5 ITME £ 72 13HIBR T
TEHA,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit] >
[Advanced] > [AnyConnect Client] > [Custom Attributes] {Zf8) L £ 7,

[Add] % 27 V w7 L T [Create Custom Attribute] ~A > ZB & £79°,

Ry 7Z2T )2 ML HREANCERINTBIES A T EEIRT 50, ROFIEEZFEITL TR

Mo A T aFEELET,

a) [Manage] %7 Y > 27 L. [Configure Custom Attribute Types] XA > T[Add] 227 U v 7 L&
-éAO
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B rsec kev) s547 roRBIL—T Ky —

ATvT4
ATy TH

ATvT6

IPsec (IKEv1)

b) [HAX LEMEHX A 7 DERL (Create Custom Attribute Type) ]34 > C. H LWEMED [#
A7 (Type) ] & [#H] (Description) | Z AL ET, EHHLD7 4 —/L RHMHEHT
D

) [OK]Z2Z VU7 LTCZDO_A %L, 9 —FE[OK] 227V v 27 LT, HLIEXELL
HAL NEMED Y A T ERIN L E7,

[Select Value] Z 3R L £ 97,

[Selectvalue] K& > 7 &7 U A R b HEFICER SNI-ARITE OMEEZEIRT 50, ROF

JIE A 24T L CHr L WA E DEEERE L £,

a) [Manage] &7 U v 7 L. [Configure Custom Attributes] X1 > C[Add] %7 UV v 7 L& T,

b) [Create Custom Attribute Name] 2 > C, AN FE 721G E L2 @IS A 728U,
LWEMED [Name] & [Value] AN LES, EH6D7 0 —/L R MUHEBEETY,
2B 521, [Add] 27 Y v 7 LTIEZAD L, [OK1 227 U v 7 LEY, fEIT 420
NFEBZ T FHA, ERZORIZBEX 2561, BMOE=a 7 Y HOEK
DEZBIM L ET, HEMIX AnyConnect 7 7 4 7 2 MIEE SN HRNCHERE S NVET,

o) [OK]ZZ7 Vw27 LTZDOX_A %L, $9—FE[0K] %27V vy27 LT, ZORMEDH L
EF LA E OMEERINL £,

[B1 A% L JgPEDVERK (Create Custom Attribute) ] XA > CT[OK] #727 U v 7 LET,

DS5AT7 ORI IL—T KR —

RETIL—T K1) —, IPsec (IKEV1) 754 7> bO—BEMHE

[Configuration] > [Remote Access] > [Network (Client) Access]> [Group Policies] > [Advanced] >
[IPsec (IKEv1) Client] T, [Add or Edit Group Policy]>[IPsec] ¥ A 7 B 7 KR v 7 AZHHT 5 &
BMELITERST D7 NV—T R =D hoRx Y7 7a ha, 7407, BEfaE, —
NERETEET,

+ [Re-Authentication on IKE Re-key] : [Inherit] = v 7 7R v 7 ANRA 7 TH 554512, IKE
X —DOFERBTONTZ L EOFHIEELA F—TNVEIZT =TI LET, 2—H
X, 30LINICZ LT oy vE AT HZRMERH Y £, 72, K257 T SA BHIR
Pz, FURABKRTTHETORIC, 3HF CTANEZFRfTcE £,

« [Allow entry of authentication credentials until SA expires] : A% EH #+ SA DI KT A 7 X A A
FT, 2—PIERIAEZ LT vy v E ZORBFHATE LT,

* [IP Compression] : [Inherit] = v 7 7K v 7 AR A7 Th H 85412, 1P Compression & 1 1 —
TNERIFT 4 =T M LET,

» [Perfect Forward Secrecy] : [Inherit] = v 7 R v 7 ANA4 7 THHHAIT., ERIREIE
(PFS) %A 3—7NFE721XT 4 B—7 /M L9, PFS L, KFED IPsec SA O F— 3l
DY—r by b (LOF—72E) PHEHINTELDOTRNWI EERIELET, 2F D,
PFS TlE, WBHENHLHFX—Z L L TH, T2 bMOF—2E N3 5Z LiETE N
ZEMBMRREESIVE T, PFS A F—T 72 5> TWRWEE T, IKE SA OFME X — 7324
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WS IL—F K S~ IPsec (KEv) 547> ba7 212 L—Lizo0T [

WEhsdE, FOKEEIL, IPsec DT R TCOR#ET—FX%2at™—L, IKESAD—7

Ly hOMZHEHA LT, TOIKESAIZX > CTiRIESNT-IPsec SA DX = U T 4 %12
TIENTEDLEHMINET, PFSEMEHT L&, WEEN IKE #2208 LT, B
IPsec 121X 7 7 B A TE A, TDOHE, WEEITEA IPsec SA ZEBINZ 22K 5 BN
b0 FEF,

* [Store Passwordon Client System] : 7 7 A 7> h Y AT LA TO/NRAT— ROREE A X —7

LNEFIZT o E—T M LET,

A

GE) WNRAT—=KR&E I FTAT b VAT LATHRET B L, BENE
X2 UT 4 VAINEELET,

* [IPsec over UDP] : IPsec over UDP O % A R —T NV E 12137 4 B—T/MIZLET,
* [IPsec over UDP Port] : IPsec over UDP CfE 1§25 UDP A — M A fREL £,

¢ [Tunnel Group Lock] : [Inherit] = v 7 78 v 7 A £ 7213 fl [None] 23BN STV 7R WIGHE

W2, BIR L b I —7%20 vy 7 LET,

* [IPsec Backup Servers] : [Server Configuration] 7 4 —/V N & [Server IP Addresses] 7 4 —/L R

ETI7T 47 LET, ZHIZE- T, TN OEPMAINIWIEAEIZHE T 5 UDP
Ny 2T v T —REEETEET,

s [Server Configuration] : IPsec /N> 7 7 v 7 H— "L U THEHAT L —\REL TV 2
VER—EFORLET, MHATE 547 Y 3 1%, [Keep Client Configuration] (57 #
JL }) | [Use Backup Servers Below], 3 & UF [Clear Client Configuration] T,

* [Server Addresses (space delimited) ]: IPsec /X 7 7 v 7 H— "D P 7 KL A& 5E
LEFT, ZD7 4 —/L KiL, [Server Configuration] TR L 7=fE A Use Backup Servers
Below TH O EIZTE T HEH T £7,

NETIL—T R >—D IPsec (IKEv1) ¥ 547> FDT IR JL—)LIZDINT

ZDOXATa Ry 7 AD [Client Access Rules] 7— 7 /WZiX, 7 T7A T~ T 7R L—)b
EUHFETERRCTEES, V74TV N TV RAN—NVEBINT S EXIITROT 4 —L R
RELET,

s [Priority] : & D /L—/ L OBIENEN % BIN L F 97,

* [Action] : ZDN—WZEHEASNWTT 7 B AZ A £ -I3HEE L ET,

« [VPNClient Type] : ZD/—/LZ#EHTH VPN FA4 T "DOXAT (V7 v =T £z

IIN—Ko=7) ZHELET, Y7 =T 77472 bOBEIE, 3T Windows
IIA T NEREFY Ty hEHBREXOTIFA NTHRELET,

* [VPNClient Version] : ZD/— /L ZEHTH VPN 74T hONR—=T g VEIBELET

() . ZOHTHE, 2O ITAT L MIEBEND Y 7 b =T 2037 7 —
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AT A A=V OH~<RYY UAMPEERET, =2 FVIFABABAOTF A b
T, * 3T _NTORN=Va v E—HLET,

D9SATUo T RRIL—ILDESE

L=V ETEELBRWIES, ASAITTRCOERXA THF LET, 72720, 2—F0n5
THN N TN—T R I AFET DNV EWEKT DGR H D 7,

c IFGAT L R RNT IO — I —F LR WEEES . ASA T A IER LET, S —
NEEFRT DIHAEIE, FaL—A b1 DU EERTILERNDHY £7, FFaL— L EER
L7anE, ASA X3 _RTCoEmEAER LET,

SEFETANFA—=RTT, TANFH— FEEA— L CEREAN TS Z L8 TE
¥

o JL—JL y FARIZK L T 255 SLCFEOHIBENH Y £97,

c JTGAT VUV NDAATEIINN=T 3y (BAWVIFOWS) 2 ELR2WI ITAT b
12X, nfax AJJTEET,

RETIL—T R —, IPsec (IKEV1) 9S54 T bDISAT N IT7AT 24—

[Add or Edit Group Policy] @ [Client Firewall] %A 7 v 778 v 7 A TliL, BIMELITEHE T L7
N—TF R =K LTVPNZ TA TV bDT 7 AT I+ —ARKEZRITH LN TEET,
INEDT AT U —/VIEREA [ H TE 5 DL, Microsoft Windows - TEIfEL TV\5% VPN
TIAT 2 MNEFTY, BE, N—FRUx=T 7747 MERIEM (Windows LIAL) @V 7
Mo =T7 7947 FTH. TNOOHREIIMEH T EEA,

VPN Z SAT7 v FEERALTASAICES L TWA Y E— F 2—H 3, #7747 7 4+—
VAT g EBEIRTE 9,

BOIOTFTVATE, VE—b2—=FDPCEICN—=VF N T 7 AT T4 =LA A =)L
ENTWET, VPNZIA T ME, a—HL 77 AT 74— L TERBINTWDL T 7 AT
A=K —FEHAL, TOT7 7 AT U A IVRNETINTND I L EHERTDHZOITTE
=ZLET, I7AT U= NVOEITHMEIETDHE, VPN I T4 7 2 MIASA ~DHEEL N
0y 7 LET (ZOT7 7 AT 74—V A =X L% AreYouThere (AYT) EFREN £,
VPN 7 74 7 > N BEHWIZ Tare you there?] A v tE—VHXETHZLICL-TTZ 747
VA —NEET= AT ENLTT, ISBENEINRWESE, VPN IA T ME, 7747 U4 —
JWINE T LTToh ASA ~DEEENE T L L8 LE9) . *v hU—IEFBEENR LD
DPCT77AT T+ IVEMBICERETHHAGbHY ET0, ZoHEEZERTIUL, =—VF
I BOREEL D AT~ X TEET,

2D FUATIR, VPNZ TA T hPCO/N—VF IV T 7 AT 07— h g rhil 7 »
AT A= VRY —%HEHATHIERBNINDZ N £9, IR pE LTEL, &
Ty b bRV T EFHLTINAN—TDYE—FPC~DA VF—Fv s N T T 4T %
Ty 7L ERETFTONET, TOHEX FURADBHLINTWDHHE, A X —F
MEBEORADD PC 2 R#ET 20T, YA MbRESNET, 2077 AT V4 —/LD
VA, 7y v = AR Y v —F 721 Central Protection Policy (CPP) & IEFILET, ASA T
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W& IL—F K S—. IPsec (KEV) 45472 tDo547 bk 77479+—1 ||

I, VPNZ A4 7 MIERT 5 77 4 v 78— LDy FEfER L, ZThbDr—L
BT ANZEEMNT T, EOTANZ 2T 7 AT U —NRY =L LTHRELE T, ASA
TZORY =% VPN FA 7 NETEELET, £D%, VPNZ FA4 7 MIRY ¥ —
ER—N TrAT TF—VICEL, T TR —DDEHAINET,

[Configuration] > [Remote Access] > [Network (Client) Access] > [Group Policies] > [Advanced] >
[IPsec (IKEv1) Client] > [Client Firewall]

J4—ILF

o [Inherit] : 7 NV—T RV —WNT 74NV s ITN—T KR =T FA T DT 7 AT
VA —NAREERGETANEIDERDET, ZOF TV a LT T4V MRETT, &
ETDHE, ZOXATRITRy 7 AT DBMENZDOREICL > T EHEEIN, 4
AN 7 L—FRRIZ72 0 £,

[Client Firewall Attributes] : (EEINTWAHHE) FEINTWEL T 7 AT U+ —LDH
ATRTZ 7 AT VA= NRKI =7 I7I7AT L N7 7 AT U+ —V@HEEEELE
R

[Firewall Setting] : 7 7 A 7 7 4 —ADBFIET HNE I Ak BERRLET, HFET D5HH
WX, ZOT7 7 AT U — VAN E T > a bR LET, [NoFirewall] (77 4V
N ZBIRTDHE, ZOXATRIRY 7 RAZHDHEV DT 4 —/L RiZ, WTiLb 77
T4 TNV ER A, ZOTN—TDa—WET 7 AT Ut — )L CIRET DA T [Firewall
Required] & 7213 [Firewall Optional] 5% & % #4R L £ 97,

[Firewall Required] &R L7=HE1L. 2O/ NV—TDa—FEENRESINTZ7 7 A4 7T
TA—NVEERTANERDY £T, HESNTEYR—bHRBOT 7 A4 T U — LA v
AR—=LENTELT, FATINTWRWES, ASAITEREZRIT LIy v a v aT
TReyZLET, ZOBHE, ASAIX. 7747 U+ —VREN—HLRWI &% VPN
74T MTEMmLET,

A

GE) TN—TTT 7 AT U4 —/)VEMNFAICTHHEITIE, FOTL—
712 Windows VPN 7 7 A4 7> NSO 7 T A T > S IMFAE L 72
WL EHER LT EEN, I —TNOFDMD 7 F 47k
(747> hF—FDASA 5505 #&Te) (3T £ A,

ZDITN—T, FET7AT T+ —MIHIE L TORNY T— b 2—HF RN HH51E,
[Firewall Optional] %234 L £9°, Firewall Optional ZXEZFEHTH &, ZL—THNOFT~
TOZ—VPREHTEDLLICRVET, 774 T U4 — WG LT D2 —Hix,
T AT U F—NEHEATEET, 7747 74— L THERT D 2—PITid, &
AvE—UNRERINET, ZOREL. —HO2—FNRT7 7 AT U4 —NEYR—KL
TEY, tho2—FRIR—=F L TORNTIL—FZERT 5 LI LTS, ez
X, BIT@®P O NV—7TiX, —8OA L NEX T 7 AT 74— EREZRE L, B2 —
FIHEEREL T RWZ ENHY £97,
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« [Firewall Type] : ¥ 2 a2 GO A —DT7 7 A 7 O+ — V&2 —EFRLET,
[Custom Firewall] Z 38R 42 & | [CustomFirewall] D FD 7 4 — )V KRBT 77 4 71270 F
T HELLEZ 7 AT U=, EATEL7 74T U+ — AR —LFHEEALTND
VERHY T, RELEZ AT U 4—CED, Y R—FENDT7A T 75—/ R
Vy—FFvarnikEy £,

« [CustomFirewall] : W AX LT 7 AT U4 —/LDOX X —ID, WD, BLOHHAEEE
LET,

«[VendorID] : 2D N—T R L —=DHAZ N T 7 AT 74 —ILDR X —ZIEE
L/\iﬁqo

¢ [ProductID] : 2D 7 N—"T" KU —fIZEET HHAX L 77 AT U4+ —/LOLE,
BETTET AL ERELET,

s [Description] : (EE) DAX L 77 AT U4 — ) UIOWTHHLET,

* [Firewall Policy] : W AX L 77 A T U4V R —DHAT LY —RAERELET,

* [Policy defined by remote firewall (AYT)] : 77 A 7 U+ — VKV —%UE— K 77
A7 94—/ (AreYouThere) |2 &> TEFT DL I ITHEEL 7, Policy defined by
remote firewall (AYT) 1Z. 2D NV—7DIVF—h 2—VDT 7 A4 T 7 5 —/LIA,
FHOPCICHET DI LEERLTCWET, 20— 77 4T U4 —/LR,
VPN ATV M7 AT U4 — N RY) —2lALET, ASAIL, HEI N
T7AT TH—NNA A= ER, FATLTWDHRICDHR, ZDOTN—TD
VPNZ FA TV "R CEDL L OICLET, MESNZT 74T U — A RFETS
AWTOWRWES HE IR L E T, Bl LT 5L, VPNIZ FA4 T "in7 7 A
TUA—NEIOBILICR=V T LT, ZDOT77 AT U4 —ABRFETINTND
TEEMRLET, 7 AT U NVDEITIMEILTDHE, VPNZ FA T Mdky
TaragETLET,

[Policy pushed (CPP)] : RV S —RET DL Py vadhd X HICiEELET, 2ot
7y a v EBRINT 585612, [Inbound Traffic Policy] 35 & U8 [Outbound Traffic Policy] Y
A k& [Manage] RZ 3T 7T 4 712720 £9, ASA %, [Policy Pushed (CPP)] N
0y 7HET YA RNTIBRENTZ T ANZIZESTERIND N T 7 1 v 7 EEL—
N ZDIN—TDVPNI TAT v MO LET, A= —TBIRTX 50D,
TI74HNE T ANEEEDT, TOASATERINTND T 4 VETT, ASANZ
NEDOL—1LVE VPN TAT VM vvadtbHZ EICEBELTLEEN, ASA T
172 VPN Z I A4 7 M LTI DD — L EER L CTERETHLENH D £
T, 72z, Tin) & Tout) 1ZENEN, VPNZ FA TV MIERETDH N T 74 >
JEL VPN IGAT U IDORESND N T 7 47 TT, VPNZ TA T2 MIra—
NI 7 AT IF—EHDGE. ASANL T vy vad3nlzR) r—idu—hL 7y
AT T4 —NDORY —LEELTHEELET, W07 747 74 —/LDL—
LTI a7 ENETRTONRry bR RKey 7ENET,

[Inbound Traffic Policy] : 518 h 7 7 4 v 7 ICH L THHATE S Y vy v a R v—%—
BFRRLET,
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» [Outbound Traffic Policy] : & 7 7 4 v 7 IR LTHEATE A vva A v —%
—ERRLET,

« [Manage] : [ACL Manager] # A 70 /Ry 7 A% FRLET, ZDOXAT TRy
AT, 77®Aarbte—LUZL (ACL) Z&%ETEET,

254 F7>2 MLASSLVPN DRSS IL—T K1) oo —

RERTIL—TF R S—, 547> kLR SSLVPN — i@t

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies] >
[Add/Edit] > [General]

[Add or Edit Group Policy] # A 7 2 7R v 7 ATiL, IBMELIIERTHI7L—T K 2 —D
FoxV o7 7aban, 74nF BRE, Y N\EEECEET, 20X TR IRy
7 ADET 4 —/ R T, [Inherit] T = v 7Ry 7 AZRINT D&, ST HREDMEET 7 *
NV TN—F R = b RETE LT, [Inherit] X, ZOX ATl Ry 7 AT T
DT 7 )V METT,

[Add Internal Group Policy] > [General] % A 7 2 77K v 7 A2l IROBENFERINET,

e [Name] : 2D 7 N—TRY o —DA4HTEZ K64 LFTHRELET (AX—XDMHTA) |
Edit EEDS A, 2D 7 4 —/b RIZHiAHY BH T,

e [Banner] : B 7 A VR —WFITH L TERTDHINT— TF A MEEELET, ESITK
K491 LFTT, 774/ MEIZH Y A,

74T M LA R—=Z/LE L AnyConnect 7 7 A 7 > MIF/2H972 HTML % 7R — b
LTWET, AF—=2 Y E— b 2—FCHYICERSND LT D10, KOTA R
A VRN ET,

e JIAT ML A Z—HFOHAIL, <BR>Z 7 EFEHLET,

s [Tunneling Protocols] : Z DV /V—T7 R EHT& D b x> 7a harviEELET,
a—WE, BRI TWAH T r harZid a2l TcEET, ROBRERH Y £7,

* [Clientless SSL VPN] : SSL/TLS {2 & % VPN OfE & f8E L £3, Z D VPN Tix, ~
TR 2TRN—= R 2T DI TA7T 2 MILERL, Web7 7 U &2 H L TASA
~DEX 2T RV E—NT 7 EA NURADBMLSNET, 7747 ML ASSL
VPN 235 &, HTTPS 4 > Z—F v h A FEFIHTX B AL ETRTHO=
VEa—Hnh, BED Web A b, Web kST 7Y r—3 3 NT/AD 7 7 A /v
HAH (Web*fis) . BFA—/L, BEORZFOMDTCPR—R T 7Y r—g 0y
MEIAWEFED VY — R 7B ATE 912720 £77,

* [SSL VPN Client] : Cisco AnyConnect VPN 7 74 7 > F£721F L 72— SSLVPN 7
AT hOMHEREE LET, AnyConnect 7 74 7> b &ML TWAEHAEIT, =
O7a FhaERIRLTMUS B R—FENDX T HRERH Y £,
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e [IPsecIKEVI] : IPEX = U7 ¢ 71 hajb, IPsecldfgb a7 o7 m hall X
NTEY, VPN b RV DIFIERERT —FT7 7 F v 2k L £ 7, Site-to-Site (E
TY—¥T) . BIL O Cisco VPN 7 74 7 k& LAN B O#EEGE Dl )7 T IPsec
IKEvl Zffi HH T& £,

e [IPsec IKEv2] : AnyConnect EX =7 EE VT 4 /T4 TV ML THFR—FEN
TWET, IKEV2 Zfii ] L7z IPsec {19 % AnyConnect ##: TlL, Y7 b =7
TTTF—h, IIA4 TN TuT AL, GUIOR—A Y —a > FIFR) &0
AH <A —1 3, Cisco Secure Desktop, SCEP 7' 1 & 72 & DILIEMERE 2 AL &
WET,

* [L2TP over IPsec] : —#D— % PC °E /A )L PC DA XV —T 4 7 T AT L TH
XD VPN T4 T2 Fa@H L TWA U E— b —4 %, L2TP over IPSec (2
FoT, XT VI PRy NU—IRETEX2 VT 4 T T ITATUVART T A R—
MeExy NI =7 ~OeX 27 B & £3, L2TPIX, T—F¥D b3
Y ZIZPPPoverUDP (AR— K 1701) Z#fHLES, BEX=2VT7 4 7774 T X
X, IPsec Rk E— NHICRTET AL ERH Y 7,

* [Web ACL] : (Clientless SSL VPN 8./f]) N7 7 4 w7 %7 4 N2 U 7T 5851, K
YA VA NNLT Z7®A a3 ba—/L URA L (ACL) Z@IRLET, BIRTD
A ACL 23, A, GBI, EFITHIRT 25613, U A NORRIZH 5 [Manage] % 7
Uy LET,

* [AccessHours] : ZDO—WI|ZiEH SN HBEFOT 7 B AR Y > —0R & 5 5513% D4
AIZ IR D0, FTH LWT 7B AR Y o—2Ek LE3, 7 7 4 /b b iX[Inherit]
T3, 7=, [Inherit] F= v 7Ry 7 ANZT T DHFEDT 7 4 /v i [--Unrestricted--] T
9, FE&EA 7 V=7 NERRERITEBMT 5121, U X NORIZH D [Manage] & 7
Vv 7 LET,

* [Simultaneous Logins] : & D —F|ZFFRIT B[R 7 A » ORKBERELES, 774
U MEIEL3 T, BUMEIZ0OT, ZOHEGR A R ERY . a—F T v A&
]\/i—é—o

A

GE)  HREOHIRITIH Y AN, BEORFEROTF N Ex2 Y
FADIETEHE, N7+ —~ L REE» RIFTBEARH Y
9,

s [Restrict Accessto VLAN] : (7> ar) [VLAN<=v B> 7] EHFEINET, DX
TA=ZIZEY, ZOITN—T R —nREfHInsty v a D)) VLAN A X —
T oA AEEELET, ASAIL, TNV —FDFTXTHORNT 7 v 7 ERESHI-
VLAN 2zt L E9, ZORMEEZMH L TVLAN 27 b—7 KU —2&E 24T, 77
TR ar b=V EHFELET, ZORBRMEICEZEID Y THHEF, ACL #H LT
vy arDONTI T4 I ET AN Y TTHHEORBERETT, Rry Xyl
A M2, 774V ME (Unrestricted) OftlZ, Z @ ASA TEE STV % VLAN 721
MIFRSINET,
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N

GE)  Zo#sEiX. HTTP ##t05E I3 A T2, FTP 3 KU CIFS
PRt I TE ¥ A,

» [Connection Profile (Tunnel Group) Lock] : & D /3T7 XA —X2 T 5 & @RS i 7
n7y AN (M TN—") ZFEHTL VPN T 72 RADHEZFAIL, BlOEERR 7 7
ANEERT 27 78 A% EHRTEET, 7 7 4/L N OMIAMEIL [None] T,

Maximum Connect Time : [Inherit] 7= » 7 3R v 7 ANA 728> TWDHEGHHE, ZDO/RT A—
XTI R — R R 2 AL CRRE L £,

O CHE LRI RET D &, VAT AFEER AR T LET, BOMER L. BORE
1% 35791394 45 (4000 4F#) T3, HlFR7Z L OERREM 2 7F Al 95 121X, [Unlimited] % 74
ZLET (TR

Idle Timeout : [Inherit] = v 7 R v 7 A& A7 LI2GE. ZO/RT A—XTT A KLEF
il % 53 B CRE LET,

ZOWIMICEE CIBIET 7T 4 EF 4 DR WEA . BT T LET, /R4,
BARIFRENE 10080 23 TH Y . 5 7 /0 ME 30 2y T, HE e 2 EEHIBRIC 4 5121,
[Unlimited] #4112 L %7,

Maximum Connection Time Alert Interval : = —HIZ X v —T 2 F£RT 5, KGR IC
FET D F CTOERMIEME.

[Inherit] = v 7 R 7 A% 472 Liz86 . [Default]) = v 7 R v 7 AXHBIZA
W0 ET, ZHUTEY, By ar 77— MERBS 30 DICHESNET, HLWHEZ
FRETH%A1E. [Default] #4712 L, 1 ~3050Dk vy ar 77— MEREEE L%
j—O

Idle Timeout AlertInterval : 74 R/ XA AT U MIETDHE, 2—WIZA v E—TURER
INET,

[Inherit] = v 7 R 7 A% 472 Liz8E ., [Default] = v 7 R v 7 AZHBITA
W70 ET, ZHUTED, TA RV 77— MRS 30 IR EINET, HrLWEEE
ET D61, [Default] #4712 L, 1~300Dtyar 77— MilREZHETCLET,

Periodic Certificate Authentication Interval : FIFFAZEZRFEDS EHARIC T EIT S5 £ TORERH]
fibm (RERHAL)

[Inherit] &= v 7 R v 7 ZANRA 7278 TV 286 EWIR 7R FER EMGEE D FEAT M IR 2 5%
ETEXEI, #HIX 1~ 168 /M T, T 7+ /b MIBEDZ 2> TWET, EHIBOMKGEE
A9 B I1Z1E. [Unlimited] 4 2 LE T,

REIIN—T RYS—, 95472 RLASSLVWPN 7O R R—4 )L

[Portal] Bl XV, 7547 N LU ASSLVPN A ML T D DI N—T R =D A
NROR—=Z ) R=VICFRENDLZ AT UYRREVET, 2O TR, Tvr~—7

| —ferarz N EE I}
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NEIIN—TRYS— V5472 LRSSLVWPN 7O 2R R—4 )L

UZKREURLZ Y FY, T AN P —RT v, F— Figkd A~v— |k 2R/, ActiveX
JL—, BELOPHTITP OFEE A F—T /M T ET,

s [Bookmark List] : H L UOERESINTT v 7 ~—27 U R NERRT S0, F7213 [Manage]
7V LTHLWI A RNEERLET, Ty r~—27 13V 7 LTHERIN, 12—
FEZDV 7 HERAL TR—Z L XR=UNLBEITEET,

* [URL Entry] : UE— bk =—%# 3 URL ZAR—F /L URL 7 4 —/L RICE#EA I TEH LD
T 5 BICAR—T M LET,

» [File Access Control] : il A > H—F v F 77 A /LT AT A (CIFS) 7 7 AL [FEFRR

A7) DFRIFIRGE %ﬁiﬂﬁﬂbi‘f FRFILH L, WAEADOKEDO FLGEEE (§) THmlE
Miﬁotkzi\h747CiC$kLTAﬁémiTo#%ﬁiﬁfﬁ\¢ﬁ7¢w
FIIFERINT, 2—FIEINODIERRY VY —RAESRETLIXT 7 BATH I L&k
SNET,

* [FileServerEntry] : UE— h 2—HRT7 7 A L $—R"OA4H[EZ AN TE L L OI2T 5D
BlCA =T M LET,

[File Server Browsing] : U E— b = —F R EHFRE/R 7 7 A LV H—R"E B TX 5 &
T DA F—T M LET,

* [Hidden Share Access] : 36 7 4+ V¥ ZIERRICT D5 HITA R—T VT LET,

* [Port Forwarding Control] : Java Applet (Z L2527 74 7 > F LA SSL VPN #felc LV, =—
PIRTCP R—ADT SV r—va T 78 ATEL LT LET,

* [Port Forwarding List] : =D 7 /L—7" R U 3 —(ZBEAF T 25 FRIREH A TCP 7 7'V
r—=arOUARNERRLET, HLWU 2 NE2ERLEY, BEfFOY X N &Rk
L7299 25121, [Manage] #7 VU v 7 LE7,

* [Auto Applet Download] : =—W N hdO T 7 A 95 & EITFEITEIN D, Java Applet
DABEA A F—AVBIOEEZ A R2—7 VT LET,

* [Applet Name] : [Applet] % 4 7 a2 VAR 7 ADX A MR —D4RTE, fF8ET D400
WCERLET, 774/ hOAHIIE [Application Access] T,

e [SmartTunnel] : A~— K hRATHEHAINDZ FAT 2 ML A (7T 7HR—2X) SSL
VPNt a iZBWWT, ASARNRAT A, X2 VT 4 T ITAT U ART XY
P—NRTHLIBEIC, A~v— b hrRADF T a2 ELET,

* [Smart Tunnel Policy] : r > b7 —2 U A RMHIERL, WF1OD bR A
7 arEHEELET ([use smart tunnel for the specified network]. [do not use smart
tunnel for the specified network], = 7213 [use tunnel for all network traffic]) . A~—h b
VAN NI =0 E T N—T R —FE T FAICEIDETHE, EDTL—
TRY —FF— L' v v U BETT %ﬂfk\éf%\“(@n—#@ﬁ'/\
IZA<—F R RV T I HEARAL F—=T MR £THR, VA RNTIHRESATVND
TIVr—vary~DAv—h NoRL T 7 RRAFHIBRENET, Av—F b3
VU AR NEFRR, GBI, ZE, £7003HIBRT 512X, [Managel %27V v 7 LET,
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* [Smart Tunnel Application] : K2 v 77X > JX MMHERL, = F A7—v 3
IZA VAR —=LENTNDSTCPRX—ADT 7V r—3 3 Winsock2 %1 > b7 3w
FEDOY— N LET, Av—F hoRAV TV —a rE2FRAR, BN A
T, FIFAHIBRT A%, [Managel 27 U v 7 LET,

* [Smart Tunnel all Applications] : T XCHOT 7V r—a % b3V 7951203,
COF =2y IRy I AueF NI LET, Xy FU—27 URARRLERLEZD, =0 F
2—YDPINT Y r— g CHICEBN T S AR H D ET T 7 A VAR LTZY
THZLRL, TRTOT TV r—varBhorx) v 7 anETd,

3

[Auto Start] : —H D w7 A VIKZ, Av— | M3V T 7 2% HBIRICHGT

HI2F. ZOF =2y Ry I RAEF N LET, 2—Hoa A4 URHIA~— K b
XN T VR AERMT 2 ZOA T Y 3 1% Windows 72T I &N ET, =—HFD
07 A URHZAY— b RV T I ERAEZA X—T I LT, 2—WFIZFE TR
THEICERTAGRNEIZOTF = IRy 7 A% A 712 LET, =—HiL, [Clientless
SSL VPN Portal] ~X— @ [Application Access] > [Start Smart Tunnels] 78 % > &l LT
T EAERGTEET,

[Auto Sign-on Server List] : L —WF N —N"~DRw— K N RNVEREHILT D L X
=P 7 LT vy VEBRFITT A5G, Ry 7 XU JARNRLY A M %
BRLES, HFAY—bF bR VAEY A A VA RO MY, 2—H 7L
TUVXNDYT Iy varEBEbT 2 — A2 RLET, Av— b hURLVEE)
YA A UANEFRR, GBI, BF, EFHIBRT 5121E, [Manage]l K& %7
Uy 7 LET,

[Windows Domain Name (Optional)] : &idAn44 BiH] (domain\username) 723FRFEIZ 4 EL7R
B, BEY A oAy “RAE—PRITIEIT % Windows D KA A &2 fFE L ET,
& 21X, = —¥4 qu_team DRFELZTT 9 5. CISCO & AJ) LT CISCO\qa_team %
BELET, BBV A A ="YX NCTREET 5= ) Z%ET 255, [Use
Windows domain name with user name] 47> 5 U b A NI T HLERH D 7,

s [ActiveXRelay] : 7 74 7 > k LA =—H73 Microsoft Office 7 7'V 77— a > &7 7 U
MO TEXDLLICLET, 7V r—aid, By a &AL T Microsoft Office
RXxa XA hDOF L a—RET v 7 a— REfTWET, ActiveX DY L—iE, 7947
YRV ASSLVPN By v a &2 T 5ETHDNREETT,

FoMOF T g

« [HTTP Proxy] : 7 74 7> h~O HTTP 7 7L v b 7a XL Ofiiiks A F—7 V721X
TAE—=TMILET, ZoTaxE, #URar T UV ERICTWT AT rY—
(Java, ActiveX, Flash 72 &) IZxLCHHTT, Zo7axiii-oT, BFX=2U 7+
TTITAT U ADHEREMRGE L2 S, v~ 7 ) v T EERECE T, kT m % 0,
TIUFOHENT o R UEREEBEICEIE L, TXTO HTTP B X N HTTPS %Rk % 3
LW aXFUBEICY XA L7 FLET, HTTP7 7Ly b 7a %2 Tk, HTML, CSS,
JavaScript, VBScript, ActiveX, Java72 &, ZEAETRTOIIAT U MIlT 7 /v o—
DY R—FINTHWET, R —=FEINTWDET7Z 7HX, Microsoft Internet Explorer 72
RS
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« [Auto Start (HTTP Proxy)] : =t—¥ D1 74 VEHZ HTTP 7' 1 %3 & HEIRIZA % — 7 /LI
THGAICA N LET, 2—F a VA VRHZA~Y—h hURV T I EREAL X—T )L
WL T, 2—HICFETHIAT 2 L ICERTHGEEITA7ICLET,

« [HTTP Compression] : 7 7 A 7> F L ASSLVPN & v ¥ 5 COHTTP 7 — ¥ O EHi % A
F—T M LET,

RETIL—T R)O—DHBRE. 95472 FLASSLVWPN DR—BILDHRETA X
TNh—T RV —Dh AT A= a VERET DL, FAIRERALADR—H IV AKX
~vA B —var ATVl FEBRRT LI, FRET 74NN TNA—T KR —TERIN
TWHIARGwAEB—varvEziF ANET, BRTHURLEZRETHIEHLTEET,
54T LU ASSLVPN 77 B 2AEHCT VB A R—F NV E T AZ A XTH-0DFIE
X, XY NI T RA IV ITAT v MERERLTT, WEZAV—TF R v— 7T747T
¥ h LA R—H LD AnyConnect A X~ A X (36 ~—) Z#ZMRLTIZIN,

REIIL—TK)S— 95472 FLZXSSLVWPN DR YT A VERE

UE— |k 2—H|Z AnyConnect 7 74 7 "X v — RERDL T 7 FaeFRr L
D, 7747 FLASSLVPN DR —F )L R=JIZBET5 L IICASAZRETEET, N
W7 N—"7 KRY —_ AnyConnect © 7' A VEXiE (29 X—) Z#ZML TN,

REIIN—TF RY)S—, 9S5SAF2FLASSLVWPN 7 2RBO VT IL YA oA
H—nNEBEY A A —N

TN A =N BEY A A = NERET DR, WET =T R —,
7FAT L FUVASSLVPN 7 7B A R—H )L (45 RX—) ZHR LTSIV,

A4 FREIRETIL—T R o —

P A M VPN D 7 V—T R o —TlL, horxV 7 7abanr, 740 B0
BIREEZRELET, 2OXA TRy 7 ADKT7 4 —)L KT, [Inherit] F=v 7 KRy 7 A
EIIRT DL, MIGTHAREDMHET 74N N TV—T R —0nLHETE 9, [Inherit]
E. ZOXAT TRy 7 ZADRMETXTOT 7 44 METT,

J4—ILF

[Add Internal Group Policy] > [General] % A 7 2 77K v 7 ZZ1%, IROBERFRINET, =
oML, SSLVPN & IPsec By g 737747 MV ASSLVPN Y g
WHASNET, 207D, W OO REMIX, 1 2DOX A T Dy v a R RSh, ftho
ZATINTIR RS NER A

s [Name] : ZDOTN—T R T —DOARITZEE L ET, Blitlge0%HE&, 207 4 —/L RiX
A ELD BT,

s [Tunneling Protocols] : D7 /V—7NFFa[ 425 hox V7 Fa harziEELET,
—HPE, BRSNTWAH T E ha T2 TEET, ROBRIERH Y 77,

7 VPN B
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* [Clientless SSL VPN] : SSL VPN (SSL/TLS Z %3 2% VPN) ZfiHT 252 L2 EL
F9, TOVPNTIE, Y7 hU=ToN—Ry=T7D7 7347 MIKER, Web
TV EFEHLTASA~DEFX 2T 72V~ T 7 BA MU RADBHESLEINET,
7747 MU ASSLVPN #3425 &, HTTPS A > % —% v b %A NEFIHTX
HIEEAETRTCOa L Ea—206, REDOWebY A b, Webxtn7 7V r—3 =3
>, NT/AD 7 7 A VIEEH (Web xfi&) . B A—b, BLRZDOMD TCP <—R 7
TV = arip, WIRWEEY Y —RCHBICT 7B ATEL L2 £,

* [SSL VPN Client] : Cisco AnyConnect VPN 7 74 7 N E£7213Z L 72— SSLVPN 7
AT NOFEHAEREELET, AnyConnect 7 74 7 > b EFEH L TWAEEIX, 2
D7 haEEIRLTMUS B R— RSN X IICTHRERH Y £,

o [[PsecIKEvl] : IPEFX = VT ¢ Fu haji, IPsecidfcbtFxaT727m hard s
NTEY, VPN F U RVDIRIERERT —FT7 7 F v 242t L ¥ 9, Site-to-Site (£
T —ET) i, 3L Cisco VPN 7 7 4 7> k& LAN O D )7 C IPsec
IKEvl Zffi HH C& £,

o [IPsec IKEv2] : AnyConnect ¥ =7 EE VT 4 7 74T MI Lo THER— NS

TWEd, IKEv2 ZfEH L7z IPsec Z M3 % AnyConnect #fi Tld, Y7 Fu =7
TvTTF—h IITAT N TRT A0, GUIOu—RYE—rar (FR) &
AH <A E— 3, Cisco Secure Desktop, SCEP 7’1 & 72 K DYLiREERE DS TRAL X
NnET,

* [L2TP over IPsec] : —#D— %) PC LE /A )LV PC DA XV —T 4 V' F VAT L TH

EIND VPN 7 747 h2EHALTWD Y E— kb =—H|%, L2TP over IPSec |Z
FoT, XT VI PRy hU—IRATEF 2T 4 T T IAT VART T A _—
MR Y T =7 ~OBF 2T e & £9, L2TP X, T—% D k%
U ZIZPPPover UDP (AR— K 1701) #fEHLES, EX2VT 4 77734 TR
%, IPsec HritE— NHICERET HHENH Y £,

* [Filter] : (Network (Client) Access 5:H) M+ 27 78X 2 bu—n U R M Z4EET
L, ETZIN—TRY) = EEMEAT DN EIDERELET, 74V FITEEK
DONL—NANERER SN THOET, NS5O —E, ASAEZNLTERELE R Y
T NTy NEFRTA0MEG T 50, BEILT FLA, 57 RLA, 7m han
RECEASNTIRELE T, 74X BLON— LV ERET D ITEICOWTIE, [Group
Policy] A4 7 /R v 7 2B L TL7ZEW, ACL #F/REBLUGRETE % [ACL
Manager] % B < I21%, [Manage] #7 VU v 7 L7,

Idle Timeout : [Inherit] = v 7 R v 7 A& A4 7 LI2GE. ZO/RT A—XTT A KLEF
% 3 B TR E LET,

COHIMICEE CIBET 7 7 4 BT 4 DN WEA, BRI T LET, R/AARRIXL 40,
B RIFRENE 10080 23 TH Y . F 7 4/ ME 30 2y T, R 2 HEHIBRIC 4 5 121X,
[Unlimited] &4 12 LE 7,

* Maximum Connect Time : [Inherit] 7= > 7 R v 7 ANF 7o TWDHHE, ZO/3T7 A—
Z TR — R 2 0 AL CERE L £ 7,
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B o 1-—sownkyo—ErozE

A—AJ)L 1—

ATy T
ATw T2

ATvT3
ATv74

ATvT5

I THRELEHBARET D L, VAT MIERAK T LET, RAMEIR 1. RRE
1% 35791394 43 (4000 “F#E) T, HIFRZR L OEERREM 2 7F A1 95 121X, [Unlimited] % 74
NZLET (T,

Periodic Certificate Authentication Interval : FIFFAZEZRFEDS EHARIC T EIT S5 £ TORERH]
fibm (RERIHAL)

[Inherit] = > 7 7R v 7 ANF 7T > TV LG, B 72 A ERRGED F T bR % 5%
ETEXEI, #HIX 1~ 168 /M T, T 7+ /b NI 2> TWET, BEHIROMKGEE
A9 B I1Z1E, [Unlimited] 4 2 LE T,

HDOVPN R O—BHEDERTE

ZOFIETIE, BEFO—FEMHET 2 HECHO W THHA LET, 2—F2BIN7 21203,
[Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users] iR L, [Add] & 7
Uo7 LET, FicONTE, —RIBIEH =7 4 Fab—a b A F2EZRL TR
SN

1R BHEIIZ

FIHNKT, 2= Th T MNIT 74V~ Z—7 KU 2 — DfltGrpPolicy 7> & 5% EfE %
WAL ET, FRENEE EEXTLHE1L, [Inherit] F= v 7Ry 7 2% 47120, HL
Ex A LET,

FIE

ASDM % B4 L. [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users]
DN L £7,

RETH— AR, [Bdit) 227 Vv 27 LET,

DO~ A T, [VPNPolicyl] %7 U v 7 LET,

2—YFDOIN—T R —%BELEST, =2—F RV —lF, ZOINV—7FRIJ T —DEME
A LET, ZOEBEIZT 74V N IA—F R —DRELPBERTDLOIBEIN T
HMDT 4= FNBALGEES, ZOTN—F R —THRESNZBYERNT 7+ kN 71—
TR —TREINTZRELVELINE T,

I—PREATEA bRV T T havERETIN, FTA—F K —bE% K
TENE I DPERELET,

HH#J® [Tunneling Protocols] = v 7 Ry 7 A% A AL, IRO >V 7 7a hairon
TN ERIRLET,

« (SSL/TLS ZF|f3 % VPN) 7 747> h L ASSLVPN Tix, Web 77 UH %A LT
VPN 2B FL—H~DEFaTRVE—NT IR MRV EMLL, V7 U=
T IIAT U M oN—FRT 2T 7947 oL LEYA, 7 TA4T7 2 FL ASSL
VPN Z {9 % &, HTTPS £ » #—x v ks A "MEFHTELIZ LA ETITDa
Ea—Z0b, ABEFED Web A ~, Web %Iiix7 7V 7r— 3 2 NT/AD 7 7 A VA
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ATy IT17

ATvT8

o—nLai—voven Ky s —ErozE [

(Web 5fits) . BF A=, BLOFOMD TCP X—R 77 Ir—a Y, IREN
Y ) — AT VB ATEL L9272 9,

*SSL VPN 7 7 A 7> M, Cisco AnyConnect Client 7 7°J &r—3 a3 DX U m— Ri&IZ
a—YPRPETEDL LT LET, 2 —WiE, &I 71 7 b LA SSL VPN #fi
HEHLCZOT TV r—varviagyran— RRLET, 2—FREET 270N, LEIZ
ST IA T N Ty 7T — NAEBEIIZITOIVET,

* [IPsec IKEVI] : IPEX = UT7 ¢ 7' bz, IPsec iIficbbXar7 27 v hardsinnT
B9, VPN F RV DIRITHEERT —F7 7 F ¥ 284 L £ 9, Site-to-Site (7> —t
7)) Bii. BIL O Cisco VPN 7 7 A4 7 o + & LAN [ DO#EEE D J7 T IPsec IKEv] & T
TET

s [IPsec IKEv2] : AnyConnect X =7 EE VT 4 7 747 MZ Lo THR— TV
F9°, IKEV2 Zfli ] L7=1Psec Zfli 9% AnyComnect #%#5t ClZ, Y 7 bV =7 7 v 7T —
M 294777y A0, GULOR—H ) B — gy (FIR) thAZ~AE—
< a3 >, Cisco Secure Desktop, SCEP 7'u % 272 K OJREERED R S v E 77,

s —HD—REIPCRLENAILPCOARL—TFT 4 T VAT A THREEIND VPN T4 T
VREFEHAHLTWS Y E— F —HL, L2TPover IPSec i2 k> T, X7V v Z IP X v k
U—JBHTASABL O T T4 R— Ry VT~~~ X = 7 R A ML T
i‘d‘o

GE)  7mbanrzBERLA»roTEEIE, 27— Ay —URFRENET,

ERAT 27 4% (IPv4d £7213IPv6) ZHRET D, F2FI7NV—7 R Y o —DfEE AT
BNEIERELET,

T4 NATBEON— A BERENTHEST, 25D —/LiE, ASAZNLTHERELE b
YRV T T Ry NEHRTOMERT o0 E, BELT RLAL T RLA, 7
g hanplIcESNTIRELET,

a) T AWK EN—IVERET HITIL, [Configuration] > [Remote Access VPN] > [Network
(Client) Access] > [Group Policies] > [Add/Edit] > [General] > [More Options] > [Filter]
DNEIZ IR U E T,

b) [Manage] %7 U v 7 LT, ACL & ACE ZiEI, #wE. ¥ X OHIFRTZ 5 [ACL Manager]
NA U ERRLUET,

BT m 7 v AN (b I —T v ) BoHGE. TNEMERTLNE I, Fio

TR LI hoxv I—7 ay 7 BT 50082 hEfRELET,

FEOR Yy 7 #EIRTDHE, 2—FDOVE— T 7RI ZOIZNAN—TEFICHIBRENET,

[Tunnel Group Lock] Ti&, VPNZ A4 7 > N CREINT I NV—TL | ZOa—HFRE Y {4 T

BINTVWDLITN—TNEENEINET =y 7 TH5ZEI2L-T, 2—FRHIRSNET, —

FHLTWRWEE, ASA X2 —F 0 CX 72X 912 LET, [Inherit] F= v 7Ry 7 AN

T 7 OEE. T 7 4V MiElE [None] T,

[Store Password on Client System] fXE % 7 /L — 7 NIRRT DM E I NEFRELE T,
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B o 1-—sownkyo—ErozE

ATvT9

ATy 710

[Inherit] F= v 7Ry 7 A% 4725 L, [Yes] BEU[No] DA T a3 REZ BT
DNET, [Yes] &7 Vw7 35E vl A RRATU—=RKRIZFA T N VAT AIRGEEINE
T (X2 VT A BMMETFTEI2RBENNDHDAL T arTT) . il LIl —PFIRNAT—F
DANHERDDEHIICTHITIE, Nolz2Z Vw7 LET (T74018) . X2 VT 4 E2KK
[RICHERET A T-DIC ., /SAT — ROBAFEEZTFAI LW L 2SR L4,

[Connection Settings] & & E L £,

a) ZOa—WIHEHTDHT 7 B AR Y V—2RETDH, TO2—FOH LT 7 & AR
MARY > —ZEkT 5, 720 [Inherit]) F= v 7Ry 7 A4 O FICLET, T 74
JV MiZ [Inherit] T, %7z, [Inherit] = v 7 R v 7 ANF 7 DFHDT 7 4+ /v b
[Unrestricted] T3,

[Manage] #7 U > 27 LC, [Add Time Range] ¥4 70 /KRy 7 A& Ed, ZOXAT
B Ry 7 ATT 72 ARHOF Y EEETEET,

b) —VICLDIEKE 7 A U $Z&$EE L £ 7, Simultaneous Logins /N7 A —# %, ZD=2—
PIHETE DR KARR 7 A VAR ELET, 7 74/0 MEIE3 T, &/MEIZO
T, ZOHHERTA VRN 2= T 7B RAEEELET,

GE) RANEZBE THIR L TRNRWFEIRHICZEOER AT S oo, BF =l
TAENRT =~ ADERTFTERIBENLRH Y £,

¢) VPN ##t? [Maximum Connect Time] & 43 BAL CHE L £ 9, Z 2 THE LR 23R8
THE, VAT NI AR T LET,
[Inherit] F= v 7R > 7 ANRF 7Tl > TV DHGE, Z0O/RT A—H TR —VHEF
WA HEALCTHRELE T, R/AMEIX 1 5, HOREIL 35791394 75 (4000 48 T, HlER
72 L OB 2 FF )4 5 121E, [Unlimited] 412 LET (F 7410 F) o

d) VPN 8t [1dle Timeout] Z 3 AL CHRE L E 3, ZOHMICER THET 774 7 4
DI WNGE, BRIk T LET,
[Inherit] = v 7R v 7 ANA 72> TWDALE, ZO/NT A= THT A RV XA L

TURNEGBEATHRE LET, BARERIT 10, BKFEREIZ 10080 3 CTH Y, 77 4/L b
1% 30 43 T, $ERCRFR] A2 MEHIPR I35 121X, [Unlimited] 412 LE T,

[Timeout Alerts] & &% & L £,
a) [Maximum Connection Time Alert Interval] Z#5E L £ 7,
[Inherit] = v 7 7R v 7 A% F 7|2 LIc6, [Default]) 7= v 7 Ry 7 ZAXAEICA

W F9, TS LY, RKREEHRET 7 — MERIX 30 SR E SN ET, B LUVMEE R
ETHEE1, [Default] #4712, 1~305Dkyyary 77— MEREREELET,

b) [Idle Alert Interval] Z 5 E L £7,

[Inherit]) = v 7 R v 7 A% A 72 LTz8E . [Default] F= v 7 AR v 7 AXHBICA
W0 ET, 2KV, 74 NV 77— MRS 30 SR ESNET, HrLvEE R
ET DA, [Default) 247120, 1~300Dkyar 77— MiREEELET,
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ATvIN

ATvT12

ATy 713

ATy 714

gr7nzr4L |

ZOa—WFIZH L THMADIPVE T KL AZERET 5354 1L, [Dedicated IPv4 Address (Optional)]
FEIKTC, IPvd 7 RL ALY T Xy b ~vRT7 AN LET,

ZO2—WIZHHDIPv6 7 R L A% ET HITIL, [Dedicated IPv6 Address (Optional)] FEIEIZ
IPv6 7'V 7 4 v 7 A%ETIPV6 7 KL AZ AN LET, IPv6 7'V 7 4 w7 AL, IPv6 7 KL
ANEFET L2 T2y R LET,

¥F7E D [Clientless SSL VPN] & 72 1% [AnyConnect Client] 5% E # s € L £ 7, ZAUL, ZMl~=1
TINbDOF T ark sy 7352 8I2X0ITVWET, FRENRFE LEZTHHEF.
[Inherit] = v 7 Ry 7 2%A 72 L, HLWMEEZATLET,

FTa 74X ab—va VAR ZEMT 51213, [OK] 227U v 7 LET,

EHmooJ274)0

BT 7y A0 (brpb T —7 L HETEN D) Tii, VPN RO EEZRE L E
T, 2B OEMEIE, CiscoAnyConnect VPN 7 7 A 7> b 7 Z A 7 > bk L A SSL VPN #%#i¢.
BIOIKEvV] & IKEV2 O — KX—F ¢ VPN 7 T4 7 > MZ#ERAINET,

AnyConnect £ 70 77 AL, A RAL Y

AnyConnect Bt 7’2 7 7 A VDAL XA TIE, A F =T =2 A A LD TAT U NT
TRAEZAMCLT, #T T 7 AV aBl, RWE. BIOHIBRTE £3, nr A R —
PRRFEOHRE LA TR TED L OICT oM EI N BIRETEET,

* [Access Interfaces] : 77 B RA&EA RX—TIWIZTHA v 2 —T 2 A A% T —T /LN HENT
EET, ZOT—TNDT 4= RITE, AV F =T 2 A AT = v IV Ry 7 ZARFER
SN, TV EBEREFATOENE I DERELET,

e A B =T x AR T —7 LD AnyConnect #EfEIZFXET DA X —7 = A ADITT,
AVE—T 2 A ATAFZ—TNMITH7a harict iz LEd, SSLT7 7 EXA,
IPSec 77 B A, FI3FDOM FEFHFTEET,

SSL #4129 5 &, DTLS (Datagram Transport Layer Security) 7237 7 4+ /L Kk CTA R—
TR Y £, DTLSICL W, —#> SSL e THAT DRI I OV il o i
PEBES L, STy PIBIEDEEEZ IR T W) TAIA LT TV r—3 a0
T A=< ANM ELET,

IPsec (IKEv2) 727 B R&ANIT DL, 72 TF7AT b P—ERANRT 74 /L FTA

F=T MRV ET, 7I9AT P Y —ERL, VT 2T Ty FTF—b, 7
FAT v TuaT7rA0, GUIOu—hE—rar (FIfR) L hRZ~vAE—T 3
> . Cisco Secure Desktop. SCEP 7’11 3 73 ¥ DL Anyconnect FEREN & £ TV E
Ty 77AT 2 F Y= RET 4 E—T7/MZLTH, AnyConnect 7 74 7 > b TiE
IKEV2 & DIEARN 72 IPsec B ML SNV E T,

* [Device Certificate] : RSA &—F /21X ECDSA ¥ —DOBGEDFEHELA R ECTE £7, 7
N AGEHIEORE (55 X—Y) 2R LTI EE,
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. AnyConnect £#t TR 77 AL, ALV RS>

« [Port Setting] : HTTPS 3 L UXDTLS (RAZ T4 7> FDH) HEfDR— hF B ZHE
LET, #Eirm 77 A0, A—FE (553—) 22RL TN,

* [Bypass interface access lists for inbound VPN sessions] : [Enable inbound VPN sessions to

bypass interface ACLs] 287 7 4 /L b TH N> TCWET, ¥X2 VT4 77747
VAR, TRTDOVPN N T 7 4w 7 DA v F—T7 = A AACL DA FFAI L E T,
Tl Z2E AMBA 2 —T = A A ACL NEFILESNIZ N T 7 4 v 7 Oz 7F e L
BROWEAETH, ¥Xa VT4 TTIAT VATV E—F TITA4 =K xv hU—7
ZEHEL, BobEnio Ty hOBREFAILET, 20T 74V FOBELERE
T&EFET, A ¥ =7 =14 AACLIC VPNIREXR N T 7 1 v 7 OREEITOE D72
WIZIE, ZOF 2w IRy 7 A7 LET,

* Login Page Setting

e —WIFEDTA VT ATHININDER R T m 7 7 A NVEa A X—U TERTE
FF, COF 2w IRy I AEF AT LRWEE, T 74 MNER T 0T 7 A LT
DefaultWebVPNGroup ¢,

* [Shutdown portal login page.] : 27 A >3 T 4 B—T NV DOHFEIZ Web X— TV % HRKR L
ij‘o

s [Connection Profiles] : ##it (h> R/ ZVv—7) OF v ha VEERMEEERELET,
* [Add/Edit] : Bt 7 0 7 7 AV (R b Z0—7) ZBINEZISmE L E5,
* [Name] : #&fic 7" = 7 7 A /L DA HI,
* [Aliases] : Bkt 7' 1 7 7 A L DRI4,

* [SSL VPN Client Protocol] : SSLVPN 27 A 7 > MIT 7B AR H-2 58 9 nEfg
ELET,

« [GroupPolicy] : Z Dkt 70 7 7 A NDFT 7 )k I NN—T R —%F R LET,

* [Allow user to choose connection, identified by alias in the table above, at login page] : [Login]
N=UTOBRTn 7 7 A (bR T N—T) A VT ADFEREA X —T VT
THHAITA T LET,

* [Let group URL take precedence if group URL and certificate map match different connection profiles.

Otherwise, the connection profile matches the certificate map will be used.] : Z DA 7T 5 T
X, BT 1 7 7 A L OBR T 1 ARFIZ /L — 7 URL 36 K OGEBIEOE O 7 )
7y LU AERELET, ASAT, HBESNDE L BT 2EB RO HRNEEIE, B
DIEZ—BT o8k 70 7 7 A VPR ESNES, VPNT U RRA & P THRELZZ V—
ZURL %, [AIC7 /=7 URL Z48ET D8/ T 0 7 7 A LV EMETD0IC, 2RO
WASA Y7 ho =T VY —ATHAEND TV 77 L AEFIAT 25 EICOHR, 20
FFvaruedATLET, ZOFTvaiE, TNV MTIEAZICRoTWET, A
TN U a . ASAITERE T 1 7 7 A NV THE LTCREE 7 o — /L Mz, =2 FaRA ~
NCEHEHAT DEHED Y 4 — /W MELRAE LT, #7774 12850 4 TET,
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TINA RFEAEDIEE

[Specify Device Certificate] ~A1 AT 5 & | #akAHlo L EIZ, 7747 MIkLT

ASA ZRT DR EAZIEE CE £9, ZOMEMEIX, AnyConnect #fi 7' 1 7 7 A LB L OV

TAT YV NV AR T 27 7 A VT, Alway-onIPsec/IKEv2 72 & DR E D AnyConnect HHE
TiX, AICTREETEL27 A ZADFEHEL ASA THHTE2XLERH Y £7,

ASA U U —294.1LIETIL, ECDSAGEEL (AnyConnect 7 7 A 7 &7 T4 T L
A SSL D726 D) SSL I TE £4, 2oV U —ZLIHNE, AnyConnect IPsec i
FH D ECDSA GEBAEZ T RN AR— S, REINE Lz,

FIE

ATv 1 (VPN E#fiDH) [Certificate with RSA Key] fHIK T, ROWTNNDHX A7 B EITLET,

1 ODFEEZRIRLC, liFo7m halzEH LT 747 v NGl 5854, [Use
the same device certificate for SSL and IPsec IKEV2] = v 7/ R v 7 A% A4 DEFICLET,
UARN Ry 7 ACTHEHTEHEAELRRNLZY, [Managel 7V v 27 LT, HFHT5
IDAEHEZER LY TEET,

» [Use the same device certificate for SSL and IPsec IKEV2] F = » 7 /R v 7 A% A4 7|2 LT, SSL
698 £ 7213 IPSec HH DO BIME DREAFEZH5E L £,
AT 72 [Device Certificate] U A h R 7 A HREHEARINL £,

VB RFEAENE R SN WAL, [Manage] RZ > %27 Y v 7 LT, ASA D IDGEHELEE
HLET,

ATv 73 (VPN E#HiDA) [ECDSA key] 7 « —/v KD [Certificate] T, Y A k R 7 A5 ECDSA O
AEFE A ®RINT 5 7>, [Manage] #27 V v 27 LT, ECDSA @ ID iEBIEAER L £,

ATy T4 [OK]ZZ7 Vv 7 LET,

EHEJOJDr7A4IL, R— FERTE

ASDM O 71 7 7 A )L A TSSL B L ODTLS #ft (VE—h 77 B ADRH) DAR—
FNEBERELET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection
Profiles]

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Connection Profiles]

J4—ILF

 [HTTPS Port] : HTTPS (7' 7 U H#_—R) SSL #KHIZA F—7 M T DR — b, #iPHIX
1 ~ 65535 T3, 7 74/ MEIAR— |k 443 T,
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. AnyConnect i£#5 70 D 7 1 L, EXE

« [DTLS Port] : DTLS £t HIZ A r—7 /LT % UDP A— b, #ii% 1 ~ 65535 CT7, 7
7 F )V MEAR— bk 443 T,

AnyConnect i O J 71 )L, EXEM

AnyConnect VPN #t O FEARJEME A FE T 5 121%. [AnyConnect Connection Profiles] & 27 3 = &
T [Add] £7213 [Edit] ZZ4R L £ T, [Add/Edlt AnyConnect Connection Profile] > [Basic] %1 7~
a0y Ry 7 ANREEET,

* [Name] : [Add] DGE . BIIT 58k 7 v 7 7 A LV OLARTZIE L £ T, [Edit) DHE. =
D7 4=V RIIMmETETEEA,

e [Aliases] : (L&) ZOEFEONREAE 1 DLLEATILET, ARiL, A= EITA
PURTCRYI Z N TEET,

* [Authentication] : Fik D k%, WOHF G 1 DER L, REFLECEHT 5 AAA F—
ITN—T%IEELET,

« AAA. Certificate, F7-1% Both : AAA. Certificate, F7-1% Both 7> S {# A4 2 ZRFFAL
HOMIEZIBIR L F9°, Certificate £721% Both Z3# RN+ 2 &, = —H38mT 5720
WCREFAEZ AN T2 XLE R’ H Y £,

* [AAAServerGroup] : K v 7 X7 U A RNNPDAAA S — T )—T %8R L E7,
T 7 4V EOFEEIXLOCAL TT ., ZDHE. ASANRIEA LT 5 L )5 ITfES N
F9, BIRTHAIZ, [Manage]#27 Vv 27 LT, ZOXAT TRy 7 ADEIZHO
&47mﬁf/7x%%g\mm#wﬂﬁwufmAqu74¥:V~yay%
RRLIEVERTHZENTEET,

* LOCAL YA D 7' )Vv—7 %2389 % & | [Use LOCAL if Server Group Fails] 7= » 7 7R v
JAWEIRTE D LD £,

* [Use LOCAL if Server Group fails] : Authentication Server Group JEM:1Z X - CTHRE S iz
TN— T ENFEE LT & &2, LOCAL 7 —# R—A % A 32— 7 /WIT 2 561%
/ELE#O

* [Client Address Assignment] : ffi H9°% DHCP %—/3, 77 A4 7 8T RLRA F—) 7
FAT Y RIPV6 7 KL A F— L &R LE7,

« [DHCP Servers] : 19 % DHCP — D4 FIE 721X IP 7 KL AZ AT LET,

* [Client Address Pools] : 7 7 A7 b 7 RLAE O Y TTHEHT S, SR ATRERERE
EHDIPVET RLA P — ORI E AT LET, BRI LA, [Select] 7 V v 7
LT, ZDXATRIT Ry 7 AZEQTHEAT o Ry 7 A%fE, 7 RLA T =)L
EFRRLIED, BREMZTZODTHZENTEET, IPv4 T KL R F— L &BE
VIR T D HEOFEIC OV T 22 L TLIEEN,

[Client IPv6 Address Pools] : 7 7 A4 7> kb 7 RLAEI Y Y CTTHEHT S, SEIRATRER
REFEHDIPV6 7 R A F— VORI EZ AT LET, BIRT DA, [Select] &7
Vo2 LT, ZOXAT TRy 7 AZERTHEAT Ry 7 A%HE, 7 RLX
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TNV EFR LT, BEENMZATZVTH2ENTEET, IPV6 7T RLRA F— L%
WEINETIIRET 2 HEOFEHIZOWTIT 2L T &N,

* [Default Group Policy] : /3% 7/ —7 RV o —Z@& IR L £,

s [Group Policy] : Z DOkt DT 7 4/~ T N—T R Y o —L LTEID KBTS VPN 7
N—T R —%FRLET, VPN 7 L—7F KU —i%, a—HFiRHEEHMEOT
DHELT, T/ ATHIIZ, £2IXRADIUS — S THICRF CE £, T 74
JV M DfltGrpPolicy C97, [Manage]l %27 U 7 L CHIOX A T TRy 7 A%
NTHE, V=T RV v—ar7 4 Xalb—ra  WIEBEMA DI ENTEE

‘g—o
* [Enable SSL VPN client protocol] : VPN #2200 SSL % A R — 7 /WZ T H5H12A 1T L
\35 —g—O

* [Enable IPsec (IKEv2) client protocol] : #%#¢ C IKEv2 Z {7 5 IPsec & A F— 7 /LT
THEAICA I LET,

« [DNS Servers] : WY & —D DNS #— D P T FLAZ AN LET (1 >E7-ITHE
) .

« [WINS Servers] : IR =D WINS B — XD IP 7 KL AZ AN LET (1 >F72138
%) .

s [Domain] : 7 74/ FD RA AL % AN LET,

« [Find] : M LTHNE L THEAT D GUI 7V E 72X CLL =2~ R&E AL, [Next] £7=
IZ [Previous] 27 U v 7 L THREEZBMGELET,

EHRIJOJD74IL, HHENE

[Advanced] A == —IHH & ZDOX A TR TRy 7 A TIE, ZOERIZET RO ZRET
%i‘j‘o

- iR
c U FAT R T RLARERME
FRALE

R
CTHY LT 4 TR

« b Y R

« 7747 KL ASSL VPN &

— 187 VPN B
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. AnyConnect i£#5 70 D 7 1 L, — 3B

\}

GE)  SSL VPN @il L2 ik iiX, SSLVPN 8k 7 a 7 7 A VST A S £,

AnyConnect 5t 7O 7 7 1/ )L, —fREMH
* [Enable Simple Certificate Enrollment (SCEP) for this Connection Profile]
* [Strip the realm from username before passing it on to the AAA server]
* [Strip the group from username before passing it on to the AAA server]
* [Group Delimiter]

* [Enable Password Management] : AAA —/3725 @ account-disabled A > 7 — & @ EE X
L 2 —WFITHT H 3R — FHIREINO@BEANCET 5T A —F ZFETEET,

A

() overrideaccount-disabled Z FF [~ 5 = & X, EEMN2EX2 Y T 4
VA7 L7 ET,

* [Notify user __ days prior to password expiration] : /N2 7 — R2MRRE)IIZ 72 D F TOHF
EOHBERE L, TORKETRIOH DR 7 A REZ ASDM 23— (Z %‘ﬁlﬁ“é
EOWELET, 774N TR, ANRAT— RRHIREINICR D XY 14 BHAEGIZ
f«@ﬁﬂ%%%b\u%\3*%%Nx7~F%§ET5iTﬁH@ﬁ?5i5K
BOE STV EY, #iPHIE 1~ 180 H T,

[Notify user on the day password expires] : /S A U — R2O3ARYINIZ /2 Y HIc=2—H|Z
WELET,

WTNDOLETH, BREINTICNAT — RPHAREIIC /e -T2 & &, ASA Tli=z—
PIZL DR T — ROEFENAGETT, BIAED/ R — ROHIRNGII T\ iTh
12, 2—WFEFDONRT - R CH| &g u s/ o TEET,

OB L 2 THRAT— ROHIBRNEUINS ETORERNEDL DD TIEARL, BN

A X =T MIRDBTETTHEDL LN RITEBELTLEIY, 2047 v a 23R4
DAL, BELEET I LERLY £,

* [Override account-disabled indication from AAA server] : AAA H—/3725 D account-disabled
A= FEELET,

* [Translate Assigned IP Address to Public IP Address] : 42, WEix v T —27 T, Y
ToN-a—H)LIPT RLATIEARL, WWE7@£%®m7%vx%ﬁ%?é%A#
HYFEJ, VPN TIIET., NHxy NI =227 7 AT H-012, Blo4Tohnizn—
ANVIPT RUANETIIRESNE T, 72720, AE—"BLOxy hU—7 X
UTABETOEEOIP T RLRIZESSIGEREIZ, =AUV IP T RLAZERL T
T DEEONRT Y w7 IPT RLRIZERTEANH Y £3, ZOKEEIX., b 71—
TTEZ NI ODA A =T 2 A ATA F—TNMITHIENTEET,

7 VPN B



| —meears veN s
w7740, 15470 7rLREE [

* [Enable the address translation on interface] : 7 KL AZEHA AIHEIZ L, 7 KL ANER
ENDHA U H—T oA ABEIRT 5 Z LN TEXET, outside X AnyConnect 7 7 A T
Y RNREERET DA B =T = A ATHY | inside 1 THT LU bR T A—TIZEA D
A BE =Tz A ATT,

A

GE) N—T 4 7 ORER L CHMORIBREEO D, Z OMEENLE
TRWIEAIL, Z OO AITHELE L ¥ A,

« [Find] : BTN E L CTHEHAT D GUI 7LV E 721X CLI =2~ > R& AL, [Next] £7-
& [Previous] 27 U v 7 L CHEZBRMBLET,

EHEIJOID7AIL, 95A4F7 20 7 FLREEE

Bt 7 11 7 7 A LD [Client Addressing] ~3A > TlX, O 707 7 A L THAT 72012
B EDA X —T 2 A AZIP T KL A 7 —)L&E Y Y4TFEJ, [Client Addressing] ~X1 > %7
RCDITAT v NERT 07 7 A MIZHE T, RO ASDM SANGLT 7 EATEET,

* [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection
Profiles]

* [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection
Profiles]

* [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv2) Connection
Profiles]

ZITRIETDHT RLA F—)Ud, #7077 A4 L ® [Basic] A ' THhHEETE E7,

AnyConnect Bt 7' 1 7 7 A /L TIX, IPv4 7 KL A 77— L7217 TR IPv6 7 KL A F'—)L
FIV Y THZENTEET,

JI7AT N T RUVRIRELZHRETHITIEL, VE—RNT 278X I7IA4T v N7 0 7 7 A
)V (AnyConnect, IKEvl F£721% IKEv2) %X, [Advanced] > [Client Addressing] % iR L &
7

c T RVAT—NDar7 4 Xalb—valr2FrE3EETHI0E, ¥A4T7arlRy s
AP [Add] 721X [Edit] #7 U v 7 LE7, [Assign Address Pools to Interface] %1 7 7 7
Ry 7 ARAEET, 20X TR TRy 7 ATIE, ASATHREINZA VA —T AR
WCIPT RLA =L aEYTHZENTEET, [Select] #7 Vw7 LET, ZDOFA
TRy I AEREH LT, TRLA T —=LDar7 4 Fal—raryzRniLET, 7
RLVA = par7 4 Xal—ya EERETHI20E3, ROFIEEZETLET,

cASAIZT RL AR =& BT 5121E, [Add] %2V » 27 LET, [AddIP Pool] ¥ -1
TargRy 7 ABRHEET,
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CASADT RLA TS —NDary 74Xzl — g 2ER3 52, [Edit]z27 U v o
LET, 7—AHNOT RLARFEH I TWARWEAIZIE, [EditIP Pool] # A 7 1 7

Ry 7 ANRHE F97,
ERFOHEILIT LA F— Ve ERETEERA, [Blit] 27V v 7 LizE X
LA = UNMERT CTH-728E, ASDM X, =T — X /t veELblz, I—

NOZFDT RLAZFH L TWAESRAB IR —F4L4D— %ﬁrbiio

*ASA EDOT FL AT =N ZHIRT 512X, 7—7 A TEOT MY Z#IR L, [Delete]
7 Vv 7 LET,

FEHAPOLEIET RLA =L 2HIBRCEERA, [Delete] #7 Vv 7 Lz &iZT
RLVA = MERTCTHo728E. ASDM %, =5 — A vk — L i, 7—
INNDFDT FLAZBEHA L TW A EGELD—E2FrR LET,

T RVAR TS =oAL H—T x4 RZEIV Y THIZIE, [Add| 27 Y v 7 LET, [Assign
Address Pools to Interface] %A 7 1 77K v 7 ANBH & i'@ﬁo 7 RVRA T — & E)YThH
A B —T oA A%EIR L ET, [AddressPools] 7 4 —/L RORIZH % [Select] 22 V v 7
L E79, [Select Address Pools] # 4 7R 7Ry 7 ANFHEET, A& —7 x4 XZEID
BTHMEx DRENOYTT—NVELTNANT Yy 7T 50 Elidfilx ORED YT —
IR L ClAssign| %7 U7 LET, EOT 4 — /L RIZT—VEID Y TO—ENRFRRE
nNEd, [OK]Z27 Vv 7 LT, ZhbHDT KL A 7 —)LD4 R % [Address Pools] 7 4 —
JVRIZEYAZ, 9 —FE[OK] %27 Y v 7 LTEDV Y TOar7 4 Xal—a &5
TLET,

AVH =T 2 A RAZEIDHBTHENTNDET RLRA =L EEET DL, T H—
T A REHTAD Y 9 I F B, A VB —T 2 A ZEBIR LT [Bdi) 57 U v 7 LE
7", [Assign Address Pools to Interface] ¥4 702 7R v 7 ANHEET, 7 KL A F—)L%
HIBR T 21213, 7N EXZTNT Y v L, F—4KR— KO [Delete] ¥—%Hf L £,
AUHE—=T 2 RTEDOMO 7 4 —)v RZ&EID YK TH5EIX, [Address Pools] 7 4 —/L K
DHREIZSH D [Select] 227 U w7 LE 7, [Select Address Pools] A 7 & 7R v 7 ANRPA& £
9, [Assign] 7 4 — LV RIZIZ, A v X —T 24 ZAZEIVLETHENTWDET KL A T —L4

MERENET, A F—T = ANTEBMT L% ORENV Y TS —NE2LTNVIY v
LET, [Assign] 74—/ ROT—VEID Y C—-BEREHINET, [OK]Z27 U7 L
T, ZNBHDOT R A P — VDL EIT[AddressPools] 7 4 —/V R&FEZR L. & 9 —FE [OK]
7V w7 LCEIVYETCOary 74 ¥alb—ra & T LET,

s TV MU EHIBRT AITIE, DO MY ZBINL T [Delete] #27 U v 27 LET,

BMELEYY
BT a Ty A, 74T b T RLURAIRE, BMEIERE (61 <—)
BT n Ty A0, T RLA F—L (61 <—)
BEET 0 T 7 AL, B IP L OB E T IEE (61 —Y)
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BHEIOIJ7A4IL, 954727 FLREE. BNELEHESE

P 7 a7 7 AT RV A 7 —L &% D 4T 5HI21E, [Advanced] > [Client Addressing] % S8R
L. [Add] %7 1% [Edif] %3840 L £,

s [Interface] : 7 KL A =L DENN B Tlef X —T = A AERINLET, 774V M
DMZ T,

* [Address Pools] : fEE L7cA v X —T7 = A RAZEIV B THT RV A F— L EfRELET,

* [Select] : [Select Address Pools] # 4 7 0 VR 7 AN ET, ZOXAT TRy 7 A
T, ZOA =T oA RZEHDVETDHT RLA T =& 1 DL BBEBRTE 7, JEIR
WAL, [Assign Address Pools to Interface] %1 7 & 7' 7K v 77 A @ [Address Pools] 7 « — /b
Rz RENET,

EHEJOJ74IL, TRELR T—)L

[Connection Profile] > [Advanced] ?® [Select Address Pools] 4 7 a2 7Ry 7 AT, 774 Tk
7 RURENY Y TIMERTTRER T RLA F— DT =N, BT RLALKRTT FLA, B
FOY TRy xR NEREINET, ZOU R Mo TH T 1 7 7 AV ZBI, k.
EITHIBRCE E T,

* [Add] : [AddIPPool] ¥ A T VAR > 7 AMAE ET, ZOXAT IRy 7 ATIL, #L
WIP 7 RLA =)L ERETE £7,

* [Edit] : [EditIPPool] ¥ A4 7 0 VAR > 7 ANRMEET, ZOXA TR IRy 7 ATIE, #R
L7ZIPT7 RLVA =L aERETEET,

* [Delete] : IR L7-7 LA F— L ZHIRLET, HEERENT, OVELLTEEREA,

«[Assign] : A L F—T 2 A ATHD B THNTWDLT RLRA F—= WAL ERRLET, 1
H—T A AZBINT Dl 2 ODRE D YT a2 X TN ) v LET, [Assign] 7 1 —
N ROT—NVE) Y C—ERTEFINET,

EHETOJ74A4 )L, . IP T—)LDEME-ILHFESE

[Connection Profile] > [Advanced] @ [Add or Edit IP Pool] # 4 7 v 77K v 7 ZA&MEHT X, 7
FAT R T RLRAEOLYTHDOIP 7 RLADOFMEZIRE L/ ITEETEET,

*[Name] : IP 7 RV A = ZEID B THNTWDARIERELET,
* [Starting IP Address] : 7 —/VDRMIDO P 7 KL AZIEELET,
* [Ending IP Address] : 7 —/VDxREDIP 7 RLAZRELET,

s [Subnet Mask] : 7 —/VINDOT RL A ZH#EATHYV 7%y b w27 @8R LET,

AnyConnect Eft 7O 77 A )L, RiIEN

[Connection Profile] > [Advanced] > [Authentication] % 7 C, KD 7 4 —/)V RERETEET,
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* [Interface-specific Authentication Server Groups] : 8 EDA ¥ —7 = A ATk HRBFEY—
N ITN—=TDE Y TEHEHRLET,

* [Add or Edit] : [Assign Authentication Server Group to Interfacle # 1 7 & 7' 7R v 7 A M35
XET, ZOXATRITRY I ATIE, A VX =Tz A RV —NTAN—TZRET
DL Lbic, BRLEY— NN —F TEENEELIZSEIZLOCAL T —F ~N— 2
NDT F =Ny T ETF AT OMEIMERRETEET, ZOXAT IRy 7 AD
[Manage] "% > %27 U v 7§25 &, [Configure AAA Server Groups] A 7 a7 K7
AMBHE £, [Interface/Server Group] 7 — 7 /WIBIRNE N T RSN ET,

s [Delete] : R L7 — N TV —T %7 —TANBHIBRLET, EREINT, LV E
L TEERA,

* [Username Mapping from Certificate] : = —%4 i3 2 FIEB LT O X LGEHED 7 ¢ —
NV RERRETEET,

N

GE)  ZoHmEiE~ArF ar7¥ XA ME— FCEPR—FahEE A,

* [Pre-fill Username from Certificate] : 8 & L72REBED 7 4 — /L Kb 22— W4 & i
L. ZORFADBIH S ATV a AhE- T, 2—P4/3A T — REGER KOG
WAER L ET,

* [Hide username from end user] : #iHH L7z —V 43> F 2 —PFIZERINE T A,

* [Use script to choose username] : 7 ¥ # /VAEHE ) b 2 — 4 2 3R T 2 55 1T H T
HA7 VT M MaEIEELEY, 7 7 4/v M [None] TY,

* [Add or Edit] : [Opens the Add or Edit Script Content] % A 7 & 77K w7 AXBA& | FEHH
BEOA—PFHOy B TIMHHT A7 ) S M ERETEET,

*[Delete] : BHR L7227 U 7 M &AL E T, MERINT. RCVELHTEEEA,

* [Use the entire DN as the username] : FER3 D [Distinguished Name] 7 1 —/L K&K %
a—H4E L HERT GAICEELET,

* [Specify the certificate fields to be used as the username] : = —V 4 (ZFEAT 5 1 DLl ED
74—V RERELET,

T4~V BB LU 2 Y BIEOAMEIL, RO LBY T,
B E&E

C Country (E4) :2 CFOEALWEGE,
43— RiX, I1SO 3166 [E4 ISR HEHL L
TWVWEJ,

CN Common Name (—#%4) : A, VAT
L, EOMOTT 4T 1 DLRT, B
VAU BME L TUMERATE S AL
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AnyConnect 85 700 7 A /L. RIEEMH .

B E&E

DNQ N A A A ERT-

EA E-mail Address (BEFA—/L 7 RLR) |

GENQ Generational Qualifier (H:AUEAHT)

GN Given Name (4) .

I Initials (f =3 % /L) ,

L Locality (#147) : MRS E2 LTV DHTH
E =N

N Al

o Organization (fHff%) : =t HUA. B&
B, #&, TOMOT T 1T 4 DA,

ou Organizational Unit (fHffk—=v ) :#f
#, (0) WovT7I7/n—7,

SER Serial Number (V) 7 /VEE) ,

SN Surname (#f) .

SP State/Province (JN 72 I13EEFIR) M
TR ASE ML TN DN F 72 13T E T R

T Title (¥4 FV) .

UID User Identifier (==—#ID) .

UPN User Principal Name (=—% 7" 231
4)

* [Primary Field] : = —¥ AT 55EHEDORAIDO 7 4 —/L RERIRLET, ZOfE
DHE SN TWBHE4A . [Secondary Field] XM L E T,

* [Secondary Field] : [Primary Field] 2345/ E SV CTWRWES, T 257 0 — /L Fa @
WLET,

o [Find] : RRLFHE LCTHEAT 2 GUI 7~V E7213 CLL =~ K& A L, [Next] £7=

L [Previous] 27 U v 7 L CHREEZBMBLET,

AL |
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*&ff)bj H 7 7 ’f )l/ Z knru\nIEE'l‘i

[Connection Profile] > [Advanced] @ F @ [Secondary Authentication] Zfli i 9-4LiX, “EHZFEE L

THHOND 2 WFBALARET D ENTEET, 2N ENIC R > THDLHEE, =

N a—nu 435027 LT oy Va2 y NMADTHVLERLY £

T sEEO—FLADEFIATIE 2 /kuh AEEMAGDETHERCTEES, 20X ATy

T/71®74—WF I IKFRAECRET D7 4 — /L REBTHWETR, ZnbD7 1 —b
RIZ 2 RERGEIZ 2T BIE L £,

THEBIENRA X T Mo T D GE, IRHLORMEIF AL LTHERT 5128 ko
74—V REEHENOEIRLE T, iEERENOE I XY a— PR EZRETDHE, &
FXa T4 TTITAT AL, BESNTZFFHEY 4 — LV K&, 2&(1*"&%//\}(‘7*‘ N8
RELBRIZ 2 DHO=2—V AR T2 L 5wl S E T,

\}

GE)  FFAZO® I XY a—PH/ L LI 2 /RIS —N T —FHIEETHHE TH.
BT 94~ a—FATFTMERHINET,

'E iU

RORIEAL

« [Secondary Authorization Server Group] : ¥ h > &V 7 LT v v )L i+ 385 E—
IN—TEEELET,

s [ServerGroup] : B > Z U H— NAAA T V—T L LA A3 — R 7L —7
ZIEIRLET, 774V Mdnone T3, SDIV—N T V=TT H o HY H—X 7
N—TITTEER A,

* [Manage] : [Configure AAA Server Group] # A 7 B V7R v 7 AR E £7,

* [Use LOCAL if Server Group fails] : §/& L7z —/ 7L —FZREE DA LT-HE D
LOCAL 7 — 4 RXR—=A~D 7 3 — Ny 7 ZHRELET,

* [Use primary username] : 22 A > XA 7 a7 N2 —F4% 1 DIZTERT H L HEE
LET,

s [Attributes Server] : 77 A < U J@MEY— it XY BEY— N ERIRLET,
S

GE) DR a7 7 A NIZ %)utunﬁﬁ%/\%j:aﬁz—gﬁék DO
P — ROREMELEENT T, ASAITE D LV F ) FHir— %1
BLUET,

* [Session Username Server] : 77 A4 < By a v a—FHF— "\t ¥ &y
vay a—PH— N NEEELET,

+ [Interface-Specific Authorization Server Groups] : fEED A > ¥ — 7 = A A3 T DB A —
NI N—TDOED Y TEEHLET,

* [Add or Edit] : [Assign Authentication Server Group to Interfacle %A 7 1 77K v 7 A3
EFET, ZOXAT TR I ATIE, A F =T =2 A= T N—TEHET
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gETnz7 4. 2xRiaEs |

HLEbic, BRLIEY— NI —T7TRENELE LIS EIZLOCAL T —F N — X
NDT F =Ny AT HMNEIDERRETEET, ZOXATRIRY T AD
[Manage] "% > %27 U v 7§25 &, [Configure AAA Server Groups] ¥ A 7 2 7R v 7
AN3BAE £ 9, [Interface/Server Group] 7 — 7 /WIZEINNANFR RS NE T,

* [Delete] : BR L7z — N T —T %7 —T ANOHIBRLET, MEEINT, L0 E
LbT&EERHA,

* [Username Mapping from Certificate] : =— V4 & filfith 357 X VGEAEDO 7 4 —/ N&fE

ETEET,

s [Pre-fill Username from Certificate] : & D/S RV THEIN TWARMD 7 4 —/L RBI O
2EHOT 4=V Kb 2GR S A 4RI T 2581t i LET, 2
DREMEEZ AT AR, AAA BLOGEAEORGEF R EHETLHILERH Y £5, 2
NEITHITE, LY 4> KU O [Basic] 7SR /VIZER Y . [Method] DAED [Both] % A4 12
LET,

* [Hide username from end user] : 2 IRFBAEIZMEH S5 2 — W4 % VPN = —FIZFERRICT

ABEHICAF T LET,

* [Fallback when a certificate is unavailable] : Z @ J&M:1%, [Hide username from end user] 734>

DYFAENZ DB ATRE T, uE@ﬂiﬁ>fﬁﬁHTTf£iEA . Cisco Secure Desktop D7 A h
2xx o T—H AL T, 2KBREDO 2 — P 2 FFIA D LET,

e [Password] : 2 IFRFEIAEH SN D /XA T — RORGE ST E L TIROWT N EZEIR L F

R
e [Prompt] : =2—WFIZNAT—=REZ AT HLITr T FERRLET,
* [Use Primary] : 9°XTOD 2 RFHFEIZ 1 IRFEFED/NA T — RZFHFAIH L ET,
«[Use] : TXRTD2RFIED I H o # VY RAT—KE2 AN LET,

* [Specify the certificate fields to be used as the username] : =—4#4; & LT ﬁ(?‘é 1 2Ll kD

A v % ]\%? /\dEﬂL/ib@‘ i :/&) :L»——‘H‘Z,//\"XU RRREE 721 u;ﬁwi@:b—
PLEFASIERE T O —W 4 2T 51213, :L~*7“Z;$Hu)\77iact0\tﬁ/§')
2—PLFEAMANOHET ILERHD 77,

* [Primary Field] : == —¥ &R T 5FEEDORAIDO 7 4 —/L REZRIRLET, ZOHE
DEE STV A A . [Secondary Field] 13 #EM S vk 9,

* [Secondary Field] : [Primary Field] 235 & S AV TWRWIGAE, HT57 1 — L N4
WLET,

BPDT7 4=V FBLO2EFEBDOT 4 —V RORBMIZIZ, ROF T arNdH0£9,
B E&E
C Country (E4) :23XFOEAMGE, E4a2—

ik, 1SO 3166 EHAREFEIZHENL L CTUVWET,
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Bt

E&

CN

CommonName (—f%4) : A, VAT L, £
DD T 4T 4 DLREIL, BH &)k
ELTIEEHTEEEA,

DNQ

RAA RIERT,

EA

E-mail Address (FA—/L 7 FLX) |

GENQ

Generational Qualifier (H:AVESfRT) .

GN

Given Name (£) .

Initials (f =3 % /L) ,

Locality (#144) : fHfEDEN N TWDHTET
zim]-‘o

Al

Organization (i) : &=tk Hfk, BEEA, &
B, FOMDOT T 4T 4 DAL

ou

Organizational Unit Glfk==v &) : K&
(0) NV 7 T n—=7,

SER

Serial Number (2 V 7L&5)

SN

Surname () .

SP

State/Province (N FE 72 IZEERFIR) « ML
BN TV BN FE 7 T8 E R IR,

Title (¥4 FV) .

UID

User Identifier (=—¥% 1ID) ,

UPN

User Principal Name (=—4% 7 > 331

ZON

» [Use the entire DN as the username] : 58472 %7 =7 DN (RFC1779) Z=#EHL T, T
HNVGEBENGRA 7 = — DL RIS L ET,

* [Use script to select username] : 7 ¥ Z VEEEN G 2 —F X Z/iHT 5 A2 U 7 N &2 E

LEd, 577 /b I [None] TI,

* [Add or Edit] : [Opens the Add or Edit Script Content] % A 7 2 77K v 7 AXBAE | FEH
HEO2—VFHOv U TIMHHT A7V S M2 ERTEET,

s [Delete] : IR L7=AZ U FZHIBRLET, RINAT, POVELLTEEEA,
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AnyConnect #8700 7 1 /L, RAIEMHK .

AnyConnect iEfs 7R 7 7 1/ )L, RAEM

AnyConnect #%§5¢ 7' 12 7 7 A /L ® [Authorization] ¥ A 7 12 7R v 7 Az HTIUR, A ¥ —
7 A AEAFORA— AN TN —TEEKR, B, WE, EIFHIRT LN TEET, Z
DEAT AT Ry I ADT =T VDEATIZNE, A F—T A AFFGY— T N—TDAT—
HAMBRENET, BRINDIDIE, A X —T oA A%, ZHIHEEST Y — T

JL—7

BIXOER LV =N TN —TTCEENEAELZEZIIE =D T—HR_R—=ZA~D

T =R TNA X =TI o> TNENE S ITT,

ZDRA DT 4 —)v RiX, AnyConnect, IKEvl, IKEv2, BXLWZ 7147 kL A SSL 55
777 ANTHIEBTT,

* [Authorization Server Group] : & A[/NT7 A — X Z Rk T A A — R Z ) —TZHE L

R

[Server Group] : T 2R — N TN —T%RIN L ET, 7 74 /v Fidnone TT,

[Manage] : [Configure AAA Server Group] 4 7 2 77K v 7 AN X £ 9, AAA T —
NROBEIZHDWTIEL, 7 FA4 T L ASSLVPN #5710 7 7 A )L, #BaE, H—
TN—T0EMN (16 X—) LTI EE,

[Users must exist in the authorization database to connect] : “L—H 73 = D HHEZ fiii 72 3~
BERHLGLEIE. COF =2y IRy 7 A% F I LET,

* [Interface-specific Authorization Server Groups] : f8EDA > ¥ — 7 = A A3 T HFRA[ P —
N ITN—=TDE Y TEEHRLET,

[Add or Edit] : [Assign Authentication Server Group to Interfacle %4 7 & 7' 7R v 7 A 3B
TFET, ZOXATu TRy I ATE, A VX =Tz AL —RTN—TEFET
DL Lbic, BRLEY— NI N —FTHEENFEELZSEIZLOCAL T — & N— X
NDT A= NNy T AT HENEIDERETCEET, ZOXATRITRY T AD
[Manage] "% > %27 U v 7§25 &, [Configure AAA Server Groups] A 7 27Ky 7
AN E F£9, [Interface/Server Group] 7 — 7 /WIZEIRNAE N TR R I NE T,

[Delete] : BIR L= — X T —T 2T —TANGHIBRLE T, ERINT, L0V E
L TEEEA,

* [Username Mapping from Certificate] : = — W4 & i3 57 T X VGEAED 7  —/L K& fE
ETEET,

[Use script to select username] : 7 ¥ # /VAEIE ) b 2 — 4 2B IT L 551 H T
DA VT WA ERELET, T 744 ME[None] TF, AEHET 4 —/L Kb —
PHEBRIRT D2 A7 VT MEAERT 2 FIEIZ OO0 T, 22U T 7Za0,

[Add or Edit] : [Opens the Add or Edit Script Content] % A 7 2 7' 7K > 7 ARBH & | GiEH]
HEOA—YHO~ BTN THA7 ) T EERTEET,

[Delete] : BHR L7227 U 7 FaHIBRLE T, RSN T. RSVELLTEEREA,
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B anvcomectizgTn o7 4L, BA. 1—FEERRT 2EHORY YT FOREDEM

» [Use the entire DN as the username] : fIEBA £ [Distinguished Name] 7 « —/L K &{k%
a—H4E L THERT 25 ICHEELET,

» [Specify the certificate fields to be used as the username] : = —VZIZFEET 5 1 2LLED
T4V RERELET,

* [Primary Field] : == —¥ &I T 55EHEDORAIDO 7 4 —/L REZRIRLET, ZOHE
DFRE SN TUWS A, [Secondary Field] 1R S E 9,

* [Secondary Field] : [Primary Field] 235/ & S AV TWRWIGAE, HT57 1 — L R4k
RLET,

« [Find] : B CFHNE L CEHAT D GUI 7V E 721X CLI =2~ > R& AL, [Next] £7-

& [Previous] 27 U v 7 L CHEEZBMBLET,

AnyConnectiZ#i 7R 7 7 A )L, BBA], A—HRBZERTH-HDODRYV ) T FORBENIE

n

N\

AnyConnect #%#t 7 & 7 7 A /L ® [Authorization] “~X-{ >~ C [use a script to select username] % &
. [Add] E/2IX[Bdit) RZ %7 Vw7 FDHE IRODT 14—V RBRFRINET,

A7 YT RTE, O~y B 7 A7y a VTCIEREFRRINRWVRATHOGERAET 1 —/L R&f
HATEET,

G¥)

A2 VT SR LREAEN O O — YA RFIANTY T4 7 & FEHED 2 —FAR RS
MBRNWGE . AnyConnect 7 74 7 B LY 747 K LA WebVPN IZ [Unknown| &
TRINET,

s [Script Name] : A7 V7' FOLARIEZEELET, BB L OEAIOA 7 U7 MAIERE LT

TR ERA, T2 TAZ VT MEERL, CLIL, ZOHMEEZEITT H72DICH
CAZ VT MEFERHLET,

* [Select script parameters] : A7 U 7 s DEMEB LONEFEZEELET,
s [Value for Username] : = —%4; & L CTHEHT 2 X072 DN @D ke vy 77X o U A L

(Subject DN) 70 @2 3R L £ 7,

* [No Filtering] : & L7 DNAREREZEHT L2 L 2B ELET,
« [Filterby substring] : BA4:A > 7 > 7 X (—E T DIRANOLFOLFHNINOALE) I LU

TAVT v 7 A BBTDHIXFIE) #HEELET, ZOF 7T a v 2@RIRT 255, B
WA VT w7 AlE, ZBEAIKIETEERAL, RTA VT v 7 ABZEQICTDHET 740 MM
1 &Y XTFHNEER T AENE I PREINET,

72L& 21X, RA Na2—VDfE%E G e DN EM D Common Name (CN) #&ERL7-E L FE

T WORIZ, SESEREVEZFERT LTSN 2EM L TCZoEE 7 4235
FikaR LET, RVER, 2—F4 L LTEBRICEFMATSNOHETT,

7 VPN B
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AnyConnect 457077 4 L, BE., 1—¥&ERRT 500221 7 rtonzoemn [

R2EHAXFIZEDZTa4LEY Y

Btas T v o R BTAVTYIR RY1E
1 5 host/
6 10 user
6 -1 user

ZORDITHAHDOEICTAFTADA T v 7 AR LT, CEINDOEE DI SERS LF
OB ET (ZOBA1E Tuser] @ v ) A v Ak 5EELET,

W SLFINCE DT 4BV T aRFERT 2568, MBRT D0 LTFINORIBNb-T
wé:k#%%fﬁo&@mfi\Eﬁ%ﬁ%AitiLmﬁﬁwﬁx&Azanb
ZHEHAL £,

* #5111 : [Regular Expression Matching] : [Regular Expression] 7 « —/V RIZFR 58125 92 15

%ﬁ%kﬁbifo*%%ﬁEﬁ%ﬁ@@%%#@%éhiﬁoF&mmmmm@mj
DNED @7t B E TOTRTCOXLTHNE T 4 NE ) T T DI IEREBEMEHNT S &
LET, V@ BINEFITTE Z)IE»*E?%EE@ 1 >T9, ZOHITIE, DNAEIZ
user]1234@example.com 3% FN TV LA, EHRRBELOZROR Y fHIX user1234 L 720 F
R

« %512 : [Use custom script in LUA format] : #5387 « —/V R& M+ 5720I12, LUA 7w/ 5

LEBRCTRBSNIEAAZ LA VT MEFELET, ZOFTvarz@BRYL5L0 4
AL NLUA A7 VT b7 4=V RICAATEDL LRV ET, A7 U7 MIRO K
TR0 FE T,

return cert.subject.cn..'/'..cert.subject.l

1 OD2—HFLELTHATDI2OODN 7 4 —/L K, 2—H4 (ecn) BLOHEE (1) %
AL, 22007 4 — /L RRICAT va () XFEHALET,

WOFIZLUA A7 U N CEMREREMES ETHE R LET,

A\

GE)  LUA Tid, RIFE/DXFREBISET,

R 3:EER LHH

B4

i

cert.subject.c

Country

cert.subject.cn

Common Name

cert.subject.dnq

DN f&fifi v

cert.subject.ca

EAF AL T KL A
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B anvcomectizgTn o7 4L, BA. 1—FEERRT 2EHORY YT FOREDEM

E)
ax JE I

cert.subject.genq A&7
cert.subject.gn %
cert.subject.i A =¥V
cert.subject.l 4
cert.subject.n 44 HI

cert.subject.o

~ == T I)IVORERK

cert.subject.ou

R HLAL

cert.subject.ser

YT b )T E S

cert.subject.sn I
cert.subject.sp LS
cert.subject.t Title
cert.subject.uid 2 —H ID
cert.issuer.c Country

cert.issuer.cn

Common Name

cert.issuer.dnq

DN f&fifi v

cert.issuer.ea

E A= T KL A

cert.issuer.genq HARE A
cert.issuer.gn 4
cert.issuer.i A= %)L
cert.issuer.l Hi4%
cert.issuer.n A

cert.issuer.o

~ == T I)IVORERK

cert.issuer.ou

R HEAL

cert.issuer.ser

FITI U T NES

cert.issuer.sn ik
cert.issuer.sp /1B
cert.issuer.t Title
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5547 RLRASSLVWPNEHTAT7 AL, A v 8 —T 24 Z~0RTH— TL—ToEyut [

cert.issuer.uid Z—HF D
cert.serialnumber FERHE Y T E S
cert.subjectaltname.upn a— Y UL

RV TN—F 27 VT NET 7T 4TI LTV EXIZZT—0NREL, X7 VTR
TITF 4TI oRhoT8Ee, BHEDa L ) — I T— A v —UNEKRENET,
954 F7RLASSLVPNEHR 7O 7ML, A 3 —T 124 AANDEAH—/N 5T )L—
TDENYHT
TDEALTa TRy I ATIE, AV FZ—T 21 A% AAA T —R ZL—ICBEEMT b £
9, fEFIE. [Authorization] ¥ A 72 7Ry 7 ADT —T MIRKRINET,
s [Interface] : / v X —7 = A AZFIRLET, 774/ ML DMZ TT,

* [Server Group] : R L72A v F —T = A AZHI VY THY—N TN —TZRIRL £7,
7 7 # /L M LOCAL T,

* [Manage] : [Configure AAA Server Group] A 7 2 7R v 7 ANRBE £,

EHEIJOID7AIL, THhOooT409

[Connection Profile] > [Advanced] @ [Accounting] ~%A1 > TiX, ASA &EKOT o T 47 F
TvarERELET,
* [Accounting Server Group] : 7 A 7 > T 4 U ZIMEHT 5T TIZERBE SO — N T )—7
BIRLET,

* [Manage] : AAA H— 3 7 )L —"7 % {ER T X % [Configure AAA Server Groups] % A 7 12
Ny 7 ANHEET,

EHEJOID7AIL, JIL—T T4 ) F7RESIL—T URL

[Connection Profile] > [Advanced] @ [GroupAlias/Group Group URL] %A 7 2 7R > 7 AT, U
F—ha—Fon s URHIFRRSNONEITEEL 2D BMEREL T,

ZOXAT DT 4 —/v RiE AnyConnect 7 74 7 B LY 747 F LA SSLVPN T
FLCTIN, 7 F7A47 2 FLUASSLVPNIZIZEMODO T 4 —/L R 1 25V £, #Hi7m 7 7
ANDE T DLHEIIE, AnyConnect Tl [Group URL/Group Alias] C, 7 74 7 > I L A SSLVPN
Tl [Clientless SSL VPN] T3,

* [Login and Logout (Portal) Page Customization (Clientless SSL VPN only)] : i Fl 9~ % S RiEZ E
SNTHAZ~A ZABMERET D LICED, 2= g X=UDAMBEREL
%7, 7 7 #/L MEDfltCustomization T§, HLWAIAZ A B—var FT7V=7 &
YERT 5 1Z1%, [Managel 27 U v 7 LET,

| —ferarz N EE I}
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» [Enable the display of Radius Reject-Message on the login screen] : 3FEMES S/ & &izm
YAy XA T aS Ry 7 A RADIUS-reject X vt — U % FRT BI01E, ZOF = v
Ny 7 A A AT LET,

[Enable the display of Securld message on the login screen] : 2 7' A > XA T 7R v 7 A
SecurlD A v E—VEFRRTHIZIE, ZOFT =y IRy I RAEeF NI LET,

[Connection Aliases] : #ftTA U T AL ZDAT—H A, 07 A VR —YRREEOHE
fit (RN T N—") ZIBINTE D L) ITHRDRE SN TV DIGATT. :L**"j“O)D 7
A2 N=UIZHE A VT ARKRRENE T, =AU T ZAZBIMEITHIBRT 212
[Add] 7L [Deletel R¥ > %7 Vo7 LET, oA VT AERmET DI, 7~7w1
EOIANTAELTNI ) v 7 L, = M ERELET, A XTI RoTNDH A
TR AEERETHIZE, T NHNOF = IRy I At £l-34 7 LET,

[Group URLs] : 7V —7"URL & FDAT—H A, a7 A K ’:L»—*jibi‘#ff”/f@ﬁ/l/»— g
BN TEDL0ICERPERESIN TV DA :l»-*f@nﬂ/r/«\—“é T N—"
URL " &R SV E T, URL ZBANEITHIBRT 2121%, [Add] £721% [Delete] A& % 7
Vw27 LET, URLZMmE ([Edit]) T 2I12iE, 77— 7»W®m&%&7w&)/ﬁbf
TNV ERELET, A 3T NVICRSTWNDARAT =X AEERTTHIZIX, T—7 1N
DF v IRy I At E£2347ICLET,

[Do not run Cisco Secure Desktop (CSD) on client machine when using group URLs defined above
to access the ASA. (If a client connects using a connection alias, this setting is ignored.)] : 7 /L-—
7" URL IZ#%#5i L CW\ % 7 Z A 7 b T Cisco Secure Desktop D7 7'V &r— 3 v %3477
HMEIMERIRLET, b4 T v avid, 7—7 URL ZiBIT 5561204
FREINET, 7 I7AT7 U b dde, ¥Xa2 T4 7T IAT U ANRINL DL —
PinbxT U FRA v MEMEEZZE LR RDDT, 2a—PFRVPNIZT 7 ERAIZTED X
JIZDAP A7 4 Fab—ya VOEENBLEIIRLZENHVET, ROF TS g
MHER L ET,
s [Alwaystun CSD] : 7 /L —7"URL IZ#ft L TW DT _XTD 2 T A 7 b T Hostscan &
FATLET,
« [Disable CSD for both AnyConnect and clientless SSL VPN] : 7 /L — 7" URL IZ8%#%¢ L TV
53 _RTCDY F 47T > h® Hostscan LEE AR L £,

* [Disable CSD for AnyConnect only] : 2 /L— =7 URL {2825 L CV> % AnyConnect 77 7 A
7 ¥ KO Hostscan LB AR L EF, 72720, 7 74 7 > b L AHHE Tl Hostscan
ZEMLET,

EHEJOIJ7A4IL. 9 547F7 > kL X SSLVPN

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Connection Profiles] 4 -
TRaZRy 7 A, BUEERESNTNDZ FA4 T MU ASSLVPN Bt 71 7 7 A LB K
U&D~Aw@&747/]vxjfvayﬁ~%%%éniTo

7 VPN B
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* [Access Interfaces] : 77 B ATA R—TIWIZT DA v F—T oA AZEIRNTEET, ZOD
T=TNDT 4=V RIE, AV F =T oA ALRT = VR J ANREKRIN, Tk
AZFFATHNE I DEEELET,

» [Device Certificate] : RSA ¥ —F 721X ECDSA ¥ —F 721X F 7 X bR A > b OFBFEDFE
HELZIHETCEET, 22O N TA MRSV FERET DA T a b Ed, 7
FAT v ME, RNRUFX—ID XA v— RIZX % ECDSA D% R— h&E/R~LET, ASA
IZ, BELIZ N TIARMRA L PV ANERAFT YL, Z27AT 2 MRV R— M 55
D1 S5%ER L E£9, ECDSA 24 55513, RSA b T A hARA > FORINIZ,
CDRNIFANKA YV MER Eﬁ‘ézgﬁ>§>@i?’“

* [Manage] : [Manage Identity Certificates] A 7 2 7R v 7 ANRHEET, ZOX AT 1
TRy 7 ATIE, BIRUZGEEOFEMA BN, fRE. HIBR, =7 AR—F, 70X
KRTEET,

s [Port Setting] : 77 7 A 7 > h LA SSL B8 L W IPsec (IKEv2) #iDHR— MEHERE
LET, #PAIZ 1 ~ 65535 T, 7 74+ /L MIAR— b 443 TT,

* Login Page Setting

s A VT ATHASNDER T R 7 7 ANERT A =V TERIRTE 9, BIRL
72N ETE, DefaultWebVPNGroup 235 7' 1 7 7 A MZ72 ) £9, 2—HFDnr 7 A
VRV, a—PRBHECHERTORED F L T —TEERIRT L7200 D R
nyFE T YA NRERENDEIITHELET,

« [Allow user to enter internal password on the login page] : WNH#H— X ~D 7T 7 & AHFZ
IRHNAT—=REANNTLHA T arzBMLET,

* [Shutdown portal login page] : &2 7' A V3T 4 E—T /L OLEIZ Web X— T 2 FR L E
D

« [Connection Profiles] : = ®#%t (b /v Z—7F) OFEFARY —%2kETHLa— K
ER LT — 7NV ERRLET, £La—RiCko T, ZOEHOT 7 4+/V kb —
TRV =R SN ET, La— RidX, 7 b aVER OB IT A =X NEENT
WET,

* [Add] : ER L7285t [Add Clientless SSL VPN] # A 7 1 77K v 7 AN & £97,
o [Edit] : 4R L 7= 8¢ D [Edit Clientless SSL VPN] # A 7 1 77K v 7 AN & £,

o [Delete] : IR L= a7 — 7 A OHIBRLE T, MRINT, CHELLTEEY
Aue

* [Name] : #5712 7 7 A L D4R,

* [Enabled] : A X —7 MR 5> TWDGHICT = v /v — I B EET,
s [Aliases] : Bfii 7' v 7 7 A L DRI,

* [Authentication Method] : i 2#GE XA faE L £,

+ [GroupPolicy] : Z D71 7 7 A NDT 7 4 )b b I N—T KU —&FRLET,

— 187 VPN B
|
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B /s 7 riassivengToo (L, BAEE

* [Let group URL take precedence if group URL and certificate map match different connection profiles.
Otherwise, the connection profile matches the certificate map will be used.] : 2D A7 3 > T
X, B 7 0 7 7 A VOB 1 & ARFIZ S/ /L— 7 URL 3 L OGERAEO B O 7 )
77 VU AERELET, ASAT, =V RARA V MR- THREShHR S DA,
7 m 7 7 A M Lo THRESHIEHEE SN2 E L RE TERWIEEIR, BIOEE —
THEER T 0T 7y AVPEIRENET, VPNV RAA > N CHRE L=/ V—7URL %,
AL NV—7URL 25 ET Dkt 7 n 7 7 A VL RET D7D, ZEDOEVASA Y 7
=27 VY =2 THEHAENETY 77 LU 22T HBEICOR, ZOF T a %
FUCLET, ZOFTvait, T7HN N TEATICR-oTWET, A7 L
By ASAIIE Rt 1 T 7 AV THRE LICRENE T « — L NEZ, =2 FARA > M THEMT
DAEAEFED T 4 —/V MEEMRE LT, #Hi7m 7 7 A V2 HD L TET,

D5A4AF7 2 FLASSLVPNEHR IO 7ML, EXREH

[Clientless SSL VPN Connection Profile] > [Advanced] > [Basic] # 1 7 &2 7 7R v 7 A Tix, KEAR
PEAERRELET,

* [Name] : #5425 L £d, MEHEDCSH S, 207 4 —/L FiEFAIY HFHTY,

« [Aliases] : (fFE) Z OO REL % 1 DL EFEE L £ 7, [Clientless SSL VPN Access

Connections] Z A4 7 2 Ry 7 ATEDE S ayEZRELTWDHEARIZ, ol A ~X—

VIR RS IVET,

* [Authentication] : FFE/NT A —HF ZFRE L T,

* [Method] : Z DT, AAAGRGE, FEIERGE. L7232 OW G 2T 20897
ERELET, T 740 MEAAAGRGETT,

* [AAA server Group] : = DGO BETHEH T 25 AAA Y — N 7 —T7 %2 3IR L F
¥, 774 /L MMILOCAL T,

+ [Manage] : [Configure AAA Server Group] ¥ A 7 2 7R v 7 AN E £,
* [DNS Server Group] : & DD DNS $— N F—TF L L CHEAT B — &2 RIN L F
¥, 7 7 4/ hiZ DefaultDNS T,

* [Default Group Policy] : Z DG CHEHT LT 74/~ TV —T R —DRT A —F%
BELET,
* [Group Policy] : Z DO CHHT LT 74k Z—TF KUY o—Z@IRLET, 7
7 # )V N L DfltGrpPolicy T,

+ [Clientless SSL VPN Protocol] : = Dt TD 7 A4 7> L ASSLVPN 7' 12 h /L%
A X—TNERIFT 4 B—T M LET,

7 VPN B
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5547 rLRssLVPNEGRTO 77 40, —REE [

D54F72FLASSLVPNESHR O 74 )L, —BEHE

[Clientless SSL VPN Connection Profile] > [Advanced] > [General] ¥ 4 7 &2 7' 7R v 7 A& LT,
AAA T — NIZET RN —FA DD LV A E T N—TERETINEINEREL, AT —
REHA T g o E2IEELET,

* [Password Management] : AAA Y —/3725 D account-disabled - > 27— & O L EX|ZEHT
DTG A= L a—PxT H AT — FHIIREIAVBAENICE T 2 /37 A — X 2R ETE
£75

* [Enable notification password management] : ZDF = v VR v 7 A&k FNZTHE, IR
D2ODRTA=ZPFTEDL LR T, AT — RRHIREINICRDET
DEFED B EIEE L, TORKLIRIOA DR 7 A VHHc 2 —FIlc@md 50, £
T3 AT — RAWIREIAUC 2 5 BIZ a2 — @M+ 202 RELE T, 7740
R CiX, 7SR T — RAHIREINIZ/A2 5 L0 14 AR —F A~z Bts L, Lk,
=N RRAT— REERTHETHABNT DL ICREIINLTWET, F@pHIE1
~ 180 H T,

A

G ZoOWBIZL->TRAT— ROHRPEUINDS ETOHENEDD
DOTIE L, BHNA R—TNMIRDATETTHD E W) HITESR
LCLESN, 20X T arw@ N 55503, BERLIEET
DULENBY F4,

WTNOBETYH, BEINTIT AT — RBR#RYINIZ /e >72 & &, ASA Tld=—
PIZL DAY — ROEENAFETT, BATO/RAT — RREREH L T2 0nEA,
Z—PFRFZDORAT—REFHL e /A U LTS 2N TEET,

ZONRNT A—=HE, ZO XD IEEEEZ YA — h 975 RADIUS, RADIUS %}/ NT
H—s3, LDAP % — 372 8D AAA — R THLH T, RADIUS F7-1% LDAP FEFEAN
RESNHTWARWES, ASA TlXZoa~vy RRNEHR SN ET,

* [Override account-disabled indication from AAA server] : AAA H—/37)25 D account-disabled
AV r—2% LEZTLET,

N

(GE)  overrideaccount-disabled Z F¥r] 45 Z & X, BENZREX =2V T ¢
VA7 L7 9,

95472 LASSLVPNIEHE TR 7 7 1)L, FRELE
[Clientless SSL VPN Connection Profile] > [Advanced] > [Authentication] % 1 7 1@ 7' 7R v 7 AT,

A B —T oA AEFORBAF— T N—T%FKow, BN, WwE. ERFHBRTEEST, 2D
HATaTRY T ADT—TNVDEITIZNE, A H—T oA ABF—NTN—TDRT—H

| —ferarz N EE I}
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B /57> rLassivenigEGToo 7 4L, BE. H— FL—TDEM

ANRREINET, BRINDIDIT, A F—T = A A4, THUEEMNT bR —N 7
N—T BIOBBRLIEY =N TNV —F TEEPBELIZEZIIO =L T —FN—=Z~D
T =Ny I PA =TI o TNDINE 9 M TT,

[Authentication] ~XA D7 ¢ —/L RiX, AnyConnect DFZAE &[] U TJ (AnyConnect it 7 2
Ty A, RRLEME (61 =*—7) %#%HE) o

954 F7 2 RLRASSLVPNEHR IO T 7A4 )L, BEE. H—/NFIL—TDEM

[Clientless SSL VPN Connection Profile] > [Advanced] > [Authentication] ¥ A 7 12 7' 7R v 7 A D
[AdA] RZ %7V w7 TDE, A X —T A A% AAA B — N T )L—T |\ ZBBfHT 5 2 &
DTEET,

Ut

COREEITI 74—V FIZOWTIX, 77947 FLASSLVPNESfHi 7V 7 7 AL, A v
B =T 2 ANDBRBA[HP =R T)—TDEID KT (71 =) 2L T LEIN,

95472 FLRASSLWPN ¥ 707 7 ()L, 2 REBSL

74T R ASSL D2 REBALRE T 4 —/V FlE. #7077 AL, 2 RRFEEME (64
~N—=) IZREHEH SN TVWA AnyConnect 7 7 A4 7 2 kN T 7 A LREETT,

DS54 F72RLRASSLVPNEHTO D74 )L, B9

77 AT b ASSLORBARRE Y 4 —/L Ri%, AnyConnect, IKEvl, X ONKEV2 D6 &
LT, Ab® L KOFRIC T, AnyConneet B 70 7 7 4 /1. FBATBEE
(67 X—) ZHMML TN,

95472 LUAXSSLVPN #7707 7 1 )L, NetBIOS H—/\

7547 kLA SSLVPN #5711 7 7 A /L ® [Advanced] > [NetBIOS Servers] % A 7 11 7' 7R v
7 AN, BEFH A D NetBIOS +— D EMNFR R Z L E T, [Add or Edit Tunnel Group dialog
box for Clientless SSL VPN access] > [NetBIOS] # A 7 1 7R v 7 A& X, horxrn 7
=T DNetBIOS BMEARETHZ LN TEEY, 7747 F L ASSLVPN Tid, NetBIOS
& Common Internet File System (FifiA % —xy b 77 A0 AT L) Fu havzfEfL
T, VE— MV ATAEOT7 7 AT 7 ®ALIED, 7740 2EEF L7720 LET, Windows
AL —HILEDOI L Ea— A4 EFERH LT 7 ANEAERE L LD &35 L, EESN
277 AN Y= NE Ty hT =2 LDV Y — R ETBIT D RFE D NetBIOS 4 & bt L 17,

ASA X, NetBIOS#4 % IP 7 R L RIZ~ v 7T 57T NetBIOS r—2b — N2 7 =) — %%
BLEYd, 794 T FLASSLVPN TliE, VE—F VAT LDT7 7 ANET 7B AEIT
LHT 77D NetBIOS NMLE T,

NM&%%%@W%@%KH\”ﬁ<&%lm®Nﬂmmﬁ—ﬂ(TX%)%%ETéZ%ﬁ
bV FEF, IEMEZEHNTHZOICNBNS y— "% 3 OFTHRETEXET, ASAX, UAb
@%@@%~A%Nmmmmm&%w%ﬁuﬁﬁbiﬁoﬁi) WRILT H L DI —
BEHRENET,

7 VPN B
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5547V FLASSLVPN#EHTOT7 4L, 547> Lz ssLveN [

[NetBIOS Servers] X1 D7 4« —JL K
* [IP Address] : % & S 4172 NetBIOS — "D IP 7 RLAZF R LE T,

* [Master Browser] : % —/33 WINS %—/XTH B0, HDWILCIFS — (0F Y <A ¥
TI7UY) ICb RN —N"ThINERLET,

* [Timeout (seconds)] : —/323 NBNS 7 = U —{(Zx} 9 D IE & FF O i W) DIEE] % BV BLAL C
KRLET, ZORMEZBRETLE, ROP—NZ7 ) —%2KELET,

« [Retries] : g% /E SN 7= P — 2% 5 NBNS 7 = U —DEEZNEFICY N T4 T 5% %E
KR LET, VI NE, =7 —ZRTETH DY X FEZKETDHEEE NS Z &
T, w/hY R TAT0TT, 7740 hOFFEATERUL2[ETT, &KUY~ T AT
10 T9,

* [Add/Edit] : NetBIOS #— 3% B/ L £, [Add or Edit NetBIOS Server] %4 7 12 7 7R > 7
AP E £,

s [Delete] : 4R L 7= NetBIOS 17% U A R B HIBRL £,

* [Move Up/Move Down] : ASA (%, Z DR v 7 AZFRSNIZNEFF T, NetBIOS ¥—/3(Z
NBNS 7 =V —%XELET, ZORy 7 AZEH LT, 7=V —% U X MNTETICH
MLk BEIEMEZERE L ET,

HS5AF7RLARSSLVPNESE 7O 7A4IL. 547> L X SSL
VPN

7 T4 T b AR 1 7 7 A /LD [Advanced] > [Clientless SSL VPN] XA > Tlx, v /A
RRC Y B— N 22— FICR RSN HONFITHET L RMEERETEET,

ZOX AT a7 E AnyConnect #7017 7 A VDT 4 —)L RIFRI TN D728, FEIZOWT
T e 7y AN, IN—T A VT AL T N—TFURL (71 X—Y) 2L TLLEE
A

IKEV1 8 0274 )L

IKEv1 £ft 7' 1 7 7 A )&, L2TPIPsec 7R ED XA T 4 7VPNZ T A 7 b ¥ — =T 4
VPN 7 747 FOFRRER Y > —ZEF LET, IKEvI #7127 7 A /L%, [Configuration]
> [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection Profiles] ™= > T
e LET,
* [AccessInterfaces] : IPsec 77 E A TA X —T MIT DA VX —T oA A%EIRLET, T
TH N TR, T B ATRIMEBERS N THERE A,

« [Connection Profiles] : BEED IPsec #fit DR EH /3T A —Z & REATRRLET,
[Connections] 7 — 7 /WZIE, BEeAR U o —ZRETH L a— RREREINET, 1 DD L
= RIZLoT, ZOEROT 74NV b T A—T RY o—pRlRlshES, La— R

| —ferarz N EE I}
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B orsecvE—r7oerBETOT7 A0, [Basic] 4 T

7

O kI VEEOER ST A —EZNEENTWET, T—7 UL, ROTTBHY

\i‘g_o
* [Name] : IPsec IKEv1 #5i DA FTE 721X IP 7 KL AZREL 7,

* [IPsec Enabled] : IPsec 71 ks 2 /LINA =T /25 TNDME I NERLET, 2

D7\ k2L, [Add or Edit IPsec Remote Access Connection] @ [Basic] A 7 12 7' 7R v
JATA =T /v LET,

s [L2TP/IPsec Enabled] : L2TP/IPsec 7' 2 k /L3 A R — T )UZ72 5> TWNDH N E ) MR

LFET, 2072 b aiL, [Addor Edit IPsec Remote Access Connection] > [Basic] #
AT TRy I ATAR— 7» LFET,

* [Authentication Server Group] : #dalE Z #&flt T & 59—/ /L —T7 D4 i,

* [Group Policy] : Z @ IPsec #fic D 7/ V—"7 RV o — D4 RiE R LET,

\)

GE)  [Delete] :
A,

BIRL T2V =N T N—T%T7—T VN OHIBRLET, ERINT, CVELLTE

IPsec ) E— k74

T REHEITOT 74 )L, [Basic]l 3 T

[Configuration] > [Remote Access VPN] > [Network (Client) Access]>[IPSec (IKEvl) Connection
Profiles] > [Add/Edit] > [Basic] ® [Add or Edit IPsec Remote Access Connection Profile Basic] % 7~

U Ry

7 A &fEAT 5 & L2TP-IPsec 58 T, IPsec IKEvl VPN #afi oo 438 @k 2 3% &

TEET,
* [Name] : #&f5i 7 0 7 7 A L D44l

» [IKE Peer Authentication] : IKE E°7 Z5&E L £7°,
* [Pre-shared key] : ##fi H OFRTILAXF—OMEZEE L E T, FILAF—DHEREIX

128 3LFT9,

* [Identity Certificate] : ID REFHE R E S 4L, BE SN TV LA, ID AEHEO4 I

Z 3R L £, [Manage] : [Manage Identity Certificates] %4 7 12 77K v 7 ANPA& F
T ZOXAT R Ry 7 ATHE, BR LG EOFMA BN, WE, MR, =2
AR—h, RTEET,

* [User Authentication] : = —HFBFETHEM T2 — OFREIEE L 7, B850 #
T [Advanced] &7 >3 V CHRETEE9,

s [Server Group] : = —HBIETHEMAT 2V — N 7V —T%BIRLET, 7 74/ MME

7 VPN B

LOCAL T, LOCAL LIAADH— X F)— T %EIR$ 5 & | [Fallback] F= v 7 7R v
JAMBIRTE D L1220 £4, =T —T7%BIF 5I121%. [Manage] 78 %
vEIZUVv I LET,
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[Add/Edit Remote Access Connections] > [Advanced] > [General] .

* [Fallback] : f8& L7 — " 7 V=7 TRENRAE L72HAEIC, = —VF83E T LOCAL
EHHTLNE I PERELET,

* [Client Address Assignment] : 7 7 A 7 > M@MEOEFN Y 4 TICEET D @A FEE L 7

« [DHCP Servers] : i[9 % DHCP — "D IP 7 KL AZFRELET, & KTI0OH
TOP— % A=A TRY) > TBEIMTE E9,

* [Client Address Pools] : FRIEFRFA DT KL A F—L%& 6HETHRELET, 7K
LA T =L EBEHRTDHITIL, [Select] RF %227 ) w7 LET,

« [Default Group Policy] : 7 7 # /b b Z)L—7 KU > —(CB#$ 5 B2 EE L9,

* [Group Policy] : ZDHH CHEAT LT 74V N ZA—7 KUY v —%BIRLET, 7
7 4V b iZ DfltGrpPolicy T, Z D7 —F KU 2 —IZBET 28 LW —F
RY —%EFRT HI2IE, [Manage] 7 VU v 7 LET,

+ [Enable IPsec protocol] & [Enable L2TP over IPsec protocol] : = DG CTHEHAT 57 1 b
AVEER L ET,

[Add/Edit Remote Access Connections] > [Advanced] > [General]

TDEATOaTRy 7 ZAEFEH LT, AAA P —NETHIICZ—FE LD L ILLE T L—T
BFRETANEINEIBEL, NAU— NEEAT A —FE2EELET,

* [Strip the realm from the username before passing it on to the AAA server] : == —4 % AAA ¥—
ANIZETHNZ, Vs EBLRNAAL V) Za—PANORET DR E A R—T V£ 21T
T A= M LET, BEERHC 22—V 4 O LV AMER T 2 HIBRT 5 121E, [Strip Realm]
Frxy IRy 7 AeA AT LET, LVLAIE, AAA GRRE. #Frl, TH O T 1 7)
Da—PHIEMTE T, VALK LTHDART Y 2 2@ 721 F, Bt
username@realm C9°, 7= & 21X, JaneDoe@example.com T3, Z @ [StripRealm] F = » 7
Ry 7 Azt s 5L, BiHE2—VP L ORIESNTITbNE T, A 7ICLESHA
1%, username@realm L FHNRARIZEASWCEEIEN TONE T, $—TT U I X 2T C
ERVERIE. ZOF 2y IRy 7 A A AT HMERDH Y £,

—ferarz N EE I}
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. [Add/Edit Remote Access Connections] > [Advanced] > [General]

N

G VAL N—TOWMEa—FLIBNTE £, TDH

ASA 1T, AAABEREICH LT/ NV —7HE LAV LRICRES L
NRIA=Z MR LET, ZoF 7 a oL, =2—94
[@realm][<# £ 721X 1>7 —T] 720 £4 () :

JaneDoe@example.com#VPNGroup) , Z DA 7T a &2 RN LT
BlE, IN—TFTVIFE LTI 2EHTLILERD
DEF, . @BLALATUIXELTHERIATHSE
BASAVN@EIN—T TV IXEIRNTE 72005 TT,

Kerberos L /b A THFERFI] T3, Kerberos L /L LD HiHI & L
C. Kerberos L'/L A & AT T 5L TWADNS R A A 4% R
FTORLLET, 72& 21, =—¥ ) example.com KA A 2 IZFF
1E3 5 56 121, mmmmva%ExmquDMk%ﬁbi
7

ASA |21, user@grouppolicy D AR — MIEFETNEHA,
L2TP/IPsec 7 7 A 7 > M 7Z1F A3, user@tunnelgroup %41 L7= k&
N ALy F TP R—=FLTVWET,

» [Strip the group from the username before passing it on to the AAA server] : = —W 4 % AAA
P NZETHNC, L (BERNAAL V) 22—V ENORET DU E A X —T L FE
7ET 4 =7 M LET, SRERIC 2 — Y4 D 7 NV —T 4 & HIFRT 5 IZIE. [Strip Group]
Frzv IRy I AF N LET, TOA 7T 3 X, [Enable Group Lookup] 78 v 77 A%
AT LTEHBARETASTY, 7V IZ 2L T/ NV—T A ea—FRITEML,
Group Lookup &1 X —7/WZT 5 &, ASAIL, 7 VU I ZDEMNZH D Fa2T X Ta—
P MR L, FROLTFH2T XTI N—THERRLET, BRIV —T TV I XX
@. #., BELO! T, @2 Group Lookup D7 7 + /)L F CTF, 2—¥F4<T U I F>T L—F
DIEAR T N—T 22—V HITBMLUET (B : JaneDoe@VPNGroup, JaneDoe#VPNGroup
X° JaneDoe! VPNGroup) .

+ [Password Management] : AAA ¥ —/\7>5 D account-disabled - 27— & O LEX|ZEET
HING A= b a— T D NA T — RHIREIVEFNCEE T 23T A — 2 R ETE
i‘é—c

* [Enable notification upon password expiration to allow user to change password] : Z D F = v

IRy I AF T HE, WD2ODNRTA=EPFHTE L L9120V ET, ~
AU — RBHIREINIC A2 2 £ TOREO HEZEEL, TOHKIZTHIOA DR 7 A
VIRHC = IBEIT D7, E7213 AT — RAHIREIAIZ 22 5 Y HIZ = — @
THMERBIRCTEET, 774/ TR 2SR T— FBAHIREIILICZR 2 XY 14 HAT
(Ca—F~O@EmZBa L, U, 2— PR AAT— RE2LE5 5 E ThHABMTS
FOCRESNTWEY, #PHIE 1~ 180 H T,

7 VPN B
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IKEV1 Y 547> b 7 FLRIEE .

A\

GE) oW E > THRAT— RKOHIRNYIND ETOHENEDD
DOTIFRL . BIRA F—T MR BT THDH E VD JICHEE
LCLEZEN, 2047V a 2R RT5548F., BERLEET
LDMENRDHY £T,

WTHOBETEH, ZEINTITNAT — ROAHROINIC AR >7- & &, ASA Tlda—
PICL DA T — ROEFERAHETT, BUTONRRAT — RBRL L TWRWEE,
2—WFIIFDONRNAT— REFRH LT A LEEITAZENTEET,

ZDNRTA—=HE, ZDOX D i@ AEEE L YR — h 35 RADIUS., RADIUS %fits NT
P — 3 LDAP — 372 ED AAA — " THLEITF, RADIUS F 7213 LDAP HAEN
REENTWRWEES, ASA TlXZ oo~y FAREHR I ET,

Z DOHERETIX. MS-CHAPV2 29 20 ENH Y £9°,

IKEV1 V 547> b7 FLRIERE

IIAT T RLAEDRTEIITXTOI AT v MEGET a7 7 A V@4, £
ICOWTIE, #7757 A0V, 2I9A4T 2 7T RLARE (592—2) 2BRLTLEE
/AN

IKEV1 #7022 74 )L, BEE

DX AT iRy 7 A%, IPsec on Remote Access 1 X OF Site-to-Site + > R/ ZIL—T D
BIERENET, ZOXATRT Ry 7 ATOREIL, ASARKIZES T OB 7Tn 7 7
AN (b T—") [ZHEHSNET, A1 0¥ —T oA AZ LI — N T —T%
ET DI, [Advanced] %27 YV v 7 LET, ZOXA T TRy 7 ATIE, ROBEERE
TEET,

» [Authentication Server Group] : LOCAL 7' /v —=" (F 7 /v ) 72 EOF|FR[GE/RFEFEY —
NI N—T% =R R LET, None bFINATHE T, None F721% Local LISt 2 3IRT 2
& . [Use LOCAL if Server Group Fails] = v 7 R v 7 ARFHTE 5 L 512720 77,

* [Use LOCAL if Server Group fails] : Authentication Server Group JE&EIZ X » THRE SNz 7
N—T THEEPFEAELIZHEIT. LOCAL 7 —F N—=ZA~D T 4 — /Y J e R—T )L
FRIET 4 =TI LET,

[Enable Group Lookup] R 7 A% A 712§ 5 &, 22—V HDORIHE DS FHIAEHETX
9, [Enable Group Lookup] 78 »» 77 A & [Strip Group] Dij 5% 412 T 5 &, AAA P —/"T
TN—=TH PSS NIe 2= OFT —Z N—= 22k LN b, R 2 — P4 ORI
DNTa—WERIET H I ENTEET,

| —ferarz N EE I}
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B xenzgioor 0, @

IKEV1 #8507 74 )L, B0

WA DREITT XTDT TA4T > M7 v 7 7 A )WZE TS, FHMIZ OV TIE, AnyConnect
Pl 7 7 7 AV, RAEEME (61 X—) EZL T EIW,

IKEVI O 274, FHOVT14 2T

T T 4V TOREILITRCOIIAT v " MEgT a7 7 A4 0 icds@cd, FEMic oW T
. BT e T AN, ThATT v (71 5—) BB L TLLEE N,

IKEv1 %570 2 7 1 JL. IPsec

[Configuration] > [Remote Access VPN] > [Network (Client) Access| > [[Psec(IKEv1) Connection
Profiles] > [Add/Edi] > [Advanced] > [IPsec]

« [Send certificate chain] : FEIEF = — L BIRDEEE A X —TNVEITT 4 B—7 1T L
T, ZOT 7T a Al b— FEHEB L OB ENOTRTO FALCAGEHENE £
ET,

* [IKE Peer ID Validation] : IKE 7 ID #E % #3270, MHE T D, HDHWVIFFEHE
WCESTHR—=FENTWBHERICETTF = v 7 TH0ERIRLET,

* [IKEKeep Alive] : ISAKMP X —77 74 7 £=4 V) T A F—T VML THELET,
* [Disable Keep Alives] : ISAKMP ¥ — 77 74 7% A 3x—T7 NVEIEZT =7 ML
iﬁ—o
* [Monitor Keep Alives] : ISAKMP ¥ —7"7 74 7 E£=X U T A X—TNVETIXT «
=TI LET, TOAT v a r&ERT D &, [Confidence Interval] 7 4 —/L K &
[Retry Interval] 7 4 —/L RSFIHTE 5 KX 912720 £,

+ [Confidence Interval] : ISAKMP & — 77 7 4 7 OEHEMEZfEE L ET, T, ASA
NX—TTITATE=L) T ERGTHETIZ, ET7BT A FVREZGETX 5
Bicd, B/ 10F, HK300M T, VE—KTI7ER TL—TDFT 7 4L M
300 T,

* [Retry Interval] : ISAKMP % —7"7 A4 7DV b7 A MO ERELET, T
7 4V MEIX 2 BT,

* [Head end will never initiate keepalive monitoring] : HHHH A ~D ASA BX—7T 7 A 7
F=H VTG LN ITHRELET,

IKEV1 %t 70 7 7 1 JL. IPsec. IKEZB5E

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [[Psec(IKEv1) Connection
Profiles] > [Add/Edi] > [Advanced] > [IPsec] > [IKE Authentication]

* [Default Mode] : EFC@ none, xauth, F721% hybrid 7057 7 4 /L b OFBFEE — R &8RN T
% \iﬁ—o
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IKEVI 67077 4L, IPsec. 547> kv koz70ES [

* [Interface-Specific Mode] : FRFEE— K& A VX —T7 =2 A AT LIZHRELE T,

+ [Add/Edit/Delete] : [Interface/Authentication Modes] 7— 7 /WIZ&k LT, BR L7721 >
B—T 2 A A LBFEE— ROLT ZBNAREMIFR L E5,

s [Interface] : ARIfTEA L H —T 2 A AERINLET, T 74NV DA X —T A
A inside & outside T2, BIDA  H—T = A AL ZRE LTZHAITIE. ZD4HI
MY A PNMIRRINET,

* [Authentication Mode] : £F20 none, xauth, F 721X hybrid 2> 5 F8FEE — R &8RN T
E3 AN

IKEVI 70277 4J)L, IPsec., 954 F7 YT RO T7DEH

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [[Psec(IKEv1) Connection
Profiles] > [Add/Edi] > [Advanced] > [IPsec] > [Client Software Update]

[Client VPN Software Update Table] : f > A h— /LI TWN54%47 74T VPN Y 7 T =
TR = oWNWTC, VIAT LV RNEAT, VPNZFA T hDYEVay, BELOA A—
VURL%Z —BERLET, 7I7AT L N AATTLI, FTENDITIAT N Y7 o=
TIVEeVark MEUSLT, Y7 NU=T Ty T —ReXyru— K95 URL £/
IXIP T RLAERECEET, 7747 N T v 77—k A =XKL (Client Update % 1 7
0 7Ry 7 ATEEHERANH D £) X, ZOBFHREFEAL T, £ VPN Z T4 7 > i)
RYETa s LV TEITIN TSN E 9, MU THIUX, EA Y=V LT v 7T —
MAD=A L%, HROY 7 b =T Z2FETLTWDET A7 2 MIRET 2008 5 0% Hllr
LET,

* [Client Type] : VPN 27 7 A4 7 > b A T &AL E7,
* [VPN ClientRevisions] : #FASNDH VPN FA T hDY EY a v LV ERRELE T,

s [Location URL] : i#t)72 VPN 7 A4 7> N V7 "N =T A A=V %X a— RNTE5
URLEZIIIPT RLAZEELET, X470 TRy I ARX—ADVPNI ZA4 T RO
%A, URL IE http:// £7213 https:// &V HTEXTT, 77472 b F— KD ASA 5505 T
%, URL (Z tfp:// B TH D E N H Y £,

IKEv1 #£#t 70 2 7 1 JL. PPP

Z O IKEvV] #5717 7 A A& LT PPP #2ft TRFAI SN DRERET 1 b 2V ARET 51T
¥, [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection
Profiles] > [Add/Edit] > [Advanced] > [PPP] Z B & £,

TOFEATa Ry 7 A, IPsec IKEvl VE— F T 722 u 7 7w A VICEITEE SN
F9,

« [CHAP] : PPP 84 C CHAP 7' 12 b 2L D& A F—7 M LE T,

« [MS-CHAP-V1] : PPP ##t C MS-CHAP-V1 710 h 2 /LD Z A 2 —7 LI L £ 7,

| —ferarz N EE I}
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« [MS-CHAP-V2] : PPP ##t T MS-CHAP-V2 711 h 2L Dl % A X —7 /LI L £,

* [PAP] : PPP ##i CPAP 7' 12 b /L D% A F—7 M2 LE T,

« [EAP-PROXY] : PPP #4f¢ C EAP-PROXY 7' 11 h /LDl % A % —7 LI L£7, EAP
I%. Extensible Authentication protocol (JLIEFRFET = k=/L) ZEWRL £7,

IKEV2iE& O 74 )L

m&a%ﬁ7m774w?mpmwmmaww7?47yh’ﬂ#é&@ RER AN —
BLOFAHIEA X — XR—2DOWFEE EFKR L £ T, ASDM OFE/SFK /LXK, [Configuration] >
[Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv2) Connectlon Profiles] T3,

* [Access Interfaces] : IPsec 7 7 B ATA R —T WM IT DA L F—T =2 AR LET, T

TR TIE, T BAFRIIML BRI N TWERA,

» [Bypass interface access lists for inbound VPN sessions] : %&fg VPNt v a DA ¥ —7 =

AATIEHAY A RNESNANRNATHIE, ZOF 2w IRy 7 AT AT LET, FL—
TRV —BIR2—F R —DT7 7 EBA VA NITRXTORNT 7 4 v Z7IFICHEA
SNFET,

+ [Connection Profiles] : EETF D IPsec #ifit DR EHF /3T A — X R TERLET,
[Connection Profiles] 7 — 7 /WZIX, #HARY > —ZWRETH L a— RBRERINET,
DOV a—RIZLoT, ZOFEGROT 74NV N T NA—T R —N@hlEhEd, La—
NZiZ7 e b aVEA OB ST A =2 PNEENTWET, T—7 VX RO T LB
HYFET,

* [Name] : IPsec #eDARTE/ILIP 7 RLAZELE T,

« [IKEv2 Enabled] : 12725 TWAESIT. IKEV2 1 Fauing x—7 iz o T
b\é_é:%rbiﬁ“o

* [Authentication Server Group] : sSaE(ZfEHAT D — I —T DA FIZEE L £,

* [Group Policy] : Z @ IPsec #fie D 7 V—"7 RV o — D4R E R LET,

A\

GE)  [Delete] : IR L7V — " 7 —T% T —T VN BHIBRL £,
RSN, RCVBELLTEERA,

IPsec IKEv2 {4702 7 A JL : [Basic] @ 7

[Add or Edit IPsec Remote Access Connection Profile Basic] %4 7 1 778 v 7 AT, IPsec IKEv2
HepiodmEE R ELE T,

* [Name] : it R E LET,
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IPsec IKEv2 #4707 7 4 )L : [Basic] 2 7 [

« [IKE Peer Authentication] : IKE E'7 Z#& & L £,
* [Pre-shared key] : #£f5¢/H O FRATLA X —DEZFEE L 9, FAlldhhF— DR AKRIX

128 XF T,

* [Enable Certificate Authentication] : A 129 % & FRFEICFEIEZ M H CTE 77,

+ [Enable peer authentication using EAP] : W5 L, FRARICEAP i CE £, =

@?I‘yﬁfk‘yﬁx%ﬂ“/ L7=% j: o — 7 )VisE LEE%%%{iﬂqﬁ_éﬂ\gﬁ)‘&)
D E£9,

[Send an EAP identity requestto the client] : U E—F 727 A VPN 714 7 MM EAP
FRREELR A AfETEET,

s [User Authentication] : PREETHERT 2 — " DOFREEE L ET, FHMl R RGEEH
IZ [Advanced] 7 > a V CHETETET,

* [Server Group] : = —WFBFECTHEAT L2V — N 7N —T %2R L ET, T 74/ MMIE

LOCAL T9, LOCAL LISADH— X F—T %8 IR$ 5 & | [Fallback] F = > 7 7~ >
JANEINTE D L DIT20 £,

* [Manage] : [Configure AAA Server Group] % A 7 B 7R v 7 AN E £,

* [Fallback] : f§& L7=¥— " Z L —7 CREENRAE LA, = —V583E T LOCAL

EEMTONE I DERELET,

* [Client Address Assignment] : 7 74 7 > NEMEOHEI D Y CICEH#E T 2 BMEZHE L 7,
« [DHCP Servers] : /4% DHCP +— "D IP 7 RL A& EELET, RRKTI0EE

TOH—=NEAR=ZATRE > TEBIMTE £7,

* [Client Address Pools] : SRIEFKFHDT R LA F—/L & 6l E THEL 7, [Select]

7 Vw735 L, [Address Pools] A 7 1 7R v 7 AN & £97,

* [Default Group Policy] : 7 7 #4/L b Z/L—"7" 7R > —(CBHd# T 2 BIHEZIEE L 7,
* [Group Policy] : ZOEHTHEHT L7 74V~ Z—T K)o —%@RLET, 7

7 # )V ;& DfltGrpPolicy T,

* [Manage] : [Configure Group Policies]| ¥ 1 7 2 7R v 7 ANRPE 7, ZOXA T

Ry 7 AT, FV—7 R o—%2BIN, WE. E-FHIRTEET,

* [Client Protocols] : Z Ok CHEHAT 71 ha vz &INLET, 7 74/ F TR

IPsec & L2TP over IPsec D TR S TUVVE T,

« [Enable IKEv2 Protocol] : U E— F 77 R 7 0 7 7 A LT % IKEv2 7' 1

FanzARX—=T VI LET, ZHiE, BIEEERLIINV—T RY —DRMET
B
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. IPsec ') E— k 7V £ A#E#H T O T 7 1 JL : [Advanced] > [IPsec] & 7'

IPsec ') E— k 7O REH T O T 7 4 )L : [Advanced] > [IPsec] & 7

IPsec (IKEv2) #f5¢7 17 7 A LD [IPsec] 7 — 7 /VIZIRD T 4 —/V R’ Y £9°,

* [Send certificate chain] : GEFIET = — L BEDREEFE LA X —T NV EIIT 4 =T M
LHEICA NI LET, ZOT 7 v a iZiE, — PEREB LR ENOTTO L
CAGEIENE ENE T,

* [IKE Peer ID Validation] : IKE 7 ID OFMEZT = v 7 LigWiy, EET D0, D
WIFEHFIZ L > THR— F SN TWDIGERICTF =y 7T Ruy 77X U A M)
HIERLET,

O _—
IPsec £71=(LSSLVPNIEZEHE T O I 7 A4 ILADIIBAZEND T v
[o] N
E>J
ASA X, 7 T4 7 > FAEHERGEIZ X D IPsec B ERAZETHE, HEINTWVDHRY
Il THEERICE R 7 e 7 7 A NV EE D Y CTET, TORY —id, ZELIZA— %A
ATx, FFHEOU 7 f— /LR, IKEID (KA &, IPT FLA, ¥—IDARY) . TIPT

RUVA, 3T 74V MMER T2 7 7 A VEMHTE E9, SSLEROLA. ASAITHRES
NTCNWBNL— LT Z2ER L E1,

No— )V AH 5% IPsec #ft £ 721X SSLEERE DA, ASAIZ—HKT 2L DON A2 % ETL—
KU CREEDOBMEZFHME L 9, —8T 2= B3R o0n5b &, ZD/N—/ VI EfTT
DN T 0 7 7 A NVEEGRICEID L TES, —HTHL—ARNAONLR0GAE. ASA
X, T 74 O v 7 7 A v (IPsec D54 1% DefaultRAGroup, SSL VPN D55 1%
Default WEBVPNGroup) Z##elZHI 0 M CTEJ, 22—k, #ii7n 7 7 A L3 A 2—T LI
o TWDUR, R—F L X=VICRREND Kay T E Ty URANPLEOHER T a7 7 A
NWERINTEET, ZOE T 07 7 A VO A 1 AT 56 OFERIX, AEHEIE 2D
EOM, FLTER T 7 7 A VOFRAERTIZ L » THRR Y 4,

R =T Dt E S L — 7L, GEE— ORI N— T R ET DO
LHEEZERLET,

[Policy] XA > CHRET DRI U—%HELET, BET L/ —L 2RI 55813, [Rules]
RANTBE L TL— L EIEELET,

SIBREMERE IO 7AILIY T, R o —

IPsec #EMEIZIBWNT, R o —IZ =T HiEHE I NV —71F, GEEHEL—FOMER I V—7 %
FETDHIDIHENT 2 HEEERLET, ZUHLDORY —OREHEHE L, [Configuration]
> [Remote Access VPN] > [Network (Client) Access]> [Advanced] > [IPsec] > [Certificate to
Connection Profile Maps] > [Policy] Ti% & L £,

» [Use the configured rules to match a certificate to a group] : [Rules] TEF L7/ — /L &2 T
% \i ﬂ—o
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HREmEsETnIr4 L3y IoL—L [

* [Use the certificate OU field to determine the group] : flffk—~=~ ~ 7+ —/L R&MEH L T,
AEAFIC BT 27V =T 2 RETEET., ZORERF. T 74NV P THUITR>T0E
j—o

* [Use the IKE identity to determine the group] : [Configuration] > [Remote Access VPN] > [Network
(Client) Access] > [Advanced] > [IPsec] > [IKE Parameters] T L7= ID 2 f T& £,
IKEID/Z, IP7 FL A, ¥—IDICkV, $-I3HBITHEEESNET,

« [Use the peer IP address to determine the group] : E7 D IP 7 L AZEATE £4, Z O
ElX, T 74NV R THUAC RS TVET,

* [Default to Connection Profile] : EDHIEIZH B L 2> G EIEHT 5, fEMHEL—
POT 74NN IN—TE2RIRNTEET, ZOREFT, 774V N THUZR->TVE
7, [Default] iZ&HHT 74NV K I N—T%2 Vw7 LT, VANETZAL—T{bLET, &
ENWX T N—TNRETT, URANRNIZZ—T7 07045 1E, [Configuration] > [Remote
Access VPN] > [Network (Client) Access] > [Group Policies] T/ NV —7 % EFT D LENRH Y
*7,

SIBREAEGE AT 7AIL Y TDIL—)L

IPsec #EHEIZIBNT, R O —IZ =T HiEHFE I NV —71X, GEHEFL—FOHRI V—7 %
FET DO T 2 HEZERLET, v 77 A/~ v 7%, [Configuration] > [Remote
Access VPN] > [Network (Client) Access] > [Advanced] > [IPsec] > [Certificate to Connection Profile
Maps] > [Rules] TYERK L £97,

ZONA DL, FFHERSR T T AL~y T DY A vy B S REERFTRENE T,

SIBAEMEHRIO D 7AIL Ty T, SIBHERESIL—ILEEDEM

Pl o m 7y AN EY BT VI T vy TR Ty A VEER L ET,
* [Map] : IROWFIZEIR L £,
o [Existing] : V=NV EEOH DL~ v T OLETE RN L ET,
o [New] : =/ DF LW v THEATTLET,
o [Priority] : 10 #%5t2 AJ1 L C, e EREZZITH -7 & 2T ASA B~ v 7 A7 7 5 I

FERELET, ERINTWDIRMNDONL—LVDT 73NV~ TTF7A4F VT 41510 TT,
ASA I35 B 2 7l 2 BRI, BRI R SRR b/hSW~ vy B FHE L 7,

» [Mapped to Connection Profile] : LARIE [ b /b 7 —7 ) LIFATWEER T 07 7 A
NEBEIRL T, ZOL—vy B LET,

WOEBECTHIAT D~ T ~DON— VEHEDOE| ) Y CTERITORWGEA, ASAITZED~ v =
MY BIER L ET,
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Ed
Configure a certificate matching rule criterion
Rl Priority: 30
Mapped to Group; DefaultRaGroup
Field Component COperator Yalue
Subject ﬂ I—— ‘Whole Field -- ;I IEquaIs Ll I
oo
OF I Cancel | Help | o
o
|@% Edit Certificate Matching Rule Criterion x|
Configure a certificate matching rule criterion
Rule Priority: 30
Mapped ko Group: DefaultRAGroUpD
Field Componenk Cperator Yalue
Subject ;I I—— Whale Field -- LI IEquaIs LI ItestZDD
&
oF I Cancel | Help | e
o

SFRREREIIL— ILEEDENMRE
IOXATaT Ry 7 AL, T a7 7 A NI~ v B YRR ER ER A L — VR NE A
ETHDITHERLET,

* [RulePriority] : (RARHH) #EEREZ T -72 & ZITASAD~ v 7 &7l T 5 Ef7,
ASA 3B 2RI T BRI, EERIRMIE S AR /NS W~y T DEH L £,

« [Mapped to Group] : (FERE) L—ARNE O Y THNTWAERE T 7 7 A /L,
e [Field] : kmry7X 7y UR D, dHliT 2AEEDOH S 2RI L £,

* [Subject] : REAEZMHH T 22—V £ L AT A, CA D— FEHEOL AL,
Subject & Issuer 23[F U C9,

* [Alternative Subject] : 7 ¥ =7 MUEAILRIZL Y, BNT 5 ID ZFEEOY 7
Vs MRSV RTEET,

o [Issuer] : REBEZRIT L7 CA £/idtho =7 7 ¢ (FfET)
« [ExtendedKey Usage] : —E DM & L TRINTE 5, L0 mELRKELRMILT L7 7
AT v NEEOYLE,

* [Component] :  ([Subject of Issuer] BN E N TWAGAIZOABHINET) . L—T
AT 284 2 AR—3 0 FEROPNHIRIRL ET,

DN71—JLFK T

Whole Field DN 21{f,

—f&#975 VPN 5% 5
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amzraL—LizoenEe ]

DN2s—ILF

ik

Country (C)

2 XFOELMERE, B4 22— Rid, 1S03166
E4 MBI HERL L TN ET,

Common Name (CN)

2= VAT A, EOMOZUT 4T ¢
D4R, ZHUE, IDBEEOR FAL (b
HHEOE) LT,

DN Qualifier (DNQ)

¥E D DN @k,

E-mail Address (EA)

FERAEAZIAE T —Y, VAT A, Fi-
T T AT ADETFA—ILT RV ZA,

Generational Qualifier (GENQ)

Jr. St.. F7IT I 72 ¥ oA ERF,

Given Name (GN)

AEEFTAE O4RT (H)

Initials (I)

A E T O & 44 DRI DT,

Locality (L)

MRS ETAES S HET S,

Name (N)

AEFE T D4,

Organization (O)

otk R, HE. e, Totoxr T o
T 4 DL R,

Organizational Unit (OU)

RN OY T 7 —F,

Serial Number (SER)

FEAED Y T VE S,

Surname (SN)

A ERTA A Ok,

State/Province (S/P)

MRS ITE S 2 M0 IR

Title (T)

AEMEIAE ORR (D 22 8)

User ID (UID)

AEAEATAE O ID # 5,

Unstructured Name (UNAME)

unstructuredName JEEZ 1 7%, 7P/
k D4 i % FEREE(L ASCIT X745 & LT
T LET,

IP Address (IP)

IP7 RVA 74—V R,

« [Operator] : /b —/L CEHF 2R 23RN L £,
* [Equals] : f@EEH 7 4 —/V RMEIZTEE—HT 20BN H Y £,
* [Contains] : BEEL T 4 —/V RIEREEN TV DHRLERH D F77,
* [Does Not Equal] : s8EH A 7 4 —/V KME L —F L X HicLEd,
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« [Does Not Contain] : FBEHEL 7 4 —/V FIENEG ENR2VE I ICLET,

o [Value] : 255 L5 COHRPTHEE FOAT V=7 N &E L £, Extended Key Usage
HWREDHE., ey X0 A N THAERSNTMEOWT NN ZRINT 57, ok

RO OID Z AN TE £9, FANERSNIMEIRO LB TH,

ERIER F—ERADEM 0ID X F 51
clientauth 547 FEEE 1.3.6.1.5.5.7.3.2
codesigning o— REA4 1.3.6.1.5.5.7.3.3
emailprotection BRINEA A — N 15# 1.3.6.1.55.7.3.4
ocspsigning OCSP Z4, 1.3.6.1.5.5.7.3.9
serverauth H— 3R 1.3.6.1.55.7.3.1
timestamping A ARLTS 1.3.6.1.5.5.7.3.8

Site-to-Site $EfE O 7 7 1)L

[Connection Profiles] % A 7 1 77K » 7 Z1Z1%, BUERRE S LTV 5 Site-to-Site #2fe 7' 10 7 7 A
WV (R RNVITN—T) ORENRFRENET, ZOXATar Ry 7 AT, B
TaTrANLERNTT D EXIERT LTV IZERIRLY, 87 a7 7 A VBN,
EE, FEFHBRLEZEDV T L TEET,

ASA TiZ, IPv4 ¥ 721% IPv6 @ IPsec LAN-to-LAN VPN ##t1% IKEvl £7-13 IKEv2 2 L T
PR—FEN, NER Yy FT—7 ARy DU —Z IZNERB L OINERIP ~> X — & L
THR—brENFET,

[Site to Site Connection Profile] R4 >N 74 —J)L K

* [AccessInterfaces] : f > H—T7 = A ADVE— M ET TRAL AL -TCT IV BATELT
NRAAA UV H =T 2 A ADT—TVINERENET,

s [Interface] : 77 BAZA R—T NV EIEZT 4 =T NICTHT AL A A U H—T =
A A,

s [Allow IKEv1 Access] : E7 7734 A2 L % IPsec IKEvl 77 B A% A X—T WMZT %
BAICA AT LET,

s [Allow IKEV2 Access] : E'7 7 /34 A2 L % IPsecIKEV2 77 B A% A X—T WMZT 5
BAICA T LET,

* [Connection Profiles] : 7'& 7 7 A /L Z BN, #RE. EITAIBRTE 28727 7 A LD
T=TINERRLET,
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Site-to-Site %7077 A L. emErEEE [

+ [Add] : [Add IPsec Site-to-Site connection profile] % 7 1 77K v 7 AP & £7,
« [Edit] : [Edit IPsec Site-to-Site connection profile] Z 4 7 & 77K v 7 A& 97,

* [Delete] : TR L7zt 7 m 7 7 A LV ZHIBRL 7, RIS, PVELHTEEY
Ao

* [Name] : 8t 7' 0 7 7 A L DAL,

o [Interface] : ¥ife /' 0 7 7 A VWA F—T NI o TWNDA U X —T = A A,
* [Local Network] : 2—H /L % hT—Z7DIP T RLAZRELET,

s [Remote Network] : VE— kK v hTU—7DIP 7 RLAZELE T,

* [IKEv1 Enabled] : #6717 7 7 A VIZx L TA 2 —7 W27 > T 5 IKEvl 23R L
i—g—o

* [IKEv2 Enabled] : #6710 7 7 A VIZxE L TA 2 —T7 Wl > T D IKEV2 23R L
e

s [Group Policy] : e 72 7 7 A NVDT 7 4/ N T N—TF KU v—%FKRLET,

Site-to-Site IEfE TR T 7 M I, BIMNFE=ILFE

[Add or Edit IPsec Site-to-Site Connection] %1 7 2 7' 7R v 7 AT, IPsec Site-to-Site H%fe & 1EAK
FHRIIEFTEET, ZOXATa IRy 7 ATiE, IPT7 RLA (IPv4 £721XIPv6) DIEIE.
Peli DIEE, A VX — 7 = A ADOER, IKEvI BT B L OIKEV2 7 & 2 — VG NT A —
X DIEE, RSNy NU—27OFE, BLUOWES T VI Y XAORREEITH) T LN T
TET,

220DET OWNERE L OUNEER v B U —27 N IPvA Dis (NEB L ONEHA v X —T =4 A |
DT RUANIPVADEE) . ASA TlE, Y Aafmid¥— K%—F 4 DT & D LAN-to-LAN
VPN N — r SN E9,

IPv47 KL 7 EIPv6 7 RLy U U IWNRIELTE, £ T_XTIPv6 7 RLy v 7o
LAN-to-LAN 5122V ClE, W7D BT 28 Cisco ASA 5500 V'V —X X 2T 4 7774
TUADBRE, BIOWFORNEERy hU—2 DT Ly ZHRNB—H L TWHEE (il
T IPVA ET2IEW TN IPv6 DIFE) 1. B¥x=2UT 4 7774 T ATVPN kU gLy
R—hShEd,

EARAIZIX, WTDOE T 2 Cisco ASA 5500 > U — X ASA DA, KD FARa ORPR—F &
nEJ,

¢ ASA DNERR v MU —27 3 1Pvd T, xRy RT—7 B IPv6 (NEiA > #—T =4 Ak
DT RUARIPvE T, A HZ—T =2 A A DT KL A2 IPv6)

* ASA ODNHEF v R U =2 23 1Pv6 T, SMER Y BT —27 3 IPvd (WERA X —7 = A A L
DT FLAMIPY6 T, SA > H—T7 =A A EDT KL A Pv4)

AL |
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* ASA ODNERF v BT —27 D3 IPv6 T, AR > RU—27 B IPv6 (NERE K USNERA » & —
T xAALEOT RL AN IPv6)

[Basic] /SR IJLD T 4 —)L F

* [Peer IP Address] : IP 7 KL A (IPv4 L7213 1Pv6) ZHREL. TDT RLAZ AL T 4 v
TIZFTHMEIDERETEET,

« [Connection Name] : Z Dt 7' 10 7 7 A JLIZEID Y THNIZLAFTZfE LET, Edit BERE
DYE. D7 4 —)b FITFE RGN TY, #4038, [Peer IP Address] 7 1 —/L R THE
ENDIPT FLARERULICARD X ITHETEET,

* [Interface] : ZDOEFZETHHT H 1M X —T oA ALTIRLET,

* [Protected Networks] : Z D CRrR#ESI N TWH e —ILBI RNV E—h Xy NU—7 %
BIREITEELET

o [IP Address Type] : 7 KL AN IPv4 7 KL AE72I1LIPv6 7 KL ADWTNTH D00 %
BELET,

* [Local Network] : 2 —H/L v hT—27DIP 7 KL AZMEL 7,

* [...] : [Browse Local Network] ¥4 70 7R v 7 ANMHEET, ZOXATalRy
AT, v= fXy PU—7 2R TE £,

* [Remote Network] : YE—F Ry NV =7 DIP T RLAZEELET,

s [IPsec Enabling] : Z D72 7 7 A VDI NV—T KR — BIOZORY —THHE
L —7a haveEE Ly,

« [Group Policy Name] : Z D5t 7' 11 7 7 A WZBEAHT SN TNWDH T —F KUY 2—
EHEELET,

* [Manage] : [Browse Remote Network] % 4 7 02 7R 7 ABRAEET, XA Tw s
RNy 7 ZATE, VE—F Ry FU—7 ZBIRTEET,

* [Enable IKEv1] : 8 E L7/ V—7 R > —CTH—%H7 1 b a/)L IKEvl 2 A F—7
M LET,

* [Enable IKEV2] : fRE L7/ N—7 R o —THF—xfa~7 v F 2L IKEV2 &A1 1r—7
Mz LET,
* [IKEv1 Settings] Z 7 : IKEvl DR DFEGER ER L O 5L EZ R E L £7,

s [Pre-sharedKey] : F RV 7 —7 OFFHA T —DELfEE LET, Faliax—
DI RENL 128 LFTT,

* [Device Certificate] : 38:E CHEMA T2 IDAEHENH HHEIT. TOLRIZHEELE T,

* [Manage] : [Manage Identity Certificates] ¥ 4 7 2 7R v 7 ANRME £T, ZDOXA T 1
TRy 7 AT, TTIERESNTWDIEHFEOER, B LWVGEREOBN, FEE
DRI OETR, B EUREREOME LIIFHIBRZIT O 2 &R TEET,

* [IKE Policy] : IKE 7' o AR—H /L AT DM 5T LTV X 8% 1 DL EFEE L %
‘a_o
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* [Manage] : [Configure IKEv1 Proposals] % 1 7 1 7' 7R > 7 A3 B & 77,
* [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CiHT HE L7 /LY X Aa% 1 2Lk
BELET,
* [IKEV2 Settings] % 7 : IKEv2 DR OFREXER L O S LR EXFE L £7,

* [Local Pre-shared Key] : ~ > R/V Z—T7 OFFiH A —DEELBEE L ET, Faidk
AX—ORKEIT 128 LFTT,

* [Local Device Certificate] : #8alk CHEMT 2 IDGEAENH L8561, TOARITEIEE L
£

* [Manage] : [Manage Identity Certificates] % 4 7 1 7R v 7 ANPE T, ZOXA TR
TRy 7 AT, T CTICHEIN TV DHIEHEOFRIR, B LWGEEOBN, FEHE
DFFMORR, B LOGEHFEORE L 2 ITHIBRZIT ) Z LB TEET,

* [Remote Peer Pre-shared Key] : h > %/ Z—7 DU E— h €7 FaiaxF—DHE%E
WBELET, FRIEAXT—ORKEIT 128 XFETY,

* [Remote Peer Certificate Authentication] : = DO#%ke 7" 1 7 7 A /L™ IKEv2 8t FH OFEH
WA FF T 5I21E, [Allowed] 24 12 LET,

+ [Manage] : FEFAZE DO FRLCHIAEH E OB A %17 T& % [Manage CA Certificates] %
AT a7 REEET,

* [IKE Policy] : IKE 7R AR —H /L THEHT LR 5T LT X L% 1 DL EREL
7

* [Manage] : [Configure IKEv1 Proposals] % A 7 7 7R v 7 AN E £,

* [IPsec Proposal] : IPsec IKEvl 7' R —H )V CHERT AR BT VI Y X A% 1 2L E
BELET,

o [Select] : IKEV2 #ft DR T 0 7 7 A M T R—HP L E2EN B THZ ENTE D
[Select IPsec Proposals (Transform Sets)] %1 7 2 7 7R v 7 AN X £7,

s TR T v 7 7 A WIZiE. [Advanced] > [Crypto Map Entry, and Adv] HH Y £7°,

Site-to-Site F>RJL FIL—T

ASDM A > ® [Configuration] > [Site-to-Site VPN] > [Advanced] > [Tunnel Groups] TlX, IPsec
Site-to-Site #5711 7 7 A )b (Fr R T —T) DEMEEEELET, £/, IKEET &
L= YRFERT A—=F DOBR [KE X =TT T7A47 =4 Y T OFE, BLOT 741k
TN—T R —DFRGATO ZENTEET,
* [Name] : 2D b2 Z—FZED B CTHNT-ARTERE L ET, BdtHiEOLE, =
D7 4 —)v FIFFRRHHTY,
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B sitetosite ro s—7

— iz VPN B |

* [IKE Authentication] : IKE &7 OFRFETHH T 2 FATLA F—FB LN IDFEHF AT A —#

HEELET,
* [Pre-sharedKey] : ~ >RV 7 —7 OFFHA X —DELZfEE LET, Faldiax—

DEEREIT 128 XF T,

* [Identity Certificate] : F8FECHEH T 5 IDREAENH 2 5E51L. TOL4FIEREL T,
* [Manage] : [Manage Identity Certificates] % 4 7 2 7R v 7 ANRPE £, ZDOX AT R

TRy 7 ZATiE, T TICRESNNTWAIEAEDR IR, H LW GERAZEOBIN, FEAE
DOFEHOFR, BLOGEHEORE E-ITHIREITO Z &N TEET,

* [IKE Peer ID Validation] : IKE ©°7 ID DHNEE T = 7T 2089 nEEELET,
7 7 4V M & Required T9,

« [IPsec Enabling] : ZD#k 70 7 7 A VDI N—TF R —, BLOZFDORY o —THE
L7od—RH7 e haLziEELET,

« [Group Policy Name] : = D8t 7' 10 7 7 A VICEEAT T 5TV E 7 L—T R v—
EHEELET,

* [Manage] : [Browse Remote Network] 4 7 2 /R v 7 ARME £, ZOXA T
Ry 7 ATE, VE—bF Ry FY—7 ZEINTE LT,

¢ [Enable IKEv1] : 8 E L7/ V—7 R > —CTH—xH7 1 b a/L IKEvl A F—7
Mz LEd,

* [Enable IKEV2] : 8 E L7/ V—7 R > —CTH—xH7 1 b a /L IKEV2 A F—7
M LET,

* [IKEv1 Settings] % 7 : IKEvl DR DFRFER EF L O 5L ELHRE L 7,

s [Pre-sharedKey] : bRV 7V —7 OHFEFEHEAEF—OELFRE L T, FaiLHEx—
DI KENX 128 LFETT,

* [Device Certificate] : 3RaE CHEHT 2 IDFEIEN H H5501L, COA4ARIEZIEELET,

N

GE) —EporuarrAMI, T KRRV IRV E— TV AEE
IZLAN-E S 2RI TERNZ ENH Y 4, Foxri 7 —
TERHBITE WG E, T 74/ RT

tunnel-group-map default-group <tunnel-group-name>

WZRESNET (T 7 4 /v MHEIL DefaultRAGroup T9),

* [Manage] : [Manage Identity Certificates] A 7 2 7R v 7 ANRHEET, ZDOX AT 1
TRy 7 AT, T TICHRESNTWDHIAEHEDOR R, B LWGEHEOBN, FEHE
DFMOER, BRLOGHEFEORE L TZITHIREZITO) 2N TEET,
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* [IKE Policy] : IKE 7’ m AR—H /L THEHT 2057 V3 ) Xo% 1 DL ERREL

R

* [Manage] : [Configure IKEv1 Proposals] % 1 7 2 77K > 7 ZA3B & £ 77,

s [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CHERT LB EALT VT Y X 8% 120

RELET,

* [IKEv2 Settings] % 7 : IKEv2 DR DOFRFER EF L O 5L EXHE L 7,
s [Local Pre-shared Key] : k> /v Z—T7OHEFFAF—DOEEZIEE LET, Faidk

B X —OHKEIT 128 X% T,

* [Local Device Certificate] : 784l CHEM T2 IDFEERH LA 1. TOA4RITEIEE L

joo

* [Manage] : [Manage Identity Certificates] % 4 7 1 7R v 7 ANPE T, ZOXA TR

TRy 7 AT, T TICRESNL TV DAEHEFEOFRR, H LOGEHF OB, FEHE
DFFEMOFIR, B L UOREHFEORE E7ITHIRZITO 2 LN TEET,

* [Remote Peer Pre-shared Key] : h > /L Z—7 DY £— h 7 FRiHAF—DEE

HBELET, FridaF—oRKEIT 128 XFTT,

« [Remote Peer Certificate Authentication] : = D7 10 7 7 A /LD IKEvV2 ##5¢ FH D FFA

WRAAFF AT I, [Allowed] &40 LET,

* [Manage] : FERIE DR RCHIRFEI E DB % 5517 C X 5 [Manage CA Certificates] &

A7 a7 REEET,

* [IKE Policy] : IKE 7' m AR —H /L THEHT LH 5T 3 X L% 1 DL ERREL

¥

* [Manage] : [Configure IKEv1 Proposals] % A 7 7 77K v 7 AN E £,

* [IPsec Proposal] : IPsec IKEvl 7' v AR —H /L CHEHT L0557 VY X 8% 1 2Lk

fRELET,

s [Select] : IKEV2 #ft D 70 7 7 A MZ T B R—F L EZED B TH ENTED

[Select IPsec Proposals (Transform Sets)] % 4 7 12 778 v 7 AN & 97,

* [IKE Keepalive] : IKE ¥ —7"7 54 7 E=X2 J v Th A F—T ML, REZITVET,
WOBIEDOH S 1 SRR TE £,

* [Disable Keep Alives] : IKE X —77 74 75 A X —T7NVEIIT 4 =T MICLE

D

* [MonitorKeep Alives] : IKE X —7"7 74 7 =4V 7 A X—TNVEIIIT 4 E—

TMZLET, ZOF T arEFERT B L, [Confidence Interval] 7 ¢ — /L K & [Retry
Interval] 7 4 —/V BRI TE L L 912720 £7,

* [Confidence Interval] : IKE &% —7"7 7 A 7 OEHEMREEHEE LEd, Ziuid, ASA N

F—TTIATE=LN T BT HETIZ, ET7BT A RVIREEZ kR T 58
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. Site-to-Site K IO T 7 AL, BEER YT IV LY

0]Cd, /10, K300 T, VE—KT 7RI A—TDFT 7/ MI10
W,

s [RetryInterval] : IKEX—77 747DV 7 A BOFHEEEZfRELET, 7 741
MEIX 2 BT,

* [Head end will never initiate keepalive monitoring] : Y1 ~D ASA WX —T7T 714 7
TV T EBB LRV I ITHELET,

Site-to-Site EfH O T 7ML, BBEEYYIT TR

TOEATa s Ry 7 AT, BAED Site-to-Site ks 72 7 7 A L DIEE T A—F EHEEL
F9,

s [Priority] : —EHEDOTT7A AV T 4 (1~65543, | BEmDTT7A AV T 1) , IKEFXRTV
T— g UNBEND L, AT —L g VEBBTAE T REDORY —F_TH Y
E— R ETIWEEEFELEST, VE—F ETIE, —ETH2RV =B nE50, a7
DRIV —%TT7AF VT 4 HICHRBELET,

s [Perfect Forward Secrecy] : FFiE @ IPsec SA O X — ML OFREIF R (OF—7p L) »HiE
HENTZEDTRWZ EEZRFELE T, PFSICLYD . WEEN T —Z X TE/2L LT
b, TOF=OMOF—ZEHTEIRNLIITLET, PFSZA X—7MTT DL,
Diffie-Hellman Group Y A b37 7 7 ¢ 712720 £,

« [Diffie-Hellman Group] : 2 2@ IPsec £°7 28, fHAICHAREE R L mET 5 Z &7 <
A MEERZEH T 572D 5 ID, Group1 (768 £~ k) | Group2 (1024
By b)) . BEOGroup 5 (1536 B k) OHnHERL £,

* [Enable NAT-T] : = D7 U 2—@ NAT Traversal (NAT-T) %A x—7 /ML ET, il
LD IPsec BT I1E, NAT 7 /34 A% 4 LCUE— h 77 &AL LAN-to-LAN Ofij )7 Dz
N TEET,

« [Enable Reverse Route Injection] : VE—hk R RADZL RAKRA U ML o THR#EINT
WERy NT—=F LRANDODA—T 47 TakvRZ, AXT 4 v 7 b— hHRHEINIC
FHASNDEOICTHZEMTEET,

* [Security Association Lifetime] : ¥ = U7 4 7V m— 2 (SA) OWRZERELE
To ZONRTA=ZIZEY, IPsecSAF—DT A 7 XA LOBPERMN AR ELET, 74
72 A 5%, IPsec SA BHIRGIALZ 72 2 £ CoOfFlIM AR L, FrLnFd—LHRray
T— T OMENRDHY £,

* [Time] : i (hh) | 20 (mm) . BEOF (ss) HALTSADT A 77 A LEfRELE
‘g—O

s [Traffic Volume] : ¥ 2 /3A NEALDONT 7 4 v 7 TSATAT7HA LEERLET,
IPsecSAMHIBUINIZ R ETOR_XSM a— RKTF—ZDFa X MEE AN LET, &
/JMEIX 100 KB, T 7 4 /L MEL 10000 KB, fHRfEIX 2147483647 KB T,
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« [Static Crypto Map Entry Parameters] : £°7 IP 7 K L A28 Static (ZF5/E STV DHAIT,
WOBNNT A =R ERELET,

* [Connection Type] : #F Al SN DR T =—3 3 > %, bidirectional, answer-only, %7z
I3 originate-only & L CHEE L £7,

* [Send ID Cert. Chain] : fEFHETF = — U BEOEEEZ A F—T M LET,

* [IKE Negotiation Mode] : SA, Main, F721% Aggressive DG, By N7 v 7 TF—
HRELZHT DL EDE—FERELET, FAvT—va VOREAREMNTS
EF—RbEINET, WEMTEESI R T =—2 3 LET, Aggressive T— Rt
T, HT Ly b ERBREE A DR T L ENTEETN, BES—T 4
D ID IR SN EH e Main T— FIIEHT, 7w b EZHEENR L <20 £F
BN, WENR=T 4O ERELET., 20— RILVLEMEREL, T 74V K
TEIRSNTWET, [Aggressive] #18RT % & | [Diffie-Hellman Group] U A h 37 7
T4 IR ET,

[Diffie-Hellman Group] : 2 -2® IPsec 7 23, FHAIZHAMEIGRAEIET HZ L2 <
WHEMEEREZGEH T 57-OIEHT 5 ID, Group1 (768 > ~) | Group2 (1024
By b)) . BEOGroup5 (1536 B k) OHFMNHERL £,

CASIFAENEHE
CAZFAEDEMIZ, VE—F 727 A VPN &% M VPN ICEA S ET,

» Site-to_site DIFA : [IKE Peer Authentication] ® [Manage] 27 U v 7 9% & [Manage CA
Certificates] A 7 12 7R v 7 ZANPI& £97,

« UE— |k 77X VPN Tid, [Certificate Management] > [CA Certificates] 227 U v 7 L
\i‘a_O

ZOFAT TRy 7 ZAEHEH LT, IKE E7RGECTHEA R/ CAFEIED U A o= b
V%, For, BN, WL, BLOHIFRLE£7, [Manage CA Certificates] A 7 12 7R v 7 AT
X, FEIEFEOF T, GEEORITIC, AEHEOAMIR, BLOFRIHT =47 L, BIERE
STV HAEHFEDOFE RN —RERINET,

* [Add or Edit] : [Install Certificate] %1 7 & 7 7K v 7 A ¥ 721 [Edit Certificate] %1 7 1 7 7K v
JAMHEET, oo XATr s Ry 7 AT, iEAEOEREZEE L, iEHELA
VARN—NLTEET

* [Show Details] : 77— 7 /L Ci#iR T DFEFEOFEMIER AL X R L ET,

* [Delete] : ER LFEAEZ T —7 L OHIBRLEY, MBSO, RVELLTEEE
}\/o
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B sicosiezminoy L, EZBEO R -1

Site-to-Site =t O 7 7 A I, SEBAZEDA VX —IL
TOXATa SRy 7 AERER LT, LW CAZEHAEL A 2 F—L LET, ROWVT N
D FETHEAELIETE £ 7,
GFHE T A NVEBRLTC T 7 ANNDBA A =L LET,
« TS E D PEM IEXROGEHET XA M2 20X AT 7Ry 7 ANOR v 7 AL
DAFIFET,

« [Use SCEP] : Simple Certificate Enrollment Protocol (SCEP) Of#i f & fiE L £4, iFAE

P—EZADT R4 1%, Windows Server 2003 7 7 2 U THEIT S F 3, SCEP 71 h=/v
DY R— P2 L, 2TV 2 aDL—FBIOMMOFER Y NU—27 F34 2

%, GEELT G CTEE T,

* [SCEP URL: http://] : SCEP {F#®» & 7 > v — RIed URL #f8E L £ 7,
* [Retry Period] : SCEP 7 = V) —[j D MZERBIF 2 0B CTHRE L £,
* [Retry Count] : U b7 A O KHFREEEZREL T,

* [More Options] : [Configure Options for CA Certificate] % A 7 2 7' 7R v 7 AN £,

ZOEAT R Ry 7 A LT, ZOIPsec UE— |k 77 & AHKED CAFEREFEDOREIZ
BT 253MAIBELET, ZOXATal Ry I RIEENDI XA TR TRy 7 A,
[Revocation Check], [CRL Retrieval Policy], [CRL Retrieval Method], [OCSP Rules], L
[Advanced] T,

[Revocation Check] # A 7 v 778 v 7 A1, CAGEAZERIMERICET 2 MAfiE T 57201
EALET,
AT var R ALY KREICOWTGENEFEE T = v 7 T50E I nEEELE
9, [Do not check certificates for revocation] ¥ 7= |& [Check Certificates for revocation] Z 3R L
i ‘j‘o

* [Revocation Methods area] : K#hF = v 7 I 5 575 (CRL £721X OCSP) . BLO*%
NoOFEEERTDIEFEZHRETCEET, WINh—FEIIW GO TEEZERTE £
‘a‘o

AnyConnectVPN 7 S A4 72 b 4 A —

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Client Software]
~A N2, ASDM TEIE &7z AnyConnect 7 7 A 72 b A A—U N —ERRINET,

[AnyConnect Client Image] 7—7 /L : ASDM TiRE SN2y 75— T 7 A PR RINE
To ASABVE—FPCICAA—VEX T B— T DIEFEZRETEET,

* [Add] : [Add AnyConnect Client Image] # A 7 2 /R v 7 ANEKRENET, ZOXAT R
TRy VAT, 77932 ARVADT 7 ANEI TAT UV M A A= T7 AL
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AnyConnectVPN 7 S A 7V b A A= .

THRELED, 799y a AEINL, JI9AT VM AA—VLELTHRETDI 7740
EERLI-VTCExET, £, VAN EBa—H) o a— N6 T7 Ty a AT
W27y 7r—F35Z2 L TEET,

* [Replace] : [Replace AnyConnect Client Image] %A 7 R V7R v 7 ANFRINET, ZTDH

ATRITRYIATIEH, 77932 AFRVRNDT 7 ANETTAT A A= LLT
FEE LT, [SSL VPN Client Image] 7— 7 /L TR L7 A A=V L EH T ET, £/,
TrANER—AN arta—FNn6T7 7y va ARV Ty 7 e—RT52 LT
i‘j‘o

e [Delete] : 7—TNInbA A=V EHIRLET, A A—TVZHIRLTH, Ny Fr—Y 77

AWNIT T v anbiiBREnEEA,

* [Move Up] 33 & U [Move Down] : ERHIE FRETZM#EH LT, ASABYE—KPCIZY 7

ATV MARA—TEFT 0= RTHIEFEERLET, T—TNLDO—FEIZHDHA A—
VERINZZ T ue—FRLET, 20D, B EILKFERTEIAL—FT 4 T VAT A
THHINAA A=V % —F BB T AVLERL Y £97,

AnyConnect VPN S A 7> b 4 A— B/

TDONALUTIE, ASA 7T vy a2 AEY LOT A IVDLARIZIBEL T, TOT 7 A V%
AnyConnect 7 7 A4 7 M A A=Y L LTEMLIEYD, 7—7/UZT CICREHi SN TNDA A—
VEBBTAHIENTEET, o, WBHTAETrANET Ty AR YNLRRLIED,
B—H) AL Ea—ENnLT7 7 ANET v 7= KLV T52 L TEET,

« [Flash SVC Image] : SSLVPN 7 7 A4 7 > b A A=V L LR+ 5, 77 v o AEY

NOZ 7 A VEFRELET,

s [BrowseFlash] : 77 v ¥ 2 AEVITHMHINTNDTRXTOT 7 A /LA BT 5 [Browse

Flash Dialog] # A4 70 /ARy 7 AR LET,

* [Upload] : [UploadImage] ¥4 7 0 /AR v 7 ANFREINET, ZOXA TRy 7 AT

I, 2947 A A=V ELTRET D77 A V20—V PCINGT v 71— FTX
£

* [Regular expression to match user-agent] : ASA 23, 7 7 7 ¥/ & X u7- User-Agent 375

EOBRBITHERT A CFHNEEELET, TN 2—FORE, ZOMEAHH L TE
NA N TAA ZDOEHGERFR 2 EMCE 3, 77 UHIT ASA IHHET 5 & &I, HTTP
~w Z—|Z User-Agent L7HN & EHET, ASA BXTHEZE L, ZTDOLTHNRNT I
NOAA=VRICHRESNTZRE T L, MO TAT U R ARA=VIFET A NS
T, B LA A—UREEBIIF Y e — RERET,

AnyConnectVPN V) S A 7o b A A= A A—=DDOF7 v TA—F

IDORALTEH, a—HN arva—FFERi3exa VT T 794 T ADT T vvra A
EVITHEMESN TS, AnyConnect 7 7 A 72 b A A=V L LCHNT 27 7 A VDS A%
BETEET, =WV avta— X503 Xa2 VT4 TTIAT U ADT T v a AE
UG, W57 7 A NVEZRTEET,
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. AnyConnect VPN ¥ 5 A 7 > MERDERE

* [Local FilePath] : @ —Z/L 1 B2 —Z|THEM STV D, SSLVPNZ T4 T b A A—
CELTHNT D7 7 A NVOLARTERELET,

* [Browse Local Files] : [Select File Path] % 4 7 2 V7R v 7 ANKRINET, ZDOX AT 1
IRy 7 ATIE, m—=AN A Ea—F EOFTXTOT 7 A NVvEeRRm L, 7747 b
AA=TELTHBT D7 7 A NERIRTE £,

* [Flash File System Path] : X 2 U7 4 77 I7A T ADT7 T va AEVITHKMINT
W2, SSLVPN 7 747 b A A=V L LTHBIT 27 7 A VOA4TTEZFEL ET,

* [Browse Flash] : [Browse Flash] # A4 7 2 /R v 7 ANTREINET, ZOXAT R TRy
JATHE, ¥Xa )T 4 TTIATVADT Ty va AEVIEMEINTHETRTO
Tr7ANERR L, VAT b AA=VE L THMBIT L7 7 A NVERINTEE T,

* [Upload File] : 7 7 A VDT v 71— KZBAEL £7°,

AnyConnect VPN 7 5 14 7 > FMEH DR TE

AnyConnect 7 S A 7> b 7R T 74 ILDEKRE

AnyConnect 7 7 A 7k 7’1 7 7 A )L % _TO AnyConnect = — |27 v —/ VLI REHT 5
», FF2—TFOIN—T R =l T2 —PITET D LI ICASA ZHETEE
T, WE, —WFE, A A =L ENTWD AnyConnect T =— /LT L2 1 O2DF7 5347
TR T AN ERLET, 2= FIERO T e T AV EFHD S THI L TEET, -
LR, EEOGITTHEET 52 —FITiT, BEOTe 7 7 AAPREIIRDLZENHY E
T, —EHOTR T 7 A NVEE (SBL2E) X, /r— UL LV THERAZGIELET, 0
OREIX, FFEDHFA MIEATHY, BRINTFAA ML R F9,

AnyConnect 7 7 A4 7~ 77 7 A )VOLERL L BB, BENY T4 7 MEREDHIE OFER
IZ2WTIX,  [AnyConnect VPN Client Administrator Guide] #ZM L T 72 &0,

7547 b 7a 77 A NE, [Configuration] > [Remote Access VPN] > [Network (Client) Access]
> [AnyConnect Client Profile] TF%E L £ 7,

[Add/Import] : [Add AnyConnect Client Profiles] # A 7 2 VAR v 7 ANFRINET, ZDOXA
TaTRy I ATIX, 7732 AERVNOT 7 A NVET a7y A VELTHRELED, 7
Tyva AEVEBRL TR 77 ANVELTRET D7 7 A VERB LY T ET, £
oo Z7ANER—R)N AL Ea—EnbT7T7yva AEVCT vy 7Fa—RT52LbTE
£7

* [Profile Name] : 7 /L —=7" 7R U >—@ AnyConnect 7 7 A 7> s 7u 7 7 A VERELE
R

* [Profile Usage] : I #IC/ERR SN/ L T2 v 7 7 A /WZEID S THNIME (VPN, R v
NT—2 T HA~F—T %, WebtF¥2UT ¢, ISERAF ¥, £/2IZAMP A *—7
F) #FRELET, ASDMA, XML 7 7 A L CHESNT- R AT L WES, ey
THET R RNPEIRAEEICR D, Hig¥ A 7% FEICEIRTX £,
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AnyConnect 57 1 v 7 (<3 Bk y k7—2 7 FL2 B0 ]

* [Profile Usage] : Ic#ICAERR SN/ X7 a7 7 A MZEN0 4 THNZH®E (VPN, R v
NTD—2 778 Z2 w32 —V%, WebtxaUTF 4, ISERAF ¥, AMP A X —7 T,
Fv b U — 7 AT Y 2 —)b, F 7213 Umbrella Roaming Security) %3/~ L £7, ASDM
25, XML 7 7 A VTHRESNT-A@REZFE#R L WEA, Rey 77X or U R REiRA
BEIC/2 0, g4 A T2 FETRIRTE 77,

* [Profile Location] : ASA D7 T v a AEVNDT a7 7 A4V 7 7 A N~D/RXALREL
T, ZOT7 7 ANABFELRVNGES, ASAIZTT a7 7 AT T L— MZHESWTT 7
ANEERR L ET,

* [Group Policy] : 7R 7 7 A NDITN—T R —%BELET, 7077 AL,
AnyComnect 7 7 A 7 b &L HIZZD I N—T R =B L TWDHa2—HFicF v a—
FEET,

[Edit] : [Edit SSL VPN Client Profile] 7 1 > RUNERRINET, ZTOUV 4 FUTHE, 7'm
77 A MIEENTUWD AnyConnect 7 74 7 2 MERBORELXZLEE TE £,
[T RAFR— b (Export) |
« [Device Profile Path] : 710 7 7 A )L 7 7 A L DRAB LR T 7 A N EERLET,
s [LocalPath] : SA L 77 ANZEREL TR I 7 AN T 7 ANV ET I AR—FLET,
* [BrowseLocal] : 2— N/ TNRA AT 7 A )V VAT LESRTDHIZE, Tnxzr Vv s L
TU 4y RyzEBLET,
[Delete] : 7—7 A b7 a7 7 A VEHIBRLET, 7B 7 74 L EHIFRLTH, XML 7 7 A
MIT7 T v ah bl EEA,

[AnyConnect Client Profiles] 7—7/1 : AnyConnect 7 74 7> h 7 u 77 A /L& LTHREIN
72XML 7 7 A VERRFLET,

AnyConnect F 5 7 4 v 7 IZRT 532y T —0 7 FLRAZEBRD R

Xy NU—27 7 RUAZEH (NAT) #3795 K 91T ASA Zi%iE L7255 1%, AnyConnect 7
TAT R, Wbty hT—7 BLXODMZ 0D Y — AN AEICER 2B TE 5 X )
\Z, UE—hK 7278 AAnyConnect 7 74 7> b 8T 7 4 v 7 BEBONRINCT HLEN S
W EF, AnyConnect 7 7 A4 7 b NF 7 4 v 7 B BEHOKGINTTE /2 & AnyConnect 7
TAT Y PBIOMMORZEY V—ARBEETE R ET,

(74T T 47 4 NAT)  ( INAT 50b%) & BIEENRTWD) ICED T L AZH I
TEFET, ZHICEVDIERMIZNAT BEESNET, 74T 7T 47 4 NAT 3207 KL
A T—=), T RVA PV T Xy hU—7 F2EF2o00V 7%y hU—Z7 B THAT
xFE7,

ZOFIEZ, BIcHD Ry bT—7 MARBRTYOROEED Ry NT—7 7=/ FNETT
AT T 4T 4 NAT 3% €T D HiEZ R L TWET, £iLHiE, Engineering VPN 7 KL A
7=, SalessVPN 7 KL A F—)L x> hT—Z N, DMZ *v hT—7 BIOA ¥ —
X N CH, TAT T 47 4 NAT RE TIEZNZ4L, NAT BRI 1 SHETT,
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— iz VPN B |
B anvcomnect F5 70 o izTBRY FU—2 7 RLRAZHEORE

RAGWNI AT rDTATUTAT4 NATERETHRY FT—0 FRLRA T RLyP Uy

2YRIT=DFLET RLR |2y FT—9RFE7 KL |7 FLAREE

J— X T—IL%
IRy T —2 inside-network 10.50.50.0 - 10.50.50.255

Engineering VPN 7 K L 2 ~"— | Engineering-VPN 10.60.60.1 - 10.60.60.254

v

Sales VPN 7 KL & 7— /L Sales-VPN 10.70.70.1 - 10.70.70.254

DMZ-network 192.168.1.0 - 192.168.1.255

DMZ % v hU—7

FIE

ATv 71 ASDM 21 7 A > L. [Configuration] > [Firewall] > [NAT Rules] (Zf&8) L £,
AT 72 Engineering VPN 7 K LA 7 —/)L DR A k3 Sales VPN 7 R LA 77— )LDRA MR TE 5
X 9. NAT HAIZ/ER L %9, ASA 73 Unified NAT 7 — 7 /L OOAI L Y 4812 Z oA
Z i+ % L 912, [NAT Rules] ~21 > C, [Add]>[Add NAT Rule Before "Network Object" NAT
rules] (I8 L £,
GE)  NATA—UE by 7 X7 HFATHRINC B LI V— A DIRICER S ET, ASA
WZED W T ATy RRRED NAT BRIl & —87 5 & 2l EiHlid Thh £
A, ASA 7 NAT HAIZ 7 F - CT/AHEZ NAT BANC—E L7ev X 9| Unified NAT
T — 7V OSEHEICHR b [EA O NAT HEI B ET 5 2 L NEETT,

7 VPN B



| —meears veN s
AnyConnect 57 1 v 7 (<3 Bk y k7—2 7 FL2 B0 ]

1:[Add NAT Rule] ¥4 7R 45 Ky o R

B= Add NAT Rule

Makch Criteria; Original Packet

Source Interface: —— ANy -- Vi Destination Interface: : Ay -- bl
Source Address: EEngineering—\p‘PN E]l Destination Address: !Sales—\fPN E]I
L == L J|

Service: !an\; ;

Action: Translated Packet

Source MAT Type: :-SEEEIC—V!

Source Address: i Original -- Bi Destination Address: i-- Original -- E]l
Fall th Service: !-- Criginal - B.

Options :

Enable rule

Direction: Bath w

Description: | |

[ [0 4 ][ Cancel ][ Help ]

245512

a) [Match criteria: Original Packet] =V 7 C, IRD 7 4 —/L R&Z&E L £ 7,
* [Source Interface:] Any

* [Destination Interface:] Any

* [Source Address:] [Source Address] 7 7 7 A ;R ¥ % 7 1 v 7 L. Engineering VPN 7~ R
VAT —=NERTRy NT—0 AT V=7 bVeAFLET, A7 V=7 b 2 AT %
7 RUAD[Range] & LTEELET, HEY RLA T A b—3 g 2 b—/LdB
MLUZNTL IS0,

* [Destination Address:] [Destination Address] 77 7 A R # %27V v 7 L, Sales VPN 7
RVA F—= Nt Hxy NT—7 707 Nk LES, 707 b XA
7 RLAD[Range] L LTEZELET, HE)Z RLA M7 AL —3 g b—/Ud
BIMLRNTL ZE0,

—ferarz N EE I}
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B anvcomnect b5 710 v oIz BRY FU—Y 7 KLATHRORE

B2:VPN7 FLR T—LDry hT—9 AT ) DR

B= Add Metwork Object

Marmne: EEngineering-VPl‘]

Type: ; Range W .

End Address: |10.60.60.254

|
|
Start Addre. ., |10.60.60,1 |
|
J
|

Description: EEngineering WPM address pool

.

NAT

[] Add automatic Address Translation Rules

I [w]'8 ][ Cancel ][ Help ]

245513

b) [Action Translated Packet] =U 7 C, IRD7 4 —/V REFZRELET,
* [Source NAT Type:] Static
* [Source Address:] Original
* [Destination Address:] Original

* [Service:] Original

c) [Options] =V 7T, RDOT 44—V RERELET,
* [Enable rule] &4 12 LET,
+ [Translate DNS replies that match this rule] 24 723 57, ZZlZLTBE£7,
« [Direction:] Both
* [Description:] HLAIOFL A2 A L E T,
d [OK]%#7 Vw7 LET,
e) [EH (Apply) 1227V > 27 LET,
CLI O :

nat source static Engineering-VPN Engineering-VPN destination static Sales-VPN
Sales-VPN

f) [Send]| %7V >Z7 LET,

7 VPN B
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ATvT3

ATv74

ATy TH

AnyConnect 57 1 v 7 (<3 Bk y k7—2 7 FL2 B0 ]

ASA NAT ZFATL T D L E(Z, [W U VPN 7 —/LIND 2 DDA A MR EWZHERTE 5
I, FIFENDHDHRA RS VPN b RV TA 2 —3Ry MTHERRTE 5 & 912,
[Enable traffic between two or more hosts connected to the same interface] 7'+ a > & A F— 7 /V|Z
TOHOMENRDHY £T, ZH%EITHI1ZIL, ASDM T [Configuration] > [Device Setup] > [Interface
Settings] > [Interfaces] % & L £ 7, [Interface] /X% /LD F @ [Enable traffic between two or more
hosts connected to the same interface] 4 2 LT, [Applyl &2 U v 27 L& T,

CLI O -

same-security-traffic permit inter-interface

Engineering VPN 7 R L' 2 7*— /LD 7R A k7% Engineering VPN 7 R L' 2 77— /)L DAD R A MZ
R TE D L9, NAT HHIAERL L £97, ERETHAIZ/ER L7z & & L RIERIC Z ORI A 1F
% L ¥9, 7272 L. [Match criteria: Original Packet] = U 7 C. Engineering VPN 7 K L A 7' — /L
ERREILLFEDOM DT RL AL LTHRELET,
Engineering VPN U E— h 77X 7 747 b3 TN Xy NU—ZIZBETEH LD
NAT BRIZER L ET, ZOBRAIMLOBIRIE Y 08I0 BL S D K 912, [NAT Rules] XA
> C. [Add] > [Add NAT Rule Before "Network Object" NAT rules] Z &R L £ 7,
a) [Match criteria: Original Packet] =V 7 C, IRD 7 4 — /L FEFHRELE T,

* [Source Interface:] Any

* [Destination Interface:] Any

* [Source Address:] [Source Address] 77 VA RZ &7 Vv L, Wity hU—7 %
FIT Ry NU—0 A7V FEERLET, 7V N XA TET FLAD
[Network] & LCERZLET, HEIT LA N T AL —va ¥y b—/LTEMLZRN
TLIEEY,

* [Destination Address:] [Destination Address] 77 7 X AR ¥ > % 7 U > 7 L. Engineering
VPN7 RL AR =V a2RT Ry NT—0 77 FEERLET,

—ferarz N EE I}
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B anvcomnect b5 710 v oIz BRY FU—Y 7 KLATHRORE

3:inside-network 7 - DB

B= Add Metwork Object

M
Marne: |inside-netwark. |

Type: i Tekiwork, W !

IP Address: | 10.50.50.0 |

MNetmask:  |255.255.255.0 v
Description: Einside niebwark, |
INAT 2l

[] Add automatic Address Translation Rules

I [w]'8 ][ Cancel ][ Help ]

249511

b) [Action Translated Packet] =U 7 C, IRD7 4 —/V REFZRELET,
* [Source NAT Type:] Static
* [Source Address:] Original
* [Destination Address:] Original

* [Service:] Original

¢) [Options] =Y T T, ROTZ 44—/ FERELET,
* [Enable rule] A4 12 LET,
* [Translate DNS replies that match this rule] 4 723 57>, ZZICLTBEE T,
* [Direction:] Both

* [Description:] HLAIOFL A2 A L E T,

d) [OK] &2V v LET,
e) [EA (Apply) 127 VU7 LET,

CLI O

nat source static inside-network inside-network destination static Engineering-VPN
Engineering-VPN

7 VPN B



—$RE973 VPN B
AnyConnect 57 1 v 7 (<3 Bk y k7—2 7 FL2 B0 ]

ATV T6 ATV TSOIENES TH LWHRIZER L. Engineering VPN 7 K L 2 7' —/L & DMZ % v
N — VOB DT AT T 47 A NATERELET, DMZXy NV —27 &% ELT KL
A Engineering VPN 7 KL A 7 —)L & 565567 RL AL LTHEMALET,

ATYTT HLWNAT BAIZER L. Engineering VPN 7 K LA 77— L h  FIUEHCTA X —F v b
T 78 ATEDLLIICLET, ZOBA. TAT T 4T 4 NAT (ZEH L EHA, EET
T RVARZTFZARX—=RK T RLVANGA U H—Fy b Vv—TF 4 VT R[EERT R AIZERT
72T, ZORAIZERT 51T, ROFIRITHENE T,

a) ZOMAOHEAI LY &AM IS K 51T, [NAT Rules] ~~4 > T, [Add] > [Add
NAT Rule Before "Network Object" NAT rules] Z #&R L £,
b) [Match criteria: Original Packet] =V 7 C, IRD 7 4 —/V REFHELE T,

* [Source Interface:] Any

* [Destination Interface:] Any, [Action: Translated Packet] == U 7 @ [Source Address] T
[outside] Z R T 5 L. D7 4 —/L RIZHBMIC Toutside] AT SIET,

* [Source Address] : [Source Address] 77 W A iR ¥ % 7 U v 7 L. Engineering VPN 7
RLARA T —NagKT Ry NI—T 7 V=7 FE@RINLET,

* [Destination Address:] Any

c) [Action Translated Packet] =U 7 C, IRD 7 4 — /L R&EFHELET,
* [Source NAT Type:] Dynamic PAT (Hide)

* [Source Address:] [Source Address] 77 7V X RZ %27 V27 LT, outside A > ¥ —
T A AR ET,

* [Destination Address:] Original

* [Service:] Original

d) [Options] =V 7T, IROT 4 —/V RERELET,
* [Enable rule] 4 12 L E T,
* [Translate DNS replies that match this rule] 24 723 57, ZlZLTHBEE T,
« [Direction:] Both
* [Description:] BRI DFIAZ AT L £,
e) [OK]%27 VU vZ7 LET,
f) [EH (Apply) 127 U7 LT,
CLI O3]

nat (any,outside) source dynamic Engineering-VPN interface

—ferarz N EE I}



. AnyConnect HostScan

4: Unified NAT 7— 7 )L

— iz VPN B |

File Wiew Tools ‘wizards ‘Window Help Look For! [
7 Home | &% Corfiguration| [ ] Monitaring | | ] 5 Refresh Biack 2 el
g] Home (G325, Canfiguration| | 1 Manitaring | ave efres | a0 \_‘;] | & Help |
Firewall g & = Confiquration = Firewall > NAT Rules
| B Access Rules ~ E : i : ; -
e Aadd Edit Delete By 6 Find Diagram o ! Packet Trace
B [So ] cor Wosits # % % 5 B Q rod B oo 3
----- Q, Service Policy Rules Match Criteria: Original Packet Action:
""" ﬁ ,q,;:,,c., Rulnles Source Intf | Dest Intf | Source Destination Setvice SOUrce
=g Filker Rules | - .
=] 1 A A e 7 - = - Origil
_____ @ Public Servers vy Iy iﬁu Engingering-¥Fh dﬂ: Sales-YPM @ any r!g!na
5L | JR|. Filtering Servers Arey Arey ﬁ,; Sales-YPH _-,_135 Engineering-¥PM @@ any -- Origina
i) Threat Detection 2 Any Any mf Engineering-¥PM @B Enginesring-wWPM @@ any -- Origina
| - Ay Ay M Engineering-¥PM B8 Engineering-wPM @@ any -- Origing
""""" 3 Any Ay B inside-network, B Engineering-¥PN & any -- Origina
kﬁ) Device Setup Ay Ay @ Engineering-¥PH  mf inside-network @ any -- Origina
g_ Firewal 4 Any Aniy affh DMZ-network. B8 Engineering-¥PM @@ any -- Origina
Tfj i Aty Aty af Enginesring-wPN @l DMZ-network @ any -- Origina
2}, Remote Access VPN c.ut:-.i-:IEe ﬂ Engineering-¥Ph #any
. | = "Metwork Object” NAT {Rule &)
7, aite-to-Site Y¥FM £ management outside = asdm_cuma @ any Tk 5443 8 zzz
Esid gl 222 -- Origi
&5’ Trend Micra Content Security RS IHEDAGE v G A 82222 I 5443 AL
: %
E} Device Managenent —
.
Configuration changes saved successfully, Hs Ackive docs 15 @ I

AT w78 Engineering VPN 7 K L A 7 —)LinZE D7 —/)VEHIK, Sales VPN 7 KL A 7 —)L WNElx > b

U—7 DMZ%y hU—7, BXOA o Z—Fy MTRET DL

- L
CEX AE

L7-11Z. Sales

VPN 7 RV A =V OWCHR U A E B0 RTHERHLVES, 74T T 4T 4
NAT LT, SalesVPN 7 KL 2 F—)L h5 7 ¢ v 77, SalessVPN T KL & 7 —/L_
Wity hU—27_  DMZF* v hU—27 BLOA v ¥ —Fy MEOFRy hU—27 7 RLRAE

DG E D L oI LET,
ATvT9
HAAZ S22 L9,

AnyConnect HostScan

ASA @ [File] * = = — T [Save Running Configuration to Flash] Z3®& L, 717 > 7 47 1 NAT

AnyConnect 78N A F ¥ £ 2 —/L{Z XY, AnyConnect Secure Mobility Client (X785 A MMZA > &
= ENTWDANL—=T VT VAT A BIOTUFUANA TUFASNAL T =T |
TrATUA—NDEY T N =7 @ TEET, ZOERIE. HostScan 7 7'V rr— 3
WChoTEEENET, RAF ¥ TEAA L FTIL, A A M HostScan 731 > A h—/L X

TWDHRENRH Y £7,

7 VPN B



| —#aa7s VPN B E
HostScan DR &M .

HostScan D RITIE &4

AnyConnect Secure Mobility Client Z R A F v £V 2 —/L & & AT H121E, HIETHHRD X
578 ASA T R—R v FIRMLETT,

* ASA 8.4

* ASDM 6.4

XD AnyConnect #§REIX, RATF ¥ EV a2 —NEZA VA N—LTHRLENRDY T,
« SCEP #iE
s AnyConnect 7 L A U EV a2 —/b
RAF ¥ TV 2a—E, WOWTNNDT Ty b7 r—HIZA VA M=V TEET,
« Windows 7, 8. 8.1, 10, 10RS1, RS2, RS3x86 (32 E'w }) LU x64 (64 £ )
* macOS 10.11, 10.12, 10.13

o Linux Red Hat 6, 7. Ubuntu 14.04 (LTS) B L0 16.04 (LTS) (64 £ FDH)

AnyConnect HostScan D5 1/ > X

RAF ¥ Y 2—/LZiE, KD AnyConnect 71 &2 v v 7 EUENRH Y £,
« 557K HostScan H AnyConnect Apex.,

« {11213, Advanced Endpoint Assessment 7 - & > A DS EE T,

HostScan /\ v 5r— <

HostScan /X 77— % ASA (A X > K7 1 /R /7 — hostscan-version.pkg & L T2 — R
THZENTEET, ZO7 74 ML, HostScan Y 7 b7 =7 & & H1Z, HostScan 7 A 77
UBIOYR—=FRPFENLTNET,

HostScan DA R r—JLE=IET7v THL—FK

ZOFNETIX, ASDM Zf#EH L, HostScan/Nw 7 —T% A VA —VEIET v 77 L—F
L. AL ¥,

| —ferarz N EE I}



— iz VPN B |

. HostScan DA VR b—ILEEFF7yvFHL—FK

\}

1R BHHEIIZ

G¥)

ATy T
ATvT2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T17
ATFvT8

ATFvT9
ATy 710
ATy TN

HostScan /3— g V43 x IR D 4.6 X LIEIZT v 77 L— R L L9 & LTWAEE., LAFIZ
FEST LT-BEAED AV/AS/FW DAP AR Y o —B X ONLUA A7 U 7 ~ 239X T HostScan 4.6.x VA&
LIEABRTHDL LV FRIGERTLIZ T — A ve—UNEREINET,

REZ WS SEDLTDICETTIVLERS DT XA BT FIERNFELET, ZOFIAT
E. ZOXAT TRy 7 A% LT, ZOREZRTFT DRI HostScan 4.4.x & AT %
EIOCEREEBITLET, ZOFIEZF 1L, [AnyConnect HostScan 4.3.x to 4.6.x Migration
Guidel] TFEMZRTFIEZZL TS 7ZE W, DFE V| BITT HIZIZTASDMDAP DR Y ¥ — R —
TICBE LT, PO AV/AS/FW BYEA R L CFETHIBRL THh b, LUA X7 U
N L, EEXWMXOMLENH FT,

FIE

hostscan_version-k9.pkg 7 7 A V& 2 Ea—X X a— RKLET,

ASDM % i&#E) L, [Configuration][Remote Access VPN] > [Secure Desktop Manager] [Host Scan Image]
> B L £,

[Upload] #7 U >~ 2 LT, HostScan /X 7 —YDatbt—%a L Ea—HnH5 ASAD KT AT
\ZHAE T D 21TV E T

[UploadImage] %4 7 & 7' 7R »» 77 AT [Browse Local Files] # 7 UV v 7 LT, B—Xh/L 3 Ea—
4 b HostScan /X v 77—V IR L ET,

g E X a— R L7z hostscan version-k9.pkg 7 7 A V&R L, [Select] 27 Vv 7 LE
9, [Local File Path] 7 4 —/L K & [Flash File System Path] 7 4 —/L RCT&EIR L7727 7 A LD/
2%, HostScan /X 7 — D7 v o — REDONRA BB L TWET, ASAICERDO 7 T v
Ya RIATNRSLEGEE, D7 T v a R7 A7 %279 K 9 IZ [Flash File System Path] %
ETEET,

[UploadFile] %7 U v 7 LEF, ASDMIZL - T, 77 A VDab—RN7 T v a 1— Rilia
EENET, FWRIAT IRy 7 A, T7ANVNBT Ty v allEFICL v ra—Rahik
ZEDRRREINET,

[OK] %7V v LET,

[Use Uploaded Image] # A 7 2 7 C[OK] %7 U v 7 LT, BIEDA A—T L L TT v r—R
L7z HostScan /N> 7r— 77 A VEMFBHLET,

[Enable HostScan] 734 21272 > TW e WA XA I LET,

[Applyl &7 U v 7 LET,

[File] # == —">5 [Save Running Configuration To Flash] % %R L ¥ 7,

7 VPN B


https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html
https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html

| —meears veN s

HostScan 07 >4 v 2 b—L |

HostScan D7 A4 X —J)L

ATv T

ATy T2
ATvT3

HostScan /Ny r—L %7 A VA R =T 5L ASDMA ' H—T =4 A EOE 2—»HHIER
ENFEd, ZHICEDY . HostScan MNAHZNZ 72> TV DA TH ASA IZ K % HostScan 78w 77—
CORENEE SN FET, HostScanZ 7 > A A h—/L L T%, HostScan/ Xy 7r—IE7 7 v
Va RIATNLHIBRENEE A,

FIE

ASDM T, [Configuration] > [Remote Access VPN] > [Secure Desktop Manager] > [Host Scan Image]
> |Zf#) L C, HostScan 7 > A A h—/L LET,

[Uninstall] 27 U v 7 L, MEROT=OIZ [Yes] &7 U v 7 LET,
[Uninstall] 22 VU v 7 LET,

GIL—T R1) —~® AnyConnect 7 4 —F v EL 21—
ILDENY ET

&

ATy T2

WOFNET, AnyConnect 7 4 —F ¥ TV a—/L & I N—TF KU o —ZBEAIT £, VPN
Z— ASA IZHE T 5 & X2, ASAILZ 45D AnyConnect 7 4 —F ¢ £V a—/LE T
RRA Y h arvba—RFora—RLTA YA ML LET,

1a s BRI

ASAIZEZF L, Fa—Lary 7 4 ¥alb—igrEB—FEBBLET, ZFr— 3L a
Y7 4 F¥al— a3 E— FTiX. ASA IZ hostname(config)# 7' 12 > 7 & FoR L F77,

FIE

Xy NT—=2 2 FAT VN T 7 RAAONE I N—T KD v—&BIMLET,
group-policy name internal

il -
hostname (config) # group-policy PostureModuleGroup internal

LW N—T R o—%fHELET, Z0a~vr FEAN LKL, ZAv—TF KR) o— =
V74X 2l —v gy E— RO 17 b hostname(config-group-policy)# 23R SV E T,

group-policy name attributes

1 -

—ferarz N EE I}



— iz VPN B |

. FI—T R o —~® AnyConnect 7 4 —F ¥ EL 21— )LDE|Y LT

ATvT3

ATv74

ATy TH

7 VPN B

hostname (config) # group-policy PostureModuleGroup attributes
TN—7HRY —webvpn 2> 7 A Fab—a rE— RERHBELET, Z0a~vr RE AT
L7c#&iE, ISR ASA D7’ r 7 FidFRSVE T, hostname(config-group-webvpn)#

webvpn

TN—=TRNDFTXTDOA—HIZ AnyConnect 7 4 —F ¥ EVa—ARNF T n—FESd LD
W2, IN—T7 K) v—2RELET,

anyconnect modules value AnyConnect Module Name

anyconnect module =2~ > K value |Z1X, ROEAD 1 DL EZFREETHZ LN TEET, B
DEY 2 —VERETDHGT, Heh >~ TRED £94

& AnyConnect £ ¥ 1 —/L/H##E

dart AnyConnect DART (Wl L O LR — bk 2V —
)

vpngina AnyConnect SBL (Start Before Logon)

websecurity AnyConnect Web ¥ = ) 7 £V 2 —/b

telemetry AnyConnect 7 L' A b U ET 2 —)b

posture AnyConnect R AT ¥ £ =2 —/b

nam AnyConnect * > NV —27 T 7 BAZR—T ¥

none TN—"7 KU =5 T TP AnyConnect
EV 2=V EHIRT S5 EICEA L ET,

1 :

hostname (config-group-webvpn) # anyconnect modules value websecurity,telemetry,posture

EVa— D1 OFYIBRT AT, RELEVWEY 2 — VOEE T EIEE Lo~y REFE
EFLET, HexE. Z0oa<wr KigWebtEx=a2UT 4 EVa2—LZHIBRLET,

s

hostname (config-group-webvpn) # anyconnect modules value telemetry,posture

FFAL T4 Fal—varEkTTyia AEVICRELET,

Hlnar7Z4Xalb—varPERICT 7y va AR VIREFESND L, [OK] &V ) Ay
T—URFERIN, RITITASAD T 1 7 NRFERZHLE T, hostname(config-group-webvpn)#

write memory



| —meears veN s

HostScan OREY =27 )L .

HostScan MEE~Y =17 /L

HostScan "Ly RiRA ' b UV Ea—IMNBRAF ¥ J LT oo v )LAINE L%, ER
PIERT 572010, AT 207 778 AR —0ORE, Lua ODXOEHAREOY 7TV =
7 NEBEMTAILERH Y T,

INEORNFEICONTIE, RO~=2T7 /L TRHELIBHALET,
« [Cisco Secure Desktop Configuration Guides ]

+ [Cisco Adaptive Security Device Manager Configuration Guides.]

F 72, AnyConnect 7 7 A 7 > kT HostScan DENEDZEAMIZ DUV TCiX,  [Cisco AnyConnect
Secure Mobility Client Administrator Guide] #ZH L T 72X,

AnyConnect tx* 17 EEUT 4 VY )a—3 Y

\}

AnyConnect T =7 TE U T 113, WEBOBEFFHIAEOR R LEELA L X —F v bOD
B O L E 7, AnyConnect Secure Mobility {2 J ¥ Cisco IronPort S &/ J — X Web & % =
V7 4 775747 AL Cisco AnyConnect EX¥ =7 EE VT 4 V74T haeA¥ ¥ T
EIVTAT UV NEEREDD Y T MU = T RORNEG YA FINOHEEIRELET, 7 TA47
> MZE., CiscolronPortS U —AWeb X a2 VT 4 77747 2 AMRERA X —T W7o
TV DEHHNCHER L E T,

G¥)

Z OBEREIZIX, Cisco AnyComnect EX =7 EE YT 4 7/ F 47 2 h® AnyConnect ¥ ¥ =7 &
VT4 A48 A PR~ FEEMT S CiscolronPort Webt = U7 4 7774 T ADY
U — R YEETY, F£/2, AnyConnect Secure Mobility #§8E % 7R — h 9% AnyConnect V U —
AMELTT, AnyConnect 3.1 IFRIEL Z Ore A2 AR — F LTV ER A,

EXaT EEVT 4 VY a—Ta U ERET HITIE, [Configuration] > [Remote Access VPN] >
[Network (Client) Access] > [Secure Mobility Solution] D JIEIZEI L F 7,

—ferarz N EE I}


http://www.cisco.com/en/US/products/ps6742/products_installation_and_configuration_guides_list.html
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— iz VPN B |
. AnyConnect 17 EEY T4 Ya—3Y

5: [Mobile User Security] 7 4 > K™

é’] Hame CJ,(“} Configuration D Monitaring | 3 Save @ Refresh | o Back J ‘ 'j Help | l CISCO
Remote Access ¥PN Configuration > Remote Access ¥PN = Network (Client) Access > Secure Mobility Solution [J

Intrudu;tmll'l &, 1 The Mobile User Security service lets Cisco IronPort 5-Series Web Security appliances protect Cisco

_twnr (Client) Access AnyConnect secure mobility clients From malicious software and inappropriate sites,
i AnyConnect Connection Profiles
- AnyConnect CustomizationLocalization Service Access Control
AnyConnert Client Profils Specify the addresses of the hosts/networks From where WSAs can communicate with this security
AnyConnect Client Settings appliance.
i} Dynamic Access Policies
3 sroup Polides % add| @ o | [
sec(IKEvl) Connectlon Profiles e 1P address Mask
¥ alutio

- P F\ddress F\sswgnment

2 53 Advanced

Clientless 551 YPM Access

AdafLocal Users

Host Scan Image

Secure Desktop Manager
+ Certificate Management. e
é} Lepicebehn Service Setup
gﬂ Firewall [ Enable Mobile User Security Service
gg Remate Access YPH

: [] Change Passward
gg Site-ta-Site VPN
& Trend Micro Content Security
o |, Device Management
>
&} active  docs 15 & 12/20/10 5:24:50 PM UTC

* [Service Access Control] : WSA OEIL &7 DB A MEZIEHR Yy NU—2 7 KL RAZHEE
LET,

o« [Add] : BN L 72855t D [Add MUS Access Control Configuration] 4 7 & 778 » 7 A8
&£,

o [Edit] : 88R L 72 8%6¢ ® [Edit MUS Access Control Configuration] Z 4 7 & 778 v 7 A3
&£,

* [Delete] : R L7-#ife 27— 7 L GHIBR L £, fERShT, LCOVELLTEEY
hoe

* [Enable Mobile User Security Service] : VPN 241 L7227 A4 7 > k& OFf 2 BtG L £ 77,
A F =TT D L ASA ~DEEHIHZ WSAIZ L o> THA SN DAY — K& AT 5
VHEPH Y F9, WSA BIHELRWES, AT —Z A3 disabled (2720 £,

* [Service Port] : —E R & A X —TMZT L85G, P—ERADEDR— "N EFEMHEHTD
MERELET, A— FOHFMIL 1~ 65535 T, BRIV AT ALY WSAIC 7Y g
ST ENTHINT AEE B ESEHZLERHY T, T 744 ME 11999 T,

* [Change Password] : WSA 77 B A /AT — REERTX £7,

» [WSA Access Password] : ASA & WSA ORBIDFRFETCHE L 72 B FL—7 Ly b R T —
RERELET, ZONRRAT—RE, BHUVATAIELD WSAIZT v Y a =7 &
XS THNRAT— RE—HIEDILERNH Y F7,

s [Confirm Password] : i€ L72/XATU— REZFH AN LET,

7 VPN B
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Add or Edit MUS Access Control [JJ]

* [Show WSA Sessions] : ASA IZHft S 472 WSA D& v v UIFRAEFRTE 7, #Hs
NTWD (E72ITEER S 4L72) WSA DR A M IP 7 R L A3 L OMERRHN X A 71 7
Ry 7 AZRENET,

Add or Edit MUS Access Control

[Configuration] > [Remote Access VPN] > [Network (Client) Access]> [Secure Mobility Solution]
@ F® [Add or Edit MUS Access Control] # A 7 12 7' 7R~ 27 A, AnyConnect 7 7 A 7 > kD
Mobile User Security (MUS) 7 7 ERA&ZFHEL £,

s [Interface Name] : Ry 77X YR MEFERH LT, BINMELEREL TWDHA ¥ —
T oA AL BRI ET,

o [IP Address] : IPv4 7 RLUAE X IPv6 7 KL AZ A TE £,
*Mask] : Fry 77X UZXREZEHLT, EYDO~v A7 Z@IRLET,

AnyConnect D AW A AIXARX¢EO—AYE— 3

AnyConnect VPN 7 7 A4 7 N & W AX~A AL T, VE—F =W, O A—TER
JRT& F£9, [AnyConnect Customization/Localization] 7 ¢ —/L K& H4 X, kDX A 7
DHAZA RENTZT 7 ANEA R — T HIENTEET,

* Resources : AnyConnect 7 7 A 7> hDEHEINT-GUI T A 22,

* Binary : AnyConnect{ > A F—ZZfROLFATHRET 7 A b, ZHIZIE, GUL 7 7 A LD
1EF, VPN FA T N 7ardyAn, A7 VTN, ZOMMOT ZA4 T2 8N 77 AR
BENET,

« Script : AnyConnect 7% VPN #£#5t & fE LT D AT E 72T RICIATT A7 U 7 b,

* GUI Text and Messages : AnyConnect 7 7 A 7 > "MEHT 2214 bLE X vE—,

* Customized Installer : 7 7 A7 FDA VA N—NVEERETDH NT AT 5 — 4,

* Localized Installer : 7 7 A 7 N TSN L ERBELETH N T VAT +— 4,
FHAT AT TIRROT 7 v a v EFEITTEET,

s [Import] Z#7 V v 74 % & [Import AnyConnect Customization Objects] %1 7 2 7 )3 L) L
Y, ZOXATRITIE, ATV PELTAVR— T D57 7 A NVERETE S
—aAO

s [Export] # 7 V v 7§35 &, [Export AnyConnect Customization Objects] %1 7 & 7 ML) L
FT, ZOXAT I TR, ATV FELTZIAR— 577 A VEBETEE
—gqo

*[Delete] 227 Vw7 425&, BRLIEAT V=7 FBHIBRSIVET,

— 807 VPN B
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B avcomectonza<cszen—nyt—var, yy—x

A\

GE)  ZoHiEBlE~rTF a7 XA N = TR —FShEEA,

AnyConnect DA R A TA X¢EO—AY¥—3>, YJY—2R

AVR=RMTDHAZ L T R—=F 2 bDT 7 A V4%, AnyConnect GUI TEFI SN D 7 7
ANGBE =B LTHDLUERHY ET, ZHUIANL—T 4 7 VAT ALK TERY

Mac 35 X O Linux TIEIRLF- &/ CFERRM S ET, 72 & %1, Windows 7 74 7> NHOD
¥F¥o IEEBSHZ HITIE, MEOEFER T4 company logo.png & LTA AR — T HEN
BV ET, HOT7 7 ANHTA AR — T 5 &, AnyConnect £ A M—FLED =3 U AR—x
YhEEBELEREA, IEL, MBDOFT7 7 A VERALTGUL 2 AZ~A X555
L. ZOFATT 7 ANDOALED T 7 ANLDY ) —A T 7 A )VEMORHT Z LN TEET,

ARA=TH I —AT7AE LT (72 21X, company logo.bmp) A > H— FT D5, 1
R—=hLIeA A—=VIE, RL77ANVAEEHLTHIOA A=V %HFA U AR— T 5HET,
AnyConnect & H A X~ A AL FET, /=& 21X, company logo.bmp & B A X L A A —VIEE
az T, ZOAA=VEHIRT %G, FIL7 7 ANAEFERHLTH LA A=Y (Fidon
DyAABRIAAL A=) A LVR—FTLHET, 77472 MIZDOA A=V ORREAME
LET,

AnyConnectD H R A XA RXEO—AHYE—ar, N4 F1)ERDY
7k
[AnyConnect Customization/Localization] : [Binary]

Windows, Linux, F7ziEMac (PowerPC F7=iXIntel X—R) 2 B =—X D4, AnyConnect
2747 NAPLEERT2MBO 7 747 FERTEET, 7747 FOAF Y
TrANEBEBEHZ D Z 125> T, AnyConnect GUI 3 & UY AnyConnect CLI 2 & = # 2 ¥ 97,

[Import] ¥ A 77 D7 4 —)L RIFKD LY TT,
* Name & & #22 5 AnyConnect 7 7 A VD4 HiZ AT LET,
s Platform 7 7 A V#4735 0S 77 v N7 +—L&EIR L ET,

sSelectafile 7 7 { VAL, A VA= T BT 7 A NVOLAFIERCIZT 2L IHY &
Ao

[AnyConnect Customization/Localization] : [Script]

27 V7 NOREBEIOAZ U7 R OFIRFHEOZEMIZ OV TIE,  [AnyConnect VPN Client
Administrators Guide] Z#ZM L T 7Z &V,

[Import] ¥ A7 07 D7 4 —)L FIFKRD L FBY TT,

7 VPN B
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AnyConnect DHRE XA XEO—HYt—2av, GUFFR bEAve—T [

«Name : 27 V7 FOA4HIZ AT LET, ARNUTELWILEFEZRREL T ZI W, #:
myscript.bat.

*Script Type : A7 V7 M aETT52 4 I 7R LT,

ASATTZ 7 A NEAZ U7 FELTHHITES L DIZ, AnyComnectiZ L > T, L7 1 v
27 A seripts. & 77 v 7 A OnConnect % 72 1% OnDisconnect 73— D 7 7 A L4 |ZiB
MENET, 7747 "REET L L, ASAIX, VE— b2 Ea—% Loy —
Ty MT 47 MICAZ VT vaFyra—RNLET, EOBE, scripts. 7'V 7 1 v 7
ZXHIBR & 41, OnConnect % 721X OnDisconnect 7' L 7 4 v 7 AXZDOEEHED £9, =&
Z UL, myscriptbat 227 U 7 N& A AR — N LT7cGA, ASA ETIX, A7 U7 M
scripts_OnConnect_myscript.bat & 720 £4, VE—F a2 Ea—% ETiH, A7 U7 ME
OnConnect_myscript.bat & 720 F9°,

27V F NOEITOREEME AT 572D, T_XTD ASA THRUZZ U7 &R
BEIEHEELET, A7 VT NEBEIEFITERT IHEEIL. BA—2a > LR C4RD
EHRAL, 2—RERT 5 RREMEOH 5T X TO ASA ITEHRAZ VT N E2ED Y TF
T, VR TDHE, HILWAZ VT MIEVFEICARIOAZ VT "R EEEINE
R

s Platform : 7 7 A V%EFITTH0S 7T v b7+ —LEEIRLET,
s Selectafile: 7 7 A V&IX, A7 VT MIXHLTHRELEZARERLC THLILETH Y F
A,

ASDMIZE > TT 7 A NVINY —A T 7 A )LinbA R — k&4, [Name] (ZxF L CHRE L7
LWARTBERL S VE T,

AnyConnectD h A AT A4 X¢tO—h)E—ar, GUFFR FEAY
-

T 7 AN NOEMT —TINVERET D0, EEH LT — 7 L E/ER LT, AnyConnect 7
TAT 2 FGUUIZRRSINDTHFANE A=V EERTEET, ZDA X, [Language
Localization] 2 > & Al UH§REA DB £ 97, XLV BERSFELHIZ OV CIL, [Configuration] >
[Remote Access VPN] > [Language Localization] {28 L £ 7,

FEY =N —=ICH D BEE DR L ANTINZ T, ZONA AAZIL[AAd) R F & BIMOREZ
% 2 72 [Template] =V 7 13H 0 £7°,

Add : [Add| R > %27V w7 FTDHET 74NV NOERT —T VO a b —NH &, EHEmE L
FOBRFET D ENTEET, RET 7 ANDEBELTIRL, 77 A LVADT XA FDEFE
BCWET DI ENTEET,

BT —TNDRA =% NAR~A AT 545, msgid (TAE LRNTZE0, msgstr
NOTFANEETLET,
FUTL—FDOEBEEBELET, T L —MIF v v a2 AF Y NOLEWRT — T LI
D, BELEARNGEET, 77U VFOEEAS TV a v E RO S DR ZHEH LT

| —ferarz N EE I}
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B avcomectonzs<v s xEn—pyE—vas. HREIAXENIA VR R—F FSURTF—L

PEW, X, PEREOT—TNVEERT D EXICIEZEH L TWDLEAIE, IEICk-
TR ENDzh EWVWHOMKEALFERAL £,

[Template] €5 23 >
« T U7 L— MNEREZREM L TT 7 4V NORGEEWRT — 7 /T 72 AT HIZIE, [Template]

Vv LET,

« T 7 4V NOYGEEMT — T N wFoR L, RBEITE U TRET HIZIE, [View] 227 U v
LET,

« T 7 A NORFEEBRT — TNV D A —E T TIRAT HITIE, [Export] 22 U > 7
L/ijqo

AnyConnectD H R A3IX A XL O—Ah)E—> a3y, HREIIAAXEN
FAVAM—F FSURTH—L4

ER LT D R T v AT =L, VATV M AV A =T Ful 7 L& L CTRHA
T5ZLI2L > T, AnyConnect 7 74 7> F GUI Z RIEICHAZ A XTHZENTEET
(Windows D&) , TV AT 4 —L% ASAIZA VKR—FTHE, A VA= Tl T A
EHEALCEBASINET,

N7 VAT 4 —AOHAE L L TRIRTE 2 0OF Windows 7217 T, b7 A7 4+ —ADG¢
Mz >WTIX, [ Cisco AnyConnect Secure Mobility Client Administration Guide)] % 2/ L CT<L 72
S,

AnyConnectD h X233 A XéO—hy¥— 3>y, O—hh534XEh
A VA M—5 SR TA—LA
NGV AT =2 ZERA LT, 7I9AT LV M AVA—=T 70T T AhIERENDA vE—
VEFERTCTEET, FIUATF AL OTA VA ML=V a rBRERINETH, Tk

X2 UTF 4B MSLIZZE L LERA, ZTRNHED TV AT —ATIIA VA M—FE @IS
BEFREN., 7947 F GUIL IR SN EE A,

AnyConnect 3.1 [7] 7 AnyConnect Essentials

AnyConnect Essentials |%, Bli&7 A & AfF 5 &% SSLVPN 7 7 A 7 FTH, EIZ ASA
THREIN, LA TZF< AnyConnect O EHEEEZTEML L £ 97,

e« 7547 ML ASSLVPN 72 L

s 47" 3 > ® Windows Mobile D% 74— | (Windows Mobile 7 - & > A ™ AnyConnect 73
ETY,

B s veN EE
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B

X JE

IPsecVPN 251472k V7 koz7 [

AnyConnect Essentials 7 7 4 77> M3, Microsoft Windows Vista, Windows Mobile, Windows
XP, Windows 2000, Linux, = 72{% Macintosh OS X ZZ{TLCW\W5 U E— K = K 22— |Z
Cisco SSL VPN Client DF5 % & 725 LET,

AnyConnect Essentials % - #—7 /W29 % 1Z1%. [AnyConnect Essentials] <X > @ [Enable
AnyConnect Essentials] = v 7 Ry 7 A% A N2 LET, T DA L AnyConnect Essentials
TABU AP ASAILA VA =L ENTVDLEAICDHFRINET,

AnyConnect Essentials 731 r—7 /L &41% &, AnyConnect 7 7 A 7 > X Essentials & — N %
fEHL., 27947 NV ASSLVPN 77 BANT 4 EZ—7 /L ZE T, AnyConnect Essentials
DT 4 E—T7 b L&, AnyConnect 7 7 A 7 2 MEFEA7: AnyConnect SSL VPN Client % fifi
HALET,

GE)

[Configuration] > [Device Management] > [Licensing] > [Activation Key pane simply] @ AnyConnect
Essentials 7 1 &> AT 2 A7 — & A1EHIZIL, AnyConnect Essential 7 A & 2 A3 A > A

ML ENTWNBDNE D DWW EFILE T, [Enable AnyConnect Essentials License] 7= v 7 78 &
I ADREIFZDAT —H ARSI EE A,

TNRAANDT VT 4TI TAT R A By a RN DA, AnyConnect Essentials
T— & F—T W TEFEHA, SSLVPN > v g 0% R /RT 5121E, [SSL VPN
Sessions] & 7 3 = > @ [Monitoring] > [VPN] > [VPN Sessions] UV > 7 %27 U v 7 LET,
[Monitoring] > [VPN] > [VPN] > [VPN Statistics] > [Sessions] <4 > NHE £7, v a Dt
HZ&Fo~9 D21, [Filter By: Clientless SSL VPN] Z i L C [Filter] 7 UV v 7 LET, &
Ta Y OFEMPER TR IIET,

Ty va VOFMITFERET, BUET 77 4 772 SSLVPN & v v a Y O EFRRT 1T,
[Check Number of Clientless SSL Sessions] # 4 12 L'E 9, SSL VPN & v 3 D 0 DY
&+ AnyConnect Essential &4 r— 7 /LIZTE £,

G¥)

AnyConnect Essential 731 % —7/LZ72 > TV 558, Secure Desktop IFIHERE L £H A, 727201,
Secure Desktop & 1 1 — 7 /W23 535415 AnyConnect Essential 27 4 &—7 /LI TE £ 7,

IPsecVPN O SA 7Y 7T

\}

GE)

VPN 7 54T METAEHKRPAT, HR— A TLTWET, VPN 747 FOERE
IZOWTIE, ASANR— 3 9225 ASDM D~ == 7 /LA B M L TL 72 &V, AnyConnect
X277 EEYTA 9SATUMITYTIL—KRTEHIE#HBEBLET,

—ferarz N EE I}
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Zone Labs Integrity Server

[Configuration] > [Remote Access VPN] > [Network (Client) Access]>[Advanced] > [IPsec]>[Zone
Labs Integrity Server] /X% /L "Cld, Zone Labs Integrity Server & % 7" — k3% X 512 ASA # X E
T&ET, ZOF—=NF, TIA_N=F Xy NT=2 T 7 8AFTHVE—b 7 T7A4T b

TEFxa VT4 AU —%#HT 5 HI TG 47 Integrity System &5 2 27 LD

TY, FEHBITIE, ASADR T 7 AT U4 — N —NxT227 747 FPCOTRFT L L
THERE L. Integrity 7 7 A 7 b & Integrity —/ [#] CHEE /29T O Integrity % V L —
LET,

G¥)

BEDOY Y —ADE X2 VT 4 77747 2 ATIEREFC 1A O Integrity T—/3D Fx 3 7R —
FENTOWETR, 2—H A ¥ —7 = ATIEHKKS B O Integrity — SO EN VKR — K
SNTWET, 7277 4 77— ICEENRAE LTZGATX. ASA L THIO Integrity — 3%
HELT, 7747 VPN Y g VAL L T EE0,

* [Server IP address] : Integrity '— XD IP T RV A& AN LE T, Ry MI&E 10 ERAHEH
LET,

 [Add] : HT LY —RIPT K LR % Integrity —/3D U 2 MBI LET, ZORHZ AL,
ServerIP 7 KLV A 74— )L RIZT RLABRANENDET 7T 4 7270 £4,

s [Delete] : Z&4R L 7= ¥ — 3% Integrity h— 3D U A I GHIFRL £,

* [Move Up] : Z&R L 7= —/ 3% Integrity —/ 3D Y X NN TLEIZBEILET, ZORF
X, VA M= 1 B EFET 58I TEATE £,

* [Move Down] : B8R L 72— 3% Integrity h—/ DY A NN TFICBEILE T, ZDORF
SE YA MY —=AR 1 BULEFET 2SI TE £,

s [Server Port] : 77 7 « 7 7¢ Integrity — 3% U » A F 5 ASA DR — hFEZE AL E
9, D7 4 —/)v FiL, Integrity Server ® U A MV — 3072 &4 1 BLLEFET S
BRIWETERTEEY, 7740 b A— FESIL 5054, FHIE 10 ~ 10000 TT, ZD
7 4 —/V RiX, Integrity Server U A NNICH— "BFET HGAICIETHEHTE £,

s [Interface] : 77 7 1 772 Integrity —/ L IBETHASAA L F —T = A AZFHR L E T,
DA HE—T A A A =2 —|L, Integrity Server U A FNNIZH — SRIFET DA
IR TEET,

* [Fail Timeout] : ASA 37 7 7 4 772 Integrity — NZEETERWI EEESTHETD
R NI LET, 7740 ME 10 T, #EEIZ, 5~20 TT,

« [SSL Certificate Port] : SSLFRFECTH AT 5 ASADKR— b2 ELET, T 74/ hDFR—
~iZ 80 T,

7 VPN B
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ISE 1)<

sy —nEm [

* [Enable SSL Authentication] : ASA IZL 5 U E—hF 7T 47 Fh® SSLGEMEDFRFEE A
F =TT DHBICAH AT LET, T 74V T, 77472 bSSLIRGEET 1 &—
T TWET,

* [Close connection on timeout] : % 1 A7 7 hMEEIZ ASA & Integrity % — NE O /& T
DEAEICA T L ET, T 74V T, BRI L E T,

« [Apply] : B E A EITL TV 5 ASA I Integrity — SO EZ M L £,
s [Reset] : F 7258 H S 4L TV 720 Integrity Yr— SO EDOEE ZHIBR L 77,

—ME A

Cisco Identity Services Engine (ISE) (%, ¥ =2V 7 4 KU I —FHBIXOHE YT v b7 +—
LTY, AR, TAYVA, VPNEROT 7 2 Al X2 V)T 4 av T IA4 T A%H
Bk, 7ML ET, CiscoISE (XFIZ, Cisco TrustSec LiH#EL TEX a7 77 2R &
TARNT 7R ERMEE L, BAFAT A ZFBIAZ (BYOD) A =377 4 7 &P R— |

L, HRY > —Z2#HT 52O ET,

ISE Change of Authorization (CoA) H&REIZ. F¥FE. F8Fl. BXOT AV T 17 (AAA) kv
val Ot By va VENTRICEE T L ODA D= AL ERILLET, AAA D= —
47“‘?&71 Xa2— IV —TDORY o—%EET L L ISE NS ASA ~CoA 737 v N & HEEEE
TRGEE AL L, FrLVWARY v—Z2@ATEET, 41740 RAF Yy EfiHRA > b
(IPEP) X, ASAIZL > THENLENTZK VPN Yy v a 778X ar br—L J X b
(ACL) Z#HT 248 IH 0 A,

ISEARY & —DEfIL, RO VPN 27 T4 7 FTHR—FSNTWVET,
* [PSec
* AnyConnect
» L2TP/IPSec

VAT A 7= RkOLEEBY TT,
1. =20 Fo2—¥2 VPN LR L £,

2. ASA X, ISEIZX L Ca—VE2FIEL, *y NI —FT ~DRET 7 A&t d 52—
ACL Z#5 THLY £9°,

3. TAUCTAVTRMGA Yy = VR ISEICEE SN, By va B RERSNET,

4, RAF % TEARALIMBNACTZ— x> FEISERITCHEHBITONET, 2071k R,
ASA [TEEI T,

5, ISENCoAD IRV —TFvia] ZRHLTASAICKRY P —DOEFEZERELET, 21
LD, Ry NU—7 TR AMREE O HH L o—% ACL 25#5 S E T,

—ferarz N EE I}



B osexazsoxs

\}

— iz VPN B |

GE) D CoA Bz N L, DT A 7 X A LFTBIMOR Y 2 —3Hiis ASA [ZFEmAICITH
No5ERHY 9,
E PJ1ES E |-.-|
ISEEFRIZE DT
ISE B[ A E A% ET H121%, ISERADIUS r— &2 ETeh—N 7 —T%EfL, UVE—F
TIEAVPNRETT 7740 (KAL) TEOHF—N T A—THERLET,
FI§
2T w1 ISE #—/300 RADIUS AAA H— X F L —7Z2HELET,

WOTFNEE, BNROFREERLTNVET, HBEIZS LT, Z—TOMOBRELZHETEE
T, KEOREITIE, 1 ZEAEDR Y NU—=ZIZLI=T 7 4V biRENH Y £, RADIUS
AAA V=R TN —T DREDFHEMZONTIX, — iR 7 4 X¥alb—ar A4 NaeS
L TLIEEN,

a) [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [AAA Server Groups] % i%
WLFET,

b)  [AAA Server Group] FHIL T, [Add] %27 V v 7 LE T,

c) [Server Group] 7 « —/V RIZZ V—7" D4R A LET,

d)  [Protocol] Fu v &7 U R FiE RADIUS Hh—/3 7 A 728N £7,

€) [Enable interim accounting update] & [Update Interval] Z34R L, RADIUS HfE]7 7 > 7 4
YIHGA = UNEMMICERSIND L DI LET,
ISElZ, ASAZREDNAST NA RINOZETHT AV T 47 ba— RIZEINT,
TI0T 47ty varoT L7 P ERELET, L, By varBTIT 47
THHEVIBHM (THUT AV T A=V EREIRATF Yy bT o rvay) %
S5HBIRZE Lo A, ISEIXT — 4 _R—AnbZDk v arDla— REHIERL
F9, FRRFE O RV VPN Bt HIBR SR WNWE D I2T 513, 3XTOT7 7747
Ty a VZOWTISEWCEMINCTE T AT T 4 THEFA v —VEFET D X
N, IN—TERELET,
CREOEH AT B MR BREA CEETE £, 7740 MIARRT, i
TEHHPHIT 1 ~ 120 TY,

f) [Enable dynamic authorization] % S8R L £ 9,

ZOF T a k. AAA B —X ZL—TF D RADIUS OEHIFE T (ISEZFFZEH . CoA)
P =R RF—TMILET, VPN o RV TH NI N—TEHHTD L. HIeT
% RADIUS $—/3 7 )L—"7 73 CoA IR GRS AL, ASAIZISENG D CoARY ¥ —
BHHAR— 2D v 2 LET, BIOR— FE2FEHAT 5 X I ISE — 035 E I T
WARWRY | R—k (1700) ZZF LRNWTL ZEW, F7%IE 1024 ~ 65535 T
R
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g)  RAElZ ISE Z M H L7254 1%, [Use authorization only mode] % &R L £,

ZOF T aviE, =N T N—TEFEAIMEHAT S L X2, RADIUS 7 7 & AEK
A v —UR, AAA47L~—/\ﬁH IHREINTWDEH 2T — RERICK LT, [FRAELH

FoRE L THEIND Z 2R L TWET, RADIUS — D@/ SA Y — N&§ET
HE, ZONRAY— NIFERINET,

To b 21 AR ZOY =N I =T TIERLGENFEL LR T 2 56121%, BTHA

EF—FEEHALET, VPN F RV TORAET I T 4 7T @4}—/\7/»—
EEMT D RREMEN B 505 TT,

hy [OK]%ZZ27VU>yZ LT, =T N—T2RFLET,
i) Y= TN —T %I L7265, [Servers in the Selected Group] U A h C[Add] &7 U v 7
L. ISERADIUS #— "% 7 )L— BN L £7,
F—EMHEUTIORLET, LBEISCT, MOREHICT 74V MEfRETEET,
* [Interface Name] : ISE — NIZEFET D720 DA F—T =4 X,
* [Server Name or IP Address] : ISE h—/ 3D A M ETZIXIP 7 RL A,

o (fEE) [Server SecretKey] : #fi &5k 5% —, F—ZHE LRV &, BT
et EEA (FL—r TFAR) , ZOF L 127 LFF TOELTFI O
S, REFENLFOXFARSH Y, RADIUS — R EDF—LE UfEIZ/2 0 £
j‘o

) [OK]%Z Vw27 LT, $y—R_EIA—FITBEMLET,
PR T N—TNZHID ISE — "% BEMm L E T,

UE—hF T Z7EAVPN CISEV =N 7NV —T%EHT 272D, RETR T 7 A NVETHL

£,

LUFOFNAIL, ISEBSEDOREA T > a OB Y LET, HWREHI7ZR Y £ — 7 27 E A VPN

ZAERT D12 %@ﬂﬂ@zL7 YarbRETOLENDY ET, VE—F T 7 EAVPND

FEEIZOWTE, ZO~=2 T IVOMOEFTOHBHICHE> T EEW,

a) [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection
Profiles] %R L £,

b) [Connection Profiles] 7—7/VC, 707 7 A VEZBMNEZIIRELFT,

¢) [Basic] X—Y T, WiEHFRELHELET,
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