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* VPN O (1 ~—)

» Clientless SSL VPN Wizard (2 X—7)
« AnyConnect VPN Wizard (4 ~—)
«IPsec 7 4 F— K (7—2)

ASA VL, Z—YNT T A4 _X— "L 72T TCPIP X v hT—7 (S X —F v g ) &
WCEXa TR AL T A EICED, X—=F %)L T4 X—F Ry NT—T ZREEL
F9, THIZL - T, single-user-to-LAN #¢ & LAN-to-LAN &t 2 flesz TX £ 97,

TR o TR F RV EMEEN, ASAIL R RV T e ha v EERALT, EXal
TANRTA=HZORIT— b bRV OIERB LOER, Ny b7 'L, brx
NWEN LTy NOBEZAE, N7y O TR IR ZITWE T, ASAIEL, 5 kR
NDTZ RRA L PELTHRELET, 21X, TL—r Ny h2ZELTHTR®VE
L. ZNZE bRV DOHL ) —~FDOTY RRA VU MIEETHIENTEET, TOT 2 RRA
YT, Ry NI TR RS, BERSEEICEREINE T, Fo, BEF¥a Y
TATTITAT LV RX, Wb SnT Ty NEZE LT ek a2z L., Zihk i
M7k ET o2 b TEET,

VPN U ¢ ' — R&f T2 & BARRY72 LAN-to-LAN &V E— F 77 & 2 VPN #ARE L
T, FREAS—F T X NAFAELZRGERICE D Y CHZ N T £d, ASDM 2{&H
L CHEIEHREA REB L O E L T W,
22T RD4DD VPN U 4 = RIZHOWTHA L ET,

* Clientless SSL VPN Wizard (2 ~=X—7)

ASA 7 747> FLASSLVPN L, 1ZXTRTOA & —F v MNHEEREE) D Web 7 7
T EEDRAT 47 SSLKESAUHERETZ T 2 L T, SecureSocketLayer (SSL) Y E—
N7 BREEGTEALLIICLET, ZOTTFTUFR—Z2D VPNIZ LY | HEISE Y 2
V74 TTIAT LV ANDEF 2T RV E—F T 7HEAVPN b RIVEMNLTE E9,
PRESND &, 2—TITFER—=F N R=URER I, PR — FSNDFEEONEY v —
AT 7 BATEL LR ET, Xy NT—VFBEIZ, ZV—THAATa—HF|ZY
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[l ciientless SSL VPN Wizard

V=ANDT ARG LES, 2—HE WERy FU—27 LD Y Y — X ZEHE
TIREATLZEEFITEERA,

» AnyConnect VPN Wizard (4 ~3—2)

Cisco AnyConnect VPN 77 7 A 7 > ;X ASA ~D+t F = 7 72 SSL #4f¢ £ 7213 IPsec (IKEv2)
Epiaiett L, Zhickv, VE—bh 2—FICLDHBEY V—ZA~DTI/LVPN b3V
VUINHREIC e £, HANZ Y TA TV FBA VA R —=LERTWARWES, UE— |
2=, 7T T LU AVPNERZZITAND LY ICRESNTA v H—T oA A
DIPT RVAETITUWIZATLET, ASAIE, VE—bh 2 Ea—ZDF XL —T ¢
VT VAT RHEET DI TA T b XUy e—RLET, XU R—FRRETTD
EL VITAT U MREBIMICA VA R L SIVTERE SN, B = 7 RS S VE
T, RN T 58, ASADERTEIIGEL T, 294 T MIZTOEEED), £72137
VA VA=V ENET, LEINHA A M=V ENTWNDY FTAT v bOGEIE, 2—
P ORI, ASAICE ST IAT L bDYEY a U EBEN, HREISLTT v 7
JL— R énifo

* IPsec IKEv2 Remote Access Wizard (12 ~=X—2)
IKEV2 (X > T, thid_UF—D VPN 7 747 2 RN ASA IZHEi CE £9, iz k
D, BEXx=a VT apngmfbsihs & Ebic, ECHFRIBENPEE L T 5 IPsec U E— k
T AE AN N TEE T,

« IPsec IKEv] Remote Access Wizard (7 ~<—3)

* IPsec Site-to-Site VPN Wizard (14 ~_X—<)

LAN-to-LAN 6 T IPv4 & IPV6 DT OT RL o U IAMEREN TV HHE. ASA T
VPN b R NP R—FEINDDIE, WHOET I ASA THY . MO GTOWNEF v b
=7 DT Ry 7T HANR—B LTS (lihE b IPvd £721LIPv6) & & TY, =
iE, MG OETONEA Y b U —27 28 IPv6 THER R~ b U — 27 8 IPv6 DIFAEITH Y T
xED 5,

Clientless SSL VPN Wizard

DT 4P —=RTIE, PR—=FSNDEEONEY V—RIIHT D, R—Z L X—=TINHD
FGAT U RLVA T TUY R—2 e A 2—T I LET,

SSL VPN Interface
e 7 w7 7 A& SSLVPN 2—H D Lo oA v 4 =T = A ZAEHELET,
* [Connection Profile Name] : #ft 7' 1 7 7 A L DA HiZ 46 E L £7,
« [SSL VPN Interface] : SSL VPN #44iD /=D —FNT 7 ¥ AT HA X —T = AT,

« [Digital Certificate] : ASA DFEAED 7= DIZ ASA 75 U E— K Web 7 7 UHIZEEFETHHD
ZRELET,

B vnNYes—F



VPN 5 1 F—F
Clientless SSL VPN Wizard ]

s [Certificate] : Ky X7 URX R LERL ET,

* Accessing the Connection Profile

* [Connection Group Alias/lURL] : 7 /V—7" A U 7 AiZw 7 A KT [Group] Fr v/
A VA RNPLEIRENET, ZOURLMN Web 77 ZHICATENET,

* [Display Group Alias list at the login page] : 2 7 A  X—IIZ T NV—F A4 YT ADY
AN ERRT DA T LET,

User Authentication
T, TR, RRREEHRAEREELE T,

* [Authenticate using a AAA server group] : ASA 23U E— s AAA - — R TN —TI27 7k A
LCa—PERIETEHLIICLET,

* [AAA Server Group Name] : FHIRE SNTZZN—T DU A b AAA H—N 7 )L—
THEREINT D, New] 227V v 7 LTH LW A—TZ2ER L £,
* [Authenticate using the local user database] : ASA [ZIRTFSNTWNDH R —H )L T —F X—Z|T
BlLuva—FaBnl
s [Username] : =—V O —HL4EZERL 7,
« [Password] : L —HF D/RAT — REAERL L E,
* [Confirm Password] : HEFRD 7= DIZFE UL/NATU— REF AT LET,

* [Add/Delete] : B —H /L T —F RX—=Aa—PFEBMEITT —FX—2ANLHIRL
\i—g—o

Group Policy

IN—T R =l oT, a—F Ir—TJo@ERteREL T, LI r—7 R
I AERRT D0, ETEBFEORY —Z@IRL TIEIEL £7,

* [Create new group policy] : HrLW I N —7 R v —%{ERT&E £3, HrLWLWEKRY v —D4
AiZ A LET,

* [Modify existing group policy] : EEIET HREFD 7NV —7 R L — 2B L £77,

Bookmark List

TN—=T A2 bTFy EWeb A FOURXAREFRELET, ZHHDOHA ME, A—F L
NR=ZY 7 L LTERRSINET, fFil& LTI, https:/intranet.acme.com, rdp://10.120.1.2,
vne://100.1.1.1 72 EN DV £,

s [Bookmark List] : K>y 77X 7 JZA RNHEIRLET,
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. AnyConnect VPN Wizard

* [Manage] : [Configure GUI Customization Object] # 4 7 1 7 AR v 7 A Z B GHIZ7 U v 7
]\./ \i ﬁ—o

AnyConnect VPN Wizard

Z DY 4 Y—KiE, AnyConnect VPN 7 7 A 7 > kx5 D VPN i &5 17 AL D X 512 ASA
ERETHEEZIHEHLET, ZOUAF—RTIE, 7V Ry NT—7 T 7 EANTED L
912 IPsec (IKEv2) 7' h=a/LE 721X SSLVPN 7'&2 h V&% E L E T, VPN #5603 ffENr L
7o & EIZ, ASAIZL > CHENIZ AnyConnect VPN 7 74 7> b2 K 2—HF DT /A A
W7y 7r—RanET,

Connection Profile Identification
[Connection Profile Identification] Tix, UE—h 727 A 2—H|ZxT 5 ASA Z#HE L 7,

+ [Connection Profile Name] : V E— F 77 A 22— VPN D= DIT 7B AT 54
AiZfEELET,

* [VPN Access Interface] : VE—k 727 A 2—H N VPN EHDT=DIZT 7B AT DHA >
Z—T A ZAHIERLET,

VPN Protocols
ORI T 7 A L CEFR TS VPN 7’1 b a L2 HE L ET,

AnyConnect 7 7 A 7 DT 7 /L MEISSL TF, #7277 A4 /LD VPN ko x)L 7'rm

ha bl LT IPsec A R —7 M LT2HEIEL, Psec A X —T NV LT FA4 T b 7'm
T ANEER LU TREMT 2 ZEbMEICRY £ ((BRT 2121Z. ASDMOT a7 7 A L
T4 X EFHLET) |

WebLaunch D4 ¥ |Z AnyConnect 7 7 A 7 > N ZHFIERT 25813, &0 7 747 b
PeftlZ SSLEMEA L, By v a VHIZASANGL I FA TV M 7 a 7 7 A VEZITIRY £,
PBtOBRTIE, 2747 MIZO7r 77 AV THRESNZY 7 hab (SSL £721%
IPsec) ZMEH L ET, Psec DEESNTT BT 7 A NE T TA T be & bIZHATERFALE
BalE, mHD7 T A7 M T IPsec WMEH SLE T, Psec & A X —7 /LI LIZIREED 7
FAT v hTuT7 A NVEFRGRERT D HFEOFHMIZOWTIE,  [4nyConnect Secure Mobility
Client Administrator Guidell % ZH L T 72 &\,

* SSL
* [Psec (IKE v2)

s [Device Certificate] : VE—h 727 &8RA 77472 MIxtT D ASA ZfRELE T,
AnyConnect DFEBED HIZIX, Always on X° IPsec/IKEV2 D X 512, B2 T /A AGEHE
NASAICTHFET DI L 28T 20008HD £,

* [Manage] : [Manage] %129 % & [Manage Identity Certificates] 7 ¢ > KU BB X £9°,
* [Add] : ID GEFAE & £ ORI 2 IBIN3 51213, [Add] 2R L £,
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AnyConnect VPN Wizard .

» [Show Details] : 55 E DFERAE % 3PN L T [Show Details] &7 U v 7 35 & [Certificate
Details] 7 1 & FUDBE . EOFEHEDORITHRE L HITEHEVRRRINDITN, &
VT NES, FERGE, fHET 5 87 A MRA v b, BRI ERRRINET,

* [Delete] : HIFRT 2REIE 2 @7~ L T [Delete] #7 U » 7 LET,

« [Export] : FEFAEZRFHE R L C[Export] 227 U v 795 L, ZTOFEHEEL 7 7 A MIZ
T AR—=RTEET, ZOLEIT, BEHARRATL—=XEf1T 2089 hEFHET
xFET,

+ [Enroll ASA SSL VPN with Entrust] : Entrust 2> ¢ SSL Advantage 7 3 % /L AEBH E 4 fif
AT 2L, 9<IZCisco ASASSLVPN 7 7T A4 7V ADB@ & Bt TE £9°,

Client Images

ASAVZ, V7 I9A TV R THRAANTZ U AT TA XXy NT—ZIZT 7 8ATHEXIT, K
D AnyConnect /N 75— % E DT NA AZHBIZT v 7o — RT5ZENTEES, 7
TUPDA—Y 2=V b A A=V L ONE, EREHRAFEA L RETE XY, %
7oy B OB EICET AR A R/NRICT 72010, kb IR ENZARL—T 47
AT L% VA NOEHICBEHTE T,

FREEAE

Z O T, RAEEWREEELET,

* [AAA server group] : ASA Y E— M AAA Y — NI —T 127 7B AL T2 —HERFET
EHEOICLET, AAA =R TV —T% FHHIRESNTZTN—T DY R bR
T50, New]Z#27 U w7 LTHLWI L—T%EkLET,

« [Local User Database Details] : ASA [ZAHIS N TWDH R —H )L T —F _X—2 T Lo —
PaiBmLEd,

s [Username] : =—H D2 —HFL4EERL 7,
* [Password] : T—HFD/RAT— R&{ER L £,
¢ [Confirm Password] : #EFZ D= DIZE L/XA T — RZFAN L ET,

* [Add/Delete] : = —H )V T —H X— R Z2—WFEBIMEILT —FX—ZANDLHIRL
*7,

Client Address Assignment
U %&— bk AnyConnect Z—H D7D IP 7 KL A&FHZIFE L 7,

* [IPv4 Address Pools] : SSL VPN 7 71 7 > hME, ASAIZHEER LI EITH LWIP T KL
AEZHBRY ET, 7 74T FLUABEETEHLOVIP 7 RLARFIARETY, 7 FLx
T=NANTIE, VE—N I IAT VIR ZITWMAZEDTEDLT RUAGIHNERINE
T, BEfFOIP T RV A P — )L &B@RIRT 50, [New] 227 U 27 LTH LW — /L EERL
LET,

VPN 4 H—FK .
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[New] ZBIR L7-B&01%, BBERTOIP 7 RLABIOY TRy b w27 2fET S
VERHY ET,

« [IPv6 Address Pool] : BEfFD IP 7 KL A F— L &8 IRT 57, [New] 227 U v 27 LTH L
W= ZERR L E T,

N

GE)  IPV6T7 RL A 7F—uL, IKEV28 7 2 7 7 A LV ITIZER T &
FH A,

Network Name Resolution Servers

UE—ha—PFRRELR Y PV —=2IZT 78 AT DL ENTED RAL VA EfRRS D0 EFRE
L/\i‘g—(]

« [DNS Servers] : DNS #— "D IP 7 FL A& AJJLET,
* [WINS Servers] : WINS — "D IP 7 KL AZ A LET,
* [Domain Name] : 7 7 A/ hD KA A 4% AT LET,

NAT Exempt

ASA ETHy MY =7 BB A R =T MIRE SN TV DAL, VPN F T 7 ¢ v 712k L
TZOEBERIRT DLENH Y £7,

AnyConnect Client Deployment

WD 2 ODFEONTNNEMEHA LT, AnyConnect 7 5 A4 7> N a7 S5 Lh%7 547k
FTONA AL VA =L TEET,

« [WebLaunch] : AnyConnect 7 7 A 7> k /Xy 7 —U1E, Web 77 7% LT ASA I
TIRALILEZIZABNICA VA =L ENET,

N

(F)  Weblaunch lZ~/VF 2T F A M T— KN TIEHR— & EH
Ao

s [Pre-deployment] : FE)T AnyConnect 7 7 A 7 h N —V% A4 VA =L LET,

[Allow Web Launch] i%, T X COEHRICEENL ST 0 — LR ETT, ZOF v IRy
ANA T (A L2RV) OE1E. AnyConnect SSL it & 7 7 A 7 2 b L A SSL $#5¢ I THERE
LEHA,

FaiEH DAL, disk0:/test2_client profile.xml 7' & 7 7 A /L /32 KO HIZ msi 7 7 A VW
bV, ZOITAT N TaT 7 A% ASA ) D AnyConnect /Ny 77— I ANV TH S LB
NHY FEI, ZHE, IPsec FERi 2 M L7 L B ICHEICEESE L7120 T,
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IPsec U 4 ¥ — K

BEErEYD
IPsec IKEv1 Remote Access Wizard (7 ~=X—3)
IPsec IKEv2 Remote Access Wizard (12 ~2—27)

IPsec IKEv1 Remote Access Wizard

\}

(GE)  Cisco VPN Client | XM HAEHCK I T, AR — FB3E T LTWEJ, AnyConnect E¥ =7 EEY
TATTAT VY MNIT v 77— RTH50ERHY 7,

IKEv1 Remote Access Wizard Z £ L T, T AL 2—FRED VPN 7 T4 T 2 MIZER
VE—KNT7 27 EREHREL, VE— FPsec BT ITHRTAA v X —T = A4 ZAZHEELET,

* [VPN Tunnel Interface] : Y E—h 727 8RA 7747 NCHEHT LA 0 F—T oA A%
WLUFET, ASAITHEEDA L H—T =24 ARHDIHEIE. DU 4 — REEITTHHIIC
ASA CTA VB —T 2 A AEHELET,

» [Enable inbound IPsec sessions to bypass interface access lists] : IPsec iREE A DHEEE v~ 3
YEASAICE S THICHATHEIICLET (DFV, A ¥ —7 =1 AD access-list L
BTyl LIS LET) By a B RATEHDIE, A v F—T=A
A ACLZFTY, BEENTZ I N—T K v— a—¥ BILO¥vro—RF3hi
ACL T S x4,

VE—FTIERISA4T U
SIFEISERFATDOIE—RN T VA Z—WFR, 2O ASA ~D VPN U ZFHL &N
TEET, TORRAVDVPN I TAT 2 bDEA T HFIRLET,
* VPN Client Type
* [Easy VPN Remote product]

* [Microsoft Windows client using L2TP over IPsec] : PPP #8GE7' 1 b 2 L EHE L £,
I IT, PAP, CHAP, MS-CHAP-V1, MS-CHAP-V2, 154 UFEAP-PROXY T3,

[PAP] : FBREHFICZ VT THF A MDZ—P L/ ENRNRAT— REETOT, ZETIEHY
FH A,

[CHAP] : =D F % L o VIIKT DIRE T, 7 74T > MIfbanizF v L
VUENRAT—=RBLOI VT THRANDO—Y L4 EZRLET, 2071 haiid,
PAP L W ZE&TIT N, T—XiI kI A,

[MS-CHAP, Version 1] : CHAP &Ll CTWETR, H—NF, CHAPD X522 VT T
XA RDNRAT— RTiER<, B b L7z RA U — RET 2 REB LT 20T
HAETT,

| VPN 4 H—FK .
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VPN 7« H—F |

[MS-CHAP, Version 2] : MS-CHAP, Version 1 UL EDt % = U 7 ¢ 58{bARBEEDN & £ T
b\‘ij‘o

[EAP-Proxy] : EAP % A % —7/WZLE T, ZHIZL->TASA X, PPPFEREY Bk A
AN D RADIUS GRFE — N RIT & Z N TEE T,

VE—hKIT7A4 T T FalRNBEEIN TV RWEAEIE, SEELRVWTLEE
VY,

FRETDHDIX, 774 T Finb b 7 b—7 473 username@tunnelgroup & L

TEESNLHETT,

VPN SA TV RRBIEARE PRIV TIL—T4

AR R EFRE L, #HEAR U o— (hrrxn Zv—7) Z{EKT 5121, [VPN Client
Authentication Method and Name] A4 > & L £,

» [Authentication Method] : U E— bk Y%A b 7%, FHRidA F—23EHZOWT & 6E
MLUTRIEL £ T,

* [Pre-shared Key] : ©—71/L ASA & U E— b IPsec &7 [H]OFGFE CHERILA ¥ — 4 H

B vnNYes—F

TLHEEC 7V v LET,

FHEAF—A2FHAT DL, VE— N ETOEBRENTIrOFX Yy hT—7 BNLEEL
TWAEA, BEEZTIICEHICE Yy N7 v 7 TEET, ZNENDIPsec BT 13,
X o TR AN T ADMHTFOET Zlilar 7 4 Fab—va UIERELELE T
B2, KRRy U= TIEAT—F )T A OMERELCLDHERH D F
7T

IPsec Y7 DE_T 1L, FHRHEAXF—Z2 XML TEF 2772 b RIVEHILT HHME
NV EST, EXaT7hFEEFEHLT, VE— A FOBEHEE L FRiAEXX—%
AHLTLTZEV,

[Pre-shared Key] : 1~128 LT DT LTH 2 A LET,

[Certificate] : 7 —H /L ASA & U E— b IPsec B'7 M OFEFE CiEHEE AT 25451
7V LET, TO®Z v a rEETTHICE, FAC CAILEEL, 1 DB ED
AEHEZ ASAIZX U e — RLTEBLERDY £,

TYZNVEEAFEIZ L D 1PSec N RNV DFENITHEN T 28X 2 U 7 1 F—% 2R L<
FEICTEET, TUXVGEAEIDIX, AR, VU TAEE. Stk B, 1P
T RUVARRED, 22—V E2ET7 A AT DRI R I TWET, £
UHNVGEAEICIE, ARF—0ar—bEFENRTVET,

T/&'/lxuﬁﬁi%ﬁﬁﬁ‘fé N 7/5'/1/uﬁﬁﬁi%%\é TT DAL (CA) r%EOT
ERERLET, CAIX, BEHTX DX —F RN TR %L?ﬁ7 74 X— |k CA
DEELH Y 7,

2ODETRNEIETDHAIL., EHEBEL T UXNVEL SN-T — X 23 LT, FHA
DOFRFEEATVET, ﬁbwt?%z/bv JIZBMT 2581, £OET % CAIZ
BiELET, MO TRBMOREEIT I LEITH Y £H A,



| VPN —F

IPsec IKEv1 Remote Access Wizard .

[Certificate Signing Algorithm] : 7 ¥V Z LFEHEZL T VT Y A LEZ R L ET (RSA
DAL 1sa-sig)

» [Challenge/response authentication (CRACK)] : 77 74 7 > b3 RADIUS 72 & O—f&Hy 72
jj_té’ﬁiﬁﬁ L CERREZAITV, =" AF —IC X D35 A H L TV A RE

RO AETEREEER LET, BX2 VT4 T4 7T AL, Nokia 92xx
Commumcator Series 7 /N4 AC Nokia VPN Client Zi8iE9 572012, IKE 47> a >
L LTCRACK ZHHR— KL TWVWET,

* [Tunnel Group Name] : £ BiZ AJJ LT, Z 0) IPsec Pfi D s U RNVEERGEAR ) v —H BT L

— RZERRCLET, AR Y > — ik, 583, §FRl. 70T 4 T =N T 7%
VR TN —FRY —, kiUKEE@%%ET%iTO;®WW?4ﬁ—FT % e
LR Y —i, BIEFREHEEL, ASADT 73NV DT NV—T R —%2H L
9,

77’(7/ l‘nlL.l'-l

[Client Authentication] ~X4 > TiX, ASAY E— b 22—V EFHET 5 & ZHEMT 5 Hikz ik
RLET, KOF T a v ONTRNERIRLET,

* [Authenticate using the local user database] : ASA ONEEDOFRIELF R EFHEHT 2L EIC7 U v
7 LET, Z0HANT, 2—F 0N D7 TEEL TV LB T A Liﬁ—o /k@“\o/f
YT, ASA I A DAa—F DT T b EERTEET,

* [Authenticate using an AAA server group] : U &— b Z—WFRIETHERY — N 7 —TF %Al
AT 2561220 vy LET,

* [AAA Server Group Name] : JCIZHERK S 4172 AAA H—/N 7L —T7 %8R L £,
o [New..]: FILWAAA =R TNV —T2RETIHHAICI7 U v 7 LET,

User Accounts

[User Accounts] XA > TlE, #iEx B E LT, ASADOHNIL—H 7 — X X—Z{ZTH L 2 —
FERBEMLET,

Address Pool

[Address Pool] XA > TlX, ASABYE—RNVPNZ T4 T MZEIDVYTHua—ANLIPT K
VADT —VEEELET,

* [Tunnel Group Name] : 27 KL A F— il S b8 70 7 7 A4 (b 7
N—") DAFIRFRREINET, ZOLHNE, [VPN Client Name and Authentication Method]
NA Yy (AT T 3) TRELLZLDOTT,

¢ [Pool Name] : 7 R LA 7" —/LDFLIR ID IR L £,
eNew..] : HrLWT RL A F—LE2RELET,

* [Range Start Address] : 7 KL A 7 —/LOBAtEIP 7 KL AZ A LE T,

VPN 4 H—FK .
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VPN 7« H—F |

* [Range End Address] : 7 RL A 7= )LD TIPT RLAZ AT LET,
* [Subnet Mask] : ({EE) ZNOHDIPT RLADOH TRy b A7 Z#IRLET,

Attributes Pushed to Client ({£ %)

[Attributes Pushed to Client (Optional)] ~1 > CiX, DNS #—,3L WINS H— 27 5 F#Es
FOF 74NV N RAL L EZVE—RT I RBAIZITA TV MIET LT, ASAZHRELE
D

* [Tunnel Group] : 7 RV A F— N H SN L8R ) > — D4R ZR R LET, 204
BiX. [VPN Client Name and Authentication Method] XA > CTiRE L= HDTT,

« [Primary DNS Server] : 774~ U DNSH— D IP 7 KL AZ AN LET,

* [Secondary DNS Server] : © 57 > % U DNS #— XD IP 7 KL A& A LT,
* [Primary WINS Server] : 77 A4~ U WINSH— "D IP 7 KL A&Z AN LET,
* [Secondary WINS Server] : 4 > % U WINS — "D IP 7 RLAZ AT LET,
« [Default Domain Name] : 7 7 # /L D KA A 4% AT LET,

IKE Policy

Internet Security Association and Key Management Protocol (ISAKMP) & HIEZN S IKE L, 2 &
DFEABFTIPsec X2V T4 TV —a LV OBEEGELZ —BIE27-b0oxrIT o —
vary Zu hal Ty, FIKERIVZ—Ta it Tx—RX1 L7 x2—X2 LIEENRD 2
SO INET, 72— 113, u%®mE*ﬁyz%v5yfyt%V%%%ﬁé
BHIO MR NVEAER LET, 72— X2 TIX, T— X 2Ri#ET 5 b ABMER S E T,

[IKE Policy] XA > Tlix, 7= —X1IKE X3 T—3 a3 VOFREEHELET, ZORMEIC
X, T2 EREL, TTAN—EFLRE A BT O ID 2R D5, B X

B —HB 7 L2 Y X A& GRS % Diffie-Hellman 7 L — 7 RNEENE T, ASAIZZ DT
NIAYZXLEFEHLT, ¥ —btnyva F—28HLET,

s [Encryption] : 7 =— A2 X AT — a3 VERETDH T 2 — X 1 SA LT D721
ASA MEHT 5. AFRRF S LT AT X AZER L Ed, ASA X, ROBFEET =]
ALz Y R—FLTHET,

FILTY XL )|

DES F—AESHIRK, S6y N F—ZfFHLE
j—o

3DES Triple DES, 56 £y I F—%& i L TH %
bz 3EFETLET,

AES-128 EER SR, 1286y N F—&AL
iTO

B vnNYes—F
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IPsec IKEv1 Remote Access Wizard .

FILTY XL SRER
aes-192 1928y b ¥—%fiH7 5 AES,
AES-256 256 £ b F—%fFHT 5 AES,

F 74V FO3DESIEDES LV b EFx o7 TTN, BELEEELIZIE, L& o
BANLELEL LET, RS, AEST 7> a ik bd8x o U T 4138 TT2S, KB AL
HELHEAKLET,

« [Authentication] : FEFECT — X BAEOHAEDO T2 DICH AT D v v a T T Y X LA
RLUET, 774/ MEISHATT, MDSDO X A V= A MI/PhS<, SHA LD LT 00T
HNE SN TVET, MD5I1E, (bSO THREETT ) WRICI VLD Z L NEIES
NTWET, LML, ASA T &4 5 Keyed-Hash Message Authentication Code (HMAC)
W=D g ANIZDOHBELZEET,

[Difﬁe Hellman Group] : Diffie-Hellman 27 /L— 7" ID %3&IR L £7, 2 2D IPsec £ 7 1L, #H

HIZIAMEEMAEERT 5 2 L ILEREHFRZEHT 5720220 ID 2 L %
9, T 74/ h® Group2 (1024 £ | Diffie-Hellman) (%, Group5 (1536 £ ) &b
2 LC, CPU OFEATREITENTT A, ZaITHE< e £,

IPsec Settings ({£E)

[IPsec Settings (Optional)] XA > TlE, 7 RV AEBEWNARE a—H )V KA NFRy NT—T %
BELET, 774V FTIE ASAIE, XA T I v I ERIFARAZT A v I ery NI—0 T
R 228 (NAT) 2fH LT, WEOFRA RBLOR Y hT—=27 DFEIP 7 L A EHEHR
A MMBELET, NAT (X, B TERWINTAR A M X BB OMGERRMEA f/ NRICH 2 F
T8, VPNIZ X o CREAFERB L OMR#E SN TV DR A MO L CIEIREY R GARH Y £97,

T zIE, FAF I w7 NAT 2T HNEA A M, 77— VD EEAIGRIR LT R L
AEMETHZLIZED, ZOIP T RLAZEBITET, IMNBER Mnbld, B
T RUVAETNAZD LRV ET, RYDIPT RLAILT—HE2LETHZ EICE-T
IHNHDONEARA MIEELLS ETHYE—F VPN 747 2 MM, NAT S2fRL— L 23
FELRWVERD ., ZHHDOARA MR TE EE A,

G¥)

TRTORAMERY NT—T % NAT O RBET 51T, 20X U TIHIbLERELEE
AoI/%J#IOT%ffﬁék\m®¢m1®fx%kzybv—&mmﬂmﬁwiﬁo

s [Interface] : R L7=F A MEIT Ry N —TIZHRT 541 > ¥ — 7 = A ADL4RIZ RN
LET,

* [Exempt Networks] : IR L7z A v X —T =4 A v N =7 B0RTHHRA MFE2X
Fv NU—=ZDIPT FLAZRIRLET,

s [Enablesplittunneling] : U E—RF 7 78R 7 TA T "MHEDONRT Y w7 L H—F vk
DT T 4y 7 B AL TICEET 2B EITERLES, X7V v b oY o7

VPN 4 H—FK .
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X0, RESNTRY NT—=TDNT 74 v I PIEF LS, RESNTWRWR Y b
T—I DT 7 4 v 7 3G bENnNETA, A7V b hoRV T A =TT D
&L ASA L, BRFERBRIZIPT RLADIU A REUE—FRVPNI FA T MZTvy=2LE
T, UE—FVPNZ T4 T ME, ASADBHRIZHDHIPT RLA~D NT7 7 1 v 7 &l
FILET, tOTXTO T 7 4 v 7 TS LISNTICEREA 2 —3 v MIED H S
L. ASA IFREG LEH A,

* [Enable Perfect Forwarding Secrecy (PFS)] : 7 = — X 2 IPsec % — D AERKIZISV T, Perfect
Forward Secrecy /357297 BIOMHT2FZDO A X&45E LET, PFS
. T LDF =TT T, HoprBEOF—LERLARVWEWNWIFba 7 T
o IPsec R AT —3 3 Tl PESHAR—TNMIRDET, 72— A2F —|I7 =—
A1 F—IZHESNTWET, PFS Tid, F—O4AKIT Diffie-Hellman J7 3 MR ST
EJC AN

PFSIZ& - T, BET—O 1 DOPRMEI SN TS, —HORMINFF —I5 LUMWE F—
INBIRAE L= vy a » =3 s R £,

PFS IZ. B Ol TA 2 —T AT AHERH Y £4°,

« [Diffie-Hellman Group] : Diffie-Hellman 7 /L —>" 1D Zi&R L £ 5, 2 DD [Psec T

W, MAEICIEERVERE @A T 5 2 & SEEMEER A EHR T 5729220 ID
ZHHALET, 574/ D Group2 (1024 £ b Diffie-Hellman) 1%, Group5 (1536
By b)) LT, CPU OEITREHIZFLN TS, RAaMITK< 220 £,

Summary

BRI TR, [Finish) 272 U v 7 LET, ASDMIZ X > TLAN-to-LAND 27 ¢ ¥ =
L—a UMRESIVET, [Finish) 227 U v 7 Lz, ZOVPNY 4 F—REfHLTZ
DALy T4 Xal—ala2ERETHI LI TEEEA, ASDM &2 A L CHLREERE A RER
FOBEL T &N,

IPsec IKEv2 Remote Access Wizard

IKEv2 Remote Access Wizard Z i L C, E XAV 2—FRED VPN 7 T A4 T v MNILELRR
VE—hT727BRAZREL, VE—FIPsec U7 THA L X —T = A ZAZIEELET,

Connection Profile Identification

[Connection Profile Name] 285kt 7' 12 7 7 A /L D4 Hii%Z AJ) L, [VPN Access Interface] C IPsec
IKEV2 UE— R 77 ERIMEHTHVPN T 7 EA L 0 Z—T = RERIRLET,

« [Connection Profile Name] : £ Hi%Z AJJ LT, T IPsec #EfED b o R AHER A ) o — %5
Telm— RafER L ET, BERY o— Tk, @ik, #F, TH YT oS T
TANK TN—T R — BLOIKERMZEETEET, ZOVPN Y ¢ — KT
T 28R Y —1%, BBRESRZfEL. ASADT 74V b DI N—T K —%A{f
ALET,
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IPsec IKEv2 Remote Access Wizard .

* [VPN Access Interface] : VE— K IPsec 7 & DEFXaT e b RNV EFENLT HA X —

T xA AERIRLUET, ASAICHBOA X —T = A AR DLGEEIL. 20U 4 F— K%
FATTHENCVPN 2 7 X b—3 g U aFHE L, t#JTEEm%%ifé?E@
UE—hIPsec 7 Z&IZ, T HA 0 F—T oA ZAERFEL TBLMERH Y £7°,

EAERKIZE D IPSec (IKEv2) FBEER—

[IKE Peer Authentication] : U €— k A + E7 %, Fajdta v —, GEHAE. F72I1L EAP 21{f
HALEZETHEEOW T EFH L CRIELET,

s [Pre-shared Key] : 1~128 XF ORI TFXLFH 2 AT LET,

FRHEAF—ZMEHT D E, VE— N ETOHEDBRENTOHOFR Y MU —7 INEE LT
%6, BEETIECLHEHIZEY N7 v 7 TEET, ENEND IPsec BT 1L, X =
T IR A ST DM TFOE T Z il ar 7 4 Xab—ra VIEREMNE LT 5720, K
B2y N =V TIEAr—J V7T 4 ORENELCDLERH Y £7,

IPsec B 7 DT, FRiEAF—2 L T2 T MU RV BT HHLER D
DET, B2 TR FEEFERALT, VE— MV A FOFHE L FAEAEF—2 LT
<TZEWY,

n

[Enable Certificate Authentication] : 429 % &, RFEICFEAFEALEM TE £,

[Enable peer authentication using EAP] N B e, FARCEAP A TEEd, 2o
Frxv IRy I AA N LT i u— 77 VSR k—nﬁfyﬂ%{/'@iﬁﬁj«ézgﬁ)%@i
R

[Send an EAP identity request to the client] : VE— K 727 A VPN 7 74 7 > MI EAP &
AFESR A XETE XTI,

[IKE Local Authentication]
. D*‘ﬁﬂ/munﬁ%/l)z TN L. gﬁﬁji:;ﬁa\;*‘if: TREAEO W % 5 T’Rbi—g_
* [Preshared Key] : 1 ~ 128 SLF DS HF L FH 2 AT LET,

* [Certificate] : = — /L ASA £ U E— b IPsec &' 7 M OFRAECREHEZ AT 25412
7V LET, TO®Z v a rEETTHICE, FAC CAILEEL, 1 DL ED
AEHEZ ASAIZX U e — RLTEBILERDY £,

T Y ZNVGEEAEIZ L D 1PSec N RNV DFENITHEN T 28X 2 U 7 1 F—% 2R LL<
FEICTEET, TUXVGERAEIIX, 4R, VU T AEE. Stk B, 1P
T RUVARED, =W EIT A AT 2 ERP RSN TWET, F27
CHANGEHEICIE, AF—0avr—bHFENTVET,

7‘/&/1/HEE»EJ£%{§H%?EJ X, 7‘/&/1/HEE»EJ£%%\§ ﬁ‘éuun (CA) 5:%5)7
ARG LET, CAIL, (BEHTE DU X —F 3N TR %Ltf§4N~%CA
DLEELH Y 7,

VPN 4 H—FK .
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2ODETNBIETIHERIL., IFAELT A NVEBLEINT-T =X 25H LT, HA
DOFEEEITVET, HILWET 2%y NU—ZI5BINTAEE1F. ZOET % CAIZ
B LET, MO T RNBIMOREEIT O LEITH Y FH A,

LA &

IPsec IKEv2 U E— k 7 7 £ A TiX RADIUS §BAED A3 R — h S THET,
* [AAA Server Group] : JCIZHERR S 372 AAA Y— X T )L—T 23RN L £7,
e [New] : HT LU AAA Hh— 8 F— T 5B ETHHEIC 7Y v 7 LET,

* [AAA Server Group Details] : Z— OFEIZEHA L T, AAAY— T )L —T7 % VBZSE U TE
HLET,

Client Address Assignment

IPv4 BELNIPV6 DT R A F— NV Z2ERT 50, BRLES, VE—F T 78R 747
VNI, IPVAETFIEIIPVO DT — A DT RLUABRED YT HNET, WHE2RE L-EAE.
IPvd 7 RUAPBREINET, FElICOWTIE, =AWV IPT RLA T—)IVORE] %5
LT 7EE,

Network Name Resolution Servers

YE— b 2RI Y hT =S IET L RT D EFICEDE T RAL A RIS B >
EHELET,

« [DNS Servers] : DNS #—/ XD IP 7 KL 2 & AL £,
* [WINS Servers] : WINS — "D P 7 KL A& AL ET,

s [Default Domain Name] : 77 4 /v h®D KA A 42 AN LET,

NAT Exempt

« [Exempt VPN traffic from Network Address Translation] : ASA C NAT 234 F—7 W72 > T
WAEGRIE, TOTF 2w IRy I AT T HMERHY 7,

IPsec Site-to-Site VPN Wizard

2ED ASA TRA A DO R R T A BY—H A b brxb) EREREH, WOFETY,
P A NV —H A K~ VPN b R TiE, IPsec 72 Fa L zfH L CF— 20 R#EINnE 7,

Peer Device ldentification
s [Peer IP Address] : D1 & (7 T34 ZX) OIPT RLRAEHELET,

* [VPN Access Interface] : ¥4 b —H% A F FU R UIHEHT DA o F—T7 =4 A&RIL
EJ RN

B vnNYes—F
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IPsec Site-to-Site VPN Wizard [JJ}

* [Crypto Map Type] : ZOETIMEHSIND~Y Yy T DEAT (RET 4 v 7 ET2TXAF
Ivr) BEELET,

Traffic to Protects

COAT TR, n— ANV Ry MU= BIR)E— Ry N7 RBELET, Th
S5DOF%y FU—27 TlE, IPsec it Z AL ThT 7 0 v 7 BMEESNET,

* [Local Networks] : IPsec b > RV CHEHEINHHB A M EHRELET,
* [Remote Networks] : IPsec F > RV THEH SN D%y NV —27 ZfEELET,

tXaUT«

ZDAT T T, BT T REDRFEDHELZHRE L ET, HMARRELZERT 570, F
AR —Z2ECEET, ELIBIFHEMRA TV a A2 o0 T, BITICHAT S
[Customized Configuration] % H&R C& £ 97,

* [IKE Version] : EH 50/ 3= g U aHT 50200 U T [IKEv]] £ 721X [IKEV2] F = v
IRy I AL A AT LET,

* IKE version 1 Authentication Methods

s [Pre-sharedKey] : FritBExF—2FEHTH L, VE— N ETOENBENTHOR
N =7 BEELTWDEE, BEZTIEC(iHICEy N7y 7 T&ET, 2%
NDIPsec BT 1, & 2 7 ki LML T HDMFOET ZEiZar 7 4 Falb—va
UIEHEME LT D700, K xy NU—7 TEIATr—J 807 ¢ ORMENRAET
DHEERHY 7,

IPsec Y7 DE_T 1L, FHRHEAF—Z2 XML TEF 2772 b RIVEHILT HHMHE
NV EST, EXaT7hFEEFEHLT, VE— A FNOBEHEE L FRiAEXX—%
AEHLTLTZEV,

[Device Certificate] : 7 — /L ASA & U E— | IPsec &7 [H] OFEAE CREMIEZ AT 5
HlZ7 Vv 7 LET,

TV HVEEEIZ L D 1PSec N RV DFENICHEA T A X 2 U T 0 F—EBELL
BHTEXET, 7T UXNAGRAEICIL, ARl VU T AES, St HH, £
T RUVARED, =W EIEIT A AR T HERP RSN TWET, F2TF
UHNGEHEIZE, AF—oav—EENT0ET,

2ODETNBETHIEAIT. IEAELTF A NEBLINET— 2L T, HA
DOFRFEZITVET, HILWET 22Xy N —ZIZBNMT 2581, DT % CAIZ
Bk LET, O T NBMOREEITILEITHY FH A,

* IKE version 2 Authentication Methods
* [Local Pre-shared Key] : IPsec IKEV2 BiE SR LB LT VT Y X AZRELET,

s [Local Device Certificate] : VPN 7 7 £ X D§&iEE, X =2V T 4 T/ I7A4 T A %@
LTITWET,

VPN 4 H—FK .
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VPN 7« H—F |

* [Remote Peer Pre-shared Key] : ©— %/ ASA & U E— b IPsec &7 [i] DFEAE CTEH Al
AX—%EHT 2558227 v 7 LET,

+ [Remote Peer Certificate Authentication] : ZDF = v 7Ry 7 ANA LD L X, BT
77\4'7\75%&%%%@)33 LTCZDT A A begg@nun EITHZ ENTEE
‘g—O

* [Encryption Algorithms] : Z DX 7 Clk, 7 — ¥ OREIHEHT L0 5LT LT Y X LD H
A TR L ET,

« [IKE Policy] : IKEV1/IKEV2 F8iEF AR E L E7,

* [IPsec Proposal] : IPsec 5t 7 V3 Y ALEFREL ET,

* Perfect Forward Secrecy

» [Enable Perfect Forwarding Secrecy (PFS)] : 7 —— X 2IPsec & — D AEKIZI\ T, Perfect

Forward Secrecy T 2228 97, BLXOMEHT2E SOV A X 2fELET,
PESIZ, HILWVF—IT T, HHIWMEOF— LR LRV EWVWIEE{Eka &
7 h T, IPsec F AT —3 3 TlE, PFS A R—T NI 5HFET, 7=2—X2
F—lI7 =2 — X1 F—ITHE SN TWET, PFS T, F—DAAKIC Diffie-Hellman 5
XBREH S THET,

PFSIZ L > T, BX—0D | DR EHINTEH, —EHOEHAR S —8B X UOWE
T—MMOIRAELF-EYy Y ay F—3iEsasn<< 2y 1,
PFS i%. #EHDOWEI T, X —T NI THLERH Y 97,

» [Diffie-Hellman Group] : Diffie-Hellman 7' /L —>7" 1D Z®#IN L £ 5, 2 DD [Psec 7
T HAICEAREEREEXT 2 2 R A RMERREENT 579120 ID
EHEHLET, 774/ D Group2 (1024 £ v b Diffie-Hellman) (%, Group5 (1536
vy k) LR LT, CPU OFEITRMITENTT A, LRMIHR 20 £,

NAT Exempt

B vnNYes—F

* [Exempt ASA side host/network from address translation] : K2 v &7 U X M ZHEH LT,
T RUABBINOERNT DRA M EITFRy NV =7 2RI ET,
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