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VPN

* VPN 1
* Clientless SSL VPN Wizard 2
* AnyConnect VPN Wizard 4

* [Psec 7

ASA TCP/IP
single-user-to-LAN LAN-to-LAN
ASA
ASA
VPN LAN-to-LAN VPN
ASDM
4 VPN
* Clientless SSL VPN Wizard 2
ASA SSL VPN Web
SSL Secure Socket Layer SSL
VPN
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. Clientless SSL VPN Wizard

* AnyConnect VPN Wizard 4

Cisco AnyConnect VPN ASA SSL IPsec IKEv2
VPN

VPN
IP ASA

ASA

ASA

* |Psec IKEv2 Remote Access Wizard 12

IKEv2 VPN ASA
IPsec
* |Psec IKEv1l Remote Access Wizard 7
* |Psec Site-to-Site VPN Wizard 14
LAN-to-LAN IPv4  IPv6 ASA
VPN ASA
IPv4 IPv6
IPv6 IPv6

Clientless SSL VPN Wizard

SSL VPN Interface
SSL VPN
* [Connection Profile Name]
 [SSL VPN Interface] SSL VPN

« [Digital Certificate] ASA ASA Web
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* [Certificate]

« Accessing the Connection Profile

¢ [Connection Group Alias/URL]
URL

« [Display Group Alias list at the login page]

User Authentication

« [Authenticate using a AAA server group] ASA

* [AAA Server Group Name]
[New]

« [Authenticate using the local user database] ASA

* [Username]
* [Password]
* [Confirm Password]

* [Add/Delete]

Group Policy

« [Create new group policy]

« [Moadify existing group policy]

Bookmark List

Web

Clientless SSL VPN Wizard .

[Group]
Web

AAA

AAA

https://intranet.acme.com  rdp://10.120.1.2

vnc://100.1.1.1
* [Bookmark List]
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. AnyConnect VPN Wizard

* [Manage] [Configure GUI Customization Object]

AnyConnect VPN Wizard

AnyConnect VPN VPN ASA

IPsec IKEv2 SSL VPN VPN
ASA AnyConnect VPN

Connection Profile Identification

[Connection Profile Identification] ASA
« [Connection Profile Name] VPN
* [VPN Access Interface] VPN

VPN Protocols

VPN
AnyConnect SSL VPN
IPsec IPsec
ASDM
WebLaunch AnyConnect
SSL ASA
SSL
IPsec IPsec
IPsec IPsec
AnyConnect Secure Mobility
Client Administrator Guide
* SSL
* |IPsec (IKE v2)
« [Device Certificate] ASA
AnyConnect Alwayson  IPsec/IKEv2
ASA
e [Manage] [Manage] [Manage Identity Certificates]
* [Add] ID [Add]
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AnyConnect VPN Wizard .

* [Show Details] [Show Details] [Certificate
Details]
* [Delete] [Delete]
* [Export] [Export]
* [Enroll ASA SSL VPN with Entrust] Entrust SSL Advantage
Cisco ASA SSL VPN
Client Images
ASA
AnyConnect
* [AAAservergroup] ASA AAA
AAA
[New]

« [Local User Database Details] ASA

* [Username]
* [Password]
* [Confirm Password]

* [Add/Delete]

Client Address Assignment

AnyConnect IP
* [IPv4 Address Pools] SSL VPN ASA IP
IP
IP [New]
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[New] IP

« [IPv6 Address Pool] IP [New]

N

IPv6 IKEV2

Network Name Resolution Servers

» [DNS Servers] DNS IP
* [WINS Servers] WINS IP

* [Domain Name]

NAT Exempt
ASA VPN

AnyConnect Client Deployment

2 AnyConnect

» [WebLaunch] AnyConnect Web ASA

N

Web launch
* [Pre-deployment] AnyConnect
[Allow Web Launch]

AnyConnect SSL SSL

diskO:/test2_client_profile.xml .msi

ASA AnyConnect
IPsec
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IPsec .

IPsec

IPsec IKEv1 Remote Access Wizard 7
IPsec IKEv2 Remote Access Wizard 12

IPsec IKEv1l Remote Access Wizard

\}

Cisco VPN Client AnyConnect

IKEv1 Remote Access Wizard VPN
IPsec

* [VPN Tunnel Interface]
ASA
ASA

« [Enable inbound IPsec sessions to bypass interface access lists] 1Psec

ASA access-list

ACL
ACL

ASA VPN
VPN

* VPN Client Type
* [Easy VPN Remote product]

* [Microsoft Windows client using L2TP over IPsec] PPP
PAP CHAP MS-CHAP-V1 MS-CHAP-V2 EAP-PROXY

[PAP]

[CHAP]

PAP
[MS-CHAP, Version 1] CHAP CHAP
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VPN
. IPsec IKEv1 Remote Access Wizard
[MS-CHAP, Version 2] MS-CHAP, Version 1

[EAP-Proxy] EAP ASA  PPP
RADIUS

. username@tunnelgroup

VPN

[VPN Client
Authentication Method and Name]

* [Authentication Method]

e [Pre-shared Key] ASA IPsec

IPsec

IPsec

o [Pre-shared Key] 1 128

* [Certificate] ASA IPsec
CA 1
ASA

IPSec

CA
CA
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[Certificate Signing Algorithm]
rsa-sig

* [Challenge/response authentication (CRACK)]

Communicator Series Nokia VPN Client
CRACK
* [Tunnel Group Name] IPsec
IKE
ASA
[Client Authentication] ASA

« [Authenticate using the local user database] ASA

ASA

« [Authenticate using an AAA server group]

» [AAA Server Group Name] AAA
e [New ...] AAA
User Accounts
[User Accounts] ASA
Address Pool
[Address Pool] ASA VPN

* [Tunnel Group Name]

IPsec IKEv1 Remote Access Wizard .

RSA

RADIUS

Nokia 92xx
IKE

VPN

[VPN Client Name and Authentication Method]

3
* [Pool Name] ID
e [New...]
« [Range Start Address] IP
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. IPsec IKEv1 Remote Access Wizard

* [Range End Address]

* [Subnet Mask] IP

Attributes Pushed to Client ( )
[Attributes Pushed to Client (Optional)]

* [Tunnel Group]

VPN

DNS WINS

[VPN Client Name and Authentication Method]

* [Primary DNS Server] DNS IP

« [Secondary DNS Server]

DNS IP

* [Primary WINS Server] WINS IP

* [Secondary WINS Server]

* [Default Domain Name]

IKE Policy

WINS IP

Internet Security Association and Key Management Protocol ISAKMP

IPsec
IKE

[IKE Policy] 1IKE

« [Encryption] 2
ASA

IKE
2

Diffie-Hellman

1SA
ASA

ASA

IKE

ASA

veN |

DES

56

3DES

Triple DES 56
3

AES-128

128
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IPsec IKEv1 Remote Access Wizard .

aes-192 192 AES

AES-256 256 AES

3DES DES
AES

* [Authentication]

SHA MD5 SHA
MD5
ASA Keyed-Hash Message Authentication Code HMAC
* [Diffie-Hellman Group] Diffie-Hellman ID 2 IPsec
ID
Group2 1024 Diffie-Hellman Group5 1536
CPU
IPsec Settings
[IPsec Settings (Optional)] /
ASA
NAT IP
NAT
VPN
NAT
IP
IP
VPN NAT
)
NAT
1 NAT

* [Interface]
* [Exempt Networks]

IP

« [Enable split tunneling]
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ASA IP VPN
VPN ASA IP
ASA
« [Enable Perfect Forwarding Secrecy (PFS)] 2 IPsec Perfect
Forward Secrecy PFS
IPsec PFS 2
1 PFS Diffie-Hellman
PFS 1
PFS
* [Diffie-Hellman Group] Diffie-Hellman ID 2 IPsec
ID
Group2 1024 Diffie-Hellman Group5 1536
CPU
Summary
[Finish] ASDM LAN-to-LAN
[Finish] VPN
ASDM
IPsec IKEv2 Remote Access Wizard
IKEv2 Remote Access Wizard VPN
IPsec
Connection Profile Identification
[Connection Profile Name] [VPN Access Interface]  IPsec
IKEv2 VPN
« [Connection Profile Name] IPsec
IKE VPN
ASA
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IPsec IKEv2 Remote Access Wizard .

* [VPN Access Interface] IPsec
ASA
VPN
IPsec
IPSec IKEv2
[IKE Peer Authentication] EAP

e [Pre-shared Key] 1 128

IPsec
IPsec
* [Enable Certificate Authentication]
« [Enable peer authentication using EAP] EAP
« [Send an EAP identity request to the client] VPN EAP
[IKE Local Authentication]
o [Preshared Key] 1 128
* [Certificate] ASA IPsec
CA 1
ASA
IPSec
IP
CA
CA CA
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. IPsec Site-to-Site VPN Wizard

2
CA
IPsec IKEv2 RADIUS
* [AAA Server Group] AAA
* [New] AAA
* [AAA Server Group Details] AAA

Client Address Assignment

IPv4 IPv6
IPv4 IPv6
IPv4 IP

Network Name Resolution Servers

« [DNS Servers] DNS IP
* [WINS Servers] WINS IP

* [Default Domain Name]

NAT Exempt
 [Exempt VPN traffic from Network Address Translation] ASA  NAT

IPsec Site-to-Site VPN Wizard

2 ASA
VPN IPsec

Peer Device Identification

« [Peer IP Address] IP

* [VPN Access Interface]
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IPsec Site-to-Site VPN Wizard .

* [Crypto Map Type]

Traffic to Protects

IPsec

* [Local Networks] IPsec

» [Remote Networks] IPsec

[Customized Configuration]

* [IKE Version] [IKEv1] [IKEV2]

« |[KE version 1 Authentication Methods
* [Pre-shared Key]

IPsec

IPsec

* [Device Certificate] ASA IPsec

IPSec

CA

« |[KE version 2 Authentication Methods
* [Local Pre-shared Key] IPsec IKEv2

* [Local Device Certificate] VPN
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. IPsec Site-to-Site VPN Wizard
* [Remote Peer Pre-shared Key] ASA IPsec

* [Remote Peer Certificate Authentication]

* [Encryption Algorithms]

* [IKE Policy] IKEv1/IKEv2

* [IPsec Proposal] IPsec

« Perfect Forward Secrecy

» [Enable Perfect Forwarding Secrecy (PFS)] 2 IPsec Perfect
Forward Secrecy
PFS
IPsec PFS 2
1 PFS Diffie-Hellman
PFS 1
PFS
» [Diffie-Hellman Group] Diffie-Hellman ID 2 IPsec
ID
Group2 1024 Diffie-Hellman Group5 1536
CPU
NAT Exempt

* [Exempt ASA side host/network from address translation]
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* IKE 17
* |Psec 28
IKE ISAKMP 2 IPsec
ASA IKE
VPN IKE
1 IKE 17
2 VPN IKE 18
3 IKE 22
IKE
1 VPN IKE

a) ASDM [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect
Connection Profiles]

b) [Access Interfaces] IKE [IPsec (IKEv2) Access]
[Allow Access]

2 VPN IKE
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VPN IKE
a) ASDM [Configuration] > [Site-to-Site VPN] > [Connection Profiles]
b) IKEvl IKEV2
VPN  IKE

ASDM [Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Parameters]

NAT
* [Enable IPsec over NAT-T]

IPsec over NAT-T IPSec LAN-to-LAN

NAT NAT-T  UDP IPsec
4500 NAT

NAT-T NAT IPsec

* ASA IPSec IPSec over TCP
NAT-T IPSec over UDP

« NAT-T  IPsec over UDP NAT-T

. IPsec over TCP

ASA NAT-T NAT/PAT
IPSec

* LAN-to-LAN

* LAN-to-LAN

NAT-T

. 4500 ACL
[Configuration] > [Firewall] > [Access Rules]

. IPSec over NAT-T

* [Configuration] > [Site-to-Site VPN] > [Advanced] > [IPsec Prefragmentation Policies]
[Fragmentation Policy] [Enable IPsec Pre-fragmentation]
IP
NAT
IP NAT
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VPN IKE B
* Enable IPsec over TCP
IPSec over TCP ESP IKE
VPN
IPSecover TCP  TCP IKE IPSec
NAT PAT
A
IPsec over TCP
VLAN ASA
LAN-to-LAN
* ASA IPSec IPSec over TCP
NAT-Traversal IPSec over UDP
. IPsec over TCP
ASA IPsec over TCP
10 IPsec over TCP
80 HTTP 443 HTTPS
IKE
ASA HTTP/HTTPS
ASA TCP
ASA 1
ID
IKE [Identity]
Address ISAKMP IP
Hostname ISAKMP
Key ID
[Key Id String]
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VPN IKE

Automatic IKE
. IP
o cert DN

« [Disable Inbound Aggressive Mode Connections]

1 IKE Main Aggressive
Aggressive
3 2 Agressive

SA ID

« [Alert Peers Before Disconnecting]

* ASA
LAN-to-LAN
* ASA LAN
. ASA
. 4.0 VPN

« [Wait for All Active Sessions to Voluntarily Terminate Before Rebooting]

ASA

* [Number of SAs Allowed in Negotiation for IKEv1]
SA
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VPN IKE B
IKE v2
SA IKE v2
ASA SA
« [Cookie Challenge] SA ASA
* [% threshold before incoming SAs are cookie challenged] ASA
SA SA SA
0 100%
50 %

 [Number of Allowed SAs in Negotiation] SA

» [Maximum Number of SAs Allowed] ASA IKEV2

* [Notify Invalid Selector] SA SA

IKE
IKE v2 DoS
SA
SA IPsec IKEv2
DoS ASA SA SA
SA
CPU
DoS SA ASA
ASA SA
% SA
50 % SA  50%
ASA SA
10,000 IKEV2 SA Cisco ASA 5585-X 5,000

SA SA
[Number of SAs Allowed in Negotiation] [Maximum Number of SAs Allowed]
[Configuration] > [Site-to-Site VPN] > [Advanced] > [System Options] IPsec

SA
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| G
[Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Policies]
IKEvV1 IKEv2

IKE IKE 1

. 1 65543 1

. ID

« HMAC

. Diffie-Hellman ASA

. ASA

IKE 1 2 2

1 IKE
2
IKEvV1 1 IKEv2
1 [Encryption] [D-H Group] [Integrity Hash]
[PRF Hash]
IKE ASA
IKE
Diffie-Hellman SA
IKE
IKE IKE SA
* [IKEV1 Policies] IKE

o [Priority #]
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IKEV1 B

* [Encryption]

* [Hash]

 [D-H Group] Diffie-Hellman
* [Authentication]

o [Lifetime secs ] SA

* [IKEV2 Policies] IKEv2
* [Priority #]
* [Encryption]
* [Integrity Hash]
« [PRF Hash] PRF
* [D-H Group] Diffie-Hellman

* [Lifetime secs ] SA

IKEv1

[Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Policies] > [Add/Edit IKE Policy]

[Priority #] IKE 1 65535
1

[Encryption] 2 IPSec

des 56 DES-CBC

3des 168 Triple DES

aes 128 AES

aes-192 192 AES

aes-256 256 AES

[Hash]
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-
sha SHA-1 SHA-1
md5 MD5 MD5
SHA-1

MD5

IKE HMAC
[Authentication] IPSec 1D ASA
pre-share
rsa-sig RSA
crack IPSec

IKE Challenge/Response for
Authenticated Cryptographic Keys

[D-H Group] Diffie-Hellman ID ID 2 IPSec
1 1 768 2
1024 Diffie-Hellman
1 5
CPU
2 2 1024
5 5 1536
[Lifetime (secs)] [Unlimited] SA
86,400 24 ASA IPSec
2 3
[Time Measure] ASA
120 86,400
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IKEV2 B
2 1,440
1 24
1
IKEv2
[Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Policies] > [Add/Edit IKEv2 Policy]
[Priority #] 1KEv2 1 65535
1
[Encryption] 2 IPSec
des 56 DES-CBC ESP
3des DES
ESP
aes AES 128 ESP
aes-192 AES 192 ESP
aes-256 AES 256 ESP
aes-gcm AES-GCM/GMAC 128
aes-gcm-192 AES-GCM/GMAC 192
aes-gcm-256 AES-GCM/GMAC 256
NULL
[D-H Group] Diffie-Hellman ID ID 2 IPSec
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- &
1 1 768 Group
2 1024
Diffie-Hellman
CPU
Group 2 5
2 2 1024
5 5 1536
14 14
19 19
20 20
21 21
24 24
[Integrity Hash] ESP
sha SHA 1 SHA 1
md5 MD5 MD5
SHA 1
MD5
IKE HMAC
sha256 SHA2 256 256
SHA 2
sha384 SHA 2, 384-bit digest 384
SHA 2
shab512 SHA 2, 512-bit digest 512
SHA 2
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IKEV2 B
null AES-GCM AES-GMAC
AES-GCM
[Pseudo-Random Function (PRF)] SA
PRF
sha SHA-1 SHA-1
md5 MD5 MD5
SHA-1
MD5
IKE HMAC
sha256 SHA2 256 256
SHA 2
sha384 SHA2 384 384
SHA 2
sha512 SHA2 512 512
SHA 2
[Lifetime (secs)] [Unlimited] SA
86,400 24 ASA IPsec
2 3
ASA
120 86,400
2 1,440
1 24
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1
ASA LAN-to-LAN VPN IPsec client-to-LAN VPN IPsec
IPsec
ASA IPv4 IPv6
LAN-to-LAN IPsec
2
IKE SA IPsec SA 2
LAN-to-LAN VPN IPsec LAN-to-LAN
ASA IPsec client-to-LAN
ASA SA
SA SA
SA
ASA IPSec
o 1 ISAKMP
Main
o 1ISAKMP
SA Aggressive
* ESP-MD5-HMAC-128
* ESP-SHA1-HMAC-160
» X.509
« Diffie-Hellman 1 2 5
*« AES-128 -192 -256
» 3DES-168
* DES-56
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* ESP-NULL
. XAuth
. ISAKMP
«LZS IP IPCOMP
1 29
2 IPsec 38

3 IPsec Proposals (Transform Sets) 39

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps]

IPSec
IPSec
)
ASA
[Interface] [Source] [Destination] [Destination Service] [Rule Query] [is]
[contains]
[-]
IPsec
* [Type: Priority] Static Dynamic
« Traffic Selection
* [#]
* [Source] [Remote Side Host/Network] IP

IP
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[Show Detail]

* [Destination]

VPN veN |

any
inside:any any

[Security Appliance Side Host/Network]

IP IP
[Show Detail] any
outside:any any
IP [209.165.201.1-209.165.201.30]
ASA
ASA
xlate
* [Service] TCP
UDP ICMP IP
* [Action] IPSec
* [Transform Set]
* [Peer] IPsec
* [PFS]
* [NAT-T Enabled] NAT Traversal
* [Reverse Route Enabled] RRI
RRI
ASA
OSPF
« [Connection Type]
bidirectional originate-only answer-only
* [SA Lifetime] SA
« [CA Certificate] CA
« [IKE Negotiation Mode] IKE Main Aggressive
* [Description]
Implicitrule
3 Cisco ASA VPN ASDM 7.4
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[Create/Edit an IPsec Rule] [Tunnel Policy (Crypto Map) - Basic] .
[Edit Description]
* [Enable Anti-replay window size] 64 1028
64 QoS
[Rule Actions] > [QoS]
IPsec
syslog

[Create/Edit an IPsec Rule] [Tunnel Policy (Crypto Map) - Basic]

IPSec
[OK] [IPSec Rules]
[IPSec Rules]
[Tunnel Policy] IPSec 2 SA
ASDM
[Apply]
IPSec
IPSec
1
IPSec
IPSec 1
IPSec
VPN VPN
VPN
IP
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. [Create/Edit an IPsec Rule] [Tunnel Policy (Crypto Map) - Basic]

VPN veN |

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] > [Create / Edit IPsec Rule] >

[Tunnel Policy (Crypto Map) - Basic]

* [Interface]

* [Policy Type] [Static] [Dynamic]
* [Priority]
* [IKE Proposals (Transform Sets)] 1KEv1 IKEV2  IPsec
* [IKEV1 IPsec Proposal]
[Add]
[Move Up] [Move Down]
11
* [IKEV2 IPsec Proposal]
[Add]
[Move Up] [Move Down]
1
* [Peer Settings - Optional for Dynamic Crypto Map Entries]
* [Connection Type] bidirectional
originate-only answer-only
LAN-to-LAN bidirectional answer-only  originate-only
LAN-to-LAN answer-only originate
only 10
originate only answer only
* [IP Address of Peer to Be Added] IPSec IP
* [Enable Perfect Forwarding Secrecy] PFS
PFS
IPSec 2 PFS
1
« [Diffie-Hellman Group] PFS ASA
Diffie-Hellman
e [Groupl 768 ] PFS Diffie-Hellman Group 1 IPSec

generator 768
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[Create/Edit IPsec Rule] [Tunnel Policy (Crypto Map) - Advanced] .
*[Group2 1024 1 PFS Diffie-Hellman Group 2 IPSec
generator 1024
Group 1
*[Group5 1536 1 PFS Diffie-Hellman Group 5 IPSec
generator 1536
Group 2
* [Group 14 (2048-bits)] IKEV2 Diffie-Hellman
14
* [Group 19] IKEv2 Diffie-Hellman 19
ECDH
* [Group 20] IKEv2 Diffie-Hellman 20
ECDH
* [Group 21] IKEv2 Diffie-Hellman 21
ECDH
* [Group 24] IKEv2 Diffie-Hellman 24

[Create/Edit IPsec Rule] [Tunnel Policy (Crypto Map) - Advanced]

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] > [Create / Edit IPsec Rule] >
[Tunnel Policy (Crypto Map) - Advanced]

* [Enable NAT-T] NAT Traversal NAT-T

« [Enable Reverse Route Injection]
RRI

Open Shortest Path First  OSPF Enhanced
Interior Gateway Routing Protocol EIGRP ASA

RIP VPN LAN-to-LAN
RRI
ASA
OSPF
« [Security Association Lifetime Settings] SA
IPsec SA
IPsec SA
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[Create/Edit IPsec Rule] [Tunnel Policy (Crypto Map) - Advanced]

* [Time] hh mm SS SA
o [Traffic Volume] SA
IPsecSA
100 KB 10000 KB 2147483647 KB

« [Static Type Only Settings]

* [Device Certificate] [None]
[None] [Send CA certificate
chain]

* [Send CA certificate chain]

* [IKE Negotiation Mode] IKE Main Aggressive
SA
Aggressive
ID Main
ID
[Aggressive]
[Diffie-Hellman Group]
* [Diffie-Hellman Group] Diffie-Hellman Groupl 768
Group 2 1024 Group5 1536
* [ESP v3] ICMP

* [Validate incoming ICMP error messages] IPsec
ICMP

« [Enable Do Not Fragment (DF) policy] IP Do-Not-Fragment DF
IPSec

[Clear DF bit] DF
[Copy DF bit] DF
[Set DF bit] DF

* [Enable Traffic Flow Confidentiality (TFC) packets]
TFC
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[Create/Edit IPsec Rule] [Traffic Selection] .

N

TFC [Tunnel Policy (Crypto Map)]
[Basic] IKE v2 IPsec

SA

[Create/Edit IPsec Rule] [Traffic Selection]

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] > [Create / Edit IPsec Rule] >
[Traffic Selection]

* [Action] [protect]  [do not
protect]

* [Source] IP

[Browse Source]

* [Add/Edit] [IP Address]
[Network Object Group]

* [Delete]
* [Filter] IP

* [Name]

* [IP Address]
IP

o [Netmask] IP
[IP Address]

* [Description]

* [Selected Source] [Source]
« [Destination] IP

-]

[Browse Destination]
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. [Create/Edit IPsec Rule] [Traffic Selection]

. ASDM

* [Add/Edit] [IP Address] [Network Object Group]

* [Delete]
* [Filter] IP

 [Name]

* [IP Address]
IP

* [Netmask] IP
[IP Address]

* [Description]

* [Selected Destination] [Destination]

* [Service] [..] [Browse Service]

« [Description] [Traffic Selection]
« More Options
« [Enable Rule]

* [Source Service] [..]]

* [Time Range]
* [Group]
e [Interface] IP
Address]
* [IP address] IP
[IP Address]

* [Destination] IP

[...] [Browse]
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[Create/Edit IPsec Rule] [Traffic Selection] .

* [Name]
[Name]

* [Interface] IP
[Group]

* [Group]

[Group]

* [Protocol and Service]

A\

Any-any IPsec
LAN-to-LAN

* [TCP] TCP
[Source Port] [Destination Port]

 [UDP] UDP [Source
Port] [Destination Port]

« [ICMP] ICMP [ICMP
Type]

* [IP] IP [IP
Protocol]

 [Manage Service Groups] [Manage Service Groups]

TCP/UDP /
* [Source Port] [Destination Port] [Protocol and Service]
TCP UDP
* [Service]
* [Boolean operator] [Service]
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* [Service] https  kerberos
range 2

o [..] [Service]
* [Service Group]

* [Service]

* [ICMP Type] ICMP any [...]

* Options
* [Time Range]
*[..] [Add Time Range]

* [Please enter the description below (optional)]

IPsec
[Configuration] > [Site-to-Site VPN] > [Advanced] > [IPsec Prefragmentation Policies]

IPSec Pre-Fragmentation

MTU
ASA NAT 1P
ASA
FTP FTP get FTP
ASA  MTU
ASA
ASA
ASA
ASA  MTU
FTP
P
MTU
DF
ASA DF
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IPsec Proposals (Transform Sets) .

2
IP
ASA MTU DF
S
MTU
100 [MTU]
[Pre-Fragmentation]
IPSec

Do-Not-Fragment DF
* [Interface]
* [Enable IPsec pre-fragmentation] 1PSec

ASA MTU
DF
ASA DF
2
IP

« [DF Bit Setting Policy] Do-Not-Fragment [Copy] [Clear] [Set]

IPsec Proposals (Transform Sets)

[Configuration] > [Site-to-Site VPN] > [Advanced] > [IPsec Proposals (Transform Sets)]
1 3DES

HMAC-MD5 ESP-3DES-MD5 ESP
IKEv1 IKEv2
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. IPsec Proposals (Transform Sets)
[IKEv1 IPsec Proposals  Transform Sets ]

* [Mode] ESP ESP

IP

e [Tunnel mode] ESP IP

IP IP
IPsec
IP
IPsec
* [Transport mode] IP IP
transport
IP
« [ESP Encryption]
ESP
ESP
« [ESP Authentication] ESP
[IKEv2 IPsec Proposals]
* [Encryption] IKEv2 IPsec
ESP

ESP

* [Integrity Hash] ESP

AES-GCM/GMAC
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. 42

. VPN 43

* DTLS 44

* DNS 45

. 45

* SSL VPN 46

. 48

. 93

. SSLVPN 112

* IKEV1 117

* IKEV2 124

* IPsec SSL VPN 126
* Site-to-Site 130

* AnyConnect VPN 138

* AnyConnect VPN 140

* AnyConnect HostScan 148

* HostScan 149

* HostScan 151

. AnyConnect 151
* HostScan 153

* AnyConnect 153
* AnyConnect 155
* AnyConnect 3.1 AnyConnect Essentials 158

* IPsec VPN 159

« Zone Labs Integrity Server 160

* ISE 161
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[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec] > [System

Options] [Configuration] > [Site-to-Site VPN] > [Advanced] > [System Options]
ASA IPsec VPN
* [Limit maximum number of active IPsec VPN sessions] IPsec VPN
 [Maximum IPsec Sessions] IPsec VPN
IPsec
VPN

* [L2TP Tunnel Keep-alive Timeout]

10 300 60 Network Client Access
* VPN
* [Preserve stateful VPN flows when the tunnel drops] NEM
IPsec IPsec
[Timeout]
S
TCP
TCP
TCPRST
* [IPsec Security Association Lifetime] SA
IPsec SA
IPsec SA
* [Time] hh mm SS SA
o [Traffic Volume] SA
IPsecSA
[unlimited] 100 KB 10000 KB

2147483647 KB
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VPN B

* [Enable PMTU (Path Maximum Transmission Unit) Aging] PMTU

* [Interval to Reset PMTU of an SA (Security Association)] PMTU

« [Enable inbound IPSec sessions to bypass interface access-lists] [Group policy and per-user

authorization ACLs still apply to the traffic] ASA VPN ASA
IKE ESP
VPN
VPN IP
VPN VPN
ACL
IP
IP
VPN IP

« [Permit communication between VPN peers connected to the same interface]

VPN
VPN
NAT

» [Compression Settings] WebVPN SSL VPN

VPN

VPN AnyConnect VPN

1 [Configuration] > [Remote Access VPN] >[Advanced] > [Maximum VPN Sessions]
2 [Maximum AnyConnect Sessions]

1
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3 [Maximum Other VPN Sessions]
Cisco VPN IPsec IKEv1

4 [Apply]

DTLS

VPN veN |

VPN
LAN-to-LAN VPN

Datagram Transport Layer Security DTLS SSL VPN
AnyConnect 2 SSL DTLS
DTLS SSL
DTLS DTLS SSL
229
DTLS TLS DPD
DPD DTLS TLS
DPD
AnyConnect 75
1 AnyConnect VPN DTLS

a) [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection

Profiles]  [Access Interfaces]
b) [Interface] AnyConnect

* [SSL Access / Allow Access]

* DTLS [Enable DTLS]
c) [Port Settings] SSL
o [HTTPS Port] HTTPS SSL
1 65535 443

. ASDM 3 Cisco ASA VPN ASDM 7.4
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DNS

VPN

VPN

DNS B

« [DTLSPorf] DTLS UDP 1 65535
443

DTLS

a) [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit]
> [Advanced] > [AnyConnect Client]

b) [Datagram Transport Layer Security (DTLS)]  [Inherit] [Enable]
[Disable]
c) [DTLSCompression] [Inherit] [Enable] [Disable] DTLS

[Configuration] > [Remote Access VPN] > [DNS]
DNS
DNS

« [Add or Edit] [Add or Edit DNS Server Group]

* [Delete]

 [DNS Server Group] DNS
DefaultDNS

» [Manage] [Configure DNS Server Group]

SMP
AnyConnect TLS/DTLS
SSLVPN AnyConnect

» 5585-X
* 5545-X
* 5555-X
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B ssiven

* ASASM

1 [Configuration] > [Remote Access VPN] > [Advanced] > [Crypto Engine]
2 [Accelerator Bias]

ASA
« [balanced] Admin/SSL IPsec
* [ipsec] IPsec SRTP
[ssl] Admin/SSL
3 [Apply]
SSL VPN
« [Global Client Address Assignment Policy] IPsec SSL VPN Client
AnyConnect ASA
* [Use authentication server] ASA
« [Use DHCP] ASA  DHCP
* [Use address pool] ASA

« [Interface-Specific IPv4 Address Pools]
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* [Interface-Specific IPv6 Address Pools]

* [Add] [Assign Address Pools to Interface]

* [Edit]
[Assign Address Pools to Interface]

* [Delete]

Assign Address Pools to Interface

* [Interface]
DMZ

« [Address Pools]

* [Select] [Select Address Pools]

[Assign Address Pools to Interface]

Select Address Pools

[Select Address Pools]

« [Add] [AddIPPool]
IP

« [Edit] [EditIPPool]
1P

* [Delete]

* [Assign]

Add or Edit an IP Address Pool
IP
* [Name] IP

ASDM 3 Cisco ASA VPN ASDM 7.4
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« [Starting IP Address] IP
* [Ending IP Address] IP

* [Subnet Mask]

ASA RADIUS LDAP
VPN
VPN
VPN
ASA DfltGrpPolicy
RADIUS LDAP

[Group Policy]

. DNS WINS DHCP

. IE AnyConnect

IPsec

. [General] > [More Options] > [Access Hours]

. [General] > [More Options] > [Filters]

* IPsec [Configuration] > [Policy Management] > [Traffic

Management] > [Security Associations]

. [Configuration]
> [Policy Management] > [Traffic Management] > [Network Lists]

. [Configuration] > [System] > [Servers] >
[Authentication]
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ASA

VPN

. 52
VPN

Cisco IPsec VPN

VPN

* AnyConnect

. SSL VPN
VPN
Web

SSL

[Group Policy]
ASDM

[Add] [Edit]
« [Add]

Policy]

ASDM
[Apply]

« [Edit] [Edit Group Policy]

* [Delete] AAA

e [Assign] 1
* [Name]

* [Type]

ASDM 3 Cisco ASA

88

[Configuration] > [Remote Access VPN] > [Network  Client

[Delete]

[Add]

[Cancel]

VPN ASDM 7.4

RADIUS LDAP
SSL VPN VPN
AnyConnect
VPN
59
83

ASA

Access] > [Group Policies]
VPN

[Add] [Add Internal Group

[Add External Group Policy]
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* [Tunneling Protocol]
« [Connection Profiles/Users Assigned to] ASA
ASA RADIUS LDAP
ASA RADIUS ASA
X RADIUS X
ASA RADIUS
RADIUS
ASA ASA
RADIUS RADIUS Active Directory/Kerberos Windows DC
RADIUS NT/4.0 RADIUS LDAP RADIUS
 [Name] [Edit External Group Policy]
* [Server Group]
* [New] RADIUS LDAP
[Add AAA Server
Group]
* [Password]
AAA Cisco ASA Series General Operations ASDM
Configuration Guide AAA Servers and Local Database
AAA
ASA RADIUS LDAP
password-expire-in-days LDAP
RADIUS RADIUS NT LDAP
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VPN

AAA B
AAA RADIUS LDAP
ASA
S
MS-CHAP MS-CHAPv2 RADIUS
MS-CHAPv2
ASA LDAP MS-CHAPv2 RADIUS
« AnyConnect VPN
* IPsec VPN
* IPsec IKEv2
. SSL VPN
Kerberos/Active Directory Windows NT 4.0
RADIUS Cisco ACS
ASA RADIUS
S
LDAP LDAP
ASA Microsoft Active Directory Sun LDAP
LDAP SSL LDAP SSL
LDAP LDAP 636
AnyConnect
ASA AnyConnect
. ASA AAA
ASA
ASA
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AnyConnect AAA
ASA AAA AD RADIUS
LDAP

ASA

* LDAP

* RADIUS RADIUS

ASA AAA account-disabled
ASA AAA MS-CHAPv2

[Configuration] > [Remote Access VPN] > [Network Client  Access] > [Group Policies]
[Add or Edit Group Policy]

[Inherit]
[Inherit]

ASDM  [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >
[Add/Edit] > [General]
SSL VPN IPsec

* [Name] 64
Edit

* [Banner]
500

IPsec VPN HTML
AnyConnect HTML
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* IPsec /n
» AnyConnect <BR>
* [SCEP forwarding URL] CA SCEP
« [Address Pools] 1 IPv4
[Inherit]
IPv4 IPv4
S
IPvd  IPv6
[Select] — [Inherit]
[Select] [Address Pools]
« [IPv6 Address Pools] 1 IPv6
[Select] — [Inherit]
[Select] [Select Address Pools]
IPv6
* [More Options]
* [Tunneling Protocols]
* [Clientless SSL VPN] SSL/TLS VPN VPN
Web ASA
SSL
VPN HTTPS
Web Web NT/AD
Web TCP
 [SSL VPN Client] Cisco AnyConnect VPN SSL VPN
AnyConnect

Mobile User Security MUS
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VPN
o [IPsec IKEv1] IP IPsec
VPN
Cisco VPN LAN
IKEv1
o [IPsec IKEv2] AnyConnect
IKEv2 IPsec AnyConnect
GUI

Cisco Secure Desktop SCEP

* [L2TP over IPsec] PC PC
VPN
IP
L2TP
PPP over UDP 1701
IPsec
* [Filter] 1Pv4 IPv6
ASA
[Manage]
* [NAC Policy]
NAC
--None--

* [Manage] [Configure NAC Policy]
[NAC Policy]

* [Access Hours]

[Inherit]

[Manage] [Browse Time Range]

* [Simultaneous Logins]
3 0

N

veN |

Site-to-Site
IPsec

L2TP over IPSec

NAC
NAC

[Inherit]
[--Unrestricted--]
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VLAN

[Unlimited]

SGT

* [Restrict Access to VLAN] VLAN
VLAN
ASA
VLAN
ACL
Unrestricted ASA VLAN
)
HTTP FTP CIFS
« [Connection Profile (Tunnel Group) Lock]
VPN
[None]
* Maximum Connect Time  [Inherit]
1
35791394 4000 [Unlimited]
« Idle Timeout [Inherit]
1
10080 30
* [Security Group Tag (SGT)] VPN
* [On smart card removal] [Disconnect]
[Keep
the connection]
RSA Microsoft

Windows

« Periodic Certificate Authentication Interval

[Inherit]
1 168
[Unlimited]

ASDM 3 Cisco ASA
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[Group Policy] > [Servers] DNS WINS DNS
DNS WINS IPsec  AnyConnect SVC
L2TP/IPsec DHCP DHCP

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit] >
[Servers]

DefaultGroupPolicy [DNS Servers]  [Inherit]
[DNS Servers] DNS IPv4 IPv6
2 IPv4 2 IPv6
DNS
DNS
ASDM
[Configuration] > [Remote Access VPN] > [DNS] DNS
[WINS Servers]  [Inherit]
wins-server value {ip_address [ip_address] | none}
[WINS Servers] WINS WINS IP
IP WINS IP
2 IP WINS IP
wins-server
WINS X.X.X.X WINS YAA'AY 2
VA'AA WINS
WINS
WINS IP
CLI  FirstGroup IP 10.10.10.15

10.10.10.30 WINS

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #

[More Options] [More Options]
[Configuration] > [Remote Access VPN] > [DNS]
[Default Domain]
example.com
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8 [OK]
9 [Apply]

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit]
> [Advanced] > [Browser Proxy]

Microsoft Internet Explorer

* [Proxy Server Policy] PC  Microsoft Internet Explorer
* [Do not modify client proxy settings] PC Internet Explorer HTTP
* [Do not use proxy] PC Internet Explorer HTTP
* [Select proxy server settings from the following] [Auto detect proxy]
[Use proxy server settings given below] [Use proxy auto configuration (PAC) given
below]
* [Auto-detect proxy] PC Internet Explorer

* [Use proxy server settings specified below] [Proxy Server Name or IP Address]
Internet Explorer  HTTP

* [Use proxy auto configuration (PAC) given below] [Proxy Auto Configuration (PAC)]

* [Proxy Server Settings] Microsoft Internet Explorer Microsoft
* [Server Address and Port] PC Microsoft Internet Explorer
IP
* [Bypass Proxy Server for Local Addresses] PC Microsoft Internet Explorer
[Yes]
[No]
* [Exception List] IP
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[Internet Explorer  Proxy Settings]
[Exceptions]

« [Proxy Auto Configuration Settings] PAC URL URL
PAC Cisco

AnyConnect VPN

Web
HTTP HTTP

HTTP
SSLVPN HTTP
.pac
PAC
.pac .pac URL
1 JavaScript [PAC

URL] .pac URL .pac

* Proxy Lockdown

* [Allow Proxy Lockdown for Client System] AnyConnect
VPN Microsoft Internet Explorer ~ [Connections]
[Connections]
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AnyConnect .
AnyConnect
AnyConnect
* [Keep Installer on Client System]
 [Compression]
o [Datagram TLS] Datagram Transport Layer Security SSL
* [Ignore Don't Defrag (DF) Bit] DF
TCP MSS
« [Client Bypass Protocol] ASA
IPv6 AnyConnect IPv4
IPv4 IPv6
AnyConnect ASA VPN ASA IPv4  IPv6
ASA  AnyConnect IPv4 IPv6
ASA IP
ASA
IPv4 AnyConnect
IPv6
IPv6
IPv6
SSL IPsec IPv6
ASA ASA
 [FQDN of This Device] VPN ASAIP
IP
IPv4 IPv6

ASDM 3 Cisco ASA VPN ASDM 7.4




. ASDM

AnyConnect

N
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AnyConnect ASA FQDN
ASA IP
FQDN
IP IP IPv4

IPv6 AnyConnect

ASA FQDN
ASA FQDN ASA

FQDN
FQDN ASA [Device Setup] > [Device

Name/Password and Domain Name]

FQDN ASA
«[MTU] SSL MTU
IP/UDP/DTLS
MTU

* [Keepalive Messages] [Interval]

NAT

« [Optional Client Modules to Download]

AnyConnect

* AnyConnect DART

.Zip

* AnyConnect

802.1X

3 Cisco ASA VPN ASDM 7.4
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IP
VPN
256 1410
MTU
15 600
Microsoft Outlook  Microsoft Internet Explorer
AnyConnect
ASA
Cisco TAC

Cisco Secure Services Client
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AnyConnect .
» AnyConnect SBL  Start Before Logon SBL Windows
AnyConnect Windows
VPN
» AnyConnect Web ScanSafe Hostscan
AnyConnect Web
» AnyConnect
Cisco lronPort Web WSA WSA
URL
S
AnyConnect 4.0
* ASA Cisco Secure Desktop HostScan
AnyConnect AnyConnect
ASA
* ISE OPSWAT v3
* AMP AMP
AMP for Endpoints
AMP

* [Always-On VPN] AnyConnect

AnyConnect
VPN
AnyConnect VPN
AnyConnect
VPN
VPN
VPN

AnyConnect VPN

ASDM 3 Cisco ASA VPN ASDM 7.4
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. AnyConnect

AnyConnect

N

VPN veN |

VPN AnyConnect

AnyConnect

« [Client Profiles to Download]

. ASDM

AnyConnect VPN Web
ISE AMP [Add]
[Select AnyConnect Client Profiles]
« [Client Profiles to Download]
AnyConnect VPN Web
ISE AMP
Umbrella Roaming Security [Add] [Select
AnyConnect Client Profiles]
AnyConnect VPN
VPN
ACL
Windows ASA
Mac OS X
Linux AnyConnect
3.1.05149 circumvent-host-filtering
true
AnyConnect
IPv4 IPv6
ACL 1

3 CiscoASA VPN ASDM 7.4
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AnyConnect
. ACL
e any split include
::/0
All Networks
. 0.0.0.0/255.255.255.255 /128
Network List Below
« AnyConnect
ASA IP
ASA
10.1.1.1 255.0.0.0
10.0.0.0/8
IP
. ACE
. IPv4
IPv4 IPv6
ACE
[Inherit]
1 ASDM ASA
Access] > [Group Policies]
2 [Add]
[Edit]
3 [Advanced] > [Split Tunneling]
4 [DNS Names] AnyConnect
DNS
ASDM 3 Cisco ASA VPN ASDM 7.4

splitexclude  0.0.0.0/0.0.0.0
Policy Tunnel
Exclude
IP
IPv6
ACL
[Inherit]
[Inherit]

[Configuration] > [Remote Access VPN] > [Network (Client)

split-include

"
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. AnyConnect

IPv4 IPv6
5 [Yes] [Send All DNS
Lookups Through Tunnel] DNS
DNS
AnyConnect VPN
[No]
DNS

6 [Inherit]
[Inherit]
DfltGrpPolicy

[Tunnel All Networks]

[Policy] [IPv6 Policy]
[Policy] IPv4
[IPv6 Policy] IPv6

[Inherit]

* [Exclude Network List Below]

* [Tunnel Network List Below] [Network List]

ASA9.14

Linux

. ASDM 3 Cisco ASA VPN ASDM 7.4
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AnyConnect .

Configuration > Remote Access VPN > Nebwork (Client) Access > Advanced > ACL Manager

@‘Edit‘ﬁDelete|1~ $|$Ba@-|qFrnd

# Enabled  Source User Security Group Destination Security Group  Service  Action
= TunnelExdude
1 W @ 10.10.10.0/24 @ any -p @ Deny
(BT wooon | Do | e |
Split-Include 192.168.1.0/24
Split-Include

192.168.0.0/16

Split-Include 192.168.1.0/24 192.168.0.0/16
Split-Include
Split-Include 0.0.0.0/0.0.0.0

* [Tunnel All Networks]

7 [Network List]

[Inherit]
[Manage] [ACL Manager]
ACL IPv4 IPv6
8 [Intercept DHCP Configuration Message from Microsoft Clients] DHCP
DHCP Microsoft XP ASA
* [Intercept] DHCP [Inherit]
[No]

* [Subnet Mask]

9 [OK]
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Linux
Linux
[Tunnel Network List Below] Linux
circumvent-host-filtering
true
1 ASDM [Configuration] > [Remote Access VPN] > [Network (Client) Access] >
[Advanced] > [AnyConnect Custom Attributes]
2 [Add] circumvent-host-filtering
true
3 [Advanced] >
[AnyConnect Client] > [Custom Attributes]
4 circumvent-host-filtering
AnyConnect
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit] >
[Advanced] > [AnyConnect Client] AnyConnect

« [Keep Installer on Client System]

A\

[Keep Installer on Client System] AnyConnect
2.5

« [Datagram Transport Layer Security (DTLS)] SSL

 [DTLS Compression] DTLS
* [SSL Compression] SSL/TLS

* [Ignore Don't Defrag (DF) Bit] DF
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AnyConnect .
TCP MSS
« [Client Bypass Protocol] ASA  IPv6
AnyConnect IPv4
IPv4 IPv6
AnyConnect ASA VPN ASA  IPv4  IPV6
ASA IP
ASA
IPv4 AnyConnect
IPv6
IPv6
IPv6
* [FQDN of This Device] VPN ASA IP
IP
IPv4 IPv6
S
AnyConnect ASA FQDN
ASA IP
FQDN
IP IP IPv4
IPV6 AnyConnect
ASA FQDN
ASA FQDN ASA
FQDN
FQDN ASA [Device Setup] > [Device
Name/Password and Domain Name] FQDN
FQDN ASA IP
VPN
ASDM 3 Cisco ASA VPN ASDM 7.4
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AnyConnect

«[MTU] SSL MTU
IP/UDP/DTLS
MTU

* [Keepalive Messages] [Interval]

NAT

VPN veN |

256 1410

MTU
15 600

Microsoft Outlook  Microsoft Internet Explorer

« [Optional Client Modules to Download] AnyConnect
ASA
AnyConnect 4.0
» AnyConnect DART Cisco TAC
.Zip
» AnyConnect Cisco Secure Services Client
802.1X
» AnyConnect SBL  Start Before Logon SBL Windows
AnyConnect Windows
VPN
» AnyConnect Web ScanSafe Hostscan
AnyConnect Web
» AnyConnect
Cisco IronPort Web WSA WSA
URL
S
AnyConnect 4.0
* ASA Cisco Secure Desktop HostScan
AnyConnect AnyConnect
ASA
3 Cisco ASA VPN ASDM 7.4
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* ISE OPSWAT v3

* AMP

AMP for Endpoints
AMP

* [Always-On VPN] AnyConnect
AnyConnect
VPN
AnyConnect VPN

AnyConnect
VPN

VPN
VPN
AnyConnect VPN

A\

AnyConnect .

AMP

VPN

VPN

VPN AnyConnect
AnyConnect

« [Client Profiles to Download]
AnyConnect VPN
ISE AMP
[Select AnyConnect Client Profiles]

N

Web
[Add]

AnyConnect

Advanced > AnyConnect Client > Login Setting

AnyConnect
SSL VPN

* [Post Login Setting]

ASDM 3 Cisco ASA
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VPN

« [Default Post Login Selection]

Mobile

VPN

VPN veN |

[Advanced] > [AnyConnect Client] > [Client Firewall]

ASA

[Local LAN Access]

VPN

Windows

0s
ASA
S
ASA
Active Directory AD
ASA
AD
. 71
* VPN 74
AnyConnect
. IP ASA
IP IP
VPN ASDM 7.4

. ASDM 3 Cisco ASA
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VPN
* ASA ACL
AnyConnect TCP UDP ICMP
IP
*« ASA9.0
IPv4 IPv6
 Windows Windows Firewall
ASA AnyConnect
AnyConnect
* Windows Vista Windows Vista
300
1 300 5000 5300 300
300
. AnyConnect
Windows VPN
e Mac AnyConnect ASA
. AnyConnect
AnyConnect
ASA ASA 8.3(1) ASDM 6.3(1) AnyConnect
VPN
ASDM 3 Cisco ASA VPN ASDM 7.4
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VPN
LAN
*0OS Windows XP
permitip any any

0 0

0
0

ACL
ACL AnyConnect_Client_Local Print

ASDM [Client Firewall]
ACL ACE
1:AnyConnect Client_Local_Print  ACL
Permission Destination
Address
Any Any
LPD TCP 515

Any
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VPN B
Permission Destination
Address
IPP TCP 631
Any
TCP 9100
Any
mDNS UDP 224.0.0.251 |5353
LLMNR UDP 224.0.0.252 | 5355
NetBios TCP 137
Any
NetBios UDP 137
Any
1 65535
N
ACL allow Any Any
[Local LAN Access]
VPN
ACL ASA ACL VPN VPN

1 AnyConnect
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies]

2 [Edit]
3 [Advanced] > [AnyConnect Client] > [Client Firewall]
[Manage]
4 ACE ACL ACL
5 VPN VPN

ASDM 3 Cisco ASA VPN ASDM 7.4
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- Y
[Preferences (Part 2)] [Apply last local VPN resource rules]
VPN
ACL
VPN
ACL VPN VPN
S
AnyConnect Windows
ACL IPv4 169.254.0.0 IPv6 fe80::/64

1 ASDM [Group Policy] > [Advanced] > [Split Tunneling]
2 [Network List] [Inherit] [Manage]

3 [Extended ACL]

4  [Add] > [Add ACL] ACL
5 ACL [Add] [Add ACE]
6  [Action] [Permit]
7 IPv4 169.254.0.0 IPv6 fe80::/64
8  [Service] IP
9 [OK]
10 [OK] ACL
11 [Split Tunneling] 7 IP
[Inherit for the Policy or IPv6 Policy] [Exclude Network List
Below] [Network List] ACL
12 [OK]
13 [Apply]
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VPN VPN
AnyConnect .

AnyConnect
ASA

[Advanced] > [AnyConnect Client] > [Key Regeneration]

* [Renegotiation Interval] 1
10080 1 [Unlimited]

* [Renegotiation Method] [Inherit]

[None]
[SSL] [New Tunnel]

Y

[Renegotiation Method]  [SSL] [New Tunnel]
SSL

anyconnect ssl rekey

AnyConnect
Dead Peer Detection DPD ASA
DPD
AnyConnect ASA DPD
. ASA AnyConnect SSL VPN
DPD IPsec
SSL VPN
* DTLS Dead Peer Detection DPD DPD
DTLS TLS
*« ASA DPD Optimal MTU OMTU
DTLS MTU
MTU DPD
OMTU
MTU MTU
MTU
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AnyConnect

« [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies]
[Add] [Edit] [Advanced] >
[AnyConnect Client] > [Dead Peer Detection]

. [Configuration] > [Device Management] >
[Users/AAA] > [User Accounts] [Add]
[Edit] [VPN Policy] > [AnyConnect Client] > [Dead Peer Detection]

DPD
[Disable] DPD
30 3600 300

DPD [Disable]
DPD 30 3600
300

AnyConnect

[Advanced] > [AnyConnect Client] > [Customization]

« [Portal Customization] [AnyConnect Client/SSL VPN]

DfltCustomization

e [Manage] [Configure GUI Customization object]s

» [Homepage URL]( )
URL http:// https://

AnyConnect VPN
URL Web
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VPN VPN
AnyConnect .

N

AnyConnect Linux Android
Apple iOS

AnyConnect

* [Use Smart Tunnel for Homepage]

« [Access Deny Message]

AnyConnect

[Advanced] > [AnyConnect Client] > [Custom Attributes]

AnyConnect

AnyConnect Cisco
AnyConnect Secure Mobility Client Administrator Guide

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced]
> [AnyConnect Custom Attributes] [AnyConnect Custom Attribute Names]

1 [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit] >
[Advanced] > [AnyConnect Client] > [Custom Attributes]

2 [Add] [Create Custom Attribute]
3

a) [Manage] [Configure Custom Attribute Types] [Add]

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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. IPsec IKEv1

b) [ Create Custom Attribute Type ] [
Type 1 [ Description ]

c) [OK] [OK]

4 [Select Value]
5 [Selectvalue]

a) [Manage] [Configure Custom Attributes] [Add]
b) [Create Custom Attribute Name]
[Name] [Value]

[Add] [OK] 420
AnyConnect
c) [OK] [OK]
6 [ Create Custom Attribute | [OK]
IPsec IKEvl
IPsec IKEvl

[Configuration] > [Remote Access] > [Network Client  Access] > [Group Policies] > [Advanced] >
[IPsec (IKEv1) Client] [Add or Edit Group Policy] > [IPsec]

* [Re-Authentication on IKE Re-key] [Inherit] IKE
30 2 SA
3
* [Allow entry of authentication credentials until SA expires] SA
o [IP Compression] [Inherit] IP Compression

o [Perfect Forward Secrecy] [Inherit]
PFS PFS IPsec SA

PFS
PFS IKE SA

. ASDM 3 Cisco ASA VPN ASDM 7.4
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VPN
IPsec IKEVL B
IPsec IKE SA
IKE SA IPsec SA
PFS IKE

IPsec IPsec SA

* [Store Password on Client System]
S

* [IPsec over UDP] IPsec over UDP
* [IPsec over UDP Port] IPsec over UDP UDP
* [Tunnel Group Lock] [Inherit] [None]

« [IPsec Backup Servers] [Server Configuration]

* [Server Configuration] IPsec

[Use Backup Servers Below]

* [Server Addresses space delimited ]
[Server Configuration]

IPsec

Below
IPsec IKEvl
[Client Access Rules]

25
* [Priority]
* [Action]
 [VPN Client Type] VPN
* [VPN Client Version] VPN

ASDM 3 Cisco ASA VPN ASDM 7.4
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UDP

[Keep Client Configuration]
[Clear Client Configuration]

IP
Use Backup Servers

Windows
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IPsec IKEvl
*
. ASA
. ASA
1
ASA
o *
. 255
n/a
IPsec IKEvl
[Add or Edit Group Policy]  [Client Firewall]
VPN
Microsoft Windows VPN
Windows
VPN ASA
PC
VPN
VPN ASA
AreYouThere AYT
VPN are you there?
VPN
ASA
PC
2 VPN PC
PC
PC
Central Protection Policy CPP ASA
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IPsec IKEVL B

VPN
ASA
VPN VPN

[Configuration] > [Remote Access] > [Network (Client) Access] > [Group Policies] > [Advanced] >
[IPsec (IKEv1) Client] > [Client Firewall]

« [Inherit]

« [Client Firewall Attributes]

« [Firewall Setting]

[No Firewall]
[Firewall
Required] [Firewall Optional]
[Firewall Required]
ASA
ASA VPN
S
Windows VPN
ASA 5505
[Firewall Optional] Firewall Optional

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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IPsec IKEv1

o [Firewall Type]
[Custom Firewall] [Custom Firewall]

e [Custom Firewall] ID ID

* [Vendor 1D]

e [Product ID]

* [Description]

« [Firewall Policy]
« [Policy defined by remote firewall (AYT)]

Are You There Policy defined by
remote firewall AYT
PC
VPN ASA
VPN
VPN
30
VPN

* [Policy pushed (CPP)]

[Inbound Traffic Policy] [Outbound Traffic Policy]

[Manage] ASA [Policy Pushed (CPP)]

VPN

ASA ASA

VPN ASA
VPN
in out VPN
VPN VPN
ASA

* [Inbound Traffic Policy]

. ASDM 3 Cisco ASA VPN ASDM 7.4



VPN VPN

* [Outbound Traffic Policy]

* [Manage] [ACL Manager]

ACL

SSL VPN

SSL VPN

SSLVPN B

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies] >

[Add/Edit] > [General]
[Add or Edit Group Policy]

[Inherit]
[Inherit]
[Add Internal Group Policy] > [General]
* [Name] 64
Edit
* [Banner]
491
AnyConnect
. <BR>
« [Tunneling Protocols]
* [Clientless SSL VPN] SSL/TLS VPN
VPN HTTPS
Web Web
Web

* [SSL VPN Client] Cisco AnyConnect VPN
AnyConnect
MUS

ASDM 3 Cisco ASA VPN ASDM 7.4
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SSLVPN

o [IPsec IKEv1] IP

VPN
Cisco VPN
IKEv1
o [IPsec IKEv2] AnyConnect
IKEv2 IPsec

Cisco Secure Desktop SCEP

VPN veN |

IPsec
Site-to-Site
LAN IPsec
AnyConnect
GUI

* [L2TP over IPsec] PC PC
VPN L2TP over IPSec
IP
L2TP
PPP over UDP 1701
IPsec
e [Web ACL] Clientless SSL VPN
ACL
ACL [Manage]
* [Access Hours]
[Inherit]
[Inherit] [--Unrestricted--]
[Manage]
* [Simultaneous Logins]
3 0
S
* [Restrict Access to VLAN] VLAN
VLAN
ASA
VLAN VLAN
ACL
Unrestricted ASA VLAN
3 Cisco ASA VPN ASDM 7.4
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SSLVPN B

N

HTTP FTP CIFS

« [Connection Profile (Tunnel Group) Lock]

VPN
[None]
e Maximum Connect Time  [Inherit]
1
35791394 4000 [Unlimited]
« Idle Timeout [Inherit]
1
10080 30
[Unlimited]
« Maximum Connection Time Alert Interval
[Inherit] [Default]
30
[Default] 1 30
« Idle Timeout Alert Interval
[Inherit] [Default]
30

[Default] 1 30

« Periodic Certificate Authentication Interval

[Inherit]
1 168
[Unlimited]

SSL VPN

[Portal] SSL VPN
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SSL VPN

URL ActiveX
HTTP

* [Bookmark List] [Manage]

« [URL Entry] URL URL

* [File Access Control] CIFS

* [File Server Entry]
* [File Server Browsing]

* [Hidden Share Access]

« [Port Forwarding Control] Java Applet SSL VPN
TCP

* [Port Forwarding List] TCP
[Manage]

* [Auto Applet Download] Java Applet

* [Applet Name] [Applet]
[Application Access]

* [Smart Tunnel] SSL
VPN ASA

* [Smart Tunnel Policy] 1
[use smart tunnel for the specified network] [do not use smart
tunnel for the specified network] [use tunnel for all network traffic]

[Manage]

. ASDM 3 Cisco ASA VPN ASDM 7.4



VPN VPN

* [Smart Tunnel Application]
TCP

[Manage]

* [Smart Tunnel all Applications]

* [Auto Start]

SSL VPN Portal]

* [Auto Sign-on Server List]

* [Windows Domain Name (Optional)]
qu_team
Windows domain name with user name]

* [ActiveX Relay]

SSLVPN B

Winsock 2

Windows

[Clientless

[Application Access] > [Start Smart Tunnels]

[Manage]

domain\username
Windows
CISCO CISCO\ga_team

[Use

Microsoft Office
Microsoft Office

ActiveX
SSL VPN
« [HTTP Proxy] HTTP
Java ActiveX Flash
HTTP HTTPS
HTTP HTML CSS
JavaScript VBScript ActiveX Java
Microsoft Internet Explorer
ASDM 3 Cisco ASA VPN ASDM 7.4
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SSL VPN
* [Auto Start (HTTP Proxy)] HTTP
« [HTTP Compression] SSL VPN HTTP
SSL VPN
URL
SSL VPN
AnyConnect 76
SSL VPN
AnyConnect
SSL VPN ASA
AnyConnect 69
SSL VPN
SSL VPN 85
VPN
[Inherit]
[Inherit]
[Add Internal Group Policy] > [General]
SSL VPN  IPsec SSL VPN
1

* [Name] Edit

* [Tunneling Protocols]

. ASDM 3 Cisco ASA VPN ASDM 7.4
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* [Clientless SSL VPN] SSL VPN SSL/TLS VPN
VPN Web
ASA
SSL VPN HTTPS
Web Web
NT/AD Web TCP
* [SSL VPN Client] Cisco AnyConnect VPN SSL VPN
AnyConnect
MUS
* [IPsec IKEv1] IP IPsec
VPN Site-to-Site
Cisco VPN LAN IPsec
IKEv1
* [IPsec IKEv2] AnyConnect
IKEvV2 IPsec AnyConnect
GUI
Cisco Secure Desktop SCEP
* [L2TP over IPsec] PC PC
VPN L2TP over IPSec
IP
L2TP
PPP over UDP 1701
IPsec
o [Filter] Network (Client) Access
ASA
[Group
Policy] ACL [ACL
Manager] [Manage]
« Idle Timeout [Inherit]
1

10080 30
[Unlimited]

e Maximum Connect Time  [Inherit]
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VPN
1
35791394 4000 [Unlimited]
* Periodic Certificate Authentication Interval
[Inherit]
1 168
[Unlimited]
[Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users] [Add]
DfltGrpPolicy
[Inherit]
1 ASDM [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users]
2 [Edit]
3 [VPN Policy]
4
5
[Tunneling Protocols]
e SSL/TLS VPN SSL VPN Web
VPN
SSL
VPN HTTPS
Web Web NT/AD
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VPN B
Web TCP
* SSL VPN Cisco AnyConnect Client
SSL VPN
o [IPsec IKEv1] IP IPsec
VPN Site-to-Site
Cisco VPN LAN IPsec IKEv1
* [IPsec IKEv2] AnyConnect
IKEv2 IPsec AnyConnect
GUI
Cisco Secure Desktop SCEP
. PC PC VPN
L2TP over IPSec IP
ASA
6 IPv4 IPv6
ASA
a) [Configuration] > [Remote Access VPN] > [Network

(Client) Access] > [Group Policies] > [Add/Edit] > [General] > [More Options] > [Filter]

b) [Manage] ACL ACE
7
[Tunnel Group Lock] VPN
ASA
[None]
8  [Store Password on Client System]
ASDM 3 Cisco ASA VPN ASDM 7.4
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VPN

VPN

[Inherit] [Yes] [No]
[Yes]
[No]
9  [Connection Settings]
a)
[Inherit]
[Inherit] [Inherit]
[Unrestricted]
[Manage] [Add Time Range]
b) Simultaneous Logins
3
c) VPN [Maximum Connect Time]
[Inherit]
1 35791394 4000
[Unlimited]
d) VPN [Idle Timeout]
[Inherit]
1 10080
30 [Unlimited]

10 [Timeout Alerts]

a) [Maximum Connection Time Alert Interval]

[Inherit]

b) [ldle Alert Interval]

[Inherit]

. ASDM

3 Cisco ASA

[Default]
30
[Default] 1 30
[Default]
30
[Default] 1 30
VPN ASDM 7.4
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| VPN VPN

11 IPv4 [Dedicated IPv4 Address (Optional)]
IPv4
12 IPv6 [Dedicated IPv6 Address (Optional)]
IPv6 IPv6 IPv6 IPv6
13 [Clientless SSL VPN] [AnyConnect Client]
[Inherit]
14 [OK]
VPN
Cisco AnyConnect VPN SSL VPN
IKEvl IKEV2 VPN
AnyConnect
AnyConnect
« [Access Interfaces]
. AnyConnect
SSL
IPSec
SSL DTLS Datagram Transport Layer Security
DTLS SSL
IPsec IKEv2
GUI
Cisco Secure Desktop SCEP Anyconnect
AnyConnect
IKEv2 IPsec
* [Device Certificate] RSA ECDSA
95

ASDM 3 Cisco ASA VPN ASDM 7.4 .




AnyConnect

. ASDM

VPN veN |

« [Port Setting] HTTPS DTLS RA
95

* [Bypass interface access lists for inbound VPN sessions] [Enable inbound VPN sessions to
bypass interface ACLS]

VPN ACL
ACL
ACL VPN
* Login Page Setting
DefaultWebVPNGroup
* [Shutdown portal login page.] Web

* [Connection Profiles]

* [Add/Edit]
* [Name]
* [Aliases]

* [SSL VPN Client Protocol] SSL VPN

* [Group Policy]

« [Allow user to choose connection, identified by alias in the table above, at login page] [Login]

« [Let group URL take precedence if group URL and certificate map match different connection profiles.
Otherwise, the connection profile matches the certificate map will be used.]

URL
ASA
VPN
URL URL
ASA
ASA
3 Cisco ASA VPN ASDM 7.4
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[Specify Device Certificate]
ASA AnyConnect
Alway-on IPsec/IKEv2 AnyConnect
ASA
ASA 94.1 ECDSA AnyConnect
SSL SSL AnyConnect IPsec
ECDSA
1 VPN [Certificate with RSA Key]
o1 [Use
the same device certificate for SSL and IPsec IKEv2]
[Manage]
ID
* [Use the same device certificate for SSL and IPsec IKEv2] SSL
IPSec
2 [Device Certificate]
[Manage] ASA ID
3 VPN [ECDSA key] [Certificate] ECDSA
[Manage] ECDSA ID
4 [OK]
ASDM SSL DTLS

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection
Profiles]

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Connection Profiles]

« [HTTPS Port] HTTPS SsL
1 65535 443
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« [DTLS Porf] DTLS
443

VPN

UbDP 1 65535

AnyConnect
AnyConnect VPN [AnyConnect Connection Profiles]

[Add] [Edit] [Add/Edit AnyConnect Connection Profile] > [Basic]
e [Name] [Add] [Edit]
« [Aliases] 1
« [Authentication] 1 AAA

* AAA Certificate Both AAA Certificate Both

Certificate Both
» [AAA Server Group] AAA
LOCAL ASA
[Manage]
AAA ASA

* LOCAL [Use LOCAL if Server Group Fails]

* [Use LOCAL if Server Group fails] Authentication Server Group

LOCAL
« [Client Address Assignment] DHCP
IPv6
» [DHCP Servers] DHCP IP

« [Client Address Pools]

IPv4 [Select]
IPv4
« [Client IPv6 Address Pools]
IPv6 [Select]
Cisco ASA VPN ASDM 7.4
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VPN VPN

IPv6
« [Default Group Policy]
* [Group Policy] VPN
VPN
RADIUS
DfltGrpPolicy [Manage]
* [Enable SSL VPN client protocol] VPN SSL
* [Enable IPsec (IKEv2) client protocol] IKEv2 IPsec
» [DNS Servers] DNS IP 1
* [WINS Servers] WINS IP 1
* [Domain]
* [Find] GUI CLI [Next]
[Previous]
[Advanced]
. SSL VPN
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. AnyConnect

\}

veN |

SSL VPN 2 SSL VPN

AnyConnect
* [Enable Simple Certificate Enrollment (SCEP) for this Connection Profile]
« [Strip the realm from username before passing it on to the AAA server]
« [Strip the group from username before passing it on to the AAA server]
* [Group Delimiter]

* [Enable Password Management] AAA account-disabled

A

override account-disabled

* [Notify user ___days prior to password expiration]

ASDM
1 180
* [Notify user on the day password expires]
* [Override account-disabled indication from AAA server] AAA
« [Translate Assigned IP Address to Public IP Address]
IP VPN IP
VPN
IP
IP IP

. ASDM 3 Cisco ASA VPN ASDM 7.4
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* [Enable the address translation on interface]

A

outside  AnyConnect
inside

« [Find] GUI CLI [Next]

[Previous]

[Client Addressing]
IP

[Client Addressing]
ASDM

« [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection

Profiles]

* [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection

Profiles]

« [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv2) Connection

Profiles]

AnyConnect IPv4

AnyConnect IKEvl IKEv2

[Add] [Edit]

IP

* ASA

ASDM 3 Cisco ASA

[Basic]
IPv6

[Advanced] > [Client Addressing]

[Assign Address Pools to Interface]
ASA
[Select]

[Add] [Add IP Pool]

VPN ASDM 7.4
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« ASA [Edit]
[Edit IP Pool]
[Edit]
ASDM
* ASA [Delete]
[Delete]
ASDM
. [Add] [Assign
Address Pools to Interface]
[Address Pools] [Select]
[Select Address Pools]
[Assign]
[OK] [Address Pools]
[OK]
[Edit]
[Assign Address Pools to Interface]
[Delete]
[Address Pools]
[Select] [Select Address Pools]
[Assign]
[Assign] [OK]
[Address Pools] [OK]
. [Delete]
101
101
IP 101
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[Advanced] > [Client Addressing]
[Add] [Edit]

* [Interface]
DMZ

* [Address Pools]

* [Select] [Select Address Pools]

[Assign Address Pools to Interface] [Address Pools]

[Connection Profile] > [Advanced]  [Select Address Pools]

« [Add] [Add P Pool]
1P

« [Edit] [EditIPPool]
1P

* [Delete]

* [Assign]
[Assign]

IP

[Connection Profile] > [Advanced]  [Add or Edit IP Pool]
IP

e [Name] IP
* [Starting IP Address] IP
* [Ending IP Address] IP

* [Subnet Mask]

AnyConnect

[Connection Profile] > [Advanced] > [Authentication]
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* [Interface-specific Authentication Server Groups]

* [Add or Edit] [Assign Authentication Server Group to Interfac]e

veN |

LOCAL
[Manage] [Configure AAA Server Groups]
[Interface/Server Group]
* [Delete]
* [Username Mapping from Certificate]
S
* [Pre-fill Username from Certificate]
/
* [Hide username from end user]
* [Use script to choose username]
[None]
* [Add or Edit] [Opens the Add or Edit Script Content]
* [Delete]
* [Use the entire DN as the username] [Distinguished Name]
* [Specify the certificate fields to be used as the username]
C Country 2
ISO 3166
CN Common Name
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VPN
AnyConnect
DNQ
EA E-mail Address
GENQ Generational Qualifier
GN Given Name
| Initials
L Locality
N
O Organization
ou Organizational Unit
(0]
SER Serial Number
SN Surname
SP State/Province
T Title
uID User Identifier ID
UPN User Principal Name
* [Primary Field]
[Secondary Field]
* [Secondary Field] [Primary Field]
« [Find] GUI CLI [Next]

[Previous]
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2

[Connection Profile] > [Advanced] [Secondary Authentication]
2 2
2
2
1
2
1
2 /
2
S
2
* [Secondary Authorization Server Group]
* [Server Group] AAA
none SDI
* [Manage] [Configure AAA Server Group]
* [Use LOCAL if Server Group fails]
LOCAL
* [Use primary username] 1

« [Attributes Server]

A\

ASA

* [Session Username Server]

« [Interface-Specific Authorization Server Groups]

* [Add or Edit] [Assign Authentication Server Group to Interfac]e
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LOCAL

[Manage] [Configure AAA Server Groups]
[Interface/Server Group]

* [Delete]

* [Username Mapping from Certificate]

« [Pre-fill Username from Certificate]
2 2
AAA
[Basic] [Method] [Both]

« [Hide username from end user] 2 VPN

« [Fallback when a certificate is unavailable] [Hide username from end user]
Cisco Secure Desktop

* [Password] 2

* [Prompt]
* [Use Primary] 2 1
* [Use] 2

* [Specify the certificate fields to be used as the username] 1
/

* [Primary Field]
[Secondary Field]

* [Secondary Field] [Primary Field]

c Country 2
1ISO 3166
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CN Common Name
DNQ
EA E-mail Address
GENQ Generational Qualifier
GN Given Name
| Initials
L Locality
N
(0] Organization
ou Organizational Unit
0]
SER Serial Number
SN Surname
SP State/Province
T Title
ulD User Identifier ID
UPN

User Principal Name

* [Use the entire DN as the username]

* [Use script to select username]
[None]

DN RFC1779

 [Add or Edit] [Opens the Add or Edit Script Content]

* [Delete]
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AnyConnect .
AnyConnect
AnyConnect [Authorization]
AnyConnect IKEvl IKEv2 SSL
« [Authorization Server Group]
* [Server Group] none
* [Manage] [Configure AAA Server Group] AAA
SSL VPN

116

* [Users must exist in the authorization database to connect]

* [Interface-specific Authorization Server Groups]

* [Add or Edit] [Assign Authentication Server Group to Interfac]e
LOCAL

[Manage] [Configure AAA Server Groups]
[Interface/Server Group]

* [Delete]

* [Username Mapping from Certificate]

* [Use script to select username]
[None]

 [Add or Edit] [Opens the Add or Edit Script Content]

* [Delete]
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. AnyConnect

* [Use the entire DN as the username] [Distinguished Name]
* [Specify the certificate fields to be used as the username] 1
* [Primary Field]

[Secondary Field]
* [Secondary Field] [Primary Field]

* [Find] GUI CLI [Next]
[Previous]
AnyConnect
AnyConnect [Authorization] [use a script to select username]
[Add] [Edit]
)
AnyConnect WebVPN Unknown

* [Script Name]

CLI
* [Select script parameters]
* [Value for Username] DN
Subject DN
* [No Filtering] DN
« [Filter by substring]
-1
/ DN Common Name CN
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AnyConnect .
2:
1 5 host/
6 10 user
6 -1 user
3
user r
Lua

* 1 [Regular Expression Matching] [Regular Expression]
Email Address (EA)

DN @
/\[A@]* 1 DN
userl234@example.com userl234
e 2 [Usecustomscriptin LUA format] LUA
LUA
return cert.subject.cn..'/'..cert.subject.l
1 2 DN cn I
2 /
LUA

A\

LUA
3:
cert.subject.c Country
cert.subject.cn Common Name
cert.subject.dnqg DN
cert.subject.ea
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cert.subject.genq

cert.subject.gn

cert.subject.i

cert.subject.l

cert.subject.n

cert.subject.o

cert.subject.ou

cert.subject.ser

cert.subject.sn

cert.subject.sp /
cert.subject.t Title
cert.subject.uid ID
cert.issuer.c Country

cert.issuer.cn

Common Name

cert.issuer.dng

DN

cert.issuer.ea

cert.issuer.genq

cert.issuer.gn

cert.issuer.i

cert.issuer.

cert.issuer.n

cert.issuer.o

cert.issuer.ou

cert.issuer.ser

cert.issuer.sn

cert.issuer.sp

cert.issuer.t

Title
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SSL VPN

cert.issuer.uid

cert.serialnumber

cert.subjectaltname.upn

SSLVPN

[Authorization]

* [Interface]

* [Server Group]
LOCAL

* [Manage] [Configure AAA Server Group]

[Connection Profile] > [Advanced]  [Accounting]
« [Accounting Server Group]

e [Manage] AAA

[Connection Profile] > [Advanced]

DMZ

ASA

[Configure AAA Server Groups]

URL

[GroupAlias/Group Group URL]

AnyConnect SSL VPN
SSLVPN 1
AnyConnect [Group URL/Group Alias] SSL VPN

[Clientless SSL VPN]

« [Login and Logout (Portal) Page Customization (Clientless SSL VPN only)]

DfltCustomization
[Manage]

ASDM 3 Cisco ASA
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SSLVPN

« [Enable the display of Radius Reject-Message on the login screen]
RADIUS-reject

« [Enable the display of Securld message on the login screen]
SecurlD

« [Connection Aliases]

[Add] [Delete]
* [Group URLS] URL
URL URL [Add] [Delete]
URL [Edit] URL

* [Do not run Cisco Secure Desktop (CSD) on client machine when using group URLSs defined above
to access the ASA. (If a client connects using a connection alias, this setting is ignored.)]

URL Cisco Secure Desktop
URL
VPN
DAP
* [Always run CSD] URL Hostscan
» [Disable CSD for both AnyConnect and clientless SSL VPN] URL
Hostscan
* [Disable CSD for AnyConnect only] URL AnyConnect
Hostscan Hostscan

SSL VPN

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Connection Profiles]
SSL VPN
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sstven I}
* [Access Interfaces]
* [Device Certificate] RSA ECDSA
2
ID ECDSA ASA
1 ECDSA RSA

* [Manage] [Manage Identity Certificates]

* [Port Setting] SSL IPsec  IKEv2
1 65535 443

* Login Page Setting

DefaultWebVPNGroup

« [Allow user to enter internal password on the login page]

« [Shutdown portal login page] Web

* [Connection Profiles]

* [Add] [Add Clientless SSL VPN]
« [Edit] [Edit Clientless SSL VPN]

* [Delete]

* [Name]

* [Enabled]

* [Aliases]

* [Authentication Method]

* [Group Policy]
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SSLVPN

* [Let group URL take precedence if group URL and certificate map match different connection profiles.
Otherwise, the connection profile matches the certificate map will be used.]
URL
ASA

VPN URL
URL ASA

ASA

SSL VPN

[Clientless SSL VPN Connection Profile] > [Advanced] > [Basic]

 [Name]

* [Aliases] 1 [Clientless SSL VPN Access
Connections]

* [Authentication]

* [Method] AAA
AAA

» [AAA server Group] AAA
LOCAL

» [Manage] [Configure AAA Server Group]

* [DNS Server Group] DNS
DefaultDNS

« [Default Group Policy]
* [Group Policy]

DfltGrpPolicy

* [Clientless SSL VPN Protocol] SSL VPN
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SSLVPN B

SSL VPN

[Clientless SSL VPN Connection Profile] > [Advanced] > [General]
AAA

« [Password Management] AAA account-disabled

» [Enable notification password management]

2
14

1

180

D
ASA
RADIUS RADIUS NT
LDAP AAA RADIUS LDAP
ASA

« [Override account-disabled indication from AAA server] AAA account-disabled

A\

override account-disabled

SSL VPN

[Clientless SSL VPN Connection Profile] > [Advanced] > [Authentication]
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SSLVPN
[Authentication] AnyConnect AnyConnect
101
SSL VPN
[Clientless SSL VPN Connection Profile] > [Advanced] > [Authentication]
[Add] AAA
SSL VPN
111
SSL 2 2 104
AnyConnect
SSL AnyConnect IKEv1l IKEV2
AnyConnect
107
SSL VPN NetBIOS
SSL VPN [Advanced] > [NetBIOS Servers]
NetBIOS [Add or Edit Tunnel Group dialog
box for Clientless SSL VPN access] > [NetBIOS]
NetBIOS SSL VPN NetBIOS
Common Internet File System
Windows
NetBIOS
ASA NetBIOS IP NetBIOS
SSL VPN
NetBIOS
NBNS 1 NetBIOS
NBNS 3 ASA
NetBIOS/CIFS
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SSLVPN sstven [

[NetBIOS Servers]
* [IP Address] NetBIOS IP

* [Master Browser] WINS CIFS
* [Timeout (seconds)] NBNS

* [Retries] NBNS

10
* [Add/Edit] NetBIOS [Add or Edit NetBIOS Server]

* [Delete] NetBIOS

* [Move Up/Move Down] ASA NetBIOS
NBNS

SSL VPN SSL
VPN

[Advanced] > [Clientless SSL VPN]

AnyConnect
URL 111

IKEv1

IKEv1 L2TP IPsec VPN
VPN IKEV1 [Configuration]
> [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection Profiles]

* [Access Interfaces] IPsec

« [Connection Profiles] IPsec
[Connections] 1
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. IPsec [Basic]

* [Name] IPsec IKEv1 IP

o [IPsec Enabled] IPsec
[Add or Edit IPsec Remote Access Connection]  [Basic]

* [L2TP/IPsec Enabled] L2TP/IPsec
[Add or Edit IPsec Remote Access Connection]  [Basic]

* [Authentication Server Group]

* [Group Policy] IPsec

\)

[Delete]

IPsec [Basic]

[Configuration] > [Remote Access VPN] > [Network Client  Access] >[IPSec IKEvl Connection
Profiles] > [Add/Edit] > [Basic] = [Add or Edit IPsec Remote Access Connection Profile Basic]
L2TP-IPsec IPsec IKEv1 VPN

 [Name]
* [IKE Peer Authentication] IKE

* [Pre-shared key]
128

* [Identity Certificate] 1D ID
[Manage] [Manage Identity Certificates]

* [User Authentication]

[Advanced]
* [Server Group]
LOCAL LOCAL [Fallback]
[Manage]
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[Add/Edit Remote Access Connections] > [Advanced] > [General] .

* [Fallback] LOCAL

* [Client Address Assignment]
» [DHCP Servers] DHCP IP 10

« [Client Address Pools] 6
[Select]
« [Default Group Policy]

* [Group Policy]
DfltGrpPolicy
[Manage]

« [Enable IPsec protocol]  [Enable L2TP over IPsec protocol]

[Add/Edit Remote Access Connections] > [Advanced] > [General]

AAA
* [Strip the realm from the username before passing it on to the AAA server] AAA
[Strip Realm]
AAA
@
username@realm JaneDoe@example.com [Strip Realm]

username@realm
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. [Add/Edit Remote Access Connections] > [Advanced] > [General]

N

ASA AAA
[@realm][<# 1> ]
JaneDoe@example.com#VPNGroup
# !
@
ASA @
Kerberos Kerberos
Kerberos DNS
example.com
Kerberos EXAMPLE.COM
ASA user@grouppolicy
L2TP/IPsec user@tunnelgroup
« [Strip the group from the username before passing it on to the AAA server] AAA
[Strip Group]
[Enable Group Lookup]
Group Lookup ASA
@ # ! @  Group Lookup < >
JaneDoe@VPNGroup JaneDoe#VPNGroup
JaneDoe!VPNGroup
* [Password Management] AAA account-disabled

» [Enable notification upon password expiration to allow user to change password]
2

14

1 180
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IKEv1

ASA

RADIUS RADIUS NT

LDAP AAA RADIUS
ASA
MS-CHAPV2
IKEv1
99
IKEv1
IPsec on Remote Access Site-to-Site
ASA
[Advanced]

« [Authentication Server Group] LOCAL
None None
[Use LOCAL if Server Group Fails]

« [Use LOCAL if Server Group fails] Authentication Server Group

LOCAL
[Enable Group Lookup]
[Enable Group Lookup] [Strip Group]
ASDM 3 Cisco ASA VPN ASDM 7.4
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IKEV1

IKEV1

IKEv1
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AnyConnect
101

111

IPsec

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec(IKEv1) Connection
Profiles] > [Add/Edi] > [Advanced] > [I1Psec]

« [Send certificate chain]

CA
* [IKE Peer ID Validation] IKE ID
* [IKEKeep Alive] ISAKMP
* [Disable Keep Alives] ISAKMP
* [Monitor Keep Alives] ISAKMP
[Confidence Interval]
[Retry Interval]
* [Confidence Interval] ISAKMP ASA
[
10 300
300
* [Retry Interval] ISAKMP

2

* [Head end will never initiate keepalive monitoring] ASA

IKE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec(IKEv1) Connection
Profiles] > [Add/Edi] > [Advanced] > [IPsec] > [IKE Authentication]

* [Default Mode]

IPsec

none xauth hybrid
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IKEV1

VPN VPN

IKEv1

« [Interface-Specific Mode]

IPsec .

* [Add/Edit/Delete] [Interface/Authentication Modes]

/ /
* [Interface]
inside  outside
* [Authentication Mode] none Xxauth hybrid

IPsec

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec(IKEv1) Connection
Profiles] > [Add/Edi] > [Advanced] > [IPsec] > [Client Software Update]

[Client VPN Software Update Table]
URL

IP

* [Client Type] VPN

* [VPN Client Revisions] VPN
« [Location URL] VPN
URL IP
URL  http:// https://
URL  tftp://
PPP
IKEv1

PPP

VPN
VPN

URL
Client Update
VPN

VPN
ASA 5505

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection

Profiles] > [Add/Edit] > [Advanced] > [PPP]

IPsec IKEv1
- [CHAP] PPP CHAP
e [MS-CHAP-V1] PPP MS-CHAP-V1
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IKEV2

IPsec IKEv2
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« [MS-CHAP-V2] PPP MS-CHAP-V2
- [PAP] PPP PAP
« [EAP-PROXY] PPP EAP-PROXY EAP

Extensible Authentication protocol

IKEV2 AnyConnect VPN EAP
ASDM [Configuration] >
[Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv2) Connection Profiles]

* [Access Interfaces] IPsec

« [Bypass interface access lists for inbound VPN sessions] VPN
« [Connection Profiles] IPsec
[Connection Profiles] 1
* [Name] IPsec IP
* [IKEV2 Enabled] IKEv2

* [Authentication Server Group]

* [Group Policy] IPsec

A\

[Delete]
[Basic]
[Add or Edit IPsec Remote Access Connection Profile Basic] IPsec IKEv2
 [Name]
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IPsec IKEv2 [Basic] .

* [IKE Peer Authentication] IKE

* [Pre-shared key]
128

« [Enable Certificate Authentication]

« [Enable peer authentication using EAP] EAP

* [Send an EAP identity request to the client] VPN EAP

« [User Authentication]
[Advanced]

* [Server Group]
LOCAL LOCAL [Fallback]

e [Manage] [Configure AAA Server Group]
« [Fallback] LOCAL

* [Client Address Assignment]
» [DHCP Servers DHCP IP 10
[

* [Client Address Pools] 6 [Select]
[Address Pools]

« [Default Group Policy]

* [Group Policy]
DfltGrpPolicy

e [Manage] [Configure Group Policies]
« [Client Protocols]

IPsec  L2TP over IPsec

* [Enable IKEv2 Protocol] IKEV2
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. IPsec [Advanced] > [IPsec]

IPsec [Advanced] > [IPsec]

IPsec IKEv2 [IPsec]

* [Send certificate chain]

CA

* [IKE Peer ID Validation] IKE ID

IPsec SSLVPN

ASA IPsec
ou IKE ID IP ID IP
SSL ASA
IPsec SSL ASA
ASA
IPsec DefaultRAGroup SSL VPN
Default WEBVPNGroup
1

[Policy] [Rules]

IPsec

[Configuration]
> [Remote Access VPN] > [Network  Client  Access] > [Advanced] > [IPsec] > [Certificate to
Connection Profile Maps] > [Policy]

* [Use the configured rules to match a certificate to a group] [Rules]
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* [Use the certificate OU field to determine the group]

« [Use the IKE identity to determine the group] [Configuration] > [Remote Access VPN] > [Network

(Client) Access] > [Advanced] > [IPsec] > [IKE Parameters] ID
IKE ID IP ID
* [Use the peer IP address to determine the group] IP

* [Default to Connection Profile]

[Default]
[Configuration] > [Remote
Access VPN] > [Network (Client) Access] > [Group Policies]

IPsec

[Configuration] > [Remote
Access VPN] > [Network (Client) Access] > [Advanced] > [IPsec] > [Certificate to Connection Profile
Maps] > [Rules]

* [Map]
* [Existing]
* [New]
e [Priority] 10 ASA

10
ASA

* [Mapped to Connection Profile]

ASA
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Configure a certificate matching rule criterion

Rl Priority: 30
Mapped to Group; DefaultRaGroup

Field Component COperator Yalue

Subject ﬂ --whole Field -- ;I IEquaIs Ll I
CE I Cancel | Help |

191728

@ Edit Certificate Matching Rule Criterion x|

Configure a certificate matching rule criterion

Rule Priority: 30
Mapped ko Group: DefaultRAGroUpD

Field Componenk Cperator Yalue

Subject ;I I—— Whale Field -- LI IEquaIs LI ItestZDD
oF I Cancel | Help |

191730

* [Rule Priority] ASA
ASA

* [Mapped to Group]
* [Field]

* [Subject] CA
Subject  Issuer

« [Alternative Subject] ID

* [Issuer] CA

* [Extended Key Usage]

» [Component] [Subject of Issuer]

DN

Whole Field DN
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VPN

DN

Country C

1SO 3166

Common Name CN

DN Qualifier DNQ

DN

E-mail Address EA

Generational Qualifier GENQ

Jr. Sr.

Given Name GN

Initials |

Locality L

Name N

Organization O

Organizational Unit OU

Serial Number SER

Surname SN

State/Province S/P

Title T

Dr.

User ID UID

1D

Unstructured Name UNAME

unstructuredName

ASCII

IP Address IP

* [Operator]
* [Equals]
* [Contains]

* [Does Not Equal]

ASDM 3 Cisco ASA
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* [Does Not Contain]
o [Value] 255 Extended Key Usage
OoID
oID
clientauth 136.1.55.7.3.2
codesigning 1.3.6.1.55.7.3.3
emailprotection 1.3.6.1.55.7.34
ocspsigning OCSP 1.3.6.1.5.5.7.3.9
serverauth 1.3.6.1.55.7.3.1
timestamping 1.3.6.1.55.7.3.8
[Connection Profiles] Site-to-Site
ASA IPv4 IPv6  IPsec LAN-to-LAN VPN IKEv1 IKEv2
IP
[Site to Site Connection Profile]
« [Access Interfaces]
* [Interface]
* [Allow IKEv1 Access] IPsec IKEv1
* [Allow IKEvV2 Access] IPsec IKEV2

« [Connection Profiles]
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Site-to-Site

VPN

Site-to-Site .

* [Add] [Add IPsec Site-to-Site connection profile]

o [Edit] [Edit IPsec Site-to-Site connection profile]

* [Delete]

* [Name]

* [Interface]

* [Local Network]

* [Remote Network]

* [IKEv1 Enabled]

* [IKEV2 Enabled]

* [Group Policy]

[Add or Edit IPsec Site-to-Site Connection]

2
IPv4
VPN
IPv4
LAN-to-LAN
1Pv4
* ASA
* ASA
ASDM

IP
IP
IKEv1
IKEv2
IPsec Site-to-Site
IP IPv4 IPv6
IKEv1 IKEv2
IPv4
ASA LAN-to-LAN
IPV6 IPv6
Cisco ASA 5500
IPv6 VPN
Cisco ASA 5500 ASA
IPv4 IPv6
IPv4 IPv6
IPv6 IPv4
IPv6 IPv4
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. Site-to-Site

* ASA IPv6 IPv6
IPv6
[Basic]
* [Peer IP Address] IP IPv4 IPv6
« [Connection Name] Edit

[Peer IP Address]
IP

* [Interface]
« [Protected Networks]

o [IP Address Type] IPv4 IPv6

* [Local Network] IP
*[...] [Browse Local Network]

 [Remote Network] IP

* [IPsec Enabling]

* [Group Policy Name]

e [Manage] [Browse Remote Network]

* [Enable IKEv1] IKEv1
* [Enable IKEV2] IKEv2
* [IKEV1 Settings] IKEvl
* [Pre-shared Key]
128
* [Device Certificate] ID

* [Manage] [Manage Identity Certificates]

« [IKE Policy] IKE 1
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Site-to-Site .

* [Manage] [Configure IKEv1 Proposals]

o [IPsec Proposal] IPsec IKEv1 1

* [IKEV2 Settings] IKEV2

* [Local Pre-shared Key]
128

* [Local Device Certificate] ID

* [Manage] [Manage Identity Certificates]

* [Remote Peer Pre-shared Key]

128
 [Remote Peer Certificate Authentication] IKEV2
[Allowed]
* [Manage] [Manage CA Certificates]
* [IKE Policy] IKE 1
» [Manage] [Configure IKEv1 Proposals]
* [IPsec Proposal] IPsec IKEv1 1
* [Select] IKEv2
[Select IPsec Proposals (Transform Sets)]
. [Advanced] > [Crypto Map Entry, and Adv]
Site-to-Site
ASDM [Configuration] > [Site-to-Site VPN] > [Advanced] > [Tunnel Groups] IPsec
Site-to-Site IKE
IKE
* [Name] Edit
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. Site-to-Site

* [IKE Authentication] IKE ID

* [Pre-shared Key]
128

* [Identity Certificate] ID

* [Manage] [Manage Identity Certificates]

* [IKE Peer ID Validation] IKE ID
Required

* [IPsec Enabling]
* [Group Policy Name]
» [Manage] [Browse Remote Network]
* [Enable IKEV1] IKEv1

* [Enable IKEV2] IKEvV2

* [IKEV1 Settings] IKEv1

* [Pre-shared Key]
128

* [Device Certificate] ID

N

LAN-

tunnel-group-map default-group <tunnel-group-name>

( DefaultRAGroup )

* [Manage] [Manage Identity Certificates]
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Site-to-Site .
« [IKE Policy] IKE 1

* [Manage] [Configure IKEv1 Proposals]

* [IPsec Proposal] IPsec IKEv1 1

* [IKEV2 Settings] IKEV2

* [Local Pre-shared Key]
128

* [Local Device Certificate] ID

* [Manage] [Manage Identity Certificates]

* [Remote Peer Pre-shared Key]

128
 [Remote Peer Certificate Authentication] IKEV2
[Allowed]

» [Manage] [Manage CA Certificates]
* [IKE Policy] IKE 1
» [Manage] [Configure IKEv1 Proposals]
* [IPsec Proposal] IPsec IKEv1 1
* [Select] IKEv2

[Select IPsec Proposals (Transform Sets)]

* [IKE Keepalive] IKE
1
* [Disable Keep Alives] IKE
* [Monitor Keep Alives] IKE
[Confidence Interval] [Retry

Interval]

* [Confidence Interval] IKE ASA
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. Site-to-Site

10 300 10

* [Retry Interval] IKE

2
* [Head end will never initiate keepalive monitoring] ASA
Site-to-Site
Site-to-Site
* [Priority] 1 65543 1 IKE
* [Perfect Forward Secrecy] IPsec SA
PFS
PFS
Diffie-Hellman Group
« [Diffie-Hellman Group] 2 IPsec
ID Groupl 768 Group 2 1024
Group5 1536
* [Enable NAT-T] NAT Traversal NAT-T
IPsec NAT LAN-to-LAN
« [Enable Reverse Route Injection]
* [Security Association Lifetime] SA
IPsec SA
IPsec SA
* [Time] hh mm SS SA
o [Traffic Volume] SA
IPsecSA
100 KB 10000 KB 2147483647 KB
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CA B
« [Static Crypto Map Entry Parameters] IP Static
* [Connection Type] bidirectional answer-only

originate-only

* [Send ID Cert. Chain]

* [IKE Negotiation Mode] SA Main Aggressive
Aggressive
ID Main
ID
[Aggressive] [Diffie-Hellman Group]
« [Diffie-Hellman Group] 2 IPsec
ID Groupl 768 Group 2 1024
Group5 1536
CA VPN VPN
* Site-to_site [IKE Peer Authentication]  [Manage] [Manage CA
Certificates]
. VPN [Certificate Management] > [CA Certificates]
IKE CA
[Manage CA Certificates]

e [Add or Edit] [Install Certificate] [Edit Certificate]

* [Show Details]

* [Delete]
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Site-to-Site

CA

. PEM

* [Use SCEP] Simple Certificate Enrollment Protocol SCEP
Windows Server 2003 SCEP

* [SCEP URL: http://] SCEP URL
* [Retry Period] SCEP

* [Retry Count]
* [More Options] [Configure Options for CA Certificate]

IPsec CA

[Revocation Check] [CRL Retrieval Policy] [CRL Retrieval Method] [OCSP Rules]

[Advanced]
[Revocation Check] CA
[Do not check certificates for revocation] [Check Certificates for revocation]
* [Revocation Methods area] CRL OCsP

AnyConnect VPN

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Client Software]
ASDM AnyConnect

[AnyConnect Client Image] ASDM
ASA PC

e [Add] [Add AnyConnect Client Image]
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* [Replace] [Replace AnyConnect Client Image]

[SSL VPN Client Image]

* [Delete]

* [Move Up] [Move Down]

AnyConnect VPN /

ASA
AnyConnect

* [Flash SVC Image] SSL VPN
* [Browse Flash]

Flash Dialog]

* [Upload] [Upload Image]

* [Regular expression to match user-agent] ASA

User-Agent ASA
AnyConnect VPN
AnyConnect
ASDM 3 Cisco ASA VPN ASDM 7.4
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* [Local File Path] SSLVPN

« [Browse Local Files] [Select File Path]

* [Flash File System Path]
SSL VPN

* [Browse Flash] [Browse Flash]

* [Upload File]

AnyConnect VPN

AnyConnect

AnyConnect AnyConnect
ASA
AnyConnect 1

SBL

AnyConnect
AnyConnect VPN Client Administrator Guide

[Configuration] > [Remote Access VPN] > [Network (Client) Access]
> [AnyConnect Client Profile]

[Add/Import] [Add AnyConnect Client Profiles]

« [Profile Name] AnyConnect

« [Profile Usage] VPN
Web ISE AMP
ASDM XML
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AnyConnect .
« [Profile Usage] VPN
ISE AMP
Umbrella Roaming Security ASDM
XML
* [Profile Location] ASA
ASA
* [Group Policy]
AnyConnect
[Edit] [Edit SSL VPN Client Profile]
AnyConnect
[ Export ]
« [Device Profile Path]
« [Local Path]
« [Browse Local]
[Delete] XML
[AnyConnect Client Profiles] AnyConnect
XML
AnyConnect
NAT ASA AnyConnect
DMZ
AnyConnect
AnyConnect AnyConnect
NAT NAT
NAT NAT 2
2
NAT Engineering VPN
Sales VPN DMZ
NAT NAT 1
ASDM 3 Cisco ASA VPN ASDM 7.4
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4:VPN NAT
inside-network 10.50.50.0 - 10.50.50.255
Engineering VPN Engineering-VPN 10.60.60.1 - 10.60.60.254
Sales VPN Sales-VPN 10.70.70.1 - 10.70.70.254
DMZ DMZ-network 192.168.1.0 - 192.168.1.255
1 ASDM [Configuration] > [Firewall] > [NAT Rules]
2 Engineering VPN Sales VPN
NAT ASA  Unified NAT
[NAT Rules] [Add] > [Add NAT Rule Before "Network Object” NAT
rules]
NAT ASA
NAT
ASA  NAT NAT Unified NAT
NAT
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AnyConnect .

1: [Add NAT Rule]

B= Add NAT Rule

Makch Criteria; Original Packet

Source Interface: E hd i Destination Interface: : Any -- b i
Source Address: iEngineering—\fPN E]! Destination Address: !Sales—\fPN [I]I
L = L 2|

Service: |an\,n' E]I

Action: Translated Packet

Source MAT Type: EStatic W !

Source Address: i Original -- Bl Destination Address: i-- Original -- l
Faill Service: !-- Qriginal -- B.

Options :

Enable rule

Direction: Bath w

Description: | |

[ [0 4 ][ Cancel ][ Help

245512

a) [Match criteria: Original Packet]
* [Source Interface:] Any

* [Destination Interface:] Any

* [Source Address:] [Source Address] Engineering VPN

[Range]

« [Destination Address:] [Destination Address] Sales VPN

[Range]
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ASDM

b)

d)
€)

f)

2:VPN

B= Add Metwork Object

Marmne: EEngineering-VPl‘] |

oo Rorge v

Start Addre. ., |10.60.60,1 |

End Address: |10.60.60,254 |

Description: EEngineering WPM address pool |

INAT £y
[] Add automatic Address Translation Rules

K ][ Cancel ][

Help

[Action Translated Packet]
* [Source NAT Type:] Static

* [Source Address:] Original

« [Destination Address:] Original

* [Service:] Original

[Options]

« [Enable rule]

« [Translate DNS replies that match this rule]

* [Direction:] Both

« [Description:

[OK]
[ Apply ]
CLI

nat source static Engineering-VPN Engineering-VPN destination static Sales-VPN

Sales-VPN

[Send]

3 Cisco ASA

]
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VPN
AnyConnect .

3 ASA NAT VPN 2

VPN
[Enable traffic between two or more hosts connected to the same interface]
ASDM  [Configuration] > [Device Setup] > [Interface
Settings] > [Interfaces] [Interface] [Enable traffic between two or more
hosts connected to the same interface] [Apply]

CLI

same-security-traffic permit inter-interface

Engineering VPN Engineering VPN
NAT
[Match criteria: Original Packet] Engineering VPN

Engineering VPN
NAT [NAT Rules]
[Add] > [Add NAT Rule Before "Network Object”" NAT rules]

a) [Match criteria: Original Packet]

* [Source Interface:] Any

* [Destination Interface:] Any

* [Source Address:] [Source Address]

[Network]

« [Destination Address:] [Destination Address] Engineering
VPN
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3. inside-network

B= Add Metwork Object

M
Marne: |inside-netwark. |

Type: i Tekiwork, |

|
IP Address: | 10.50.50.0 |
|

MNetmask:  |255.255.255.0 v
Description: Einside niebwark, |
INAT 2l

[] Add automatic Address Translation Rules

I [w]'8 ][ Cancel ][ Help

249511

b) [Action Translated Packet]
* [Source NAT Type:] Static

* [Source Address:] Original
* [Destination Address:] Original

« [Service:] Original

c) [Options]
« [Enable rule]

« [Translate DNS replies that match this rule]
* [Direction:] Both

« [Description:]

d) [OK]
e) [ Apply ]
CLI

nat source static inside-network inside-network destination static Engineering-VPN
Engineering-VPN
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AnyConnect

6 5 Engineering VPN DMZ
NAT DMZ
Engineering VPN

7 NAT Engineering VPN
NAT

a) [NAT Rules] [Add] > [Add
NAT Rule Before "Network Object” NAT rules]
b) [Match criteria: Original Packet]

* [Source Interface:] Any

« [Destination Interface:] Any [Action: Translated Packet] [Source Address]
[outside] outside

* [Source Address] [Source Address] Engineering VPN

« [Destination Address:] Any

c) [Action Translated Packet]
* [Source NAT Type:] Dynamic PAT (Hide)

* [Source Address:] [Source Address] outside

« [Destination Address:] Original

« [Service:] Original

d) [Options]
« [Enable rule]
« [Translate DNS replies that match this rule]
« [Direction:] Both

* [Description:]

e) [OK]
f [ Apply ]
CLI

nat (any,outside) source dynamic Engineering-VPN interface
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. AnyConnect HostScan

4 Unified NAT

VPN

veN |

File Wiew Tools ‘Wizards

Window  Help

Look, For;

@] Home

Q}% Configuration

@ Manitaring | G Save @ Refresh | c Back \_‘;]

2=

Firewall ol

- Access Rules. I
Tt Rules 1
----- Q, Service Policy Rules
----- gl Adh Rules

223 Fileer Rules

----- @“ Public Servers

4B | AL Filkering Servers
Threat Detection

Objects

) Site-to-Site YN

Confiquration = Firewall = NAT Rules

I G Edit T Delete 4+ ¥ % [ - Q Find [ Diagram o7 Packst Trace

Match Criteria: Original Packet

Source Intf | Dest Intf
I 1 Any Ay
Ay Ay
2 Any Ay
Ay Ay
3 Any Ay
Ay Ay
4 Any Ay
Ay Ay

A

| = "Metwork Object” MAT (Rule 6)

Source
@ Engineering-¥PH
B Sales-YPH
=l Engineering-¥PH
1@ Engineering-¥PM
B8 inside-network
= Engineering-¥PH
= DME-nietwiork,
= Engineering-¥PH
ﬂﬂ Engineering-¥PMN

Destination Setvice
@ Sales-YPH @ any
B Engineering-¥PN &9 any
@ Engineering-¥PN & any
B8 Engineering-¥PM @@ any
B Engineering-¥PN & any
= inside-retuork @@ any
B Engineering-¥PN & any

il DMZ-ristiork

any

@ any

Action:
SOUrce
-- rigina
-- Origina
-- rigina
-- Qrigina
-- Origina
-- Qrigina
-- Origina

-- Origina

6 management outside = asdm_cuma @ any e 5443 Bh 222
JQ Trend icro Corlent Securky outside manage... & any B zzze T 5443 - Crigina
E@) Device Managenent L
.
Configuration changes saved successfully, % Ackive docs 15 G @ I
8 Engineering VPN Sales VPN
DMz Sales
VPN
NAT Sales VPN Sales VPN
DMz
9 ASA [File] [Save Running Configuration to Flash] NAT

AnyConnect HostScan

AnyConnect

3 Cisco ASA VPN ASDM 7.4
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HostScan

AnyConnect Secure Mobility Client
ASA

* ASA 8.4
* ASDM 6.4

AnyConnect
* SCEP

» AnyConnect

*Windows7 8 81 10 10RS1 RS2 RS3x86 32
* macOS 10.11 10.12 10.13

e Linux RedHat6 7 Ubuntu14.04 LTS 16.04 LTS

AnyConnect HostScan

AnyConnect

. HostScan  AnyConnect Apex

Advanced Endpoint Assessment

HostScan

64

HostScan

X64 64

HostScan ASA hostscan-version.pkg

HostScan

HostScan

ASDM HostScan
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10
11

. ASDM

HostScan 4.3.X 4.6.X
AV/AS/FW DAP

Guide
AV/AS/IFW

LUA HostScan 4.6.x

HostScan 4.4.x
AnyConnect HostScan 4.3.x to 4.6.x Migration
ASDM DAP
LUA

hostscan_version-k9.pkg

ASDM [Configuration][Remote Access VPN] > [Secure Desktop Manager] [Host Scan Image]
>
[Upload] HostScan ASA
[Upload Image] [Browse Local Files]
HostScan
hostscan_version-k9.pkg [Select]
[Local File Path] [Flash File System Path]
HostScan ASA
[Flash File System Path]
[Upload File] ASDM
[OK]
[Use Uploaded Image] [OK]
HostScan
[Enable HostScan]
[Apply]
[File] [Save Running Configuration To Flash]
3 Cisco ASA VPN ASDM 7.4
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| VPN

HostScan

VPN
HostScan .
HostScan ASDM
HostScan ASA HostScan
HostScan HostScan

ASDM [Configuration] > [Remote Access VPN] > [Secure Desktop Manager] > [Host Scan Image]
> HostScan

[Uninstall] [Yes]
[Uninstall]

AnyConnect

AnyConnect VPN
ASA ASA AnyConnect

ASA
ASA  hostname(config)#

group-policy name internal

hostname (config) # group-policy PostureModuleGroup internal

hostname(config-group-policy)#

group-policy name attributes
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AnyConnect

hostname (config) # group-policy PostureModuleGroup attributes

3 webvpn
ASA hostname(config-group-webvpn)#

webvpn

4 AnyConnect

anyconnect modules value AnyConnect Module Name

anyconnect module value 1
AnyConnect /

dart AnyConnect DART

vpngina AnyConnect SBL  Start Before Logon
websecurity AnyConnect Web

telemetry AnyConnect

posture AnyConnect

nam AnyConnect

none AnyConnect

hostname (config-group-webvpn) # anyconnect modules value websecurity,telemetry,posture

Web

hostname (config-group-webvpn) # anyconnect modules value telemetry,posture

[OK]
ASA hostname(config-group-webvpn)#

write memory
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HostScan .

HostScan

HostScan
Lua

« Cisco Secure Desktop Configuration Guides

» Cisco Adaptive Security Device Manager Configuration Guides

AnyConnect HostScan Cisco AnyConnect
Secure Mobility Client Administrator Guide

AnyConnect

AnyConnect
AnyConnect Secure Mobility Cisco lronPort S Web
Cisco AnyConnect
Cisco lronPort S Web

Cisco AnyConnect AnyConnect
Cisco IronPort Web
AnyConnect Secure Mobility AnyConnect
AnyConnect 3.1

[Configuration] > [Remote Access VPN] >
[Network (Client) Access] > [Secure Mobility Solution]
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VPN veN |
. AnyConnect

5. [Mobile User Security]

@ Hame (JE% Configuration @ Maritoring | | i Save @Refresh| o Back J ‘ ? Halp| l CISCO
Remote Access ¥PN o 7 Configuration > Remote Access ¥PN = Network (Client) Access > Secure Mobility Solution [J
Intrudu;tmll'l &, The Mobile User Security service lets Cisco IronPort 5-Series Web Security appliances protect Cisco
twork (Client) Access AnyConnect secure mobility clients From malicious software and inappropriate sites,
AnyConnect Connection Profiles
[ AnyConnect Customization/Localization Service Access Control
AnyConnert Client Profils Specify the addresses of the hosts/networks From where WSAs can communicate with this security
AnyConnect Client Settings appliance.
i} Dynamic Access Policies
Group Polides % Add @ ﬁ
IPsec(IKEv1) Connection Profiles e 1P address Mask
on
Clientless 551 YPM Access
AdafLocal Users
Host Scan Image
By Secure Desktop Manager
+ 5 Certificate Management. ~
&) Lepicebehn Service Setup
gﬂ Firewall [ Enable Mobile User Security Service
(7’ Remate Access VPN
: [] Change Passward
f?:'_ Site-to-Site YPM
‘,:‘é:) Trend Micro Content Security
o |, Device Management
g
&} active  docs 15 & 12/20/10 5:24:50 PM UTC
* [Service Access Control] WSA
* [Add] [Add MUS Access Control Configuration]
* [Edit] [Edit MUS Access Control Configuration]

* [Delete]

« [Enable Mobile User Security Service] VPN
ASA WSA
WSA disabled

« [Service Port]
1 65535 WSA
11999

« [Change Password] WSA

* [WSA Access Password] ASA  WSA
WSA

« [Confirm Password]

. ASDM 3 Cisco ASA VPN ASDM 7.4
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Add or Edit MUS Access Control .

* [Show WSA Sessions] ASA WSA
WSA IP

Add or Edit MUS Access Control

[Configuration] > [Remote Access VPN] > [Network  Client  Access] > [Secure Mobility Solution]
[Add or Edit MUS Access Control] AnyConnect
Mobile User Security MUS

* [Interface Name]

* [IP Address] IPv4 IPv6
 [Mask]

AnyConnect

AnyConnect VPN
[AnyConnect Customization/Localization]

* Resources AnyConnect GUI

e Binary AnyConnect GUI
VPN

* Script  AnyConnect VPN
» GUI Text and Messages AnyConnect
 Customized Installer

* Localized Installer

* [Import] [Import AnyConnect Customization Objects]
* [Export] [Export AnyConnect Customization Objects]
* [Delete]
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\}
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AnyConnect

AnyConnect

. ASDM

AnyConnect GUI
Mac Linux Windows
company_logo.png
AnyConnect
GUI
company_logo.bmp
AnyConnect company_logo.bmp

[AnyConnect Customization/Localization] [Binary]

Windows Linux Mac PowerPC Intel
API
AnyConnect GUI
[Import]
* Name AnyConnect
* Platform oS
* Select a file

[AnyConnect Customization/Localization] [Script]

Administrators Guide

[Import]

3 Cisco ASA VPN ASDM 7.4
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AnyConnect GUI .
* Name
myscript.bat.
* Script Type
ASA AnyConnect
scripts_ OnConnect OnDisconnect
ASA
scripts_
OnConnect OnDisconnect
myscript.bat ASA

scripts_OnConnect_myscript.bat
OnConnect_myscript.bat

ASA

ASA

 Platform (O]

* Select a file

ASDM [Name]

AnyConnect GUI

AnyConnect

GUI [Language
Localization] [Configuration] >
[Remote Access VPN] > [Language Localization]

[Add]
[Template]
Add [Add]
msgid msgstr
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. AnyConnect

zh

[Template]

AnyConnect

Windows

AnyConnect

AnyConnect 3.1

AnyConnect Essentials

3 Cisco ASA

. ASDM

VPN veN |

IE IE
[Template]
[View]
[Export]
AnyConnect GUI
ASA
Windows
Cisco AnyConnect Secure Mobility Client Administration Guide
MSI
GUI
AnyConnect Essentials
SSL VPN ASA
AnyConnect
SSL VPN
Windows Mobile Windows Mobile AnyConnect

VPN ASDM 7.4
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VPN
IPsec VPN B
AnyConnect Essentials Microsoft Windows Vista Windows Mobile Windows
XP  Windows 2000 Linux Macintosh OS X
Cisco SSL VPN Client
AnyConnect Essentials [AnyConnect Essentials] [Enable
AnyConnect Essentials] AnyConnect Essentials
ASA

AnyConnect Essentials AnyConnect Essentials

SSL VPN AnyConnect Essentials

AnyConnect AnyConnect SSL VPN Client

[Configuration] > [Device Management] > [Licensing] > [Activation Key pane simply]  AnyConnect
Essentials AnyConnect Essential
[Enable AnyConnect Essentials License]

AnyConnect Essentials

IPsec VPN

SSL VPN [SSL VPN
Sessions] [Monitoring] > [VPN] > [VPN Sessions]
[Monitoring] > [VPN] > [VPN] > [VPN Statistics] > [Sessions]
[Filter By: Clientless SSL VPN] [Filter]
SSL VPN
[Check Number of Clientless SSL Sessions] SSL VPN 0
AnyConnect Essential

S

AnyConnect Essential Secure Desktop

Secure Desktop AnyConnect Essential
\

VPN VPN

ASA 9.2 ASDM AnyConnect
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. Zone Labs Integrity Server

Zone Labs Integrity Server

[Configuration] > [Remote Access VPN] > [Network  Client  Access] > [Advanced] > [IPsec] > [Zone

Labs Integrity Server] Zone Labs Integrity Server ASA
Integrity System
ASA PC
Integrity Integrity Integrity
S
1 Integrity
5 Integrity
ASA Integrity
VPN
* [Server IP address] Integrity IP 10
« [Add] IP Integrity
Server IP
* [Delete] Integrity
* [Move Up] Integrity
1
* [Move Down] Integrity
1
* [Server Port] Integrity ASA
Integrity Server 1
5054 10 10000

Integrity Server

* [Interface] Integrity ASA
Integrity Server

o [Fail Timeout] ASA Integrity
10 5 20
* [SSL Certificate Port] SSL ASA
80
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ISE

VPN

VPN
ISE

* [Enable SSL Authentication] ASA SSL
SSL

« [Close connection on timeout] ASA  Integrity

* [Apply] ASA  Integrity

* [Reset] Integrity

Cisco Identity Services Engine  ISE
VPN
Cisco ISE Cisco TrustSec
BYOD

ISE Change of Authorization CoA
ISE ASA CoA

IPEP ASA VPN
ACL

ISE VPN
* |PSec
« AnyConnect
* L2TP/IPSec

1. VPN

2. ASA ISE
ACL

3. ISE

4. NAC ISE
ASA

5. ISE CoA ASA

ACL
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B s
S
CoA ASA
ISE ISE RADIUS
VPN
1 ISE RADIUS AAA
RADIUS
AAA
a) [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [AAA Server Groups]
b) [AAA Server Group] [Add]
c) [Server Group]
d) [Protocol] RADIUS
e) [Enable interim accounting update]  [Update Interval] RADIUS
ISE ASA NAS
5 ISE
VPN
ISE
24
1 120
f) [Enable dynamic authorization]
AAA RADIUS ISE CoA
VPN
RADIUS CoA ASA ISE CoA
ISE
1700 1024 65535
3 Cisco ASA VPN ASDM 7.4
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ISE B
g) ISE [Use authorization only mode]
RADIUS
AAA
RADIUS
VPN
h) [OK]
i) [Servers in the Selected Group] [Add]
ISE RADIUS
« [Interface Name] ISE
« [Server Name or IP Address] ISE IP
. [Server Secret Key]
127
RADIUS
) [OK]
ISE
2 VPN ISE
ISE VPN
VPN

a) [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection

Profiles]

b) [Connection Profiles]
c) [Basic]

. ISE [Authentication] > [Method] [AAA]

ISE AAA

. ISE [Certificate]
d) [Advanced] > [Authorization] [Authorization Server Group] ISE
e) [Advanced] > [Accounting] ISE
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B s

f) [OK]
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IP

«IP 165
. IP 167
* DHCP 170
. IP 171
ASA IP 1
ASA IP
* [Use authentication server]
IP
AAA [Configuration] > [AAA Setup]
IPv4 IPv6
* [UseDHCP] DHCP IP DHCP DHCP
DHCP IP
DHCP [Configuration] > [Remote Access
VPN] > [DHCP Server] IPv4

« [Use aninternal address pool]
[Configuration] >
[Remote Access VPN] > [Network (Client) Access] > [Address Assignment] > [Address Pools]
IP IPv4 IPv6

« [Allow the reuse of an IP address so many minutes after it is released] IP
IP
IP
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ASA
IP 1 480
IPv4

1 [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Assignment Policy]

2 [IPv4 Policy]

* [Use Authentication server]: IP
AAA

* [Use DHCP]: IP
DHCP

* [Use internal address pools] ASA

[Use internal address pools] IPv4

You can specify a range of minutes from 0-480 after which the IP v4 address
can be reused.

3 [IPv6 Policy]
« [Use Authentication server]: IP

AAA

« [Use internal address pools] ASA

4 [Apply]
5 [OK]
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[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Assignment Policy]

IP

VPN IPv4 IPv6
ASDM [Configuration] > [Remote Access VPN] > [Network (Client) Access] >
[Address Management] > [Address Pools] > [Add/Edit IP Pool]
ASDM [Configuration] > [Remote Access VPN] > [Network (Client) Access]
> [Address Management] > [Address Pools]
[Delete]
ASA
ASA
IPv4
[IP Pool] IP
10.10.147.100 10.10.147.177
ASA

1 [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Address Pools]
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IPv6

2 IPv4

3 [Add/Edit IP Pool]

* [Pool Name]

« [Starting Address]
10.10.147.100

« [Ending Address]
10.10.147.177

* [Subnet Mask] IP

4 [Apply]
5 [OK]

IPv6

[IP Pool]

[Add] > [IPv4 Address pool]
[Edit]

64

10

10

ASA

VPN

1 [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >

[Address Pools]
2 IPv6 [Add] > [IPv6 Address pool]
[Edit]
3 [Add/Edit IP Pool]
 [Name]
[Starting IP Address]
2001:DB8::1
* [Prefix Length] IP
CIDR /132 IP
3 Cisco ASA VPN ASDM 7.4
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 [Number of Addresses] IP

4 [Apply]
5 [OK]

[Add or Edit Group Policy]

[Inherit]
[Inherit]
IPv4d  IPv6
IP
IPv4 IPv6
IPv6
1 ASDM ASA
Access] > [Group Policies]
2
[Edit]

[General attributes]

3 [Address Pools]
[Select] IPv4

4 [IPv6 Address Pools]
[Select]

5 [OK]
6 [Apply]

ASDM 3 Cisco ASA

[group policy]

IPv6

VPN ASDM 7.4

IPv6

1Pv4

IPv6 IPv4

IPv6

[Configuration] > [Remote Access VPN] > [Network (Client)

IPv4

IPv6




B ocr

DHCP

DHCP VPN
DHCP IP
DHCP
IP
IP IP
firstgroup IP
remotegroup
192.86.0.0 DHCP
firstgroup
DHCP
IP
tunnel-group group-policy
IPv4
DHCP DHCP
DHCP VPN
1. DHCP DHCP IPv6
1. ASDM ASA

VPN veN |

DHCP

DHCP
DHCP

172.33.44.19 DHCP

remotegroup

DHCP

AnyConnect

2. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment]

> [Assignment Policy]

DHCP

3. [Configuration] > [Remote Access VPN] > [DHCP Server]

2. DHCP IP
1. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect

Connection Profiles]

. ASDM 3 Cisco ASA VPN ASDM 7.4
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VPN

VPN
P B
2. [Connection Profiles] [Add] [Edit]
3. [Basic]
4. [Client Address Assignment] IP
DHCP IPv4 172.33.44.19
5. DHCP
[Configuration] > [Remote Access VPN] > [Network (Client) Access]
> [Group Policies]
6.
[Server]
[More Options]
. DHCP [Inherit]
10. IP DHCP IP
IP 192.86.0.0
11.  [OK]
12. [Apply]
AnyConnect
IP
[Configuration] > [Remote Access VPN] > [AAA/Local Users]
> [Local Users] [Add] [Edit]
[Edit User Account] [Inherit]
DfltGrpPolicy
[Inherit]
IP
VPN 90
1 ASDM [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users]

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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IP
2 [Edit]
3 [VPN Policy]
4 IPv4 [Dedicated IPv4 Address (Optional)]
IPv4
5 IPv6 [Dedicated IPv6 Address (Optional)]
IPv6 IPv6 IPv6 IPv6
6 [Apply]

. ASDM 3 Cisco ASA VPN ASDM 7.4



. 173

. 176

. 176

*DAP  AAA 180

* DAP 183

* LUA DAP DAP 198
* DAP 203

* DAP 208

* DAP 209

VPN VPN

VPN

ASA DAP

ASA
ASA DAP
DAP DAP

DAP

DAP

ASDM 3 Cisco ASA VPN ASDM 7.4 .




VPN veN |

B o
DAP
* DAP DAP
ASA ASA
ASDM XML ASA
DAP
AAA
ACL  Web ACL URL
* DfltAccess DAP
0 AAA
DfltAccessPolicy
Dynamic Access Deployment Guide

https://supportforums.cisco.com/docs/DOC-1369

ASA
AnyConnect
NAC

DAP

. ASDM 3 Cisco ASA VPN ASDM 7.4
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VPN VPN

DAP B

AnyConnect AnyConnect NAC Cisco NAC
Cisco Secure Cisco Secure
Desktop Desktop
Endpoint Endpoint
Assessment Assessment
NAC VLAN
VLAN ID
IPsec VPN
Cisco AnyConnect
VPN
SSL VPN
PIX
1. VPN
2. ASA NAC Cisco Secure Desktop ~ Host Scan
3. ASA AAA AAA
4. ASA AAA VPN

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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5. ASA AAA DAP
6. ASA DAP DAP DAP
7. ASA DAP
A
ASAvV Premium

AnyConnect Premium
Advanced Endpoint Assessment

AnyConnect Mobile

ASA AnyConnect DAP
AnyConnect Advanced Endpoint Assessment
DAP  Advanced Endpoint Assessment Windows Mobile Device LUA
Expressions DAP
DAP  ASA

AnyConnect Premium

DAP AnyConnect 186

. DAP

* Java Web Start webvpn

. ASDM 3 Cisco ASA VPN ASDM 7.4




VPN VPN

ASDM Java
AEA
ASDM [Configuration] > [Remote Access VPN] > [Secure Desktop Manager] >
[Host Scan] [Help]

* DAP ASCII

1 ASDM [Configuration] > [Remote Access VPN] > [Network (Client) Access]
[Clientless SSL VPN Access] > [Dynamic Access Policies]
2
[CSD configuration]
Cisco Secure Desktop Host Scan
Cisco Secure Desktop
ASDM

3 DAP

* [ACL Priority] DAP

ASA DAP ACL  Web ACL
ACL ASA
4 DAP 2

* [Name] DAP

* [Network ACL List] ACL

* [Web-Type ACL List] SSL VPN ACL

« [Description] DAP
4 [Add] [Edit] 178
5 [Apply] DAP
6 [Find] DAP
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DAP
[Find] sal Sales DAP
Wholesalers DAP [Find] *sal
Sales Wholesalers

7 179
1 ASDM [Configuration] > [Remote Access VPN] > [Network (Client) Access]

[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add] [Edit]
2

« [Policy Name] 4 32
« DAP  [Description] 80
3 [ACL Priority]
0 2147483647
0

4 DAP

a) [Selection Criteria]

AAA [ANY] [ALL]
[NONE]
AAA DAP
ASA
b) [AAA Attributes] [Add] [Edit] DAP  AAA
180
c) [Endpoint Attributes] [Add] [Edit] DAP

183
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d) [Advanced]
198
* [AND/OR]
AAA
AND
* [Logical Expressions]
AAA
LUA
ASA
5 DAP /
AAA
203
6 [OK]
1 [AAA Attribute]
[Add/Edit]
[Add/Edit]
[Add/Edit Endpoint Attributes]
2 [Test]
DAP
ASDM 3 Cisco ASA

LUA

VPN ASDM 7.4

DAP DAP
Lua
ASDM
DAP XML
DAP
DAP

[Endpoint Attribute]

[Add/Edit AAA Attributes]
AAA

[Test Results]
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B oo

DAP  AAA

DAP  AAA
AAA
ASA RADIUS
ASA AAA
DAP ASA
DAP
DAP AAA
Cisco LDAP
= 1=
AAA

[AAA Attributes Type]

« [Cisco] AAA
AAA

* [Group Policy] VPN

RADIUS/LDAP

* [Assigned IP Address]
VPN
IP

* [Assigned IPv6 Address]
* [Connection Profile]

* [Username]
LDAP

- [=/15] /

« [LDAP] LDAP

. ASDM

3 Cisco ASA

LDAP

VPN ASDM 7.4

AAA

VPN veN |

SSL VPN

AAA CiscoAAA
LDAP
DAP
[Add/Edit AAA Attributes]
RADIUS
DAP
AAA 183
Cisco LDAP RADIUS
DAP
IETF 25
64
IPv4
IPsec L2TP/IPsec SSL VPN AnyConnect
IPv6
64
64 RADIUS
RSA/SDI  NT Domain
AAA
LDAP
LDAP



VPN VPN

DAP  AAA B
Active Directory AAA LDAP
LDAP memberOf AD memberOf
AD DN DN
CN LDAP DN
AAA memberOf LDAP memberOf
LDAP memberOf
AAA memberOf
LDAP / VPN 3 Active Directory
memberOf

cn=Engineering,ou=People,dc=company,dc=com
cn=Employees,ou=People,dc=company,dc=com
cn=EastCoastast,ou=People,dc=company,dc=com

ASA Engineering Employees EastCoast 3 Active Directory

aaa.ldap
LDAP DAP LDAP
AD
LDAP Department DAP
[Value] ;
eng;sale; cn=Audgen VPN,ou=USERS,0=0AG
* [RADIUS] RADIUS AAA
RADIUS RADIUS
RADIUS
RADIUS DAP

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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. Active Directory

RADIUS DAP  Attribute ID = 4096 + RADIUS ID

RADIUS Access Hours RadiusID 1 DAP
4096 + 1 = 4097

RADIUS Member Of Radius ID 146 DAP
4096 + 146 = 4242

* LDAP RADIUS
* [Attribute ID] / 64
* [Value] LDAP RADIUS
[Value] ;
eng;sale; cn=Audgen VPN, ou=USERS, 0=0AG
. [:/l:] /
* LDAP [Get AD Groups] Active Directory 182
Active Directory
Active Directory AD
LDAP Active Directory
Active Directory LDAP
memberOf
AAA
AD CLI  how-ad-groups LDAP
ASA 10 aaa-server
group-search-timeout
[Edit AAA Server] Group Base DN Active Directory

ASA
[Configuration] > [Remote Access VPN] > [AAA/Local Users]
> [AAA Server Groups] > [Edit AAA Server]

Active Directory
AD show ad-groups

. ASDM 3 Cisco ASA VPN ASDM 7.4
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AAA B

[AD Server Group] AD AAA
[Filter By]
[Group Name] AD

DAP AAA LUA

[Add/Edit Dynamic Access Policy]

[Advanced]

aaa.cisco.grouppolicy | AAA string 64 ASA

RADIUS/LDAP
IETF-CLass (25)
aaa.cisco.ipaddress | AAA number |- VPN
IP
IPsec L2TP/IPsec SSL
VPN AnyConnect

aaa.cisco.tunnelgroup | AAA string 64

aaa.cisco.username |AAA string 64
LDAP aaa.ldap.<label> LDAP string 128 LDAP
RADIUS |aaa.radius.<number> | RADIUS |string 128 RADIUS

ASA
DAP ASA DAP
ASDM 3 Cisco ASA VPN ASDM 7.4
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B o
ASA
DAP
* DAP
176 DAP
. 193
DAP
192
1 [Add] [Edit]
DAP
* DAP / 185
* DAP 186
* DAP AnyConnect 186
* DAP 188
* DAP 188
* DAP NAC 189
* DAP 190
« DAP 190
* DAP 191
* DAP 191
* DAP 192
2 DAP
3 CiscoASA VPN ASDM 7.4
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| VPN VPN

DAP / .
DAP Match all = AND
1 Match Any = OR

a) [Logical Op]

b) [Match Any] [Match All]

c) [OK]
3 178

DAP /
1 [Endpoint Attribute Type] [Anti-Spyware] [Anti-Virus]
2 [Enabled] [Disabled] [Not Installed]
[Enabled]/[Disabled]/[Not Installed]

3
4 [Vendor ID]

5 [Product Description]

6 [Version] [Version]

3.5

7 [Last Update]
[<] [>]

8 [OK]

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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B o

DAP

1 [Endpoint Attribute Type] [Application]

2 [Client Type] [=] [1=]
3 [Client type]

4 [OK]

DAP AnyConnect

AnyConnect AnyConnect
ACIDex AnyConnect VPN ASA

Cisco Secure Desktop

AnyConnect
AnyConnect AnyConnect
AnyConnect
AnyConnect Mobile AnyConnect Essentials
ASA
DAP
DAP
1 [Endpoint Attribute Type] [AnyConnect]
2 [ClientVersion] = I=
< > <= >=
[Client Version] AnyConnect

. ASDM 3 Cisco ASA VPN ASDM 7.4
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VPN
DAP AnyConnect
3 [Platform] = 1=
[Platform]
[Device Type] [Device Unique 1D]
4 [Platform \ersion] = 1=
< > <= >=
[Platform Version]
DAP
5 [Platform] [Device Type]
= 1=
[Device Type]
[Device Type]
[Device Type]
AnyConnect ASA
DAP DAP
endpoint.anyconnect.devicetype [Device Type]

6 [Platform] [Device Unique ID]

ID  [Device Unique ID]
[Device Unique ID]

ID
DAP

endpoint.anyconnect.deviceuniqueid
[Device Unique 1D]

ASA

7 [Platform]

[MAC Addresses Pool] MAC
= 1= MAC

MAC XX=XX-XX-XX-XX-XX

X 16 0 9 A F a f MAC 1
MAC
MAC ASA
DAP endpoint.anyconnect.macaddress
[MAC Address Pool]
ASDM 3 Cisco ASA
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B o

8 [OK]

DAP

Cisco Secure
Desktop  [Host Scan] ASDM [Configuration] > [Remote Access
VPN] > [Secure Desktop Manager] > [Host Scan]

[Help]

1 [Endpoint Attribute Type] [File]

2 [Exists] [Does not exist]
[Exists]/[Does not exist]

3 [Endpoint ID]
ID

[Endpoint ID]

4 [Last Update]
< >

[days]
5 [Checksum]
= 1=

6 [Compute CRC32 Checksum]

7 [OK]

DAP

1 [Endpoint Attribute Type] [Device]
2 [HostName] =

FQDN

ASDM 3 Cisco ASA VPN ASDM 7.4




| VPN VPN
DAP  NAC B

3 [MAC address]
MAC = 1=
1 MAC 1
XXXXXXXX L XXXX x 16

4 [BIOS Serial Number] BIOS

5 [TCP/UDP Port Number]
TCP = I=

TCP/UDP TCP IPv4 UDP IPV4 TCP IPVv6

UDP IPVv6 DAP

6 [Version of Secure Desktop (CSD)]

7 [Version of Endpoint Assessment]
OPSWAT = 1=

8 [OK]

DAP NAC

1 [Endpoint Attribute Type] [NAC]
2 [Posture Status] ACS

[Posture Status]
3 [OK]

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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DAP

DAP

. ASDM

VPN

[Endpoint Attribute Type] [Operating System]
[OS Version] [OS Version]
Windows Mac Linux =

1=
[OS Update] [OS Update]
Windows Mac Linux

1=

[OK]
[Endpoint Attribute Type] [Operating System]

[Not Installed]
[Enabled]/[Disabled]/[Not Installed]

[Enabled] [Disabled]

[Vendor]

[Product Description]

[Version] [Version]
= 1=
> <= >=
[Version] X
X 3.5
[Last Update]
[<] [>]
3 CiscoASA VPN ASDM 7.4
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| VPN VPN

DAP B

7 [OK]
DAP
1 [Endpoint Attribute Type] [Policy]
2 [Location] Cisco Secure Desktop Microsoft Windows
= 1=
Cisco Secure Desktop Microsoft Windows
[Location]
3 [OK]
DAP
Cisco Secure
Desktop  [Host Scan] ASDM [Configuration] > [Remote Access
VPN] > [Secure Desktop Manager] > [Host Scan]
[Help]
1 [Endpoint Attribute Type] [Process]
2 [Exists] [Does not exist]
[Exists]/[Does not exist]
3 [Endpoint ID] ID
ID
4 [OK]

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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DAP

DAP

. ASDM

Windows

Cisco Secure Desktop  [Host Scan] ASDM
Access VPN] > [Secure Desktop Manager] > [Host Scan]

[Help]

[Endpoint Attribute Type] [Registry]

[Exists] [Does not exist]
[Exists]/[Does not exist]

[Endpoint ID]
ID
[Endpoint D]

[Value]

1=
[Value] dword
2 [Value]

[OK]

AAA

VPN veN |

[Configuration] > [Remote

DAP Cisco Secure Desktop

DAP
DAP

3 Cisco ASA VPN ASDM 7.4
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DAP
DAP
DAP
DAP
DAP debug trace
DAP [Attribute Name]
LUA [Dynamic Access Policy Selection Criteria]
[Advanced] label
endpoint.av["label"].exists | HostScan | true —
Cisco endpoint.av[“label"].version string 32 \fersion
Secure
Desktop endpoint.av[ label"].description string 128
endpoint.av[ 'label"].lastupdate —
ASDM 3 Cisco ASA VPN ASDM 7.4
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VPN

veN |

endpoint.as["label™].exists | HostScan | true —
Cisco
Secure - - - -
Desktop endpoint.as["label"].version string 32 Version
endpoint.as[ 'label].description string 128
endpoint.as["'label"].lastupdate —
Personal endpoint.fw["label"].exists true —
Firewall
Secure endpoint.fw["label"].version string 32 \ersion
Desktop
endpoint.fw["'label].description string 128
3 CiscoASA VPN ASDM 7.4
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VPN
AnyConnect | endpoint.anyconnect. version — AnyConnect
. clientversion
Cisco
Secure endpoint.anyconnect. string — AnyConnect
Desktop platform
endpoint.anyconnect. version 64 AnyConnect
platformversion
endpoint.anyconnect. string 64 AnyConnect
devicetype
endpoint.anyconnect. 64 AnyConnect
deviceuniqueid
ID
endpoint.anyconnect. string — AnyConnect
macaddress
MAC
XX-XX=XX-XX-XX-XX
X 16
endpoint.application. string —
clienttype
CLIENTLESS
ANYCONNECT
IPSEC
L2TP

ASDM 3 Cisco ASA

VPN ASDM 7.4
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endpoint.device. hostname

endpoint.device. MAC

endpoint.device.id

endpoint.device.port

endpoint.device.
protection_version

endpoint.device.
protection_extension

string 64
FQDN
string —
MAC
1
MAC
1
XXXX XXX XXXX
x 16
string 64 BIOS
string —
TCP
1 1
1 65535
string 64
string 64 Endpoint Assessment

OPSWAT

. ASDM 3 Cisco ASA VPN ASDM 7.4
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VPN
endpoint.file["label"].exists | Secure |true —
Desktop
endpoint.file[“label™].
endpointid
endpoint.file["label"]. —
lastmodified
endpoint.file["label"]. — CRC32
cre.32
NAC endpoint.nac.status NAC |string —
endpoint.os.version Secure |string 32
Desktop
endpoint.os.servicepack — Windows
endpoint.policy.location | Secure |string 64 Cisco Secure Desktop
Policy Desktop
endpoint. Secure |true —
process["label"].exists Desktop
endpoint. string 255
process[“label"].path
Registry endpoint. Secure |dword string | — dword
registry["label"].type Desktop
endpoint. string 255
registry["label"].value
VLAN endoint.vlan.type CNA |string — VLAN
ACCESS AUTH
ERROR GUEST
QUARANTINE
ERROR STATIC
TIMEOUT
ASDM 3 Cisco ASA VPN ASDM 7.4
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B DAP DAP
AAA
LUA LUA
http://www.lua.org/manual/5.1/manual.html
[Advanced] AAA LUA
ASDM DAP
ASA
AAA
AAA ASA
LUA
LUA EVAL
* LUA EVAL 198
* DAP EVAL 201
. LUA 199
\
[Advanced]
EVAL
EVAL (<attribute> , <comparison>, {<value> | <attribute>}, [<type>])
<attribute> AAA Cisco Secure Desktop
193

. ASDM 3 Cisco ASA VPN ASDM 7.4
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VPN VPN

LUA B

<comparison>
LLEQ”
KKNE”
w T
KKGT”
« gr
KKGE”
<value>
<type>
“string”
“integer”
“hex” 16
16 16
“version” X.Y.Z. X Y z
DAP
» CheckAndMsg DAP LUA
. ou
ASDM  [DAP] [Advanced] LUA

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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. ASDM

VPN veN |

DAP CheckAndMsg
ASA LUA CheckAndMsg DAP

CheckAndMsg

CheckAndMsg (value, “<message string if value is true>”, “<message string if value if
false>")

CheckAndMsg
» CheckAndMsg
. EVAL

(CheckAndMsg ( (EVAL(...)) , "true msg", "false msg"))

CheckandMsg  EVAL

DAP
ou
DAP LDAP DAP
debug dap
LDAP DN
DN  CN=Example
User OU=Admins dc=cisco dc=com OU=Admins,dc=cisco,dc=com
ou
assert (function ()
if ( (type(aaa.ldap.distinguishedName) == "string") and
(string.find (aaa.ldap.distinguishedName, "OU=Admins,dc=cisco,dc=com$") ~= nil)
) then
return true
end
return false
end) ()
string.find distinguishedName
$
3 Cisco ASA VPN ASDM 7.4
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DAP EVAL B
AD
DAP  LDAP
» memberOf 1
. table memberOf
-stu
DAP
assert (function ()
local pattern = "-stus$"
local attribute = aaa.ldap.memberOf
if ((type(attribute) == "string") and
(string.find (attribute, pattern) ~= nil)) then
return true
elseif (type(attribute) == "table") then
local k, v
for k, v in pairs(attribute) do
if (string.find(v, pattern) ~= nil) then
return true
end
end
end
return false
end) ()
DAP
LUA
Windows XP , , , ,
EVAL (endpoint.os.version, “EQ”, “Windows XP”, “string”)
CLIENTLESS CcvC

(EVAL (endpoint.application.clienttype, "EQ”, "CLIENTLESS")
or
EVAL (endpoint.application.clienttype, “EQ”,"CVC"))

ASDM 3 Cisco ASA

VPN ASDM 7.4
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. ASDM

VPN veN |

Norton Antivirus 10.x . .
(EVAL (endpoint.av[“NortonAvV”] .version, “GE”,
10.5.x "10",”version”) and
EVAL (endpoint.av[“NortonAV”] .version, “LT”, "10.5",
“version”)
or
EVAL (endpoint.av[“NortonAV”] .version, “GE”, "10.6",
“version”)))
(CheckAndMsg (EVAL (endpoint.av[“McAfeeAV”] .exists, "NE", "true"),
McAfee PC "McAfee AV was not found on your computer", nil))
McAfee , ,
( (CheckPndVisg (EVAL (endpoint . av ["WMcAfeeAV”] . lastupdate, "GI", "864000", "integer™) |
10 864000 "AV Update needed! Please wait for the McAfee AV till it
loads the latest dat file.",nil) ))
debug dap trace , ] ,
(CheckAndMsg (EVAL (endpoint .os.windows . hotfix ["KB923414"], "NE", "true") ,
"The required hotfix is not installed on your PC.",nil))
endpoint.os.windows.hotfix["KB923414"]
= "true";
ASA DAP
ASA
DAP
Norton Antivirus
1. LUA [Add/Edit Dynamic Access Policy] [Advanced]
(CheckAndMsg (EVAL (endpoint.av[“NortonAV”] .exists, "EQ", "false"), /
"Your Norton AV was found but the active component of it was not enabled", nil) /
or CheckAndMsg (EVAL (endpoint.av[“NortonAV”].exists, "NE", "true"),/

"Norton AV was not found on

3 Cisco ASA VPN ASDM 7.4
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| VPN VPN

DAP B

2. [Advanced] [OR]
3. [Access Attributes] [Action] [Terminate]
4. Norton Antivirus PC
!
5. !
15
Norton McAfee
1 10,000 1
ASA
1. LUA 1 [Add/Edit
Dynamic Access Policy] [Advanced]

(
(EVAL (endpoint.av[“NortonAV”] .exists, "EQ”,”true”, ”string”)
and CheckAndMsg (EVAL (endpoint.av[“NortonAV”].lastupdate,”GT”,”10000”, integer”),
To remediate <a href="http://www.symantec.com’>Click this link </a>",nil))
or
(EVAL (endpoint.av[“McAfeeAV”] .exists, "EQ”,"true”, ”string”)
and CheckAndMsg (EVAL (endpoint.av[“McAfeeAV”].lastupdate,”GT”,”10000”, integer”),
To remediate <a href='http://www.mcafee.com’>Click this link</a>",nil))
)

2. [Advanced] [AND]
3. [Access Attributes] [Action] [Terminate]
4, 1 Norton McAfee
PC
!
5. !

DAP

ASDM 3 Cisco ASA VPN ASDM 7.4 .




B o

2

. ASDM

VPN veN |

[Action]
« [Continue]
* [Quarantine] VPN
ASA ACL
DAP
AnyConnect
AnyConnect
* [Terminate]
* [User Message] DAP
490
3
DAP
URL HTML
<a
href="http://wwwin.example.com/procedure.html'>Instructions</a>
[Network ACL Filters] DAP ACL
DAP ACL
ACL ASA ACL
* [Network ACL] DAP
ACL ACL
IPv4 IPv6
ACL
* [Manage] ACL
* [Network ACL] DAP ACL
* [Add] ACL [Network ACLs]
3 CiscoASA VPN ASDM 7.4
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* [Delete]
ASA ACL

3 [Web-Type ACL Filters (clientless)]
ACL DAP ACL
ACL

* [Web-Type ACL]
Web-type ACL ACL

* [Manage] Web ACL
* [Web-Type ACL] DAP
* [Add]

* [Delete]
ASA ACL

4 [Functions]
DAP URL
« [File Server Browsing]

NBNS
NBNS

« [File Server Entry]

Windows

* [HTTP Proxy] HTTP

Web-type ACL

DAP B

ACL  [Network ACLS]
DAP ACL
DAP Web

ASA ACL
DAP

Web-type ACL

Web ACL [Web-Type ACLs]

1 [Web-Type ACLs]

DAP ACL
HTTP
CIFS
WINS NBNS
DNS CIFS
Windows

Java ActiveX Flash

HTTP HTTPS
HTTP

HTML CSS JavaScript VBScript ActiveX Java

ASDM 3 Cisco ASA
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Internet Explorer

* [URL Entry]

Web
Web

SSL VPN
SSL VPN

Web
ASA

ASA
Web

« [Unchanged]

Web
VPN ASA

SSL

CA

SSL VPN

« [Enable/Disable]

* [Auto-start]

HTTP
DAP

5 [Port Forwarding Lists]

. ASDM

Telnet Secure FTP

3 Cisco ASA

FTP over SSH Perforce
TCP

SSL/TLS

VPN ASDM 7.4
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Microsoft
HTTP/HTTPS URL
URL
SSL VPN
PC ASA
HTTPS
Web Web
SSL Web ASA
SSLVPN
SSL
[Disable for the URL Entry]
VPN Web
TCP/IP
PC

Windows Terminal Services
Outlook Express Lotus Notes



VPN

VPN

* [Port Forwarding]

* [Unchanged]
« [Enable/Disable]

* [Auto-start]

DAP

Sun Microsystems Java

DAP
[Port Forwarding]  [Enable]

DAP

« [Port Forwarding List] DAP

* [New...]

« [Port Forwarding Lists] DAP

« [Add]

* [Delete]
ASA

6 [Bookmarks]
* [Enable bookmarks]

* [Bookmark]

» [Manage...]

* [Bookmarks]

« [Add>>]

* [Delete]
ASA

7 [Access Method]

« [Unchanged]

ASDM

DAP

URL

DAP

DAP URL

URL
DAP

3 Cisco ASA VPN ASDM 7.4
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DAP

VPN veN |

 [AnyConnect Client] Cisco AnyConnect VPN

* [Web-Portal] VPN
* [Both-default-Web-Portal] AnyConnect
« [Both default AnyConnect Client] AnyConnect
AnyConnect
8 [AnyConnect] Always-on VPN
* [Always-On VPN for AnyConnect client] AnyConnect Always-on
VPN AnyConnect
Cisco Web
Cisco AnyConnect VPN

AnyConnect
Cisco AnyConnect VPN Client Administrator Guide

9 [AnyConnect Custom Attributes]

AnyConnect

AnyConnect Cisco
AnyConnect Secure Mobility Client Administrator Guide

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced]

> [AnyConnect Custom Attributes] [AnyConnect Custom Attribute Names]
DAP DAP
1 SSH ASA EXEC

. ASDM 3 Cisco ASA VPN ASDM 7.4
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DAP B

ASA EXEC hostname#

2 DAP DAP

hostname# debug dap trace

endpoint.anyconnect.clientversion="0.16.0021";
endpoint.anyconnect.platform="apple-ios";
endpoint.anyconnect.platformversion="4.1";
endpoint.anyconnect.devicetype="iPhonel, 2";
endpoint.anyconnect.deviceuniqueid="dd13ce3547£f2falb2c3d4e5£6g7h8i9j0£fa03£75";

3 DAP

ASA Cisco ASA Series General Operations ASDM Configuration
Guide Configure Logging

* DAP 209

* DAP WebVPN ACL 210

* DAP CSD 211

Trusted VPN_Access DAP
VPN AnyConnect VPN

Untrusted_VPN_Access VPN

1 ASDM [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Dynamic
Access Policies] > [Add/Edit Dynamic Access Policy] > [Endpoint]

2
Trusted_VPN_Access Untrusted VPN_Access
Endpoint Attribute Type Policy
Endpoint Attribute Process ieexplore.exe —
Advanced Endpoint Assessment AntiVirus= McAfee Attribute

ASDM 3 Cisco ASA VPN ASDM 7.4
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B o~ WebVPN ACL
Trusted_VPN_Access Untrusted_VPN_Access
CSD Location
LDAP memberOf Engineering Managers
ACL Web-Type ACL
AnyConnect Web | Web Portal
Portal
DAP WebVPN ACL
DAP Network ACLs IPsec AnyConnect Clientless SSL VPN Web-Type
ACLs URL Functions
[Add/Edit Dynamic Access Policy] [Access Policy Attributes]
DAP
Active Directory/LDAP
memberOf AD memberOf = ASA
Web ACL Engineering DAP
ASDM [Add AAA Attributes] [Configuration] > [Remote Access VPN] >

. ASDM

[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >
[AAA Attributes section] > [Add AAA Attribute]

AAA [LDAP]
[Attribute ID] memberOf
[Value] [=]
Engineering
[Access Policy Attributes] [Web-Type ACL Filters]
[Web-Type ACL] AD memberOf = Engineering
ACL
3 Cisco ASA VPN ASDM 7.4




DAP

VPN

VPN
2 AD/LDAP
ASA
DAP ACL
ACL
DNS DAP
1 ASDM [Add AAA Attributes]

[AAA Attributes section] > [Add AAA Attribute]
2 AAA
3 [Attribute ID]

4 [Value]

Engineering
5 [Attribute ID]

6 [Value]

Employees
7 AAA
8 [Tunnel]

9 [Access Policy Attributes]
ACL

ASDM 3 Cisco ASA

VPN ASDM 7.4

DAP csD
Engineering Employees
DAP
ACL
ASA

ACL

ASA

AAA

[Configuration] > [Remote Access VPN] >
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >

[LDAP]
memberOf

memberOf

[=]

[Cisco]
[=]

[Network ACL Filters]

DAP
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POP3S
POP3S

POP3S

IMAP4S
IMAP4S

SMTPS
SMTPS

SSL
SSL VPN
SSL
SSL VPN
SSL
IMAP4S
SSL VPN
SSL
SMTPS
214
214
218
ASDM 3 CiscoASA

995
POP3
POP3

993

IMAP4S
IMAP4S

988

SMTPS
SMTPS

VPN ASDM 7.4

SSL VPN

995
SSL
1
993
SSL
1
988
SSL
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AAA

1 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [AAA]

2 [POP3S] [IMAP4S] [SMTPS] AAA
* [AAA server groups] [AAA Server Groups] [Configuration] > [Features] > [Properties]
> [AAA Setup] > [AAA Server Groups] AAA
* [group policies] [Group Policy] [Configuration] > [Features] > [VPN] > [General] >

[Group Policy]

* [Authentication Server Group]

AAA
[Configuration] > [Features AAA] > [VPN] > [E-Mail Proxy] > [Authentication] AAA
* [Authorization Server Group]
* [Accounting Server Group]
« [Default Group Policy] AAA  CLASSID
4 15
CLASSID ASA
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VPN VPN

* [Authorization Settings] ASA

LDAP RADIUS
* [Use the entire DN as the username]
* [Specify individual DN fields as the username] DN
[DN] 2 EA
JohnDoe
CN johndoe@cisco.com
John Doe johndoe johndoe@cisco.com
EA O John Doe
johndoe@cisco.com Cisco Systems, Inc.
e [Primary DN Field] DN
[CN]
DN
Country C 2 ISO
3166
Common Name CN
ID
DN Qualifier DNQ DN
E-mail Address EA
Generational Qualifier GENQ Jr. Sr. Il

Given Name GN

Initials |

Locality L

Name N

Organization O

Organizational Unit OU

Serial Number SER

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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DN

Surname SN

State/Province S/P

Title T

Dr.

User ID UID

* [Secondary DN Field]
[OU]
[None]

[Email Proxy Access]

1 [Configuration] > [VPN] > [E-Mail Proxy] > [Access]

* [Interface]

« [POP3S Enabled] POP3S

* [IMAP4s Enabled] IMAP4S

* [SMTPS Enabled] SMTPS
2 [Edif]

. ASDM 3 Cisco ASA VPN ASDM 7.4
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VPN VPN

1 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [Authentication]
2
« [AAA] AAA AAA
VPN
VPN
« [Certificate]
ASA
ASA  SSL
SMTPS
2
CA 3
-ASA CA
- PC CA
- PC Web Web
* [Piggyback HTTPS]
SSL VPN
VPN
VPN
IMAP
IMAP
SSL VPN
SMTPS SMTP
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IMAP

- IMAP

- IMAP

* [Mailhost] SMTPS
IMAP4S

[Default Server]

ASA

SSL VPN

HTTPS/

VPN

SSL VPN

ASA

IMAP

veN |

[Configuration] > [Features] >
[VPN] > [General] > [Group Policy] > [Edit Group Policy] > [General]

1 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [Default Servers]

2

. ASDM

* [Name or IP Address]

 [Port] ASA

SSL

3

* 995 POP3S
*+ 993 IMAPA4S

* 988 SMTPS

Cisco ASA VPN ASDM 7.4

SSL

DNS

SMTPS

POP3S



VPN VPN

* [Enable non-authenticated session limit]

DOS

* ASA

ASA

1 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [Delimiters]

2

* [Username/Password Delimiter] VPN

SSL VPN

« [Server Delimiter]
VPN

VPN

vpn_username:e-mail_username@server

ASDM 3 Cisco ASA

VPN ASDM 7.4
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VPN

VPN

* VPN 221
* VPN 221
ASA VPN

[Monitor IPsec Tunnels]

[Monitoring] > [VPN] > [VPN Connection Graphs] > [IPSec Tunnels]

IPsec

[Monitor Sessions]
[Monitoring] > [VPN] > [VPN Connection Graphs] > [Sessions]
VPN

LAN SSL VPN

[Monitor Session]
[Monitoring] > [VPN] > [VPN Statistics] > [Sessions]
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ASA VPN 2
[Filter By]

\}

show vpn-sessiondb CLI
Cisco ASA Command Reference Guide

* [All Remote Access]

IPsec
* [Username/Connection Profile]
Subject CN Subject OU
« [Group Policy Connection Profile]
* [Assigned IP Address/Public IP Address]
IP
IP
IP IP IP
ISP
S
[Assigned IP Address] SSL VPN
ASA
IP /
« [Ping] ICMPping PacketInternet Groper
ASA ICMP Echo Request
EchoReply ASA
Success
ICMP
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VPN

VPN
VPN B
ASA
[Error]
* [LogoutBy] --All
Sessions-- [Logout By]

Protocol for Logout By

IPsec Protocol

[Monitor Active AnyConnect Sessions]
[Monitoring] > [VPN] > [VPN Statistics] > [Sessions]

IP
AnyConnect

[Monitor VPN Session Details]
[Monitoring] > [VPN] > [VPN Statistics] > [Sessions] > [Details]

* [NAC Result and Posture Token]

ASDM ASA

 [Accepted] ACS
* [Rejected] ACS

* [Exempted] ASA

* [Non-Responsive] EAPoUDP Hello
* [Hold-off] ASA EAPoUDP
* [N/A] VPNNAC NAC

e [Unknown]

Access Control Server ACS
ASA
NAC Result
Healthy Checkup Quarantine Infected Unknown
[Session Details] [Details]
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« [ID] ID ID ASA

* [Type] IKE IPsec NAC

* [Local Addr., Subnet Mask, Protocol, Port, Remote Addr., Subnet Mask, Protocol, and Port]

* [Encryption]

« [Assigned IP Address and Public IP Address]

* [Other]

IKE IPsec NAC
* [Revalidation Time Interval]

* [Time Until Next Revalidation] 0
Revalidation Time Interval

* [Status Query Time Interval]

ASA

» [EAPOUDP Session Age]

* [Hold-Off Time Remaining] 0
« [Posture Token] Access Control Server ACS

ASA

Healthy Checkup

Quarantine Infected Unknown

* [Redirect URL] ACS
ASA Redirect URL
ASA HTTP
80 HTTPS 443 Redirect URL
3 Cisco ASA VPN ASDM 7.4



VPN VPN

VPN B
Redirect URL ASA
HTTP HTTPS
Redirect URL IPsec
ACS Redirect URL Redirect URL
[More]
ACL ACE ACL

[Monitor Cluster Loads]
[Monitoring] > [VPN] > [VPN Statistics] > [Cluster Loads]

VPN
VPN

[Monitor Crypto Statistics]
[Monitoring] > [VPN] > [VPN Statistics] > [Crypto Statistics]
ASA

[Monitor Compression Statistics]
[Monitoring] > [VPN] > [VPN Statistics] > [Compression Statistics]

ASA

[Monitor Encryption Statistics]
[Monitoring] > [VPN] > [VPN Statistics] > [Encryption Statistics]

ASA

[Monitor Global IKE/IPsec Statistics]
[Monitoring] > [VPN] > [VPN Statistics] > [Global IKE/IPSec Statistics]

ASA IKE/IPsec

[Monitor NAC Session Summary]

* [Active NAC Sessions]
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* [Cumulative NAC Sessions]

* [Accepted] Access Control Server
* [Rejected] Access Control Server
» [Exempted] ASA [Posture Validation Exception]

« [Non-responsive] Extensible Authentication Protocol EAP over UDP

CTA

Control Server
ASA
ASA NAC

« [Hold-off] ASA  EAPoUDP
Hold Timer [Configuration] > [VPN] > [NAC]

«[N/A] VPN NAC NAC

* [Revalidate All]
ACL
NAC

* [Initialize All]
ACL
ASA
EAPoUDP

NAC ACL

[Monitor Protocol Statistics]
[Monitoring] > [VPN] > [VPN Statistics] > [Protocol Statistics]

ASA

3 Cisco ASA VPN ASDM 7.4
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NAC
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VPN

VPN

VPN

[Monitor VLAN Mapping Sessions]

Restrict Access to VLAN
VLAN ASA
VLAN

[Monitor SSO Statistics for Clientless SSL VPN Session]

[Monitoring] > [VPN] > [WebVPN] > [SSO Statistics]

ASA SSO SSO
S

SiteMinder SAML Browser Post Profile SSO
ASDM 3 Cisco ASA VPN ASDM 7.4
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SSL

* SSL 229

SSL

SSL
« [Configuration] > [Device Management] > [Advanced] > [SSL Settings]
* [Configuration] > [Remote Access VPN] > [Advanced] > [SSL Settings]

ASA Secure Sockets Layer SSL Transport Layer Security TLS
ASDM SSLVPN VPN
DTLS  AnyConnect VPN
[SSL Settings] SSL
S
93 2 SSLv3 [any] [tlsv1]
[any] [any] [ssIv3] [sslv3-only]
[OK] ASA
ASA
94 1 SSLv3 ASA SSLv3
ASA SSLv3 SSLv3
ASA TLSv1
Citrix TLS1.1/1.2

https:/AMmww.citrix.com/content/dam/citrix/en_us/documents/products-solutions/citrix-receiver-feature-matrix.pdf
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B s

* [Server SSL Version] ASA SSL/TLS
Any SSLv2 hello

SSL V3 SSLv2 hello
SSLv3

TLS V1 SSLv2 hello
TLSv1

TLSV1.1 SSLv2 hello
TLSv1.1

TLSV1.2 SSLv2 hello
TLSv1.2

DTLSv1 DTLSv1 hello
DTLSv1

DTLS1.2 DTLSv1.2 hello
DTLSv1.2

N

DTLS Cisco AnyConnect
DTLS TLS TLS
DTLS
DTLSV1.2 TLSV1.2
TLS TLS
DTLS1 TLS
DTLS1
« [Client SSL Version] ASA SSL/TLS
SSL
DTLS
Any SSLv3 hello SSLv3
SSL V3 SSLv3 hello SSLv3
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ssL B
TLS V1 TLSv1 hello
TLSv1
TLSV11 TLSv1.1 hello
TLSv1.1
TLSV1.2 TLSv1.2 hello
TLSv1.2
« [Diffie-Hellmann group to be used with SSL]
[Groupl] 768 [Group2] 1024
[Group5] 1536 [Group14] 2048 224
[Group24] 2048 256
[Group2]
« [ECDH group to be used with SSL]
[Group19] 256 EC [Group20] 384 EC
[Group21] 521 EC [Groupl19]
S
ECDSA DHE
« [Encryption] SSL
[Configure Cipher Algorithms/Custom String]
[Edit] SSL
[OK]
* [Cipher Version] ASA SSL
* [Cipher Security Level] ASA SSL
[Alll]  NULL-SHA
[Low] NULL-SHA
[Medium] NULL-SHA DES-CBC-SHA RC4-MD5
RC4-SHA DES-CBC3-SHA
[Fips] NULL-SHA DES-CBC-SHA RC4-MD5 RC4-SHA DES-CBC3-SHA
FIPS
[High] SHA-2 AES-256 TLS 1.2
[Custom] [Cipher algorithms/custom string] 1
OpenSSL
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* [Cipher Algorithms/Custom String] ASA SSL
OpenSSL
https://www.openssl.org/docs/manmaster/manl/ciphers.html
ASA TLSv1.2
TLSv1.1l TLSv1.2

* [Server Name Indication (SNI)]

TLSv1.1/DTLS |TLSV12
V1

AES128-GCM-SHA256

AES128-SHA

AES128-SHA256

AES256-GCM-SHA384

AES256-SHA

AES256-SHA256

DERS-CBC-SHA

DES-CBC-SHA

DHE-RSA-AES128-GCM-SHA256

DHE-RSA-AES128-SHA

DHE-RSA-AES128-SHA256

DHE-RSA-AES256-GCM-SHA384 no I
DHE-RSA-AES256-SHA

ECDHE-ECDSA-AES128-GCM-SHA256

ECDHE-ECDSA-AES128-SHA256

ECDHE-ECDSA-AES256-GCM-SHA384

ECDHE-ECDSA-AES256-SHA384

ECDHE-RSA-AES128-GCM-SHA256

ECDHE-RSA-AES128-SHA256

ECDHE-RSA-AES256-GCM-SHA384

ECDHE-RSA-AES256-SHA384
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TLSv1.1/DTLS |TLSV12
V1
NULL-SHA
RC4-MD5
RC4-SHA
[Add/Edit Server Name Indication (SNI)]
[Edit]
* [Specify domain]
* [Select trustpoint to associate with domain]
« [Certificates] SSL
SSL Certificate]
[Edit]
* [Primary Enrolled Certificate]
* [Load Balancing Enrolled Certificate] VPN
« [Fallback Certificate]
[None] ASA RSA

* [Forced Certification Authentication Timeout]

* [Apply]
* [Reset] SSL

ASDM 3 Cisco ASA VPN ASDM 7.4
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. AAA 235
. AAA 236
* Active Directory/LDAP VPN 236
ASA LDAP RADIUS TACACS+ ASA
AAA AAA
ASA
ASA AAA
ASA VPN
ASA
* ASA DAP
. RADIUS LDAP
* ASA
ASA
DAP
ASA
1. ASA DAP 8.0(2)
DAP URL

URL

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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B AAA
2. AAA
ASA AAA
ASDM
3. ASA RADIUS RADIUS
CLASS IETF-Class-25 OU=group-policy ASA
LDAP
ASA LDAP LDAP Cisco
IETF-Radius-Class
4, CLlI
ASA
DAP
5. ASA DfltGrpPolicy
DAP
ASA ID LDAP RADIUS
ID
ASDM 7.0 LDAP cVPN3000 ASDM
7.1
LDAP RADIUS RADIUS
Active Directory/LDAP VPN
Microsoft Active Directory ASA
. 237
. LDAP 239
* AnyConnect IP 240
. 242
. Time-of-Day 244

. ASDM 3 Cisco ASA VPN ASDM 7.4



VPN VPN

Cisco.com

e ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration Example

* PIX/ASA 8.0: Use LDAP Authentication to Assign a Group Policy at Login

VSA 1 LDAP

IPsec VPN
SSL VPN

AD LDAP

physicalDeliveryOfficeName

Cisco Bannerl
ASA physicalDeliveryOfficeName
Bannerl
1 [Properties]
physicalDeliveryOfficeName [Office]
ASDM 3 Cisco ASA VPN ASDM 7.4
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1 Cisco LDAP
AnyConnect SSL VPN

[General] [Office]

ASA physicalDeliveryOfficeName

Cisco

AD/LDAP

[General]
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Userl Properties = _!JEI
TerminalServicss Profle | ©OM+ | Exchange Ganeral
<) Ble  Action  Yew window Help Member 0f | Didkn | Environsent | Sessiors | Fiemote contiol
¢,g|-ﬁm|£.”)(g(ﬁ@|@|ﬂiﬁﬁﬁﬁ Genersl | Addecs | Account | Fiofle | Telephones | Diganization
<) Artive Diectory Usess snd Computer. Ussrs 31 objects g i
-] Saved Gueries e G =
=39 demo, cisco.com DnstdaneFr Security Grou -
- Bt Dnmaln Admins  Security Grou - el
-] Compukers R oomain Com...  Security Grou Erst name; IUSE” Inigas I
g8 Daomain Contrallers .
) u FersignSecurityPrincipals Domain Conk., EEEI.II"!h-' Erou Last name: I
£3 i Domain Guests  Security Grou
’ Domain Users  Security Grow Diigplay name: ILlsurT
Enterprlse:#. Security Grou ujis
€0 e changs Do... Securty Groy  DEsermlion |
m Exchangs En... Security Grou O "
Group Policy ... Security Grou S I e LA *
Guest User
HelpServices.,.  Security Grou §
I15_WPG csaurty aoufl [ R L
£ 1wse_roc User E-alt [
€ waM_PDC User
Marketing Security Grou Wb pags: I Otthes...
RASand 185 .., Security Grou
Sales Security 5rou
€5 schema admins  Security Grou .
fysuPPORT 38.., User |T| Cancel Apply | HElp |
€l TelnetChents  Security Groue P
€ userr User
aq ’ I ..'l mWINS Users Security Group .., Members whi have visw-,., - o
- - o
i | ' 2
2 ASA LDAP
Banner AD/LDAP physicalDeliveryOfficeName  Cisco Bannerl

hostname (config) # ldap attribute-map Banner
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Bannerl

LDAP AAA

AAA MS_LDAP 10.1.1.2 AAA
Banner

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map Banner
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VPN VPN
LDAP B
IPsec VPN AnyConnect SSL VPN
SSL VPN Userl
SSL VPN
LDAP [Organization] [Department]

[Department]  Cisco

IETF-Radius-Class

AD Department

Cisco

ASA [Department] IETF-Radius-Class
Userl
[Properties] [Organization]
[Department] Group-Policy-1
Active Directory Users and Computers _.Jﬂll‘.l
' ction 1 dows =ETE
< Ee _ T__.w B t‘.E’P Userl Properties - _3_]_3_(] 'll
¢» | OE e XE B (@08 - ' , |
émmmmwm&sanﬂc 2 chjects Membes DF | Diskin | Erwionement I Sessions | Remote conliel | F—
A ——c— Somde Temminal Services Profle | COMs | Ewchange Genesal i
2@ domo,csce.com ”“'E" . ;e E-maldddiesses |  EschangeFestwss |  Echangedvanced | =
=St omain Com...  Sec o PRI
ét—: ?::1,;-":5')5 bt o] Genesl | Addiess | Account | Profile | Telephones — Diganization
2] Domain Controlers gs::: 5::5 g:: Titte: I L:@
- ForeignSecurityPrincipals g sl
O Ldgmps: aia St g ’
4 Exwcharge Do,.. Sec Department IE"'M’M%":""l H_T
ﬁExchanqun... Sec
Group Policy ... Sec £ i I
Guest Use  ~Manager
gHebSawlr_es... Sec A
n5_WPG Sec Name: |
gﬁ::ﬁpgsc 3:: Change... % Properties [Tl
Marketing Ser
RASand 1#5,.. Sec  Digctreports:
Sales Sec
Schema Admins  Sec
SUPPORT _3B.., Use
TelnetChents  Sec
fRwNs Users Sec
€ Leary Lige
ﬁGruupl Sec
al | N €0 croupz Sec =
| ok | Concel P N | =
2 LDAP

IETF-Radius-Class

hostname (config) # ldap attribute-map group policy
hostname (config-ldap-attribute-map) # map-name Department IETF-Radius-Class

ASDM

3 CiscoASA

VPN ASDM 7.4 .
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. AnyConnect IP

3 LDAP AAA
AAA MS_LDAP 10.1.1.2

group_policy

hostname (config) # aaa-server MS_LDAP host 10.1.1.2

VPN veN |

hostname (config-aaa-server-host)# ldap-attribute-map group policy

4 [Department]

Group-policy-1 ~ ASA

hostname (config) # group-policy Group-policy-1 external server-group LDAP_ demo

hostname (config-aaa-server-group) #

5 VPN Group-Policyl

6 EXEC debug ldap 255

[29] Authentication successful for userl to 10.1.1.2
[29] Retrieving user attributes from server 10.1.1.2
[29] Retrieved Attributes:

[29] department: value = Group-Policy-1

[29] mapped to IETF-Radius-Class: value = Group-Policy-1

AnyConnect IP

IPsec SSLVPN
AnyConnect IP
Web1l IP
[Dialin] [Assign Static IP Address]

msRADIUSFramedIPAddress
IETF-Radius-Framed-I1P-Address

ASA msRADIUSFramedIPAddress
IETF-Radius-Framed-I1P-Address Userl

. ASDM 3 Cisco ASA VPN ASDM 7.4
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VPN VPN

AnyConnect IP .
1 [Properties] [Dial-in] [Assign

Static IP Address] 10.1.1.2 IP
£} aastme User 2 x|
ﬂ Admdnistr ator User - - I M I
P Cert Publishers Seou Teminal Services Profle COM+ Exchange General
mDHCF Admiristrators Secul E-mail Addresses l Exchange Features I Exchange Advanced

DHCP Usars Sepy  Oeneral I Address | Account | Profils | Telephones | Organization
gnmmms cecy  MemberDf  Diakin | Enviranment | Sessions I Remote control
P DnsUpdatsProxy Secul —Remote Access Pemission (Diakin o VPN] .
mDumain Admins Secul

Domain Computers Secul " Allow access

Domain Controllers Secul " Deny access
EzDumain Quesks Secul i A e —
gDumain Users Secul ; secess throuph Alemote Access Polion

Enterprise Admins SEeul ]
mExu:hange Ciomain Servers Secul [ Veriy Caller-|D: I
PR Exchangs Enterprise Servers Secur [ Callback Options
EGW Palicy Creator Owners Secul ' NoCallback

Groupl Secul ) :

- emote

!ﬂGrﬂqﬁ g Set by Caller [Routing and R Access Service only)
o Guest User " Always Callback to: |
gHestrvlcesGroup Secul

1I5_WPG Secu | Assign a Stalic P Address I T e —
7 wuse_poc Lser - o
I rwam_poC User Apply Stalic Houtes

Marketing Secul Desfine routes to enable for this Diskin

RAS and IAS Servers Secul connection.
deﬁ Secul
gsdﬂna Admins Secul

SUPPORT _366945a0 User I—l

ol K Cancel Anply Hel
mTahatCIients Secul 2 i & I
ﬂ Liserl User
E VPN_User_Group Lser Welcome LDAP WPN_Liser...
£} webt User
EWIINE Users Security Group ... Members who have view-...
2 LDAP

[Static Address] AD msRADIUSFramedIPAddress  Cisco

IETF-Radius-Framed-IP-Address

hostname (config) # ldap attribute-map static_address
hostname (config-ldap-attribute-map) # map-name msRADIUSFramedIPAddress
IETF-Radius-Framed-IP-Address

3 LDAP AAA

AAA MS_LDAP 10.1.1.2 AAA
static_address

hostname (config) # aaa-server MS_LDAP host 10.1.1.2

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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hostname (config-aaa-server-host) # ldap-attribute-map static_address

vpn-address-assignment

AAA

hostname (config) # show run all vpn-addr-assign

vpn-addr-assign aaa

no vpn-addr-assign dhcp
vpn-addr-assign local
hostname (config) #

<< Make sure this is configured >>

veN |

ASA  AnyConnect ASA
IP
show vpn-sessiondb svc
hostname# show vpn-sessiondb svc
Session Type: SVC
Username : webl Index 31
Assigned IP 10.1.1.2 Public IP 10.86.181.70
Protocol : Clientless SSL-Tunnel DTLS-Tunnel
Encryption : RC4 AES128 Hashing SHAL
Bytes Tx 304140 Bytes Rx 470506
Group Policy : VPN User Group Tunnel Group Groupl TunnelGroup
Login Time 11:13:05 UTC Tue Aug 28 2007
Duration Oh:01m:48s
NAC Result : Unknown
VLAN Mapping : N/A VLAN none
LDAP
[Dialin] Cisco
Tunneling-Protocol
1 PPTP
2 L2TP
4 IPsec  IKEv1
8 L2TP/IPsec
16 SSL
32 SSL AnyConnect SSL VPN
3 Cisco ASA VPN ASDM 7.4
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64 IPsec  IKEv2

Y1 Ipsec  L2TP over IPsec 4 8

[Allow Access] TRUE [Deny Access] FALSE

ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration
Example

1 [Properties] [Dial-in] [Allow
Access]

21

Teminal Services Profile | COM+ | Exchange General I
E-mail Addresses | Exchange Features | Exchange Advanced |
General | Address | Account I Profile 1 Telephones | Dlganizatinnl
Member OF  Diakin | Envionment | Sessions | Remote control |

~ ARemote Access Permigsion [Diakin or WYPN]

% allow access

" Control access through Remote Access Policy

™ Verify Caller-ID:
Callback Options
& NoLCallback
" Set by Caller [Routing and Remote Access Service only)
" Always Callback to; |

I~ Assign a Static IP Address |
Apply Static Houtes

Define routes to enable for this Diakin C S B atee |
cotnscticn. -

330378
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Time-of-Day
[Control access through the Remote Access Policy]
ASA
2 IPsec  AnyConnect SSL
a) tunneling_protocols
hostname (config) # ldap attribute-map tunneling_ protocols
b) [Allow Access] AD msNPAllowDialin  Cisco Tunneling-Protocols
hostname (config-ldap-attribute-map) # map-name msNPAllowDialin Tunneling-Protocols
c)
hostname (config-ldap-attribute-map) # map-value msNPAllowDialin FALSE 48
hostname (config-ldap-attribute-map) # map-value msNPAllowDialin TRUE 4
3 LDAP AAA
a) AAA MS_LDAP 10.1.1.2 AAA
hostname (config) # aaa-server MS_LDAP host 10.1.1.2
b) tunneling_protocols
hostname (config-aaa-server-host)# ldap-attribute-map tunneling protocols
4
SSL
IPsec
IPsec
Time-of-Day
SSL
AD [Office]
physicalDeliveryOfficeName ASA
Cisco Access-Hours ASA
physicalDeliveryOfficeName Access-Hours

. ASDM 3 Cisco ASA VPN ASDM 7.4



VPN

VPN

Time-of-Day .

[Properties] [General]

% hctive Directory Users and Computers

| S 2| =0
ie& File  fetion  Wiew Window Heb | | | | | 18 =]
| = I Member Of Dialin Ervironmeant Season: HAemobe control |
= N | [ i
e+ @ XPrE 2|k Teminal Services Frafle | COMe i |
t"—ﬁ{lctwe Directory Users and Compuber | Users 33 objects E-mail Addiezses Exchangs Features E=change Advanced
@=-0 Saved (?_u:r':! Name Gerneral ! Addvess | Accourt | Profle i Telsphenes | Organization :3
=@ dm-:rﬁco-mﬂ Doenair Adming
; S ?u;;.nters Dioenain Computers E Uszenl
F-(s2] Diomsin Cantroliers gm"'fn Eumt;'c's
[#- (L] ForeignSecuricyPrincipals 02:: U::s
b (e ritials:
= Users Wi is First name: i 81 1 [
€T Exchange Doman Servers Last name: |
mExl:hanua Enterprise Sarvers ;
€71 Group Policy Creator Owners Digplay name: [Uzen
Guast e
HedpServicesGroun i 1
s _wea Office: [Fatner
£ sk _poC
£ twam_poc
€iRns and 185 Sarvers Eepiinkse rirabioe P
ﬂSchema Adimins : j ﬂ_l
SUPPORT 3869450 E-mai: !Umﬂ@dzmn:ittn.:m
TenetChents
vsent Webprge | O |
ﬂ users
E WPH_User _Group
3 web1 5
q | 3 €0 rmis users ok | cwod | mew | e | =
I [ I
access_hours [Office] AD
physicalDeliveryOfficeName  Cisco Access-Hours

hostname (config) # ldap attribute-map access_hours
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Access-Hours

LDAP AAA
AAA MS_LDAP 10.1.1.2 AAA

access_hours

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host)# ldap-attribute-map access_hours

hostname (config) # time-range Partner
hostname (config-time-range) # periodic weekdays 09:00 to 17:00

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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Time-of-Day
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SSL VPN

. SSL VPN 249
. SSL VPN 250
. SSL VPN 250
. SSL VPN 251
SSL VPN SSL Web
SSL VPN
S
SSLVPN
/
SSL VPN
Web ASA VPN
HTTP Web
Web
. Web
* Web
* NT/Active Directory
* POP3S [IMAP4S SMTPS
* Microsoft Outlook Web Access Exchange Server 2000 2003 2007

« Microsoft Web App to Exchange Server 2010 8.4(2)

ASDM 3 Cisco ASA

VPN ASDM 7.4




SSLVPN |
SSLVPN

* Application Access TCP

SSL VPN Secure Sockets Layer SSL Transport
Layer Security SSL/TLS1
ASA
HTTP

SSL VPN

SSL VPN

ASA SSL VPN
VPN Cisco ASA 5500

SSL VPN

* ActiveX ActiveX
activex-relay

shutdown.webvpn.relay.

* ASA Windows 7 Vista Internet Explorer8 10 Mac OS X Linux
Windows CIFS Web

* DoD Common Access Card SmartCard Safari

* ASA SSL VPN DSA RSA

. ASA

* NAT PAT

. ASDM 3 Cisco ASA VPN ASDM 7.4
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SSL VPN

* AnyConnect ~ Web
WebVPN

ASA  AnyConnect

. SSL VPN
Mac OS X v10.7
Mac OS X Java

SSLVPN B

Web

Java Runtime Environment JRE
Java

http://java.com/en/download/fag/java_mac.xml

. VPN RADIUS
VPN
Framed-IP-Address 3 VPN
RADIUS weblaunch
3 VPN RADIUS

3

IP 3

0-Select-a-group
1-AAA

2-Certificate

SSL VPN

AnyConnect

Client Secure Mobility

AnyConnect 4.4 ASA

Services Engine ISE Web
WSA VPN

AnyConnect

collateral/security/anyconnect-og.pdf

ASDM 3 Cisco ASA

AnyConnect Plus Apex
AnyConnect VPN
BYOD
ISR CSR ASR Identity
CWS Web

http://www.cisco.com/c/dam/en/us/products/

VPN ASDM 7.4
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http://java.com/en/download/faq/java_mac.xml
http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf

SSLVPN |
SSL VPN
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SSLVPN

« URL 253
. SSL VPN 254
. 255
« Java Code Signer 259
. 260
. 267
. 273
* SharePoint 275
« Virtual Desktop Infrastructure VDI 275
. / 279
ASA Web HTTPS CIFS RDP
SSL VPN ASA
URL Web
URL Web
Web ACL
URL
6: URL
Nmim -
csco OSL VPN Service
i '.i(i:l'dre';as|hﬂpﬂ—_-'@www.cisco.com ‘i'El'r'o'ii\iéé[ %
Weh Annlicatinns s
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SSLVPN
7: URL
: nujd-re?'"’A https:/{sic cisco,com/+CSCO+00756767633A2F 2FEAEABAZE7 076667 0622EFOEZTA++] v| ﬂ Go Links
.|||.|||. Werldwide [change] LegIn | Account | Reglsterm
cisco [Search JE
T
1 SSL VPN
SSL VPN
2 [General] > [More Options] > [Web ACL] [Manage]
3 Web ACL
4 SSLVPN
Web ACL Web ACL
DAP DAP [Network ACL Filters] Web ACL
5 URL
DAP  [Functions] [URL
Entry] [Disable] DAP URL
ASDM DAP [Functions] URL
[Disable]
6 Address URL

SSL VPN

SSL VPN
. SSL VPN ASA
. SSL VPN
. SSL VPN

. ASDM 3 Cisco ASA VPN ASDM 7.4



SSL VPN

1 [Configuration] >
[Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies]

2 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Connection Profiles]

a) ASA [Allow Access]
[WebVPN Enabled] SSL VPN
[Yes]
SSL VPN [No]
SSL VPN
b) [Port Setting] SSL 1
65535 443
SSL VPN
ASDM
3 [Configuration] > [Remote Access VPN] > [Advanced] > [Maximum VPN Sessions]
[Maximum Other VPN Sessions] SSL VPN
ASA  trustpool trustpool CA
ASA Web
HTTPS Web
CA Web
CA
SSL VPN SSL
ASA 9.0 SSL VPN CA
SSL

[Configuration] > [Remote Access VPN] > [Certificate Management] > [Trusted Certificate Pool]
https SSL

ASDM 3 Cisco ASA VPN ASDM 7.4
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-

\}

ASA trustpool  Cisco 10S trustpool

HTTP

1 ASDM [Configuration] > [Remote Access VPN] > [Certificate Management] > [Trusted Certificate

Pool]
2 [Enable SSL Certificate Check]
3 [Disconnect User From HTTPS Site]
[Allow User to Proceed to HTTPS Site]
4 [Apply]
* pkes7 DER x509
* PEM PEM x509

1 ASDM [Configuration] > [Remote Access VPN] > [Certificate Management] > [Trusted Certificate
Pool]

2 [Import Bundle]
3

. [Import From a File]
[Browse Local Files]

. ASA [Import From
Flash] [Browse Flash]

. [Import Froma URL]
URL

. ASDM 3 Cisco ASA VPN ASDM 7.4



| SSLVPN

trustpool .

4 [Import Bundle] [Cancel]

[Remove All Downloaded Trusted CA Certificates Prior to Import]
trustpool

trustpool

trustpool
trustpool
trustpool ASA

ASDM [Configuration] > [Remote Access VPN] > [Certificate Management] > [Trusted Certificate
Pool] [Export Pool]

[Export to a File]
[Browse Local Files]
trustpool

[Select]

1

2

3

4 [File Name] trustpool

5

6 [Export Pool] [Cancel]

ASDM  [Configuration] > [Remote Access VPN] > [Certificate
Management] > [Trusted Certificate Pool] [Clear Pool]

)

trustpool trustpool

ASDM 3 Cisco ASA VPN ASDM 7.4 .




SSLVPN |

CA ASDM  [Configuration] >
[Remote Access VPN] > [Certificate Management] > [Trusted Certificate Pool] [Restore
Default Trusted CA List] [Import Bundle]
1 [Revocation Check]
CLR OCSP
2 [Certificate Matching Rules]
AnyConnect SSL
/ 127
3 [CRL Options] CRL 1 1440 24
trustpool
trustpool
* trustpool
. CA
trustpool
trustpool
trustpool ASDM  [Configuration]
> [Remote Access VPN] > [Certificate Management] > [Trusted Certificate Pool] [Clear Pool]

. ASDM 3 Cisco ASA VPN ASDM 7.4



| SSLVPN

1 [Revocation Check]
CLR OCsP
2 [Certificate Matching Rules]
AnyConnect SSL
/ 127
3 [CRL Options] CRL 1 1440 24
Java Code Signer
CA
Java
Java Code Signer [Configuration] > [Remote Access VPN] > [Clientless SSL VPN
Access] > [Advanced] > [Java Code Signer]
SSL VPN Java
PKCS12 [Java Trustpoint]
PKCS12

SSL VPN Java

[Configuration] > [Properties] > [Certificate] > [ Trustpoint]

> [Import]

ASDM 3 Cisco ASA VPN ASDM 7.4




. ASDM

SSLVPN |

Web
ASA
SSL VPN
ASA

e Cisco URL jar

* ASA

« ASDM URL

. SSL VPN

[Address]
5: SSL VPN
[Address]
ica Citrix MetaFrame Services ica://
rdp Terminal Servers rdp://
rdp2* Terminal Servers Vista rdp2://
ssh,telnet ssh://
Telnetservices V1 v2  |telnet://
vnc Virtual Network Computing vnc://
services
*
SSL VPN
[Address] URL
3 Cisco ASA VPN ASDM 7.4




SSL VPN

SSO
. ASA SSL VPN
. SSO
SSO
. ActiveX Oracle Java JRE
VPN Cisco ASA
5500
A\
Remote Desktop Protocol
. SSO
SSL VPN
RADIUS LDAP SSO
ASA

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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2 ASA SSL
FQDN
Java
SSL VPN Web
ASA SSL VPN

. ASDM

ASA SSL VPN
SSL CN IP
ASA FQDN

System32\drivers\etc\hosts

SSL VPN  ASA

show running-config

show running-config

3 Cisco ASA VPN ASDM 7.4

PC
FQDN

DNS
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SSL VPN

RDP Windows Vista Windows
2003 R2
Microsoft Terminal Services
ActiveX
RDP RDP2
RDP RDP2
5.1
5.2
RDP2 Windows Vista Windows
2003 R2

Microsoft Terminal Services

ActiveX

RDP2

RDP

http://properjavardp.sourceforge.net/

3 Cisco ASA

VPN ASDM 7.4
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SSLVPN |

*

SSH Secure Shell-Telnet http://javassh.org/

Secure Shell vl V2
Telnet

JavaSSH

SSH

VNC Virtual Network Computing http://www.tightvnc.com/

VNC

Cisco Adaptive Security Appliance Software Download

1 ASA ASDM plugins
Web plugins

2 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Client-Server
Plug-ins]

. ASDM 3 Cisco ASA VPN ASDM 7.4
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SSL VPN

SSL
3 [Import]
4 [Import Client-Server Plug-in]
* [Plug-in Name]
eica Citrix MetaFrame Web Interface
» Remote Desktop Protocol
. Telnet

ssh,telnet

« Virtual Network Computing

* [Select the location of the plugin file]

* [Local computer] [Path]
[Browse Local Files]
[Select]
* [Flash file system] [Path]

[Browse Flash]

* [Remote Server]
[Path] [ftp] [tftp]

5 [Import Now]
6 [Apply]
SSL VPN

ASDM 3 Cisco ASA VPN ASDM 7.4
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[OK]
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SSLVPN |
. Citrix XenApp Server

Citrix XenApp Server
SSL VPN
Citrix XenApp Server Client SSL VPN
ASA  Citrix SSL VPN
ASA Citrix XenApp
Citrix
Citrix
Citrix
Citrix Citrix Web Interface
Citrix Citrix
XenApp Server
1 Web ica-plugin.zip
Citrix
2 Citrix Citrix Java
Citrix Web [Citrix Receiver] [Receiver for Other Platforms]
[Find] [Receiver for Java]
3 ica-plugin.zip
« JICA-configN.jar
* JICAENgN.jar
4 Citrix Java EULA Web
5 ASDM EXEC CLI
import webvpn plug-in protocol ica URL
URL IP ica-plugin.zip

. ASDM 3 Cisco ASA VPN ASDM 7.4


http://www.cisco.com/cgi-bin/Software/Tablebuild/doftp.pl?ftpfile=cisco/crypto/3DES/ciscosecure/asa/customer/ica-plugin.zip&app=Tablebuild&status=showC2A
http://www.citrix.com/English/SS/downloads/details.asp?dID=2755&downloadID=20731&pID=186

SSL VPN

Citrix SSO

URL

ica://10.56.1.114/?DesiredColor=4&DesiredHRes=1024&Desired\VRes=768

6 SSLVPN
URL

Client for Java Administrator’s Guide

SSL VPN
TCP
* Lotus Notes
* Microsoft Outlook
* Microsoft Outlook Express
* Perforce
» Sametime
e Secure FTP  FTP over SSH
* SSH
* Telnet
* Windows Terminal Service
* XDDTS
TCP
UDP
SSL VPN
ASDM 3 Cisco ASA VPN ASDM 7.4
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http://support.citrix.com/servlet/KbServlet/download/6284-102-12977/ICAJava.pdf

SSLVPN |

ASA
Oracle Java JRE 1.5.x
* Mac OS X 10.5.3 Safari ASA URL
Safari  URL
1 1
* https://example.com/
* https://example.com
Safari, Mac OS X 10.5.3: Changes in client certificate authentication
. Microsoft Windows Vista
ASA URL
Internet Explorer [Tools] > [Internet Options] > [Security]
Vista
. TCP TCP
TCP
22 SecureFTP
SSLVPN 20 21 FTP

. ASDM 3 Cisco ASA VPN ASDM 7.4


http://support.apple.com/kb/HT1679

SSL VPN

DNS B
. UDP
. Microsoft Outlook Exchange MAPI
Microsoft Outlook Exchange Server Microsoft Office Outlook
. Application Access
. PDA
. Java
Java HTML
. IP 127.0.0.1 ASA SSL VPN
ASA 127.0.0.2 127.0.0.3
ID IP hosts
Telnet
IP
DNS
IP
ASA
ASA ASA DNS
ASA DNS
DNS

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Connection Profiles]

ASDM 3 Cisco ASA VPN ASDM 7.4




DNS

~N o o1

. ASDM

SSL VPN
[Edit]
[DNS]
DNS
DNS
[DNS] [Manage]

[Configure Multiple DNS Server Groups]
[Add]
[Name]

3 Cisco ASA VPN ASDM 7.4

SSL VPN
[Edit]

DNS
ASDM

SSLVPN |



SSL VPN

DNS

DNS B

= Edit Clientless SSL VPN Connection Profile: Default¥f EBYPNGroup

Mame: |DeFauItWEB'«-‘PNGrDup |
[#-Advanced
Aliases: | |
wuthentication
Method: (%1888 () Certificate () Both
AL Server Group: |LOCP.L V.| [ Manage. ..
Use LOCAL IF Server Group Fails
DMS
~ N
Server Group: |DeFauItDNS V'| r
{Following fields are attributes of the DNS server group selected above)
#= Configure DHS Server
Specify how ko resolve DNS requests,
Def ault DS Setup
IS () Configure one DNS server group (%) Configure multiple DINS server groups
| Mame Servers Timeoukt Retries Domain Mame
B Add DNS Server Group
Mame: |example.cnm
DMS Servers
Specify up ko & DMS servers ko which DS requests can be Forwarded,
i e T =
) Server IP Address to P.dd
To configure DMS, enable DMS o
Inkerface “ Delete
FAT managerment
| Find: | q Other Settings
outside
test Timeout: E seconds
Retries:
Dornain Mame: |example.c0m
_——
!ﬂ } [ Cancel ] [ Help J
DMS Guard ——————————— .
[Connection Profiles] OK
ASDM 3 CiscoASA VPN ASDM 7.4
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10 [Apply]
[Add/Edit Port Forwarding Entry] SSL VPN
TCP
IP [Remote Server] DNS
[Domain Name] [Server Group] [Domain]
[Server Group] DefaultDNS
1 [Add]
2 TCP
1 TCP 1024 65535
3 IP IP
4 well-known
5 64
6 [Assign] 1
SSL VPN
TCP
SSL VPN

. ASDM 3 Cisco ASA VPN ASDM 7.4



SSL VPN

SSL VPN [Application Access] > [Start

Applications]
1 64
2

1 TCP
1024 65535
IP DNS IP
3
4 TCP 64
SSL VPN

[Application Access] > [Start Applications]

SSLVPN HTTPS
ASA CIFS FTP
SSL VPN CIFS

FTP SSL VPN

SSL VPN

ASDM 3 Cisco ASA VPN ASDM 7.4
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B s

SSL VPN
CIFS FTP
SSLVPN
[Browse Networks] ASA ASA
WINS DNS
DNS SSL VPN

ASA CIFS/FTP

CIFS

\\server\share\subfolder\personal

CIFS
[Download] [Upload] [Copy] [Paste]
Web
CIFS 2 13
2 CIFS
cifs://server/<long-folder-name>
URL

cifs://server/Do you remember?
cifs://server/Do%20you%20remembers3F

. ASDM 3 Cisco ASA VPN ASDM 7.4
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WINS
ASDM URL
ASDM WINS
Browse Networks nbns-server
IP ServerA
ASA IP DNS
SharePoint
ASA SSL VPN
Microsoft Word ASA SharePoint
ASA Word
ASA
NTP ASA
Virtual Desktop Infrastructure VDI
ASA Citrix VMware VDI
* Citrix ASA Citrix Receiver
* VVMware
VDI
VDI
ASA
« XML XenApp XenDesktop

ASDM 3 Cisco ASA VPN ASDM 7.4 .




B cirix
CSD Vault
Citrix
Citrix Receiver Citrix
* AnyConnect  ASA Citrix
» AnyConnect ASA Citrix
* Citrix
VDI
* RSA RSA SecurelD
PIN
PIN
Citrix
e jPad Citrix Receiver 4.x
« iPhone/iTouch Citrix Receiver 4.x
» Android 2.x/3.x/4.0/4.1 Citrix Receiver 2.X
* Android 4.0 Citrix Receiver 2.X
Citrix
. /
. CSD
. Md5 iOS
http://support.citrix.com/article/CTX132798
* SHA2 Citrix Web http://www.citrix.com/
« 1024
3 Cisco ASA VPN ASDM 7.4

. ASDM

CSD

RSA
PIN

SSLVPN |

Windows



| SSLVPN

« HTTP
« XML XenApp
Citrix Mobile Receiver
Citrix
VDI
Citrix VDI

1. AnyConnect Secure Mobility Client

2. Citrix Mobile Receiver

ASA VDI
1. Citrix Mobile Receiver
ASA
VPN
Citrix
ASA  Citrix
AnyConnect
Citrix
1 Citrix Receiver
2 Citrix XenApp
3 Citrix
XenDesktop XenApp
XenApp
Citrix
VDI
ASDM 3 Cisco ASA

Citrix Mobile Receiver

Citrix Receiver

XenDesktop
ASA  Citrix VDI
VPN ASA
Citrix Citrix
Citrix
VPN  Citrix
ASA Citrix
ASDM VDI
ASA URL
VPN
VPN
ASA Citrix Access Gateway
ASA ASDM
VPN ASDM 7.4




B o VDI

http://www.youtube.com/watch?v=JMM2RzppaG8 ASA  Citrix

VDI VDI

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [VDI Access]

2 1 [Enable VDI Server Proxy] VDI
3 VDI [Configure All VDI Servers]
4 [Add a VDI Server] 1
VDI
VDI
* [VDI Access] VDI
. VDI

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies]

2 DfltGrpPolicy [More Options]
3 [VDI Access]
4 [Add] [Edit] VDI
« [Server (Host Name or IP Address)] XenApp XenDesktop

« [Port Number (Optional)] Citrix
« [Active Directory Domain Name]

* [Use SSL Connection] SSL

. ASDM 3 Cisco ASA VPN ASDM 7.4
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SSL VPN

* [Username]

* [Password]

[Client-Server Plug-in] ASA SSL VPN
. [Import] [Import Plug-ins]
. [Delete]

Web
ASA
SSL VPN
ASA

e Cisco URL jar
*« ASA csco-config/97/plugin
« ASDM URL
. SSL VPN

[Address]

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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7: SSL VPN
[Address]
ica Citrix Client citrix://
rdp Terminal Servers rdp://
rdp2 Terminal Servers Vista rdp2://
ssh,telnet SSH ssh://
Telnet telnet://
vnc VNC Client vnc://
S
ASA ASA
SSL VPN
[Address] URL
S
Java
open-source
ASA

Remote Desktop Protocol

. SSO
SSL VPN

3 Cisco ASA VPN ASDM 7.4
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| SSLVPN

RADIUS LDAP SSO
. SSO
SSO
. GNU GPL
GPL
. ASA SSL VPN
. ActiveX Oracle Java JRE
64 RDP
ActiveX
RDP
RDP
1 [My Computer] [System Properties] [Advanced]
2 [Advanced] [Environment Variables]
3 [New User Variable] RF_DEBUG
4 [User variables]
5 8.3 SSL VPN
Cisco Portforwarder Control
C:/WINDOWS/Downloaded Program Files Portforwarder Control
[Remove]

6 Internet Explorer
7 SSL VPN RDP ActiveX RDP

ASDM 3 Cisco ASA VPN ASDM 7.4
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Windows
1 ASA SSL VPN
2 FQDN ASA
SSL
SSL CN IP
ASA FQDN PC DNS
System32\drivers\etc\hosts FQDN

. ASDM 3 Cisco ASA VPN ASDM 7.4
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SSL VPN

 Microsoft Kerberos Constrained Delegation 283

. 289

« SSO 290

. 296
. 302

. 303

. 305

« Content Rewrite 307

. SSL VPN 309

. 309

Microsoft Kerberos Constrained Delegation

ASA SSO
VPN Web
OTP
SSO SSO
Web
OTP ASA  Web
SSO
ASA  Web
SSO
OTP
VPN Web

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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OTP SSO
Microsoft ~ Kerberos Constrained Delegation KCD ASA 8.4
Kerberos Web
OTP
Web SSO KCD
ASA
VPN Web
Kerberos
Kerberos
Kerberos
SSL VPN Kerberos Web
SSO KCD Web
Outlook Web Access OWA SharePoint Internet
Information Server IS
Kerberos 2
SSL VPN
Kerberos
Kerberos
IETF  Web http://www.ietf.org
RFC 1510

. ASDM 3 Cisco ASA VPN ASDM 7.4
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| SSLVPN

KCD

* ASA KCD

» Windows Active Directory

KCD B

» Windows Active Directory ASA
9:KCD
6
1
-

-

S ;
Clientless webvpn user Kerberized server
A A
2
-
4
5
\J \/

Domain Controller(KDC)

ASA ASA
userPrincipalName Windows Active Directory LDAP
1. ASA
URL Web
Web ASA

ASDM 3 Cisco ASA VPN ASDM 7.4
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B o
N
SSLVPN KCD RADIUS RSA/SDI LDAP
AAA
http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/access_aaa.html#wp1069492
2. HTTP ASA Kerberos
SPNEGO
Kerberos ASA
3. ASA ASA
ASA
KCD
N
1 3 Kerberos
ASA Kerberos
4. ASA
5. ASA
6. ASA Web
7. Web Kerberos
Kerberos
KCD
9.5.2 ADI  syslog

debug webvpn kcd

Active Directory Windows
ASA KCD
ASA Active Directory
Active Directory JohnDoe
3 Cisco ASA VPN ASDM 7.4
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| SSLVPN

KCD  DNS .
Active Directory Microsoft
http://microsoft.com
KCD DNS
ASA DNS ASA
KCD ASA DC
DNS
1 ASDM [Configuration] > [Remote Access VPN] > [DNS] DNS
* [DNS Server Group] DNS IP 192.168.0.3
e [Domain Name] DC
2 DNS VPN
DNS
Active Directory ASA
ASA  Active Directory
KCD ASA  Active Directory
ASA KCD
1 ASDM [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] >
[Microsoft KCD Server]
2 [New] Kerberos
* Server Group Configuration
* [Server Group Name] ASA MSKCD
VPN KCD
1

ASDM 3 Cisco ASA VPN ASDM 7.4



http://microsoft.com

SSLVPN |
. Microsoft Kerberos

* [Reactivation Mode]

[Depletion] [Timed] [Depletion]
[Timed] 30
[Depletion]
* [Dead Time] [Depletion]
10

* [Max Failed Attempts]

« Server Configuration

* [Interface Name]

* [Server Name] ServerHostName

* [Timeout]
10

» Kerberos Parameter
* [Server Port] 88 KCD
* [Retry Interval] 10

« [Realm] DC ASA  KCD

ASA

3 [OK]
Microsoft KCD

Microsoft Kerberos

kcd-server ASA ASA
Web
ASA

ASDM 3 Cisco ASA VPN ASDM 7.4




SSL VPN

ASA

[Proxies] HTTP

ASA

HTTPS

HTTP HTTPS PDA

[Use an HTTP Proxy Server]
IP HTTP
HTTP

HTTP

oA W NN e

HTTP 1

512

* [x-y] X y 1

6 HTTP

7 HTTP

ASDM 3 Cisco ASA VPN ASDM 7.4
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B s
§ HTTP
URL
9 HTTPS
10
11 HTTPS
12 HTTPS
13 HTTPS
512
o *
«?
‘xyl X
1
* ['x-y]
14
15 HTTPS

SSO

[SSO Server]

http://

HTTPS

Computer Associates SiteMinder SSO

Markup Language SAML

SSL VPN
SSL VPN
SSO

. HTTP NTLMv1
* HTTP Form

SiteMinder
* SAML

3 Cisco ASA VPN ASDM 7.4

. ASDM

PAC

HTTPS

IP

SSO

Computer Associates eTrust SiteMinder

1.1 Browser Post Profile

SSLVPN |

[Specify PAC file URL]

JavaScript URL
URL
443
1 URL URL
URL
X ANSI

Security Assertion

1.1 Browser Post Profile SSO
SSO

Netegrity



| SSLVPN

SiteMinder  SAML Browser Post Profile .
[Restrictions ]
SAML Browser Artifact
SiteMinder SAML Browser Post Profile SSO
« SiteMinder = SAML Browser Post Profile 291 HTTP NTLM
SSO

. 302 HTTP Form SSO
SSO AAA HTTP Form AAA

SiteMinder SAML Browser Post Profile

ASA SSL VPN
SSL VPN SSO HTTPS
SSO SSL VPN
ASA SSO
Web
SiteMinder  SAML Browser Post Profile
SiteMinder SAML Browser Post Profile SSO AAA
AAA SiteMinder SSO
AAA RADIUS LDAP AAA
SSL VPN HTTPS
SiteMinder SSO

SiteMinder SSO ASA CA SiteMinder

SAML Browser Post Profile
Web Agent Protected Resource URL

SAML SAML
Relying Party
* [Server Name] SSO
4 31
« [Authentication Type] SSO ASA
SiteMinder SAML Browser Post Profile
* [URL] ASA  SSO SSO URL
* [Secret Key] SSO
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SiteMinder
* [Maximum Retries] SSO
1 5
* [Request Timeout (seconds)]
1 30

* [Add/Edit] [Add/Edit SSO Server]

* [Delete] SSO
* [Assign] SSO
VPN
ASA SAML
. WebAgent URL ASA
e |ssuer ID
. Browser Post Profile

SAML
* Subject Name type DN

* Subject Name format  uid=<user>
SiteMinder
SiteMinder
SiteMinder SSO ASA
SiteMinder
3 Cisco ASA VPN ASDM 7.4
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ASA

SSO

URL

292

Java
CA SiteMinder

CA SiteMinder
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o)
SiteMinder SiteMinder
1 SiteMinder Administration
e Library smjavaapi
* [Secret] [Add SSO Server] [Secret Key]
* Parameter CiscoAuthAPI
2 Cisco.com http://www.cisco.com/cisco/software/navigator.html
cisco_vpn_auth.jar SiteMinder
Jar Cisco ASA CD
SSO
SSO CA SiteMinder ~ SAML Browser Post Profile
Form HTML NTLM SSO
HTML NTLM
auto sign-on
1 SSO
SSO
2 SSO
Cisco Java ASA SSO
3 SSO ASA
1 5 1 5
4 SSO
1 30 5
ASDM 3 Cisco ASA VPN ASDM 7.4
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. Kerberos

SSLVPN |

5 [OK]
Microsoft KCD [OK] Microsoft KCD
HTTP Form 302
Kerberos
Kerberos MSKCD KCD
Kerberos [Configuration] > [Remote Access VPN] > [AAA/Local

User] > [AAA Server Groups]

1 [Server Access Credential]

* [Username] Active Directory
Active Directory

Active Directory

Kerberos

* [Password] Cisco123

Window

2 [Server Group Configuration]
* [Reactivation Mode] [Depletion] [Timed]
[Depletion]
Timed
30 [Depletion]

* [Dead Time] [Depletion]

. ASDM 3 Cisco ASA VPN ASDM 7.4
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Kerberos .

* [Max Failed Attempts]

3
[Server Table] DC ServerHostName  KCD
3 [Apply]
ASA Active Directory
ASA [Active Directory ]
Computers
ASA ASA
host# show webvpn kcd
Kerberos Realm: WEST.LOCAL
Domain Join: Complete
Kerberos
Kerberos Outlook Web Access ASA
VPN
Kerberos Constrained Delegation KCD
[Enable Smart Tunnel]
1 ASDM GUI [Configuration] > [Remote Access VPN] > [Clientless VPN Access] > [Portal] >
[Bookmarks]
2 [Bookmark List] URL
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SSL
APCF
ASA SSL VPN
APCF

XML sed

ASA APCF
APCF

APCF ASA
APCF
APCF ASA

TFTP

SSLVPN |

Web

1 APCF
ASA

HTTP HTTPS TFTP

HTTP HTTPS FTP

APCF

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Application

Helper]
* [Add/Edit] APCF
* [Flash file] ASA
[Upload]
APCF
APCF
* [URL] HTTP HTTPS FTP
3 CiscoASA VPN ASDM 7.4
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APCF

APCF

ASA
[Browse]

TFTP APCF



APCF

SSL VPN

APCF B
* [Delete] APCF
 [Move Up] [Move Down] APCF
APCF
[Refresh]
APCF [Browse Local]
APCF
[Select File Path]
APCF [Open]
ASDM  [Local File Path]
APCF ASA [Flash File System Path]
[Browse Flash] APCF ASA
[Browse Flash]
APCF
[OK] [Browse Flash] ASDM
[Flash File System Path]
APCF APCF ASA
[Upload File]
[Status]
[Information] File is uploaded to flash successfully.
[OK] [Upload Image] [Local File
Path] [Flash File System Path]
[Close]
[Upload Image] APCF
[Close]
[APCF] [APCEF File Location]
Are you sure you want to close the dialog without uploading
the file? [Close Message]
[OK] [Close Message] [Upload Image]
APCF [Add/Edit]
[Close Message] [Cancel]

ASDM 3 Cisco ASA VPN ASDM 7.4 .



SSLVPN |

B e
[Upload Image]
[Upload File]
1 APCF
« [APCF File Location] APCF ASA
HTTP HTTPS FTP TFTP
* [Add/Edit] APCF
* [Delete] APCF
* [Move Up] APCF ASA APCF
2 [Flash File] ASA APCF
3 APCF
APCF
4 [Browse Flash] APCF
[Browse Flash Dialog] [Folders] [Files] APCF
APCF [OK]

[Path]

. ASDM 3 Cisco ASA VPN ASDM 7.4
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APCF B
APCF [Refresh]
* [Upload] APCF ASA
[Upload APCF Package]
* [URL] HTTP HTTPS TFTP
APCF

* [ftp, http, https, and tftp]

« [URL] FTP HTTP HTTPS TFT
APCF XML sed

XML
APCF
APCF
APCF
8 : APCF XML
<APCF>...</APCF> APCF XML
<version>1.0</version> APCE
1.0

<application>...</application> XML
<id> text </id> APCF
<apcf-entities>...</apcf-entities> APCF

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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. ASDM

SSLVPN |

<js-object>...</js-object>
<html-object>...</html-object>
<process-request-header>...</process-request-header>
<process-response-header>...</process-response-header>
<preprocess-response-hody>...</preprocess-response-hody>
<postprocess-response-body>...</postprocess-response-body>

APCF

<conditions>... </conditions>

e http-version 1.1 1.0 0.9

« http-method get put post webdav

* http-scheme  “http/* "https/*
L S A I A I i 1
server-regexp
o Azt |"AM.Z | M0M9 |
"= OB server-fnmatch

* user-agent-regexp
« user-agent-fnmatch
* request-uri-regexp
* request-uri-fnmatch

. 2

ASA AND

<action> ... </action>

o <do>

« <sed-script>

* <rewrite-header>
* <add-header>

» <delete-header>

3 Cisco ASA VPN ASDM 7.4



SSL VPN

APCF B

<do>...</do>

* <no-rewrite/>

* <no-toolbar/>

* <no-gzip/>

» <force-cache/>:

« <force-no-cache/>

« < downgrade-http-version-on-backend>

HTTP/1.0

<sed-script> TEXT </sed-script>

TEXT Sed
<sed-script>
<conditions>

<rewrite-header></rewrite-header> <header>
HTTP
<header>
<add-header></add-header> <header>
HTTP
<header>
<delete-header></delete-header> <header>
HTTP
<header>
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<header></header> HTTP

Connection HTTP

<rewrite-header>
<header>Connection</header>
<value>close</value>
</rewrite-header>

APCF

<APCF>
<version>1.0</version>
<application>
<id>Do not compress content from example.com</id>
<apcf-entities>
<process-request-header>
<conditions>
<server-fnmatch>*.example.com</server-fnmatch>
</conditions>
<action>
<do><no-gzip/></do>
</action>
</process-request-header>
</apcf-entities>
</application>
</APCF>

<APCF>
<version>1.0</version>
<application>
<id>Change MIME type for all .xyz objects</id>
<apcf-entities>
<process-response-header>
<conditions>
<request-uri-fnmatch>*.xyz</request-uri-fnmatch>
</conditions>
<action>
<rewrite-header>
<header>Content-Type</header>
<value>text/html</value>
</rewrite-header>
</action>
</process-response-header>
</apcf-entities>
</application>
</APCF>

[Clientless SSL VPN Add/Edit Internal Group Policy] > [More Options] > [Session Settings]
SSL VPN

. ASDM 3 Cisco ASA VPN ASDM 7.4




SSL VPN

SSL VPN
1 [none] [User Storage Location]
smb ftp
CIFS / CIFS
[CIFS]
cifs//cifs-share/user/data
[smb] [ftp]

username:password@host:port-number/path

mike:mysecret@ftpserver3:2323/public

ASA
2
3 [Storage Objects]
ASA
SSL VPN

* cookies,credentials

* cookies
4 KB

raw 0 1
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ASA Global Encoding Type Common Internet File System
CIFS
[Global Encoding Type]

CIFS

SSL VPN

1 [Global Encoding Type] CIFS
SSL VPN

* big5

* gh2312

* ibm-850

* i50-8859-1

« shift_jis

* unicode

* windows-1252
* none

[none] SSL VPN

http://www.iana.org/assignments/character-sets
40
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SSL VPN

ASA

2 Global Encoding Type CIFS
IP ASA

3 CIFS SSL VPN

* big5
* gb2312
* ibm-850
* i50-8859-1
« shift_jis
Shift_jis
[Select Page Font] [Font Family] [Do Not Specify]

* unicode
* windows-1252

* none

[none] SSL VPN

http://www.iana.org/assignments/character-sets
40

ASA

SSL VPN

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Content Cache]

2 [Enable Cache]

3

. ASDM

« [Maximum Object Size] ASA
ASA

 [Minimum Object Size] ASA
ASA

[Maximum Obiject Size]

* [Expiration Time] 0 900

e [LM Factor] 1 100

ASA

LM
ASA
LM
« [Cache static content]
* [Restore Cache Default]
3 Cisco ASA VPN ASDM 7.4

0 10,000 KB

0 10,000 KB
[Minimum Object Size]

20

KB

1,000 KB

KB

0 KB

LM
100



| SSLVPN
Content Rewrite .

Content Rewrite

[Content Rewrite]

SSL VPN
JavaScript VBScript Java HTTP
SSL VPN
SSL VPN
Web Web
ASA ASA ASA
VPN

ASA 9.0 Content Rewriter
. HTML5

. SSL VPN
SSL VPN

[Content Rewrite]

* [Rule Number]
* [Rule Name]
* [Rewrite Enabled]

* [Resource Mask]
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1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Content Rewrite]

2 [Add] [Edit]
3 [Enable content rewrite]
4
1
65534
5 128
6
300 1
o x ASDM * *.*
o?
* [Iseq]
* [seq]
9
youtube.com 1 no-rewrite-youtube | *.youtube.com/*
HTTP URL
Check 65,535 rewrite-all *
HTTP URL

. ASDM 3 Cisco ASA VPN ASDM 7.4
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SSLVPN B
Web MS Outlook Web App
ASA Microsoft Outlook Web App to Exchange Server 2010 Microsoft Outlook Web Access
to Exchange Server 2007 2003 2000
1 URL SSL VPN
2 domain\username
3
[Bookmarks]
[Bookmarks] SSL VPN
URL
1
1
DAP  [URL Lists]
Web
POST
POST POST
POST
URL
POST
Web Web
URL
URL
ASDM 3 Cisco ASA

VPN ASDM 7.4 .
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Web ACL
URL
1
URL
2 [Add] URL
* GET Post URL
. URL
3 [Edit] URL
4 [Delete] URL
5
* [Local computer] PC
* [Flash file system] ASA
» [Remote server] ASA
« [Path] ftp http https
« [Browse Local Files/Browse Flash...]
6 [Assign] 1
LOCAL
7 [Move Up] [Move Down] URL

. ASDM 3 Cisco ASA VPN ASDM 7.4



GET

SSL VPN

GET Post URL B
8 [OK]
SSL VPN
Post URL
[Add Bookmark Entry] URL

\\server\share\subfolder\<personal folder>
<personal folder>

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Bookmarks]

[Add]
2 [URL with GET or POST Method]
3
4  [URL] URL http https cifs ftp
[URL] URL
5 URL DNS 1
1?
/
server/?Parameter=Value&Parameter=Value
/
host/?DesiredColor=4&DesiredHRes=1024& DesiredVRes=768
/
csco_sso=1
/?csco_sso=1&DesiredColor=4&DesiredHRes=1024&DesiredVRes=768
6 URL URL

POSTURL
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URL

7

8  [Thumbnail]

9 [Manage]

10
ASA
SSL VPN

Tunnels] [Clientless SSL VPN] > [Portal]

11 [Allow the Users to Bookmark the Link]

[Bookmarks] [Favorites]
SSL VPN [Home]
12 [Advanced Options]

* [URL Method]

[Post]

* [Post Parameters] Post URL

ASDM
ASDM

« Citrix XenApp

« Citrix XenDesktop

» Domino WebAccess

* Microsoft Outlook Web Access 2010
* Microsoft Sharepoint 2007

* Microsoft SharePoint 2010

. ASDM 3 Cisco ASA VPN ASDM 7.4
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[Smart

SSL VPN

URL



SSL VPN

URL B

3 [Thumbnail]

IS

[Manage]

5 [Place This Bookmark on the VPN Home Page]
[Select Auto Sign-on Application]

(o]

« Citrix XenApp

« Citrix XenDesktop

» Domino WebAccess

* Microsoft Outlook Web Access 2010
« Microsoft Sharepoint 2007

* Microsoft SharePoint 2010

7 URL
URL
* http*://www.example.com/test

8  [Pre-login Page Control I1D]
URL / ID

9  [Application Parameters]

. HTTP HTTPS

. WWW.CiSCco.com

 [URL Path Appendix] [Citrix/XenApp

* [Domain]

* [User Name] SSL VPN [Select Variable]

. SSLVPN [Select Variable]
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10 [Preview] [Edit]
11 [OK] [Cancel]
2
1. POST
2. SSLVPN
1
2 [URL] URL http https cifs ftp
URL
URL
3 DNS IP
1?
/
server/?Parameter=Value&Parameter=Value
/
host/?DesiredColor=4&DesiredHRes=1024&DesiredVRes=768
/

csco_sso=1

host/?csco_sso=1&DesiredColor=4&DesiredHRes=1024&DesiredVRes=768
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5  [Thumbnail]
6 [Manage]
7 [Place This Bookmark on the VPN Home Page]
8 [LoginPage URL] URL
http*://www.example.com/myurl*

9  [Landing Page URL] ASA
10 [Post Script] Microsoft Outlook Web Access Web

JavaScript

[Post Script] JavaScript
11 [Form Parameters] SSL VPN [Add]
[Name] [Edit]
[Delete]
12 URL
URL
* http*://www.example.com/test
13 [Pre-login Page Control ID]
URL / ID
14 [OK] [Cancel]
HTML Parameter Capture VPN
[SSL VPN Username] [Start Capture] Web
VPN
[Stop Capture]

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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. Import and Export GUI Customization Objects (Web Contents)

* [Local computer] PC
* [Flash file system] ASA

» [Remote server] ASA URL
* [Path] ftp http https

« [Browse Local Files/Browse Flash]

* [Import/Export Now]

Import and Export GUI Customization Objects (Web Contents)

Web
Web
Web
Web Web
Web
1

* [Local computer] PC

* [Flash file system] ASA

» [Remote server] ASA

* [Path] ftp http https

« [Browse Local Files.../Browse Flash...]

. ASDM 3 Cisco ASA VPN ASDM 7.4



| SSLVPN
POST

ASA

[+CSCOE+/
[+CSCOU+/ ASA [+CSCOE+/
[+CSCOU+/
3
URL
SSL VPN URL HTTP post
ID
URL
1 HTML
<input name="param_name” value="param_value”>
10: SSL VPN
No.
1 CSCO_WEBVPN_USERNAME | sSL VPN ID
2 CSCO_WEBVPN_PASSWORD | SSL VPN
3 C300 WEBVAN INTERNAL PASSAVORD | SSIL VPN

AAA

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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B rost
No.
4 CS00 WEBVAN QONNECTION FROALE | SSL VPN
5 CSCO_WEBVPN_MACRO1 RADIUS/LDAP
Idap-attribute-map
LDAP
WEBVPN-Macro-Substitution-Valuel
RADIUS
VSA#223
6 CSCO_WEBVPN_MACRO2 RADIUS/LDAP
Idap-attribute-map
LDAP
WEBVPN-Macro-Substitution-\alue2
RADIUS
VSA#224
7 C00 WEBVAN FRIVIARY USERNAVE
ID
8 C00 WEBVAN PRIMARY PASSAVORD
9 CBOWEBVAN FHOONDARY LEERNAVE
ID
10 CIOWEBVAN SHOONDARY ASSACRD
ID
ASA 6
3 Cisco ASA VPN ASDM 7.4
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SSL VPN

POST B

HTTP Sniffer
http-post
HTTP
http://www.ieinspector.com/httpanalyzer/downloadV2/IEHttpAnalyzerV2.exe

1 4 ASA  [SSL VPN Login] 4

For example, if a URL list contains the link,
http://someserver/homepage/CSCO_WEBVPN USERNAME.html, the ASA translates it to the
following unique links:

For USER1, the link becomes http://someserver/homepage/USER1.html

For USER2, the link is http://someserver/homepage/USER2.html

In the following case, cifs://server/users/CSCO WEBVPN USERNAME lets the ASA map a
file drive to specific users:

For USER1, the link becomes cifs://server/users/USER1L
For USER 2, the link is cifs://server/users/USER2

5 6 5 6 RADIUS LDAP
VSA RADIUS LDAP
7 10 ASA 4

The following example sets a URL for the homepage:
WebVPN-Macro-Valuel (ID=223), type string, is returned as wwwin-portal.example.com
WebVPN-Macro-Value2 (ID=224), type string, is returned as 40l1k.com

To set a home page value, you would configure the variable substitution as
https://CSCO_WEBVPN MACROl, which would translate to https://wwwin-portal.example.com.

ASDM  Homepage URL

ASDM  Network
Client SSL VPN Clientless SSL VPN Access [Add/Edit Group Policy]

* [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >
[Add/Edit Group Policy] > [Advanced] > [SSL VPN Client] > [Customization] > [Homepage
URL]

* [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies] >
[Add/Edit Group Policy] > [More Options] > [Customization] > [Homepage URL]

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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SSLVPN |

URL SSL VPN RSA
OTP OWA
HTTP Post OWA
ASDM
« [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Bookmarks]
> [Add/Edit Bookmark Lists] > [Add/Edit Bookmark Entry] > [Advanced Options] >[Add/Edit
Post Parameters] URL Method [Post]
* [Network (Client) Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >
[URL Lists] > [Manage] > [Configured GUI Customization Objects] > [Add/Edit]
> [Add/Edit Bookmark List] > [Add/Edit Bookmark Entry] > [Advanced Options] >
[Add/Edit Post Parameters]
CIFS URL
URL cifs://server/lCSCO_WEBVPN_USERNAME ASA
URL
cifs://CSCO_WEBVPN USERNAME:CSCO WEBVPN PASSWORD@server
cifs: //CSCO_WEBVPN_USERNAME : CSCO_WEBVPN_INTERNAL_PASSWORD@ server
cifs://domain; CSCO_WEBVPN_USERNAME :CSCO_WEBVPN_PAS SWORD@server
cifs://domain; CSCO_WEBVPN_USERNAME :CSCO_WEBVPN_INTERNAL_ PAS SWORD@server
cifs://domain; CSCO_WEBVPN_USERNAME :CSCO_WEBVPN_PAS SWORD@E server/CSCO_WEBVPN_USERNAME
cifs://domain; CSCO_WEBVPN_USERNAME : CSCO_WEBVPN_INTERNAL_PASSWORD@ Server/CSCO_WEBVPN_USERNAME
POST

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Customization]

[Edit]

2 [Enable External Portal]
3 [URL] POST

. ASDM
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321

SSL VPN 334
335
SSL VPN 336
SSL VPN
1
1
1
322
323
323
Lotus 325
326
330

331
331
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SHA-1

Lotus SameTime

VPN

3 Cisco ASA

333
TCP
SSL VPN
Microsoft Windows
Microsoft Outlook
1
Web
SSL VPN
Web
TCP
VPN ASDM 7.4

SSLVPN |

333

ASA

Web

URL 1



SSL VPN

VPN Cisco ASA 5500
Windows
» Windows ActiveX Oracle Java JRE 6

* Winsock2 TCP

* Mac OS X Java Web Start
. IE
. Microsoft Windows
Windows
Internet Explorer
» Windows ASA
» Windows ASA
ASA
PAC
. Kerberos Constrained Delegation KCD
» Windows
1 [Process
Name] cmd.exe
cmd.exe
* HTTP VPN
Web
ASA
CONNECT

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html

. ASDM

tunnel-all

* macOS

Firefox

* macOS

* macOS

°2

Mac

POST

SSL

* Telnet SSH cURL

* dlopen

* libsocket

* macOS

3 Cisco ASA

disym

~/bin/vnc

VPN ASDM 7.4

ASA

ASA
VPN

URL

POST

Firefox

csco_st

TCP

[View] > [Columns]

libsocket

SSLVPN |

VPN
tunnel-all

URL
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SSL VPN

Lotus .

Lotus

1 [Configuration] > Remote Access VPN > Clientless SSL VPN Access > [Portal] > [Smart Tunnels]
2 [Add]
[ListName]
[Add]
[Smart Tunnels] [Add] [List Name] Lotus
[Add]
3 [Add or Edit Smart Tunnel List] [Add]
4 [ApplicationID]
5  [Process Name]
[Application ID] Lotus
11: Lotus 6.0 Thick Client with Domino Server 6.5.5
ID
lotusnotes notes.exe
lotusninotes ninotes.exe
lotusntaskldr ntaskldr.exe
lotusnfileret nfileret.exe
6 [OS] [Windows]
7 [OK]
8
9  [Add or Edit Smart Tunnel List] [OK]
10
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. [Configuration] > Remote Access VPN>
Clientless SSL. VPN Access > Group Policies > Add [ Edit > Portal] [Smart
Tunnel List]

. [Configuration] > Remote Access
VPN> AAA Setup > Local Users > Add [ Edit > VPN Policy > Clientless SSL VPN]

[Smart Tunnel List]

Web

Windows

[Smart Tunnel all Applications]

Web

Web

. ASDM 3 Cisco ASA VPN ASDM 7.4
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1 [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users]

2 [User Account]

3 [Edit] [Edit User Account]

4 [Edit User Account] [VPN Policy] > [Clientless SSL VPN]
5

* [smarttunnel_all_applications]

e [Smart Tunnel Policy] [Inherit]
. 1

ASA SSL VPN

[Add or Edit Smart Tunnel Entry]

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Smart Tunnels]

SSL VPN
[Smart Tunnel List]

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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3 [Add]
JSON

* [Application D]
GUI

64

* [Process Name]
128

Windows

Windows SSL VPN

[Process Name]

Windows

1 [Process
Name] cmd.exe

cmd.exe

«[OS] [Windows] [Mac]

« [Hash] Windows
SHA-1

Microsoft FCIV

. ASDM 3 Cisco ASA VPN ASDM 7.4



SSL VPN

http://support.microsoft.com/kb/841290/ FCIV
c:/fciv.exe
fciv.exe -shal application fciv.exe
-shal c:\msimn.exe SHA-1
SHA-1 16 40
SSL VPN
[Application ID]
[Hash]
[Application ID]
SSLVPN
[Hash] 1
[Hash]
[Hash]
[Hash]
4 [OK]
5

. Config > Remote Access VPN> Clientless
SSL VPN Access > Group Policies > Add Edit > Portal [Smart Tunnel List]

. Config > Remote Access VPN> AAA
Setup > Local Users > Add Edit > VPN Policy > Clientless SSL VPN [Smart
Tunnel List]

12:
ID 0S
OK
Mozilla Firefox firefox firefox.exe Windows

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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. ASDM

ID oS
OK
Microsoft Outlook outlook-express msimn.exe Windows
Express
outlook-express \Program Files\Outlook |Windows
Express\msimn.exe
Microsoft
Outlook Express
Mac terminal Terminal Mac
new-terminal Terminal open -a Mac
MacTelnet
Mac curl Terminal curl Mac
www.example.com
SSL VPN
SSLVPN [Application Access] > [Start Smart Tunnels]
D
1
3 Cisco ASA VPN ASDM 7.4



SSL VPN

[Add Smart Tunnel Auto Sign-on Server List]

Internet Explorer Firefox

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Smart Tunnels]
[Smart Tunnel Auto Sign-on Server List]
2 [Add]
64

SSL VPN
[Auto Sign-on Server
List]

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Smart Tunnels]
[Edit]
2 [Add Smart Tunnel Auto Sign-On Server List] [Add]
1

3 IP

* [Hostname]

P

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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°?
*[] 1
. *.example.com IP
* [IP Address] IP
Firefox IP
IP Firefox *.cisco.com
email.cisco.com
4 [Windows Domain] Windows
1
5 [HTTP-based Auto Sign-On]
« [Authentication Realm] Web
HTTP
Web
Outlook Web Access Web
Web
Web
Web IP
Web
* [Port Number] Firefox
80 443
HTTP HTTPS
6 [OK]

. ASDM 3 Cisco ASA VPN ASDM 7.4



SSL VPN

1. [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies]

2. [Portal] [Smart Tunnel] [Auto Sign-on Server List]

1. Configuration > Remote Access VPN > AAA/Local Users > Local Users

2. [VPN Policy] > [Clientless SSL VPN] [Smart Tunnel] [Auto Sign-on
Server]
3. [Inherit] [Auto Sign-on Server List]
SSL VPN

[Application Access] > [Start Smart Tunnels]

SSL VPN

Internet Explorer iexplore.exe

VPN

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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Secure Desktop Secure Desktop

SSLVPN VPN

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Smart Tunnels]
2 [Click on smart-tunnel logoff >icon in the system tray]

3 [Smart Tunnel Networks] [Add]
IP

SSLVPN

SSL VPN

SSL VPN CLI WebVPN Web

SSL VPN 2

. ASDM 3 Cisco ASA VPN ASDM 7.4
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* Web mangled.1,2,3,4... mangle
SSL VPN VPN html
* Web original.1,2,3,4... URL
VPN
[Administration] > [File
Management]
S
SSLVPN VPN
HTTP
SSLVPN SSLVPN
ASA SSL VPN
ASA ASA
ASA
1 ASDM [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] >
[Portal Access Rule]
[Portal Access Rule]
2 [Add] [Edit] >

[Add Portal Access Rule]

3 1 65535
1 65535

4 [User Agent]

ASDM 3 Cisco ASA

[Edit Portal Access Rule]

[Rule Priority]

VPN ASDM 7.4
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SSL VPN
o *
*Thunderbird*
. ASDM
my agent ASDM
"my agent" ASA my agent
ASA “my agent” ASDM
"\"my agent\’" “my agent”
my agent
*my agent* ASDM
5 [Action] [Deny] [Permit]
ASA SSL VPN
6 HTTP [Returned HTTP Code]
HTTP 403
200 599
7 [OK]
8 [Apply]
ASA SSL VPN
Web
APCF
ASA
SSL VPN JavaScript  Java
HTTP

SSL VPN

. ASDM 3 Cisco ASA VPN ASDM 7.4
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Web
Web
ASA
Web
Web
ASA
URL .com .org
www.example.com/hrbenefits URL hrbenefits
www.example.com/hrinsurance URL hrinsurance hr
* /hr*

ASA

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Proxy Bypass]

3 URI

* [Port]
20000 21000

* [Port] ASA

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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* [Path Mask] URL

« [Path Mask] URL URL
4 URL

e [URL] http https

 [URL] URL
5 XML

e [XML] XML

* [Hostname]

. ASDM 3 Cisco ASA VPN ASDM 7.4
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14

SSL VPN

ASA

SSL VPN

SSL VPN

SSL VPN

SSL VPN

339

ASA

SSL VPN

ASDM

SSL VPN

3 Cisco ASA

SSL VPN

VPN ASDM 7.4

PIN




. ASDM

SSLVPN |

13: SSL VPN
/
Internet Service Provider
SSL VPN SSL VPN
File Server SSL VPN
SSL VPN
Web
Web
SSL VPN
. SSL VPN
SSL VPN logout
. SSL VPN
SSL VPN
ASA
HTTPS Web
ASA Web
3 Cisco ASA VPN ASDM 7.4
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SSLVPN B

SSLVPN

SSL VPN

SSL VPN

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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14: SSL VPN

SSLVPN |

SSL VPN

. DSL

SSL VPN

SSL VPN

SSL VPN

Microsoft Windows
« Internet Explorer 8

* Firefox 8

Linux

* Firefox 8

Mac OS X
» Safari 5

* Firefox 8

SSL VPN

URL

. ASDM

3 Cisco ASA

VPN ASDM 7.4



SSL VPN

SSLVPN B
HTTPS
https://address
address SSL VPN
ASA
IP
DNS
https://10.89.192.163
https://cisco.example.com
SSL VPN
SSL VPN Web
ASDM 3 Cisco ASA VPN ASDM 7.4
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SSL VPN
SSL VPN
SSL VPN
URL
Web
SSL VPN
[Close]
SSL VPN
ASA
Ctrl+V
SSL VPN

. ASDM 3 Cisco ASA VPN ASDM 7.4
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SSLVPN B
Web Web SSL VPN
340
SSL VPN Web
. SSL VPN
Web
* Web
« [Clientless SSL VPN Home]
[Enter Web
Address] URL
« [Clientless SSL VPN Home]
Web
. 2
Web
. Web
. Web
[Clientless SSL VPN Home]
ASDM 3 Cisco ASA VPN ASDM 7.4
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SSLVPN |

SSL VPN

Server

Copy File to

. ASDM

3 Cisco ASA

VPN ASDM 7.4
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SSLVPN B

Mac OS X Safari

Oracle Java Runtime Environment JRE

[Close]
[Application Access]
Application Access

DNS

Java Runtime Environment JRE

JavaScript

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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SSLVPN |

JRE

2.

Java

Java

Java

Java

SSL VPN

. ASDM

3 Cisco ASA

VPN ASDM 7.4



SSL VPN

SSLVPN B

Microsoft Outlook IP
. 1.
Windows .
SSL VPN [Clientless
SSL VPN Home]
Application Access
Windows [Application Access]
[Remote Server]
2. [Name]
« [Remote Server] 1P
[Local]
3 IP
* [Remote Server] IP
SSL VPN
URL URL
SSL VPN SSL
VPN [Enter (URL) Address]
URL
Application Access [Clientless
SSL VPN Home] Application
Access
IMAP
IMAP
SSL VPN

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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. ASDM 3 Cisco ASA VPN ASDM 7.4

B SSLVPN
Microsoft Outlook Express
55 6.0
SSL VPN Lotus
Notes  Eudora
SMTPS POP3S IMAP4S
Web Web
« Outlook Web Access
Internet
Explorer 8.x Firefox
8 OWA
* Lotus Notes
Web
SSL
ASA SSL TLSv1 Only * Microsoft Outlook
Outlook E TS;IIOOK * Microsoft Outlook Express
utlook Express 55 6.0
SSL
CLI capture SSL VPN
Web



SSL VPN

. 351

. 352

SSL VPN
ASA

1 SSL VPN

capture capture-name type webvpn user csslvpn-username

* capture_name

. csslvpn-username

hostname# capture hr type webvpn user user2

2 no

no capture capture-name

hostname# no capture hr

capture-name.zip
koleso

3 .zip Cisco TAC
4 .zip koleso

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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1 SSL VPN
capture capture-name type webvpn user csslvpn-username

* capture_name

. csslvpn-username

hostname# capture hr type webvpn user user2

2 [Address]
https://1P address or hostname of the ASA/webvpn_capture.html

sniffer

3 no

no capture capture-name

hostname# no capture hr

. ASDM 3 Cisco ASA VPN ASDM 7.4
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. 353
. SSL VPN
. 361
. 363
. 363
. SSL VPN
ASA RADIUS LDAP
password-expire-in-days LDAP
IPsec SSL VPN
ASA
AAA
ASA 7.1 LDAP
RADIUS
« AnyConnect VPN
* [Psec VPN
. SSL VPN
ASDM 3 Cisco ASA VPN ASDM 7.4
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RADIUS Cisco ACS
ASA RADIUS
. LDAP SSL LDAP
SSL LDAP LDAP
636
. LDAP Sun JAVA System
Directory Server Sun ONE Directory Server Microsoft Active Directory
*Sun Sun ASA DN
DN
ACI
* Microsoft Microsoft Active Directory LDAP
over SSL
*« MSCHAP RADIUS MSCHAPvV2
MSCHAPv2
« Kerberos/Active Directory  Windows NT 4.0
* LDAP LDAP
ASA Microsoft Active Directory Sun LDAP
* RADIUS LDAP ASA

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Connection Profiles] > [Add
or Edit] > [Advanced] > [General] > [Password Management]

2 [Enable password management]

. ASDM 3 Cisco ASA VPN ASDM 7.4
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SSLVPN B

SSLVPN

SiteMinder SSO
SiteMinder SSO ASA
Web SiteMinder
SiteMinder SSO SSO
AAA AAA 1
* SSO
« ASA SSO SSO URL
« ASA SSO
CiscoJava

ASA  SiteMinder

SSL VPN SSO
RADIUS LDAP AAA
1 SSL VPN
webvpn
2 Example of type siteminder SSO

SSO-Server name type type

ciscoasa (config-webvpn)# sso-server Example type siteminder

3 SiteMinder

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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B sicevinder $S0

config-webvpn-sso-siteminder

4 SSO URL  http://www.Example.com/webvpn

web-agent-url

hostname (config-webvpn-sso-siteminder) # web-agent-url http://www.Example.com/webvpn

5 ASA SiteMinder
policy-server-secret secret

ASA SSO

Atal.8rD8!

hostname (config-webvpn-sso-siteminder) # policy-server-secret AtaL8rD8!

6 SSO

request-timeout seconds

5 1 30

8

hostname (config-webvpn-sso-siteminder) # request-timeout 8

7 ASA SSO

max-retry-attempts number

4

hostname (config-webvpn-sso-siteminder) # max-retry-attempts 4

8 SSO
username-webvpn

group-policy-webvpn

9 SSO

. ASDM 3 Cisco ASA VPN ASDM 7.4
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10

1

SiteMinder

sso-server value value

hostname (config) # username Anyuser attributes
hostname (config-username) # webvpn
hostname (config-username-webvpn) # sso-server value Example

Example SSO Anyuser

SSO

test sso-server server username username

Example SSO Anyuser

hostname# test sso-server Example username Anyuser
INFO: Attempting authentication request to sso-server Example for user Anyuser
INFO: STATUS: Success

hostname#
SiteMinder
SiteMinder SSO ASA Java
Web
CA SiteMinder
SiteMinder SiteMinder
SiteMinder Administration
* Library smjavaapi
* [Secret] ASA
policy-server-secret ASA
» Parameter CiscoAuthAPI

ASDM 3 Cisco ASA VPN ASDM 7.4 .




. SAML Browser Post Profile SSO

2 Cisco.com
cisco_vpn_auth.jar

SAML Browser Post Profile

1.1 POST

ASA
ASA

SAML Browser Post Profile

* SSO-server
. SSO

* SAML Post Profile

* SAMLSSO
. ASA SAML SSO

* SAML Browser Artifact

1 SSL VPN

webvpn

2 SSO

3 Cisco ASA

. ASDM

VPN ASDM 7.4

SSLVPN |

http://www.cisco.com/cisco/software/navigator.html

SiteMinder

Jjar Cisco ASA CD

SSO

Security Assertion Markup Language SAML

SSO ASA
AAA
SAML URL
SAML
SSO
SSO
URL assertion-consumer-url
ASA issuer
trustpoint

request-timeout
max-retry-attempts
SSL VPN

Browser Post Profile


http://www.cisco.com/cisco/software/navigator.html

SSLVPN
SAML Browser Post Profile SSO .

Sso-server type type

hostname (config-webvpn) # sso-server sample type SAML-V1.l-post

SAML-V1.1-POST  Sample SSO

3 SSL VPN sso-saml

sso saml

4  SSO URL

assertion-consumer-url url

hostname (config-webvpn-sso-saml) # assertion-consumer-url http://www.example.com/webvpn
hostname (config-webvpn-sso-saml) #

http://www.Example.com/webvpn URL

5 ASA ASA

issuer string

hostname (config-webvpn-sso-saml) # issuer myasa

issuer ASA

trust-point

hostname (config-webvpn-sso-saml) # trust-point mytrustpoint

7 SSO

request-timeout

hostname (config-webvpn-sso-saml) # request-timeout 8

8 ASA SSO

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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B samirostsso

max-retry-attempts

hostname (config-webvpn-sso-saml) # max-retry-attempts 4

4
3 1 5

9 SSL VPN

webvpn

SSO

group-policy-webvpn

SSO

username-webvpn
10 SSO

sso-server value

hostname (config) # username Anyuser attributes
hostname (config-username) # webvpn
hostname (config-username-webvpn) # sso-server value sample

Example SSO Anyuser

11 EXEC SSO

test sso-server

hostname# test sso-server Example username Anyuser
INFO: Attempting authentication request to sso-server sample for user Anyuser
INFO: STATUS: Success

SSO Example Anyuser

SAML POST SSO

SAML SAML
Relying Party

. ASDM 3 Cisco ASA VPN ASDM 7.4
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1 ASA SAML
* Recipient consumer URL ASA URL
e Issuer ID
* Profile type Browser Post Profile
2
3
4 SAML
* Subject Name Type DN
* Subject Name format  uid=<user>
[Auto Sign-on] SSL VPN
SSO
ASA SSL VPN ASA
ASA
ASA Basic HTTP NTLM FTP
CIFS
ASA
SSO
SSO Computer
Associates SiteMinder SSO SSO Security
Assertion Markup Language SAML  Browser Post Profile SSO
ASA SSO 290
* [IP Address] [Mask] IP
[Add/Edit Auto Sign-on]
URI IP

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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. ASDM

* [Mask] [IP Address]

« [URI] [Add/Edit Auto Sign-on]

« [Authentication Type] [Add/Edit Auto Sign-on]

Basic HTTP

ASA

[Auto Sign-on]
[IP Block]

* [IP Address]

NTLM FTP CIFS

ASA

1 HTTP Basic
NTLM

* [Mask] [subnetmask]

[URI]

NTLM

« [Basic]

« [NTLM]
« [FTP/CIFS]

3 Cisco ASA

URI
URI

FTP CIFS
ASA

Basic HTTP

NTLMv1

FTP  CIFS

VPN ASDM 7.4

SSLVPN |

[Add/Edit Auto Sign-on]

IP

URI

ASA

ASA

BasicHTTP



SSL VPN

* [Basic, NTLM, and FTP/CIFS]
SSL VPN
PIN
SSL VPN
/
Internet Service Provider
SSL VPN SSL VPN
File Server SSL VPN
SSL VPN Web
Web
SSL VPN
[Logout] SSL VPN
ASDM 3 Cisco ASA VPN ASDM 7.4
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SSLVPN
SSL VPN PC
ASA SSL VPN
HTTPS Web
ASA Web
SSL VPN
o SSL VPN 364
o SSL VPN 365
. SSL VPN 365
* \Web 366
. 366
. 368
. 369
* Web 370
. 370
. 370
SSL VPN
SSL VPN
. DSL

. ASDM 3 Cisco ASA VPN ASDM 7.4
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SSLVPN B
S
SSL VPN Web
VPN Cisco ASA 5500
. SSLVPN URL URL https://address https
address SSL VPN ASA
IP DNS
https://cisco.example.com
. SSL VPN
S
SSL VPN
VPN
SSLVPN
URL
Web
SSL VPN
[Close] SSL VPN
ASA
Ctrl+V
SSL VPN
S
ASDM 3 Cisco ASA VPN ASDM 7.4



http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html

. Web

Web

SSL VPN

SSLVPN |

363
SSL VPN Web
. SSL VPN Web
* Web
. SSL VPN [Enter Web Address] URL
. SSL VPN Web
. 2 Web
. Web
. Web
. Web SSL VPN
. Web
. Web SSL VPN
S
Copy File to Server
3 Cisco ASA VPN ASDM 7.4
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| SSL VPN

\}

Remote File Explorer .

SSL VPN

Remote File Explorer

Remote File Explorer Web
Cisco SSL VPN [Remote File System]
S
Oracle Java JRE
Web Java
JRE 1.6
[Operations] >
[Download] [Save]
[Operations] > [Upload]
[Open]
32

ASDM 3 Cisco ASA

VPN ASDM 7.4 .
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* Remote File Explorer

* Remote File Explorer 1 1500

IP

. [Close] [Application
Access]
Application Access

* Mac OS X Safari

* DNS PC

« Oracle Java Runtime Environment JRE

JRE
Java

2. Java
3. Java

4, SSL VPN Java

. javascript

. ASDM 3 Cisco ASA VPN ASDM 7.4
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Microsoft Outlook

Windows
Windows
[Remote Server]
[Remote Server]
[Remote

Server] IP

1 SSL VPN [Home] [Application Access]
[Application Access]
2 [Name] IP
[Local]
3 IP
SSLVPN URL

SSL VPN (URL) Address]

URL  [EnterClientless

SSLVPN Application Access
S
IMAP
IMAP SSL VPN
Microsoft Outlook Express 55 6.0
SSL VPN Lotus Notes Eudora
SMTPS POP3S IMAP4S
ASDM 3 Cisco ASA VPN ASDM 7.4
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. Web

Web

* Microsoft Outlook Web App to Exchange Server 2010

OWA Internet Explorer 7 Firefox 3.01
* Microsoft Outlook Web Access to Exchange Server 2007 2003 2000
Internet Explorer 8.x Firefox 8.x OWA

* Louts iNotes

N

Web
Web
* Microsoft Outlook 2000 2002
* Microsoft Outlook Express 5.5 6.0
SSL VPN
309
SSL
ASA SSL TLSv1 Only Outlook Outlook Express
TLS

SSL

Java

. ASDM 3 Cisco ASA VPN ASDM 7.4
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. Windows ActiveX JRE Mac OS X
Java Web Start

. javascript
* Mac OS X

- TCP

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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SSL VPN

. SSL VPN 373

SSLVPN

Pocket PC SSL VPN
SSL VPN
ASA SSL VPN

* HP iPaq H4150

* Pocket PC 2003

* Windows CE 4.20.0, build 14053
* Pocket Internet Explorer (PIE)

* ROM version 1.10.03ENG

* ROM Date: 7/16/2004

SSL VPN
. SSL VPN Web
. SSL VPN
[Go] [Home] [Logout]
. SSL VPN [Show Toolbar]

ASDM 3 Cisco ASA VPN ASDM 7.4 .




SSLVPN |

SSL VPN
. SSL VPN PIE
SSL VPN HTTPS Web
PIE
. SSL VPN OWA 2000 OWA 2003
OWA SSL VPN
. SSL VPN
* Application Access Java
s HTTP
* Citrix Metaframe PDA Citrix ICA

. ASDM 3 Cisco ASA VPN ASDM 7.4
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. SSL VPN 375
. SSL VPN 380
. 415

SSLVPN

SSL VPN
2 [Add/Edit
Customization Object]
XML
ASA ASA XML
XML
XML ASA

ASA

Customization Editor

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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. Customization Editor

Browser Window

10:

Title Panel

k55 VPN Service - Micresoft |
Hel

Fie Edt Wew Fawrtes Took

Informational

hetps=iJ209. 165, 200. 225 | SCOE-+ flogon. himsl

Title
Panel

| EEK
>

Logon Form
and Fieldz Order

Language

-

afra]n
CISCO

S5L VPN Seracy

Y

informational Panel

e
cisco

v

Pilease amier your ut|emams and password

USERNANE
PASSWORD

Login

Language: - Englsh

IBF {aganese)
(Frangas (French)
(Pyzenmh (Russian)

o4Tad

Copyright Panel

[Preview]

1 [Logon Page] [Customize
pre-defined logon page components]

2 [Logon Page] > [Title Panel] [Display
title panel]

3 [Logon Page] > [Language] [Enable Language
Selector]

[Configuration] > [Remote Access VPN] > [Language Localization]
4 [Logon Page] > [Logon Form]
3 Cisco ASA VPN ASDM 7.4

. ASDM



SSL VPN

5 [Logon Page] > [Form Fields Order]

6 [Logon Page] > [Informational Panel] [Display
informational panel]

7 [Logon Page] > [Copyright Panel] [Display copyright panel]

8 [OK]

HTML ASA
Cisco HTML Login

HTML ASA

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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11:
stfiarfu, - -
ciseo SSL VPN Service by the Cisco ASA5500
Language | Engliah v
Please enter your usemame and password
USERNAME.
PASSWORD:
e -‘L"nl '.____:I_:_ e
3
HTML
<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<title>New Page 3</title>

<base target=" self">

</head>

<p align="center">

<img border="0" src="/+CSCOU+/cisco logo.jpg" width="188" height="48"><font face="Snap
ITC" size="6" color="#FFOOFF">

</font><font face="Snap ITC" color="#FFOOFF" size="7"> </font><i><b><font color="#FF0000"
size="7" face="Sylfaen"> SSL VPN Service by the Cisco ASA5500</font></b></i></p>

<body onload="csco ShowLoginForm('lform');csco ShowLanguageSelector ('selector')">
<table>

<tr><td colspan=3 height=20 align=right><div id="selector" style="width:
300px"></div></td></tr>
<tr><td></td><td></td><td></td></tr>
<tr>

<td height="379"></td>

<td height="379"></td>

<td align=middle valign=middle>

<div id=lform >

<p> </p>

<p> </p>

<p> </p>

<p>Loading...</p>

</div>

</td>

. ASDM 3 Cisco ASA VPN ASDM 7.4



SSL VPN

</tr>

<tr>

<td width="251"></td>

<td width="1"></td>

<td align=right valign=right width="800">

<img border="1" src="/+CSCOU+/asa5500.jpg" width="660" height="220" align="middle">
</td></tr>

</table>

Login
csco_ShowLoginForm(‘Iform®)
csco_ShowlLanguageSelector(‘selector")

login.inc ASA

[+CSCOU+/
[+CSCOU+/ ASA

src="/+CSCOU+/asa5520.gif”

HTML Login

<body onload="csco_ShowLoginForm('lform');csco ShowLanguageSelector ('selector')">
<table>

<tr><td colspan=3 height=20 align=right><div id="selector" style="width:
300px"></div></td></tr>
<tr><td></td><td></td><td></td></tr>

<tr>

<td height="379"></td>

<td height="379"></td>

<td align=middle valign=middle>

<div id=lform >

<p> </p>

<p> </p>

<p> </p>

<p>Loading...</p>

</div>

</td>

</tr>

<tr>

<td width="251"></td>

<td width="1"></td>

<td align=right valign=right width="800">
<img border="1" src="/+CSCOU+/asa5500.jpg" width="660" height="220" align="middle">
</td></tr>

ASDM 3 Cisco ASA VPN ASDM 7.4
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</table>

1 [Clientless SSL VPN Access] > [Portal] > [Web Contents]

2 [Import]
a) [Source] Web
b) [Destination] [Require Authentication to access its content] [No]

3 [Import Now]

1 [Clientless SSL VPN Access] > [Portal] > [Customization]
[Edit]

2 [Logon Page]
3 [Replace pre-defined logon page with a custom page]
4 [Manage]
5 [Destination] [No]
6 [Edit Customization Object] [General]
SSL VPN
SSL
VPN

. ASDM 3 Cisco ASA VPN ASDM 7.4
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SSL VPN

Web
TCP

SSL VPN

VPN

SSL VPN HTML
ASA IP https://address
SSL VPN
SSL VPN
SSL VPN
URL

Application Access

[Application Access]

[Application Access] [Go]
[Application Access] SSL
TCP

Application Access

SSL VPN

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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sSLVPN |

12: SSL VPN

g LP
/r:
Mowves the toolbar fo the

Logs the user out
other side of the browser

Displays the portal home page
Launches a dialog box for URL entry

https: s fe.cisco. com

3 | Enker URLfWeb Address

‘v CAECO O0Mm

(o (oo

1a19ad

URL
Web

SSL VPN
ASA

SSL VPN

SSL VPN

[Login] [Home]

[Application Access]
SSLVPN

[Logout]

ASA
SSL

. ASDM 3 Cisco ASA VPN ASDM 7.4
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ASA

ASA

Template

XML
PC
URL
XML
XML
XML
[Login]
<auth-page>
ASDM 3 Cisco ASA

XML

XML

XML

ASA

DfltCustomization

XML
XML

XML

VPN ASDM 7.4

XML

ASA



13: [Login] XML

ik, ssL VPN Service <title-panel= <title-panel=
cisco <modes <background-colors=

<bgon-form=

] ) itle- <logon-formz
<title-panel>  <title-panel> .—_titli?oﬁti:ﬁ;rs:- -ctitle—b:gkgrourd—mbr:-
<logo-url= <text=
<front-colors
<fontweight=
<font-gradient= <logonformz
=style= <Mmessage-tent> —— plagse enteryour usemnamne and password

<username prompt-texts> ————m usERNAME
<password-prompt-texts ——— = PasswoRD
<copyright-panel>  <internal-password-prompt-texts — = itemal Password

<bgon-formz=

1si=0d

<submit-button-text>  <background-color-

{ﬂ:fti} qinternal;;arzz:opri:;::ﬂt}#ﬁﬁpwp |%
i Lag!
ght 2007 ) Systems, I <bgon-formz
[Login]
XML
14 : [Login] XML

<localizationz
<default-language>

<language-selector>
<title=

<language-selector> —»

s & (Chinese)
<language-seleciors —» B & (Japanese)
<language> PycckWid (Russian) 8
<codes YEpaiHoeka (Ukrainian) B
<text>
[Login] Information Panel
XML [Login]

<auth-page>
15 [Login] [Information Panel] XML
<info-panel>

<image-url>
<image-position=

TMIr
CISCO

<info-panels —p  Clientless S5LVPN Service provided by the
<texts Cizco ABA5500 Series Adaptive Security Appliance,

<info-pansl=
<mode:

. ASDM 3 Cisco ASA VPN ASDM 7.4
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XML
<auth-page>
16 : [Portal] XML
<title-panel>
<texts <toolbars> <toclbar>

<gradients <modex <logout-prompt-texts
<font-weights

<font-size> <toolbars> <toolbars

<front-colors  <promptbox-titles=

<browse-button-text=

\

: L ; . —
<title- | sl arvicel  <title-panel= <title-panels
{I|o‘;§_aur:‘|z.>_b o <mode> <background-colors:
—5‘:.—,{*—- Wit e e - ey o E | vaws
= gt Wt kv
e # | e REET— = Li
| i 1T [TR—r— < <url ists
L s S <mode=
<applications= s -
<tab- Titless il «—— <pane>
<order> <type>
=mode= <=mode>
P <titlex
= -fg' <text>
AL <ot
. <celumn>
: =MOW
| <heights
<columnz —
<width> i
<order>
n
HTML ASA
Cisco HTML Login
HTML ASA
SSL VPN Cisco
Login HTML
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17: Cisco [Login]
-—
SSL VPN Service
Login
Please enteryour usemame and password
LSERMAME: | ]
PASSWORD: | |
[Language Selector]
SSL VPN HTML

Languages _English v
Spanish

191735
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19:
NNl . -
cisco SSL VPN Service by the Cisco ASA5500
Lasguage: | English ¥
Flease enter your ugemame and password
TSERNAME
PASSWCORD
HTML
<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<title>New Page 3</title>

<base target=" self">

</head>

<p align="center">

<img border="0" src="/+CSCOU+/cisco_logo.jpg" width="188" height="48"><font face="Snap
ITC" size="6" color="#FFOOFF">

</font><font face="Snap ITC" color="#FFOOFF" size="7"> </font><i><b><font color="#FF0000"
size="7" face="Sylfaen"> SSL VPN Service by the Cisco ASA5500</font></b></i></p>

<body onload="csco ShowLoginForm('lform');csco ShowLanguageSelector ('selector')">
<table>

<tr><td colspan=3 height=20 align=right><div id="selector" style="width:
300px"></div></td></tr>

<tr><td></td><td></td><td></td></tr>

<tr>

<td height="379"></td>

<td height="379"></td>

<td align=middle valign=middle>

<div id=lform >

<p> </p>
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B

<p> </p>

<p> </p>

<p>Loading...</p>

</div>

</td>

</tr>

<tr>

<td width="251"></td>

<td width="1"></td>

<td align=right valign=right width="800">
<img border="1" src="/+CSCOU+/asa5500.jpg" width="660" height="220" align="middle">
</td></tr>

</table>

Login
csco_ShowLoginForm(‘Iform®)
csco_ShowLanguageSelector(‘selector")

HTML

1 login.inc ASA

2 [+CSCOU+/
[+CSCOU+/ ASA

src="/+CSCOU+/asa5520.gif”

3 HTML Login

<body onload="csco ShowLoginForm('lform');csco ShowLanguageSelector ('selector')">
<table>

<tr><td colspan=3 height=20 align=right><div id="selector" style="width:
300px"></div></td></tr>
<tr><td></td><td></td><td></td></tr>
<tr>

<td height="379"></td>

<td height="379"></td>

<td align=middle valign=middle>

<div id=lform >

<p> </p>

<p> </p>

<p> </p>

<p>Loading...</p>
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</div>
</td>
</tr>
<tr>

<td width="251"></td>
<td width="1"></td>

<td align=right valign=right width="800">

<img border="1" src="/+CSCOU+/asa5500.jpg" width="660"

height="220" align="middle">

Ttle Panel Tool Bar

Custom Panes

</td></tr>
</table>
20:
Cisco
Horme —m | i Heme
Page (| b vieosspscatons
B2 Browan tissenrhs
%*Hﬂqmﬁ

Applications -

i ﬁ Agpatabon Acaga
i
g

= Bletal rime Arcai

en Tommonal Sare fietad

RSS

1

ASDM

9 g ey —

il gst wpn service * i

“:" Flagm Iz panl i prenaded pege

AR rpo W

B [ETOT |
| Vet Backimida -
"‘llls' "lu" Cintn Gyl ms ¥ ]
-
wilienlg Y
Cisco
4 Seabativiry Pradhecs & Sendces it ) St
Support
e Tvembead Seftwms

Tosls L Regoapce

b TIPS

HTML

3 Cisco ASA

[Preview]

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Customization]

VPN ASDM 7.4

"

247848
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2 [Add]
3 [Customization Object Name]
4 [Portal Page]
5  [Browser Window Title]
6 [Title Panel] [Display title

panel]
7 [Toolbar] [Display toolbar]

[Prompt Box Title] [Browse Button Text] [Logout Prompt]

8 [Applications] [Show navigation

panel] /

ASA
9 [Custom Panes]
RSS HTML

10 URL [Home Page] [Enable custom intranet web

page]
11 [Timeout Alerts]
12 [OK]

SSL VPN VPN
SSL VPN VPN
Your session will expire in%0S. %s
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1 ASDM [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] >
[Customization]
2 [Add]
[Edit]
3 [Add/ Edit Customization Object] [Portal Page]

[Timeout Alerts]

4 [Enable alert visual tooltip (red background for timer countdown)]
[Time left]

5 [ldle Timeout Message] [Session Timeout Message]
Warning: Your session will end in %$s. Please

complete your work and prepare to close your applications.

6 [OK]
7 [Apply]
ASA
ASA
XML

<timeout-alerts> XML <timeout-alerts> <portal>

<portal> <custom>

<timeout-alerts> <portal> <home-page> <application>

<timeout-alerts>

* <alert-tooltip> yes

no

* <session-timeout-message>

%s

ASDM 3 Cisco ASA VPN ASDM 7.4 .




SSLVPN |

* <idle-timeout-message>

%s

XML
URL

<portal> <timeout-alerts>

<portal>

<window></window>

<title-panel></title-panel>

<toolbar></toolbar>

<url-lists></url-lists>

<navigation-panel></navigation-panel>

<home-page>

<timeout-alerts>
<alert-tooltip>yes</alert-tooltip>
<idle-timeout-message>You session expires in %s due to

idleness.</idle-timeout-message>

<session-timeout-message>Your session expires in %s.</session-timeout-message>

</timeout-alerts>

<application></application>

<column></column>

<pane></pane>

<external-portal></external-portal>
</portal>
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21:
Title and Text
afiali 5L VPN Service
CI5CO
Y
Goct

For your own securly, please
& Cheartho browsar's cathe
& Dwdade any downdoaded files
# Cloge T hrows ar's window

[ Logen |
g
Fane FD_
a
[Preview]
1 [LogoutPage]
2 [Login]
[Show logon button]
3
4 [OK]
1 [Add] 64
2 [Find]
[Find]

ASDM 3 Cisco ASA VPN ASDM 7.4




sal sales
wholesalers
*sal

Case]

3 [Password]

* Do not show OnScreen Keyboard

« Show only for the login page

sales

« Show for all portal pages requiring authentication

4
1
1
2
« [Local computer] PC

* [Path]
* [Browse Local Files]

* [Flash file system] ASA

« [Path]

. ASDM 3 Cisco ASA VPN ASDM 7.4
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[Find]
wholesalers
[Match
[Username]
[Assign]
LOCAL
ASA
64
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XML B

* [Browse Flash]

» [Remote server] ASA

* [Path] ftp http https
3
XML
S
/ /
/
15: XML
custom — —
auth-page — —
window — —
title-text string —
title-panel — —
mode text enable|disable disable
text text
logo-url text URL
URL
3 Cisco ASA VPN ASDM 7.4
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copyright-panel

mode text enable|disable disable

text text URL

info-panel — —

mode string enable|disable disable

image-position string abovelbelow above

image-url string URL

text string

logon-form — —

title-text string Logon

message-text string

username-prompt-text | string

password-prompt-text | string Password

nerdpessaadprompeed | string Internal Password

group-prompt-text |string

submit-button-text |string Logon

logout-form — —

title-text string Logout
3 Cisco ASA VPN ASDM 7.4
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XML B

message-text string —

login-button-text | string

close-button-text | string Close window —

language-selector — —

mode string enable|disable disable —

title text —

language — — —

code string — — —

text string — — —

portal — —

window — —

title-text string —

title-panel — —

mode string enable|disable Disable —

text string —

logo-url string URL -
URL

navigation-panel — —

mode string enable|disable —

ASDM 3 Cisco ASA VPN ASDM 7.4 .
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B o

application — ID
id string —
web-access
file-access
app-access
net-access
help
ins
tab-title string — —
order number —
1000
2000 3000
2
1001
1999
url-list-title string —
mode string enable|disable %

. ASDM 3 Cisco ASA VPN ASDM 7.4
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XML B

toolbar — — —
mode string enable|disable Enable —
prompt-box-title | string URL
browse-button-text | string [Browse]
logout-prompt-text | string Logout —
column — — 1
width string — —
order number —
url-lists — — URL
mode string group | nogroup group
group Web
Bookmarks  File
Bookmarks
no-group URL
disable
URL
panel — —

ASDM 3 Cisco ASA VPN ASDM 7.4
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mode string enable|disable —
title string — — —
type string — — Supported types:
RSS
IMAGE
TEXT
HTML
url string — — RSS IMAGE
HTML
URL
url-mode string — — mangle
no-mangle
text string — — TEXT
column number — — —
* File
* Web Access
. 2
* RSS
2 3 html

<custom name="Default">
<auth-page>

<window>
<title-text 110n="yes">title WebVPN Logon</title>

</window>

<title-panel>
<mode>enable</mode>

3 Cisco ASA VPN ASDM 7.4
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<text 110n="yes">EXAMPLE WebVPN</text>
<logo-url>http://www.example.com/images/EXAMPLE.gif</logo-url>
</title-panel>

<copyright>

<mode>enable</mode>

<text 110n="yes">(c)Copyright, EXAMPLE Inc., 2006</text>
</copyright>

<info-panel>
<mode>enable</mode>
<image-url>/+CSCOE+/custom/EXAMPLE. jpg</image-url>
<text 110n="yes">
<! [CDATA[
<div>
<b>Welcome to WebVPN !.</b>
</div>

</text>
</info-panel>
<logon-form>
<form>
<title-text 110n="yes">title WebVPN Logon</title>
<message-text 110n="yes">message WebVPN Logon</title>
<username-prompt-text 110n="yes">Username</username-prompt-text>
<password-prompt-text 110n="yes">Password</password-prompt-text>
<internal-password-prompt-text 110n="yes">Domain
password</internal-password-prompt-text>
<group-prompt-text 110n="yes">Group</group-prompt-text>
<submit-button-text 110n="yes">Logon</submit-button-text>
</form>
</logon-form>
<logout-form>
<form>
<title-text 110n="yes">title WebVPN Logon</title>
<message-text 110n="yes">message WebVPN Logon</title>
<login-button-text 110n="yes">Login</login-button-text>
<close-button-text 110n="yes">Logon</close-button-text>
</form>
</logout-form>

<language-slector>
<language>
<code 110n="yes">codel</code>
<text 110n="yes">textl</text>
</language>
<language>
<code 110n="yes">code2</code>
<text 110n="yes">text2</text>
</language>
</language-slector>

</auth-page>
<portal>

<window>
<title-text 110n="yes">title WebVPN Logon</title>
</window>

<title-panel>
<mode>enable</mode>
<text 110n="yes">EXAMPLE WebVPN</text>
<logo-url>http://www.example.com/logo.gif</logo-url>
</title-panel>
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<navigation-panel>
<mode>enable</mode>
</navigation-panel>

<application>
<id>file-access</id>
<mode>disable</mode>

</application>

<application>
<id>web-access</id>
<tab-title>EXAMPLE Intranet</tab-title>
<order>3001</order>

</application>

<column>
<order>2</order>
<width>40%</width>
<column>
<column>
<order>1</order>
<width>60%</width>
<column>

<url-lists>
<mode>no-group</mode>
</url-lists>

<pane>
<id>rss_pane</id>
<type>RSS</type>
<url>rss.example.com?id=78</url>
</pane>
<pane>
<type>IMAGE</type>

<url>http://www.example.com/logo.gif</url>
<column>1</column>
<row>2</row>

</pane>

<pane>
<type>HTML</type>
<title>EXAMPLE news</title>
<url>http://www.example.com/news.html</url>
<column>1</column>
<row>3</row>
</pane>

</portal>

</custom>

Template
export
ASA

hostname# export webvpn customization Template tftp://webserver/default.xml

3 Cisco ASA VPN ASDM 7.4
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hostname#

Template
default.xml
default.xml
ASA

hostname# import webvpn customization General tftp://webserver/custom.xml
hostname#

custom.xml XML ASA  General

Template

<?xml version="1.0" encoding="UTF-8" 2>
- <!-- Copyright (c) 2008,2009 by Cisco Systems, Inc. All rights reserved. Note: all
white spaces in tag values are significant and preserved. Tag: custom Description:
Root customization tag Tag: custom/languages Description: Contains list of languages,
recognized by ASA Value: string containing comma-separated language codes. Each language
code is a set dash-separated alphanumeric characters, started with
alpha-character (for example: en, en-us, irokese8-language-us) Default value: en-us Tag:
custom/default-language Description: Language code that is selected when the client and

the server were not able to negotiate the language automatically.

For example the set of languages configured in the browser is "en,ja",
and the list of languages, specified by 'custom/languages' tag is "cn, fr",
the default-language will be used. Value: string, containing one of the

language coded, specified in 'custom/languages' tag above. Default value: en-us
KAk hkkhkhhkhhkhkhkhhhkhhhhhhhhhhhhhhhhhkhdhhhkhhhhhrhhrhkhkhk kb hrhhkhkhhkhx*k Tag: Custom/auth—page

Description: Contains authentication page settings
KAk hkkhkhhkhkhkhhkhhhhhhhhhhhhhhdhhhhhhkhhhhhhkhkhhkrhhhkhkhk Ak hhrhhkhhhkhx*k Tag: CuStom/auth—page/window
Description: Contains settings of the authentication page browser window Tag:
custom/auth-page/window/title-text Description: The title of the browser window of the
authentication page Value: arbitrary string Default value: Browser's default value
KAk hkkhkhhkhkhkhhkhkhhhhkhhkhhhkhhhhdhhhhhhkhhhhhhhhhrhkhrhkhkhkhkrhrhhkhkhhkhx*k Tag:
custom/auth-page/title-panel Description: Contains settings for the title panel Tag:
custom/auth-page/title-panel/mode Description: The title panel mode Value: enable|disable
Default value: disable Tag: custom/auth-page/title-panel/text Description: The title
panel text. Value: arbitrary string Default value: empty string Tag:
custom/auth-page/title-panel/logo-url Description: The URL of the logo image (imported
via "import webvpn webcontent") Value: URL string Default value: empty image URL Tag:
custom/auth-page/title-panel /background-color Description: The background color of the
title panel Value: HTML color format, for example #FFFFFF Default value: #FFFFFF Tag:
custom/auth-page/title-panel/font-color Description: The background color of the title
panel Value: HTML color format, for example #FFFFFF Default value: #000000 Tag:
custom/auth-page/title-panel/font-weight Description: The font weight Value: CSS font
size value, for example bold, bolder,lighter etc. Default value: empty string Tag:
custom/auth-page/title-panel/font-size Description: The font size Value: CSS font size
value, for example 10pt, 8px, x-large, smaller etc. Default value: empty string Tag:
custom/auth-page/title-panel/gradient Description: Specifies using the background color
gradient Value: yes|no Default value:no Tag: custom/auth-page/title-panel/style
Description: CSS style of the title panel Value: CSS style string Default value: empty
String KAk hkkhkhhkhhkhhkhhhhhkhhhhhhhhhdhhhkhhhkhhhhhhhhhrhkhhkhkhkhkrhkrhhkhkhhxkhx*k Tag:
custom/auth-page/copyright-panel Description: Contains the copyright panel settings
Tag: custom/auth-page/copyright-panel/mode Description: The copyright panel mode Value:
enable|disable Default value: disable Tag: custom/auth-page/copyright-panel/text

ASDM 3 Cisco ASA VPN ASDM 7.4 .



. ASDM

SSLVPN |

Description: The copyright panel text Value: arbitrary string Default value: empty string
ER R R R R I I h b I b b b b b b b b E b dh h E E b h b h b b b b b b h dh b b b b b b b b b b 3k kb b b i Tag:
custom/auth-page/info-panel Description: Contains information panel settings Tag:
custom/auth-page/info-panel/mode Description: The information panel mode Value:
enable|disable Default value: disable Tag: custom/auth-page/info-panel/image-position
Description: Position of the image, above or below the informational panel text Values:
above |below Default value: above Tag: custom/auth-page/info-panel/image-url Description:
URL of the information panel image (imported via "import webvpn webcontent") Value: URL
string Default value: empty image URL Tag: custom/auth-page/info-panel/text Description:
Text of the information panel Text: arbitrary string Default value: empty string
KA KA KA KR A A KA KR AR KA R AR AR A AR AR A A AR hA A A kA hkhk kA hk kA hk kA kkx* Tag: Custom/auth—page/logon—form
Description: Contains logon form settings Tag: custom/auth-page/logon-form/title-text
Description: The logon form title text Value: arbitrary string Default value: "Logon"
Tag: custom/auth-page/logon-form/message-text Description: The message inside of the
logon form Value: arbitrary string Default value: empty string Tag:
custom/auth-page/logon-form/username-prompt-text Description: The username prompt text

Value: arbitrary string Default value: "Username" Tag:
custom/auth-page/logon-form/password-prompt-text Description: The password prompt text
Value: arbitrary string Default value: "Password" Tag:
custom/auth-page/logon-form/internal-password-prompt-text Description: The internal
password prompt text Value: arbitrary string Default value: "Internal Password" Tag:
custom/auth-page/logon-form/group-prompt-text Description: The group selector prompt
text Value: arbitrary string Default value: "Group" Tag:
custom/auth-page/logon-form/submit-button-text Description: The submit button text Value:
arbitrary string Default value: "Logon" Tag:

custom/auth-page/logon-form/internal-password-first Description: Sets internal password
first in the order Value: yes|no Default value: no Tag:
custom/auth-page/logon-form/title-font-color Description: The font color of the logon
form title Value: HTML color format, for example #FFFFFF Default value: #000000 Tag:
custom/auth-page/logon-form/title-background-color Description: The background color of
the logon form title Value: HTML color format, for example #FFFFFF Default value: #000000
Tag: custom/auth-page/logon-form/font-color Description: The font color of the logon
form Value: HTML color format, for example #FFFFFF Default value: #000000 Tag:
custom/auth-page/logon-form/background-color Description: The background color of the
logon form Value: HTML color format, for example #FFFFFF Default value: #000000
ER R R R Ik I h b b b b b b b b b b b h h h b E E b h b h b kb b b dh h dh b b b b b b b b b b bk b b b i Tag:
custom/auth-page/logout-form Description: Contains the logout form settings Tag:
custom/auth-page/logout-form/title-text Description: The logout form title text Value:
arbitrary string Default value: "Logout" Tag: custom/auth-page/logout-form/message-text
Description: The logout form message text Value: arbitrary string Default value: Goodbye.

For your own security, please: Clear the browser's cache
Delete any downloaded files Close the browser's window
Tag: custom/auth-page/logout-form/login-button-text Description: The text of the button
sending the user to the logon page Value: arbitrary string Default value: "Logon"

ER R R IR R I h E E b b b b b b b b bk b E E h h E h b b b b b h b b dh h dh b b b b b b b b b b bk b b b i Tag:
custom/auth-page/language-selector Description: Contains the language selector settings
Tag: custom/auth-page/language-selector/mode Description: The language selector mode
Value: enable|disable Default value: disable Tag: custom/auth-page/language-selector/title
Description: The language selector title Value: arbitrary string Default value: empty
string Tag: custom/auth-page/language-selector/language (multiple) Description: Contains
the language settings Tag: custom/auth-page/language-selector/language/code Description:

The code of the language Value (required): The language code string Tag:
custom/auth-page/language-selector/language/text Description: The text of the language

in the language selector drop-down box Value (required): arbitrary string
KA A AR KA KR KA AR A AR KA AR KA AR A AR A AR A A AR Rk Ak h A Ak kA kA kA hkhAkk*k Tag: Custom/portal Description:

Contains portal page Settil’lgs KA KA A AR AR KA A A A AR I A A A AR A A AR AR A Ak Ak kA Ak hkhhk kA Ak hhk k%
Tag: custom/portal/window Description: Contains the portal page browser window settings
Tag: custom/portal/window/title-text Description: The title of the browser window of

the portal page Value: arbitrary string Default value: Browser's default value

R R R R R R R R I R I R Tag: Custom/portal/title—panel

Description: Contains settings for the title panel Tag: custom/portal/title-panel/mode
Description: The title panel mode Value: enable|disable Default value: disable Tag:

custom/portal/title-panel/text Description: The title panel text. Value: arbitrary string

Default value: empty string Tag: custom/portal/title-panel/logo-url Description: The
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URL of the logo image (imported via "import webvpn webcontent") Value: URL string Default
value: empty image URL Tag: custom/portal/title-panel/background-color Description:
The background color of the title panel Value: HTML color format, for example #FFFFFF
Default value: #FFFFFF Tag: custom/auth-pa/title-panel/font-color Description: The
background color of the title panel Value: HTML color format, for example #FFFFFF Default
value: #000000 Tag: custom/portal/title-panel/font-weight Description: The font weight
Value: CSS font size value, for example bold, bolder,lighter etc. Default value: empty
string Tag: custom/portal/title-panel/font-size Description: The font size Value: CSS
font size value, for example 10pt, 8px, x-large, smaller etc. Default value: empty
string Tag: custom/portal/title-panel/gradient Description: Specifies using the background
color gradient Value: yes|no Default value:no Tag: custom/portal/title-panel/style
Description: CSS style for title text Value: CSS style string Default value: empty string
KA KA KA A KA KR AR KR AR KA KR A AR A AR AR A AR A A AR A hA A hA kA Ak kA Ak hkhkhk Ak k*k Tag: CUStom/portal/application
(multiple) Description: Contains the application setting Tag:
custom/portal/application/mode Description: The application mode Value: enable|disable
Default value: enable Tag: custom/portal/application/id Description: The application
ID. Standard application ID's are: home, web-access, file-access, app-access,
network-access, help Value: The application ID string Default value: empty string Tag:
custom/portal/application/tab-title Description: The application tab text in the
navigation panel Value: arbitrary string Default value: empty string Tag:
custom/portal/application/order Description: The order of the application's tab in the
navigation panel. Applications with lesser order go first. Value: arbitrary number Default
value: 1000 Tag: custom/portal/application/url-list-title Description: The title of
the application's URL list pane (in group mode) Value: arbitrary string Default value:

Tab tite value concatenated with "Bookmarks"
Ak hkhkhkhkhkhkhkhkhhhkhhkhkhkdhhhkhkhkhkhdhhhhkhkhhkhhhkhkhkhkhkhkdhkhkhkhkhkhdhhhhxkhxkx*k Tag~

custom/portal/navigation-panel Description: Contains the navigation panel settings Tag:
custom/portal/navigation-panel/mode Description: The navigation panel mode Value:
enable|disable Default value: enable
ER R R IR R I I b b b b b b b b b b b E b b h E E b b b b b b b b b E dh b b b b b b b b b b bk kb b i Tag: Custom/portal/toolbar
Description: Contains the toolbar settings Tag: custom/portal/toolbar/mode Description:
The toolbar mode Value: enable|disable Default value: enable Tag:
custom/portal/toolbar/prompt-box-title Description: The universal prompt box title Value:
arbitrary string Default value: "Address" Tag: custom/portal/toolbar/browse-button-text
Description: The browse button text Value: arbitrary string Default value: "Browse"
Tag: custom/portal/toolbar/logout-prompt-text Description: The logout prompt text Value:
arbitrary string Default value: "Logout"
ER R R IR I I h e E b b b b b b b b b b b E E h h E E b h b bk b b b b b h dh b b b b b b b b b b b b b b b i Tag: Custom/portal/column
(multiple) Description: Contains settings of the home page column(s) Tag:
custom/portal/column/order Description: The order the column from left to right. Columns
with lesser order values go
first Value: arbitrary number Default value: 0 Tag: custom/portal/column/width
Description: The home page column width Value: percent Default value: default value set
by browser Note: The actual width may be increased by browser to accommodate content
EEEE SRS E R R R R SRR R R R R R R R R R R R R R R R R R R R R R R R I S Tag: Custom/portal/url—lists
Description: Contains settings for URL lists on the home page Tag:
custom/portal/url-lists/mode Description: Specifies how to display URL lists on the home

page: group URL lists by application (group) or show individual
URL lists (nogroup) . URL lists fill out cells of the configured columns,
which are not taken by custom panes. Use the attribute value

"nodisplay" to not show URL lists on the home page. Value: group|nogroup|nodisplay
Default value: group ER R R R R I E I E b b b b b b b b b b E E h h E E b b h kb b b b 2h E b b b b b b b b b b b b b b b b i Tag~

custom/portal/pane (multiple) Description: Contains settings of the custom pane on the
home page Tag: custom/portal/pane/mode Description: The mode of the pane Value:
enable|disable Default value: disable Tag: custom/portal/pane/title Description: The
title of the pane Value: arbitrary string Default value: empty string Tag:
custom/portal/pane/notitle Description: Hides pane's title bar Value: yes|no Default
value: no Tag: custom/portal/pane/type Description: The type of the pane. Supported

types: TEXT - inline arbitrary text, may contain HTML tags;
HTML - HTML content specified by URL shown in the individual iframe; IMAGE
- image specified by URL RSS - RSS feed specified by URL Value:

TEXT |HTML | IMAGE |RSS Default value: TEXT Tag: custom/portal/pane/url Description: The
URL for panes with type HTML, IMAGE or RSS Value: URL string Default value: empty string
Tag: custom/portal/pane/text Description: The text value for panes with type TEXT
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Value: arbitrary string Default value:empty string Tag: custom/portal/pane/column
Description: The column where the pane located. Value: arbitrary number Default value:
1 Tag: custom/portal/pane/row Description: The row where the pane is located Value:
arbitrary number Default value: 1 Tag: custom/portal/pane/height Description: The height
of the pane Value: number of pixels Default value: default value set by browser

ER R R R Ik I b b b b b b b b b b b E E b b E b h b b h b b b b dh h b b b b b b b dh b b b b b b b b i Tag:
custom/portal/browse-network-title Description: The title of the browse network link

Value: arbitrary string Default value: Browse Entire Network Tag:
custom/portal/access-network-title Description: The title of the link to start a network
access session Value: arbitrary string Default value: Start AnyConnect -->

- <custom>

- <localization>

<languages>en, ja, zh, ru,ua</languages>

<default-language>en</default-language>

</localization>

- <auth-page>

- <window>

- <title-text 110n="yes">

- <! [CDATA[

WebVPN Service

</title-text>

</window>

- <language-selector>
<mode>disable</mode>

<title 110n="yes">Language:</title>
- <language>

<code>en</code>
<text>English</text>
</language>

- <language>

<code>zh</code>

<text>?? (Chinese)</text>
</language>

- <language>

<code>ja</code>

<text>?? (Japanese)</text>
</language>

- <language>

<code>ru</code>

<text>??7??27??? (Russian)</text>
</language>

- <language>

<code>ua</code>
<text>???2?7?2??2??? (Ukrainian)</text>
</language>
</language-selector>

- <logon-form>

- <title-text 110n="yes">

- <! [CDATA[

Login

</title-text>

- <title-background-color>
- <! [CDATA[

#666666

</title-background-color>
- <title-font-color>

- <! [CDATA[

#EEffEff

</title-font-color>
- <message-text 110n="yes">
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- <! [CDATA[
Please enter your username and password.

</message-text>

- <username-prompt-text 110n="yes">
- <! [CDATA[

USERNAME :

</username-prompt-text>

- <password-prompt-text 110n="yes">
- <! [CDATA[

PASSWORD:

</password-prompt-text>
<internal-password-prompt-text 110n="yes" />
<internal-password-first>no</internal-password-first>
- <group-prompt-text 110n="yes">

- <! [CDATA[

GROUP:

</group-prompt-text>

- <submit-button-text 110n="yes">
- <! [CDATA[

Login

</submit-button-text>
- <title-font-color>
- <! [CDATA[

#EEffEff

</title-font-color>

- <title-background-color>
- <! [CDATA[

#666666

</title-background-color>
<font-color>#000000</font-color>
<background-color>#ffffff</background-color>
</logon-form>

- <logout-form>

- <title-text 110n="yes">

- <! [CDATA[

Logout

</title-text>

- <message-text 110n="yes">
- <! [CDATA[

Goodbye.

</message-text>
</logout-form>

- <title-panel>
<mode>enable</mode>
- <text 110n="yes">
- <! [CDATA[

WebVPN Service

</text>

<logo-url 110n="yes">/+CSCOU+/csco_logo.gif</logo-url>
<gradient>yes</gradient>

<style />

- <background-color>

- <! [CDATA[

#EfEEEE
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</background-color>
- <font-size>

- <! [CDATA[

larger

</font-size>

- <font-color>
- <![CDATA[
#800000

</font-color>

- <font-weight>
- <![CDATA[
bold

</font-weight>

</title-panel>

- <info-panel>

<mode>disable</mode>

<image-url 110n="yes">/+CSCOU+/clear.gif</image-url>
<image-position>above</image-position>
<text 110n="yes" />

</info-panel>

- <copyright-panel>
<mode>disable</mode>

<text 110n="yes" />

</copyright-panel>

</auth-page>

- <portal>

- <title-panel>

<mode>enable</mode>

- <text 110n="yes">

- <! [CDATA[

WebVPN Service

</text>

<logo-url 110n="yes">/+CSCOU+/csco_logo.gif</logo-url>
<gradient>yes</gradient>

<style />

- <background-color>

- <! [CDATA[

#EfEEEE

</background-color>
- <font-size>

- <! [CDATA[

larger

</font-size>

- <font-color>
- <![CDATA[
#800000

</font-color>

- <font-weight>
- <![CDATA[
bold

</font-weight>

</title-panel>

<browse-network-title 110n="yes">Browse Entire Network</browse-network-title>
<access-network-title 110n="yes">Start AnyConnect</access-network-title>

- <application>
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<mode>enable</mode>
<id>home</id>

<tab-title 110n="yes">Home</tab-title>
<order>1</order>
</application>

- <application>
<mode>enable</mode>
<id>web-access</id>

- <tab-title 110n="yes">
- <! [CDATA[

Web Applications

</tab-title>

- <url-list-title 110n="yes">
- <! [CDATA[

Web Bookmarks

</url-list-title>
<order>2</order>
</application>

- <application>
<mode>enable</mode>
<id>file-access</id>

- <tab-title 110n="yes">
- <! [CDATA[

Browse Networks

</tab-title>

- <url-list-title 110n="yes">
- <! [CDATA[

File Folder Bookmarks

</url-list-title>
<order>3</order>
</application>

- <application>
<mode>enable</mode>
<id>app-access</id>

- <tab-title 110n="yes">
- <! [CDATA[

Application Access

</tab-title>

<order>4</order>

</application>

- <application>

<mode>enable</mode>

<id>net-access</id>

<tab-title 110n="yes">AnyConnect</tab-title>
<order>4</order>

</application>

- <application>

<mode>enable</mode>

<id>help</id>

<tab-title 110n="yes">Help</tab-title>
<order>1000000</order>

</application>

- <toolbar>

<mode>enable</mode>

<logout-prompt-text 110n="yes">Logout</logout-prompt-text>
<prompt-box-title 110n="yes">Address</prompt-box-title>
<browse-button-text 110n="yes">Browse</browse-button-text>
</toolbar>

- <column>
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<width>100%</width>
<order>1</order>
</column>

- <pane>
<type>TEXT</type>
<mode>disable</mode>
<title />

<text />

<notitle />

<column />

<row />

<height />

</pane>

- <pane>
<type>IMAGE</type>
<mode>disable</mode>
<title />

<url 110n="vyes" />
<notitle />

<column />

<row />

<height />

</pane>

- <pane>
<type>HTML</type>
<mode>disable</mode>
<title />

<url 110n="vyes" />
<notitle />

<column />

<row />

<height />

</pane>

- <pane>
<type>RSS</type>
<mode>disable</mode>
<title />

<url 110n="vyes" />
<notitle />

<column />

<row />

<height />

</pane>

- <url-lists>
<mode>group</mode>
</url-lists>
</portal>

</custom>

ASA

[Application
Access] app-access-hlp.inc
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16:

Application Access app-access-hlp.inc

Browse Networks file-access-hlp.inc

AnyConnect Client net-access-hlp.inc

Web Access web-access-hlp.inc

MetaFrame Access ica-hlp.inc

Terminal Servers rdp-hlp.inc

Telnet/SSH Servers ssh,telnet-hlp.inc

VNC Connections vnc-hlp.inc

3
sshvl  sshv2
[Import] ASA

1 [Import] [Import Application Help Content]
2 [Export]
3 [Delete]
4

* Internet Explorer

» Mozilla Firefox
[Choose]

ASDM

3 Cisco ASA

[Tools] > [Internet Options] > [Languages] > [Add]

[Tools] > [Options] > [Advanced] > [General]
[Select a language to add]

VPN ASDM 7.4

[Languages]

g
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1 ASA
2 URL
ASA language
Enter
17:
URL
Application Access AHCSCOEHheiplanguageiapp-acesshipine
Browse Networks CSCOEHNelplanguageffile-accesshipinc
AnyConnect Client HCSCOEHhelplanguageihet-accesshipine
Web Access ACSCOEHNelanguageineb-acesshipine
Terminal Servers [+CSCOE+/help/language/rdp-hlp.inc
Telnet/SSH Servers +CSCOEHhelplanguageisshielnet-hipinc
VNC Connections [+CSCOE+/elp/language/vnc-hlp.inc
language

en

Terminal Servers

https://address_of_security appliance/+CSCOE+/help/en/rdp-hlp.inc

3 [File] > [Save (Page) As]

[File name]

4 [Save as type] [Web Page, HTML only] [Save]

. ASDM 3 Cisco ASA VPN ASDM 7.4



SSL VPN

5 HTML
HTML
<html>, <title>, <body>, <head> <hl> <h2>
<b> <p>, <ol>, <ul> <li>
6 HTML only
ASDM [Configuration] > Remote Access VPN > Clientless SSL VPN Access> [Portal] >

[Help Customization] > [Import]

HTML
N
HTML
<html>, <title>, <body>, <head> <h1> <h2> <b>
<p>, <ol>, <ul> <li>
HTML only [Filename]
ASDM [Configuration] > Remote Access VPN > Clientless SSL VPN Access> [Portal] >

[Help Customization] > [Import]

[Import Application Help Content]

[Export Application Help Content]
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[Export Application Help Content]
[Language]

[Browse Language Code]
[Language Code]

[OK]

a)

b) [Language Code]

* Internet Explorer

* Mozilla Firefox
[Choose]

« [Local computer]

* [Path]

[Browse Language Code]

[OK]

[Language]

[Tools] > [Internet Options] > [Languages] > [Add]

[Tools] > [Options] > [Advanced] > [General]
[Select a language to add]

[Languages]

[File Name]

* [Browse Local Files]

« [Flash file system]

« [Path]

* [Browse Flash]

* [Remote server]

3 Cisco ASA

. ASDM
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 [Path] ftp tftp http
ASA
ASA
[+CSCOE+/help/language/ URL VPN
18: VPN
URL

Application Access AC ey apfpacesiT | Yes
Browse Networks ACOCEHbry epfbanesHare | Yes
AnyConnect Client ACCEHHEy epfearEsHaT | Yes
Web Access AC by aphveresaT | Yes
MetaFrame Access ACSOOEHeharg egpicahbinc
Terminal Servers ACOOEHepbyecpfdphbie | Yes
Telnet/SSH Servers ACOCEHby apsEeHaT | Yes
VNC Connections ACOOEHeby egpMehiie | Yes

language

ASDM 3 Cisco ASA
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* Internet Explorer [Tools] > [Internet Options] > [Languages] > [Add]
 Mozilla Firefox [Tools] > [Options] > [Advanced] > [General] [Languages]
[Choose] [Select a language to add]
ASA SSL VPN
AnyConnect
AnyConnect Cisco AnyConnect VPN
VPN
CSD Cisco Secure Desktop CSD
plugin-ica Citrix
plugin-rdp Remote Desktop Protocol
plugin-rdp2 Java Remote Desktop Protocol
plugin-telnet,ssh Telnet SSH
plugin-vnc VNC
PortForwarder
url-list URL

. ASDM 3 Cisco ASA VPN ASDM 7.4



SSL VPN

webvpn 7
AAA
ASA
URL
XML
XML
XML
ASA
URL ASA generates the customization
url-list
AnyConnect
AnyConnect AnyConnect
1 [Configuration] > [Remote Access VPN] > [Language Localization] [Language
Localization] [Add]
2
3
IE IE
zh
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4 msgid
msgstr
Connected  msgstr

msgid "Connected"
msgstr "Conectado"

5 [OK]
1
2
3 ASA
4 ID msgid
msgid msgstr
msgstr
Connected msgstr

msgid "Connected"
msgstr "Conectado"

[Apply]
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* Application Access hosts 419
. SSL VPN 423
. SSL VPN 423

Application Access hosts

Application Access hosts Application
Access Application Access
[Close]
Application Access hosts SSL
VPN Application Access
SSL VPN hosts.webvpn
Application Access hosts.webvpn Backup
HOSTS File Found Application Access
Application Access /
SSL VPN

Application Access
Application Access

. Application Access Application Access
Backup HOSTS File Found
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. Hosts

Application Access

* Application Access

* Application Access

. Application Access
Hosts
hosts IP
Application Access SSL VPN  hosts
SSL VPN Application Access
Application Access hosts
Application Access hosts
Application Access . SSL VPN hosts
hosts.webvpn
. SSLVPN  hosts
SSL
VPN
Application Access . SSL VPN
hosts
hosts
. SSL VPN
hosts.webvpn
Application Access hosts
S
Microsoft Java hosts
hosts

www.microsoft.com
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SSL VPN

SSL VPN hosts .
SSL VPN hosts
hosts Application Access
1 SSL VPN
[Applications Access]
=10l x|

Close this window to stop Application Access.

Backup HOSTS file found!

This program must not be run more than once simultaneously
on the same machine. If you know you are kot already running
this program, click Restore from backup or Delete hackup
and restart this program.

Restore from backup {recommended) | ‘ Do nothing | | Delete hackup

2
* [Restore from backup] SSL VPN
SSL VPN hosts.webvpn backup hosts
hosts hosts.webvpn
Application Access
* [Donothing] Application Access
* [Delete backup] SSL VPN  hosts.webvpn hosts
SSL VPN
hosts Application Access SSL VPN
hosts
hosts
Application Access
hosts 2

hosts
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hosts

hosts

hosts
hosts
Application Access
1 hosts c:\windows\sysem32\drivers\etc\hosts
2 # added by WebVpnPortForward
hosts SSL VPN
hosts SSL VPN

serverl # added by WebVpnPortForward
serverl.example.com invalid.cisco.com # added by WebVpnPortForward
server2 # added by WebVpnPortForward
server2.example.com invalid.cisco.com # added by WebVpnPortForward
server3 # added by WebVpnPortForward
server3.example.com invalid.cisco.com # added by WebVpnPortForward

# Copyright (c) 1993-1999 Microsoft Corp.

#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to hostnames. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding hostname.
# The IP address and the hostname should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
#
#
#
#
#
#

lines or following the machine name denoted by a '#' symbol.

For example:

102.54.94.97 cisco.example.com # source server
38.25.63.10 X .example.com # x client host
123.0.0.1 localhost

# added by WebVpnPortForward

SSL VPN
[Application Access]

o o1 B~ W
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SSLVPN B

SSLVPN

1 ASDM

Clientless SSL VPN Users]
2
3

SSL VPN

Flash Java
SSL VPN
* VPN
. SSL VPN
webvpn

« vpn-sessiondb logoff webvpn

. SSL VPN

 Java

* Java

ASDM 3 Cisco ASA

VPN ASDM 7.4

[Tools] > [Administrator’s Alert Message to

[Post Alert]
[Cancel Alert]

Javascript
httponly

SSL VPN

show vpn-sessiondb

SSL VPN

http-only-cookie
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SSLVPN

. Microsoft Office
Sharepoint

» AnyConnect Web

» Citrix Receiver XenDesktop Xenon

SSL VPN Cookie  JavaScript

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [HTTP
Cookie]

2 [Enable HTTP-only VPN cookies]

Cisco TAC
SSL
VPN

3 [Apply]
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