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10.1.2.1

ASDM

1 [Configuration] > [Firewall] > [Public Servers]

2 [Add]
3

« [Private Interface]

« [Private IP Address]

IPv6
[..]
10.1.2.27
* [Private Service]
ASDM 2 Cisco ASA

IPv4

[Add]
MyWebServ
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Cisco ASA

tep/http

* [Public Interface]
outside

* [Public Address] IPv4

209.165.201.10

* [Specify Public Service if different from private service] [Public Service]

Web
TCP/80
TCP
UDP

& Add Public Server 3 il

Use this panel to define the server that you wish to expose to a public interface. You will need to specify the
private interface and address of the server and the service to be exposed, and then the public interface,
address and service that the server will be szen at.

Private Interface:  [inside =
Private IP Address: |myWebServ =1
Private Service:  [tep/http ]
Public Interface:  |outside ~]
Public IP Address: |209.165.201.10 = |
Options
™ Specify Public Service if different from Private Service. This will enable the static PAT.
Public Service | 2] (7.cP or UDP.service only) @

]

i OK i

Cancel Help |

4 [OK] [Apply]
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1
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UDP Class D
224.0.0.0t0 239.x.X.X
RIP vl UDP 520 —
v2
ASA to-the-box
HTTP Telnet SSH
to-the-box ACL
deny
ICMP ICMP
ICMP
EtherType
EtherType

EtherType
EtherType

. IPX MPLS 16

16 EtherType
. V2
. BPDU BPDU SNAP ASA
BPDU
. BPDU BPDU VLAN
BPDU ASA VLAN
* Intermediate System to Intermediate System IS-IS

* |IEEE 802.2
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EtherType .

* 802.3 type length
EtherType
EtherType
MPLS
MPLS Label Distribution Protocol Tag Distribution Protocol ~ TCP
ASA ASA
IP LDP TDP router-id ASA
MPLS LDP TDP
MPLS
Cisco 10S LDP TDP

interface ASA

mpls Idp router-id interface force

tag-switching tdp router-id interface force

IPv6
IPv6 9.0 IPv4 IPv6
9.0 IPv6
Per-User ACL
. ACL timeout uauth AAA
. ACL syslog 109025
syslog

ACL log

ASDM 2 Cisco ASA ASDM 7.4




. ASDM

CPU

[Advanced]

ACL

ACL

Management] > [Advanced] > [Rule Engine]

* ASDM ACL
ASDM

ASDM

network and service objects with specified prefix]

. ACL

ACL

[Configurations] > [Device

ASDM

DM_INLINE

CLI

[Tools] > [Preferences] [Auto-expand

ACL

[Configuration] > [Access Rules] [Advanced]

2 Cisco ASA ASDM 7.4

access-group

ACL



1 [Configuration] > [Firewall] > [Access Rules]

ACL ACL [ACL Manager]
2
. [Add] > [Add Access Rule]
[Add] > [Insert] [Add] > [Insert After]
. [Edit]
3
* [Interface]
[Any]
* [Action] [Permit] [Deny]
* [Source/Destination criteria]
IPv4
IPv6
[Service] P
Trustsec
20
[OK]
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4

. ASDM

[Apply]

L]

Interface

[Action] [Permit]/[Deny]

[Source Criteria]

[Source]

[Source]

IPv4 IPv6 any
IPv6 IPv4
IPv6 any6
10.100.10.5 2001:DB8::0DB8:800:200C:417A
10.100.10.0/24 10.100.10.0/255.255.255.0
2001:DB8:0:CD30::/60

User

DOMAIN\user
DOMAINW\group 2 \

L]

Security Group

Cisco Trustsec
65533

[More Options] > [Source Service]

IPv6

TCP UbP TCP UDP

2 Cisco ASA ASDM 7.4

TCP

[Any]

IPv4
any4

TCP-UDP



[Destination Criteria]

[Destination]

Destination
IPv4 IPv6 any IPv4
IPv6 IPv4 any4 IPv6
any6
10.100.10.5 2001:DB8::0DB8:800:200C:417A
10.100.10.0/24 10.100.10.0/255.255.255.0 IPv6
2001:DB8:0:CD30::/60
Security Group
Cisco Trustsec 1
65533
Service
IP TCP UDP TCP UDP
IP
TCP UDP
tcp/80 tcp/http  tcp/10-20 tcp-udp/80 80 TCP
UDP
Description
1 100
CLI
D
1 Windows
Linux

[Enable Logging] [Logging Level] [More Options] > [Logging Interval]
syslog

[Deselect Enable Logging]

syslog

ASDM 2 Cisco ASA ASDM 7.4 .




[Select Enable Logging with Logging Level = Default]

syslog
106023
[Select Enable Logging with Non-Default Logging Level]
106023 syslog 106100
106100 [More Options] >
[Logging Interval]
[Informational]
DoS 106101
106100
1
[More Options] > [Traffic Direction]
[In] [Out] [In]
[More Options] > [Enable Rule]
[More Options] > [Time Range]
1 [ Configuration ]>[ Firewall ]1>[ AccessRules ]
2 [Advanced]
3
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« [Advanced Logging Settings]

28
ASA
106101
e [Maximum Deny-flows] ASA
1 4096
* [Alert Interval]
106101 1 3600
« [Per User Override]
ACL
ACL 10.0.0.0
ACL
RADIUS
VPN

106100
syslog
CPU
106101
4096
300
RADIUS
ACL
ACL 10.0.0.0
ACL
[Per User Override]
ACL

[Enable inbound VPN sessions to bypass interface access lists]
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection

Profiles]

VPN

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group

Policies] > [Add/Edit] > [General] > [More Options] > [Filter]

Override]

* [No Per User Override, no VPN filter]

* [No Per User Override, VPN filter]
VPN

* [Per User Override, VPN filter]

« [Object Group Search Setting]

ASDM 2 Cisco ASA

ASDM 7.4

[Per User

ACL

ACL

VPN

[Enable Object Group Search Algorithm]




ACL

ACL
« [Forward Reference Setting] ACL
access-group ACL
ACL
ACL
[Enable the
forward reference of objects and object-groups]
ASDM

4 [OK]

ASA to-the-box
ACL ACL IKE DoS

deny

1 [Configuration] > [Device Management] > [Management Access] > [Management Access Rules]

ACL ACL ACL
[Access Rules] [ACL Manager]
2
. [Add] > [Add Management Access Rule]
[Add] > [Insert] [Add] > [Insert After]
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EtherType .

. [Edit]
3

* [Interface]

* [Action] [Permit] [Deny]

* [Source/Destination criteria]

IPv4
IPv6
[Service] IP
Trustsec
20
[OK]
4 [Apply]
EtherType
EtherType
IP 2
2 EtherType
EtherType ASA IP
EtherType
EtherType
1 [Configuration] > [Firewall] > [EtherType Rules]
EtherType ACL

2

. [ Add ]>[EtherType Add EtherType Rule ]
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. EtherType

. ASDM

[ Add ]>[ Insert ] [
Insert After ]

. [Edit]

* [Interface]

« [Action] [Permit] [Deny]

* [EtherType]

e any
* bpdu
e dsap IEEE 802.2
[DSAP Value] 0x01  Oxff 16
* 0x42 BPDU

* Oxe0 Internet Packet Exchange IPX 802.2LLC
» Oxfe Intermediate System to Intermediate System IS-1S

* Oxff Raw IPX 802.3

ipx Internetwork Packet Exchange IPX

e isis Intermediate System to Intermediate System IS-IS
* mpls-multicast MPLS

» mpls-unicast MPLS

* [hex_number] 16 16 0x600  Oxffff
EtherType http://www.ietf.org/rfc/rfc1700.txt
1700 Assigned Numbers

* [Description] 1
CLlI
o[ More Options ]>[ Direction ]
[ Out ] [In]
[OK]
2 Cisco ASA ASDM 7.4

Add ]>[
EtherType
RFC
100
[ In ]



ICMP

ICMP B

4 [Apply]
IPv4 IPv6 ICMP
* ASA ICMP
* ASA ICMP
ICMP
ICMP ICMP
ICMP ICMP
any ICMP ICMP
deny ICMP
ICMP
permit any

ICMP 3 ICMP
ICMP MTU IPsec
PPTP IPv6  ICMP IPv6

1 [Configuration] > [Device Management] > [Management Access] > [ICMP]
2 ICMP
a) [Add] > [Rule] [Add] > [IPv6 Rule] [Add] > [Insert]

b) ICMP any
c)

d)
e) [Any Address]
IPv4
IPv6

f) [OK]
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ICMP
ASA

Rate Limit

Burst Size

4 Apply

. ASDM

[Access Rules]

ASA

ASA

[Clear Hit Count]

syslog

106023

106100

2 Cisco ASA

ASA

[Decrement time to live for a connection]
[Configuration] > [Firewall] > [Service Policy Rules] > [Rule Actions] > [Connection Settings]

syslog

syslog

ASDM 7.4

syslog
106100

syslog

ACE
syslog

ACE

1

100

ASDM

deny

syslog

ASA
ASA

ASA



IP IP
2
ACL
ICMP
syslog
106100 ACE ASA
ASA
ACE 32K
CPU
ASA
ASA
106101
22
7.0(1) ACL ASA
[Configuration] > [Firewall] > [Access
Rules]
8.3(1)
[Configuration] > [Firewall] > [Access
Rules]
8.4(2)
ACL AAA
VPN
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EtherType ACL  IS-IS

8.4(5) 9.1(2)

ASA
EtherType ACL I1S-1S

[Configuration] > [Device
Management] > [Management Access] > [EtherType Rules]

TrustSec 9.0(1) TrustSec
ACL
IPv4 IPV6 ACL 9.0(1) ACL IPv4 IPV6
IPv4 IPv6
any IPv4
IPv6 IPv4
any4 IPv6
any6 IPv6 ACL
IPv6é ACL ACL
[Configuration] > [Firewall] > [Access Rules] [Configuration] >
[Remote Access VPN] > [Network Client Access] > [Group
Policies] > [General] > [More Options]
ICMP ICMP 9.0(1) ICMP ICMP
ACL
[Configuration] > [Firewall] > [Objects] > [Service Objects/Groups]
[Configuration] > [Firewall] > [Access Rule]
9.1(5)
[Configuration] > [Device
Management] > [Advanced] > [Rule Engine]
ACL 9.3(2) ACL
ACL
ACL
ACL
ASDM 7.4
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IP
1
IPv6
IPv6
o1
ASDM 2 Cisco ASA

32

40

NAT

Cisco ASA

IP
IP
31
39
1Pv4 IPv6
Engineering
Engineering
1

ASDM 7.4 .




Engineering_admins Engineering_hosts

« ACL
ASDM
DM_INLINE
. 1@#$%&()- {3} 64
IP
1 1 IP IP
FQDN
NAT FQDN
NAT NAT
171

1 [Configuration] > [Firewall] > [Objects] > [Network Objects/Group]
2

« [Add] > [Network Object]

. [Edit]

3 [Type] [IP version]

. ASDM 2 Cisco ASA ASDM 7.4



* [Host] IPv4 IPv6 10.1.1.1
2001:DB8::0DB8:800:200C:417A

* [Network] IPv4 IP
address = 10.0.0.0 Netmask = 255.0.0.0 IPv6 IP Address = 2001:DB8:0:CD30::
Prefix Length = 60

* [Range] IPv4 IPv6

* [FQDN] www.example.com

4 [OK] [Apply]
IPv4d  IPv6
IPv4  IPV6 FQDN
NAT

1 [Configuration] > [Firewall] > [Objects] > [Network Objects/Groups]

2
« [Add] > [Network Object Group]
. [Edit]
3
. /
[Add]
[Add]

ASDM 2 Cisco ASA ASDM 7.4 .




[OK]

1 [Configuration] > [Firewall] > [Objects] > [Service Object/Group]

2

. ASDM

* [Add] > [Service Object]

. [Edit]
. 0 255
« ICMP ICMP6
ICMP/ICMP 6
0 255
ICMP
«TCP UDP
o < <80
° > >80
.l= 1=80
2 Cisco ASA ASDM 7.4

ip tcp udp gre

100-200

[Apply]

ICMP

255



4 [OK] [Apply]
1
ICMP
ASAB8.3(1)
TCP/UDP/TCP-UDP
ICMP
ICMP6 ICMP ICMP
object-service Cisco.com

1 [Configuration] > [Firewall] > [Objects] > [Service Objects/Groups]

2
« [Add] > [Service Group]
. [Edit]
3
. /
[Add]
. [Add]
TCP-UDP
4 [OK] [Apply]

ASDM 2 Cisco ASA ASDM 7.4 .




ACL
ASA Active Directory
Active Directory LDAP ASA
ASA
Active Directory
ASA Active Directory

Active Directory

ACL

* AD

1 [Configuration] > [Firewall] > [Objects] > [Local User Groups]
2
* [Add]

. [Edit]

[Add]
[Find]

. ASDM 2 Cisco ASA ASDM 7.4



. [Add]

domain_name\username; for groups, there is adouble \\, domain_name\\group_name

[OK] [Apply]

Cisco TrustSec

ACL
Cisco TrustSec ASA ISE
ISE Cisco TrustSec
Cisco TrustSec
ACL
ISE
ASA
ISE
ASA
ASA
1 1
ID
ASA
ID
ASA
ASA ISE

ASDM 2 Cisco ASA ASDM 7.4




1 [Configuration] > [Firewall] > [Objects] > [Security Group Object Groups]

2
« [Add]
| .
* ISE
MAB
4
2 Cisco ASA

. ASDM

[Edit]
[Add]
[Find]

[Add]
[Add]
IEEE 802.1X Web ISE
SGT
ISE
[OK]
ACL
ASDM 7.4

1
MAC

[Apply]

65533

ISE



\}

1
absolute periodic periodic absolute
absolute

[y

[Configuration] > [Firewall] > [Objects] > [Time Ranges]

« [Add]
. [Edit]

a) [Add] [Edit]
b)

* [Specify days of the week and times on which this recurring range will be active]

« [Specify a weekly interval when this recurring range will be active]

c) [OK]
5 [OK] [Apply]

[Configuration] > [Firewall] > [Objects]
[Where Used]

ASDM 2 Cisco ASA ASDM 7.4 .




[Not Used]
7.0(1) ACL
7.2(1)
class-map type regex
regex match regex
8.3(1)
8.4(2)
Cisco TrustSec 8.4(2) Cisco TrustSec
IPv4 IPV6 9.0(1)
IPv4 IPvV6
IPv4  IPv6
NAT
ICMP ICMP 9.0(1) ICMP ICMP
ACL
[Configuration] > [Firewall] > [Objects] > [Service Objects/Groups]
[Configuration] > [Firewall] > [Access Rule]

. ASDM 2 Cisco ASA ASDM 7.4



ACL
« ACL 41
« ACL
« ACL 48
« ACL
*« ACL 58
1
ACL
ASA
. ACL
WCCP
ACL
ASDM 2 Cisco ASA

ACL
ACL
ACL
11
47
58
ACL ACL
IP IP
ACL
ACE
ACL
ACL
VPN
ASDM
ACL Manager
ACL Manager
48
ASDM 7.4

ACL

EtherType
ACL

DAP

ACL

ACL




B

o EtherType ACL EtherType ACL IP
2 2
EtherType EtherType ACL
IP EtherType
25
* Webtype ACL SSL VPN
ACL URL
Webtype ACL 54
. ACL ACL
VPN VPN
ACL
ACL 53
ACL
2:ACL
ACL ACL
IP ASA ACL
ASA
IP
ACL
AAA AAA ACL
IP ACL
AAA RADIUS
ASA ACL
VPN VPN
ACL
VPN
ACL
2 Cisco ASA ASDM 7.4
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ACL Manager .

ACL ACL
ACL
TCP
EtherType
IP EtherType
ACL
IP
ACL IPv4
ACL IPv6 ACL
SSL VPN Webtype Webtype ACL URL
ACL Manager
ACL Manager 2
. [Configuration] > [Firewall] > [Advanced] > [ACL Manager]
ACL Manager ACL
ACL [Access Rules] [Service Policy Rules] [AAA Rules]
ACL ACL Manager
*« ACL [Manage]
ACL ACL ACL
Webtype  ACL
EtherType ACL
ACL  Webtype ACL ACL
ACL Manager
. ACL [Configuration] > [Firewall] > [Advanced] > [Standard ACL]

» Webtype ACL [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] >
[Advanced] > [Web ACLs]

ASDM 2 Cisco ASA ASDM 7.4 .



B

ACL outside_in OUTSIDE_IN 101 ID
241
ACL ASDM
interface-name_purpose_direction
ACL outside_access_in
ACLID ACL 1 99 1300 1999
ACL 100 199 2000 2699 ASA
10S
1 ACL 1 ACE ACE
ACL ACE ACL
ACE ASA
ACE
ACE
10.1.1.0/24
10.1.1.15 10.1.1.15 ACE
10.1.1.0/24 ACE 10.1.1.0/24 ACE
10.1.1.15 ACE
[Up] [Down]
ASA ACL
ACL
ACL
ASDM
/ AAA / CLlI
/
2 Cisco ASA ASDM 7.4
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through-the-box

ACL

EtherType ACL ACL

EtherType 8037
ACL

EtherType ACE

NAT ACL

PAT

IP

NAT

IP

. access-group

ASDM 2 Cisco ASA

ACL
ACL

to-the-box
deny

ACL

ACL

NAT

ASDM 7.4

deny
ACL
ASA
ARP
IP ARP
ACL
ACL
ACL

match access-list

dynamic-filter enable classify-list

"o



ACE

* AAA aaa ... match

« WCCP weccp redirect-list group-list

10.1.1.5 NAT

IP 209.165.201.5
209.165.201.5 10.1.1.5
IP
ACL ACL
e |Psec ACL
* capture ACL
. ACL
. ACL
. ACL
ACE  Webtype ACE
)
ACL 80 100
3:50 3:50
3:51:00 3:51:59
ASA ACL

. ASDM 2 Cisco ASA ASDM 7.4



ACL

ACL

access-list

access-group

ACL

. ACL ACL
» Webtype ACL
« EtherType ACL
IPv6
. ACL  Webtype ACL IPv4 IPv6
. ACL IPv6
* EtherType ACL IP
. Cisco 10S
ASA
ClassC 255.255.255.0 Ciscol0S
0.0.0.255
. ACL
ACL
ACL
[Configuration] > [Access Rules] [Advanced]
ASDM DM_INLINE
[Tools] > [Preferences]
ASDM 2 Cisco ASA ASDM 7.4

[Auto-expand

"



B

network and service objects with specified prefix]

. ACL ACL
FQDN Cisco TrustSec
ACL
* route-map

* VPN  crypto map

* VPN  group-policy vpn-filter

* WCCP

* DAP

ACL
EtherType AAA
ACL ASDM
ACL
ACL
ACL ACE ACL
ACL Manager ACE
ACE ACE

ACL 1Pv4 IPv6

1 [Configuration] > [Firewall] > [Advanced] > [ACL Manager]

2 ACL [Add] > [Add ACL] [OK]
ACL [Edit]
3
« ACL ACE ACL ACL ACE [Add]
> [Add ACE]

. ASDM 2 Cisco ASA ASDM 7.4



ACE B

[Add] > [Insert]

* ACE ACE
ACE [Add] > [Insert After]
. [Edit]
4 ACE

« [Action: Permit/Deny]

* [Source/Destination criteria]

IPv4
IPv6
[Service] P
Cisco TrustSec
ACE 49
ACE [OK]
5 [Apply]
ACE
ACL ACE
[Action] [Permit])/[Deny]
[Source Criteria]
[Source]
[Source]
IPv4 IPv6 any IPv4
IPv6 1Pv4 any4
IPv6 any6
10.100.10.5 2001:DB8::0DB8:800:200C:417A
10.100.10.0/24 10.100.10.0/255.255.255.0 IPv6

2001:DB8:0:CD30::/60

ASDM 2 Cisco ASA ASDM 7.4




ACE

User

DOMAIN\user
DOMAIN\Wgroup 2 \
[...] AAA

Security Group

Cisco TrustSec 1
65533

[More Options] > [Source Service]

TCP UDbP TCP UDP TCP-UDP

/ TCP

[Destination Criteria]

[Destination]

Destination

IPv4 IPv6 any IPv4
IPv6 IPv4 any4 IPv6
any6
10.100.10.5 2001:DB8::0DB8:800:200C:417A
10.100.10.0/24 10.100.10.0/255.255.255.0 IPv6
2001:DB8:0:CD30::/60

Security Group

Cisco TrustSec 1
65533

Service

IP TCP UDP TCP UDP

TCP UDP
tcp/80 tep/http  tcp/10-20 tep-udp/80 80 TCP
UDP
ACE 52

. ASDM 2 Cisco ASA ASDM 7.4



ACE B

Description
ACE 1 100
CLlI ACE
A\
1 Windows
Linux

[Enable Logging] [Logging Level] [More Options] > [Logging Interval]

ACL

syslog
ACL
[Deselect Enable Logging]
syslog
[Select Enable Logging with Logging Level = Default]
106023
[Select Enable Logging with Non-Default Logging Level]
106023 syslog 106100
106100
[Logging Interval]
[Informational]
DoS
106100
1
[More Options] > [Enable Rule]
ASDM 2 Cisco ASA ASDM 7.4

ACL
ACL

syslog

[More Options] >

106101




ACE

[More Options] > [Time Range]

ACE
ACE
TCP UDP TCP-UDP
ACL
1 255 ip tcp udp gre
TCP UDP TCP-UDP
tcp udp tcp-udp tep-udp
tcp  udp
. tcp/80 udp/80 tcp-udp/80 tecp/www  udp/snmp
. tcp/1-100 udp/1-100 tcp-udp/1-100 1 1000 1 1000
. I= TCP 80
HTTP TCP I=tcp/80
. < 150 TCP
<tcp/150
. > 150 TCP
>tcp/150
S
DNS Discard Echo Ident NTP RPC SUNRPC Talk TCP
UDP TACACS+ 49 1 TCP
2 Cisco ASA ASDM 7.4
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ACL

ICMP ICMP6

ping

ICMP IPv4

ICMP6

icmp/icmp_message_type[/icmp_message_code]

icmp6/icmp6_message_type[/icmp6_message_code]

1 255
ACE
ACL ACE
ACE ACE
ACL
ACL 1Pv4

ACL

ACL B

IPv6

0 255

ACL
ACE
ACL

ACL Manager

1 [Configuration] > [Firewall] > [Advanced] > [Standard ACL]

2 ACL
ACL

3

« ACL ACE

> [Add ACE]
« ACE
ACE

4 ACE

* [Action: Permit/Deny]

« [Address]

ASDM 2 Cisco ASA

[Add] > [Add ACL]

ACL

ACL ACL

ACE
[Add] > [Insert After]

[Edit]

10.100.1.0/24

ASDM 7.4

[OK]

ACE [Add]

[Add] > [Insert]

10.100.1.1
10.100.1.0/255.255.255.0

"



. Webtype ACL

[Address]
* [Description] ACE 1 100
CLI ACE
1 Windows
Linux
ACE [OK]
5 [Apply]
Webtype ACL
Webtype ACL SSL VPN
Web
Webtype ACL
ACL
Web ACL ACE
ACE ACL
ACL Manager
Webtype ACL URL IPv4 IPv6

ACE

ACE
ACL

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Web] >

[ACLs]
2 ACL

ACL

« ACL
> [Add ACE]

ACE

2 Cisco ASA

. ASDM

[Add] > [Add ACL]
[Edit]
ACL ACL ACE
ASDM 7.4

[OK]

[Add]



* ACE
ACE

4 ACE
« [Action: Permit/Deny]

« [Filter]

TCP

ACE [OK]

5 [Apply]

Webtype ACE
Webtype ACL  ACE

ACE URL
* [Action: Permit/Deny]

o [Filter on URL] URL

http://www.example.com
http://*.example.com

. URL

e Permiturl any
1494

. ica
permiturl any

ASDM 2 Cisco ASA

Webtype ACE .

ACE [Add] > [Insert]
[Add] > [Insert After]
[Edit]
URL IPv4 IPv6
Webtype ACE 55
URL
any
A IP/ URL
Citrix
ACE

smart-tunnel://  ica://
ACL

ASDM 7.4




Webtype ACE

. ASDM

. cifs:// citrix:// citrixs:// ftp:// http:// https://
imap4:// nfs:// pop3:// smart-tunnel:// smtp://
htt*  http https
*
*:/[*.example.com example.com URL
* smart-tunnel:// URL URL

smart-tunnel://www.example.com
smart-tunnel://www.example.com/index.html

. * http
URL http://*/*
. ? 1
. [
1

http://www.cisco.com:80/  http://www.cisco.com:81/
http://www.cisco.com:8[01]/

« [Filter on Address and Service]

* [Address] IPv4 IPv6
IPv4 IPv6 any IPv4
any4 IPv6 any6
10.100.10.5 2001:DB8::0DB8:800:200C:417A
10.100.10.0/24 10.100.10.0/255.255.255.0 IPv6

2001:DB8:0:CD30::/60

* [Service] TCP tcp
tcp/80  tcp/www tcp/1-100
I=tcp/80 80 <tcp/80
80 >tcp/80 80

 [Enable Logging] [Logging Level] [More Options] > [Logging Interval]

syslog
* [Deselect Enable Logging]
syslog
* [Select Enable Logging with Logging Level = Default]
syslog 106103

2 Cisco ASA ASDM 7.4



* [Select Enable Logging with Non-Default Logging Level]
syslog 106102

Webtype ACL

106103
106102

[More Options] > [Logging Interval]

[Informational]

* [More Options] > [Time Range]

Webtype ACL

Webtype ACL  URL

url http://*.yahoo.com/

Yahoo!

url cifs://fileserver/share/directory

url https://www.example.com/
directory/file.html

url
https:/imww.example.com/directory

url http://*:8080/

8080
HTTPS

url http://10.10.10.10

10.10.10.10 HTTP

url any

URL
url
ACL

ASDM 2 Cisco ASA ASDM 7.4




B

ACL

ACL Manager ACL Web ACL EtherType ACL

ACL

[Tools] > [Command Line Interface]

* show access-list [name] ACE
ACL

« show running-config access-list [name]

ACL
Webtype ACL 7.0(1) ACL
through-the-box
ACL VPN
Webtype ACL SSL VPN
EtherType ACL IP 2
ACL ACL Manager
ACL IP 8.3(1) NAT PAT ACL
NAT
ACL
ACL 8.4(2)
ACL AAA
VPN

. ASDM 2 Cisco ASA ASDM 7.4




ACL B

EtherType ACL  IS-IS 8.4(5) 9.1(2) ASA
EtherType ACL IS-1S
[Configuration] > [Device
Management] > [Management Access] > [EtherType Rules]
ACL Cisco TrustSec 9.0(2) Cisco TrustSec
ACL
ACL  Webtype ACL IPv4 |9.0(1) ACL  Webtype ACL  IPv4 IPV6
IPv6
IPv4 IPV6 any
IPv4 IPv6
IPv4 any4
IPv6 any6
IPv6 ACL IPv6 ACL
ACL
[Configuration] > [Firewall] > [Access Rules]
[Configuration] > [Remote Access VPN] > [Network Client Access]
> [Group Policies] > [General] > [More Options]
ICMP ICMP 9.0(1) ICMP ICMP
ACL
[Configuration] > [Firewall] > [Objects] > [Service Objects/Groups]
[Configuration] > [Firewall] > [Access Rule]
ACL 9.3(2) ACL
ACL
ACL
ACL
ASDM 2 Cisco ASA

ASDM 7.4 .




B

. ASDM

2 Cisco ASA

ASDM 7.4



ASA

Windows Active Directory
IP

Active Directory AD
IP
Windows Active Directory

ASDM 2 Cisco ASA

ASA

61
69
71
72
80
80
IP
ASA IP
Microsoft Active Directory ASA

Active Directory

ASDM 7.4




Active Directory AD Microsoft Active Directory

* ASA
* Microsoft Active Directory

Active Directory  ASA Active
Directory Active Directory

Windows 2003 Windows Server 2008 Windows
Server 2008 R2

« Active Directory AD

AD Windows Windows
Windows 2003 Windows 2008 Windows 2008 R2

A\

Windows 2003 R2 AD

. ASDM 2 Cisco ASA ASDM 7.4



3:
LAN
Client ASA
!! NeﬂE!.IDS Probe
—
mikg. exam I CEes
0.1.1
AD Servers AD Agent E
1 ASA 4 <->
ASA
Microsoft Active
Directory
AD
VPN

ASDM 2 Cisco ASA ASDM 7.4 .




. ASDM

ASA <-> AD ASA <->
ASA AD ASA
Active
Directory
LDAP
ASA
Active ASA
Directory NetBIOS
ASA <-> AD AD <->
AD AD
ID
ASA IP
IP
IP ASA
AD AD
RADIUS
syslog
ASA AD
Web
VPN
* ASA IP AD
IP
2 Cisco ASA ASDM 7.4




AD IP

IP
. Fully Qualified Domain
Name FQDN;
*5 ID
* IPS
. VPN AnyConnect VPN L2TP VPN

AD
ASA

« AD 100 ASA ASA 1 AD

. IP 30 Active Directory

. 8 IP

* ASA 5500
IP 64,000

. ASA 512

*« ASA Active Directory AD IP
IP Web

* AD Active Directory ASA

ASDM 2 Cisco ASA ASDM 7.4




* ASA AD AD
AD ASA AD
* AD ASA VPN
* AD
* ASA IP /
1
2
Active Directory AD Windows
4:
Scenario 1 Scenario 2
AD Agent
! —
A—E
17|
AD Server ASA
AD Agent
A—
AD Server ASA g
3
1 Active Directory AD
1 Windows 2
Active Directory AD Windows

2 Cisco ASA

ASDM 7.4

. ASDM



Scenario 1 Scenario 2

AD Server AD Agent AD Server AD Agent

o

A*—'ill A g
A—B A—

_!

AD Server ¢ AD Server ASA
LAN
Directory AD
6.LAN
LAM
Client ASA

¢ » W=
! MNetBIOS Probe
i ]

mikg.example.com

10.1.1.2
AD Servers AD Agent
WAN
AD LAN
WAN
ASDM 2 Cisco ASA ASDM 7.4

04004

30anid

Active

Active Directory




7. WAN

Remaote Site Enterprise Main Site

Client NetBIOS Proba

e ——
g f_'_ Login/Authentication

mkg.example.com

30008

Active Directory

10.1.1.2
- —>
AD Agent AD Servers
WAN
LAN AD
WAN Active Directory
8: AD WAN
Remote Site Enterprise Main Site
Client
B o
=
F mkg.axample.com
/ 10.1.1.2
ﬂ Login/Authentication
AD Agent AD Servers E
WAN AD

Active Directory

Active Directory
Active Directory

2 Cisco ASA ASDM 7.4
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9:AD AD WAN
Remaote Site Enterprise Main Site
Client .-

. RADILS _ [P =
!;?: [oap ~
» mikg.example.com
10.1.1.2
Wi - > 1.
- Directory Sync }‘
AD Agent  AD Servers AD Servers g
IP AD
IP AD
ASA
. ASA AD
ASA
NetBIOS
NetBIOS

. ASA

ASA ASA
. AD

ASA AD ASA

Installation and Setup Guide for the Active Directory Agent
IPv6
* AD IPv6 AD
IPv6 RADIUS

AAA IPv4

ASDM 2 Cisco ASA ASDM 7.4 .



* |IPv6 NetBIOS

. URL
* NetBIOS ASA AD
UDP NetBIOS
. MAC
MAC ASA

MAC

* VPN ACL
VPN
ping
ping

. ASA ACL FQDN

« WCCP

* NAT

. VPN

* DAP
« user-identity update active-user-database AD

IP
ASA
IP

user-identity update active-user-database

“ERROR: one update active-user-database is already in progress.”

. ASDM 2 Cisco ASA ASDM 7.4



user-identity
update active-user-database

1 AD ASA
user-identity update active-user-database ASA
IP AD ASA
UDP
ASA
ASA 4 5 user-identity update active-user-database
* ASA Cisco Ironport Web Security Appliance  WSA Cisco Context Directory
Agent CDA
» UDP 1645
« UDP 1646
» UDP 3799
CDA ASA WSA

* user-identity action domain-controller-down domain_name disable user-identity-rule
user-identity action

ad-agent-down disable user-identity-rule AD
. V2t
. V[]:=+*7"<>|@
. V[]:=+%2"<>
. AD
ASA
on-demand

ASDM 2 Cisco ASA ASDM 7.4 .




AD

« AD ASA Windows
AD Active Directory ASA
. Windows Windows 2003  Windows 2008 Windows 2008
R2

N

Windows 2003 R2 AD

* AD Installation and Setup Guide
for the Active Directory Agent
«ASA AD AD ASA
AD ASA

Microsoft Active Directory

« Microsoft Active Directory Windows ASA
Windows 2003 2008
2008 R2
« ASA  Active Directory Active Directory  ASA
. ASA LDAP SSL
Active Directory Active Directory  SSL
Active Directory ~ SSL Microsoft
Active Directory
S
AD AD Microsoft
Active Directory Readme First for the Cisco Active Directory Agent
AD

. ASDM 2 Cisco ASA ASDM 7.4



Active Directory .

1 ASA  Active Directory

2 ASA AD
3
4 ldentity-Based AD AD

ACL

Active Directory

ASA AD IP
Active Directory
ASA Active Directory

« Active Directory IP
* LDAP DN
. Active Directory

Active Directory

Active Directory

1 [Configuration] > [Firewall] > [Identity Options]
2 [Enable User Identity]

3 [Add]

[Domain]

4 [a-z] [A-Z] [0-9] ['@#$%"&()-_=+[I{}:.] 32

ASDM 2 Cisco ASA ASDM 7.4 .




. Active Directory

5 Active Directory

6 [OK]

Active Directory

Active Directory

[Manage]

1 [Configuration] > [Firewall] > [Identity Options] > [Add] > [Manage]

[Configure Active Directory Server Groups]

2 [Add]
[Add Active Directory Server Group]

3 Active Directory
[Add]

[Add Active Directory Server]

4 [OK]

Active Directory

* AD IP

*ASA AD
AD

1 [Configuration] > [Firewall] > [Identity Options]
2 [Enable User Identity]
3 [Active Directory Agent] [Manage]

[Configure Active Directory Agents]

. ASDM 2 Cisco ASA ASDM 7.4

[Active Directory Server Groups]



4 [Add]
5 [OK]

Active Directory

AD
AD

AD Active Directory
ASA AD

AD

1 [Configure Active Directory Agents]
[Add Active Directory Agent Group]

2 AD

3 ASA AD
[Primary Active Directory Agent]

4 [Primary Active Directory Agent]

5 AD

6 ASA AD
[Secondary Active Directory Agent]

ASA

7 [Secondary Active Directory Agent]

8 AD
9 [OK]

ASA

ASDM 2 Cisco ASA

Active Directory

AD AD
ASA
ASA AD
RADIUS
[Add]
FQDN IP
AD ASA
FQDN IP

AD ASA

ASDM 7.4




1 [Configuration] > [Firewall] > [Identity Options]

2 [Enable User Identity]

Domain]
4 [Domains]

ASA
5
VPN
LOCAL
NetBIOS
AD
6
AD

7 [Hello Timer]

ASA AD
ASA
out-of-sync

ASA AD
30

. ASDM 2 Cisco ASA

[Add]

Active Directory

[Monitoring] > [Properties] > [Identity] > [Users]

IP
LOCAL
Web
Active Directory
IP ASA
NetBIOS
Active Directory
AD [Manage]
10 65535
Hello ASA  hello
hello ASA in-sync
up down ASA AD
hello
hello
5
ASDM 7.4

[Add



8 ID
ASA 5
ASA
[Enable Event Timestamp]
ASA ASA
5
ASA
NTP ASA Active Directory Active Directory
9  [Poll Group Timer] FQDN ASA DNS
poll 4
10 [Retrieve User Information]
* [On Demand] ASA IP
ASA AD
IP
o [Full Download] ASA ASA IP/
1P/
AD
[On Demand]
11 AD
AD ASA
[Monitoring] > [Properties] > [Identity] > [Users]
IP
12 NetBIOS IP
NetBIOS
NetBIOS
IP
ASA
13  ASA MAC IP MAC
MAC
ASA
14

ASDM 2 Cisco ASA ASDM 7.4




. Identity-Based

15 [ldle Timeout]

60
ASA IP
NetBIOS
[Idle Timeout]
16  NetBIOS
1 65535
ASA
17 [User Name]
« [Match Any]

« [Exact Match] NetBIOS

¢ [User NotNeeded] ASA

18 [Apply]

|dentity-Based

Identity-Based
[Guidelines]

2 Cisco ASA

. ASDM

1 65535
ASA IP
IP
AD
[Idle Timeout]
VPN
IP
ASA
[Idle Timeout minutes]
NetBIOS
NetBIOS IP
Messenger
IP
IP
WINS
NetBIOS
ASA
ACL
ASDM 7.4

256

IP
ASA
NetBIOS
WINS
Messenger
ACL



Identity-Based .

* AAA
AAA AD
AAA AAA
ACL
AAA None
Any
None
AAA AAA
Any AAA

None AAA

access-list 100 ex permit ip user CISCO\xyz any any
access-list 100 ex deny ip user CISCO\abc any any
access-list 100 ex permit ip user NONE any any
access-list 100 ex deny any any

access-group 100 in interface inside

access-list 200 ex deny ip user ANY any any
access-list 200 ex permit user NONE any any
aaa authenticate match 200 inside user-identity

. Web Web
Web ASA
Web ScanCenter
* VPN VPN ACL
VPN
ASA VPN
VPN ACL no sysopt
connection permit-vpn
ACL VPN

VPN

ASDM 2 Cisco ASA ASDM 7.4 .




* [Monitoring] > [Properties] > [Identity] > [AD Agent]

AD

AD

 [Monitoring] > [Properties] > [Identity] > [Memory Usage]

 [Monitoring] > [Properties] > [Identity] > [User]

« [Monitoring] > [Properties] > [Identity] > [Group]

* [Tools] > [Command Line Interface]

ASA

1P/

8.4(2)

[Configuration] > [Firewall] > [Identity
Options]

[Configuration] > [Firewall] >
[Objects] > [Local User Groups]

[Monitoring] > [Properties] > [Identity]

. ASDM

2 Cisco ASA

ASDM 7.4



ASA

ASA

« Cisco TrustSec
« Cisco TrustSec
« Cisco TrustSec
« Cisco TrustSec
« Cisco TrustSec
« Cisco TrustSec

Cisco TrustSec

Cisco TrustSec

ASDM

2 Cisco ASA

Cisco TrustSec

Cisco TrustSec

81
90
ASA 94
AnyConnect VPN 104
105
107

Cisco TrustSec

ASDM 7.4




. Cisco TrustSec ~ SGT

Cisco TrustSec

. ASDM

SXP
Cisco TrustSec
o IT
. URL

Cisco TrustSec

Cisco TrustSec

Cisco TrustSec ASA
LAN WLAN

Cisco TrustSec
Cisco TrustSec

SGT SXP

Cisco TrustSec

Cisco TrustSec
SGT

SGT SGT

2 Cisco ASA ASDM 7.4
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http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/index.html
http://www.cisco.com/c/en/us/solutions/enterprise/design-zone-security/landing_DesignZone_TrustSec.html
http://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/trustsec/solution_overview_c22-591771.pdf
http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/trustsec_matrix.html

Cisco TrustSec

SGT RADIUS IEEE 802.1X Web MAC
MAB SGT IP
SGT
SXP SGT ACL
SGT
IP-to-SGT Cisco TrustSec
SXP IP-SGT
SXP TCP
SXP TCP 64999 SXP
IP
Cisco TrustSec
Cisco TrustSec
. AR
PC MACsec IP
. PDP
PDP 802.1x MAB Web PDP
VLAN DACL Security Group Access SGACL/SXP/SGT
Cisco TrustSec Cisco ldentity Services Engine ISE PDP
CiscolISE
. PIP
LDAP
Session Directory  IPS Communication Manager
. PAP
PAP Cisco TrustSec

Cisco TrustSec

ASDM 2 Cisco ASA

Cisco TrustSec

Cisco Secure Access Control System 802.1x SGT

PAP
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. ASDM

AR  PDP
PEP

ASA

Cisco ASA
ASA

mktg-server

2 Cisco ASA

PEP

PEP
AR
PEP SXP
IP-SGT
Catalyst Switches
VPN SAN
PEP SXP
mktg-contractor
mktg-corp-user mktg-server corp-server
SGT
Cisco TrustSec
ASDM 7.4



ASA .

10:

End Points

(Access Requestors) Corp servers
g
"
Cisco TrustSec
Cisco TrustSec
. SGT
* SGT Cisco TrustSec
* ASA Cisco TrustSec IP-SGT
. 802.1x
N
ASA
Cisco TrustSec ASA ISE Protected Access Credential
PAC
PAC ASA ISE
ASA ISE PAC RADIUS
Cisco TrustSec
SGT
ISE
ASA
ASA
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11:

mmantlcatlun

ASA
syslog

Cisco TrustSec

AD (PIF)

ISE (POP/PAP) |<—» |

ser - lag

::'— ) o
— S
S){F‘ EXP Diata Flow \,
End-Point ‘;ﬂ“‘;lfcf E"JSwitch -— FlFr:eEwF?II
(AR} (PEP) (PEP) ‘\ (PER)
| Tag —» Policy | | Tag —» Policy
1.
Cisco TrustSec
2. 802.1X Web
3. SXP
4, ASA SXP IP-SGT
IP SGT
ASA IP-SGT
IP-SGT
IPv4 IPv6 IP-SGT
SXP IP
IP-SGT
ASA ASA SXP IP-SGT
5. ASA SGT
ASA ASA SGT
ASA
SGT
ASA
ASA
2 Cisco ASA ASDM 7.4

-

304018

ISE

IP-SGT

. ASDM



ISE B

syslog ISE
ASA
syslog
ISE
ASA ISE
ISE
ASA
ISE
ASA
ISE ASA
syslog
* ASA
ASA
* PAP
ASA
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« PAP

« PAP

ASA

ASA SXP

SXP

ASA

ASA SXP
ASA

. ASA

SXP

syslog
SXP

IP-SGT

SXP
SXP

IP-SGT

2 Cisco ASA

ASDM
88

syslog

SXP

IP-SGT

SXP

IP-SGT

IP-SGT

IP-SGT
ASA

SGT

SXP

ASA  SXP SXP

IP-SGT

ASDM 7.4

SXP IP-SGT

SXP

SXP  IP-SGT

IP-SGT
ASA

ASA

IP-SGT

SXP



ISE

ISE

ASA

g B~ W N

SXP

ASA  SXP

SXP

ASA  PAC

ASA

ISE

ISE ASA B

SXP IP-SGT
IP-SGT SXP
SXP
SXP
ISE Cisco TrustSec
ISE ASA

[Administration] > [Network Devices] > [Network Devices]

[Add]
ASA IP
ISE

ASA  AAA
AAA

ASA

ISE ASA

RADIUS

ISE

[Authentication Settings]

ISE ASA
ISE

ISE

AAA AAA ASA

ISE

[Policy] > [Policy Elements] > [Results] > [Security Group Access] > [Security Group]

ASDM 2 Cisco ASA

ASDM 7.4 .




B

3 ASA
ASA
ISE [Security Groups]
4 [Security Group Access] ASA ID
PAC
PAC
S
PAC ASA ISE RADIUS
ASA
1 ISE
2 [Administration] > [Network Resources] > [Network Devices]
3 ASA
4 [Security Group Access (SGA)] [Generate PAC]
5 PAC
PAC
ISE
ISE PAC ASA TFTP FTP HTTP HTTPS
SMB PAC PAC
ASA
Cisco TrustSec

Cisco TrustSec

ASA

. ASDM 2 Cisco ASA ASDM 7.4



* ASA

* ASA

* ASA ISE

* ISE

* ASA

* ASA

IPv6

ASA
IPv4

IPv6  IPv6

2SGT

* SAP

* SGT

ASA
SGT

* ASA5585-X

ASDM 2 Cisco ASA

ASA

HA

PAC

MACsec

SGT

Cisco TrustSec .

ASA PAC

ISE
2
Cisco TrustSec
ASA ASA
ASA
PAC
SXP AAA
EtherChannel
BVI
SGT
2
ASDM 7.4




. Cisco TrustSec

ASA 5585-X
ASA 5585-X
ASA
1 ASA 5585-X
ASA5585-X
IP
SXP
*« ASASM 2
* ASA SXP 2 ASA SXP
SXP
* SXP
ASA
ASA ISE
* Cisco TrustSec
Smart Call Home
* ASA Cisco TrustSec
* ASA SGT
« NAT SXP
« SXP IP-SGT
NAT
IP-SGT IP-SGT
ASA
* SXP ASA
SXP
SXP
« ASA SXP SXP
ASA

. ASDM 2 Cisco ASA ASDM 7.4



Cisco TrustSec .

IP-SGT ASA
SXP
SXP
ASA SXP
SXP
* ASA IP SXP
SXP IP
ASA
. PAC ASA ISE
PAC ASA
* PAC PAC
PAC ASA
ISE PAC ASA
ASA
ASA
. ISE ASA
SGT
ASA ASA
syslog
. ISE 1.0
* SXP ASA 2 SXP
(SXP peer A) - - - - (ASA) - - - (SXP peer B)
Cisco TrustSec ASA SXP
ASA no-NAT no-SEQ-RAND MD5-AUTHENTICATION TCP
SXP SXP TCP 64999
TCP
TCP ASA

access-list SXP-MD5-ACL extended permit tcp host peerA host peerB eq 64999
access-list SXP-MD5-ACL extended permit tcp host peerB host peerA eq 64999

tcp-map SXP-MD5-OPTION-ALLOW
tcp-options range 19 19 allow

class-map SXP-MD5-CLASSMAP
match access-list SXP-MD5-ACL

ASDM 2 Cisco ASA ASDM 7.4




. Cisco TrustSec

Cisco TrustSec

ASA

policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512
policy-map global_policy
class SXP-MD5-CLASSMAP
set connection random-sequence-number disable
set connection advanced-options SXP-MD5-OPTION-ALLOW
set connection advanced-options tcp-state-bypass
service-policy global_policy global

ASA

Cisco TrustSec ASA
Cisco TrustSec ASA ISE
* ISE ASA 89
* ISE 89
* PAC 90
1 Cisco TrustSec AAA 94
2 PAC 95
3 Security Exchange Protocol 97
SXP
4 SXP 98
5 99
6 100
7 2 100

Cisco TrustSec

. ASDM

AAA

Cisco TrustSec  AAA ASA
AAA

2 Cisco ASA ASDM 7.4

ISE



PAC B

. RADIUS
ASA RADIUS

* ISE ISE ASA ISE
ISE

1 [Configuration] > [Firewall] > [Identity By TrustSec]
2 ASA [Manage]

[Configure AAA Server Group]

3 ASA ISE
ASA ISE
2 ASA ISE
ISE
4 [Protocol] [RADIUS]
[AAA Server Group]
RADIUS
5 [OK]
6 AAA [Servers in the
Selected Group] [Add]
[Add AAA Server]
7 ISE
8 ISE IP
[AAA Server]
RADIUS
9 [OK]
10 [Apply]
PAC
PAC

ASDM 2 Cisco ASA ASDM 7.4 .
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«ASA PAC ISE
ASA
<ISE  PAC PAC
ASA  PAC
«ASA  ISE PAC
TFTP FTP HTTP HTTPS SMB
PAC
« ASA
PAC

1 [Configuration] > [Firewall] > [Identity By TrustSec]

2 [Enable Security Exchange Protocol]

3 [Import PAC]

4

. ASDM

[Import PAC]
1 PAC

« disk0 disk0
o diskl diskl
* flash

«ftp FTP
«http HTTP
e https HTTPS
*smb SMB
«titp TFTP

shttp HTTP
e https HTTPS
*smb SMB

«titp TFTP

2 Cisco ASA ASDM 7.4

Cisco TrustSec

ASA

SXP

ASA

PAC



5 PAC
ISE

6
7 [Import]
8 [Apply]

PAC ASCII 16

ASA
Security Exchange Protocol
Cisco TrustSec Security Exchange Protocol
1 UP/UP
SXP

SXP
show running-config

Security Exchange Protocol .

SXP

ASA SXP

“WARNING: SXP configuration iIn process, please wait for a few moments and try again.”

1 [Configuration] > [Firewall] > [Identity By TrustSec]

2 [Enable Security Exchange Protocol]

SXP
3 SXP
IPv4 IPv6
IP
SXP IP
IP

SXP
ASA  route/ARP

4 SXP TCP MD5
SXP

ASDM 2 Cisco ASA

ASA

SXP

ASDM 7.4

SXP
IP IP
IP ASA
SXP syslog
IP




B s-

5 ASA
ASA
120 0
SXP
6
SXP SXP
ASA SXP
SXP
1 64000
7 [Apply]
SXP
SXP

SXP
[Retry Timer]
0 64000
ASA  SXP
ASA
SXP ASA
ASA SXP

120

1 [Configuration] > [Firewall] > [Identity By TrustSec]

2 [Add]

3 SXP IPv4

4 1
* [Default] SXP

* [None] SXP

* [Local]

2 Cisco ASA

. ASDM

SXP

[Add Connection]

IPv6

SXP

SXP

ASDM 7.4

80

SXP SXP

ASA
ASA

IP ASA



* [Peer] SXP

6 SXP ASA
* [Speaker] ASA  IP-SGT

e [Listener] ASA IP-SGT
7 [Advanced] SXP IPv4 IPv6
ASA
SXP IP ASA  route/ARP
SXP IP
8 [OK]
9 [Apply]
ASA ISE SGT
ASA ASA ISE
* ISE AAA
* ISE PAC
« Cisco TrustSec ASA AAA
ISE
ISE ASA
ASA ASA
ISE ASA
N
ISE ASA

ASA
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1 [Configuration] > [Firewall] > [Identity By TrustSec]

2

. ASDM

[Server Group Setup] [Refresh Environment] > [Data]
ASA ISE Cisco TrustSec
Cisco TrustSec ASA ACL
Cisco TrustSec
ACL
. 19
ACL ACL 48
« ACL
37
Cisco TrustSec
sample_securitygroupl 10.0.0.0 255.0.0.0
10.0.0.0/8 IP
IP IP Active Directory
FQDN
Cisco TrustSec
SGT 16 ID
ASA
ID
2 Cisco ASA ASDM 7.4



Ir22Ta

SGT 2SGT
ASA EtherType 0x8909
ASA
ID
2SGT
2SGT
12: 2S5GT
Router
Inline Tagged Inline Tagged
SGT100 SGT 100
ASA
Untagged

SGT 100 = User 1

ACL: Allow User 1

to access senver

Uszer 1 Server
4:
SGT IP-SGT
cts manual SGT IP-SGT SGT IP-SGT
ASDM 2 Cisco ASA
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cts manual policy static sgt | SGT policy static sgt sgt_number |SGT policy static sgt sgt_number
sgt_number
cts manual policy static sgt | SGT SGT |SGT policy static sgt sgt_number
sgt_number trusted
S
IP-SGT IP-SGT SGT
0x0
5
cts manual
cts manual propagate sgt
cts manual no propagate sgt
to-the-box from-the-box
6 : to-the-box from-the-box
to-the-box
to-the-box
cts manual SGT

. ASDM 2 Cisco ASA ASDM 7.4




IP-SGT

ctsmanual
from-the-box SGT IP-SGT

cts manual no
propagate sgt

cts manual SGT
from-the-box IP-SGT

cts manual propagate
sgt

o o1 AW

IP-SGT IP-SGT SGT
0x0

« [Configuration] > [Device Setup] > [Interfaces] > [Add Interface] > [Advanced]
« [Configuration] > [Device Setup] > [Interfaces] > [Add Redundant Interface] > [Advanced]

* [Configuration] > [Device Setup] > [Interfaces] > [Add Ethernet Interface] > [Advanced]

[Enable secure group tagging for Cisco TrustSec]
[Tag egress packets with service group tags]
[Add a static secure group tag to all ingress packets]
2 65519
[This is a trusted interface.Do not override existing secure group tags]

[OK]

IP-SGT
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. Cisco TrustSec AnyConnect VPN

1 [Configuration] > [Firewall Identity by TrustSec]

2 [SGT Map Setup]

3 [SGT Map]

2 65519 SGT

4 [OK] [Apply]

Cisco TrustSec

[Add]

SGT

SGT IP SGT

AnyConnect VPN

ASA VPN AAA
VPN
SGT VPN
2 Cisco TrustSec
AAA SGT
VPN SGT
1. ISE AAA VPN
2. ASA ISE AAA SGT
ASA IP
3. ASA AAA
4. ASA AAA SGT IP 2
SGT
5. SGT Cisco TrustSec
AAA VPN SGT ASA
SGT SGT
0x0
A\
ISE CoA ISE
VPN
ASDM 7.4
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SGT

b)
c)

d)

a)
b)

c)
d)

€)

VPN SGT B

VPN
VPN
VPN SGT
SGT

VPN SGT
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies]
[General] [More Options]
[Security Group Tag (STG)] 2 65519
SGT [None]
[OK]

SGT
[Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users]
[Edit]

[VPN Policy]
[Security Group Tag (STG)] 2 65519
SGT [None]
[OK]

Cisco TrustSec

Cisco TrustSec

« [Monitoring] > [Properties] > [Identity By TrustSec] > [SXP Connections]
Cisco TrustSec SXP

« [Monitoring] > [Properties] > [Connections]

IP

ASDM 2 Cisco ASA ASDM 7.4 .




. Cisco TrustSec

. ASDM

* [Monitoring] > [Properties] > [Identity By TrustSec] > [Environment Data]
ASA Cisco TrustSec
« [Monitoring] > [Properties] > [Identity By TrustSec] > [IP Mapping]

IP
IP
ACL
[Where Used]
« [Monitoring] > [Properties] > [Identity By TrustSec] > [PAC]
ISE ASA PAC PAC

30

2 Cisco ASA ASDM 7.4



Cisco TrustSec

7: Cisco TrustSec

Cisco TrustSec .

Cisco TrustSec

9.0(1)

Cisco TrustSec ID

1 Cisco TrustSec

ASA  Cisco TrustSec
Cisco
TrustSec

ASA

Cisco
TrustSec

[Configuration] > [Firewall] > [Identity By TrustSec Configuration] >
[Firewall] > [Objects] > [Security Groups Object Groups Configuration]
> [Firewall] > [Access Rules] > [Add Access Rules Monitoring] >
[Properties] > [Identity By Tag]

9.3(1)

SGT
2SGT
ASA
EtherType 0x8909

[Configuration] > [Device Setup] > [Interfaces] > [Add Interface] >
[Advanced Configuration] > [Device Setup] > [Interfaces] > [Add
Redundant Interface] > [Advanced Configuration] > [Device Setup] >
[Add Ethernet Interface] > [Advanced]

ASDM

2 Cisco ASA

ASDM 7.4 .



. Cisco TrustSec
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ASA FirePOWER

ASA

* ASA FirePOWER
* ASA FirePOWER
* ASA FirePOWER
* ASA FirePOWER
* ASA FirePOWER
* ASA FirePOWER
* ASA FirePOWER
* ASA FirePOWER
* ASA FirePOWER

ASA FirePOWER

ASA FirePOWER
Control AVC URL

ASA FirePOWER
ASA 5585-X

ASA FirePOWER

ASDM 2 Cisco ASA

ASAFirePOWER

109
114
114
116
117
126
129
139
142
NGIPS Application Visibility and
AMP
ASA
ASA FirePOWER
ASAFirePOWER

ASA

ASDM 7.4




B ~saricerower

. ASA
ASA FirePOWER ASA
ASA FirePOWER
ASA
TCP
. FirePOWER
ASA
SPAN
ASA ASAFirePOWER
ASA

ASA

ASA ASAFirePOWER
ASA FirePOWER
ASA
FirePOWER ASA  ASA FirePOWER
ASA

1. ASA
2. VPN
3.
4, ASA FirePOWER
5. ASA FirePOWER
6. ASA ASA FirePOWER

7. VPN
8. ASA
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ASA FirePOWER

ASAFirePOWER

13:ASA

m_.

P——— il

ASA

ASA FirePOWER

ASA

Main System
-/I'Eirewa-lxlx‘- o I"'rPN.--R‘
\ Policy / \Decryption /T oide

Diverted Traffic

. ASAFirePOWER
e fsspectiu_n___

N

ASA FirePOWER|

——

—

A7 1444

ASA FirePOWER

2 ASA
ASAFirePOWER ASAFirePOWER
ASA FirePOWER
ASA FirePOWER
~
ASA
1
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B ~saricerower

ASA FirePOWER

. ASDM

14 : ASA FirePOWER

ASA !
Main System 4
el « Frewaly VPN N o |
inside \J;flwc‘: /‘-‘f\;mrb’ﬁ‘gnutside g
Copied Traffic
g
[ ASAFirePOWER |
N inspection J__/"
ASA FirsPOWER g
ASA FirePOWER
IDS
ASA
FirePOWER
ASA
ASA
ASA FirePOWER
SPAN

15: ASA FirePOWER

“ Main System
E { FII‘EWET\I VPN N
- "\ Policy jFQECWﬂT'J

_——____ Forwarded Tra’rhc E.
/~ ASAFirePOWER P g
. inspection #_J B
. R o |
ASA FirePOWER & 5
2 Cisco ASA ASDM 7.4
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ASA FirePOWER

ASA FirePOWER
CLI
ASA FirePOWER
« Firepower/FireSIGHT Management Center Management Center
Management Center
6.0 Firepower
FireSIGHT
*« ASDM / ASDM
ASA
ASA HTTP
ASA FirePOWER ASA HTTP
ASA
» ASA FirePOWER HTTP ASA
* ASA FirePOWER Web
ScanSafe Web
ASA FirePOWER
ASA FirePOWER
» Mobile User Security MUS ASA
FirePOWER
ASA ASA FirePOWER
ASA FirePOWER URL
ASA FirePOWER FirePOWER Management Center HTTP
URL
URL
ASA FirePOWER FirePOWER Management Center
ASAHTTP ASA CX HTTP

ASDM 2 Cisco ASA ASDM 7.4



http://www.cisco.com/en/US/docs/security/asa/compatibility/asamatrx.html

B ~saricerower

ASA FirePOWER
FirePOWER Management Center HTTP GET

ASA FirePOWER ASA  HTTP
« ASA FirePOWER ASA  HTTP
HTTP ASA FirePOWER
ASA HTTP
« ASAHTTP HTTP

policy-map type inspect http http_inspection_policy
parameters
no protocol-violation action drop-connection

. ASA CX ASA FirePOWER FirePOWER
Management Center IP CX

ASA FirePOWER

ASA FirePOWER

Firepower/FireSIGHT Management Center ASA FirePOWER

Management Center

FireSIGHT System User Guide 5.4 Firepower Management Center
Configuration Guide 6.0 FireSIGHT Management Center
ASDM ASA FirePOWER ASA  FirePOWER

ASA

FirePOWER Module User Guide 5.4 ASA FirePOWER Services Local
Management Configuration Guide 6.0 ASDM
ASA

ASA FirePOWER

ASA
ASA FirePOWER ASA ASA  ASA FirePOWER

. ASDM 2 Cisco ASA ASDM 7.4



ASA FirePOWER B

ASA ASA
FirePOWER
)
ASA FirePOWER
CLlI clear
configure interface
ASA
ASA FirePOWER
)
ASA FirePOWER
CLI clear configure interface
* ASA ASA FirePOWER
Cisco ASA Compatibility
* ASA5512-X  ASA 5555-X SSD
ASA 5500-X
5506-X 5508-X 5516-X SSD
* ASA5585-X
ASA FirePOWER
» ASA 5585-X ASA FirePOWER
30

ASA FirePOWER ASDM

+ ASDM ASA ASDM ASA FirePOWER

Cisco ASA
Compatibility

ASDM 2 Cisco ASA ASDM 7.4 .


http://www.cisco.com/en/US/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/en/US/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/en/US/docs/security/asa/compatibility/asamatrx.html

B ~saricerower

FirePOWER

« Java 7 Update 51
ID

ASA
ASAFirePOWER

Java 8

15

ASA

ASA  ASAFirePOWER

Install an Identity Certificate for ASDM

« ASDM  Firepower Management Center

* ASA

* ASA.

* ASA  NetFlow
FirePOWER

113

flow-export delay flow-create

ASA

NetFlow

ASA FirePOWER

ASA FirePOWER

8: ASA FirePOWER

ASA

IP
Management IP Address

192.168.8.8/24

192.168.45.45/24

Gateway

192.168.8.1/24

SSH session
Username

admin

. ASDM 2 Cisco ASA
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http://www.cisco.com/go/asdm-certificate

ASA FirePOWER

Password
. 6.0 Adminl23
* 6.0 Sourcefire
Admin123
ASA FirePOWER
ASA FirePOWER
ASA FirePOWER
ASA FirePOWER
ASA
ASA 5585-X
ASA FirePOWER ASA

ASA 5585-X ASA FirePOWER SSP  ASA FirePOWER Management 1/0

| [ Tiiiwas 1

1
ASA Management 0/0
Default IP: 192.168.1. 1

ATadE

ASA FirePOWER 1/0
mn ASAFirePOWER
1/x ASA
ASA
ASA
ASA FirePOWER  ASA

Management 1/0
Management 1/0 ASA

ASDM 2 Cisco ASA ASDM 7.4 .




ASA5506-X  ASA 5555-X

Module Gateway
’ to Inte?net
Layer2 === management _@_ Intermet ™,
Switch ASA Management 0/0 [ J
Module Management 1/0
Sel IP to be on same nelwork as MOO
Management PC
ASAB506-X  ASA 5555-X
ASA FirePOWER
ASA FirePOWER 0/0 11
ASA
ASA FirePOWER
ASA FirePOWER
ASA
ASA
ASA IP
ASA
1. ASA ASA FirePOWER
IP
2. ASA FirePOWER
3.

ASAFirePOWER  ASA

Management Gomputer
DHCP from inside ifc: 192.168.1.x

ASA FirePOWER Default Gateway
Layer 2
Switch o

GigabitEthernet 1/2
192.168.1.1

GigabitEthernet 1/1

© Outside
- .
DHGP from outside nw

_4

(May be required)
Firepower Management Center
DHCP from inside ifc: 192.168.1.x

Management 1/1

No ASA IP address
ASA FirePOWER IP address: 192.168.1.2

. ASDM 2 Cisco ASA

ASDM 7.4




ASA5506-X 5508-X 5516-X
IP ASA

0/0 171  ASA IP

ASA FirePOWER
ASA IP
ASA  ASA FirePOWER

ASA 5585-X
ASA FirePOWER ASA

ASA 5585-X  ASA FirePOWER SSP  ASA FirePOWER Management 1/0

| I_IIIIII
L] =2l

sSSP Astm Management 0/0 E
Default IP: 192.168.1.1 E
ASA FirePOWER 1/0
11 ASAFirePOWER
ASA
ASA
ASA

ASAFirePOWER ASA

ASA FirePOWER Default Gateway

Managarnant Rauter
Computer e

ASA B585-X

™y
{ Internet j

Module Management 140
— Sel IP lo be on same network as MO0

Firepower
Management Center
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ASA 5506-X  ASA 5555-X  ISA 3000

Management 0/0
ASA BVI IP

ASAFirePOWER Default Gateway

ASA 5585-X
Managemernt BVI IP Address for management

Computer

[mternet i

Layer 2
Switch

Module Management 10
Sel P o be on same nelwork as BYY

Firepower

Management Center
S
NAT
ASA
ASA5506-X  ASA5555-X  ISA 3000
ASA FirePOWER
ASA FirePOWER 0/0 171
ASA
ASA FirePOWER
ASA FirePOWER
ASA FirePOWER ASA 5500-X ISA 3000
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Management Center ASA FirePOWER .

ASA FirePOWER Default Gateway

Management Router
Computer S o

A 2 .I"-\.
Internet ™

— ASA |P address: 192.168.1.1

= et
) ! Management 1/1

Firepower ASA FirePOWER IP address: 192.168.1.2
Management Center
ASA
ASA BVI IP
Management

Computer ASA FirePOWER Default Gateway

ASA 192.168.1 %

BVI IP Address: 192.168.1.1
T—_, \ Router
outside

GigabitEthernet 11

.

Ir

r

(May be required)
Firepower Management 1/1
Management Cernter No ASA IP address
ASAFirePOWER IP address: 192.168.1.2

A\

NAT
ASA
Management Center ASA FirePOWER
Firepower/FireSIGHT Management Center ASA FirePOWER
CLI CLlI
Management Center
+ ASDM ASDM

ASA FirePOWER 124
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. 1 Management Center Management Center
Management Center
configure manager add Management Center
Management Center

ASA FirePOWER CLI
ASA FirePOWER CLI

1
* ASA5585-X ASAFirePOWER
DB-9 to RJ-45 uUsB
. DB-9 to RJ-45 uUsSB
ASA ASA 5506-X/5508-X/5516-X
usB usB
ASA CLI ASA FirePOWER
session sfr
ASA 138
2 SSH
IP ASA FirePOWER 116
ASDM  ASA IP SSH
ASDM [Wizards] > [Startup Wizard] [ASA FirePOWER Basic
Configuration] IP
ASA FirePOWER
ASA FirePOWER CLI
ASDM Firepower/FireSight

Management Center
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ASA FirePOWER B

ASAFirePOWER CLI 122 CLI
1 ASA FirePOWER CLI admin
ASAFirePOWER
116
2
ASAFirePOWER 117
ASA FirePOWER

. 192.168.1.2

. 255.255.255.0

. IP 192.168.1.1

System initialization in progress. Please stand by.

You must change the password for "admin® to continue.

Enter new password: <new password>

Confirm new password: <repeat password>

You must configure the network to continue.

You must configure at least one of IPv4 or IPV6.

Do you want to configure 1Pv4? (y/n) [yl: vy

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.86.118.3
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.252.0
Enter the IPv4 default gateway for the management interface []: 10.86.116.1

Enter a fully qualified hostname for this system [Sourcefire3D]: asasfr.example.com
Enter a comma-separated list of DNS servers or "none” []: 10.100.10.15,
10.120.10.14

Enter a comma-separated list of search domains or "none® [example.net]: example.com
IT your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run "configure network http-proxy®

(Wait for the system to reconfigure itself.)

This sensor must be managed by a Defense Center. A unique alphanumeric
registration key is always required. In most cases, to register a sensor
to a Defense Center, you must provide the hostname or the IP address along
with the registration key.

"configure manager add [hostname | ip address ] [registration key ]*

However, if the sensor and the Defense Center are separated by a NAT device,
you must enter a unique NAT 1D, along with the unique registration key.
“configure manager add DONTRESOLVE [registration key ] [ NAT ID ]*

Later, using the web interface on the Defense Center, you must use the same

registration key and, if necessary, the same NAT ID when you add this
sensor to the Defense Center.
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3 ASA FirePOWER Management Center
> configure manager add {hostname | IPv4_address | IPv6_address | DONTRESOLVE} reg_key
[nat_id]

« {hostname | IPv4_address | IPv6_address | DONTRESOLVE} Management Center

IP Management Center
DONTRESOLVE
* reg_key ASA FirePOWER Management Center

e nat_id Management Center ~ ASA FirePOWER
hostname = DONTRESOLVE

4
> exit
ASDM ASA FirePOWER
ASDM ASA ASA FirePOWER IP
ASDM
ASDM ASDM
1 ASA Web
2 [Address] URL https://192.168.1.1/admin Cisco ASDM Web
3 [Install ASDM Launcher] [Run ASDM] [Run Startup Wizard]
4 ASDM Cisco ASDM-IDM Launcher
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ASDM ASA FirePOWER .

[Install ASDM Launcher] Install an Identity
Certificate for ASDM ASA ID ASA FirePOWER
5 [OK] ASDM
6 ASA FirePOWER IP
[Startup Wizard]
IP IP
7 [Wizards] > [Startup Wizard]
8 ASA [ASA Firepower Basic Configuration]
[ Cisco ASDM 7.3 for ASA - 192.168.1.1 - Startup Wizard [
¢ Startup Wizard ASA FirePOWER Basic Configuration (Step 9 of 12)

In order to establish proper connectivity with the ASA FirePOWER service blade, please enter
all necessary information,

Mote: ASA FirePOWER-related configuration is intended for bootstrapping. Modifying an
existing ASA FirePOWER. configuration may lead to undesired results,

[] Eelect to Bypass ASA FirePOWER Configuration.!

Metwork Settings
IP fddress: | 192.168.1.2 I

Subnet Mask: |255.255.255.0w

Gateway: 192.168.1.1 I
Please read the following license agreement. You must accept the terms of this agreement
before continuing the wizard.

End User License Agreement -

, IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT
|CAREFULLY. IT IS YERY IMPORTANT THAT YOU CHECK THAT YOU ARE

i PURCHASING CISCO SOFTYWARE OR. EQUIPMENT FROM AN APPROYED

| SOURCE AND THAT YOU, OR THE ENTITY YOU REPRESENT (COLLECTIVELY,

i THE "CUSTOMER") HAYE BEEN REGISTERED AS THE END USER FOR THE 1]
|PURPOSES OF THIS CISCO END USER LICENSE AGREEMENT. IF YOU ARE NOT
|REGISTERED AS THE END USER. YOU HAYE NO LICENSE TO USE THE |

| SOFTWARE AND THE LIMITED WARRANTY IN THIS END USER LICENSE

| AGREEMENT DOES NOT APPLY. ASSUMING YOU HAVE PURCHASED FROM AN
| APPROVED SOURCE, DOWNLOADING, INSTALLING OR USING CISCO OR

| CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS

i AGREEMENT.

| CISCO SYSTEMS, INC. OR ITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD OF  ~ i
[« [ 3

() I accept the agreement

<ok ) ot > ) i ) [ Gonel | (1
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B ~saricerower

o [IP Address] 192.168.1.2

* [Subnet Mask]  255.255.255.0

* [Gateway] 192.168.1.1

9 [l accept the agreement] [Next]

10 ASDM

ASA FirePOWER

ASAFirePOWER

ASA
ASA FirePOWER
Next Generation IPS
ASA FirePOWER
FireSIGHT
Web https://DC_address

122
https://dc.example.com

ASDM

ASA FirePOWER
FireSIGHT System User Guide 5.4

[Finish]

ASA Firepower

DC_address
DNS IP

ASA FirePOWER

[Home] > [ASA FirePOWER Status]

Management Center

Firepower Management Center Configuration Guide

6.0 http://www.cisco.com/c/en/us/support/security/defense-center/

products-installation-and-configuration-guides-list.html

ASDM
ASDM

ASA FirePOWER
ASA FirePOWER Module User Guide 5.4
Configuration Guide 6.0

2 Cisco ASA ASDM 7.4

. ASDM

[Configuration] > [ASA FirePOWER Configuration]

ASDM
ASA FirePOWER Services Local Management

http://www.cisco.com/c/en/us/support/security/asa-firepower-services/
products-installation-and-configuration-guides-list.html


http://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html

ASA FirePOWER B

ASA FirePOWER
ASA
ASA
FirePOWER ASA
* ASAFirePOWER IPS CX
ASA FirePOWER
* ASA ASA FirePOWER
1 [Configuration] > [Firewall] > [Service Policy Rules]
2 [Add] > [Add Service Policy Rule]
3 [Next]
4
[Any Traffic]
ACL
[ Next ]
51 Rule Actions ] [ASA FirePOWER ASA
FirePOWER Inspection ]
6 [ ASA FirePOWER Enable ASA FirePOWER for this traffic flow ]

7 [ASA FirePOWER Card Fails]
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o [Permit traffic]

ASA

« [Close traffic]
ASA

[Monitor-only]

FirePOWER

9 [

. ASDM

Finish ] [

ASA FirePOWER

* ASA

ASA

2 Cisco ASA

Apply ]

VLAN

ASA

ASDM 7.4

ASA ASA
ASA
SPAN
112
BVI
VLAN
ASA

ASA FirePOWER



ASA FirePOWER B

interface physical_interface

hostname(config)# interface gigabitethernet 0/5

2 ASA

no nameif

traffic-forward sfr monitor-only

no shutdown

GigabitEthernet 0/5

interface gigabitethernet 0/5
no nameif
traffic-forward sfr monitor-only
no shutdown

ASA FirePOWER
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ASA FirePOWER ASA

SSD

ASA  ASA FirePOWER
SSD ASA FirePOWER
SSD

ASA FirePOWER
SSD
SSD ASA
. disk0
ASA 1
ASA CLI
CX ips

sw-module module ips shutdown sw-module module ips uninstall reload

ASA FirePOWER

module sfr uninstall

* IPS CX
no service-policy ips_policy global
ASDM
« Cisco.com ASA FirePOWER
2 Cisco ASA ASDM 7.4

3GB
IPS
ASA
CXSC
sw-module
CLlI



2

4

5

ASA
SSD
*« ASDM
FTP TFTP HTTP HTTPS SMB SCP
ASDM [Tools] > [File management] File Transfer
[Between Local PC and Flash] [Between Remote Server and Flash]
ASA disk0
*« ASACLI TFTP FTP HTTP HTTPS
copy TFTP
ciscoasa# copy tftp://10.1.1.89/asasfr-5500x-boot-5.4.1-58.1img
diskO:/asasfr-5500x-boot-5.4.1-58. img
ASA FirePOWER HTTP HTTPS FTP
Cisco.com ASA FirePOWER
ASA disk0
ASA disk0  ASA FirePOWER

sw-module module sfr recover configure image diskO0: file_path

hostname# sw-module module sfr recover configure image diskO:asasfr-5500x-boot-5.4.1-58.img

ERROR: Another service (cxsc) is running, only one service is allowed to run at any time,

ASA FirePOWER

sw-module module sfr recover boot

ASA FirePOWER 5 15 ASA
FirePOWER
Enter
admin Admin123

hostname# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is "CTRL-"X".
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Cisco ASA SFR Boot Image 5.3.1
asasfr login: admin
Password: Adminl23

ttyS1
session

asasfr-boot> setup

asasfr-boot> setup

Welcome to SFR Setup
[hit CtrI-C to abort]
Default values are inside []

DNS
¢ Host name 65
» Network address IPv4 IPv6 DHCP IPv4
IPv6
* DNS information 1 DNS
* NTP information NTP NTP
7
asasfr-boot> system install [noconfirm] url
noconfirm HTTP HTTPS

FTP URL

ASA FirePOWER
10
60 80 show module sfr
Up

asasfr-boot> system install http://upgrades.example.com/packages/asasfr-sys-5.4._1-58_pkg
Verifying
Downloading
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5585-X ASA FirePOWER B

Extracting

Package Detail
Description: Cisco ASA-FirePOWER 5.4.1-58 System Install
Requires reboot: Yes

Do you want to continue with upgrade? [y]l: y

Warning: Please do not interrupt the process or turn off the system.

Doing so might leave system in unusable state.

Upgrading

Starting upgrade process ...

Populating new system image

Reboot is required to complete the upgrade. Press "Enter® to reboot the system.
(press Enter)

Broadcast message from root (ttyS1l) (Mon Feb 17 19:28:38 2014):

The system is going down for reboot NOW!
Console session with module sfr terminated.

8 ASA FirePOWER

ciscoasa# session sfr console

ciscoasa# session sfr console

Opening console session with module sfr.

Connected to module sfr. Escape character sequence is "CTRL-"X".
Sourcefire ASA5555 v5.4.1 (build 58)

Sourcefire3D login:

9 ASA FirePOWER 122

5585-X ASA FirePOWER
ASA5585-X  ASA FirePOWER

ASA FirePOWER SSP  Management-0 TFTP
Management-0 SSP Management1/0
ROMMON Management-0 Management0/1
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[ 5585-x Asa FirePowER

\}

ASA 5585-X ASA FirePOWER

30
TFTP
. ASA FirePOWER
Management1/0 TFTP
» Management1/0
TFTP
1
2
system reboot
3 Esc GRUB
ROMMON
4 ROMMON
set
» ADDRESS IP
« SERVER TFTP IP
* GATEWAY TFTP TFTP Management1/0
TFTP IP TFTP
TFTP
« IMAGE TFTP TFTP
[tftpboot/images/filename.img IMAGE images/filename.img

ADDRESS=10.5.190.199
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5585-X ASA FirePOWER B

SERVER=10.5.11.170
GATEWAY=10.5.1.1
IMAGE=asasfrboot-5.4.1-58.1img

5
sync
6
tftp
!
7 Adminl23 admin
8
setup
DNS
* Host name 65
 Network address IPv4 IPv6 DHCP IPv4
IPV6
« DNS information 1 DNS
* NTP information NTP NTP
9
system install [noconfirm] url
asasfr-boot> system install http://upgrades.example.com/packages/asasfr-sys-5.4_1-58_pkg
noconfirm
ASA FirePOWER 10
10 admin ASA
FirePOWER 116
11 ASA FirePOWER 122
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CLI

116

* ASA  hw-module sw-module
FirePOWER

admin

session {1 | sfr} do password-reset

ASA

. ASA 5585-X
hw-module module 1 {reload | reset}

ASA 5585-X ASA FirePOWER

30

2 Cisco ASA ASDM 7.4

ASA

password-reset

sfr

ASAFirePOWER

ASA



sw-module module sfr {reload | reset}

* ASA ASA

. ASA 5585-X

hw-module module 1 shutdown

sw-module module sfr shutdown

sw-module module sfr uninstall
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ciscoasa# sw-module module sfr uninstall

Module sfr will be uninstalled. This will completely remove the disk image
associated with the sw-module including any configuration that existed within it.

Uninstall module sfr? [confirm]

2 ASA
reload
ASA
ASA FirePOWER CLI
ASA ASA FirePOWER CLI ASA
5585-X
Telnet
Telnet
Telnet ASA
FirePOWER admin
ASA FirePOWER 116
* Telnet
session sfr
ASA FirePOWER CLI ASA CLI
logout  exit Ctrl+Shift+6  x

session sfr console

Ctrl+Shift+6  x
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session sfr console Ctrl+Shift+6  x
Ctrl+Shift+6  x
ASA FirePOWER ASA
ASA FirePOWER
ASA ASA
FirePOWER ASA
ASA
console session sfr
ASA
ASA
Management
Center FireSIGHT System User Guide 5.4 Firepower Management
Center Configuration Guide 6.0
ASDM [Configuration] > [ASA FirePOWER Configuration] > [Updates]
[Updates] [Help]
ASA FirePOWER
ASA
FirePOWER syslog syslog
ASA FirePOWER  syslog 434001
[Tools] > [Command Line Interface]
[Home] [ASA FirePOWER Status]
Management Center
ASDM [Home] > [ASA FirePOWER Dashboard]
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sfr show
service-policy sfr clear service-policy

ASA FirePOWER

ciscoasa# show service-policy sfr

Global policy:
Service-policy: global_policy
Class-map: my-sfr-class
SFR: card status Up, mode fail-close
packet input 2626422041, packet output 2626877967, drop 0O, reset-drop O, proxied

ASDM

ASDM ASA FirePOWER

» [Home] > [ASA FirePOWER Reporting] Web

10

« [Monitoring] > [ASA FirePOWER Monitoring]
syslog

ASA FirePOWER

« show asp table classify domain sfr
ASA FirePOWER NP

« show asp drop

» show conn

2 Cisco ASA ASDM 7.4



X - inspected by service module

show asp drop ASA FirePOWER

« sfr-bad-tlv-received ASA  FirePOWER
ID TLV Standy/Active
TLV

« sfr-request FirePOWER FirePOWER
FirePOWER Deny Source
Deny Destination Deny Pkt

« sfr-fail-close
fail-close fail-open

« sfr-fail FirePOWER
FirePOWER

« sfr-malformed-packet FirePOWER
« sfr-ha-request FirePOWER HA

« sfr-invalid-encap
FirePOWER

« sfr-bad-handle-received FirePOWER
FirePOWER
ASA

« sfr-rx-monitor-only FirePOWER

« sfr-request FirePOWER 0

* reset-by-sfr FirePOWER
1
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« sfr-fail-close

fail-close
ASA FirePOWER
ASA5585-X ASA9.2(2.4) | ASAFirePOWER IPS NGIPS
ASA FirePOWER SSP ASA AVC
FirePOWER URL AMP
ASA 5512-X  ASA5555-X  ASA 531
FirePOWER
[Home] > [ASA FirePOWER Status] [Wizards] > [Startup
Wizard] > [ASA FirePOWER Basic Configuration]
[Configuration] > [Firewall] > [Service Policy Rules] > [Add
Service Policy Rule] > [Rule Actions] > [ASA FirePOWER
Inspection]
ASA5506-X  ASA FirePOWER ASA 9.3(2) ASA 5506-X  ASA FirePOWER
ASDM ASDM 7.3(3) FireSIGHT Management Center
ASDM
ASA S
FirePOWER
54.1
[Home] > [ASA FirePOWER Dashboard] [Home] > [ASA
FirePOWER Reporting] [Configuration] > [ASA FirePOWER
Configuration] [Monitoring] > [ASA
FirePOWER Monitoring]
ASA 9.3(2)
ASA FirePOWER ASA
FirePOWER
5.4.1 ASA

traffic-forward sfr monitor-only
CLI

. ASDM

2 Cisco ASA

ASDM 7.4



ASA FirePOWER B

5506H-X 5506W-X 5508-X ASA 9.4(1) FireSIGHT Management Center ASDM
5516-X ASDM ASDM 7.4(1)

ASA

FirePOWER

5.4.1
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Cisco

ASA Cisco Web

Cisco Web ScanSafe SoftwareasaService SaaS
Web Web
ASA Web
« Cisco Web 145
« Cisco Web 149
. Web 150
« Cisco Web 151
. Web 162
« Cisco Web 162
« Cisco Web 168

Web

ASA Web ASA
HTTP HTTPS Web
Web
Cisco ScanCenter

ASA AAA
ASA
Web
Web

ASA
Web
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Web

ASA

Web
Web

* AAA

ASA

ASA
ASA 2

ASA

2 Cisco ASA

Web
Web
Web Web
Web
Web
Web
Web
ASA  Active Directory AD
AD
ACL
ASA AAA
AAA
AAA
Web
Web
Web Web
1
ASA
Web
2 ASA
ASDM 7.4

AAA



°1 ASA Web

* ASA

ScanCenter  https://scancenter.scansafe.com/portal/admin/login.jsp

URL Web

ScanCenter .

ASA ScanCenter

http:/Amwwicisco.com/clen/us/support/security/cloud-web-security/products-installation-and-configuration-guides-list.html

ScanCenter
ScanCenter
Web
ASA ScanCenter  URL
ScanCenter
ASA
ASA

ScanCenter

domain-name\group-name

ASA domain-name\\group-name

ScanCenter
\ 1
[domain\]group-name
ASA 2

ScanCenter

ASDM 2 Cisco ASA ASDM 7.4
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HTTP
Web

HTTP
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\\
ASA



https://scancenter.scansafe.com/portal/admin/login.jsp
http://www.cisco.com/c/en/us/support/security/cloud-web-security/products-installation-and-configuration-guides-list.html

. ASDM

\ 1

Cisco\\Boulderl ASA Web
\ 1 Cisco\Boulderl
1
» ScanCenter
ASA ASA
. IP IP ASA
IP ASA IP

domain-name\username

* RADIUS TACACS+ AAA
LOCAL\username

 LDAP AAA
domain-name\username
[domain-name\]Jusername

Guest ASA Guest
Cisco\Guest ASA Cisco\Guest
group+group ASA
IP
ASA
IP
2 Cisco ASA ASDM 7.4



ASA ASA
America\Management
1. America\Management
2.
3. group+group ASA
4. America\Management
ASA
Cisco Cloud Web Security Cloud Web Security
ASA
ASA 15
5
ASA TCP
ASA
ASA
ASA Web
ASA Web
Web
Web
Cisco Web
ASAv Premium
ASA Web
3DES/AES
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Web

Web Cisco Web
ASA ScanCenter
Web
/
Web
Web
IPv6
IPv6 Web IPv4
IPv6 Web
IPV6 NAT 64 IPv6 IPv4
. Web ASA
. Web URL ASACX
ASA FirePOWER
Web
. SSL VPN Web
SSL VPN Web ASA
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. Web
scansafe server

. Web
. Web
2
IP
Web
IP

Web

Web

Cisco

Cisco Web .

http://www.cisco.com/go/cloudwebsecurity

Web

Web

* AAA

www.example.com

1 Web

ASDM 2 Cisco ASA

Web

show
15 25
HTTP
IP
PAT
PAT
ASA
ASA
Web
8080
IP/ IP/
Web
80 443
Web
ASA
ASA
FQDN ASA DNS
152

ASDM 7.4



http://www.cisco.com/go/cloudwebsecurity

Web

2 153
3 Web 154
4 160
5 Web 161
Web
Web Web
Web
. ASA DNS
Web
Web /

1 [Configuration] > [Device Management] > [Cloud Web Security]

2 IP
Cisco Cloud Web Security Web
Web HTTP  HTTPS
8080
3 [Other]
* [Retry Counter] Web
30
2 100 5
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* [License Key] [Confirm License Key] ASA
Web 16 16
16 16
4 [Apply]
5
AAA
Web
Web ASA
ScanSafe
AAA IP
URL
Web
ACL

1 [Configuration] > [Firewall] > [Objects] > [Class Maps] > [Cloud Web Security]
2

® [Add] 40
. [Edit]
3 [Match All] [Match Any]
[Match All]
[Match Any] 1
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I
. Web

a) [Match] [No Match]
* [Match]

* [No Match]

cisco johncrichton
aerynsun [No
Match]
b)
¢) [OK]
anon MAdd ScanSafe Traffic Class Map
Name: whitelistl
Description: whitelisted traffic
Match Option: Match All () Match Any
Match Type Critérion Vialue -l"-dd
k3] Group cisco
OR @ User johncrichton
orR User aerynsun
Dele
Match Type: 08 Match g Mo match
@
Help Cancel %
o
5 [OK]
6 [Apply]

Web

Web
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Web .
Web Match Web
Do Not Match

ASA ASA

Web

1  [Configuration] > [Firewall] > [Service Policy]

. [Add] > [Add Service Policy Rule]

[Next]

* ScanSafe ScanSafe
[Edit] [Global]
inspection_default HTTP HTTPS
ScanSafe

2 [Traffic Classification Criteria]

[Next]
HTTP  HTTPS
* [Create a new traffic class] > [Source and Destination IP Address uses ACL ] Web
ACL
ACE 1
[Add rule to existing
traffic class] ACE
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Web

@No Add Service Policy Rule Wizard - Traffic Classification Criteria

G) Create a new traffic class: | scansafe-htp

Description (optional):

Traffic Match Criteria

™ Source and Destination IP Address (uses ACL)

TCP or UDP Destination Port

| RTP Range
B I Y T W I AR Y SRy

e I

303123

« [Create a new traffic class] > [TCP or UDP Port] Web
[Next] 1 TCP http TCP

https

« [Add rule to existing traffic class] Cisco Web
ACL

3 ACL
ACL

a) [Match] [Do Not Match]

[Match] Web
[Do Not Match] Web

DMZ Web
DMZ ACL ACE

b) [Source Criteria] IP
Cisco Trustsec

Web TrustSec

c) [Destination Criteria] IP
TrustSec

FQDN

d) [Service] http https [Next]
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5

Web .

Web HTTP HTTPS
ASA
HTTP-only HTTPS-only
8ne Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address.

| Do not match

Source Criteria

Source: I any4 D
User: | l_J
L

Security Group: .

Destination Criteria

Destination: | any4

Security Group:

Service: ‘m |

Description:

OOC

303124

[Rule Actions] [Protocol Inspection] [Cloud Web Security]
808 Add Service Policy Rule Wizard - Ruls
Cannection Settings = QoS h?

1

[ CTIQBE
@ Cloud Web Security |
[ | DCERPC arananTe.
|| DNS Configure... w
'“ ] ESMTP PR Configure... %
[Configure]

Web

[Configuration] > [Firewall] > [Objects] >
[Inspect Maps] > [Cloud Web Security]

a) [Cloud Web Security Traffic Action]
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Web

« [Fail Close] Web
« [Fail Open] Web ASA
b) [Add]
@anon Select Cloud Web Security Inspect Map

Select a Cloud Web Security inspect map for fine control over insgection.
Name
ows inspect pmap2

Cloud Web Security Traffic Action

(®) Fail Close () Fail Open

Help : Cancel OK §
C) [Cloud Web Security Inspection Map]
[OK]
« [Default User and Group]
ASA ASA
Web HTTP
ScanCenter
* [Protocol] [HTTP] [HTTPS]

Web
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Web II

ano Add Cloud Web Security Inspect Map

Name: http=-map

Description:

BElElEEE  Inspections. |

Default User and Group

Default User: EBoulder

Default Group: |Cisco

Protacol
Port: () Non ) HTTPS

Help Cancel - oK

* [Inspections] [Inspections] [Add]

[Manage]
[Whitelist] [OK]

d) [Select Cloud Web Security Inspect Map] [OK]
[Finish]

ACE
[Add rule to existing traffic class]
Web

ACE HTTP
HTTPS

[Rule Actions] [Finish]

ASDM 2 Cisco ASA ASDM 7.4 .
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8no Add Service Policy Rule Wizard - Traffic Classification Criteria

{:'I Create a new traffic class: glebal-class

Description (optional):
Traffic Match Criteria
Default Inspection Traffic
Source and Destination IP Address (uses ACL)
Tunnel Group
TCP or UDP Destination Port
RTP Range

IP DiffServ CodePoints (DSCP)

IP Precedence

Add rule to existing traffic class: | scansafe-htp 3

ap uses access control list (ACL) as its traffic match

] class-gefault a traffig class. P

HTTPS HTTP

[Service Policy Rules] Web

4 Add - [ Edit Tl Delete 0 " ¥ B @ - Q Find B3 Diagram &7 Packet Trace

| Traffic Classification

Mame # [Enabled Match Source Destination Service |
| * Clobal; Policy: global_policy |
| inspection_default U Match @ any @ any €, default

scansafe-http M 8 March @ any4 @ any4 - http |
; A 4 & http

*3 Do not match Ll test-netwo

S e i e

[Apply]

-

303130

ASA ACL
AD
ACL AAA

2 Cisco ASA ASDM 7.4

. ASDM

303127



Web .

ACL Web
IP ACL
Web ScanCenter
ACL
AD
S
ASA ACL
512
1 [Configuration] > [Firewall] > [Identity Options] [Cloud Web Security Configuration]
2 [Add]
3
[OK]
. [Find]
ASA AD
. domain_name\\group_name
. [Manage]
4 [Apply]
Web
ASA ScanCenter Web

https://scancenter.scansafe.com/portal/admin/login.jsp

Cisco ScanSafe Cloud Web Security Configuration Guides

http://lwww.cisco.com/en/US/products/ps11720/products_installation_and_configuration_guides_list.html

ASDM 2 Cisco ASA ASDM 7.4



https://scancenter.scansafe.com/portal/admin/login.jsp
http://www.cisco.com/en/US/products/ps11720/products_installation_and_configuration_guides_list.html

. Web

Web

Web [Monitoring] > [Properties] > [Cloud Web Security]
HTTP/HTTPS

URL

http://Whoami.scansafe.net

Cisco Web

Web
Web
10.6.6.0/24 IPVAHTTP HTTPS
HTTP HTTPS Web
Web ASA
ID Boulder Cisco
1 [Configuration] > [Firewall] > [Service Policy Rules] [Add] > [Service Policy Rule]
global_policy [Next]

. ASDM 2 Cisco ASA ASDM 7.4
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Web .

eanon Add Service Policy Rule Wizard - Service Policy

Adding a new service policy rule requires three steps:

Step 1: Configure a service policy.

Step 2: Configure the traffic classification criteria for the service policy rule.
Step 3: Configure actions on the traffic classified by the service policy rule.

Create a Service Policy and Apply To:

Only one service policy can be configured per interface or at global level. If a service policy already exists, then you
can add a new rule into the existing service policy. Otherwise, you can create a new service policy.

() Interface: outside - (create new service policy)

Policy Name: outside-policy

Description

pported IPvG to IPvE traffic

Description:

| Drop and log unsupported IPv6 to IPv6 traffic

*Only one service policy is allowed. Existing service policy names cannot be changed.

5]
[
<Back | [ Mext> | [ Cancel | [ Help | &
L J | g
scansafe-http
ACL [Next]
ano Add Service Policy Rule Wizard - Traffic Classification Criteria 1
@ Create a new traffic class: | scansafe-http f)
Description (optional): 1 ?
Traffic Match Criteria ?
_| TCP or UDP Destination Port il
| RTP Range @
man gt A bt o PP bl i, st B PP s e S
[Match] any4 tep/http
[Next]

ASDM 2 Cisco ASA ASDM 7.4 .




Web

Source Criteria

Source: i any4

User:

Security Group: [

Destination Criteria

[
Destination: | any4

Security Group: |

Description:

Qos | N

4 [Protocol Inspection] [Cloud Web Security]
N-XaXs! Add
Protocol Inspection e T TR Ty -1
[ cTigee
¥ Cloud Web Security
[) DCERPC
|| DNS Configure...

| ESMTP

5 [Fail Close]

Configure...

ASDM 7.4

[Add]

303125

[Configure]

303124

. ASDM 2 Cisco ASA



Web

@anon Select Cloud Web Security Inspect Map

Select a Cloud Web Security inspect map for fine control over insg

Name

Cloud Web Security Traffic Action
(=) Fail Close () Fail Open

[ Help | [ cancel | [Eokas] g
http-map [Default User]
[Default Group]  [Cisco] [HTTP]
806 Add Cloud Web Security Inspect Map
MName: 'http-map
Description: |

Parameters B L0440 1E .|

efault User and Group

Boulder

Default User:

Default Group: |Cisco

Protocol
Port: () Nan () HTTPS

| Help [ Cancel | [EOKE

[OK] [OK] [Finish]

ASDM 2 Cisco ASA ASDM 7.4
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Web

8

9

[Configuration] > [Firewall] > [Service Policy Rules]

global_policy

[Add rule to existing traffic class]

eanon Add Service Policy Rule Wizard - Rule Actions
Connection Settings | QoS  MetFlow = User Statistics |
[ cTiase
™ Cloud Web Security o Cu_nﬁﬂ& '_I Cloud Web Security Inspect Map: http-map, fail close
|| DCERPC Configure...
| DN Configure...
] ESMTP Configure...
[ FTP Configure...
[ H.323 H.225 Configure...
|| H.323 RAS Configure...
] HTTP Configure...
L) ICMP
[ ICMP Error
[ Is
M Configure...
[ IP-Options Configure...
Cama  m P —

[ <Back "  Cancel | [ Help |

[Add] > [Service Policy Rule]
[Next]

[scansafe-http]

eno Add Service Policy Rule Wizard - Traffic Classification Criteria

_, Create a new traffic class: global-class

Description (optional)

Traffic Match Criteria
Default Inspection Traffic

Source and Destination IP Address (uses ACL)

Tunnel Group

TCP or UDP Destination Port

RTP Range

IP DiffServ CodePoints (DSCP)

IP Precedence

ap uses access control list (ACL) as its traffic match

) class-default a tr class. -

2 Cisco ASA

ASDM 7.4

303129

303127

. ASDM



Web .

10 [Donot match] [any4] [10.6.6.0/24] [Service]
[tep/http] [ Next ]
N-Yals) Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address
Action: () Match ‘

Source Criteria

Source: | any4
User:

Security Group:

Destination Criteria

Destination: | 10.6.6.0/24

Security Group:

000 000

Service:
&
Description: =
P L e =
11 [ Finish ]
12 [Do not match] [Match]
4 Add - & Edit [ Delete © ¥ B3 @ - Q Find B3 Diagram & Packet Trace
Traffic Classification
| Hame # [Enabled Match Source Destination Service F
¥ Global; Policy: global_policy N
inspection_default & Match @ any @ any qQ, default
scansafe-http 08 Match @ any4 @@ any4 B http
3 Do net match o £ test-netwo... | http
a2
L T SR APV SRR,
[Match]
[Do not match] [Do not match]
[Match] [Do not match]
[Match]
13 scansafe-https

[HTTPS]

ASDM 2 Cisco ASA ASDM 7.4 .




Cisco Web
|

% Add - & Edit [J Delete

7 Configuration > Firew

+ 4 3 E3 W - Q Find B3 Diagram & Packet Trace

Traffic Classification
Mame

#

¥ Clobal; Policy: global_pelicy

inspection_default

T
: o

scansafe-https

TR o L SPpry B P e U T Y L g P

14 [Apply]

Cisco Web

1
2

Enabled | Match Source Destination Service

08 Match @ any @ any Q, default

08 Match @ any4 @ anyd = hrtp
& Do not match @@ any4 R test-netwo... I hitps
08 Match @ any4 @ anyd 1 https

*3 Do not match rf-_- test-netwo... ’

30313

Web

9.0(1)

Cisco Web Web

Web

[Configuration] > [Device Management] > [Cloud Web Security
Configuration] > [Firewall] > [Objects] > [Class Maps] > [Cloud
Web Security Configuration] > [Firewall] > [Objects] > [Inspect
Maps] > [Cloud Web Security Configuration] > [Firewall] >
[Identity Options Configuration] > [Firewall] > [Service Policy
Rules Monitoring] > [Properties] > [Cloud Web Security]

ASDM 7.4

. ASDM 2 Cisco ASA
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171

NAT

245
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NAT
« NAT 171
« NAT 172
« NAT 177
. NAT 185
. PAT 194
. NAT 215
. NAT 229
« NAT 236
« NAT 237

P IP
IPv4 IP
RFC 1918 IP
*10.0.0.0  10.255.255.255
«172.16.0.0  172.31.255.255
*192.168.0.0  192.168.255.255
NAT 1 IP
NAT IP IP
NAT
1
NAT

NAT

ASDM 2 Cisco ASA ASDM 7.4 .




B w

o |P NAT IP
. IP
IP
«IPv4  IPV6 9.0(1) IPv4
IPv6 NAT 2
A\
NAT NAT
NAT
NAT
. / / /
NAT

NAT

. / / /
NAT

. ASDM 2 Cisco ASA ASDM 7.4



. NAT
NAT
NAT
NAT
. NAT IP
IP
PAT 194
. NAT IP
. NAT
NAT
NAT 229
NAT
twice NAT
NAT
NAT
NAT
ASDM 2 Cisco ASA

NAT

1
NAT 185
PAT IP
IP
IP
NAT
Twice NAT
twice NAT 2
NAT
\VoIP
ASDM 7.4

NAT B

NAT 215

NAT
\Voice over IP  \oIP

NAT




B wicenar

IP IP
NAT
IP IP
sourceA/destinationA  sourceA/destinationB
twice NAT
1
Twice NAT
Twice NAT 1
sourceA/destinationA  sourceA/destinationB
\
NAT
NAT Telnet
Telnet 2323 23
23 2323 Telnet
NAT
NAT  Twice NAT
2 NAT

. NAT NAT

IP NAT

NAT

. ASDM 2 Cisco ASA ASDM 7.4



NAT B

» Twice NAT—
NAT
NAT
twice NAT
. NAT
. NAT—
IP IP 1
2 2 1
/
* Twice NAT— 1 1

1 twice NAT

sourceA/destinationA
sourceA/destinationB

* NAT
. NAT— NAT
* Twice NAT NAT NAT
NAT twice NAT 3
1 2
3 1
2 3
9:NAT
1 | Twice NAT
twice
NAT 1

ASDM 2 Cisco ASA ASDM 7.4




B w

. ASDM

NAT

10

10.1.1.0 11110

abracadabra catwoman

Twice NAT

*192.168.1.0/24

*192.168.1.0/24

+10.1.1.0/24

+192.168.1.1/32

+172.16.1.0/24

+172.16.1.0/24

2 Cisco ASA

ASDM 7.4

def

abc



NAT

NAT

NAT

+192.168.1.1/32

+10.1.1.0/24

+192.168.1.0/24

+172.16.1.0/24 abc
*172.16.1.0/24 def
*192.168.1.0/24

NAT

outside

16:

NAT

NAT

ASDM 2 Cisco ASA ASDM 7.4
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B oronar

BVI NAT
. NAT
BVI NAT
. NAT
. IP
PAT

. IPv4

IPv6 NAT64/46 NAT/PAT 44/66

NAT44/66 PAT44
PAT66
IPve NAT
NAT IPv6
. IPv4d  IPv6
. IPv4d  IPv6
2 IPv6 2 IPv4
. IPV6 PAT
NAT66
. NAT /64 IPv6
*FTP  NAT46 IPv4 FTP IPv6 FTP
EPSV
EPRT PASV PORT IPV6
IPve NAT
NAT IPv6 IPv4 IPv6

* NAT66 IPv6-to-IPv6 NAT

NAT PAT IPv6 NAT

. ASDM 2 Cisco ASA ASDM 7.4



VPN

NAT twice NAT
* NAT46 IPv4-to-IPv6 NAT
IPv4
twice NAT IPv6
IPv4 IPv6
IPv4 32 IPv6
IPv6 /96
32 201b::0/96
192.168.1.4 201b::0.192.168.1.4
IPv4
0Os IPv4
IPv6
2 IPv4
* NAT64 IPv6-to-1Pv4 IPv6
IPv4
. NAT
IP
* VPN
NAT
ESP UDP 500 4500
. PAT
* NAT
NAT
clear xlate
ASDM 2 Cisco ASA ASDM 7.4

NAT

IPv6
NAT
/96
IPv4
192.168.1.0/24
164
IPv4 2 IPv6
IPv4
PAT
1 NAT
NAT
ESP
VPN ESP
VPN UDP 500 4500
PAT
SA
CLI




B w

. ASDM

NAT PAT
clear xlate
* NAT
IP
o1 IPvd  IPv6
1
e Twice NAT NAT any
IPv4  IPv6 ASA
NAT IPv6-to-1Pv6 IPv4-to-1Pv4
ASA NAT any
any IPv6 IPv4
any IPv6 any
IPv4
IPv4
any IPv4

. NAT
. IP

. IP any

IP
PAT

. IP

. IP

. NAT VPN

IP

. VPN

. NAT
PPTP
PPTP
2 Cisco ASA ASDM 7.4

any

any

xlate



NAT B

« NAT VPN
«NAT  PAT
NAT 339
. 83(1) 83(2) 84(1) NAT ARP
8.4(2) NAT
ARP NAT
ARP
NAT 276

e arp permit-nonconnected

NAT any
ARP
NAT
8.3(1) 8.4(1) NAT
* NAT
NAT
* NAT

[Configurations] > [Device Management] >
[Advanced] > [Rule Engine]

NAT

NAT
NAT

el 1Pv4 IPv6
IPv4

ASDM 2 Cisco ASA ASDM 7.4 .




. ASDM

IPv6

2 Cisco ASA

NAT

1
IP NAT 179
NAT
IP

NAT IP PAT
PAT

1 PAT

PAT
NAT NAT
NAT
NAT

ASDM 7.4



Twice NAT B

Twice NAT
NAT 4
any NAT
interface
1P
Twice NAT
o1 IPv4 IPv6
IPv4
IPv6 1
. IP NAT 179
. NAT
. IP
NAT IP PAT
. PAT
1 PAT
PAT
. NAT NAT

ASDM 2 Cisco ASA ASDM 7.4 .




. Twice NAT

o NAT
. NAT
» Twice NAT
Twice NAT
Twice NAT 174
. NAT
NAT
interface
Twice NAT
Twice NAT

. ASDM 2 Cisco ASA

ASDM 7.4

NAT

Twice NAT

NAT



N |

*NAT TCP UDP
TCP UDP
e notequal neq
. NAT NAT
. PAT PAT
. NAT NAT
NAT
DNS
. NAT NAT

NAT

NAT

NAT

NAT

NAT

NAT IP

NAT

ASDM 2 Cisco ASA ASDM 7.4 .




NAT

NAT
17: NAT
Security
Appliance /
10.1.1.1 7 2091652011 -

10.1.1.2 ;

209.165.201.2
»>

Z

Ingide 7 Dutside

18:

Web Server
www. example.com

=]

M

gy, T

Security
Appliance

It
E— T

10.1.21
—

NAT
NAT

209.165.201 .2

130032

20916320110

——

13zz17

ASDM 7.4

NAT

. ASDM 2 Cisco ASA



NAT B

PAT 1 64,000
PAT PAT
NAT PAT
PAT
* GRE 0 IP
. 1
NAT PAT NAT
339
NAT NAT
1 NAT
. [Configuration] > [Firewall] > [NAT Rules]

[Add] > [Add Network Object NAT Rule]

. NAT [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups]

2
a) [Name] a z A zZ 0 9
64
b) [Type]
c) [IPAddresses] IPv4 IPv6
IPv4
10.100.10.0 255.255.255.0 IPv6
2001:DB8:0:CD30::/60
3 [NAT] [NAT]

ASDM 2 Cisco ASA ASDM 7.4 .




NAT

208 ddetwock Ohincty
MName: MylnsNet
Type: . Network :)
IP Address: 10.1.2.0
MNetmask: |255.255.255.0 o
Description: |

[UI Add Automatic Address Translation Rules

Type: | Dynamic %)
Translated Addr: [3
_| PAT Pool Translated Address: )
Extend PAT uniqueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023
__| Fall through to interface PAT(dest intf): | failif .

Use IPv for interface PAT

| Advanced...
[ Help [ cancel | | oK ] 5
0
4 [Add Automatic Translation Rules]
5 [Type] [Dynamic]
6 [Translated Addr]
IPv4 IPv6
1
7
IP

[Fall through to interface PAT (dest intf)]

IPv6 [Use IPv6 for interface PAT]

ASDM 2 Cisco ASA ASDM 7.4




Twice NAT B

failif

“management
I__'-ﬂ' Fall through to interface PAT(dest intf): LELEILES
Use IPvE for interface PAT
Advanced...
B
A
8 [Advanced] [Advanced NAT Settings]
[OK]
« [Translate DNS replies for rule] DNS IP DNS
NAT DNS 298
. [Interface] NAT
9 [OK] [Apply]
Twice NAT

NAT  Twice NAT

1 [Configuration] > [Firewall] > [NAT Rules]
* [Add] [Add] > [Add NAT Rule Before Network Object NAT Rules]

* [Add] > [Add NAT Rule After Network Object NAT Rules]

» Twice NAT [Edit]

[Add NAT Rule]

ASDM 2 Cisco ASA ASDM 7.4 .




Twice NAT
ano Add MAT Rule
Match Criteria: Original Packet
Source Interface: | == ANy == :| Destination Interface: | == Any == H
Source Address: any E] Destination Address: | any E]
Service: any B
Action: Translated Packet
Source NAT Type: | Static ¥
Source Address: -- Original -- E] Destination Address: | -- Original -- E]
Use one-to-one address translation
PAT Poal Translated Address D Service: -- Driginal -- [3
Round Robin
Extend PAT uniqueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023
Fall through to interface PAT
Use IPvb for interface PAT
Optlons
(¥ Enable rule
|_ Translate DNS replies that match this rule
Disable Proxy ARP on egress interface
Lookup route table to locate egress interface
Direction: | Both =
Description:
|  Help | Cancel OK
2

any

a) [Match Criteria: Original Packet] > [Source Interface]

b) [Match Criteria: Original Packet] > [Destination Interface]

{3 Add NAT Rule

Match Criteria: Qriginal Packet
Source Interface: | nside q Destination Interface: | ocutside

3 [Action: Translated Packet] > [Source NAT Type]

[Dynamic]

. ASDM 2 Cisco ASA ASDM 7.4



Twice NAT B

#iction: Translated Packet g
Source NAT Type: | Dynamic w | %
IPv4 IPv6
Source Destination
s Cousice)— i)
A —— J__,-'r I\_\___F_ E:‘
Real: 10.1.2.2 MAT Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

100122 —=10.1.1.1
Original Packet

192.168.2.2 = 192.168.1.1

Translated Packet

a) [Match Criteria: Original Packet] > [Source Address]
[Browse Original Source
Address] IPv4
IPv6 1
any
b) [Match Criteria: Original Packet] > [Destination Address]

[Browse Original Destination Address]

IPv4 IPv6
1
Twice NAT IP
NAT Twice NAT
Twice NAT
NAT  Twice NAT 174
NAT [Browse]
[Source Interface]
NAT 216
IPv4 IPv6
IPv4  IPv6

ASDM 2 Cisco ASA ASDM 7.4 .




Twice NAT

. ASDM

a) [Action: Translated Packet] > [Source Address]

NAT

[Browse Translated Source Address]

b) [Action: Translated Packet] > [Destination Address]

Address]
NAT
IP

179
Packet] > [Service]
> [Service]
NAT
UDP NAT
2 Cisco ASA ASDM 7.4

[Browse Translated Destination

NAT 215
NAT

[Match Criteria: Original
TCP UDP
[Browse Original Service]

[Action: Original Packet]
TCP UDP
[Browse Translated Service]

NAT TCP UDP
TCP

not equal



Twice NAT

Service Type:

[ 1 tep

Destination Port/Range: i a0

Source Port/Range:

Description:

.'[ Help ) l:l:am:elj E-"'Glﬁ'—'*}

Match Criteria: Qriginal Packet

Source Interface:

Source Address

[ inside

%]  Destination Interface: [ outside

: obj-192.168.251.164

D Destination Address: = obj-172.25.23.32

Service: web

ofa]:

Service Type:

web_map

[mlcp

Destination Port/Range: i 208(

Source Port/Range:

Description:

.': Help ) [:CanceI:] E—-ﬂl[—-}

Action: Translated Packet

Source NAT Type:

Source Address:

Static

B

ohj-192.168.252.128

_| PAT Pool Translated Address

interface PAT]

Interface]

ASDM

IPv6

2 Cisco ASA

D Destination Address: | obj-172.25.23.32

G Service:

00

web_map

[Fall through to interface PAT]
[Use IPv6 for

[Destination

ASDM 7.4

"



PAT

Action: Translated Packet

Source NAT Type:

Source Address:

Dynamic H

groupl E] Destir

| PAT Pool Translated Address: [:] Servic

™ Fan through to interface PAT

Use IPvE for interface PAT

8 [Options]

Options
W_T Enable rule

|| Translate DNS replies that match this rule

Direction

Description:

« [Enable rule]

298

« [Description]

9 [OK]

PAT

PAT

PAT

. ASDM 2 Cisco ASA

B
-]
NAT
Help ) ( Cancel ) G0k
NAT
[Translate DNS replies that match this rule] DNS
DNS
NAT DNS
200
[Apply]
PAT
1
1
ASDM 7.4

DNS

DNS



PAT B

0 511 512 1023 1024 65535
1024 PAT
3
10.1.1.1:1025 10.1.1.1:1026
PAT NAT
19: PAT
Security
Appliance
10.1.1.1:1025 2 209.165.201.1:2020 »
10.1.1.1:1026 § 209.165.201.1:2021 >
10.1.1.2:1025 Z 209.165.201.1:2022
.
4 F
Inside / Outside L
PAT
PAT 30 PAT
9.0(1) xlate
D
PAT
any
PAT
PAT 1
ASA IP PAT
IPv6 PAT
NAT66
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PAT
NAT PAT
NAT 339
PAT IP
PAT PAT
PAT
PAT
PAT
0 511 512 1023
1024 PAT
65535
. PAT 2
1
PAT PAT
. PAT
NAT 339
. PAT PAT
PAT
PAT 10.1.1.1
NAT
« PAT
* ICE TURN \VolIP PAT
TURN PAT
2 Cisco ASA ASDM 7.4

. ASDM

DoS
1024 65535
3
1024 65535
PAT
PAT
PAT
NAT  PAT
10.1.1.1
PAT
ICE



PAT

« PAT

NAT

PAT

PAT

PAT

PAT

PAT

PAT IP

PAT
IP
PAT
PAT
/1P /
NAT
NAT
PAT
NAT
NAT

[Configuration] > [Firewall] > [NAT Rules]

[Add] > [Add Network Object NAT Rule]

NAT [Configuration] > [Firewall] >

[Objects] > [Network Objects/Groups]

a) [Name]

b) [Type]
c) [IP Addresses]

3 [NAT]

IPv4

10.100.10.0 255.255.255.0

IPv6

z A Z 0 9

64

IPv4
IPv6

2001:DB8:0:CD30::/60

4 [Add Automatic Translation Rules]

5 [Type]

ASDM

2 Cisco ASA

[NAT]

[Dynamic PAT (Hide)]

ASDM 7.4




B PAT

MName: !lensNet |
Type: | Metwork A
IP Address: 10.1.2.0 |
Netmask: 255.255.255.0 ]
Description: ' |

E Add Automatic Address Translation Rules

Type: | Dynamic PAT (Hide) ¢ |
Translated Addr: | | D
PAT Pool Translated Address: B
Extend PAT uniqueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023
Fall through to interface PAT(dest intf): failif -

Use IPvE for interface PAT

_ Advanced...

[ Help [ cancel | ook

6 1 [Translated Addr]

[Browse Translated Addr]

= Interfaces

240775

B autside
PAT

IPv6 [Use IPv6 for interface PAT]

PAT NAT

PAT

. ASDM 2 Cisco ASA ASDM 7.4




PAT PAT |

7 [Advanced] [Advanced NAT Settings]
[OK]
. [Interface] NAT
8 [OK] [Apply]
PAT PAT
PAT PAT NAT
1 NAT
. NAT [Configuration] > [Firewall] >
[NAT Rules] [Add] > [Add Network Object NAT Rule]
. NAT [Configuration] > [Firewall] >

[Objects] > [Network Objects/Groups]

2
a) [Name] a z A zZ 0 9
64
b) [Type]
c) [IPAddresses] IPv4 IPv6
IPv4
10.100.10.0 255.255.255.0 IPv6
2001:DB8:0:CD30::/60
3 [NAT] [NAT]

ASDM 2 Cisco ASA ASDM 7.4 .
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PAT

8008 Add Network Object
MName: MylnsNet
Type: . Network 5
IP Address: 10.1.2.0
Netmask: 255.255.255.0 ™
Description:

|_;'1 Add Automatic Address Translation Rules
Type: | Dynamic 0
Translated Addr: E]
__| PAT Pool Translated Address: G

Extend PAT uniqueness to per destination instead of per interface

Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023

__| Fall throug

h to interface PAT(dest intf): | failif E

Use IPv for interface PAT

Advanced...

|  Help [ cancel | . 0K |

Translation Rules]
PAT [Type]

[Add Automatic
PAT

[Dynamic]
PAT

a) [Translated Addr]
b) [PAT Pool Translated Address]

PAT
[Browse Translated PAT Pool Address]
PAT
IPv4 IPv6
1
2 Cisco ASA ASDM 7.4

. ASDM



c)

PAT PAT B
- NAT L
¥ Add Automatic Address Translation Rules
Type: Dynamic o
Translated Addr: D
E! PAT Pool Translated Address: E]
! Round Robin
* [Round Robin]
1 PAT
PAT
PAT 1 /
2
* [Extend PAT uniqueness to per destination instead of per interface] 8.4(3)
8.5(1) 8.6(1) PAT PAT
IP 65535
PAT
PAT 65535
PAT 192.168.1.7:23 10.1.1.1:1027
192.168.1.7:80 10.1.1.1:1027
« [Translate TCP or UDP ports into flat range (1024-65535)]  8.4(3) 8.5(1)
8.6(1) 1 1024
65535
ASA
1 511 512
1023 1024 65535
1 65535 [Includerange
1to0 1023]
IP
[Fall through to interface PAT]
IPv6
[Use IPv6 for interface PAT]
EXTENd FAT uniqueness 1o per destination Insteag of per Interrace
Translate TCP and UDP ports into flat failif
management
E Fall through to interface PAT(dest intf):
Use IPvE for interface PAT
Advanced... .
0
ASDM 2 Cisco ASA ASDM 7.4




Twice PAT

8 [Advanced] [Advanced NAT Settings]
[OK]
. [Interface] NAT
9 [OK] [Apply]
Twice PAT
PAT PAT
Twice NAT

1 [Configuration] > [Firewall] > [NAT Rules]
* [Add] [Add] > [Add NAT Rule Before Network Object NAT Rules]

* [Add] > [Add NAT Rule After Network Object NAT Rules]

» Twice NAT [Edit]

[Add NAT Rule]
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8008 Add NAT Rule

Match Criteria: Original Packet

Source Interface: == ANy == = Destination Interface: | == Any == H
Source Address: any E] Destination Address: | any E]
Service: any [3
Action: Translated Packet
Source NAT Type: _ Static K
Source Address: -- Original -- E] Destination Address: | -- Original -- E]
Use one-to-one address translation
PAT Poal Translated Address D Service: -- Driginal -- [3
Round Robin
Extend PAT uniqueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023
Fall through to interface PAT
Use IPvb for interface PAT
Optlons
v" Enable rule
|_ Translate DN5 replies that match this rule
Disable Proxy ARP on egress interface
Lookup route table to locate egress interface
Direction: Both S
Description:
Help Cancel OK
2
any

a) [Match Criteria: Original Packet] > [Source Interface]

b) [Match Criteria: Original Packet] > [Destination Interface]

[B Add NAT Rule

Match Criteria: Origingl Packet

240014

Source Interface: |inside (] Destination Interface: | outside [v]
3 [Action: Translated Packet] > [Source NAT Type] [Dynamic PAT
(Hide)]
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PAT PAT [Dynamic PAT (Hide)]
[Dynamic] PAT Twice PAT
207
4 1Pv4 IPv6
Source Destination
oo ousice)y— i)
F—3 S —H'_F'r [T Tig IH""—».___ﬂ— —_—
Real: 10.1.2.2 NAT Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10122 —=10.1.11

Criginal Packet Translated Packet

a) [Match Criteria: Original Packet] > [Source Address]
[Browse Original Source
Address] IPv4
IPv6 1
any

b) [Match Criteria: Original Packet] > [Destination Address]
[Browse Original Destination

Address] IPv4
IPV6 1

Twice NAT IP
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