RELRILAVE—T IR

ZOFETIH, VTI b RV DEREFIEZOWTHBALET,

AR R R A L H—T 2 A ZZONT (1 =)
AN RN A H—T oA ADFEEFIHE 2 3—)
« VTI b2 L DIERE (5 4—2)

AR R NA B —T oA ADRERERERE (16 2—)

RELRILAVE—T A4 RIZDUNT

ASALX, M b RN A v H—T A A (VTI) EMEENDMMEA X —T = A A%V HR— |k
LET, R —_"=2D VPN DRV IZ, VII ZM#H L TET7HIC VPN b2 RV EERKT
TFET, VILIL, & b RmVOF&ERIZ IPsec 7' 12 7 7 A LM I & iz b— b X— A D VPN %
HAR—bLET, B — NELITHAL— NEEHTEET, VIIDLLDOHAO N T 7 4 v 7
Wb SN TETICHEE S, VII~OATI T 7 ¢ v 73BT Sz SAIC Xk » THE
TSN ET,

VTIZEHT 5282k, B S~y 707 7 EA VA RNEREL T, VX —T oA AT

Ty BV TTHIENAREIRYEY, TRTOYE— TRy FEBHL, K5~y 7O
TIRAVRANMIGOLMLENR R0 T, BENSERIZRD1ED, X4 TIv 7 v—T 4
Y7 7a haro—hk RXR=ZAOVPNEYVR— N TEH527T 4 v 7 VTIRHDH L, AT T
AR—=bLT T ROEL OEMEG T EHTEET,

AET4v VT

2O0D% A TR RAREIZA TS TWDT A MNEEERHIZ, A¥T 4 v 7 VIIRE
A TEES, AET A IVNTIA v EZ—T oA ADPE, WA L Z—T = A A% b %
WY —AL LTERTDOIVLENHY T, T3 AT EITHK 1024 O VTI #EESIT 5 2 &
NTEXET, AZT 4 v I VTIA v Z—T = A ZAEAERET HITIE, VIIA v X —7 = A ADjE

mo(10 ~—) ML TN,

Dynamic VTI

A F w7 VITiE, A FE VPN ICEEICZE TAr—o7 IVt L E4, 41
F I w7 VTLZ., KREEARSEN T AT T RAR—7 BETOET OMREARSZ T LET,
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RErRRLA22—Tz4R |
B rer i os—TrqzoxssE

INTDEEDAZT 4 v 7 VTR E B —DO XA F v 7 VILICE S5 Z LN TEET,

NTOWREZEETETIC, ILWAR—=7 2T IBINTE %Y, A4 FIv 7 VIIT 7 /0
Vit FATFIv I IV T T L NURNVEMESLTDIEODEAF I I ANT TR
ZAR—=7 FHRICE>TRDD LD T, L Z—Tlik, AT I v 7 VILINT T K&
RN—=7 "ARa ORI EFR—FLET,

HAFI v I VII T, IPsecA v X —T7 = A ADEIRA L AEZ 2 AEB L OEHROT-HIZ,
FAET > L— FMERENET, (KRBT L— I, VPNt v g v T L ICEEORET
THAL B —T oA AEBEINTAER L ET, ¥4I v 7 VITIE, HED IPsec EXx =V

TA4T =g EYR—FL, AR—TIZE > TIREINTZEED IPsec B L7 X —%
ZANET, ¥4I 7 VILEZX A F v 27 (DHCP) AFR—27 HHAR—FLET, ¥ A
FTI v I VTIA v H—T =2 A ZAEERT HIZIE, AT I v 7 VIIA X —T = A ADiBN
(13 =) LTI EEN,

ASA TVPNEY a3 DEALFI D VTl FoRILEERT A%

1. ASATHEMBT 7L — hEELET (£ 252 —T x4 Rvirtual-Templatetemplate_number
typetunnd) ,

ZOTFUFL— NI, BEO VPN By g SIEATE £,

2. ZOTTL— b E N RATA—FIZHALET, 1 DOEET 7 L— M EEED b
VRN TN—TICHMAT D ENTEET,

3. AR—=TIEI, NT LD M RVEREZRGLET,
4. /\7liXT 775"WLADEL§E?L

5 ASA L. (REAF AL — E2FEHLT, AR—Z D VPNt v 3 Ao T EICEE
TIORVAAL L E—T = A ZAZEIN/ER L £9,

6. NTIE, R T I BARAAL L E—T 2 AEBFEHA LT, AR DX AFIvIVTL b~
IV EFENL L ET,

7. IKEV2RHATVTIA v Z—T =24 AP &ET KX Z A X35 L 912, IKEv2route set interface
a<w VU RERELET, ZoF7va ik, brxavaEg LT% €42 BGP £7213/%
AE=H Y TDOVTIA v B2 —T 2 A ARO2 =% ¥ 2 NBEREMEN AN/ 3,

8. VPNL v aUBNERTTLHE, FrrUdtirEn, N7 I3ksdT 287 7 A A
H—T A ZAEHIBRLET,

REF O RILLSAVEZ—T A RADZEEEIE

AVTFXRARE—KREYISREYVY
TN = RTEIFR—FENTHET,
« VTG AZY AT R—FENEE A,
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FEr L 1va—T420xEFE |

T7A4T794—ILE—F
N—F v K E— FOLTHE— P SHET,

BGP IPv4 & & UX IPv6 OO+ 7R —
VTI %4t L72 IPv4 B KL OVIPV6 BGP v —T o v Z & ¥ AR — b LET,

EIGRP H7R—
VTI 24 L7= IPv4 3 L OV IPv6 EIGRP v —F ¢ » %S AR— M LET,

OSPFIPv4 £ & U0 IPv6 D4 7R—
VTI 4 L7 IPv4 B L IPv6 OSPF L—F ¢ » 7 & W HR— s LET,

IPv6 DH7R—
¢IPv6 7 RLANRRESNTZ VI ZHRETEET,
s VTI D N RIVIEEIL & b U RVEERISEDOW FIZIPv6 7 RV AZRETEXET,

e RT Y IPR=Ta ZN L VIIIP (723N y hU—=27 TP X—T a3 0) O
DOHEEDLERYR—FINTWET,

¢ [Pv6 over IPv6
¢ [Pv4 over IPv6
¢ [Pv4 over IPv4

* IPv6 over IPv4

e XNV DOEETBIORGELE LTHR—FENDIDIL, FHAIPV6 7 KL 721 T9,

e URNWERTA Vv E—T oA AL IPV6 T RLAZHRETEET, horpilzm s KR
AV FELTHEMHTAT FLRAZIBETEET, BELRWEAS, T 74V Tk, U A
FNOTHID IPV6 72— T RLUAN R RV KA o hE L THEASNET,

s hUFNLE—KRZIPV6 & LTHRETEET, HELLEA. VIIZA LTIPV6 hT7 7 ¢ v
I NRV T TEES, L, BE—VTID v % VE— RiZ IPvd £ 7213 IPv6 DU
TN 7,

— BT ERDTEEE

* LAN-to-LANVPN CH A F I v 7 7 U b~ e X AT v 7 VT 2FEHT 5613
EAFI v IZVTL N RAVDOLRDER LET, ZO&EZ. 7V I\V/7k&4'ﬂ‘\ %
INTILOWHENRT 7L D N ZATN—TE2HEHL LD LT ADICRKELET,

WONWTNNEFITTDH EE2HELREL E7,
¢ LAN-to-LAN VPN 2% A F+ 3 v 7 VITIZBITLE£7,
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B rer i os—TrqzoxssE

MAD N RNTN—T RO ) T ey T EERHLET,

e VII /X IPsec E— ROLTHEFHETT, ASA TGRE P XL EKRTTAHZ LITHR—
FEILTWER A,

« FURNAUE =T oA AEMFATH T T 0 v 7121, E#9. BGP., OSPF, £7-1%
EIGRP IPv4 /L — il CT& £,

CARET A I BIOETATF I v VTIOGEAIL, EHIPA X —T 2 A% VIIA X —
T2AAD P XNV —=AIPT RLVALE L THERALARWNWTLS XV,

e VTI ® MTU %, ML 2, L X —T = A RS L TCHBMICHRTESINET, 7277
L. VIIZEG8NZ LT BTHERA v Z— 7 = A MTU 228 L7841, H LV MTU
REXFEHTHEDIC VI 2B T FEANCTALERNH Y 3,

cFATIvINTIOLE, BT 7 AL V¥ =T = A AL, BESNI b pVk(ET
AVH—=T 2 A ADEMTU K LET, PRV EETA VU H—T oA AEfEELR
WA, IRT 78 AL U H—T = A AlE, ASA S VPN & v g VEREZZIF AN D%
BA v H—7 A A6 MTU Z#& L £7,

¢« AXZT 4w I NTIDWRE . T ZIZIFRK 1,024 D VTI 2R ETEET, VIIEAEE
TAHBIL, ROEEEZEEL T IEEV,

enameif 7 A L X —T 2 A4 AHED T, TNAA AIRTETEXHVTIORKZEXH L
e

e R— " F X RNDRALN—f B —T = A Al nameif ¥R ETHZEITTEEE A,
LERS>T, PRI EBDOA AL R—= b F v R A o F—T = A ZADOT
B> L, TDORNR—A L H—T = A ZOEITRD L EE A,

Ty N7 F— LN N04EEBR DA v E—T A AEPR—F L TVWAEETH,
VTL DEUFED T T > N7 4 — L TaIEAIREZR VLAN OFUZHIR S E T, 72 %
£, 500 D VLAN ZH R —F LTWBET LD, b RAEIE 500 025 E S
TeWEA o H—T 2 A ADEE IR £7,

s AT I v I VTIOYE, XA T I v VIHERSNTAIET 7B AL X —T = A ADH
KEGE, 1,024 £72013 7T v b 74— DEFA ¥ —T =4 ZHIROWT DI
‘@—a—o

s VIHZIKEDNR—V a3 vl BLEOV2EZYER—FLTEY, o RIVOEET E5EIEDOM
TODTF — X EZEIT IPsec ZFEHLET,

NAT ZEATH2MLERH DA, IKEBLWESP X7 v M, UDP~v X —|(Zh 7 &L
fbEah x4,

IKEBLWRIPsecDEF 2T 4 TV —1 3 020%, P RIVRADOF—X 57 4w
TIZBR 7 < L RIS —OBFARBNITONET, Zk v, VI b R/UEHEIZ
Ty LIERERIZ A D £,

o NI N—TFLNE, ETDBEHF O IKEV]I £720% IKEV2 #kBIE#HE L CEETIHD
E—HIAMENRDY FT,
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vit boxnotes [l

oA ME b XN T N—TFDIKEV] TiX, F RNV OFEFEST AN T O ZNVEEAETH D5
B OIFERERETNT Ly T E— REFHTALICREENTWAEA. IPT
KL AN DL ZHEHTEET,

Wy FICRESNAHET T RLAE VIIO b RSN R B4, VII&RIE &
e~y 7OREER UYEA L X —T oA AHTFEIELZENTEET,

cVTIRRHED N T 7 4 v 7 #HHT L7, VIIA LV Z—T = A AT 7 AL— V%A
THZENTEET,

« ICMP ping |Z, VTI A > ¥ —7 = A A THR—FINET,

¢ IKEV2 %4 PRI VPN R RV DET T34 AN IKEV2 SREE RS 10— REEE L2
By ASAIFT XA AL DIKEV2 U RV EFESLTEEH A, ASANETT/NAL A LD
VPN b > RV EFESLT HITIE, BT 7734 AT config-exchange B3R % M523 2 M EE A
HYET,

e XA F v/ VILIZHA BLXWIKEV2 ¥R — M LET,

FTIHIEE
« T 74 )V NTIE, VIIBREDO N T 7 4 v 71k, X THE{bENET,

VIIA VB —T 2 A AZADT 74N DEF2V T 4 L-ULE0TT, EX=2VUTFT 0 L~Ub
ERETDHZLIITEER A,

VTI O FIRREIR

ASAlX., VTIEESOBIZEXF2 VT 4 V—T 47 (SGT) 7L —b &y ha Ruy 7L
i‘ﬂ‘o

AT Iy 7 VILFL T Z R —FLTWEEA,
* ECMP & VRF
I TREY T
« IKEv1
* QoS
ZAFT Iy 7 VITTIE, PURARELRIBEEISNTW NG BHERA X —T (R &

Tx2— VA== LV B =T 2 f AR T XA ZADTRTDOA v Z—T = A AT, IKEV2 )
BNz £,

VTI ko RILDERK

VTI b U RNV ERET HITIE, Psec 7R —V L (FTF A7 —b®y M) Z/ERLET,
IPsec 7 R —Y L a4 25 IPsec 727 7 A IVEVER LT T, IPsec 727 7 A V&2 FD
VTIA Vv Z—T =2 A A5EERLET, UE— FETIZIE. B U IPsec 7 1R —H /LB LN IPsec
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RErRLAVE—Tz4R |
B rsecTok—L (F5rTE—LEY L) DM

T Ty ANNRTA—=EZERELET, SARIT T —T g0, TRTDO R RILINT A —
HAVRBESIND EBBLET,

A\
GE)  VPNBIOVII FAAL O FIZE L, MBS ¥ —7 = A L TBGP BHZER %> ASA
T, WOBMERREL ET,

A B =T 2 A ANVAF 2o JIZL o TREDEFEN N ) H—Ehd &, Bilf o 2 —T =
AZTONL—FE, FLWT 75 4 72T & O BGP BERRAEEL SN2 THIRE
F9. ZOEEIZ. FRFELVIIA v F—7 = A AT S LEE A

VTIREOD NT 7 4 v 7 ZHlT 5720, VIIA Y X —T = A RZT 72 AHI#H Y A b %@ H
THIEMWTEET, Psec o RAMNBKREINDTNTONT > MIx LT, ACL THAE
TA B —=T A ALGIA LI =T 2 A A% F =y ZEPITFFATHITE, Ze—r a3y
7 4 ¥ = L—1 3 F— KT sysopt connection permit-vpn 2~ > K& AS) L E 7,

ACL #F = v 7 ¥ 7FIZ ASA BT D IPsec N7 7 4 v 7 %A F—TIIZT D72 DDIRD =
~ U REEHTEET,

hostname(config)# sysopt connection per mit-vpn

WA B =T 2 A AEVTIA LV Z—T 2 A ADEF2 )T 4 LULR 0 DA, VI A~
2 —7 x A AZACLDNEH STV T, same-security-traffic 23% E S AL TV 2 T HUX e » b
LEHA,

COMREARRTET A, Fa— a7 ¥ 2 b— g ®— RTintra-interface5 |5 %
Fe7E L C same-security-traffic =~ > R&ET L £,

PRI OWTIE, AV H—T 2 A AN T 7 4 v 7 DOFFF] (AT V=) 2ZRLTLIES
W,

FIE

ATy T IPsec 7uiRh—H L (FFvAT7+—h By b)) ZBIMLUET,
ATFw 2 IPsec 777 A NLFBMLET,
ATv T3 VII b rAzBNL £,

IPsec 7AR—5IL (FSURTH—L Y k) DENM
KTV AT —bTy MEI, VITF VO RAVND R T 7 4 v J BARH#ETHEOICKLETT, Zh

Z. VPNAND NT 7 4 v 7 2T A0 X 2T Fu haltrial]) XADEy
KTHY, IPsec 7R 77 A NLDO—EE L THEHAINET,

B FEr LAV E—T4R
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FIE

IPsec 7OR—FL (F5oRT4—Lty b) oim [

1R BHHIIZ

o VILIZEHE AT T S NTZIKE Y v v 3 VARIET 2I12i%., HFHidka s —F = 15GEHEOWT
NEFHTE F9, IKEV2 Tk, FEXNFRREEF R E F—2MEH T&x £9, IKEv] & IKEV2
DELELYE, VIIIHERATA R RV T A—7 O FICEFLE S — 2R ETALERL Y
i‘a—o

« IKEvl Zffi [} L723EEAN— 2 ORFETIE, A = =—F THEHESNDL P T A RKRA B
ERRETHALENHY £, VAR XIZOWTIE, tunnel-group =2~ KT H 7 A R
A v AR RETHMERDHY £9, IKEV2 T, A =T —F L VAR EZ DI FFITHON
T, WRECEHT 5 N7 A hARA > b % tunnel-group 2~ > R CHET DM ENH D £77,

TR VT4 T = a VEHENT AT ODIKEVI F T AT —Atw M FETZILIKEV2
IPsec 7 a2 R—H L2 BIML ET,

IKEvl T A7 —A &y FEBIMLET,

cryptoipsec ikevl transform-set {transform-set-name | encryption | authentication}

1 -

ciscoasa(config) #crypto ipsec ikevl transform-set SET1 esp-aes esp-sha-hmac

encryption TiX, IPsec 7—% 70— % {R#ET 72D DK AL TN EIEE L £,
eesp-aes : AES & 128 By b F—Z AL £,
«esp-aes-192 : AES & 192 By b F—ZEH L £,
« esp-aes-256 : AES £ 256 £ b F—Z AL £,
« esp-null : KF5{k7e L,

authentication Tix, IPsec 7—# 7 H—% kT 272D DM oAb AR E L £7
e esp-md5-hmac : /N 22 7Y XA E LT MD5/HMAC-128 Z i L £,
* esp-sha-hmac : /~v ¥ = 743U XA L LT SHA/HMAC-160 i L £ 7,

* esp-none : HMAC F8FE7 L,

IKEvV2 IPsec 7't AR — /L ZBINL £97,

G¥)
10S 77y b7+ —LZOWTIE, IKEV2 Ve 77 4L a7 4 Fal— 3 E—RKTno
config-exchangerequest =~ > RZfEH L, REDKMRD AT a v %T 1 B—T7 ML ET,
FEHBIZ DUV TIE,  Thttp://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/al/sec-al-cr-book/
sec-cr-c2.html#wp3456426280] =ML T &V,

*IPsec 7R R—YLOLEIEZIEELET,

EErRLAV8—T242 [}
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B rsec 7007 4 Loiem

cryptoipsec ikev2 ipsec-proposal |Psec proposal name
1
ciscoasa(config) #crypto ipsec ikev2 ipsec-proposal SET1

* crypto IPsec ikev2 ipsec-proposal 2> 7 4 ¥ 2 L—3 a3V E— R T, BX 2 UT 4 RNT A—
ZEtRELET,

protocol esp {encryption {aes| aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-256 | null} |
integrity {sha-1 | sha-256 | sha-384 | sha-512 | null}

51

ciscoasa (config-ipsec-proposal) #protocol esp encryption aes aes-192

IPsec 7O 7 74 JLMDIEN

IPsec 712 7 7 A JVIZIX. FOBBID IPsec 72 R —YFILFEFIT N T AT 54—y M
WCHHILEREX2 VT 0 o halBLlO7 AT XAREEFNLTCWET, 2Rk, 2
SOY A M VTIVPN B°7 O TE F o 7 2 FBE S A DR SN E T,

FIE

ATYTN Ta7 7 ANAERELET,
crypto ipsec profile name

1 :

ciscoasa(config) #crypto ipsec profile PROFILEl

ATw T2 IKEvl £/ IKEV2 7R —P L aRELET, IKEvl h T A7 3 —Ah By b FE72IXIKE2
IPsec 7' 2R —HP /L DOWTNNEEIRTE 7,

a) IKEvl N7 A7 —Ahty MERELET,

« IKEvl 7B R —F NV EFRET DL, cryptoipsec profile 2~ K %7 F— R THRD =2
Y REANLET,

set ikevl transform set set_name
Z OO SETL 1E, PARNZIER &7z IKEvE 7' m AR —H L &y KT,

ciscoasa(config-ipsec-profile) #set ikevl transform-set SET1

b) IKEV2 7 R—WILERELET,

« IKEV2 "B AR—H /LA ET HITIL, cryptoipsec profile 2~ > K ¥ 7 F— R TRD =
~r REANLET,

set ikev2 ipsec-proposal 1Psec_proposal_name

B FEr LAV E—T4R
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ATvT3

ATvT4

ATy TH

ATvT6

IPsec 707 7 1 JLDEM .

ZOHITIE, SET1 L. LARMIZYER & 417z IKEV2 IPsec 7' 1 iR —H /)L C9,

ciscoasa(config-ipsec-profile) #set ikev2 ipsec-proposal SET1

TE) X207 7Y vz—va yOMEZEELET,
set security-association lifetime { seconds number | kilobytes {number | unlimited} }

51

ciscoasa (config-ipsec-profile) #set security-association lifetime
seconds 120 kilobytes 10000

(LE) VTI F RLD—i%k VAR X E L TORMET S X ICRELET,
responder-only

*VTI > RNV D—ii VAR X E LTORMETHLHIICRETEET, LARVAD
HDWIL, PRV ERITF—FAERABRBLEY A,

cIKEV2 ZfEHTHLA., EXa VT4 T2 —v a4 7424 LHNE, A=
HMDIPsec 7B 7 7 ANDTA THA MELYKRELERELET, 2H2THZ LT,
4%/:%&MT®E R —FHARMEES N, FrRALDOT v DIRENMEZNVET,

« IKEvl i[9 % &, 10S D72 T v 2/ B— REZHFAR—F LT\, 108 I1E
HWIZVARUEDLOTE— RIZRY £9, ASAIX, f=v2—H kyiar, F—0OF
HERIZ2 Y £97,
e A = —2HOF—FERDORENRADEAE, VAR X DOHDOE— REfEERL T

SA DWESEZ TN T B0, VAR ZDIHDIGD IPsec 7 A 7 X A MEZHEWIFRIC LT
WIREIN 2B E F 7,

(fE&) PFS 7 v— 7% i L £, Perfect Forward Secrecy (PFS) I3, Hi&%ﬂﬁéﬂfc%ii?ﬁ
L, —Botyvary F—&4AKLET, TO—BEOEvyIar F—IC . AR
#ReDE S ORESINLE T, PFSZRET HITIEL, PFStEvy I a v F— %{%Eﬂzﬁ‘%’a[‘“ Jf
4% Diffie-Hellman ¥ —EH7 VT ZLAZERTILENDHY £, F—EHT/LITY X
Ll IPsectxF 2T 4 TV o—vay (SA) F—a24ALET, K7 V—7Ti%, B
LA ZAOBRENMEH SNE T, BERREWVIEEEX 2 U7 0 3L S E T8, LRI
<720 £7, Diffie-Hellman 7 /L — 7%, WM FOET T—HIELLERH Y 7,
set pfs { groupl4 }

i -
ciscoasa (config-ipsec-profile) # set pfs groupl4d
({EE) VTI b > R EGGR OB T 2REAE 2 ERT D P 7 A MRA v hafEELE
B
set trustpoint name

51 :

ciscoasa (config-ipsec-profile) #set trustpoint TPVTI
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B v s—ozrz0Em

ATy 717

(EE) 2D IPsec 7277 ANDYN—Z )L— K L= 3> (RRI) #HEENCL. U
N—=Z)— A F I v IR ELET,

set reverse-route [ dynamic]

1 -

ciscoasa(config-ipsec-profile) #set reverse-route dynamic

VIl A V3 —2J 24 AMDIEN

HLWVTIA v E—T 2 A4 AMERR LT VTL h o RV EHESLT HI21T. ROFIELFETLE
7,

N

GE)

FIE

ATy I

ATy T2

ATvT3

ATy T4

W, IPSLA %% L E9, http://www.cisco.com/go/asa-config @ [ASA General Operations
Configuration Guidel] @™ [Configure Static Route Tracking] = Z M L T 7230,

TIT 4TI RANOL—ZBERATERNEEIZ N2V ET v 7 LIREEICR ST

LW A B —T = AEAFRR L E T,
interface tunnel tunnel_interface_number

M F/VID % 0~ 10413 OFFHTHE L E T, &N 10413 D VTI A X —7 = A ARHKR—
g,

1 -

ciscoasa (config) #interface tunnel 100

VTl A v Z—T = A A OL4RTEATILET,

interfacetunnel =~ K7 — T, kOa~vr RE AN LET,
nameif interface name

&1

ciscoasa(config-if) #nameif vti

VIIA v Z—T =2 A ZADIPT FLAEZ AN LET,
ip address |P addressmask

1 -

ciscoasa(config-if) #ip address 192.168.1.10 255.255.255.254

RET TP — "D T AL B —T 2 A ADIPVAT RLAEZIZIPV6 T RLAZ AL
F7,

B FEr LAV E—T4R
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ATy TH

ATvT6

ATy 717

ATvT8

ATvT9

viiqva—2z4z0iEm

FRA ZNCERESNTWAIEEOYHA VB —T 2 A ADIN—TF Ry I T R ZAZEIRTEX
T, BT T — " b ERENT-TXTORMBT 782 v B2 —T =4 A%, BILIPT
RL2ZHFHH>Z L2720 £1,

ip unnumbered interface-name

ipv6 unnumbered interface-name

{1

ciscoasa(config-if) #ip unnumbered loopbackl

N RNVEFTEDOA v F—T 2 A AERELET,
tunnel sourceinterface interface_name

FEETA L E—T oA AL LT MBA L Z—T oA ADN—T RN I B —T = A A%
HATxx4,

1

ciscoasa (config-if) #tunnel source interface outside

R RASEHEDIP 7 FLAZRREL £,

tunnel destination ip_address

1 :

ciscoasa(config-if) #tunnel destination 10.1.1.1
k>R b kL F— F IPsec IPv4 2% E L £7,
tunnel modeipsecipv4

51

ciscoasa (config-if) #tunnel mode ipsec ipv4

h R IPsec 70 7 7 A )V EEID B TET,

tunnel protection ipsec IPsec profile

1 -

ciscoasa(config-if) #tunnel protection ipsec Profilel

ABT 4 INTIA LV H—=T oA ADNT T 4 v 7L 7 XEHEVYTET,
tunnel protection policy acl_name

TI7EAY AN, 1 2FHIFEHEDO IV A ML EZEDDLENTEET, Z0avwy
RERELRWEA, AXT 4 v 7 VTIA X —7 A AL any-any B L 7 X 2B L £7,
T 7 # )V b OBETTY,

1 :

ciscoasa (config)# access-list Spoke-to-Hub extended permit ip 209.165.200.225
255.255.255.224 any
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ciscoasa(config-if)# tunnel protection ipsec policy Spoke-to-Hub

51
ASA & 10S T34 ZDM D VTI kv x/b (IKEv2 #{#H) D% EH

ASAL

crypto ikev2 policy 1

encryption aes-gcm-256

integrity null

group 21

prfsha512

lifetime seconds 86400

!

crypto ipsec ikev2 ipsec-proposal gcm256
protocol esp encryption aes-gcm-256

protocol esp integrity null

!

crypto ipsec profile asa-vti

set ikev2 ipsec-proposal gcm256

!

interface Tunnel 100

nameif vti

ip address 10.10.10.1 255.255.255.254

tunnel source interface [asa-source-nameif]
tunnel destination [router-ip-address]

tunnel mode ipsec ipv4

tunnel protection ipsec profile asa-vti

!

tunnel-group [router-ip-address] ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco
ikev2 local-authentication pre-shared-key cisco
!

crypto ikev2 enable [asa-interface-name]

I0S [

!
crypto ikev2 proposal asa-vti

encryption aes-gcm-256

prfsha512

group 21

!

crypto ikev2 policy asa-vti

match address local [router-ip-address]

proposal asa-vti

!

crypto ikev2 profile asa-vti

match identity remote address [asa-ip-address] 255.255.255.255
authentication local pre-share key cisco
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authentication remote pre-share key cisco
no config-exchange request

!

crypto ipsec transform-set gcm256 esp-gecm 256
!

crypto ipsec profile asa-vti

set ikev2-profile asa-vti

set transform-set gcm256

!

interface tunnel 100

ip address 10.10.10.0 255.255.255.254
tunnel mode ipsec ipv4

tunnel source [router-interface]

tunnel destination [asa-ip-address]

tunnel protection ipsec profile asa-vti
!

FAFTIVINTNA 3 —T 4 ADIEN
HAFT Iy NTILORET 7 v— N EAERRT 2121, RO FIRZITWET,

\}

CE)  T72774T7RPIFNANANDOA—ZPMERTERNEZIZ 7 a7 v 7 LIRBIC RO
», IP SLA Z 324 L ¥ 9, http://www.cisco.com/go/asa-config @ [ASA General Operations
Configuration Guide] @ [Configure Static Route Tracking] ZZM L T 72& W,

1R BHHEIIZ
IPsec 7077 ANEPT U T U NR—R AL B —T oA ANRRESNTNDHZ & 2R LE
j—O

FIE

ATV T HLWET 7 L— hEER L ET,
interface virtual-Template template_number type tunnel
template_number |%, (A7 > 7 L — MNMEHF OF ST, #PHIL 0 ~ 10413 TI,

AVH =T 2 A AT T L= MNIvyy NI RETIIZWRLERS Y £, BT 7
L— RDYENNT A—ZTRD LB TT,

AU HE—T A AL
e N %)V IPsec E— K

e N XV 1Psec 70 7 7 A )L

1 -
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ATy T2

ATvT3

ATy T4

ATy T5

ATvT6

ciscoasa(config) #interface virtual-Template 101 type tunnel

FAFT Iy VIR T T L= b A U F =T = A ADAFEEE L T,
interface =7 4 ¥al—3 a2 = KT, ROa~v> REHHLET,
nameif interface_name

ASA VL, AT 7 & A A X —7 = A A% <Mrtual_Template_name> va<n> & L CEIJIC/ERR
LET, 2ExE BT 7 L— FOARINAVTI DA, BT 78 AAL v H—T = A
AL dVTIN01 val, dVTIIO0l va2 72 K272 0 £9°, (RKMET 7' L— NEEET L5681
shutdown 2=~ > REFEH L CEET 7L — 2o v v ME U T D0ERDH Y iﬁ“o

51

ciscoasa(config-if) #nameif dVTI101

RAET T L— NIRRT AHA v B —T 2 A ZADIPVAT RLAET-IZIPv6 7 RLAZREL
e

ip unnumbered interface-name

ipv6 unnumbered interface-name

RETF T L— NN, [FBEOWBA L X —T oA ZADIPT RLAFELITITFT AL RTEHESN
TV—T R 7T RLAZMEATEET, T 7L — b ER SN =T X CORAET 7
AL E—T oA AT, FICLIPT RLAZE LI LIZRD £9,

11 -
ciscoasa(config-if) #ip unnumbered loopbackl
EE) PRV EETA v —T = AEEELET,
tunnéel sourceinterface interface_name
HETXA L E—T oA RFX, WA —T 2 A ADPN—T Ry 7 L X —T =2 ATT,

ASA L, P FRNWEEFEITLIP T RL AL LTEREINIZA LV H—T A ANHDH VPN & v
varvEREZITFANET, TOAHF =T oA AEHEELRWIEE. ASAIIMEEDA V¥ —
T2 A ANBZELIE VPN By va v EREZITANET, (RET 78RS F—T x4 R
T, RESNIZ U RIVRETA v X —T = A ADH MTU 2K L£4, B4 7y a
EHINC LR WSS, T 7 AL v Z—T = A A%, ASA X VPN & v g BERAZ (T
ANNDIEETTA V2 —T = A ANDH MTU ZfkK L £,

i

ciscoasa(config-if) #tunnel source interface outsidel

ko RNARHET— R%& IPv4 7213 1Pv6 & L THREL £9°,
tunnel modeipsec {ipv4 | ipv6}
i -

ciscoasa(config-if) #tunnel mode ipsec ipv4

Mo X MIZ IPsec 70 7 7 A )L HE Y Y TES,

tunnel protection ipsec profileipsec_profile
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ATy 717

ATvT8
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ZDIPsec TR T 7 AT, ORI — 9 B IPSec/IKE /X5 XA — 2 B3 E L
\iﬁqo

5l

1iscoasa(config—if)#tunnel protection ipsec profile Profilel

AT 7 Lv— & h AT N—FITHEA L ET,

tunnel-group tunnel_group_name type type

tunnel-group tunnel_group name ipsec-attributes

virtual-template template_number

[ UAAET > 7 L— b &2 D S R AT A—FICERT A 2 LR TEET, ASAIL, (RART

VAL —REHEALT, VPNt gy D EIEBORET 7B AL X —T = A RAEVERKR L
ij‘o

1

ciscoasa (config) #tunnel-group DVTI_spokel type ipsec-121
ciscoasa (config) #tunnel-group DVTI_spokel ipsec-attributes
ciscoasa (config-tunnel-ipsec) #virtual-template 101

NN TN—=TDEAFT I IN—TFT 4 TG LET,
tunnel-group tunnel_group name ipsec-attributes
ikev2 route accept any

ikev2 route set interface

ikev2routeaccept any =~ > RZMH9 5 &, ASA L. IKEV2 ZHHFIZZE LT _XTD b
ANA B =T 2 A AP T RLRAEZIFTAND Z ENARBIZARVET, 774/ KT, 20D
F7va NIAEDTR o THET,

ikev2routesetinterface=~ > Ra{Ef9 5 &, ASAIL. IKEV2AZHAFIZ hopbAf v X —T =
AADIPT RLVAZEETELLH5CRVES, 204 T a2k, BGP N b Lk
HCHBET AT 0OD VTI A v Z—T = A A D2 =% % 2 FEEFREMENEIN/ Y 97,

BGP/OSPF/EIGRP Z I L C, bR TN—T 2% L CEIL—T 4 T REDT /2> T
F9, T T L= ERE LT, VII F X Z2 0 L TT AL AOZAF 2 v 7 VTI
NI4T BN—T 4 TTDHEIN—T 4 TR —RETHLERLY T, £
72, B k&N T 7 4 v I BH AT ET 7 RAay b — A= VERETDHIVLENRD Y
3

B -

ciscoasa (config) #tunnel-group DVTI_spokel ipsec-attributes
ciscoasa(config-tunnel-ipsec) #ikev2 route set interface
ciscoasa (config-tunnel-ipsec) #ikev2 route accept any
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{18

ko RILA R —T 24 ADIEEERERE

R

J1)—
S

HEEEHR

AT I v 7R~
INA L HE—T A A
DY R—F

9.19(1)

AT I 7 VIIEEHKL, FNEFEHLT, NI T RAR—7 hARr P T/L— b
NR=Z2DH A FME VPN ZFRETEET, ¥4I v 7 VILIL, KEEREEMT
TT7 v RAR—=VEHTOET OMRERSH I LET, NTOEBORAZT v

VTR Z B —D XA F I v 7 VIICEZ WA D Z LN TEET, NTOHKREER
BT, FILOWAR—=Z 27BN TEET,

FR/EE SN2~ K :interfacevirtual-Template, ip unnumbered, ipv6
unnumbered. tunnel protection ipsec policy

OSPF IPv4 35 X OV IPv6
DY AR— b

9.19(1)

VTI #H1 D OSPF IPv4 33 X OV IPv6 v—TF ¢ 77 v harzdiR—hLET,

EIGRP O # 74— k

9.19(1)

VTI #H @ EIGRP IPv4 3 XN IPv6 /v —TF 7 7m0 ha vz R— K LET,

ART 4T RBIOS
AT I v 7 VTID/)—
TNy P A H—T x
A ADHR— |k

9.19(1)

N—T Ny 7 A B =T 2 A ZAZVNTIOKEBFITLA v F—T oA AL LTHETEDH L
NI F LT, HICERESNIZIP T RLADRDVIZ, V=T Ry T 2 F—
Tz A ANGLIPT RUAZMATHHAR—FbBMENE LT, V—T Ry A
H—T A AF, NABEEOTRITKESLEET, A X —T oA ARL T LT
B N—T NI A H =T 2 AZEVYBTHNIP T RLAZEFH L TTRT
DAV E—T 2 ATV BATEET,

PFH/AEE SN2~ K : tunnel sourceinterface, ip unnumbered, ipv6 unnumbered

o—H)L kL ID
DY R— |k

9.17(1)

ASA 1T, ASA 7\ NAT OEF%IZHEID IPsec kv 1V %$FH, Cisco Umbrella Secure
Internet Gateway (SIG) |Z#i C&XH L9195, —EOR—I/L F RV ID &4
AR—=FLTWET, 2=V IDIE, TXTO LD 7a—sL 1D TiER<,
IKEV2 > RV T LI —EDOID 2% ET DI I ET,

FH/AEF SN 7-2~ 2 K : local-identity-from-cryptomap .

ART 4 7 NVNTITD
IPv6 OV R — k

9.16(1)

ASAE., B N RfNA v H—T x4 A (VTI) OFRETIPV6 T RLAZHHR—FL
,Cl/\ij‘o

VTI F U RIVEETEA v H—T = A A2, bRV RRA v bELTHERAT S
EIOICRETEDLIPVOT RLAZRETEET, MRV EEILA VF—T = A AT
BEDIPV6 T RLANRSLGEIX, EHTL27 FLAZEETEET, BELRWY
BlE. VA RDEYIDIPv6 Va0 — LT RLANRFT 7 4L hCHEHSET,

ko T — RiZ, IPv4 F721LIPV6 DWT N TY, 7272 L. FoRET7 7T 4
T BT, VII TRESNTWDIPT RLAZA T LRI THOIMNERDH Y £
o IPV6 7 RL AL, VIIOD b RIVIEEITEA F—T = A AE 2T b 2565 A
VE—T oA AZEIV Y THIENTEET,

B/ X 7=~ K : tunnd sourceinterface, tunnel destination. tunnel mode
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wE Lo va—T 1 20ueEE ]

EAR-ZFREE, BELDY
ACL O R— |k

HERER 1) 1) — | BEREIE R
z
FNA AHT=0 1024 19.16(1) | F /834 ZTRETE D VTI DRI, 100 HH 5 1024 [EICEM L E L7,
PR T N7 B IMEE R B A 2 F =T =g AEPH— L TOBHATS,
- VTI DBITF DT T v F 7 — L TREWHEZR VLAN OBICHIR S hET, 7-& %
1E. ASA 5510 1% 100 {8 VLAN Z VR — F LTWAB7=8, kI R/UEIE 100 D HE%
ESINTWERA o H—T 2 ADEEFI W T=HITe ) £,
HH/ERE SN -a~< R L
VTI CODHCP Y L— |9.14(1) |ASAIE, A > X —T oA A% d HDHCP U L —H— _R—L LTVTIAf V' F—7 =
P—R—DHPR— k A AEHRETDHZ EEAREICLET,
WD a~y RPNEF I E L7z, dheprelay server ip_address vti_ifc_name,
VTI T® IKEv2, :ERH |9-8(1) [FAR b pb A 2 —T = A A (VID 1. BGP GFRY VTD ZVHR— b3+ 5 k91

BMOEL, AU RTRYEF—ReNS TRATEY T 4 E— RT, IKEV2 %{f
HATEET, IPsec 70877 AN TARNKA LV FNERETHI EITLD, FERAE
NR—=2DRFEEHEHTCEET, Flo. ANMIT T4 075740V F IV TTD
access-group 2~ RZMFHL T, VII EC7 72 VA 2T b TEF
R

[Psec 7277 A NDaLy T fFal— gy F—RIkOavwy RPREAIREL
7z, set trustpoint

RAE N A B —
ZxzA A (VII) O
A—k

9.7.(1)

ASA D, A R A B —T =2 A A (VTI) EFEENDH LWGREEA v ¥ —7 =
A AZE>THfbEnFE L7z, VIIZET ~DOVPN h a2 R T -0 SN E
T, AT, PR OBRKIRICEEE STV D IPsec 71 7 7 A VEFIH LI L—
F _R=ZD VPN ZHHR—FLET, VIIZFEHATLZ LIk, HuREs~y 70
TI7BAVARERELTA U H =T oA ATy B TTHIENRREILRD E
R

WD a<y RPREAINE L7z, ayptoipsecprofile, interfacetunne., responder-only.

set ikevl transform-set, set pfs. set security-association lifetime, tunnel destination,
tunnel modeipsec. tunnel protection ipsec profile. tunnel sourceinterface,
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
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