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* VPN 7 4 L% ACL OfRE & RIS DA R T T 75 4 2 (101 _—2)

BRI 7ML, JIL—TR)— B&LU01—H—

DELE

ITN—Tla—P—F, N=F ¥/ TFTAX—=F Ry hT—27 (VPN) OtFx=V 7 1 EFH
& ASA OREITB T HHENEE T, IA—Tta—P—THREShD Bt L - T,
VPN ~D 22— — 7 782 L VPN DEHFIENRESNES, 70— %, 22— —DESL
E1ODTT 4T 4 ELTHI bOTYT, 2a—HF—DFMEL, 7= RY = blfFS
NWET, #7077 A VT FEOHEGHO 7 NV—TRY) o—%EELET, 2—F—(C
K UTRED I N—T RY o —%ED B ThRWEGAEIX, BiOT 74V s Z—7 R —
NEAENET,

TR 5L, BANCER e 7 ANV ERELT, EHOEERELET, KIZ, FJv—7
RV —%HELET, Z7V—7R) o—TiL, 2= —DEFICHETL2EIREINET,
FOH%, a—HW—Z2RELET, a—PF =37V —TDEEMPETE, SISO —H—
B EDEZRETHZENTEET, ZOETIE., IO VT AT 4 ZRETH)
EEHEBIZOWTHALET,
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GE)  Bi7m 77 A%, tunnd-group 2~ > REMA L CHRELET, Z0®ETIE, 7o
TrAN] & TR T—7 ) [ THEBIZIZEA LR UBERTHEAS L THET,

e 7 m 7y ANE T N—T R =T L L. VAT LAERERMERILINET, 3
TA4FXa2lb—vay FATEMFILT D202, ASA IZIET 7 4V F D LAN-to-LAN 25t~
17 7 AL (DefaultL2Lgroup) . IKEV2ZVPN DT 7 4 /L hD Y T— T 7 AT 7 7
A /v (DefaultRAgroup) . 7 7A T FLVASSLBLI N t¥=aT 7T 47 b SSL B D
T 7 4V OB v 7 7 A v (DefaultWEBVPNgroup) . BEX T 74 /L hD I IL—TF R
v — (DfltGrpPolicy) ZHAEINTWET, T 74V MO T e 77 A VT V—T K
V=T, L o2 —PF—cH@mT DL EBEX ONIREN RSN EST, =—F—%BINT 5
XD, IN—T RV —NoNRTA—=F% [{fK] THECHETEET, ZHITLy,
%< Oa—H—1Z% L CTHEIC VPN 77 B A ZRETE T,

TRTO VPN 22— —|Z[[— DR ZFF T 2551, FFEOHER T r 7 7 A L7 —T
R —%RETHVLEIH Y FEAN, VPNRZOLHIIHEHINAZ LI EALEHD F
Hh, FEE, BREIN—T HAF~v—FKR—b Z—7F BIOMIS FEFHRS A
TL) TN—TN, TITAX— KXy NT =T DENENRLRDEH T 7 8ATEDHE I
THHERBEZONET, £/, MISIZHTBET AFED = —FIZIX, oo MIS = —HF|ZiX 7
JEATERWS AT AT 7 EAZHATLHGERHD T, BT a7y A e n—7
RV —=IZED, ZOXIRFREBRELRRICETT LI ENTEET,
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GE)  ASAILIE, A7 V=2 I A—T Lo Ebd Y £9, ZiuL, Xy hU—27 URARDA—
NR—ty NCT, A7V b I N—T%BERTLHE, A— bRy hT—271Z%7 % VPN
TIBABERTHIENTEES, 7027 b ZA—F1F, I —TF R o —08s 7
n77ANE0G, ACL EBERHD 3, A7 V=7 b ZA—TOEHAFEOFERIZ OV
Tk, —BOEIER a7 X2 b—a > A ROF 20 % [Objects] 2B LT A
AN

X2 VT4 T TIATUATIE, SFESEhy—2nbEtEr@EHcEEd, ROBEREIC
WE-T, BHEEEALET,

1. Dynamic Access Policy (DAP) L =2— R
2. o—Y—%

3. INA—TFRY—

4, BT a 7y ANVHO T N—F KY L—
5. F74N RO IA—F K —

FD=, BIED DAPEIX, 22—V —, JA—F RY I — Fd#m 7 e 7 7 A VIR
EINTMELVETITAF VT 4 mEL o TWET,
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DAP L a2— ROEMNEZA X —T NV ETET =T MZT 5 L, ASAIXZTOEAEA L CHE
fTLEJ, =& 21E, DAPwebvpn 2> 7 4 X2l —31 3> T— R THITP 7B X %27 ¢

=TT HE ASAITENLL HMEAZBRE L ETA, RV IZ, hitp-proxy 2~ > KD no fii
%ﬁ%#ék\E@in@ua~*;ifﬁbﬁmtw‘ﬁ%;)%47f§47yxmﬁ
BT 2EE2ROT 57010, 2=V —ABIOLEICIE LT r— UL R —0 AAA B
WCRBEN L THERLET, ASAZ A7 hLASSLVPN 27 4 X2 b—3 g 0d, TRF
1o http-proxy 2~ K& 1 DD https-proxy 2~ > ROHVHR—F LTWET, ASDM
ML TDAP #RETDHZ 2 BEIDLET,

EHmoOoJ274)0

Vi a7 7y A, hURAERAR ) = ERETHLa— ROty FTHERINET, 2
oo a— K&, b a—F—nERRE— N — BIOBEEROREILERDTH
DT AT == (FETAHE) ERELET, £, Ibo L a— NZiE, Bk
DT 74N E TN—T R —bEEISN, b7 e FaVEfoER 7 A —2 a8 %
NTCWET, Bt e 7 74 ik, bRV BEROIERICBEEST 2 08O RENE £ E
T, T m 7 AR, 22—V —BEEOBMNEERT LI N—T R =D F
BENET,

ASA (2%, LAN-to-LAN #%f¢/H © DefaultL2Lgroup, IPSEC U &— k7 7 & A&l D
DefaultRAgroup, 3L NSSLVPN (7T UHFR—2ABI R X277 T4 T F X—R) #
f5¢ FH O Default WEBVPNGroup & W\ 9 7 7 4 /L MEfe 7 0 7 7 A V3V £F, T HDT 7+
VN R T 7 A VTEETEETN, HIFRIITEETA, o, BEICEA OB =
T ANEIDUENT 22 b TEET, #t7 v 7 7 AW, ASAD B — LI ET
HY | SN — N—TILHETEET A,

)

CE) —fporarv7ryrAn (7z2—X1OIKEvl 2F) I, = RRA Vv VE—h 7782 FE
721X LAN-to-LAN 22 E D BB TE W2 EMH D 9, bl ZA—7%2HBl T 7
WA, T 74V R T

tunnel-group-map default-group <tunnel-group-name>

WCERE SN ET (77 /0 MET DefaultRAGroup TF)

BRIA T 74 IILO—RRET/ANT A —’5‘

—RNT A—=ZIE, FNTO VPN #56ICl T, — /37 A—=HZIZiE, RObDOBHY %
—é—O

BT T AN T e T A NVAE, BT R T A NV EBINE T ISRET D &
XIZHRELET, ROTFEHELH Y £,

o FRFRICERIHEE X — 2T A T4 T NOBE, BT 7 ANGITT TAT
VR ASAIZTET S —T 4 LR LT,
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AFICIEAEZ T 527 947 > MIZOLRIZIFHEO—E & LTHEL., ASAN
FEBAENS Z LRI L ET,

cHEE A A T B Z A 7121, IKEVL U E— F 7 7 & A, IPsec LAN-to-LAN, ¥ X}
AnyConnect (SSL/IKEv2) WEHENET, #fi 7w 7 7 AL TIL, 1| DOEHEHZ A 7720
RECTxET,

CEEE, BE[ TAT LT 4T R—  THH DT A— 2 TIE, ASA BWIRO HIYT
ﬁ%?é#%ﬂ%@?w%7iti)2F%%ﬁbiﬁo

OJL‘——"H‘ @nhn
c =P —RT 7w RAERA SN — E AT 5 E RO R
T HIT 4T L a— ROMRAF

P—R— Z—T1F, 1 DL LDV —— TR S E T,

HEGHDT T AN N IN—TRY — s TA—TRY —L, 22— —EHEOBMEDOE v
T4, T4V TN—T R —iL. ASAN bRV 2 —P—%FREEFE 72133874
HBUCT 74V FTHERAT AR EGEATE I NV—T R —T7,

e IITAT U N T RLZOE Y Y THA  Z2oFRUCiE, ASANTZ T4 T2 MIEID YT
%512 E®DHCP —_R—F7137 FL A F—LOEREGENE T,

e NAT—REH . ZORTA—E 52T 5L, BIEONRATU— KPR ERK (F7 41
NI 14 ) THIRRUINIZ/RD Z L2 a—P— 2 E LT, RAUY—RNE2EETIHHSE
a—P— 2Rt TE £,

c IN—TBREBLOVIVARE : ZNHONRT A—=X|ZX D, ASANZETH2—H—4
AR 5 5ENRE D £9, 25T, user@realm OECTZIET 52—V —4 12720
WHINET,

FHIT @7V IAFETC2—F—LIHIMINEEH FA AL TT (user@abe) , L /L
A%I‘T%j—é%é\\ ASA| ;t:!-*—"j‘“—%:l‘ock(}&ﬂ/»—7 (&)é%é\) %wuu :,fi)zﬁb\iﬁ—o
TN—T%RETDHE, ASAITHIECZ—F 2BV LA (BD%GE) ZEHLE
‘j‘o

LV MER T2 BRET D121 strip-realm =<2 K& A L, BiEH iz —HF =405 7
JNo—TER T & HIERT D 12 strip-group 2~ > K& AN LE9, Wi OB ZEHIRT 5
&, BRI username 72 IO W TITONE T, RS OYE . FREEIT username@realm
SCFHN AR F 721F username<delimiter> group SCFESNZFESWCIrbvE T, —/X—TF
U I X BT TE W EAT, striprealm ZHEET AL ERNH Y £,

S HIZ, L2TP/APsec 7 74 7 > b DA strip-group 2~ > REFEET 5 &, ASA L VPN
I IAT Y EBER Lica—F =4 7 V—T 4 205 L Ca— W O 7 1
T7 AN (M Z—7) ZRIRLET,

RAOER . ZONRTA=Z 2T 5L, 2= —ERORIRBTZER LY, £
TEDEREZRY FiF2v TEET,
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« WADNJEME : ZONT A =2 (F, A EZFTT L L SITHMT REEARIEELEE L
\i‘g—(}

IPSec kU RILY IL— THEER/INS A —4
IPSec /NT A —XZ\ZIE. ROLDONRH Y £,
IV IA T ]\nquﬁJ‘ %HU ﬁﬂ’r‘—\ %E%%\ if:biﬁﬁﬁo
o FRILA X —ITHESWIZ IKE B O A, #5iAR Y O —IZBEAHT D738 8T o
F—HAMKTT (K128 X7) o
« V7 IDMERRDER : ZDONRT A= TiX, VT OFHELEH LT T ID OFER
BRTAHME I NEIEELET,
FRRE S UCREAE XMW 2B ET 256, = Ra2—F —I@FEDO - DI H /e
FEHEAZIRETALENDH Y 77,

s WEBEANA 7V w REBEFSFE : XAUTH B LA 7V » K XAUTH,

isakmp ikevl-user-authentication =~ R} i ASA FREICT U Z VEERE AT 5 0
N DG, BEIOY E— K VPN = —H —F83EIZ RADIUS, TACACS+, F721% SecurlD
&&@vw/—&ﬁt%%@ﬁﬁﬁébgﬂké e, ™A 7 U v R XAUTH §8GE %
Lad B0 EA L £,

« ISAKMP (IKE) —77 74 7ORE : ZOMEEICE D, ASAITZY £— h BT Ok
REEEE=A—L, BOHEOFEELZETICRE TEET, ET7HRRE LR D L,
ASA IR ZHIBR L E T, IKEX—T7 7 74 72 A 3—TNWICT 5 L, IKE VT 238k
Kole b I8N N7 LEE A,

IKEFX =77 74 73S ESERBAR DY £, ZOENEIEST 21213, ASA LY
F— P ETREDOEAEZ Y R—F L TWDLERDH Y £, ZOKREIT. ROETITH
LTEMELET,

* Cisco AnyConnet VPN Client
*CiscolOS Y7 b =7
* Cisco Secure PIX Firewall
VAAUSND VPN 7 FA4 T2 MIIKEXF—7T 74 7% R—FLEHA,

IKEXx—7T7 79472 R—1rFT2ET7 VR —FLARWETWNRET DI NV—T%
FETHHEEIL, I —T2EKIKH LU TCIKEXF—FT 54 T A X —T M LET,
TOMREEYR—PFLAWVWETICEEIIH Y WA,

IKEX—7 77947527 4 B—=TMIT DL, IRELRVWET LOERIZZA LT D
MZRBDETT I T AT DEFIRDTZD, TA KVFALA LT D I\%’x’ﬁ<ﬁ“6:k;’&
HESRELET, 74 RV EA LT U NEERRTHITIE, 70— K —0ORE (40
N—=V) EBRLTIIEEN,
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GE)  ISDN [Ef R CEft 527 AT > b NA—TICEEND
Bl Bt A NEHT A7 IKE X —7 7 74 7 %7 4
t T L TLZEV, %, ISDN #61L7 A Rl s &
BIrSNVE T2, IKEX—7 7T T4 7D AT =ALT L - THfe

INT A RAARREIZ e BT, BIr& <22 £,

IKEX—77 947 %7 4 —7MZT DL, 7?47V%
IKE % —& IPSec ¥— D EH 50 OHIBRA G | L7222 )
WrEaiEd, IKEX—77T 74 TN A F— 7wa&ofwéﬁé
CIxRY D BENSRALEZ T 7 4w 71X Peer Timeout Profile
EEFS P RxANLUB SN EE A,

IKE A A > F— R&MHT 5 LAN-to-LAN 27 4 X =2 L—1/g

AT, 200 T DIKEXF—7 T 747 Dary7 4 X al—
varBNEILTHDZ EE2ERL TS, WEFDOET TIKE
X—TT IATHRA X —T NI TNDEH, EEmFOET
TIKEX—T T I7ATBT 4 B—TNMZRoTWVERLERHY £
7T

® T /57/1/.&%%%4%% LTnL nﬁ% H/:E—g—éia/\ nE%%:%I’*‘//ﬂéﬁg%%'fij—é (ID iE
HELFITT DT RCOIRAELZECTITHET D) 2, AEAEZTE2RITTSH b— Mk
HEL T XTO T CAREEZET) NEHEETEET,

°WMMW7§47V%Y7FW:?@ﬁWN%VSV%ﬁmhf“bl%%%ﬂ\7?
AT T vl T— AU ERBLZEE2BML, Ty 7 T— SN2 T4 7 b
N=Va v ea—Y—=PEET570DAN=AL R TE S, TITOEHE T 0
Ty A NETIIREORE T v 7 7 A WK LT, client-update Z X ERB L OEE T £
7

« TUXINFFHEERMGH L CEIFERET 2 HAE., IKEE TICEET AFEHEZ#ERNT S
cZARNKRA L NOARTEZIBETEFET,

EHETOTD74ILD SSLVPN v S 3 VIEE/NS A —4

WDFEIL, SSLVPN (8 F=2T7 7734 T FBIOI T4 T2 FLA) #EICHEA OB 7 1
TrANBEBHEOY X NTYE, ZAHDOBEBMICMNZ T, T_XTO VPN B2 hm o — ik 7
n 77 ANDREMEERELET,

\)

GE) DO U UV —ATiE, [T vn 77 A0 3 T X 70— LI TWE L, ##
fﬁ7 27 7 A VX, tunnel-group 2~ REMH L TRELET, ZOETIE, 202250
FEMREIEMIC IS THET,
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R 1:SSLVPN BiER TR 7274 LDOEM

HeE

authentication

FRREAF . AAA ERITFERAEEZRTELE T,

customization

WHT T TICERFADN AT~ A ¥ — a LV OL4RTERE L%
T, WAL~ A =g ilk-o T, /A VIl —P—ITFKRE
NHU 4 RUDHBNREY £9, ITAZ~AE—T a2 RXT A—
21X, V74T FLASSLVPN ORED—#E L TRELET,

nbns-server

CIFS 4 B 248 4 5 NetBIOS f— 4 H—E A $—/3—
(nbns-server) DL RHIEIETE L F T,

group-alias

P—RN= BB T 7 7 A VBB TE D 12U LY 2 e E
LET, nl AV, a—Y =Ry ¥ Ama—nb0
N—T BB L F T,

group-url

12U EDITN—TFURL Z4EE LET, ZOBMEEZRET HHE.
EEL7ZURLIZT 7 BAT 52—V —%, vl BHIIN—T%
BIRT AL EEH Y FH A

XTI TAT Y N EERICINV—T URL 2T 50— KT
VUTRBATIE, VT AZHNDEASA J— KT, J—FKDOa— KA
ST ONRTY I T RUAGOZ A—F URL & [FEEIC, A8
FAZT RLVAD I NV—F URL ZRETDHDLEND Y £7°,

dns-group

DNS #— =4 RAA %, F—L P —n_"—_ U T A0K, B
YT 7 7 ALV THE &S D DNS B —"—D X A LT 7 MEZFE
ET D DNS —_"— F )L —FHHEELET,

hic-fail-group-policy

Cisco Secure Desktop Manager Z {1 L T, 7 /L—T7 X=X KU T —J§
% [Use Failure Group-Policy| F721% [Use Success Group-Policy, if
criteriamatch| (ZEXET %5 E 1L, VPNIERER U > —Z$EE L 7,

override-svc-download

AnyConnect VPN 7 7 A4 7> &2 JE— h 2—H—(ZX¥ v m— KT
HBEDIT, BESNTWAZAL—F R o —BHER T —F—4
BEOX 7 oa— )R EEEINET,

radius-rej ect-message

SEENE L SN L XD, v /A UHEHEIC RADIUS HHEG A v &—
BFRFLET,

EHITO D74 ILDHETE

TITIE, v aryTR AR E—RERECATF aUTR AN T— ROW T TOREG

077 ANLONEE IO

REZHOWTIHA L ET,
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GE) <~ Far7FR2ME— RFIZIKEVI BEWIKEV2 A bY—3 A MZOHEHA S, IKEv]
IPSec D X a7 275347, 25347 ML ZASSLVPN, L #H 3 —CiscoVPN 27 547
N, Apple XA 7 47 VPN 7 74 7> k., Microsoft 1447 4+ 7 VPN 7 7 A 7 b, £
cTCP IZITHH SV EH A,

FIAN MO T O T 7 ANEEFE L, 350 N RV TNA—TF 2 A TONTHNTH LW
P 7 m 7 ANV ERETEET, #7177 A VN THRIICERE L WEMEICX LT
X, TOERT 740V ORI e 7 7 A NVDOREINET, T 74NV NOER T T 7 A
W EATFIIVE—=RTI7EATT, TOHDODNRNTA—=2F, BRLIZ RV XA 7128
THRRVET, 774NV NERT R 7 7 AL EED T, TRXTOER T2 7 7 A VOBAED =
Y74 X al—rar T I DAy 4 X alb—a U EERT DI, show
running-config all tunnel-group =~> R&Z A LET,

EHEIJOIT 74 ILORRE

1 OO ASAPY A= TE& D877 7 AV (bR T—7) ORREE, 77 v b
74— LD VPN & v > a VORKE+5 OB, HIRE#25 b xL I —T%
BMLES &3 5L, TERROR: The limit of 30 configured tunnel groups has been reached] A
—URFERINET,

FIAILEDIPsec ) E— kT ERERTOT7 A ILDETE

FIFNIDIVE—F T RAEEGE 0 77 A VORRITZ. ROLBY T,

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipvé6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no override-account-disable

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS

tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point
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iPsec ks n—Fo—upEl [

isakmp keepalive threshold 1500 retry 2
no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipv6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS
tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2

no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

IPsec F>RILTIL—TDO—EEH

— BT, IO RN T N—TF H A FICHEmTE, IPSec UE— K T /A hrxpab
L7747 P ASSLVPN kb Tlik, [ U —MRBIEDKE 3236 LTV ET, IPSec
LAN-to-LAN h> xuid, 7ty bEFEHALET, 7 XTOa~ > ROFEMIZ OV T,
[Cisco Secure Firewall ASA Series Command Referencel] 22/ 1L CL< 72X, 22Tk, VE—
77 AT 0 7 7 A )LE X OV LAN-to-LAN #5710 7 7 A L Z2 R ET D HIEICHOWT
JIEIZFEA L E T,
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B = r7rexesinorLomE

JE—F 7O RREHRITO T 7M1 ILDEKRTE

WD) FE—hr 7T7A4 T hEHRYA SO ASA ODRICHERERTT 2581, VE—FT72
TR T T s ANVEHEHLET,

» Secure Client (SSL F 7213 IPsec/IKEv2 & $B5#5¢)
« 7747 L ASSLVPN (SSL & D7 7 7 _R— 2D #H)

* Cisco ASA 5500 Easy VPN /»— R =7 7 A4 7 > k (IPsec/IKEv] & ##¢)

F 72, DfitGrpPolicy & WD ARIDT 7 4/ KN J)—7 KU —p gt L E 7,

UE—FT7I7R0AERmT 07 7 A NV ERET DL, BN b Zv—7 gz
EL, WICVE—h 778 2REZRELET, ROHEEZZRL TIZSW,

e VE—NT I RRAEEHRT O T 7 ANDLHIE XA TORRE (10 2—) Z#H L TED)
ICTBHZENTEET,

P UE— R T RRABRET BT 7 A AOAREEORE (11 ~—2) &M LTEmICT
B LBTEET,

o THGEOHRTE (15%—)

e UE— K TR T2 T 7 A LD IPSec IKEV] B0 E (17 2—) #HHLT
W T HZENTEET,

«IPSec UE—h 77/t REF T T 7 7 A4 )LD PPP BIEDOZTE (20 2—)

JE—FT7ORREHETOT7AILORZRIE R A TDIEE

FIE

Ll 2 A 7 EEE L Ctunnd-group 2~ REANTHZET, #wirm 77 A VEERL
3

VE—h 7782 MDA, ¥ A 7% remote-access T1,
tunnel-group tunnel_group_name type remote-access
1 -

7o & 21X, TunnelGroupl & WO AHID Y E—F 778 RAERE T 0 7 7 A VEAERT DT,
WKDa<wy ReEANTTLET,

hostname (config) # tunnel-group TunnelGroupl type remote-access
hostname (config) #
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YE—F 7o eREGTOT 7 Lo—pERORE [

JE— K TPHRRIEETOT7AILO—IREHEDETE

FIRr

ATy T

ATvT2

ATvT3

ATv74

e 70 7 7 AND R EREETITEET DI2UE, ROFMET AT A= Z2HEL £
B

—REMEERET DI, Yo/ arTE AN E—RELIIIAF AL TFARNE—RT
tunnel-group general-attributes # 2 7 # A L£4, 2T, brxArn—7—fk@Et=
T4 F¥alb—varE—RRfhENET, e IREL T, T RBREREINTZ L
Doy £7,

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

EREE— N — L — TR H LS. FHT V- oL EEELET, FEELE——
7/]/% \—B mﬁ)%ébﬁ_&% H— 7\7/1/7 &A%X%nmn Cffﬁﬁ‘ié%é\&i\ F—U— K
LOCAL ZEMmL £,

hostname (config-tunnel-general) # authentication-server-group [ (interface name)] groupname
[LOCAL]
hostname (config-tunnel-general) #

;

BEEY— R — JL— T OLTNT. R 16 SLFETY,

I ar T, IN—THDOBAIA L H =T oA A/ ERETHIEIZLY, A X —T <
A ABEFORAELRET DI &b TEET, b/zw®%7%m%$ﬁﬁé4y& Tz A A
Aix. By a THBMLERS D £9, kO a~y RTHE, @R —/3— servergroupl % fifi
T2 test EWIAFTDOA L H—T oA ADA L H—T = A AFEAGOFBIAENRESINET,

hostname (config-tunnel-general) # authentication-server-group (test) servergroupl
hostname (config-tunnel-general) #

ﬁ%?éwT%—A—&»~7®zw%¢ﬁbi¢(@Eﬁé%é)o:@@ BT 5 4
By =PI O T = AN RFET DMENDH Y £,

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

BA Y — = TN —T OLENTL. K16 LFTT, 72&zE, koa~<r Rk, #Bafh——
7 v—"7" FinGroup 25 Z L ZHHE L TV E T,

hostname (config-tunnel-general) # authorization-server-groupFinGroup
hostname (config-tunnel-general) #

TADLT 4 TP —="= T N—=TR8oo56. AT V—7DAFZHEELET,

gHInoraL, =T Ry o— s&U1—F— |



BEITOT7AL. TL—TF K o— B&v0a1—H— |

B =+ 7rexg8707 7 LO—REEORE

ATvT5

ATvT6

ATy T17

hostname (config-tunnel-general) # accounting-server-group groupname
hostname (config-tunnel-general) #

THYT 4T F—=N—= T N—=T DAL, K16 LFTY, 72LxiE koazs R
L. T T 4 T — = J—" comptroller Z T2 L EEEL TOVET,

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

FI )k TN—F R o —DABIEEELET,

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

TN—T" R —OL4HNEL, K64 FTT, ROFITIX, 774NV K TN —T K —D
411 & LT DfitGrpPolicy &% /E L TV ET,

hostname (config-tunnel-general) # default-group-policy DfltGrpPolicy
hostname (config-tunnel-general) #

DHCP #— 3— (K10 ¥ —/3—) OLRFTEILIPT FL A, B3LODHCP 7 KL A 7 —)1
(K67 =) ODARIERELET, 774/ T, DHCPH—/—L& 7 RL R 7 —/L (%
S £ A, dhep-server A~ FIZED, VPNZ IA4 T FDIPT FLAZESGL XD
LT 5 & FIT, FRED DHCP —"—ZBMA T L a2 VEEETDHEIICASA ZRETED
£212720 F£9, FEMIZDVWTIL,  [Cisco Secure Firewall ASA Series Command Reference] %
A R® dhep-server 2~ RESIL T ZE0,

hostname (config-tunnel-general) # dhcp-server serverl [...serverlO]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address poolé6]

hostname (config-tunnel-general) #

GE)
A H =T 2 A AL EFRETHHAIT. L0y = THDXLERH D 9,

T RUVA F—)Lix, Ze—s)Lary7 4Xal—3 32 F— KT iploca pool =~ > K%ff
HALTHELET,

PRy U= 7RIy ararybao—L&ZFHLTHEEEE. *\%7—77F:yVa
voay ha—L RAF v REECHEA SN DRI — =D I N —TZRET 57291, NAC
FREY— "= Z =T DA4RTEERELET, NAC ZH AR —FrF5X51C U&<&%1o@
TIRAay ha— P —_—ZFE LET, ME?»*7@%W%%E¢6 I%. aaa-server
awy REFHALET, RIZ, TORC4ARTZ P —— Z—T 12 LT,
nac-authentication-server-group =~ > R&fiH L £,

WIZ, NAC R AT ¥ BREEICHEH S D FRFEY —/3— 7 L—7 & LT acs-groupl % #5132 1
ERLET,

B 5oz L. S—TFRYS— BEUI—F—
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YE—F 7o eREGTOT 7 Lo—pERORE [

hostname (config-group-policy) # nac-authentication-server-group acs-groupl
hostname (config-group-policy)

I, TTHNFDYE—F T 7R TI—TNEEREE—N— L — T 2Kt 50 2=
LET,

hostname (config-group-policy)# no nac-authentication-server-group
hostname (config-group-policy)

GE)
NAC ZEHT 512X, UE— bk & A b _EIZ Cisco Trust Agent WNFTET HMLERH VY £7,

Z— P —Z % AAA P— X—ZETEN, 22— A0S 7 N —T E 3R A RET DN E
IAMEBRELET, T74/LMTIH, IV —74b LV A bRESNEY A,

hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm
hostname (config-tunnel-general) #

LIV EITEB R AL D Z L TE, LVLERRET D56, ASAIT2—F—AB LU0 L —
7 (bD5E) WAtz LET, 7 —T7ZRET DL, ASAITRFEC2—F—AB LU
WA (BDHEE) ZEHLET, LALMEMTZHIBRT DT sripreAlm =2~ > R&Z AT L,
FREHI 2 — =20 D 7/1/»«7%%%72}%'”3?‘?5 1 strip-group =~ > K Z{# H Li‘ﬁ‘ i
OB Z IR D & FRFEE username 72T IR ST ThbiE T, TSNS EA, R
uﬁiwmmﬁﬁwmi%ﬁ£¢itmwammmﬂMMoqmmi?ﬂK%dwTﬁbhi
T, = =TTV I X EMFTTERVEEIT, sripream Zf8ETH2HERH Y £7°,

#—/3—73 RADIUS, RADIUS with NT, F72/Z LDAP h—\—D§E, A7 9 T, /SR
U— FEBZA R—T M TEET,

(;I)
FOREIZLDAP 7 4 L7 R U == L TV D55, /AT — NE L Sun Microsystems
JAVA System Directory Server (IH4 #R/iZ Sun ONE Directory Server) 33 J UY Microsoft Active
Directory Zffifl L THAR— & ET,

Sun:Sun7 4 V7 hU H—_— 2T 7 AT HTDIZ ASA IZHE STV S DN 3, H—
NR=DF TV RAT—=RKRY =TV BATELLERHY £T, DNELT, T4 L
7 NUEBE, E3T o v N EHEERE RO — Y — 2T LR HERLET,
FX, TIHNDE RRATU—=RAKRY —IZACI ZRETEET,

Microsoft : Microsoft Active Directory T/NA U — NEHZ A R —7 /L2 F 5HITIL, LDAP over
SSL Z i ET D MENH Y £,

COMREIIT 74NV FTT 4 =T NI TE D BEONRRAT — FOFHHBENESL &
PR A TR LET, T 740 h Tk, #RUNO 14 BHRIZEENBRBINET,

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

gHInoraL, =T Ry o— s&U1—F— |
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P N—NLDAP Y — " —DA ., FRMMIRNITNZ LB T 2 ERBBIND ETOHE
(0~ 180) #fETEET,

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

GE)

oAV TN—T—fxEN a7 4 X 2 b—3 3 F— K TAJ L7z password-management
av U RIZE-T, b7 —7 ipsec BT — R THEANIAT S - FEHELED
radius-with-expiry =~ > RQ3E I LN ET,

password-management =< REFRETHE, VE—h2—HF—Nu /(95 LX|Z, ASA
X, 2= —DBED/ AT — ROFGHHRIESNTND Z &, FEHRAITIN WD 2
LEBMLET, ThND ASAL, 2—HF =B RRAU—RELEETX5L9ICLET, BT
D/RAT — RBRRH L TR WEE, 22— — 32O AT —REFEHLTe /A v LEET 5
Z LN TEE T, RADIUS 7203 LDAP FBFENGRE STV WA, ASA TlEZoa~ >
ROV S E T,

ZHUZE o TRRAT — RBHIREINIC /22 E TORABENERIND DI TIER <, ASANR/ SR
U — ROIREIAUC 72 BT H A 2 —F —~DEELZ G T 520D EEIND W) RICHEE
LTLEEEY,

password-expire-in-days ¥ —7 — FZ$5ET 25613, ARLIEET 20E P H Y £9,

Toawy RTHEICOZEET AL, Z0a<vy NETF 4 B—70IC2 0 £, ASA I3,
Z— PR L TERBESTNB T LR BALERADN, BRI —F— 32T — %

EHETEET,
FERC oW T, XA U — REHLH O Microsoft Active Directory D% E (32 X—3) &ML
TLTEEY,

ASA Version 7.1 LLFEClX, LDAP F 721X MS-CHAPv2 % 7R — 9% RADIUS 84f5¢ CRBaE & 1T
9 & & |Z. AnyConnect VPN Client #¢. Cisco IPSec VPN Client #f¢. SSL VPN 524 h > U
VT ISAT VRN, BEXOVY TG4 T U b L REERNIIRTT B SR T — NEBER A
R—hENTWET, AD (Windows /XA T — K) E7ZIENT4.0 KA A NIHT 5D 260
ﬁ/u&’f TOWNWTNTH, NAT— REHIFIVR—PFINTWERTA,

MS-CHAP % %74 — h LTV 5o RADIUS ¥ —/3— (%, BIfE MS-CHAPV2 Z ¥R — K LT
WEH A, password-management v K&l T 51 i MS-CHAPV2 LB, X
—ICHERR LT 72 &,

G¥)
RADIUS #—/3— (Cisco ACS 72 &) 1%, FiFERAZ B ORI ——I2 7 aF T 554N
HVET, 72720, ASAPHIERADIUS r— =L DOABEL WD L IR ZFET,

LDAP T/XA T — REEE T 521, T LDAP H—3—Z LB O FESMEH S Tn
£7, BIfE. ASA TIX Microsoft Active Directory 33 & U Sun LDAP H—/3— |2k} L CD A, il
HONRAU— REHB Yy 7 2EELTWET, R4 7 47 LDAP IZIE, SSL B2 T
9, LDAP OD/NA U — REHZEITT HA1IZ, SSL _ETO LDAP % A X — 7 /WZT HMLE N H
V&£, F7 4/ Kk TIL, LDAP (TR — k636 2 H L £,

B 5oz L. S—TFRYS— BEUI—F—
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ATy 710
2Ty TN

AT T12

CERFIDKE

FIRr

ATy I

—szinzz |

FERAENORRA 7 2 ) —HOLRI 2B T O AT 5 1 > IdE8E0 B EEE L E7,
ZoORMICED, TV FDN 7 4 — L RO EDOE S ZRAHAO—F—4 L U THERT
DIINFREESNET,

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

e ZE A<y Rid, ON BHEZRBATHO2—F—A L LTHEMT 5 Z L 2mEL T
i‘j‘o

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes /&, C (&) . CN (i#@%4) . DNQ (DN {Effi¥) . EA (BFA—
VT FLA) ( GENQ (HAUESfiF) . GN (&) (| (A1=T %) [ L (#%) | N (4
AD . O (FAf%) . OU (Mfk==v 1) | SER (¥ U7 A%E) . SN () | SP (NE/iF
HOERR) . T (&) . UID (=—¥%—ID) . BLTVUPN (—H# =7V /L r—20)
BHYET,

a— P — (T ?FTTZ)ﬁﬁ L EDOA—P=RNEFICRT SN TV ORENDH LN E )k
BELET, 774/ FTIERTIFERSNEE A,

hostname (config-tunnel-general) # authorization-required
hostname (config-tunnel-general) #

#Ewuu i :L—*)‘“—fPEl?/I' \/@ﬁa:ﬁbﬂ@uuumy [/74//)?}1/ (ZOE@:‘L_%‘—% &/\
AT =R &) ZANTDHEOERTEHA 7V a0 ORETT, TEHBEARETHITE, K
Da~vy RERELET,

v H U F VG — "= TN —THEELET, Z0a<vy NI & AAA——¢
LCTHEHT D AAA —— TN —T % HRELET,

GE)
Z @3~ RiE, AnyConnect VPN 8562721 A S E T,

v hAY 0)#—/<~ T N—FTILSDI —_— P —FERETXERA, T 74V KT
X, B UV REFRINEL Y T AL

hostname (config-tunnel-general) # secondary-authentication-server-group [interface name]

gHInoraL, =T Ry o— s&U1—F— |
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{none | LOCAL | groupname [LOCAL]} [use-primary-name]

none ¥— VU — RZET DL, B ¥ URGHIER SN EH A, groupname fEiX AAA H—
Ne TN—T 2% R" LET, B—AVEINEY— = T = _XR—=2 2T 5L 2R L,
groupname il & 35 & LOCAL X7 4 — /A3y 7 &R LET,

&2, T4~ VREEY — " — J )V —T % sdi_group (2, EH XV RBEEY —— F L —
7% ldap_server [IZEXET HIZIE, ROa~v L REASHLET,

hostname (config-tunnel-general) # authentication-server-group
hostname (config-tunnel-general) # secondary-authentication-server-group

GE)
use-primary-name ¥ —V — F& T 256, v /A v X477 iE1 DOax—HF—4721F
FORLET, £, 22— —HE2T VX AGEHEN N T 256, 774~ ) a—HF—472
TRRBFECEH S E T,

T hH ) =Y =4 & AEHEN L RIGT 58413. secondary-username-from-certificate %
ABLET,

hostname (config-tunnel-general) # secondary-username-from-certificate C | CN | ...
use-script

EhH) a—P—4 L LTHEHAT 2 72DICGERENGHIE T 5DN 7  —/L ROfEIX, 77
4~ VU @ username-from-certificate =~ > K& [R U T9, F72lE, use-script ¥ — 7 — REF5E
LT, ASDMIZ Ko THEMEINTZATZ VT N 77 A NVEFEHTH LD ASAICHERTE ET,

ez TI9A~) 2=V LT 4= RELTEELE, B F) 22— =47 4 —
A RELTH2=y FE2fETHIZE, koavr FEALLET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # username-from-certificate cn
hostname (config-tunnel-general) # secondary-username-from-certificate ou

PAECH T 2720127 74 T > MEHENS YD X ) a—HF L2 TE5 L9127 5
[ SR NS 9274 /I/~7° webvpn JEPEE — KT secondary-pre-fill-username =~ > R&fliH L
9, Z0Oavr REI7IAT L FUABRETIXSSLVPN 7 7147k (AnyConnect) #%
BZHEH T 2208 9 it Snlca—F—f &2 Ra—F—IIERRICT 20 E 2 it
ETHX—T—REMHLET, ZOHEIZT 74V N TEHICREINTWET, 7747
YRV AF T ar b SSLYTAT U N ATV a VIRRHCER TE TS, 2T NBIE
DA~y FNCRETDHILERH Y 7,

hostname (config-tunnel-general) # secondary-pre-fill-username-from-certificate
{clientless | client} [hide]

7ol 2 DT T A~ ) Ll XY Ol OFRFE pre-fill-username & T 2 121%
WDa<wy ReEANTTLET,

B 5oz L. S—TFRYS— BEUI—F—
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UE—k 7O RREGTOT7 4 L0 IPSec kvt Bt0zE [

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # pre-fill-username client
hostname (config-tunnel-general) # secondary-pre-fill-username client

Pefoel i H 3 8 A B A BUST 2 - OIE T 2GE — =2 ELET, 774/ FD
@Tﬁéi\ 705/])"7 ) uAD\nE‘H-“_‘/\‘_‘VC‘ﬂ—o Zoavxry NI Emunmwc@#in%%%fﬁij_

hostname (config-tunnel-general) # authentication-attr-from-server {primary | secondary}

7::& %_{\i\\ '[ij :/&) n:uniE"j-’—/\’—%j:E‘ij—}:) i /k@:l"?/ ]\%)\73 L/i‘g—

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authentication-attr-from-server secondary

Yo va r EREEMNT AR —Y & (TTA~ D EiFE I XY) BRELET, T
TAN MEIXTTA <Y TY, “EHBEA R NMICTHE, 20D O —HF—4 Tty
Ta vERRIETEET, BEHE Iy Y aroa—F—4 L LGRS N a—F—4 DN
NNERETHIVENHY £, By aroa—W—RI, ThooT407, Byvay
=X R— R syslog, TNy VAR I D 22— —4TT,

hostname (config-tunnel-general) # authenticated-session-username {primary | secondary}

-z i tyTarvk EQL'H‘ j'émunﬂz:b’—‘qj-"—% oK FRRE— =B HUET 5 &
FBETHICIE, koa<wr REANDLET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authenticated-session-username secondary

JE—FT7ORREHTOT74ILD IPSec IKEV1 BIEDERTE

FIE

&

VEe—h 727828707 7 A /LD IPSec IKEV] B AR ET 5I121%, WOFIHAZEIT L %
T WOFHIE, VE— T 78R T 7 7 AV ET TI/ER L TS Z L &HifRE LT
WET, VE— T 78RR 70 7 7 A LI, LAN-to-LANBSfe 7 7 7 A L L 0 $ %<
DRMERH Y F7,

UE—bFT278A bV Z—70 PSec BIELZIEET HI121E, o7 arTHA b
EF—RELEFYALT a0 THFRANE—RTROaA~ REAT LT RV 0—7 ipsec J&
HE—REMBLET, o7 MBRELLT, E— RBRERINT-Z ERbn £,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes

gHInoraL, =T Ry o— s&U1—F— |
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hostname (config-tunnel-ipsec) #

Zoavw s RIZEy, hrrv I v—Tipsec@Ear 7 4 X2 b—va vy EB— KRB I
Ft, TOFT—FTHE, Yoo/ NharsyF AN E—FRERiF~vAF arTFANE—KFKTY
T—hT727®8A M RATI—TD IPSec BIMEEZZRTE L E7,

T 2R, Roa~ry Rix, TGl E WO A4RTIOER 7 0 7 7 A VIR T D o x s —7
ipsec BHEE—RFDOa~v L FP< ZEE2BELTWET, Yo7 MAEL T, horxn
T N—"7ipsec BT — RIZ AT 3D 77,

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

FEHFF—ICES IKEVI 2 AR — T 57-010, Faidkax—2BELET, &2
X, O~ RiZ, Psec IKEvl UV E— |~ 727 2 2# ki 7 a7 7 A /L0 IKEv] ki 2 R —
5701z, FaiEAEF— xyzx ZHEEL TWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-ipsec) #

E7 OFEAEZFEHN L TET DO ID ZMGET 5208 2 hEfREL 7,

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #

HTE AT a UL, req (WH) | cart( GEHAETHR— SN TW5HA) . nocheck
( GR~72\vY) TF, 774/ Mdreq T,

7o 2IE, RO a~ 2 R peer-id RAEDS L E 72 Z L ZHE L TWET,

hostname (config-tunnel-ipsec) # peer-id-validate req
hostname (config-tunnel-ipsec) #

SFAETF = — U AR ETEAMNE I ERELET, ROa<r Rif, b— FEEHEL T
DAL CAFERAEZEEFE L TVNET,

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

ZoBMIX, TRTDIPsec RN TN—T F A4 FIZHEAENET,
IKE B TICEET DFEAEEZFRINT D F T A RKRA U FOLA4RIZHRELE T,

hostname (config-tunnel-ipsec)# ikevl trust-point trust-point-name
hostname (config-tunnel-ipsec) #

RO~ N, IKE E7ICEET 25EHEOAATE L T mytrustpoint 2 f5E L TV ET,

B 5oz L. S—TFRYS— BEUI—F—
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UE— bk 7O LREGTOT7 4 L0 PSec kvt BioiE [

hostname (config-ipsec)# ikevl trust-point mytrustpoint

ISAKMP ¥ —7 7 A4 7D LEWVMELFHFENDY TABEERELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

threshold /X7 A —X TiX, ET7RX—T T 747 F=F VT EBBTHIETCORETA R
VIR 2 0% (10 ~3600) THREL £, retry /87 A —Z L, =77 T4 TIENZ[F &S
N lgot=2%DV b I AMOMKBETT Q~108) . IKEX—77 7471, 774V KT
A X =T NVTY, ISAKMP ¥ —7"7 74 7 %7 4 E—7/MZT 5HIZiE, isakmpkeepalivedisable
EADLET,

72 ziE koo~ Nt IKESF—7 T4 7D LEVWEZ ISRICETL, VNI A1 A
H— )& 10 PIZERELE 9,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /X7 XA —Z DT 7 /L MEX, VE— 77 B ADEFAEIL 300, LAN-to-LAN D54
10 T, F7o. retry XT A—=F DT 7 4V MEIZ 2 TH,

e (BFaT7 F—FrUxA) T, ISAKMP E=Z Y 7 &R LTRRBLRWVWE I
BETLHEAIE. koa~<wr FE A LET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

ISAKMP ~A 7'V v RIEFFS R, XAUTH £7213 4 7V v K XAUTH Z#8E L £,

isakmp ikevl-user-authentication =~ >~ F‘ i ASA FRAEICT VX NVGEMEEFE T AL ER H
L2854, BXOY £— bk VPN 22— —3%FEIZ RADIUS, TACACS+, F7-i% SecurlD 72 & D L
=T i RERIEERT 2 LN H 5 ﬁA_\A47)/kXMHHM£%% ET 5720
FRLET, "7V v FXAUTHIC L > T, IKED 7 =—X 1 BRD 2 SOFIEICSE S H

F7, 2O TAA TV v RiBGEE M E T,

a) ASA L., YDA —HiFZHEHA LT, VE—h VPN 2—H—(Zx L CIRFEL £,
Zhicky, BEMICERIETAIKE X2 T4 TV o—va VAL SNET,

b) KIZ, XAUTHAHN Y E— K VPN 2—H—Z385E L £7°, Z OHEERAETIE, AR — b
ENTWBUERONT DRI XA FHTE £,
GF)
FRREX A TERNA T U v RIZERET HICiE, FANZFEE —"—%2RE L., FaidHx—
EERL, hTARRA Y NERETHLENRH Y 77,

isakmp ikev1l-user-authentication =~ > K& 47> 2 > @ interface /37 A — X & L C,

BEDA L H—T oA AERETETET, interface X T A =X ZEZWKTH L, Zoa<wy
ITTR_RTOA L F =T oA AZEHIN, A F—T A AT LIZa~vy RBRBEESNR
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B rsecUE—F 7o EREHETOT 71 L0 PPPRIORE

TWRWGAEDONy 7T 7 UTHRELET, #i7 a7 7 A4 /12 2 D0 isakmp
ikevl-user-authentication =< > RZE L TWT, 1 Didinterface/X7 A —X ZfEHA L.
LI DIIEHLARVWGS, A VX —T oA AZRETHa~v 2 RIZZDOREDA 4 —
7oA AEBIRLET,

7o & X, WDz~ RiL, example-group & MEIN D87 0 7 7 A VONIEA > &2 —
7z A ATHNAT Y v KXAUTH & A X —7 /M LE T,

hostname (config) # tunnel-group example-group type remote-access

hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec) # isakmp ikevl-user-authentication (inside) hybrid
hostname (config-tunnel-ipsec) #

IPSec ) E— F 7V RA#EHETO T 74 )LD PPP BHEDERTE

FIE

ATv T

ATy T2

VE—R T 78R T 07 7 A VDOKRA > MY —KRA > b 7a haVethEasEd 52,
WOFNEZEIT L ET, PPPEMEIL, IPSec VE— K 727 20T 07 7 A )W T M
ENFET, ROFBHIL, IPSec VE—h 77 B REH T 0 7 7 A LE2TTIER LTS Z &
ZHiFEE LTWET,

N RN T N—Tppp Bl 7 4 Falb—va v E—RIAVET, ZOE—RT, kD=
<~V REASHLT, VE—KRT VR R FATAL—FPPPBMELHELET, Frr 7 b
WERLT, BE— RRERINTZZ RN £,

hostname (config) # tunnel-group tunnel-group-name type remote-access
hostname (config) # tunnel-group tunnel-group-name ppp-attributes
hostname (config-tunnel-ppp) #

72z, Roa< > Rid, TGl E WO ARTOER 7 v 7 7 A VIZBRT D hofv 7 —>7
ppp BIEE—RFDa<wr Rk 22 RELTCVWET, Yrr 7 vaZB(kL T, hrxs
J—"7 ppp BIEE— RIZA-T=Z RN 77,

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ppp-attributes
hostname (config-tunnel-ppp) #

PPP 562l D [EA D7 v b 2V AT HREEE A R —T/UST D0 E D MEFRE L £
T 7a b IV DMEITIROWT NI £,
« pap : PPP #5¢ C Password Authentication Protocol (/XA U — RFEFEZ 1= kL) Offi % A
F—T M LET,
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IPSec ) E— k 77t EETO 77 1 Lo Prp BEDEE [

s chap : PPP ##t C Challenge Handshake Authentication (F ¥ L' > ¥ N> Ry oA JREFE 1
k=) O ZA R—T I LET,

 ms-chap-vl F 721X ms-chap-v2 : PPP #5¢ C Microsoft Challenge Handshake Authentication
Protocol (Microsoft 7 L' ¥ Ny Rz A ZFRFET 1 hajin) o= a 1 £720F
N=Va 2D EA X—7 VI LET,

« eap : PPP $%f¢ C Extensible Authentication Protocol (JEEFRFEZ v h2/L) OfiH%Z A 1 —
TV LET,

CHAP & MSCHAPv1 IZ. 7 4 /L hTA X —T IR > THET,
Zoawy ROITRO ERBY T,

hostname (config-tunnel-ppp) # authentication protocol
hostname (config-tunnel-ppp) #

BED7 v haLOiRiEE T 4 B—7 T 5HI101E, Zoa~xwr KonoBEXE2HEHLET,

hostname (config-tunnel-ppp) # no authentication protocol
hostname (config-tunnel-ppp) #

7L 23, ROa~<w 2 RIZPPP K TPAP 71 haLfF a4 2—7 M LET,

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

W’ a< > Rk, PPP#58: T MS-CHAP X"— g2 Fua havoffifid A4 x—7 VI LE
ﬁ—o

hostname (config-tunnel-ppp) # authentication ms-chap-v2
hostname (config-tunnel-ppp) #

WD~ KL, PPP #:%: T EAP-PROXY 72 Fa VA2 A x—7 Wz LET,

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

WD a~< RiZ, PPPHEFETMS-CHAP X—Y a3 1 7 ha Lo ETF 4 E—7 Lz LE
7,

hostname (config-tunnel-ppp) # no authentication ms-chap-vl
hostname (config-tunnel-ppp) #
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LAN-to-LAN i85 R D 7 4 JLDERTE

IPSec LAN-to-LAN VPN ##¢ 7' 12 7 7 A /L%, LAN-to-LANIPSec 7 7 A 7 > M #2720 1 H
EhEd, RETHNRNTA=HFDLLIIPSec V E— T 7B ADEERH T 77 A NLDEHD L
[l U C7 2%, LAN-to-LAN k> RIVDFN/NT A —2 DTV £9, T I T,
LAN-to-LAN 83t 7' 10 7 7 A V2R ET D HIEIZ O TR L E T,

« LAN-to-LAN #5700 7 7 A VDL & X A T DEE (22 2—)
« LAN-to-LAN ¥4t 7' 10 7 7 £ LD — {2 BMHEOHRE (22 2—)

« LAN-to-LAN IPSec IKEvl BHEDFRE (23 X—)

TIA#IFDOLANto-LAN O D7/ ILDaA VT4 Fal— 3y

7 7 4V ;@ LAN-to-LAN £t 7’00 7 7 A L ONEFIL, IRD EBY TT,

tunnel-group DefaultL2LGroup type ipsec-121
tunnel-group DefaultL2LGroup general-attributes
default-group-policy DfltGrpPolicy
tunnel-group DefaultL2LGroup ipsec-attributes
no ikevl pre-shared-key

peer-id-validate req

no chain

no ikevl trust-point

isakmp keepalive threshold 10 retry 2

LAN-to-LANEEG 7’0 7 7 A NV DIRT A—Z IV ET— " TI7 B AEEHG T 7 7 A LDI/8T X —
2E0Ll FOWFLEALLIZELLD I N—FTHEILTT, ERICHERZRET 550
FEEZE X, ZZTRIOITN—=T DT 2= ZHBNCHA LET, F/RIICEHRE LWy
WRIA=ZIETT T, T7HNOERHRT T 7 A NN ZDEEMALET,

LAN-to-LAN 5 O 7 7/ LD BRI EZ 1 TDIRTE

B o m 7 7 A NVDOARTE XA TERET DI, RO X S IZtunne-group =2~ K& AJL
£7

hostname (config) # tunnel-group tunnel group name type tunnel type

LAN-to-LAN k> R VDA, # A Ziipsec-12l 12720 £9, 72 & 2%, docs &) ZREITD
LAN-to-LAN 5t 7' 0 7 7 A W AFR T 51213, Roa~r Re AN LET,

hostname (config) # tunnel-group docs type ipsec-121
hostname (config) #

LAN-to-LAN #£#: 7R 7 7 1 LD — B DR TE
BT B 7 7 A O RBMEERET S0, KOFIREETLET
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FIE

ATy T

ATy T2

TRY—, BLUI—Y—
LAN-to-LAN IPSec IKEv1 B0z [}

TN arTX AN E—RNELIEYAVTF 227 F A b E— KT general-attributes ¥ — 7 —
REFRELT, bR —7—EtEe— NElm L ET,

tunnel-group tunnel-group-name gener al-attributes
1 -
docs L WO ARIOBRE T 0 7 7 A VDGEIX, ROa~vy REAT)LET,

hostname (config) # tunnel-group docs general-attributes
hostname (config-tunnel-general) #

a7 SBRE{L LT, config-general E— RIZ A7 Z &NV £F, MR ATN—TFD
—fREMEX, ZOoFE—RTRELET,
T7HN b TN—=T R —DARIERELET,

default-group-policy policyname

1 -
WpDa<y R, T 7408 70— KU 2 —D4RIZ MyPolicy Z45E L TV E 7,

hostname (config-tunnel-general) # default-group-policy MyPolicy
hostname (config-tunnel-general) #

LAN-to-LAN IPSec IKEV1 BT D EXTE

FIE

ATy T

IPsec IKEv]l BIEZ R ET DITIE. ROFIEAZFITLET,

k7 —T1PSec IKEV] BIEZ R ET HITIL, 7 arTH A ME— NEIIV L
F a7 F A T— T IPSec-attributes ¥ — 7 — R Z$5& L T tunnel-group =~ > K& AJ)
L., oI n—TipsecJ@tEar 7 4 X2 b—a vy — RERBELET,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

7=l ziE, ko< RTIE, config-ipsec B— RABIFA L. TGl & \W ) ARTOHER 70 7 7
ANDINTG A =B LT ETEET,

hostname (config) # tunnel-group TGl ipsec-attributes
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B an-o-LaN Psec IKEV Bt DR E

ATy T2

ATvT3

ATy T4

ATy TH

hostname (config-tunnel-ipsec) #

Tuar T IRE LT, P —Tpsec @y 7 4 X2 b—va v E— RIZA-T
ZENLNY ET,

FETIAT 2O < IKEv] #ki A2 AR — b 5701, SR —2HEL T,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key key
hostname (config-tunnel-ipsec) #

72 z21E, o< Fid. LAN-to-LAN#ER: 7 2 7 7 4 /LD IKEv] #fia AR— 35728
12, THETHEAE R — XYZX ZHEEL TWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-general) #

V7 OFEHEZFEH L TET DO ID 2GS 52208 9 hEREL 7,

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #

MM TE AT v a3, reg (W) | cert( GEBIETHA—F S TO5HA) | nocheck
( GA~72\) T, T 74/ bdreq T, 7=& 2, kO a~ > Rk, peer-id-validate 4~
= v % nocheck ([ZEXE L CWET,

hostname (config-tunnel-ipsec) # peer-id-validate nocheck
hostname (config-tunnel-ipsec) #

SEAEF = — L A EETELINE IR ELET, ROT Vg i0d, — FEEAE LT
TO TN CAFEHAEZEEFE L TCWVET,

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

ZORMIZ. TRTO RN T —T ZA FITHEATEXET,
IKE BT IZEET DaEBEEZHBT D N T A MRA v FOLAFIZEELET,

hostname (config-tunnel-ipsec)# trust-point trust-point-name
hostname (config-tunnel-ipsec) #

&2, Woa~v s NiE, 87 A MRA > M4 % mytrustpoint [ZFE L TWET,

hostname (config-tunnel-ipsec) # trust-point mytrustpoint
hostname (config-tunnel-ipsec) #

ZORMIE, TRTO MR I—T F A4 FICHEATE T,
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ATvT6

ATy 17

LAN-to-LAN IPSec Ikt B0z [

ISAKMP (IKE) ¥—77 74 7O LEWVEELEFHFTINDY M7 A B ZIEE L £9, threshold
IRFGRA—=R T, ET7NRX—TTI7A T =4V T HBRETDHETORET A RAVER 21
(10 ~3600) THRELET, retry /X7 2 =X %, F—T T 74 TIRENZE SN2 8o
2BV NI A BOBBETT Q~108) . IKEX—77 7471, T 74/ FTA X —T )L
TY, IKEXF—TT 747 %7 4 8—7MICTHI2IE, isskmp =2~ RO nolEXA AT L E
7

hostname (config) # isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

72 z1E, o< Rt ISAKMP ¥ — 7794 7O LEVMEZ I5FIZHREL, VR TFA
A B = E I0RICERELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /X7 A —% OF 7 % )L MiEIX, LAN-to-LAN D413 10 T, retry /37 A—X DT
7 v MEIZ2 T,

Pt b (EFa2T7 F—FUxA) T, ISAKMP E=Z Y 72 RLUTHRBLRWE I
FBETAHHEAIT. koa~vr FE A LET,

hostname (config-tunnel-ipsec) # isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

ISAKMP /A 7'V » REREESF . XAUTH 72131 7V v RXAUTH #f6E L £ 7,

isakmp ikev1-user-authentication =~ >~ I\“ i ASA FREEICT VXA NVGEHEAE T 2 LR &
L2846, BLOU E— b VPN 2 —H —3ZFIZ RADIUS, TACACS+, F721% SecurlD 72 £ D L
W =T ARSI T 2 NER & 555 DL\A4f)/FXMHHM£%% ET 5720
FRLET, "7V v FXAUTHIC L > T, IKEDZ =—X 1 BRD 2 SDOFIEICSE S H
F7, 2068 TAA TV v RiBGEE M E T,

a) ASA X, EHEDOABXF—HFZ2FEHL T, VE—h VPN 22—V —{Zx L TREIEL £,
Zhc kY, HEMIZHRIET A IKE X =27 4 7Y vm—va UL SN ET,

b) WIZ, XAUTHZHR Y E— N VPN 2 — W —Z35E L 7, ZOEERAE T, A — b
ENTVAUERDONTNORIEF RN AFEHTE £,

GE)
SEHEH A T oA T v RICRET AT, HANCREHY —_R—52 BT L. Hpidax—
ZERR L. FTADIRA LV FERETHLERNH Y 9,

7o & 2, Mo a~ 2 RiE, example-group & ML D447 0 7 7 A VD ANA T Y R
XAUTH %Z A =7 /UZ L £,

hostname (config) # tunnel-group example-group type remote-access
hostname (config) # tunnel-group example-group ipsec-attributes
hostname (config-tunnel-ipsec) # isakmp ikevl-user-authentication hybrid
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hostname (config-tunnel-ipsec) #

BER—ZXDIKE29SAT7UoRDRRIL TFIL—TIZDUNT

oV T N—T1F, PR RY U—2 L7 a— KDty hTT, AAAY—/—
BEHATD MR TN—TERREL, AT A—XEREL, T AN NDTN—T R
Vo—%EERLET, ASAIL., P ZA—7ENEHICRFE L E9,

IPSec VE— T HBADT 74/~ b3/ 7 )b—71L DefaultRAGroup T9, 7 7 #+/L b
Morpy ZN—F13, BERETLHZEIITEETN, HIRTL2Z LT TEERA,
m&a?m\%@m~ﬁwxi@)%~%mﬁcuéﬁﬁbfﬁﬁﬁmﬁﬁﬁ%ﬂﬁf%iﬁ
(DF D, EETICH L UEFEAA —GE 2 5% 0E L, BNk U CIEREERGE £ 7213
EAPRGEZXETCEET) . LB -oT, m&ﬂ%ﬁ%#ét\ﬁﬁ®wﬁ%h%m&&éa
LT Uy VCRRRET DIE SRR A E T £ 9 (FpidtfA S —., FEE. E72IZEAP) .

DefaultRAGroup % EAP RBGEMICRET D2 M ENH D £, Ziud, iEERGENGEN E DN
BlIEH STt \;n%®7747/%@ﬁ%%m®F/Zw7w~ A =
VIFTHIEMTERNEDTT,

ZHER— D IKEv2 EEDHR—

ASA Tid, RO IKEV2 BMERTAR—F S ET,
« INTERNAL IP4 ADDRESS/INTERNAL IP6 ADDRESS : IPv4 £7-1% IPv6 7 K L &

A

CE) FTaT7VAZy7 (IPvd & IPV6ODM T OT KL RAEID M T) 1%
IKEV2 TiIH AR —FSNEHA, IPv4T RLALIPV6 T KL AD
WA NER S0, WHFO7 KLU ARED Y THREZRS A1, IPv4
7 RUVADQHZRNED B THNET,

« INTERNAL IP4 NETMASK : IPv4 7 KL X X v hU—2 <2/

« INTERNAL_IP4 DNS/INTERNAL IP6 DNS : 75 A < U/ H > %1 DNS 7 KL 2

« INTERNAL IP4 NBNS : 7J A = U/t H > % WINS 7 F L A

« INTERNAL IP4 SUBNET/INTERNAL IP6 SUBNET : 27U » b h XU Z DY Z b

« APPLICATION VERSION : SN FEd, ¥x 2 VT 4 LOFHANDL, ASA D=V 3
UERELBELRDNL VIS EREREINEFA, EEL, 7747 MRESXA 72— R
FORICZDOBMEEZZO D Z ENTE, CFHIN ASA O vpn-sessondb =~ > R /] & syslog
ICERRINET,
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par oo i—t+ [

DAP OHH— +
P A 7 Z DO DAP AR VR EEFFAT DL, FILWI TA T N XA TD
IPsec-IKEv2-Generic-RA Z il L CZ DG Z A SIHEDR Y O —2WHT 5 LN TEF
7,

JE—FT7O9ERI9SA4AT7MD ORIV TIL—TEIR
WORIZ, VE—NTI7HBRIFAT L MEFERABER N RNV TN—T F T a Dl R

cERLET,
VEe—h |brxr |2 |GEHEDN BA FIFNN T —F a2
7 Z LN e e (DefaultRAGroup) ft
74T | A B 7
[N URL
AnyConnect | %) K& | fhts K hix %
VPN 7 7 L
A
Windows | JExt)is FExf o xts (m—Av < | %S %
L2TP/IPsec I SU DEEE A mL
()z ,]’ NV HEJTE)%/EI\)
TR - 72 L (PSK %l
IKEv1) + B EA)
FEHEA— 2| JERIG Xt o Xt (m—H L= |5t %Y
® IKEv2 & ¥ DREAE A ) 2L
T 256) DefaultRAGroup k> 1)L 7
<72 L (EAP ara |NV—7HMEATILERHY
AT 5E) ER

ZHER—ZXDIKEV2 7 54 7 > FORIEYR— bk
WDFEIZ, EUER—ZADIKEV2 7 FAT Vb R—=FENTWBHITEFTRDOY X &R LE
—é‘o

\}

GE) R ROHIRIZ, ASA ETiEARL, 7947 b EOVR— b OFEICESETET, T
® EAP FKOFFEIX, 77947 & EAP P — "—[lTASAIZ LT e EanEd,
EAP i OV HR— NI, 774 T h& EAP V—/X—D EAP ROV R — MHESx F£9,
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2547 k%4 |EAP-TLS EAP-MSCHAPv2 EAP-MD5 SEBAZEDH PSK
JIRsE A=
Linux £ PR/ « ISE : )i « ISE : )i s s
StrongSwan B B
« ACS : xfI&s « ACS : %t~
* FreeRadius : * FreeRadius :
PSS PSS
* FreeRadius % « FreeRadius #%
o AD : %f o AD : %f
Android £ PP « ISE : xf)is FExHIES e ML
StrongSwan .
« ACS : %fhis
* FreeRadius :
PSS
« FreeRadius #%
D AD : %
l[:‘\
Windows 7/8/8.1 «ISE : & « ISE : %t)is L % bt NA
« ACS : %fhi « ACS : %fhi
 FreeRadius :  FreeRadius :
PSS PSS
« FreeRadius #% « FreeRadius #%
D AD : %f o AD : xf
;[L\ ‘I:D
Windows Phone « ISE : %) * ISE : %t P ML ML

« ACS : Xt~
* FreeRadius :

* FreeRadius #%
H® AD : %I

~
L

« ACS : Xt~
* FreeRadius :

* FreeRadius #%
H® AD : %I

~
L
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wuamzzgoen [

9247834
TIRBFEAR

EAP-TLS EAP-MSCHAPv2 EAP-MD5 SERAEDOH PSK

Samsung Knox

BALdP « ISE : %lhtn « ISE : %t I BALP
« ACS : 5t « ACS : 3fI&

* FreeRadius : * FreeRadius :
PSS PSS
* FreeRadius % « FreeRadius #%
o AD : xf o AD : %f
i0S 8 « ISE : %) - ISE : R |REMAeL i S
« ACS : %fhis « ACS : %fIis
* FreeRadius : * FreeRadius :
%f s % s
* FreeRadius #% * FreeRadius #%
Hd AD : xf Hd AD : xf
Android 14 7 4 |F%%7a L « ISE : % ALY XFhE K his
775 A4T b

« ACS : %fhi
 FreeRadius :

IO

« FreeRadius #%
B AD : 5t

~
I

BEHEIEAZ R DEM

VIVFREAERGEO 7 e F a VAR ER L, IhEm Dy v a L XA S TRHHTE S X
T, ERFERE T 1 b a VR EIRESIE Lz, 7 T4 7 > M SSLEHE #1772 » THEMRILE
BRth9 2 & B SSL #6072, ASAIL, 774 7> MAGEAERGEA L EE LY 7
ATV FIEHELZTER L TWDHZ EE2HERLET,

ASA X, VE—RT V7 RAZATDRINAVITN—TDXaT 7747 b ERICHLER
PEEERELET, PRI N—T = 7L, GEAEL—L v v B Y group-url 72
EOBEOFETETINE TN, BERFIEFEZ I FA4T7 v hexTyro—FENET,
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B evroEnsTaroosTunt T aomE

il
tunnel-group <name> webvpn-attributes

authentication {aaa [certificate | multiple-certificate] | multiple-certificate [aaa | saml] | saml
[certificate | multiple-certificate]}

FREA T Y a . AAA OB GEHEO L, BEGEHEO S, AAA LFEAE, AAA
L EEGEE . SAML, SAML LREMAE, FI3EEBGEENAE L SAML T,

ASA (config) # tunnel-group AnyConnect webvpn-attributes

ASA (config-tunnel-webvpn) # authentication?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication

certificate Use certificate for authentication

multiple-certificate Use multiple certificates for authentication

saml Use SAML for authentication

ASA (config-tunnel-webvpn)# authentication multiple-certificate?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication
saml Use SAML for authentication

<cr>

ASA (config-tunnel-webvpn) # authentication aaa?

tunnel-group-webvpn mode commands/options:

certificate Use certificate for authentication
multiple-certificate Use multiple certificates for authentication
<cr>ASA (config-tunnel-webvpn)# authentication aaa?

ASA (config-tunnel-webvpn) # authentication saml?
tunnel-group-webvpn mode commands/options:
certificate Use certificate for authentication

multiple-certificate Use multiple certificates for authentication
<cr>

EAPID ZB T 3=ODVTYIDATLa > nDETE

Microsoft Windows 7 IKEv2 7 7 A 7 > hiZ, Cisco ASA H— 3—M k RV T )—T B ITfHE
HATERVWEICT DD, IPT RLRAZA ¥ —Fy b ¥—%H (IKE) ID & LTE(E

LET, ASAIZ. ASANZ FA4 7 LA EAPID Z B3 T&E 5 & 912, EAP GEREH]

@ query-identity 7> a U AMH L TRET HMENH D £77,

SFRHENR— 2 OFGEOHREIL. kD X 912, ASA — 3— & Microsoft Windows 7 7 A 7
k OFEAEIZIER S — AL (BEKU) 74—V RREENTWDILERH Y 7,

« 7 T4 T MEMETIE, EKU 74—V R =27 747 » FRAEGEHETY,
o B— N—FFHETIL, EKU 7 4 —/L K = 4 — —FFEHE T,
FEFAEIL. Microsoft Certificate Server F 721Z% DD CA r— =L EETE 97,

EAP #FEE DA 1%, Microsoft Windows 7 IKEvV2 7 7 A 7 > h M EAP BE:R ORIC EAP ID 2
RE/HGHET, 77472 MIEAPID EXR%ZEET 5121%. IKEV2 ASA ——ED h oz
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FRYS—, BLUBL—H—
EAPID 2MET 2-00s Ty D AT 3 nst |

v T N—T T 7 7 A LNTquery-identity ¥ — U — RARRESNTWND Z L ZERL T
I,

\ )

GE)  Windows TAZY v b bR VU IRELTTE D L HIZIKEV2 Tl DHCP Y T3E 03V iR —

FIE

ATy I

ATy T2

FEnEd, ZoEEIE. IPvA X T Y v b o T BRETOREIMEL £,

Befe X A T IPsec U E— b 7 7 & ZIZRET A2, tunnd-group =< > RZ AN LET,
#3C1Z, tunnel-group nametypetype CT9, = “C\ name | b >RV T—T1CEID B THA
AICH Y., typelX b RO X A T TH,

WOHITIE, IKEV2 HFRi3HA % —72 44kkaol59636jnfx (Z7%E ST,

hostname (config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 44kkaol59636jnfx

(}I)
FRREE 58 T3 5121, ikev2 remote-authentication pre-shared-key =1~ > K ¥ 7213 ikev2
remote-authentlcatlon certificate 2~ > RERETHILELRH Y 7,

BHER—=ZADHP— RRX—=F 4 IKEV2Z U E— ks 727 EBRA 7747 Ml Ll —V—38GE
YV R— b3 5HANE UTHEERREE Y = b2 (EAP) ZIRET HITiE. ikev2
remote-authentication eap [query-identity] =~ > FZf#EH L £9°,

(6=3))

UE— FBAETEAP & A X —7 /I D123, GEFZMMA L Tr —h L GEREZRE L, ikev2
local-authentication {certlflcatetrustpoint} avy REMFEHLTE R T A MKRA U b %E&ﬁ
Téﬂ?#&)@i‘i FH Lol j: EAP wuuﬁgkﬁl?ﬁréﬂij«

74T }‘ZJ§\ UE— NAunE)EH _uxﬁéﬂtﬁ7 v a /@‘ﬁ“/\“(“( if£< Q%B%'fiﬁﬁfg
DX THEHEOF T arnbyET,

IKEV2 504, NV I —TDO< v By 7T, UE— REREEICHEH X 28I HFR
(PSK., FEHIE., B L UEAP) & u— W VGREIC A T 2585 (PSK L UGERE) |
BXOo— b VBHECHERATA T A MRAL U FEBETALERDH Y T4, BE, v B
TOFEITICIE, ©T £RIXETIEHED 7 ¢ —V ROEN SIS GEAE~ v 7%2H) Sh
7ZIKEID AMEH SN ET, MiTOA T g U RNERLESAIE. BEEERT 74+ DY
£— k?&txky*wﬁw—fDﬁMﬁMMWVV/EyﬁéhiﬁoE%EV/fm

VE— b ET7GEAECHRIES N BAIC0AEAINE AT a T, 2O~y Ik
D\Eﬁéb/XW7w~7m@7/t/7#ﬂ ETT, AEAEGEOSLE DA, L—ILE T
177 4V FOFREEFEH LT b ZA—70O8RB™IThE T, EAP FRIFR L PSK
SEEOBAIT. 7 TFAT N (MR ITA—T B —FET A5 4T ) OIKEID £7-
II7 7 4V FOFREEFEH LT ML Z—70BNThhET,

gHInoraL, =T Ry o— s&U1—F— |
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. INR ) — REIEFHD Microsoft Active Directory D E%TE

EAPFERET, 7 74 7~ FBIKEID & o —H—4 ZHRIIZERE T & 2 5E1E. DefaultRAGroup
MRV TN—=T AT o MEN DY £,

WOHITIL, BEAP BFEERPIELE I N TWET,

ciscoasa(config-tunnel-ipsec) # ikev2 remote-authentication eap query-identity
ciscoasa(config-tunnel-ipsec)# ikev2 remote-authentication certificate
ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 12345678
ERROR: The local-authentication method is required to be certificate based

if remote-authentication allows EAP

ciscoasa (config-tunnel-ipsec)# ikev2 local-authentication certificate myIDcert

ATV T3 EHAELRFLET,

hostname (config) # write memory
hostname (config) #

N RVDBEET CTH D Z L EHERT HI2IE, show vpn-sessiondb summary = 7= (3 show crypto
ipsecsa 2~ R&EMHALET,

INR ) — KEIE D Microsoft Active Directory D% E

FOREIZLDAP 7 4 L2 R YU H— =% H L TV A4, 7SA T — RE BT Sun Microsystems
JAVA System Directory Server (IH4:F7i% Sun ONE Directory Server) 35 & UF Microsoft Active
Directory Zffi ] L TH AR — F I ET,

eSun:Sun T 4 L7 hU H— =27 7B AT H2DIZ ASA [TFHE STV 2 DN 3,
P—N—=DFT 7V h NAT =R KV —ZT7 7B ATELHMLERNHY EJ, DN & L
T, T4 V7 NUERE, £70037 4 V7 N EREHERE RO —VF—2FHT5Z &
PR L E T, £, TIANE RRAT =R R —|ZACI ZRETE £7°,

* Microsoft : Microsoft Active Directory CT/NA U — REH % A Rx— 7 /)LIZF 5121, LDAP
over SSL i ET D MENH Y £7,

Microsoft Active Directory T/SA U — REBLZ M 221X, —E D Active Directory /37 A —
&% HE L. ASA T/RAU — REHZF E#éggm%@iio_@ﬁfm SFEIFERAA
— REHT 7 ¥ a IZBE T % Active Directory DR EIZOWTHH L ET, 245 DA
@VMAT®NXU%F%@ﬁ4* TIN5 TWT, w2320 — REBEIEN R E
SNTVDZ EZHHRE LTWET, ZOHDFEDTFIATIEL, Windows 2000 (Z351F % Active
Directory D HFEIZE M L TWET, ZOHETIL, FBFEICLDAP 7 4 L7 R U H— R—2%ffi A
LTWDZEaHiRE LTWET,

B 5oz L. S—TFRYS— BEUI—F—
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REOY A VBRI — FOEEEL—+—(238%F 5 7= Active Directory DA ]

REIAT A VBFICNRT— FOEREZ1—H—IZ3&H9 5 7= D Active Directory D 1§ A

WEla 7 A VR == NAT — RO 2 o2 — P — |25 5 121E, ASAD ho s
N—T— k@27 4 ¥ 2 L— 3 F— K Cpassword-management 2~ > R&fE L T,
Active Directory CIRDFNEEZ FAT L E T,

FIE

AT w71 [Start] > [Programs| > [Administrative Tools] > [Active Directory Usersand Computers] MDJIE|Z 3
RLET,

ATwF2 £V v LT, [Username] > [Properties] > [Account] % &R L £,

AT w73 [User must change password at next logon] = v 7 R v 7 A% AN LET,
IOa—WF—NRREa A THEXIZ, ASATROZT v 7 MRERENET [Newpassword
required. Password change required. You must enter a new password with a minimum length n to
continue.] fg/PNE/NA Y — RE niL, [Start] > [Programs] > [Administrative Tools] > [Domain
Security Policy] > [Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] T
Active Directory ¥ ED—# & L T E T&E £7, [Minimum password length] Z#4R L £ 9,

Active Directory ZFER L=/ \XAJ— FOZXKEHBHDIEE

X2 VT4 2R T D7D, —EOBERREE SA T — RBRHIREINICR D X5 IZHRET
ETET, 2P — RRU— NOFERAEDBEEZFET HI21E. ASA D bR T V—T %
BT 7 4 ¥ 2 b—3 3 > F— KT password-management =~ > K& F57E L. Active Directory
TIROFIAZFEITLET,

\}

GE) LT, AU — ROAZBEROBREREE FATT LD N RV T N—T VE— T 7 &R
AT 4 Falb—varO—fe LTHEIILTUV radiuswith-expiry =~ o RIZIEHELEIC
RoTWEY, Zoavr N, PRI =T —RkEEE—-RTASND
password-management =1~ > RICEZ#iz bk,

FIR

AT 71 [Start] > [Programs] > [Administrative Tools| > [Domain Security Policy] > [Windows Settings] >
[Security Settings] > [Account Policies] > [Password Policy] Z %R L £ 9,

AT w72 [Maximum password age] # % 7V 7 U v 7 LET,
AT w 73 [Define this policy setting] &= v 7 R v 7 A% 412 LC, #F A9 5 [Maximum password age] %
AHACTHRELET,

gHInoraL, =T Ry o— s&U1—F— |
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. Active Directory % {1 L f1=fx/N/ X 7 — KR O34

Active Directory Z{#F L 1=/ XX D — FRD&H|

FIE

ATy
RATvT2
ATv73
ATvT4

NRAT — ROF/NREEEHIT DI121E, ASAD b AN T N—T—{REtEar 7 4 21— 3
> & — KT password-management =~ > RZ¥5/E L, Active Directory TR D FllHZ F4T L £
D

[Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] %8R L £ 9,
[Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] Z &R L £ 7,
[Minimum Password Length] X% 7 /v 7 U v 7 L7,

[Define this policy setting] = > 7 R v 7 A% A N2 LT, /SAT — RIZED HUEN B D/
FEERELET,

Active Directory Z{EFH L f=/XX 7 — FDEH D& H

FIE

ATy

ATy T2

ATvT3

BRI RAT — R 72 & 203, RUFE/NFE, BT BLORELF 2L\ AT— N3
KT DT, ASAD M FATN—T —fEEEa 7 4 X2l —v gy F—RT
password-management =~ > K% AJj L. Active Directory CIRDOFNEZ FITLET,

[Start] > [Programs] > [Administrative Tools] >[Domain Security Policy] &R L £3 ., [Windows
Settings] > [Security Settings] > [Account Policies] > [Password Policy] Z#R L £ 9,

[Password must meet complexity requirements] % 4 7 /L' U » 7 LC, [Security Policy Setting] 4
AT7arRy 7 AEREET,

[Define this policy setting] &= > 7 7R v 7 A% 4|2 LC, [Enable] ZE4R L £,

IRA T — ROBEMEMEDBRENL, 2 —F—N 2T — REEFEF R L X ICFTFECY £9,
7=L 2, RElae 7 A VRIS A T — REEZEHIT 5, E0En BRI ANAT — RBHARY)
MU D EOWCRE LA TT, al A4 VR, HILWSRAT—ROANEZRDL T T
FRERSI, VAT LIEMEIRSIAT — RET &2 ANE T,
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tE1TFHSAF 2 b EHHK— 1T 5 RADIUS/SDI A vt — oI 7 A LoEE I

X179 54F7 2 b EYHR— 9 5 RADIUS/SDI A vt — DR
JOJ7A4ILDETE

ZOIETIEL, RSASecurelD V7 FU =7 h—2 U&7 % AnyConnect VPN 7 7 A 7 2 |k
R, SDIH— =27 mF 9% RADIUS h—"—fFHTZ 747 MIEfEsh o2 —H—
TurF MIELSETE D LT 2 FIRICOWTHHAL £,

N

GE) CHIBFHERE AR E LA, SDIFRGEIE T T A <~ U RGE Y — =TT R — |k éﬂjﬁ—é«o

U E— h =—%—7% AnyConnect VPN 2 7 1 7> b T ASA [ZH&t L. RSA SecurlD h—2
ML CRAEEZRA D & ASAIZRADIUS — 3— LiB{E 21T\, I, FREIZ DWW T SDI
P N= LR EITNET,

FHEEDORIZ, RADIUS — T ASAICT V7 EA F¥ LY Avb—U %R LET, 2D
DF ¥ LY Ayvt—UHIC, SDIV = bDT XA REEGTIREA v E—URH 0 3,
DA yE—T THA NI, ASA 23 SDI H— — L EEGERE L TV AHEA L RADIUS 71 %
VEMBHLTEE L TWDGALETRRVET, ZOD, X a7 7747 MIXRAT 4
7 SDI H—3— L L TRk S 572912, ASA X RADIUS — "= 50D A v & — T & il
TOMERDY 7,

F72, SDI A v —ILSDI — N THREFAFKETH L7, ASADA vE—T TF A MOA
KEITE0, SDIV—RDRA v t—VTFANE KT LH2MERHY 3, LAV
/*\ VE—hIIA TV b a—PICERREND T T b, BEEPICKEL SNET 7Y 3

XL THEYCTRWEERH Y 9, 070, BXaT 7747 FRRETETIZ, R
REDS RIS D ATREME DN B 0 F 97,

RADIUS/SDI A v — 2R — 5720082V T 4 7794 T ADOHE (35 32—
V) 7747 hESDI Y — —[HOFRFEEMESEITHI S D L 91T ASA #ET D HIEI
Ob\—(ﬂﬁﬁjq [/ji—g«o

RADIUS/SDI » vt — & HHR— T B31E=0DEX1) T4 FTSATUORADETE

SDI [l f5 ® RADIUS JG&&E A v —VHIR L, ¥XaT 7 7447 v b 22—V — TR 7 7
arvERDLETuo T N EFRRTDHLEIICASA ZRET AL, ROFIEEZFEITLET,

FIRr

ATYF1 Fr NI I—T webvpn 227 4 X2 L—3 3 F— KT proxy-authsdi =~ > K& H L
T, SDIH—— L DEHEFEZ VI 2 b— T 5 HET, RADIUS & A v — U &Rk d
éf_&)®#ﬁf;b7m774zv (b I N—7) HFELET, SDI P ——ZFRiEE D
a—HF =T, ZOERT R T 7 A NEN L TERTOLERH Y £7,

51
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B rrowssol v t—SEYR— LT BEOOEELYTF A FTSATUROBRE

ATy T2

hostname (config) # tunnel-group sales webvpn attributes
hostname (tunnel-group-webvpn) # proxy-auth sdi

ho RN T N—T webvpn 227 4 ¥ a2 L—3 3 > F— KT proxy-auth_map sdi =~ > R & f#
A LT, RADIUSH— =l L o> TEEEINDIA v -V TR N 2EREIT B —ET
%5 RADIUS J6EA v E—Y TF A & ASA TRELET,

ASADMERT DT 74V FD A vE— 7% & MME, CiscoSecure Access Control Server (ACS)

THEHEINDT 74V FDAvE—Y TF A2 M TH, Cisco Secure ACS i LT\ T, 7

THNIEDA =Y THRAMEEHLTVDSEE, ASA TAYE—Y THF A MERET D
VEIIH Y A, FRUSOEAIL, proxy-auth mapsdi =~ > REFH LT, A vt&—
TEAMRETLHLIICLET,

WDFRIZ, AvE—Ya—F, 74/ FORADIUSIGEA v =V THA b, BLUOEA v
T OMREE R LET, ¥ X2 VT4 T T IA T VAL, TR ENDNER LT
BB DI, A vt—U 7 F 2 MUEHT 2 3CFFNIMNOSCFFN O 78 > hTidzen
LT HDVENDLY £7°,

72& 21X, TnewPINJ 73 new-pin-sup & next-ccode-and-reauth Dl 5 2%t 5T 7 4 /L b D A >
=Y TXA MOV TEY N THDHELET, new-pin-sup & new PIN] & L TEE L7128
a. BX=2VT7 0 77747 AT RADIUS H— 3725 [new PIN with the next card code] %

=N

2fE4 % & next-ccode-and-reauth = — R Tid72 < new-pin-sup = — R &7 F 2 A MG L E T,
SDI#fEFa— R, F 74N DAy E—Y THZX M BIOA vE—V DR

Awt—Ta— T T4 D RADIUS & | #EE
k HEAyE—T FER b
next-code Enter Next PASSCODE Z—HZ PIN Z AHHFIRDO h—27 > a— K& A
VAN RRAVA YAy sV a3 N DY S S
new-pin-sup Please remember your new | g1 L\ 3 A5 AD PIN BNt X T Y . =—HFIC

PIN ZDOPINZFRTHILERLET,

new-pin-meth

Do you want to enter your
own pin

B LU PIN OAERRIC E D LW PIN X AEH AT
Nrea—PicEmiaE T,

new-pin-req Enter your new ZI—PERDPINZANTHI L HERTH L&
Alpha-Numerical PIN RLUET,
new-pin-reenter | Reenter PIN: Z— AL U 72 PIN OFEZRD 72 D12 ASA DSNEBHY
WHEHALES, 2—Ficrm 7 M EFRRETIT,
7 AT M PIN ZHER L £,
new-pin-sys-ok | New PIN Accepted —FNREME L7 PIN RZ T AN LN D E AR L

£,

B 5oz L. S—TFRYS— BEUI—F—
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A yt—oa— | T T4I)L b0 RADIUS [T | HAE
N BEAvE—Y THRbE

next-ccode-and-reauth | new PIN with the next card | PIN#:/EfS. RD N —27 a3 — N&EF->Tonnb, 33
code DIDIZH LWV PIN ERD h—2 > a— ROl %
ANNTDHUERDDHZ L a—FITRLET,

ready-for-sys- pin | ACCEPT A SYSTEM LR AT KRR O PIN 1%} B MR TX T
GENERATED PIN 5B T L ERTT-DIC ASA BNERRIICHE L £,

OB TiL, aaa-server-host E— F{Z AV, RADIUS It A v & — new-pin-sup D7 F A k&
ERELET,

hostname (config) 4 aaa-server radius_sales host 10.10.10.1
hostname (config-aaa-server-host)# proxy-auth map sdi new-pin-sup “This is your
new PIN”

N O [e]
JIL—T R o—
ZOHTIE, IN—7 KU =L ZDOREFIECHOWTHHL LT,

TN—"" R —i%, 1PSec BHfi D2 —F —BHH DB L EOXT Ny MIRob O
T, T3 AZNEH) (m—H)V) IZRAFEN D0, IMHBOD RADIUS H— N— 2R fF &S E
T, B w7 7 A VT, MR, =B ORMERET H I N—T R Y
veRNMERHESNET, IA—T RV —EEHTLE, 2 —F T —D I L—T I
By NERRZEHATE DT, 22— =L I BEEERICHEET AHLERH Y T8
Ao
=PI N—T RV —ZFV YTy, FFEOZ—F—D I N—T R —%EHL
20452, Fua— b a7 4 Xalb—y 32 F— RTgroup-policy =2~ K& AL
£7,
ASAIZIX, 774N EDOITNAL—T R —NEENTVET, BRI TETHHIRIZITE R
WF T IV MO N—F R =2z, BOOBREICEAD 1 DU ED I LV—TF R 2—
BERRT A b TEET,
W%ﬁw—f%)y—&%%ﬁw—f%)y~%§ifgi¢ WER 7 LV — 713 ASA DNHES
—HR—=ATHRESINET, IR L —T 1L RADIUS 72 & DA — R — IR E SN E
#oﬁw—7ﬂikw— X, ROBMERH Y £,

* Identity
F D
I TAT U N T AT T4 —VORIE

s hoxVU VT T han
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s IPsec DRXTE

eN—RUxT 74T NDRE

* Filters

cJIAT Ay 4 Fal—arm

« RO IE

gt
i

FIAXILEDTIL—TR)—DLER

MATﬁ\?7jwﬁ®7w~fﬁuv—ﬁ%&éniﬁo:@?7¢wb7w~7ﬁu

AT CTEEIN, BRI TEETA, T 740 DI NV—TF R —i, DflitGrpPolicy

kwo%wTAMﬁ“’ffbfwiT# TOF TN DI NA—TRY —iF. ASA T
FNEERTDELIICERELLRWVIRBY AN A, TOMDOITN—T R o —%RE
T AL BRI E LARWBEDEIZT 740 O A—F R —n bk S E T,

\}

GE)

DfltGrpPolicy IZRE SN TS (ZDRICH D M THNT) TXTDOEX2T7I7A4T 2k
v 7y A )NE A7 (Network Access Manager, CiscoUmbrella72 &) #Eie X =27 27747
Y TuT AR, Mo 7 —7R Y 2 =73 DiltGrpPolicy 7 Sl $ 5 K O ITHIRAYICER
ﬁéﬂf“ﬁwmo\@@7”~fﬁ9V~KiOTﬂﬁéﬂiﬁb DOFED, FEOEF=
TIITAT o N Ta T 7 ANVNTN—THRY —THEIINTWDHEE, DAtGrpPolicy |2 BiH#
HH%MTwé?#;T??%TV&fm774wiﬂ%éniﬁho

FTIZFNVEIDITN—T KR —%FRTHIE, koa<wr KEANLET,

hostname (config) # show running-config all group-policy DfltGrpPolicy
hostname (config) #

TNV NDOTN—T R —%FETHITIE, WOa<wr Re AN LET,

hostname (config) # group-policy DfltGrpPolicy internal
hostname (config) #

N

GE)

TNV NDTN—T KR —i, WIZHNES (internal) T3, 2~ KO

hostname(config)# group-policy DfltGrpPolicy {internal | external} T4 23, % A 7 %74 (external)
CEETHZ LI TEERA,

TI7ANNDTN—T R o—DEEDOREMEEZZET T 5551X, group-policy attributes ==~
VREMFHLUTEEE—RNIAD, 20%, ZEXNROBEEEET L0 Da~v s REEE
LET,

B 5oz L. S—TFRYS— BEUI—F—
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hostname (config) # group-policy DfltGrpPolicy attributes

)

GE)  EMETE—FENHILV—T R o= JEHAINET,

ASA TSN DT 7 4V F D 7 )v—7 KU 2 — DfltGrpPolicy 1%, KD EH 0 T,

hostname# show run all group-policy DfltGrpPolicy
group-policy DfltGrpPolicy internal

group-policy DfltGrpPolicy attributes

banner none

wins-server none

dns-server value 10.10.10.1.1

dhcp-network-scope none

vpn-access-hours none

vpn-simultaneous-logins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none

vpn-session-timeout alert-interval 1

vpn-filter none

vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client

password-storage disable

ip-comp disable

re-xauth disable

group-lock none

pfs disable

ipsec-udp disable

ipsec-udp-port 10000
split-tunnel-policy tunnelall
ipvé-split-tunnel-policy tunnelall
split-tunnel-network-list none
default-domain value cisco.com
split-dns none
split-tunnel-all-dns disable
intercept-dhcp 255.255.255.255 disable
secure-unit-authentication disable
user—-authentication disable
user—-authentication-idle-timeout 30
ip-phone-bypass disable
client-bypass-protocol disable
gateway-fgdn none

leap-bypass disable

nem disable

backup-servers keep-client-config
msie-proxy server none

msie-proxy method no-modify
msie-proxy except-list none
msie-proxy local-bypass disable
msie-proxy pac-url none

msie-proxy lockdown enable

vlan none

nac-settings none

address-pools none
ipvé6-address-pools none
smartcard-removal-disconnect enable
scep-forwarding-url none
client-firewall none
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client-access-rule none
webvpn

url-list none

filter none

homepage none
html-content-filter none

http-proxy disable

anyconnect ssl dtls enable

anyconnect mtu 1406

anyconnect firewall-rule client-interface private none
anyconnect firewall-rule client-interface public none
anyconnect keep-installer installed
anyconnect ssl keepalive 20

anyconnect ssl rekey time none

anyconnect ssl rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ssl compression none
anyconnect dtls compression lzs
anyconnect modules none

anyconnect profiles none

anyconnect ask none

customization none

keep-alive-ignore 4

http-comp gzip

download-max-size 2147483647
upload-max-size 2147483647

post-max-size 2147483647

user-storage none

storage-objects value cookies,credentials
storage-key none

hidden-shares none

activex-relay enable

unix-auth-uid 65534

unix-auth-gid 65534

file-entry enable

file-browsing enable

url-entry enable

deny-message value Login was successful, but because certain criteria have not been
met or due to some specific group policy, you do not have permission to use any of the
VPN features. Contact your IT administrator for more information

anyconnect ssl df-bit-ignore disable
anyconnect routing-filtering-ignore disable

always-on-vpn profile-setting

FTIT NN TN—T R = IEFEARETT, Fiz, BEICEAD 1 DU EO T V—7 KV
—HEERT AL TEET,

V—MDEETE

TN—T"R) —F, T RTOEED F o RNVCHEATEET, EBLDEEL, T A—X
BRI ESN TCWRITNIE, FO7V—13F 740 8 ZJ—TF R —DfE % FE
LET,
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saon—7 xyv—oE ]

REZAATIZ, Yo aryTxART—RERIYILF a0 TF A b T— RO TELT
TXEJ,

Y

GE) ~nAF ar7FA N E— RIIKEVI BEOIKEV2 A MY —H A MDA S i, IKEv]
IPSec @ AnyConnect, 77 74 7> h LA SSL VPN, Apple R 7 47 VPN T AT I,
Microsoft %A 7 4 7 VPN 7 A4 7 b, 720 cTCPIZITEmHAINET A,

NETI—T R O—DERTE

FIRr

ST N—T R Y =D RMHEEICIE, FBET DB — " —DEN BTG SN E T, SRS —
TR —DEAIE, ASAWEMED Y =) —%2FITTEDLAAA T — =T N —TEREL,

Z DN AAA Y —N— T —T D B BT 5 & X IERT 32T — Fmbﬁz?“éz\
E0d Y £3, SNEREEY — N — & LTb\“C NI N—T R —@MEn, BFET 5 T

ED 22— —L[F L RADIUS Y — = H D556, TNODOMTARINEBE LWL SICTD
WVERH Y £97,

N\

GE)  ASATONEZ NV—T41E, RADIUS Y —_—Da—H—£ZHZMLTWET, DF D, ASA
WA N—T X B E L1286, RADIUS h— " — 37 = U —% 2 —H— X |29 5%
FRERZRLET, LEN-T, MR V—71F, ASA 1T & » THEBIZ2 B BE 2 £5-> RADIUS
P—R— LD =T h U MNITEEH A, BTNV —T BENRGET 2 PED 2 —H —
& A CRADIUS r— N—ZHFET DA, TNOOR TARIZ#EEI TS Z LIXTEEHA,

ASA 1Z, 458 LDAP % 7213 RADIUS H— _—TO a2 —H—38iF & R — b L CnEd, FM
P N—ZfHT 5 X DI ASA ZRET HREIIC %@JiﬁASA SR EEAEE L T — R —%
BREL., TNO0RBEOY Ty b bE A 0>:L~4)L WK DRFEDFF Al 2 HN 0 YT HLE
N E£T, S ——ZHET DHITIL. VPN DI AAA Y — R — D% E ORIt > T
<&,

ST N—T RV > —%FRET HITIEL, IROTFNEAZEFAT LT, server-group £ & /XA T — R &
EBILTN—=T R v —DAHTL XA T ELET,

hostname (config) # group-policy group policy name type server-group server group_name
password server password

hostname (config) #

GE)
N T N—T R —DFE, PiR— s EIhd AAA —3— ¥ 1 71X RADIUS 72 T,
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BEITOT7AL. TL—TF K o— B&v0a1—H— |
B mso—7%us—okm

el 21X, WO~ RiE, ExtGroup & WO ARTOINTE 7 V—7" R Y —MERLET, =
DT N—=T"RY > —=DJFEMIL, ExtRAD &\ 9 A HTOAMEBRADIUS - — S—n b HUF S 4L, &
MEIST 5 & &I S DH /32 YU — K3 newpassword [ZFEE S VE T,

hostname (config) # group-policy ExtGroup external server-group ExtRAD password newpassword
hostname (config) #

G¥)

VPN DA AAA H— N— D% E IZH SN TN D L 912, WL 20D ¥ —[EH A @ E
(VSA) Z#%ET& 9, RADIUS— "= Class &I (#25) ZiRT L HIICHRESNTWD
e, ASAlL., ZNV—T7 X OFRFEZZEDEMEZEH L £ 7, RADIUS —"—TiX, BIEIER
DX THRET 24 E R H VY £9°, OU=groupname, =~ Z T, groupname !, ASA TiHE I
7= n—7% L [H—7T7, 5, OU=Finance,

NEBT IL—T R —DIERL

WEZN—TF R —2RETHITIE, a3 T4 X2l —ar B— FefBLET,
group-policy 2~ ]\“5:1%% LT, ZV—7 R —D4Hi& internal A 7E2HBELET,

hostname (config) # group-policy group policy name internal
hostname (config) #

7o & 21X, WD =3~ R GroupPolicyl & W I A RTONEZ V—7 KR Y v —%AER L ET,

hostname (config) # group-policy GroupPolicyl internal
hostname (config) #

)

GE)  WolzAER LI —7 RY —OARNTAERE TE A,

F—TU—FKfromZEML CEEFORY o—DAFIZHRETHZ L., BEFOIN—7 R
V—Dfixat’™— LT, NI AL—F R > —DEMEEHRETEXET,

hostname (config) # group-policy group policy name internal from group policy name
hostname (config-group-policy) #

7= & 2iE, o a< > RiZ GroupPolicyl D% =2 £— LT, GroupPolicy2 & > 9 4 i DN
IN—T R —=ER L ET,

hostname (config) # group-policy GroupPolicy2 internal from GroupPolicyl
hostname (config-group-policy) #
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| #eTnorq0, YL—FRYS— BEUa1—¥—
—mrm s v—7 Ky o—EonE ]

—RHIGREB T IL—T R —BHEDERTE

G—F R L—%
TN—T" R T —DLENINEE T N—T R o —DOERBFICRIR SN TWET, oz AE
RENTZITN—T R O —DARNIEFE TE T A, FMICONTIE, REZL—F R 2 —
DIERL (42 =) B L T &N,

GN—TR)O—DNF— A vE2—CDHRE

KRTHNT—F30EA v =2 (B25HE) 2WELET. 7740 M T, AN —IX
FRENFETA, HELILA =, VE—N I IAT U MRERLI-E X, 200 T
AT v MIFERENET, N F—ZEETHINE, I—F RV —ar7 4 Xal—a
v E— RKThanner 2~ REANLET, NF—TFZXAFDOEIIL500 LFFETTT,

\}

GE)  ANF—=FA7r7TiE Nn) TERBHEOBATEEHLET,

VPN UE—h 774 T hTORT A ABITERENDERI) IR —DE &1L, ASA X—
232951 T 510 ~ 4000 SCFITHM L F L7z,

\)

GE)  ANF—HNOERYIATIZ, 2 XFL L THAONET,

NP —ZHET 5121, Zoa<vr FonBXEz AN LET, Zoa<wr Ko noEXa A
TBHE, TNA—T R —DOFTRTCONRT—RHIFRINDZ LITEEL TSN,

TN—TF RY—iF, BIOTN—F RY =5 ZOEEZHATEET, [HEE2ME LWL
INTT DI, RO LS, NP —XFHOEEEET LDV ICnonex—Y—RKE AL
F7,

hostname (config-group-policy)# banner {value banner string | none}

WOFNE, FirstGroup & WO A FID T N—T" R T —IZN\F—%E,T 5 HiEEZRLTNE
D

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # banner value Welcome to Cisco Systems ASA 9.0.

VE—FTIOEREHRDT FLR T—ILOIEE

VE—RNTI7R®AZTA4T 2 FBRASAIZEERET 256, ASA X, BiciEESN =/ v—7
RY T —ITEEDNTIPVE £7201XIPVv6 T RL A EZ 7 FAT v MIEID Y THZ LN TEET,

gHInoraL, =T Ry o— s&U1—F— |
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B mso—FRKus—~nPu7 LR T-L0RY 5T

a0—A 7 RLUADENY YIRS IRERK6EOa—01 7 RLRA 7—LD Y A MERE
TXFET, Y NVOEEEFIZTEETT, ASATIE, Z0a~vy R AEEE LEIEFIC
HE-T, FNHDT—INBET RUARED B THENET,

RETI—T R)—~DIPVET7 LA T—I)LDEIY KT

FIRr

ATy T

ATy T2

ATvT3

ATy T4

IR& BHIIZ
IPvd 7 LA F—LafE LE,

IN—TF R —ar7 4 Xalb—rarE—RRElBLET,
group-policy value attributes
11 -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv4-pooll, ipvd-pool2, I I Wipvd-pool3d & WD £ ETDOT KL A 7'—/L% FirstGroup 7/ /V— 7
RY—IZED S TEF, FA—T R v—ITE, HK6HDT KL A F— L ERETEE
D

address-pools value pool-namel pool-name2 pool-name6

1 :

asa4 (config-group-policy)# address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
asad (config-group-policy) #

EE) IA—T RKI—FENDLT FLA T—L&ZHIBRL, 7 RLVA T @&EEZR LT
DefltGroupPolicy 72 & DILD V) — 2B DT R LA F— WA A kA3 5121%. noaddress-pools
value pool-name =1~ > K& H L F9°,
no addr ess-pools value pool-namel pool-name2 pool-name6

1 :

hostname (config-group-policy)# no address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
hostname (config-group-policy) #

({LE) address-poolsnone 2~ > N, RY T —DRFID Y —A (DefltGrpPolicy 72 &) 76 =
DIEMEEMAT D 2T =TT LET,

hostname (config-group-policy) # address-pools none
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ATy TH

TRy — B —Y—
WETL—T K o—~n P67 KLR Ty ST [

hostname (config-group-policy) #

({&) noaddresspoolsnone =~ > K%, address-poolsnone =2~ K& 7 /L—7 K I —
MHHIBRL T, 774V ME (fFEOFFA) IZELET,

hostname (config-group-policy)# no address-pools none
hostname (config-group-policy) #

RNETIL—T R —~DIPv6 7 FLR T—ILDEIY HT

FIE

ATy T

ATy T2

ATvT3

1R BHHIIZ
IPv6 7 RL A F—La{ER LET, VPNOIP 7 RLZZBRL T EEN,

IN—TF RV —ar 74 X¥al—ar F— FEBBLET,
group-policy value attributes

i

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv6-pool &\ AHIDT KL A 7' —/L% FirstGroup 7 /L— 7" 7R o —|ZHI VY TEF, 7 L—
TRY =i, RK6MHDIPV6 T KL A F— L a8 YR THZ ENTEET,
il -

Z ORFITIL, ipv6-pooll, ipv6-pool2, I35 L TN ipv6-pool3 73 FirstGroup 7 /b—7 7R U 2 —IZH| Y
BTHRTWET,

hostname (config-group-policy)# ipvé-address-pools value ipvé6-pooll ipvé6-pool2 ipv6-pool3
hostname (config-group-policy) #

TE) ZN—T R —FENLT RLA T —VEHIBRL, 7 RLA T—L#ELZRLT
DfltGroupPolicy 72 & DD Y —ZANEDT R LA F— AR Z KT 5121, no
ipv6-address-pools value pool-name =~ > K& L £,

no ipv6-address-pools value pool-namel pool-name2 pool-name6

1 -

hostname (config-group-policy) # no ipvé6-address-pools value ipv6-pooll ipvé6-pool2 ipvé6-pool3
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BEITOT7AL. TL—TF K o— B&v0a1—H— |

B/ xus—orryry Joraross

ATy T4

ATy TH

hostname (config-group-policy) #

(EE) Z DM DAtGrpPolicy 72 ELDR Y o —0D Y — AN DK e nWE 51T 51
X, ipv6-address-pools none I~ RZ&EFEH L E7,

hostname (config-group-policy)# ipvé-address-pools none
hostname (config-group-policy) #

(fEE) noipv6-addresspoolsnone =~ > FZ{H LT, ipv6-address-poolsnone =~ > K%
TN—T" R —0BLHIBRLT, 774/ ME RO ICRLET,

hostname (config-group-policy) # no ipvé6é-address-pools none
hostname (config-group-policy) #

GI—THRYS—D o)y 7O RIIILDIEE

TN—TRY) I — a7 ¥z b— 3 F— K Tvpn-tunne-protocol { ikev1 | ikev2 | 12tp-ipsec
|ssl-client} =~ > REZ AN LT, ZOFN—THKRY P —DVPN b xu¥ A THBELET,
FI7 3NV MEX, T I—TF R =M AEWERT S Z LT, 20BN A EST
AT A4 X2 b= g UNBHIBRT AT, Zoavr FonoERE AN LET,
TDaAwy RONRT A—=ZDOEIZIFRO L ONRH Y F5,
s ikevl : 22D E T (Cisco VPN Client £7= 13I8t ¥ =27 7 —F 7 x=1) [E® IPsec IKEv]
Mok xrayon— R LET, 38Rk, Kok, 1720, BLOF—EHEHIEHT 2
X2 UTF 4 TV — g U EERLET,
eikev2 : 2 ODET (BXaT I IAT N FREMNOEBRFT A —FU () BD IPsec
IKEV2 vz adym— | LET, #ik, 5k, 772k, BLOF—EF A
HTsrEXa )T 0 T m— g o E2ERLET,

« |2tp-ipsec : L2TP B4t D IPsec > F/L&Fr T o—h LET,

esslclient : ¥¥ 2727 747 F CTTLS £7/21EDTLS ZfEH L C, SSL b &y

z— hFLFET,
ZDavwy REANLT, 129 ED MRV o 7 E— REZRELET, VPN FRAEN L
T T D —Y—1Ti, DR b 12D Y VS E— RERETIHVLERH Y £7,
WOHNL, FirstGroup & VWNH ZRTD 7 —F KU 2 —IZ IPsec IKEvl h> RV 7 E— R&FH
ET B EEZRLTHET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikevl
hostname (config-group-policy) #
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UE— b THLRAD VAN DIEEEETL—T K o—~o#a7 o2 3> ba—u L—roEm [

JE—Fr 79 E2RADVLANDIEEFIZTIL—TR) S—~D#HET7 VA bO—
JLIL—ILDE
T A NRITEEONL— LB SN TWET, ZbD—E, ASAZMTLTHERELE F
YAV UT TR Xy NEHRTANMEST 20 E, BETT RLA, BT RLA,
o ha L PIlESNWTIRELET, J—7 R —DIPv4d F73IPV6 ST 78X o
Yha— L URARNEBEETLIN, FRET 7NN TNA—T R —THE I 7- ACL %
AKTBH L ICTEET,
WDOAT v arDONTNNERIRL T, VE—F 727 2HDOH T VLAN ( [VLAN = v F°
Y7 EBMEND)  ERE NI T4 v BT 4 NE ) T B ACLBRRELE T,

\}

GE)  IPv6 il L CVLAN v v B> 7 2 FETT 556, Bk N7 7 40 v 7 BN A > K
D= —T 4 7 END LT DO, M B6%) 7 KLU AL VLAN Z & ICEA
T DMENRHY 7, BAeD VLANBLUOL—F A MU w71zt LTRUCSEER Y T —
JEMERTHLIITEEEA,

e IN—T R —ar T 4 FXal—agrEF—RTROa~v REAHN LT, 207 L—
TR —FRIFIDOTN—T R =% ETE I N—T R —IZHYETHNT
WABRYE— T Z7EAVPN Y g o HOH S VLAN I 5E L E T,

[no] vlan {vlan_id |none}

novianix, Z/—7" R —rbvan idZHIBRLET, ZJA—7 RY o—lX, T 7+
NI N—T KU =i b vian fEA A L ET,

nonelL, Z/—7 KU —MmhbVvanidZHIRL, 207 V—7 K o —ITk$ 5 VLAN
~ BT ET AT LET, AT R, TIAN DT N—T K

=D vlan EZ kK L £ A,

vian idix, 2o —7 R Y —%2HTHVE—RF T 7 EAVPNE Y 3 ZEID Y
T2 VLAN OF 5 (10 #£7FE) T, VLAN L, —fRBfEH=a 7 4 Fal—va v
774 R® [Configuring VLAN Subinterfaces and 802.1Q Trunking| D FEIZHES T, Z D ASA
TRETDHMLERDY £7,

A

GE) 779472 FLAVPNEROEA., 71 VLAN #4613 HTTP 7
o ha/LTOHEREL FT,

« JNV—T RV —F— RTvpnfilter 2~ FZFEHLT, VPNt a ST
TR arbr—)b— (ACL) OA4HIZIEE L ET, vpnfilter 2~ RZ2fEH L
T, IPv4 £721XIPv6 ACL 2 fEET& %7,

gHInoraL, =T Ry o— s&U1—F— |



BEITOT7AL. TL—TF K o— B&v0a1—H— |
B /=70t RO VAN DIEEE LRI L—T K S—~DHETH£R 3> FO—IL L—LOER

A

GE) ZoRMZa—Y—LZE—RTHRETAIEHLTEXEST, 20
B, =P —ZDOFT CREISNTERINV—T R —DELD
LEREINET,

hostname (config-group-policy) # vpn-filter {value ACL name | none}
hostname (config-group-policy) #

ACLZHREL T, 2O N—FRY I —|ZONWT, SEE&8ERFIATDRNT T 4 v J &
FITEARLET, KIZ, vpnfilter 2~ FE2 AL T, 26D ACL @A L ET,

vpn-filter none =~ > K& A L THERR L 7= XU Z & T, ACL ZHIBR+ 512X, Zoa<
YROnXEATILET, nod 7 varaliflTse, HENOIZNV—T R —nbik
KTEDLEIITRY ET,

7»—7f)y—i BOTN—T R =MD ZOEEMHAKTEET, EHEHALNE

12351213, ACLAZIEETAPYIC, noneXF—TU—FE# AN LET, none¥x—V— K
m‘M1@ﬁw:k%rLiTo:@%~U~k@i@ IOVED R E S 1L, ACL DMES &
ﬂi‘g—o

WKIZ, FirstGroup & WO ZAATDO 7 NV—7 R Y 2 —0D, acl vpn £V¥H ACL ZFONT 7 4 v ¥
Tk €T DBl R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-filter acl_vpn
hostname (config-group-policy) #

vpn-filter =2~ FiZ, P RANOHEGROEALED T T 4 v 7 L U RIMIT AL

W5 LRI N7 7 ¢ > ZIZEH S AVE T, vpn-filter (26 F £ 415 ACL % interface access-group
WCHEHAT D Z LI TEEEA, vpndilter a~> F&, VE—FT7Z7®AVPNZ 747 b
P2 2 70— WY o—IC#EHAT 2581, ACL O sre_ip DALED 7 F 4 7 >
DYUTIPT RLABLNACL @ dest_ip @u%@m~7{7/1/2\ v 8T —271Z% LT ACL 2% E
TLOMENRDY 7,

vpn-filter =~ K%, LAN-to-LAN VPN & 2 il 92 7/ —7" R U —IC@EH T 256 1%
ACL @ sre_ip DALED U E— K v hT—27 B L WWACL ® dest_ip DALED 2 —H /L F v K
U—27Zx L TCACL &R ET HMERDH Y £7,

vpn-filter BERE CREAH 272012 ACL 2% ET 235413, HEETHLENH Y £9, ACL I,
@%m%®bi74y?KﬁLT%iéﬂT“é_kL%?LT<ﬁéwotﬁL\Mlﬁﬁ
KEFMONT 7 4y 7L THEHAINET, RS TO, BEBLRTOZD NTF 7 1 v
ZIZ2WTIE, ACLIL sre ip DALE & dest_ip DALE 2 A2 72 Dlox L TEE I L Tn
£7

VPN 7 4 V2 IR OB A I D Z I BB L TLEEY, 7V r—var A
VARG g DTV a Al Lo THMNIZSIP AT 4 TR E DY & U B 13
HInEHA,
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UE—k PO LRD VAN QEEE BT L—T KU S—~0#&T7 12 2 ko—L L—LoEmR [

WOFITIE, vpnfilter # JE— K 7272 AVPNZ FA4 7 hEMIHERLEST, Z0fT
X, 7947 FEIDYTIPT KL 2% 10.10.10.1/24, a—H /L %> N U —7 % 192.168.1.0/24

LLTWET,
WD ACEIZE>»T, VE—FTI7EBAVPNIZ T4 T bR —H)L Ry hU—27 (T Telnet
PHERTAZ ERTRENET,

hostname (config-group-policy)# access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 23

WD ACEIZE>T, v— NV Xy NT—I RN VE—FTI%RA 7 TAT 2 M Telnet & fE
45z ndFashnEd,

hostname (config-group-policy)# access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
eq 23 192.168.1.0 255.255.255.0

\}

6=

ACE @ access-1list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 2312k -> T, a—A/L kv hU—2 %, HETHR— b
AL TOWABEASIUEEDTCPR—hTDYE—F TV VR 7 T4 T h Dk BLA
DA SN ET, ACE ® access-1list vpnfilt-ra permit 10.10.10.1
255.255.255.255 eq 23 192.168.1.0 255.255.255.0(CL~>C, UE—h 77k A
7747 M, BEEITR—-F23E2EHAL TCWDLEAIEED TCP AR — K TOR—HIL R v

N U — 7 ~OEH T S ET,

WOFEITIL, vpn-filter # LAN-to-LAN VPN #2f¢ & HIZEH L9, ZofITiE, VE—F xRy
NU—27 % 10.0.0.024, 2 —H/)L X bU—27 % 192.168.1.024 L L TWEd, KD ACE IZ
FoT, VE— b Ry hT—IBa—xy NU—7 | ZTemet Z T2 Z ENFFATSLE
ﬁ—o

hostname (config-group-policy)# access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0
192.168.1.0 255.255.255.0 eq 23

WDACEIZE T, e—H NV Ry b= BNV E—F Xy hU—7ZTelnet AT S &
BEFRENET,

hostname (config-group-policy) # access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq
23 192.168.1.0 255.255.255.0
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B /7 —F#%s—ovwn7sexsmoks

\)

GE) ACE @ access-1ist vpnfilt-121 permit 10.0.0.0 255.255.255.0 192.168.1.0

255.255.255.0 eq 2325 ->C, v—Hh/b Xy hU—7F, HETXTR—F 23 Z2FHLT
WAHLGEIAEED TCP R— F TOUE— b Ry M — 27 ~OHRRG Tl S4LE T, ACE
? access-1list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq 23

192.168.1.0 255.255.255.0(2LK->C, VE— b3y hT—27 (%, HEFELA— b 23 &4l
AL TOWAEAIUEEDTCPR— hTOO—H /LRy b U —7 ~OERGBRTFT SN ET,

TJIW—T R —DOVPN 7Y = AR DIEE

FIE

ATy T

ATy T2

1R BHHIIZ

RE O 2 fRRk L3, —RAEMER =7 ¥ 2 L—2 a > FA RO [Configuring Time
Ranges] #ZML T 7230,

TN—F R —ar74F¥alb—vary T—FEBBLET,
group-policy value attributes

1 -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

IN—FR)—ar7 4 Xal— g F— KT vpn-access-hours =< > R&H LT,

TN—"" R r— LR EW D time-range 7R U > —ZBHEfTITH Z LI K-> T, VPN 7 7 &

AR ZRETEE T, ZOa< R, business-hours & W9 A RITD VPN 7 7 & A B[]
% FirstGroup & WO ARID T N—T R > —IZEID ¥ TET,

IN—T" R =X, T 74NV MERIFRESNTZIV—T K Y 2 —O time-range DE %k
KTDHZENTEET, ZOMEDFEALRNEIITTDIZIE, 2D =3~ FT time-range D
i< none¥—"U—FRE2 AN LET, ZOF—U—KIZEY, VPN 77 & AKX
JBEIZERTE S 4, time-range 7R U o —IXFFrI SN <720 £7,
vph-access-hour s value{time-range-name| none}

1 -

hostname (config-group-policy) # vpn-access-hours value business-hours
hostname (config-group-policy) #
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-7 #ys—omesveNos 1 okE |

GIL—TFR)O—OREIBEVPNOS A4 O DIEE

FIE

FEED 2 —HF— RN —TF R Y 2 —Ihk UCHERF T B v > 2 D BOBIRERE TS £
T, 774N ORI Y2 BT 3 T

KWLl xaT 74T b, IPsecZ 7A T b, I 79A4T7 0 L A®BYy 3 (B
R T Ly ay) ifk RACa——27T Ly Eyva URHELEINTH, By
VAT AR R IERDBBERHY £,

A SNDERE Yy g VBN 1T BREKTRICAICa—F—0HlEn 7 A LI2a.
Lzt y v a AET —2_X—2ApbHIERSL, Filntey va VRIS ET, 2L,
BEfFO® Yy v a v ERT 7T 4 TR THDLIHGEE. R U2—F =230 PC 72 E b F
Euarsf4odnl, BRUIOEyariua st 7L, T2 _X=ZAnLHIRERT, HLn
Ty g UL ESNET,

TSR Y v a VHEDL XD REWEE, TORKRBICELIDREC —F —0HE
aJ A ERLDE, LT A RAEERRENWEy a4+ 7 3nEd, BIEDTRT
DOty varRRILL LVEWVWHET A RVREOEEIT, Kbk yvarBe s+ 7 LE
T, ZOT 7 vaiAlky, By va ryBMBRESRTH LWL R A URRBRICR Y £,

Rty a VHIRICET S &0 VAT AR Rb VR Y v a CEHIRT D E TIZKRA 2
VET, 20D, 2—HF 3T ICn 7 A TET, BIRAIERIZE T DN L
EHRITTOBENECLHERHY £, 2= —PRELBVICTn 747 Lichs, Zh
ISR Y E A, BBEITRE T, HIBROTE T 2723104 I Lo — Y — 5 & 7 n]
TOEOICVATLERET HZ LT, BIEELRETEET,

AU RFEREFET7TIV3 Y B#J
ATV TN I N—FR)v—ar7 4 ¥a1— |vpn-simultaneous-loginst&%x

VEV%_FTWmdwmm?f“@“f?7¢wh@m3@¢0@@ﬁﬁmo~
@Q{TVVF%%ﬁbi‘&?@i:zmm&m7®%ﬁfﬁo7w—fﬂw
AR SN T /A HEEE | s ey e -
L%, DEEMREKTEEST, v /A %T 4
-7 ML Ca—YP—DT 7t REEE
EF 2521, 02 A LET, KIC,
FirstGroup & WD) ZETD VT N—"7" KRV
Iz L TR KA DREER 7o %
T ol ERLET,

hostname (config) # group-policy
FirstGroup attributes

hostname (config-group-policy) #
vpn-simultaneous-logins 4

GE)
o [FRE T 7o D B K EIRIT I
WICREWVETT N, BEORFER

gHInoraL, =T Ry o— s&U1—F— |
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B oo ~07 s 20HR

ARV RFERETIVa Y

B8

TAVEHATEE, BX=2U T4
MMerEINZY, XT7p—< R
MEFLZVTHZE08H0 £3,

BB TN—TRY —FEEHAL
THEIRD b RN T N—T ¢
9% & . vpn-simultaneous-logins
. BBEo® vy a s TRAS S
N—TFRY —PMEHEN TS
BEaETh, a—WYP—tvark
HIBR L £,

ATy T2

(A7 ay) FEw 74 ORI E
L72GAEIC, biWbt v a VosHlkR
XNADEFETIZHF LY a v E

vpn-simultaneous-login-delete-no-delay

DX T a T T 7 4 b TR
f&o‘(b\jﬁjﬂo

ST AL VAT AREELET,

hostname (config) # group-policy
FirstGroup attributes

hostname (config-group-policy) #
vpn-simultaneous-login-delete-no-delay

BEOEHIOI7AILADT I ADHIE

IN—TF R —ar7 4 Xal—arE— RTgroup-lock =~ REMH LT, #H7
07y ANEN L TCOLT 7 EATEHEHICYE—F a—HF—ZHIRT 50 E I nEIEELE
j‘o

hostname (config-group-policy)# group-lock {value tunnel-grp-name | none}
hostname (config-group-policy) # no group-lock
hostname (config-group-policy) #

tunnel-grp-nameZE L, ASA 23—V —DOEEIZE L TR T 2BEF O 7' 1 7 7 A L D4
A& $EE LET, group-lock (X, VPN 27 74 7> h TRESNIZ I N—TN, ZO2—HF—»N
EHYBTCoONTWIER T e 7 7 ANVERIUNE I NET 2w 7 THZ LIk T, 22— —
EHIRLET, —HLTWARWEGES, ASAlF2—V =R caenrLoicLxd, 7r—7
0y 7 ERE LRWEEA, ASAIL, IV Y ToHn/—7 L3RR, 22— —%FFEL
T, I—TouviE, TIHNVINTET A E—T Mmoo TV ET,

group-lock JEIMEZFA T 7 4 X2 b—a U LHIBRT HICE, Zoa<wr RO no B
ANHLET, 2o T varvazEfATsE, BlOTV—T R o—DfEEMEATE ET,

group-lock %7 ¢ £—7/LIZF 5I21%, none¥—U— RA&FEE L T group-lock =~ K& A
JILET, none F—T— RFIZX V. group-lock | X /WAEIZFRE S 41, group-lock D IR A HEAS
SNET, Floy TIANNERRBESINIZ I NV—T R Y v —0 5 group-lock DE DMK X
N7 79,
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In—7 Ky v—o veN oskgmEmors ]

JI—T R —0D VPN DR KEFEFFEDIEE

FIRr

ATy T

ATy T2

UEE) IV—TF RV —ar 74 ¥al—ary F—RELFa—HF—LZar 7 ¥
L—3 3 » F— KT vpn-session-timeout {minutes =2~ > K& LT, VPN 8t D i KIFE]
ERELET,

BRI 143 CL BeRIERNE 35791394 23 CF, 7 7 40 MEXSH D FH A, ZOHMI
THDHE, ASAIFTHSRAK T LET,

KIZ, FirstGroup & WO ARTD 7 /V—T7 KUY —IZk L TI180 5D VPN Y v ay XA LT
U NERET DR LET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

WOBNZL, anyuser & WD A RTO L —H—|{Z 1803 D VPN v a v XA LT U MEsRET H
FiEERLTNET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

[no] vpn-session-timeout {minutes|none} =~ > RZH L7=ZDMO7T 7 > a ATk LB
<,
s ZORY =0 BEMEEAHIBR L, MKZFFAT2I21E, 203~ RO no
vpn-session-timeout FEX % A1 L £ 7,
c BEHRIROZ A L7 0 MM ZFFI L, ZA L7 7 MEZAKA LRWE SITT DI,
vpn-session-timeout none = A/ L £,

vpn-session-timeout alert-interval {minutes| } =~ R&ZHFHL T, tvyvar XA LT DU RO
TT7—h AvE—URa—P—IRRENDLFEMERELET,

ZOTTI—hk AvE®—IF, VPN 3 U RNBEEMICUI SN D E TS dH D0 E o —
P—IBEZ2FET, KRIZ, VPN YT a RSN D 20 a2 —% —IZ@BHmInd L o4
ETHEZRLUET, 1 ~3050#HHEZIEETEET,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

[no] vpn-session-timeout alert-interval {minutes|none} =~ > K& L7=FDo7T 72 a v
IR LY TT,

*VPNEY T a v XA LT NT 77— NEARRBMERT 740 8 T A—T KU 2—bikA
ENAHZEERTIE., Zoa<vry ROon BEREFHHLET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval

gHInoraL, =T Ry o— s&U1—F— |
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B /r—F%kvs—avwntvsar 74 kL 84475 roEE

« vpn-session-timeout alert-interval none (%, = —#—2N@EMEZZE LW L AR LET,

GIN—TRY)—DVWPNEYL 3V TARILEBALT FDIEE

FIE

ATy T

(fEE) VPNT A B ZA L7 0 MIEEZHET DL, ZV—T R)—ar7 ¥
L—yaryE—REhda—Y -4 7 1F2 L — 3 F— FTvpn-idletimeout mnutes
av U REMFHLET,

C OB ETTBIET 7T 4 BT 4 B WEEA . ASAITEERIAK T LET, A/ NRIE
143, BeRIEMIZ 35791394 53 CTH Y . 7 7 4V ML 3043 TT,

OB, FirstGroup & WIHAFTD I N—T" KU —IZ 153D VPNT A RV Z A LT 7 N
BETDHHIEEZRLTWET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idle-timeout {minutes| none} =~ > REMH L7=ZDOMOT 7 a L FRO EBYH T
T
*VPN T A RV EZA LT REEHZL, XA L7 7 MEZMA LRWNK D I2T 52,
vpn-idle-timeout none # A ) L £,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

Sk, BX 2T 7T AT b (SSL & IPsec/IKEV2 Dfi ;) BLX OV IA4 7 hL
A VPN 787 12— /%)L webvpn default-idle-timeout seconds % {42 K o270 £,
ZOa<wy RiE, webvpn 227 4 ¥ al— g F—RTAHLET, =&z,
hostnamee (config-webvpn) # default-idle-timeout 300 DX 5 K]\jj Li@—o '7:71‘11/ ]‘ X
1800 7 (30 47) T. #iPHIZ 60 ~ 86400 F4 T,

T D webvon EFEIZ BT, default-idletimeout fERXNEH SN A DL, Z—7 R
v—/z2—H—£ EPEIZ vpn-idletimeout none NEXE SN TNWDLIHBEDHRTT, TTD
YXaT I TAT U N T, ASAICKVERDADT A RAX A LT 7 MENERS
ﬂ\i@—o

P4 M (IKEvl. IKEv2) BLXWIKEVI UE— K~ 727 EBAVPNOEEIZ, XA LT U K
T 4=z L, |EIBOT A AV ZHF ] d5 2 L2 HEB L E T,

ZOTN—T R)—F I a—F— R —DT A KV ZA LT FEEDT DI
I%. novpn-idletimeout # AJ) L E7, fEITMFEKINLET,

B 5oz L. S—TFRYS— BEUI—F—
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ATy T2

SN—TRY

FIE

&

FHRY S —. BEUI—H—
H—T K Y S —0 WINS #—/3i— & DNS H—ri—0 Bz |

* vpn-idletimeout Z ¥ > 72 < BRE L RWGE ., HITMAShE T, 7741 MT3045T
R
GE)
vpn-idletimeout &, Bt vy a v ORREMOLEZHIE L £, & v a2 (SSL/DTLS)
X, N—Ra— RSN SHEOTCPIET /7 4 T HA LT U MIL-T, £F 7 v Y
THi (DPD) F = v ZIZ3ERELIEGG. T2 0 R A TS E T, FEc OV T
. 7y RETBRHORE] OFRBEFHAZZHRLTIEIW, DPD, ¥—7 7747, B
WEA LT T NEtEOFEMIZ OV TIX, [ Answer AnyConnect FAQ - Tunnels, DPDs, and Inactivity
Timer] #ZM LT 7Z XV,

(f£&) A4 7v 3. vpn-idletimeout alert-interval {minutes} =~ > KZEH LT, 71 K
NEALBRTTRDTT—h Avb—INa—P—CERINDLREHZHETEET,

ZOT 77—k AvE—UiE VPN Ry a UBIET 7T ¢ TIREOT- O S D £ TlTfT
N LnEa—YF =52 Ez T, T 74 MOT T — MERRIX 15T,
WORFNE, anyuser &\ HLEIDL—HF —IZ3 0D VPNT A KV XA LT 7 hOT 77— MEbE
RRET D HEER L TOVET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idletimeout alert-interval {minutes| none} =~ > R&HH L7=Z DT 7 > 9 0%
RO EFY TT,

enone /N7 A —H I, 2—HF—2N@EHErZE LRV tE R LET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

s ZDITN—TF T —YF— R —D7 T — MEREZHIFRT 5121, novpn-idietimeout
alert-interval Z# A L£9, ISR ET,
c ZDONTA=FEF oK RELRWGE, 774V 0T 77— MERREIZ 15T,

< —@ WINS H—/\— & DNS H—/\—DEETF

TIARIVBROENF Y D WINS H—s3—L DNS —"—Z4HETE £7, TNLhD
774 /V MlEnone TF, ZHHDOH——=2FET HI21E, KOFIREZETLET,

T4~V A FY DO WINS —_"—ZEELET,

gHInoraL, =T Ry o— s&U1—F— |


https://www.cisco.com/c/en/us/td/docs/security/asa/asa923/configuration/vpn/asa-923-vpn-config/vpn-anyconnect.html#id_33133
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/116312-qanda-anyconnect-00.html
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B /7%y o—oWINs —/i— & DNS 4 —i—D5E

ATy T2

hostname (config-group-policy) # wins-server value {ip address [ip address] | none}
hostname (config-group-policy) #

BONHRETHIP T RLANT T4~ WINS $—_"—DIP 7 RLATY, 2&FH ((EE)

DIPT FL A TEH &Y WINSH—_R—DIPT RLZATE, IPT FL A TiEA< none¥—
U—REHETDHE, WINS = R_—ZXOUHERKEINET, TOFREIZELD, WINS —
NI ENT, T 74V FELIFIBTEOIN—T R = OEPME SR 2D £

RS

winsserver 2~ REANT LN, BFOREDRA— =T 4 FShET, 7Lz,
WINS #—/3— xxxx &5 E L TH WINS h—N—yyyy ZRETHE, 2F DDA~ K
WZE o TRAIOFKEN EEE Z, yyyy BHE—D WINS r—_— |27 ) 7, ——%4
BERET L5 E AR TT, REFHLOI— =% LEXT L0 TIEARL, WINS F—_—%
BT 512, Z0avry REANTLHEEIC, TXTOWINS H—"—DIPT RLAZE
DET,

WOBNE, FirstGroup &\ D £ RO 7 )L—7" R 2 —(Z, IP7 KL A72310.10.10.15 & 10.10.10.30
THDH WINS b —R—%FZET D HiEEZRLTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #

TIA4=V v hZYDDNS —"—FEELET,

hostname (config-group-policy) # dns-server value {ip address [ip address] | none}
hostname (config-group-policy) #

BONHRETDIP T FLANRT T A~ DNSH—_"—DIPT7 KL ATY, 2%&H ((FEE) O
IP7 RLVRTEADHUDNSY—"—DIPT RLATT, IPT KL ATiE72< none¥—Y —
REFRET DL, DNS H— =X UENRESINE T, ZOREIZLY, DNS — 33—
FFalENT, T4V FERITEED I N—T R = BEB A SN2 < 720 £4, DNS
Y= R— T KL AT K4D, IPv4d T RL AL IPV6 7 KL A T2 OT DI EETEET,

dnssarver 2~ REANTHE-NT, BEFORENA——F 4 RE&IET, =& z21E. DNS
PN xxxx ZBE L, RIZDNS ——yyyy ZRELIGEE, 2FOOa~ 2 Nidk
Woa<y Fae EEX L, yyyy 23— DNS H—_— (2720 3, —"—Z2EHEHET
LHA BEEETT, LRICERE S 7z DNS — " —% FEX T 5DV ([c— " —ZBind
L2, Z0avr REANTHEXICTRTODNS —_—DIPT RLAZEDET,

WIZ. FirstGroup &\ 9 ARID 7 —7F KU L —T, IP 7 KL A7 10.10.10.15, 10.10.10.30,
2001:DBS8::1, ¥ XL 12001:DB8::2 @ DNS Y — —%&HET 50 &~ L£7,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# dns-server value 10.10.10.15 10.10.10.30
2001:DB8::1 2001:DB8::2

hostname (config-group-policy) #
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ATvT3

ATv74

27y k koryvy Ry o—onE [

DefaultDNS DNS % —R— 7 /L —FIZF 7 3 /L b D KA AL VAR EESNTORWEEEIL, 7
THN N RAAL CERETLOMLENRHY £9, 72L& 2L, examplecom. &) KA A 45 L
Rhy 7 Ly RAAL UERFHLET,

asa4 (config) # group-policy FirstGroup attributes
asa4 (config-group-policy)# default-domain value example.com
asad (config-group-policy) #

(7> av) DHCP &y hU—27 Aa—T%ROXIITHELET,
dhcp-network-scope {ip_address| none}

¥H7a 77 A NVDT KLU AT —/VIZDHCP H—_—% & E L7zHA. DHCP A a2 —7 X2 D
TN—T DT —=)MEHTHY 73y F&@sl LE T, DHCPH— 1 —|ZiX, ZORAa—7(Z
FoTHIENDF LS TRy hRNOT FLALRESNTWEILERHY £4, Ra—T%
T L. ZOREDO I NV—TIEHT 5 DHCPH— N—TEHRINTNDHT KL AT —)L
O 7y NEBRIRTE ET,

Ty U= ZAa—T%52EFRLBEWES. DHCP V— =37 FL R F—)LORENEIZ T —
NHNEELTIP T RLVAZEID Y CTET, REV Y TOT RLARROMNDET, F—n
NEIZHREE S IVE T,

Aa—THEETHITNE. BOT =L ERUES T Xy b REICHY ., ZOT—LNITIT RN
J—F 4 VT RRERT L AZ AJILET, DHCP r——[%, ZDOIPT KL ANETIY
Txy FEHBIL, FOF—ANEDIP T RLAZE Y Y TES,

N—F 4 T DOEPBTRRERGEAILFIC, A V2 —T =24 ZDIPT RL AR+ L%
HEEL £, 72&20E, 7 —/12810.100.10.2 ~ 10.100.10.254 T, f > F—T7 = A AT KL &
73 10.100.10.1/24 O34, DHCP A =2—7 L L 10.100.10.1 ZfH L3, *v NIV —2 &=
A L2 TL 72 &V, DHCP (ZIPv4 7 RL AFEEICOIMERT 5 2 LN TE £4, BIR
L7zT7 RVANRAL v HZ—T 2 A AT RLVATIEERWEGA, Aa—TT RLVADAXT 4 v J
N— N EERT 2 HERH Y £7,

none #¥5ET 5L, & 2L, T 74N MEITRAKENSZSV—T R Y 2 —)36 DHCP 7
RUZARED B THNRL 2D F9,

1 -

W OB TIL, FirstGroup DJEMEa> 7 4 Fa b — 3> F— K&t L, DHCP A a2—7 %
10.100.10.1 IZ3%E LT,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# dhcp-network-scope 10.100.10.1

ATYy b b)Y GRYO—DERTE

IPvd F5 7497 DAF Y b bRV RIS —Z2ELT, I 747D 2
VT IN— L ERELET,

split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}

gHInoraL, =T Ry o— s&U1—F— |
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B <7t roruvsgkys—onE

no split-tunnel-policy

IPV6 N7 7 4 vV DAT Yy b bRV RV —ZHELT, N7 747D MR
YT NNV ERELET,

ipv6-split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}

no ipv6-split-tunnel-policy

RY = A7 a ATkD LB TT,

s tunnelspecified : F XA ZBL TRy NY—27 VX NMIFRESNTWA Ry NU—7 (T
RTHTRCONT 74 v 7% bRV T LET, ZOMTITOT RLRIZHT D
T2, 7V 7 TXARMCTERSIN, VE—bha2—HF—DAf 1 F—FRy hP—ER S
AN, H—Z Lo TNh—T 4 VT EINET,

ASA91A4LIEDNR—2g 0T, AV 70— R VA NEBRETDHEEIC, A7 —F
FHHANOY 7Ry M7 A7 V—R U XA FBEETEET, B SN T2y bOT
RLAE, hor V7 &8RT, A 70— RURARDOEKRYDFHDRD 32 o7 ERE
T, TIAIN—Var VARDFRy hT—Z X bR E N L TCEESNEEAL, =7
AgN—Tay YA NMMEGS= P ZFEHLTHRESNL, A1 70—V ary VAR NMT
FAm s MY AR L TRRESNET,

A

GE) AL INV—FIVAMDH TRy FTHERWVWZ I AT N—V g v
VAMNORY NT—=T%, 773447 b CTEEINET,

excludespecified * v N7 —27 U A MIFEEEINTNAH Ry NT—27 EORFHDO ST 7 4
JHE MR T LERA, TOMTRTOT RLRAZHTD T 74w 7ixborx ) v
TINET, =AUV LAN L, BIRICRBLTHZ b, BX 277747 MK

V. 7954 T2 hTA RCEET A EEO e —H L LAN I[CHEE Sz, Bk~ b
U —70.0.0.0/32 (E721LIPv6 D5 :/128) 2 L TCRBLTHZ L TEES, v—HL
LAN b U RABRAEEH T 512X, VPN A4 7> a7 7 A4 )L Tik, v—75/L LAN
TI7RREEDILTBLMERHYET, 20T alid, BXaT7 79477
FAT v FTOHERELET,

tunndlall — 3 X TCO T 7 4 v 7N P X ZBBTHEOBELET, ZOFRY —
. A7V N ho RV 7 %2F 02— LET, VEBE—F 22— —38ERY b
T—JWZTIVBATEETN, a—HINV Ry NT—INFT 7 8ATEERA, 20T
THINNDF T 3 TT,

G A7V vy b bV Zidexa T o BETIERLS, FT 7 4 v 7 EBIKEETT, &KBRD
X2 T 4 B THICE. ATy R bRV TR A =TI LN EEHER L E
ﬁ‘o

B 5oz L. S—TFRYS— BEUI—F—



| #eTnorq0, YL—FRYS— BEUa1—¥—
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il

RIZ, IPv4 & IPv6 O FirstGroup & WO ARFTD V7 /V—7 R —IZxf LT, fEELT
Fy NTI—=T DI N RV TTHATY v b b xRV TR —% R ET DB
P LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # split-tunnel-policy tunnelspecified

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipv6-split-tunnel-policy tunnelspecified

ATy bk bR VTRADRY FT—9 )X FDIEE

AT Yy F bRV T T, PRV EBBRBRTOIRY NT—T T T 4 v I BRFy NT—7
YA MIELoTIREENET, X227 7TF7A4 7 M, ACL THDH Ry hU—27 U X KZ
HASNWTATY v F bR U ZICBET AR EEITVET,

hostname (config-group-policy) # split-tunnel-network-list {value access-l1ist name | nonej}
hostname (config-group-policy)# no split-tunnel-network-list value [access-list name]

e valueaccess-listname : h >RV VT FETT LRy bU—T FITFET LRV ER Yy hU—
7 EF|IZFE LT ACL ZF 8T LE T, ACLIZIE, IPv4 & IPV6 D F DT N AZRET S
ACE WNEENTWAHAE ACL ZHEETE £9,

enone : A7 Y vk bRV U THOX Y hU—2 URMBPEELRZWNWI L E/R L, ASA

TR TCONT T4 v 72 bRV LET, nonex—U—RKEERETDHE ATV v
N R D%y RU—27 UZRMIXMERREESN, A7V v b hox o rn
FRENET, £/, 2T, 74NV FERITRESNTZ I NA—TRY v—hb,
TI7ANIDAT Y b b RY T Ry NT—7 UR BRSNS 720 £7,

Py hT—27 URMEERTAIZE. 20oa<> FonEBREANLET, T XTORS
Uy b b7 Ry FU— 7,ﬁZF%M@?5 I, BIEERREE I no
split-tunnel-network-list =~ > N2 AN LET, ZOa~ FIZXD, nonex—U— & AT)
LTHER L 72XV U A R RBNIEEN B EZD T, REFHDTXTORy U —27 U X RHR
HIfr SV ET,

ATV b bRV T Xy b= VA MNRWES, 22—V =35 74V DT NV—T
RV —FFHIFRE LIV R —NIZFET DRy T —27 U R MEfALET,

2—HF—RZD LI Ry NT—2 U R MMk L0 E 9123 5121, lit-tunne-network-list
none =~ R& AJJLET,

1

WKIZ, FirstList G WO ZBIOFR Y hU—2 U X N&E{ERK L, FirstGroup & W9 ZBID 7 V—"7
RN =BT 6%~ LET, FistlistlZ=2 A7 L—Y a2 UARTHY | =7 AT )L—
Tar UAMDOH TRy b THLA I N—Vary JARTT,

gHInoraL, =T Ry o— s&U1—F— |
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hostname (config) # split-tunnel-policy tunnelspecified
hostname (config) # access-list FirstList deny ip 10.10.10.0 255.255.255.0 any
hostname (config) # access-list FirstList permit ip 10.0.0.0 255.0.0.0 any

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-tunnel-network-list value FirstList

WIZ, v6 E WO LFTIDORy hU—2 U A RZER L, GroupPolicy ipvé-ikev2 &\ 9 44 {7
N—F R —Zv6 A7V v s bR —ZBNTHH%2RLET, v6lTT s 2
N—=ar UARTHY, 27270 0—3 YARDOY TRy N THLA VI N—V g v
U2 MTY,

hostname (config) # access-list v6 extended permit ip £d90:5000::/32 any6
hostname (config) # access-list v6 extended deny ip £d90:5000:3000:2880::/64 any6

hostname (config) # group-policy GroupPolicy ipv6-ikev2 internal

hostname (config) # group-policy GroupPolicy ipvé-ikev2 attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikev2 ssl-client
hostname (config-group-policy)# ipv6-split-tunnel-policy tunnelspecified
hostname (config-group-policy)# split-tunnel-network-list value v6

ATy b FURIILEEDHER

show runn group-policy attributes =~ > N4 3447 L T, RELX MR LT, WOBNL, EHE
DIPv4 L IPV6 Dl DRy NU—27 R —%REL, WHFORY —IZxtLTHxy hT—
7 UA K (A ACL) FirstList #fEH L7722 & 2R L THET,

hostname (config-group-policy) # show runn group-policy FirstGroup attributes
group-policy FirstGroup attributes

split-tunnel-policy tunnelspecified

ipv6-split-tunnel-policy tunnelspecified

split-tunnel-network-list value FirstList

ATYy b bR TGRD KA VEBHEDETE

FIHINE AL %, FFRIFATY v b hop BN LTRSS, 27U > | DNS &I
IENB RAL DY A RNEIEETXET,

AnyConnect 3.1 (%, Windows 83X FMacOSX D7 T v 7 4 —LD kw/Ll— A7 v k DNS
BREZ VR — N LET, ¥X2 VT4 TTIAT L AD I N—T"7R I > —IZ LV Split-Include
Mo R U TRA Z—=T W25 TEY, bR IRGODNSABIEE SN TWAHEEA,
AnyConnect |Z, ZDARNII—FHT ST XTHODNS 7=V —% 75 A — |k DNS % —/3—{Z
Fox V7 LET, hwvil— 27U FDNSZMHHTH L, ASAICE T IA4 T v MIZ
T oy al TSN RAAL A —ET D DNS ERAD F RV T 7 ADOBNFFA SN E
T, ZNHOERIL, 7 VT TR APTITRESNETA, —F, DNSERBASAIZE - T
Ty ad U ENTE RAAL AT B LR WEGEATL, AnyConnect (X, 7 7 A 7 hDA XL —
T4 T VAT MZEHDHDNS U YR DNS fERICER S b kR A b4 RS b
EEESEET,

B 5oz L. S—TFRYS— BEUI—F—



| #eTnorq0, YL—FRYS— BEUa1—¥—
TIHILED AL VEDESR

\)

() AZ7YU v FDNSIE, EH#/ ) —BXOEHZ =V — (A, AAAA, NS, TXT, MX, SOA,
ANY. SRV, PTR. CNAME 72 &) ## R —FLTWET, bR FEN-xy hU—7
ONWTINC—E TS PTR 7= —%, ForRAUBRECHEITINET,

MacOS X D356, AnyConnect (X, IROWTNIDRIMEZGTZTIHEDHR, HDHIP 71 hajL
D ky— AFY v ~DNS 2 HTEET,

e JN—T R —T, A7V RDNSHN 12D 1P 71 hz)L (IPvd 72 Y) ITREIN
TBY, 29A4T7 M RXARA2A T2 halBlNy ) FHOIP 7a hai (IPve 7)) 1238
EENTWDS (BEDOIP 7 a ha)LViET7 FLA P—LERES N TWARY) |

¢ A7 FDNS AW FDIP Fu I LIZHEINTWNAS

FTIHILEDFEAAL VRBDES
ASAIZ X aT 7 I9AT LV MIZT 74NV M RAL UV EZEBZELET, 77T ME. FAA
V74—V REEAMLIZDNS V=) —IZ R AL A EBBIMLET, ZORAALHIT, b
ARy MG ERENET, T 740D RAAL UZRIRNEES, 22— —(EF 7 41
N IN—F RV —DF TV~ RAAL L EHHFALET,

ITN—T K)o —=D2—F—DT TV~ RAA VA ERET DL, FNV—TKR) v— 2
V74X al— 3 F— RTddault-domain =~> REZASLET, RAA L EHIET
HIE. Zoa<wr Fon B2 AL LET,

hostname (config-group-policy)# default-domain {value domain-name | none}
hostname (config-group-policy) # no default-domain [domain-name]

value domain-name /X7 XA —X %, FNV—TDT 7V s RAAL VL EFB N LEST, T 741
b RAL CEDNFELRWZ EEBETHITE,. noneF—TU— K2 AN LET, ZDa~<wr
RIZED, 740 FAAL VAICXIMERRESIL, T 74V 8 RAL UVABERESNE
T, Flo. TIANMERBEBESNTEIN—T RY —=nbT 74V b B AL DR
SN ET,

TRTCOT 74V b RAAL A EHIBRT HI21E, 51528 E 7712 nodefault-domain ==~ >
REAJLET, Z0a<w RZLD, none ¥—U— K&EEE L. default-domain =<2 K
EATTUTHER L7ZX L U A RRSIIEZEN L EFD T, REFHADTXTOT 74/~ RA
AVHPHIBRINET, noBREAHEHT DL, FAAL A OYMERTFASILET,

WIZ, FirstGroup &\ ) £ RO 7 —7F KV 2 —|Z%F LT, FirstDomain O7 7 # /L k KA A
A ERET DR R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # default-domain value FirstDomain

gHInoraL, =T Ry o— s&U1—F— |
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B =<7t roruvvmoriqr uztoxs

ARTYY RN bR TRADEREALA Y YR MDES

TN D RAAL ZDENT, A7V v M NV ENLUTRREND RAAL DU A R
EANLET, I—F RV —ar74¥al—yarT—RFTslit-dns~> K& AT
LET, VARMZHIBRT21I2F, Z0axr FonEXx A LET,

ATV b bRV T RAAL DY A NBRWGE, 22— — X7 74V b DT —T R
Vo—WIFET DI A MEfMERLET, 2= —NZDLIRATY v b hoxV 7 R
AL VA RNEMALRNE HIZT5HI21E, none F—U— REFEE L Csplit-dns =2~ > K%
ABLET,

TRCTOAT Yy b b r l\)M’/ U A MEHIBRT AI121%, 518 EHREETIC no
split-dns 2~ > REZASNLET, ZHIZED, none ¥—U— RZ$E L T split-dns 2~ R
%%ﬁbf@ﬁbtxw)x%%@@f\%ﬁ%&@¢&1®z7UyFbyiuyﬁP%
A VA MDHIBRESNET,

%5 X —% value domain-name TiE, ASADBAF U v b hoRmAEN LU THIIRT D KA AL
ALERELET, none ¥—U— KL, A7Y v DNS U A MRHFELRNZ EE2RLET,
Fiz, ZOXF—U—RIZLED, AFY v FDNS U A MIXNWVENRREINET, OO
A7Y > FDNS U A MIEER S, T 74V b ERITRESNTZIN—T KR o—DATY »
FDNS U R E3fk S i7e< 720 E£F, ZOa~vy ROEUIRO LBV T,

hostname (config-group-policy) # split-dns {value domain-namel [domain-name2... domain-nameN]
| none}
hostname (config-group-policy) # no split-dns [domain-name domain-name2 domain-nameN]

RAAL DY A RNTETY ) 2SI, AN—Z2Z1OANLET, = b UEITH
RixdH 0 FHEAND, A M) T REROE X492 T FICLET, 1T A 72 ()
BLOEU AR () OBFBFEHATEETS, T74/0 0 RAL VAN PRV E L TR S
NABEIT. FORAAL L LEZZDY A MIHRBICEDDHLERHY £,

WOHENL, FirstGroup & V) L4 RD 7 /L—7 7K J 2»—"C, Domainl, Domain2, Domain3,
Domaind D% RAA VN AT Y v b bRV U T 2N LTRSS X OICRET B HiEER
LTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-dns value Domainl Domain2 Domain3 Domain4

)

GE) 27V v FDNSEZHRETIHE. HELETTIA_X—=FDNS Y —n—=0N, 7 IF7A4T 7
Ty RN T —AITREINTWVWDEDNS ==L EHELTWRWI EE2MRLET, EEHL
TWB &, ARIRIEPIELL8EET, 7o) —n Fa vy 7S50 5dEndH v F9,

Windows XP EEUR Ty b b1V FHEDDHCP RITZEDHRTE

ATy N RV AT a3 25534 R EBAZ TS &, Microsoft XP TEE N FEA L,
RAA EPHBHR L E T, ZOMBEEZERET 512X, ASA TEEL— N OHE 27 ~ 40 (2[R
LET, V—FOHIINL— DT T RIZL > TERD F4,

B 5oz L. S—TFRYS— BEUI—F—
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YE— R FOERISATY FCREAT SO0 TS ToxoirngE [

A

DHCP 4751812 & - T. Microsoft Windows XP 7 7 A4 7> FMI ASA TAF U v h bR
VT EMHTE DL 9127 £9, ASA (X, Microsoft Windows XP 7 7 A 7> k DHCP Inform
AvB—UICEEGE LT, 7794 T M bRV IPT RLAHOY 72y b ~A7 0 R
AA UL BXRIFTAVAREZT v 7 — 24 L E£9, Windows XP LLET? Windows
7747 hDOYA, DHCPRRITZBICL > T RAAS A LT Xy b~ 27 PMefkan
T ZhUX, DHCP r—N—% T2 OB IEM TRVERE CENL B E T,

intercept-dncp =~ > Rix, DHCP (AIT%(E4 A *—T7 NEITT 4 BE—7 M LET,

hostname (config-group-policy)# intercept-dhcp netmask {enable | disable}
hostname (config-group-policy) #

netmask 24 C, bRV IPT RLVADOY T Ry b A7 2 LET, 2Dz~ FDno
R, 274 F=21—3 3005 DHCP RATZELZYIR L E7,

[no] intercept-dhcp
WIZ, FirstGroup &9 7 L—7 R > —|Z DHCP (RITZA5 2% ET Dl R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# intercept-dhcp enable

JE—FT7O9ERRIVSATVMTCERTSEOHGOTS>oY JOoxS

EXTE DEXTE

FIE

ATy T

TIGATLU DT FY P R— RFTRA—RZERET BT, ROFIEEETLET,

IN—F K)o —ar74¥al— 3 E— RFTmseproxyserver 2~ KEAHL, 7
TAT Y R TRAADT T uHFOT Xy b= R_— LR = 2R ELET,

hostname (config-group-policy) # msie-proxy server {value server[:port] | none}
hostname (config-group-policy) #

F 74/ MElZnone T, 2 I9A TV FTHRAADT T TTaxy —"—DORELIRE
LTWEHA, a7 4 F2b—2arnbBEEZHIRT I, Zoa~wy RO noBEX%E
EARLET,

hostname (config-group-policy) # NO msie—proxy server
hostname (config-group-policy) #

TRy P —R—DIPT RLAFETIIHRA MBIOR—- FEENREENTWVIITORE ST
100 XFRMETHHILENRH Y £,

gHInoraL, =T Ry o— s&U1—F— |
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ATy T2

BEITOT7AL. TL—TF K o— B&v0a1—H— |

=11
RE

W, 7999 Faxs —_"—L LTIPT FL 2 192.168.10.1 #FZE L. &R— | 880 Zff
F L. FirstGroup £\ Z—7" R U —% % RICT D02 LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy server value 192.168.21.1:880
hostname (config-group-policy) #

TN—TRK)—ar7 4FXalb—v a3 ET— FTmseproxymethod 2~ > K& AN LT,
IIAT VN TNRAADT T oY Taxy 7r7vay ([ AVyR)) ZRELET,

hostname (config-group-policy) # msie-proxy method [auto-detect | no-modify |

Nno—-proxy | use-server]
hostname (config-group-policy) #

F 7 4V Ml no-modify T, a7 4 X2l —a b BEEEIRT510F, 2o~
Y RO noBREHEHL E7,

hostname (config-group-policy)# no msie-proxy method [auto-detect | no-modify

| NO—-Proxy | use-server]
hostname (config-group-policy) #

A TE 5H5EF, RO LBY T,

cauto-detect : 77 AT N T ARAADT T TRy == HEMEOE A E
A X—=T M LET,

eno-modify : 27 747 8T AL ZATHEHALTWEL T ZUYFDOHTTP 7 7 7% 7%
VY —N—DREELDEEIZLET,

*nNo-proxy—= DV FA TV N TNRAATIEL, 77 UFOHTTP /' u ¥ vRELXZT 4 E—7
M LET,

. use-server—msie-proxy server 2~ > NIZRESNTEEEHTL L2112, 77 0¥
HTTP 7' m ¥ = " —RELZHRELET,

TP —NR—=DIPT RLAFEIIHRA MBI OR— FEENEENTWHODIITORE ST,
100 XFRETHHILENH Y £97,

WRIZ, FirstGroup & W9 ZN—TF R > —DT7 7 uH Fux U RE s LTHEREZRET 5
Bz R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy method auto-detect
hostname (config-group-policy) #

WIZ, 7 7A4T 2 kTR ADHP—s3— L L TH—s3— QASERVER, ~— k 1001 & f#F 3
% X 912, FirstGroup LW Z—T R v —DT 7 oY FuxUREERET H0 2R L%
7

B 5oz L. S—TFRYS— BEUI—F—
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ATvT3

ATy T4

YE— R FOERISATY FCREAT SO0 TS ToxoirngE [

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy server QAserver:port 1001

(
(
hostname (config-group-policy) # msie-proxy method use-server
hostname (config-group-policy) #

TN—T R —ar7 Xz b —3 3 F— KT mseproxy except-liss 2~ K& AL
T I TAT Y R T A ADT Z U R —=A N TTBHR L BN A NAFT LI 57
2XOFNT A RERELET, ZHHDOT FLAE, X —N"—lLoTT 7 &X
SNFEHA, ZDU X RME, [Proxy Stteings] A 7 v 7R v 7 A& % [Exceptions] 748 v 27 A

WCHYE LET,

hostname (config-group-policy) # msie-proxy except-list {value server[:port] |

none}
hostname (config-group-policy) #

a7 4 X2 b= arnLEREEERTDIE. Zoavr FonoBRXEHALET,

hostname (config-group-policy) # no msie-proxy except-list
hostname (config-group-policy) #

e valueserver:port : 2D 7 A T > b T AL ANT#HT D MSIE h—"—D P 7 KL AFE
7oA, BEOR—MEHEELET, A— MEFIHMEERTT,

enone: IP7 RUAFEIFIFRA M EZIIAR— RN &R L, IS Y 2 R EfR L E
A,
7 7 4V k TlE, msie-proxy except-list [ L7 4 B —7 /L Z72 > TV ET,

TaX P —NN—=DIPT7 RLRAEZITIARA MBLOR— FEENEGEENTWAITORE XL,
100 XFRMETHLILENH Y £97,

WIZ, 77007 axfIs) A NERET L0277 LET, IPT7 KL A 192.168.20.1 O
P—R—THERR &AL, R— | 880 2/l L. FirstGroup &\9 7 /—7 R v—%x5%L LE
7,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy except-list value 192.168.20.1:880
hostname (config-group-policy) #

ITN—T R — a7 4Xal— 3 F— KT mseproxy local-bypass =~ > K% A7
L. 27AT U RTARARATHERT L7 70N, 77X za—0L T, RRATHREE
AR—=TNELIZT 4 E—T NI LET,

hostname (config-group-policy) # msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

a7 4 X2 lb—va b EHEAHIRT IR, Zoavr ROonoEXEFHLET,

gHInoraL, =T Ry o— s&U1—F— |
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B orsec (k) 9547 Lo T BEOR

IPSec (IKEv1)

FIE

ATy T

hostname (config-group-policy)# no msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

7 7 4 /v h Tld, msie-proxy local-bypass L7 « B —7 MZ72 > TV ET,

WKIZ, FirstGroup E WO I N—F KNI =T T oHFOTaxy a— N NA X% A F—
TINZT BRI R L ET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie—proxy local—bypass enable
hostname (config-group-policy) #

D247 bDEx2) T4 BHEDKTE

TN—=TDx 2T 4 RELRET HITIE, ROFINEZFTLET,

IN—F Ry — a7 4 Fal—iaryEF—FT, enable F—7— F&ZEELT
password-storage =~ FZfEH L, =2—H—2BNu /A "XAU—=REI7FAT 2 F VAT
LRIFETED LT HMEINERELET, "AV— FRIFEEZT 4 E—7 T DI
%, disable ¥—V— K% 45 L C password-storage =~ > K& L £,

hostname (config-group-policy) # password-storage {enable | disable}
hostname (config-group-policy) #

X2 VT4 EOBEENS, NAT—=NRIFIIT 74V P TT 4 E—=T Mo T0ET, &
XaT A MZHDLZEBRDLP>TWNDHY AT A ETOH, NAT— ROREZ A R—TIUIT
LTL7ZENY,

password-storage JBMEA FITa L 7 4 X2 b— 3 U LHIRT 212X, 2oz~ FOnoE
KEANLET,

hostname (config-group-policy) # NO password—storage
hostname (config-group-policy) #

no B A FEET 5 & . password-storage D ZBID 7 )V —7 KU L —inbikk 45 Z LN T
\i j‘o

Zoawy N MEENRN— Y =T 7747 2 FRRERN— RV =7 7747 FOfA
Bl —H —FEREIC I S hvE A,

B #5707 0 GL—TFRY— BLUFa1—¥—
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ATy T2

ATvT3

FRYY—. BEUYLI—H—
IPSec (KEV) 254 7> kot¥a 74 BinEE [

WIAZ, FirstGroup & W I ZHTD 7 NN—T R 2 —IZ% L TRAY — REGEE A X —T7 T 5
iz~ LET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # password-storage enable
hostname (config-group-policy) #

TIHNVIRNTIET 4 B—T /IR o TWBIPEMEE A X —T W T 20 E I NEFRELET,

GE)
IPSec IKEv2 #2f¢ Tl IP JTEMEIZ AR — F SN TV ERFA,

hostname (config-group-policy) # ip—comp {enable | disable}
hostname (config-group-policy) #

LZSIP JEfG & A X —TWIZT DHIE, ZV—T R v—ar 74 Fal—v a3y E— KT,
enable ¥—7U— RZ4RE L Cip-comp 2~ KE AN LET, IPEMET 4 E—7 T 5
21X, disable ¥—U— FN&5&E L CTip-comp =~ FEZAJLET,

ip-comp BMHEZFETaL 7 4 X2 b—a UPBHIRTSIZIE. Zoavy FonoBE A
HLET, Zhicky, BloZv—7 R o—DfExfkE cEE4,

hostname (config-group-policy)# NO ip—comp
hostname (config-group-policy) #

TR EMEEA =T NITDHE, ETLATERTHDVE— N XA YLy 22— —DF —
AEEL— MRHETHHEERHY £,

Ev b

F— A EMEEERATHE, a—HPF— kv arTEDAEYFERL CPUMHARNHEML., &
%&LTAmnmw~7ybéWﬁﬁTbi¢o%@k@\?H&E%ﬁ%?Af%ﬁbf
WHVF—F 2= —ZH L CETA =T N T D EE2HRLET, T L5 2—HF—
BADOITN—T R —%E&it L, TNHO2—Y—Tk LTI EMEZ A 32— 7 Li
7T

IN—F R —ar7 4¥al—3 a3 F— KT, enable ¥—7— FZ#E L T rexauth
avw U REFHL, IKEX—2NFAERIN DB 2—F —DNHRGEE2 2T O LERHDINE D
MERELET,

GE)

IKEv2 #¢ CTiE, IKE F—HA R R— S T EFA,

IKE & — AR OFRGEE A 2 —7 T 5 L&, ASA Tit, &I 7 =— X 1IKE X2
T—3a BT —P— I L T —P—Z L RRAT— RO AN RKRD BN, ZDHEIKE
f\'*ﬁiﬁﬁ#ﬁbhék()\ili—ﬂ‘ uunﬁz)‘jzy) %ﬂi? ﬁ:mun J:OT\ '[Z‘J”\’:L U 5:/( 7j§
k& ET,

gHInoraL, =T Ry o— s&U1—F— |
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B esec aken) H547  roEFL T BHEOEE

ATvT4

RIE I TV D ¥ —FAERMBA BRI OGS, 2— P3GV LRk oD 2 &
WCREZE LD 2R £7, BATERMITE S IRINBRWE DICT DI, FRGEE
TAE=TMZLET, HRESNTWDX—HAERNA ¥ — VL EERT HITE, =2V~
7 &— R Tshowcryptoipsecsa 2~ FEZ AN LT, X274 TV vxz—2 g VOFMH
MNDTAT7HEA L BIORT—ZOFXa {4 NEfOTA T7XA LERRLET, IKEXF—N
AR SN DIBO 22— —OHRFET 4 B—7 /T 5I121E, dissblex—U— K2 A L%
o IKE F—2EAR SN DBROHRIEIL., 77 4/ b TIET 4 BE—7 M2 > TV E T,

hostname (config-group-policy) # re-xauth {enable | disable}
hostname (config-group-policy) #

IKE X — AR SN SBROBFRIHOMEEND TN —FRY —NHET 52 & &A1 %—
TINZTHIZIE, Zoaxwr RonoBEXE AT LT, (T2 7 4 F =2 b—3 3 )b rexauth
BEEEHER L £,

hostname (config-group-policy)# no re-xauth
hostname (config-group-policy) #

(6=
HEEIC 2 — P —=FE L RWE S, PRI R L 9,

FERHRERE A X — T M T DM EIDERELE T, Psec F T —3 9 o Tld, B8
HREEIC L 0 . T LWERT ST — 13RI EDF— L MR RWZ EMEEES N E T,
TN—TF RY =%, BOTNV—T R —NOERiE B DE MK T £, Bl
EWEIL, T 74NV ETIET A E—=T Vo TnE T, BRIBEME L A X —T T DI
X, V=7 RV —ar74¥al—aF— KT, enablex—U— F&fEE L T pfs
av REFEHLET,

hostname (config-group-policy)# pfs {enable | disable}
hostname (config-group-policy) #

SERREIRE LT 4 B —T7 T HI2iE, disable ¥—U— K& EELTpfs a2~ K& A
LET,

ARSI A T2 7 4 Fa L —a Y BHIR LT, HEMEA LWL 2T AT
I, Zoa<wr FonBEREALLET,

hostname (config-group-policy)# no pfs
hostname (config-group-policy) #

B 5oz L. S—TFRYS— BEUI—F—
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IKEv1 2 54 7 > 0 IPsec-UDP @itz [

IKEV1 754 7> @ IPsec-UDP BE DK E

IPsec over UDP (IPsec through NAT & RIS Z L6 HV £¥) 2EMT 5L, ~"—Fuy =T
7747 ME, NAT 2T LTV % ASA IC UDP BRI CTHS T&E £9°, ZOBRIZT 7+
VN TIET 4 BE—T 27> TWE T, IPsecover UDP (X, U E— b7 7 & A2 1256
ENDHHAOHIET, E—Far 7 Fal—ra UPRETT, ASAIL, SADFRIT T —
NEFIZZ FA T DB Tary 74 X¥alb—ra v R"F2A—=2%2L0 0 LEJ, IPSecover
UDP 2T 5L, VAT A NT 3 —< L ANETIEFLET,

IPsec over UDP & A X — 7 /L ¢ BI1%, J—F R —ary 7 4 Fal— g3 F—FK
T, KO LI IZenable ¥—7— RZ$HEEL Tipsecudp =2~ > REHFELET,

hostname (config-group-policy) # ipsec-udp {enable | disable}
hostname (config-group-policy)# no ipsec-udp

IPsecoverUDP Z i 95 121%, Z DIHOFIZNE-> T, ipsec-udp-port =< > R HERET 54
R 7,

IPsec over UDP # 5 ( &= —7 /23 5121k, disable ﬂ? U— K& AJJLFEF, IPSec over UDP
BEEFEITa 7 4 X2 b—a U LHIBRT AIZIE, Zoa<wr FonoEXE AN LET,
kv, BT —7 K =5 IPSec over UDP DEA A TE 5 L H1272 0 97,

KIZ, FirstGroup & V9 7 /L—= 7K U 2 —@ IPSec over UDP # X ET B2~ L E T,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp enable

IPsec over UDP %A X —7 /LI LT=HAIR. IV—7 R — a7 4 Fal— g FT—
RCipsec-udp-port 2~ > RHLRET HXLENH D £9, ZDa~r RZL Y, IPSecover UDP
@D UDP R— FE BN EINET, IPSec F AT —3 3 TlE, ASA LR EINTZHR—
MCU YR, OT7 4 VZ)V—LTCUDP b7 7 4 v 7R Ry F7ENTHTEH, £OHR—
FETPHUDP N7 7 4 v 7 sk LET, A— MEZO&RMIT 4001 ~ 49151 T, T 74V
k DOAR— MMEIE 10000 T,

UDP R— h&2F 4 —T NI TBI20E, Z0a<wr RFonEXA2 AN LET, Z1UI LY.
BID T N—"TF WY S —7 5 IPsec over UDP R— F DIBEAATEXH X 512720 1,

hostname (config-group-policy) # ipsec-udp-port port

WIZ. FirstGroup &\ 9 7 /L—7 7K U 3 —@ IPsec UDP A" — k Z 7R — h 4025 [ZRET 5061 %
ALET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp-port 4025

gHInoraL, =T Ry o— s&U1—F— |
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B ko7 o570 roRRORE

VPN N— K7 V5472 FOREDERE

FIE

ATy T

ATy T2

UEE) koa<ry REfHL T, *y hNT—ZEEE— RZRELET,
[no] nem [enable |disable]

*/FU JHEE— RE2ERT2E, N—FY=T 7547 MI, B—DOL—F 4 77

BERAty NU—Z% VPN o RLEZN LT E—F I _X—h Xy FU—7 Tt CTx F
TJ‘O PAT (3 H SvEH A, L7=h-> T, Easy VPN — —DEH%I(ZH DT /3A AL, Easy
VPN U E— hOERIZHDLTTAX— KXy hT—2 EOT A A2, bz LT (b
VANV ENLTCOR) BHET 7 EATEET, HOBALEETT, boXidnNn—FKu=7
TI3AT v MZEoTHBENAMERH Y FTN, M RART v REIL R -T2H &1
WO LT — 2 ARG TE T,

11
WUz, FirstGroup &9 7 /L—7 KU 2 —D NEM Zi%ET Hhl &R~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# nem enable

NEM %5 4 B—7ICT BI1213. mmMe# U—FR&EASHLET, 2D NEM EMEFETa
A4 X 2L —arh bRt AT, Zoavry RonERXEANLET, 2OF T
V%ﬁ%?ék\%@ﬁw~fﬁUV~®ﬁ%%%?%iﬁo

(EE‘%:) WD~ }‘%‘f'{iﬁﬁbfx X7 2=y FNRGEER Hﬂiﬂbijﬁ
[no] secure-unit-authentication [enable|disable ]

tRaT 2=y FEEEETIE, VPNNN—KRDU 27 774 T " b 3NV EBIBT B -0 22—

P2 XA — REFEH LIEBIEEZERTHZ LT, e VT oMb snvET, 2o

BEAX—TNMITDHE, "—RUxT 7747 MIRFSNTnHa—F—4 LT —
REfHLEHA EESNTWDIHE) , EXaT 2=y FREHIT 74V FCT & —7
JUZ T2 o TUNVET,

X7 2=y FREETIEH, N~ KU =T 77947 MIMERT BT 0 7 7 A LI L
TRAEY— R — FNL—TREESNTODLILERH D ET, T4~V ASA TEF=2T =
—_ ]\mquz)“ ‘gi‘cﬁ 6i\ g‘f@/§777‘y7o"j-"_/§"— %)-{Zaf‘:Lj? gT= }\wuu %&ET

LHUENDHY ET,

GE)
ZOMREER A R —T M LIZBAIC VPN b Y R RS 5101, 2—F—Ra—F—4 L
NXU%F%AﬁTéM?@%@ifo

B -

WOHNL, FirstGroup EWNHZRTD T N—F HRY —IZk LT, €F27 2=y MNRIEE A
=T M DT EERLTOET,

B 5oz L. S—TFRYS— BEUI—F—
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ATvT3

ATv74

VWNA—ES 7 55170 roBoRE |

hostname (config) #group-policy FirstGroup attributes
hostname (config-group-policy) # secure-unit-authentication enable

Y X7 2=y NRHEET 4 =7 2T BI21E, disable ¥—U—FK&#AJLET, X2

7 o=y MREERMAEIT L 7 4 X2 L—2 a U BHIRT AR, Zoaw 2 RO nolE

REANLET, ZOFTvarvzZRETHE MO V—T R vr—hbEeFxaT 2=
N ERREDE Z Ak CT& £ 7,

('f{‘%) Yk@:"??/ ]\%f'fﬁ)zﬁbwc\ ;_ﬁ_ FORIE & Y Hﬂiﬂbi‘j_

[no] user-authentication [enable | disable]

2—P—FHEEA F—T T DHE, N—=FT =T 77,47 ORIV DL DL—H —
X, bR Eg LTZ\/ NY—=JZT 78 AT HOICFREE=ZIT 5 e‘:75>z\%&7‘£@i

j—o ﬂﬁ]ﬁ@:{‘”—‘ﬁ— \ mfﬁbf_wu&*f—/\‘~®lllﬁr Tiéofuwftéhiﬁ‘ :L‘_“ﬁ__uuu
?71»%??4t—fwmﬁofwi¢o

774~ ASA T—HV—BEENLERGEIT., EONY I T v 7 ==tz —F—58
REERET DMERH D F77,

1

WORFNL, FirstGroup & WD ARTD 7 N—T KR o —IZk LT, 22— —FiLE A F— 7 IZ
TLHEERLTHNET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# user-authentication enable

:"’“'H‘ nunE%T/r'{Z 7/1/ —a—é i disable &% — U*‘F%]\ﬁbi‘?‘ :L’“_]j_ wuuﬁﬁ
MHEFITI 74 X2 b—arpbillRT212E, Zoa<vr Fon s AT LET,
TOF TV arEERTLE, BT —F R = b a— P —FEEOE MK TE £,

ROavwy REHALT, BEELZEx Da2—F—DT A NV ZA LT T FERELET,
[no] user-authentication-idle-timeout minutes | none |

minutes/X7 A —X T, T4 RV XA LT 0 MNER (AL ZHELE T, mERMIT1LS
T 7 /L MiE 30 4y, ERRIX 35791394 43 T,

TA KV EALLT D MIBHFICN—F =27 7947 bOEHOL—YF—ICLD2EBET
FAETANRWES, ASAIZEFD I GAT U DT 7 BAEZRTIHET, 20X A ~v—
1Z. VPN h o RV BEKRTIEZR2L . VPN R XA EEBTAIZFTAT Y NOT 72 AT 2%
T]\/i—g‘o

1 -

W OB, FirstGroup & WD) ZRTD T NV—T R 2 —245553DT A4 KV XA LT 07 Mz
ET D HEERLTOET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # user-authentication enable
hostname (config-group-policy) #user-authentication-idle-timeout 45

gHInoraL, =T Ry o— s&U1—F— |
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B ko7 o570 roRRORE

ATy TH

ATvT6

TA RNV EALT Y MEZHIBRT DIZIE, Zoa~vr RonEXEzANLET, 2047
arvEMHTAE, MDITIN—F R =BT A KV A LT MaZHKTE £,
TARNVEALT D MEZMA LZ2NE D12 DI, none F—7— RZHEELT
user-authentication-idle-timeout = ~> K& A LET, ZDa~vr NZkb, 74 KL & A
LT MCXUERRESNE T, IIUEEZRETDHE, T4 RV EA LT U RBRESIN,
FI AN N ERITRESNTZ I N—T R = b2 —HP—BFEDOT A KV XA LT 7 ME
DR SN e 7,

GE)
showuauth =< > R~DIEETREINDHT A KV XA L7 T ML, &IZ CiscoEasy VPN U & —
N TFARALZAD RN ERFELTe2—F—D7 A NV 2 A LT U MEZZRY 7,

WD < RaH LT, IP Phone Bypass #i% & L 7,
ip-phone-bypass enable

IPPhoneBypass #ffifH 35 &, "— KU =T 7747 NOHRIZHDHIP 7 4+ H, 2—F—
RORET 1 A7 L CHHt T X £9°, IPPhoneBypass (X, 7 7 4/ F TF 4 E—7 /LT > T
T4, ZHUE, TUA XA F—T i > TV ABRICOREA SN E T,

GE)
Fim, T TAT v MORFEERET BHITIE, 7 74T 2 MITMAC 7 KL A GREH
ETDHHLENDHY 9,

IP Phone Bypass &7 « & —7 /W27 5121, dlsable ﬂ? U — K% ANJj L%, IPPhoneBypass
BHEEZFEITA T 4 F 2 b= a U LHIRT IR, Zoavr FonolB A A LET,
ZOF T a Ak, B —F R °/*—75>[5 IP Phone Bypass DfEZ &K TZ £7,

WoHa~ R&Eif LT, LEAP Bypass Zi% & L £,
leap-bypass enable

LEAP Bypass |Z, user-authentication 2314 % —7 /Wl > TWAGAICOAEHA INET, Z
DA<y N2k, CiscoVAFVLARATIZERRAL L T3, Z06D LEAP 2347 » M
LEAP BiEZ Mt LT D, — Y —38GE T L ICFRAE 2 FATTE D5 L 912720 £9°, LEAP
Bypass X, 7 7 4/V hTT 4 B—T /T > TWET,

N=RDU T 74T NDOH%AIZNDLEAP 22—V —|21%, ®EEZ2MERHY £9, hrx
NVTHRA A~ TN ZADHAIZH D RADIUS —_"— 27 LT o oY Va2 EGETH 2 En
T& 72\, LEAPRRGERZ X 2= — R TEEHA, PURAVRBATI LT oy v EEE
TERWVEHHIX, By N —27 THRIESNLTW W= TY, ZOMEERRT 5720
12, LEAP /A /S A1X, RO =2 — W —FBEEORIIZ LEAP 237 > ~ (LEAP /X7 > RN2UT) %
ko VTR L, mmwsﬁwn~m@ﬁﬁ§m%mﬁf%éio LET, Zhick-
T, =¥ —F, FRO2—Y —FFREICHETLZ LN TEET,

LEAP Bypass £, KOG T CHEUNIHREL £,

« secure-unit-authentication 37 4 £ —7 > TWAZ L, AV E TV T 47 2=y k
m£#4z TNOHA . R RV A LU TLEAP T /31 AN TE 5 L 91272 5H
N ;FLEAP ﬁ'ﬁ%) T/\/I) Xﬁ)/\_ ]\ ]7317 77/(77/ ]\%munﬁﬁ‘é%%ﬂ%@ i‘j‘
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t%275547 >k gHosL—TRY o —EronE [

o user-authentication 25 X —7 27> TWB 2 b, A4 F—T T 5> T2 . LEAP
Bypass 723 H SV EH A,

« BARERBED T 7 2 A IRA > R A3, Cisco Discovery Protocol (CDP) % 317 L T\ 5 Cisco
Aironet Access Point Té5 Z &, PC D NIC — KX, o777 RORGETHMhEWNE
NEUR

1 -

WOHFNE, FirstGroup & V9 & RITD 7 )V—"7 7K U 2 —I|Z LEAP Bypass # #% €T 5 Hik&E R LT
WET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# user-authentication enable
hostname (config-group-policy) # leap-bypass enable

LEAP Bypass %7 « £—7 /I %I21%, disable ¥—7U— K% AJJ L %9, LEAP Bypass J&
PEFTar 74 X2 b—2a UpOHIRTSIE, Zoa~vr FonBXE AN LET,
ZOF T araEMT 5L LEAPBypass DIEZRID 7 —7 R Y L —n bk TE £,

X AaTOSATUMNEHEODTIL—TR) O—BHEDHRTE

FIE

ATy T

ATy T2

[AnyConnect VPN Client ##¢] (/R T L OIZ, BXaT 7 T4 70 b #fie A Rr—7 I L
Te#lx, IN—TR)V—DtxaT 7 74T MMEREZA X —TVETIINAICTEET,
IN—T R —webvpn 227 4 X2 b — gy T— FTROFIEZEITLET,

TN—T KR —webvpn 27 4 X2 bL— a3 E— RERBLET, RIHZRLET,

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn

TURRA L barva—F ETEXFaT7 773470 b OKRGHRA VA N—NVET 4 E—
T T BHITIE, noneF— U — K& 87 L T anyconnect keep-installer =21~ > KZ&{# H L F 97,
W 2R L ET,

hostname (config-group-webvpn) # anyconnect keep-installer none
hostname (config-group-webvpn) #

TI7HNETIE, 77472 bOXRGERRA VA M—WEIA F—T W >TWET, 774

TUMI. BFaT 79470 by a O THRIZD RARA U MIA VA =L ENT-
FEITARY 9,

gHInoraL, =T Ry o— s&U1—F— |
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B 2775170 r 8GO L—TRY o —ElORE

ATvT3

ATy T4
ATy TS5

ATvT6

ATy T17

TN—THRV =D X277 T47 2 SSL #fifkh T HTTP 7 — ¥ OEfMi & A *—7 /v
\Z9 %121, anyconnect ssl compression =~ > RZ AN LET, 7744 F Tk, EHEIE none
(T4E—T7N) TRESNTWET, EMEA R—7MZT DT, deflate ¥—7— K%
FERLET, RITHIZRLET,

hostname (config-group-webvpn) # anyconnect compression deflate
hostname (config-group-webvpn) #

7 v FETRIHORE

T ADHERRDT A RVIRREZ MEFF T DI ZHIIR T 5558 Th, Trdy 7747 Ut —
V. FTAEINAT T AL ARBAD X a7 7 747 v bRV EFICT LN TxE
9, ZNE{TOI2IE. anyconnect sd keepalivecommand: i L CxF—7T7 74 7 XA vtk —
VOBEZTELET,

anyconnect sd keepalive {none | seconds}

o, =TT IATHRETL L, UE— 2 —H—2) Microsoft Outlook F 7= (% Microsoft
Internet Explorer 72 & D YV oy hR_R—=ZX 77V r—3a %7 77 4 TIZIATL TV RWEGS
Th, BXaT7 794 T b 77472 MIUMBLOFEERINLEY A,

WO T, BXaT 7 I73AT LV RF—TT I T Ay E—%23000 (547) OEE T
ETEDI20CX2 VT 4T T IAT UV AERELET,

hostname (config-group-webvpn) # anyconnect ssl keepalive 300
hostname (config-group-webvpn) #

X 2T VT4 T NBSSLEYy v a TR —EFHAEMRTES L D127 5ITIX, anyconnect
sslrekey 2~ > REMEHALET,

anyconnect ssl rekey {method {sd | new-tunnel} | time minutes| none}}
T 7 AN T, F—FAERITT =T MR TVET,

method % new-tunnel |ZfFET 5 &, SVC F—DOHAERTICEXF2T 7747 8 BFH LW E
VAINVEFESLT D X O IZHRE S IVE T, method % none IZFRET D & F—FHAERKITT B—
TAZ72 ) £, method & ssl ITHEET D & SSL OFR A= —3 g TF—FAERTIAT
biuET, method ZIFETHRDVIC, By a v OBRENS X —FHARKNMTHON D £ TOR
filZz 1~ 10080 (1H[H) O THRETEET,

WO T, F—FHERTIC X277 I7A47 0 M WNSSL EFEXxIAYo— 5 K9 ICRE
L. ¥—FERNE Yy v a VEED 30 5RICRETDHEIICHEREL TWET,

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30
hostname (config-group-webvpn) #

AT N Ta bAoA EFEHTLE, B2 T I TAT U NBIPV6 T T 4
T ETFTHLTCNDEEXDIPvE b T 7 (v 7 OFFTTESS, IPvd T 7 4 v 771200 % FH
LTWBEEDIPVE T 7 4 v 7 OEBFTEZRETHIENTEET,

B 5oz L. S—TFRYS— BEUI—F—
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ATvT8

t%275547 >k gHosL—TRY o —EronE [

TXa2T 7 TA47 8 DY ASA LT VPN 85t 9% & Z12, ASA IX1Pv4 & IPv6 O— 5 £ 7210l
FHOT RLAEZEDBCTET, ASANEX=2T 7 T747 2 b ERHIZIPVGT RLAE7-1XIPV6
T RUVAETZED Y THEEAIZ, ASANRIP T RLREZEID Y Thmprolry NU—F +T
T A4 TIZONWTC, 94T hal XA XA ZE>TEFDODINTIT T4 v Ruy T
SHLD, FRITASAEZNANRALTY TA T " LOREEZR L, 20 [Z7 U T77F%
AR LLTOREEHFTTINERETEDLHI IR E L,

72 2E, ASANBEXaT 7 74T P EERIZIPVET RLADZREEID YT, = RKRA v
FRAT 2T NVAE y 7 ESRTWLEBELET, 2O RARA Y R IPv6 7 R L A~DE|
BEERAZEXIC, 77947 b A2 7o b a)VBRENT  B—T7 L O8E1%. IPv6 b
FITA4IN Ry T ENETN, 2I73A4T 2 ML RRA T halBngf zr—T/LOBPEIT.
IPV6 F T 7 4737 FA T 67 VT TFAME LTEESINLET,

SSL #4f5t Tld72 < IPsec b U RIVZFEL L TWAIEAIL, 7 T4 7 2 FTIPV6 AN > T
WAL E I MR ASA B ENR2NTZD, ASAITEICZ T4 T b AAARA T o ha)LRE
Sy vaZurLET,

client-bypass-protocol =7~ > RZHEHL T, 7747 K "M/ F'a haViEr A r—7
NEFIIT =70z LET, a~vr FEXTRD LB T,

client-bypass-protocol {enable | disable}

WL, 2IAT 2 s AR Ta balz, 32— MIT 0% RLET,

hostname (config-group-policy) # client-bypass-protocol enable
hostname (config-group-policy) #

WIZ, 7I9AT 2 b XA RZR Fa bhalzrFAv—7 T 56E2 R LET,

hostname (config-group-policy) # client-bypass-protocol disable
hostname (config-group-policy) #

WIZ, A F—TNVEEEFT A =T N2> TNWDE T TA T b XA RA T ha/LREx
HIFRT 212~ L E7,

hostname (config-group-policy)# no client-bypass-protocol enable
hostname (config-group-policy) #

ASARZE — R ARNT U TV RRELTEGAIL. VPNt v v 3 COFMNIZEH &b ASA
IP7 RLUAZMRRT 57202, ASADFQDN 24T L F9, ZORTIE, SFSERIP T2
fharoxry NO—IMO7 5347 b a—I 0 7% R— 13259 2 TEETT (IPv4 )
51IPv6 72 YY)

YX 2T I TIAT N T a7 7 AZHDH ASAFQDN 2 L Cu—= U 7 1%IC ASATIP 7
RLZAZRGTHZEIETEXERA, TRLABRBE—R AT 7 F U FDOELNTEA
AR (M RAPFELENTNDT AL R) E—FLR2WEAERHY 7,

TRA ADFQDN N T4 T MIEUE SNRWEA. 7 74 7 > ME, LIENC b2 RV
SNEILTWASIP T RLA~OFEERZRAAET, £ bH P 71 h=av (IPvd 725 IPve) D
Fy hT—=7Mou— 7Y R— b 55105, ¥XaT7 77470 b, PRIV OFERE

gHInoraL, =T Ry o— s&U1—F— |
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ST S ASA T RLAZRETE D L HIC, v—3 0 7 RICT /3A A FQDN D4 HifiEik
EATOMBER DY ¥, 7747 ME, IR HIZ T v 7 7 A )VITHF/ET % ASA FQDN
R LET, DEDt Yy g UG T ARG SITEIC, ASAIZE-s T vy ia
St (Fle, INA—TF R o —TEEENHEE L) 7351 AFQDN # ] L £9, FQDN
MPERE IN TV W4, ASA IE, [Device Setup] > [Device Name/Password and Domain Name]
DFEENEN ST /34 AFQDN ZHifS (BLOY 747> MIEE) LET,
TNAAFQDN R ASAIZL > T v v a ST RWEE, 7747 M, 72517
faroxy NU—7Moue—I 0 7%ICVPN Yy v a VBB TE EH A,

gateway-fqdn 2~ > FZEH LT, ASAOFQDNAZRELET, 2~ FEXFIKRDO LY T
R

gateway-fqdn { value FQDN_Name| none} ¥ 7=1% no gateway-fqdn

RIZ, ASA ® FQDN % ASAName.example.cisco.com & L CEFT B4R L ET,

hostname (config-group-policy)# gateway-fqdn value ASAName.example.cisco.com
hostname (config-group-policy) #

WIZ, ZN—T KUY =06 ASA D FQDN ZHIBRT 2612~ LET, Z7A—7 KU T —Iid,
TIFNE TN—T R =06 ZDEEMALET,

hostname (config-group-policy) # no gateway-fgdn
hostname (config-group-policy) #

WIZ, FQDN #ZEDfE & L CTEFKRT DB %~ L £ 7, hostname =< > NI I N domain-name =
<~ RFEHEALTCRESNTZZ7 2— L FQDN WMEHA SN ET (ERATEERSEES) .

hostname (config-group-policy) # gateway-fgdn none
hostname (config-group-policy) #

NV YTy T H—N—FBHEDOERTE
NPT T P—N—%RELET FEHTLITENHDIEHE) . IPsec/ X7 T v H—
N2l TBHE, VPNZ T A4 T MEIT T4 <1 ASA PMEARFDFE S F RV Mok
T HZENTEET, NI T v —R—%FRETDHE, ASAIL, IPsec b > RILEHENL
THEXZITAT U MY —N"—V R NEELET, 7747 MEFERITT T4~V ASA
FenRNy 77 o = R—=ERELRWIRY, Ny T v = N—[3FE LT A,
NPT o T P—=n_=F, 7I7AT7 L b EFEFITTT A4~V ASA FIZEREL £, ASA kIiZ
NI T T P—=NR—=%BRETHE, NI T T =R —= KU =N N—THNDT T A
TN T v vad&N, ZIAT VN EDON 7T T ==X EEINTNDE
E) NEEHEDY 7,

B 5oz L. S—TFRYS— BEUI—F—
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\)

(B FAMEFERTIHEE. Ny 7T v 7 DNS H—"—B LU0y 77T v 7 WINS $— 31—
., 774 <Y DNSH—"—BLOT T A<V WINS —_—L 3Ry hT—7 EIZE
BTH2ZEE2HRLET, 20X CL2nE, "—KRU=T V74T NOBEHDI TAT
Y IMWDHCP # N LC/—KU =7 7 747> b» 5 DNS IH#IE L OV WINS fF#H % i LT
WOHIGE, T4~ ==L ORIV, Ny 7T T =T 872 5 DNS fEH
& WINSfE#in3 d 5 &, DHCP U —ARWIREINIC/2 D FE T F7A4 7 MEEHTE <Y
£, £/2. FAMEHEH L TWDEEIC DNS B —S—0MEHARFICR2 D &, KR B IiE
WRETHBENANRH D T,

Ny TP —N—=RETHIZE, V=R —ar71F¥al—rarE—KT
backup-servers =2~ K& A LET,

hostname (config-group-policy) # backup-servers {serverl server2... serverlO |
clear-client-config | keep-client-config}

RNy 27 o7 HP=N=ZHIBRT 21, Ny 7T v 7T = "—ZHELTIDaA~L FDno
B A& AT LET, backup-servers BMEAZFATa 7 1 Fa L— 3 U BHIBR L., backup-servers
DIEZEMD 7 —TRY = bk TE 5 X 9127213, 5IEEHREETICZoav s R
D noEXEAHLET,

hostname (config-group-policy) # no backup-servers [serverl server2... serverlO |
clear-client-config | keep-client-config]

clear-client-config ¥—U— KX, 7 74TV F TR I T o7 —NR—%HHLRZNZ L%
HELET, ASAIX, XNVDOY—NN—= VR 2T v a2 LET,

keep-client-config ¥ — 7 — RiX, ASAN Ny 7T v 7 h—N_—{FWE 7 747 MIERFL
RWZ EERELET, 7747 MI, MAOANy I T T == U R NEEHLET
FEEINTWDHEE) . ZUET 744 R TT,

serverl server 2....serverl0 /X7 A —4% U X M, 774 <UD ASA BMEHRRTOEAEIZ VPN
DA T NWERT =R T T4 4V T 4 A AR—=A TR > 7=V A NTT, ZD
AR, —_"—ZIPT7 FLRAEZIEIAA M THEELET, 20U 2 FDES1X500
WFETT, B TE D b UITHREK 10 i £ TTY,

WOFNL, FirstGroup EWIHZARIDOTN—TFRY > —IZ, IPT FLAA10.10.10.1 & 192.168.10.14
THHNN I T o7 =B ET D HEEZRLTNET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # backup-servers 10.10.10.1 192.168.10.14

2V RI)—H PRIy 3o Ay A= ILINSA—SDHETF

COWETHBAT LN —TRY T —NAC <> R, T _XTF 740 hOERH Y £,
EIY L THLMEREEZRE, ZHODONRTA—=EZDT 7 4 /)L MEIFEFE LRNWTL &N,

gHInoraL, =T Ry o— s&U1—F— |
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B < ro—v7rzvsavavro—nSx—sn%E

FIE

ATy T

ASA L., YEIEFRFEZ v k2L (EAP) overUDP (EAPoUDP) DA vt —UZHHL T, UE—
FARANORAF ¥ ZMRLET, RAFYMEETIL, VE—FFANMIRY NU—2 T2
TARY —%ZEY Y THENS, ZTORAIREX2 )T 4 OBBEREZRTZLTWHDENE D
PRFARONET, X2V T 4 T IAT UV ATHy NU—27 T RIvyvaryarybo—
JVEFRET BT, NAC HIZ Access Control Server 7% € L TR MLERH D £97,

AccessControl Server |Z, Y AT LDE=X Y 7 LiR—sDOEM. T3y 7, BLIOrFx o
TN ONERE RTHRATF ¥ b—2 > (ACS TREFRRRLTI) 22XV 7 4 777
AT VAZF Y a— RLET, —RIRHAAF ¥ b—2 1%, Healthy, Checkup, Quarantine,
Infected, F72/ZUnknown TF, RAF ¥ IRILEI1F7 T4 7 > M LORBIENKEDD &, ACS
ey arlOT 78RR v—%tXa VT4 TTIATLVACE 70— RLET,

FIFNINDOITN—F R —F IR N—TF R —DFRy NT—7 T RI v gy
oy ha—VERETHICE., WOFEEZETLET,

EE) AT =R/ )— A Av—DHMEZRELET, EXa2 VT4 TTIA4T A
I, RAF Y RGEERFER KDY, AT —F A7) —DIEE &% TMH =N, AT —H
AN —DEA v —FIFEI ST E T, ZOXA~v—DWIRPEIND L, FARNDRAF ¥ D
EREEPFRL 7)) — (AT —FA 7Y —) BRITSNET, XA ~—OHIEZ 30~ 1800
O TAIILET, T 74/ bOKEIT 300 HTT,

Xy FU—2 7 RIyvararyio—LDtyiarT, RAF Y RS- KDY,
RAF X DELEFRDKRO 7 =) —RNFITSNDHETOMBERET D121, ZV—7 K
v—ary 7 4¥alb— a3y E— KTnacsg-period 2~ REFHALET,

hostname (config-group-policy) # nac-sqg-period seconds
hostname (config-group-policy) #

FIFINV DT N—T RY)—MBEAT—H A I — F A ~<—DEZMAT DIT0E, fkK
ORI N —F R —ZT7 7 EBALT, ZOa~vy ROonBERE2HEHLFET,

hostname (config-group-policy)# NO nac-sq-period [seconds]
hostname (config-group-policy

W, AT—HA ) — FA~<—0DfE% 1800 PICEET 262 R LET,

hostname (config-group-policy) # nac-sqg-period 1800
hostname (config-group-policy) #

WO T, TIFN S ITN—T R —InHAT—FZ AT — A ~v—DfEE & LT
b\i‘g‘o

hostname (config-group-policy)# no nac-sq-period
hostname (config-group-policy) #
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ATy T2

ATvT3

Y RIT—Y FRFIvI3>arbA—ILNNSA—2DERTE .

(fLE) NAC OFMFAOHMEZRELE T, BX 2T 4 7734 7 AlE. RAF v #fiE
PREZR KDL, BGEY A ~—ZipEhs £, Z0F A4 ~v—0nHBEnIc2 5
L ROBERFEDORAF v FGEN M) T—ShET, BX2 VT4 77 T4 T A E, T
TLREILAETRAT v #BHGELET, RATF Y REAEE T2 IXHMREERICT 78R a0 br—
zv%~vv—ﬂﬁﬁﬁf%éw\%éxtf7jvvb®0vv—7ﬁ%}y-w%ﬁ@’fﬁ@iaA KRAF v
EWGET AWM AECAS LEd, #PHIT 300 ~ 86400 X T4, T 7 4 /L F D% EE 36000
B,

Xy b= 7T RIvvararhbo—LOtyar TRAF Y 2T 52 ET
HIZlE, I—F R —ar7 4 X¥al—3 g F— FTnacreval-period =< > K& ff
MALET,

hostname (config-group-policy) # nac-reval-period seconds
hostname (config-group-policy) #

FRGEY A ~—DfEET 74V N TA—7 KU =0 bk T 5121, EToE 7 v —
TRV —IZT I/ EALT, ZOavry RonBRAFHLET,

hostname (config-group-policy) # NO nac-reval-period [seconds]
hostname (config-group-policy) #

I, FRREEY A ~—% 86400 FICEH T 54~ LET,

hostname (config-group-policy) # nac-reval-period 86400
hostname (config-group-policy)

WO T, TTHN DT N—T R o —nEFMAEZ A ~—DEZ & L TWET,

hostname (config-group-policy)# no nac-reval-period
hostname (config-group-policy) #

(fEE) NACHTZ 74/ MACLEZRELET, EXa VT4 77 T4 T RIE, RAF ¥
ERGECE 2WGAIC, BIREN7Z ACL ICBEEMITF o T o EXx a7 0 RN v —%iH
LEJ, none /2I3HEE ACL 245 E LET, 7 7 4 /L Fi%ElEnone T3, none lZiXET %
ELBX 2 VT T T TATURE, RATF Y ERAECE RN ZICT 74V DT —
TR —E#EALET,

RAF X ZRGEECTE ol Fy NV —2 T RIvyvaryarvbao—tyyaryO7r 74
JVMACL & LTHEHEND ACL ZFEETHICIE, JV—T R —ar7 X2l —3
v &— R T nac-default-acl =~ > F&EHEHLE T,

hostname (config-group-policy) # nac-default-acl {acl-name | none}
hostname (config-group-policy) #

TI7X N NOTN—T R = ACL kAT B121%, MK TOREIN—T R o—|Z
TIEALT, Z0a<vr RO noEREHEHLET,

gHInoraL, =T Ry o— s&U1—F— |
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hostname (config-group-policy) # NO nac-default-acl [acl-name | none]
hostname (config-group-policy) #

Zoawy FOERTROLEBY TY,

« acl-name : aaa-server host =~ > RZEH L CTASAICREINTWD, RAF ¥ ZRGET
DY == T N—=TOLRIERELET, ZOLAANL, LD~ FITHRIE S 47 server-tag
BN BT HMERH Y T,

enone: T 74V K I —FRY —nHD ACL D& ZE2T 4 —7 L. NAC & v
L aV TCRAF Y RAEN TERNo2E ZICACL # A LEH A,

NACIZF 74/ R TCF 4B —T Mo T WA=, ASAZEIETH VPN FF 7 ¢ v 7%
NAC 284 X —T NI B E T, NACT 7 4/V F® ACL ORZI3Z 1 F 8 A

WOBTIE, RAF ¥ ZHRIETE R o7z &I, acl-l W) ACLEZHEHAT AL HIZHEL
Tb\i—é—o

hostname (config-group-policy) # nac-default-acl acl-1
hostname (config-group-policy) #

WOBITIE, T 74V T—F R Y =6 ACL k& L TWEJ,

hostname (config-group-policy) # no nac-default-acl
hostname (config-group-policy) #

OB TIE, T4V K ITN—T R —MMEDACLOMEEZT 4 E—7 2L, NACE v
LAV TRAF v ZREETER -T2 ZICACL #HA LEH A,

hostname (config-group-policy) # nac-default-acl none
hostname (config-group-policy) #

VPN O NAC %2R ELET, T 74/ F T, i) 2 MR TWEd, 74 LH
JEYEDT 7 4V MEIX none T, RAFT ¥ RFEZ%RT DY E— N KA DAL —TF 1
T AT A (BXOYACL) T &1Z vpn-nac-exempt =2~ K& 1 [RIAS LET,

RAF X BGEEEGBRT DV E— b a v Ea—HDX AT D) A M=y R ZBI7 5120%
IN—T R —ar7 4¥al— g F— RTvpn-nacexempt =2~ REHHL£7,

hostname (config-group-policy) # vpn-nac-exempt os "os name" [filter {acl-name | none}]
[disable]
hostname (config-group-policy) #

MEKET 4 E—7 ML, TRTORR FEBRAF v BRIAEOFHRIZT 511, vpn-nac-exempt
DOFHEAIZnonexF—U—REAHLET,

hostname (config-group-policy) # vpn-nac-exempt none
hostname (config-group-policy) #
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ATy TH

vy kD=5 7RIvvavavra—L 5 i—20EE [

@R A ROy MY EEIBRT A3, 2oa<vry ROonBRXEEHA L, kT4 —
T4 VAT A (BXOACL) 2fELET,

hostname (config-group-policy)# NO vpn-nac-exempt [os "os name"] [filter {acl-name
none}] [disable]
hostname (config-group-policy) #

ZDOITN—T R —IZBEMT 5 TWAGERD 2 MZhH e MY RHIBRL, T 74
N IZN—=T R —DREEY A N EMATHIZIE, F—U—FEEEETICZDa<vr RO
no BN afEH L E7,

hostname (config-group-policy)# NO vpn-nac-exempt
hostname (config-group-policy) #

ZDa~wy ROMLERITRO LB TT,
cacl-name: ASA D7 4 X2 L—3 g UITFETET D ACL D44 Hil,
o disable : FufR U A b= b ZHIBRESICT o =T M LET,

ofilter : (A7 ay) ava—FDOFN—FT 47 VAT LADLEID—K LT- & X
WChT T4 900574 NE )T B=0IC ACL A LE9,

enone : Z O F—TU— K% vpn-nac-exempt D3 e AIZAT LIZGA R, AR T « &—
TN TRTORA MPFRAF ¥ RFEOXMRIZR D 3, ZOF—U— RN% filter
DT SHAICAN LG EIE, = P TACLEZfRELRNZ EE2RLET,

cO0S: ARL—F 4V VAT AERAF Y REENBHELET,

sosname : AL —F 4 7 VAT ADLBITYT, BHINIANR—ANEGEENTWEEAIZ
OHB|IABFNMHETT (72 & 21X "Windows XP") .

WOFITIE, MANT =TS, TRTORA RBHRAF ¥ RIEORRIZSINET,

hostname (config-group-policy)# no vpn-nac-exempt none
hostname (config-group-policy)

WIZ, RY ZA "B _ToO= > MY ZHIBRT 2612~ LET,

hostname (config-group-policy)# no vpn-nac-exempt
hostname (config-group-policy)

WhDa<w s REAN LT, Xy M= T RIvvararybua—nLiAX—7NVERIETT 4
=7z LET,

hostname (config-group-policy)# nac {enable | disable}
hostname (config-group-policy) #

gHInoraL, =T Ry o— s&U1—F— |
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T7 XN TN—F R =05 NAC OFREZMAT B0, MATORBEIL—T7 R
— T EALT, Z0avry FonBEEHLET,

hostname (config-group-policy)# no nac [enable | disable]
hostname (config-group-policy) #

F 74V R TIE, NACIZT 4 B—7 Ml >TWET, NAC A X—7 /LT 5E, UE—
N7 I BATRAF Y REEDMLEIZRDET, VE—F 2V Ea—FDRAF ¥ RIELNTD
R IND E, ACS Y — =B ASA THHATEZT7 7 EBA R o—% Xy ra—RKLE
T, NAC X, T 74V FTIET 4 =7 WM > TV ET,

Access Control Server (X% v hU—727 FICIFEETAIVERH Y 17,
WOFITIZ, ZN—T RY —IZx LTNAC A 2 —T7 /M LET,

hostname (config-group-policy) # nac enable
hostname (config-group-policy) #

VPN SAT7o M D747 94—ILR)—DKRTE

Tr7AT T4 —ME, T—HDOEENT Y NEREAT Yy VEENENRAEL T, X7y bD
Ty AT U —/VIBRETFAT L0, £y bE Ry 730 E I nERETH L
WXV, avEa—FE2Af 0 F—Fy "B TIRELES, 7747 UF—ME, 7
N—TDVE—b 2—HF—=NRATFY v h hoRY U TERELTWDLEAE, EX=2U7 40
MEzb7ZbLET, ZOHRA, 77AT UA—AR, A X —Fy hEiFa—F—Dr—
HILVLAN ZfRHT A RERANS 22— —Da L Ea—F 2 F#E L, OV Tidh¥ry hU—
I HRELET, VPN T4 T bEEHLTASAICER L TWD Y E— b 2—H—(, i
77 AT o=V AT a r B@IRTCEET,

ITN—FRY—ar7 4 Fal— g F— RTdient-firewall =2~ FZFEH LT, ASA
MDIKE h> p L 2 Fvxm—2 g VHIIZVPNY A4 72 MIEMET A=Y F NV T 74T 74—
NWARY V—EHRELET, 77 AT U4 — LR —%HIRT DI, ZDa~<r FonoiE
KEADLET,

TRTCOT7 7 AT U= R —%HIBRT2I12iE, 5IEEEETTIZnoclient-firewall =~
VEREANLET, ZOa<wr FIiZLY, none ¥—U— FEFE L Tdient-firewall =<2 K
EANUTER LTIV AT —0mbEZEN L EH T, REBFHADTXTOT 7 A4 T Ut —
VR —=DEIBRENE T,

T7AT AR =Pl hdé, 2=V =17 74NV NERITZDOMD T NV—T K
V—NICFET D77 AT U4 —VR ) o—5fA LET, 2=V —NZDOLIRT7A4T
T =L RY —EHAK LWL HIZT DI, none F—TU — RZ&$EE L T client-firewall
avr REANLET,

[Client Firewall] # 7™ [Add or Edit Group Policy] A 7 1 77K v 7 AT, BIFZITEE T
DI N—T R —i ﬂbfwm7747/b®7747?¢—wﬁﬁ%$ ETEET,
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INHEDT7 AT 7 —IVIKREAfEH T 5 Did. Microsoft Windows % %179 % VPN 7 7 A
T NEFTY, B, N—RUx=T 7747 MEIEM (Windows LIS YT hU =

T IIAT TR, IS OERIIEHTE EE A,

YOV ATEH, VE— b 2=V —DPC LIZRR—=YF NV T 7 AT T —ILPNA A F—
NENTWET, VPN FA T NI, 0=V 77 AT U — L TERBINTWVDL T 7 A
TOF—=NRI—ZWHL, EOT 7 AT U —ANETINTNWDZ L EMHERTHT-0DIT
EF=A—LET, V77 AT U NDFITHEIETDHE VPN 7 T4 7 2 ML ASA ~DiE(E
ZRay 7 LET (ZOT7 747 74— Vil A 7 =X L% Are You There (AYT) & FRIEHL
9, VPNZ 4 7> B EMIIC Tareyouthere?] A vE—V%EFETHILICL-TT 7
AT T —IVET=H—FTHNHTT, IENRENRWEE, VPN IA4 T M, 774
TUF—NNE T UTToD ASA ~OERNKET LT e LET) . *y N —7EBE
MINGDOPCT 7 AT VA —NVEMBIZRET 2HEbH D T, ZOHEEZHEHTIII,
2P IEBDOEELE N AZ A A TEET,

E2DLF YA TIL, VPNZ FAT 2 RPCOR—YF I T 7 AT 74—t 7 »
AT A IVR) o—%lHTHZENRRINS NS Z 03B £3, — O pE LTE, A
TV b bRV T EEALCIN—T DY) E— FPC~DA L HZ—Fv 8N VT T 4T %
Tay 7T HTERFTFONET, ZTOHFEE FUORADBHLINTWDHMH, A X —F
NMEEORANS PC ZR#ET 50T, PRI A FORESNET, ZOT7 7 AT U4 —/LD
U AL, v 2 RY 2 —F 721 Central Protection Policy (CPP) & FEXiLET, ASA T
I, VPNZ 747 MZEHTH N7 7 4 v 7 EBNAL—L Oy FEERL., 2 bDL—L
BT ANZICEEMIT T, 2O AN EET 7 AT Ur— AR =& LTHRELET, ASA
IXZDORY v—% VPN T4 7 FETERGLET, D%, VPNZ 747 MIAKRY v—
ZOo—H)V Ty AT I —VIEL, FITCR) —0NEH I ET,

TXaATIIAT N T7ATO4—ILERY) O—DERE

FIE

ATy T

XTI IA T NDT AT T —ILb— LTI, IPvd 7 RLABLRIPV6 7 FL A%
BECcEET,

1R BHHEIIZ
IPv6 7 RLADRESNTHMET 7 A V— L ZERL L E T,

webvpn ZV—7 R — ar 7 4 Xab— g B— RERKLET,
webvpn
i

hostname (config) # group-policy ac-client-group attributes

gHInoraL, =T Ry o— s&U1—F— |
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ATy T2

ATvT3

ATvT4

hostname (config-group-policy) # webvpn

FIGAR—RNEFGFIANT Y o7 Xy NT—T L— DT VA ha—/L L— L EEEL
F9, TIARX—FRY FT—=T L=, JITAT 2V SOVPNERT XX L 2 —T <
A AZEHEINDNL—LTT,

anyconnect firewall-rule client-interface {private | public} value [ RuleName]

hostname (config-group-webvpn) # anyconnect firewall-rule client-interface private value
ClientFWRule

IN—T"RY) =D N—T R —@ L webvpn RY v —@HEEZRRLET,
show runn group-policy [value]

&1

hostname (config-group-webvpn) # show run group-policy FirstGroup
group-policy FirstGroup internal
group-policy FirstGroup attributes
webvpn
anyconnect firewall-rule client-interface private value ClientFWRule

TIAR=F Ry NT—=T V= VInb I TAT N 77 AT U+ —)L L—LDHIRESNE
B

no anyconnect firewall-rule client-interface private value [RuleName]

1 -

hostname (config-group-webvpn) # no anyconnect firewall-rule client-interface private value

hostname (config-group-webvpn) #

Zone Labs Integrity H—/\— D&

Z OIATIL Zone Labs Integrity #—/3— (Check Point Integrity #—/3N— & HFEEILD) 12O
T#tB L. Zone Labs Integrity % —/SN—% %R — h 95 X 512 ASA #3XET 5 FIADOHI 2/~ L
£7, Integrity —/"—(F, VE—FPC L TEX=2VT 4 R U—2REBLOETTH-
HOHFREBR T — 9 > CF, UE— b PC A Integrity V—"N—IZ L > THRESINT=EF =
V74 R =Ll LRWES, Integrity V—N—B XL ASADMREST 27T A _—F Ry
NT—T~DT 7B ARG ZONERA,

VPN 7 947 N V7 b Ux=T & Integrity 7 7A 7 b Y7 =T %, VUE—KPC_LIZ
HIZHEELTWET, WOTFIETIEH, VE—FPC EEEDTTAR—F Xy hT—7 T
Ty a UEMNTHEEO U E— b PC, ASA., B L Wintegrity h—"—DT7 7 aitE b
DET,

B #5707 0 GL—TFRY— BLUFa1—¥—
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TRY—, BLUI—Y—
Zone Labs Integrity —/\—®D{# .

1. VPNZ A7 b Y7 b =7 (ntegrity 7 747> b Y7 b7 =7 LRELYE— b PC
WZHEEE) 13, ASAWCEER L, ZANEDAA TDT 7 AT T4 =V 774 T FThHD
D& ASAITE HHEET,

2. ASATUIGAT LR 77 AT T 4—NDFA FHEKBEND &, ASA 75 Integrity 7 5
A 7 > MZ Integrity —/3—D 7 KU AFHRBPIEEINET,

3. ASA X7 uFx & LTEIEL., Integrity 7 74 7 2 M Integrity H—/3— & OHf|FRAF X £
fea et UET, IR S Bkeix. Integrity 7 74 7 > b & Integrity H—/S— D[ 721F T
L SAVET,

4. Integrity —/N—[%, Integrity 7 74 7 PR ESINTZEX 2V 7 4 AU —IZHERLL
TWENEIDERELET, Integrity 7 74 7 "3t X =2 U T 4 R —|THEILL T
W5 YA Integrity —/S—7n 5 ASA T LT, #Efa BV CHEER DR Z 7 74 7 b
WHEET 5 Ko IR s E T,

5 UE—hKPCTIL, VPNZ 747 hn D Integrity 7 7 4 7 > MIHHREOFEME i,
WY —DFERMNTZIEHICHGIND Z & £, Integrity 7 747 & bR T A ~— |
Xy N —=ZIZERHTEDL T ENMBINET,

6. VPNEHAENLT D &, Integrity h—/N—X, 7747 h—bhE— KAy E—U% Ml
L Clntegrity 7 74 7 > N OIRAEDE = F — %l T £7,

\}

() a2V —A ¥ =T A ABRKKS OO Integrity V—/"—Dar 7 Fal—va &R —

FIE

&

ATy T2

FLTWAEATYH, BIEDO U U —RAD ASA 3 —EIZY KR — b7 5 Integrity H—/3—[F 1 D
T, T 77 4 77 Integrity —/3—|ZEE DA LT-GE1E. ASA _EIZHO Integrity H—
N—ZBELTHhD, VPN FA T~y a2 HERLLET,

Integrity F—/N—Z R ET HIZ1X. RO FIREEZFATLETS,

IP 7 KL% 10.0.0.5 Zf£H L T Integrity — X—Z & L£7,

zonelabs-Integrity server-address {hostnamel | ip-addressl}

51

hostname (config) # zonelabs-Integrity server-address 10.0.0.5

A= 1300 ZFEELET (F 744 b A= ME 5054 TT)

zonelabs-integrity port port-number

1 -

hostname (config) # zonelabs-integrity port 300

gHInoraL, =T Ry o— s&U1—F— |
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ATvT3

ATy T4

ATy TH

ATvT6

ATy T17

ATvT8

Integrity —/N— & OWERHICHEA 4 —7 =4 AZHBELET,
zonelabs-integrity interface interface

&1

hostname (config) # zonelabs-integrity interface inside

Integrity V— " —IZEENRSH DL EES L TCVPN Z 74 7> MERZ L DRETIC, ASA 28
T U T 4 T EINLA S LA Integrity F—S— i B DISEE 12 BRES L 5 IC LET.

GE)

ASA & Integrity — \— OB O CHEENEAE LI2HE., =% —7 7 A4 X VPN Integrity
P N—DEEICL > THETENRNWEHIZ, T74NV B TVPNZ T4 7 2 MERITEIV -
FFIZe FF, 7272 L. Zone Labs Integrity h—/S—|ZFEENFHEAE LT-HE, HEIZE LT
VPN 8t P D5 Z N TEET,

zonelabs-integrity fail-timeout timeout

1 :

hostname (config) # zonelabs-integrity fail-timeout 12

ASA & Zone Labs Integrity % —/3N— & OERICEENBAE LG EIC VPN 747 F & DO#:
MBALD L9, ASA ZRELET,

zonelabs-integrity fail-close

51

hostname (config) # zonelabs-integrity fail-close

WESNIZ VPN 7 T AT > MNEROBEERELZT 74V MIELT, 7747 > MEREDE
WrEFIZRDLOICLET,

zonelabs-integrity fail-open

51

hostname (config) # zonelabs-integrity fail-open

Integrity —/3—7%% ASA DR — |k 300 (77 4/L MIAR— |k 80) IZHHEL T, H—,3—SSL
AEEAZRT D KO ITHEL £,

zonelabs-integrity ssl-certificate-port cert-port-number

% -

hostname (config) # zonelabs-integrity ssl-certificate-port 300

B —/ R —D SSLFEME N ICFEFE S LA W, Integrity V—/3X—0D 7 F A 7 1 b SSLFiEHE A8
LSS X O ICHEELET,

zonelabs-integrity ssl-client-authentication {enable | disable}

&1
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hostname (config) # zonelabs-integrity ssl-client-authentication enable

TJ7AT7 94— ILOSA4F 2k R4 T Zone Labs ~DEXTE

FIE

avY REEEF7OVa Y B8

RTYTNNT 7 AT U= 7747k #47|clientfirewall {opt | req}
% Zone Labs Integrity % A 725X ET D zonelabs-integrity

WZiZ, Roa<wr RE AL LET,

1 -

hostname (config)# client-firewall req
zonelabs-integrity

RDEZRY

FAZOWTIE, VPN Z AT 77 AT 04— R —0OFKE 823—) #5H
LTLEEWN, 774 T 74—/ DX A7) zondabsintegrity D4, Integrity H—/3—(C
FoTINOEDORY v —NREINDTZD, 7744 T Ur—NVR) O —%2ETDHa~vr N
B S nEE A,

TJ7AT7 94— ILDINS A —ZDEETE

WDa<w ReEATJLT, @RI 94T N 77 AT U4 —NVDNNTA—FEZELET,
Bavw L RICRETEDLAS LV AX AL DT TY, G OWTIE, VPN I A4 7 b
T7AT AR —DFE (823—) BT ZE,

e Ciscoti& 7 7 AT U+ —/b

hostname (config-group-policy)# client-firewall {opt | req} cisco-integrated
acl-in acL acl-out acL

* Cisco Security Agent

hostname (config-group-policy)# client-firewall {opt | req} cisco-security-agent

e T AT TA—INT2L

hostname (config-group-policy) # client-firewall none

CHABENT 7 AT U4 —)b

gHInoraL, =T Ry o— s&U1—F— |
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hostname (config-group-policy) # client-firewall {opt | req} custom vendor-id num
product-id num policy {AYT | CPP acl-in ACL acl-out ACL} [description string]

e ZoneLabs 7 7 A 7 U 4 —/)L

hostname (config-group-policy) # client-firewall {opt | req} zonelabs-integrity

A

(E)  T77AT U —DH A 7% zondabsintegrity I 5 551E, 5l
BAFELZRNTLIZSY, RY ¥ —I%, Zone Labs Integrity —
Nl X o TRDBNET,

hostname (config-group-policy)# client-firewall {opt | req} zonelabs-zonealarm
policy {(AYT | CPP acl-in ACL acl-out ACL}

hostname (config-group-policy) # client-firewall {opt | req}
zonelabs-zonealarmorpro policy {AYT | CPP acl-in ACL acl-out ACL}

client-firewall {opt | req} zonelabs-zonealarmpro policy {AYT | cpp
acl-in ACL acl-out ACL}

* Sygate Personal 7 7 A 7 U +—/L

hostname (config-group-policy) # client-firewall {opt | req} sygate-personal
hostname (config-group-policy)# client-firewall {opt | reqg} sygate-personal-pro
hostname (config-group-policy)# client-firewall {opt | req} sygate-security-agent

» Network Ice, BlackIce 7 7 A 7 7 4 —/L

hostname (config-group-policy) # client-firewall {opt | reqg} networkice-blackice

% 2:client-firewall A7 > FOX—7— KT

IRT R —H FILEA

acl-in ACL IIAT VU IRERE T 74 v 7 IEATEHRY —2fELE
R

acl-out ACL TIATVIBRIEN T 74 v 7 IERHTAR) U —%2RELE
‘g‘O

AYT PIAT LV RPCOT AT OF—NT TV r—arBD 774
TUF— R —ZHEHT 22 E2EELET, ASAITT 7
AT T —NAMNEITEINTWDEZ 2R LET, [Are You
There?] & WOMERA v —UNERENTET, IWERNLWEE
X, ASAIZ LT h oAU ENE7,

EHEIOI274L, FJIL—FRYP—, B&LUV1—H—
sa
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cisco-integrated

Cisco Integrated 7 7 A 7 U 4 —/V ¥ A4 THEELE T,

Cisco-secur ity-agent

Cisco Intrusion Prevention Security Agent 7 7 A 7 7 +—/b X A
ZHEELET,

CPP VPN AT bDT7 7 AT UA—NLR) T —DY—RL LT
Policy Pushed 5 L £77,
custom HABL T 7 AT U=V XA T ERELET,

description string

Ty AT T4 —LOHAEERLET,

networ kice-blackice

Network ICE Black ICE 7 7 A 7T U —/V 2 A4 7&FEELE7,

none TIGAT VN T7AT I —ILRY =N EEIEELE
T, T7AT ALK —ICXUEEFREL T, 77 AT
TA—NRI)—EELRLET, 774NV FDTNA—TRY v—
FRIIBEESN TWAER I L= R =757 AT T4 —Jb
AU —FA LN ST LET,

opt FTar DTy AT I =N HATEREELET,

product-id T AT TN ERELET,

req VBRI 7 AT T4 =)V XA THEELET,

sygate-per sonal Sygate Personal 7 7 A 7 7 +—/b XA FERIEELET,

Sygate-per sonal-pro

Sygate Personal Pro 7 7 A 7 U+ —/V ¥ A T HEE L ET,

sygate-security-agent

Sygate Security Agent 7 7 A 7 7 4 —/L X A TEIFEL£T,

vendor-id

Ty AT T —NDOR X —5EELET,

zonelabs-integrity

Zone Labs Integrity —/N— 7 7 A T U 4 —/L X A T Z45E L *
j—o

zonelabs-zonealarm

Zone Labs Zone Alarm 7 7 A 7 W +—/v Z A T H$gE L F7,

zonelabs-zonealar mor pro policy

Zone Labs Zone Alarm £7-1XPro 7 7 A 7 U+ —/L Z A T ZEF5E
l/\ijqo

zonelabs-zonealar mpro policy

Zone Labs Zone AlarmPro 7 7 A 7 U 4+ — /L X A 7 ZfgE L £,

WIZ, FirstGroup & VW) A FTD 7 /V—7" 7R Y 2 —|{Z-D T, Cisco Intrusion Prevention Security
Agent x LT TAT U N T7AT U=V R —2RETLH 2R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # client-firewall req cisco-security-agent
hostname (config-group-policy) #

gHInoraL, =T Ry o— s&U1—F— |




BEITOT7AL. TL—TF K o— B&v0a1—H— |
B /s 770z —nomE

DS5A4T2oF TR IL—ILDERTE

IN—F R — a7 4 Fal— 3 F— RTdient-accessrule =~ > RZ&FEMA LT,
ASA ZJr L CIPsec THE CEX DV E—FN T RARA I TAT U FDEA T ENR—T 3 %l
BB L—NERELET, ROHTA KT A N> TA—VEERR L E T,

L= LB EZRLBROES . ASA T T XTI A 72 LET,

c ITAT Y RN THONL—/UIH —E LIRWEEA, ASAITER G LES, HEL—
NEEZRTDHIHEIT, FAL— VL 12U EERTILERH Y £, FrAIL—ILEER
L7aWe ASA T RCOEEREELG L ET,

T INT2T I TAT U REN—RUT 77347 FODELLTYH, AT ENR—T3
> I¥ showvpn-sessiondbremote THRINDONE LRI L TWDRERDH D £5,

* LFIXT AN KA —RTT, VAN RI— RIIHFEA— AV TEEEANTLHZ LN TEE
9, 7= & ZIX. client-accessrul 3denytype* version 3.* Tix, X—Y a3 3xDY 7k
VT EFAITLTCNDTRCDOI ITA T N A TEEST D, 77944V T 43075
LTV R TIEAL—ABMERSNET,

1 ODITN—T R =IO K25 DV—VEMERRTE £,

o b—)L &y MK LT 255 XFOHIENH Y £,

cIFGAT U RDEATERFIA=Y gy (BDHVETOMS) ZEE LRV T T2 b
IZIE, nfaZ ASJTEFET,

=N EHIBRT DT, Zoa~vr RonEXE AT LET, 2o~y N, koa~vy
K& RZECY,

hostname (config-group-policy)# client-access-rule 1 deny type "Cisco VPN Client" version
4.0

TR_RTONL—/LEYIET 5121, 518 AEE 912 no dient-access-rule command % A Jj L %
T, ZAUZLY, none ¥—U— F&HEE L T dient-accessrule =< R&FITLTEK LT
XV = NBIILEN D EOH T, REFHADT X TONA—LLBHIERESNET,

FI AN NTE, TIER Ao Y FW Ay 7T T2 N T IEA L—ADRNES,
A—P—IT T F N FDIN—T R —RIAFHET 2T X TOA— LV EfMEK L ET,

2—P—NITTA T N T I BRAL—LEMALRNL DT HITIE. none ¥—TU— K&45
JE L Cdlient-accessrule 2~ > REANLET, Z0a<wr ROBER, IXCTOX AT L/—
TarDIIAT Y MR ERTEDLLOICRD ET,

hostname (config-group-policy)# client-access rule priority {permit | deny} type
type version {version | none}

hostname (config-group-policy)# no client-access rule [priority {permit | deny}
type type version version]
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WOFIZ, ZNHDaA~w ROF—T—RERTRA—FOEKERTLET,

+ 3:client-accessrule A > FDFX—T— FEEH

NS A—4H

i

deny

FEDEA T LN=Ta DT A ADEREIEE LET,

none

IPITAT U NT A NL—)LEFHFA LERHA, client-access-rule & X /L
BEICRELET, ZIUTKVHIRAFTFAI SN0 ET, T 74V
FOITN—T R —E B ESNTNDL =T R = biE
ERALZRNE DI LET,

per mit

BED S A T L A= 3 L DF A ZOER AT LET,

priority

N—NDTFZAF VT 4 ZRELET, B/NOERIEE R/ —,
TIAFTIVT A PEROELBRVET, LEN-T, 2747 DX
A TENR=T gy (FREFZoOWTNN) IT—BT KL /DIWEH
DN—Vd, WHEND L= E720FF, [ HONSWT T4 FV T 1
=V FJEN D DE . ASA XL DN — )L & B L £9,

type type

7V —EROXLFINEN L TCT N, ADXA TH@I L9, TS
I%. showvpn-sessiondbremote THER SN DA &R —EH L TV D
VERHY FT, 7277, VANV —FRELT*XFEANTESE
R

Version version

7072 EOABEROLTFINEHEH LT, T30 ANN=T a3 VEEEL
£, XFHNE. showvpn-sessiondbremote THR SN HNE & 22U
—HLTWAMENRSY T, 7277 L., VANV —FRELT* XF
AN TEET,

WKIZ, FirstGroup E WO AR I N—T" R —D I 54T N T 7 EA NV—NLEELTD
2R LET, ZNEHDL—LE, RN—= a3 4xDY T N7 =T % FEFTT 5 Cisco VPN Client
AL, T_TO WindowsNT 7 74 7> FEELSLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# client-access-rule 1 deny type WinNT version

*

hostname (config-group-policy) # client-access-rule 2 permit “Cisco VPN Client”

version 4.%*

)

Gx) ltype] 7 4 —/V KX, EEOMENFFAI S5 BHERXOLTHITT R, EOMEIT, PR
TIAT M H ASAIZEEEINDIEEME —H L TWALERH D F7°,

-
-
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A Y, E ==
A—H—FEHDETE
COETIX, 22—V —BHELZFORTEHFIEIZOWVTIHHLE T,

FI7 3 h T, =P =%, BV Y THENTWEIIL—F R —nHT_RTCO2—P—F
PEEMAR L ET, F72. ASA TiE, =2—H— LUV CREBNIZEMLEZE Y BT, TO2—H—
WHEHHA SN 7 NV—7" R —DfEx EEEXTL2ENTEET, L2, X To2—
P—IZEERERINO T 7 v 2AZHA L, BEDL—YP—C 248D T 7 v A2 #4571 —
TR —FRETLHZENTEET,

A—H—2Z20aA T4 X2 L— a3 VDRT

IN—T" R =LK LT 74V MEL GO T, T XTO—F—HDaL 7 1F =
L—a U EFRTHICIE, RO X HIZ, alF—7— R&FEE L T showrunning-configusername
avy REALET,

hostname# show running-config all username
hostname#

Zoawy RiE, TRXRTO2—WF—F L IREO2—F — (2 —HF—LZHEELIELE) Off
FAEESNTNAT = RERHEL NV ZRRLET, al ¥—TU— FZ2EAKT 5 L. BURIIICER

ESNTAELZT N ZOY A MIERSNET, ROFIE, ZD =~ FTtestuser &9 L—
HP—rfEE LS EOMNERLET,

hostname# show running-config all username testuse
username testuser password 12RsxXQnphyr/I9Z encrypted privilege 15

BROI—F—DEMDEE

BED2—P—Z2RKET DL, username=~ > RA&HH L Ca—Y—£F— RIZAD, 2—
PN RAT—=F (NRATU—=RRLbHA) LBEEZEID S TET, HELRN-2TZTXTOR
M, Z—F R o—mbilkShET,

R — P —FBFET — # _X— A (X, username =2~ > K& H L CTAS &Nz 2 —V —THERk
ENTWET, logina~> RTCE, 207 —H_X—ZA&@BFEHICHA L £4, =—%—% ASA
T HR=2BMT 5120, Fe— a7 X2 lb—y 3 E— FTusername 2~ >/
REANLET, 22— —%HIRT D121, BIfRT 22— —4Z2EELT, Z0avr RO
no—ya VEFHLET, TXTOZ—F—LZHIRT D12, 2—VF—LAE2HETTIC,
clear configureusername =1~ > RZ{H L F9,

A—H—DINRAT— REHELRILDERTE

L P TSR T — R ERRE L UL EEID YT AT, username v 2 K& AN LET,
nopassword ¥ —V— R&EZANTH L, 2O~V —ZRAT—= KRR ETHDLHZ L ERET
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EFET, RRAU—RFERETIHREIL. TONRRU— REESLERTIRET 2008 9 %15
ETEET,

T ardprivilegeF—U— RICkY, ZOa2—F—DRHEL L ERETEET, gL
SLOFFAIL0 (X)) ~15TT, —IZ, AT LEBFITREOREL LV ERHET,
T 7 EDLLE 2 T,

hostname (config) # username name {nopassword | password password [encrypted]}
[privilege priv level]}

hostname (config) # NO username [name]

TROFIZ, ZOavy FTHEHTLXF -V — FEEROE®RZRLET,

username 1< 2 RO F—TU — K L Z5%

F—T7— R/EH =R

encrypted IRAT— RO FbZ2tEE L ET,

name 2—YF—DA4RIERELET,

nopassword ZDA—P—ZRAT— RBRQMERN EERLET,

password password ZDOZ—P—|INNAT— RFBFETHEERL, NATU— REHEE
l/\ijqo

privilege priv_level D= —DHMHEL NV ERELET, @mHIL0~15TY, Z0K
EAMEVIEE, 3~ RO ASA OEFLUCET 2 HEENRE S
T, TT AN P ORHEL VU2 T, VAT MEHE O O
HEL~LIE 15 T,

F7 4N ETIE, Z0a<y FTEMLE VPN 22— — (3@ E 27 —7 R —MR
BhEMHT b ERTA, TRTOMEIIRIICHRET DLERH Y £7,

WOBNX, WAL ST/ AT — R2% pw 12345678 T, HFHEL~ULAY 12 D anyuser &\ 9 4
RO —HP—%RET D HEEZRLTWET,

hostname (config) # username anyuser password pw_12345678 encrypted privilege
12

hostname (config) #

A—H—EHOERTE
A—P—DNRAV—F ((FETLHE) LRV NV ORERIL, ZOMOBIEEZRE L X
T, ZNUHIHMEEOIEF CRETEET, EEOBRMELEOT ZHIRT 2I12IL, Zoavy
RO no XA AN LET,

attributes ¥ — 7 — R&##EE L Cusername =2~ > FEZ AN LT, 2—F—ZF— FIZAD F
7,
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hostname (config) # username name attributes
hostname (config-username) #

Tar T IREL, FTILWE— NIZR-7ZZLRENET, ZTh TRMEERETEET,

VPN 11— —BHDERTE

BARDETE

77t AR DRE

VPN = —V— @i, IROETHFAT 2 X 512, VPN Bl [EA DOEZ2 % E LE T,

=P =N ZTNETIZ2—F =LA LV TREIS NV TWRWEEOHEE 7 L—T R Y >—7h

DA THLHICTEET, 20—V —REEEZMWERT L7 L—T KR o —D4 Hu%?anﬂ“
5IZiE. vpn-group-policy =~ R&E A LET, 7744 FTlL, VPN 2—H—{ZiFZ 7L —
7 RY —=REEMT bR TWER AL

hostname (config-username) # vpn-group-policy group-policy-name
hostname (config-username) # NO vpn-group-policy group-policy-name

i*‘bL HE— R THEATE 2BMEDOSS. 22— —HE—FTRET DL, HEDZ—H—
WL T/ N—=7 R =28 2 @MtEofEs LEE TEET,

RIZ, FirstGroup & WO ARTDO T N—7 R =00 BHEZEHT 2 X 912 anyuser &9 4
A2 —Y—%RET L0 2R LET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-group-policy FirstGroup
hostname (config-username) #

REFE A D time-range 78 U O —DAFIZFREL T, ZO2—F =N AT LA~DT 7 A&
Al S5 EfE] & BT £,

TORMEETIL T 4 X2 L — g L BEIRT A, Zoa~r RFonoERAEAT L
T, 2O T arEHERTLE, MO L—F KUY =5 time-range % kK T & F
T AR LWL HICT 5HIZiE, vpn-access-hoursnone 2~ K& AN LET, 77 41
NTIE, 77 B RATERIRCTY,

hostname (config-username) # vpn—-access-hours value {time-range | none}

hostname (config-username) # vpn—-access-hours value none
hostname (config) #

WOBE, anyuser &\ 9 A RO 2—H—% 824 L MEE S time-range 7R U > —ZBE#AT T 5 05
BERLTWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn—-access-hours 824
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hostname (config-username) #

RAREFEOT A U BDHRE

ZOA—YP—THFR SNDRF T 7 A ORKRBERELET, HETE DHMITZ 0~

2147483647 T, T 7 4V FOREER 7 A U¥E, 3 TT, ZoORMEEFITa T 4 F 2L —

arnHEIRT A, Zoa<vry FonEREANLET, vl ArE 2T =TI
L Ca—Y—DT7 7 v A& 45121, 0 AT LET,

hostname (config-username) # vpn-simultaneous-logins integer
hostname (config-username) # NO vpn—simultaneous—logins
hostname (config-username) # vpn-session-timeout alert-interval none

)

GE) [k r 7 A o ORRBOFIRITZEFICRE RO TTR, BRORIKR 7 A 2715 &,

TX2VTADNETL, RT3+ —~ L ACEBLRITTZEnb Y £,

WORFNL, anyuser & D ARTOL—WF —ITiK 4 DO R 7 A 735 k%R LT
b\iﬁ—o
hostname (config) # username anyuser attributes

hostname (config-username) # vpn-simultaneous-logins 4
hostname (config-username) #

FTARILEALT I FDEE

FIE

ATy

(EE) VPNT A RV ZA LT 0 MR ZEREST DI2E, Jv—F R v—ar7 ¥z
L—yaryE—RNEida— 4237 s ¥aL— 3 F— KTvpn-idletimeout minutes

av s REHERHLET,
:@%Fﬁﬁ$¢1%ﬁifﬁ1§77?/{ E\\?/( ﬁ§f£b\%/a\‘ ASA&i%)‘%}%%%T Lij‘o %/J\H%ﬁzﬁbj:
153, BRI 35791394 53 TH Y . 77 40 ME 30 5T,

WOFNL, FirstGroup & W) ARTD 7 V—TF K L —IZ 155D VPN T A KV Z A LT T b %&
RET D HEEZRLTNET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idletimeout {minutes|none} =~ R&fif L7 ZDOMDT 72 a 3RO EBY T
D
VPN T A RV A LT T FEEDIL, FA L7 T MEZMA LRWE DT DITIE,
vpn-idle-timeout none # A L £,

gHInoraL, =T Ry o— s&U1—F— |



B rrsqn7yro

ATy T2

BEITOT7AL. TL—TF K o— B&v0a1—H— |

E—l

X JE

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-idle-timeout none
hostname (config-group-policy) #

KV, BX 2T 7T 4T b (SSL & IPsec/IKEV2 Dfi ;) BLONZ 747 kL
A VPN 737 & — /3L webvpn default-idle-timeout seconds % {32 L 2127 b £7,
Zoawy RiE, webvpn 27 4 ¥ 2 b— g F—RTAHLET, =& 2,
hostnamee (config-webvpn) # default-idle-timeout 300 D X I ASILET, T 7 4/ M
1800 ¥ (30 77) T. #uPHIE 60 ~ 86400 F» T,

T D webvon #EFEIC BT, default-idle-timeout fEXE A N5 DI, ZA—F R
—/a—HF—4 @I vpn-idle-timeout none 23 E%E STV DA DR TT, TXTD

YXaT I TAT U N ERT, ASAICKVERDADT A RAE A LT 7 MENERE
nEJ,

Y bl (IKBEvl, IKEv2) BXOIKEvl VE—F 727 EAVPNOBHEIE, A LT Tk
BT 4 —7 L, EHIROT A AR 2T 5 2 L2 R L £,

ZOITN—=T R —FliFa—F—RKI—D7 A NV ZA LT U MEEHTHIC
I%. novpn-idletimeout Z AJJ L £, fEITHkA S VET,

e vpn-idle-timeout # £ > 72 < BRE LR WGE, HITEKSNE T, 774/ ME3045T
R

GE)
vpn-idletimeout (X, #Ht v a v ORKEMOAREZHIELET, v 2> (SSL/DTLS)
X, N—Ra— RSN SHBIDTCPIT /7 4 7 EA LT U MIL-T, £2F3 7 v FYE
7y (DPD) F = v 7123 ERM L7256, (320 R SHEfilie TS Ed, FEliconT
. 7y FETRHORE] OFEFHZZR LTI, DPD, ¥—77 747, BX
WEA LT U MEMOFEMIZOWTIE, T Answer AnyConnect FAQ - Tunnels, DPDs, and Inactivity
Timer] ZZML T Z3V,

(L&) A 7> a2 T, vpn-idletimeout alert-interval {minutes} =~ > RZEH LT, 71 F
WEALT T NDT T7—h AyE—URa—P— IR RINDIREREZHETXET,
ZOTT7—hF AyvE—UF, VPNt v a UIET 7T 4 TIREDOTZDUIR S5 E TIT]
DLV —IU5 A ET, T7ANIOT T — MERIX 15 TT,

WOFNZ, anyuser & W) AFTOL—H—IZ3 53D VPN T A KV ZA LT D7 OT 77— MG
ZRRET D HEER L TOVET,
hostname (config) # username anyuser attributes

hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idle-timeout alert-interval {minutes| none} =~ > R&MHH L=z T 7 > 9 0%
WD EFBY TT,
enone /N7 A—H %, 2—HF—NEMEZFE LRV LERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
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hostname (config-username) #

s ZOIN—TE T =P =R v —DT 7 — MEIEZHIFRT 521X, novpn-idle-timeout
alert-interval # A LE7, fEITMASLET,
c IDNTA=BEHF ST RELRWES, 774V 07 77— MAWIZ 14 TT,

EE) /=T R)v—ar7s¥al—rvarET—RFEda—V%—4ar7 ¥z
L —3 3 v &— KT vpn-session-timeout {minutes ==~ > K& i L T, VPN $5i D B KF]
ZaxE LET,
e/ NRFRRNE 1 43Ty BeRIFIRTIE 35791394 73 T3, 7 7 4V MEITZH Y £H A, Z OB
TTHE ASA TR A T LET,
RIZ, FirstGroup & WO AFTDO 7 /V—F R 2 —IZk L TI180 7D VPN Y a3y XA LT
U NERETHHERLET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

WORFNL, anyuser &\ ) ARTOZ—F—|Z180 3D VPN v a > XA LT U NEEET D
FiEERLTHET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

[no] vpn-session-timeout {minutes|none} =~ > RZEH L7=Z DD T 7 > a i3k EEBY
<Y,
c ZORY =D EMEAHIERL, MR ZFFATT 5123, 20w RO no
vpn-session-timeout TEX2 A L £,
« BHIRRO X A L7 7 MM ZFFI L, A4 L7 U MEZHEK LWL 91T 5121,
vpn-session-timeout none = A7) L £,

vpn-session-timeout alert-interval {minutes|} =~ RZEH LT, By ar XA LT 7 D
TI—hF A=V Ra—P—ICERINIEMERTELET,

IOT Tk AvE—UF, VPN T v v a UAHBICEUIR S D £ Ty d 50k 2—
P—IUnZA ET, WIT. VPN By v a UBREI S5 20 RN —F—IZ@mshd L 948
ETHHERLET, 1 ~30 0L HEETCEET,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

gHInoraL, =T Ry o— s&U1—F— |



BEITOT7AL. TL—TF K o— B&v0a1—H— |
B aconsomm

[no] vpn-session-timeout alert-interval {minutes|none} =~ > K& L7=Z DT 7 v a >
TROEFLY TT,
VPNt ar ZA LT 0T 7= MARBIERT 740~ 70— R = biflkK
ENBIEETTICE. Z0a<vr FOno B EHEALET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval

« vpn-session-timeout alert-interval none |, = —%—RN@MEZE LW 2R LET,

ACL 7 1 L2 DEH
VPN #ftH D7 4 v & LTEMAT 5, FRNCRE SN2 — —[EH D ACL D4R ZIEE
LEd, ACLZHSEL, Z—F KU =25 ACL Z#k& L7220 X 9129 5121%, none F—
U — RZ45% L Cvpn-ilter 2~ K& AH LE, vpnfilter none=x~ > F&317 L CTER L
T-XMEZESD T, ACLZHIRT 5I1IC1Z. Zoa<wr FonoERXE AN LET, nod 7 s
vEFBEHTLE, IA—T R =N OEEMKTEET, ZOavr RIX, T 74NV D
EECEIEH 0 TH A,

ACLZHEL T, ZO2—HF—|ZONT, SEIERFATDNT T 4 v T EI3ER
LET, VPN 7 4 V23R ICOLER ESNET, 7V r—Yar A AT gy
DT 7 a AT Ko THPNTZSIP AT ¢ TH /e EO® T o2 ) Sl ShEE A,
Wiz, vpnfilter 2~ REFEHA LT, 5O ACL ZH L E9,

hostname (config-username) # vpn—-filter {value ACL name | none}

hostname (config-username) # no vpn-filter
hostname (config-username) #

)

G¥) 277472 hLASSLVPN TliE, vpnfilter 2~ R TEREINT- ACLIIMEH SN E A,

KIZ, anyuser & W) AETOZ—H—D acl vpn £E\VH ACL RO 7 4 VX ZRET D
fla R L ET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-filter value acl_vpn
hostname (config-username) #

P47 FLRERY FIYRTDIEE
BEOZ—F—IZE VY THIPT FLAL Ry h~RATEZRELET, IPT FLAZHIFRT
HIIE. Zoa<wr FonBEXE AL LET,

hostname (config-username) # vpn-framed-ip-address {ip address}
hostname (config-username) # no vpn-framed-ip-address
hostname (config-username)
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WIZ, anyuser &) AEIDOZ—HF—|(ZIP 7 KL X 10.92.166.7 # &% €T HHl 2~ L ET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-address 10.92.166.7
hostname (config-username)

RIOFIETHELZIP T RVRAIERT 2Ry UV —27 v A7 ZHEELET,
novpn-framed-ip-address =~ > FZEA L72561F, *y NV —2 A7 ZHBE L2V TL
I, YT Ry AT EHIBRTAHICIE, Zoavr FonEXEANLET, T 741
N OBEEREIZH D FH A,

hostname (config-username) # vpn-framed-ip-netmask {netmask}

hostname (config-username) # no vpn-framed-ip-netmask
hostname (config-username)

WROBIE, anyuser & W) AFTDOL—F—(Z, TRy b v A7 255255255.254 %R ET D)7
HEETRLTWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-netmask 255.255.255.254
hostname (config-username)

IPv6 7 RKLREFRY IR DIEE

BEDZ—P—IZEYYTCTHIPV6 T RL AL Ry <R EZELET, IP 7 FL X EZHIER
T2HI2E, Zoa<wr RonEREASLET,

hostname (config-username) # vpn-framed-ipvé-address {ip address}

hostname (config-username) # no vpn-framed-ipvé6-address
hostname (config-username)

WIZ, anyuser & W ARTOZ—F—(ZIP 7 KL A LRy b~ A7 2001::3000:1000:2000:1/64
ERETHHEZRLET, ZO7 FLRX, V7 ¢ v 7 AfE 2001:0000:0000:0000 35 S VA
VB —7 =4 A ID 3000:1000:2000:1 Z < L CTWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ipvé6-address 2001::3000:1000:2000:1/64
hostname (config-username)

fo)L 7O Ra)LDIEE

ZOa—YF—0FEHTEXSH VPN h o fLDHX A7 (IPsec £721%7 74 7k LA SSLVPN)
ERELET, 774V NI TN ITNA—T R = EEE S DT, Psec |T72
DET, ZORMEFITaL 74X 2L —2a bR T2I21F. Z0a~vy Fono B
EANNDLET,

hostname (config-username) # vpn—-tunnel-protocol {webvpn | IPsec}
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hostname (config-username) # N0 vpn-tunnel-protocol [webvpn | IPsec]
hostname (config-username)

ZOavwy RONRTA—=ZDEIZ, ROLEBY TT,

e IPsec—2 DT (VE— b T8RRI IAT7 2 bEZFHIOEX 2T F—b T x=A)
M IPsec b pLERrITvT—kFLET, ik, Kb, B 7Bk, BXOF—EH
PHIET A X2V T 7YY —2a VEERLET,

 webvpn—HTTPS %fii> Web 7 7 U H#EH TV E— h = —%#—|227 714 7 > h L ASSLVPN
T eRAERMELES, 7747 MIARETT,

TOavwy REANLT, 129U EDO R T EB—REHRELET, VPN o5 L
T T 22— —2F,. DR b 12D RV U7 B— RERETDAILERDHY £,

WORFNL, anyuser &) HAFTOL—H—IZ27 T A7 > b LA SSLVPN 5L N IPsec kU
YT ' RERETDHHEEZRLTWET,

hostname (config) # username anyuser attributes

hostname (config-username) # vpn—-tunnel-protocol webvpn
hostname (config-username) # vpn—-tunnel-protocol IPsec
hostname (config-username)
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value ¥— 7 — RZ{5E L T group-lock BHEEZRET H 2 EI2L 0, HBE LEBEFE O 7 1
Tr7ANTEFENLTT 7 8ATHLIICYE—F 2—HF—%ZHIRB L ET, group-lock IX,
VPNZ FA4 7T N TRESNTITNV—T0N, ZO2—F=NEY HTHNTWHEER 27 7
ANERUNEIDEF =2y 7 THZLICL-T, 2—F—ZHIRLET, —FHLTWRNE
B ASA T — V=N TERVEIICLET, I —Tr v 7 ZRELRWES, ASA
I, B Y ToENTE I NV—T L3RRS, 2= —ZEEL £ 7,

group-lock JEMEZFfTar 7 4 X a2 b— a U BHIBRT AI2iE. Zoa~r Fono ks
ANLET, 20T a v ZHTE, B2 7V—7 R o—nb/fTEET, group-lock
BT AT ML, T 74N NERITRE SN 7 —T R Y 2 —) b group-lock DA % ik
ALZRNWESIZT 2I2IE, none F—U— RZ&#EL T group-lock =2~ REATTLET,

hostname (config-username) # group—-lock {value tunnel-grp-name | none}

hostname (config-username) # no group-lock
hostname (config-username)

WOFNZ, anyuser & WO AZRTDOL—PF—(ZTN—T 10 v 7 ZFET HHEZRLTNET,

hostname (config) # username anyuser attributes

hostname (config-username) # group-lock wvalue tunnel-group-name
hostname (config-username)
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YILITT VATV b 2—HF—DIRRT— FREDA +—T )Lt

=P —RNa T A NAT—=REI TA TV NV AT A RIRGFETHENE I DERELET,
NAT—REFIE, T74V R TT 42— Mo T0ET, BFaT A MZhHDHZ LN
DIPo TNV AT L ETOR, NAT = ROREEZA F—T /I LTLIZE, NAT—=F
W% T 4 B—7 T 5I121L, disable +—7— K& #5E L T password-storage =~ K%
AJILET, password-storage B EZFITa L 7 4 F a2 b—a U LHIBRT DL, Z0a~w
YROnoRAEASILES, ZHUTE Y, password-storage DIEZ 7 /L—7" R Y > —7 b7k
TEET,

hostname (config-username) # password-storage {enable | disable}
hostname (config-username) # no password-storage
hostname (config-username)

Toax s RE, N— RO T IIGAT U NDA BT I T 4 T N—Rx2T 7534 Tk
FORE F 7B B — W —FEREIC X R H W FH A,

WOHNE, anyuser &) ARTOZ—H —T/HNAT— REFE A X —T WIZT D HEERLT
WET,

hostname (config) # username anyuser attributes
hostname (config-username) # password-storage enable
hostname (config-username)

VPN 7 4 JLZ ACL DERTE L RARICEHT HARRA TS

TA4AR

DB aryTIE, N T T 4 w7 OFRR LICEEFD VPN 7 ¢ V2 ACL % FHr4 5 BRICHE
IRERRXANTFTI7T 4 AR LET,

BEFD VPN 7 4 LA ACLZEHT S

ASA T3 AZiE ] STV D vpn-filter ACL 2 Wi+ 51213, ROFNEEZEITLET,
1. AT L TH LU vpn-filter ACL Z1ERL L £9° (f5] : new_acl.txt) .

2. T ZANGEIED vpn-filter ACL 24 7 m— RLET (f : old_acl.txt) .

3. DI, ACL DEEFIEZIER L ET,

* Add update in-progress to ACL remark
echo ?access-list <name> line 1 ACL update in-progress? > push.txt
* Delete old rules
sed ?s/"/no /g? old.acl >> push.txt
* Add new rules
cat new.acl >> push.txt
* Remove update in-progress to ACL remark
echo ?no access-list <name> ACL update in-progress? >> push.txt
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4. push.txt 7 /"4 AZT7 v 77— RLET,

BEIFFDVPN 7 4 LR ACLZH LWL DICESRZ S

ASA FNA AT STV 5 vpn-filter ACL Z B & #i2 5 121%, ROFINEEZEITLET,
1. BE1FO vpnfilter ACL & & 2 5 & IXERIFH L O Z1ER L £,

2. VERK L7z vpn-filter ACL 2 L CO/N—T R —52HH L ET,

3. T8 AT TV 2 vpn-filter ACL % HlBR L £ 97,
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