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[0] 1.3.6.1.2.1.1.1. sysDescr
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[1] 1.3.6.1.2.1.1.2. sysObjectID

[2] 1.3.6.1.2.1.1.3. sysUpTime

[31] 1.3.6.1.2.1.1.4. sysContact

[4] 1.3.6.1.2.1.1.5. sysName

[5] 1.3.6.1.2.1.1.6. sysLocation

[6] 1.3.6.1.2.1.1.7. sysServices

[7] 1.3.6.1.2.1.2.1. ifNumber

[8] 1.3.6.1.2.1.2.2.1.1. ifIndex

[9] 1.3.6.1.2.1.2.2.1.2. ifDescr

[10] 1.3.6.1.2.1.2.2.1.3. ifType

[11] 1.3.6.1.2.1.2.2.1.4. ifMtu

[12] 1.3.6.1.2.1.2.2.1.5. ifSpeed

[13] 1.3.6.1.2.1.2.2.1.6. ifPhysAddress

[14] 1.3.6.1.2.1.2.2.1.7. ifAdminStatus

[15] 1.3.6.1.2.1.2.2.1.8. ifOperStatus

[16] 1.3.6.1.2.1.2.2.1.9. ifLastChange

[17] 1.3.6.1.2.1.2.2.1.10. ifInOctets

[18] 1.3.6.1.2.1.2.2.1.11. ifInUcastPkts

[19] 1.3.6.1.2.1.2.2.1.12. 1ifInNUcastPkts
[20] 1.3.6.1.2.1.2.2.1.13. ifInDiscards

[21] 1.3.6.1.2.1.2.2.1.14. ifInErrors

[22] 1.3.6.1.2.1.2.2.1.16. ifOutOctets

[23] 1.3.6.1.2.1.2.2.1.17. ifOutUcastPkts
[24] 1.3.6.1.2.1.2.2.1.18. ifOutNUcastPkts
[25] 1.3.6.1.2.1.2.2.1.19. ifOutDiscards

[26] 1.3.6.1.2.1.2.2.1.20 ifOutErrors

[271] 1.3.6.1.2.1.2.2.1.21. ifOutQLen

[28] 1.3.6.1.2.1.2.2.1.22. ifSpecific

[29] 1.3.6.1.2.1.4.1. ipForwarding

[30] 1.3.6.1.2.1.4.20.1.1 ipAdEntAddr

[31] 1.3.6.1.2.1.4.20.1.2 ipAdEntIfIndex
[32] 1.3.6.1.2.1.4.20.1.3 ipAdEntNetMask
[33] 1.3.6.1.2.1.4.20.1.4 ipAdEntBcastAddr
[34] 1.3.6.1.2.1.4.20.1.5 ipAdEntReasmMaxSize
[35] 1.3.6.1.2.1.11.1. snmpInPkts

[36] 1.3.6.1.2.1.11.2. snmpOutPkts

[37] 1.3.6.1.2.1.11.3. snmpInBadVersions
[38] 1.3.6.1.2.1.11.4. snmpInBadCommunityNames
[39] 1.3.6.1.2.1.11.5. snmpInBadCommunityUses
[40] 1.3.6.1.2.1.11.6. snmpInASNParseErrs
[41] 1.3.6.1.2.1.11.8. snmpInTooBigs

[42] 1.3.6.1.2.1.11.9 snmpInNoSuchNames
[43] 1.3.6.1.2.1.11.10. snmpInBadValues
[44] 1.3.6.1.2.1.11.11. snmpInReadOnlys
[45] 1.3.6.1.2.1.11.12. snmpInGenErrs

[46] 1.3.6.1.2.1.11.13. snmpInTotalRegVars
[47] 1.3.6.1.2.1.11.14. snmpInTotalSetVars
[48] 1.3.6.1.2.1.11.15. snmpInGetRequests
[49] 1.3.6.1.2.1.11.16. snmpInGetNexts
[50] 1.3.6.1.2.1.11.17. snmpInSetRequests
[51] 1.3.6.1.2.1.11.18. snmpInGetResponses
[52] 1.3.6.1.2.1.11.19. snmpInTraps

[53] 1.3.6.1.2.1.11.20. snmpOutTooBigs
[54] 1.3.6.1.2.1.11.21. snmpOutNoSuchNames
[55] 1.3.6.1.2.1.11.22. snmpOutBadValues
[56] 1.3.6.1.2.1.11.24. snmpOutGenErrs
[57] 1.3.6.1.2.1.11.25. snmpOutGetRequests
[58] 1.3.6.1.2.1.11.26. snmpOutGetNexts
[59] 1.3.6.1.2.1.11.27. snmpOutSetRequests
[60] 1.3.6.1.2.1.11.28. snmpOutGetResponses
[61] 1.3.6.1.2.1.11.29. snmpOutTraps

[62] 1.3.6.1.2.1.11.30. snmpEnableAuthenTraps
[63] 1.3.6.1.2.1.11.31. snmpSilentDrops
[64] 1.3.6.1.2.1.11.32. snmpProxyDrops
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[65] 1.3.6
[66] 1.3.6
[67] 1.3.6
[68] 1.3.6
[69] 1.3.6
[70] 1.3.6
--More--
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.2.1.31.1.1.1.1. ifName
.2.1.31.1.1.1.2. ifInMulticastPkts
.2.1.31.1.1.1.3. ifInBroadcastPkts
.2.1.31.1.1.1.4. ifOutMulticastPkts
.2.1.31.1.1.1.5. ifOutBroadcastPkts
.2.1.31.1.1.1.6. ifHCInOctets
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expExpressionTable, expObjectTable, expValueTable

ENTITY-SENSOR-MIB, OID: 1.3.6.1.2.1.99

)
¥ —VOE, 77 Y RPM, BFRELRE O
Wyt Y — B D A TR L 9 ASA
BT T v b7 4 —=ATEYR=FShEEA,

entPhySensorTable

NAT-MIB, OID:1.3.6.1.2.1.123

natAddrMapTable, natAddrMaplndex, natAddrMapName.
natAddrMapGlobalAddrType, natAddrMapGlobalAddrFrom,
natAddrMapGlobalAddrTo, natAddrMapGlobalPortFrom,

natAddrMapGlobalPortTo, natAddrMapProtocol, natAddrMapAddrUsed.
natAddrMapRowStatus

CISCO-PTP-MIB. OID:1.3.6.1.4.1.9.9.760

GE)
E2E F T VAT L k7 ay 7 F— NIZxh
43 MIB DLNYHR— ks ENET,

ciscoPtpMIBSystemInfo, cPtpClockDefaultDSTable,
cPtpClockTransDefaultDSTable, cPtpClockPortTransDSTable

oo
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MIB % & 01D

Y R—bENTWET—TLEFTO I+

CISCO-PROCESS-MIB,
1.3.6.1.4.1.9.9.109.1.1.1.1.7.1

1.3.6.1.4.1.9.9.109.1.1.1.1.7.2 ~
1.3.6.1.4.1.9.9.109.1.1.1.1.7.(n+1)

cpmCPUTotallminRev
cpmCPUTotal IminRev D BH# /8T A — & L fif
B

. 3.6.1.4.1.9.9.109.1.1.1.1.7.(n+2) - 40> 27 1 CPU iR (=
DffIE, Yo/ harFF R bE— RO 3.6.1.4.1.9.9.109.1.1.1.1.
7.0 DY AF A CPUHEMHEL [ LTT)

¢ .3.6.1.4.1.9.9.109.1.1.1.1.7.(n+3) - Snort *F-¥J CPU i fl=R (4T
O snort A > A K ADEEHE)

©3.6.1.4.1.99.109.1.1.1.1.7.(n+4) - ¥ AT L7 & A %
( TSysproc] =17 D))

YR—brENnE 59T GER)

WORIZ, FR—=FEINTWDE 77 GEM) BXOEETS MIB Z2RLET,

R5:YR—FEhB 5y T GEED

FSyTELUMIB 4

EHNAVF YR K B L]

authenticationFailure

(SNMPv2-MIB)

SNMP N—0 3 > 1 £7213 2 DAL, SNMP
BRTHESNEaI 2= 4 A M) U NRE
LLHYEFA, SNMP/X— 5 3 TlX, auth
Folpriv/SA Y — RE 2T — W4 D E -
TWaEA, LAR—HFPDUMNR M7 v 7 Db
DIZERSNET,

snmp-server enabletraps snmp authentication =
YRR LD Ty T DIREE A X —T
NBLOT 4 =T MZTHdIcEH SN E
o

bgpBackwardTransition

bgpPeerLastError, bgpPeerState | snmp-server enabletrapspeer-flap =~ > R,

BGPE T 77 v FIZB#T 5 b T v T DEEE
AF—=TNCTHEDIEHASNET,

ccmCLIRunningConfigChanged
(CISCO-CONFIG-MAN-MIB)

ccmHistoryRunningLastChanged, | snmp-server enabletrapsconfig =~ > Ni&, Z
ccmHistoryEventTerminal Type

-

D KTy TDEEEAF—TNVIT DI
AEnEd,

e
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Sy TEIUMIB 2 EBNA R YR B SR
cefcFRUInserted entPhysicalContainedIn snmp-server enabletrapsentity fru-insert =~ >~
(CISCO-ENTITY-FRU-CONTROL FIXZ DM E A X =TT D0 S
-MIB) ET,
cefcFRURemoved entPhysicalContainedIn snmp-server enable traps entity fru-remove =<
(CISCO-ENTITY-FRU-CONTROL VRIXZO@EEEA R—T NI T D IZDITEH
-MIB) SNET,

oo
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FSvTELIUMIB A EHNAOF YR L e

ceSensorExtThresholdNotification | entPhysicalName. snmp-server enabletrapsentity

(CISCO-ENTITY-SENSOR-EXT | entPhysicalDescr, [power-supply-failure| fan-failure|

-MIB) entPhySensorValue, cpu-temperature] =~ Rid, =7 47 4 L
entPhySensorType. EVMEBRHOMLEIEE A R —T T DD
ceSensorExtThresholdValue AShET, Zo@dmi, EREEC LTk

BEhEd, HEEhs 47227 NI 77
VEBIXUCPU DREAEE LET,

snmp-server enabletrapsentity fan-failure =~
YR, Ty oEEN I v T OREEAR—T
MIT DDl ESNET, ZORT v
&, Firepower 2100 > U — X213 H & E+
oo

snmp-server enabletrapsentity
power-supply-failure =~ > Rix, EFEE ~
Ty T DEEEAR—TNMCT HIDITHEHE
NET,

snmp-server enabletrapsentity chassis-fan-failure
av R, Y=V 77 UEERNT v T O%
BaAR—T NI DDA NET,
snmp-server enabletrapsentity cpu-temperature
a< 2 R, @ CPUIRE T v 7 OX[EEA
F—TMIT LD S NET,
snmp-server enabletrapsentity
power-supply-presence =< > K&, ER7 L £
VAEERN T v T OREGBEAR—TNMIT DT
DI ENET,

snmp-server enabletrapsentity
power-supply-temperature =~ > Kix, EJRIE
ELEWERNZ v TOREEA =T MTT D
eI S E T,

snmp-server enabletrapsentity
chassis-temperature =~ > N, ¥ v — &
BE RN v TOEEEAR—TNVICT HT2DIT
EREShET,

snmp-server enabletrapsentity
accelerator-temperature =~ > N, ¥ —3¥
TI7RITV—HRELNT yTOREEAX—T
T BTSN E T,

| e
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(CISCO-IPSEC-FLOW-MONITOR
-MIB)

cikeTunnelStart cikePeerLocalAddr, snmp-server enabletrapsikev2start =~ > R,
(CISCO‘IPSEC‘FLOW-MONITOR- CikePeerRemOteAddr‘ ikeVZ start l\ :j b4 70@%{5 id.} /l) Z\‘ — '7‘\/14:"9)* Z) fc

MIB) cikeTunLifeTime DIZHEHENET,

cikeTunnelStop cikePeerLocalAddr, snmp-server enabletrapsikev2stop =< > N,
(CISCO-IPSEC-FLOW-MONITOR. | ¢ikePeerRemoteAddr, ikev2stop N 7 v T DOEREEA X —TNWITT DT

MIB) cikeTunActiveTime DITERAESNET,

cipSecTunnelStart cipSecTunLifeTime, snmp-server enabletrapsipsecstart =~ > N,

(CISCO-IPSEC-FLOW-MONITOR | ¢iPSecTunLifeSize ORIy TOREEEAFR—TMIT HT20IC

-MIB) FERESET,

cipSecTunnelStop cipSecTunActiveTime snmp-server enabletrapsipsecstop =< > N,

ZDONTTOREGEEA R—TNIZT HTZDIZ
fEA S ET,

ciscoConfigManEvent

(CISCO-CONFIG-MAN-MIB)

ccmHistoryEventCommandSource,

ccmHistoryEventConfigSource,
ccmHistoryEventConfigDestination

-

snmp-server enabletrapsconfig =~ > Rid, Z
DTy TDOEEBEEAR—TNTT DI
£,

ciscoRasTooManySessions

(CISCO-REMOTE-ACCESS
-MONITOR-MIB)

crasNumSessions,
crasNumUsers,
crasMaxSessionsSupportable,

crasMaxUsersSupportable,
crasThrMaxSessions

snmp-server enable trapsremote-access
session-threshold-exceeded =< > Ni&, Z#H
DRTyTOREEBEEAX—TNTT BT
HEnx7d,

ciscoUFwFailoverStateChanged

(CISCO-UNIFIED-FIREWALL-MIB)

gid, FOStatus

snmp-server enabletrapsfailover-state =< > K
L. failover-state N7 v 7 DEFEA R—T L
[ RPN ST 5 ISV W= S

clogMessageGenerated

(CISCO-SYSLOG-MIB)

clogHistFacility,
clogHistSeverity,
clogHistMsgName,

clogHistMsgText,
clogHistTimestamp

syslog A v E—U RN ERSNET,

clogMaxSeverity 7'~ = 7 NOfEIX, FT7 v
ELTCHET B syslog A v =T HIET DT
DI SN ET,

snmp-server enabletrapssyslog =~ > Rix, Z
oD N7y TOEEEAF—TNVELOT 4
=TT LI S ET,

clrResourceLimitReached

(CISCO-LAL7MODULE-RESOURCE
-LIMIT-MIB)

crlResourceLimitValueType.
crlResourceLimitMax,
clogOriginlDType. clogOriginID

snmp-server enabletrapsconnection-limit-reached
a2 K&, Z @ connection-limit-reached 1# %!
DIBEZ AT DI SN ET,
clogOriginID F 7 ¥ =7 MZIX, N7 v 7 %3
BLllar7x XA MPEERLTVET,

oo
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coldStart

(SNMPv2-MIB)

SNMP DOHERS%I1Z SNMP = — 3 = o k3 Ehd-
A& EITHAET S coldStart hT v, Tk
Z oI, VAT AOFEEBRIIZ—Y b
NEBLZEEICHRAELET,

GX)

75 AR ) —REHA/ —FROHAE, Va—FR
B, A H =T AADY 7 — NN 55y
(Vv bLEVWME) Z@Bx5E, N Ty
T Rey7anEd, 77 AXEBILHA / —
RO IEFICHES TS &, hoTXTORT >
TRBELBVICERESNET,

snmp-server enable traps snmp coldstart ==~ >~
RiZ, 26D T v T OREEA F—T NV
LTOT 4 =TT DI S ET,

cpmCPURisingThreshold
(CISCO-PROCESS-MIB)

cpmCPURisingThresholdValue,
cpmCPUTotalMonlInterval Value,
cpmCPUInterruptMonlnterval Value,
cpmCPURisingThresholdPeriod,

cpmProcessTimeCreated,
cpmProcExtUtil5SecRev

snmp-server enabletrapscpu threshold rising =
~ > RiX. CPU threshold rising i1 D&k & A
T BTSN ET,
cpmCPURIisingThresholdPeriod 47 ¥ = 7 K&,
A7z b EHICHEEINET,

cufwClusterStateChanged
(CISCO-UNIFIED-FIREWALL-MIB)

status

snmp-server enabletrapscluster-state =~ > N
1%, cluster-state k7 v 7 DEEE A RF—TIVIC
THOIENSNET,

entConfigChange
(ENTITY-MIB)

snmp-server enabletrapsentity config-change
fru-insert fru-remove =~ > RiX, ZO@H %A
F—=T T HDIERSNET,

GE)
ZommE, EX 2V T4 arT R RRBE
REIIFHIBR SN G ALY LT T R TO
HIEEINET,

linkDown

(IF-MIB)

ifIndex. ifAdminStatus,
ifOperStatus

ABE—=T A ADY I HE T VT v,

snmp-server enabletraps snmp linkdown =< >~
R, ZhoD b7y TOEEEA R—T VB
FOTF 4 =TT DTSN E T,

e
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mteHotOID, mteHotValue,
ifHCInOctets, ifHCOutOctets,
ifHighSpeed. entPhysicalName

linkUp iflndex, ifAdminStatus, ANB=T2A DY I T v T FT v,
(IF-MIB) ifOperStatus snmp-server enabletrapssnmp linkup =< > K
. INHD Ty T DREEA F—T VB X
OT 4 =TT D0 SN ET,
mteTriggerFired mteHotTrigger, snmp-server enabletrapsmemory-threshold =~
(DISMAN-EVENT-MIB) mteHotTargetName, > RiX. memory threshold %1% HNZT 57
mteHotContextName, DI N TET, mteHotOID 73
mteHotOID, mteHotValue, cempMemPoolHCUsed |ZF%E SV E T,
cempMemPoolName, cempMemPoolName 5 J O cempMemPoolHCUsed
cempMemPoolHCUsed AT ME MDA T2 M EEBITE
(CEICERS
mteTriggerFired mteHotTrigger, snmp-server enabletrapsinterface-threshold =~
(DISMAN-EVENT-MIB) mteHotTargetName, > RiZ. interface threshold # %1% AT 572
mteHotContextName, WIZEH SV E T, entPhysicalName 47 = 7

M, oA 7Y =r b EIIHEESNET,

natPacketDiscard

(NAT-MIB)

ifIndex

snmp-server enabletrapsnat packet-discard =~
> RZ. NAT packet discard i1 % BT 5 7=
WIEHENET, Zo@amt, v v 7 X
N2 TE RN 2D, 5 i L— Ml
FREAU, TP /37w 23 NAT IC L 0 FEFES iz
LAWK SN ET, iflndex X, v v BT A
VHE—T A ADID iR L E T,

ospfNbrStateChange

ospfRouterld, ospfNbrlpAddr,
ospfNbrAddressLessIndex.
ospfNbrRtrld, ospfNbrState

snmp-server enabletrapspeer-flap =~ > Fid,
OSPF peer-flap |[ZBH# T 5 h 7 v T DEEE A
=TT DD SN E T,

GE)

ASA5585 TV DA netsnmp /13— 3
587477 VEMEHTHEOICSNMP =
UIEEINTHNT, ROOIDIETFA 7T
THATEEEA,

* ospfIfStateChange 1.3.6.1.2.1.14.16.2.16
+ ospfVirtIfStateChange 1.3.6.1.2.1.14.16.2.1
* ospfVirtNbrStateChange 1.3.6.1.2.1.14.16.2.3
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warmStart — SNMP =— > = & R3O CTREB) L7- & & (T
(SNMPVZ-MIB) %ﬁiﬁ"é warmStart }\ 5 b2 700 Z D ]\ 3 b4 7003}\

SNMP R DB H I — = o P ASFRE) L
B AICHREL, TXTDSNMP K A MERL
IR E L. B LV SNMP HERR M T i E 3,

snmp-server enabletrapssnmpwarmstart =~ >~
K, 2o N7 v 7 OmksE A x—7
LFOT 4 =TT DI S ET,

A3 —T A4 RADFEEEH
SNMP k7 7 ¢ v 7 #aHERE LR T DA v H—T7 oA AOFHEIZIZROLONRH Y £,

« PR MIBRRREHME ROV Ty FTHY ., YT T 2T RIA N Lo TIUE SN AR
1,

cWHL . N— R T =T KT AL > TUE SN D HEHE R, WEMZRARTOMNWTZFKA v
B —T A A, FIUTBEEM T 5TV S EaBRREiHE & & BRGSOt v FE 1D
FoTWwEd, &M A 4 —7 oA X%, BT o TS VLAN A v ¥ —T = A
A BB EF > TWDBEENH Y £, VLANA V¥ —7 = A A TiaEMEHE SR T 2 8-
TWET,

A

GE)  #3D VLAN A v F—7 = A ZAPRBEA T S TW D 9EEA
& —7 = A A TIX, ifInOctets & ifOutoctets @ OID  SNMP 77 7
VHEANZEOMEA AT 2 A ADERN N T T 4T TR L
—HLTWVWAZ LIZEELTLLIEEN,

« VLAN-only : SNMP | ifInOctets & ifOutOctets (Z%f L CranBistatfE @z i H L £ 7,

WOEDOHIT, SNMP ~7 7 ¢ v ZfaHERICBIT 228 Z R LET, #1 Tix, showinterface
2~ K& showtraffic =~ > FOWBLH IHEEHE & Bt O HGEHE RO ZR 2R L ET,
% 2 Tix. showinterface =~ K& showtraffic 2~ KD VLAN 7217 DA v X —T = A A
T DM REHE R A R LET, 2O, #EHEHA show traffic =~ > RIZk L TER
SNHHNTENZ EERLTVET,
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ciscoasa# show interface GigabitEthernet3/2
interface GigabitEthernet3/2

description fullt-mgmt

nameif mgmt

security-level 10

ip address 10.7.14.201 255.255.255.0
management-only

ciscoasa# show traffic
(Condensed output)

Physical Statistics
GigabitEthernet3/2:

received (in 121.760 secs)
36 packets 3428 bytes
0 pkts/sec 28 bytes/sec

Logical Statistics

mgmt :

received (in 117.780 secs)
36 packets 2780 bytes
0 pkts/sec 23 bytes/sec

WOHNL, BHA A —T A RAEWYPA X —T 2 A
A D SNMP i 1#EEHE @A R L CWET, iflnOctets i
I%. showtraffic =~ > N/ CHRR SN D WERFEHE
WML 720 £, B EHE R 213 < 7
D EHA,

mgmt { > ¥ —7 = A AD iflndex :

IF MIB::ifDescr.6 = Adaptive Security Appliance ‘mgmt’
interface

WA B — T = A ARFHERICKIS T D2 PRA 2 —
7 oA AFEH

IF-MIB: :ifInOctets.6 = Counter32:3246

ciscoasa# show interface GigabitEthernet0/0.100
interface GigabitEthernet0/0.100

vlan 100

nameif inside

security-level 100

ip address 10.7.1.101 255.255.255.0 standby 10.7.1.102

ciscoasa# show traffic

inside

received (in 9921.450 secs)
1977 packets 126528 bytes

0 pkts/sec 12 bytes/sec
transmitted (in 9921.450 secs)
1978 packets 126556 bytes
0 pkts/sec 12 bytes/sec

D VLAN O ifIndex :

IF-MIB::ifDescr.9 =
interface
IF-MIB: :ifInOctets.9 = Counter32: 126318

Adaptive Security Appliance

‘inside’

-~ O ~

SNMP /\—< 3 Y

3DOME

SNMP /N— 5 3 X SNMP X—V g > 1 33—V a2 TIIEATE epolat X o
VT ¢ YEIRHERE A TRHE L £, SNMP X— 5 01 & 83— 5 0 2¢ 1H SNMP #—/3— L SNMP
TV MNTT—4% 27 V7 77X A NTHEELET, SNMPR—T 3 U3 EGRGEE 7T A
No—FFoagrZBMlTcra bal XL —yarrdtxa )T IR#ELET, 7.

TONR—VgriFa—H—_—2 X2 UF 1 EFL (USM)
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fe—L EFL (VACM) 2L TCSNMP = — 2> FEMIBA 7V =27 DT 7 ER%E
a2 hr—L LET, ASA L. SNMP 7L —7F L a—HF—DERKR. BLOEF 277 SNMP
S DEREDOFRFE L B AL A BN T D7D M ERAR A FOER LY HR—F LET,

tXxalT4 ETIL

RELEOEHDT-0IZ, nchE774’/\/v—O)zL7 variitxa VT 4 =TI i Lobh
FT. X2 U T4 BTN =L T —FICEA S, RDOIODEA ST ENE
j—o
e NoAuthPriv : FiEL 77 A NN —HH D FHA, AvE—JIZF0Lo2EX%=2UT 48
WHINAWZ EEBE®RLET,

* AuthNoPriv : mun i&)@i‘é—ﬁ)7 7/(/\./’_‘ i&)@iﬁ/\/ 7l /_{Z /Z)‘pmuﬂzéﬂz) k

EEWLET,
°AuthPriV ptuniEk77/r/\/“—7b\%@iﬁ— 7( /‘12“—“/75‘.%;&%&0\5 ’ﬂﬁéﬂé:&%
BRLE 1,
SNMP ' )L—7
SNMP 7 )V — I —WF —ZBINTEAT7 /7 Aa bn %wﬁUy%fﬁoﬁmmwﬁw~
It X2 VT4 ETNAEHEHLTERESIL, SNMP B = —IZB#ERHT 5 Ed, SNMP 7
IL—THNOL—H—|F, SNMP 7 L—7DFFx 2T 4 ETF /M —FTHLERHY =3, =
NHEDONRT XA =L, SNMP VL —THNO2—PRNEDH A TORIEE T T A X —Zffi 9
ENERELET, %4 SNMP ZL—74 X2l T 4 BT IILOXTILEAR THDLLERH
Di‘a—o
SNMP 1. —H—

SNMP = —#— (%, HHEINcax—Y—4, =2—F—BRBTLH7V—7 i AT— R,
B2 T — K| ki@ﬁﬁ?ém£7w:JXA&H%k?w:)xb%ﬁBi¢0MN
N Y XADAT L 3 ik SHA-1, SHA-224, SHA-256 HMAC 35 X O SHA-384 T4, 1k
TwﬁUXA®ﬁ7V9VM\HES%&UAM(U&1%\%i3%6ﬂ—yayﬁﬁ%ﬁ
f8) T, 2—F—%Ek LI=5GAIE. T E SNMP 7 L — 7 ICBEAHT D0 ERH D F97,
FO%, TO2—YP—I 7N —TDEXx )T 4 ETINVEHELET,

N

GE)  SNMPV32—H—Th U FEaRETDHEEIL, FBAET LT ) XAORIDBREF(LT LI Y X
LOFESUETHDLZ L EHERELTIEEN,

SNMP /R X k

SNMP AR A ME SNMP & b7 v T OFEELERDLIPT RLATYT, b7y FiEEESH
Tra—H = ICE G NI, =7y FIPT FL AL EHIZSNMP N—2 3 2 3 DR
A RNERETHIZE, 2=V —LAE2HETHLENRHY 3, SNMP ¥ —47 v NPT RLR&
X =Gy PR TGA—H AT ASA T—ETHLILENRH Y £7, 4 SNMP AR MIZFhEh
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BB O TV D2 =R E 1 DR TROIENTEET, SNMP N7 v 7 2%ZEFT 51
I%. snmp-server host =~ > RAZEML7ZHZIZ, NMS D2—H—27 L7 v ¥ /L) ASA DY
LT vy Ll — ﬁ?éioumﬁbf<téw

\)

GE)  BRSINMEETHAMEZBINTEEYT, 272 L, FT v 7 OELE L TRETEDIDITZED
B 128 @721 T,

ASA &£ CiscolOS Y 7 O 7DEEDIHER

ASA TOD SNMP N— 3 > 3 DL, CiscolOS V7 F 7 =7 TOD SNMP X—T 3 3 DE
LXK O S TR F7,

ed— NN =V IDEYVE— UV UIDIIEERETCEERA, B—L P ID
X, ASADNEEFISN-E X, FEFa TR MAMER SN L X ICAERENET,

B2 R—ADT LA a3y ha—UIkTDHHR— MNMIRW=D, #EERELTMIB D
T ITERIRBIZ e £,

o 7R— MiZ., USM. VACM., FRAMEWORK, £ X' TARGET &9 MIB [ZHIfR &0 E
7,

e ELWEX2 VT 4 ETNAEFEAL Ca—Y =L I N—T2/ElT 50 ENH D £9,
s ELWEFCa—Y—, 7 —7, BLOKRA NZHIBRTHLERH D 4,

e snmp-server host 2~ > R&EMEHT 5L HESNMP N7 7 ¢ v 7 ZFA[$ 5 ASA L—)b
DPER S IVE T,

SNMP syslog # vt —

SNMP TiZ, 212nnn & W 9 BB N2 377 syslog A v B— U3 S E T, syslog A v~
T— U, ASA E7/2I1XASASM 25, SNMP ZE K, SNMP k7 > 7, SNMP F ¥ X)L D AT —
HA%, FHEDA L H—T 2 A ADWEDKRA MIFERLET,

syslog A v B— U OFEIZHOWTIL, syslog A v E—UH A RESBLTLIZE0,

\)

G£)  SNMPsyslog A v E—U 03 L— MHIBR (fF0H) 4000) 22 72556, SNMP AR — U o 713K
Li—g—o

N NS (e} —
FI)Vr—arvY—EREY—FK/IN—FT 4 Y—IL
SNMP # 7R — MZOWTIE, RO URL Z#Z ML TS 72 &0,
http://www.cisco.com/en/US/tech/tk648/tk362/tk605/tsd_technology support_sub-protocol home.html
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ZOETIE, SNMPE2RET HHNCER T 2BEDDH LA BT A4 B LOHIRFHICHOWT
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Tx—ILA—IN—E9SRB)TDHA KSA4 Y
c VTG ABY T EIET = — A —/N—TSNMPV3 2 3 2484, BilD 7 T 2 Z IR

BICH LW TR F 2=y NEBINT 50, 7x— VA —N—a=y NERET D &
SNMPV3 2— (I L=y MIERINETA, 2—FEH L 2=y MNIHARHPIC
BT 5121, SNMPV3 22—V 2 HIHE 72137 7 7 4 7 2= v MIHEBNT L8085
DEF, i L=y MIa—FZEEBMTE ET (SNMPV3 2—H B LU
N—TNE, VIAZT—Fa=y NCREA~Y L REATTERNE NI L—LDRFIST
T) o flfHl=y NEIZT 7T 4 7 2= T snmp-server user username group-namev3
awy REANT L0, LI T ERO priv-password 4~ = > & auth-password
T avEFRALCT 42y hERIFAX NS 2=y MNCESEANTSHZ LIk
D, KFax—VEERELET,

IPVv6 A K542 (TRXTDASAETIL)
SNMP % IPv6 535 F CHRETX 5720, IPv6 R A MISNMP 7 = U #F(T T, IPv6 V7 k
V=T HFEITTHT A AL SNMPIEA 25 &9, SNMPT—— = > b X UOESH -
A MIB LRSI, IPv6 7 KLy IR R— &b K120 £ L=,
FOMOHA FSA >

T T IAT VAE—RTEHIELTWVWAEY AT ATIL, BHE N v FIIRITENERE A,

« 77747 AE— RO Firepower 2100 TiL, "— Ry = T7ET N LU T LER—Y v

JCTExFEHA, Cisco ASA TlL, TNLDOFEMIZONT N T v i3k snErA, 0
728, CiscoASAA LV AR L ADA v H—T =2 AT Uy —VEHIPER—V 7
TAELIZFXOS T3 vy —3 <R —Y ¥ D SNMP 3% ELET,

*SNMP T v 7% ETHMIB %7 F 7 X9 5IZi%, CiscoWorks for Windows 75l D

SNMP MIB-1I EH#47 7 U A F-> TWAXLENH Y F9,

« VPN b > U OEELT 7 & A%, SNMP (management-access =~ > F) TiXH AR —

FERNFEHA, VPNREE O SNMP D4, V—F Ry 7 LB —T x4 ATSNMP 2 H
TNZT A EEZBEID LET, V—T RNy T A H—T 2 A ATSNMP 24 57-0
W2, BELT 7 AEREE AN T A MEIIH Y ¥ A, L—TF 3y 7% SSH T b HERE
i‘d‘o

e
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B2 R—Z2DT IR ary ha—/ LI ER—FINFEHEALN, 7T 7T FIZ VACM
MBZ2#EHLCT 74V OB 2—REZIETEET,

« ENTITY-MIB [3& #2072 b TIIfEATE EHA, ROV ICIF-MIB Z#fEH L T,
BHAA D TR A N T Y —HETFLET,

« ENTITY-MIB (& Firepower 9300 ClIfli H T £H A, KbV IC,
CISCO-FIREPOWER-EQUIPMENT-MIB ¥ J O CISCO-FIREPOWER-SM-MIB % {# /] L %
j—O

o« —EDT A ZTIE, snmpwalk DHICER RIS A F—T = A ZADJET (ifDescr)
NERERICEDD Z ENHERINTWET, ASATIE, 7432 Y XA%MEH L CTSNMP
NIRRT 5 ifindex 7 — 7 VA RE L E T, ASA DEEIF, ASA ICK AR EDFH ALY T
n— RENBNEFTA v H—7 = A A ifindex T—7 MBI ENE T, ASAIZH LW
A A =Tz ANRBMENS L, ifindex T —TNVDA L H—T =2 ADY A MIBINE
NTWEET, A F—T=A AOBEM, HIR, £LITARMERICLY . HBEBHFFIZA
B —T 2 A ADIAFNEDLDLZ ENnH Y £,

« snmpwalk =2~ > KT OID Z#5§E T % &, snmpwalk Y —/LiX, $5E S 7z OID D FiZdH
YTV —NOTRTOEME /=) L, ZOEEFRLET, 0D, FAA 2 E
DAT Y =7 NI N 2 FoRT 512iE, stmpwalk =t~ > R TOID #45# LT<
EEW,

« AIP SSM E721% AIP SSC TiE, SNMP "— 2 > 3 (T HHR— F EhEH A,
« SNMP 73y 73R — I EH A,

« ARP [EHROTAFIT Y AR — F SN E A,

« SNMP SET 2~ RiZH R —hShEHA,

¢ NET-SNMP N\— 3 > 5421 2T 2546, BT v3 U XA S—T 2 > AESI28
PR R—FEINET, BT ALITY XA NN— 3 0 AES256 £ 7213 AES192 |34
A—hrZNFEEA,

o FER L L C SNMPHEREDFEAMEN BN RV VIRIEIZ 72 B354, BEFEORE~DOEF TG X
nE4,

« SNMP N\—2 3 U 3DOFREIL, I N—7, 2—WF—_ KA FNDIAIATHO LERH Y £,

« Cisco Secure Firewall E7 /L OH45 ., snmpwalk 2~ > RiE, BHEHOI T XA b DA
FXOSMIB ZHR—Y 7 LET,

s TN—TEHIRT HENIC, FOZNV—TIZEEMAT LN TNDETRTOZ—F =03 S
NTWNWDZ EEERTOIMNENRDY 7,

o 22— —ZHIFRT DR, ZO2—HF—LIZEEIT O TWVDHARA FPRERE S LTV
WZ L EHERTAVNENRD Y 77,

EEDEX YT 4 FETFAEFEH LU THED IV —IZBT A L) Ica—F—H/ESN
TWABEIZEDIN—T DX 2 T 4 LV EEET LA, IRONEIZHRIEL =17
TAVLERDHY 77,
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snvp o4 K54 [

s EDITN—TInba—FEHIFRLET,
ITN—=TDtF2VT 4 LNVEERLET,
cH LW N—TET Ha— P —ZBML £,
*MIBA7 V=2 hO¥ Tty baDa—F— T 7 ¥ REHIRT DI2ODH AL L Ea—
DYERUE Y R—FSh TWEH A,
c TRTCOERE bT v 1L, T 740 hOFEARY ABIE 2 — 2 CERATEET,

« connection-limit-reached 7 v FIIBH a2 Fx% A2 h AR SNET, 2O T v L EAE
B 1T, BRI L s 2 — = 37 % A FTRUE S SNMP #— /13— 7K %
rD7 EH 1 DHETT,

¢ xR 4000 £ THRARAMEZBINTEET, 2720, FTvT7OMELE LTEHRETEZDIT
05 bHLo 128 H77 T,

cHR—FENDT 7T 4 TR =Y IO BIT 128 HT9,

e RAN ZN—TL LTEMT 24 DRA MRS TEDIIH Yy NTV—0 T V=7 b
EETEET,

s 1 ODFRA MIBEDO2—F—%BEA T D2 ENTEET,

Xy hU—27 A7 =7 MiE, BIO host-group 2~ REBEBE L CTIHRET L Z LN TE
iﬁoﬁﬁé%/bv ATV NOIADOARA MIx L THE, BEORA S 7 —
WCHE LN EH S ET,

CIRA R TN—TRMMDHRA N FN—T L EHTDHEANEHIRT S &, REFHLDE R
N I N—T7THRESN TWAEEFHAL CHAA MPIHERESINET,

e IRA MTCTHAEAINAEIX, o~ FOFETIHERATE LI ELZY—7 AL -T
Bipn £,

*SNMP TEETE DA v E—YDH A XL 1472 31 FETTT,

*ASATIE, 2T FA KNI ELIZSNMPH— =D kT v 7R A MIOHIERH D 8 A,
$mmmpwwyma:7/bmmﬁ ILASAZR—V T LTCWBET 7T 4 772K A
. FHHICRESNTEARA NOBZENERINET,

SIS a—TFa2TDEV R
cNMS MBDFHEENRT Y FEZET S SNMP 7ot ZAREITEINTWAZ L 2RSS
X, koa<> REATTLET,

ciscoasa(config) # show process | grep snmp

* SNMP 725 @D syslog A v E—T %% ¥ 7 F ¥ L, ASA 2V —/VIIERKRTHITIE, RO
av RaE AN LET,

e
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ciscoasa(config)# logging list snmp message 212001-212015
ciscoasa(config) # logging console snmp

SNMP a2t A3 N7y NEEZE L TWASZ L2 HERTHIZIE, koa~vr REASL
\i‘g_o

ciscoasa(config) # clear snmp-server statistics
ciscoasa(config)# show snmp-server statistics

H /713 SNMPv2-MIB @ SNMP 7 /L —FIC i3 % F4,

SNMP %47 v "N ASAZEIE L, SNMP 72 E X ZEEINTWAS Z & 2HERT AIT13,
Woa<r ReEATTLET,

ciscoasa(config) # clear asp drop
ciscoasa(config) # show asp drop

NMS NIEFIZA T V=7 hEBERTERWEGES, ERITASANLDOER N7 v 7 &2 0L
LTCWARWEAIE, kOa~vr REANIL, Ny by 7 Fr &2fH L CREEY) Y B
LET,

# access-list snmp permit udp any eq snmptrap any

# access-list snmp permit udp any any eq snmp

# capture snmp type raw-data access-list snmp interface mgmt

# copy /pcap capture:snmp tftp://192.0.2.5/exampledir/snmp.pcap

ciscoasa (config)
ciscoasa (config)
ciscoasa (config)
ciscoasa (config)

c ASAMIFF EB D ICEIEL TWRWEEIE, ROBIEEZFATL T, Xy hU—7 bR Y
E T T4y 7 ICHETOERE BT LET,

* NMS OFREICHONT, ROERETIFLET,
ZA LT T hOEE
U 7 A EHK
TV IDX Yy
SN 22— —H LR —F
RO~ R TLET,
show block
show interface
show process
show cpu
show vm

c BRI T —BAELTHGAEIL. =7 —OFBLAET 57292, CiscoTACIZ b L—Z/3y
7 7 7 A L& showtech-support 2~ > KOH N ZEEEFELET,

oo
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*SNMP F 77 4 v ZIRASAA U F—7 = A AZ @M TERWEE, icmppermit =2~ > R
ZHEALT, VE—FSNMPH——=NEICMP + T 7 4 v 7 Al ¢ 5 HERH HGEE
WY ET,

« snmp-server enableoid T7 /34 A& FRIE L TWAEA, SNMP 7 4+ — 7 OFEE FE(TT 5
& . Cisco ASA <X MEMPOOL DMA =& MEMPOOL GLOBAL SHARED TV
AEUFERERASLET, ZHUc kb, SNMP B#E O CPU R 7 RBEIC/R D . 737 » B3
Fay7EN5ZenH0 E7, ZORBEERET 521X, nosnmp-server enableoid =
v REMEALT, ZFe—VIE 7 — BT 5 OID 2R — U 7 LRV E 5L
TLEEW, EHIZT 25 L. mempool OID X 0 /31 h &KL 9,

ASP R w7 h v R aR—1) 7T 5 0OE—~OERTEHD OID 2 EL T
SNMPGET #7324, ASP Ru vy T U X OR—1 70 RTLERH Y |
CPUERENEL D T, D, T=X—FTHEERIU X E/REL, I H
T LIZSNMPGET ZfEH L CENOL DIEZ G 5 Z & T, CPU ~DREEREMN 2 b
DICTHZ L aRBEIOLET,

~)LF 2T X A b Cisco ASA DEEED 217 X% A FTSNMP 3% E SN TV D HAE,
a T XA EIEFICHR—Y 7 L, snmpwalk Tix7z < SNMPBULKGET #f##fH LT~/
Ty N7 A=A~ EERO LET, ZOT77a—FIcky, 2HOa T HF AR
FRFICR—Y 7 ENTWAEAIZ, SNMPIC & BIBIERZ A L7 7 M & [EHETE £7°,

Cisco ASA (X, SNMPBULKGET 7 & @ SNMP get-response A v Z—3CSNMP h— VU > 7
WIRET D546 1%, Don'tFragment (DF) By hEFIZRELET, ZOHAE, *v hU—
7 RAGARD, Cisco ASA THRIE SN TW DIk KInk2 =y F (MTU) &% R— T 24
ERHVET, Xy NU—FI RATREINT MTU OfEEZ /NS T5 &, DT/ A R
MBI T AT —arEERTHICMP Xy RREEINDLGZ R ET, 272
L. DEE Y FRRESN TS0, Cisco ASA ITIEERET, v &2 7T 7 A b
fELER A, ZORER, Cisco ASA 1D DIREITRDIVET,

Z ORIBEIZXHALT S 121E, CiscoASA F721EA Y N — 7 NZARKTMTU ZZEH T 50,
SNMPBULKGET OfXi0 0 IZH D get Bk A H T 5, £ 721X SNMPBULKGET 2R D
ISV A XN EL LET,

c NI TNY a—T 4 T OBNEBRICOVTIE, KO URL 2B LT ZEW,
httpz/Avww cisco.com/c/en/us/support/docs/securrity/asa-5500-x-series-next-generation-firewalls/ 1 16423-troubleshoot-asa-snmp html

SNMP D% FE

Z ZTiE. SNMP OREFHIEZOWTHIALET,

i

FIE

ATFYvF1 SNMP = —2 = FEBIUSNMP —_—% A x—T7 /LI LET,

| e


http://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/116423-troubleshoot-asa-snmp.html
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ATy T2
ATvT3

SNMP T v F&FHELET,
SNMP R— g U 1 BELR2e DT A= FETZILZSNMP X—T 5 3 DONRT A =X EREL
*7,

SNMP T—> x> FE KU SNMP H—/\—DE1E

FIE

SNMPT=— = P B LOSNMPH— R —% A =T T 510, ROFNEEZFEITLET,

ASA TSNMP =—V = B LI OSNMP YV — =% F&hZ LEd, T 74/ FTid. SNMP
PRI R —T NI > TWVET,

snmp-server enable

&1

ciscoasa(config)# snmp-server enable

SNMP ~5 v TDEKRTE

SNMP =—V = "RAERTH T v, BIOZED T v 7 ZINEL, NMS IZE(ETDHH
EERETHICE. ROFIEEZFIATLET,

\)

6=

FIE

FTXTOHOSNMP FF v FEidsyslog T v FEHENMTHE, SNMP P rE ZART—T =
Fexy NT—=ZNTHENZY Y —REHE L, VAT AP T T v 7T LHRERH D F
T VAT LAOBIE, RFETOENR, E7213XA LT 7 NBRFAELEEAIE, SNMP RT v
Lsyslog h 7 v T EBIRLCTHEMNCTHZENTEET, 72& 21E, Hisyslog h 7 v 7D
E77 4 (ERE) LULVERAX Yy S TEET,

Wl ~T w7, by 7Dy b, £RTTRTO T v 7% NMS ITEELET,

snmp-server enabletraps[all | sysog | snmp [authentication | linkup | linkdown | coldstart | war mstart]
| config | entity [config-change | fru-insert | fru-remove | fan-failure | cpu-temperature |
chassis-fan-failure | power-supply] | chassis-temperature| power-supply-presence |
power-supply-temperature | 1-bypass-status] | ikev2 [start | stop] | cluster-state | failover-state |

oo
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peer-flap | ipsec[start | stop] | remote-access[session-threshold-exceeded] | connection-limit-reached
| cpu threshold rising | interface-threshold | memory-threshold | nat [packet-discard]

1

ciscoasa(config) # snmp-server enable traps snmp authentication
linkup linkdown coldstart warmstart

ZDavw yRTE, F7v7E LTNMSIZEFT 5 syslog A vE—V% A F—7 /M2 LT
F9, 774N bar7 o Xab—va T BICRT IO, TRTOSNMPAERE R T v
TRAR—=T N> TWET, 2O T v T H2ENTT HIT i nosnmp-server enabletraps
snmp 2~ REfHLET,
ZDavwy REANTLEEIC N T v T XA TEEE LW E, 77 4/ FTlid sydog b
Ty ANl ET, T 74N FTIHE, sydog b T FIFEA X —T MRS TWET, T T 4L
D SNMP k7 v 71X, sydog b7 v 7L &b X—TNVOREERIT ET,
syslogMIB D 7 v 7 &2 AT 5121E, logginghistory =~ > K & snmp-server enabletraps
syslog =~ > ROl 5 % 5% Eﬁ‘éb%z’):% nET,
SNMP 7 v 73 X =T T ENT=T 7 4V FOIREEZE T S I1Z1%, clear configure
symp-server 2 RZEEMALET, 774V FTIEO 87 v 13T _XTT 4 B—T7 LT,
BHaTXANCOMERTEDL N7 w7

* connection-limit-reached

* entity

» memory-threshold

VAT L AarT XA NOYBEINERIS NI A U F =T =2 AT LTI ER T A b
ENLTERESINTZNT 7
« interface-threshold

FOMTRTCO T X, VoL F— ROBHEBLIR2—Y— arTF A AT
F7,

config b7 v 7 AIRET H & . ciscoConfigManEvent %1 & cemCLIRunningConfigChanged 18 1
DA F—T TR £, ThHo@aE, a7 4 Fal—varE— REK&T LERIZE
RENET,

CPUEHIRN, RESNT-E=F ) THIRICRERA L EVWEL#EZ 5 & cputhreshold
rising k7 y77§>iﬁkéhiﬁ‘o

RSNV AT L AV TXFRAMNDAEYRRUAT L AEY D80 % ITET D &
memory-threshold 7 v 7R EHa T XA M BAKSINET, hoTXTO2—H— =2
YTHERANTIER, SOy AIMEHAT I PRED T F A RDKRI AT L AEY D R0
% \ZEIE LI A IR S L E T,

—EDO T v AL, FFEDON— R =27 T MIEATEERFA, FT v TF—T—FORbD
DIZ?2EBERTDHE, 7L ATHERAREZR NI v 7R TEET, RICHZRLET,

e
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ax &

* Firepower 1000 ¥V — X X, WO T 4T 4 b T v T DHEFR—FLET :
chassis-temperature, config-change, ¥ J UF cpu-temperature,

G¥)
SNMP [FEEE VP —2E=F—LEHA,

CPU ERZED L ELMEDKRTE

FIE

CPUM RO LEWMEEZFET DI, WOFIEEZFITLET,

® CPU LEWEDMEEE=4Y U 7HIMARELET,
snmp cpu threshold rising threshold value monitoring_period
11 -

ciscoasa(config)# snmp cpu threshold rising 75% 30 minutes

CPUMHRO LEWVMAR L=V V7 HIlZ 7 VT4 512%,. Z0a~vwr FOno Bl
i L %9, snmp cputhreshold rising =~ > RBRESN TV ARWEA, ERLEVMELR
ANDOFTHILMIT0% 22, 7T AL LEVWVMELILVDF 7 4L MI95% ZiB 2 F
T, TIANRDE=F Y U THIRIT I DICERESNLET,

CPUDZ VT 4 IV LEVEL VIR ETEEH A, ZTOMHIZ 5% IZHETE SN TWET,
& CPU L 2 VWMEOEZMEOHPHIL 10 ~94 % T, E=Z U 7B OEZEILZ 1~60 45 T
@—O

B A —D A ADLEMEDRTE

FIR

oo

WA L —T 2 AD LEVEEZRTET HI2IE,. WOFIREFEITLET,

SNMP YA > 4 —T = A AD LEWMEZHE L ET,
snmp interface threshold threshold value

1 -
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FIE

SNMP /A—2 3 1 FF=F 2c D/ST A —F DETE .

ciscoasa(config)# snmp interface threshold 75%

SNMP WA v H—T =2 ADLXVMEEZZ VT T5I2F, Z0a~> RO no X 4aEHL
F9, LEVEIZ, A ¥ —7 oA AFBIEAAEOEG E L TERSNET, A LEWN
EDHIFHIE 30~99 % TT, 7 74V MEIX 70 % T,

somp interfacethreshold =~ > RAEATE 201%, BB TF A FOATT,

MPEA B —T 2 A ZADOFERARMIZS I FT— FBIOR~ILTF E— R TE=F—SN, ¥
AT LA TXANOYHA L E—T 2 A AD T v FIIBHa L THFAMEZHELTEESN
FT, MEA X —T oA AT R LEVEOEARN ZFHET D70 SN ET,

Tav1ElT2c DN A —FDETE

SNMP N— g 0 1 7203 2¢ DT A—Z BB ET HI21E. WOFIEEFEITLET,

ATYT1 SNMPEHDZEEZELZIEE L., NI v TOEEILDOA X —T A4 AKEE L, ASAICEHT

&5 NMS £721E SNMP v % — 2 vy DAHTB I NIP 7 FLAZFRE L ET,

snmp-server host {interface hostname | ip_address} [trap| poll] [ community community-string] [version
{1 2¢| username}] [ udp-port port]

1 -

ciscoasa(config)# snmp-server host mgmt 10.7.14.90 version 2c
ciscoasa (config)# snmp-server host corp 172.18.154.159 community public

ciscoasa(config)# snmp-server host mgmt 12:ab:56:ce::11 version 2c

U@%»U~%iimm%k7/7@ BETIZHIR L E9, poll F¥—TU— KX, NMS # %
KROEE (K—=V ) ZHHIBLET, T 74/ FTIE, SNMP k7 v 734 x—7MIZ
o TWET, T 74/ FTIEL, UDPA—FME162 T, 2I=2=7 1 ARMU 2 TX, ASA
ENMS O OHEFME X —TT, F—IX, KCFEDSCFD KB S 3D ek 32 07D FsL 7
DIETT, AN—RIEHTEETA, 774NV DI 2=F 1 A Y ' Epublic TT,
ASA TlE, ZOF—%H L THEIF SNMP ZRPHDIMNE I 2 HRILET, L& xiE, =
Ra=T 4 ANV TEHEHLTHA FEREL, RILA MY 7 &> TASA L EFHAT—
varvEHRETEXET, ASAIFRESNTZA N U 72 FEHAL, Ehhalia=T 4 A )
T LI ERIIISE L E A, 72720, SNMPE=X U VI RBWiA v H—T = AT
TR EHA o F— 7:41%ﬁbfwé By ASANR AR 2 =T 4 SUFHNERRREETITR
VU T RFATESNET, Mént::;:%4xbuyﬁ%ﬁmbtﬁm\%%MéMt
%ﬁtib#mfm/XTA«mLAmM\%M@E)K%%éniﬁo7U?%#xb®
NMAT—RFFRENFERA, B bENmalia=T 0 AN U ZITEITASA L > TA
RENET, @EIE. 2V 7 TR MO TAHLET,

e
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ATy T2

ATvT3

ATy T4

oo

version ¥—U— RiZ, FT v FLER (R—V 7)) [ZEHAEND SNMP D A—2 3 %R
FELET, Y=L OWBEIL, BRLEA—Da OB EHHLTCHFTINET,

T v 7 EZ 5T HIT1E, snmp-server host =~ > RZIBI L7242, ASA TRHREINT-Z L
TV NV ERLZ LTy VAL TNMS Ca—— 2 fFEICRETH LI LET,
SNMP N— a1 £d 2 ZFTHEMT2a33a=7 4 AR T ERELET,
snmp-server community community-string

B -

ciscoasa (config) # snmp-server community onceuponatime

GE)

I a2=7 4 AN U TIERERCT (L @ #.0$. %, A & 2\ EEHLARVWTES
WV, RIS, A —T 4 VAT ATHEA SN A BEHIC TR SN TV DRI CT A
T5H5E, PHMLARAWERNECAFEERH Y T, 22X, Nv 7 XTv= (V) iTx
AT =T WFEEHREINETZD, a3a=T A M) VI TIMfEHATEEEA,

SNMP H— R —DE P E 7 TS FHFREZE L E T,
snmp-server [contact | location] text

&1

ciscoasa(config)# snmp-server location building 42
ciscoasa (config) # snmp-server contact EmployeeA

text 515X, HYE EITASA VAT AEHEDLRIZRELE T, LRNIRCTF L/ T
DEBIE, &K 127 LFTT, AN—REMHHTEETN, GEOAX—2ZANLTH 1
DD ANR— AT F1,

SNMP BERD Y A= 7 R— b E2FRELET,
snmp-server listen-port Iport

51

ciscoasa(config) # snmp-server lport 192

lport B1IZIX, BEEREZTWAOAR—FEHELET, 774V DY A= 7 R— NI
161 T, snmp-server listen-port =~ > NIEH I TF A P TORFHTE, VAT L 2
VTHXRARNCTIIEATE A, BUEHEHAFTOR— T snmp-server listen-port =~ > K& 3%
ETHE, WDOA v E—UNFRENET,

The UDP port port is in use by another feature. SNMP requests to the device
will fail until the snmp-server listen-port command is configured to use a different
port.
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FIE

ATvT1

ATy T2

SNMP /38— 3 2 3D/NT A—2 DERE .

BETF D SNMP A L RiZAR— M AMERAIREIC /25 £ T60 T & Il2Ah—U v Z&feit, A— b
NEZH AT OEAIL syslog A v — %ASA-1-212001 31T L £,

V3DINTA—BDHTE

SNMP N— 5 3 DT A =X ERETHITIE, WOFINEEZFETLET,

SNMP "— 3 > 3727 T 5, HTLWSNMP 7 L—7ZfELET,

snmp-server group group-name v3 [auth | noauth | priv]

&1

ciscoasa (config)# snmp-server group testgroupl v3 auth

AI2=T 4 ANV UITNRRESNTVWDIHEAIX, a3a=T7 4 AN 78T D540
EREO2O0BMI N—TREHBAEKRSNET, 1203 —Tar10exa T4 ETLD
TN—TTHD, b 1203 3= a 20XV 7 40 T ADINV—TTF, auth F—
U— Rix, X7y FEEEE AN L E T, noauths— U — RiL, 27 v MRGECR Bk it
SINTWARNWZ EERLET, privy—TU— NI, "7y MESLERBIEZ AN LET,
auth E721% priv ¥ —U— R{ZiX, 774V MaRH D £/ A,

SNMP X—2 g 3P CEMT 5, SNMP 7 v—7 08 Lna—F—2RELET,

snmp-server user username group_name v3 [enginel D enginel D] [encrypted] [auth {sha| sha224 |
sha256 | sha384} auth password [priv {3des| aes {128 | 192 | 256} } priv_password]]

1 -

ciscoasa(config)# snmp-server user testuserl testgroupl v3 auth md5 testpassword
aes 128 mypassword

ciscoasa(config) # snmp-server user testuserl public v3 encrypted auth md5
00:11:22:33:44:55:66:77:88:99:AA:BB:CC:DD:EE:FF

username 5 01L, SNMP=— = MIZET AR A M EO2—F—DLFI T, =2—HF—4 %
NUFECTCTANLET, LRIOEHAITLFTHLILEND Y £9, AT, F. &
7., (TvH—=a7) ¥, (VLR . .@ (Tyhr=—2) .- "A47Y) HIEET
=FET,

group-name 5| 5%, = —V—NET 57N —TDL4EITT, v38F —TU— KiE, SNMPX— 3
Y3DEX2 VT 4 BT NEMEHT LI EAREL, encrypted, priv, L auth ¥—7—
ROBERZHENMEL £, englneIDﬂF U— R34 7Y a T, 22— —0RGE LK B{LOTE
WMET—HTA XTDHOIEHEND ASA D=V ID Z45E L £3, enginelD 5131
X, A% ASA =V ID ZRETHMLERH Y F7,

e
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oo

encrypted ¥ — U — R, B B{L SN TR —REFEELET, Baflbshiz AU —
F. ROBEHZHZL TV HILERH Y £9,

« 16 HEHIE

« 8 ~ 80 L FEEETLL,

T BT, BLO1@H%&F() - INM<> DB EE T,
cROFLHFEZERY, § (FAGEw) 2 G . =1 (F5) .
SOLULDRBRDLILFEZZDLVENHY £7,

BT AA LT VRV NERIIT 7 U A FOBFFELITLFE2T2L SAGDRNTLTE

S0y, TRl xiE. T12345) 4o, TZYXW] X3 O FEFIRFENTWEST, 20k H
LT ORFHEPFEDOHIBEZBEZ DL (BFITHNA~6MFEE) | MR bT =y 7Tk
BLET,

GE)

T DAL VA RERET 7Y AL FXUEYOBICERG LWL 7 U A ET
W77 VA MUFHINEENTH, XTIV By PEnFHA, 72& 21, abed&!21
TN RAT— K F = 7R LU FETHN, abed&!25 TR L EH A,

auth & —7U— Rix, fEHT 5GFEL~UL (sha, sha224, sha256, F7-(%sha384) ZHEL F
9, priv¥—U— RN, Wb L2 ELET, auth £721E priv ¥ —U— KOTFT 7 4L
MEIZHY FHA, T2, T 74V 5 RXRAT—=RFEH 0 FHA,

L7 VY X AL, 3des /i aess¥— U — REEETEET, 35 AES i1k
TWﬁ)XA@NHVEV&LT 128, 192, 256 DWTNNEFRET H I &b TEET,
auth-password 5180%, FBiEx—W— X2 U — REFEE L £, priv-password 51 8%, Bk
2—P— RAT—REEELET,

NAT— RESNTZGEEE, BETERWED, 2V —2HRETILERHD T, 7
v%y?%xb@NXU%Fitim%w74Xéht?4/IxF%%ﬁf%i# 0—7
TARINTZHA V=AML, 22— U GRIRL7ZFBGET V3 Y X2 (SHA, SHA-224,
&ma% F 721X SHA-384) [Z—ETHMENH Y £7°, n~#%4m#://~wa%ré
NH5E. 377400 (RAEA— KT w7 a7 4Xalb—ay 77408 | g%
?\iﬂéfa/\ O—h A XINTZREFTA T2 ARNETTAN—F AT A %71»%&
L=V T FAMDONRAT— RO ICFERENET QEAOHIZSHL T ZE) , 8
AU — ROF/NEIL, BEF1XTFTT, 2720, ¥F%F 2V T 4 2HERT 5720128 XFUE
DOFHTFTHEMHEHAT D Z LR LET,

I TABY T EET 2= A —X—TSNMPV3 2 T 2454, BAID 7 T A X EREKIC
LW TAX 2=y EBINT DM, 72— A — ==y N5 L, SNMPV3
2—HFEFH L=y MIERINEEA, 2—FE2FH L=y MIEHICERT 512
X, SNMPV3 2—HEHIEHE/21IT7 7 7 4 V2= MIHFEBNT2LERH £4, £z
L=y Mia—FZEEBEMTE LT (SNMPV3 22— B LR/ L —71%, 75 A
AT —Ha=y hTHEAYY RE AN TEXR2NEWVI L—LOFIFTT) , filfllz=y FF
720X7 77 4 7= F T snmp-server user username group-namev3 2~ > K& AJ13 250,
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SNMP /A—2 3> 3M/INT A—F DERE .

i Sl STV 2RV ER O priv-password 47 3 > L auth-password 47> g V&2 fE L CF —
Fazmy NEZIZAZ NS 2=y NIEHEANTLHZLI2E0, Ha—F2HmRELET,

=y hE7EXT VT4 72=>y FTencrypted ¥—U— K& L C2—¥ &2 AT 5
L SNMPV3 e—Ha<wy R LU r— FENRNWZ EEZBHTHT T — A vt —VURER
ENET, ZOEMEZ, BEFOSNMPV 22— B IR v—Ta<wy KRR L7 r—y g o
W7 VT ERARNWZEBEKRLET,

e ziE. BELENEF—CAhESNFa~y ReEFHT A6 =y NERIET 2T 47
=y MIKDO L IR F9,

ciscoasa (config) # snmp-server user defe abc v3 encrypted auth sha
c0:e7:08:50:47:eb:2e:e4:3f:a3:bc:45:£6:dd:c3:46:25:a0:22:9a

priv aes 256 cf:ad:85:5b:e9:14:26:ae:8£:92:51:12:91:16:a3:ed:de:91:6b:£f7:
£6:86:cf:18:c0:£0:47:d6:94:e5:da:01

ERROR: This command cannot be replicated because it contains localized keys.

7 F ARG OT — 2 2= FNOEE O (snmp-server user =< > RAREIZH DA
DHFRINET)

ciscoasa (cfg-cluster) #

Detected Cluster Master.

Beginning configuration replication from Master.

WARNING: existing snmp-server user CLI will not be cleared.

SNMP#HIDZEEZHRELET, NT v T OBREILERDA X —T A4 AFRELET,
ASA ITHEHE CTE A NMS £721X SNMP = 12—V ¥ DLRTEIP 7T RLAZREELET,

snmp-server host interface {hostname|ip_address} [trap| poll] [ community community-string] [version
{1] 2c| 3 username}] [ udp-port port]

&1

ciscoasa(config) # snmp-server host mgmt 10.7.14.90 version 3 testuserl
ciscoasa(config)# snmp-server host mgmt 10.7.26.5 version 3 testuser?2
ciscoasa(config)# snmp-server host mgmt 12:ab:56:ce::11 version 3 testuser3

trap F—7 — RiX, NMS % b7 v 7OZEFICHIBR L £97, poll F—U— KiZ, NMS %%
KROEE (K—=V ) ZHIHIBLET, T 74/ FTIE, SNMP k7 v 734 x—7 VI
RoTWET, T 74/ FTIE, UDPA—FME162 T, 2I=2=7 41 ARMU 27X, ASA
ENMS OO HLFME X —TT, F—I%, KT ENSCFD KB S I D Fiek 32 307D Fesg 7
DIETT, AR—RIMFEHTEERAL, 774V aIa=7 41 A~ U7X public TT,
ASA L, ZOF—ZEHL T, &E SNMP ZERBERNE I a2l LE 7, 72 xiE, =
Ra2=T A AN T EERALTYHA FEfEET DL, ASALENMS ZRICA Y o 7 &l H]
LTHRETEET, ASAITECESNT-A M) U7 2EHAL, Bh/eala=T 4 AN 7%
R LZERIIISE LEY A, BB fbanizala=T 0 AN U7 &M L%, K5
IbENZRRZTNT R THOU AT A (CLI, ASDM, CSM 72 &) IcEr&nEd, 27U 7 7
FARDONRRAY— REIRRINERFA, BEbEnzalia=7 1 A M) U ZILHIT ASA I
KoThERENET, @FIE. 7V 7 TFAMOEXTALLET,

e
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version ¥—U— RiZ, FT v FLER (R—V 7)) [ZEHAEND SNMP D A—2 3 %R
FELET, Y=L OWBEIL, BRLEA—Da OB EHHLTCHFTINET,

SNMP N— 5 3 DR A M ASAICRET 25613, 2— P —%2Z DR MIBEEMNT 5
WD ET,

T v 7 EZ(ET HITIL, snmp-server host =~ > RZBIIL7-1412, ASA TRESNT-Z7 L
TUVRNVERUZ LT U x VEMH L TNMS Ca— P —2EICRET S LI LET,
SNMP H— _"—DG T £ 7o IS EFREZ R E L £,

snmp-server [contact | location] text

1 :

ciscoasa(config)# snmp-server location building 42
ciscoasa(config)# snmp-server contact EmployeeA

text 5150 IE, HYFEELITASA VAT AEEOLBIEZRE LET, LENIKTTF E/NLF
BERIEN, K127 LFTT, AN—REFHTEETN, BHOAX—2AFANLTH 1
DD ANR— NI F9,

SNMP ERD Y A= 7 R— FERELET,
snmp-server listen-port Iport

B -

ciscoasa(config)# snmp-server lport 192

lport 514213, AREREZITWMOF—FEEELETS, 7740 DU A=27 K— hI
161 TJ, snmp-server ligen-port 2~ > RFEBL T F A N TOREHATE, VAT L 2
YT XA NI TE EH A, BEMEHF OR— T snmp-server listen-port =2~ > K& 5%
ETDHE, DAY E—UNERRINET,

The UDP port port is in use by another feature. SNMP requests to the device

will fail until the snmp-server listen-port command is configured to use a different
port.

BEFFD SNMP A L RiZAR— MAMERATRBICZ2 2 £ T 60 T L lcAh—Y v 7 &fld, A—
NE AT OEAT syslog A v — %ASA-1-212001 2317 L £,

A—H—DTIL—TDEHE

oo

BELEa—YF—D I NV —T 057225 SNMP 2 —%— I X N ZFRET 5%, kOFEEE
TLET,
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FIE

w2y k7= 47519 kana—s—omErs [

SNMP t—H#'— U X F &R E L ET,
snmp-server user-list list_name username user_name

51 :

ciscoasa(config) # snmp-server user-list engineering username userl

listname 5145121, =—%— U X hOARTEEE LET, A3 LFETHETEET,

usernameuser_name N ¥ — U — R L G[EDT T, 2—¥— J A MIRET H1r—F—%H
EFLET, 2—P— U R hD2—HP—[L, snmp-server user username =~ > KT & L £,
ZOawy Rix, SNMP A=V a V3 HHA L CWAGRICOAERTEES, 2—F—U R
MO 2—V =2 EDINLERH Y FA M EITIP T KL AOHFPHIZBEAT T 5

ZENTEET,

2y RNIT—=D AT bADI—F—DFEEST

FIE

2—HP— JRNOHE—~Da2—Y—F /i da—F—DIN—T%Xy NI —F7 FT7 V=7 M
BB T 2121, ROFINEEZFEITLET,

a—HP— VX NOH—Da—Y—FIa—F—DINV—T%xy NTV—27 FT V=7 MC
BT £

snmp-server host-group net_obj_name [trap| poll] [ community community-string] [version {1 | 2c |
3 {username | user-list list_name}] [ udp-port port]

&1

ciscoasa(config
ciscoasa(config
ciscoasa(config
ciscoasa (config

snmp-server host-group inside netl trap community public version 1
snmp-server host-group inside netl trap community public version 2c
snmp-server host-group inside netl trap version 3 userl

snmp-server host-group inside netl trap version 3 user-list engineering

) #
) #
) #
) #

net_obj_names|¥kix, =—V—F/iF2—VF— I N —TEEEfTIT LA H—T oA ADF v
NTD—2 ATV NAERELET,

trapF—7U— RiZ, b7 v TOREOHBARETHY . ZOFRAMITITX (K—U7)
TERWILERELET, SNMP b T v I T 740 TS, F—T /2> THET,

e
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poll ¥—U—RiZ, "RARTT IR (K—U 7)) BARETHHLOD, T v 7T OEEI
TERWIEEBELET,

community ¥ — 7 — Ri&, NMS/HDERIZH LT, EIENMSIZEEEND b7 v 7 &4
T DHEXIZ, TIHNMIHNDOAN) I PR THDLZ L ERELES, ZOF—U—F
IZ. SNMP X— 2 > 1 £70032¢ TOREHTEEF, community-string 515021, BHIE 7
EINMS B DERTEFEINDSAI2=FT A A NIV I7EBELET, 23a2=F7 1 AL
YIFNAT = RO XS EE AR LET, Z0aia=T 0 AR U 7ERK 32 XFT
D

version ¥— U — K%, F?\y?’@‘?@{i}:%?}?@ﬁ FANL (R—1U 7)) I+ % SNMP 18
HON—=Y gy (WN=Ua 1, 2, £33 #RELET, 7740 DOAR—=T = id 1
<¥,

username 51%i2iE, SNMP X—V g v 3 AT 58Il —V—DLA R 2T LET,
user-lig ¥ —7U— R & list_name 545 ¢, =—H%— U X "NOL4RIZHEELET,

udp-port port O ¥ —17 — K & BHOMAE DX, NMS KA b~ SNMP k7 v 7 DE(FIC
F 7 4 MUSADOR— FZFEHTHHE8IC. NMSAA RO UDP R— hEESEZHRELET, T
7 4V h® UDP &~A— X 162 TT,

SNMP £E=41) >4

oo

WD SNMP =& U v THOa<wy FEBR LTI,
« show running-config snmp-server [default]
TARXTHOSNMP h—_—Dar7 4 Falb—ra  fFRERRLET,
+ show running-config snmp-server group
SNMP /' v—T7Dar7 4 Xal—a VEEERRLET,
« show running-config snmp-server host

VE—F KRR MIEEEIND A vE—T LBHAEHIEIT 57212 SNMP (2L > T X
NTNnAHary 74 X¥alb—arREEERLET,

» show running-config snmp-server host-group

SNMP R A N =7 Dars7 4 Fal—ara2RnrLET,
« show running-config snmp-server user

SNMP 22— —_R—20Dar 7 4 Fa b —ra VEEEFRLET,
« show running-config snmp-server user-list

SNMP =2—H— U X hDar 7 4 Fal—arr2RxLET,

show snmp-server engineid

FEINTWVWSLSNMP =D ID 2F/r LET,
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« show snmp-server group

RESNTND SNMP Z L —7 D4R R T LET, 2I2=7T4 AN BT TIC
BRESNTWDEE, T 74V KTH22O0BO 7 A—T R AICERSET, 208
Eix@Es o b0 TY,

show snmp-server statistics

SNMP #—_"—DREFHFEEZ R R LET, T XTOSNMPA TV Z a2l ty b
I 5%, clear snmp-server statistics =~ > K& L £,

show snmp-server user

2= Y OREF B ERTLET,

451
WDHNL, SNMP H— N—DFEiHERERRT 5 HEZRLTHET,

ciscoasa(config) # show snmp-server statistics
0 SNMP packets input
0 Bad SNMP version errors
Unknown community name
Illegal operation for community name supplied
Encoding errors
Number of requested variables
Number of altered variables
Get-request PDUs
Get-next PDUs
Get-bulk PDUs
0 Set-request PDUs (Not supported)
0 SNMP packets output
0 Too big errors (Maximum packet size 512)
No such name errors
Bad values errors
General errors
Response PDUs
Trap PDUs

O O O O oo oo

O O O o o

WOHNL, SNMP Y — N—DETar 7 4 Falb—arERRT D5 HEEZRLTHD
F7,

ciscoasa(config) # show running-config snmp-server

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart

WOETIE, T_XTHOSNMP X—T 5 0 DHEL L THEATXAHEZRLET,

e
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SNMP /N\—2 3> 1E&U 2

WOFNE, EDRA MIH SNMP syslog ZR A EEETIT, ASA BWNEA >4 —T = A AT
AR B 192.02.5 7250 SNMP R %2592 HiEERLTWET,

ciscoasa(config)
ciscoasa (confiqg)
configq)

)

(
(
ciscoasa(
(

ciscoasa (config

SNMP /A\—> 323

WOHIL. ASADNSNMP A—2 a2 308X T 0 F/L5FH LT SNMP 3R 423
HHFEEZRLTVWET, ZOEFATIE, F—7F, 2—HF—_ KA W) —EDET T

ETOUERDY £7,

# snmp-server host 192.0.2.5

# snmp-server location building 42

# snmp-server contact EmployeeA

# snmp-server community ohwhatakeyisthee

ciscoasa(config) # snmp-server group v3 vpn-group priv
ciscoasa(config)# snmp-server user admin vpn group v3 auth sha letmein priv 3des ciscol23
ciscoasa(config) # snmp-server host mgmt 10.0.0.1 version 3 priv admin

SNMP O & &

%= 7: SNMP O & &

tHre

N

IN—
av

B8

SNMP R—2 g3 > 1 BLO 2

7.0(1)

JVTTFHFRARDAI2=T 4 AN 7 %HH L7Z SNMP #— /38—
& SNMP =— > = MNEOT —ZEFIC LT, ASAXy hU—7
DE=H Y TEBIOA R MERERILL E 7,

SNMP /N— g 3

8.2(1)

3DES £ 721X AESH; 54k, BL OV HR— b T0oEX=2U T 4 F
TLOHRTRLEXF 2T R THL SNMP N—2 3 U 3DHHR— |k
ERRMELEST, ZONN—Va T, USMZFEH LT, =2—%— 7
N—T RAN, BLOREOFMELZRETEET, IHIZ, Z
N—=a 0 TlE, ==V EeMIBAT V2 b~DT 78R 2
Y hue— /LR S H, B MIB A R— F s EENRE T,

WD a~y RPBEANEITELSVE LIz, show snmp-server
engineid, show snmp-server group., show snmp-server user, snmp-server
group, snmp-server user, snmp-server host

IRAT— ROREEAL

8.3(1)

RAT — RO BN — &N ET,

snmp-server community, snmp-server host 2~ > RAEEINE L
7

oo
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IN—
Tav

B

SNMP k7 v 7L MIB

8.4(1)

BMOF¥F—U— K& LT, connection-limit-reached. cpu threshold
risng, entity cpu-temperature, entity fan-failure, entity power-supply.
ikev2 stop | start, interface-threshold, memory-threshold, nat
packet-discard, warmstart %74~ — kL £,

entPhysicalTable (Z L > T, B ¥ —, 77 EBK, BLOE#E=
A= bOZ IRV AR—FSNET,

BN MIB & LT, CISCO-ENTITY-SENSOR-EXT-MIB,
CISCO-ENTITY-FRU-CONTROL-MIB, CISCO-PROCESS-MIB,
CISCO-ENHANCED-MEMPOOL-MIB,
CISCO-LAL7MODULE-RESOURCE-LIMIT-MIB, DISMAN-EVENT-MIB,
DISMAN-EXPRESSION-MIB, ENTITY-SENSOR-MIB, NAT-MIB %
A—FLFET,

X 5T ceSensorExtThresholdNotification, clrResourceLimitReached,
cpmCPURisingThreshold, mteTriggerFired, natPacketDiscard, warmStart

NIy T Y R—=FLTWVET,

snmp cpu threshold rising, snmp interfacethreshold, snmp-server enable
traps 2~ RPNEAF - IAEEINE LT,

[F-MIB ifAlias OID @Y 7R — b

8.2(5)/
8.4(2)

ASA X, ifAlias OID ZH¥ AR — b9 5192720 £ L7z, IF-MIB %27
F X 5B, fAlias OID |EA v X —7 = A ZADFEIRICEEFH A DIE
ICRRESNNET,

e
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B swroE=

HRES N— | FiEA

av

ASA V—E 2 £V 22—/ (ASASM) |8.5(1) |ASASM %, &R 84()IZHDHTRTHOMIBEBLON T v 7%
A—hrLET,

8.5(1) DY AR — h ZA T2\ MIB :

+ CISCO-ENTITY-SENSOR-EXT-MIB (entPhySensorTable 7 /L-— =7
DATY =l NZFHBR— RS ET) .

* ENTITY-SENSOR-MIB (entPhySensorTable 2/ /L — 7" DA 7 ¥ = 7
FEFBRYR—FSnET) o

* DISMAN-EXPRESSION-MIB (expExpressionTable, expObjectTable,
L WexpValueTable 7 V—7 DA T V=7 FEFHRHAR— K&
NET)

85(1) DY AR—hFINTWRWET v 7!

» ceSensorExtThresholdNotification
(CISCO-ENTITY-SENSOR-EXT-MIB) , Z® +Z v 7%, &
fEE 77 UEER X O CPUIRE DA X M s E
R

* InterfacesBandwidthUtilization,

SNMP k7 v~ 8.6(1) | ASA 5512-X, 5515-X, 5525-X. 5545-X. 35 K UV5555-X OiBMND ¥ —
U— R& LT, entity power-supply-presence, entity
power-supply-failure, entity chassis-temperature, entity
chassis-fan-failure, entity power-supply-temperature # %7~ — k L £9°,

WD a~<y RPEHTILE LTz, snmp-server enabletraps,

VPN-related MIB 9.0(1) | CISCO-IPSEC-FLOW-MONITOR-MIB.my MIB ®D H#/3—7 5 L 73, &
HARORE S LHiEZ VR — F o wlcEEINE L,

ASASM TiE, %D MIB BHEMN2 0 F Lz,
+ ALTIGA-GLOBAL-REG.my
+ ALTIGA-LBSSF-STATS-MIB.my
+ ALTIGA-MIB.my
+ ALTIGA-SSL-STATS-MIB.my
+ CISCO-IPSEC-FLOW-MONITOR-MIB.my
+ CISCO-REMOTE-ACCESS-MONITOR-MIB.my

Cisco TrustSec MIB 9.0(1) | CISCO-TRUSTSEC-SXP-MIB O# AR — M3 BEMEE LT,

oo
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HEEA /N— | ERER
o3y

SNMP OID 9.1(1) |ASA 5512-X, 5515-X, 5525-X, 5545-X, B L N5555-X W R— b
BTN 5 DDHT LU SNMP P~ & — A 77 OID 28BN S v E
L7,

NAT MIB 9.1(2) |cnatAddrBindNumberOfEntries 35 22 Uf cnatAddrBindSessionCount OID 73,
xlate_count 33 X ("max xlate count =2 F U Z VR — 35 L 512720
F L7, 2. showxlatecount =~ > REFEHLIZA—Y DO
"] LRI TT,

SNMP D7EA K, A K Z—7 9105 |[HK4000 HETHRA FEZEBNTEDEHCR0ELE, PHR—FE

Z—H— J 2} NDET 7T 4 77R—Y T HOBIT 128 T, FA KN T A—TL
LCEMT 5% DFRANERTEDIZXY NT—=0 TV b
RETEXET, 1 DOKRA MIEEO=Z—VF—%2 #5223 T
xF7,
snmp-server host-group, snmp-server user-list, show running-config
snmp-server, clear configure snmp-server O£ 2= R23E A F 7214
EEREINE L,

SNMP 2 v tE— D% A4 X 9.2(1) |SNMP TREETEXAA v E—VDH A XN 4T2 3, FETICH X F
L7,

SNMP @ MIB ¥ X O OID 9.2(1) |ASA IZ. cpmCPUTotalSminRev OID % ¥R — b3 5 k92720 £ L
776
SNMP ® sysObjectID OID 35 L OX entPhysicalVendorType OID (2., 1 L
WELEL L LT ASA AR MBI EVE LT,
HLWT Ty F 74 —ALTHDHASARMB 2 R—F+5L9I1C
CISCO-PRODUCTS-MIB # L T CISCO-ENTITY-VENDORTY PE-OID-MIB
NEHIINFE LT,
VPN #E£H T A v ADEHRNAEET=X—3 572D DH LV SNMP
MIB 28BN &t E L=,

SNMP @ MIB 3 & O OID 9.3(1) | ASASM 1T CISCO-REMOTE-ACCESS-MONITOR-MIB (OID

1.3.6.1.4.1.9.9.392) O AR— Fp3BINEE Lz,

e
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B swroE=
HEEA ACI Y
o3y
SNMP O MIBEB L FT v 9.3(2) |ASA 5506-X & H7R— 4% X 92 CISCO-PRODUCTS-MIB 5 L T

CISCO-ENTITY-VENDORTYPE-OID-MIB 28 8 S vk L7z,

SNMP @ sysObjectID OID 35 & TF entPhysical VendorType OID D7 —=7
VBT LWL & LT ASA 5506-X MBS AUE Lz,

ASA T CISCO-CONFIG-MAN-MIB 73 #7K— F &h % X 512720 £ L
7o LLFNAIRETY,
CEEED T LT 4 K a b= a VONT AN SR 3 Rk
T D,

FETar 74 X2 Lb— g VIZEEREE L L ZIZTNMS I
45,

FITar 74 X2 b—rva UPRRICEFEZIIRGFEIN L X
DEA AR T HBYT 5,

WRDFE S Ca~ Ly RO Y —AR Y, a~ 2 NICkd 5 0Mo
B A2BHT 5,

WD a~<y RPEHTILE LTz, snmp-server enabletraps,

SNMP O MIB B LW KT » 7 9.4(1) | SNMP @ sysObjectID OID % L O" entPhysicalVendorType OID D7 —=
ST, HTLOWELL & LT ASAS5506W-X, ASA 5506H-X, ASA 5508-X.,
BILOASA 5516-X MBS E Lz,

T XA R EICERIIRO SNMP | 94(1) [ASA X, 2T F A F I EIZERIROD SNMP H—/3— KT v 7 KA

== R T v T RA B h &Y AR— b LET, showsnmp-server host =<2 KO J1ITIZ ASA
ER—VTLTWDET 7T 477 A N, FUICERTE SR A
NDOBNRRINET,
show snmp-server host =~ > RWEHE S E Lz,

ISA 3000 DHA— F3EMMEEL  |%12) | 1SA3000 5% 7 7 IV —TSNMP A AR—FShFELZ, 20T T v

776

N7 4 —LIZH LW OID MBSV E L7z, snmp-server enabletraps
entity =~ > ROVET S, B LWA%L 11-bypass-status 73 iB 1 & AL %

L7z, ZHUTED "= RT =T DO A R ZRBOEHE R AREICR Y

F LT

MDA~ RINELILE LTz, snmp-server enabletrapsentity

oo
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HEEA JN— | ERER
o3y
CISCO-ENHANCED-MEMPOOL-MIB  |9.6(1) | CISCO-ENHANCED-MEMPOOL-MIB ? cempMemPoolTable 734 7K —
@ cempMemPoolTable D H74— FERE L, DU BEMS 2T AOTRTOWHT T 45 4
DAY =N =) T o N DT —T )V TT,
GE)
CISCO-ENHANCED-MEMPOOL-MIB (%64 ¥y b h v 2 2/ L
T, 779 74— ED4GBLULEDAEYDVR—T 4 T %W
A—rLET,
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