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call-home test reporting anonymous
1 -

ciscoasa(config)# call-home test reporting anonymous

INFO: Sending test message to
https://tools.cisco.com/its/service/oddce/services/DDCEService...

INFO: Succeeded
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Smart Call Home %1 2 —7/LZ LT, CallHome 7’2 7 7 A V& T 7T 4 723 AI120%, RO
FlEEZFITLET,

Smart Call Home +— Y A% 4 x—7 /{2 LET,

service call-home

1 :

ciscoasa(config)# service call-home
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B -
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n:unEF.!o) FS X B ‘l'\’f N I‘O)El nj'f)J:Uum\anZ

HTTPS #H T Web Hr—/3—(Z A v & — T %%K[E 7 5 X 91T Smart Call Home 2358 & S 41TV 5
iE'A\ Web H—/X—DFEEE TR FE L BT LICHRGER (CA) OFEAELEET L X9

CASA ZRETDHIHLENH Y £7, Cisco Smart Call Home SERE) - — /N —FEBAE L, Verisign
L\_ Ko THRITENFE T, CiscoSmart Call Home Staging - —N— DFEA # 13 Digital Signature Trust
Company |Z X > THITSNET,

\}

GE) VPN RRFEIZHEFH S 4720 72812, no client-types 35 & 0¥ no validation-usage 1D k7 A k &R A >
ERETDLENRDY 7,

CISCO'H“‘/\“* —{Z#—J ) T/r @nﬁﬁi%ggki()\mu nEL/ Smart Call Home "j-“‘t X)EH Cisco
HTTPS #—/3— & OilfE 2 ierd 51213, ROFIEEZFATLET,

FIE

ATYT1 (AF arTXFAME-FOR) BRI THAPTHEREEL A VX =L LET,
changeto context admincontext

&1

ciscoasa(config) # changeto context contextA

ATYT2 FTAN KA MEREL, AEHEREOEREZEZ FT,
crypto catrustpoint trustpoint-name

51

ciscoasa(config)# crypto ca trustpoint cisco

G¥)
TRk HVEE L CHITP 2T 2581, B2 U T (iEHEL N T A MRSV MRATAL
A N =T HMERHY £4, HTTPS 121X, TNBMETT, RO URL T, A A h—/L7
HIREDERAELZE L ET,

http://www.cisco.com/en/US/docs/switches/lan/smart_call home/SCH31 Ch6.html#wp1035380

ATY T3 AEREFERRIC, FHTON Y T RA—X MHFRERELET,

enroll terminal

Anonymous Reporting & & U' Smart Call Home .
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B =ss:0z5r97vav b 75—+ YL—ToRE

ATv74

ATy TH

1 :

ciscoasa(ca-trustpoint)# enroll terminal

FRE L7 CA Z#8GEL £4°, CA O4HINIE, cryptocatrustpoint =~ > RTHRELZ F T A b
RA L E—BLTWAYENRHYET, 77 FC, EX 2T 4iEAEOTF A M
HEY T E 9,

crypto ca authenticate trustpoint

&1

ciscoasa (ca-trustpoint)# crypto ca authenticate cisco

X2V T AAERAFEOT IR FOKDY ZIEEL. AShictFx a7 4iEHEFEOXIT AN
2R L £,

quit
ciscoasa(ca-trustpoint)# quit
%$Do you accept this certificate [yes/no]:

yes

BRERBLUVRFTYTOavybT7S—FJIL—TDHRTE

FIE

BEBLOA Ty T vay b T I7—F ZA—T%RETDHITIE, WOFIEEZFEITLET,

TI—h I N—F ar74¥al—vary E—FeBLET,
alert-group-config {environment | snapshot}

51 :

ciscoasa(config) # alert-group-config environment

PS—FOIL—THTRH) T3 NDHRE

T T ANET T — N TNA—TIC8GT HI2E, WOFEEZEITLET,

. Anonymous Reporting & & U' Smart Call Home



| Anonymous Reporting # & Ut Smart Call Home

FIE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

75—t -7 492U 7vav0iE |

CallHome 2> 7 4 X2l —Y g — REBALET,
call-home

51 :

ciscoasa (config)# call-home

F87E L7 Smart Call Home 77— b 7 V—""% A F—T ML ET,
alert-group{all |configuration |diagnostic |environment |inventory |syslog}

1 -

ciscoasa(cfg-call-home)# alert-group syslog

FTRTDT 7= IN—T oA X—=7NT D%, al F—UV—F&EHLET, 7740
FTiE, T R_RTOT 77—k T—TRA X—=T NI 7,

BEINET e 77 AN TDHE T e 77y AV a7 4 Fab—aT— REBtRL
F7,

profile profile-name

1 -

ciscoasa(cfg-call-home)# profile CiscoTAC-1

AR TXTOT T — b ZJ—TI8 8k L ET,
subscribe-to-alert-group all

1 -

ciscoasa(cfg-call-home-profile)# subscribe-to-alert-group all

ORI T AN E AT 4 Fal— gy TI— N I —F I8 LET,

subscribe-to-alert-group configuration periodic {daily hh:mm| monthly date hh:mm | weekly day
hh: mm}

1 -

ciscoasa(cfg-call-home-profile)# subscribe-to-alert-group configuration periodic weekly
Wednesday 23:30

periodic¥— 7 — RZEET L &, EMMICENT L Iy 74 Falb—var77—F
TN—TRNHEINET, 7740 sOMIREIL daily T,

Anonymous Reporting & & U' Smart Call Home .
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B mzeccmmons

daily &¥—U— RCiX, %ET 204 % 24 FEfH O hhemm 2 (61 @ 14:30) THREL £,

weekly F—U — K Cix, WEH &M% % dayhh:mmEXTHE L £4, BRIZEEcRR L £
(# : Monday) .

monthly % —7 — K Ti%, 1~ 31 ®HAf &% datehh:mm X THRE L £,

REERERROKTE
BB S A R E T B I, RO FIRE AT LET,

FIE

A2Tw 71 CallHome =27 4 Fal—vary T— REBBLET,
call-home
i -

ciscoasa(config)# call-home

ATV T2 MEEBFEEERELET, AXN—AEMEHATEETH, AX—ARFTENLIHEITA NI &~
7 ORIZIZGI A/ 2T 2 0BERH Y £3,
phone-number phone-number-string

B -

ciscoasa(cfg-call-home)# phone-number 8005551122

ATv 73 BEOER (HHEROIXTFH, FE25XF) 2HELET, AX—RE2MHATE E3,
AR=ANZENDHEIFZA MY T ORI AF LT 0B H Y 7,

street-address street-address
5 -

ciscoasa(cfg-call-home) # street-address “1234 Any Street, Any city, Any state, 12345”

ATy T4 EES (RE1283F) ZEELET, AN—AZ2HTEETH, AXN—2ABGENLHE
T2 MY 7 ORHEIZS AT 2T 2 BENH Y £,

contact-name contact-name

1 :

ciscoasa(cfg-call-home)# contact-name contactnamel234
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ATy TH

ATvT6

ATy 71

s—ny—n—ozz i

VA AL —ID (RKRE64TF) HHEELET, AXR—REHEHTEETN, AX—2N
BENDGEITA N T ORIMRICSI/F 2T 2 0BERH Y £,
customer-id customer-id-string

1 -

ciscoasa(cfg-call-home)# customer-id customerl234

R A NID (k64 X7) #EELET, AN—REFHTEXETN, AX—2ARNEEN
LT A MY T ORIZICHI R R 20 ERSH Y 9,

site-id site-id-string

1

ciscoasa(cfg-call-home)# site-id sitel234

B ID (RE 128 7)) Z2fELET, AR—AZMEATEETH, ARN—ANGE
NDEEEA MY 7 ORIRICSIAF LT 20BN H Y £,

contract-id contract-id-string

1 :

ciscoasa(cfg-call-home)# contract-id contractl234

1
WIS, SR ARET DPlerm L ET,

ciscoasa(config)# call-home

ciscoasa(cfg-call-home) # contact-email-addr username@example.com
ciscoasa(cfg-call-home)# phone-number 8005551122

ciscoasa(cfg-call-home) # street-address “1234 Any Street, Any city, Any state, 12345”
ciscoasa(cfg-call-home) # contact-name contactnamel234

ciscoasa(cfg-call-home) # customer-id customerl234

ciscoasa(cfg-call-home) # site-id sitel234

ciscoasa(cfg-call-home) # contract-id contractl234

A— )L H—NN—DHEFE

A=V OEEIZIE, b X2 T RHTTPS 2452 L2 B0 LEd, 727201, Smart
CallHome 5 CHOBFA—NEHEL., BT AN A v —JHEEAEHT S L S A—L H—
N BETEET,

BIA—IN F—N—ZRET DI, ROFIHRZFETLET,
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B 5000 L—rosimomE

FIE

ATy T

ATy T2

CallHome 2> 7 4 X2l — g — REBALET,
call-home

51 :

ciscoasa (config)# call-home

SMTP * —/b $—"—Z4aE L7,
mail-serverip-address name priority [1-100] [all]

51 :

ciscoasa(cfg-call-home)# mail-server 10.10.1.1 smtp.example.com priority 1

HTREDODA =L P —R—ZEETEET, TOEAIF., a2~ FE25EEITLEJ, Smart
CallHome A v & —YDE S A —NVEEELAEHT HI21E, &K1 DDA —)b P —N—%RET
DHLENRH D F£7,

FEDNIWNZE A=) == DEFENERL &L 720 757,
ip-address 51 4121%, IPv4 & IPv6 D EL LD A—)L —"— T KL ALIFETEET,

1

Wiz, 774 <U A—/L P —s3— (smtp.example.com) I L NIP 7 K1 % 10.10.1.1
oot h BV A=) b—=N"—"BRET Ol 2R LET,

ciscoasa(config)# call-home

ciscoasa(cfg-call-home) # mail-server smtp.example.com priority 1
ciscoasa(cfg-call-home) # mail-server 10.10.1.1 priority 2
ciscoasa(cfg-call-home) # exit

ciscoasa (config) #

57495 L— FOSIBOBRE

FIE

ATy T

N7 74y 7 L= bORIRZEEST HITIT, ROFIHLFTLET,

CallHome 2> 7 4 Fal—v g — RaBALET,
call-home
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ATy T2

Smart Call Home &

FIE

Smart Call Home &S DA1E .

1 :

ciscoasa(config)# call-home

Smart Call Home 28 1 5ICEETEA A v —VOBEHEELET, T 740 MEX, 14
W10 DA v =TT,

rate-limit msg-count

1 -

ciscoasa(cfg-call-home)# rate-limit 5

EDEE
#57E 0 Smart Call Home 37 % (73 5 1213, ROFIEEHEITLET,

KONT IO T a B RIRLET,
A Fvavl:TurrArar7 4 Xal—varEHHALT TARNAvE—UhkE
FLET,
call-home test [test-message] pr ofile profile-name

i

ciscoasa# call-home test [testingl23] profile CiscoTAC-1

cF T a2 T T N IN—T A —TE1OOEET R T s A NMIEEFELET (R
ESNTHDAHE) . 787 7 AVPEESN TV RWGEAIE, AU h), a7
Fal—vay, AFvFvav b, FLEITLAN TI—F ZA—TOi@MEZS
BDEICRESNTETRTOT BT 7 A NI A v E—URNEEINET,

call-home send alert-group inventory { | configuration | snapshot | telemetry} [profile
profile-name]

il

ciscoasa# call-home send alert-group inventory

oA Far3avr FHHEETFA—NLNT FLRICEELET, $5ETAHACLILa~<w > R
X, FOXoka~vr RTCEMENVERFA, ZHCIE, TRTOBEFEAE 2a—/LDa
<~ RbEENET,

call-home sendcli command [email email]
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il

ciscoasa# call-home send cli destination email username@example.com

EFA—NLT RLRAEZIRELERE., a~vy RHAFFOT LRI EESnNET, &
A=) T RURAZRELTWRWEE, HIX Cisco TAC IZEfFSNVET, A —L
X, LTS —E 2R ST T GBELESES) /7% X MERTEESNET,

BT A—IL T RLAZEELRWEES., £721X Cisco TACETA—/L 7 FLAZIFEEL
TG AIZIRY | —ERAFEBMLEITRY 7,

BEITAT7AILDEKRTE

FIE

ATy T

ATy T2

ATvT3

B A—/VEITHTTP O 70 7 7 A NV EFRTET HITIE, ROPIEEFITLET,

CallHome 2> 7 4 Fal—v g — RZBlBALET,
call-home

51

ciscoasa(config)# call-home

BESNmETe 77y A Mt a7y () a7 4 Fal—ary B— REBBL
T4, BEESNmAE T a7 7 A VBFELRWES. TEREnET,

profile profile-name

&1

ciscoasa(cfg-call-home)# profile newprofile

BRI0EOT VT 47 Fa7 7 A VR TEET, T74 717 7 A /L1%. CiscoTAC
W5 L IR EENTWET, CallHome [FEHRAZBOHAT (=& ziE, BEoY——)
WCEET AT, BloTn 77 A VEaRELET,

o, AvE—T0oV AR, AvE—TU0EA, B L O Smart Call Home A v & — V% EH ~

DEREFTEEZRELET, 74V DA v E—UERII XML T, T 74/ FTA 32—
I 72> TV DB ERE I, B A—LTT,

destination address { email address| http url[ reference-identity ref-id-name]} |message-size-limit
size| preferred-msg-format {long-text | short-text | xml} transport-method {email | http}}

1
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sxeTn7r4r0at— ||

ciscoasa(cfg-call-home-profile)# destination address http
https://example.cisco.com/its/service/example/services/ExampleService reference-identity
ExampleService

ciscoasa(cfg-call-home-profile)# destination address email username@example.com
ciscoasa(cfg-call-home-profile)# destination preferred-msg-format long-text

reference-identity 47> 3 i3, =5 L7z — S —FEBEIC K325 RFC 6125 B ID F = v
JEFCLET, ZOF =y Zid, HTTP 7 FLARRE SN TV D5 EIC ORI S E
T, IDF =y ZITREFHDSBRID A7V =7 MIESWTIThbnEd, ZRID A7V =
7 MZHOWTFELLIZ, Z2RID OREEZSR L TLIEEV,

FEFA—/LT FL AL, SmartCallHome D A v — 2 Z T AEFA—/LT RLATT (&
100 3X5) . 7 7 4V FO&HRK URL A XL 5MB T,

FENRANTNAATA =V REEFEL, ARDIZEYa—F T7F A MEXEMFEHL, =

VEa—HTAyE—UEEEL, AL IZIER Y TXRAMNEREEHALE T,

A o —T DO EE D Smart Call Home /Ny 7 =0 K —R_R—DIFE. Ny 72 K —_—
L XML JERD A v &=V DORZIT AN SID T2 preferred-msg-format Dfi7s XML Th 5

ZlEMRLET,

EFA—LVOBEFRE A — /MR, Zoa~vy R LET,

BEITOT7A4ILOIE—

FIE

ATy T

ATy T2

ATvT3

RO 7 a7 7 A Ve a— L TH LWELET v 7 7 A VEERT D121, RO FIAZSE
TLET,

CallHome 2> 7 4 Fal—v g — RaBlALET,
call-home

&1

ciscoasa(config)# call-home

abE—33570 7 A NVERELET,

profile profile-name

&1

ciscoasa(cfg-call-home)# profile newprofile

BfEO7a 7 7 A NVORNREFT LT 7 7 A Ml abt — L%,
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B oo ozmozE

copy pr ofile src-profile-name dest-profile-name
1

ciscoasa(cfg-call-home)# copy profile newprofile profilel

BEGFEo7Ta 7 74 (src-profilename) & # LW 71 7 7 A )L (dest-profile-name) 135K 23
i‘@‘g—‘(}

451
wIZ, fFO7T a7y A Ve ar—4 56 %RLET,

ciscoasa(config)# call-home
ciscoasa(cfg-call-home) # profile newprofile
ciscoasa(cfg-call-home-profile)# copy profile newprofile profilel

BETOT7AILDEZBIDER
WEOTa 7 7 A VOLARIZEET HIZ1E, ROFNEEZFEITLET,

FIE

AFw 71 CallHome 2> 7 4 X2l —3 g T— FEHBLET,
call-home

11
ciscoasa(config)# call-home
RT9T2 ARiEEFETLTa7 7 A VERELET,

profile profilename

1 :

ciscoasa(cfg-call-home)# profile newprofile

AT T3 BFEOT e 7 v A NVOL4RIEERELET,

rename profile src-profile-name dest-profile-name

1 -

ciscoasa(cfg-call-home)# rename profile newprofile profilel
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Anonymous Reporting & & Uf Smart Call Home DE=4 ') >4’ .

BEfFD 717 7 A )L (sre-profile-name) &5 L7 12 7 7 1 /L (dest-profile-name) 135k K 23 X
FT7,

451
WRIC, BEOT 2 7 7 A VDOLFTIZET T HHE2 < LET,

ciscoasa(config)# call-home
ciscoasa(cfg-call-home) # profile newprofile
ciscoasa(cfg-call-home-profile)# rename profile newprofile profilel

Anonymous Reporting & & U Smart Call Home D E=42 1) >
o

Anonymous Reporting 33 X UF Smart Call Home %+ —E A DE =4 U 72O T, RO~
NEZRRL TSN,

» show call-home detail
ZDa~r Rk, BHFED Smart Call Home DFFAlER EA FR LE T,
+ show call-home mail-server status
ZDa<wr R, BEORA—I P —=NR—D AT —HX A5 F R LET,
« show call-home profile {profile name | all}
Zoa<xr RiE, SmartCallHome 707 7 A DAL T f Fab—a 2R RLET,
» show call-home registered-module status[all]
Zoawy L, BEENTWAEEY 2 —VDAT—F A% KR LET,
* show call-home statistics
Z D=z~ RiE, CallHome OFfMAT —H A2 FRRLET,
» show call-home
Zoa~vy R, BUED Smart CallHome D> 7 4 Fa b —va ryaRKRLET,
+ show running-config call-home
Zoa<wy Kk, BfED Smart Call Home D EfTa 7 4 Xal—a a2z isLET,
« show smart-call-home alert-group
Z»a< N, Smart Call Home 77—~ 7V —T OBIED AT — 2 A% KR LET,

» show running-config all

Anonymous Reporting & & U' Smart Call Home .



Anonymous Reporting 5 & Uf Smart Call Home |
B smart call Home 01

Z®» =z~ KX, AnonymousReporting =—%— 717 7 A )VICEET Dz R~ LET,

Smart Call Home Dl
WOFE. Smart Call Home ' —ERAZRET HHFEEZRLTHET,

ciscoasa (config)# service call-home

ciscoasa (config)# call-home

ciscoasa (cfg-call-home)# contact-email-addr customer@example.com

(cfg-call-home) # profile CiscoTAC-1

ciscoasa (cfg-call-home-profile)# destination address http
https://example.cisco.com/its/service/example/services/ExampleService

ciscoasa (cfg-call-home-profile)# destination address email callhome@Rexample.com
ciscoasa (cfg-call-home-profile)# destination transport-method http

ciscoasa (cfg-call-home-profile)# subscribe-to-alert-group inventory periodic daily 23:30
ciscoasa (cfg-call-home-profile)# subscribe-to-alert-group configuration periodic weekly
Wednesday 23:30

ciscoasa (cfg-call-home-profile)# subscribe-to-alert-group environment

ciscoasa (cfg-call-home-profile)# subscribe-to-alert-group diagnostic

ciscoasa (cfg-call-home-profile)# subscribe-to-alert-group telemetry periodic weekly

Monday 23:30

ciscoasa
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Anonymous Reporting & & Uf Smart Call Home O /& & .

Anonymous Reporting & & U Smart Call Home O /& &

%= 3: Anonymous Reporting 35 & U* Smart Call Home 0D F& &

HaE

iy

TS5y bk
T+—L1)
IJ—Z

Bl

Smart Call Home

8.2(2)

Smart Call Home " — B A%, ASAIZBET A7 a7 774
TZ2HBIRNITNVEAL LT T7— 2B MEL, X b
U—7 O AL ERSERE R LI ET,

RDOa~y B AELITERLELE,

active (call home), call-home, call-home send
alert-group. call-hometest, contact-email-addr
customer-id (call home), destination (call home), profile,
renameprofile, servicecall-home, show call-home, show
call-homedetail, show smart-call-homealert-group, show
call-home profile, show call-home statistics, show
call-home mail-server status, show running-config
call-home, show call-homeregistered-module status all,
site-id, street-address, subscribe-to-alert-group all.
alert-group-config, subscribe-to-alert-group
configuration, subscribe-to-alert-group diagnostic,
subscribe-to-alert-group environment,
subscribe-to-alert-group inventory periodic,
subscribe-to-alert-group snapshot periodic,
subscribe-to-alert-group syslog. subscribe-to-alert-group
telemetry periodic,

Anonymous Reporting

9.0(1)

Anonymous Reporting & £ —7/LIZ LT, ASA 7T v
N7 —L%&5(bT 52 LN TEET, Anonymous
Reporting (IZ £V, =T —B XUV RIZEET D/ NRO
BHRET NA APD VAL EIZEFETEET,

call-home reporting anonymous, call-hometest reporting
anonymous 2~ > RPEAIVE LT,

Smart Call Home

9.1(2)

TULANY TT—hF ZN—7 LAR— D7D show
local-host =< > RiX, show local-host | includeinterface
av s RIZERIZRD E LT,
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T3k
T —LY
) —2

Bl

Smart Call Home 9.1(3)

SmartCallHome X v&—U%, 7 T RZ Y T A R—
TMZLTEY, 7 VT 4 DIVIREREEROZKT
Z— b N —T 12K T 5 & 91T Smart Call Home % 5%
ELTHIBEERIC, BEERI TAX AN M LAR— |k
T BT A |TEE SN FE T, SmartCallHome 7 7
ABZY T A=K, WROIFEFEOA N MIKL
TOHEESNET,

ey MR TRAZIIEBMLTI & &

e =y NI TAAZMLIIE LT L&

VTG AR =y M T AL =y MZleo T2

D=3

EEENAIE A v = I ROEERERNGENTCWE
j—O
T IT 4T TTAEDA LI

o 7 F AH il =~ FTO show cluster info =< >
RN¥ & O show cluster history =~ > KO

% = 7 72 Smart Call Home ¥ —/S—#fi D |9.6(2)

Y757 L2 AID

TLS 7 7 A 7 > ML, RFC6125 D7 3 612
EFRSND P — =D OfGELV— L Z R — 15 &
1270 £ L7, IDHRAEIL. Smart Call Home $h—/3—
~O TLS ##5i O PKIFERRFICFEIT SN E T, fEnd
IDBABRESNTZV 77 L2 AID &~ LARWES., #
e HENL T EH A,

WD~y RPZBMERIIEFE I NE L=, [no] crypto
careference-identity, call homeprofiledestination address
http,
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. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
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