ERAT DHIIC

ZOFETIE, ASA OEMZBRMGT 2 FIEIC SV THB L £,

s v RIA A X —T x4 A (CLI) DIy —NL~D77tA (1 X—=)
« FIPS E— ROAE (6 X—)

« ASDM 7 7 & ZDHIE (7 =—)

* ASDM O#EHE) (11 _X—72)

s THAEOT 7 40 biRE (12 2—2)

e T 4 X2l —g L fEE 323—)

O ELEE DM (38 X—)

cASA DY 11— R (38—

aARVESA A3 —T 24X (CLH) a2y —ILA
DT7IEA

MM EZITOICE, 2y Y — L R— FpLE#ECLLIZT 7 BEALET, TO%k, BT 7
T A5 T Telnet £/2ILSSHZHEM LT, VE— R 77 BRAZRETEET, VATLAN
TTICvILTF 2 TF AN T—=RTEEL TWAEAIE, 2V Y=V R—hMNIT 78 RAT%
LU RAT ADFETAR—RICAY £,

2 — )R — MO LTz & X2, AR WIIFRRREINDGAIE. A— FOREE
ERLTLZE, FEDIELWEEE, FUREEZFEH L THOT A ATEDr—7 Vi
HRLUET, Fr—7VCRERR2WERIE, a2 Y — VR — hDON— KT = 7 Z 554 2 MBHR
HAHFREMENRH Y ET, HDOU—2 AT — 3 TCOBERLD Z L b LT EEV,

\)

GE)  ASAABR Do Y — LT 7B RZOWTIE, ASARAE DI A v 7 AX— " HA REBRLT
<TZ&EW,
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B sps0=sy—n~n7sez

ISA3000 0> —I)L~ADT7 7R

FIE

ATy T

ATy T2

ATvT3

ATvT4

TTIAT A ay)—)UIZT 7 2T 5I120%, IROFNEIZHEVE T,

fHEOay ) — L r—T e EA L Carta—XEay Y —LR— MIEELET, ¥—
I ER a2 LS B EREE 9600 R —, T4 By b8, ANUT 4L, AbyT Bk
. Zo—flf2 LICREL T, vy — VIR LET,

=)L =T ILDOFEIC OV TIZ, ASADNN—RU =T HA REBRLTLI &N,

Enter F—%2M LT, ROTa 7T " RERINDZEEZHRLET,

ciscoasa>

Io7urF hE, 2—P—EXECE— FTIERLTWH I L &R L £, 22— — EXEC
F— FCIE, BEARa<wr ROLEFHATXES,

Hi#HE EXEC E— RNIZT7 78 A LE7,

enable

enable 2~ REERVICAN L L X0, RAT—REEFTL LI ITRkROLNET,

Bl -

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***#**x%

Repeat Password: ****x*xx*

ciscoasa#

RELSNDT R TOa~vy R, FHEEXECE— R THATE 4, HHEEXECE— R b =
V74X al—TaryET—RIABRZLELTEET,

FHET— FAKTI 51213, disablea~> B, exit 2~ K, Fidquit 2~ REASL
£

Ja—)ar7 4 Xal—yary B—RIT7EBALET,
configure terminal

1 -

ciscoasa# configure terminal
ciscoasa (config) #

| e



RS

Firepower 100045 & U Cisco Secure Firewall 200/1200/3100/4200/6100 = > —JLIZ 7 U £ X 9§ % .

Ja—\Lar7Z 4 Xal—valrE— RNLASADREFZRKBTEET, Zu— L ay
TA4Xal—varE®—REKTTHI003, exita~2 R, quita~> K, £/idend 2~
REATTLET,

Firepower 10004 & U Cisco Secure Firewall 200/1200/3100/4200/6100 0 >
V=TTV ERT S

FIE

ATy T

ATy T2

Firepower 100033 & O Cisco Secure Firewall 200/1200/3100/4200/6100 =2 > — /L ih— N & L
T, ASACLUZHHE LET, ASACLI NG, T 7Ny a—T 4 7 DI Telnet ZfEH L
T FXOS CLI I[Z#f T& £,

BHoaL Y a—FEarY—LiR— MR LET, SHEHAOFRL—F 4 VTV AT AT
BTNV RIANRELTA A =L LTI, ROV Y TLREERFEHALET,

* 9600 A~ —

8T —H B b
NUT a2l
1ALy ZT EY

ASACLUICH(t LET, T 74 FTIEZ, 2V — AT 78R CKERa—F— 7 LF vy
WEH D FH A,

¥i#E EXEC T— FIZ7 7B AL %7,

enable

enable 2~ RERMIIADN LTIz &2, RRTU—REEETBH LR ET,
B -

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x***xx*

Repeat Password: *****x*

ciscoasa#

ASATHRELT-A F—T N2 T — KL, FXOSBEED 2 —H — AT —RFTHLH Y. ASA
ORI LA 13. FXOS 7 = — /Lt —7 F— NIZBIT L E T,

BELSNDT R TOavwr NiE, BHEEXECE— RTHEHATEX 4, HHEEXECE— R b =
V7 4F¥al—varyEF—KRIALZLELTEET,
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S EDASA TV Y—LADT IR

g EXEC B— R&#& T4 5121, disable, exit, £721X quit 2~ KE AL £,

Ju—r\) a7 4 Fal—ary EB—RNIT77EBALET,
configure terminal

1 -

ciscoasa# configure terminal
ciscoasa (config) #

Ja—r\) a7 4 Xal— g ET—RNnE5ASADOREXFBTCEET, Fa—UL oy
TA4Xal—vary T—REKRTTHITE, exit, quit, £72iTend a2~ REANLET,

({£E) FXOSCLIIZHE L E 1.

connect fxos [admin]

sadmin : FHEF LNV OT 72 AZERLET, 2O T arERELRVE, 2—F—
DT 7k 2T AROERT 7 Ak £, EHEET—RFThHoThH, 274
Fal—vagy avry RIMEATERWI LIZEELTLEEN,

=P —[FI7 LTy VDA ERDENFEE A, BIED ASA 2 —HF—4£ 73 FXOS IZJE S
NAHZD, BMOow 7 A 38 H D T8 A, ASACLIIZE DL, exit & AT 20,
Ctrl+Shift+6 Z# L. x & A LE7,

FXOS N T, scopesecurity/show audit-logs 2~ > R&EH L C2—Y—T 27T 4 T 4 &%
RTEET,

51

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

Firepower 4100/9300 v —<> LMD ASA O Y —I)L~ADT7 IR

MR E DA . Firepower 4100/9300 ¥ ¥ —3 A— A Y2 (2 —/LR— M, D
UM Telnet £721XSSHZFEH L CYVE—FT) #itL Ca~vr R4 A —T x4 AT
TI7EAL, ASA X2 T 4 BV 2— LIlHH LET,
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FIE

ATy T

ATy T2

ATvT3

Firepower 4100/9300 v —> LMD ASA I Y —)LADT IR .

it

Firepower4100/9300 3 ¥ — 3 A—/ A H CLI (2> Y —/)L£ 721X SSH) 28
Iy a v LET,

connect module slot {console | telnet}

Telnet #2852 9 AF 51T, TV o — WICRBHCEEOE v v a VB BRETX | Wl EN
B A s B G-

MDTED 2 —NIT IV EATALX T, FXOSE 2 — /LD CLIICT Z7EALET, D%
ASAT 7V r—a VR T DR ERDH D 7,

connect asa

51

L. KIZ ASA

Firepower# connect module 1 console
Firepower-modulel> connect asa

asa>

BE DORHE L~V TH H¥HE EXEC E— RICT 7B A L£7,

enable

enable 2~ RERVNCAN L L X0, RAT—REEET L LI ICROLNET,
5 -

asa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ****xx*x

Repeat Password: *****x

asa#

BELSNDT R TOavr NiF, BHEEXECE— RTCHEHATEX 4, FHEEXECE— Rhb =
V74K a2l — a3y ET—RICADZELTEET,

BT — RE2& T4 5I121%, disable =~ R, exit 2~ R, 7T quit =~ K& AL
iﬁ—o

ra—r\Lar7 4 ¥al—iay t— REBBELET,
configureterminal

51

asa# configure terminal
asa (config) #
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B res=—roani

sa—sN)bary7 4 Falb—ary ®— Re&TT 5T, disable, exit, 7213 quit =+
Y REANLET,

ATFYwT4 Ctrl-a. dE AL, 77— ay aryy— )& % T LTFXOS EY2—/L CLLIZKE) L
i‘é‘o

NI TN a—T 4 T DT FX0S Y 2 —LD CLI Z AT 285808 H 0 £9,
RTF w5 FXOS CLI D A— 34 LULIZED 3,
aAVY—LERTLEY,
a) ~& AN
Telnet 7 7"V r—3 a L8l b £,
b) Telnet 7 7V r—3a U EAKTTHITIE, REATTLET,

telnet>quit

Telnet £y a &8 TLET,
a) Ctrl-],. & AR

FIPS E— FOHEIL

HIHMALERFEHE (FIPS) 11X, KEB I OW FFBIF ORI T, Ke{b'y 22—/ TClE
SPTAMLEND D EHENHE SN TWET, Cisco ASA DEFEDNN— g i, KEOEE
HERAIF 2T (NIST) (Z2fE> C. FIPS 140-3 {ZHEHLL TV E

CiscoASA TFIPS ZE%MbT % Z L2z, FIPSICHEHL T A HAERTHAMLERH Y 3,
JIAZY TR L TCFIPS AN T 52 L3 TEEH AL

1R BHHIIZ

« FIPSE— FZ, FIPSEEMLO Y J— 2721 THAR— F ENFET, FIPSITHELL TV gL w—
VarET v 7L — RT AR FIPS ZENZT A5 0LENRH D 97,

FIPS [ZHERLL TV 5 U U — X IZBHT D FH & £ 6 ORE 2 B9 51213,
https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/
fips-140.htmlI?flt0_general-table0=asa% 2 L C< 72X\,

s 7z — )V F— =T\, WiHFD2=v A FIPSE— R THLILERH D 7,

FIE

2T w1 Cisco ASA T FIPS # A% LE T,

| e
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ASDM 7 U £ R DEETE .

fipsenable
i

ciscoasa(config)# fips enable
WARNING: FIPS mode change will not take effect until you save configuration and reboot
the device

FIPS 3B 2N ei 6. EENRFIZ, FIPSPOST RFETINIROD A Y — L A v —U RS E
ﬁAO

Copyright (c) 1996-2005 by Cisco Systems, Inc.

Restricted Rights Legend

Use, duplication, or disclosure by the Government is subject to restrictions as set forth
in subparagraph (c) of the Commercial Computer Software - Restricted Rights clause at
FAR sec. 52.227-19 and subparagraph (c) (1) (ii) of the Rights in Technical Data and

Computer Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706
Cryptochecksum (unchanged): 6c6d2f77 e£13898e 682c9f94 9c2d5bad
INFO: FIPS Power-On Self-Test in process. Estimated completion in 90 seconds.

INFO: FIPS Power-On Self-Test complete.
Type help or '?' for a list of available commands.
ciscoasa>

AT9 T2 #HkERTFL TV e—RLET,
write memory
reload

ATy T3 (LR BHEEAREECZET 2~ (POST) Z#FETLET,
fips self-test poweron

TAMIUT BT AT AL T A, VT MU =T mEMT A b BIOHEREDOT A
FR3&H D £

ASDM 7 UV £ A DELE

TITIE. FTIANINBRETASDMICT 7R T A HE, BEOF 7 40 RNEBENR WSS
T 7B RAERET DTECHOWVTHALET,

ASDM 7 7 v A D TIHGHFERFOT 7+ )L FEREDFER

TRHHREOTFT 74 a7 4 ¥ a2 l—3 3 o Tld, ASDMESRIZT 7+ hDXy h T —
JRETHARESNTOET,

| IRy |
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B som7roezonza<ax

FIE

DA B —T oA ZABIORY NT— I HTELHEH L T ASDM (2855 L E 7,
EHA U H =T oA AE, THAOET ML > TR F9,

* Firepower 1010, Cisco Secure Firewall 1210/1220 : &2 1/1 (192.168.45.1) . FE7=I1IWN

WA —Y %> b 12~ 1/8 (1010 B LV 1210) F721% 1/10 (1220)  (192.168.1.1)
BHRR A M E 192.168.45.024 % v b U — 7 IZFRE SH, BB A BT 192.168.1.0/24
Fw N — 7 IZRESNET,

* Firepower 1100, Cisco Secure Firewall 200/1230/1240/1250, 3100/4200/6100 : N1 —
P b 1/2 (192.168.1.1) F£7-13E B 1/1 (DHCP 2 5) , NEBAR A M 192.168.1.0/24
Ty hT—=JIZBESNET, FEHEIAMMEEDORXY NTU—INLT 7 BATEE
‘a_O

* Firepower 4100/9300 : JEBAFFCER SINT-EH I A T A L X —T = AL TP T KL
R, BHAAMIEEDOXRY NTU—I BT 7 ATEET,

o ASA A8 : FPE0/0 (REFFFICERTE) » BEHAA MIBHE Ry NV —JZBESINE
T,

< ISA 3000 : FEE 1/1 (192.168.1.1) , A A ME 192.168.1.024 % v MU — 27 IZIRFE
SNET,

GE)
<NTF arTFANET—RIEETLHE, ERRoxy NV RBREEHFH L TEEa T %
A RDPBASDMIZT 7 EATEA L9108 4,

EErEYY
THMEREOT 7 40 M E (12 X—)
~)LF arTx A~ FT— FOFMEE - ITER L
ASDM O fHE) (11 ~—2)

ASDM 79 ERXADHREIIA R
RO 1 DL EY T ELHEIE. ZOFIEEZEH L £,
s THHTHEDOT 74/ a7 4 Falb—3 3 B0,
CEHIPT FLAZLEHE LI,
e RTUART LU N I AT U —/LET— RIZEHE LTV,

e NTF AT HFANE—RIZERLEV,
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asom 7o £20h s34 X |

TN =Ty R E— ROEA. ASDM IZHIENOEGIZT 7B 2T 572012, A OE
FIPT RLRAERETEDLA TV a v B2 THERMEEOT 74V a7 X2l —3
VEBATLAZ AR LET, ZOHICEHM SN TWDLFIRIL, Fil=—X (FZ7 A~
TLY TR LTF I TFANT—RORERE) NHDHHEEC, MORTE MR
HVBEING DRI DOIMEHA L T IEE,

)

GE)  ASAVOBA., BARFICF T VAT LU FE— REZRETEL-0, ZOFEIT, &E

FIE

&
ATy T2

ATvT3

ATv74

U7 T 50EN L5670 E, BARITHIERILLET,

oY —)LIR— FTCLIIZT 7 EBALET,
(A 7vay) VT AXT LU N T AT U3 —VE— R A 32— LFET,
Zoawry NI, EEEZIVTLET,

firewall transparent

BHA =T 2 A AERELET,

interface interface id
nameif name
security-level level
no shutdown
ip address ip address mask

1 :

ciscoasa (config)# interface management 0/0
ciscoasa(config-if)# nameif management
ciscoasa(config-if)# security-level 100
ciscoasa(config-if) # no shutdown

( ) #

ciscoasa (config-if ip address 192.168.1.1 255.255.255.0

security-level 1Z, 1~ 100 DEFTT, 100 BN bLETT,
(B SN EHA A M) 83y NI —27 O DHCP V= V& HELET,

dhcpd address ip address-ip address interface name
dhcpd enable interface name

1 -

ciscoasa(config)# dhcpd address 192.168.1.2-192.168.1.254 management
ciscoasa(config)# dhcpd enable management

ZOFEPAICA =T 2 AA AT RUAREEN TN & Z2fEd LE T,
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ATy 75 (VE—MERHAR M) FEAR b~OL— M ERELET,
route management_ifc management_host_ip mask gateway ip 1

&1

ciscoasa (config)# route management 10.1.1.0 255.255.255.0 192.168.1.50 1

AFw 76 ASDM @O HTTP #— _—% A F—T M LE T,

http server enable

RAT9TT1 EFEHEA D ASDM ~DT 7 A& FFAILET,
http ip_address mask interface_name

1 :

ciscoasa(config)# http 192.168.1.0 255.255.255.0 management

ATy T8 BREELRGFELET,

write memory
ARTvF9 (FFvarv) E=Re~vLF E—RIHRELET,
mode multiple

Tu T EREIRENTEL, MFEOREEEH 2T HF A MIERT 5 Z L 2KR LET,
ASAZ U n—RT5LI9RODLNET,

£l

WROBRETIE, 77AT V=NV E— RN T AXT L b E— NICE# S,
Management 0/0 1 & % —7 = A ANGRE S 4L, EELAR A MK L TASDM 3 A R—7
MZENET,

firewall transparent
interface management 0/0

ip address 192.168.1.1 255.255.255.0
nameif management

security-level 100

no shutdown

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

http server enable

http 192.168.1.0 255.255.255.0 management

BErEYY
THHMRFOT 7 40 FREDEITT (14 2X—)

| e
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asom oiesr i

T7AT T4 —I)LE— ROHRE
ISA 3000 2> YV — L ~DT 7 EA (2_—)
ASDM DiZE) (11 ~X—)

ASDM O #C &l

FIE

ATy

ATy T2

ASDM Launcher Z £ LT ASDM Z&E) L EJ, 7 F ¥, Cisco ASA 7>5H Web 77 74
PEAL A Y a— RENLT Y r—2 a0 T, ZhE2HEHT5E. FED Cisco ASA
IP7 RLURICHERIECEET, o ASA It T 256, JvFryaMEX Vv — RT 540
TEbv £ A,

ASDM TlL, EFLOT-DITHID Cisco ASAIP 7 R L A& IR TX £9°,

ZZTiX, £ ASDM ICHET D FIEICOWTHA L ET, WwIZT o F v 2 LT ASDM
ZRET A HEICOW TR LE T,

ASDM [E 1 — /LD \Users\<user_id>\.asdm 7 4 L7 N RICF v v o, 17| FERED
Ty ANERFEL, TempT 4 L7 PVRICHL EXaT7 773470 N0 T7r7ANREDT 7
ANERFELET,

ASDM 7 5A4 T hE LTHRELEZa LV Ea—FZ RO URL Z AN LET,
https://asa_ip_address/admin

GE)

http:// °IP 7 KL A (57 4L NI HTTP) TiEZe<, &7 https// Z#FEL TS0,
ASA 1%, HTTP ¥k % HTTPS ([ HEIMICHEE L ¥ A,

WDKK ZFF> ASDM EEfR— U N R R I N FE T,

ASDM Launcher DA >R k—JL

FoFxEFUm— LT, ASDM Z&E)T 2121%, ROFIEEZETLET,
a) [ASDM Launcher®-f > A h—/ L (Install ASDM Launcher) ] %7 UV v 7 L¥7,
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B sussorornrze

b)

d)

1:ASDM Launcher DA > X k—)L

€1, cisco ASDM 7.20(2) Al

Cisco

Cisco ASDM 7.20(2) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application.

Run Cisco ASDM as a local application

When you run Cisco ASDM as a local application, it connects to your security appliance from your
desktop using SSL. Running Cisco ASDM as an application has these advantages:

* You can invoke ASDM from a desktop shortcut. No browser is required.
+ One desktop shortcut allows you to connect to multiple security appliances.

Install ASDM Launcher

Copyright ©® 2006-2022 Cisco Systems, Inc. All rights reserved.

A== LRRAT—=RDT =)L FEZEDOEFICL CIHRA A =L DHE) | [0K]
Vv LET,

HTTPS FBRENHE SN TV RWEEIL, 22— -S4 BLI VS F—TI AT — K (F7 %
JLRTZEH) AT LRWTASDMICT 7 A T& %9, CLI Tenable 2~ &R
WA L&, RAU—REEETLEOICkDONET, ASDMIZu /A Lizd
X2, ZoEMETEASNEEA, ZEADEFIZLARNESIC, TEBHITRLSA X —
TNNAT—REEETH LaBEIH LET, ZA N, RAL 4, BEOA 2—7
b XA T — R & Telnet NAYV— ROFREZZHL TS EEW, 5F : HTTPS §8iE % A 1 —
T LT E, 22— —4 EREEHT DN SR — RE AN LET, BRERFEL TR
WIBATYH, B /A VEET (22— 27707 DFFITLRNT) 2—H—4 L3
AT—REZANTHE, ASDMIZ Lo T — L F—ERXR—ZAT—HENF v 7 SnE
7

AVAI—TEAVEa—FIBREFELT, AV AM—TE2EEILET, 4 A F—L05%
T42%&L. ASDM Launcher 1% B #hittdEh L £4,

BERIPT FL A, BEIOREI Ua—WF—4 L 20— K (F#HA 2 h—LOHEAIEZ2EH)
AL, [OK1227 Vv 7 LET,

TIHEHEROT 74U FEE

THEHFEOT 7 4L bEELIT. YAaBNHLWVASAICEA L2 7 4 X2l —2 gy
<7,

* Firepower 1010 : L& HAFRFO T 7 4 /L FREIC LV | BEEENE/AMNIER EN AN/ 0 £
T, ASA I, FHA L H—T = A AETIEINEBAA v F HR— 235 ASDM & L TF
HTxET,
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ramEEorIrrgE ]

« Firepower 200 : L HHffRFO T 7 L FEGEIZ L D | BEEENE MR ENA R0 £
T, ASA L, BHA L X —T = A AETIEINE AL v F R— 225 ASDM & L CTF
HTxET,

« Firepower 1100 : TG HIRFDT 7 4 /L FEREIC LD | BERENESNT R ED AN 0 £
To ASA (X, BEIA VX —T =2 A AETIFNEA VX —T =4 A5 ASDM = LT
BHTXET,

« Cisco Secure Firewall 1210/1220 : THEHIHREOT 7 40 MERRIZ L 0 o HEREPNER/SNEIRERR
DA £, ASAIL, EHA L X —T oA ZAEITHE AL »F R— )5 ASDM
EHEALCEHTEET,

« Cisco Secure Firewall 1230/1240/1250 : T3HHED T 7 4L MERKIZ XL 0 . BEEEN /A
RERRAENNC720 £9, ASAIL, BHEA X —T =2 A AELENEA LV F—T oA AND
ASDM ZfEf L CEHITE £,

« Secure Firewall 3100 : T HRHRIOT 7 5 /L FEREIZ LV . BEEEPN /AR E N A T 72
D E£9, ASA X, Management 1/1 f > Z—7 = A AETIINEA >V F—T = A A5
ASDM ZfEf L CEHICTE £,

« Secure Firewall 4200 : TIHRHRFOT 7 3 /L FEREIC L0 . BEBEPN /AR E DN A T 72
D E£9, ASA X, Management 1/1 f > Z—7 = A AETIINEA >V F—T = A A5
ASDM ZfEf L CEHICTE £,

« Secure Firewall 6100 : T HRHRIDT 7 5 /L FEREIZ L0 . BEEEPNE /AR E DN A T 72
D E£9, ASA X, Management 1/1 f > Z—7 = A AETIINEA > F—T = A A5
ASDM ZfEf L CEHICTE £,

« Firepower4100/9300 > % —< : ASADAZ v RT %7137 722 2 RATL5HA. &
BHHOA 2 —T oA AXLH RO T 7 4V FREIC L > TRESN D7D, ASDM
EHERHL TS 2 —T oA ATHR: L CRELTZ T TEXET,

s ASAMRAE : NA NR—=NAFIZL-TE, BEO—BRE LT, BHEZRE WIHOEIEREEZR
E) ICE-TEHRHOA V=T 2 A ANRRESNDTH, ASDM Z#H LTI DA >
B =Tz A RTHH L TREZTE T TEET, 72— A —"—IP7 FLAHHETE
F9, Fio, BEDS LT, [THHARFOT 740~ a7 4 Fal—a &
T5HZEHTEET,

« ISA3000 : LIGHMREOT 7 /L RREIX, LRy NV —2 EOTXTONE R LU
WMALHE =T oA RAEMFRH LI, FEXZERRNTVARXT VN T AT U —)L E—
FRETT, ASDM ZHH L TEHA V4 —T = A ATHFEH L, XYy NU—2DIPT R
VAERETEET, "Rz T NN, NRI200DA o F—T A AXTIZH L THEZ
272> T\,

TTTAT U ADEE, THHEMREOT 7 4V NREX, TIHHAREOT 7 40 FREN T
VAT L hE— R TORERTHE/R ISA 3000 2ffxE, V=T v R 77 AT U4 —/L E—
REvoZnars7XA RE— RORTHEHATE £9, ASA (K48 I L O Firepower 4100/9300
Ty — OfA, BN VAT LY b E—RERIFL—T v FE— REZRIRTE F
7T
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B sisso7ror0 rgE0ER

TG fAEFD

FIE

\)

F) AA—VT7A0E BENE) T7400 ar74FXab—2 3 02Nz, logl,

crypto_archive/, 35 X O coredumpinfo/coredump.cfg 737 7 v v a2 A€ U NOIEHED 7 4 )L & L
Tr7ANTY, 77y va AEFIAT, ZN6DT77ANVDOAMNE A A=Y 774 LDH
P& —HLRWEERHY ET, TN6DT77AME, b T TNV a—T 4 VTITRILLET
N, EENBELLIEEZRTOIITIELY FHA,

T4 FEREDETT

COETE, THHWEOT 74V a7 4 X ab—ra w2803 5 HIECOW TR L
£, ASA AR Tix, ZOFIEAFTT 52 L CREARENHESH., ROFENEHA SN
F7,

interface management 0/0
ip address 192.168.1.1 255.255.255.0
nameif management
security-level 100
no shutdown
|
asdm logging informational
asdm history enable
|
http server enable
http 192.168.1.0 255.255.255.0 management
|

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

N

(GE)  Firepower4100/9300 Tix, LH MO T 7 4/ MR EZE LT 2 L HICRENHEEIND T

T, T7ANVIREEE LT DITIE, A= 3,5 ASA 28 9 —ERT 208N
%Dij‘o

IR HEIIC
Z OMHEIL, ISA3000 ZfRE, V=T v R 77 AT U4+ —/LE— RTOLFEHTEET (ISA

3000 ClE, ZOavwy RE b7 AXRT LY ME—RTOAFR—MINET) . SHIC, Z
DOFHEIX Y 7NV a T XA ME— R TOMEMTEET, 274 Falb—varns U7

SNTZASAITIE, ZOMEZERA L CHEMICRETATCEFLILVTFAIMRLY A,

ATFY T THHHHEOT 740k av 7 4 Xab—va v a2 ELLET,

configure factory-default [ip_address [mask]]
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1 :

ciscoasa (config)# configure factory-default 10.1.1.1 255.255.255.0

ip_address 8 E T 5501k, 774V FOIPT RLAZERT 2DV IC, BEVWDOET L
WU T, WESETZITE A v X —T7 =4 ZADIPT FLAZHRELET, ip addresst 73 =
VTHREINTWAAL LA —T oA AZHONWTIE, ROEFADHA 5L ESRLTLTE
W,

« Firepower 1010 : BH A L X —T7 =2 A ZADIPT7 KL AZREL £,

* Firepower 200 : BI8 A L X —T7 =24 ADIP T L AZHRELET,

« Firepower 1100 : RERA > X —T = A ADIP T NLAZHEL £,

« Cisco Secure Firewall 1210/1220 : B A > X —T7 = ADIP 7 KL AZRE L £7,

» Cisco Secure Firewall 1230/1240/1250 : AEpA > X —7 = A ADIP T RV AZHRELE T,

« Secure Firewall 3100 : NE A > X —7 = A ADIP T FL AZRELET,

e Secure Firewall 4200 : A&} A > X — T =4 ZAD P T RL ZAZHTELET,

« Secure Firewall 6100 : REA > X —7 = A ADIP 7 FLAZFHELET,

« Firepower 4100/9300 : ZhidLH 0 A,

cASAHE : EEBA L X —T =2 ADIPT RLAZFHELET,

«ISA3000 : EEEA X —T A ADIPT RLAEZRELET,
http =2~ R CIE, 2—HF—REET L7y MAEH SN ET, FMEIZ, dhepd address
avy ROFEMIZ, $5ELZIP 7 FLRAED b REVERFREZRTRTOT R LA THEM S

NET, -EE TRy bR 7 255255.255.0 T 10.5.6.78 ZIEE L7-%4. DHCP 7 R
L 2 O#PHIZ 10.5.6.79 ~ 10.5.6.254 (2720 £,

Firepower 1000, 35 & U8 Cisco Secure Firewall 1200, 3100, 4200, 6100 D&, ZDa~<w 2 R
1L, R ORE L L HIZ boot system a2~ > RRHFET DAL, £0a~v>r K227 VT LE
T ZORELTIX, 7— T v TREOA A—VIZIFEEE 527, BlfEr— RS Tnbd A
A—UhplERHEEHINET,

ZOMTRTOETADYS : ZOa~vy Rk, %0 O%EE L U2 boot system =~ > K%
707 LET (FETDHHE) , bootsystem i~ R+ 5 L, BFEDA A=l
& ES, HAROREIZKE L7cE, REIASAZ Ve —R45L NHZ7I7 vy a2 AEY
DERAIDA A=V T—hLET, WHTZ 7 v a AEVIA A=V R R0IEE. ASA I
T—hLEHA,

51

docs-bxb-asa3 (config)# configure factory-default 10.86.203.151 255.255.254.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.
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The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

WARNING: The new maximum-session limit will take effect after the running-config is saved
and the system boots next time. Command accepted

WARNING: Local user database is empty and there are still 'aaa' commands for 'LOCAL'.
Executing command: interface management0/0

Executing command: nameif management

INFO: Security level for "management" set to 0 by default.

Executing command: ip address 10.86.203.151 255.255.254.0

Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.86.202.0 255.255.254.0 management

Executing command: dhcpd address 10.86.203.152-10.86.203.254 management

Executing command: dhcpd enable management

Executing command: logging asdm informational

Factory-default configuration is completed

ciscoasa (config) #

TN a7 4 X2l —varE 7Ty a AT VITRELET,

write memory

ZOa~y T, FHAlZ boot config =~ > REFHEL T, BIOEEZHE L TWHET
b, FETar 74 Xal—ra G RAR I — b NT v ar7 4 Xal—aDF 7 4V D
FHCRTFEEINET, 274 Falb—arRnNZ U T7EN5E, ZORAL 7V TENET,

A IV a7 =
RTEDIETT
ZDOIETHE, ASARE OEAN (0 H) REEZEILT D HEICONTEHALET,

Tz VAR E T DI, RAZUANAIEEOER YD £,

AL 2=y ST 7T 47205 22O, B2 A 72T 20ENHY £
T, BREANTEEZIC LSS, 7774 7EEOREEZMEETHE, AX NS HEERT
IT47IWR0ET, DRIOT 7747 2=y bEYr—KNL, ZJ=—/NAF—N"— U T %
NLTHERTH L, HORETH LT 77 7 2=y M ORHIL, LEREAa T 4
Fal—rvarMlEanxd,

Ju— FRICEAREZE T LET, 72— A —"—=Z{TI720IZ, T T 14 7THEETRD
avwry Rae AN LET,

write erase

GE)
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Firepower 1010 7 7+ JL b ERTE .

ASA B BWHEDFITA A—T % T — 8T 572D, DT — b A A—VIIREY $H¥A, T
DT —h A A=V %MEHTHITIL, bootimage 2~ REZH LTI &N,

AT 4 X2 b — g IREFELRNTL &N,

ASARB #Vu—RL, BARELZE—RNLET,
reload
T VA — =BT H DI, RAZ AL EBOBRYBALET,

TUOT 4 THEDY vm— N, RF AN EEOBRERALES, BAREN AL A%
EERM SN ET,

Firepower 1010 D7 7 + )L FER3E

Firepower 1010 O LIS MR DT 7 4 /L FEREIX, RO LBV TT,
e N—FITF7 RAYF A —P Ry b 12~ 18ILZVLANTLIZBLTWET,
cAFBLSHNE~D T T v Tu— A —F Ry /1 (PN . VLAN 1 ()
CEE EH YL (B [ IP7 FL R :192.16845.1
*DHCP OVEBIP 7 LA, WEBIP 7 KL R : 192.168.1.1
N A v H—T A AD DHCP Y —/\—, BHEA L H—T x4 R
« S DHCP S DOT 74 )L kb JL— b

cASDM 77 & A : IR A N ENER A MIFFRTENE T, GBR A FE192.168.45.0124
T FU—=ZIZRE SN, NERAR A M 192.168.1.024 % b U —Z IZIREENE T,

* NAT : NEIDBHAEA~DTXTD RN T 7 4w VDA H—T7 = A A PAT,

¢ DNS #—/3— : OpenDNS #—/3— 3 & 57> U O S AV TWET,
ZDarZ 4 Xal—va ik avy RTHEREINWTHET,

interface Vlanl

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

|

interface Managementl/1
managment-only

nameif management

no shutdown

security-level 100

ip address 192.168.45.1 255.255.255.0
|

interface Ethernetl/1
nameif outside

IRy |
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ip address dhcp setroute

no shutdown

|

interface Ethernetl/2

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/3

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/4

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/5

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/6

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/7

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/8

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface

|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd address 192.168.45.10-192.168.45.12 management

dhcpd enable inside

dhcpd enable management

|

http server enable

http 192.168.45.0 255.255.255.0 management
http 192.168.1.0 255.255.255.0 inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

| e
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Cisco Secure Firewall 200 D7 7 #+ JL + &5 .

Cisco Secure Firewall 200 DT 7 #+ JL FEEE

Cisco Secure Firewall 200 O TI3GH DT 7 4 )V FEREIL, RO &Y TT,
cN—FDTTF7RAYF : A —F Xy F 12— 1/5IZVLANLIZJELET
cAREMSNEB~D RN T T vy Ta— A=Yy kN 1/I UM . VLANT ()
B M1 (FH) | IPT FLZ 1 192.168.45.1
*DHCP OAVEBIP 7 LA, WEBIP 7 KL R : 192.168.1.1
« NEfA > % —7 =2 A AD DHCP Y—/\—, FHA L H—T = A
« SN DHCP SO T 74 )L b JL— b

«ASDM 77 & 2 : BHIR A b EINFAR A MIFFRT &N E 4, BHEAR A FE192.168.45.0/24
F N —ZIZRE S, NEA A FE192.168.1.024 % N —Z IZIRES N ET,

* NAT : R BHB~DT X TO T 7 4 v 7 HDA ¥ —7 = A A PAT,
* DNS #—/3— : OpenDNS H—/3—3H 57 U O STV ET,

ZDarZ4Xal—va ik avy RTHERINTWET,

interface Vlanl

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0
|

interface Ethernetl/1
no switchport
nameif outside
security-level 0O
ip address dhcp setroute
|
interface Ethernetl/2
switchport
no security-level
|
interface Ethernetl/3
switchport
no security-level
|
interface Ethernetl/4
switchport
no security-level
|
interface Ethernetl/5
switchport
speed sfp-detect
no security-level
|
interface Managementl/1
management-only
nameif management

| IRy |
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security-level 100

ip address 192.168.45.1 255.255.255.0
|

object network obj any
subnet 0.0.0.0 0.0.0.0

|
object network obj any

nat (any,outside) dynamic interface
|
http server enable
http 192.168.45.0 255.255.255.0 management
http 192.168.1.0 255.255.255.0 inside
|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside
|

dhcpd auto_config outside
|

dhcpd address 192.168.45.10-192.168.45.12 management
dhcpd enable management
|

dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

Firepower 1100 O 7 7 # JL FE&5E
Firepower 1100 O L HFIRFOT 7 4 /L NREIX, RO LBV TT,
s REMSHEBAD b5 T 4 4 70— : Ethernet 1/1 (#55) . Ethernet 172 (PN))
« DHCP OAMBIP 7 FLR, RERIP 7 FLR : 192.168.1.1
« &1 : Management 1/1 (‘&'#) | DHCP 2L D IP 7 R LA
« WA > % —7 = A AD DHCP $—/3—
« 4N DHCP, &#E DHCP 225D FT 74 )L b JL— b

«ASDM 77 & A : FHIRA M ENEIAR A MIFFATESET, WELAR A MiE 192.168.1.0/24
Ry NI —ZIZRESILET,

* NAT : REDBHBA~DTXTDO T 7 4 v 7 DA ¥ —7 = A R PAT,
* DNS #—/3— : OpenDNS #— 3— 3 & 52> U O S VTV ET,

ZDarZ 4 Xal—vgqikOawy RTHERINWTWET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown

|

interface Ethernetl/1
nameif outside

| e
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Cisco Secure Firewall 1210/1220 7 7 # JL X E .

security-level O
ip address dhcp setroute

no shutdown
|

interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0

no shutdown
|

object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Cisco Secure Firewall 1210/1220 57 7 # )L FE&5E

Cisco Secure Firewall 1210/1220 O T3EH RO T 7 /L FEREILZ. RO L BY T,

e N—FY9TF7RAYF : A —HXv F12~1/8 (1210) F77131/2~1/10 (1220) (£ VLAN
LIZBLCWVWET

cREMOHNEB~D T T 4T Tr— A —HF Ry F1/1 BN . VLANT (NER)
<EHEEM 11 (EH) [ IPT FLA 192168451

*DHCP OAVEBIP 7 LA, WEBIP 7 KL R :192.168.1.1

WA #—T A AD DHCP H—/\—, FEA L H—T x4 R

« /M5 DHCP 225 DT 74 )L b JL— b

«ASDM 77 & 2 : HHIR A b ELINEAR A MCEFRT &SN E T, BHEAR A FE192.168.45.0/24
F NU—ZIZBRE S, NEAA FE192.168.1.024 % N — 7 IZIRES N ET,

* NAT : NEEDSAEB~DT R TCTDO NT 7 4w 7 HADA o F—7 = A A PAT,
* DNS #—/3— : OpenDNS H#——|3H L L O SN TV E T,

ZDarZ4Xal—vg ko awy RTHERINWTHWET,

interface Vlanl
nameif inside
security-level 100

ERT 51
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ip address 192.168.1.1 255.255.255.0
no shutdown

|

interface Managementl/1
managment-only

nameif management

no shutdown

security-level 100

ip address 192.168.45.1 255.255.255.
|

interface Ethernetl/1
nameif outside

ip address dhcp setroute
no shutdown

|

interface Ethernetl/2

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/3

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/4

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/5

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/6

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/7

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/8

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

11220

interface Ethernetl/9

no shutdown

switchport

switchport mode access

switchport access vlan 1
|

| e
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Cisco Secure Firewall 1230/12401250 07 7 4 1L 35 [}

interface Ethernetl/10
no shutdown

switchport

switchport mode access
switchport access vlan 1

object network obj any
subnet 0.0.0.0 0.0.0.0

nat

|
dhcpd
dhcpd
dhcpd
dhcpd
dhcpd
|

(any,outside) dynamic interface

auto_config outside

address 192.168.1.20-192.168.1.254 inside
address 192.168.45.10-192.168.45.12 management
enable inside

enable management

http server enable
http 192.168.45.0 255.255.255.0 management
http 192.168.1.0 255.255.255.0 inside

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Cisco Secure Firewall 1230/1240/1250 )7 7 # JL FERX5E

Cisco Secure Firewall 1230/1240/1250 & TiHGHRF DT 7 40 FiREIL. IRD L FB Y TT,

c NN SHNEAD ST 4 w4 70— : Ethernet 1/1 (#+%B) . Ethernet 172 (NEE)

« DHCP OAMVEBIP 7 KL A, REBIP 7 KLX @ 192.168.1.1

« B3 : Management 1/1 (‘FEf) | DHCP 6D IP 7 FL A

« WA > #—7 = A A0 DHCP H—/\—

« SN DHCP, & DHCP 26D T 74k IL— bk

«ASDM 77 & A : FHIRA M ENEIAR A MIFFTESNET, WEAR A MiE 192.168.1.0/24

Iy NI —ZIZBRBESNFET,

* NAT : NED DA A~DTXTD RN T 7 4w V7 HDA o F—T7 = A A PAT,

* DNS #—/3— : OpenDNS ¥ — 3— 3 & 5> U O S VTV ET,

DAy 4 Xal—vgikOawy RTHERINTWET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown

interface Ethernetl/1

IRy |
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nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj_ any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

—

Cisco Secure Firewall 3100 7 7 #+ JL FE&%%E
Cisco Secure Firewall 3100 O LR DT 7 4 /b MR EIX, kD &Y TT,
« REMSHEBAD b5 T 4 4 70— : Ethernet 1/1 (#55) . Ethernet 1/2 (PN))
« DHCP DAMBIP 7 FLR, RERIP 7 FL R : 192.168.1.1
« &1 : Management 1/1 (‘&'#) | DHCP 2L D IP 7 R LA
s WEfA v % —7 = A AD DHCP H—/\—
« 4N DHCP, &#E DHCP 2»5H DT 74 )L b JL— b

*ASDM 77 & A : FHHIR A N ENEIHR A MIHFT SN E T, NEAR A M 192.168.1.0124
Iy NI —ZIZBRBESNFET,

* NAT : R BB A~DTXTONT 7 4 v I DA % —7 = A A PAT,

* DNS #—/3— : OpenDNS #— 3— 3 &H 52> U O S VTV ET,

DAy 4 Xal—vgikOawy RTHERINWTWET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown

| e
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Cisco Secure Firewall 4200 O 7 7+ JL b EEE .

|

interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute

no shutdown
|

interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0

no shutdown
|

object network obj any
subnet 0.0.0.0 0.0.0.0

nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management

http 192.168.1.0 255.255.255.0 inside

|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Cisco Secure Firewall 4200 D5 7 # JL FEXE
Cisco Secure Firewall 4200 O LR DT 7 4 /b FREIX, kD &Y TT,
« REMSHEBAD b5 T 4 4 T A— : Ethernet 1/1 (#55) . Ethernet 172 (PN))
« DHCP OAMBIP 7 LR, RERIP 7 FLR : 192.168.1.1
« &1 : Management 1/1 (‘&'#) | DHCP 2L D IP 7 KL A
« WA > % —7 = A AD DHCP $—/3—
« 4N DHCP, &#E DHCP 2»5H DT 74 )L b JL— b

*ASDM 77 & A  FHHIR A N ENEHR A MIHFT SN E T, NEAR A M 192.168.1.0124
Iy NI —ZIZBRBESNFET,

* NAT : R BHBA~DTXTO N T 7 4 v I DA % —7 = A A PAT,
* DNS #—/3— : OpenDNS #— 3— 3 & 52> U O S VTV ET,

DAy 4 Xal—vg kO awy RTHERINWTWET,

interface Managementl/1
management-only
nameif management
security-level 100

| IRy |
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ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

—

Cisco Secure Firewall 6100 D5 7 # JL FEXE
Cisco Secure Firewall 6100 O LR DT 7 4 /b MR EIX, kD &Y TT,
« REMSHEBAD 5T 4 4 70— : Ethernet 1/1 (#55) . Ethernet 172 (PN))
« DHCP OAMBIP 7 LR, RERIP7 FLR : 192.168.1.1
« &1 : Management 1/1 (‘&'#) | DHCP 2L D IP 7 R LA
s WEA v % —7 = A AD DHCP H—/\—
« 4N DHCP, &#E DHCP 2»H DT 74 )L b JL— b

*ASDM 77 & A : FHIR A N ENEIHR A MIHFT SN E T, NEAR A M 192.168.1.0124
Iy NI —ZIZBRBESNFET,

* NAT : R BHBA~DTXTDO N T 7 4 v I DA % —7 = A A PAT,
* DNS #—/3— : OpenDNS #— 3— 3 & 52> U O S VTV ET,

DAy 4 Xal—vgikOawy RTHERINTWET,

interface Managementl/1
speed sfp-detect

| e
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Firepower 4100/9300 > v —< T 7+ )L hE&E .

management-only

nameif management

security-level 100

ip address dhcp setroute

|

interface Ethernetl/1

speed sfp-detect

nameif outside

security-level O

ip address dhcp setroute

|

interface Ethernetl/2

speed sfp-detect

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0
|

object network obj any

subnet 0.0.0.0 0.0.0.0

|

object network obj any

nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside

|

dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.220.220

name-server 208.67.222.222
|

—

Firepower 4100/9300 > v —< T J + )L b EXTE

Firepower 4100/9300 + ¥ —3 2 ASA B L7=%4H. ASDM Z i L CTEHEHA > ¥ —7 =
A ASDEERERFREIZIR D5 D/NT A —Z A HATRRE TEET, —ARMERIZITRORE
BV ET,

EHA LB —T AR

* Firepower4100/9300 3 ¥ — 3 A— 34 ' L CER SN EBEOEB LA 7 A X —
T A A

* ZA11X T'management]
AEEDOIP T KA
X 2VUT 4 LU0

< B

EHA L H—T 2 A ANDT T 7Lk — |k

| IRy |
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B saavo7or0rse

cASDM 77t A : T RTCDOFA CNRHFAEINET,

AR KTy 2=y FNOREIZ, ROavw RCHEEKENET, 772X 2= DB
DEEENZDONTIE, ASA 7 T AXOERE #5R L TLIF &,

interface <management ifc>
management-only
ip address <ip address> <mask>
ipv6 address <ipv6 address>
ipvé enable
nameif management
security-level 0

no shutdown
|

http server enable

http 0.0.0.0 0.0.0.0 management
http ::/0 management

|

route management 0.0.0.0 0.0.0.0 <gateway ip> 1
ipv6 route management ::/0 <gateway ipvé6>

ISA3000 DT 7 AL FERFE

ISA 3000 O LIGHAEED T 7 4V R ElX. RO LBV TT,

c RSUVRARTFULIVEIFATI4—ILE—F: NIRRT LU N T 7 AT U4 —VIE,
BumpInTheWire] £720% AT VAT 7 AT U —/L] OLIIZEETHLAY2T 7
AT UA—NTHY, BERENTZT A A~ON—Z Ky 7 LTRSS EE A,

ATy ORBAVEA—TIA R TRTORA N H—T oA AFFR LRy NV —
JRIAELTWET (IP7 FLRARBAIRESNTOVERA. Y FT—0 8T D
KSICERETEIHENHY ET) : GigabitEthernet 1/1 (outsidel) . GigabitEthernet 1/2

(insidel) . GigabitEthernet 1/3 (outside2) . GigabitEthernet 1/4 (inside2)

c TRTOREBE KUHERA > 4 —7 = A AT EBEETEET,
cEBULA L H—T A A ASDM 7 7 & AD 192.168.1.1/24,
EH LD T AT MIxtd % DHCP,

«ASDM 7 7 A : AR MIFFRI SN ET,

e NN—RDTTINAIRRIE, RDOA 2 H—T 2 A AT TH N2> T ET, GigabitEthernet
1/1 B3 LTV 1/2, GigabitEthernet 1/3 3 LT 1/4

| e


asa-924-general-config_chapter11.pdf#nameddest=unique_55

RS

A

ISA3000 DT 7+ L hERE .

GE)

ISA 3000 ~DEIENYIWr S, ~N— KU =7 NA R F— KT

BATT 5 &, BIETEDLDIIEROA L E—T 2 AT DIIT
720 £9°, insidel & inside2 35 & WM outsidel & outside2 [ L@ TX
RV ET, INSHDA U E—T = A AR OB F OB T
ThRbET, EERPHEAIND L, ASAR T —%5| ZfH<

12, e R E TP S E T

Zoar74Xal—ya IROavy RCHEERIATWET,

firewall transparent

interface GigabitEthernetl/1
bridge-group 1
nameif outsidel
security-level 0
no shutdown

interface GigabitEthernetl/2
bridge-group 1
nameif insidel
security-level 100
no shutdown

interface GigabitEthernetl/3
bridge-group 1
nameif outside2
security-level 0
no shutdown

interface GigabitEthernetl/4
bridge-group 1
nameif inside2
security-level 100
no shutdown

interface Managementl/1
management-only
no shutdown
nameif management
security-level 100

ip address 192.168.1.1 255.255.255.0

interface BVI1
no ip address

access-list allowAll extended permit ip any any
access—-group allowAll in interface outsidel
access—-group allowAll in interface outside2

same-security-traffic permit inter-interface

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

http server enable

http 192.168.1.0 255.255.255.0 management

dhcpd address 192.168.1.5-192.168.1.254 management

dhcpd enable management
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B ssamzicsz2EBozE

ASA 718 IZ & 5 BRIDERTE

ASA A8 #3425 L. ASDM ZffiH L C. Management 0/0 A > % — 7 = A A~DHEfi% Al
BICTHEHDONTA—2 % T Uy NCEET, —RORERIITROBRERH Y 7,

N—T Y RT7AT VA= VE—FRELII T AT VLN T 7 AT U —)LE—F
* Management 0/0 f > # —7 = A A :

« £ #i01% 'management|

«IP 7 FL A% 7213 DHCP

e X2 UT 4 LU0

EHIRANIPT RLADAZT (v 7 b—F (BHY TRy b EICRWVWES)
« HTTP Y — —DOHF RN £ 72138
PR A RNIP T RLAHD HITP 77 & &

« (A7 3 ) GigabitEthernet0/8 D 7 = —/LA—s3— 1 > 7 [P T KL A, Management0/0
DAL ISA TP T K LA

« DNS #—/3—
e Av—hF TAEBUAID b—2
e A — R T A VU ADANL—T v k L-ULE L OEssential st REFL &
* Smart Transport URL  (https://smartreceiver.cisco.com/licservice/license) 35 &2 TR — K 80,
« (A7 =2 ) Smart Transport 77 % 3 URL 35 L UV — K
« (AFa ) SSHAEHEIE :
eV I7AT U MIPT FLA
e —H)L a—P—4 L)X T — |
e —H )b F—E X=X %M HT 5 SSH I E 2GR

o« (A7 3) REST API ORI E =13

Y

(F)  Cisco Licensing Authority |Z ASA {RAH % IEH (28 &k T HI121L, ASABRIR IZA > X —F vy vT 7
BABME T, A2 F— Ry MO LTI A AR A S T S AL, MARITIENN
DOFREDENZIRDZ EndH Y £7,

A RTRy 2=y MZOWTE, ROBREFZZHL T ZIW,

interface Management0/0
nameif management

| e |


https://smartreceiver.cisco.com/licservice/license

| AT s
asa i - £ aERORE |

security-level 0
ip address ip address

no shutdown
http server enable
http managemment host IP mask management
route management management host IP mask gateway ip 1
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
rest-api image boot:/path
rest-api agent

\}

GE¥)  Essentials 7 &2 A%, DIAGE MEHRE) S4B A EFEENCWE LT,

T 2= VA== XT DT T4 <) 2=y MIOWTIE, ROREFIEZSZRLTIZIN,

nameif management
security-level 0
ip address ip address standby standby ip

no shutdown
route management management host IP mask gateway ip 1
http server enable
http managemment host IP mask management
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
rest-api image boot:/path
rest-api agent
failover
failover lan unit primary
failover lan interface fover gigabitethernet0/8
failover link fover gigabitethernet0/8
failover interface ip fover primary ip mask standby standby ip
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AV IJ4XalL— a3 EE

COETIE, 274 Falb—ra BT L HFECOVWTCHALEYT, ZOETHATS
NI, BRICHEENRWIRY . o7 F—RELTF T—RDliEX2 VT 4 2T FA
MZEHSNET,

AA— K 7y TaA0 74 FXa2aL—2a3rBLU0EFTaAV I« X L—
a2V

AA—rPy T AV T4 FaL—3 Y

ASAZ, BEWZ, A2 — Ty Far74Fal—3iay] LN 7 4 Fal—
VAVYETXARNTIsANANLR—RLET, ZOT7 AL, T7ANLNTIERELT 7 AL
LT 7 7 v 2 A VIZHHELTCWET, 72720, BREND T 7 AV AT MTHAE
THRAZ— T a7 4 Xal—a O T7 7 ANERRETHENTEET, HL
WAH— KT v ar7 4 Xal—ar2RETHITE, kROoa~xy REERALET,
boot config {disk0:/ | disk1:/} [path/]filename

LG RFELET,

write memory

I &R L ET,

ciscoasa (config)# boot config disk0:/startup.cfg
ciscoasa (config)# write memory

KIFR7ZERTE D F

BRLAX— R T 7T 47 NIOFEIIRONTHET, REDFEFICKEWES (e X
IE. 16MB 282 558) . AX—F T v 7 ar74Xal—va 2R EFETEEEA, &

DOEEIX, bootconfigz~ > REMHL T, RIRSNDT 7 ANV AT LMMIAZ— T v/ a2
Y74 X2 —varERETIOILERD Y FT, & X, KB EEZFEITAETVIC

0 — R LTIRFET S22 writememory 22~ REZ AN LIZEA, REDKETEL L. &
DTT—AyE—URRRINDIIENDHY T,

$Error writing. nvram:/startup-config (No space left on device:)

ZOEEE, ASAZ Y v— RT3, &7, FErar7 s Falb—raryEzHlLny s AL
DEGFHCHERFEL TLIEE, 29 LARWE, ASANRFEERRTEEZ T — R LARWAREMRH Y
F7,

ETarvIq4FxalL—ay

av Ly REANTAEE, AFY FOFETay 74 X2 —2 3 I LTEFIEEREH I
F9, BENFZ Y v— FELHERTHI21E,. FErar 74 X2 b—va vV 2FEHTAX—
Ty arg 4 Xal—a NRGETAHLERH Y F1,

| e
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avocx¥aL—varozEniz |

AV 74 X2AL—Y a3 DERORE

\'l

FIE

COWETH., a7 4 KX 2 b—va VERET D HFIECOWTHBALET,

UL AVTFERFE—RTOAYIAFX2L— a3 DEEORE

FETa T4 X2l =gV E A= NT a7 4K a b — g SRET AR, RO
FlEEZFITLET,

FTar 74 X2l —ra B AX— T v a7 4 Falb—ya VIRIELET,
write memory

GE)
copy running-config startup-config =~ > Ni%, writememory =~ > FIZFHY L E T,

TILFAVTFRARMNE—FTODAVIA4F2aL—aVDEREDORE

FarTxFA L (BEORVAT L) avr7 4 Xab—ya b EEBICEETSZ 6L, T
DALVTFHEARN AL T 4 Xal—a L RRABICEGETS LT £,

BAVTFXRMEVRTLOENRTE

FIE

VATFAERIFTACTXA MDD T 4 X2 b — 3 VERET AT, ROFIAEFERLE
bé‘o

AUTFXRRANEFIZIVATLARNNS, EfTar 74 FXal— a2 A2 — T v a7
Xl —g RELET,

write memory

~“NVF a2 TFANE—FNTIE, 2V TFANDODARE—R"NT v a7 4Fal—2 g%
Y — R —CE S T ENTEET, ZOHE, ASAIL, 2 7F A K URL THRE LY —
NZary 74 F¥Falb—rarE R LTURFELET, 7272 L HTTP URL 5 KL OYHTTPS URL O
BN T, = NCar T 4 Fal— g UERETXER A,

(G¥)
copy running-config startup-config ==~ > FiX, writememory =~ > FIZFHY L 7,
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B - <coar 7%zt avoFaL—vavorsgs

FTRTOAVTFRA AV I X2 L—2a Vv ORBRE

FIE

FTRTCOAVTHRAP AT 4 Fal—var by AT A ary 74 ¥al—va Y EFRRHC
AP 51213, ROFIRZEH L E T,

VAT WFITAN=ANE, TRTOALTHRAMNE VAT AL T 4 Falb—a VDOFET
AT 4K —vaEAS =Ny ar7 4 Falb—va VIRIFLET,
write memory all [/noconfirm]

/noconfirm ¥ —"U— K& AJJL72WGE, RO7T a7 MREFREINET,

Are you sure [Y/N]:

YAZANTHE, ASAICK STV AT L a7 4 F¥alb—vart&ar7X A MBRMRFES
NET, av7FANOAF— T v ar74F¥alb—ra0F, M —"—ICEETE
F9, ZOHAE. ASAIL, 2T FARMURL CHRE L —N"—llar 74 Fal—a v
ZRLUTERAFLET, 7272 L HTTP URL 35 X OYHTTPS URL OFA1EHI4 T, —_—lza
T4 X2l —va Vv ERFETEEEA,

ASAIZE S THE ALV THFAMPMEESINTZH, ROA v E—UNFEREINET,

‘Saving context ‘b’ ... ( 1/3 contexts saved ) '

T —DEOIZATHFANPMRMEINBNGEELH D T, =T 2oV TIEL, ROEHRE
ZRLTLEEN,
ATV AREDEDIZArTHFANMEESNRWVEARIT, ROXA v =V RNERENE
ﬁ‘o

The context 'context a' could not be saved due to Unavailability of resources

c UBE— FOSRICBIFETERWNWEDIZA LT XA FMMEEESNZ2 WS, ROA vE—
UNRFRINFET,

The context 'context a' could not be saved due to non-reachability of destination

c AT HRALRE Y7 ENTVDHIEOICRFENLROGEEIT, ROA yE—UBREREN
i‘é—c

Unable to save the configuration for the following contexts as these contexts are

locked.
context ‘a’ , context ‘x’ , context ‘z’ .

| e
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RE—b7vFaArT4Fa2L—2aVORTIAVI4Fal—ar~A0at— .

AUTHXRARNRR Y INDHDIE, HOZ—F—R3FTTIZar 7 X ab—a VERIF
LTWAEE., £-13a0TF A FE2HIBRLTWAEASDALTT,

A=K T T ar7 4 Xalb—a rRNmAR0ERATHLOIC (728 21X, HTTP
P—N—T) T TFRAIPRAFIN2NGEIE, MOTXTOA vE—VDERBIZIRD
Ayt — LR— MR ENET,

Unable to save the configuration for the following contexts as these contexts have
read-only config-urls:
context ‘a’ , context ‘b’ , context ‘c’ .

e T Ty a AEYDR I Z—NEATNDLEHa TR NERETE 2WIESIE. RO
AoT—UNREREINET,

The context 'context a' could not be saved due to Unknown errors

ARA— K 7y 7A T4 FXaL—2aVDETAVI«FXFaL—23
o~ E—
FHLWAX— T v T a7 4 Xal—varzdfrar7 4 Xal—yalat—735%IiZ
X, koOWThhroa<y REEHLET,
* copy startup-config running-config

AB—KT T ar7Z 4 Xalb—varrFEfTar74FXal—rvarkv—yYLET,
=k o T, HLnar 74 Fal—varnhbE,Tar74X¥alb—ra U IZHL
Wavy RBBIMENET, a7 Falb—ra rBRIUEES, EEITRELEEA,
g~y RAEZET LA, £0da~r RRa T A FOFETICHEL 5 2 D54,
v —VORRITav U RICL o TRRV EF, =T —BETHZ L, THTERWE
ENELDHZELHY ET,

* reload

ASAZ#Vur—FRLET, TORE, A4 — T v a7 4 Fal—arPn—RE
N, Frar74X¥ab—rva VBN EEINET,

« clear configureall, i\ T thencopy startup-config running-config

AR — R T v T ary7 4 Xal—arrgu—RNL, EfT7ar 74 FXal—T g 2 HE
LET, Ver— NFIARETT,

AL —
RTEDRT
EITar T4 X2l —2a b RAE— Ty a7 4 Xal—arEFRT A2, ko
a< REfHLET,
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+ show running-config

Firar 74 X¥alb—rvarERRLET,
« show running-config command

BEDa~y FOETay T4 Falb—varzfomLET,
* show startup-config

A=K T T ary7Z 4 FXalb—rar2fFRrLET,

» ~ = ] ~ B L4
aA2T74FaLb—2aVEEDY U T EKLUHIBR
RIEXHET 22T, ROVWTIhoa~vy Re A LET,
« clear configure configurationcommand [level 2configurationcommand]

fRESNZa~<wy ROTR_RTOary 74 Xalb—vara2 7 )7 LET, a~vr FORE
N=VarDary74Xalb—alsZid%E7 073 5541%, leve2configurationcommand
WEZ2 AT LET,

7-& 21X, X TChaaaa~r FOary7 4 Xalb—ya s 707352, kOa~
Y REANDLET,

ciscoasa(config) # clear configure aaa

aaaauthentication =~ > KO a7 4 X2l — a3 P27 )V 73512, kOa~vy
FaASTLET,

ciscoasa(config) # clear configure aaa authentication

no configurationcommand [level 2configurationcommand] qualifier

A ROBEDNG A—RE- 134T a v a2 T 4 B—7 M LET, ZOHA. no
g K& LT, quaifier Tl S ED a7 4 X ab—ra U ZHIBRLET,

7L 21X, FFED accesslist 2~ > REHIBRT 2121%, Ezx—RBIZFEET DI +507%
a<w REANLET, a<r REEE AN LRTIERLRWEALH Y 9,

ciscoasa(config)# no access-list abc extended permit icmp any any object-group
obj _icmp 1

» Write erase

AA— KTy ar7 s Xal—ar®2iEELET,

| e



| @y 5wme
$754 TR av T ¥aL—2ay 77 Lok

A

GE)  ASARIE OBA. —oa<y NiF) o— REICE AT E T
LET, av 74 F2lb—g U EEAICHETHICIL, clear
configureall =~ > R&MHHALET,

« clear configure all
FIrar7 4 Xal—varEEELET,
“

() ~NAFar7FFARE—RTHEH, VATLar74FXal—vs
M6 clear configureall # AJ 5L, ¥ _XTHOarTHFRA M
HIRL, EfTHhoar 7 Xal—varzER+s2 b
DEF, 2aTHFAL T4 Xalb—vary Ty AAULHE
ST, LGRS E T,

(GE)  Firepower 1000, I3 X U'Cisco Secure Firewall 200/1200/ 3100/4200/6100
O ZOawy R, 50 OREE & I boot sysem =1+
VRBEETDIEEIL. F0a<vr RE 27 VT LET, ZORE
BEIL, 7= T v TROA A—VIIHEL 523, BifEn—
RENTWHA A—Ungl &SI ET,

ZTOMT_RTCOETILDEAE : ZDa~vr Rix, mOoO&REE L
HiZbootsysem 2~ K& 27 U7 LET ((FETH%H4A) . boot
system 2~ N, A7 T w2 AEY H—RDOA A=V %
i, FEDOA A=Y b ORENZ FIREIC L E T, ASAZKEY
B—RT5HL, WETZ7 T v o AEYDRYIDOA A—T b L)
LET, W7 7 v o AE VA A—UBRRWEE, ASA I
EE L FEE A,

AI75ATTEFRAMADTaFX2L—230 T74ILDERK

ZDHA RiE, CLIZMEH L2 ASADREFEICOWTHMLET, a~vr FEREFETH &,
EENT XA T 7 A NVCEZIAENET, —J, CLLZEHT2RbVIZ, 7FA L 77
ANEALE2—F TCHEHEREL T, 2074 X2l —Yary EF—RKDOavwr Ko/ 7n
VRS, 27 4 X2 b—varERERRITTORN—A ML R TEET, B
DFFEELT, ASAWETZ 7 v 2 AFVIZTXFAN 774 VvEX 7 a—RLET, ASA
NORET7ANDE T a—RIZHOWTE, Y7 =T8I0 ar7 4 Falb—var%
ZHRL T I,

FEEAEDEE, ZO=a T A THHTSa~r RidiE, CLIZe 7 MBETLET, &
DOFITHTr 7 Mt Tciscoasa(config)#] T,
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ciscoasa(config)# context a

< ROATINERENBZWTFA N a7 40 FXab—ay 774 VOBEIL, Ta
T MIKD X ITEAEEET,

context a

T ANDT F—< v NOZEHIIZHONWTIE, 2~ R A X —T oA ADFHAEZHBL
TLIE&E W,

2 B D A

AT 4 X2 l—va KL TEXF 2T 4 R —DOEFEZMZHAIE, TXTOHL
WERECHT L WX 2 U T 0 RY U—RNEHASET, BEFOER TIL, O NS
7R TR ﬁé%vtwtj‘)/~ﬂﬂﬁmﬁ%fﬁé%uiﬁ‘1§wﬁﬁi Z%FT 5 show == R
HAEH W2y 7 4 X2 b—va VENBLTEY, BAICE > U W ERICET 7 —%
WEENRNZ ENHY £,

7mE2IE, A H—T A A5 QoS service-policy ZHIFR L, BIEA—Y 3 > 2 FHE BT
Y4, show service-policy 2~ > RiZiE, #HrLWV—E R R — & —57 5 Hrsissie & B
HAHTHNTND QoS WV v X DAHFRINET, HHWARY U —DOREFOER X2~ N
TR FEINEE A,

FTARTOERPH LAY — 2RI 25 K012, BUEOHG 2 MERL, FrLLAY
oML THERERTED LI LET,

B A R A%, koa<w 2 REANLET,

« clear conn[all] [protocol {tcp |udp}] [ addresssrc_ip [-src_ip] [ netmask mask] [ port src_port
[-src_port] [ addressdest_ip [-dest_ip] [ netmask mask] [ port dest_port [-dest_port]

Zoawy NI, TRTCOREOERZKL T LET, BAEDOTRTOEREE/RT DI
X, showconn =2~ REZSRL T ZEV,

G ERRELRWE, 2o a~y & To through-the-box #ft & 7 U 7 L £ ¥,
to-the-box Hfii b 7 U 7§ 5121% (BUEOEH vy a v &2 5T) | dl ¥—T7— N&fEH
LEd, BETIPT LA SEEIPT RLA, R— K, 7'r ha/WZESWTRIEDHE
Wik 7 VT35, BERET T a v EREETEET,

ASAD')O—Fk

ASA Z ) m— RFI5I121%, ROFNEELFATLET,

rdoad 2~ NiX, 7 9AX )V THOT—H ) — KT 2 —VA—N—FHDAKX A& H
vE )=y MOFERINEYA,
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| ®mv 8-
asanyn—r

2NTF AT HFARNET—RTH, VAT LAETAX—RLA NG 2 — R TXEHA,
Fg

ASA %V ua—RLET,
reload
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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