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ciscoasa (config)# interface gigabithethernet 0/0

A H =T AIDITIE, ROLONRH D F9°,
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« physical : ethernet, gigabitethernet, tengigabitethernet, management7g &, 4 > ¥ —7 =
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=AW
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*vlan

* loopback
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ciscoasa(config-if)# ip address 10.1.1.0 255.255.255.254

DHCP —"—nH 1P 7 RUAZRGLET,
ip address dhcp [setroute]
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ciscoasa(config-if)# ip address dhcp
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G¥)
ipaddressdhcp =~ > K& AJ19 5Hi0IC, noshutdown 2~ REFEMALTA ¥ —7 =
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ip address pppoe [setroute]
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il

ciscoasa(config-if)# ip address pppoe setroute
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ip addressip_address mask pppoe
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X2 UTF 4 LIV ERELET,
security-level number

&1

ciscoasa (config-if)# security-level 50

number 121, 0 G FAD) ~ 100 (B BA7) oRsa 45 LE+,
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451
WIZ, VLAN 101 DT XA —X DR EFZ R L ET,

ciscoasa(config) # interface vlan 101
config-if) # nameif inside
config-if) # security-level 100

config-if)# ip address 10.1.1.1 255.255.255.0

ciscoasa
ciscoasa
ciscoasa

WIZ, 9 VFAsTHFARNE—RTIUTHFANIL T 4 Falb—a N TA—
B ETHHERLET, A X —T7 x4 AID X~y 74 TT,
ciscoasa/contextA (config)# interface intl
ciscoasa/contextA (config-if) # nameif outside

(

(

ciscoasa/contextA(config-if)# security-level 100
ciscoasa/contextA(config-if)# ip address 10.1.2.1 255.255.255.0

MELEYY
IPv6 7 RLADFEE (18 ~—)
MBBA X —T 2 A ADA F—T MBI VA —H Ry b NTF A —FDFRGE
PPPoE OF%E (10 =X—<)

A B =T A ANDSL, ¥—T N ET A, £RIEFEOMDOTFETISP IZHERH STV,
ISP 7S PPPoE ZfiHH L CIP 7 KL AZE Y Y THHFEEIT, RONRTA—F R ELET,

ZOHERAERIIEEDONN—F XY VT TA X=X A YLVLT v T Xy FT—2 (VPDN) Z/L—
THEERLET,

vpdn group group_hame request dialout pppoe
1 -

ciscoasa(config)# vpdn group pppoe-sbc request dialout pppoe

ISP NFRREA BRI 25618, FGET 1 b 2L 28R L £,
vpdn group group_name ppp authentication {chap | mschap | pap}
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ciscoasa (config)# vpdn group pppoe-sbc ppp authentication chap
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AT VA —/VE— FOWGTHHR—FENTWET, 7V v PTN—TOFMIONTIE, 7
Uy P N—=FZOonTaBRLTIIEEN,

TV P IN—=FEEEA P —T 2 RERET DHITIE, ROFIEZETLET,

JyoREA L A—T (4R (BVI) DERTE

TV ITN—FTLIZ, IPT RLVRAERET HBVIBKLETT, ASAIX, 7V vy J—
TNBRIEEND Ny hOEREFBTET FLAL LTZDOIPT RLAZEHALES, BVIIP T
NURL, #asniexy hU—2Z LRI TRy MNICHLIRLERHY £, IPvd b7 7 4 >
DA, TRTDORNT 7 4 v 7 Z@iRSE 5121, BVIIP 7 RLARKLETYT, IPv6 b7
T4 w7 DOEET, Rl NI T4 v 7 ERBBSER) I u— VT RLRAERET
LENRHYET, VE— NMEHREOERBIEL GO 7 R L BT 572012, T r—
SVEBY RUVAERET HZ LA HLEL £7,

=Ty FE—FBELUFSVRR7LVFE—FD1v45—T124Z I
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B ooorEris—

=Ty FE—FBEUFSVRRFLYFE—FDA V4 —Tz4Z |
TJI4R (BV) O®RFE

N—T v RE— ROEFE, BVIILAHIZIEET S & BVIBL—T 4 7ML ET, 4Hi
PEREELRTNUI, 7V IA—TFIE T AT LU R T AT U —L ET— FOES
CRICE D ICRBES N F F IR0 £9,

—ERDOETIILTIL, T4V T T4 Fal— a7 vy FJ—7L BVIBEEN
TWET, BINO7Y v T —7BIXOBVIZERK LT, ZJA—FORTA L N— A v H—
T A BFENECTHLELTEET,

)

GE) K ART L b E— ROMEBOEHA L X —T 24 ZATIE (FR—FENTWBET /LD

FIE

ATy T

BA) BRETEARWTY v U —7 (ID301) a7 4 Fab—3 g UICHBIIZEN
XNFET, 2TV T ITNA—=TTT ) oY TA—TOHIBICE FNET A

BVI Z{ER L £7,

interface bvi bridge_group_number

&1

ciscoasa(config)# interface bvi 2

bridge_group_number (X, 1~ 250 DT, ZDOTV v¥ FI—TF A R—|2iE, BTY
AL H—T oA ZA%EEIYYTET,

ATFYvT2 (FFLARTLYKNE—FR) BVIOIP T RLAZEELET,

ATvT3

ip addressip_address [mask] [standby ip_address]
£

ciscoasa(config-if)# ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2

BVIIZIZA A B 7 R A (/32 £7213255.255.255.255) ZE0 B TRNTLIEEW, £72, /30
BTy L (255.255.255252) . ARA R T RLARIORMOMOY 7 3 v b &EMH LA
WTLEEW (FRART FLVRF, Ty T AR —L—% XU AN —A/)—% BVI
WZENZINLDTOTT) , ASAIL, V7 Ry NOKEIHAT RLALRKET RLATEZEIN
LFRXTDOARP Xy hae Ruey 7 LET, Z0kd, B0V 7 Xy haffHL, 2087
I " BT v T AR — A N—ZIZTFRIERT RUAZED Y THE, ASAIFF VA b
Ve =N T v AN — A —F~D ARP EXR% N v LET,

7z — /LA — 3= Z1F, gandby ¥—U— REBIOT7T L AEZFHLET,
=T v FE—F) ROWTNOLDOFEEZFEHALTIP 7 RLAZRELET,

T 2= VF == T AX Y U TOEEIE, IPT FLAZFECTRETALEND Y £97,
DHCP iV HR— FZNnEHA,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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ATvT4

ATy TH

JyysmEsva—7z12 B 0Fz [

cIP7 FLAZFETHRELET,
ip addressip_address [mask] [standby ip_address]
il

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2

standby ip_address 51 %¢1%, 7 =— A ——THEHA L £,
ip_address 5 ¥k L O mask 51EUZIX, £ v F—T =2 ADIPT RLREHT Xy <R
7 iRELET,
« DHCP h—"—=Mn5H 1P 7 KL AZES L ET,
ip address dhcp [setroute]
i

ciscoasa(config-if)# ip address dhcp

setroute ¥ —V — RZ$EET 5D &, ASA 2 DHCP r— _R—mbES T 7+ /L k L—
FEfEHTE A L9270 9,

DHCPV —A%VUEw hL, FHY —RAEZERTHITIE, Z0a~vwr FEEFEANLET,

ip addressdhcp =~ > K& AJ19 SR, no shutdown 2~ REEHLTA 4 —7 =
A ZAEAIE L TORWEA . —E#80 DHCP ERDEE SN RN ERnH Y £,

W—T v RE—=R) 47 —T A AZLHTEMNTET,
nameif name
51

ciscoasa(config-if)# nameif inside

NoZ 749 0%BT VY ITNA—T A= E8 (=& 21E, AN A v X2 —T = 20D
TV TN—T DAL IN—=) [V —T 4 T T HVENDDEAIE. BVIIZAHT & T 5 4%
ERH Y FT, name Tk K 48 LFOT F A MUFHTT, KLFE/NCFIEXFI S FH
Ao BETEEERETHITIE, Z0a<wy RTCHLWMEZEANLET, FOLRTE2SRT 54
Toa<y FREIEENE720, noERUITIATI L72Nn T 72E 0,

N—Ty FE—K) %2074 LV EBRELET,

security-level number

51

ciscoasa(config-if)# security-level 50

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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B ouovon—grvn—o—mutars—7z42 852 —20%E

number (Z1%. 0 (B FAL) ~ 100 (B EAfr) o E2EELE T,

151
WOFHTIE, BVI2 7 RLARLZAZ L ANAL T RLRAEZHELET,

ciscoasa(config)# interface bvi 2

ciscoasa(config-if)# ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2
ciscoasa(config-if)# nameif inside

ciscoasa(config-if)# security-level 100

TV GI—=T A NR—D—RAGA VE—T AR INF A4
o
D EXTE
ZOFL, TV P I N—T AN A o H =T o f ADLH], EX 2T A LL B
LT Y v F AT R RIET RSN THRI LT,
8 % B I

cRLCTY I N—7T, SEIERFERDOA X —T AR WA L F—Tx A X
VLAN %7 A v H—T = A A VNI A ¥ —7 xA A EtherChannel { > ¥ —7 = A R)
EEDDHENTEET, BHA X —T 2 AT R—FENTVERA, L—T v F
&— FTi. EtherChannel & VNI IV A — FZLEHA,

TN F AT HFARNET—FRTIE, ITFHFANETARLR—=ZATROFEEFEITLET,
VATA AT A FKal—2arhbaryTxR AR ary7 4 ¥l —3 g U0
51Z1%. changeto context name =~ > K& A L7,

e T ART LU NE—RDBE, BEHA L X —T oA AT ZOFIEAFEH LT
W, BEHA LUV Z—T A AERETDHHAEEFE. FT U AXRT Ly hE— ROEEHA
H—T 2 ZADFRE (16 2—) ZHZRLTLIZE N,

FIE

RFYT1 Ao H—Tx AR AL T 4Fal—ar E— REBBLET,
interfaceid

1 -

ciscoasa(config)# interface gigabithethernet 0/0

A F—T A AIDITIE. KOEDONRHY FT,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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TY YT IN—T A vri—o—f@ttA vi—71 42 15 ri—s0%E [

* port-channel

« physical : ethernet, gigabitethernet, tengigabitethernet 732 &, HHA ¥ —7 = A ALY
A= bFENTWERAL, A F—T =2 ALICHONWTE, EHLTWDSETLDON—F
V7 A VA=A RESZRLTIES N,

« physical_or_port-channel.subinterface : 7= & 2 (X, gigabitethernet0/0.100F 7= (%
port-channel1.100 7¢ &',

* Vi
* vlan

« mapped_name : ¥/LF I T F A K T— ROEFA,

GE)
Firepower 1010 TiL, AA v FHR— 27V v T N—T AL N—L LTHETH I EITTX
FH A,

L7 T N—TNIZHEVLAN A VA —T = A A YN —F A A —T =2 A%R
ESELZ LFTEEEA,

G
N—7 v RE— RTlE, port-channd B X Ovni £ VX —T = A RIT Vv P T N—T DA
W=t LTHR—FENFEHA,
RTVT2 A8 =T A 2%T Y v ¥ Z—TITHD HTES,
bridge-group number

1 -

ciscoasa(config-if)# bridge-group 1

number (X 1 ~250 ¥ T, BVIA v F—T =2 AR FI—FHTHILERHYET, 7V v
TN—TINIRK A DA B —T oA AZEN Y THENTEET, M—A ¥ —7 =
AABBEDT Y o TN—F 28D YU THZ LT TEERA,

ATYT3 AL H—T oA ZADLHIERE LT,
namef name

1 :

ciscoasa(config-if) # nameif insidel

name |3 K 48 LF DT F A hXLFHITE, RLFL/PLFIKSNEFA, ARTEEET
HIiE, ZOawry FTHLWEEZBANLET, TOARTZZRT LT ~Toa~r R
Pra D72, no BRI AN LN T ZE 0,

AFYTE X2 UTF 4 LLERELET,

security-level number

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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B 'soxx7Lor2—rogE v s—T 21 20BE

1 :

ciscoasa(config-if)# security-level 50

number (213, 0 (B FZ) ~ 100 (f bAn) OBELAEREL £7,

BENEYY
MTUE L X TCP MSS D% E

FSURRTZLU M E—KDEBA VA —T 14 ADETE

RNIZUAXRT LY N 774 T U4 =)V E—RTlE, 3XCOA L H—T 2 A ARTV vV F
N—TIRLTWARERH Y £3, ME—DFIFMNIEH A > ¥ —T =4 X WAV F—T =
AR, BTA L E =T oA A (ZHADET AL TYHR—FENTWDEHE) | 38 HE A v
H—T = A AERERT 5 EtherChannel f ' Z—7 = A A (BHOEHA L X —T =24 ANRH5H
BE) onTnm) TF, FEA X —T oA RIERIOEEA U H—T 24 AL LTHET
& £7. Firepower4100/9300 > ¥ — Tid, HHA ¥ —7 = A X IDILASAGHEET A AT
B Y CTlomgmt XA 7T A HF—T A ATHESNTWET, OS> X —T A 2 X AT
TEEA V=T oA AL LTHEHTEERA, Y7V E—RERITa Ly TXFA NI LTI
ODDEBA L H—T oA AERECTEET, MOV TEL, FT AT Ly M E— ROE
A E—T oA AL TSN,

BWHA X —T A AL, To-the-Box B L NFrom-the-Box N7 7 4 v VAT, "o 74 v 7
ZHBTAIENTEEE A,

1R & BHEIIZ
DA VH =T A ATV Y TN—TIZEN Y THRNWTL SN, RETERWNT
Uo7 —7 (ID301) 1. 274 Xal—avicAEmicENEnET, Z07
Vol Z—F137 0 o2 J—70HIBICEENET A,
« Firepower 4100/9300 > ¥ —3 Tl&, EH A X —7 =1 A ID X ASA #HELT /A4 A IZEI Y
T/ mgmt-type A X — 7 = A ATHSNTWET,

cINTF AVTHRANE-RTIE, EDA L F—T A RAb (ZHICIFEERA LV H—T =
AALFENET) | AT HFAMTHASEL LR TEERA, T—F A F—
T A ATHEHT DHMER DY T,

eI F arTHFANET—RTHE, a0V TFAMETAR—ZATROFIEEZFEITLET,
VAT LAMLAVTFXAN a7 4 X ab— g AT HIZIE, changeto context
name 2~ K& AN LET,

FIE

RFUTN A s =Tl A ALY T 4 F¥al—var T— FeBBLET,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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ATy T2

ATvT3

F5URRTLY L E— FOBES v 4—T 11 208% |

interface {{port-channel number | management slot/port | mgnmt-type_interface id }[. subinterface] |
mapped_name}

1

ciscoasa(config) # interface management 0/0.1

port-channel number 5|%ti%, port-channel 1 72 £ ® EtherChannel 1 > % —7 = A A ID T,
EtherChannel f > % —7 = A AZiE, BEA LR~ X —T 24 ADIRNEREINTWNDHH
R0 £,

< NVF arTH R E— R, alocate-interface =~ > R&fEH L TEIY B THE.
mapped_name = A7) L £ 7,

Firepower4100/9300 > v — 3 T, ASA FRERT A RZEIY (T mgmt ¥ A TA U H—T =
A A (EBIA B —7 = A4 A E 721X EtherChannel f > #—7 = A4 ) DA H—T = A AID
FHEELET,

AVE =T 2 ADAHIERELET,

nameif name

11

ciscoasa(config-if)# nameif management

name |35 K 48 SLFDT F A M CFHITT, RUFL/NLFIXB SN EE A, AliEELT
HI2iF,. ZOav s RTHLWMEZFANLET, ZOARTEZRT 5T X TOa~< > R3HE
PrEanB720, noERUTIAT LT a0,
RONTINDFEEEHLTIP 7 RLAZRE L ET,

sIP7 RLAZFEICTHELET,

Tx— )L F—nN—L L HIFHT ST IPT RLARAERZ AN, T RLAZFET
RETAHMLENRHY £, DHCP IV FA— F SN FH A,

ip_address 5| %4 L OV mask 51T, A F =T = A ADIPT RLALH TRy b v A
7 HRELET,

standby ip_address 31%i%, 7 = —/LA—_"—THH L £,

ip addressip_address [mask] [standby ip_address]

i

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2

DHCP #—/ 3=/ 5 P 7 RLAZES L £,
ip address dhcp [setroute]

il

=Ty FE—FBELUFSVRR7LVFE—FD1v45—T124Z I
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B ro7rLzomE

ciscoasa(config-if)# ip address dhcp

setroute ¥ — U — R&Z$EET S L. ASA 28 DHCP — _—n OSSN TF 7 4L k )L—
MR TED L1 £9,

DHCP Y —A% Uty hL, HHY —2Z2FRT DT, Z0oavr FEEFEANLET,

ip addressdhcp =2~ > K& A9 2 Hi1IZ, noshutdown 2~ REMFHLCTA > ¥ —7 =
A AEH LTRSS, —#0 DHCP ERBEE SN N ER”H D £,

ATy T8 EX2 )T 4 LNLERELET,
security-level number

1 -

ciscoasa(config-if)# security-level 100

number (213, 0 (B TNAL) ~ 100 (& bAn) OBELERREL £7,

IPv6 7 KL AD&TE

ZOWETX, IPv6 7 KLy v U T HERET D HIEIZHOW T L £,

IPv6 [CTDLVT

DT a AT, PV ICET AR EEN TV ET,

IPv6 7 F L X$EE
WO 2FEED IPV6 DL=F ¥ A h T RLAEZRETEET,
e Ju—L s Fa— UL T RV AT, N7 Y v %y NU— 7 THERATRER AT Y v 7
T RLATYT, 7V oY TA—T0O8E. ZOF7 FLRAZZEA L N— (X —T (A
TLIZERETHOTIEHARL, BVIAIKERET I RERSHY ¥, £/, N T AT LV
FE— RTCEBA L —T A ADT 0 — LR IPv6 7T RLAZRETHZLLTEE
ﬁ‘o

ey zu—A: Yrra—hnT RLAE, BEEREINTEF Y NT—27 2 CHEHAT
ELHTTAR—=F T RLVATY, v—&iE, Vorora—An T RLAEZHEHL Ty
N EHEET DO TR, FEOWELR Yy NT—2 B A b ETEBERZTEZITVET,
N—2X, T RUARBEEITT FU AR 8O R A N—IERERICEAcxE4, 7
Vo JN—TTliE, AN~ HF =T ADINR) 7 a—J) T KL AZETA
LTCWET, BVIIZIZYV > 7 a—hLv 7 RLAEHY 8 A,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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Modified EUI-64 1 52 —2J =4 X ID .

BAKR, IPv6 BNEMET D LDV 7 a—h L 7 RLAZRETHLENDY £4, Fu—
ST RVARERETDHE, Vo7 a—b T RLARA U H—T = A AZHBEIICHRE S
nNa7d, Verra—an 7 RUVAZEINICRET ALEILIHY AL, 7V v T A—7
A B —T oA ATIZ, BVITZB— LT RURAZHRTE LTSS, ASARHBIIZ A L /3—
AVHE—T 2 A ADY 27—V T RVAREEAKRLET, ZF7a— VT RLAERELR
WAL, Vo om—h 7 RLAZBEICT 50, FEITHRETDHILENRH D £,

)

CGE) Vo rua—hn 7T RUVAORERE T 2T 25/, a~2 KU 77 L2 ADipv6enable 2~
>R (A#hE%E) F7213 ipv6 addresslink-local =~ > 8 (F#EEE) 22 L TS0,

Modified EUI-64 1 > 2 —2J 4 X ID

RFC 3513 [Internet Protocol Version 6 (IPv6) Addressing Architecture] (A > —F v k 71 k=
NR—=2a 67 Ry 7T —=F%727F %) TiX, AT VH000 THEEDL S DEFRE,
TRTCODZ=F Y ARNIPVEO T RLADA » H—7 = A ABBIFETE SN 64 £ F T,
Modified BUI-64 U CHRAANL T H Z ENER SN TWET, ASATIE, v—HL U 7T
BESNZARA MZZOBEHEZEHATE £,

ZORERENA U H —T 2 A ATHEMEEN TS &, FDA ¥ —7 = A A 1D 73 Modified

EULI-64 TE XA L CTWD Z L ZMERT A2, £ v X2 —T = A ATRAE LIZ IPV6 /37
FORETLT K LABREETMAC 7 KL RIS LTHRENE T, IPV6 /37 v kA v

4 —7 = A A IDIZ Modified EUI-64 TG ZEH L TW e WE . X7y MIRe vy 7 &, K
DIVAT A s AvE—URNERSNET,

325003: EUI-64 source address check failed.

7 RV AEROMERIL, 7o —0MERSINDGEEICORFETINE T, BHFEOT7a—0n5 0
Ty MIMERSINE A, £/, T RLRADHERIZe =BV ) 7 EOKRA MR L TOHRE
frexEd,

IPV6 LA VIREBEEISAT Y FDERTE

ASAVE, (IF—TNET ACERINTINIA LV Z—T 2 A AR ED) 7 FA4 T M A F—
T2 A AN DL EDIPV6 LT ¢ v 7 A%ZIFTHRILD L 912 DHPCVE T L7 o« v 7 AHAT
IIAT U R LTHIET D Z LN TE, ASAIZZEDT VT 4 v 7 A%V 73w MELTHNE
AUHE—T oA AZEIN Y THZ ERARETT,

IPv6 T LT 1 v REEDHE

ASAIZ., (=T NETDITER S NIINBA =T = A ARED) I IFAT A H—
T2 A AN DU LEDIPV6 T VT 4y 7 REZITFEID X D IZDHPCVe TV 7 v 7 AFAT:
JIAT R LTHBET D2 LN TE, ASAIZEDT LT 4 v 7 2% Y7 %y MELTHER
AUH =T 2 A ATEID B THZENARETY, THUSK D, NHA  F— 7 = A RITHHHES
N TUWDARA M, StateLess Address Auto Configuration (SLAAC) Z{#H L T2 12— 3L IPv6

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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B reoovozzgzmyiry ron

T RUVAERETEET, 27E L, WNESASAA > X —T = A RIT VT (v 7 ARAEY—/3—
ELTHBEL AW EE L TLEEW, ASAL, SLAACY A4 7> M7 a—/3VIPT R
VARG LTEERA, 728 20E, —F 2 ASA ITER SN TV AHEA. ASA
IXSLAACZ A4 7 RE LTHEREL . IPT RLAZESETEET, LirL, —ZDEH%D
Xy NT—=ZWZRBET VT 4 v 7 ADY TRy MEFER LW E, V—2 ORNEA v 2 —
Tx2AAETENLDT RLRAEZFEHTRETHLERH D 9,

ASA T3 & DHCPv6 h— "—3EENTE Y, SLAAC 7 74 7 > hAMERZR (IR) /¥
7w M ASAIZIEE L7236, ASA IEDNS — 3—0 R X A U478 EDOE#H %2 SLAAC 7 F
AT MIRMETEET, ASAIX, IR AXT Y NEZITWATET T, 77947 MIT FL X
EEOYTEEAL, 7TAT 2 FBMBEDIPV6 7 KL AZART D K HICHRETDHITE, 7
747/bfmm§% REEANNCLET, FIAT LV N TAT— ML ARHABREEHFD
T DL, W—H T KRNI A XA N A=V TRELET VLT 4 v 7 A (ASANT L
T4 I AT L CZE LTV 7 4 v 7 R) IZESWNTIPV6 7 RLARHRESNE
7

IPv6 TL T4 v REFEBY TRy ~DF

WOBITIE, ASASDHCPV6 7 RV AZ I 47 hafH LT, A v 4 —7 = A A LT
IP7 RLAZZITID & ZA%ZRLTWET, £/, ASAILDHCPVG 'V 7 1 v 7 AHEY
TAT U ML TRET LT 0 v 7 220G LET, ASAIX, ZHESNT LT 4 v 7 X
164 3y NT—21H 73y MEL, BIEESNTT VT 4 v 7 AL FEITRESNTZY T
v b (0, w1, FRT ) A LE—T oA ZADIPV6 T LA (0:0:0:1) ZfEH LT,
FHNCNENA X —T =2 AT a— )L IPv6 7 RL ZAZE D B TES, ZNHDONERA
H—T 2 AR SN TWD SLAAC 7 7A T > bt &/640 7%y FOIPV6 7 KL A%
BELET,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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P LT 1w REEBYIxy ton [

DHCPv6 Address and
Prefix Delegation Server

Internet

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

Prefix from DHCPv6 Prefix Delegation client:
2001:DB8:ABCD:1230::/60

IPv6 address from PD client:

<delegated_prefix>::0:0:0:0:1/64 \

IPv6 address from PD client:

/ <delegated_prefix>::2:0:0:0:1/64

IPv6 address from PD client:
€ <delegated_prefix>::1:0:0:0:1/64
I

SLAAC IPv6 address: SLAAC IPv6 address:
2001:DB8:ABCD:1230:0:0:0:2/64 2001:DB8:ABCD:1232:0:0:0:2/64
SLAAC IPv6 address:
2001:DB8:ABCD:1231:0:0:0:2/64

IPv6 7L 74 v REE B2 TRy DY

WOBNL, ASAB 42V TRy MV T 4 v 7 A% T3y METHEZAZRLTNE
9, 2001:DBS:ABCD:1230::/62. 2001:DB8:ABCD:1234::/62. 2001:DB8:ABCD:1238::/62.
2001:DB8:ABCD:123C::/62, ASA I, W¥E>* v kU —72 (::0) |Z2001:DB8:ABCD:1230::/62 ™
FIHMRER 64 7Ry b4 DOWTNEZHEHLET, ¥V AN —A L—FZi%, FiH)
TEBND /627Xy b TcEEd, MoL—XF, WA X —7 A A (14, ::5, and
::6) 12 2001:DB8:ABCD:1234::/62 OFIF FIHER 4 DD /64 T 3R> hDHHLD 3 D&M L E
T, ZOHA, WEL—F A v X —T 2 AIREEINTT VT 4 v 7 AZBICRGTE 72
W2, ASA ECERILEENTT VT 4 v I AeFRpm L, W—FREILEDT VT 4 v I A%fE
AT 20813 HY £, @, V—ZARHIRENICR>T256, ISPIZBEED Y 747~ M
RV 7 47 ZAEFTLELETH, ASARFH LWT LT 4 v 7 A2 TR 1256, FiLn
TV 4 P RAEERT DR ON—FRELEET HLENRHY £9, DHCP O—Eikil+
(DUID) %, FHEENZ bk L ET,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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DHCPv6 Address and
Prefix Delegation Server

Internet

Cable Modem

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

Prefix from DHCPV6 Prefix Delegation client:
2001:DB8:ABCD:1230::/60

IPv6 address from PD client:
<delegated_prefix>::0:0:0:0:1/64

SLAAC IPv6 address: |
2001:DB8:ABCD:1230:0:0:0:2/64 Firewall
Manual IPv6 address:\ Manual IPv6 address:
2001:DB8:ABCD:1234:0:0:0:1/64 2001:DB8:ABCD:1236:0:0:0:1/64

Manual IPv6 address:
2001:DB8:ABCD:1235:0:0:0:1/64

- = =

IPv6 LT 4 v O REREV AT FOEE

12O EDA 2 H—T 2 A4 ATDHCPY6 L7 4 VAT SAT v MaA FZ—T M LE
T, ASA X, V7 Fy MELTHEEFR Yy hT—ZIZEIV S THZ LM TED 1 DL ED PV
TV 4y P ARG LET, @E, TVIT 4 v I AT TAT v e A R—T M LTA
VA —=Tx2A AIDHCPV6 7 KL A 75 AT hafELTIPT FLAZEAE L, FOMoD
ASAA LB —T 2 A AN, ZHEENTT L7 4 v 7 ANLREENAT FLAAFEHALE
7

IR B
« TOOREIX, V=T v R 77 AT U —LEB—RIIBYHR—-FINTHET,

ZOBREIT~ LT 2T F AN E— FTEYPAR—-FShEEA,

COMREIX, 7T RF Y T TIIYR—FERTOHER A,
COMSREITEHEHA VX — T 24 ATIERETXE A,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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FIE

ATy T

ATy T2

ATvT3

ATvT4

P TL7 (v 2EEs 547 roEdE ]

VT 4 I AFAEEEAT DA, IPV6 b T 7 4 v 7 O EBG 72912, ASAIPV6
FANR—RBDN—F T RNRE A XA g% DHCPv6 - — " —{2 k> TEID HTH
NBEFTV7 4w 7 ZOHESEE M L 0 IZD DTS WVEICERET AL ERH D £,
7= & 21E. DHCPv6 4 — _—NTF L7 ¢ v 7 AFATOHEF NI 2 300 IR E L TV
LY 6L, ASARA ORIIEA 150 IR ET 20BN S £7°, HIEAWIMZRET S
(2%, show ipv6 general-prefix =~ Fafi /] L9, ASARA ORMREZHRET HITIE.
IPv6 A N—REDFKE 28 X—) #ZRL TSV, T 74+ /0 MI 200 TT,

DHCPV6 ¥ — 38— Ry F U=V RSNV F—T 2 A ADA 2 Z—T 2 A X AT 4
Xl —grE—FE2EBLET,

interfaceid

£

ciscoasa(config) # interface gigabithethernet 0/0
ciscoasa (config-if) #

DHCPv6 'V 7 4 vV AFTNLI TA T hEAH L, ZOA L F—T oA ATHF LT L
T A w7 AL ET,

ipv6 dhcep client pd name
£

ciscoasa(config-if)# ipv6é dhcp client pd Outside-Prefix

name (21K 200 LFEEFEHTE £,

ZETLEEINET VT 4y 7 ZZATH 1 DU Lo v FEREEL T,
ipv6 dhcp client pd hintipve_prefix/ prefix_length
i

ciscoasa(config-if)# ipvé dhcp client pd hint 2001:DB8:ABCD:1230::/60

W, BEOT L7 0 7 AR (/6072 8) #ERLETH, URNHED T VT 4 v I A%
FELTERY, V—RAOHBEREIND & IZENERFEICHIUS LI2WEEIR, 2077 1w
JADEREL Y NELTANTEET, o b BR27Vv 740 v 7 AEET L
T4 I AR) BANTHE, EObB Y NMIED D), FFEHLEBLE Y MIED DNE D
23 DHCP Vr— "= K> THREINET,

ASAA Vv H—T o2 A ADTEB—)LIPT RLALE LT VLT 4w T ADY T Ry FEEID Y
THIZIE, 78— ULIPv6 7 KL ADEE (24 X—V) 2L T I,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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B /o7 rLzons

ATy TH

ATvT6

(EE) SLAAC 7 ATV MIRAAL VL ET—R— T XA —2 M9 51213, DHCPv6
AT =KL AP —=N—0DFRTE 25 L T TEE0,

({EE) BGP T L7 4 v I RA%&T RANZAXTHIZE, IPv6 *xy bV —7 OFRTE #ZMH L
TLTEEWY,

1

12, GigabitEthernet 0/0 TDHCPV6 7 KL A7 54 7 v b BLONF VLT 4 v 7 ZAFAE
IIAT MERELTHEIZ, T RVAEZT LT 4 v 7 XL & BT GigabitEthernet 0/1
BER2IHEID B THHZRLUET,

interface gigabitethernet 0/0

ipvé address dhcp default

ipvé dhcp client pd Outside-Prefix

ipv6 dhcp client pd hint ::/60
interface gigabitethernet 0/1

ipv6 address Outside-Prefix ::1:0:0:0:1/64
interface gigabitethernet 0/2

ipv6 address Outside-Prefix ::2:0:0:0:1/64

S80—/NJ)LIPv6 7 FLADETE

N—T v RE—RKRODEEDA X —T 2 A AE T VAT LY F B—REREFIL—T v R
ET— FOBVILIZK LT a— L IPv6 7 RLAZRET DL, ROFIEEZFEITLET,

DHCPV6 BEX O TV 7 4V AFEAT v aif, v VF arTHFA N T— TP AR—FX
NTWER A,

)

GE)

Ta—)VT RLRAEZRTETHE, Vo Zua—hLT FURATIHBMICHRESIND 2D, Blx
WCRETAXLETIH Y FHA, 7V v TA—F2o0W T, BVI T/ r— L 7 KL A%

ETDHE, TRTDOALUNR— A H =T oA ADY 7 ua—h) T RLANEEBIICHRE S

nWET,

BT B —T A ADEE, BA X —T = A ZAD[E U Burned-In MAC Address %1 5 5%
DT, MACT RL AL FEITHET LI L2BEOLET, IPv6 V7 a—L 7 KL AX
MAC 7 RLRIZESWTEREIND 2D, YT F—T 24 AZ—EDODMACT RL A%

BNV YTHZET, —BOIPV6 V7 u—Hh/L 7 RLUANABEIZ/RY . ASA THED A A
HUATDN T T 47 OFEERETAZENTEET, 22 L TLEEV, MACT FL
ADFENRE

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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| V=79 R E—FBLUIrSVRRTLU L E—FOA V8 —TI4R

FIE

&

ATy T2

JB—LIP6 7 RLRADHRE .

1R BHHIIZ

cAF AVTRA R E— KT, IR PEFAN—ATROFIEEETLET,
VAT A AT 4 FXal—varynbarTX¥AN ary 4 XFal—va gz
51Z1%, changeto context name =~ > K& A LET,

A B —T xR AT 4 FXal—ay FT— NEEBLET,
interfaceid

£

ciscoasa (config)# interface gigabithethernet 0/0

FTZ AT LY b =R, 23V —T v RE—FDT Y ¥ FV—70DH4A, BVI #48
*’:‘_E‘ L/ij‘o

11

ciscoasa(config)# interface bvi 1

N7 AT L R E—RTIE, BVIIZINA, BEA VX —T oA AEBETHILEHLTEE
ﬁ—o

1 -

ciscoasa(config)# interface management 1/1

=Ty RA LV E—T 2 A A) WONTNDILDFEZHEHALTIP T FLAZRELET,

T 2= F—=R=R I TRAZN T BLONWV—=T Ry A H—T x4 ZADFHI. IPT
R 2 TETRETDVLENRHVET I I7AX VL TOEE, Vo Z7u—hLT RLADT
R EITT A —FEINTWERA,

e AU B =T 2 A ATAT— ML AT RLAHBRE (SLAAC) ZHLET,
ipv6 address autoconfig [default trust {dhcp |ignore}]

A H =T 2 ATSLAACEA RX—TNWIZTDHE, N—F T KRREZALA XA N AvE—
VTCEZELET VT 4 v 7 AZFESWTIPV6 7 RUANRHKRESINET, SLAAC BWHIC
BRoOTWBEH, AV F—T A ADV 7 a—h)L7 KL AL, Modified EUI-64 A >~
Z—T A ZIDITHEASNWTHBIIC AR S NE T,

GE)
RFC 4862 TlE. SLAAC ITHRL ENTZARA MINL—F T RREZA XA b AvbB—V%
FEELRWVWEHEL TWETD, CiscoASAIZZDRE. W—F T RREZAL XA N Ay
t—UEEEFELET, A vV AT 5T, ipvend suppressra 2~ R&Z&M L
TLTIEEWY,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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B

axX ;&

T 7 F )V Rb— hEA A M—LF 521, default trust dhep 7> ignore ZfRE L £,

dhep ZFEET D & ASAITEHE TE 5 XELh S (IPve 7 RLAZ#RAE L 72F Ut —/3—
D) BAFSNIN—FT RRYA XA "InHOT 7 4/ bb— OB EFERLET,
ignoreZ#5ET5 &, BIDOFR Y FU—INEA—FT RREAL XA "2 BETE5 X9
220 ET (ZOFHETIE, VAZBRELIRDAEERHY 1) .

DHCPv6 Z#fifH L C7 RLAZEG L £7,
ipv6 address dhcp [default]
1]

ciscoasa(config-if)# ipv6 address dhcp default

default ¥ —V— RZ4EET D&, V=8 T NI XA FPDBT 7 40 b /b— R
‘FEnxEd,

A BE =T 2 A AFEH T — LT RLRAEZEID Y TES,
ipv6 addressipv6_address/prefix-length [standby ipv6_address]
fil

ciscoasa (config-if)# ipv6 address 2001:0DB8:BA98::3210/64 standby 2001:0DB8:BA98::3211

Fa—sL 7 RLAZEIDYETLHE, AV F—T =2 ZADY 7 a—J T FVANRH
BRI S E T,

sandbyl, 7 =— VA —N"—=XRT DOt H L F ) 2=y bERITT = — G —— T )—
FTCHAINAL X —T 2 AT RLAFEELET,

Modified EUI-64 B XA FEH L CTA v 2 —T 24 ZAD MAC T RLANSAER I A v
H—T A AIDE, MESINTET VI 4 v 7 ABEETHZEICE-T, AV X —T7 =
A AT a—)L 7 R AZEY Y CTET,

ipv6 address ipv6-prefix/prefix-length eui-64
i

ciscoasa(config-if)# ipv6 address 2001:0DB8:BA98::/64 eui-64
=N T RLAZEN B THE, A F—T =2 ADY 7 a—HN T FLANRAE
EICAER S IV E T,

ABUNRA T RLAZIEETIHILEITIHY E A, A Z—7 = A X ID P HEWIZAER
SNFET,

FAEENTZT VT 4 v 7 ARMHLET,
ipv6 address prefix_nameipvé_address/prefix_length
i

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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ATvT3

ATy T4

JB—LIP6 7 RLRADHRE .

ciscoasa(config-if)# ipvé address Outside-Prefix ::1:0:0:0:1/64

ZOREEEIL. ASAIZHIDA X —T = A ATDHCPV6 7'V 7 4 v T ALY T AT > b
EAMNCEREBRTDICMETT, IPV6 S L7 4 v 7 ABTLT T4 T v Nk (22
N=) EBBL TSN, @%., BESNEZT VLT 47 AT /60 LT THDH2H, B
Boaxy NT—27Ich 7 xy METEET, s s 2 747 MHIZ SLAAC &
R—NTDHERDLEEIL, 64NV R— SN2V 73y hETT, /6007 %y &
7T o7 FLA (1:0:0:0:1 72 &) ZfEETH2RENDH Y £F, TLT 1 v 7 2 /60 K
WMOBEE, 7T RVADORNZ « Z AN LET, ExiE, BESNET VT 47 AR
2001:DB8:1234:5670::/60 TH D HE. ZDA VX —T oA AZE Y B THNE 7 a—L
IP 7 R L A1%2001:DB8:1234:5671::1/64 TH, /L—F T RNRNLZ A XA N TT RARZA X
INBT VT 47 A1F2001:DB8:1234:5671::/64 T¥, ZOFITIL, L7 1 7 AN /60 FK
MCTHLIGE, TV7 4y 7 ADFEYOE Yy ME, BIICEEIND IZXsTUREND &
T, 02D ET, 7= xiE. LT 47 A 2001:DB8:1234::/48 Th L4, IPv6 7
F L Z1% 2001:DB8:1234::1:0:0:0:1/64 (272 V) F£ 97,

BVIA v Z—T7 x4 R) BVIICEFBI T/ a— L7 RLRAZEV Y TES, FTLU AT L
VhE—ROEBA L HE—T 2 A ATYH, ZOHEZRFEHLET,

ipv6 addressipv6_address/prefix-length [standby ipv6_address]
il

ciscoasa(config-if)# ipv6 address 2001:0DB8::BA98:0:3210/48

Ja— T RUVAZRENVYTEHE, A X —T A ADY 7 a—)L T KL ANEHER)
B S L E T,

standby IL, 7= — A F—N—=XTOEHHFY 2=y NERITT ==V F— = T —T
THERSNDZA X —T A AT RVAERELET,

(7 ay) a—hn U ZOIPve 7 R L A2 Modified EUI-64 XD A > % — 7 = A A%
Bl Zw#H L £,

ipv6 enforce-eui64 if_name

&1

ciscoasa (config)# ipv6 enforce-eui64 inside

if_name 513121, nameif 2~ RCTHRELILA V¥ —T7 = A ADL4FIZRRELET, Z0OA
VHA—=T 2 A RZKLTT RLABREZEHTE £,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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=Ty FE—FBEUFSVRRFLYFE—FDA V4 —Tz4Z |

IPV6 1 N—IEEDEHTE

FIE

ATy T

ATy T2

IPv6 %A N—EFR T at A%, ICMPv6 A vt —VBIOEE /) — K~ ALFF¥ A 7 KL
AEMFHLT, MLy hT—2 (=B V7)) EORAN—DY I ET R AZRE
L., R’AN—OFiAH UrlaEME 2R L, L — & Z2E88 L £7,

=R (RAN) ZRAN—RKFEFHLC, #e) v 7 BICHFET L2 ERboroTnDH R
ANRN—DY I ET RLUADFFER, B RoTzF v v ¥ 2 fiORERI— T 2TV ET,
T, BANMIFANR—EREFEHAL T, FA MR- TRry hEEEELEIS ELTND
e — 2 2 L4, &610, J—RiZZo7a ha L E2ER LT, EDORA N —0NHE
AHECTEDRAN—=]RNE I TRWDET 77 4 7B T 5 & L bic, BRIV VI ET
RLRZBELET, V—F LT —F~DRXARKDOND L, A MIBEEL TWAE
N—RETIRNENRRET 7T 4 TITHMELET,

RETAHAIPV6 A X —T =2 AZEELET,
inter face name

51

ciscoasa(config)# interface gigabitethernet 0/0
ciscoasa (config-if)#

BFHET NL A (DAD) OFITEIEEZRE L £7,
ipv6 nd dad attemptsvalue

value 513 DE N EOFPAIL 0 ~ 600 T, ZOMEMN 0 DA, FHESNIZA L Z—T oA
A TO DAD BN ES SN E T, T 7 4/ MEX 1 T4,

DAD (%, EV Y THNAENT, L2 =F%+ A IPv6 T FL2ADO—EMEafERE L., *v b
—JZICEBETDHIPV6 7 LA EN TWaaWnha ) 7 XR—2ATHER L7, ASA
I, XA N—EEERA v E—V %A LT, DAD #ETLET,

FET7 FLABRKBHEENE L, FOT7 RL2AOREEIZDUPLICATE IZEE L, 7 KL A 3#

ARG 72D ROTT— Ao —URAERINET,

325002: Duplicate address ipv6_address/MAC_address on interface

BE7 RLARA L —T oA APV 7 a—LT RLAThHUE, A v Z—T = A LT
IPv6 /37y S DOABRIFEENIZ /20 £9°, BET SLAR T o — L 7T RLATHIUEL, =D
T RUVRIIMEAINLERTA,

1 :

ciscoasa(config-if)# ipv6 nd dad attempts 20

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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ATvT3

ATv74

ATvTh

pvs x4 —R0EE [

IPv6 A N—EFEROFEETHHELEHRELET,
ipv6 nd ns-interval value
value 3B OAFEZNZ2EIX. 1000 ~ 3600000 X U T,

a—hN U EZHHMDO ) — ROV 7 LAY T RLVAEZRHT LD, /— Kb >x
A N—=FFHER A v— (ICMPv6 Type 135) A —AL U o 7 IZEESNET, A3 —
EEERA v E—VEZETDHE, 5808/ — RiE, FANRX—T RRZA XA N AyvEe—¥
(ICPMv6 Type 136) Z#u—H/L V> 7 BIZEEL UM LET,

EEIL) — RBEAN—=T FNRNE A XX N5 5 L, HEL ./ — Resd/ — R3@E
TEDHEITRDFT, XA NRN—EFERRA =V, %ANRN—D ) 7T KL AN
SN, RAN—OFEAREEOHBICOERASNET, /— FBH 511 X—DF|En]
RRIEEZMRAET DG, RAN—EEFERA v E—CNOMEIHET FLAE LT, ZTOFRA3—D
=Xy AMNT RLRAZFEHLET,

XAN=T KREAL XA N Aye—=VF, v—INV V7 O/ —F DY 7@T RLX
NEFINZEEICHLREESNRET,

51

ciscoasa(config-if)# ipv6 nd ns-interval 9000

UE— D IPVv6 / — RIZEIERERFMZRTE L E7,

ipv6 nd reachable-time value

value 31 EDOFEZN/2EIE, 0~ 3600000 X U R T, value lZ 0 242 &, BErTRERER A
HEARREE LCEEINET, BIEERMOEEREL, BT 5DI1X, ZET /1 A%
ElT,

FAN—BEAGERRZHET D &, FHTERORA N—2 R cEEd, FME2EETE
THE, HHTERVRAAN—Z LY BRI TEET, 72720, FMEFET5H1ZE, IPv6
Fy NI — I HHIRE T XTOIPv6 * NT—27 T ALY V) —ADHEENIE X F
T, WE O IPv6 DIEMATIL, HFVEVKRERE IR X EH A,

&1

ciscoasa config-if)# ipv6 nd reachable-time 1700000

IPv6 L—& 7 RARZ AL XX FOEEMBEEHRELET,

ipv6 nd ra-interval [msec] value

msec ¥ — U — NI, ZOMENIVPHEMNTHREIND ZLE2RLET, ZOF—T— RN(F
TELZRWEES, HITWHEM T ESNE T, vaued |3 DOH L 72MEOHPIHIX 3 ~ 1800 . msec
X —TU— KRB EIN TV AEEIEL 500 ~ 1800000 X UM TY, 57 4/ ME 200 BT,

EEMROMEIZ., 204 =Tz AA ADLERFBINDETXTDIPV6 L—F T RANK A XA
Y hMIEENET,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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ATvT6

ATy T17

ATvT8

ATv79

=Ty FE—FBEUFSVRRFLYFE—FDA V4 —Tz4Z |

ASANRT 7 AL FL—Z L LTHRESNTWALEE ., FERRBIZIPV6 /L —F 7 RAKE A X R
VR IIATEALUTICTHHERHY £,

D IPve 7 — R EREWI LAWK 912, CiscoASAITREM (Vv ¥ —) T X LKL E
—g—o

5 -

ciscoasa(config-if)# ipvé nd ra-interval 201

a—hL U ED) =K, ASAZY 7 FEOF 740k b—F L RATHBOES 21
TELET,

ipv6 nd ra-lifetime [msec] value
F7varOmeckt—TU— RiE, ZOEBPI VBB THRESNSGZEEZRLET, Z0OF—
U— RERE  LZ2WEGA, EITREN T, value 5l DHFZN72EIX 0 ~ 9000 T, 0 & A
NT5L, ASAITER LAV HZ—T =2 ADT T4V V—F L RIS ERE A,

=X DOFIYBOMEIL, ZDA v X —T oA AMBEREEINDEITXTDIPV6 L—HF T KA
HARXA NMZEENET, ZOfHIZ, ZOA L Z—T2A A LOTFT 7L L—ZELTO
ASA ODFHAMEZ R LFET,

1 -

ciscoasa(config-if)# ipvé nd ra-lifetime 2000

No—H5 T RNE A XA NEf L ET,

ipv6 nd suppressra

N—ZFFEA v E— (ICMPv6 Type 133) IZISEL T, —F T RNRNEZ AL XA N A vt—
¥ (ICMPv6 Type 134) DHEBICIXE SN E T, V—FHFHEA v E—VE, VAT LDEH)
BRICAR A PDBIREEIND T2, RA NI, RICATFV2a— L ZTWNEHNL—Z T RANX A X
AUKNAvB—VEFFOI LR EELICHBREEZITO) LB TEXET,

ASA TIPv6 7'V 7 4 v 7 AERMT HMERRNA U H—T = A UNBA v F—T A A
) T, INHDA vy E—VEEHIITEET,

Zoavr REANTDHE, ASANRY 7 ETIEIPve L—F Tid/e <, lH O IPv6 £ A 73—
DEICRZD LT T,

JR‘AEESN D SLAAC 7 R L ALIAD IPv6 7 K L A2 DERIZ DHCPV6 & #1425 X 5 (2 IPve %
T—hLVAT RLVABHEHRTEZ 747> b (SLAAC) ([Z@FEI9 5121%, IPv6 L—H T K3 H
ARXA L N7 T T EBMLUET,

ipv6 nd managed-config-flag
ZOFTva L, IPVOL—F T RNZA XX R gy NOBEBIIRT RVARET 77
ERELET,

DNS H— "—7 F L 20O F R OEGIZ DHCPV6 A2 4% X 912 IPv6 SLAAC 7 A4 T
v MZEENT AT, IPVO V—HF T RANZ A XA M7 T 7 Z2BMLET,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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ATy 710

ipv 1 —gzE0EE ||

ipv6 nd other-config-flag

IOFTvaiE, IPV6V—F T KRNREA XA N XTFy ROFOMDOT RVARET TV
EERELET,

IPV6 /L —H T RNRNE AL ZA L MIEDDIPV6 T VT 4 v 7 ABRELET,

ipv6 nd prefix{ipv6_prefix/prefix_length |default} [valid_lifetime preferred_lifetime | at valid_date
preferred_date] [no-advertise] [no-autoconfig] [ ] [off-link]

FANR=TFTNRAAF, VT 4T AT KNRNEARXZA L MEFALT, O X —T7 = A
AT RLAZA#BKETEET, SLAAC TliE, V—% 7T RRZX AL XX~ A vE—U T
HENDIPv6e 7V T7 4 v 7 ABEHALTC, Vo Z7ua—LT7 RLANLZa—)L 2=F %
Ak T FLRAEERLET,

T 74/ N TIL, ipvbaddress 2~ REHLTA U H—T7 A AT FL AL LTHRES
NDETVT 47 AX, V=B T FENRL A XA NTT RARZ A XENET, ipv6nd prefix
av U REFHLTCT LT 4 v 7 2%T RANZAL XA MNRICRETHE, LD T LT 4 v
JALETDT RARZAXEINET,

SLAACHIE LS HERET BITIE, W—F T KREZA XA N Aot —UTT RRZALXEND
TV T 4T ARNEIZ64 By hTRITIVUER D F¥ A,

edefault: T 7 AV N LT 4 v T AMMERHEINTWAZ EE R LET,

« valid_lifetime preferred lifetime : 8 & L7 IPV6 'L 7 ( v 7 AZ GO EREN D H D
ELTT RNNF A XT L ZRE LE T, BEEOFHMFIZIL, 7 FLAOHIRITH
DERA, BREADHRZEBZS L, 7 LA TBEIRREICZRY £9, FEIRREDOT ML
ADFERFHERERSEFEALN, HLELLNTWHDIDITTIEH Y 8 A, BRI OHIR
HIni=t4iz, 7 RLUARER /Y, ERTEFEYA, ANT7A 7 XA DIIEBERT A 7 X
ALELFEUNZENLYEVRENSH Y 9, HEOFPHIL 0 ~ 4294967295 FCT9, HAfHE
IFIEBR T 28, Zhudinfinite ¥ — 7 — RZEHA L THRETHZ L TEET, T 740
~ DA 2592000 (30 HRE) T, T 7 4 /b b OESEAHARIX 604800 (7 HRH)
<7,

« at valid_date preferred date : 7L 7 ¢ v 7 ZADOHNHIBRNEIN 5 KE D AT & G 2R L
F9, HAHEmonth_namedayhh:mm EFEE L E£3, 72& 21E, dec 1 13:00 2 AN LFE
R

e no-advertise: L7 4 w7 ADT RARNZ A AR NEBC L FET, default L7 4 >
T ADEE, ZTORTEIIA LV 7TV T 4 v 7 RAZORBEHINET, BEOL 7Y
77V 47 AT no-advertise ZFRELRWRY 7V 7TV T 4w 7 A FBIE R
ET RRNZAXENFET,

« no-autoconfig : 7’7 4 v 7 A{X IPv6 SLAAC IZIIfEAH CE W2 L2 EL 7,

coff-link : ¥§E LTV 7 4 v 7 A2 ATV 7 LTRELET, L7 47 A ILE v
N7 UTTT RREARXEINET, V7497 A%, BT V7 497 AL LT
=T 4 T T—=T A ISNE Y A,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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onlink 34> (F7Hx/V k) OLEF HBEINET VI 4 v 7 AREDY 712510 Y4
THONET, HESNTZT VLT 4 v 7 ABELEDLIRT RVAIL NI 7 4 v 7 B#&E
5 — R, 8V 7 ECcua—hVCRERRETHDLE R LET,

51 -

ciscoasa(config-if)# ipv6 nd prefix 2001:DB8::/32 1000 900

DNS %—sX—D U R "% IPv6 7 T A 7 > MMIZT KX A4 X4 5121, [FIRDNSY—/3—
(Recursive DNS Server) | (RDNSS) A7 v a v EZHELET,

ipv6 nd radnsserver dns server_ipv6_address [lifetime valug]

« lifetime_value : DNS #— /S =3 HifRCAE ] S 2 /e R (RPEAGL) o 200 ~
4294967295 DHEIPHCTIEE L £7, HEZ0ICERET H L, = MIIFMEHINEE A, EE
4294967295 IZa%ET H &, =2 M UITHIIREINICZ2 U F¥ A, T 7 4V MIAKRA G
D35 TT (ipvendra-interval =~ FZ2ZH) , HIZRAMBU LIZT 208 H Y £
R

ZOFT v aE, 7 RUAFEEIZ DHCPve D W IZ SLAAC 23252 74 7 btk
SNHET, CiscoASA T V7 4 v I AR T4 T v M LTEEAE. bz,
Cisco ASA @ DHCPv6 A7 — h L AH— "—ZAfi H] L T Cisco ASA 733218 L 7= DNS #—/3—
THREETZENTEET, MHFOFRERTE LTGA. 7747 MIfFDOY—_—t v
FeZELET,

K8 DODDNS br—NR—%FBZETEET, V—""—TEMLENEICT RRZ AL XINET,
&1

ciscoasa(config-if)# ipv6 nd ra dns server 2620:119:35::35
ciscoasa(config-if)# ipv6 nd ra dns server 2620:119:53::53
ciscoasa(config-if)# ipv6 nd ra dns server 2606:4700:4700::1111
ciscoasa(config-if)# ipv6 nd ra dns server 2606:4700:4700::1001

[DNSKiZZ U A I (DNS Search List) ] (DNSSL) 47> a v &EFHEL T, IPv6 7 74 7> hIC
BBERAAL DU A NET RARAZAL X LET,

ipv6 nd ra dns-sear ch-list domain domain_name [lifetime lifetime value

s lifetime_value : R A A U2MEH S0 HKRREH (FPHAL) o 200 ~ 4294967295 D #i[H THi
ELET, EZ20ICRETDE, = PUIIEA SN EE A, H%E 4294967295 (ZF%ET
HE, =y N UITHIREINIC R Y /A, T 7 40 NI KRAMREO 3 %<7 (ipvend
ra-interval 2~ R&&M) | i RA BB EICT208RH 0D 5,

ZOF T asiE, T RURREIZ DHCPv6 DD W IZSLAAC 23527 747 > MMtk
MBFET, CiscoASA T LT 4 v I ARET TA T AN LIZHE. AT, Cisco
ASA @ DHCPv6 A7 — k L AW — "—Z{#iH L T Cisco ASA 735215 L7 DNS KA A % JET
ZENTEET, MFDOHEEZRELIZGS, 7747 MIMFDO RAAL DOty M35
L9,

WKRSOD AL ZRETEET, FALATEBIMLTNEICT Y A XS ET,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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pvs x4 —R0EE [

1 :

ciscoasa(config-if)# ipvé nd ra dns-search-list domain cisco.com
ciscoasa(config-if)# ipv6 nd ra dns-search-list domain example.com

IPV6 A N—ERX v vV aDAZT 4 v 7 = M) ZZRELET,
ipv6 neighbor ipv6_addressif_name mac_address
RDOHTA RTA > EHIRFHIT, RZT 1 27 IPv6 XA N—OREIHEH SN ET,

«ipvéneighbor =~ RiZarp 2~ RIZEITWES, IPv6 *A N—FRTFn R kD
FEREBMLUT, HESNZIPV6 T RLADT Y YRR A N—FERF ¥ v ¥ 2T T
HET 2%, = PVIREBNCAZ T 4y 7 2 FPICEBRSNET, ZhbDxr
FUIX, copy 2v v REMEA L TRELRTT D L S ITREIHRIFEINET,

IPv6 XA N—REF v v aDAZT v 7 22 b ZFRAT HITIE, showipveneighbor
avy REeHLET,

clear ipvé neighbor @~ NIZE VD, REZT 1 v 7 = MU RS IPv6 RA N—FER
Xy v alNOTXTOZ U EHIFRLET, noipvéneighbor =~ RiZ, fE L%
AET A4y 2 N XA NRN—REX v v 2P bHIBRLET, ZDa~<r NiL, IPve
FAN—ERT B EANLRBEINL= NI THLIXATIv 7 2 M iEFryvia
MHHIBRLEE A, noipvbenable =~ RZEM L TA % —7 = A X TIPv6 & L
THE RAET 47 U R ERWT, Z20OA 2 F—T7 24 AHIZTRESNTZTXTO
IPv6 A N—8FF v v 2 = FURHIBRSNET (=2 kU OfREEDS INCMP
[Incomplete] IZAEFT I NET) ,

IPV6 XA N—RFX Yy v a2aNDAXT 4 v 7 = hUNFANRN—ERT o A2k -
TEREINDZLIETIH EFEA,

clear ipv6 neighbor =~ > RZEITLTH, A¥T 4 v 7 T kUM IPV6 A A—HRE
Xx v aPbHIRINDIZEIEHV ERHA, XA FTIv I NIDOZ Y TETFNMTD
hij—o

AR S 72 ICMP syslog 13, IPV6 XA /S— = kU O EMI AR EHICER LET, IPv6
FAN—=TU RNUDASAT 74V K XA~—X30 B THDH72H, ASA T30 BEBXIC
ICMPV6 %A N—RBB L OISE AR v bEERLET, ASAIZT =—/LA—/3— LAN
BLOIPV6E 7 FLATRESNTIRES V H—T = A ZADOW TN DA, 30T &
12, ICMPV6 A N—EERB L RINE AT ", REFHADOY 7 a—J)VIPv6 T KL
AD WSO ASA THERSNET, £o, &7 v MIEED syslog (ICMP #feds L O
2=V RANOERRETNIT 4 T XU ) ZERT D720, e ICMP syslog 73R &
NTWEEINCRZDZENHY ET, IPV6 XA NRN—x 2 U DU 7Ly 2 BT,
BEOT—H A H—T 2 ATREARERTTN, 7xz— A —N"—f X —T xR
TIREARETIEH W £ A, 72720, ZDICMP A N—¥EK T 7 4 v 27 O CPU D
AT DT TT,

&1

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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ciscoasa(config)# ipvé neighbor 3001:1::45A inside 002.7D1A.9472

W—TY FE-—FEIVO IS VARTLY L E—FDA
VA—JIAADEZZY Y

A B =T oA ADFEEHER, AT —Z A, PPPOE T =4 —T& £,

Y

() Firepower 3 & 0" Cisco Secure Firewall €7 /L DO%A ., —H O#EFZ Cisco ASA =2~ 2 R THEIR
ShFEE A, FXOS a~» R LT, KVFEHRA 7 —7 =1 AfiatiE e £R1 54
EhRHV £T,

* /eth-uplink/fabric# show interface

* /eth-uplink/fabric# show port-channel

* /eth-uplink/fabric/interface# show stats

FEARIZ DWW TIX,  [FXOS troubleshooting guide] # &ML T 72& 0,

4253 —7 14 RfREHER
* show interface
A Z =7 = A ARiHEREF R LET,
* show interfaceip brief
A BE—=T 2 ADIPT RLAERT—H ZA%FRLET,
« show bridge-group

BEINEA L H—Tz2A A, MACT RLAEIPT RLAREDT Y v o7 N—FEH
FFRTFLET,

DHCP Information

« show ipv6 dhcp interface [ifc_name [statistics]]

show ipv6 dhep interface =~ > RiZ, T _XTDA » ¥ —7 = A A0 DHCPv6 fF#H % £~ L
F9, A H—T = A AN DHCPV6 AT — h L A P — _—ERHICERE SN TV DHH5HA

(DHCPv6 27— h LA —N—Di%iE #2M) | Zoa~vy NI — =2k > Tl
S TWb DHCPv6 V" — v a Y AR LET, A& —7 A ATDHCPv6 7 KL X 7
FAT U RNERITT VT 4 v IV AREI FA T FORENRD DLGE. Z0a~<y Fidsk

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR


https://www.cisco.com/c/en/us/td/docs/security/asa/fxos/troubleshoot/asa-fxos-troubleshoot.html
asa-924-general-config_chapter24.pdf#nameddest=unique_1054
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DHCP Information .

TITAT v RNOREE—R_R—DZELEEFERLET, BEDOA LV H—T7 =4 AT
DNWT, DHCPH —NR—F 737 FAT v FDRA v —VOFEHERAER T TXET, K
2, Zoavwy RTiREEn 2 1FEHRE 2~ LET,

ciscoasa(config-if)# show ipv6é dhcp interface
GigabitEthernetl/1l is in server mode
Using pool: Sample-Pool

GigabitEthernetl/2 is in client mode
Prefix State is OPEN
Renew will be sent in 00:03:46
Address State is OPEN
Renew for address will be sent in 00:03:47
List of known servers:
Reachable via address: fe80::20c:29ff:fe96:1bf4
DUID: 000100011D9D1712005056A07E06
Preference: 0
Configuration parameters:
IA PD: IA ID 0x00030001, T1 250, T2 400
Prefix: 2005:abcd:ab03::/48
preferred lifetime 500, valid lifetime 600
expires at Nov 26 2014 03:11 PM (577 seconds)
IA NA: IA ID 0x00030001, T1 250, T2 400
Address: 2004:abcd:abcd:abced:abcd:abed:abed: £2cb/128
preferred lifetime 500, valid lifetime 600
expires at Nov 26 2014 03:11 PM (577 seconds)
DNS server: 2004:abcd:abcd:abcd::2
DNS server: 2004:abcd:abcd:abcd::4
Domain name: relay.com
Domain name: server.com
Information refresh time: 0O
Prefix name: Sample-PD

Managementl/1l is in client mode
Prefix State is IDLE
Address State is OPEN
Renew for address will be sent in 11:26:44
List of known servers:
Reachable via address: fe80::4e00:82ff:fe6f:f6£f9
DUID: 000300014CO00826FF6F8
Preference: 0
Configuration parameters:
IA NA: IA ID 0x000a0001, T1 43200, T2 69120
Address: 2308:2308:210:1812:2504:1234:abcd:8e5a/128
preferred lifetime INFINITY, valid lifetime INFINITY
Information refresh time: 0O

ciscoasa(config-if)# show ipv6é dhcp interface outside statistics
DHCPV6 Client PD statistics:

Protocol Exchange Statistics:

Number of Solicit messages sent:
Number of Advertise messages received:
Number of Request messages sent:
Number of Renew messages sent:

Number of Rebind messages sent:
Number of Reply messages received:
Number of Release messages sent:

O b O B
[e)} (€3
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Number of Reconfigure messages received: 0
Number of Information-request messages sent: 0

Error and Failure Statistics:

Number of Re-transmission messages sent: 1
Number of Message Validation errors in received messages: 0

DHCPV6 Client address statistics:

Protocol Exchange Statistics:

Number of Solicit messages sent:
Number of Advertise messages received:
Number of Request messages sent:

Number of Renew messages sent:

Number of Reply messages received:

5

6

Number of Release messages sent:
Number of Reconfigure messages received:
Number of Information-request messages sent:

1
1
1
4
Number of Rebind messages sent: 0
4
0
0
0

Error and Failure Statistics:

Number of Re-transmission messages sent: 1
Number of Message Validation errors in received messages: 0

« show ipv6 dhcp client [pd] statistics

show ipv6 dhcp client statistics =~ > KiX, DHCPv6 7 7 A 7 MEFHEHRAZF /R L, &
ZREINTZA v E—VHON %R LET, showipve dhep client pd statistics =~ > I
I, TVT A I AT TAT v P ORGEHEREFRLET, RIS, 0w TR
LN D EREIZ R~ LET,

ciscoasa (config) #

Protocol Exchange

Total number
Total number
Total number
Total number
Total number
Total number
Total number
Total number
Total number

of
of
of
of
of
of
of
of
of

Error and Failure

Total number
Total number

of
of

ciscoasa (config) #

Protocol Exchange

show ipv6é dhcp client statistics

Statistics:

Solicit messages sent: 4
Advertise messages received: 4
Request messages sent: 4
Renew messages sent: 9
Rebind messages sent: 0
Reply messages received: 9
Release messages sent: 6
Reconfigure messages received: 0
Information-request messages sent: 0

Statistics:

Re-transmission messages sent: 8
Message Validation errors in received messages: 0

show ipv6é dhcp client pd statistics

Statistics:

Total number of Solicit messages sent: 1

B 7Y FE—FBEUFSVRRTLUFE—FDA VA —T (R
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DHCP Information .

Total number of Advertise messages received:
Total number of Request messages sent:

Total number of Renew messages sent:

Total number of Rebind messages sent:

1
1
92
0
Total number of Reply messages received: 93
0
0
0

Total number of Release messages sent:
Total number of Reconfigure messages received:
Total number of Information-request messages sent:

Error and Failure Statistics:
Total number of Re-transmission messages sent: 1
Total number of Message Validation errors in received messages: 0

« show ipv6 dhcp ha statistics

show ipv6 dhcp hastatistics =~ > K, DUID fF#N 7 = — /LA — 3 — 2= K TR
SINTEFAEED, 7x— A —"—a=y MEO N T 7 v a COREHERE RS L
F7, WIZ, Zoavy FTRESNLEHRFIZ R LET,

TIT 47 2=v hE:

ciscoasa(config)# show ipvé dhcp ha statistics

DHCPv6 HA global statistics:
DUID sync messages sent: 1
DUID sync messages received: 0

DHCPv6 HA error statistics:
Send errors: 0

AL RN, 2=y b b

ciscoasa(config) # show ipvé dhcp ha statistics

DHCPv6 HA global statistics:
DUID sync messages sent: 0
DUID sync messages received: 1

DHCPv6 HA error statistics:
Send errors: 0

« show ipv6 general-prefix

show ipv6 general-prefix =~ > Kik, DHCPv6 'V 7 4 vV AEAEI T4 T M L-»T
BEISNTEZTRXRTOT VLI A I REZDT VT 4w 7 ZADMOD T 1t 2~D ASA EAR
(Tarvyva—<URALN ) Z28RR-LET, KRIZ, ZOa~vr RCREESNDHFREIZ R
L9,

ciscoasa(config)# show ipv6é general-prefix
IPv6 Prefix Sample-PD, acquired via DHCP PD
2005:abcd:ab03::/48 Valid lifetime 524, preferred lifetime 424

Consumer List Usage count
BGP network command 1
inside (Address command) 1

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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PPPoE

« show ip addressinterface_name pppoe
HIfED PPPOE 7 74 7 F O EN WA R R L ET,
« debug pppoe {event | error | packet}
PPPoE 7/ A4 7 NDT Ny oA X—=T M LET,
« show vpdn session[I2tp |pppoe] [ id sess id |packets|state | window]
PPPOE v v a vV DAT—HX R &EF R LET,
wIZ, ZOavy FCREESH D EHRFIZ R L ET,

ciscoasa# show vpdn

Tunnel id 0, 1 active sessions
time since change 65862 secs
Remote Internet Address 10.0.0.1
Local Internet Address 199.99.99.3
6 packets sent, 6 received, 84 bytes sent, 0 received
Remote Internet Address is 10.0.0.1
Session state is SESSION_UP
Time since event change 65865 secs, interface outside
PPP interface id is 1
6 packets sent, 6 received, 84 bytes sent, 0 received
ciscoasa#
ciscoasa# show vpdn session
PPPOE Session Information (Total tunnels=1 sessions=1)
Remote Internet Address is 10.0.0.1
Session state is SESSION_UP
Time since event change 65887 secs, interface outside
PPP interface id is 1
6 packets sent, 6 received, 84 bytes sent, 0 received
ciscoasa#
ciscoasa# show vpdn tunnel
PPPoE Tunnel Information (Total tunnels=1 sessions=1)
Tunnel id 0, 1 active sessions
time since change 65901 secs
Remote Internet Address 10.0.0.1
Local Internet Address 199.99.99.3
6 packets sent, 6 received, 84 bytes sent, 0 received
ciscoasa#

IPv6 A /\—1EFE

IPv6 neighbor discovery /X7 A — & Z B 21213, ROa~ > RE2FETLET,
« show ipv6 interface
Zoa~r Rk, B mEDA L H—T oA A EETe, IPV6 HICRESN TS A
VHE—=T A A=Y T REEFRRL, HESNTA VX —T oA ADREEE
ARLET, L, Zoavy FIFARTZES L, IPVe BNARNT/R > TWNDHTRTHOA
H—T 2 ADFREEFRFLET, a~vr FKOHATIE, RKOBEANKREINET,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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e B —T A ADLTTE AT —F X

e ru—INEBINa— " Via=Fxy AT FLX
A =T 2 A ANBETEINTFx A N F—7
*ICMP V¥ A L7 FBLOZT— A v E—VDORE

o A N—ERBROFRE

AT YRR OITRE SN TN D & & DEERDRFH]
STV D R A N — BRI O FIEE AT REFH]

eshowipvénd {radnsserver | radnssearch-liss | detail | summary}

ZDa~r NiE, #BCTERE L7 IPv6 neighbor discovery /37 A —H# R LE T,

W—T Y RFE—FBLXUOFIUVARTZLYFE—FDA
R—TJ A4 ADH

20D T) YOI N—TEELRSIUVART LY M E—FOH
S ART LY N ET— FOROFEITIZ, 3OO FZ—T oA ZAFNFND2HODTY v
IN—TFLEHER A —T =2 AR LET,

interface gigabitethernet 0/0
nameif insidel
security-level 100
bridge-group 1
no shutdown

interface gigabitethernet 0/1
nameif outsidel
security-level 0
bridge-group 1
no shutdown

interface gigabitethernet 0/2
nameif dmzl
security-level 50
bridge-group 1
no shutdown

interface bvi 1
ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2

interface gigabitethernet 1/0
nameif inside2
security-level 100
bridge-group 2
no shutdown

interface gigabitethernet 1/1
nameif outside2
security-level 0O
bridge-group 2

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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no shutdown
interface gigabitethernet 1/2
nameif dmz2
security-level 50
bridge-group 2
no shutdown
interface bvi 2
ip address 10.3.5.8 255.255.255.0 standby 10.3.5.9

interface management 0/0
nameif mgmt
security-level 100
ip address 10.2.1.1 255.255.255.0 standby 10.2.1.2
no shutdown

20NT) T IN—TZECRXRAYF FLAN 5 A2 LD

WOBITIE, 32DA 2 —T x4 ADZENEE 1 DOBEHEOINTHANLV—T v K A4 % —
T2 A RZI200T VvV I N—TEFRELET, TV v NA—T 1IN THY, 7V >
I N—T2FIRT Y v 7 Web P — N—NEEINTZdmz T, TV v T TN—T DA N—
AVE—=T A AT, HEANR—=OEF2 VT 4 LURELL, FA—0tX=2U 7 0 @EN
AREICIR > TV DT, 7Y v P A—T7NTHHRICEETEET, NEA L N—DtX2Y
T4 LoUL 100 T, dmz A AN—DEF 2V T 4 LoULd 100 TTR, ZhbDkexa )
T4 LoUVEBVI BEEICIEEA S NEE A, BVIOEX 2 U7 0 L-ULD &, BVIEO k
T4 oI LET, BVI EAOEF2U T 4 LoUL (100, 50, BLN0) 1%, NES
M5 dmz &R BN, BLRdmz N OANEE~D T 7 4 v 7 ZREERAICEFRT L E T, dmz
OV —NR—IZHT BN T T4 v T EBHFATHOIL, T 7R —)VRAEBICEA S E
7

[ Internet 7
b

-

dmz
BVI 2 o
209.165.201 1
outsice 209.165.201.4
GigabitEthernet 111 dmzi
209.165.200.225 [DHCF‘J _, GigabitEthernet 117

209.165.201.3

.
1
inside1 inside3
GigabitEthernet 1/2 GigabitEthernet 1/4 208.165.201.2
| inside2

GigabitEthernet 1/3 l l
_L"i_:-'-'.- _i
10.10.10.2 | 1U101D4
inside  10.10.10.3 e
BVI 1
10.10.10.1 !
1010105 g
—
10.10.10.6
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interface gigabitethernet 1/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown

|

interface gigabitethernet 1/2
nameif insidel
security-level 100
bridge-group 1
no shutdown

interface gigabitethernet 1/3
nameif inside2
security-level 100
bridge-group 1
no shutdown

interface gigabitethernet 1/4
nameif inside3
security-level 100
bridge-group 1
no shutdown

|

interface bvi 1
nameif inside
security-level 100
ip address 10.10.10.1 255.255.255.0

|

interface gigabitethernet 1/5
nameif dmzl
security-level 100
bridge-group 2
no shutdown

interface gigabitethernet 1/6
nameif dmz2
security-level 100
bridge-group 2
no shutdown

interface gigabitethernet 1/7
nameif dmz3
security-level 100
bridge-group 2
no shutdown

|

interface bvi 2
nameif dmz
security-level 50
ip address 209.165.201.1 255.255.255.224

|

same-security-traffic permit inter-interface

|

# Assigns IP addresses to inside hosts

dhcpd address 10.10.10.2-10.10.10.200 inside

dhcpd enable inside

|

# Applies interface PAT for inside traffic going outside
nat (insidel,outside) source dynamic any interface
nat (inside2,outside) source dynamic any interface
nat (inside3,outside) source dynamic any interface
|
# Allows outside traffic to each server for specific applications
object network serverl
host 209.165.201.2
object network server2

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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host 209.165.201.3

object network server3

host 209.165.201.4

# Defines mail services allowed on server3
object-group service MAIL
service-object tcp destination eg pop3
service-object tcp destination eq imap4
service-object tcp destination eg smtp

# Allows access from outside to servers on the DMZ

access-list SERVERS extended permit tcp any object serverl eq www
access-list SERVERS extended permit tcp any object server2 eq ftp
access-list SERVERS extended permit tcp any object server3 object-group MAIL
access—group SERVERS in interface outside

W—T Y RFE—FBEXUFIUARTZLUYFE—FDA
ARA—TD A ADEFE

Hre

N

T5v k
TA—L1Y
)—X

IPv6 A /N—FE5R

7.0(1)

COBRENTEASHE LT,

ipv6 nd ns-interval, ipv6 nd ra-lifetime, ipv6 nd suppressra, ipvé
neighbor. ipv6nd prefix, ipv6nd dad-attempts, ipv6nd reachable-time,
ipv6 address, ¥ X WNipv6 enforce-eui6d =~ RV EAINLE LT,

oo AXRTL N B—F
D IPv6 DY R — k

8.2(1)

RSV ART LY N 7 AT T4 —/LE— RO IPv6 Y — FA3EA X
WE LT,

AT LY b E—F
DTV Y T—7

8.4(1)

X2 VT4 2 THFARNDOE— =~y RERIT WA, E23E
X274 arTFAMERRBIMEHALIZWGSG, A2 F—T =R
BTV I N—TICTN—Tb L, &Fy NT—TIZ1 DT >EHKD
TV IN—TaRECEET, 7V INV—TDNTFT 17
D7V vy TA—ThbRiSES, v E— NERIT=
VTEARNITEIL, ENENAODA U E—T 2 A AN D EK 8
DTV Y IN—FEHRETEET,

WD a~<y RNEAZNE LT, interfacebvi, show bridge-group

[Pv6DHCP U L—D 7 KL X
RETT T

9.0(1)

=< > K ipv6 nd managed-config-flag, ipv6 nd other-config-flag 733& A
SNE L,
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L=F9 B E—EBEUFSVRRTLY F E—RDA v8—T x4 20BE [J|

HEES TS5y bk B EETEER
TA—L1Y)
IJ _Z
rF AT L b =R [93(D) TV oD TN—TOEKREN M E 250 HIcEz Lz, 7
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T4 I AEFEHLTHOASA AL X —T =2 ADT FL A%
EL, A7 —hL X7 FLZAHBEE (SLAAC) 7747~ FH
FMUFy hU—27 ECIPv6 7 KL A2 HERRECTE 5L 2ICLE
7

FTHET LT 4 T ADBGP IL—F T RARE AL XA |k

« DHCPv6 27— h L A #—,3— : SLAAC 7 T4 7 > k7 ASA |21
WER (IR) X7 v hEEETDHE, ASAIZTRAAL A R — AT
EDMDEHRZ SLAACZ 74 7 > ML £4, ASAIL, IR/¥
T NEZITWDIET T, 7947 MIT FULAZEID Y CEH
Ao

WD A~ RPBMEZITEE ZE L7z, clear ipv6 dhep statistics.,
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