AAA @ LDAP H—/\—

ZDOETIE, AAA T &N 5 LDAP — _X—DOREHFIEICHOWTHBA L £,

«LDAP BLNASA 2N T (1 3—)

« AAA D LDAP #—R—DHA FF7 A4 (53—)
« AAA @ LDAP #—_"—DiRE (6 <—)

¢« AAA D LDAP H—R_—DE=ZJ 7 (13 <—)
« AAA @ LDAP — —D B/ (13 <2—)

LDAP 5 KU ASA [ZDLVT
ASAIZIZEAEDLDAPVI T 4 L7 R U S — =L HHWHENRH Y | ZIUIZRDO S DR EE
nE7,

+ Sun Microsystems JAVA System Directory Server (¥1E(% Oracle Directory Server Enterprise
Edition ®—#F. IH4 Sun ONE Directory Server)

* Microsoft Active Directory
* Novell
* OpenLDAP
7 7 4L hTIL, ASA IZ X T Microsoft Active Directory, Sun LDAP, Novell, OpenLDAP,

FIITIHLDAPY3 T 4 L2 R U =28 L TV ES B S Ed, =
7ZL. LDAPYV— =2 A TOHIRBIC L DREDNRILIZHEIE., FEITRETEET,

LDAP TR A A
AEH, ASAIX, =Y —ODLDAPY—N—~DI T4 T b TaF b UTHIEEL, 71—
¥ 7% A K F 7213 Simple Authentication and Security Layer (SASL) 7'v& k2 /LDWT %

fii > T LDAP ¥ — "—Zx T DBFEEITWVET, 7 74/L F T, ASA [, @FEF=—V—4
LRAT =R TCHIHBIANT A—HZ LDAP Y —X— 7L —r TFANTELET,
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Cisco ASA (%, Digest-MD5SASL A W = A LDIEVR—FLET, ZOAD=ALEMHL
T, Cisco ASA [F, =—H—4 & XAT— KB #HE L7z MDS fE% i H L T LDAP #—/3—
WINELET,

n—%—umpmﬁﬁ&%Ték LDAP #— =3B & N2 —Y—0 itz LE 1,
VPN ZREFEDRA . IHEDBEMIZIZ. VPN E Y g VICEASNARTT—EZNEEN
i¢0;®%Q\HMP@ﬁ%~ D, AT 2 | AT v S TEITTEET,

)

GE)  LDAP 7'u b /L DFEMIZ DWW T, RFC 1777, 2251, B L2849 ML TL &,

LDAP %2

LDAP [EfE DR 5

LDAP 2> 7 ¢ ¥ o L— 3 0%, MEROMBIEEN SN b DI T 208N H Y 7,
7= & %1%, Example Corporatlon LWV REDOHEZEE Employeel #4123 2 TA £ 3, Employeel
I% Engineering 7 /L — 7 IZHEFHE L TWET, ZOMRFED LDAP BEEIX 1 DLLEO L~ L& FFD
:kﬁ@%ifotkzﬁ\vyﬁwvxw%%%ﬁy%7yfbifo:@%f\mmle
l% Example Corporation D A '/ N—Toh 5 L WS Ed, LWL, vV TFLLEEEZE Y
F7 w7 LET, ZOH T, Employeel | Engineering 5iFI D A L X—TH D & RS, 2D
EOFH1E People & WD AFROMGRL = FD AL NN—TH VY | ZOMHE==> ;I Example
Corporation D A L /N—"T7, < /LT L-ULBERBOHIZ OV TIE, ROKESRLTLEIN,

< ILF LAULBEE O NEMTTN, BB ENES BEND DL IV L~ULEB D 5T
j‘o

1:ILFLARLO LDAPREE

Enterprise LDAP Hierarchy

‘ de=ExampleCorp, de=com ReootTop
People ‘ Equipment OU=0Organization Uniis
‘ Engineering Marketing HR ‘ Groups/Departments
i
cn=Userl cn=User2 cn=User3 cn=Userd Users E

ASA 1%, LDAP SN TOMBZMETEET, ASAICRD IFEEHD T 4 —/V REHET D
L. LDAP B8 TOMRMIEYS T & Z OfE, BLUOMRTHEROXA T2 ERTEET,
INHDT 44—V Rid, 22— —DWHERNE TN TCWDED T 2T T D XD ICHEEORRE
ZIRELET,
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| AAA > LDAP 4 —/3—
ap 4—i—~niq vk

* LDAP Base DN T, —/ 3= ASA 0238 A[ER A5 L7z & I LDAP o &
OGNS 2 — W —ERMOMKR LG T 20 E2ERXLET,

» Search Scope Tl&, LDAPREEOMEFHEZERZ L ET, ZDOFEE TIX. LDAPBase DN X
DHEDRY FREDLNVETHRRLET, V= _"—ICXDMREETD 1 LLETFICT
L0, BTV —RRERRET HNEBRIRTEET, T I NN L~V DORRED D @ T
TR, BTV —BRBRO G PIRHPIRE TEET,

« Naming Attribute Tl%, LDAP Y — _—Dx > b U %2 —F|ZikA4 5 RDN 2 &£ L £1°,

— B4 ETRMEICZIE, en (—#%4) . sAMAccountName, 33 J UfuserPrincipalName % &

HHZENTEET,
R DT, Example Corporation ® LDAP FEE DOl 2~ LEd, ZORENMEESNLD &, #HE
DIFETHRBEERTEET, KORIZ, 2200RFa T4 X2l —vaOflERLET,
IO 7 4 ¥ b—3 3 OB TIL, Employeel 73 IPSec k> R/ ZfENLT 5 & ZIZLDAP
BRI TH D720, ASAN D LDAP H— N — TR ER A EE S, 2 O H T Employeel
% Engineering 7 /L —7 OHRTRFET L2 EREESINET, ZOBRBITFHEFHTTEET,
QEHDOIL T 4 F 2 L—2 a3 ORITIE, ASA M HEE SN HMBEROF T, Employeel
% Example Corporation 2RO TR T 5 Z EDEE SNV TWET, T ORRRITITRFF A 27
DET,

R1BEIVT4FXaL—2 a3 nh

# |LDAP Base DN BREH RATRME LS

=

1 group= Engineering,ou=People,dc=ExampleCorporation, dc=com 1 L1 cn=Employeel |3z 25 58

2 | de=ExampleCorporation,dc=com # 7> ) — |cn=Employeel |ZZIZHEREI A2
2

LDAP H—/N\—A®D/NAf U K

ASAlX, v A DN &uZ A NAY— REMH LT, LDAP h——L DfEfH (/A
R) %Zi& £9, Microsoft Active Directory D i/ H 0 MM E GRAE, FFrl. 7 L— 7Rk
E) 175 L& ASA TIEFHEDIRV 2 74 DN T/ » R TE E9, =& 21X, LoginDN
121X, AD @ [Member Of] DF57E NS Domain Users D—#TH D12 —HHIFET DI LN TX
£9, VPN O/8A T — REFE/ETIZ, Login DN (21X L U EWEHEN LB L 72D . AD D
Account Operators 7 /L —7" D—H# 245 ET 2 0LE R H Y £,

\)

() Firepower 1000/2100 7 /XA A2 LDAP BGEZ T D856, /XA > RXRAT—RIZ v 7 A
Foia (N) ZEALRNWTLEE N, RAT—RIIRy I AT v aRnNEGEnNTn5
L. LDAP A v R v ANEKR L, SMERRREN KR L £9,

AAA O LDAP H—/3— .
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B wrrEi<os

KIZ, Login DN Ofl &R LE T,

cn=Binduserl, ou=Admins, ou=Users, dc=company A, dc=com

ASA IR OIS RN EVHR—F L TWET,
 BEE L SILTWVWARVWRAY — REEH L7 — b 389 TORM S LDAP 383
e R— |k 636 TOEF =772 LDAP (LDAP-S)

* Simple Authentication and Security Layer (SASL) MDS5

ASA FEARFEZ AR —F L TWERA,

\)

GE) LDAPZ T4 7 hELTDOASAIE, BLAD ALY RREROEEZ TR — ML TOEFTA,

LDAP EtE< v 7
ASA TiZ, RO HMTORFEDTZDIZLDAP 7 4 L7 U i TE £,
*VPNUE—hK 77 A 22— —
T T7ATIA—IN Ry NT—T DT VR NALVL—Taxr Eyiay

*ACL, 7w/ ~—27 UA L, DNSEIZTWINS RE, Toviary AL~ —7"REDKRY
—OMHEMR (ETIEFFRTBME & I D) ORE

e — ) TN—F R —DF—BDORE

ASAIZ. LDAP @t~ v 7 & LT, 147 « 7 LDAP = —V—EIt% ASA BIEICE# L
1., FNEOEME~Y Y FEZLDAP Y — =L  RLTEY, HIBRLEYVTAZENRTEXE
T, T2, B~y TEERRFELITEET AL TEET,

LDAP Bk~ v 713 EEAZ P R— s LER A, 72&21F, HHa—F =05 AD 7
N—T DA /NT, LDAP M~ v TREB O 7 NV—7 L —E T 2546, BRINAMHEIZ—K
T5NIDOT LT 7y MEIZESS DO TT,

Bt~ > v FHERE A YN T 5121, LDAP BYEDOART EER L =2 —F —EFRD B
DLHT B Z BFES D LERH Y £77,
BB~ v B 7SS LDAPBHEOARTE . —RICv vy B End a—F—EROBHED
A A TIEIRDOERY TT,
« IETF-Radius-Class (ASA 73— 3 > 8.2 LIBRIZE51F D Group Policy) : 7 4 L2 kU ERFY
Fiolida—Y— 7 —7 (J2 & 21X, Microsoft Active Directory memberOf) JEMAE 2K
WTINA—F R —%2RELET, ASDM N— 3 2 6.2/ASA N— 5 2 82 LI T
I%. IETF-Radius-Class JEMEDK1> Y I group-policy JEMMEH S dvE 4,
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AR 0> LOAP H—i—0 74 k51> |

» IETF-Radius-Filter-Id : VPN 7 514 7 k., IPSec, SSLIZXfd AT /7R arra—L Y
A b (ACL) ([C#fH S ET,

+ IETF-Radius-Framed-IP-Address : VPN UE— K~ 727X 7547 k. IPSec. L RSSL
WCAZT 4w 7 IPT7T RLAZE Y YTES,

*Bamnerl : VPNV E— h 77 A a2—HF—Dnu 7 A VT HF A M AT —2FRLET,

» Tunneling-Protocols : 727 B A # A FIZHASNWT, VPNUE— T 7 EA®v 3 V&7
ARG LET,

A

GE) 12O LDAP B~ > 72, 1 DU EDRBEMEEZED D Z LN TX
F9, FFEDLADP V— "= 5i%, 1 DOLDAPBIHO R E~ v
TTAHZLENTEET,

AAA @ LDAP H—/N\—DHA K54 >~

ZDETIE., AAA @ LDAP Y —N—%2R T T HANHRT DIMNEDOH DA R4 BLO
HIREEICOWTHA L ET,

IPv6

AAA H— =T, IPv4 720X IPv6 7 L A ZFEHA T £9,

ZOMOAA K542

eSunT 4 L7 U Y= NR—ZT7 7 LATHZDIZASAITHE IV TUVD DN, H—r3—
DF TR NRAT—= KRR —ZT 7 AT HLERHY £, DNELT, T4 L
7 NVEBRE, EET v N EREHERE ROV 2T L AL E
T, £, T4 R XA T— R RY —ICACL ZRETE £,

* Microsoft Active Directory 3 L O'Sun h—/3—TD/RA T — REHE A 21— T/ T 57280
|\Z LDAP over SSL iR ET 2 M E R H VY £7,

« ASA (X, Novell, OpenLDAP 353 XD LDAPV3 7 4 L7 h U H— "—(Z L5 /R
U— NEBZR— M LEHA,

e N—=T 271 (x) P, ASAIEARA T 4 7 LDAP A % —~ & i L TRlliEs L OREn
1T D728, Cisco AF¥ —< I Ee 72 E L,

U E— RTREKR200 MO —_— ZV—7 FlidvLF E—RFTarTX2 L
TEIZAODY—NR—= T N—THFOZ LR TEET,

e BT N—TITNE, VT NAVE— R THRK16E, v/ LVFE—RTHRRKSEDY—"—%5
OB ENTEET,

AAA O LDAP H—/3— .
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B 2o war5——omE

ca—F—PRrl A THE, AT 4 F a2l —Ta YNTHRESIL TV D RIIDOY — 3 —
MBIEIZ, = _R—=NRET D ETLDAP — =R 1 O>FTOT7 /v 2&NnET, Fi—
THOTRTCOP—_R—RMEHTERWEE, ASAIT, v —h NV F—FR_R— AN T 3 —
NNy 7 HFRELTERESNTWDE, B— NV T —F_X—RIFHLELH)ELET (&
HERAER L OGRAIRE) , 74— w7 AV v RELTRESNTORNEA, ASA
X LDAP —"—Ch|&fE T 7 EAL LS & LET,

AAA O) LDAP H—/\—DExTE

ZDOIETIX, AAA IZLDAP Y — _"—% R ET D HIEIZHOWTHIA L £7,
FiE

RATv 1 LDAP B~ v 7B E L ET, LDAP @Mt~ v 7O E (6 °—) 22 LTI a0,

ATY T2 LDAP H—— J—T 5B L £F, LDAP h—/"— Z)L—TDOEE (8 X—V) &M
LTLEEW,

ATV T3 (AT ay) BEEAD=ALETHORR S LDAP h— =00 2% E L ET,
VPN @ LDAP FBFFDORE (11 —) BT IEE N,

LDAP B~ v TN TE

LDAP @k~ > 72 HET HI1E, ROFIEEZEITLET,
F|i§

ATy F1 22D LDAP @t~ v 7 T— 7 NV EERR L £,
Idap-attribute-map map-name
i

ciscoasa (config) # ldap-attribute-map att map 1

ATy T2 22— —FZROEMA department 2, AaDEMEIC~ Yy L7 LET,
map-name user-attribute-name Cisco-attribute-name

&1

ciscoasa(config-ldap-attribute-map)# map-name department IETF-Radius-Class
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ATvT3

ATy T4

ATy TH

ar gt v 7ozz [

a—P—ERD~ v THEThH 5 department = = — P —EZD B E A aDFEMHEEICY v E
Y LET,

map-value user-attribute-name Cisco-attribute-name

1 -

ciscoasa (config-ldap-attribute-map) # map-value department Engineering groupl

P=R=b | ZOV—"—NETDH AAA T — 1 — T —TZAI L E T,
aaa-server server_group [interface_name] host server_ip

&1

ciscoasa(confiqg)# aaa-server ldap dir 1 host 10.1.1.4

B~ v 7% LDAP —"—|Z 1 R LET,
Idap-attribute-map map-name
£

ciscoasa (config-aaa-server-host)# ldap-attribute-map att map 1

1

WOHFNE, accessType & V9 A RTOLDAP BIEIZESWTEREE v v 3 % ASA IZH)
(R4 % k%R L TWET, accessType JBHEIZIL, LN DEOWT NN E E 5 ]
RS 7,

* VPN

e admin

* helpdesk

ROFITIEL, BEA, ASA THAR— b I D H %7 IETF-Radius-Service-Type J& 1D
Wy B TSN D HikERLET, AR A 712X, remote-access

(Service-Type 5) #{5. admin (Service-Type6) & EL, 33 J Mnas-prompt (Service-Type
7) NAS 7u 7 v 3dH v 7,

ciscoasa(config)# ldap attribute-map MGMT

ciscoasa (config-ldap-attribute-map) # map-name accessType IETF-Radius-Service-Type
ciscoasa(config-ldap-attribute-map) # map-value accessType VPN 5
ciscoasa(config-ldap-attribute-map) # map-value accessType admin 6
ciscoasa(config-ldap-attribute-map) # map-value accessType helpdesk 7

ciscoasa (config-ldap-attribute-map) # aaa-server LDAP protocol ldap

ciscoasa (config-aaa-server—-group) # aaa-server LDAP (inside) host 10.1.254.91
ciscoasa(config-aaa-server-host)# ldap-base-dn CN=Users,DC=cisco,DC=local

AAA O LDAP H—/3— .
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ciscoasa (config-aaa-server-host) # ldap-scope subtree
ciscoasa(config-aaa-server-host)# ldap-login-password test

AAA ) LDAP H—/\— |

ciscoasa (config-aaa-server-host) # ldap-login-dn CN=Administrator,CN=Users,DC=cisco,DC=local

ciscoasa (config-aaa-server-host) # server-type auto-detect
ciscoasa (config-aaa-server-host)# ldap-attribute-map MGMT

WOHITIE, > A2Aa® LDAP B4 O A M EFR R LET,

ciscoasa (config) # ldap attribute-map att _map_ 1
ciscoasa (config-ldap-attribute-map) # map-name att map 17

ldap mode commands/options:

cisco-attribute-names:
Access-Hours
Allow-Network-Extension-Mode
Auth-Service-Type
Authenticated-User-Idle-Timeout
Authorization-Required
Authorization-Type

X509-Cert-Data
ciscoasa(config-ldap-attribute-map) #

LDAP H—/N\— FIIL—TDEHTF

LDAP H—— 7N —T % ER L CHE L, LDAPV—N—%Z DT N—T
WO FNEZEEITLET,
1R HHIIC

LDAP #—/3—% LDAP — 3— ZL— BN 5. Bt~ v 7 %]
F9,

== T N—TH LT haVEFEELET,
aaa-server server_tag protocol |dap

1 -

ciscoasa(config)# aaa-server servergroupl protocol ldap
ciscoasa (config-aaa-server—-group) #

BINT 51

B2 0ERH Y

aaa-server protocol =2~ R&EANTHHEE, a7 4 X2 b—var T—REBBLE

j‘o

W DY —R—Z I HINZ T N—TND LDAP —/X—TD AAA b T U H 7 ¥ a v ORIROE

R zRELET,
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ATvT3

ATvT4

LDAP H#—/3— JIL—TDERE .

max-failed-attempts number

&1

ciscoasa (config-aaa-server—-group) # max-failed-attempts 2

number 518 O&EPHIX 1 ~5 TF, T 74/ ME3 TT,

B—HNT—ERXR=AEFH L TT7+— Ny 7 F (T Vv AEH) 2%ETH L, 7
N—=THNOTXTOYP—==RIRE LR WS ENER TH L5 7 N —71RE R L LA
I, T =Ny 7 FABNRITINET, == =TT, BIMD AAA ERIZLD
T 7R ANTRN, FEIRE L R SNAEERIN 10 40 (T 7 A0 B) i &L TR BICT 4 —
Ny 7 FABNMER ESNE T, FINERREEZT 740 MO ERETHITE, ROAT v 7O
reactivation-mode 2~ > K& B L T 72 &0,

T A=y 7 FAE L TRERESNTWRWEGEES, ASAITE XX /7 —T7NOY— — 27T
7EALLY ELET,

TN—THNTHREDEAE LY — =2 ET 7T 0 7T BHE 7774 7R >—)
ZHRELET,

reactivation-mode {depletion [deadtime minutes] | timed}

1 -

ciscoasa (config-aaa-server-group) # reactivation-mode deadtime 20

depletion ¥ — 7 — R&{EET DL, JNV—TNOTXTOY— =0T 7T 1 72T
2, BEORAE L —NR—PNEET 7T s 7{bENE T,

deadtime minutes % — 7 — K5O T I2IL, Z V=T NOEEZEDOY—1"—%T 1 E—T)LIZ
LThb, WIZTRTO— =% FHEA R2—7 /I T 5 F TOREBKER % 55 HAL T 0 ~ 1440
MOIELET, T REALF, a—DNT —FRXR=A~DT +— Ny 7 EFE LGS
WCOHBEHINET, FBiEE. 7 R A LBRKRTHETrR—AALTRITENET, 77+
JV ME 10 43T,

timed % — 7 — N, 30BBOX T 2 A LDOBRICHEERKE LY — =2 B/ET 7T 17
fLLET,

LDAP #— =& ZDH—_"—=0NET D AAA —— T —TZHHILET,

aaa-server server_group [(interface_name)] host server_ip

1 -

ciscoasa (config)# aaa-server servergroupl outside host 10.10.1.1

(interface name) Z 45 E L CW WA, ASA X7 74 /L h CTHRERA VX —T7 = A A&MHHL
i—a‘o
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AAA ) LDAP H—/\— |

aaa-sarver host =< K& AJ19 5 L, aaaserver A b a7 4 F a2l — g F— FNNE
WBLFET, MEIJSELT, AAFary 74X alb—vary EF—Ravr REEHLT, &5
W2 AAA P —RN—ZRELET,

LDAP H—_—TfFHTESa~r FE, HILWLDAP —R—EEIZFDa~v L RDOFT 7 +
VMERSDNE I E, ROKRITRLET, 7740 MEBNRE SN TR W0WEGES (([—)
THER) , a~r FEHFHLTTEEZEBEELET,

R2:KRRAFE—FRKOATURETIAHILME

av vk T+ ME |EEEA

Idap-attribute-map — —

Idap-base-dn — —

Idap-login-dn — —

Idap-login-password — —

Idap-naming-attribute — —

|dap-over-ssl 636 BRE SN TWARWEAIEL, ASA Tl LDAP 3K IZ sAMAccountName % fifi
MALET, SASLETL—0 TF A MDOELLEZMHATLEHAGTEH, ASA
& LDAP #— =D TOBEDOEF =2 U7 4L SSL THEPR S E§,
SASL % L7254, SSL CLDAP (R 2R+ 2 Z & 250 < B0
LE,
reference-identity %7€ — K2~ K&l L C. ASA »LDAPS (SSL)
Y= "—ID ZREEST D 72O T 2SR ID A ZRETE LT, RKIE
4% &, ASA I crypto careference-identity <name> TR E S L7z —E ik
Yz ] L Caaa-ldap —"—ZMGEEL £ 77, sEHFEOY 7V =7 M &
TAL SAN IZ—ET 5 b DN DN B2 WGE . 7213 reference-identity
THEINZARA RPERI RV E, Bk T LET,

Idap-scope — —

sasl-mechanism

server-port

389

server-type

A B H

HEMRHIZ L W LDAP = DX A4 THRFHETE 2 TH, TOH—
23, Microsoft Active Directory, SunLDAP T « L' 7 kU H—sX Zhn L4t
® LDAP h—SOWTNTH D 00N> TWDHIEEIEL, DO — #
A 7% FETHRETEET,
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ven o> oap 2itniE [

avy kR

5t BA

aun

T4 MME

sdl-client-certificate

— ASA NI A4 T v FiEAE L LT LDAP — —|ZH#oRT A5EAE, =
OFEAEX. 7 74 7> MEHEZ LDAP Y— "—THEET 5 & 9 128%
ETLHEAICKNETY, £/, |dap-over-sd ZHNNZTHMERH Y F
T, FEAEZRE L7V E ., ASA X LDAP —_R—h b Bk Eh/- & &
\CREAEA SRR LEH A, LDAP— N—NETREAEZERTH L 51T
RESNTWALEA., EX 27 LDAP v ¥ 3 UAE TR, Rk
FORMMKIR L £,

timeout 10 # —
£l
WOHTiL, watchdogs & V9 £ B LDAP r—/N— JN—T %R EL, DT )—
ZITLDAP = "—Z BNt 5 HiEEm LET, ZofITIE, = 0)1§JT IV RTAA
YA =NRLDAP =N =N Y R T LR — M EER LRV H, ASAIZZD 2D
DA —S—FG T A —ZCF T 4L MERBH L ET.
ciscoasa(config) # aaa-server watchdogs protocol ldap
ciscoasa (config-aaa-server-group) # aaa-server watchdogs host 192.168.3.4
ciscoasa(config-aaa-server-host)# exit
ciscoasa(config) #

=JL ==
VPN @ LDAP ZEFEDEETE

FIE

VPN 7 7 EAD 7= D LDAP = —H —ZHGER i H 3% & ASA 1%, LDAP &% X7 LDAP
P—R—=D 7 ) —%FITLET, BFEINOLOBMICIE, VPNE Yy v a VTEA SN
TEPNEENET, ZOXIICLDAP ZEMAT L L. 1 DORAT v 7 CRIER L ORI & 58
TTEET,

=L, BRIk TiE, RBAA L= ZAE i%IJOD;@';focéMT%LDAP74 L7 N H—R—
INOERETAZVLENDHY 3, =& 21X, BEEICSDI £ IFREAE SN —R—2FH L TV D5
A, RIS EEA, ;@iE'A :L~47L~§?STT . WREDKINEIZLDAP T 4 L7
NI D7) —%FTT 570, BAEERANL2 DORT v I TITbIvET,

LDAP Z#{ffH L7~ VPN = — Y% —Fa[ 2R ET B2 3. ROFNEEZEITLET,

AT w71 remotegrp E WO AHTD IPsec U E—h 77 A b F—T%ERLET,

tunnel-group groupname
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B venvo war i ozE

nu

1 :

ciscoasa (config) # tunnel-group remotegrp

ATV T2 == T N—T L ho ) T—T % BT T,
tunnel-group groupname general-attributes

B -

ciscoasa (config)# tunnel-group remotegrp general-attributes

AT v T3 LIEIMER LTZEREED -5 D AAA —"— T )L—FAIZH LW orrL Z—F 528D 4 TF
@—o

authorization-server-group group-tag

1 -

ciscoasa(config-general)# authorization-server-group ldap dir 1

1

BEOEMCHEATEAHAEEOa~ Y R T a izt H D £33, kD
B TIL, LDAP CO—H—FFr[&a A X —T WMl THa~v 2 RaRLET, ZOHIT
IX. remote-1 L WO ARID IPsec VE—F 778X Forx)v ZV—7%24Ek L, T
WZAERL L TH DFF AT O Idap dir 1 AAA H— "— L —TIZEDFH LW o rv 7
=T ZEN) BT TWET,

ciscoasa(config)# tunnel-group remote-1 type ipsec-ra
ciscoasa(config) # tunnel-group remote-1 general-attributes
ciscoasa (config-general) # authorization-server-group ldap dir 1
ciscoasa (config-general) #

DBENZTLES, Oa~<y FEAALT, FA4LZ R RXZRU—R, F 4L
ﬁ%)@+@%%M\?4V7FU@$@ﬁEQE\EW@UMP%ﬂﬂif_5%
BETEET,

ciscoasa (config) # aaa-server ldap dir 1 protocol ldap

ciscoasa (config-aaa-server-group)# aaa-server ldap_dir_ 1 host 10.1.1.4
ciscoasa (config-aaa-server-host) # ldap-login-dn obscurepassword
ciscoasa (config-aaa-server-host)# ldap-base-dn starthere

ciscoasa (config-aaa-server-host)# ldap-scope subtree
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