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WIZ, Ry NU—7 7027 FNATORER 2~ LET,

RNE Web H—/N\—~DT7 O XADEH (X274 v NAT)
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B SR FONAT (545392 NAT) & & UM Web 4 —/\— NAT (X4 F 1 v 4 NAD)

1: 9% Web H—/"—DRX 32 T4 v%5 NAT

FIE

ATY 1 NEEWeb —"—DFRy NI —7 7= MafERLET,

hostname (config) # object network myWebServ
hostname (config-network-object) # host 10.1.2.27

ATFYT2 T2 FDAZT 47 NAT ZRELET,

hostname (config-network-object) # nat (inside,outside) static 209.165.201.10

RERRA FD NAT (A4 5+ 2 v NAT) & £ UHER Web H—/N—D
NAT (X2 T+« % NAT)

WOFITIE, TT7AX—F Xy hT—27 FEONF2—YF =0T 7 v AT 5848, =
=P —ZHFAFT I I NAT ZRELET, F72, WEF— 239058 Web H— /X —THEH
THEHE. 2D Web Hh—_"—DFT RLARNE XY NT—JITFETDHEIICRZDT R
ANEHSNET,
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RERRR FD NAT (54 F 2y NAT) & & USHEE Web H—/3—D NAT (X5 T« v % NAT)

B 2:NEDFAF vy NAT, 588 Web Y —/A—DRXE T 1 v% NAT
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20916520112

#

o ™
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Translation
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FIE

ATFYT1 WNEHT RLAIZEHT 55 A4 FI v 7 NAT F— LDty NI —07 TV =7 FEER L E

va"o

hostname (config) # object network myNatPool
hostname (config-network-object) # range 209.165.201.20 209.165.201.30

ATvT2 Ny NI—7 DRy NU—2 FT7 V=7 FEAFRRLET,

hostname (config) # object network myInsNet
hostname (config-network-object) # subnet 10.1.2.0 255.255.255.0

ATYT3 FAFIVvINAT =NV F 7227 b LTHERY NU—7 DX AF 3 v 7 NAT %

A RZ—T Nz LET,

hostname (config-network-object)# nat (inside,outside) dynamic myNatPool

AT T4 HEEWeb b —_"—DFRy T —27 727 b EAEREL £
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hostname (config) # object network myWebServ
hostname (config-network-object)# host 209.165.201.12

Z%‘yj’!i Web H—/X—D & &5:/]' v 7 NAT %%&ibij—o

hostname (config-network-object)# nat (outside,inside) static 10.1.2.20

BEDODIYELT 7ELR (RE3T 499 NAT, 1x%) ZHFDOHNER
O— kNS Y
WORFNE, BEDOIP T RLVRICEMIN LN — R ANF 2R LET, MR A RN
TIO~y L TIPT RLARIZT Vv ARTEHE, ZOT7 FLAFHE—Or—RKRXZ %7

RLRICHEHBINET, EREND URLIZIGL T, bT77 4 v 7 ZIELWV Web —3 2V
XA L7 bLET,

AMOA—F NS UHIZHT D IMEDRET 1 v NAT

Undo Translation
209.165.201.5 > 10.1.2.27

Undo Translation
209.165.201.3 = 10.1.2.27

Undo Translation
209.165.201.4 —>»10.1.2.27

oad Balancer
0.1.2.27
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FIP, HTTP, 5&USMIP OB —7 KLR (R— rE#ERELEZ 274 v o NAD ]

H—RNNToH vy BT T07 RLAIKH L, Ry b= 37V =27 P LET,

hostname (config) # object network myPublicIPs
hostname (config-network-object)# range 209.165.201.3 209.265.201.8

2= R ARG UPICKTHRY NU—2 TV =7 FEERLET,

hostname (config) # object network myLBHost
hostname (config-network-object)# host 10.1.2.27

AL 727 VWA TH = RKANT UV DAXT v NAT i RTELET,

hostname (config-network-object)# nat (inside,outside) static myPublicIPs

FTP. HTTP. 8&XUSMTP DE—7 FL X ((R—FEBRZHRTFEL-X
2T 4 % NAT)

WDOR— NEWAEFRTE LT-AXT 4 v 7 NAT OFITix, VE— bk =2—% =72 FTP, HTTP,
BIOSMTIPIZT 7B AT 570D —~OT RLAZEHLET, 25O — —FFEEEIC
X, ENENEL DT ANA AL LTEBEOR Yy NI —7 BICHFELETN, A— NEBRERTE
LIEAZT 4y 7 NAT V=V E2fRET S &, AT~y B IPT RLURIEFE LT, £4
ZNRIOR— M EfHTE T,
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B Fe HTTP. BEUSMIPOE—7 FLR (K— FEBERELERST 4 v NAT)

4:R— FEBERELIZRET 1499 NAT

FIE

ATFY 1 FIPYV—R—Dxy bU—T ATV 27 "FEEHR LT, A—"EHERELT-AZT 4 v 7

NAT Z&EL, FIP R— 2 HFIZ~w v V7 LET,

hostname (config) # object network FTP_SERVER

hostname (config-network-object)# host 10.1.2.27
hostname (config-network-object) # nat (inside,outside)
ftp ftp

AFw T2 HTTPY —R—D Xy NI —27 7 V=7 FEER LT,
NAT %€ L, HTTP R— 2 HHIZ~ v B 7 LET,

hostname (config) # object network HTTP SERVER
hostname (config-network-object)# host 10.1.2.28
hostname (config-network-object)# nat (inside,outside)
http http

AFv T3 SMIPH—_"—Dxy NI —7 727 NEERRL T,
NAT #%E L, SMIP R— hZHFIZ~v v B 7 LET,

static 209.165.201.3 service tcp

N— NEMRERELIZAZ T 4 v 7

static 209.165.201.3 service tcp

RN NEMERE LT AZT 4 v 7
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Twice NAT D45 .

hostname (config) # object network SMTP_SERVER

hostname (config-network-object)# host 10.1.2.29

hostname (config-network-object) # nat (inside,outside) static 209.165.201.3 service tcp
smtp smtp

Twice NAT 045

I T, ROBREHERLET,

BEEIZIECTELZBHER (547 2 v Twice PAT)

WO, 2 BDRRDP—R—=ZT 7 AL TND 10.1.2.024 x> FT—F7 DKRA F&ERL
F4, ARARMRY—,3209.165201.11 127 7 BAT B L, EBEOT FL A% 209.165.202.129:
R— MBS ET, AR PRI —,3209.165.200225127 7 B AT 5 &, EEOT FL AL
209.165.202.130: 48— MMIAH SN E T,

5: B 55EET FLAZHERAT % Twice NAT

FIE

ATy WXy NUV—=0 DRy NT—2 FT7 V=7 FeBMLET,
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ATvT3

ATy T4

ATvT6

ATy 17

NAT Dl e B8 |
FISCTRLG SRR (F1F 3 v PAT)

hostname (config) # object network myInsideNetwork
hostname (config-network-object)# subnet 10.1.2.0 255.255.255.0

DMZ %y hU—27 1 OXy NI —0 727 MNEBMLET,

hostname (config) # object network DMZnetworkl
hostname (config-network-object)# subnet 209.165.201.0 255.255.255.224

PAT7 RLADF v hU—2 #7 V=2 MEBEMLET,

hostname (config) # object network PATaddressl
hostname (config-network-object) # host 209.165.202.129

1D Twice NAT L— L5 ELET,

hostname (config) # nat (inside,dmz) source dynamic myInsideNetwork PATaddressl
destination static DMZnetworkl DMZnetworkl

SEHT RUAITEH LN, EBEDOSEHT RLAL~ vy B 75T RLUADHIZFE LT
T RLVAREBRETDAZLICES T, TA4AT T 4T 4 NAT ZRETHLEND Y 17,

DMZ %> NU—272Dx%xy "U—0 727 2B LET,

hostname (config) # object network DMZnetwork?2
hostname (config-network-object)# subnet 209.165.200.224 255.255.255.224

PAT7 RLADR Y NT—2 7V =7 MeBIMLET,

hostname (config) # object network PATaddress2
hostname (config-network-object)# host 209.165.202.130

2 DM@ Twice NAT L— /L 2R E L ET,
B -

hostname (config) # nat (inside,dmz) source dynamic myInsideNetwork PATaddress2
destination static DMZnetwork2 DMZnetwork2

BWET FLABEUVR— MG UTELBEHR (T4 3 v PAT)

WO, EEFTXAR— FBLOSEER— FOFEAFZ R LET, 1012024 x> NT—27 DR
A R Web —E A L Telnet 1 —EADMW HFEEMETH 1 DOKRAMNITZ7EALET, &K
A MW Telnet ' —ERAZ RO TH—NRX—1ZT7 7R TAH L, EEOT KL A13209.165.202.129:
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BT KLABEUR— B LTRLESESR (F1+2vspaD [

R— MBI NFET, FA MDD Web b —EZXZRODTCE LY —NR—ZT7 7 A THL, E
BT R L 213 209.165.202.130: 88— MIEH I E T,

6: R 55ER— L EERT S Twice NAT

FIE

AT 1 WXy NUV—0 DRy NI—2 FT7 V=7 FeBMLET,

hostname (config) # object network myInsideNetwork
hostname (config-network-object)# subnet 10.1.2.0 255.255.255.0

AT v T2 Telnet/Web —_"—D %y NU—27 77 FEBMLET,

hostname (config) # object network TelnetWebServer
hostname (config-network-object) # host 209.165.201.11

RTFv T3 Telnet AT AL XIZ. PATT RLADXy NU—27 F7 7 FEBIMLET,

hostname (config) # object network PATaddressl
hostname (config-network-object)# host 209.165.202.129

2Fw T4 Telnet DYV —E R FT V7 FEBMLET,

hostname (config) # object service TelnetOb]
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B —7orE—rersorx7LY FE—FONAT

ATy TH

ATvT6

ATy 717

ATvT8

hostname (config-network-object)# service tcp destination eg telnet

D Twice NAT L— /L& ELE T,

hostname (config) # nat (inside,outside) source dynamic myInsideNetwork PATaddressl
destination static TelnetWebServer TelnetWebServer service TelnetObj TelnetObj

FEAET RUAEIIHR— R 2B LW, BEDOSEHET RL ALy B 75EHET RLA
WZIRLT RLAZETEL, EBEOV—E R~y BV 7 —ERICRIUR— FE2ETETH &
WZEkoT, 74T T 4T 4 NAT ZRETHLENH D 77,

HTTP #{HH+ 25 L =X, PAT T RLADXy NU—7 77 EEBMLET,

hostname (config) # object network PATaddress2
hostname (config-network-object)# host 209.165.202.130

HTTP D% —bE R A7 V=7 NEBEMLET,

hostname (config) # object service HTTPObjJ
hostname (config-network-object)# service tcp destination eg http

2 5D Twice NAT L— /L 52 RE L F T,

hostname (config) # nat (inside,outside) source dynamic myInsideNetwork PATaddress?2
destination static TelnetWebServer TelnetWebServer service HTTPObj HTTPOb]

W—T Y FE—FEFSUVRART LY FE— D NAT

NAT /3, V=7 v RE=FBLXOPI T AT L M 77 AT U4 —/v T — FNOWGITHRE
TEET, ROBETIE, 77 AT 74 —/LE— RO HEC OO THA L ET,

IL—T v FE— D NAT

WORIE, NEIZ T T A RX— bRy hT—7 ZED, L—T v RE— RO—KHI72 NAT D4l
R L TWET,
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1. NERAR A R 10.1.2.27 28 Web — 8287w R EEETDHE. v NOEBOXETLT
KL 210122713~y 27 7 KL A 209.165.201.10 I S E T,

2. = RMEEFTBL, v LT T R 2209.165.201.10 125K % 1%E L. ASARE DN
oy MESZELET, ZiUI. ASABNTEXFTARP #FEITL TNy y NEERT AT
<7,

3. ASAIZZED%, Ty NERA MIFEFTHRNC, vy BT 7 KL 2209.165.201.10 %
T . EREOT FL R 101227 R LET,
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S URARTZLINE—FFEREITZTY Yy TIL—TRD NAT

NAT % Fh T VAT LV b = RTHEHAT DL, 2y FU—T TNAT ZFEITTHZODT v

FPARY =L —BEFIIF T A RN =L —EZRNERL D ET, L r—F v

RE—FTTY v VL —FNTREOMEELZ ZITTEET,

T AXT LY P BE—RERFRALTY v T —T DA R—[D)—F v K E— D

NAT (Zi%, A FOEAL I ORIBERH Y F7,
A UH =T 2 AR ENTWVWBIP T RVARRWED, ~v BT ENET KL A
NIV TN—T A RNR—DA B —T x4 ATHHEELE, A FZ—T A XPAT %
BETHZ LT TEERA,

ARPA VAR v a A3V FR—FENTWHWERTAL, T, MENOBBAT, —HFDASAD
RARDE 9 —FHDASADR A M ARP ZRZHEEF L, BMBER A NOFEEOT KL AR
FUYT7xy NOBIOT RLRIZw vy B 7 ENDH84, FEBEOT KL AT ARP R T
RO FFICRY £,
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B 'soxx7Lorz—rERRTY 9 ST L—THD NAT

¢ IPv4 BLOVIPV6 R U — 7 ORBIDOEHIT Y R— FENTWEFA, 20D IPv6 % v b
U—JM., £ 2 00 IPvA Ry U= R OEENR Y HR— N ENET,

ROBNZ, A F =T = A AN ENBIZRIC Ry NV —27 %8>, FTUAXT L hE—
RO—fRHZENAT DY F V) A Z R LET, ZOTFIVADRNT VAT L N T 7 AT U4 —
JEINAT —ERAEFITLTNDETD, 7Ty 7T AR —A )L—HF I NAT & FITT 5 LEN
HoFEHA,

R 8:NATDH) : S VARFTLY N E—F

www.example.com

Source Addr Translation
10.1.1.75—>»209.165.201.15

Dest: 209.165.201.0/27 send to 10.1.1.1

\
Static route on ASA:
7Dest 192.168.1.0/24 send to 10.1.1.3

Management IP ¢
10.1.1.1

Iy
PJ Static route on router:

\'I.
J

LS

. |
10.1.1.3 / -
o e Source Addr Translation
- 192.168.1.2—>209.165.201.10

192.168.1.1 /

=

192.168.1.2

/
[

1. AR A B 10.1.1.75 23 Web r—_"—128r » NEEET D L. 7y NOFEBOREEIT
7 RLA101.1L751F~ v BV Y 7 KL A 209.165.201.15 ICEE SN ET,

2. H—RWMEEFT AL, v LT T FL2209.165.201.15 1TI6Z 2 EE L, ASABF DS
oy bEZELET, ZHE Ty 7 ARN)—A =X |ZiE, ASADEHIP 7 N1 X(T
EENDAIT AT N— DDy BT Xy NI — I RNEEND DT,

3. FOH%, ASAlZ~ v B Z 7 R 2 209.165201.15 ZZ2H#a L CTEROT KL 10.1.1.1.75
WRLET, EEOT7 FLRATEEREFE SN TWASTZH, ASAITZDOT R L AL EHER A
MZEFELET,
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NAT S5y ko—T7 425 |

4. FAF192.168.120845, VE—2 o7 4w 7 &EE, AU e 2AR8RELET,
ASAIN—TFT 4 7 T—T N TNh— 2B L, 192.168.1.024 DASA AKX T 4 v 7 Jb—
MZHEASNWT ATy b&2 10113ICHDIF T AR —A N—ZIZEEFLET,

NAT /Ny FDIL—TF 4 25

ASA X, v B 7 7T RLVAIZEEINDGNNT v FOSHETHLILENHY £7, ASA 1L,
Ty BT T RUARGE TR E SNDAT X TOZENNTy h\OHNA v 2 —T = A4 A RET
HHEHHY ET, TOHETIEH, ASA B NAT ZHEHA LT/ v O L OWEE &2 083
% HFEICOWTEH L £,

RYEVT 7 RLREL—T 1Y

EEOT RL Ay BT T RURAIZERTAG6F,. BRLAEy L7 7 RLRIZE-
T, ¥~V BT T RLVADNL—T 4 7 (MEREE) ZRETHHENMESNET,

vy BEUTIP T RLVRIZEATHZEDOMD T A KT A4 2O TiE, NAT ODZFDMD A K
AV EBRLTLIES D,

WKDORE Y7 TlE, ~v T T RLADH A FIZTOWTHHALET,

TYETAL B —DT A RERLELRY FI)—HO D7 FLR

Vi (v Y) AU F—T A ALE LRy hU—7 LOT RV AZHEHT 55,

ASAIZ7 XV ARPEFH L Ty B 77 RLADARPERIZIGE L, ~v B 7T KL
A TCDRNT T 4 v 7 B2RAITZIELET, ZOHETIEH, ASARZDOMDO TRy b T —27 DF—
N7 A THDIULENRNTZD, —T 4 ITRERLESNET, 2OV Y a—raid, 4+
Ry U= 1m0 7 ) =T RLARGEN T DIHAICKbBELTRBY ., #14F
S YV NAT £72013AXT 4 v 7 NAT 2 8D 1:1 BHAET L TV DRI B BN LE T,
ZAF Iy 7 PATTIET RUAENR D72 THHEATE 2EMOBEN KBRS D729,
SNERFR sy N =7 THATEDT RLARD L LORWEAETH, 2O EEFERTE T,
PAT TlI, v~ v EL AL 2 —T 2 A ZADIPT RLALMHTX 7,

\}

GE)

VT A A =T 2 A EBEDA L H—T 2 AL LTREL, v v BT A H—
T2 ADIHDELTCRILAY hT—2 LD~y BT T RLVRAZEETDHE, TDO~Y v E YV
77 RUAD ARP ERAZRDA v 2 —T = A4 ZATZETHHE. ANA v E—T A ATE
DFy NT—VDARPZV N ZTFEITHEL, TOMACT RLAZIEETHHLENDH Y £
T, EE, vy ITAUE =T oA AUEEDA V=T 2 A AEREL T, vy BT
RLADBEAEDF Y hT—27 i+ 5L, ZORMMIIRELEEA, arpa~r REMFAL
T, ARP Zi%E L £ 7,
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ASAZHEL TWAT Y EL T T RLADAZT 4 v 7 Jb— NBRHUETT,

Fio, =T v RE—FROEHE, s8EFry NI—2 EOIPT RLVAES— b U= A LT
LT, =Y BT T RVADASAICALT 4 w7 — b EREL, V=T 47 7a o
NWEER L TLV— MHEMTL2ZENTEET, &, WERy bV —2 (10.1.1.0/24)
WIENAT ZH LT, v~ v BV 27 IP 7 R L% 209.165.201.5 24 4 554, 209.165.201.5
255255255255 (RA R 7 KL A) IZH LT, 101197 — T = ~DAET (v 7 Jb—k
EREL, IhEamificE T,

route inside 209.165.201.5 255.255.255.255 10.1.1.99

T ART L b B— ROEFAIE, EBEORA FOSEEER SN THHATE. ASA 2R A
VETAHEIET T AN AN EDAZT 4y I V—  NERELET, TV v I —
TOIPT RVAZRELET, FTUAXT Ly b E—=FRDYE— K KA NOSHEIT, Ll
WNLET DN—FDAZT 47 — T, RBVICTFHA—ZDIP T RLAEFETEE
7

EEOT7 FLRERLT7 FLAR (FATT 4T 4 NAT)

TAT YT 4T 4 NAT OF 7 4 /v NEIET, 7’03 ARP AN /->TEY | o
NAT b—/b & —F L E4, LEILSLTTrH ARP 2RI TE £9, SLEIZS U TS
ABT 47 NATDO7aF L ARP N CTEET, TOHAIE. Ty T AR —L)—X
WY — E B D I L EHERT DLENH Y FT,

TAT T 4T 4 NAT DA, @HEIZ 723X ARPIIARETT, WAIC X > CldEkofiE
DECLHZERHVET, 21X, HEE] OIPT RVADJRFART AT 7 47 4 NAT
N—NERELISGA, 7R ARPAAOEFIZL THEL L, vy BV I AU ¥—Tx
A ACESEER SRRy V=7 EOKRA FORBEEIERITZERHY £, 20
B, vy Xy VT =7 DOFRAIPRRICR Y NT—27 OfMDFRA N EHEEFETHE. ARP
FRNOT FL A ( EE] OT FLALE—EHT5) NATL— Lt —HLET, ZDLx,
FERETIFIASA T D3y R TRWEETH, ASAIZZOT RLADARPZ 7 X LET
(Z ORI, twice NAT L— A BERE SN TV DL HAICHIEELET, NAT L—/WFkE T
T RUVRAESHET RUVADOWMFIZ—HTHMENH Y £33, 72X ARPHIEIL 1XET)
T RLARICKH L TORITONET) . EEOR A LD ARP JEEDHTIZ ASA D ARP JHE %%
BLEEA. P77 4 v 738> TASAICEESNET,
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EREOT7 FLRERLT7 FLR (T4

B9:7ATT 14T« NATIZEES 570+ ARP DREIRE

209.165. 200 230
ARP Response
Too late

209.165.200.231

(o) —

ARP for 209.165.200.230. | (1)

} 209.165.200.225

Identity NAT for
“any” with Proxy ARP

Proxy ARP for 209.165.200.230. @

Traffic incorrectly sent to ASA. @

FNUZ, TAT T 4T A NATIZR LT 7 X ARP BAMEIZAR Y F3 (A8 Telnet 72 &)

T4

4 T 4 NAT)

AAA Ry NU—7 T RAMERATHE, A NI, ZOMO T 7 4 v 7 RN @I 55
IZ, Telnet 72 EDOH—E A ZMHH LT ASAIZK L CRGET AL ENH Y £7, M xa /A
VERMT D7D, ASA IZEHE Telnet r— AR ETE 9, HED HATE Telnet 7 K L

AT VAT LH5EIE. TrX T ARPHREFTHT RLADT AT 7 47 4 NAT L— /L%
RETHLENH D 3, (AR Telnet DNER 7 1 22X, 7% ARP Tl ASA 1T NAT
)48 Telnet

NI CTCREETA VE—T 2 A AND T T 4 v 7 ZEETHOTITRL,
T RUVABTDO NI T 4w 7 2R TEET ROKESRLTIEEIWY)

10: 7O ARP & {738 Telnet

Virtual Telnet:
209.165.200.230

8 ..o @3

Server
Ider‘ltlty NAT for Telnet to 209.165.200.230. @
209.165.200.230
between inside and outside
with Proxy ARP Authenticate. @

Communicate with server. @
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oo AXT LY N E—RNTNAT 2EHT 56, —HOXATDNT 7 4w 7121F, AH
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720N,

HAOA 3 —T A4 RADRE

NAT ZfEH L CWTC, ASAMNM~Y v BT T RLVAD NI 7 (4 v 7 2257 556, ASA X
NAT /L= V> THHET R AZ WAL, EBROT FLRIIATy FE2RELET, ASA
L. ROFETRTry NOWNA 2 —T 2 A ZAZRELET,
e hTUART LU N E—FRERIFAVN—T Yy RE—FRDT N oI N—TF A L H—T = A
A ASA I NAT L— L2 L CEBEOT RLAOH A v H—T7 = AP ELE
T, NAT L— /L DO—f & LCEEIE, 58D T Vv T N—T A R_R— (o H—T = A
AZBETDHHLENRHY 3,

c—F v RE—ROWEHA L Z—T =4 A ASAIL, IROWTNINDHIETHIIA 52—
Tz ABPRELET,
eNATL—NVTA LV H—T oA A% ETSH : ASAIINAT V— L Z2EH L THA
H—T A RAEPRELET, L, bictrrva s LTHICLV—M Ly
Ty TEERTLIZEbTEES, O F UL T, =Ry I T T D EE
EDRRBICRDGERHY T,

eNAT V=L TA U H—T 2 RAEFRELRV : ASA TNV — R Ly T o7 &AL
THHA v X —T =2 A ZAERELET,

WO, V=T v RE—=RTOHNA X —T oA ADOFTIRNFEEZRLET, TEAEDY
B NV—=b Ny I T TIENAT V=V DA v F—T =2 ZALFELTT, 72720, —EORERK
TIE, 22O HFERRLDEERH Y 7,

B NATosiEsE
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M:NATIZEBIL—Tv KR E—FTOHAMVE2—T 14 ADFEIR

Packet
Real: 10.1.1.78 =
Mapped: 209.165.201.08 < Dest. 209.165.201.08
e ——— L :
I:l,—."' Inside — — Outside EI
E— i ! i ! S—
S < SN o I v
<Send packet out Inside interface. 209.165.201.08 to 10.1.1 .?E'-|
A Lntranslation

¢ Where to send 10.1.1.787

(;\/ MAT rule specifies interface?
Yfes
Mo

MNAT rule specifies route lookup? Look up 10.1.1.78 in routing table.j L
Yes | 2

£

Lo}

(3

VPN @ NAT

WD Ry 7 TlE, SE8FERZA 7D VPN Z 7= NAT OfF BN W TEH L £,

NATEUE—F 72 EXVPN

WOz, WNEY—3— (10.1.1.6) LA H—F > MITZ7®ATHVPN I 747 b
(209.165.201.10) DOz~ LET, VPNZ FA T "VHDOAT Y v b horxlV 7 (BE
L7 hT7 747 DHBVPN Fr L ETROD LY D) ZRELRWVIRY, £ ¥ —F vy
MARAL U RESNIZVPN R T 7 497 H ASA ZREBTHXLERHVET, VPN hT 7 4 v F
DASAICHESND &, ASA TNy FEEFLL, o737y MdxEEx s LTVPN
7747 ha—hLT KLA (1033.10) BDEENTHET, NEExry RV —2 & VPN 7
TAT M= Ry NI =T DMl FT, A2 —Fy MIT 7 EATHT2DITNAT IZ
KXo THRESND AT Y v 7 IPT RUARKETT, ROBITIX, A X —7 = A A PAT
N—NVEFHLTHWET, VPNI T T4 v I B, AoTERA L F—T oA RALRTA U Z—
T2 A AN TITIT DL 22T DI, A& —T7 =14 ANEE Bl [~78Y xv b
=X 7)) ZARX—TNMCTEHLERHY £,

NaTosie 3R ]
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12: 48—y FEVWN S T4 IDALAE—TTARXPAT (A V3 —T 24 XA)

2. ASA decrypts packet; src address is 1. HTTP request to www.example.com
ow local address “.

w S suc 209.165.201.10

209.165.201.10 = 10.3.3.10 -

L =
ASA Outzide |P: 203_'_?'11 131 VPN Client
2091 65 20110

'Src 203.0.113.1: ﬁnru )4 HTTF"F-ILImH

S~ w.example.com

3. ASA performs ||'|t-—|f:|, PAT for outaoing traffic.

Intra-inte face config req'd. wmu.example.ccm
A HTTP to
www.example.com

@n’.‘: 203.0.1131 :Gﬂ?9

|1ﬂ.l.1.6 —» 203.0.113.1:6075 |

B. ASA performs interface PAT for
outgoing traffic.

JTIHE2

C. HTTF request to www.example.com

WOENZ, WHD A=V H—=N"—=|ZT7 7V ERXTDHVPNI TAT v bR LET, ASAIL. K
Hry hT—27 02y NO—0DREID N T 7 4w TN, A X —Fv b T 7B AHIZETE
LA v B —T 2 A APAT —MZ—EFT 52 2 ]FT5DT, VPNZ Z4 7 b
(10.3.3.10) 735 SMTP #— 83— (10.1.1.6) ~D b T 7 4 v 7%, U _N—R NAEENFERK
THEIEINET, 103310205 10.1.1.6 ~D F T 7 ¢ v 7 iE, NAT L— LI —F L EHAN,
10.1.1.6 225 10.33.10 ~D Y X —> " 77 4 v J7X, EENT T4 DA B —T oA A
Hﬂwww WC—HTHVERH Y £, TEHFRBLOW GO 7 a—Rn—& LD, ASA

ZERHC Ty N Ruy X LET, ZOEEZBERBETHI2IE,. FRb0xRy NU—Z RO
7’4’7/7474 NAT L— /L Z2FH LT, £ Z—T A APAT L=V 5 VPN 7 547
YEINED ST T 4 v RN T HAMLERDY ET, TAT T 4T 4 NAT XRICT FL R
W27 RUVAEEHRLET,

. NAT O & S8R
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1B:VPNI S AT D7 ATT4T 4 NAT

2. ASA decrypis packet; src address is

now local address

209.165.201.10 = 10.3.2.10

3. ldentity MAT between inside and YFMN Client WWs
i

Src: 10.3.3.10 - 10.3.3.10 1. SMTP request o 10.1.1.6

Dst:10.1.1.6 —> 10.1.1.6 (o i 11:-.~ \

4. SMTP request fo 10.1.1.6 ) I:l_
-_;!'_-‘ur-c. 10.3.3.10 | ‘ *"”:_——-

LS &

= —

— VPN Client

W 209.165.201.10
Inside !— it f @st: 209.165.201.10)
T 8. SMTP responze to

VPN Client

Sre: 10.1.1.6 —» 10.1.1.6
Dst: 10.3.2.10 =» 10.3.3.10

Dsi: 10.3.3.10

5. SMTP responseto 8- |dentity NAT
VPN Client

| 10.3.3.10 — 200.165.201.10 |

303453

7. ASA encrypts packet; dst address is now real address

FEORY NT—I DD DY TV NAT OREEZZR LT EE W,

! Enable hairpin for non-split-tunneled VPN client traffic:
same-security-traffic permit intra-interface

! Identify local VPN network, & perform object interface PAT when going to Internet:
object network vpn local

subnet 10.3.3.0 255.255.255.0

nat (outside,outside) dynamic interface

! Identify inside network, & perform object interface PAT when going to Internet:
object network inside_nw

subnet 10.1.1.0 255.255.255.0

nat (inside,outside) dynamic interface

! Use twice NAT to pass traffic between the inside network and the VPN client without
! address translation (identity NAT):

nat (inside,outside) source static inside nw inside nw destination static vpn_local
vpn_local

NAT & & U4 ~fE VPN

WO, R—NE—bH o ) BOFT7 4 AT 294 MY —F A b horLaRLE
T, A H =Xy MIET T 74 v 71250 T (2L 2 IER—VF—D 10.1.1.6 > 5
www.example.com ~) | A LV H—F vy h~DT I HADZDIINAT (2L » TRt SN 587
Vo Z IPT7 RUVABRKETT, ROFITIE, /> F—T = APAT L—/LEEHLTNE

NAT O & S8R .
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B wissuss rmven

T, 7272L. VPN b RNVERBTH T 7 4 v 71220 TE (& xE, A=A F—0
10.1.1.6 »HH > 7 BD 102278 ~) . NAT Z2FITLEHA, TDD, TAT VT AT 4
NATV—/VEAERR LT, DT T 4 v 7 BN T HRERHY £3, 74T 7 47 1 NAT
EFRILY RLAIZTY RLAZEHRLET,

B 14:94 Y=Y~ IPNDT-ODA v E—T A X PATEEUVTATT 4T 4 NAT

WD, Firewalll (R—/L%—) (8T 5 VPNY 74 7 > b & Firewalll & Firewall2 (%
> 8) MoV A Ny —H Ak hRNVETT 7 ARRER Y — 3= (102.2.78) ZxT 5
Telnet xR AR L ET, ZHUINT EUVERR THDHT-D, VPNIZ T4 T2 ENHDIEATY »
MRV DA L E =Ry NENT T 4 v ZICHRER A 2 —T = A ANEEZANET
HMBNH Y F, BIENAT L—ILInHZD ST 7 4 v 7 RIS 5720, VPN IZE S h
7oA %y NU—JRITITHO DO LRERIZ, VPNZ A4 T hER— N A —BLOY > EDFRy
ND—ZRICTAT T 47 4 NAT ZiRETLHLELH Y 7,

. NAT O & S8R
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15: 94 b Y—H A CVWPN~DVPNY SAT7 U TOER

naT & U1 rrtven [l

2. Firewall decrypts packet; src address is 1. HTTP request to 10.2.2.78

now local address

| 209.165.201.10 > 10.3.3.10 |

- ™
(Src: 209.165.201.10 )
% /

—— Internet ~—

Inside @ d

Rt

£ Theige Y

Boulder Fr 1 : San Jose | s
10118 “~—___— Firewall{~ Steto-Site VPN Tumnel g op ‘102278
Sre:10.3.3.10~» 10.2.3.10 P s
Dst: 10.2.2.78 & 10.2.2.78 k\-SEL': 10.3.3.10 )
iy
3. ldentity NAT between VPN Client & 4. HTTP request received

San Jose NWs; intra-interface config reg'd

2 % B OFID Firewalll (R—/v4—) 12OV TIE, RO NAT O%EFIZZH L TS 7E 30,

! Enable hairpin for VPN client traffic:
same-security-traffic permit intra-interface

! Identify local VPN network, & perform object interface PAT when going to Internet:

object network vpn local
subnet 10.3.3.0 255.255.255.0
nat (outside,outside) dynamic interface

! Identify inside Boulder network, & perform object interface PAT when going to Internet:

object network boulder_ inside
subnet 10.1.1.0 255.255.255.0
nat (inside,outside) dynamic interface

! Identify inside San Jose network for use in twice NAT rule:
object network sanjose_inside
subnet 10.2.2.0 255.255.255.0

! Use twice NAT to pass traffic between the Boulder network and the VPN client without

! address translation (identity NAT):

nat (inside,outside) source static boulder_ inside boulder_ inside

destination static vpn_local vpn_local

! Use twice NAT to pass traffic between the Boulder network and San Jose without

! address translation (identity NAT) :

nat (inside,outside) source static boulder_ inside boulder_ inside

destination static sanjose_inside sanjose_inside

! Use twice NAT to pass traffic between the VPN client and San Jose without

! address translation (identity NAT):
nat (outside,outside) source static vpn_local vpn_local
destination static sanjose_inside sanjose_inside

Firewall2 (> / B) 12250V Tid, D NAT OFEBZ S L T 7ZEW,

! Identify inside San Jose network, & perform object interface PAT when going to Internet:

object network sanjose_inside

NAT O & S8R .

'—IHPN Client
4-’/) , 209.165.201.10

303260
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B wrssvvengmzo £z

subnet 10.2.2.0 255.255.255.0
nat (inside,outside) dynamic interface

! Identify inside Boulder network for use in twice NAT rule:
object network boulder_inside
subnet 10.1.1.0 255.255.255.0

! Identify local VPN network for use in twice NAT rule:
object network vpn_local
subnet 10.3.3.0 255.255.255.0

! Use twice NAT to pass traffic between the San Jose network and Boulder without
! address translation (identity NAT):

nat (inside,outside) source static sanjose_inside sanjose_inside

destination static boulder_ inside boulder_inside

! Use twice NAT to pass traffic between the San Jose network and the VPN client without
! address translation (identity NAT):

nat (inside,outside) source static sanjose_inside sanjose_inside

destination static vpn_local vpn_local

NAT 5 KU VPN EET7 I £ X

VPN AT 256, ASA MG LA v X —T oA AUNDA V F—T 2 A4 A~DEBT
I ABFFATH I ENTEET (management-access 2~ > RAEZR) |, 7= & 21E, FMEA
VE—T A AH ASA G DG, BT 7 2 ABHRETIE, ASDM, SSH. Telnet, F
ToIX SNMP 2 LT A & — 7 = A RITHEERET 5 2 & FEETT, £72id, WNEA
H—"T A A ping &RITTEET,

WD, ASA DNERA 2 —7 = A AT Telnet #5595 VPN 7 A4 7> b2k LET, &
BT I BAA L H—T oA AEMFHL, NAT L VE—F 7278 AVPN (17 3%—Y) £iE
NAT B LA R VPN (19 X—2) I TT AT 7 47 4 NAT 2k €T D54
N—b NI T o F T arZHEHLUTCNAT #RETILENHYET, L—F Lo d
Ty TWRIRNGAE, ASA X, V=T 4 T T—T NLVONFICERE L. NAT 2~ RTHRE
SINTAVE—T 2 AAND N T T4 v 7 HERFLET, ROFITIE, WA F—T x4 R
IIHEA v #—T7 = A4 ATT, ASA T, WXy NU—ZJIZEB NI 74 v 72X ELER
o THUF, WEA v Z—T7 2 A ZADIP T RLAZIFREY $HA, V— MLy I T v F7
varEERTHE, ASA X, WNER Yy U= DDV ICHNEA v X —T =24 ADIP T R

ACHBE N T 74 v 7 BRETEET, VPN IA T2 FbBNE Ry U —27 EOFREA b
~DRT T4 T DOHE, W= VoI T T FE T aryPDHoTHOIELWHIIA v 2 —7 =
A A (NER) 12722720, BEDNT 74 v 77— B52% FE¥, V—b VoI Ty
T AT a OOV TIE, A ‘/57%7:47@&/1 (16 =) #BR LT
X,

B NATosiEsE
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16: VPN EET7H R

-

2. ASA decrypts packet: src address is now local address
209.165.201.10 = 10.3.3
3. |dentity MAT between inside &

VPN client NWsz: route-lockup req'd 1. Telnet reques t - X
: m inagement-acces: :-:-

Src: 10.3.3.10 =2 10.3.3.10

Dst: 10.1.1.1  —2 10.1.1.1 Slc 209.165.201. Il}
4. Telnet request to 10.1.1.1
(Sre:10.3.3.10 )

\

ASA Inside IP:10.1.1.1 N | '

— '__'-_._.____———-" K" ".FP‘N Cllent
: : — 209.165.201.10
Inside . I_ Internet

e : @51 209.165.201. w)

T E 8. Telnet response to
VPN Client

Sre:10.1.1.1 = 10.1.1.1
Dst: 10.3.3.10 & 10.3.3.10

T
6. |dentity NAT

Dst: 10.3.3.10

'
i

5. Telnet response
to VPN Client

| Dst: 10.3.3.10 > 200.165.201.10 |
7. ASA encrypts packet; dst address is now real addreas

303461

FEORY NT—7 DD DY TV NAT OREZZR LT EE N,

! Enable hairpin for non-split-tunneled VPN client traffic:
same-security-traffic permit intra-interface

! Enable management access on inside ifc:
management-access inside

! Identify local VPN network, & perform object interface PAT when going to Internet:
object network vpn_ local

subnet 10.3.3.0 255.255.255.0

nat (outside,outside) dynamic interface

! Identify inside network, & perform object interface PAT when going to Internet:
object network inside nw

subnet 10.1.1.0 255.255.255.0

nat (inside,outside) dynamic interface

! Use twice NAT to pass traffic between the inside network and the VPN client without
! address translation (identity NAT), w/route-lookup:

nat (outside,inside) source static vpn_local vpn_local
destination static inside nw inside_nw route-lookup

NATEVPND ST a—T400

VPN 2 L7 NAT OfEZ b T TNV 2 —T 4 7 T57-D12i. IROBEHRY — L 25 MR
LTLEENY,

NaTosie 3R ]
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e Ty b hb—H  ELLER LGS, N7y b bb—WE, Ty EREELTn
BHNAT L—/LE2F i LET,

« shownat detail : FFEDNAT L—/L Dbt v F By B LOEHEERINTE NS 74w
FFRRLET,

sshowconnal : Ry 7 A +F 7 4 v LOWOEREETT 7T 4 THEEFRLET,

EEICRIR DR VWRE EEIET 2720 ORELE L FfFT 5121F, ROFIEELFEITLET,
1. T7AT7 47 4 NAT 2 L7223V VPN 23 E L £ 7,

2. show nat detail & show connall # AJjLE7,

3 TATYT AT 4 NAT DRREZBMLET,

4. show nat detail & show conn all Z#: 0 K L £9,

IPv6 v kD — 0 DEHR

IPv6 AR Yy FU—27 L IPVA XYy NU—Z7 DM TR I 74 v 7 ZBB S 0LERNH D
e, NATZEHLTT RUR XA T2 BT H0ERNHY E£F, 2 OO 1Pv6 * NV —7
DHEATH, HMHBH Yy NI NENEHT RLAZETHENHIEENH Y £,

IPv6 % b U —27 TIIROEW S A T AT E T,

* NAT64, NAT46 : IPv6 /X7 v b & IPvd (BXOZOK) ICEBRLET, 220K Y >—
EEFETDHVLENHY 9, 121X IPv6 5 IPvd ~OEHH, © 9 1 DX IPv4 /25 IPv6
~OLEHA T, ZHiL, 1 D0 twice NAT /L—/L TEITTEX FE 47, DNS H— 3—734}
Hxry hT—2 EIZHH%5E, DNSIREEZ Y 74 NI HMERDHY £3, SiLEEET S
& X IZtwiceNAT L—/LTDNS U 74 FEFNTTHZ ENTERNZH, 220 Network
Object NAT /L— L ZAERRT D Z E N K VY72 Y U 2—3 3 »TF,

A\

GE)  NAT46 RV HR— b TBEDIE, AL T 47 v B TDHTT,

* NAT66 : IPv6 /37 > F&BID IPv6 7 RV AICEH L FE T, AXT 1 v 7 NAT Off % HE
[LET, 14T I v NAT £20TPAT A TEE 328, IPv6 7 RL A IKEILH D
72, BAFT I v NAT AT HLENHY TH A,

)

GE)  NAT64 3 LOVNAT46 1%, RN —T v KAV H—T 24 ATORERATE 7, NAT66
. V=T Y R A B —T oA ATV D TN —TF A RN— (B —T = A ZADMW ST
Hcaxd,

B NATosiEsE
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NATE4/46 : IPv6 7 KL R0 IPva ~ i [l

NAT64/46 : IPv6 77 kL A D IPv4 ~DZ

N7 7497 BIPV6 Xy T —7 b IPVAERR Yy NU—27IZBET 554, IPv6 7 RL-X
ZIPVA BT DVNENH Y 3, /2, N T 7 4 v 7 ZIPvAID IPVO IR T HLENH Y £
T, 2O00DT KLA =)L (IPvd %y hT—27IZIPv6 7 KL A&ZNRA LV R4 5IPvA T RLA
T & IPV6 Ry T —ZIZIPvA T RLAZ AL RT5IPv6 7 KL A F—)L) ZiERH
HMENDH Y FT,

s NAT64 /L — VD IPv4 7 R LA F—)UFa@F I/ <, —BRIICZIPY6 7 94T N 7
RLAZFEHALTIAN I Oy BT EFETDHITINET FRLABRRE D 2 0WGERH D £
T, EAFTI VI PAT X, #AFT I v 7 NATRAZT (v 7 NAT L% &L Z¥D
IPv6 7 7 A7 7 RLARSH LA TEH, HEIIEHEICKHE TE £77,

e NAT 46 L —/LDIPv6 7 LA T —)LiL, ~v BT ENDHIPvET KL ADEEE LW
M, FNEVELL0ET, ZHICE-oT, KIPvAT FLRAZBIDIPv6 7 KL A|IZ~< >
U TEET, NAT46 1A Z T 4 v/ v v B T DR EYR— T 5720, ¥A4F
Ry PAT T2 2 L IXTEEHA,

EEITLIPV6 X FU—7 L5aSEIPvd F v b U =27 D2 ODKRY U—%2ERXTIHLENH Y £
T, ZAUE, 120 twice NAT b— /L CEITTE ETMN, DNS b — =245 x v U —7 k
WZHDH%E. DNSIEEE U T4 MT2MERHY £7, 562 HET D & &1 twice NAT /L—
JLCDNS U T4 FEFANZTH I ENTERNZD, 2 DD Network Object NAT /L— /L% {F
D2 ENEVEYR YY) 2a—2a TT,

NAT64/46 D5 : RERIPV6 R~y T —0 ESERIPVA A B2 —F Y

WIZ, NESIPV6e B2y " — I RBAEEIC, A Z—%y MTEEENDA T T4 v 7
%mﬂ’ﬁﬁﬁéfﬁﬁm%rbiﬁo_@mfimmﬁﬁﬁrg@t . 120 twice NAT
JL—) LT NAT64 & NAT46 T 5 OB FZITTEH EHEL TWET,

. 209 165 EDCI 22527

oufside
_2EIQ 1652011127

2001:db8:: 100 — 208.165.201.1
209.185.200.225 — 2001:db3:D1AG5:CBE1

inside:
2001:db8::1/85

E Inside client

2001:db3::100

ZOFITIE, A v E—T 2 A ZADIPT RLAZEDZA T I v T A F—T = A A PAT
AL T, NEDIPV6 %y N U — 27 Z IPVAICEHL L E9, AN IPvA FT 7 4 v 71X

NaTosie 3R ]
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B natesiss ol - shEBIPV £ L2 —F o k& DNS ZHRE R LI-RE IPVG Ry kT —2

2001:db8::/96 R U —T DT RLVAIWLAX T 4 v 7 IZEH I N, NEiry hU—27 TOEE
MNATREIZ 72 0 £,

FIE

ATV 1 NEIPV6 XY RT—7 DietbD Ry bU—7 7V =7 MEAERLET,

hostname (config) # object network inside vé6
hostname (config-network-object) # subnet 2001:db8::/96

AFw T2 IPv6 % v U — 27 % IPv4 ICEHL L CTHUORET 729 O Twice NAT L— L ZERL L £ 97,

hostname (config) # nat (inside,outside) source dynamic inside v6 interface
destination static inside_v6 any

ZON—T K NEA v H—T = A AD2001:db8::/96 YT % v RINBANEA v H—T = A
AN ITRTCD ST T 4 v 7N, INA v X —T = A ADIPvAT KL A Z{#H L TNAT64
PAT e X E 3, W2, WEA v H—7 = A AZADNEF Y T —27 D IPv4 7 KL AL
T_XTC, AR IPVvE T R LA XA LT 2001:db8::/96 %> T —27 LD 1 >0O7T KL
AN EIINET,

NAT64/46 D15l : 542 IPv8 A >3 —2xy FE DNS T AFERA L =N IPV6 =~y kT —%

WO, WEOIPVOELHA R v N U —27 BIFEL, N —F =030 B L350 < DD IPv4
HFAS—ECRANNMBDA X —F% v b BITFEET DR 6 T,

=
Web server
209.165.200.225/27
- =10 DNS server
o . 209.165.202.129/27
h cutside e
IPvd 209.165.201.1/27
@ DNS: www.example.com
e = A 209.165.200.225 — AAAA 2001:db8:D1A5:CEEA
33311%'?8:30”32? iugi;n?azt?f;t;nqs-cma gﬁ 209.165.202.129 — 2001:DB&-D1A5:CAS1
S R : 209.165.201.1 — 2001:db8::100

inside
@ IPv6 2001:db&::1/96

DNS: www example.com?
2001:db8::100 — 209.165.201.1
2001:DB&::D1A5:CAS1 — 209.165.202.129

Inside client
\ 2001:db8::100

B NATosiEsE
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FIE

ATy T

NAT64/86 (O] : 515 1PV 1 8 —% v k& DNS T %A L=ps e 2y k7—2 [

ZOBITIE, INBA L Z—T oA ADIPT RVAEROX AT I v A X —T A APAT
ZEA LT, WERD IPV6 %+~ U —27 Z IPv4 [ZEH L £3, M IPvd b T 7 ¢ v 7 1%
2001:db8::/96 % N T —27 DT RLVAIZAXT 4 v 7 ITEHI N, Wity hU— 7“(@1951::
DIAJREIZ72 W £3°, NAT46 /L—/L CDNS OEZ X 2 G T 5 & FMHB DNS Hh— 33—/
L% A (IPv4) L a— Fvb AAAA (IPv6) L a— RICEHTE, 7 KL AN IPv4 >
5 IPv6e [ICAE# SN E T,

Wik, WEIPV6 1~ b7 —2 Ed 2001:DB8::100 1285 7 7 A 7 k)% www.example.com %
BHZ 9 & LTWDEHAD Web BRO—RM 72y —/7r 2 A TT,
1. 7947 OB a—%732001:DBS8::DIA5:CA81 |23 5 DNS $—/3—|Z DNS 2R %
EELET, NAT L—/Li2 kW, DNS EROREE T 5N RO LI BB EINE T,
«2001:DB8::100 % 209.165.201.1 FO—BF DR — MIZEH (NAT64 A > X —T7 = A
PAT L—JL)

+ 2001:DB8::D1A5:CA81 % 209.165.202.129 |ZZ5#1 (NAT46 /L—/L, DI1AS5:CAS1 | IPv6
@ 209.165.202.129 (ZHES L £1) .

2. DNS #— 3—73 www.example.com 73 209.165.200.225 ThH 5 Z L Z/R"T A L 2 — R{ZI&
ZLUET, DNS OEXHZ NANNC/2 > T D NAT46 L—/LIZ LD . A Li— K73 IPv6
DEED AAAA L a2 — RIZEH ST, AAAA L 22— R 209.165.200.225 A3
2001:db8:DIAS:C8El IZA#Ha S NLE T, 7285, DNSIGEDRETLT KL ALZmHT RLA
IFEH SN ER A,

+209.165.202.129 % 2001:DB8::D1AS:CA81 [ZZ#4
+209.165.201.1 % 2001:db8::100 [ZZ5#4
3. T, IPV6 7 FAT v B Web y— 3—DIP 7 KL AZH L, www.example.com

(2001:db8:D1A5:C8E1) (Z HTTP EsRAZXET& £J, (DIA5:C8EL IE IPv6 D
209.165.200.225 IZFE4 L¥9) . HTTP EROEE T LN LEHmENFE T,

«2001:DB8::100 % 209.156.101.54 EDO—E DR — MIEH (NAT64 A ' F—T = A A
PAT L—/1)

*2001:db8:D1AS5:C8E1 % 209.165.200.225 |[ZZ5#2 (NAT46 /L—/V)

ROFIETIE, ZOFIORETIEZHOWNTHILET,

NELIPV6 X hT—Z DRy T —27 77 M &R L. NAT64 L —/L %8BI L F
7,

hostname (config) # object network inside v6
hostname (config-network-object) # subnet 2001:db8::/96
hostname (config-network-object) # nat(inside,outside) dynamic interface
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B nates P 7 LA SO IPG 7 ELRADZ S

ATy T2

ZDON—C D NEA o Z—T =4 ZAD2001:db8::/96 VT % v "IBAERA L H —T = A
AZA~DRNT T 4w 713, A Z—T A ZADIPv4 7 R L 2% L7 NAT64 PAT Z#i %
BELET,

NEBIPVA R N U — 7 ICEBEINTZIPV6 Xy N —7 DXy NU—F T b EVER
L. NAT46 L —/L&BM L F1,

hostname (config) # object network outside v4 any
hostname (config-network-object)# subnet 0.0.0.0 0.0.0.0
hostname (config-network-object) # nat (outside, inside) static 2001:db8::/96 dns

ZON—NEHERTLE WA v Z—T oA A @L< MRy hT—27 OFTXTO IPv4 7
RUAD, fAIARD IPv4 7 K LA FR A LT 2001:db8:/96 > kT —27 DT KL AT
I ET, 72, DNSISEMN A (IPvd) L a— FvH AAAA (IPv6) L o— RITAH# X
. 7 RUANIPVA 205 IPve [T S N E T,

NAT66 : IPv6 7 KL AMSREID IP6 7 K L A~NDZEHE

IPv6 % b T —7 NEBID IPV6 % v b U — 7 B8 5856, 7 RLAZNEE Y hT—7
DRIDIPv6 7 KL AZEMTEET, AT 47 NAT OfEAEHRLET, Y117
NAT F 721X PAT i CX 92, IPv6 7 KL AZKEIZH DD, ¥ AT v 7 NAT %
FERTHIMLERH Y T A,

RIRDT RV A 2 A TR TOEHTITRN 2D, NAT66 BHDH —~D/L— /L RLETY, =
B D/—/LiX, Network Object NATZfli ] L CRHIZET /Mbd 25 2 N TEEd, 72720,
V2= 8T 7 407 &FFA LRWEGEIE, twice NAT DA EfEH L CAX T 1 v 7 NAT L—
N BHICTEET,

NAT66 Dl : v FT—O DR R T4 v K}

Network Object NATZ I LT, IPV6 7 KL AT — LD AL T 4 v 7 B AFHETE £,
WOHFITIE, 2001:db8:122:2091::/96 % > kT —27 OHNERT KL A% 2001:db8:122:2999::/96 F
N =2 DHET B L RITEB D TFIET O TR LET,
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FIRr

NATEs Ol - &> Tz IPve A 5 —7 x4 2 PAT ]

# b

=

IPvE web server

oﬁtside
IPvE 2001:db8:122:201b::1/96
S 4

2001:db8:122:2091::121 — 2001:db8:122:2399::1

IPvG 2001:db8:122:2091::11/96

Inside client
\ 2001:db8:122:2091::121
—

F

WNEBIPV6 % NU—27 DRy NU—7 ATV 27 "EER L, AZT 4 v 7 NAT D)L—)L %
BIILUET,

hostname (config) # object network inside v6
hostname (config-network-object) # subnet 2001:db8:122:2091::/96
hostname (config-network-object) # nat (inside,outside) static 2001:db8:122:2999::/96

TDON—NIZEY . NERA A —T A ZAD 2001:db8:122:2091::/96 %7 % v R BANERA
RB—=T 2 f ZA~DTXTDO T 7 4 v 71, 2001:db8:122:2999::/96 %~ KT —27 DT KL A~
DART ¢ 7 NAT66 iz TE LT,

NAT66 Dl : > TIL7iEIPv6 1 > 32— =4 X PAT

NAT66 ZFEET H 2 ODEHRT e —F ik, AMlA v F—T =4 ADIPv6 7 RL A LDR
DR — MIHNET RL2AZEICEIY 4T L HETT,

NAT66 DA 2 —T7 = A APAT V—VEFRETDHE, TDOA L H—T x4 ATRE ST
HFTR_RTCOTa— )L T RLUARPAT D= v B IR ENEST, Ao F—T A ADY
Y a—hn T RUVRAERLEFYA ba—bv 7 RLURiE, PATIZIFER SN ER A,
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B vwrzsmLrons sy emEoBSBA

FIRr

NAT Z{#

IPvG web server

outside

IPvE 2001:db8:122:201b::1/96

0|

2001:db8:122:2091::121 — 2001:db8:122:201b::1

inside
2001:db8:122:2091::11/96

=

|PvG

Inside client
2001:db8:122:2091::121

WNEBIPV6 > N —2 DRy NI —7 727 MaERR L. #A4F I v 7 PAT L—/L%&B
ML ES,

hostname (config) # object network inside v6
hostname (config-network-object) # subnet 2001:db8:122:2091::/96
hostname (config-network-object)# nat (inside,outside) dynamic interface ipvé6

ZON—L T, WNEA B —7 = A A0 2001:db8:122:2091::/96 subnet % 7% & k7> & HEFA
VH—=T 2 A AND ST T v TiE, WNERA X —T =2 A AHIZHRE ST IPve o —o3 L
7 R ZDOWFID~D NAT66 PAT Z#1 % BiE L E 7,

L=DNSOU I ¢EIREDEETHZ

WENDT FLAZ NATREE BT 57 FLAICEX#Z T, DNS A BEETA LI
ASAZRET D Z ENNINIRDHEE01HY £9, DNSELER, £ 70 AL —v a3 —
IWEBRETDHEZITHRETEET, DNSEFIZDNS KA L BT £,

ZOMEREIX. NAT V— VI —FTADNS 7 LIREDT L AxEEXHz £+ (2L %
X, IPv4 D A La— K, IPv6 D AAAA L 2— K, £7213%5|Z DNS 27 = U ® PTR L 22—
R) o SO BT A F—T oA ANBMDA o Z—T A RZEET S DNS AT, A

B NATosiEsE



| NAT DfIE SR

NAT R L=DNs v Ty esEnz=az |

La— RNiE~y 7 ESNTHN D BEOE~EZ B SNET, W, EEDOA L H—T A A
MHE~ o AV Z—T A AKEEITSH DNS JIGE T, A I/:P— RIXEROEN O~ v 7
SNTEA~EEWZ SN ET, ZOMEEIL. NAT44, NAT66., NAT46. 3 L TUINAT64 & i)
L/i‘g—o

PLFIZ, NATL—/L CDNS OEE# I 2R ET HMLENEL D ERRNERLET,

o JL—JLIZ NAT64 £ 721X NAT46 TH VY . DNS — NI4T~ U —2712H Y £3., DNS
Al a—F (IPvd ) & AAAA L a—F (IPv6 ) 24 57-5H|2 DNS DEZH 2 N
‘/[Z‘gw@j—o

¢ DNSH— N[3ANRIZH Y, 774 T > MINERIZHD £, 7 74T MM 25—
D5ERER B A A VA DBMLONER A MOk S E1,

¢ DNS " —FHNEIZH Y, TTAX=FIP T FLAEZFEHLOSELES, 72947
WIANIZH Y . 7 T4 T 2 MIWNERTHE A F SN TWE P —REZRET 5 e E K A
AT I BALET,

DNS DEZH X DHIREIF
KIZ DNS OEXxH#iz OFIBEEEZRLET,

cfHlx DA F71T AAAA Lo — RIZHEEO PAT LV— LA TX 52 & T, 7% PAT
= VISAREHMEIZ 72 2 72, DNS OE S Z 1T PAT [ZId@EH S EH A,

« twiceNAT L — /L 2R ET DA, BMETT L ABLU%AT L AZ$EET 5 L. DNS
BEZRETXETA, ZNOHOFEEDONL—ILTIE, AL BIZHST-HAIC1IODOT R
VAKX L TR A BB TOND AREMEDRSH Y £, LR ->T, DNSIEENDIP T
KU R %5872 Twice NAT L—/UIZ—EFI¥ 5 Z ENTEX A, DNS IEIZiE, DNS
BOREZROT /T NNOEFEILT RURLLEET RLUADMAGOEIZET 2 ERDE
ES S IN

«DNS 7 U L& Z2EEHZ 51213, NAT L—2% L TA%h7: DNS NAT D& X #ix

ZHAWEDNS 77V r— g A VAR g VEANCTAVERH VT, 7+

/I/}\'C:ic FHNZ ZI72 DNSNAT DEZHZ 2L D DNS A U AT g 7 m—n
CHEA SN, AVART Va VREERERTHINEETHY AL

o ZERIZIE, DNS OFE X #2 1X NAT L—/L T irt,a< xlate =2 F U THEITEINET, LI
MNoT, XA FI v 7 —) Lz xlate 72 WEE, BXWINELLEITEINFEFEA, &
25 7 NAT O8E1F. FL XS focf’ﬂﬁﬁﬁx%ﬁi LEHTA,

*DNS DEXHZIZL ST, DNSH¥AFIvI TovT7T—hrDAvtE—Y (AL —37
va—Rs5) FEXBRIOLEREA,

KD KNE w7 T, NAT L—/LCTPD DNS OEX# 2 OFilZ R LET,

NaTosie 3R ]



NAT e8|
B onsiessE  si880 oNs 5 —/ 31—

DNS [GZ{EIE : 44880 DNS H—/\—

WORNZ, A v HF—T = A AL T 78 AA[EE72 DNS — "% /R L£7, ftp.cisco.com &
W) — XA v F—T = A A EIZH Y FF, fip.cisco.com DEFEDOT KL A (10.1.3.14)
ARy hU—2 ECHERTE vy BV 7 7 RER (209.165.201.10) ICAX T 4 v 7
AT 5 L ST NAT % E L £

ZOHAE. TOAXT 47 —)LTCDNSIGBEBEELZBINCTHMENHY T, AT
He EBEOT L AZMEH LT fipciscocom i ZT 7 B ATE ZWNE2—W—i%, ~vE L7
T RV ATHEARLSERDOT KL A% DNS b — =52 ETE5 L5100 £,

WEBA A K23 ftp.cisco.com D7 R LA %KD SH DNS BRAZX(FT %5 &, DNS r—_—I~ >
B 7T RLA (209.165201.10) ZISELET, VAT AL, WH—ORXEZT v 7 —
NEZM L, DNSJEENDOT R A% 10.1.3.14 I8 L £9, DNSISEELEE /I LN
i, PR A M fip.cisco.com ([CEEET 7 £ A5 5DV IZ, 209.165201.10 1 8T 7 1 >
T EERETDHZ L ERALET,

DNS Server

DNS Query
ftp.cisco.com?

Security
Appliance

DNS Reply Modification
209.165.201.10 > 10.1.3.14

User ftp.cisco.com
10.1.3.14
Static Translation
on Outside to:
209.165.201.10

®

FTP Reguest
10.1.3.14
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FIE

ATy T

ATvT2

DNS/LZEIE :
U —/\—

DNS EEE : BlADFy kT—2 EDONS H—r5—, 42 b, B&UF—3— [

FTP —R_—D Xy hU—27 7= FEERLET,

hostname (config) # object network FTP_SERVER
hostname (config-network-object)# host 10.1.3.14

DNSEIEZRE LIZAXT 4 v NAT X E LT,

hostname (config-network-object)# nat (inside,outside) static 209.165.201.10 dns

AMRDLRy bT—9 EODNSH—/N\—, RX b, &K

ROKNZ, FMHB DNS — =16 DMZ v hU—21Z& % fip.cisco.com D IP 7 R L A& B
KI2NEHAY NUV—7 Da—HF—%RLET, DNS ——(F, =—HF =R DMZ %> k
U—7 FIAFHELRWEETH, M E DMZRIOAZ T ¢ v 7 — W ZHE> TUSE T v v
Y77 KL A (209.165.201.10) Z/RLE3, ASAIL, DNSISENDOT KL A% 10.1.3.14 (2%
L FET,

2P —RNEEDOT N AZHH LT fip.ciscocom (27T 7 EATHHERD LG, 2l E

DORETINEH D T/, WEEDMZIZ O A X T 4 v 7 V= RHDHGEIX. ZOL—)b
W2k L TDNSIGEEIE S A X —T7 WICT DM ENRH Y £7, DNSIGEIL, 2RIZEFE I ET,
ZDO%E. ASAIINERE DMZ IO A Z T v 7 Jb—WIZfE> Th 9 —FE DNSIGENDT K
L A% 192.168.1.10 (2 L £,
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B onsssEE kR Ry FT—5 0 DNS H—/8—

17:DNSSEBIE : BlRDRy b T—49 LD DNSH—iN\—, KRR b, BEXUVH—/—
DMS Server

Static Translation 1
f DN.SD“EW,? on Qutside to:
IRGIB00.COM £ b ™ 2o 209.165.201.10

DNS Reply :
209.165.201.10 Static Translation 2

on Inside to:

@ Security Device  192.168.1.10

o

DMS Reply Modification 1
209.165.201.10 == 10.1.3.14

®  \

DMS Reply Modification 2
10.1.3.14 = 192.168.1.10

I g Translation
{ Inside 192.166.1.10 —» 10.1.3.14

DNS [E&IEIE : R X b R bT—% L@ DNS H—/3—

WO, IO FTP —/3& DNS H—ZRm LET, VAT AL, M —SHDO A%
TA I EBRPDHY ET, ZOYA, WNE— 3 —723 fip.cisco.com DT K LA % DNS H—/3—
\ZEERT D &, DNSH— = THEEDOT R R (209.165.20.10) #ISELET, W= —HIC
ftp.cisco.com D~ v B 7 7 KL A (10.1.2.56) ZEHIEDITIX, AZT 4 v 7 EHHAO
DNS JSBMEIEZ R ET 20BN H D £7,
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onses i E |

ftp.cisco.com
209.165.201.10

Static Translation on Inside to:
10.1.2.56

Dest Addr. Translation
10.1.2.56 —>» 209.165.201.10

Security Fenl
Appliance ﬂ\

DNS Reply Modification

209.165.201.10 > 10.1.2.56 FTP Request

10.1.2.56

FIE

ATV TN FIPYV—N—DRy NT—7 A7 V= s NAERLET,

hostname (config) # object network FTP_ SERVER
hostname (config-network-object)# host 209.165.201.10

ATy T2 DNSIEEEZHRELT-AZT 4 v 7 NAT ZHELET,

hostname (config-network-object) # nat (outside,inside) static 10.1.2.56 dns

DNS64 it Z{E1E

WDKK, SR D IPvd %> T —2 ED FTP —/3% DNS H—REZRLET, VAT A
X SN —SHDOAZ T ¢t VEBPH Y £, T DG, WEBIPV6 = — 1 — 73 fip.cisco.com
DT KLU AZDNS T —_—CHRKT S L, DNSH—_—[FTFEEDOT KL (209.165.200.225)
EINELET,
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B onssssser

WS — " —(Z ftp.cisco.com D~ v B> 7 7 K LA (2001:DB8::D1AS5:CS8E1 : D1AS:C8EI |%
IPv6 ™ 209.165.200.225 |ZFHY) ZiH X ¥ 521X, AX T 1 v 7 ZH#H O DNS IGEEIE & 5%
ETHMENRHY £, ZOFNTIX, DNS »—"—D A X T ¢ v 7 NAT £, 1L OWNE

IPv6 RA D PAT L— Vb EFENTWET,

ftp.cisco.com
209.165.200.225

DNS Server Static Translation on Inside to:
209.165.201.15 2001:DB8::D1A5:C8E1
Static Translation on Inside to:
2001:DB8::D1A5:C90F El!

| P\.r4/|lr;®

Dest Addr. Translation
P.;L 2001:DB8::D1A5:C8E1—> 209.165.200.225

W
4]
9]
£

=
o
(4]
<
Q
(4]

/

DNS Reply Modification
209.165.200.225—>2001:DB8::D1A5:CBE1

FIE

ATy 1

ATy T2

User:
2001:DB8::1
PAT Translation on Outside to:
209.165.200.230

FTP%— =Dy T —27 A7V x7 b &E/EK L TCDNSIEIEEZRTE LI AX T 4 v~ 7 NAT
EHRELET, L1 1 B TH D70, NAT 46 O net-to-net 77> 3 V2 EHET,

hostname (config) # object network FTP_ SERVER

hostname (config-network-object) # host 209.165.200.225

hostname (config-network-object) # nat (outside,inside) static 2001:DB8::D1A5:C8E1/128
net-to-net dns

DNS — =D Fy hT—7 A7V =7 FEER LT, A¥T v 7 NAT Za%ELET,
NAT 46 @ net-to-net 7> 3 V2 E&HET,

hostname (config) # object network DNS_ SERVER
hostname (config-network-object)# host 209.165.201.15
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ATvT3

RTv74

PIROZE. hZkxvt7—s00Ns 4—ri— [

hostname (config-network-object)# nat (outside,inside) static 2001:DB8::D1A5:C90F/128
net-to-net

WL IPV6 > N T — 27 M3 572 IPv4 PAT 7 — LR E L £,
5 -

hostname (config) # object network IPv4 POOL
hostname (config-network-object) # range 209.165.200.230 209.165.200.235

WESIPV6 > U —27 DXy NI —2 A7 V=7 MEfER LT, PAT V=V ERE LA A
FI v NAT X ELE 7,
hostname (config) # object network IPv6 INSIDE

hostname (config-network-object) # subnet 2001:DB8::/96
hostname (config-network-object) # nat (inside,outside) dynamic pat-pool IPv4 POOL

PIROZEE. RX k%Y kT —% D DNS H—/\—

WO, 58D FTP $—/3— & DNS — "—% /R L E 9, ASA 2T, MBH——HD R
AT 4y P EBPHY F4, TOHEE, NEO—F—2310.12.56 DHfi5|& DNS /L 7T v
TEFATT LA, ASAITFEBROT RUAZMEH L TH5& DNS 7= —%2 &% L, DNS
PN TP — =4 | fip.cisco.com ZFEFH L CTRE L ET,
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B rrozE. Az bk Ry FT—5 O DNS H—/5—

18:PTRODEE. KA b Ry FT—U D DNSH—/3—

fip.cisco.com
209.165.201.10

Static Translation on Inside ta:
1.2.56

209.165.201.10 i !
Device

Reverse DNS Query Modification
10.1.2.56 — 209.165.201.10

Reverse DNS Query
10.1.2.567

b
=
o
ro
fa
|
304002
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. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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