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ASA ICEATIZH Y FHA) .

ISE (%, # 7 % L T [Security Groups] Tx=> b U Z{ERk L £ 7,

AT v 74 [Security Group Access] fHIK T, ASA DT NNAAID 7 LT Uy VB LUVRAT — REFHREL
£

PAC 7 71 LD HERX

PAC 7 7 A V&S BI21E, WOFIEEFEITLET,

N

GE)  PAC 7 7 A VITiE, ASABIISE NZF DR TH4AT5 RADIUS I o W7 g 2R#T
EHHEF-DNEEINTVET, DD, LT IOF—2LRIZASAITRIFEL TS EE N,

FIE

ATy T ISElcus A v LT,

AT 72 [Administration] > [Network Resources] > [Network Devices] Z %R L 9,

ATV T3 TARALADY A RNE ASA ZRIRLET,

AT 74 [Security Group Access (SGA)] T, [Generate PAC]1 %7 U v 7 L7,

AT9TE PAC 7 7 A NEMESALT HITiE, mAV—Fa2 AL LET,
PAC 7 7 A VEBFEALT B DICA ST A NRAT— R (FFERES—) X, T2 7 L
Ty XNO—HE LTISE TRE LAY — FLZBRH Y £ A,

ISEIZPAC 7 7 AV EAM LET, ASAILX, 7T v =, £7-IZTFTP, FTP., HTTP. HTTPS,
SMBZNMLTYVE—F == 5PAC 7 7 ANV EA L KR—+TEET, PACT7 7 AV
Z. AV R—FENZASA 75 v 2 lZRBEINTWVWALEZLHY FHA) |

Cisco TrustSec D HA K514 >

Z Z T, Cisco TrustSec # i ET DENIHERT DMEDOHDHHTA K74 B L OHIRFEIC
DWTHALE T,

Jx—I)LA—/\—

T ITATIT I T ATBIOT I T 4 T/AX R, 2T 4 Falb—a Ol T
ASADEFa2VT 4 FNV—TR—ADRY > —HHETEET,

. ASA § & U Cisco TrustSec
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Cisco TrustSec DA K51 > .

CASANT = — VI —N—FEDO—HTHDHE. 774~V ASAT /SA AIZPAC T 71
WA VR— b TEULERHYET, F72. TT7A4~) TS ATRET — 22T HT 5
VELH D F9,

cASA X, N T_AFE VT 4 (HA) FICERESINZISE tBlETx$£9,

« ASA CITHEHEDISEY —N"—ZRETEET, HAOT——NEZERROLE., 7l &
X2 ZBLUBEOY — =t e A E T, 2E L, — 33— U X K23 Cisco TrustSec B
BF—20—fE LAy ra— RENEHEE, TOU R MIERINET,

CISEmH AT a— RENTZPAC 7 7 A V73 ASA THIREIN & 720 . ASA DNEHFT Sz
X2 VT4 IN—T T—TNE X7 ru— RTERVWEE, ASARNEHSNEZT—7
NEXyra— RTLHET, REICFVya—Ranlexa 70 IA—7F7—T )
WCESWTEX2 )T 0 RY v—%w@H Lt £,

DS5R%E

CASANT T AKX Y U ITHERO—ETH HEE, filill==> MIPAC 7 7 A /L&A R —
FNT2AUERHD ET,

*ASAY T ALY Y THERO—HTH LA, filfflz=y b CRET — 2 2 8T 5 0%
NV ET,

IPv6

ASA 1L, IPv6 & IPV6 %Ity hU—2 T34 ZHIZSXP #HAR— b LET, AAA I —/3—
IXIPv4 7 FLRAZFERHTOLERNH Y 7,

LAY 2SGT A >R a3y

WA B —T A A, T B —T A A, TLEA L H—7 A A, EtherChannel A
VH—=T A A, BIORTOLYER—FEINFET,

B LA —T oA AF IR —T 24 A2 (BVI 2 E) TiIZYR—FEnFEH
}\/o

¢ SAP XA =— 3 VB XU MACsec 2 L7 V7B B{Lid AR — b &N TV ER
}\/0

o 7 x—)LF—N— YT R—FINFEHA,
« VT ALK v T AR— FINFER A,

«SGT AEFEEINTH, ASAIFEFO 7 o —2FH0E L8 A, LAETO SGT IZHSWTHT
PNTERY —IZBTDWREN, 7u—DTA 7V A I ITbizo Tl ST £,
7277 L. ASA L, 737w RRLETO SGT IZESWTHEIN- 7 e —IZ/B LTV ThH,
SGT OEHENEZ 137 v MZHEBICKBETE £7,

s Firepower 1010 A A v FHR— F B L VLAN A VX —T7 = A A, LA ¥2&Fx=VUT 4
TN—T" BT ARV arzhiR—rLTHEREA,

ASA £ & U Cisco TrustSec .
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. Cisco TrustSec D HA K54 >

ZOMDHA FS 4 >

e ASA I, SXP S—T 3 v 3 K= K LTWET, ASA IE. &F SF747 SXP RS F v b
U= FALADSXP A=V a v EFRAvE— R LET,

« ASA X, CiscoTrustSec (CTS) BREET — X DAL HE (CoA) ZVHR—HFLTWVEHRA,

« SXP X A ~—DHIRNYUINT- L XX 2 VT 4 INV—T T—TNERHTH LD
ICASAZRECTEET, ¥Xa2 VT4 V=T T—TMIA T~ R THE U a—F
TEXET, ASADEXF2UT 4 F—F T—TUNISENSEHEISNIZHEE., ZOLEHE
DL X2 VT 0 AU —ICKBESNET,

e Cisco TrustSec I, > 7N arTHFAF T—FKRBLOALF a0 TFAF — K (&
AT A aTXA R ET— F&2R<) T Smart Call Home #$EZ VR — s L TW\WET,

e ASA |, Hi— Cisco TrustSec KA A > TCOLFAIEHT AL IICHETEET,

cASA L. TRAADSCTLD~V YL TDAETF 47 a7 4 FXal—a v
AR—FLTWWEHRA,

e NATIXSXP XA v —VTHR—FENETA,

cSXPIEFR Yy NU—I DL T —AA L N RA L MZIP-SGT v B 7 a2 Bl LT,
TIEAVLAY AL v TFNTUTH—AA L N KA FERRDNAT RAAL ITEL
TWDHA, 7Ty 7e— KT 5IP-SGT~ v SN TH Y . FIT77 /31 A% 5 IP-SGT
Yy BT TR ARBEN AN R EGED ZLILTEEE A, FORERE, ASA
FFEATT A ACEX 2T 0 Z—TRbExF 2 VT 4 RV —2@WHATEEEA,

o SXP I T A ASAICT 7 4L b NATU— RERET A, T/ AT— R
ALZ2WESICLET, 7L, BEA/SAT— NI SXP BT TR —bhanEtd
Mo BREZSNIZT 74V h SXP/RAT—RIFEARy hT—7 2K T—ELTVWDHHLE
DDV ET, PHEEA AT —RERET DL, HERNKITDREERH Y | EEX v
t—UNERENET, TIAN I RAT—REMHAL TR Z%E L THHRESNTY
WG E . ERIZSAT— R L TR 2k LI-5A R T TT,

* ASA % SXP EEHEFZIIZEE. HOWIZFOM L L TRETEET, 7272 L. SXP
BHGONL—T1X, T RZET ~OMGFROER N H D56, 12137 3 ART A
ADHEF AN SN2 T == O THLIHGEICRELET, (ASAIL, T—F% &
B—=DT I A LATYNEDY VY —ADIP-SGT~ v B &8 TcxE£9, ASAIL. =
NEDOETHFT AN =5 TN, AT H2LERH L5508 HY £9) . SXP
Begi—FI2 Lo T, SXP A v B —VHREDO T LAWEENEAT S A REMENH Y £
T, ASA PEEEBLOZEE L LTHESNTWDEA, SXP #i/L—7 034 L,
SXP 75— X NEWNCZE DT —H B RE LT TRESNDLAREENH Y 7,
cASADR—HVIPT FLAZERTIHHAIT., TXTOSXPETTET UA MREHS

NTWNDZEEWRTINENDY ET, IHIZ, SXPETNEDIP T RLAEEFET
HEAIT, BENASAIIKBEIN TS Z 2R TAHILENRD D 9,

cHEIPAC 77 AL 7RV a = 3R —FENEHA, ASA EHEIL, ISE FH A
VHE—T 2 A ADPAC 77 A NEERL, TN%& ASAICA VA= T HHLERHD F
T,
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Cisco TrustSec &#i& 9 7= D ASA DERFE .

PAC 7 7 A WIZITHHIRR H O 97, BIFED PAC 7 7 A VS HAREIALIZ 72 2 Bl 5T
SENTZPAC 77 ANEAHR— T HZHERHY T, THLARNE, ASA FBREET —
ZDOEFERETEEEA, ISENBA 70— RKEN7ZPAC 7 7 A /LA ASA THIRY)
NERY, ASARER SNzt X2 VT 4 IN—TF T—TNEX T ra— RTXW
By ASAREH SINT—T N EX D a— RT5FET, KBV e— a3kt
Fa2VT 4 IN—T T—=TMIESNWTEF2 VT 0 RN o—2@EHA LT £9,

X2 VT 0 ZV—7WNISE TER I (BARTEE, HIBRZRE) HE. ASA X, £BF
EnteXa T4 IA—TICBEMTONTESCT £t Xa VT4 VT4 %55
DASAEX2 VT 4 RV —DAT—XRAEERB LERA, EL, ASAIX, ZNLHD
X2 VT4 R —DEFINTZZ L ERT syslog A vE—T&AKLET,

NN F Xy AN XA FILISELO TIEHAR—FINTWHERA,

SXP #5813, IROBNZART I H1Z, ASAIC L > THAEER SN2 >0 SXP 7 [ TH)
HIKIRRED E £ & 720 5,

(SXP peer A) - - - - (ASA) - - - (SXP peer B)

L7223 - T, Cisco TrustSec EHAT DL I IZASA ZRETHHAIT. SXPEHREZHRET
572012, ASA T, no-NAT, no-SEQ-RAND, MDS5-AUTHENTICATION TCP 4+~ = o
A X—T AT DMENH Y 3, SXP BT H D SXP AR— ~ TCP 64999 56 CTD k&
T4 7K L CTCPARIE NS A RA R —%ER L4, £ LT, @R ¥ —7 =
ARIZRY) o—m@ALET,

7ol ziX, Roa<wr Ry MI, TCPIRIENA RARY 2 —0D ASA DFRTEHFIEEZRL
Tb\i*ﬂ

access-list SXP-MD5-ACL extended permit tcp host peerA host peerB eq 64999
access-list SXP-MD5-ACL extended permit tcp host peerB host peerA eq 64999

tcp-map SXP-MD5-OPTION-ALLOW
tcp-options range 19 19 allow

class-map SXP-MD5-CLASSMAP
match access-1list SXP-MD5-ACL

policy-map type inspect dns preset dns_map
parameters
message-length maximum 512
policy-map global policy
class SXP-MD5-CLASSMAP
set connection random-sequence-number disable
set connection advanced-options SXP-MD5-OPTION-ALLOW
set connection advanced-options tcp-state-bypass
service-policy global policy global

Cisco TrustSec L& 9 57-60D ASA DELTE

Cisco TrustSec & #HAT D L IIC ASA ZRETHITIE, ROZXZ A7 #FEITLET,

ASA £ & U Cisco TrustSec .
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B

. Cisco TrustSec &L #i5 3 51=H®D AAA H—/\—DEKTE

15D HHEIIC
Cisco TrustSec & #EHT5 & 912 ASA R ET DA, ISE TRD X A7 & FATT HMERH
nET,
* ISE ~D ASA DXk
< ISETOEF =2V T 4 Z—T DMK
(10 ~—)

(9 =)
(9 =)

* PAC 7 7 A VDAL

Fig
AT w1 Cisco TrustSec AT H7-8DD AAA — —DKE (14 2—2)
ZAFv T2 PACT7ANDALFE—F (16 2—3)
AT w73 Security Exchange Protocol D% E (18 ~<—)
TOX AT TIE, SXPDF 7 AN MEEENZ L, BELET,
ATFw T4 SXPEFEOEYT OBM (20 =2—7)
ATv TS BET—ZOEH (21 2—)
PVEWSE L TCINEFEITLTLEEN,
ATYT6 X274 R —0RE (223—)
RTFYT1 LA¥2E8Xa)T 4 IN—TDEXT LRI arDOHRE (24 2—2)
_n|—l—|
axX A

BT HT-60D AAA H—/N\—D
B LEd, ASATISE &

IZ. Cisco TrustSec ® AAA V— _X—ZHET 2 IFIEICONT
. ROFNEZEFITLET,

Cisco TrustSec
RET HITIE

-

WETLEIIZ

IR B

« BRSOV —R— F L —T 1%, RADIUS 7 & ha V&4 25 L 9ICRETHALENDH D
¥4, ASA IZFE RADIUS Y —"— F)L—T % BIN4 5 &, BREFKKL £,

o ISE & o — P —ZBFRIC T 284813, ISEIC ASA 28 L7 & =IZISE CTA LzdhF

ﬂM%W%LiTo:®%$_OPTM ISE BHFIZHWADLE T a0,

AAA r—R— T —T %

Fg
ISE — "—LEBIET 5 K 512 ASA D AAA — 33— XF

ATYT1 AAA B —R_— T —T% B L,
A—HERELET,

. ASA § & U Cisco TrustSec
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ATy T2

ATvT3

ATy T4

ATy TH

Cisco TrustSec & #i& T 57O D AAA H—/A—DEXTE .

aaa-server server-tag protocol radius

&1

ciscoasa (config)# aaa-server ISEserver protocol radius

server-tag 5 13c X, —N— I N—THEEELET,

AAA H—R_R— T —F a7 4 Xal—ary F—ReEKTLET,
exit

1 -

ciscoasa(config-aaa-server—-group) # exit

AAA Y—_—% AAA —— T —T DL LTHREL, SR MNEAOERT — X 2%
ELET,

ciscoasa(config) # aaa-server server-tag(interface-name) host server-ip

1 -

ciscoasa(config)# aaa-server ISEserver (inside) host 192.0.2.1

interface-name 5£021%, ISE —"—DELE SN TWDL Ry N —F 4 X —T = X% 5
ELET, ZORTA=HZITH v anyETT, server-tag 515t AAA —3— JL—7
DAFITTY, server-ip 51#2i%, ISE— =D IP 7 FL A& EEL£7,

ISE $—/3—"T ASA OFBFEICHH SN D — "—EHEREL £,

key key

51

ciscoasa (config-aaa-server-host) # key myexclusivekey

key B3180%, FeK 127 LFOFEHKFTF—T7— RTY,

ISE & . —# —ZEEICfE T A4 1%, ISEIT ASA 224k L7~ & X|Z ISE CAS L7~ L H L
AN LET,

AAA F—_R—FKA P 274 Fal—Tary T—FREKTLET,

exit

1

ciscoasa (config-aaa-server-host) # exit

ASA £ & U Cisco TrustSec .
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ATvT6

PACO 714 )LD

ASA # & U Cisco TrustSec |
X

BREET — ¥ BUSO72 91T Cisco TrustSec IZ L » THA S D AAA ¥ — " — T L—7 %3k L
\iﬁqo

cts server-group AAA-server-group-name

51

ciscoasa(config)# cts server-group ISEserver

AAA-server-group-name 5140, A7~ 71 T server-tag 51 5UZHEE L7z AAA —3— J)L—
TDAHFTTY,

(G¥)

ASA Tix, ==L —T D1 D2DA L AHZ 2 ATZ1F % Cisco TrustSec HIZKETE £7,

RIZ. Cisco TrustSec & DFEADT=DIZISE —_—LBETH L DI ASA Z2RET H0 %2R
L\i—a—o

ciscoasa (config) #aaa-server ISEserver protocol radius
ciscoasa(config-aaa-server-group) # exit
ciscoasa(config)# aaa-server ISEserver (inside) host 192.0.2.1
(
(
(

ciscoasa(config-aaa-server-host) # key myexclusivemumblekey

ciscoasa(config-aaa-server-host)# exit
ciscoasa(config) # cts server-group ISEserver

A4 R—

ZITHE. PACT7 7 A NEA VHR— M T HHIBECOWTHIHLET,

1R BHHIIZ

* ASA R PAC 7 7 A VEAERT BI21, ISE OFEFE S 417z Cisco TrustSec £ v bV —27 F 3
4%&LTA%&'ET6£%#%D£T

«ISE TP PAC 7 7 A VDAERKIFZ PAC 7 7 A NV EBEEALT A =D H I N/ 2 T —
KEZESLET, ASAIX. PACT7 7 A V&AL AR—F L, BT HHBICZDNRRAT —
RN L 720 £,

« A VR—=FT DL, PACT 7 A /LVIINVRAM IZHEEEL £9°, HAE— R TEMEL T\ 5
L. T NF— "= AT — TN Y I EELLSEETHE, PACT 7 AL %
TIT 4T 2=y MIAVR— b T5HZ LT, B2V IcERINET, A1V AR—F&
N7 7 A MEINVRAMIZ®H 57280, V7 "N =T DT v 7T L—REZRE T34 AR
V7= T 570N, A7 7ANVEFHA Y R—MT208RHD 5,

s TNRARAIHE—DPACT7 7 ANEHFHLET, BHOPAC 77 A NVEA L R—FTD
LU URNCA vV R—= P ENTZT 7 ANV, AV R—=FLTEKPACT7 7 A NVTEESHZ S
nET,

. ASA § & U Cisco TrustSec
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pac 77 A L1 vti—

* ASA L, ISETHAKRSNTZPACT 7 A NWIZT 7 EATHLENRHY £, ASAIL, 77 v
Y=, F£7IL TFTP, FTP, HTTP, HTTPS., SMB %/ L CVUE— k #—s3—/5 PAC
TrANEALR—FTEET, (PAC 77 AME. A FR— RN ASA 7T v =2l
BLE S CTWAMETH D FHA) .

¢« ASA DY —N— TN —TFEHBELFET,
FE

Cisco TrustSec PAC 7 7 A V& A A R— b LET,

ctsimport-pacfilepath password value

51

ciscoasa(config)# cts import-pac disk0:/xyz.pac password IDFW-pac99

value B15121%. PAC 7 7 A LV ODREBALICHE AT 2 AU — R&EBELET, Z0ORAT—F
. SXA AT LTy bO—EE LTISE TRELIZANAT— RETERHY T8 A,
filepath 51#I21%, ROF T aro0nTiunl 22 AT LET,

UL E—F
* disk0 : disk0 D/ XA IO 7 A V4
» diskl : diskl DXAB LT 7 A V4
eflash: 77 v v aDRABLIVRT 7 A V4
«ftp : FTP OXRAB LT 7 A V4
e http : HTTP D XA LT 7 A V4
« https : HTTPS O/SAB LT 7 A V4
esmb : SMB DAL N7 7 A V4

«tftp : TFTP D/XRAB LT 7 A L4

TILF E—F
e http : HTTP D XA LT 7 A V4
« https : HTTPS DR AB LT 7 A L4
*smb : SMB O/XAB LT 7 A L4,

o tftp : TFTP D NAB L7 7 A L4
WIZ. PAC 7 7 A /% ASAIZA v AR— N T AHZ R LET,

ciscoasa(config) # cts import pac diskO:/pacl23.pac password hideme

ASA £ & U Cisco TrustSec .
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. Security Exchange Protocol D%

PAC file successfully imported

=JL ==

Security Exchange Protocol D&% E

FIE

ATvT1

ATvT2

Cisco TrustSec % f19°5 & 9 IZ Security Exchange Protocol (SXP) ZHZNZ L CHET HHLE
N ET,
4R8O SRS

Pl b 1 ODA X —T 2 A A% UP/UP AT — MITHMLENRHD £, §TDHA
B =Tz A ANZ T LIRAET SXP 234 R—T7 /W72 > T 5455, ASA TlE, SXP 2 H)
FELTWRW, HDWVIESXP A X — T I TERNHS T LR T A v E—VIIEREN
FH A, showrunning-config 2~ > FEZ AN L TRELHRT DL, a2~ FOHNITKRD A >
U NRRINET,

“WARNING: SXP configuration in process, please wait for a few moments and try again.”

ASA TSXP A F—T7/MZLET, SXPIX, 774NV FT, T4 =T NITREINTVE
j—O

ctssxp enable
i -

ciscoasa(config)# cts sxp enable

(BB, HRINEHA) SXPERHOT 74/ FOREETLIP T RLAZHRELET,

cts sxp default source-ip ipaddress

1 :

ciscoasa(config)# cts sxp default source-ip 192.168.1.100

ipaddress 5|#1%, IPv4 £7213 1Pv6 7 KL A TT,

SXPEEGIDT 74NV FDEETIP T RLAZRETDHHAIL, ASAREBEA LV HX—T (R L
FIL7 FLRAEZRETAOILENH Y ET, BHETIPT FLARREAN X —T =4 ADT K
VA E—FL7RWEGE., SXP R ITAR L £,

SXP L DIMEITLIP 7 B L ADRHRE S TORVWIGE, ASAIL, route/ARP M54 FT LT,
SXP i DIAEA > F =T = A ZA&HHI L E T, SXPHHDOT 7 4 /L FDEFILIP T KL
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ATvT3

ATvT4

ATy TH

Security Exchange Protocol (5% 7€ .

AHRERETIT, ASA 75 route/ARP B3R A 5217 L C SXP ##t DIEE L IP 7 R L A ZIRETE
HEHCTBRZ ML ET,

({EFE) SXP E'7 TP TCPMDS5 #BAEDT 7 4/ h NAT—RERELET, 7 74/ KT
I3, SXP BRI/ SA T — RIFEE SN TV EEA,
cts sxp default password [0 | 8] password
11
ciscoasa(config)# cts sxp default password 8 IDFW-TrustSec-99
T AN NONRAT— REMHEAT 2 X912 SXPH## YT 2% & LIcHa, EE LS
BICDI, FTT N FDNRAT— REEELET,
NRAT = RORIIFE S LML TRARY £, HHELRWES., 774/ MI0IZiY
£,
c0: BEELEINTWARNWZ UTF XA, SR T— RIZIE, BR800 LFEAEETEXET,
«8: W LT XA b, NAT—RIZIX, &K 162 XFEHETEET,
(fEE) ASA 73 SXP T [H TOHT L SXP #5fit DRXE 2 kT3 2 RFHHMR A HEE L £,
ctssxp retry period timervalue
11 -

ciscoasa(config)# cts sxp retry period 60

ASA L, REY L7=8Ei ML S D £ TR 2 il e, RER L 7= 7%, HERITT £ T
ICHEBRATRIFE ORI L4, HRITHIRNICIZ 0~ 64000 b OEEXIEE CE £, T 74V 1
X120 T3, OMEIEETHE. ASAIZSXP BT ~D#EH 2T LERT A,

BRATH A ~—Id, SXP VT T34 R EFRRDHEICRET D2 L AR L ET,
(EE) WEBEI A ~—DEZiEE L £7,
ctssxp reconciliation period timervalue

51

ciscoasa(config)# cts sxp reconciliation period 60

SXP 7 N SXPHie A T4+ 5 L, ASAIZR—IL R F DU ZA~—%BBLEST, A—L R
By B A<w—DFEITHIZSXP BT M S D &, ASA TR A ~—%Btt L7, K
I, ASAE, SXPY o BV F—=HR—=ZA&EHFH LT, HHO~ v B 7258 L E1,
TS A~ —DHRNTIND L. ASAIL, SXP~ v BT F—H_R—2% A%y LT,
Wy By oo MY (fiEOBgE Yy v a v TTFEE AN M) ZEBILET, ASA
X, TG AFEILE LTy —27 LET, S A ~—nHIROINIZ D & ASA I,
SXP~ v BT FT—=H_R=ZNBEEIET MY ZHIBRL £,

ASA £ & U Cisco TrustSec .
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ATvT6

ATvT1

ASA # & U Cisco TrustSec |

FHEEHIRICIZ 1 ~ 64000 POEZRE TE £3, T 74/ M 120 B TT,

(fEE) SXP BT SXP Hi 2 # T LI-BRICE T 00 H %8 L= IP-SGT ~ » B2 72 HIBR A —
NWREG U B~ —"FELET,
cts sxp delete-hold-down period timervalue

2 A ~=—0OfEIL., SXP B O 5H 53 L~ IP-SGT ¥ v B 7 HIR S 5 F TIRET 5
A 120 ~ 64000 O&EIFTHEE L E7,

&1

ciscoasa(config)# cts sxp delete-hold-down period 240

K SXP #H NHIBRA— NV R X0y A ~—IZHEMfITONET, 20X A ~—1F, U ARTFT—
il SXPEE NIl L XTI T—SvET, ZOSXP i HFE L2 IP-SGT ~ v
2R Il E N E A, TORDYVIC, HIRA—IV K X0y XA ~—Oa R
DEINHETHRFEFSNET, ZOFA~—OAGHIENOIND L, v~y BV I RHIBRSIE
7

(EE) SXPV2 UL F AT D ET ~DA Y —h—& L THRET 28480 IPvd 7 % v ME
ROWS 2R E L LT,
cts sxp mapping networ k-map maximum_hosts

ET N SXPV2 LT 2B AT AEE. BTV 7%y b S UF 4 T~ SGT ZHifE T& £
i, ASATE, X DHEA BN NSA T 4 o TIZIPVAY T Ry B XA T 4 T RYEETE £
T (IPv6 A T 4 Y ZIFILRESNERA) o TOaT L RTE, TRy b A T 4 v
TNBAERTEDRA NN T 4 o T ORKEPIRESNET,

BREITIZ0~65535 8 ETEXE T, T 74V MIOT, YT Ry N A UF 4 o TNERA
M RA T 4 RSNV EEBER L £,

SXP ##5t D E 7 DB

FIE

SXP i D T ZBINT 511X, ROFIEEFATLET,

SXP B'7 ~ SXP kiR E L E T,

ctssxp connection peer peer_ip_address[sourcesource ip_address] password {default | none} [mode
{local | peer}] {speaker | listener}

1 :

ciscoasa (config)# cts sxp connection peer 192.168.1.100 password default mode peer speaker
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mur—20E5 ||

SXPHEEGHZIP 7 RLRAZLIZREINE T, H—T A ZADOXXT IO SXP HEHIZHHET
FE7,

peer_ip_address31%i%. SXP BT D IPv4 £721LIPv6 7 KL ATY, BT IP 7 KL R L, ASA
RIEA VI =T 2 A ANET VI EATEBRLERND Y £,

source ip_address 5| %%i%. SXP #ktD 1 —H /L IPv4d £721LIPv6 7 KL ATY, FETLIPT K
VRIXASAREA v Z—T 2 A ALFA L THLUERDH Y £, £ 5 ThiFhiuk, #Eink
L9,

SXP#DOEETLIP 7 KL R Z R EE I, ASA 7 route/ARP ¥iz& & 31T L T SXP B D
EIXIP T RLRAZIRETEXDHLOICTHZ 2L F5,

SXP%{@L \—uAL‘uEf\’ %‘f'fﬁﬁﬁﬁ—éﬁ)k 973 ;Z.‘):J: Ebiﬁo
« default : SXP #fe IR ESNTZT 74 /L b NAU—R&EEHAL £,
snone : SXP BEEEIZ SR T — REFH LT A,
SXP ¥t DE— REFRELET,
elocal : m— ML SXP T84 Z &AL ET,
epeer : 7 SXP TNA AEHHLET,
SXP #i T, ASA BNEEBHEFELITIZEHEOWTNE L THET 202 E L £ 1,
e speaker : ASA (X IP-SGT v v B> 7 %7 v FARY — A T8 R THRETE E 7,
olistener : ASAIZZ T A R — AL FARAL AMBIP-SGT v v Vo 7 aZgTE 7,

WIZ, ASA TSXP BT #RETHHE TR LET,

ciscoasa(config)# cts sxp connection peer 192.168.1.100 password default
mode peer speaker
ciscoasa(config) # cts sxp connection peer 192.168.1.101 password default
mode peer speaker

T—2DEH

ASA L, ISEbtEXa VT 4 FJA—TF %7 (SGT) & T —T N EORET — X &0
T—RFLET, ASATROH AT #FETT5HE, ASAIL, ISENOEE LI-RET — % % B#)
M) 7Ly a2 LET,

«ISE LIRIET DL IICAAA —_—Z R ELET,
sISENBHPAC 77 A NVEAVR—FLET,
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e Cisco TrustSec BT — % Z ST 57212 ASA THEHT 5 AAA —— F)L—TF %%
AL ET,

EE . ISENDORET — 42 F#TY 7Ly vad a0 E8EIbY FHA, 2770, X2V
T4 TN—TRNISE TEREINDZZENHVET, ASAEXF=2 VT 4 IN—T FT—T LD
T—HEV Ty aTHET, THDOERITASA ITKMINERFA, TDOZH, ASA D
F—H%Y 7Ly a2 LT, ISETOEF=2lT 4 ZI—TDERENHEIIZ ASA [T S
HrolcLET,

)

GE) AT F U AREHHIZISE DR Y U —REBL OV ASA TOFET—X V7 Ly v ak AT
Va—NTHIEEHRELET, ZOXICHRI R EOETENIET L L, EX 2T 4
TN—THDRR SN D AREMEN R K LS, X2 VT 4 R Y —23ASATHIRHZ T 7 7 ¢
TleEnET,

— 2 EFHT HITE. ROFIEFETLET,

BN
EEE

FIE

ISEOOBRET =428 H L., RESNET 740 MEICHEYX A ~—% )y N LET,

cts refresh environment-data

1 :

ciscoasa(config)# cts refresh environment-data

txa) T4 R)O—DETE

Cisco TrustSec AN U 2 —I%, %< D ASA BEREICHLIMAT = E N TE £4, $E3E ACL 2 A4
HIEEE (ZOETHR— RN L LTY A FENTWAHHEREZBR<) T Cisco TrustSec % fiff
MATEET, RACLIZ, ERDFR Y U= RXR—=ADNRF A= Ll biitFa )T 7
N—TBIEEBNTE ET,

PR ACL # R ET AICIE. BX =2V T 4 I —7 RXR—Z2DME (Cisco TrustSec) (Zf#
T HYE5E ACE OB 2B L T &0,

CACLCHRATE 22X T4 IN—T X7Vl b ITN—TEHRETDIHTECZHONT
i, EXa2 VT4 IN—T FT7V=2l N TNA—TOREESHRLTITEIN,

T2, Tr7eAL—VE, Ry NI EREMEHL A =T 2 AA AD T T 4 v 7
R ETITIES LET, Cisco TrustSec Tid, E¥ =2V 5 4 ZA—FITHESNWTT 7R %
I CE £, /=& x2I1E, sample securitygroupl 10.0.0.0 255.0.0.0 DT 7 & A JLb— )L & ERK T

. ASA § & U Cisco TrustSec


asa-924-firewall-config_chapter3.pdf#nameddest=unique_71
asa-924-firewall-config_chapter3.pdf#nameddest=unique_71
asa-924-firewall-config_chapter2.pdf#nameddest=unique_47

| ASA # & U Cisco TrustSec

txay7qekys—onE ]

XFET, L BXF2 VT4 TA—T0nY T %y 10.0.008 FOEDIPT FLA&2E-T
WThl W tE2ERLET,

X2 VT 4 TA—TDLE (—_—, a—H— BEHGIT AL 2R Y) | a—H—
R—Z @M, BEORERDIP T RLAR—ADAT V=2 k (IP 7 NLA, Active Directory
F 7=/ b, BEXOFQDN) OfAADLEICHESNTEF2 VT 4 R —2RETEF
T, BExa2UT 4 TN —F A "=y A I — L Z 812 TIEL, T4 R LEFEMEE
EGHDLIENTEET, T, EX2 VT4 IN—T A NN— o FE, 2a—H— I —7
A U=y I LER A,

I, B =N TCEREINCEF 2V T4 AT V=7 N I A—T%2MEHT 5 ACL Z1EkT %
Bz R L ET,

object-group security objgrp-it-admin
security-group name it-admin-sg-name
security-group tag 1
object-group security objgrp-hr-admin
security-group name hr-admin-sg-name // single sg name
group-object it-admin // locally defined object-group as nested object
object-group security objgrp-hr-servers
security-group name hr-servers-sg-name
object-group security objgrp-hr-network
security-group tag 2
access-list hr-acl permit ip object-group-security objgrp-hr-admin any
object-group-security objgrp-hr-servers

AIOFICHRE LIZACLET 7T 4 72T 5103, 778 AITN—TFEHEEY 2T K v—
TL—AhU—J ERELET,

Z ODH

!match src hr-admin-sg-name from any network to dst host 172.23.59.53
access-list idw-acl permit ip security-group name hr-admin-sg-name any host 172.23.59.53

'match src hr-admin-sg-name from host 10.1.1.1 to dst any
access-list idfw-acl permit ip security-group name hr-admin-sg-name host 10.1.1.1 any

!match src tag 22 from any network to dst hr-servers-sg-name any network
access-list idfw-acl permit ip security-group tag 22 any security-group
name hr-servers—-sg-name any

!match src user mary from any host to dst hr-servers-sg-name any network
access-list idfw-acl permit ip user CSCO\mary any security-group
name hr-servers—-sg-name any

!match src objgrp-hr-admin from any network to dst objgrp-hr-servers any network
access-list idfw-acl permit ip object-group-security objgrp-hr-admin any
object-group-security objgrp-hr-servers any

'match src user Jack from objgrp-hr-network and ip subnet 10.1.1.0/24

! to dst objgrp-hr-servers any network

access-list idfw-acl permit ip user CSCO\Jack object-group-security
objgrp-hr-network 10.1.1.0 255.255.255.0 object-group-security objgrp-hr-servers any

!match src user Tom from security-group mktg any google.com
object network net-google

fgdn google.com

access-list sgacl permit ip sec name mktg any object net-google

ASA £ & U Cisco TrustSec .
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! If user Tom or object group security objgrp-hr-admin needs to be matched,

! multiple ACEs can be defined as follows:

access-list idfw-acl2 permit ip user CSCO\Tom 10.1.1.0 255.255.255.0
object-group-security objgrp-hr-servers any

access-list idfw-acl2 permit ip object-group-security objgrp-hr-admin
10.1.1.0 255.255.255.0 object-group-security objgrp-hr-servers any

LAN2tEXa2UT4 GIL—TDEXT ARSI VDERTE

CiscoTrustSec 1L, %y UV —7 a—HF—BLONY V—2ADEE LRIV, EX=2U T4
TN—7"%227 (SGT) LMHIN D16y hOFEZEZHVYTET, ZOIDIFX, *y hT—7
Ry THCIER I ENET, ZHICED, ASA, AL vF, L—Z 72 EDOEEDOHET A
AAT, ZOIDHFTHEASNWNTRY O—Z @A TE £7,

SGT & A —V Xy M XX T (LAY2SGT A VARV arbbfHIng) 2HRH+T5 L.
ASA TV AaMBADA —H v h 71— 7 (EtherType 0x8909) ZfEH L T, 4 —H¥ % v
MoV E—T 2 ATER2 )T 4 IA—T Z7EEZEFECTEET, ZNCED, RETD
X2 VT4 IN—T Z T T L — TEFANDALA—Y Ty b 7L —LFATEET,

ASAIE, A V2 =T 2 A AT EDFHREIESNT, BETy MTEFxF2V T 1 71—
T HTEFEANL, BESAT Yy hOEX2 VT 4 TN—T X TR L ET, ZOMREL
THILT, Xy FU—27 TS AMICBIT 5T RRA v b ID OIEE A T A o

Ry TNRAKRy T TEITTEEY, Fl2, SRy T TY—L VAR LAV 2SGT A LRy
VarEEBTEET,

WDKIZ, LAY 2SGT A »RY v a O fxeplzrLEd,
LAYV 286GTA VROV a Yy

Switch Router

q Inline Tagged @ Irline Tagged
- SGT 100 e i SGT 100
ASA
Urntagged Untagged

SGT 100 =User 1

ACL: Allow User 1
1o Access senver

1 |

Jr2Ta

U=er 1
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FERY U
ROEKT, ZOWREERELIZHEDOAN N T T 4 v 7 OFMEN DB ONTHIL
D
R1LADLSITavY
AVRA—T AR AV T4 Fal— |FTRHEDRENTY b RTDEWNRENTY b
3y
T RFEITSR0, Ny R Rr Yy T ENRD, SGT &A% IP-SGT ~ % — ¥ 1 b Hif5:
b,
cts manual =~ > RNFEITIND, SGT {23 IP-SGT ~ % — ¥ ¥ 2> LS | SGT 23 IP-SGT ~ % — ¥ ¥ 7 b BfS
LY Ry A
ctsmanual =~ > R & policy static sgt | SGT B2 policy static sgt sgt_number = | SGT fE7* policy static sgt sgt_number =
sgt_number =~ > RAM T & b FITS | v F TGS D, ~r R CTHfFENn 5,
5,
ctsmanual =~ > K & policy staticsgt | SGT fE23 X7 v DA 74 > SGT |SGT {EA policy static sgt sgt_number =
sgt_number trusted =~ > R & 6 | DEIGF SN D, ~r R TSN D,
FITEND,

N\

GE) IP-SGT~vX—T ¥ & —HHTAHIP-SGT ¥ v V> FNEELALWVWES. TREINTWAD SGT |
( TRBEA) 254 Tox0) ) MEHENET,

WOET, ZOWREZHRELTLEBEOHN N7 7 4 v 7 OFHMENDSEEICO W TEHRAL £
ﬁ‘o

R2ZHALSTa97

AVE—TARAV T4 Fal—ay EENTY FDETD
T RRFET SR, Z T
cts manual =< RR3FITE4 D, AN
cts manual =~ > K & propagate sgt 2~ > Rl 7 & HRITEIND, g T E
cts manual =~ > K & no propagate sgt =~ > KAl 5 & HRITS N5, 27

WDFRT, ZOEAEZRE LT=HE D to-the-box b T 7 4 v 7 & from-the-box FTF 7 4 v 7 D
THI SN DEEIC OV T L £,

ASA £ & U Cisco TrustSec .
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% 3:to-the-box =57 1 v & from-the-box =527 4 v ¥

ASA # & U Cisco TrustSec |

AVB—TIA4R AV T4 F¥alL—3y

ZENTY DR TDEE

to-the-box N7 7 4 v VHDODANA L F—T 2 A AT, =
V¥ RDBFELT SN2,

Ty RN Ry T ERND,

to-the-box N7 7 4 v 7 HDOANIJA o F—T = A AT, cts
manual 2~ RREITEIN 5,

ANy MIZT AL, R —0Di
I TN,

ctsmanual < > R23FIT IR, F721E, from-the-box
N7 4y HOHIIA v Z—T7 = A AT, ctsmanual =
~ > K & nopropagatesgt =2~ > R23E 5 & H¥ITS N5,

BTNy MIEEINDN, R —¢
72y, SGT EDS IP-SGT ~ % — 2 ¥ H> 5 Bt

ctsmanual 2~ RBFITINDH, F72iE. from-the-box F
F74 v HAOHIA v H—T = A AT, cts manual 2~
> R & propagate sgt =~ > Rl 5F & LHBITIN 5,

BITfFE Ry FNEE S NS, SGT EDS 1P
UYL EEENA,

\}

GE)

( TRB) &3 Tox0) ) 2MERSHET,

IP-SGT v 32—V % & —HT 5 IP-SGT v v U I BEFEELRWES., PRI TWS SGT i

AVA—DTIARATHDEF2I) T4 FIL—T 25DHETE
A H—=T 2 A ATEF2 T 4 IN—T X TR ET HITIE, ROFINEZFEITLET,

FIE

ARTFYT1 AV E—ToA AFEEL. A F—T A AT T (Fal—arT— 2B LET,

ATy T2

ATvT3

interfaceid

1 :

ciscoasa(config)# interface gigabitethernet 0/0

LAY2SGTA v AR Y arvEAx—T7MI L, CISFEA A —T 2 AT (Fal—

varE—RFERBLET,
cts manual

1 -

ciscoasa(config-if)# cts manual

AVE=T 2 A ATOEX2Y T 4 V=T 2T OEFEA =T M LET, BHET 7+

VN TA R—T N> TWET,
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ATvT4

FER AL E—T 4 2TOEF1 YT I —Ta508%E [

propagate sgt

51

ciscoasa(config-if-cts-manual) # propagate sgt

FETRESNZCTS V7 IRy —Z@A L £ T,
policy static sgt sgt_number [trusted]
1 -

ciscoasa (config-if-cts-manual)# policy static sgt 50 trusted

static ¥ —T—RFRT, VoV 27DERBINTI 74 v 7 IC#HATHSGT R —%HELET,

sot ¥ — 7 — K & sgt_number 515021, ETNOOER ST 7 4 v VAT 5 SGTHZHEE
LET, B EORPHIX 2 ~ 65519 T,

trusted ¥ —7U— RiZ, 2~ R TCSCT BRHEEINIA VX —T 2L ADANINTNF T 4w T
1. SGT # FEX LTIV Wz 2R LET, T 7 4V b untrusted T,

wIZ, VA V2SGTA v ARy a v DA v Z—T 2 A A AX—TNVIL, A H—TxA
ANEETEXDEMEIDEERTIHHZ - LET,

ciscoasa(config)# interface gi0/0

ciscoasa(config-if)# cts manual
ciscoasa(config-if-cts-manual) # propagate sgt

ciscoasa (config-if-cts-manual)# policy static sgt 50 trusted

REFRILLAVB—DTITAATODEXI) T4 TIL—T25DEE

188 BRI
FiE
RAT9 71 a)
ATy T2
ATvT3
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B rserqoF o sozmRE

RDBERY

IP-SGT /X1 T 4 T DFEFRTE

FIE

IP-SGT XA T 4 > TR TFETHRET DL, ROFIEEZFEITLET,

IP-SGT A VT 4 v 7 FETRELET,
ctsrole-based sgt-map {IPv4_addr[/mask] | IPv6_addr[/prefix]} sgt sot_value
1 -

ciscoasa(config)# cts role-based sgt-map 10.2.1.2 sgt 50

IPv4 E72FIPVO R A N 7 RLAEZIFETE E9, 72, 10.100.10.024 DL 5 27 x> b
VAT ELZXT VT 4 v 7 AA (IPv6 DGH) 25052 LT, Fy NU—7 T RL A%
ETDHZEHTEET, sgtvalue (X SGT F 5T, 2 ~ 65519 OFFH T,

ST a—TFa29DEV F

FEDE Yy v a BT EIFES SN # B, SN TWD SGTE (/X7 v Fd SGT
. IP-SGT v — V¥ 2 HHfG L7 SGTHE., E7oidA v % —7 = A XA TRIE L7z policy static
sgt 2~ RCHEFL7ZSGTHE) . BIOwEHAINzEx2 T 4 J—TR=Z2ADEF 2
T4 R —HHERT HITIX, packet-tracer 2w REFEHALET,

WIZ, packet-tracer 2~ > RO AHIEZRLET, ZOHINL, X2V T 4 IA—T7 %
T ETIP T KU ADOXITT R0 77,

ciscoasa# packet-tracer input inside tcp inline-tag 100
security-group name alpha 30 security-group tag 31 300
Mapping security-group 30:alpha to IP address 10.1.1.2.
Mapping security-group 3l:bravo to IP address 192.168.1.2.

Phase: 1

Type: ROUTE-LOOKUP

Subtype: input

Result: ALLOW

Config:

Additional Information:

in 192.168.1.0 255.255.255.0 outside....

FEED SGTHZIEET 202 E 5 2T h b 57, Cisco CMD 3% » | (EtherType 0x8909) @
% ¥ v 7F ¥4 5L, capturecapture-nametypeinlinetagtag =~ > K& L %9,

Wiz, SGT AT L7284 d show capture =~ > ROl Z R LET,

. ASA § & U Cisco TrustSec
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Cisco TrustSec Dl .

ciscoasa# show capture my-inside-capture

1: 11:34:42.931012 INLINE-TAG 36 10.0.101.22 > 10.0.101.100: icmp: echo request
2: 11:34:42.931470 INLINE-TAG 48 10.0.101.100 > 10.0.101.22: icmp: echo reply
3: 11:34:43.932553 INLINE-TAG 36 10.0.101.22 > 10.0.101.100: icmp: echo request
4: 11.34.43.933164 INLINE-TAG 48 10.0.101.100 > 10.0.101.22: icmp: echo reply

Cisco TrustSec 45

KIZ. Cisco TrustSec ZfEH 425 L 512 ASA ZRET DT EOH 2R LET,

// Import an encrypted CTS PAC file
cts import-pac asa.pac password Cisco
// Configure ISE for environment data download
aaa-server cts-server-list protocol radius
aaa-server cts-server-list host 10.1.1.100 ciscol23
cts server-group cts-server-list
// Configure SXP peers
cts sxp enable
cts sxp connection peer 192.168.1.100 password default mode peer speaker
//Configure security-group based policies
object-group security objgrp-it-admin
security-group name it-admin-sg-name
security-group tag 1
object-group security objgrp-hr-admin
security-group name hr-admin-sg-name
group-object it-admin
object-group security objgrp-hr-servers
security-group name hr-servers-sg-name
access-list hr-acl permit ip object-group-security objgrp-hr-admin any
object-group-security objgrp-hr-servers
//Configure security group tagging plus Ethernet tagging
interface gi0/1
cts manual
propagate sgt
policy static sgt 100 trusted
cts role-based sgt-map 10.1.1.100 sgt 50

54 7 > kCisco TrustSec (23195 VPN O

ASAIZ, VPN v arDexa T4 INA—FEZX T2 R—FLTWET, FEAAA
P R—ZfFHT D0, £, e—H L a2—F = VPN I IL—F R —DEF= T4
IN—T BT HRETHET, X2 VT4 JV—7 %7 (SGT) % VPNt v a3 IZE
NBTHZENRNTEET, IHIT, LAY 24— %y MRHE T, Cisco TrustSec ¥ A7 L%
NLTC DR T HAGHT 5 Z LN TEET, AAA H— 38— SGT 4RI T X 2V IEAI2IE,
Y X2 )T 4 IN—=T EZ T N—TR)—CFIALIZY, o—h L a—F—2RFHL-
DETDHZENTEET,

wiX, VPN 2 —H%—|Z SGT #E| 0 Y CTH-OD— B2 7at 2 TT,

ASA £ & U Cisco TrustSec .
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B =70 VWPNIL—TF KU o—B&BO—HIL 1—F—~0 SCT DEM

1 a—%F—F ISE¥—"—2EGL AAA Y — "= 7L —T 2L TS VE—F T2k
A VPN IZEERE L £77,

2. ASADISEIC AAATEHRAZERLET, ZOBRICSGT NG ENTWABEENH D 7,
ASAE, 22— —D RNV T 74w 7IZHTDHIPT RLADEY B THITWET,

3. ASANAAATEHREEH L Ca—H—%FFEL. PV E2ERLET,

4. ASA 75 AAA WA B R LT SGT LIV M THEARDIP 7 FLAZHALT, LA F2
~y A —WMIZ SGT ZBM L £,

5. SGT & & Te /37 v R23 Cisco TrustSec * v bV —Z NDORDET T3 AZIFESINE T,
AAA = "—DEMIZ, VPN 22— —(ZE Y B THZOD SGT NG EIN TV RWNEE, ASA

W7 N—F R —DSGT #HEHLET, Z—7 KU 2 —IZ SGT NEENTWARNEE
WX, Z 27 0x0 3E 0 ¥ THET,

A\

GE)  F7-. ISERAZLEHE (CoA) AL TARY >—O@EMAICISEXHTAZ b TxET, K
Vo —OAZRET D ITEIZODNTIEL, VPN ORTEN A REZR LT ZE W,

JE—FTF7O9EAVWPNYIL—T R)o—LUa—hH)L a—F—~
d SGT MBI

YE—FT77EBAVPN VL —7 RY —Fdn—) 2a—P— F—EZ X=X TEHEIN
72— P—D VPNR Y 2 —TSGT Bt a2 ET HI12iE. WOFINEEFEITLET,

ITN—7 R)v—FEFn—hr a—F—HDOFT 74/ b SGTIZH Y THA,

FIE

RT9T1 VE—F TZ7EAVPN ZV—7 KU > —TSGT R ET HIIEL, ROFIEZETLET,
a) IN—TF R —ar7 4 Xal—arE—RFeRBLET,
group-policy name

£
ciscoasa(config)# group policy Grpolicyl
b) ZNA—7 KU —HDSGT #5%ELET,

security-group-tag {none| value sgt}

value 2l L CX V2R ETIHHE., #7112 ~65519 o#pCHeE T £9, SGT %
ZELRWIEASII none Z5E L E7,
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Cisco TrustSec DE=% 1) >4 .

1 :

ciscoasa (config-group-policy# security-group-tag value 101

ATFwT2 u—hNF—EZ_R—=ZATa—P—HD SGT 2R ETDIIE. ROFIEAEZFITLET,

a)

b)

PVEIZR LT, 22— —2ElR L £,
user name name {nopassword | passwor d password [encrypted]} [privilege priv_level]}

1 -

ciscoasa (config) # username newuser password changeme encrypted privilege 15

a—P—Har T 4 Xal—TarET— REEEBELET,
username name attributes

1 -

asa3 (config)# username newuser attributes
asa3 (config-username) #

a2—H—HD SGT R E LT,
security-group-tag {none| value sgt}

value 2 L CH 7R RETDHHE. X 7152 ~ 65519 Ol CHRE T £9, SGT &
FELZWEASIZnone ZfE L £7°,

1 :

ciscoasa (config-username) # security-group-tag value 101

Cisco TrustSec DE—=4 1) >4

Cisco TrustSec DEERIZ DWW TIL, RO I~ REBR LTI,

« show running-config cts
+ show running-config [all] ctsrole-based [sgt-map]

Zoavwy KL, 2—V—EFDIPSGT XA VT 4 F T—T7 L b)) EFRxLE
7,

« show cts sxp connections

ZDavwy RTE, vAF arTXRA N T RFRMERENS &, FFED—Y— arT
XA MDD ASA O SXP #EHENFRINE T,

ASA £ & U Cisco TrustSec .
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« show conn security-group
TRTOSXP#Hf DT —H ZRKRm L ET,
« show cts environment-data

ASADE X2 YT 4 J)N—TF T —T )G £ 5 Cisco TrustSec Bt ¥ &2 For L £,

« show cts sgt-map
BIEIANRADIP T RLA X2 T4 IV—TFT—T ) <w%x—Vy = U AFRLE
j—O

« show asp table cts sgt-map

Zoawry NE, T—F RAEE SN TWAIPT RLA X2 YT 40 Z—T7DFT—
TN~y T F—BRXR=ZANLIPT RLA X2 )T 4 IAL—TDOF—T )L <wv
M) EFRRLET,

« show ctspac

ISE 705 ASAIZA VAR — R SN PAC 7 7 A WVIZBAT A 1E#HEF <L, PACT7 7 A LD
BB NN -84 F 13RSI D 30 B LNIZ 2 » 78400018, BE X v —
NEENET,
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Cisco TrustSec 0D [EFE

X 4: Cisco TrustSec 0 & FF

Cisco TrustSec O /& E .

T3y bT4—
HEEESR L) )—R SR BA
Cisco TrustSec 9.0(1) Cisco TrustSec IX. BEFD ID B A 7 T A T 7 F v & Fk

ETHT IR s ha— L TT, Xy NU—7 T340 XD
T A EERREEBNELTCEBY, B2 VT4 TR Y —
ER2% 1207 Ty b7+ —Ah ETHALET, Cisco TrustSec 14
BT, EIT7 M A2 — =@l = RAR A MEMEOM
HBEPEEFEHALT, 8= _R—ZABI VT AT T 4T 4 _X—
ADT 7 ®A ary ba—LERELET,

ZDY Y —ATlX., ASA IZ Cisco TrustSec BtEa S TRV, &
X2 VT 4 IN—FIZESOTRY =2 S £ 9, Cisco
TrustSec KAA VHNOT 7 RZARY —ik, A ITTEFEL
FHA, Fv FT—ZIPT RLATIEARL . BETBLO%EED
FNRA AP —) WIS TNET,

ASA X, X2 VT 4 IN—T1CHSZDMDHE A T DRV
= (T =g A AT g 2 ) 1%L T Cisco
TrustSec ZIEACT&EF T, e xiF, RETHIZ T A~y 7D
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access-list extended, ctssxp enable, ctsserver-group, ctssxp
default, ctssxpretry period, ctssxp reconciliation period, ctssxp
connection peer, ctsimport-pac, ctsrefresh environment-data,
object-group security, security-group. show running-config cts,
show running-config object-group. clear configurects, clear
configureobject-group, show ctspac, show ctsenvironment-data,
show ctsenvironment-data sg-table, show ctssxp connections, show
object-group. show configure security-group. clear cts
environment-data, debugcts,. packet-tracer D4 a2~ 2 RNVE A
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