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ciscoasa(config) # show avc status

AVC (Application Visibility and Control): ENABLED : READY

VDB (containing app definition) download status: UP-TO-DATE

VDB version: current 397, last O

VDB last update at 15:29:57 UTC Apr 29 2025; last update attempt at 15:27:36 UTC Apr 29
2025; next update at 15:30:55 UTC May 6 2025.

VDB download link:

https://50.19.123.95/auto-update/auto-dl.cgi/Download/files/Cisco VDB Fingerprint Database-4.5.0-399.sh.REL.tar
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object-group network-service my social networking
network-service-member "TikTok"
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access-list access list name [line line_ number] extended {deny | permit} protocol_argument
source_address argument dest_address argument [log [ [level] [interval secs] | disable |
default]] [time-range time range name] [inactive]

WROATvarndb £,
« access list_name : H#l & 72 138EfF D ACL D4 i,

« 7% % : lineline_number 47> 2 > Tld, ACE AT HMEDITHR FEHREL T,
FRE LZAWEAIE. ACL ORRBIBEMENET,
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object-group-network-service 5|t & 32 L ER H Y £9, @E ., AVC/L—/L T3t
7 R L A|Z object-group-network-service Zffi f L &5,

+host ip address: IPv4 78 A N7 KL A& EL £,
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ave 75 wz2n—noBzE ]

+ ip_address mask : 10.100.10.0 255.255.255.0 7 E D IPv4 > R U —27 7 RLZAEB LW
TRy N v AT ERELET,

« ipv6-address/prefix-length : IPv6 ;" A N E72lZ Ry NU—7 T RLRA LT VLT 4w 7 A
ERELET,

cany, anyd, I Oany6: any iXIPv4 & IPv6 DIti D NT 7 4 v 7 #fRELE T,
any4 X 1Pv4 77 4 v 7 OB ERRELET, any6 X IPv6 T 7 1 v 7 DHEFEIE
[./ijqo

«interface interface name: ASA A ' ¥ —7 = A ADL4FI&HEEL XY, IPT FL AT
ERLA L E =T 2 AA AZEEH LT, FT 74 v 7 OFREILERITILIRDOA ¥ —
T oA AIESNTET 7 4 v 7 ERAELET,

+ object nw_obj id : object network =~ > Rz L TIER SRy T —2 47
V:J:7 }‘%*Eﬁiﬂbjﬁj‘o

« object-group nw_grp_id : object-group network =t~ > K& H L TIER S =% » b
D=0 FATV=s b IA—TEHBELET,

- object-group-network-servicename : v NV —27H—E A F T =7 h FA—TD
AETEfREL X,

X7 i log 5l#TlE, ACE X F*y NU—27 7 7 AHOERIC—HKT 5 L&
(access-group =~ RCACLDHEH SNET) ouX o A7 va a2 ELET, 5l
BEBETETIClogAd 7> a B ATITH L syslog A »&—106100 157 7 4Lk L
v(6) ET 740 MR (B00F) THMCRVET, vy A7 va Tk LBy T
R

clevd 1 0~7DYETT 4 (BEXRE) , 740 0ME6 (R T, 777477
ACEIZRI L TCZ DL~V EEETIHHA. B LD L -ULIRH R @ &, BEfF
DOEEFIIB RO~ TrX U S ERET,

sinterval secs: syslog A v E— M ORRIFE (B) . 1~600 CHRELET, 774+
U ME300 T, ZOMEIE, Fe oy THREHEROIEEICHEMN T 5% v v 26T
T 4 7T a—%HIRT L0 A LT T MEE LTHERSET,

edisable: T R_XTHOACER X7 %F 4 —7 I LET,
s default : EE SN2y MZBET A vE—106023 DX 72/ LET,
COBREIL, logA T v a v EEELRVOERLTTT,

o IR 4GPH : timerange time range name 47> 2 > TlX, ACET 7T 4 727> T
LG MR H 2 ET DG A 7 U = 7 NEfRE LT, FEEEEEEE L2
A&, ACEIX®IZT 77 4 7 TY,

s T I T 4 X—T a3y ACEXHIFRETICENICT AT, inactived 7' v a U EBHLE
T, FHEA R —7 LT 5HIT1E, inactive ¥ — VU — FAHEHETIC ACE &K EZ AN L E
j_o
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5 -
WIZHl 2R~ L ET,

ciscoasa(config) # access-list dmz permit ip any
object-group-network-service _business_

151
WOFITIE, dmzA V' F—T =2 A ATECRAT Y r— g U EFALETN, 7F—
AT Y r—ai7aey s LET,

access-list dmz permit ip any object-group-network-service business_
access-list dmz deny ip any object-group-network-service gaming

VDB DFEF~»>A—k

FIE

ATy T

ATy T2

AVC Z BT 5 &, MaggthsT —%_—=x (VDB) NHEMIZFA Y u—FREhEdT, £0O
%, FEBECERFINET, 2720, BENICERTA2XLER D DAL, B&HD VDB
AFEITHA Y — RTEET,

1R BHIIZ

[ Application Visibility and Control DA K7 A > El[RFEEH (4 <—) | ([ZiidsnTn
LEMAMIZ LTS Z E 2R LET, EFZZ L TWiiThiX, VDB ¥ U m— R
KT D AlRetEn & 0 £7,

VDB D& v u— REBtGE L1,

avc download vdb

i
ciscoasa(config) # ave download vdb

VDBARAZ U ro—RENTHHEN, Xy PU—I P =2 47V PBLIORIL—7R
ERRESNDDEHEET,

AVC VAT LDAT—H A FRrT HITIX, showavcstatus =2~ > REfFEHALET, 7-& %
WX, WOHEIIE, VAT LOMEHENTETEY, VDB BRI NN—Va L THHr I EE2RLT
W9,

ciscoasa(config)# show avec status
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Application Visibility and Control DE=42 1) V5 & STV a—T4 5 .

AVC (Application Visibility and Control): ENABLED : READY

VDB (containing app definition) download status: UP-TO-DATE

VDB version: current 397, last 0

VDB last update at 15:29:57 UTC Apr 29 2025;

last update attempt at 15:27:36 UTC Apr 29 2025; next update at 15:30:55 UTC May 6 2025.
VDB download link: https://50.19.123.95/auto-update/auto-dl.cgi/Download/

files/Cisco VDB Fingerprint Database-4.5.0-397.sh.REL.tar

F7o. syslog A v E—VERMEHLTAT—Z A% B CE £ 7, AVCsyslog A v E—TDE=
AV T (22—=2) #BRLTIEIN,

AN

Application Visibility and Control D=2 T & 5D
Vooa—F428

UTFDORE Y7 TiE, AVCOE=H VU ITBIVNN T TNy a—T 4 T IFEIZOW TR
L/\i‘é—o

AVCEEUVDB A VO—RRAT—RADE=ZZY2TE ST
a—Tq4T
WDa<y REFEHAL T, VDBIEMEETr AVC VAT LDAT —H A% F R TEET,
show avc status

I &R L ET,

AVC (Application Visibility and Control): ENABLED : READY
VDB (containing app definition) download status: UP-TO-DATE
VDB version: current 397, last 0
VDB last update at 15:29:57 UTC Apr 29 2025; last update attempt

at 15:27:36 UTC Apr 29 2025; next update at 15:30:55 UTC May 6 2025.
VDB download link: https://50.19.123.95/auto-update/auto-dl.cgi/
Download/files/Cisco VDB Fingerprint Database-4.5.0-397.sh.REL.tar

EZZ2 50D AVC DAT—H A ITRD EBY T,
* ENABLED/DISABLED : AVC #§REN A 272 > TV A E D Dy,

« READY : 53t — % _X—=R (VDB) X v ua—RKNwhL, 77V r—rar &l
FTAYNIEFIERENE L, AVCZfiATE s L5 1cnn L,

«NOTREADY : VDBDO X 7o u— REZIET7T AV r— a0 &b 7 3 OFER CTRBEN T
HELFELE, VDBARAT—H RAEHERLTLTIEE N,
EZONBVDBA Ty H— RORTF—F R IROEBY TT,

* UP-TO-DATE, VDB O X v v — RKdRIh L, &/ N—Ta vnAf VA =L ENFEL
7.
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¢« INITIALIZATION, # > u— R&ZBELTWET,
« PROGRESSING, # 7> v — R3AHETH T,
«RETRY, # 7 nm— RIZRL., HRITH T,

«FAILED, VDB DX vt — RZ6RERITLE LA, ¥Urn— R&2FTTEEHAT
L7z, syslog A »E—T 861003 72 EORBOIMEA MR L T 7ZS W, EEO LB
HIZD L0 TF,
* VDB —/3—D R A A U PRSI TR, DNSEEZ T = v 7 L, BEDIFIT
ENFEAVE—T 2 A ATRAAL DIV I T o TREDNTIoTNDZ LR L
FT, copyT~vr RER LT, RAAL UAPIERIN TV RNWT & 2R d 515 TR
THENE I D EMERLET,

ciscoasa(config)# copy https://support.sourcefire.com/index.html index.html
Address or name of remote host [support.sourcefire.com]?

?Invalid host address or name

$Error parsing filename (No such device)

e VDBV — N—|[CHFETERN, =TV IREEMR L., LEIUSLUTAZT 4 v
IN—brEALAR—NLET, V= DA L FZ—T A ADPBEH LB, XU
H— RARA F~® ping 2MEREL TWD Z & Al L £,

o SSL BRFEICR LT, B OMGEICEH] TE 29— R8—F 4 D CAGEHEE A VA
F—L L9, Zrm— ROERE L TWAE, 8 L2 iFEO A2 IR )
NWTWAENE I PEERLET,

e FNRARTA VU APBIRIETL TR —F L TR, ZDFE. AVC Z#
TEEH A,

T77)5— a3 DERARROE=Z2Y) VD
TNV = a EERALTT 7 BRAEZHIE L T RWESTH, 2y NU—7 THEHASNT
WAT S r—3 g U EERTEET,
WDa< RTHEH, T AL TSN CRONAT 7V r—a Dk v MK
HWateftcx 4,
» show avctop n
U A RE, #EIcESWTiRbEy LT AV r— g rBdnflFrEnEzd, ko
BITIE, B3 o7 SV r—2 g ERLET,

ciscoasa# show avc top 3

AVC: Top 3 App hits
Application: TikTok, Hit Count: 33950
Application: GameSpot, Hit Count: 14400
Application: Facebook, Hit Count: 980

« show obj ect-group network-service avc visibility nsg_detail
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7Iur—vavommkRot=2u>5 ||

show object-group networ k-service _avc_visibility_nsg_ detail | include hitent=[1-9]

_avc_visibility nsg 1L VDB 22 HAERK S I, TXTO AVC 77U r— a U IREEN TN
FT, ZOF TV bOar TV ERRITHIEICED, AVC TEHRINLT AT
DT TV r—varDOby MIEERTEET, HINTREWTT N, AVC Xy hT—7
P—EAFT V= MOFERRY A MPEENET, 74V ZEBIT5E, by MK
NERLSOT T r—a DR ERRTEET, HIO—HEZUTIIRLET,

ciscoasa# show object-group network-service _avc visibility nsg_ detail

object-group network-service avc visibility nsg dynamic (id=0xfdff0000)

(hitcnt=1391)

network-service-member "ADrive" dynamic (hitcnt = 0)
description Online file storage and backup.
domain adrive.com (bid=149781) ip (hitcnt=0)
network-service-member "Amazon" dynamic (hitcnt = 12)

description Online retailer of books and most other goods.

domain
domain
domain
domain
domain
domain
domain
domain
domain

amazon
amazon

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

m.medi

.com (bid=353725) ip (hitcnt=12)

.jobs (bid=399283) ip (hitcnt=0)

in (bid=557827) ip (hitcnt=0)

es (bid=713345) ip (hitcnt=0)

de (bid=893113) ip (hitcnt=0)

co.uk (bid=1047807) ip (hitcnt=0)

co.jp (bid=1068127) ip (hitcnt=0)

ca (bid=1287853) ip (hitcnt=0)
a-amazon.com (bid=1347445) ip (hitcnt=0)

show object networ k-service detail

show abject networ k-service detail | include hitcnt=[1-9]

HANZIE, B LT DZ2EHRT X TORYy NTV—IH—ERAF TVl "RRRINE
. F—U— Kdynamic & app-id =~ K& FieA 7Y =7 ME, AVCIZ X > TIERS
NiA7 =27 bCT9, a~wr NZAT7 V=7 NMEEDDHZETHNZRIRTE T,
AVC 134,000 2 5%y hU—2F—E R 7V =2 bEIEKT D720, HADBEKR
WA ZEIZEBRLTLESY, T4 EEBNTHE, By NI EaSOT 7Y
= alrDHhERRTEET,

ciscoasa# show object network-service detail

object network-service "ADrive" dynamic (hitcnt = 0)
description Online file storage and backup.

app-id 17

domain adrive.com (bid=2130077667) ip (hitcnt=0)
object network-service "Amazon" dynamic (hitcnt = 0)

description Online retailer of books and most other goods.

app-id
domain
domain
domain
domain
domain

24

amazon.
amazon.
amazon.
amazon.
amazon.

com (bid=2130286049)
jobs (bid=2130395289)
in (bid=2130530143) ip
es (bid=2130681663) ip
de (bid=2130718733) ip

ip (hitcnt=0)

ip (hitcnt=0)
(hitcnt=0)
(hitcnt=0)
(hitcnt=0)

show service policy

P—EARY AT EOT-DITHEHTAILEACL TRy N =T —E R %
T N IINAN—T AT AES., Coavr NI, FRoF T NIA—TD
NREZEDE v M ERRLET,
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7220, OEINIR) IR —Dk v MEERL TWET,

ciscoasa# show service-policy police

Interface inside:
Service-policy: throttle map
Class-map: app_throttled

match access-list app_ throttled

network service object group/category mobile application
WeChat (hitcnt=4) WhatsApp (hitcnt=2)

Input police Interface inside:
cir 8000 bps, bc 1500 bytes
conformed 59 packets, 5781 bytes; actions: transmit
exceeded 150 packets, 14700 bytes; actions: drop
conformed 0 bps, exceed 16 bps

Class-map: custom app throttled

match access-list custom app throttled

network service object group/category custom app throttled
Twitter/X (hitcnt=2)

Input police Interface inside:
cir 16000 bps, bc 1500 bytes
conformed 70 packets, 6860 bytes; actions: transmit
exceeded 29 packets, 2842 bytes; actions: drop
conformed 8 bps, exceed 0 bps

T7IVr—=2a ORED NI TN a—T42T

AVC ZHMZLTVDB RIEFICX UV — K&, AVC Ry hNT—7H—E R 3T V=)
FBIOTNAL—TIMER END L. VAT ANRAX—E LT L IPT FLAND AL U4~
DF ¥ vy aDWREZFBLET, F¥ v ol RENDET FLAERIIRAAL V2GR
BNRITMES L END L, TV r—Tarob y MENEIML £, ZORE, £#5i%, 1P
T RUVAE RAL DO~y B TIZHASNT, BFEOT SV r—ya il@d 2 X910 n%E
ENET,

TNRAATCTRTI T4 T DAX—EL T ¥ vaOffE, by NMUCET 2B HROIEE
TOMMARITET, £9T5L. by MIMLSLT AL ZARHIET %y hU—2 87 A B
TEOT TV r—raMEASNTWEONERETEET,

WO MY 7 TlE, 7TV r—2a VOSFETRAET LMD H 2 EMEIC W T L
ij‘o
FI)r—a 0B8R fThhTWS Z EDHER

AVC ZHRESE DL, 77V =2 a v NGB TOMNENRSV ET, DED, IPT FLA
ZRAAL VIS BT T EHE0IC, DNSAX—E U 7 F v v a ZRT0ENH D £
—g—O

showavctop na~> REMEHA LT, —HOT7 7V r—vailey MR BHDH Z L AR L
FT, L ROLICEL32DT TV r—va v RpR-TDH5ZENTEET,

ciscoasa: show avc top 3
AVC: Top 3 App hits
Application: TikTok, Hit Count: 33950
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FIE

ATy

ATy T2

TIVr—2a v ERThhTINS Z DR

Application: GameSpot, Hit Count: 14400

Application: Facebook, Hit Count: 980
EOT TV r—varilbey MR RWEE, M. AVC ~N—AD/L—/LiTH)
ELR< 20 £, ez ROBEET 7V r—varNosh TRl ezl T
b\ivé—O

ciscoasa# show avc top

AVC: Top 20 App hits
Application: ADrive, Hit Count: 0
Application: Amazon, Hit Count: 0

Application: Dropbox, Hit Count: O
Application: eBay, Hit Count: O
Application: eBay Bid, Hit Count: 0

F72, DNSAX =Y U 7 F v v aTENEINEERTDHIZLLTEET,

ciscoasa# show dns ip-cache
DNS snooping IP cache: 0 in use, 0 most used
Address Domain Idle (sec) Timeout Hit-count Source

by MR PrORRE FT TNy a— A%, ROFIEZFETLET,

DNS A ART T a YA > TR, "7y M EnbATHL Z L EME L ET,

ciscoasa# show service-policy inspect dns
Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: dns migrated dns map 1, packet 0, lock fail 0,
drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-close 0
sctp-drop-override 0 message-length maximum client auto, drop O
inspectdns23&H > ThH, N7y MR E B DA, £HUXUDP/S3 D DNS ESRIGE N T 7 14 v
INTNA A @B L TELT, AX—E7T5DNS 72U Nbd I LaBKRLET,

DNS A V ART 2 a VRN > TORWEAIE, 22 TAT L, AT LM DNS & A
X—V T A 2RI T D, showavetop 2~ REFERAITLET,

DNS A VAR v a UREMIZ->TEY ., 7y MEIREr TRWEEIZ, DSNerypt 3 FH
2o TN I L 2R L E T,

show service-policy inspect dns O H 12k ® X 9 72 DNScrypt 1T 23& £ TV 5354 . DNScrypt
IZAEZ T, dnscrypt =~ K% inspect dns iR &2 HHIR L 97,

DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402
DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402
DNScrypt: Certificate Update: completion 10, failure 1
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ATY T3 DNSA AT v a UBRENTR>TEY, X7y MR a ThRWEAIT, [§8 T % DNS
Y= R—Z T TA TV bPMEHTEY—R—RNEEFNTWAEZ L EHERLET, FHTES
P—R—=D U R NMITTAT > bPMERTHEZV—R=REENTWRWEAEIL, 22 TENL
i—a_o

showdns 2~ RIZ LV, DNSEHEOBEDRNNFE RS NET, ROH )L, DNS EEN
T 74N IRECHERESINTWNWDHIEEZRLTWVET,

ciscoasa# show dns

INFO: no activated FQDN

DNS Trusted Source enabled for DHCP Server Configured

DNS Trusted Source enabled for DHCP Client Learned

DNS Trusted Source enabled for DHCP Relay Learned

DNS Trusted Source enabled for DNS Server Configured

DNS Trusted Source not enabled for Trust-any

DNS Trusted Source: Type: IPs : Interface : Idle/Timeout (sec)

F 7 4V NUSORE Tdnstrusted-source 2 < > REREL TWAEAIL, EfTa 7 4%
L—y g VIZERSNET, 728203, ROV ARRY —TT_TD DNS —_—%
EHELUET,

ciscoasa# show running-config dns
dns domain-lookup management
DNS server-group DefaultDNS
name-server 171.70.168.183 management
dns trusted-source any

RAFY T8 DNSH— = w7 v BIOA VAT g VORENELL, DNS 7= U 853
A AZWE L TWRNWIZDIZA VAR g vy MR DEEDLE, DNSAX—E
YIMB NI T 4y 7 AR TCEEY A, RV IZ, TLS ClientHello 3 X O'HTTP U 7 —
ARRAR N E— A= SNNEAFT HHERDH Y £7,

DNSF ¥ v aNZEDFE FDOHA. TLS/HTTP A X —E U ZI3kLES, ANAf v F—T =
A ATy bF v 7F ¥ & F{7 L, TLS Client Hello ¥/ v MZEF B L & T 720 SNI
TA—IVRBNFETDHZ L, FIITIHTTP b T 7 4 v ZIZHRA PNy =D FETH L &
FrvlT5Z LIk THIELZERTEET,

DNS ¥ v aNEDOEFEDHAIE, DNS 72U BT ARAAL A E@BTA2LOICxy hU—7
EEBRGTOLENDH Y £3, TNLUNOEE, ZOT S, ATIHEIIN 220725 AVC %
F 7 L TLTEEE N,

S T4 9 IDBEHKED STV a—TFT405
TV =2 arBD—EBLTHATERET Ty 7 ESNTWHWARWERIE, N T 7 4 v 7 OfESHE
DOMENEEZ TWAIREMENRH Y £, ZOREIE, FFEDIP T RLANRRRDL RAAL U4
I B TSN TWARREMRH D 2T U VEMESR Y h 7 —2 (CDN) T4+ % rHet:
N ET,

ZOMBENREEL TNDEDE ) MEMERT 5I121E, showdnsip-cache =~ > K& LT, IP
T RUABREED RAA L THEESN T ENE I DEEELET,
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HFashfz7IUr—ravedavysntz7FUsr—2avnE=42 Yy .

=& 2iE, oD, tiktok.com & fidelity.com BAFEI U IP 7 RL A IZ<w vy B 7 EN T3
ZEHERLTVWET, 77 BRI —TREIIZIP 7 FLRAIZE > THRASIND D,
LTIV r—arETuy T 5 THOT Y r—ya R Ao —
HHGEE. TON— VIR BV ICHEEEL EH A, BIOL— NV THTOT ) r—a vk
LA TH, =T 7 r—arvob y MRITIET 7Y r—3 a o offi R
KBS U EH A,

ciscoasa(config)# show dns ip-cache
DNS snooping IP cache: 81 in use, 98 most used

Address Domain Idle(sec) Timeout Hit-count Source
23.1.106.133 salesforce.com. 2 120 0 DNS
23.67.33.42 fidelity.com. 1 120 42 DNS
tiktok.com. 1 120 52 DNS
99.83.221.176 gamespot.com. 8 1495 10 DNS

B2 5 HETUT 2O T 7V r—yva v iie vy BV 73N TOEEHOT RLARS 5
B, FREDFR Y b U —2 T AVC BEICSET- R WATREME N & 0 97, AVC O 2847 5
WENDHDHNE D EFHE L E T,

HFalEsnt-7I7)5—areéEJdavosnt=7705— 3 00
=Ry
T 7RG = Lo CHFAERII T ey 2 SNE=T 7TV r—y gy, BIOFEOT 7Y

r—varoby MEEFRTEEY, ZoFRIE, AT or—vaeateT 7 & A
A2 B EENET,

« show avc allowed

ciscoasa: show avc allowed

Access-List avc (hitcnt=2)
Network-Service-Group business_ (hitcnt=2)
App Office 365 (hitcnt=1)
App Microsoft (hitcnt=1)

« show avc blocked

ciscoasa: show avc blocked
Access-List avc (hitcnt=833)
Network-Service-Group custom app blocking (hitcnt=731)
App TikTok (hitcnt=731)
Network-Service-Group gaming (hitcnt=102)
App GameStop (hitcnt=102)

T7IVr—2a3 7 7T) =23 hT3Y) DRE

TV = a AIEEOH T AVICFIRENDGERH Y £, FEOT TV r—a il
B L CliZ. show object network-service =~ > K& H L ChH T 2V g c&a 9, 72
Ui, 77 v RFHOTFIBLIONTa v 7 b— L&kt L, PTHLAWER/7 e v
T OFRERE NT TN a— P TEET,
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7= 21X, [FoxNews] 77UV r—varaRndde, TNNR3ODLTIVIIELTWVD
TENRENET (ZHIFKRDO VDB DEF T a— RTCEEINATREMENRH Y . Z OFITH
HoOZrZHEE LTWET) |

ciscoasa# show object network-service “Fox News”
object network-service “Fox News” dynamic (hitcnt=30)

description Web Portal for news update.

app-id 1366

member of: “ multimedia (tb/video) ” “ web_services provider ” “ news_”

FIVr—arhATd)OXRE
bty MEEET, Xy NV—IH—ERAF TVl h FNA—T L LTERSNLTWET Y
r—varvhTrAVDOY A NEFRRTEET,
show avc app-category
&2, U o—#z2Rr L TWET,

ciscoasa: show avc app-category
gaming: object-group network-service gaming (id=0xfdff0002) (hitcnt=0)

mobile application: object-group network-service mobile application (id=0xfdff0003)
(hitcnt=0)

social networking: object-group network-service social networking (id=0xfdff0004)
(hitcnt=0)

business: object-group network-service business (id=0xfdff0005) (hitcnt=0)

database: object-group network-service database dynamic (id=0xfdff001d) (hitcnt=0)
education: object-group network-service education dynamic (id=0xfdff00le) (hitcnt=0)

DNSAX—E JFxvvyiaDEZZ)2T
DNS AX—E U I o TR ENTZDNSIP 225 RA AL U ~DF ¥ v a DNKEZER T
F7,

X v aNEOHE. T ATDNS AX—E U 7T TWRWZ AR L TWET,
COMEAE NI IN Y a— T AR, [T A= g UHEPMTENTWA T L DR
(16 X—) | ZBRLTLIEIN,

¥y vy BT 5121, showdnsip-cache =~ > RAMH L E9, wichlZrLE£7,

ciscoasa(config)# show dns ip-cache
DNS snooping IP cache: 81 in use, 98 most used

Address Domain Idle (sec) Timeout Hit-count Source
23.1.106.133 salesforce.com. 2 120 0 DNS
23.67.33.42 fidelity.com. 1 120 42 DNS
tiktok.com. 1 120 52 DNS
99.83.221.176 gamespot.com. 8 1495 10 DNS

XY v oz b OFRATRER (TTL) &, 2 25~ 24 B OHIBRBN T, DNS f#k T
WEND TTL B2 S RIEDEES . v v 2T FU O TTL L2453, DNS TTL 78 24 I
MEB2 %56, ¥y vy bV 24 FER%ICHIREINIZR2Y £9, 26 0flRIC X
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ey ko—s9—ExA70zs roun—Fk ||

D, —HFTlEFvy vy aWNTHEEICENT D200 R0 GFTIE=r MUK LAL
AN/ e

AVC Yy bD—OH—EXR ATz bO)B—F

L= a3 OVDBRFZ vya—Ranb e, AVCHXy hT—JHh—ERA AT V=7 b
MERESNET, AVCHy NT—7H—ER A7 V=7 MIFERH D L BN D841,
VAT ATENLDOAT V27 MEREIIC) v — RTEET, EREZYr—FTHIF, K
Oa<wy REERALET,

network-servicereload

I &R L ET,

ciscoasa# network-service reload

VAT NEF (AVC) La—HF—REMIF DT RTORy NI = —ERX 4 TV=7 b %
FoRT 5121, show object network-servicedetail =~ > K& L £7°,

AVCOE Y FEEHETD ) Y +

KD clear 2~ R&EEHA LT, AVC Z2ENCETICE v M EZDOMOFFHZ 012 &y
TEET, HTEHEVEY bTDE, VAT ATHASN WA T U r—a v OFT-72E 2—
NERINET,

« clear avc

Iy NT =T =R F TV FBEORNINV—TDh 7 ZaEte, TTD AVC B

HEoh o227 YT LET, RICHIZTRLET,

ciscoasa# clear avec

clear object [id object name | network-service]

2—P—EFKL AVCEBHTOFR Y NI =TI —EAFTT V=7 bOHT R ET VT
LET, A4RICTAT V=7 FEFEET DI, d¥—U—F&2#HLE9, nework-service
F—U—REEATHE, RXTA—FEHEH LRGSR UEEIMSONET, KITH
R LET,

ciscoasa# clear object network-service
ciscoasa# clear object id ns

clear object-group [id object name | network-service]

2—P—EFK L AVC ERNFTOAT V27 NITN—TDh o Za7 )T LET, 4Hi
TAT7 V=7 bEBEETDHICE, d¥—U— R&2H L E9, network-serviced—7 — K
PEALT, #IAZT_XCORy NI Y —ERXFTVxy b T A—TIZHIBLET,
Wiz LET,

ciscoasa# clear object-group network-service
ciscoasa# clear object-group id nsg
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. AVCsyslog * v E—SDE=A21) VY

AVCsyslog * v E—CDE=Z YT
RIZ, AVC BEREIZBEE 95 syslog A vE—V 2R LET,

+861001: AVC : AVCT 7 U r— a5 4 L2 bV .app dataDPERICRAR L& L=, L)
727 4 L2 MU TH, (Creating AVC app directory .app_data failed; Invalid directory.)

AVCF =S FIDT 4 L2 b BERTE ERAT LR, 727 =H 44 K— b £ THME
BbE N,

* 861002: AVC : U > Z URL link’*57 « L7 kU app_data~D7 7 A A DX 71— RiZ
P L FE L7, (Downloading file from link URL_link to directory .app_data succeeded.)

VDB DX v rua— KR LE Lz, SUARETT,

*861003: AVC : U > ZURL link2»5H7 4 L7 kU .app data~D 7 7 A )L DX 7 o m— R
KL E L, ZOLI T A A XdH VY £/ A, (Downloading file from link URL_link
to directory .app_data failed; no such device.)

PN —~DJL— F N o272, VDB DX 7o — RIZHRLE L7-, DNSRE &
N—T 4T T—=TNeTF v L, LARIERTELZ L EN— NBFET D2 L 2
WLET,

*861004: AVC : 7 7 A /bstxml?»HVDB/A—Y 5 VARG TEEHATL, VDBA—V 3
CERGT 57D DOVDBEFIEA D O £ A, (Getting VDB version from file sf.xml
failed; Cannot locate the VDB update signature to get VDB version.)

VAT AEIN=TarZrANvEX U e— KL, U ua— RA[gERHT LV VDB 235
EMEIDEHRLET, X=Ta T ANABPHHEL TS AREERHY . VAT AT
T ANINENR—=T g B FEMETEEYA, T =Y AR — M ETBEWVWEDEL
720,

*+ 861005: AVC : 7 7 A /bsfxml»HVDBY 7 A VXA Z G TEERAT LR, VDBV 7

ANIRAERIGT HT2DDVDBT 7 A WX AFBH MO £ A, (Getting VDB file
path from file sf.xml failed; Cannot locate the VDB file path signature to get VDB file path.)

VDB 7 7 A NN ABLINR DN FHAT LI, 77 AR L TWARIREMERH Y
9, T/ =N R—FETBHWEDELEEN,

*+ 861006: AVC : 7 7 A /Lsfxmli»HVDBY 7 A WA ERG TEEHATLE, VDB 7 A
WA EFFT D728ODVDBY 7 A V4 FL—T =R E-500 £8 A, (Getting VDB file

name from file sf.xml failed; Cannot locate the VDB file name trailer to get VDB file name.)
VDB 7 7 A N I TEERATLIZ, 77 AADPHBHHL T L AREMERH Y £,
T =AY R— M ETBROWEDLELTEE N,

«861007: AVC : F v hU—27Hh—bv R (TFVr—ayv) BRI 7 AL
(dynamic-configjson) O — FIZERLE Lz, 77 AANRE2S0Y £H A, (Loading
network service (app) definition file (dynamic-config.json) failed; file not found.)
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AVCsyslog * v E—SDE=A2 ) VY .

T —arDFy NI —IH—ER ATV NEERTCXEHATL, VDB
DFE T a— REFRITL TSI, BN LARWEEIL, 77 =3 FR— M2
IS HOETLEE N,

+861008: AVC : v hU—27H—bt 2 (FFVr—var) ERT7AL
(dynamic-config.json) ® 12— RNIZEHILE L7z, (Loading network service (app) definition
file (dynamic-config.json) success.)
TV r—2a DRy NT—IHh—CAFT V=l "BRIEFITERSIVE Lz, AR
g‘(\\ﬁ‘o

*861009: AVC : 77V r—2a A7 AVERT 7 A O — FIZKKLE L, VDB
sqlite.vdbZBAVVT WA L X2 T —0 %A LE L7z, (Loading app category definition file
failed; Opening VDB sqlite.vdb error.)

TV ar T IV ERT T ANVERTERATLE, VDBOX Uy a— K&

AT LTS ZZE W, REBRIR LaWGEId, 77 =0 ¥R — MCHnEDbE TS
A

*861010: AVC : 77U r—2a v W7 AV ERT 7 A NOu— R 2EE, 17 =Y
477N = a VIDFEFICKHST ANSH RO D ¥ A, (AVC: Loading app category
definition file warning; No corresponding NS found for category name app id number.)
TV r—varh T AV THRESNZT TV r—va D 2FOT Y r—va Un
AOMYEFR-AT L, 77V =2 a UBREIESNTWDAREMENRH D 47, SHLAREL
<

«861011:AVC : 77V r—2a b T AVERT 7 A NDr— R LE L,  (Loading
app category definition file success.)

TV —arv T I ERT FANADERICE— RENE LT, SAARETT,

*861012: AVC : F[RMENSGD A X b —/WZRIGL £ Lz, =7 — @ WA HMENSG % 1F
B C& £H A, error string, (AVC: Installing visibility NSG failed; ERROR: cannot create
internal visibility NSG; error_string.)

_avc visibility nsg E WO ARIOT SV r—a VAMER Y N =T —E R ATV
7 b IN=T BT E R T AER Y FU =7 —E R 71— (NSG) ~
DAN=TFV =2 a ryOBMPICE T —R3RAELE L, =7 —XXF8I2iE, =
T —OEMREAN R R ENE T, T =N AR— FETBMWAEDLELTZZ N,

« 861013: AVC : A[fIENSGD A > A b —/LIZkZh LE L7z, (Installing visibility NSG
success.)

TIVr—a AT IVORy NV —I P —E R 4TV b T —TNIERITHER
SNFE L, WEIIARETT,
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TR ARIEN— LV TCHEATEL XYy NT—7—ERXAFT V=
J N T N—TRERENET, ATV MIIESERT
TV hr—arEERL, IR T TV a2
VEEHLET, Zhicky, IPT7 FLARKR— F&IFEET
2 TV = a CERIEERO 7 T ARKREMRIC T 7 v
7 TEET,

WA~y FPRHEANFEIIELINE LT, ave, avcdownload
vdb, clear avc, clear object-group. network-servicereload,
showavc, showservice-policy, %72, *v hU—7 ¥ —t 24
TVl NEFRO—ERE L Tapp-id 2~ REANTH &
MTERLIRY EF,

PR—FENTNWBE T > 74— Cisco Secure Firewall
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