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Web TCP/80
TCP/80

Web

1: Web NAT

Web

KRVWQDPH FRQREMHEMAWZRRANHEG6HUY
KRVWQDPH FRQILJ QHWZRUKNRRBWHFW

NAT

KRVWQDPH FRQILJ QHWZRUQIRAMNEWH RXWWWBWLF

Web

KRVWQDPH FRQEFHVY ORXWYVLGHBDFFHMVELEB[WHQGHG
SHUPLWF®DQ\ REMHMPW HE6HUTKWWS
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Engineering_admins Engineering_hosts

. J@#$%&()-_{} 64
IP
1 1 IP IP
FODN
NAT FQDN
NAT Network Address Translation NAT
177
1 object

network object_name

KRVWQDPH FRQREMHREMWIWZRMMANDLO VHUYHU

2
no
* host {IPv4_addesq IPv6_addesg IPv4 IPv6
10.1.1.1 2001:DB8::0DB8:800:200C:417A
« subnet {IPv4_addessdPv4_maskIPv6_addesdIPv6_piefix} IPv4
10.0.0.0255.0.0.0 IPv6

2001:DB8:0:CD30::/60
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* range start_addessend_addess IPv4 IPv6
« fqdn [v4|v6] fully_qualified_domain_name www.example.com
IPv4 v4 IPv6 v6
IPv4

KRVWQDPH FRQILJ QHWZRUKRRBWHFW

description string

IPv4  IPv6

IPv4  IPv6 FQODN
NAT

object-group network group_name

KRVWQDPH FRQREMHFW JURKSEZRDGPLQ

no

* networ k-object host {IPv4_addesq IPv6_addes$ IPv4 IPv6
10.1.1.1 2001:DB8::0DB8:800:200C:417A

 network-object {IPv4_addessiPv4_maskIPv6_addesdlPv6_piefix}
IPv4 10.0.0.0 255.0.0.0
IPv6 2001:DB8:0:CD30::/60

« networ k-object object object_name

* group-object object_goup_name

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




KRVWQDPH FRQILJ QHWZRUN REQHMZRURXREMHFW

KRVWQDPH FRQILJ QHWZRUN RENQHMZ RURXRE MH B\ FG

KRVWQDPH FRQILJ QHWZRUN REQHMWZ RU R XREKVRAFW

KRVWQDPH FRQILJ QHWZRUN RENQHMY RURXREMRAAW % "% & $
KRVWQDPH FRQILJ QHWZRUN REQHMWYZ RUR XRERVEHMWHWLVWLQJ REMHFW
KRVWQDPH FRQILJ QHWZRUN RENUBRWSIREMEBRWWLQJ QHWZRUN REMHFW JURXS

3 description string

KRVWQDPRQILJ REMHFW JURXSZRDGPLQV
KRVWQDPRQILJ SURWRFROVFULSWILERRL QLVWUPGRWH VVHV
KRVWQDPRQILJ SURWRFRONZRUN R ERRIAW
KRVWQDPRQILJ SURWRFRRONZRUN R ERRIAW
KRVWQDPRQILJ SURWRFRRONZRUN R ERRIAW

KRVWQDPRQILJ REMHFW JURKEZRRHIQIJ

KRVWQDPRQIL) QHWZRQNWZRUN R ERWRA/FW
KRVWQDPRQIL) QHWZRQNWZRUN R ERWRA/FW
KRVWQDPRQIL) QHWZRQNWZRUN R ERWRA/FW

KRVWQDPRQILJ REMHFW JURKE Z RKIW
KRVWQDPRQIL) QHWZRQNWZRUN R ERWRA/FW
KRVWQDPRQIL) QHWZRQNWZRUN R ERWRA/FW

KRVWQDPRQILJ REMHFW JURXWZRIWQDQFH
KRVWQDPRQIL) QHWZRQNWZRUN R EQWRA/FW
KRVWQDPRQIL) QHWZRQNWZRUN R ERWRA/FW

KRVWQDPRQILJ REMHFW JURKWZRWGEGIPLQ
KRVWQDPRQIL) QHWZRUNRXS REMH®@W
KRVWQDPRQIL) QHWZRUNR XS REMKWEW
KRVWQDPRQIL) QHWZRUNRXS REMHBWQFH

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



object service
object_name

KRVWQDPH FRQREMHRWMUY LEZHE

no
* service protocol IP 0 255 ip
* service{icmp | icmp6} [icmp-typdicmp_cod¢] ICMP ICMP 6
ICMP 0 255
1 255 ICMP

« service{tcp | udp | sctp} [source opelator port] [destination operator porf] TCP UDP
SCTP
operator

ot
o gt
*eq
* neq

* range 2
range 100 200

KRVWQDPH FRQILJ VHUYLFHWREBVMHMAWSSHVWLQDWIRQY WS

description string
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ICMP

ASAB8.3(1)
TCP/UDP/TCP-UDP
ICMP
ICMP6 ICMP ICMP
object-service Cisco.com

object-group service object_name

KRVWQDPH FRQREMHFW JURXBYLBHQHUDO VHUYLFHV

2 1
no
* service-object protocol IP 0 255 ip
* service-object {icmp | icmp6} [icmp-typeflicmp_cod¢] ICMP ICMP 6
ICMP 0 255
1 255 ICMP

* service-object {tcp | udp | tcp-udp | sctp} [source opefator port] [destination opetator port]
TCP UDP SCTP
operator

cgt
°€q
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'nw

s range

range 100 200

* service-object object object_name

« group-object object_goup_name

KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH

FRQILJ VHUYLFH REMHFWWY 0 BR XRE M8 ¥MWF

FRQILJ VHUYLFH REMHFWW 1BRXRE WHFSWHVWLQDWIB®PDLQ
FRQILJ VHUYLFH REMHFW IBRXRE MFAFES FKR

FRQILJ VHUYLFH REMMHFWWY 0BRXRE REFMMPW VHUYLFH
FRQILJ VHUYLFH REMMMRX S REOMFFWQHHULQJIBJURXSV

description string

TCP  UDP

KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH

KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH

FRQREMHFW JURXSBYLRHRRPPRQ$SSV

FRQILJ VHUYLFH REMHFWY UIBRXRE WHEAWHVWLQDWIRWES
FRQILJ VHUYLFH REMHFW UBRXRE WHBWXGHVWLQDWIRRZ
FRQILJ VHUYLFH REMHFWY UBRXRE WHFESHWHVWLQDWIRQ
FRQILJ VHUYLFH REMHFW UBRXRE WHFEBAWHVWLQDWIRY WSV
FRQILJ VHUYLFH REMHFW UBR)XAREMBBMWHVWLQDWIR® S

FRQREMHRMMUYL K+

FRQILJ VHUYLFHWREMHMWSSHVWLQDWIR®QK
FRQREMHRWUYLEHS53

FRQILJ VHUYLFH REMHARRMIUS

FRQREMHMMUYLRH736

FRQILJ VHUYLFHWREMHFMNWS/RXURHDQJH GHVWLQDWIR@YWSV
FRQREMHFW JURXSBYLEHRXS

FRQILJ VHUYLFH REMHFWY IBRXRE RHMWN BW+

FRQILJ VHUYLFH REMHFW UBRXRERHMWMKE WS 3

FRQILJ VHUYLFH REMHFWY IBRXRERHBMWNFW7 36
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Application Visibility and Control  AVC

Application Visibility and Control

o DNS
DNS
* DNS UDP DNS
* DNS dnscrypt
DNS
. 1024
2
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137

DNS

TCP HTTP DNS
dnscrypt

IP



DNS B

. ACL

. dynamic

show obj ect
Application Visibility and Control AVC
. app-id
1 4294967295
Application Visibility and Control AVC app-id
DNS
DNS /
DNS IP
DNS /
A AAAA MX
TTL 2 24
DNS DNS
DNS DNS
DNS
DNS
DNS DNS
DNS DSN
dnscrypt DNS
CLI 2 Cisco Secure Firewall ASA 9.24 CLI




DNS

1 showdnstrusted-sour cedetail

DNS DHCP /
DNS

FLVFRDWODKRGQWUXVWHG VRHMWBILO

'16 7TUXVWBRBXUFHQDEOHG)'+&36HUYHIRQILIJXUHG
'16 7TUXVWBRBXUFHQDEOHRM'+&3&0OLHQWDUQHG

'16 7TUXVWBRBXUFHQDEOHR®'+&35HODAHDUQHG

'16 7TUXVWBRBXUFHQDEOHG)'16 6HUYHIRQILIXUHG

'16 7TUXVWBRBXUFHRW QDEOHGI7UXVW DQ\

'16 7TUXVWBRBXUFH\SH ,3V.  ,QWHUIDFHGOH 7LPHRWXKNWF

'16 6HUYHIRQILIJXUHG PDQDJHPHQWS
'16 6HUYHIRQILIJXUHG PDQDJHPHQWS
'16 6HUYHIRQILIJXUHG PDQDJHPHQWS

'DWD 3DWK 7UXVWBBXUFHFRXQW LS! UHIFQWAUXVW D®LVDEOHG

2 DNS
dnstrusted-sourceip_list

ip_list DNS IP IPv4
IPV6 12 DNS
any no

3 DNS

dnstrusted-source configured-servers

DNS

no

4 DHCP
DHCP DNS

dnstrusted-sour ce dhcp-pools

dhcpd dns IPv4
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DHCP DHCP
DNS

dnstrusted-source dhcp-relay

no

DHCP DHCP
DNS

dnstrusted-sour ce dhcp-client

DHCP IP
DHCP
dhcpd auto_config
no
DNS
ACE
object networ k-service object_name
128
FLVFRDVD FRQREMHRWMWZRUN VHUZHER
1
no
» domain domain_nam¢servicg 253 DNS
www.example.com example.com
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www.example.com www1.example.com long.server.name.example.com

IP
* subnet {IPv4_addessPv4_maskIPv6_addess/IPv6_pefix} [servicd
IPv4 10.0.0.0 255.0.0.0
IPv6 2001:DB8:0:CD30::/60

IP
protocol[operator port]
* protocol tcp udp ip
?
e« TCP/UDP operator
°€q
oIt
.gt
* range 2
e TCP/UDP port 1 65535 WWwW
? 2
2
3 200 description string

REMHERMWWZRUN VHRKWGRRN
GHVFULSWIKRQGHILQHVYFURVRRWLFH RXWORRKMNSSOLFDWLRQ
GRPDIRXWORRN RIILFW F&HA
REMHERMWAWZRUN VHWZWIERH
GRPDIZMHEH[ FRWPFST
REMHEWIWZRUN VHBDILAMAQHU
VXEQHW LS
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VPN ACE

VPN

obj ect-group networ k-service group_name

128

FLVFRDVD FRQREMHFW JURKMZRUN VHBDDEB$SSOLFDWLRQV

1
no

* networ k-service-member object_name

» domain domain_namé¢servicg 253 DNS
www.example.com example.com

www.example.com www1.example.com long.server.name.example.com

IP
* subnet {IPv4_addessPv4_maskIPv6_addess/IPv6_pefix} [servicgd
IPv4 10.0.0.0 255.0.0.0
IPv6 2001:DB8:0:CD30::/60

protocol[operator port]
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* protocol tcp udp ip
?

e TCP/UDP opermator
*eq
oIt
-gt
* range 2
e« TCP/UDP port 1 65535 WWwW
? 2
2
3 200 description string

SaaS

REMHFW JURKBZRUN VHOBDDBB$SSOLFDWLRQV
GHVFULSWIKRQ@URXBQFOXGHWNOHYDQ@MMWZDUDND 6HUYLFBSSOLFDWLRQV
QHWZRUN VHUYLFH RKWBHRWRN
QHWZRUN VHUYLFHZMHERME H U
QHWZRUN VHUYLFHERHPEHU

ACL

ASA Active Directory
Active Directory LDAP ASA

ASA
Active Directory
ASA Active
Directory

Active Directory
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ACL

* AD

object-group user group_name

KRVWQDPH FRQREMHFW JURXBDGPLQV

1
no
¢ user [domain_NETBIOS_nanjesername
LOCAL
user-identity domain domain_NetBIOS nanama-server aaa serve_group tag
Active Directory AD AD
user name Common
Name CN Active Directory sAMAccountName

LOCAL
user-identity default-domain

e user-group [domain_NETBIOS_nam@isername

\\

* group-object object_goup_name

KRVWQDPH FRQILJ XVHU REMHBFPWHYBRXSJ?DGPLQ
KRVWQDPH FRQILJ XVHU REMHFWH U WRIRSKE03/(??PDQDIHUV
KRVWQDPH FRQILJ XVHU REMHRWMR X8 REMBIRAWDO DGPLQV

description string
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Cisco TrustSec

ACL
Cisco TrustSec ASA ISE
ISE Cisco TrustSec
Cisco TrustSec
ACL
ISE

ASA
ISE
ASA

ASA

1 1
ID
ASA
ID
ASA
ASA ISE
1
object-group security group_name
KRVWQDPH FRQREMHFW JURFSXULWNWJI VJ
2 1
no
* security-group {tag sgt_numbefnamesg_namg SGT
1 65533 IEEE 802.1X Web
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ISE MAC MAB
ISE
SGT
ISE
* group-object object_goup_name
KRVWQDPH FRQILJ VHFXULW\ REMWHPXUUWRXSURKXS
KRVWQDPH FRQILJ VHFXULW\ REMHFX UUWRX 3 URXBRJNW
KRVWQDPH FRQILJ VHFXULW\ REMHRXS REXMBIRADO VJ
description string
ACL
1
absolute periodic periodic absolute
absolute
time-range name
absolute [start timedatq [end timedatd
time 24 hh:mm 8 8:00 8 20:00
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date daymonthyear 1 January 2014

periodic days-of-the-weetimeto [days-of-the-wedkime

days-of-the-week 1

e Monday Tuesday Wednesday Thursday Friday Saturday Sunday
days-of-the-week

* daily
» weekdays
 weekend

time 24 hh:mm 8 8:00 8 20:00

2006 1 1 8

KRVWQDPH FRQVILPH UDQRH
KRVWQDPH FRQILJ WLPHDEN  OEKWWHD U W MDQXDU\

KRVWQDPH FRQVLPH UDQ@QRHUNLQJIKRXUYV
KRVWQDPH FRQILJ WLPHSUHDQRBZHHNGD\V WR

8 5
5
DVD FRQILWLPH UDGRHOQWUDFW $ DFFHVYV
DVD FRQILJ WLPH UDEMR O XWHE 6HSWHPEHU
DVD FRQILJ WLPH UBQIUHRGIHHNGD\V  WR
DVD FRQILJ WLPH UBQIUH RGILRQGDHGQHVGDLGD\ WR

DVD FRQILJ WLPH UBGUH RGLKFHVGDBKXUVGD\ WR
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 show access-list

« show running-config object [id object_id

« show running-config object object_type

« show running-config object-group [id group_id

« show running-config object-group grp_type

7.0(1)

ACL

object-group protocol object-group network object-group
service object-groupicmp_type

7.2()

class-map type regex
regex match regex
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8.3(1)
obj ect-network
object-service object-group obj ect-group
network object access-list extended accesslist webtype
access-list remark
8.4(2)
object-network user user
Cisco TrustSec 8.4(2) Cisco TrustSec
object-network security security
IPv4 IPv6 9.0(1)
IPv4 IPv6
IPv4  IPv6
NAT
obj ect-group network
ICMP ICMP 9.0(1) ICMP ICMP
ACL access-list extended service-object service
Stream Control Transmission Protocol | 9.5(2) SCTP
SCTP
service-object service
2 Cisco Secure Firewall ASA 9.24 CLI
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9.17(1)

IP DNS

DNS
DNS IP

access-list
extended app-id clear configureobject network-service clear
configureobject-group network-service clear dnsip-cache clear
object clear object-group debugnetwork-service description
dnstrusted-source domain network-service-member
network-servicereload object-group network-service object
network-service policy-routecost set adaptive-interface cost
show asp table classify show asp table network-service show
dnstrusted-source show dnsip-cache show object show
object-group show running-config subnet

9.19(1)

1024

CLI
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ACL ACL

ACL

ACL ACL
ACL
63

* ACL 33

* ACL 39

* ACL 40

. ACL 57
* ACL 59

* ACL 59

ACL

ACL ACL 1
IP IP EtherType
ACL ACL
1 ACE

ACL

ASA ACL

. ACL ACL AAA
WCCP VPN DAP
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B

ACL 41
o EtherType ACL EtherType ACL IP
2 2
EtherType EtherType ACL
IP EtherType ACL 55
* Webtype ACL SSL VPN
ACL URL
Webtype ACL 50
. ACL ACL
VPN VPN
ACL
ACL 50
ACL
1:ACL
ACL ACL
IP ASA ACL
ACL
ASA
IP ACL
AAA AAA ACL
IP ACL
AAA RADIUS
ASA ACL
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IV |

ACL ACL
VPN VPN
ACL
VPN
ACL
ACL
TCP
EtherType
IP EtherType
ACL
IP
ACL IPv4
ACL IPv6 ACL
SSL VPN Webtype Webtype ACL URL
ACL outside_in OUTSIDE_IN 101 1D
241
ACL ASDM
interface-name_purpose_dation
ACL outside_access_in
ACLID ACL 1 99 1300 1999
ACL 100 199 2000 2699 ASA
10S
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.

1 ACL 1 ACE

ACL ACE ACL
ACE ASA
ACE
ACE
10.1.1.0/24
10.1.1.15 10.1.1.15
10.1.1.0/24 ACE 10.1.1.0/24
10.1.1.15 ACE
ACL access-list line number
ACL
show access-list name
ACL ASDM ACE
ASA ACL
ACL
ACL
through-the-box ACL deny
ACL
1
ACL  to-the-box
deny
2 Cisco Secure Firewall ASA 9.24 CLI

ACE

ACE

ACL

ACE

ACL

ASA



NAT

NAT
ACL
EtherType ACL ACL
EtherType 8037 ACL
ACL
IP
EtherType ACE
NAT PAT
NAT
IP
IP
. access-group
* AAA aaa ... match
* WCCP weccep redirect-list group-list
10.1.15 NAT
IP 209.165.201.5
209.165.201.5 10.1.1.5

KRVWQDPH FRQREMHREMAWZRWHIUYHU
KRVWQDPH FRQILJ QHWZRUKNRRBWMHFW

AcL P B

ARP
IP ARP
ACL
ACL
ACL

match access-list

dynamic-filter enable classify-list

KRVWQDPH FRQILJ QHWZRURREMWEWH RXWW\EBWLF

KRVWQDPH FRQEFHVY ORBW6,'(H[WHQGSHHUPLWF D Q\KRVW HTZZZ
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ACE

KRVWQDPH FRQQEFHVY JURESB6,'(LQLQWHUIDRPHWVLGH

IP
ACL ACL
e IPsec ACL
* capture ACL
. ACL
. ACL
. ACL
ACE  Webtype ACE
ACL 80 100
3:50 3:50
3:51:00 3:51:59
ASA ACL

2 Cisco Secure Firewall ASA
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ACL

. ACL ACL
» Webtype ACL
« EtherType ACL
IPv6
. ACL  Webtype ACL IPv4 IPv6
. ACL IPv6
* EtherType ACL IP
. Cisco 10S
ASA
ClassC 255.255.255.0 Ciscol0S
0.0.0.255
. ACL ACL
FQDN
ACL
* VPN  crypto map
* VPN  group-policy vpn-filter
» WCCP
* DAP
CLI 2 Cisco Secure Firewall ASA 9.24 CLI
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B

ACL

ACL ACL
ACL
1 ACL ACL ID ACL 1
ACE ACL ACL ACE
ACE ACL
ACL
ACL
ACL show access-list name ACE
ACL
ACE

KRVWQDVFKRDFFHVYVY ORXWVLGHBDFFHVVBLQ
DFFHVV ORXWVLGHBDFFHVVHEOLHPHQWE PKDVK [ D
DFFHVV ORXWVLGHBDFFHMMELG[WHQ GHHGU P LLVE DQ\
KLWFQW [FF E F
DFFHVV ORXWVLGHBDFFHOMMVEBLEG[WHQGHHGUP LLVE KRVW
"% "% & $ DQ\KLWFQW [ |
DFFHVV ORXWVLGHBDFFHOMMVBLE[WHQGHGBUP LLVE XVHU JURXS
12&$/??XVHUJIWLRXBQ\ KLWFQW [E | E H

ACE
ACE access-list name[line line-nunj typeparametes
ACL ACE ACL
ACE ACE
ACE ACE
ACE ACL
ACL ACL
ACL Webtype
ACE ACL accesslist namglineline-nunj
remark text ACE
ASDM ACE
ACE 100
ACL ACE
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AcL B

KRVWQDPH FRQQEFHVYV ORBWUHPDUNWKLYVWKHQVLGIHGPLRGGUHVYV

KRVWQDPH FRQMEFHVV ORBWH[WHQGSHUPLLVE KRVW

DQ\

KRVWQDPH FRQEFHVV ORSWUHPDUNWKLYVWKHKUDGPLRQGGUHVV

KRVWQDPH FRQEFHVV ORSWH[WHQGHEUP VB KRVW DQ\
ACE
ACE
ACE ACE
ACE ACL Webtype
EtherType ACL ACE
ACL ASDM ACL
ACE
ACE no access-list parametes
show access-list
ACE line
line-num no access-list
ACL
clear configure access-list name
ASA
ACL
access-list namerename nev_name
ACL
ACL ACL
access-group
ACL
ACL ACL ID ACL ACE ACL
ACL ACL
ACL
ACL ACE
ACE TCP/UDP ACE
cL 2 Cisco Secure Firewall ASA 9.24 CLI




N ACE

IP

ACE
ACE IPv4 IPv6 www.example.com
FQDN
ACE
ACE
FQDN FQDN
IP FQDN ACE

access-list access_list namedine line_numbe@extended “deny _ permit " protocol _agument
souice_addess_agument dest_addess_agument 3og >3evel @ Sinterval secs@ _ disable _
default @@ >time-range time_range_named >nactive @

KRVWQDPH FRQEFHVV OBEWS, 1H[WHQGHEU P LLV8 D Q\D Q\
KRVWQDPH FRQEFHVV OB$EWS, IH[WHQGSHHUP IREMHFMUYLFH REM H@AWG\

e access_list name ACL
. lineline_number ACE
ACL
. deny
permit
. protocol_agument IP
ip
* name number ip

* object-group protocol_grp_id object-group protocol

* object service_obj_id object service
ICMP

* object-group service_grp_id object-group service
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CLI

source_addess_agument
FQDN dest_addess_agument
FQDN

* host ip_addess IPv4

* ip_addessmask 10.100.10.0 255.255.255.0 IPv4

* ipv6-addess/pefix-length IPv6

*sany any4 any6 any IPv4 IPv6
any4 IPv4 any6 IPv6

e interface interface_name ASA

» object nw_obj_id object network

* object-group nw_grp_id object-group network

* obj ect-group-network-service name

log ACE
access-group ACL
log syslog
6 300

elevel 0 7 6

e interval secs syslog 1
300

« disable ACE

* default 106023
log

2 Cisco Secure Firewall ASA 9.24 CLI

106100

600

ACE B

ACE




ACE

. time-range time_mange_name ACE
ACE
. ACE inactive
inactive ACE
ACE
ACE TCP/80
ACE
/ ip

ACE tcp udp sctp

ACE

access-list access_list_namigine line_numbe} extended {deny | permit} {tcp | udp | sctp}
source_addess_agumen{port_argumentdest_addess_agumen{port_argument[log [[level] [interval
sec$ | disable | default] [time-range time-range-namé [inactive]

KRVWQDPH FRQEFHVYV OIBEWB,1IH[WHQGGEKQWF D Q\KRVW HTzzZ

port_argument

* opemtorport port opemtor
oIt
. gt
* €]
* neq
* range 2
range 100 200
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ICMP

IcMP ACE B

DNS Discard Echo Ident NTP RPC SUNRPC Talk
TCP UDP
TACACS+ 49 1 TCP

« object-group service_grp_id object-group service{tcp | udp | tcp-udp}

IP
ACE 42
IP
ACE 42
ACE
ICMP ICMP icmp icmp6
icmp IPv4 icmp6
IPv6
ACE
ACE ICMP/ICMP6
ICMP ACE ICMP
ICMP ping
ICMP ACE icmp icmp6 ACE
ACE
ICMP ICMP6 IP FQDN ACE

access-list access_list_namigine line_numbe} extended {deny | permit} {icmp | icmp6}
souice_addess_agumentdest_addess_agumenf{icmp_agument[log [[level] [interval sec§| disable
| default]] [time-range time_lange_namé[inactive]

KRVWQDPH FRQIEFHVV ODEWH[WHQGHEGUPLLWPDQ\DQ\REMHFW JURBXAMBBLFPSB
KRVWQDPH FRQIEFHVV ODVEWH[WHQGSHEUPLLVEP DQ\DQ\HFKR

icmp_agument ICMP
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-

ACE
e icmp_typdicmp_cod¢ ICMP ICMP
« object-group icmp_grp_id object-group icmp-type
ICMP/ICMP6
ICMP
IP
ACE 42
IP
ACE 42
ACE
ACE
ACE ID
userl
10.100.10.3
192.168.1.5
DHCP
LOCAL\userl any
LOCAL\userl LOCAL\userl 10.100.1.0
255.255.255.0 10.100.1.0/24
ACE

access-list access_list_namjgineline_numbe} extended {deny | per mit} protocol_agument
[user_agument souice_addess_agumenfport_amgumen} dest_addess_agumenfport_argumen}
[log [[level] [interval sec$ | disable | default]] [time-range time_range_namg[inactive]

KRVWQDPH FRQEFHVY OYVW[WHQGHGUP VS XVHW2&$/?LGIZ
DQ\

user_agument
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Cisco TrustSec ACE .

« object-group-user user_obj_grp_id object-group user

« user {[domain_ni&namé&]name| any | none}
any
none
access-group  aaaauthentication match

* user-group [domain_ni&namé\]Juser_goup_name \\
IP
ACE 42
ACE Cisco Trustsec
Cisco TrustSec ACE
ACE
ACE
DHCP
ACE Cisco TrustSec
ACE

access-list access_list_namjgine line_numbe} extended {deny | per mit} protocol_agument
[security_goup_agumen} source_addess_agumentport_amgument [security _goup_agumen}
dest_addess_agumenfport_argumeni [log [[level] [interval sec§ | disable| default]] [inactive |
time-rangetime_range_namég

KRVWQDPH FRQEFHVV OLYV&' (B,1H[WHQ GSHGU P LLVE
VHFXULW\ JURDXMBR\ JURXBQ\DQ\

security_goup_agument

« object-group-security security _obj_grp_id object-group security
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ACL

* security-group {name security_grp_id tag security_grp_tg}

ACL

-

IP
ACE 42
ACE Cisco Trustsec
ACL ASA ACL

KRVWQDPH FRQEFHVY OIBEWB,IH[WHQGSHGU P LLVE DQ\DQ\

ACL 192.168.1.0/24 TCP 209.165.201.0/27

KRVWQDPH FRQEFHVV OIBEWB,1H[WHQGGHQWFS

KRVWQDPH FRQEFHVYV OIBEWB,IH[WHQGSHGU P LLVE DQ\DQ\

ACE
KRVWQDPH FRQOEFHVV OI$®WB, 1H[WH Q GHHGU P LLV8
ACL ACL
209.165.201.29  Web
KRVWQDPH FRQIEFHVV OBEWB,1H[WHQGGIQWF D Q\KRVW HTZZZ

KRVWQDPH FRQIEFHVYV OBSEWS, 1H[WH Q GSHHGU P LLV8 D Q\D Q\

ACL
Web

KRVWQDPH FRQILJ QHIVZRIWY O$%WB, IH[WHQGHIEQWF REMHFW JURKGLHG
REMHFW JURMSITZZZ

KRVWQDPH FRQEFHVYV OBS®WS, 1H[WH Q GSHHGU P LLVE D Q\D Q\

KRVWQDPH FRQIEFHVV JURXA,ILQLQWHUIDRHWLGH
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ACL B

A
B ACL

KRVWQDPH FRQEFHVYV OLVWSHUPLVEKRVREMHFW JWRREMHFW JURXGDFWLYH
ACE time-range 1

access-list extended ACE
Saless ACL ACE New_York Minute

KRVWQDPH FRQQEFHVV OBVWHOLQH H[WHQGGHHKQWFXRVW KRVW
WLPH UDQBHEB<RUNBOLQXWH

IPv4/IPv6 ACL

KRVWQDPH FRQEFHVV OIGWHPRDRPWHQ GSHGU P LLVB "%
KRVWQDPH FRQ@EBHVV OGHRPRDFDNHQGH P LS "% "%
KRVWQDPH FRQEFHVV OIGHPRDRAPNHQGHGUP VB KRV W KRVW
ACL
ACL
Web
KRVWQDPH FRQ@EBFHVV OBEWB,1H[WHQGGEHEQWFXRVW KRVW
KHRT\/ZV%DPH FRQ@EFHVV OBWWB,1H[WHQGHHEQWFKRVW KRVW
KHRT\/ZV%DPH FRQ@EFHVV OBWWB,1H[WHQGHHEQWFKRVW KRVW
KHRTVZV%DPH FRQ@EBFHVV OBEWB, 1H[WHQGHGQWFKRVW KRVW
KHRT\/ZV%DPH FRQ@EFHVV OBWWB,1H[WHQGHHEQWFKRVW KRVW
KHRT\/ZV%DPH FRQ@EFHVV OBWWB,1H[WHQGHHEQWFKRVW KRVW
KHRTVZV%DPH FRQ@EBFHVV OBEWB,1H[WHQGHEQWFKRVW KRVW
KHRT\/ZV%DPH FRQ@EFHVV OBWWB,1H[WHQGHHEQWFKRVW KRVW
KHRT\/ZV%DPH FRQ@EFHVV OBWWB,1H[WHQGHHEQWFKRVW KRVW
HTZZZ

KRVWQDPH FRQEFHVYV OBS®WS, 1H[WH Q GSHGU P LLVE DQ\D Q\
KRVWQDPH FRQIEFHVV JURXS ,ILQLQWHUIDRHWLGH

2 1 Web 1

KRVWQDPH FRQREMHFW JURXWZREMNQLHG
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B AcL

KRVWQDPH FRQILJ QHQWHWDPDRUN R ERVRA/FAW
KRVWQDPH FRQILJ QHQWWDPDRUN R ERVRA/FW
KRVWQDPH FRQILJ QHQWHWDPDRUN R ERVRA/FW

KRVWQDPH FRQILJ QHREARRIAW JURKE Z RIUHNE

KRVWQDPH FRQILJ QHQWHWDRUN R ERVRA/FW

KRVWQDPH FRQILJ QHQWWDPDRUN R ERVRA/FW

KRVWQDPH FRQILJ QHQWWDPDRUN R ERVRA/FW

KRVWQDPH FRQEFHVYV OIBRWB,IH[WHQGHEBQWFREMHFW JURKXGLHREMHFW JURXS
ZHEHTZZZ

KRVWQDPH FRQEFHVYV OB$®WS, 1H[WH Q GSHGU P LLVE D Q\D Q\
KRVWQDPH FRQIEFHVV JURXS ,ILQLQWHUIDRHWLGH

ACL

ACL ACLID ACE ACL
VPN ACL IPv4

access-list access_list_ nama&andard {deny | permit} {any4 | host ip_addess| ip_addessmasik

KRVWQDPH FRQEFHVY ORBY)VWDQGCBBHEPLW

. access_list name ACL ACL

1 99 1300 1999 ACL

ACL ACL
ACL
. deny
permit
. any4 IPv4 hostip_addess
IPv4 ip_addessip_mask IPv4

10.1.1.0 255.255.255.0

Webtype ACL

Webtype ACL SSL VPN
Web
Webtype ACL
ACL ID ACL ACE
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URL Webtype ACE B

Webtype ACL URL
ACE
ACE

URL Webtype ACE
URL

access-list access_list_namevebtype {deny | permit} url {url_string| any} [log [[level] [ interval
sec} | disable| default]] [ time_range time_range_namég [inactive]

KRVWQDPH FRQOEFHVYV ODWWBFRPSDHEW\SSHHQXU XKWWS H[DPSOH FRP

 access_list name ACL ACL ACL
ACE
. deny
per mit
*URL wurl URL URL
url any URL
URL URL
. URL any
* Permit url any A IP/ URL
Citrix
1494 ACE
. ica smart-tunnel://  ica://
permiturl any ACL
. cifs:// citrix:/[ citrixs:// ftp:/l  http://  https://  imap4://
nfs://  pop3:// smart-tunnel:// smtp://
htt*  http https
* *://*.example.com example.com
URL
* smart-tunnel:// URL URL

smart-tunnel://www.example.com
smart-tunnel://www.example.com/index.html
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Webtype ACE

http://**

http://www.cisco.com:81/

. log ACE

elevel 0 7

e interval secs syslog

300

« disable ACL

* default 106103
. time-rangetime_range_name

ACE
. ACE
IP Webtype ACE
Webtype ACL
IP Webtype ACE

300

inactive

URL

http URL

http://www.cisco.com:80/
http://www.cisco.com: 8[01]/

syslog 106102
6
1 600

log

ACE
inactive
ACE
IPv4 IPv6

access-list access_list_nameebtype {deny | permit} tcp dest_addess_agumenfoperator port] [log
[[level] [interval sec$ | disable| default]] [time_rangetime_range_namg] [inactive]]

KRVWQDPH FRQIEFHVV ODWVWBFRP SDHEW\ SHi U P LWF D Q\

2 Cisco Secure Firewall ASA
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Webtype ACL

Webtype ACL B

URL Webtype ACE
51 ACE
etcp TCP Webtype ACL TCP
. dest_addess_agument IP
* host ip_addess IPv4
* dest_ip_addessmask 10.100.10.0255.255.255.0 IPv4
* ipv6-addesgprefix-length 1Pv6
eany any4 any6 any IPv4 IPv6 any4
IPv4 any6 IPv6
* opefator port
port TCP opemrtor
ot
. gt
°€q
. neq
* range 2
range 100 200
URL

KRVWQDPH FRQQEFHVYV ODWWBFRPSDHEW\SSHQXUXWWS H[DPSOH FRP

Web

KRVWQDPH FRQQEFHVYV ODVWWOBILZHEW\SSHHQXUO
KWWSV ZZZ H[DPSOH FRP GLU ILOH KWPO

URL 8080 HTTP

KRVWQDPH FRQIEFHVY ODWOBFRPSDHEW\SHHQXUXKWWS P\ VHUYHU
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B webtype acL

Webtype ACL

. http://www.example.com/layouts/1033

URL

DFFHVV OBBW *URXZHEW\SHUPLW KXWWS 7ZZZ H[DPSOH FRP

. http://www.example.com/  http://www.example.net/ URL

DFFHVV OMVMWWXIWHEW\SHUP DW KWW S

Z2ZZ H[DPSOH

. http://www.example.com  ftp://wwz.example.com URL

DFFHVV OMVWWIHEW\SHUPLDWO ZZ" H FR

. http://www.cisco.com:80  https://www.cisco.com:81 URL
DFFHVV OMMWWIHEW\SHUPLWO ZZ" F FR > @
[] 0 1
. http://www.example.com  http://www.example.net URL

DFFHVV OMWHWXHEW\SH UP DW KWW S

Z22Z >D |@[DPSOH"

range 1] a z 1
. cgi http https URL
DFFHVV OMVHWEHE W\ SHH U P DWW GKW W FJL"
http URL http://* http://*/*
Web-type ACL CIFS
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EtherType ACL

EtherType ACL .

shares Marketing_Reports
Sales_Reports 2 shares/Marketing_Reports
DFFHVV ORVYB$YREIZBEW\SHHQXUCGFLIV VKDUHY ODUNHWLQJB5HSRUW
ACL deny all ACL
shares shares/Sales Reports shares/Marketing
Reports
ACL
DFFHVV ORVV6BSOORHEEW\SHUPLW CGFLIV VKDUHV
EtherType ACL IP 2
2 EtherType
EtherType ACL
IP 802.3 type
length ACL
EtherType ACE

access-list access_list_namethertype {deny | permit} {any | bpdu | dsap {hex_addess| bpdu | ipx |
isis| raw-ipx} | eii-ipx | ipx |isis| mpls-multicast | mpls-unicast | hex_numbe}

KRVWQDPH FRQQEFHVV O(VW5S5HWKHUWGEHQRPSOV PXOWLFDVW

e access_list name ACL ACL ACL
ACE
. deny
permit
e any 2
* bpdu dsap 0x42
dsap bpdu
* dsap{hex_addesq bpdu |ipx |isis|raw-ipx} |EEE 802.2 LLC
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. EtherType ACL

16 0x01  Oxff

* bpdu 0x42

* ipx Oxe0 Internet Packet Exchange IPX 802.2 LLC

* isisOxfe Intermediate System to Intermediate System 1IS-IS

* raw-ipx Oxff Raw IPX 802.3
e gi-ipx Ethernet Il IPX EtherType 0x8137
*ipx Internetwork Packet Exchange IPX 3

dsap ipx dsap raw-ipx ii-ipx

e isis Intermediate System to Intermediate System  IS-IS dsapisis

* mpls-multicast MPLS
e mpls-unicast MPLS

 [hex_number] 16 16 0x600  Oxffff EtherType
EtherType http://www.ietf.org/rfc/rfc1700.txt RFC
1700 Assigned Numbers

EtherType ACL
EtherType ACL

ACL EtherType

KRVWQDPH FRQEFHVV OLVW5HWKHUWSSIH P LLVS |

,1)2 HWKHUWLSHLVVDYH@WRFRQILDVHWKHUWRKSH LS|

,1)2 HWKHUWLSHLVVDYHWRFRQILDVHWKHUWGSHD §S|[

,1)2 HWKHUWLSHLVVDYHWRFRQILDVHWKHUWGYHD S DZ LS|
KRVWQDPH FRQEFHVY OLVW5S5HWKHUWSSIWPLASOV XQLFDVW
KRVWQDPH FRQIEFHVV JURXY5LQLQWHUIDLRHLGH

ASA EtherType

KRVWQDPH FRQEFHVV OLVW5HWKHUWSSIWP LW

KRVWQDPH FRQAIEFHVY OLVW5HWKHUWSSIHPLAGEOV XQLFDVW
KRVWQDPH FRQEFHVYV JURMSSLQLQWHUIDLRHVLGH
KRVWQDPH FRQIEFHVV JURMXISLQLQWHUIDRPHW VLG H

EtherType 0x1256
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KRVWQDPH FRQEFHVY OIQRQ, B WKHUWGHH\
KRVWQDPH FRQAIEFHVV OIQRQ, B WKHUWSSIH P LDAD\
KRVWQDPH FRQAIEFHVV JURR®,BQLQWHUIDLKHWLGH
KRVWQDPH FRQWEFHVY JURR®,BQLQWHUIDRPHVVLGH

ACL
ACE
ACL
* access-group
ACL ACL
* access-group ACL
ACL ACL ACL

KRVWQDRMILIX¥YHVVLRGIVVLRQBQDPH
KRVWQDPH FRQILJ V

CLI 2 Cisco Secure Firewall ASA 9.24 CLI
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ACL

ACE




ACL

session_name

show configuration session
3
clear configuration session session_name

clear session
session_namaccess

* accesslist
« object

* object-group

* exit

« commit [noconfirm [revert-save | config-save]]

revert-save revert
config-save

noconfirm save

* abort
clear session session_name
configuration

e revert

« show configuration session [session_nanje
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ACL B

ACL

ACL

* show access-list [namg ACE
ACL

« show running-config access-list [namg

ACL
Webtype ACL 7.0(2) ACL
through-the-box
ACL VPN
Webtype ACL SSL VPN
EtherType ACL IP 2

access-list extended access-list standard  access-list webtype
access-list ethertype

ACL IP 8.3(1) NAT PAT ACL

NAT
ACL

ACL 8.4(2)

ACL AAA
VPN

access-list extended
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SCTP ACL

EtherType ACL  IS-IS 8.4(5) 9.1(2) ASA
EtherType ACL IS-1S
access-list ethertype {permit | deny} isis

ACL Cisco TrustSec 9.0(2) Cisco TrustSec
ACL
access-list extended
ACL  Webtype ACL IPv4 | 9.0(1) ACL  Webtype ACL  IPVv4 IPV6
IPv6
IPv4 IPv6 any
IPv4 IPv6
IPv4 any4
IPv6 any6
IPv6 ACL IPv6 ACL
ACL
accesslist extended accesslist

webtype
ipv6 access-list ipv6 access-list webtype ipv6-vpn-filter

ICMP ICMP 9.0(1) ICMP ICMP

ACL access-list extended service-object service
ACL 9.3(2) ACL
ACL
ACL
ACL

clear configuration session clear session configure session
forward-reference show configuration session

Stream Control Transmission Protocol |9.5(2) sctp ACL

access-list extended

-

2 Cisco Secure Firewall ASA
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AcL B

Ethertype IEEE 802.2 9.6(2) IEEE 802.2
Ethertype
bpdu
dsap 0x42
bpdu
access-list ethertype
9.7(2) Ethertype ACL
Ethertype
BVI
BVI
access-group accessist
ethertype
EtherType 9.9(1) EtherType Ethernet 11 IPX Ell
IPX DSAP
DSAP BPDU
0x42 IPX OxEO Raw IPX OxFF ISIS
OxFE BPDU ISIS
EtherType
DSAP IPX
3 DSAP IPX DSAP Raw IPX Ell
IPX IPX  EtherType
IPX 3
EtherType
access-list ethertype
eii-ipx dsap {bpdu | ipx | isis| raw-ipx}
captureether net-typeipx
ACL 9.17(1) ACL
access-list extended
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ACL

9.18(1)

ACL

forwar d-referenceenable

access-control

obj ect-group-search

.

2 Cisco Secure Firewall ASA
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ASA ASA

3 EtherType 2

ASA IP

. 70

. 71

. 73

. 76

. 78

ASA

ACL

. BVI
3 BVI
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BVI

CLI
ICMP

2 Cisco Secure Firewall ASA

BVI

EtherType

EtherType
EtherType

EtherType

9.24 CLI

BVI

ICMP

EtherType



ACL
ASA
ACL ASA
ACL

Web
ACL
ACL
ACL 1
ACL

2: Outbound ACL

KRVWQDPH FRQEFHVY ORBW6,'(H[WHQGHHUP LWF XRVW

KRVW HTZZZ
KRVWQDPH FRQEFHVY ORBW6,'(H[WHQGHHUP LWF XRVW
KRVW HTZZZ

KRVWQDPH FRQEFHVY ORBW6,'(H[WHQGHHUP LWF XRVW

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




.

KRVW HTzzZ

KRVWQDPH FRQEFHVYV JURES®B6,"(RXWQWHUICRPHWVLGH

ASA
ASA

. ARP ARP

. BPDU Ethertype

ACL

ACL

EtherType ACL ACL
EtherType 8037

2 Cisco Secure Firewall ASA

ARP
IPv4
to-the-box
deny
ACL
9.24 CLI

ACL
IPv4 IPv6
BVI
IPv6 EtherType
ASA
IP ARP



NAT B

ACL
IP
EtherType IP
ARP
1
2.
BVI
3.
4.
NAT
NAT
IP 10.1.15 NAT
IP 209.165.201.5
209.165.201.5 10.1.15
/
same-security-traffic permit inter-interface
[ Configuration ]>][ Device
Setup ]1>[ InterfaceSettings ]>] Interface

] [ 2

Enabletraffic between two or moreinterfaceswhich are
configured with the same security levels ]
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same-security-traffic permit intra-interface

[ Configuration ]>[ Device
Setup 1>] InterfaceSettings ]>] Interface
] [ 2

Enabletraffic between two or morehostsconnected tothesameinterface ]

TCP UDP SCTP
ASA
ICMP ASA
ACL
ICMP ICMP
ICMP ICMP
ping echo-reply 0 ASA
echo 8 ASA
DHCP
DHCP
IP
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2:
DHCP UDP 67 68 DHCP ASA
DHCP
EIGRP 88 -
OSPF 89 _
UDP Class D
224.0.0.0t0 239.X.X.X
RIP vi1 UDP 520 —
V2
ASA to-the-box

http ssh telnet

control-plane
to-the-box ACL

deny
ICMP ICMP
ICMP
EtherType
EtherType
EtherType
EtherType
. IPX MPLS 16
16 EtherType
. V2
. BPDU BPDU SNAP ASA
BPDU
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. EtherType

. BPDU BPDU VLAN
BPDU ASA VLAN

* Intermediate System to Intermediate System IS-IS

* |IEEE 802.2
* 802.3 type length
EtherType
EtherType
MPLS
MPLS Label Distribution Protocol Tag Distribution Protocol ~ TCP
ASA ASA
IP LDP TDP router-id ASA
MPLS LDP TDP
MPLS
Cisco 10S LDP TDP

interface ASA

mplsldp router-id interfaceforce

tag-switching tdp router-id interfacefor ce

sctp
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IPv6
IPv6

Per-User ACL

. ACL timeout uauth
. ACL
ACL log
SSH/HTTPS
FQDN
CPU
access-control

obj ect-group-sear ch threshold

IP

CLI 2 Cisco Secure Firewall ASA 9.24 CLI

IPv4

IPv6

AAA

syslog 109025

syslog

ACL

syslog

obj ect-group-search




ACL

ACL

FQDN

asprule-engine
transactional-commit access-group

« ASDM ACL
ASDM
ASDM CLI
. FQDN
DNS
FQDN
« DNS DNS
. FQDN
IP
DNS
FQDN
FQDN 100
100 FQDN
DNS
. FQDN DNS I
DNS
FQDN
IP
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. FQDN DNS TTL

ACL
ACL

access-group access_lis{ {in | out} interface interface_namé¢per-user-override | control-plane] |
global}

. EtherType ACL ACL
1 access-group 1 ACL
ACL ACL Ethertype ACL
BVI
ACL
«in ACL out
ACL
« interface
* per-user-override ACL
ACL
ACL ACL 10.0.0.0
ACL 10.0.0.0
ACL
ACL
VPN ACL
no sysopt connection per mit-vpn
vpn-filter
per-user-override
* per-user-override vpn-filter ACL
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B oow

* per-user-override vpn-filter ACL
VPN

e per-user-override vpn-filter VPN

. ACL to-the-box control-plane
deny
global
ACL
access-group
KRVWQDPH FRQEFHVV ORXWVLGH B D BAHMLMF DQ\KRVW HT

KRVWQDPH FRQQEFHVYV JURX®VLGHBD RFRHWWHUIDRPHW VLGH

access-list 80
access-group
access-list
IPv4 IPv6 ICMP
* ASA ICMP
* ASA ICMP
ICMP
ICMP ICMP
ICMP ICMP
ICMP ICMP
deny ICMP
ICMP
permit any
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ICMP B

ICMP 3

ICMP ICMP MTU
IPsec PPTP IPv6 ICMP
IPv6

ICMP

icmp {permit | deny} {host ip_addess| ip_addessmask| any} [icmp_typéinterface_name

icmp_type
ping echo-reply 0 ASA echo 8
ASA
any host ip_addessmask
ICMPv6 IPv6

ipv6 icmp {permit | deny} {host ipv6_addess| ipv6-networkprefix-length| any} [icmp_typé
interface_name

icmp_type

any host
ipv6-networkprefix-length

ASA ICMP

icmp unreachable rate-limit ratebur st-size size

1 100 1 1
10

ASA 1 ASA
set connection decrement-ttl
ASA
Time-to-Live TTL;

LFPXQUHDFKDEIDWMH OLPLWXUVW VL]H
FODVV PDSREDO FODVV
P DW FIKQ\
SROLF\ PDGREDOBSROLF\
FODVYOREDO FODVV
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VHWRQQHFWERBUHPHQW WWO

10.1.1.15 ICMP

KRVWQDPH FRQUEBSGHQKRVW LQVLGH
KRVWQDPH FRQUEBSHUPLDM\LQVLGH

10.1.1.15 ping

KRVWQDPH FRQUEBSHUPLHWRVW LQVLGH

ping packet-too-big
MTU

KRVWQDPH FRQUEY LFPSGHQDQ\HFKR UHSROX\WVLGH
KRVWQDPH FRQUEY LFPSHUPIDM\SDFNHW WRREWNLGH

2000:0:0:4::2 2001::/64
ping
KRVWQDPH FRQIEY LFPSSHUPLKWRVW HFKR UHSRXWVLGH
KRVWQDPH FRQUEY LFPSHUPLW HFKR UHSRXWVLGH

KRVWQDPH FRQUEY LFPSHUPIDM\SDFNHW WRREWNLGH

* clear access-list id counters

* show access-list [namg

ACE ACL

« show running-config access-group

ACL
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syslog .

syslog
syslog ASDM
syslog
106023 deny
ASA syslog
syslog 106100
syslog
106100 ACE ASA
ASA
syslog
ASA
0 1 ACE
ASA
IP IP
2
ACL
ICMP
sysla
106100 ACE ASA
ASA
ACE 32K
CPU
ASA
ASA
106101

access-list alert-interval secs
access-list deny-flow-max number
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ACL

NAT 1

KRVWQDPH FRQREMHERWIWZRIUNWVLGH VHUYHU
KRVWQDPH FRXXRYW
KRVWQDPH FRQDWLQVLGH RXWWWBWLF

KRVWQDPH FRQEFHVV ORVWYVLGHBDHMWHQGHUP W HQ\REMHEWVLGH VHUYHU
HTZZZ
KRVWQDPH FRQQEFHVV JURXYWVLGHBDRFRHWOWHUICRPHWVLGH

hr

KRVWQDPH FRQEFHVV OBYWH[WHQGHEUPLLVE DQ\DQ\
KRVWQDPH FRQEFHVV ORSWH[WHQGSHGUPLLVE KRV W DQ\
KRVWQDPH FRQEFHVV ORSWH[WHQGSHGUPLLVE KRV W DQ\

KRVWQDPH FRQIEFHVV JURKSLQLQWHUIDRHWLGH
KRVWQDPH FRQIEFHVV JURKSLQLQWHU I DKRH
KRVWQDPH FRQIEFHVV JURSBRXW QWHUIDRRHW VLG H

KRVWQDPRQILJ REMHFW JURNXSYLPADFORJ

KRVWQDPRQILJ VHUYLFWHUYLFH REMWHBMRXURHDQJH

KRVWQDPRQILJ VHUYLFWHUYLFH REMWHBMNRXURHDQJH GHVWLQDWLR
KRVWQDPRQILJ VHUYLFWHHUYLFH REMSY¥MF

KRVWQDPRQILJ VHUYLAWHUYLFH REMBB32WHVWLQDWDRQH

KRVWQDPRQILJ VHUYLWHUYLFH REMHAFSMFKR

KRVWQDPH FRQEFHVV ORXW VLG HB[FDHQGIHGUPLREMHFW JURBSORIQWHUIDFH
LQVLGHQ\

EtherType
ACL EtherType

KRVWQDPH FRQQEFHVYV O(VW5S5HWKHUWSSIK P LLVS [

,1)2 HWKHUWLASHLVVDYHBRFRQILDVHWKHUWMNEH LS|

,1)2 HWKHUWLASHLVVDYHBRFRQILDVHWKHUWGYH §S [

,1)2 HWKHUWLASHLVVDYHBRFRQILDVHWKHUWGYHD EDZ LS|
KRVWQDPH FRQQEFHVV O(VW5S5HWKHUWSSHPLRPEOV XQLFDVW
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KRVWQDPH FRQAEFHVV JURXI5LQLQWHUIDLRHLGH

ASA EtherType

KRVWQDPH FRQIEFHVV OLVWS5HWKHUWSSIMPLW

KRVWQDPH FRQIEFHVV OLVW5HWKHUWSSIMPLAPSOV XQLFDVW
KRVWQDPH FRQIEFHVV JURMSS5LQLQWHUIDRH/LGH
KRVWQDPH FRQIEFHVV JURMXSS5LQLQWHUICRRHWVLGH

EtherType 0x1256

KRVWQDPH FRQEFHVV OIQRQ, B WK HUWGSHH\
KRVWQDPH FRQEFHVV OIQRQ,BWKHUWSSIH P LDAD\
KRVWQDPH FRQEFHVV JURR®,BQLQWHUIDLKHLGH
KRVWQDPH FRQEFHVYV JURR®,BQLQWHUIDRPHW VLG H

7.0(2) ACL ASA

access-group

8.3(2)
access-group.
8.4(2)
ACL AAA
VPN
access-list extended
EtherType ACL  IS-IS 8.4(5) 9.1(2) ASA
EtherType ACL IS-1S

access-list ethertype {permit | deny} isis
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TrustSec 9.0(2) TrustSec
ACL
access-list extended
IPv4 IPV6 ACL 9.0(1) ACL IPv4 IPV6
IPv4 IPv6
any IPv4
IPv6 IPv4
any4 IPv6
any6 IPv6 ACL
IPvé ACL ACL
access-list extended accesslist
webtype
ipv6 access-list  ipv6 access-list webtype ipv6-vpn-filter
ICMP ICMP 9.0(1) ICMP ICMP
ACL access-list extended  service-object service
9.1(5)
asp rule-engine transactional-commit  show running-config asp
rule-engine transactional-commit clear configure asp rule-engine
transactional-commit
ACL 9.3(2) ACL
ACL
ACL
ACL

clear config-session clear session configure session
forward-reference show config-session

-

2 Cisco Secure Firewall ASA
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Stream Control Transmission Protocol | 9.5(2) sctp
SCTP
access-list extended
Ethertype IEEE 802.2 9.6(2) IEEE 802.2
Ethertype
bpdu
dsap 0x42
bpdu
access-list ethertype
9.7(1) Ethertype ACL
Ethertype
BVI
BVI
access-group accessist
ethertype
EtherType 9.9(2) EtherType Ethernet Il IPX Ell
IPX DSAP
DSAP BPDU
0x42 IPX OxEO Raw IPX OxFF ISIS
OxFE BPDU ISIS
EtherType
DSAP IPX
3 DSAP IPX DSAP Raw IPX Ell
IPX IPX  EtherType
IPX 3
EtherType
access-list ethertype
€ii-ipx dsap {bpdu | ipx | isis| raw-ipx}
captureethernet-typeipx
9.12(1)
object-group-search threshold
obj ect-group-search threshold
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ACL 9.18(1)
ACL
forwar d-referenceenable obj ect-group-search
access-control
9.22(1)
CPU
CLlI

clear asp table networ k-object
debugaclogs packet-tracer show access-list show asp table
network-group  show object-group

-

2 Cisco Secure Firewall ASA
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ASA Cisco TrustSec

ASA  Cisco TrustSec

« Cisco TrustSec 83

« Cisco TrustSec 92

« Cisco TrustSec ASA 95

« Cisco TrustSec 111

. Cisco TrustSec VPN 111
« Cisco TrustSec 113

« Cisco TrustSec 115

Cisco TrustSec

Cisco TrustSec ID

1 Cisco TrustSec
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. Cisco TrustSec  SGT SXP
Cisco TrustSec
L]
. IT
. URL

Cisco TrustSec

http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/index.html

. Cisco TrustSec

http:/Amww.cisco.com/clen/us/solutions/enterprise/design-zone-security/landing_DesignZone _TrustSec.html

* Cisco TrustSec ASA LAN WLAN

http:/Amwwicisco.com/clen/us/solutions/collateral/enterprise-networksitrustsec/solution_overview ¢22-591771.pdf

* Cisco TrustSec Cisco TrustSec

http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/trustsec_matrix.html

Cisco TrustSec  SGT SXP

Cisco TrustSec

RBAC
Cisco TrustSec
SGT
SGT SGT ACL
SGT RADIUS IEEE 802.1X Web MAC
MAB SGT IP

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI
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http://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/trustsec/solution_overview_c22-591771.pdf
http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/trustsec_matrix.html

|P-t0-SGT
SXP
SXP TCP
IP
Cisco TrustSec
. AR
VLAN DACL

Cisco TrustSec
Cisco ISE

PAP

Cisco TrustSec

CLI 2 Cisco Secure Firewall ASA

Cisco TrustSec .

SGT
SXP SGT ACL
SGT
Cisco TrustSec
SXP IP-SGT
TCP
64999 SXP
Cisco TrustSec
PC MACsec IP
PDP
PDP 802.1x MAB Web PDP
Security Group Access SGACL/SXP/SGT

Cisco Identity Services Engine ISE PDP

PIP
LDAP

Session Directory  IPS Communication Manager

PAP
Cisco TrustSec
Cisco TrustSec

Cisco Secure Access Control System 802.1x SGT

PAP
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.

AR  PDP
PEP

ASA

Cisco ASA
ASA

mktg-server

2 Cisco Secure Firewall ASA

PEP

PEP
PEP SXP
IP-SGT
Catalyst Switches
VPN SAN
PEP

mktg-corp-user mktg-server

SGT

AR

SXP

mktg-contractor
corp-server

Cisco TrustSec
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ASA .

Cisco TrustSec
Cisco TrustSec

. SGT

* SGT Cisco TrustSec

* ASA Cisco TrustSec IP-SGT

. 802.1x

ASA
Cisco TrustSec ASA ISE Protected Access Credential
PAC
PAC ASA ISE
ASA ISE PAC RADIUS
Cisco TrustSec
SGT
ISE
ASA
ASA
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B s

_mw

ASA
syslog

Cisco TrustSec

Cisco TrustSec

802.1X Web ISE
SXP IP-SGT
4. ASA SXP IP-SGT
IP SGT
ASA IP-SGT
IP-SGT
IPv4 IPv6 IP-SGT
SXP IP
IP-SGT
ASA ASA  SXP IP-SGT
5. ASA SGT
ASA ASA SGT
ASA
SGT
ASA
ASA
2 Cisco Secure Firewall ASA 9.24 CLI



ISE B

syslog ISE
ASA
syslog
ASA ISE
ISE
ASA
ISE
ASA
ISE ASA
syslog
* ASA
ASA
* PAP
ASA
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B s

* PAP
syslog

* PAP

ASA SXP IP-SGT
SXP
SXP
IP-SGT
ASA
ASA SXP SXP
ASA
. ASA IP-SGT
ASA

. SGT

SXP
SXP
SXP
syslog
SXP IP-SGT
ASA SXP SXP
IP-SGT
SXP
SXP IP-SGT SXP IP-SGT
SXP
IP-SGT
IP SXP IP-SGT

2 Cisco Secure Firewall ASA

.

9.24 CLI

IP-SGT
ASA

ASA

IP-SGT
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ISE

ISE

ASA

SXP

ASA  SXP

SXP

ASA  PAC

ASA

ISE

IP-SGT

ISE

SXP  IP-SGT
SXP
SXP
SXP
ISE
ISE ASA

[Administration] > [Network Devices] > [Network Devices]

[Add]
ASA IP
ISE

ASA  AAA
AAA

ASA

ISE
ASA

ASA

RADIUS

ISE

[Authentication Settings]

ISE
ISE

ISE

AAA

ISE

ASA B

Cisco TrustSec

ASA

AAA

[Policy] > [Policy Elements] > [Results] > [Security Group Access] > [Security Group]

CLI 2 Cisco Secure Firewall ASA
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B e

PAC

3 ASA

ASA

ISE [Security Groups]
4 [Security Group Access] ASA ID

PAC

PAC ASA ISE RADIUS
ASA

1 ISE
2 [Administration] > [Network Resources] > [Network Devices]
3 ASA
4 [Security Group Access (SGA)] [Generate PAC]
5 PAC

PAC

ISE
ISE PAC ASA TFTP FTP HTTP HTTPS
SMB PAC PAC
ASA

Cisco TrustSec

.

Cisco TrustSec

ASA
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* ASA

* ASA HA

* ASA ISE

* ISE PAC

* ASA

* ASA

IPv6

ASA IPv6  IPv6
IPv4

2 SGT

* SAP MACsec

* SGT ASA

ASA SGT

SGT

* Firepower 1010 VLAN

CLI 2 Cisco Secure Firewall ASA

Cisco TrustSec .

ASA PAC

ISE
Cisco TrustSec

ASA ASA
ASA

PAC

SXP AAA

EtherChannel

BVI

SGT

9.24 CLI .




. Cisco TrustSec

.

* ASA SXP 3
SXP
* ASA CiscoTrustSec CTS
* SXP
ASA

ASA

* Cisco TrustSec

IP-SGT

*« ASA Cisco TrustSec
* ASA SGT
o NAT SXP
* SXP
* SXP ASA
SXP
*« ASA SXP
SXP
ASA
SXP
*« ASA IP
ASA
. PAC
PAC
2 Cisco Secure Firewall ASA

ASA SXP

CoA

ISE

Smart Call Home

IP-SGT
NAT
IP-SGT
ASA
SXP
SXP
ASA
IP-SGT ASA
SXP
SXP
SXP
SXP IP
ASA ISE
ASA
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Cisco TrustSec ASA .

* PAC PAC
PAC ASA
ISE PAC ASA
ASA
ASA
. ISE ASA
SGT
ASA ASA
syslog
. ISE 1.0
* SXP ASA 2 SXP
6;:3 SHHE $6% 6;3 SHH
Cisco TrustSec ASA SXP
ASA no-NAT no-SEQ-RAND MD5-AUTHENTICATION TCP
SXP SXP TCP 64999
TCP
TCP ASA

DFFHVV OIBY3WO0' $&/H[WHQGHHUPIWFXRVWHHUIRYV\WHH UBGT
DFFHVV OlBY3WO' $&/H[WHQGHEBUP WFXRVWHHURRVWHHUBT

WFS P®BS$S3 0' 237,21 $//2:
WFS RSWLBRDYJH DOORZ

FODVV P®;S 0' &/$660%$3
PDWFKFFHVV OBYWO' $&/

SROLF\ PWSSHQVSHEBWWBUHVHWBGQVBPDS
SDUDPHWHUYV
PHVVDJH OH®DWMK®XP
SROLF\ PDEGREDOBSROLF\
FODV6;3 0' &/$660$3
VHWRQQHFWULBRQGRP VHTXHQFHGLXDEWH
VHWRQQHFWREBYDQFHG RS®BROQV237,21 $//2:
VHWRQQHFWRBYDQFHG RSWEBQMVDWH E\SDVV
VHUYLFH SROOREDOBSRODQREDO

Cisco TrustSec ASA

Cisco TrustSec ASA

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




. Cisco TrustSec AAA

Cisco TrustSec ASA
* |SE ASA 91
* |SE 91
* PAC 92
1 Cisco TrustSec AAA
2 PAC 98
3 Security Exchange Protocol 100
SXP
4 SXP 102
5 103
6 104
7 2
Cisco TrustSec AAA
Cisco TrustSec  AAA
AAA
. RADIUS
ASA RADIUS
* |SE ISE ASA

ISE

1 AAA ISE

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI
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96

106

ASA

ISE

ASA  AAA

ISE



Cisco TrustSec AAA .

aaa-server servertag protocol radius

FLVFRDVD FRQIDDD VHUYGSHWHUYBWRWRRRGGLXV

servertag

2 AAA
HILW

FLVFRDVD FRQILJ DDD VHUYHULWRXS

3 AAA AAA

FLVFRDVD FRQIDDD VHUWHWYHU WQWHUIDFH QIORPWHWWHUYHU LS

FLVFRDVD FRQIDDD VHUYGHWHUYHIUQVLGHKRVW

interface-name ISE
servertag AAA
Serverip ISE IP
4 |ISE ASA
NHANH\

FLVFRDVD FRQILJ DDD VHUYNH\RRMWOXVLYHNH\

key 127
ISE ISE  ASA ISE

5 AAA
HILW

FLVFRDVD FRQILJ DDD VHUYHWLWRVW

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .
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6 Cisco TrustSec AAA

FWWHUYHU JURPSVHUYHU JURXS QDPH

FLVFRDVD FRQHRWWHUYHU JURBX$HUYHU

AAA-servergroup-name 1 servertag AAA
ASA 1 Cisco TrustSec
Cisco TrustSec ISE ASA

FLVFRDVD FRQ@ADD VHUYBHWHUYBWRWRRRXGGLXV
FLVFRDVD FRQILJ DDD VHUYHULWRXS

FLVFRDVD FRQIDDD VHUYBHWHUYHUQVLGHKRVW
FLVFRDVD FRQILJ DDD VHUYNH\RRMWOXVLYHPXPEOHNH\
FLVFRDVD FRQILJ DDD VHUYH[LWRVW

FLVFRDVD FRQHRWWHUYHU JURBX$HUYHU

PAC

PAC
*« ASA PAC ISE Cisco TrustSec
ASA
* ISE PAC PAC
ASA PAC
. PAC NVRAM HA
PAC
NVRAM
. PAC PAC

PAC

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



PAC

«ASA  ISE PAC ASA
TFTP FTP HTTP HTTPS SMB PAC
PAC ASA

* ASA

Cisco TrustSec PAC

ctsimport-pacfilepathpassword value

FLVFRDVD FRQHAWMWPSRUW SONN [\] SDEDVVZRUG SDF

value PAC
ISE

filepath 1

e diskO disk0

e diskl diskl

« flash

«ftp FTP

e http HTTP

e https HTTPS
esmb SMB

. tftp TFTP

ehttp HTTP
« https  HTTPS
«smb SMB

«titp TFTP
PAC ASA

FLVFRDVD FRQARWMPSRUSMDFGLVN SDF S®BPVVZRKIGGHPH

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




. Security Exchange Protocol

3$&ILOHVXFFHVVIXDRPSRUWHG

Security Exchange Protocol

Cisco TrustSec Security Exchange Protocol SXP

1 UP/UP
SXP ASA SXP
SXP
show running-config

3:$51,1* 6;3 FRQILIXUDWIOR@ RFHVYOHDVZWLWRUD IHZPRPHQWG/U\DJDLQ ~

1 ASA SXP SXP

ctssxp enable

FLVFRDVD FRQRWW[SHQDEOH

2 SXP IP

cts sxp default source-ip ipaddress

FLVFRDVD FRQHRWW[SGHIDXOMRXUFH LS

ipaddress IPv4 IPv6
SXP IP ASA
IP
SXP
SXP IP ASA route/ARP
SXP SXP IP

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



Security Exchange Protocol .

ASA  route/ARP SXP IP

SXP TCP MD5
SXP

cts sxp default password [0 | 8] passwod

FLVFRDVD FRQRWW[SGHIDXGWVVZRUG): 7TUXVWG6HF

SXP
0
0 80
.8 162
ASA  SXP SXP
ctssxp retry period timervalue
FLVFRDVD FRQARWW[SUHWWHULRG
ASA
0 64000
120 0 ASA  SXP
SXP
ctssxp reconciliation period timervalue
FLVFRDVD FRQRWW[SUHFRQFLOLDMHIR@®G
SXP SXP ASA
SXP ASA
ASA SXP
ASA SXP
ASA
ASA
SXP

CLI 2 Cisco Secure Firewall ASA 9.24 CLI




B s

1 64000 120

6 SXP SXP IP-SGT
cts sxp delete-hold-down period timervalue

SXP IP-SGT
120 64000

FLVFRDVD FRQHRWW[SGHOHWH KROGSBRBERG

SXP
SXP SXP IP-SGT

1 SXPv2 IPv4

cts sxp mapping networ k-map maximum_hosts

SXPv2 SGT
ASA 1Pv4
IPv6
0 65535 0
SXP
SXP SXP

ctssxp connection peer peer_ip_addesgsourcesource_ip_addesg password {default | none} [mode
{local | peer}] {speaker | listener}

FLVFRDVD FRQRWW[SFRQQHFWSRKU SDVVZRGKGIDX®PWGBHHHVSHDNHU

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



SXP IP

peer_ip_addess

souice_ip_addess

ASA
SXP IP
IP

SXP

e default SXP

e none SXP
SXP

* |ocal

* peer SXP
SXP ASA

e speaker ASA

* listener ASA

ASA SXP

FLVFRDVD FRQRWW[SFRQQHFWIRIQU

SXP

SXP

SXP

IP-SGT

PRGBHHWVSHDNHU

FLVFRDVD FRQARWW[SFRQQHFWIRIQU

PRGBHHWVSHDNHU

ASA ISE
ASA
* ISE AAA
* |SE PAC
CLI 2 Cisco Secure Firewall ASA

1Pv4

IPv6

IPv4 IPv6

ASA  route/ARP

IP-SGT

SGT
ASA ISE

9.24 CLI

SXP

IP ASA

SXP

SDVVZRGBIDXOW

SDVVZRGEBIDXOW




-

* Cisco TrustSec ASA AAA
ISE
ISE ASA
ASA ASA
ISE ASA
ISE ASA
ASA
ISE
FWWHIUHVWKQYLURQPHQW GDWD
FLVFRDVD FRQAWWHIUHVHQYLURQPHQW GDWD
Cisco TrustSec ASA ACL

ACL

. ACL

ACE

* ACL

2 Cisco Secure Firewall ASA

47

Cisco TrustSec

9.24 CLI

26

Cisco TrustSec

Cisco TrustSec



sample_securitygroupl 10.0.0.0 255.0.0.0
10.0.0.0/8 IP

IP IP Active Directory
FQDN

ACL

REMHFW JUWRHXFSXULREMJIUS LW DGPLQ
VHEXULW\ JURXEBHW DGPLQ VJ QDPH
VHEXULW\ JURRXSE
REMHFW JUWRHFSXULREMJIUS KU DGPLQ
VHEXULW\ JURXBKU DGPLQ VJ QDPWLQJOWBQDPH
JURXS REMHWVWD GPLQ ORFDOGHILQHREMHFW JURXBEHVWREMHFW
REMHFW JUWRHFSXULREMJIUS KU VHUYHUYV
VHFEXULW\ JURXBKU VHUYHUV VJ QDPH
REMHFW JUWRHFSXULREMJIUS KU QHWZRUN
VHEXULW\ JURDRXSE
DFFHVV OKWWDFSOHUPUVWREMHFW JURXS VHREMIWS KU DBGRLQ
REMHFW JURXS VHREMIWS KU VHUYHUV

ACL

PDWFKUFKU DGPLQ VJ QDRPDQ\QHWZRWRGVWRVW
DFFHVV OLGW DFSHUPUWVHFEXULW\ JURDXBKU DGPLQ VJ @DRKRVW

PDWFKURKU DGPLQ VJ QDRFKKRVW WRGVW Q\
DFFHVV OLWBGWZ DFOHUPLUVB VHFXULW\ JURXBKU DGPLQ VJ XRNHAV DQ\

PDWFKUFRWDJ IURPDQ\QHWZRWRGVWU VHUYHUV VJ M@\RHWZRUN
DFFHVV OLWBWZ DF®OHUPULVB VHFXULW\ JUWRXS DQ\WHFXULW\ JURXS
QDPKU VHUYHUV VJ M®\PH

PDWFKUFRXVHPDUVURPDQ\KRVWRGVWU VHUYHUV VJ M@P\RHWZRUN
DFFHVV OLWBWZ DF®OHUPLVWB XVHB6&2?PDDQ\VHFXULW\ JURXS
QDPKU VHUYHUV VJ M®\PH

PDWFKUFRREMJUS KU DGWPRRDQ\QHWZRWRGVWEMJUS KU VHIDYHQMWZRUN
DFFHVV OLWBWZ DF®OHUPUWVB REMHFW JURXS VHREMIWS KU DGRLQ
REMHFW JURXS VHREMIWS KU VHWYHUV

PDWFKUFRXVHUDFNURPREMJUS KU QHWRRIBW XEQHW
WRGVWEMJUS KU VHIDYHQMWZRUN
DFFHVV OLWBGWZ DF®OHUPUVWB XVHB6&2?-DREMHFW JURXS VHFXULW\
REMJUS KU QHWZRUN REMHFW JURXS VHREMIWS KU VHWYHUV

PDWFKUFRXVHURPIURPVHFXULW\ JURNXEBDQ\IRRJIOH FRP

REMHEMWAWZRQMNW JRRJOH
ITGQIRRJOH FRP

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .
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DFFHVV OMWFSHUPULWVWS VHFQDPRNWDQ\REMHEMAW JRRJOH

, XVHURPRUREMHFWBJVRESULREMJUS KU DQPHGWREHPDWFKHG
PXOWLSRHVFDEHGHILQHXG/IROORZV
DFFHVV OLWBWZ DFGHUPLW XVHW&6&2?7RP
REMHFW JURXS VHREMIWS KU VHWYHUV
DFFHVV OLWBWZ DFGHUPUVSREMHFW JURXS VHREMIWS KU DGPLQ
REMHFW JURXS VHREMIWS KU VHWYHUV

Cisco TrustSec

SGT 16 1D
ASA
ID

SGT 2 SGT

ASA EtherType 0x8909

ASA
ID

2 SGT
2 SGT
5: 2SGT
2 Cisco Secure Firewall ASA 9.24 CLI



3:
SGT IP-SGT
cts manual SGT IP-SGT SGT IP-SGT
cts manual policy staticsgt |SGT policy staticsgt sgt_ number |SGT policy static sgt sgt_number
sgt_number
ctsmanual policy static sgt | SGT SGT |SGT policy static sgt sgt_number
sgt_numbetr usted
IP-SGT IP-SGT SGT
0x0
4:
cts manual
cts manual propagate sgt
cts manual no propagate sgt
to-the-box from-the-box
CLI 2 Cisco Secure Firewall ASA 9.24 CLI




5: to-the-hox from-the-box

.

to-the-box

to-the-box cts

manual

ctsmanual from-the-box

ctsmanual SGT IP-SGT
no propagatesgt
cts manual from-the-box SGT IP
cts manual
propagate sgt
IP-SGT IP-SGT SGT
0x0

inter face id

FLVFRDVD FRQUQWHUIDEIDELWHWKHUQHW

25GT

FWWDQXDO

CTS

FLVFRDVD FRQILJFWWDQXDO

2 Cisco Secure Firewall ASA

9.24 CLI



SURSDJDMW W

FLVFRDVD FRQILJ LI FWV P®RWRXDOIDI DWW W

CTS
policy static sgt sgt_numbeftrusted]

FLVFRDVD FRQILJ LI FWV PPRXIDRAWDWYBW

static
sgt sgt_number
2 65519
trusted SGT
SGT

2SGT

FLVFRDVD FRQIULQWHU IDRH

FLVFRDVD FRQILJFWWDQXDO

FLVFRDVD FRQILJ LI FWV P®RORXDOIDI DM W
FLVFRDVD FRQILJ LI FWV POERXIDRMW D WV BW

CLI 2 Cisco Secure Firewall ASA 9.24 CLI
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untrusted
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SGT




B eser

IP-SGT

-

IP-SGT

IP-SGT
ctsrole-based sgt-map {IPv4_addf/masRi | IPv6_addf/prefix]} sgt sgt_value

FLVFRDVD FRQRWWROH EDWH® PDS VIW
IPv4 IPv6 10.100.10.0/24
IPv6
sgt_value SGT 2 65519
SGT SGT
IP-SGT SGT policy static
sgt SGT
packet-tracer
packet-tracer
IP
FLVFRDVEDFNHW WUDFSXMQVLGWMFIQOLQH WDJ
VHEXULW\ JURXBSBOSKD VHFXULW\ JURKXS
ODSSLQHFXULW\ JURP®SKIWR3 DGGUHVYV
ODSSLQHFXULW\ JURKESDYR'R3 DGGUHVV
3KDVH
7\SH 5287( /22.83
6XEW\SHQSXW
SEHVXOW//2:
&RQILJ
$GGLWLRQ@DRBUPDWLRQ
LQ RXWVLGH
ORUH
SGT Cisco CMD EtherType 0x8909
capture capture-nametype inline-tag tag
SGT show capture
2 Cisco Secure Firewall ASA 9.24 CLI



Cisco TrustSec .

FLVFRDWODKREZEDSWXPHLQVLGH FDSWXUH

L1, 1( 78 ! LFPSHFKRIHTXHVW

L1, 1( 78 ! LFPSHFKRHSO\

L1, 1( T8 ! LFPSHFKRIHTXHVW

L1, 1( 78 ! LFPSHFKRHSO\
Cisco TrustSec ASA

,PSRUWQHQFU\SWH®G3$&ILOH
FWMPSRUW SO/ SDEDVVZRYIG/FR
&RQILIXUH IRUHQYLURQPGIIMMBRZQORDG
DDD VHUYMW VHUYHU SWRWR ARG LXV
DDD VHUYMW VHUYHU ORVW FLVFR
FWWHUYHU JURWS VHUYHU OLVW
&RQILIXBB SHHUV
FWW[SHQDEOH
FWWI[SFRQQHFWILRIQU SDVVZRGBIDX®PWGBSHHYSHDNHU
&RQILIXWH FXULW\ JURDASHSROLFLHV
REMHFW JUWRMXULREMJIUS LW DGPLQ
VHFXULW\ JURXPBHW DGPLQ VJ QDPH
VHFEXULW\ JURKXS
REMHFW JUWRMXULREMJIUS KU DGPLQ
VHFXULW\ JURXPBKU DGPLQ VJ QDPH
JURXS REMHWWGPLQ
REMHFW JUWRMXULREMJIUS KU VHUYHUV
VHFXULW\ JURXPBKU VHUYHUV VJ QDPH
DFFHVV OKWWDFBOHUPLWREMHFW JURXS VHREMIWS KU DGBLQ
REMHFW JURXS VHREMIWS KU VHUYHUYV
&RQILIXWHFXULWMRXBDIILGDXYWKHUQMBIJILQJ
LQWH U I DIREH
FWWDQXDO
SURSDJDM W
SROLP{WDWYBEW WUXVWHG
FWWROH EDWH® PDS VIW

Cisco TrustSec VPN

ASA VPN AAA
VPN
SGT VPN
2 Cisco TrustSec
AAA SGT

VPN SGT

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




VPN SGT

1 ISE AAA
VPN

2. ASA ISE AAA SGT

ASA P

3. ASA AAA

4., ASA AAA SGT IP 2

SGT
5. SGT Cisco TrustSec
AAA VPN SGT ASA

SGT SGT
0x0
ISE CoA ISE
VPN
VPN
VPN SGT
SGT
1 VPN SGT

a)

group-policy name

FLVFRDVD FRQWUURXSROLPWUSROLF\

b) SGT
security-group-tag {none | value sgt}

value 2 65519 SGT
none

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



a)

b)

c)

Cisco TrustSec

FLVFRDVD FRQILJ JURXS SHREOALEFLW\ JUR XS DAODXH

SGT

user name name{nopassword | passwor d passwod [encrypted]} [privilege priv_levell}

FLVFRDVD FRQMNVHUQDPHZXVBDVVZREIGDQJHRFU\SWSHUGA YLOHJH

username nameattributes

DVD FRQILXVHUQDPHZXVBWWULEXWHYV
DVD FRQILJ XVHUQDPH

SGT
security-group-tag {none| value sgt}

value 2 65519 SGT
none

FLVFRDVD FRQILJ XVHV@BRHLW\ JURX S DNODH

Cisco TrustSec

Cisco TrustSec

« show running-config cts
* show running-config [all] ctsrole-based [sgt-map]
IP-SGT

« show cts sxp connections

ASA  SXP

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




. Cisco TrustSec

* show conn security-group
SXP
* show cts environment-data
ASA Cisco TrustSec
* show cts sgt-map
IP

« show asp table cts sgt-map

« show ctspac

ISE ASA PAC PAC
30

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



Cisco TrustSec .

Cisco TrustSec

6: Cisco TrustSec

Cisco TrustSec 9.0(1) Cisco TrustSec ID

1 Cisco TrustSec

ASA  Cisco TrustSec

Cisco
TrustSec
IP
ASA
Cisco
TrustSec

access-list extended ctssxp enable ctsserver-group ctssxp
default ctssxpretry period ctssxp reconciliation period ctssxp
connection peer ctsimport-pac ctsrefresh environment-data
object-group security security-group show running-config cts
show running-config object-group clear configurects clear
configureobject-group show ctspac show ctsenvironment-data
show ctsenvironment-data sg-table show ctssxp connections show
object-group show configure security-group clear cts
environment-data debugcts, packet-tracer

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




. Cisco TrustSec

2 9.3(1)
SGT
2SGT
ASA
EtherType 0x8909
ctsmanual policy staticsgt propagatesgt ctsrole-based
sgt-map  showctssgt-map  packet-tracer capture show capture
show asp drop show asp tableclassify show running-config all
clear configureall write memory
Security Exchange Protocol SXP | 9.6(1) ASA  Cisco Trustsec
3 Cisco TrustSec SGT SXPv3
cts sxp mapping network-map ctsrole-based sgt-map  show cts
sgt-map  show ctssxp sgt-map  show asp table cts sgt-map
Trustsec SXP 9.8(3) SXP 120
120 64000
/ cts sxp delete-hold-down period show
ctssxp connection brief  show cts sxp connections

-

2 Cisco Secure Firewall ASA

9.24 CLI




Cisco Umbrella

Cisco Umbrella
DNS

FQDN

Cisco Umbrella

Cisco Umbrella

« Cisco Umbrella Connector
« Cisco Umbrella Connector
« Cisco Umbrella

« Cisco Umbrella Connector
« Umbrella Connector

» Umbrella Connector

« Cisco Umbrella Connector

Cisco Umbrella Connector

Cisco Umbrella

117
119
119
121
129
132
135

Cisco Umbrella Connector
Cisco Umbrella

DNS
Umbrella Connector DNS
DNS
DNS
2
DNS Cisco Umbrella
DNS EDNS
ID IP
FQDN
DNSCrypt DNS
cL 2 Cisco Secure Firewall ASA 9.24 CLI

Umbrella Connector

DNS

DNS

Cisco Umbrella
Cisco Umbrella

Umbrella Connector

Cisco Umbrella

EDNS




. Cisco Umbrella

Cisco Umbrella

Cisco Umbrella

API

.

Cisco Umbrella

. FQDN
Umbrella

. FQDN
Umbrella

[Enable Intelligent Proxy]

. FQDN
Cisco Umbrella
1P

Umbrella Connector

FQDN

Umbrella
HTTP
Cisco Umbrella

DNS

Cisco Umbrella

API/

Cisco Umbrella ASA 9.23(1)

2 Cisco Secure Firewall ASA

API

9.24 CLI

DNS

Cisco
DNS

Cisco
IP DNS
URL
[Security Setting] >

Umbrella

Cisco Umbrella
ID

Umbrella
ID

API API



Cisco Umbrella Connector .

API API/ API

1 API ISRG X1

2 Cisco Umbrella
3

4 API

5 Cisco Umbrella

Cisco Umbrella Connector

Cisco Umbrella Connector 3DES

Cisco Umbrella

Cisco Umbrella

. Umbrella Connector
ID Cisco Umbrella Connector

CiscoASA-ASA5515-Contextl

. Cisco
Umbrella
ID primary-serial-numbersecondary-serial-number

Cisco Umbrella

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




. Cisco Umbrella

. Cisco Umbrella
ID
* Cisco Umbrella DNS
DNS Cisco Umbrella
FQDN Umbrella
FQDN
* Cisco Umbrella Connector DNS
DNS HTTP/HTTPS
IP Web HTTP/HTTPS
FQDN  ping Cisco Umbrella
ping
Cisco Umbrella HTTP/HTTPS
FQDN
FQODN IP
. Cisco Umbrella DNS/UDP DNS/TCP
CiscoUmbrella DNS/TCP
DNS/TCP Umbrella
* Umbrella DNScrypt
UDP/443 DNScrypt Cisco Umbrella
DNS UDP/53 UDP/443
UDP/443  UDP/53 DNS
ACL
* DNScrypt IPv4
DNSscrypt IPv4  IPv6
* api.umbrella.com  api.opendns.com IPv4
IPv4 DNS
DNS
DNS

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



Cisco Umbrella Connector .

Umbrella

» 208.67.220.220 IPv4

* 208.67.222.222

¢ 2620:119:53::53 IPv6

* 2620:119:35::35
. Umbrella FamilyShield FamilyShield
. Umbrella

DNS
Umbrella
. Umbrella Cisco Umbrella
*« FQDN IP Web Cisco Umbrella
Umbrella
WAN DNS DNS
Cisco Umbrella
. HTTP DNS Cisco Umbrella
* NAT DNS46 DNS64 IPv4 IPv6
DNS
« EDNS IPv4  IPv6
. HTTPS DNS
DNS HTTP/HTTPS

Cisco Umbrella Connector

Cisco Umbrella DNS
Cisco Umbrella
FQDN

URL

Cisco Umbrella

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




. Cisco Umbrella CA

Cisco Umbrella

1 Cisco Umbrella https://umbrella.cisco.com
2 Cisco Umbrella CA 122
HTTPS
3 DNS DNS
Cisco Umbrella
DNS Cisco Umbrella
* 208.67.220.220
» 208.67.222.222
* 2620:119:53::53
* 2620:119:35::35
FLVFRDVD FRQIGQWGRPDLQ ORRNMWS/LGH
FLVFRDVD FRQIEQWGRPDLQ ORRRXSGH
FLVFRDVD FRQIEQWDPH VHUYHU
4 Umbrella Connector 124
5 DNS Umbrella 126
6 Umbrella 128
Cisco Umbrella CA
Cisco Umbrella HTTPS
HTTPS
Cisco Umbrella [ Deployments ] >[ Configuration ]>[ Root
Certificate ]

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



Cisco Umbrella CA

API Cisco Umbrella ISRG X1

pem https://letsencrypt.org/certs/isrgrootx1.pem

Umbrella

Umbrella
Umbrella

1 Cisco Umbrella

crypto ca trustpoint name

128 ctx1or umbrella_server

FLVFRDVD FRQIRU\SWRDWUXVW S RAVQ[W
FLVFRDVD FRQILJ FD WUXVWSRLQW

enrollment terminal

FLVFRDVD FRQILJ FD WUXVWSRRQWPWBWP LQD O
FLVFRDVD FRQILJ FD WUXVWSRLQW

crypto ca authenticate name

base 64
BEGIN CERTIFICATE END
CERTIFICATE

FLVFRDVD FRQILJ FD WUXVAUSEWRIWD XWKHQW LFW W H
(QWHWKHDVH HQFRGE&FHUWLILFDWH
(QGZLWKRVKHRUGTXLWRQD OLQHE\ LWVHOI

CLI 2 Cisco Secure Firewall ASA 9.24 CLI




. Umbrella Connector

Umbrella Connector

Cisco Umbrella Cisco Umbrella
API API
Umbrella DNS
Umbrella 126
Umbrella
* Cisco Umbrella API
Umbrella [ Admin ]>[API APl Keys ]
API
/
. Cisco Umbrella

https://login.umbrella.com/
16
AABBA59A0BDE1485C912AFE
Umbrella

* Cisco Umbrella

1 Umbrella
umbrella-global

FLVFRDVD FRQMREUHOOD JOREDO
FLVFRDVD FRQILJ XPEUHOOD

2 Cisco Umbrella API
token-request-credential api-key key value secret secet_value

Cisco Umbrella
Cisco Umbrella

FLVFRDVD FRQMREUHOOD JOREDO
FLVFRDVD FRQILJ XPEWRNHER UHTXHVW FUHGHQWLDO
DSL NH\N IHE G F E EFEG HGKWHFUHWIH GI F D D

3 Cisco Umbrella API

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI
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API
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FE



Umbrella Connector

API

token api-token

FLVFRDVD FRQMREUHOOD JOREDO

FLVFRDVD FRQILJ XPEWRNOEB % %$ $ %'( & $)(

3OHDWDNNXUBDOMWKHBPEUHOODPQQHFWBHUHTXLYVDWHADWLVILHG
'16 VHUYHWFRQILIXUMBUHVROMHEL RSHQGQV FRP
5RXWWRDSL RSHQGQW¥RRQILIXUHG

5RRWHUWLILFRWSPEUHOOWILVWUDWYRQVWDOOHG
8QLWDW ‘(6 OLFHQVH

DNS DNScrypt
DNScrypt

public-key hex_key
32 16 2 ASCIl 16
79 Cisco Umbrella

B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79

no public-key
no

FLVFRDVD FRQILJ XPEBHXEODF NH\
% ) (% ) (% & && & %( %N)$% &S )%

Umbrella
timeout edns hh:mm:ss

hours:minutes:seconds 0:0:0 1193:0:0
0:02:00 2

FLVFRDVD FRQILJ XPEWHE®EBMGEQV

Umbrella

Cisco Umbrella DNS
DNS
DNS
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B ons

Umbrella

local-domain-bypass ‘yegular_expression _ regex class regex_classmap

FLVFRDVD FRQMREUHOOD JOREDO
FLVFRDVD FRQILJ XPEWHREOD GRPDLQ EHHHEDPSWOH FRP

7 DNS Cisco Umbrella DNS

resolver {ipv4 | ipv6} ip_addess

Umbrella IPv4 IPv6
FLVFRDVD FRQILJ XPE WH®AD YLHBY
FLVFRDVD FRQILJ XPE WH®&D YLHBY
8 Cisco Umbrella
* [Token] [ Token ] API
* [Token-Request-Credential]
* [API-Key] Cisco Umbrella API
* [Secret-Key] API
DNS Umbrella
Umbrella DNS
DNS Umbrella
Umbrella  preset_dns_map DNS
DNS
Umbrella

Umbrella

DNS DNS

348
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DNS Umbrella B

1 preset_dns_map

FLVFRDVD FRQIBROLF\ PWSSHQVSHEBW\WUHVHWBGQVBPDS
FLVFRDVD FRQILJ SPIEDPHWHUYV
FLVFRDVD FRQILJ SPDS S

2 Umbrella Cisco Umbrella

umbrella >tag umbella_policy@ fail-open @

Cisco Umbrella Cisco Umbrella
ACL
Umbrella DNS DNS fail-open
Cisco Umbrella DNS
Umbrella DNS
DNS Umbrella DNS
DNS Umbrella

FLVFRDVD FRQILJ SPRBEXJHOIODRO RSHQ

3 DNScrypt Cisco Umbrella
dnscrypt
DNScrypt Umbrella
1
DNScrypt UDP/443 DNS
DNS UDP/443

FLVFRDVD FRQILJ SPBQWU\SW
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. Umbrella

FLVFRDVD FRQIBROLF\ PWSSHQVSHEBW\WUHVHWBGQVBPDS
FLVFRDVD FRQILJ SPDEDPHWHUYV

FLVFRDVD FRQILJ SPRBEJHOIODO RSHQ

FLVFRDVD FRQILJ SPBWU\SW

Umbrella
Umbrella DNS Umbrella
Cisco Umbrella Cisco Umbrella
ID
Umbrella
Cisco Umbrella HTTP
ID
200 401  API
403 /
405 API 409 Cisco Umbrella
UNKNOWN syslog 339011
Cisco Umbrella API Umbrella API token request
received no response api.umbrella.com
Umbrella
IP DNS

DVD FRQIL¥KRZHUYLFH SRQDMSHEW V
,QWHUIDE®VLGH
6HUYLFH SROLBREDOBSROLF\
&ODVV POLRVSHFWLRQBGHIDXOW
,QVSHFWQWUHVHWBGQVBPPSHW ORFNDLO GURS UHVHW GURS
PLQ SNW UDVBMWY VHF IDLO FORVMFWS GURS RYHUULGH
PHVVDJH OHODWH XPOLHDXWRGURS
PHVVDJH OHODWMK XP GURS
GQV JXDUFRXQW
SURWRFRO HQIRUFRHPRIQW
QDW UHZULIPRK QW
XPEUHOWHILVWUDWRR@HIDLO RSHMDJIGHIDXOWWDWXYV VXFFHVV
GHYLFH LGD E IEGIF DD
S8PEUHOIOIY UHVROYHU
S8PEUHOIOIY UHVROYHU
SPEUHOEDSDVY UHTLQMHFW VHQW UHWHFY LQMHFW
ORFDO GRPDLQ E\SDVV
"16FU\SWJUHVWFYG HQFU\SW E\SDVV LQMHFW
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Umbrella Connector .

"16FU\SWQJUHVMFYG GHFU\SW E\SDVV LQMHFW
"16FU\SWHUWLILFBWGBDWHRPSOHWLRQ@DLOXUH

umbrella ID

FLVFRDVD FRQMKRIXQQLQJ FRGRALF\ PDS

SROLF\ PWWSSHQVSHEW\WUHVHWBGQVBPDS
SDUDPHWHUV
PHVVDJH OH®© DWW XPOLH@OXWR
PHVVDJH OH®@DWMK XP
GQVFU\SW
XPEUHO®HYLFH LGD H IGG G
QRWFS LQVSHFWLRQ
SROLF\ PDGREDOBSROLF\
FODVVQVSHFWLRQBGHIDXOW
LQVSHBWWUHVHWBGQVBPDS

Umbrella Connector

Umbrella Connector

DNS Umbrella

Umbrella
DNScrypt Cisco Umbrella
Cisco
Umbrella /

Cisco Umbrella
Umbrella

FLVFRDVD FRQIEGQWGGRPDLQ ORRNXMS/LGH
FLVFRDVD FRQIGEGQWRPDLQ ORRRXSEGH
FLVFRDVD FRQIEGQWDPH VHUYHU

FLVFRDVD FRQNMBEUHOOD JOREDO
FLVFRDVD FRQILJ XPEWRNMHE UHTXHVW FUHGHQWLDO
DSL NH\ IHE G F E EFEG HGWHFUHWIH GI F D D FE

FLVFRDVD FRQIBROLF\ PWSSHQVSHEBW\WUHVHWBGQVBPDS
FLVFRDVD FRQILJ SPDEDPHWHUYV

FLVFRDVD FRQILJ SPRBEXJHOOD

FLVFRDVD FRQILJ SPBWU\SW
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Umbrella

Umbrella
Umbrella Umbrella
DNS/UDP DNScrypt
UDP/443
Mypolicy Cisco Umbrella
Cisco Umbrella /
Cisco Umbrella
Umbrella

FLVFRDVD FRQIEGQWRPDLQ ORRNXMYS/LGH
FLVFRDVD FRQIEGQWRPDLQ ORRRXSEGH
FLVFRDVD FRQIGQWDPH VHUYHU

FLVFRDVD FRQMBEUHOOD JOREDO
FLVFRDVD FRQILJ XPEWRNMHE) UHTXHVW FUHGHQWLDO
DSL NH\ IHE G F E EFEG HGWHFUHWIH GI F D D FE

FLVFRDVD FRQISROLF\ PWSSHQVSHBWWXPEUHOOD SROLF\
FLVFRDVD FRQILJ SPMDEDPHWHUYV

FLVFRDVD FRQILJ SPRBEJHOWDP\SROLF\

FLVFRDVD FRQILJ SPBWU\SW

FLVFRDVD FRQRHMHFW JUWRKXESYLKXHPEUHOOD VHUYLFH REMHFW
FLVFRDVD FRQILJ VHUYLFH REMNHW YVIURXEBEMBBOWHVWLQDWIBRPDLQ
FLVFRDVD FRQILJ VHUYLFH REMNHW YIURXBEMBBWHVWLQDWIRQ

FLVFRDVD FRQIDBFHVV OXWWRUHOOD HJMMH Q GFHHEU P L W
REMHFW JURPESJHOOD VHUY LFHDREDIG\FW

FLVFRDVD FRQIHQAODVY PBQV XPEUHOOD
FLVFRDVD FRQILJ FPDWHKFFHVV OXWEUHOOD DFO

FLVFRDVD FRQIBROLF\ PDQVLGH SROLF\
FLVFRDVD FRQILJ SFP@BVEQV XPEUHOOD
FLVFRDVD FRQILJ SPD@QVSEHBW\WXPEUHOOD SROLF\

FLVFRDVD FRQMRHUYLFH SRQOMLGH SRAIPNHUIDRHLGH

Umbrella

Umbrella
DNS
Umbrella
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Umbrella .

192.168.1.0/24 Umbrella

FLVFRDVD
FLVFRDVD
FLVFRDVD

Umbrella

FLVFRDVD
FLVFRDVD
FLVFRDVD

ACL

FLVFRDVD

FLVFRDVD
FLVFRDVD

Umbrella

FLVFRDVD
FLVFRDVD

FLVFRDVD
FLVFRDVD
FLVFRDVD
FLVFRDVD
FLVFRDVD

Domain Name System DNS Umbrella

DNS

FRQIBROLF\ PDGREDOBSROLF\
FRQILJ SPOBVVQVSHFWLRQBGHIDXOW
FRQILJ SPOBLOVSHBWYV

DNS

umbrella-policy

FRQISROLF\ PWWSSHQVSHEBWWXPEUHOOD SROLF\
FRQILJ SPMBDPHWHUYV
FRQILJ SPRBEIJHOWDP\SROLF\

192.168.1.0/24 UDP/53

FRQIDBFHVYV OBWVPWB ([FOX$HUP DWW S DQ\HT

FRQRAODVV PBBEUHOODB([FOXGH
FRQILJ FPDWFKFFHVV OBWVWB([FOXGH

UDP/53

FRQIRAODVYV P®EBEUHOODB,QFOXGH
FRQILJ FPPDB FXKRUWGHT

DNS
DNS

FRQISROLF\ PDGREDOBSROLF\

FRQIL) SFD®VYPEUHOODB([FOXGH
FRQILJ SPDGVEHBW YV

FRQILJ SEFDHVEPEUHOODB,QFOXGH
FRQILJ SPDGVISHBWWPEUHOOD SROLF\
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. Umbrella Connector

Umbrella Connector

Umbrella Connector

Umbrella

Umbrella DNS

show service-policy inspect dns >detail @

detail DNS Umbrella
Cisco Umbrella
HTTP

Umbrella

DNS DNS
Umbrella DNS

DVD FRQIL¥KRX¥HUYLFH SRQORSHEW V
,QWHUIDE®VLGH
6HUYLFH SROLEREDOBSROLF\
&ODVV PORVSHFWLRQBGHIDXOW
,QVSHFWQWUHVHWBGQVBPPMHWORFNDLO GURS UHVHW GURS
PLQ SNW UDVBMWY VHF IDLO FORVMFWS GURS RYHUULGH
PHVVDJH OHODWMK XPOLHOXWRGURS
PHVVDJH OHODWMKXP GURS
GQV JXDUWRXQW
SURWRFRO HQIRURHPRIQW
QDW UHZULPPRXQW
XPEUHOWHDILVWUDWRR@HIDLO RSHMDJIGHIDXOWWDWXY VXFFHVV
GHYLFH LGD E IEGIF DD
S8PEUHOIOIY UHVROYHU
S8PEUHOIOIY UHVROYHU
S8PEUHOEDSDVY UHTLQMHFW VHQW UHWHFY LQMHFW
ORFDO GRPDLQ E\SDVV
"16FU\SWJUHVWFYG HQFU\SW E\SDVV LQMHFW
"16FU\SWQJUHVVUFYG GHFU\SW E\SDVV LQMHFW
"16FU\SWAHUWLILFB®GIDWHRPSOHWLRQDLOXUH

DNScrypt

DVD FRQILV¥VKRXHUYLFH SROQOOMSHBW\GHWDLO
*OREDSROLF\
6HUYLFH SROLGEREDOBSROLF\
&ODVV POLRVSHFWLRQBGHIDXOW
&0ODVV PBEQVFU\SW
,QVSHFGBQWQVBXPEUH®MANHW ORFNDLO GURS UHVHW GURS
PLQ SNW UDVBNWY VHF IDLO FORVMFWS GURS RYHUULGH
PHVVDJH OHRDWK XPOLHMMXWRGEURS
PHVVDJH OH®DWMK XP GURS
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Umbrella  syslog .

GQV JXDUFRXQW

SURWRFRO HQIRUFRHPRW

QDW UHZULPRKQW

SPEUHOOWILVWUDWRR®HIDLO RSHMDIGHIDXOWWDWXY 68&&(66

GHYLFH LGDI DEI DEF UHWU\

S8PEUHOIOEY UHVROYHU
S8PEUHOIOEY UHVROYHU

SPEUHOEDSDVYV UHTLQMHFW VHQW UHWHFY LQMHFW

ORFDO GRPDLQ E\SDVV

SPEUHOD®S LEGDLO FRXQW
S8PEUHOI®RZDOORPLO FRXQW
8PEUHOBMRFNOORMBLO FRXQW
S8PEUHOPMLHQWRZH[SLUHGRXQW
S8PEUHOWHUYHORZH[SLUHGRXQW
S8PEUHOOWMTXHBWRSFRXQW
8PEUHOWMY SR QG/BIR SFRXQW

"16FU\SWJUHVWFYG HQFU\SWE\SDVV LQMHFW

"16FU\SWQJUHVMFYG GHFU\SWE\SDVV LQMHFW
"16FU\SWHQJWK URWFERXQW
"16FU\SWWGEDGGLBEUURWFERXQW
"16FU\SWQFU\SWHRIQRFRXQW
"16FU\SWDJLFBPLVPBWBRWFRXQW
"16FU\SWLVDEOH®XQW
"16FU\SWORZHUURWFERXQW
"16FU\SWRQFHUURWFERXQW

"16FU\SWAHUWLILFBWSGDWFHRPSOHWLRI@QLOXUH
"16FU\SBWHFHLYHWHU@GURBERXQW
"16FU\SBWHFHLYRDZURQBKDQQBORBRXQW
"16FU\SBWHFHLYD QQRWHXBURBRXQW
"16FU\SWRPHPRUYRFUHDWHKDQQRRXQW
"16FU\SBWHQ®RRXWSXWWHU I CFRK QW
"16FU\SBWHQ®SHBKDQQHILOHBRXQW
"16FU\SBWHQ®RKDQGBERXQW
"16FU\SWHQG XSEDLOXUAR XQW
"16FU\SWUHDWHUWSGDWRPHPRUWPRXQW
"16FU\SBWWRURHUWRPHPRUWFRXQW
"16FU\SWHUWLILFDQ@¥DODG QI WRXQW
"16FU\SWHUWLILFRD@HDOPBJILFRXQW
"16FU\SWHUWLILFD@HDOPGMRWHUVLREGXQW
"16FU\SWHUWLILFD@¥YDOPGQRYHUVLREGXQW
"16FU\SWHUWLILFR@¥HDONGJIQDWXRKQW

/IDVWMWXFFHVVIXO 87&0D\ /IDVWDLOHG@RQH
ODJLF16& ODMRAIHUVLRQ OLQROHUVLRQ
AXHUDDJILF[ H D G 6HULDIXPEHU
6WDUMPH 87&)HE
(QG7LPH 87&)HE
6HUYHHXEOLMH\
% % $ )$& ( (3% ( $(%s$' ) ) G
&OLH@BWFUHW\ +DVK
(& &% %$)'3$ )) % $)% &% % $$  &((
&OLH@WEOLNH\
&% )$ % ($ $ %$ $ %)) )% & % %) & $(&$ % $
10 NH\+DVK
) & & ' ") (( & % '$ & (
Umbrella syslog
Umbrella syslog

e %ASA-3-339001: DNSCRYPT certificate update failed for numbertries.
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. Umbrella  syslog

Umbrella
DNScrypt
Cisco Umbrella

*  9%ASA-3-339002: Umbrella device registration failed with error code error_code

* 400
Umbrella
* 401 API Umbrella
* 409 ID Umbrella
* 500 Umbrella

*  %ASA-6-339003: Umbrella device registration was successful.

*  %ASA-3-339004: Umbrella device registration failed due to missing token.
Cisco Umbrella API Umbrella

e %ASA-3-339005: Umbrella device registration failed after numbenetries.
syslog 339002

*  %ASA-3-339006: Umbrella resolver IP_addeessis reachable, resuming Umbrella redirect.

*  %ASA-3-339007: Umbrella resolver IP_addessis unresponsive and fail-close mode used, starting
probe to resolver.

Umbrella DNS
DNS
Umbrella
DNS

* API /
* %0ASA-6-339010 Cisco Umbrella API

* %0ASA-3-339011 Cisco Umbrella API
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Cisco Umbrella Connector .

* %0ASA-3-339012 Cisco Umbrella API %d
* %0ASA-3-339013 Cisco Umbrella API
* %ASA-3-339014 %d Cisco Umbrella API

Cisco Umbrella Connector

Cisco Umbrella 9.10(2) Cisco Umbrella
DNS
Cisco Umbrella
FQDN
FQDN Cisco Umbrella
URL
Umbrella DNS

umbrella umbrela-global token public-key timeout edns
dnscrypt show service-policy inspect dns detail

Cisco Umbrella 9.12(1) Cisco Umbrella
DNS

Umbrella DNS

DNS Umbrella

Umbrella
DNS Umbrella
local-domain-bypass resolver umbrellafail-open
Cisco Umbrella API 9.23(1) AP| Cisco Umbrella AP|

Cisco Umbrella

token-request-credential
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. Cisco Umbrella Connector
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7

Application Visibility and Control

Application Visibility and Control AVC

AVC

AVC

« Application Visibility and Control
« Application Visibility and Control
* Application Visibility and Control
« Application Visibility and Control
* Application Visibility and Control
* Application Visibility and Control
« Application Visibility and Control

Application Visibility and Control

1 Web

Application Visibility and Control
VDB

CLI 2 Cisco Secure Firewall ASA

IP

ACL
137
139
140
140
141
149
160
Application Visibility and Control
Web
Threat Defense
VDB 4,000

9.24 CLI




.

VDB

60
AVC
VDB
ACL AVC
VDB
ACL
AVC
IP
IP
* DNS / DNS / UDP/53
ASA DNS DNS
IP / / DNS IP
AVC
« HTTPS TLS Client Hello HTTPS SNI
SNI
TLS Client Hello IP
DNS SNI Client Hello
ID
AVC
« HTTP HTTP
HTTP
IP
ID
AVC

2 Cisco Secure Firewall ASA

9.24 CLI



AVC B

AVC
AVC

CDN IP

DNS IP
DNS 156

AVC

ACL AVC
QoS

ACL AVC

Application Visibility and Control

Application Visibility and Control

. 3DES

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




. Application Visibility and Control

Application Visibility and Control

« Cisco Secure Firewall 6100

Application Visibility and Control

VDB
AVC
VDB
VDB
DNS DNS
VDB
VDB
. 1
AVC
VDB HTTPS
CA
VDB
AVC
VDB 70 MB
VDB
2 Cisco Secure Firewall ASA 9.24 CLI

.

VDB

AVC

AvC

support.sourcefire.com

VDB

AVC

VDB

450 MB



Application Visibility and Control

* DNS AVC DNS
DNS
dnstrusted-source
* DNScrypt DNScrypt DNS
DNS DNS
dnscrypt
* DNS UDP/53 DNS DNS
TCP/53 HTTP/HTTPS DNS
* TLS Client Hello HTTP
* QUIC DTLS IP

Application Visibility and Control

Application Visibility and Control AVC

ACL AVC

ASA General Operations CLI Configuration Guide

Licensing
2 DNS DNS
DefaultDNS DNS
DNS
ASA General Operations CLI Configuration Guide
Basic Settings Configure the DNS Server
3 DNS DNS

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .
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. Application Visibility and Control

DNS
DNS  /
DHCP
DNS
4 DNS
DNS
AVC DNS
347

5  support.sourcefire.com

Operations CLI Configuration Guide

6 CA
VDB

7  Application Visibility and Control

8

9 AVC 145

10

. CLI 2 Cisco Secure Firewall ASA

DNS DNS /

DNS DNS
DNS DNS

DNS
showdns DNS

DNS
DNS
DNS

19

DNS
DNS

VDB
HA

ping

ASA General

AVC

143
144

AVC

9.24 CLI
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Application Visibility and Control .

ACL AVC
ACL ACL

AVC 145 AVC
ACL

1" VDB 148

Application Visibility and Control

VDB ACL
Application Visibility
and Control AVC

AVC AVC
no avc AVC

Application Visibility and Control 140
VDB

1 Application Visibility and Control

avc

avc VDB
FLVFRDVD FRQIDYF
2 VDB
show avc status AVC
VDB
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FLVFRDVD FRQMKRDYF/WDWXV
$98& $SSOLFDWIRQ ELOLMQ@RQWURQL$%/(' 5($'<
9'% FRQWDLQDOSGHILQLWLRBQZQORDNMGDWXAZ 72 '$7(
9'%YHUVLREXUUHQW ODVW

9'%ODVWSGDWMW 87&%$SU ODVWSGDWMW W HFLBW 87&$SU
QH[WSGDWMW 87&0D\
9'%GRZQORDL®N
KWWSV DXWR XSGDWH DXWR GO FJL 'RZQORDG ILOHV &LVFRB9'%B)LQJHUSULQWB'DWDEDVH VK 5(/ WDU
syslog AVC syslog
158
VDB
AVC
AVC
_gaming_ AVC
AVC _gaming_
ACL
AVC

* show avctop n
show avctop 20
20

* show object-group network-service _avc visibility_nsg_ detail
show object-group network-service _avc visibility _nsg detail | include hitent=[1-9]
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AVC B

AvVC
AVC

« show object networ k-service detail
show object networ k-service detail | include hitent=[1-9]
AVC

object-group network-service name
name

b)
network-service-member name

my_social_networking

ACL
my_social_networking

REMHFW JURKBZRUN VHPYB¥RFLDOBQHWZRUNLQJ
QHWZRUN VHUYLFH PHWVERN

QHWZRUN VHUYLFH pPOHARHEHERRN

QHWZRUN VHUYLFH FDPVEWSS S

AVC

AVC

VDB

ACL
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B e

.

AVC

ACL AVC
AVC

63

access-list access_list_namedine line_number@extended “deny _ permit ™ protocol_agument
souice_addess_agument dest_addess_agument 3og >3evel @ dinterval secs@ _ disable _

default @@ >time-range time_range_named >nactive @

« access_list name ACL
. lineline_number ACE
ACL
. deny
permit
. protocol_agument IP
ip

ip

. source_addess_agument

FQDN dest_addess_agument
FQDN AVC

obj ect-group-networ k-service
obj ect-group-network-service

2 Cisco Secure Firewall ASA 9.24 CLI
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AVC B

* host ip_addess IPv4
* ip_addessmask 10.100.10.0 255.255.255.0 IPv4

* ipv6-addess/pefix-length 1Pv6

any any4 any6 any IPv4 IPv6
any4 IPv4 any6  IPv6
e interface interface_name ASA IP

e object nw_obj_id object network

* object-group nw_grp_id object-group network

* obj ect-group-networ k-service name

. log ACE
access-group ACL
log syslog 106100
6 300
elevel 0 7 6
ACE
e interval secs syslog 1 600
300
« disable ACE
* default 106023
log
. time-range time_lange_name ACE
ACE
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B vos

. ACE inactive
inactive ACE

FLVFRDVD FRQIDBFHVYV OIGWPWSHUPLVE DQ\
REMHFW JURXS QHWZRUBIEXNUYHMY B

dmz

DFFHVV OIGPWSHUPLVSDQ\REMHFW JURXS QHWZRUBIEXNUYHWVY B
DFFHVV OIGPVYGHQLSDQ\REMHFW JURXS QHWZRUBJDRUYPLBH

VDB

AVC VDB
VDB

Application Visibility and Control 140
VDB

1 VDB

avc download vdb

FLVFRDVD FRQIDYFGRZQ O RDEE

2 VDB
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Application Visibility and Control

AVC show avc status
VDB

FLVFRDVD FRQMKRDYF/WDWXV

$98& $SSOLFDWARQ ELOLMQ@RQWURQL$%/(' 5($'<
9'% FRQWDLQDOSGHILQLWLRBQZQORDNMGDWXAZ 72 '$7(
9'%YHUVLREXUUHQW ODVW

9'%ODVWSGDWMW 87&$SU

ODVWSGDWMW W H FLBW 87&$SU QH[WSGDWMW 878&0D\
9'%GRZQORDL®NKWWSYV DXWR XSGDWH DXWR GO FJL 'RZQORDG
ILOHV &LVFRB9'%B)LQJHUSULQWB'DWDEDVH VK 5(/ WDU

syslog AVC syslog

158
AVC
VDB AVC
show avc status
$9& $SSOLFDWIRWELOLDMQ@RQWURQ@$% /(' 5($'<
9'% FRQWDLQROSGHILQLWLBRZQORDMEDWXBB 72 "$7(
9'%YHUVLRERXUUHQW ODVW
9'%ODVWSGDWMW 87&%$SU ODVWSGDWMWWHPSW
DW 87&%$SU QH[WSGDWMW 87&0D\

9'%GRZQORDL®NKWWSYV DXWR XSGDWH DXWR GO FJL

'RZQORDG ILOHV &LVFRB9'%B)LQJHUSULQWB'DWDEDVH
AVC
* ENABLED/DISABLED AVC

« READY VDB
AVC
*« NOTREADY VDB
VDB
CLI 2 Cisco Secure Firewall ASA 9.24 CLI
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VDB
* UP-TO-DATE VDB

* INITIALIZATION
* PROGRESSING
* RETRY

« FAILED VDB
syslog

* VDB

6
861003

DNS

copy

FLVFRDVD FRQHARSWKWWSY VXSSRUW VRXUFHILUH FRPEQ®HHY VWM O
$GGUHRVQDPRI UHPRWRVWVXSSRUW VRXUFHILUH FRP@"

", QYDOIKRVWGGUHRVQDPH

(UURBDUVLQUOHQDPIHRVXFIGHYLFH

« VDB
ping

* SSL CA

. AVC

 show avctop n

FLVFRDWOKRDYFRNRS
$9& 7RS $SSKLWYV
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$SSOLFDWIZRQ@7RN-LWERXQW
$SSOLFDWIROHBSRM WERXQW
$SSOLFDWLDREOHERRALWERXQW

« show object-group network-service _avc visibility nsg_detail
show abject-group network-service _avc visibility_nsg_detail | include hitcnt=[1-9]

_avc_visibility nsg_ VDB AVC
AVC
AVC

FLVFRDWOKRREMHFW JURKWZRUN VHBYLYFRBYLVLELOLWGBQWIBO
REMHFW JURKKWZRUN VHBDYHABYLVLELOLWEBQBRPREG [IGII KLWFQW

QHWZRUN VHUYLFH HREFHG\QDPLRLWFQW
GHVFULSWIRML QHOHVWRUDDRG&DFNXS
GRPDIDGULYH FEBRG LS KLWFQW

QHWZRUN VHUYLFH PRHPIRQG\QDPLRLWFQW
GHVFULSWIRML QUHWDLOAHERRNYVQ®RVWWKHWRRGYV

GRPDIDPD]RQ FFERG LS KLWFQW
GRPDIDPD]RQ MRENG LS KLWFQW
GRPDIDPD]RQ LBLG LS KLWFQW
GRPDIDPD]RQ HBLG LS KLWFQW
GRPDIDPD]RQ GELG LS KLWFQW
GRPDIDPD]RQ FR ENG LS KLWFQW
GRPDIDPD]RQ FR HBG LS KLWFQW
GRPDIDPD]RQ FBLG LS KLWFQW
GRPDIPQPHGLD DPD]R QERRP LS KLWFQW

« show object networ k-service detail

show object networ k-service detail | include hitent=[1-9]

dynamic  app-id AVC

AVC 4,000

FLVFRDVWOKRRAREMHRMWMWZRUN VHWGHWBLO
REMHERMWZRUN VHU¥URNHG\QDPLRLWFQW
GHVFULSWIRML QHOHVWRUDDR&DFNXS

DSS LG

GRPDIDGULYH FEBG LS KLWFQW
REMHRMWZRUN VHUYRPHRQG\QDPLRLWFQW
GHVFULSWIRMWL QUHWDLOAHERRNYVQ®RVWWKHWRRGYV

DSS LG

GRPDIDPD]RQ FHERG LS KLWFQW
GRPDIDPD]RQ MRENG LS KLWFQW
GRPDIDPD]RQ LBLG LS KLWFQW

GRPDIDPD]RQ HBLG LS KLWFQW

GRPDIDPD]RQ GEHLG LS KLWFQW

* show service policy

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




-

ACL

FLVFRDWOKRXZHUYLFH SRGRE\LFH

,QWHUIDE®VLGH
6HUYLFH SROWKWURWWOHBPDS
&ODVV PISSSBWKURWWOHG
PDWFKFFHVV ODWSBWKURWWOHG
QHWZRWHWUYLREMHRBWRXS FDWHBRBELOHBDSSOLFDWLRQB
"H&KDWLWFQW :KDWVS$SISLWFQW
,QSXWROLF@WHUIDE®VLGH
FLU ESVEF E\WHV
FRQIRUPHGSDFNHWY E\WHVDFWLRQWUDQVPLW
H[FHHGHG SDFNHWVY E\WHVDFWLRQWBURS
FRQIRUPHBSV H[FHHG ESV
&ODVV POIFXVWRPBDSSBWKURWWOHG
PDWFKFFHVV OEXWWRPBDSSBWKURWWOHG
QHWZRWHWWYLREMHREBWRXS FDWHERUWRPBDSSBWKURWWOHG
7ZLWWHUKLWFQW
,QSXWROLF@WHUIDE®VLGH
FLU ESVEF E\WHV
FRQIRUPHGSDFNHWY E\WHVDFWLRQWUDQVPLW
H[FHHGHGSDFNHWVY E\WHVDFWLRQWURS
FRQIRUPHBSV H[FHHGESV

AVC VDB AVC

AVC IP
DNS

show avctop n
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FLVFRDWDKRDYFNRS

$9& 7TRS $SSKLWYV
$SSOLFDWI/RQ7RNLWERXQW
$SSOLFDWIERRHBESRW W&RXQW
$SSOLFDWYORQHERRALWE&RXQW

AVC

FLVFRDWDKRDYFNRS

$9& 7TRS $SSKLWYV
$SSOLFDWISRQLYH+LW&RXQW
$SSOLFDWISRP@Q]RQ+LWE RXQW

$SSOLFDWLBRSERFLWERXQW
$SSOLFDWLRAD\+LWERXQW
$SSOLFDWLRAD%LG+LWERXQW

DNS

FLVFRDWDKRLQWS FDFKH
'16 VQRRSLQ@IJIFDFKH LQXVH PRVWVHG
$GGUHVV 'RPDLQ ,GOH VHFLPHRXWLW FRX@WXUFH

1 DNS

FLVFRDWOKRXZHUYLFH SRQQMSHBW V
*OREDSROLF\
6HUYLFH SROLGEREDOBSROLF\
&ODVV PDRVSHFWLRQBGHIDXOW
,QVSHFWQWLJUDWHGBGQVBFIFRBHW ORFINDLO
GURS UHVHW GURSPLQ SNW UDVWNWY VHF IDLO FORVH
VFWS GURS RYHUBH8WMDJH OHQDWK XPOLH@XWRGURS

inspect dns UDP/53 DNS /
DNS
DNS DNS
show avc top
2 DNS DSNcrypt
show service-policy inspect dns DNScrypt DNScrypt
dnscrypt inspect dns
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'"16FU\SWIJUHVVWFYG HQFU\SW E\SDVV LQMHFW
'"16FU\SWQJUHVMFYG GHFU\SW E\SDVV LQMHFW
"16FU\SWHUWLILFBWGBDWHRPSOHWLRQ@DLOXUH

DNS DNS

show dns DNS DNS

FLVFRDWXKRZBGQV
,1)2 QRDFWLYDWHSG

"16 TUXVWBIRXUFHQDEOHG)' +&36HUYHIRQILIXUHG

'16 7TUXVWBIRBXUFHQDEOMG'+&3&0OLHQWDUQHG

'16 7TUXVWBIRBXUFHHQDEOHRG)'+&35HODAHDUQHG

"16 7TUXVWBIRBXUFHHQDEOMG'16 6HUYHIRQILIXUHG

"16 7TUXVWBIRBXUFGIRW QDEOMG7UXVW DQ\

'16 TUXVWBIRBXUFH\SH ,3V ,QWHUIDFHGOH 7LPHRXKMF

«

dnstrusted-source

DNS
FLVFRDWIKRIXQQLQJ FRGIQV
GQWGRPDLQ ORREPR®IHPHQW
'16 VHUYHU JURIXBXOW'16
QDPH VHUYHU PDQDJHPHQW
GQWUXVWHG VIXUFH
DNS DNS
DNS
TLS ClientHello HTTP
DNS TLS/HTTP
TLS Client Hello SNI
HTTP
DNS DNS
AVC
IP
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CDN
show dnsip-cache IP
tiktok.com  fidelity.com IP
IP
FLVFRDVD FRQMKRZLGQWS FDFKH
‘16 VQRRSL@JIFDFKH LQXVH PRVWVHG
$GGUHVYV '‘RPDLQ ,GOH VHFLPHRXWLW FRX@WRXUFH
VDOHVIRUFH FRP ‘16
ILGHOLW\ FRP ‘16
WLNWRN FRP ‘16
JDPHVSRW FRP ‘16
AVC AVC

« show avc allowed

FLVFRDWKRDYFDOORZHG

$FFHVV /LDWFKLWFQW
1IHWZRUN 6HUYLFHBEXRX® HVRIBWFQW
$SS2IILFH KLWFQW
$SSOLFURVRIKEWFQW

« show avc blocked

FLVFRDWOKRDYFEORFNHG
$FFHVV /LDWFKLWFQW
IHWZRUN 6HUYLFHFXWRVRSP BD S SBE O REWIFQW
$SSTLN7RNKLWFQW
IHWZRUN 6HUYLFHBIDRXQJIBLWFQW
$SS*DPHEWRKIWFQW
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DNS

-

show object networ k-service

Fox News 3
VDB

FLVFRDWOKRREMHRMAWZRUN VHUYMI[FHHZV"

REMHERMWMWZRUN VHBW[FIHZVG\QDPLRLWFQW
GHVFULSWHEQRUWDRUQHZXSGDWH

DSS LG

PHPEHU 3BPXOWLPHGLDB WE YBZHEBVHUYLFHVBSURBQGHAVB~

«

show avc app-category

FLVFRDWDKRDYFDSS FDWHJRU\

JDPLQREMHFW JURKWZRUN VHBYDPHQJBG [IGI] KLWFQW
PRELOHSSOLFDWREMHFW JURKSBZRUN VHBPRELOHBDSSOLFD®LRGHBI
KLWFQW

VRFLD@HWZRUNIREMHFW JURKSZRUN VHBYRFHDOBQHWZRUGLQIIH |
KLWFQW

EXVLQHWEMHFW JURKSZRUN VHBEXWVH QHVIVMB [IGI] KLWFQW
GDWDEDREMHFW JURXSZRUN VHBGIDAMD EDGAMBD PLEG [IGII G KLWFQW
HGXFDWLRBEMHFW JURKWZRUN VHBHIGHFDWILRQBPLEG [IGII H KLWFQW
DNS DNS IP

DNS
152

show dnsip-cache

FLVFRDVD FRQMKRLQWS FDFKH
'16 VQRRSLQ@IFDFKH LQXVH PRVWVHG

$GGUHVV 'RPDLQ ,GOH VHFLPHRXWLW FRX®WXUFH
VDOHVIRUFH FRP '16
ILGHOLW\ FRP '16
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AvVC
WLNWRN FRP
JDPHVSRW FRP
TTL 2 24
TTL 2 TTL 2
24
VDB AVC

AVC

networ k-service reload

FLVFRDVPHWZRUN VHUWYHLCRID G

AVC
show object networ k-service detail

AVC

clear AVC

* clear avc

FLVFRD VRO HDWDY F
e clear object >d object name _ network-service @

AVC
id

FLVFRDVIPOHDREMHEMIWZRUN VHUYLFH
FLVFRDVIBOHDREMHREBQYV

e clear object-group >d object_name _ network-service @
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. AVC syslog

AVC
id networ k-service

FLVFRDVIBOHDREMHFW JURKXWZRUN VHUYLFH
FLVFRDVAPOHDREMHFW JURSEVJ]

AVC syslog
AVC syslog
« 861001: AVC AVC .app_data
Creating AVC app directory .app_data failed; Invalid directory.
AVC
* 861002: AVC URL_link .app_data
Downloading file from link URL_linkto directory .app_data succeeded.
VDB
« 861003: AVC URL_link .app_data

Downloading file from link URL_link
to directory .app_data failed; no such device.

VDB DNS
* 861004: AVC sf.xml VDB VDB
VDB Getting VDB version from file sf.xml
failed; Cannot locate the VDB update signature to get VDB version.
VDB
» 861005: AVC sf.xml VDB VDB
VDB Getting VDB file
path from file sf.xml failed; Cannot locate the VDB file path signature to get VDB file path.
VDB
* 861006: AVC sf.xml VDB VDB

VDB Getting VDB file
name from file sf.xml failed; Cannot locate the VDB file name trailer to get VDB file name.
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AVC syslog .

VDB

* 861007: AVC
dynamic-config.json Loading
network service (app) definition file (dynamic-config.json) failed; file not found.

VDB

* 861008: AVC
dynamic-config.json Loading network service (app) definition
file (dynamic-config.json) success.

* 861009: AVC VDB
sglite.vdb Loading app category definition file
failed; Opening VDB sqlite.vdb error.

VDB
* 861010: AVC
ID NS AVC: Loading app category
definition file warning; No corresponding NS found for category nameapp id number
ID

« 861011: AVC Loading
app category definition file success.

* 861012: AVC NSG NSG

error_string AVC: Installing visibility NSG failed; ERROR: cannot create
internal visibility NSG; error_string

_avc_visibility_nsg_
NSG

« 861013: AVC NSG Installing visibility NSG
success.
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. Application Visibility and Control

Application Visibility and Control

Cisco Secure Firewall 6100

Application Visibility and Control

9.24(1)

AVC IP

AVC
VDB

avc avcdownload
vdb clear avc clear object-group network-servicereload
showavc show service-policy

app-id

Cisco Secure Firewall
6100

.
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Cisco ASA

VMware vCenter VMware ESXi 1
1
ACL ESXi
HTTPS vCenter 1 ESXi
IP
1
ESXi KVM
HyperV ASA
ESXi
. 163
. 164
. 172
. 173
IPv6
* IPv6 vCenter
* |Pv6 IP IPv6
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« vCenter

Azure

1
2 vCenter
3
4
vCenter
/

vNIC
NAT
IP VMware
vCenter IP
ASA vCenter
AmazonWeb Services AWS Microsoft
VMware ESXi
vCenter
164
ESXi VM
166
168
170
ACL
ASA
vCenter
vCenter [Summary] [Notes]
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vCenter .

[Notes]

6: vCenter [Summary]

XML [Notes]

&EXVWRP$SWWULEXWHV!
SWWULEXWSHH DWWULEXWH WOSH DWWULEXWH YDOXH !

&XVWRPSWWULEXWHV!

2

vCenter BuildMachine
build madine
host-map
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1 vCenter
2 [Summary]
3 [Notes] [Edit]
4 [Edit Notes]

XML

&EXVWRP$SWWULEXWHV!
SWWULEXWSH DWWULEXWH WOSH DWWULEXWH YDOXH !

&XVWRPSWWULEXWHV!

5 [OK]

role project
XML

&XVWRPSWWULEXWHV!

SWWULEXWSHH UROWDOXH 'HYHORSHU !
SWWULEXWSH SURMHMDMOXH $OSKD !
&EXVWRPSWWULEXWHV!

VM

vCenter ESXi VM
VMware
vCenter vCenter

VM vCenter

. vCenter

vCenter
. 1
IP
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VM B

. 1 1
. vCenter
1 vCenter ESXi 1 ASA
vCenter
vCenter
vCenter VM attributesource-group agent-name

type agent-type

KRVWQDPH FRQAQWWULEXRXUFH JURXSIHQMASHHV[L

agent-name VM type

ESXi
vCenter host ip-addressuser name ESXi-usernampasswor d
ESXi-passwat
KRVWQDPH FRQILJ RRNWAU XVHDGPLRDVVZRYIGVFR
vCenter keepaliveretry-interval interval retry-count
count

KRVWQDPH FRQILJ BWMSDOIWHWUN WLPHUHWU\ FRXQW

30 3

VM show attribute source-group agent-name

KRVWQDPH FRQIL)J DMDMWWULEXRXUFH JURXSIHQW
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$WWULEBDWHIQRW$IHQW
$IJHQW\SH(6;L
$IJHQWWDWHIDFWLYH
&RQQHFWLRDQWERQQHFWHG
+RVWGGUHVV
5HWUMQWHUYDOVHFRQGYV
5HWURRXQW

[Agent State]

KRVWQDPH FRQILJ BWWU

VMware ESXi 1
ACL 1
engineering eng_lab
1 obj ect-group-sear ch access-control

KRVWQDPH FRQREMHFW JURXS VIHHFHAKY FRQWURO

object-group-search

object network object-id

KRVWQDPH FRQREMHREMWAWZROMNY
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3 attribute
agent-nameattribute-typeattribute-value

KRVWQDPH FRQILJ QHWZRUDNVRWE VHEXOH HQAXVWRP URMOYHHORSHU

agent-name VM <XREF>
host
attribute-type attribute-value attribute-type
custom.
Developer
dev VM vCenter
custom.ole

KRVWQDPH FRQREMH M W ZREMY
KRVWQDPH FRQILJ QHWZRUNVRE MHEXMSH H QMK VWRP URIOHHORSHU

Automation

test VM vCenter
custom.ole

KRVWQDPH FRQREMHREMWWZRWNVW
KRVWQDPH FRQILJ QHWZRUNVWRE MHEXMWH HOAMXVWRP UROWMRPDWLRQ

Alpha

project VM
vCenter custom.poject

KRVWQDPH FRQREMHREMWWZRIWNRMHFW

KRVWQDPH FRQILJ QHWZRUDNVRWE VMHEXWH HQAMXVWRP S URMMHS KD

VM
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KRVWQDPH FRQILJ DMRMOIWWULEXRXUFH JURXSIHQW

$WWULEBDWHIQW$IHQW
$IJHQW\SH(6;L
$IHQWWDWSFWLYH
&RQOQHFWLRDWERQQHFWHG
+RVWGGUHVYV
5HWULQWHUYDOVHFRQGYV
5HWURRXQW
$SWWULEXWHAXHVSHWQGLQJ
FXVWRP SURMHFW
FXVWRP UROH

ACL

1 ACE
ACE

ACL ACL 40

1 ACL ACE

access-list access_list_namextended {deny | permit} protocol _agumentobject
souice_object_namebject dest_object name

KRVWQDPH FRQQEFHVY OIOME DFFHMWHQGSHUP LV REMH W YREMH R VW

 access_list name ACL
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. deny
per mit
. protocol_agument IP
* name number ip

* obj ect-group protocol_grp_id object-group protocol

. object object network
source_object_name

. object object networ k
dest_object_name

2 ACL 1 access-group
access_list_ namfin interfaceinterface_namé¢global}

KRVWQDPH FRQQEFHVY JURBKE DFFHVWQM L QWHUIDFEKHWLGH

. ACL ACL 1 access-group
ein ACL
* interface
global
ACL
ACL

KRVWQDPH FRQQEFHVY OIOME DFFHMWHQGSHUP LV REMH W YR EMH R VW
KRVWQDPH FRQEFHVV JURBE DFFHWOWEDO
KRVWQDPH FRQMKRDFFHVY OLVW
DFFHVV OFODWKHI®/ORJORZVWRWDOGHQLHGGHQ\ IORZ PDJ[
DOHUW LQWHUYDO
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DFFHVV OIOVWE DFFHVVWHWOHPHQWUPHKDVK|[ E E
DFFHVV OIOVWE DFFHOMVMOH H[WHQGSHHGUP LLV8 REMH FOM YR EM H FWWH VK LW F QW
[ DEH
DFFHVV OIOWE DFFHMWQH H[WHQGHHUPLWBREMHIBMY REMHRMWWMVW KLWFQW
[ DEH

* show attribute host-map

« show attribute object-map
object-to-attribute
* show attribute source-group

VM

host-to-attribute

KRVWQDVKRDWWULEKRWHW P8O O
, 3 $GGUHVV $WWWAEX®HMRUPDWLRQ

6RXUFH $SWWULEXWH 9DOXH
90$JHQW FXVWRP SURMHFW $O0SKD
90$JHQW FXVWRP UROH $XWRPDWLRQ
90$JHQW FXVWRP UROH 'HYHORSHU

object-to-attribute

KRVWQDVFKRDWWULERBWMHFW PDGO
IHWZRPEMHFW $WWULERWHQIMRUPDWLRQ

2EMHFW
6RXUFH $SWWULEXWH 9DOXH
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GHY

90$JHQW FXVWRP UROH '"HYHORSHU
WHVW

90$JHQW FXVWRP UROH $XWRPDWLRQ
SURMHFW

90$JHQW FXVWRP SURMHFW $O0SKD

KRVWQDVFKRDWWULEXRXUFH JURXS
S$WWULEBDWHQMN$IHQW

$IHQW\SH(6;L
$IHQWWDWSFWLYH

&RQQHFWLRDQWERQQHFWHG

+RVWGGUHVYV

5HWUMQWHUYDOVHFRQGV

S5HWURRXQW

SWWULEXBWHWQPRRQLWRUHG

FXVWRP UROH

9.7.(1)

VMware
ESXi

object network attribute

attribute agent-namaeattribute-typeattribute-value

attribute source-group agent-nameype agent-type

host ip-addressusername ESXi-usernampasswor d ESXi-passwat

keepaliveretry-interval interval retry-count count

ASA 5506-X 9.10(1)
5508-X 5512-X 5516-X VM

ASA 5506-X 5508-X 5512-X 5516-X
VM
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» Network Address Translation NAT
* NAT 243

177

MAP
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Network Address Translation NAT

NAT
« NAT 177
« NAT 178
o NAT 184
. NAT 194
. PAT 202
. NAT 217
. NAT 229
« NAT 234
« NAT 234

1P IP
IPv4 P
RFC 1918 1P
«10.0.0.0  10.255.255.255
«172.16.00 172.31.255.255
©192.168.0.0  192.168.255.255
NAT 1 1P
NAT 1P 1P
NAT
1
NAT

NAT
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o |P NAT IP
. IP
IP
*IPv4 IPV6 IPv4 IPv6
NAT
NAT NAT
NAT
. / / /
NAT
NAT
. /
NAT
IP
. NAT
2 Cisco Secure Firewall ASA 9.24 CLI
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NAT

NAT B

. NAT IP IP
NAT 1
NAT

NAT

. NAT IP

IP

NAT 194
. PAT IP 1 IP
IP
PAT 202
. NAT IP IP
NAT 217
. NAT
NAT
NAT
NAT 229
NAT twice NAT
NetworkObjectNAT twice NAT 2
twice NAT Network Object NAT
Network Object NAT \oice over IP \VoIP
\VolIP
NAT
NAT Network

ObjectNAT NAT
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B twicenar

IP IP Network
Object NAT
sourceA/destinationA  sourceA/destinationB
twice NAT
1
twice NAT
twice NAT 1
sourceAl/destinationA  sourceA/destinationB
NAT
NAT Telnet
Telnet 2323 23
23 2323 Telnet
NAT
NAT twice NAT
NAT NAT
. NAT
NAT IP
IP NAT
IP
NAT
* twice NAT
NAT
NAT
twice NAT
Cisco Secure Firewall ASA 9.24 CLI
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NAT B

. NAT
. NAT
IP IP 1
2 2 1
/
e twice NAT 1 1
1
1 twice NAT
Al
A A/ B
* NAT
. NAT NAT
 twice NAT NAT Network Object NAT
NAT twice NAT 3
1 1 2
3 1
2 3
0 NAT
xlate
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.

7:NAT

1 |twice NAT
twice NAT
1
2 1
NAT
IP
1
10
IP
10.1.1.0
11.1.1.0
IP
abracadabra  catwoman
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NAT B

3 |twice NAT 3

+192.168.1.0/24

+192.168.1.0/24

+10.1.1.0/24

+192.168.1.1/32

*172.16.1.0/24 def

*172.16.1.0/24 abc

*192.168.1.1/32

«10.1.1.0/24

«192.168.1.0/24

* 172.16.1.0/24 abc
«172.16.1.0/24 def

+192.168.1.0/24

NAT

NAT
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BVI
NAT

NAT

NAT

NAT

NAT

NAT
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BVI
NAT
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outside

NAT

NAT

BVI

NAT

PAT



IPv6 NAT B

IPv4 IPv6 NAT64/46
NAT/PAT 44/66 NAT44/66
PAT44 PAT66
NAT64/46
IPv6 NAT
NAT IPv6
. IPv4  1PV6
. IPv4  IPV6
2 IPv6 2 IPv4
. IPv6
PAT NAT66
. NAT /64 IPv6
«FTP  NAT46 IPv4 FTP IPv6 FTP
EPSV
EPRT PASV PORT IPv6
IPv6 NAT
NAT IPv6 IPv4 IPv6

« NAT66  IPV6-to-1Pv6 NAT

NAT PAT IPv6 NAT

NAT twice NAT
« NAT46  IPv4-to-IPv6 NAT IPv6

IPv4
NAT
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twice NAT IPv6 /96
IPv4 IPv6
IPv4 32 IPv6
IPv6 /96 IPv4
32 201b::0/96 192.168.1.0/24
192.168.1.4 201b::0.192.168.1.4 164
IPv4
0s IPv4
IPv6 IPv4 2 IPv6
2 IPv4
* NAT64 IPv6-to-IPv4 IPv6 IPv4
IPv4 PAT
* NAT RADIUS
NAT BVI
NAT
o VPN VTI NAT
VTI NAT VPN
VTI VPN NAT
[any]
o NAT 1 NAT
NAT
IP
0bj-10.10.10.1-01
0bj-10.10.10.1-02
. VPN ESP
NAT VPN
ESP
ESP UDP 500 4500
. PAT VPN UDP 500 4500
VPN PAT
SA
2 Cisco Secure Firewall ASA 9.24 CLI
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NAT B

* NAT
NAT cLli
clear xlate
VPN NAT clear
conn
NAT NAT
NAT PAT
clear xlate clear conn
* SCTP NAT
NAT/PAT Twice NAT
SCTP
* NAT
IP
1 IPv4  IPv6
1
e twice NAT NAT any any
IPv4  IPv6 ASA
NAT IPv6-to-1Pv6 IPv4-to-1Pv4
ASA NAT any
any IPv6 IPv4
any IPv6 "any"
"any" IPv4
IPv4
any IPv4
. NAT
. IP
. IP any
PAT
cL 2 Cisco Secure Firewall ASA 9.24 CLI
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. IP

. IP

. NAT VPN IP

. VPN
. NAT

PPTP xlate
PPTP
* NAT VPN
« NAT PAT
NAT 322

. NAT ARP

NAT ARP

NAT 255

* arp per mit-nonconnected

NAT any
ARP

NAT
* NFS Sun RPC PAT PAT

1024 NFS

NFS 1024
Permission Denied
1024
PAT 1 1023
1024
NFS
* NAT
NAT

* NAT
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NAT B

asp rule-engine transactional-commit nat

. PAT
SIP NAT SIP
« Protocol Independent Multicast PIM NAT
o twice NAT ISP
NAT
ISP
NAT
NAT
. NAT ASP
nat-no-xlate-to-pat-pool
NAT
* GRE NAT
«DHCP  BOOTP UDP/67 68 BOOTP
DHCP BOOTP NAT
DHCP
DHCP
. xlate
[ Connection Events ]
xlate
TCP
xlate xlate
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NAT
networ k
o1
IPv6
. NAT
. PAT
. NAT

2 Cisco Secure Firewall ASA
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NAT

object network

1Pv4

NAT

PAT

NAT

PAT

PAT

IPv6

NAT

IPv4

PAT

NAT

object-group

186

PAT



Twice NAT B

NAT

. NAT

Twice NAT

NAT 4

any NAT
interface

object
networ k obj ect-group network

Twice NAT

°1 IPv4 IPv6
IPv4
IPv6 1

. 1P NAT 186
. PAT

. NAT

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




.

Twice NAT

. IP
NAT IP PAT
1
PAT
. PAT
1 PAT
PAT

o NAT NAT

U 1 1
o NAT

IP

o NAT NAT

* Twice NAT IP

NAT
Twice NAT
Twice NAT
NAT
twice NAT 180
. NAT
IP
2 Cisco Secure Firewall ASA 9.24 CLI



FQDN B

. 1 1
NAT /
interface
* www.example.com
FQDN 193
IP FQDN
twice NAT www.example.com
Web
FQDN DNS NAT
DNS
DNS
. IP
IPv6 FQDN IPv6
IPv4 FQDN
IPv4
NAT FQDN
NAT 1 NAT
FQDN
FQDN IP DNS
Twice NAT

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




NAT

object service

Twice NAT
* NAT TCP UDP SCTP
TCP SCTP
Twice NAT SCTP
SCTP
NAT
e notequal neq
. NAT NAT
. PAT PAT
. NAT NAT
NAT
DNS
. NAT NAT
NAT
NAT
NAT
NAT IP

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



NAT B

NAT

NAT NAT

8: NAT
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NAT

NAT
NAT
PAT 1 64,000
PAT PAT
NAT PAT
PAT
* GRE 0 IP
. 1
NAT NAT
1 object network
obj ect-group networ k
. IP
NAT IP PAT
1
PAT
2 NAT object network obj_name

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



NAT B

KRVWQDPH FRQREMHRMAWZRRAINKRVW REM

IPv4
IPv6
* host {IPv4_addesg IPv6_addesg IPv4 IPv6
10.1.1.1 2001:DB8::0DB8:800:200C:417A
« subnet {IPv4_addessdPv4_maskIPv6_addesgIPv6_piefix} IPv4
10.0.0.0255.0.0.0 IPv6
2001:DB8:0:CD30::/60
 range start_addessend_addess IPv4 IPv6
KRVWQDPH FRQILJ QHWZRURKRREWHFW
IP NAT 1
NAT
nat [(real_ifcmapped_iff] dynamic mapped_objinterface [ipv6]] [dns]
real_ifc mapped_ifc
any,outside
any any
. IP IP
. PAT interface
PAT IP
IP ipv6
IPv6 mapped_ifc
interface
* DNS dns DNS DNS
NAT DNS 272
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-

NAT

KRVWQDPH FRQILJ QHWZRURCREMWEWH RXWVE\GHDP B33 ('B,36QWHUIDFH

10.2.2.1
NAT

10.2.2.10 192.168.2.0

KRVWQDPH FRQREMHRM W ZRRANUDQJH REM

KRVWQDPH FRQILJ QHWZRUNDREMHFW

KRVWQDPH FRREMHRMI WZRRANLQVLGH QHW

KRVWQDPH FRQILJ QHWZR UMXEENHIF W

KRVWQDPH FRQILJ QHWZRURIREMWEWH RXWVGGHDPLIPA UDQJH REM

PAT NAT
10.76.11.0 nat-rangel 10.10.10.10
10.10.10.20 nat-rangel
pat-ipl 10.10.10.21 PAT
PAT
PAT

KRVWQDPH FRQREMH MW ZRQYDNW UDQJH
KRVWQDPH FRQILJ QHWZRUNDREMHFW

KRVWQDPH FRQILJ QHWZRUR ERVEVEMAW Z R&EINW L S
KRVWQDPH FRQILJ QHWZRUKRRBWHFW

KRVWQDPH FRQILJ QHWZR U R EREMWE WURKE ZRQNW SDW JUS
KRVWQDPH FRQILJ QHWZRU R HREIRLFNW R EREVFIVD W UDQJH
KRVWQDPH FRQILJ QHWZRU R HREMHFW R EREFMFVS\D W L S

KRVWQDPH FRQILJ QHWZRURERVEHVPWEFWZ RRABQHWBREM
KRVWQDPH FRQILJ QHWZR UWYXREENHMFW
KRVWQDPH FRQILJ QHWZRUNDRHEAMWVEWH RXWVG\@DPLFDW SDW UQ®HUIDFH

NAT PAT IPv6
IPv4 2001:DB8::/96
IPv4d_NAT _RANGE 209.165.201.30  209.165.201.1
IPv4_NAT_RANGE
IPv4_PAT 209.165.201.31 PAT
PAT

PAT

KRVWQDPH FRQREMHRMWIWZRBN B1$7B5%1*(
KRVWQDPH FRQILJ QHWZRUNDREMHFW

KRVWQDPH FRQILJ QHWZRUREREMVPWHWZ RBN B3$7
KRVWQDPH FRQILJ QHWZRUKNRRBWHFW

2 Cisco Secure Firewall ASA 9.24 CLI



Twice NAT B

KRVWQDPH FRQILJ QHWZRURERVEHWWWF WURKWB ZR,BN B*5283
KRVWQDPH FRQILJ QHWZRUQ HREMHAFNW R ERVEHVFEBW B1$7B5$1*(
KRVWQDPH FRQILJ QHWZRUQ HREMHFNW R ERVEHMFWE BW B3$7

KRVWQDPH FRQILJ QHWZRURERBMMIHWZ RRABQHWBREM
KRVWQDPH FRQILJ QHW ZR UM XREENIMF W%
KRVWQDPH FRQILJ QHWZRUQDRMEAMNVNEWH RXWVEGDPLBY B*5288BQWHUIDFH

Twice NAT

nat

CLI

NAT  Twice NAT

interface

NAT

2 Cisco Secure Firewall ASA

PAT

FQDN

NAT

nat

9.24 CLI

obj ect network
object-group network

any

NAT

IP PAT




-

Twice NAT

3 NAT

nat [(real_ifcmapped_ify [line | {after-auto [line]}] source dynamic {real_obj| any} {mapped_obj
[interface [ipv6]]} [destination static {mapped_objinterface [ipv6]} real_ob] [service
mapped_dest_svc_oalgal_dest_svc_op[dns] [unidirectional] [inactive] [description desd

real_ifc mapped_ifc
any,outside
any any
. NAT NAT
1 NAT 181 1
3 NAT
after-auto line
° any
. PAT interface
PAT IP
IP
ipv6 IPv6
mapped_ifc
interface
NAT interface
ipv6 IPv6
interface service
real_ifc
NAT 217
2 Cisco Secure Firewall ASA 9.24 CLI



Twice NAT B

NAT
service

* DNS dns DNS

DNS

dns
NAT DNS 272
unidirectional

inactive inactive

. description 200

KRVWQDPH FRQIDWLQVLGH RXWWFRHUFH QDPIOR,QVIHW7B322/
GHVWLQDWIWMOWGEAUYHU BPDSHEHBHVHUYLPE33('B69R($/B69&

209.165.201.1/27 203.0.113.0/24
10.1.1.0/24 NAT

KRVWQDPH FRQREMHRWWZRUK, (B1:
KRVWQDPH FRQILJ QHWZR UNXEENHIF W

KRVWQDPH FRQREMHRMAWZRWHINB3('B
KRVWQDPH FRQILJ QHWZRUNDREMHFW

KRVWQDPH FRQREMHRMAWZRWHIB3('B
KRVWQDPH FRQILJ QHWZRUNDREMHFW

KRVWQDPH FRQREMH M W ZRGXS9 (56B
KRVWQDPH FRQILJ QHWZR UNXEENHF W

KRVWQDPH FRQREMH M W ZREXS9 (56B
KRVWQDPH FRQILJ QHWZR UNXEENHF W

KRVWQDPH FRQDWLQVLGH RXWWRXUFRGAQDPLEG,'(B1:0$33('B
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PAT

-

GHVWLQDWWDWEF9(56B6(59(56B
KRVWQDPH FRQIDWLQVLGH RXWW.RBHUFGAQDPLEG,' (B1:0$33('B
GHVWLQDWWDWEF9(56B6(59(56B

IPv4 209.165.201.1/27 203.0.113.0/24
IPv6 2001:DB8:AAAA::/96
NAT

KRVWQDPH FRQREMHRWWZRUK, (B1:
KRVWQDPH FRQILJ QHWZRUMNXEENHMF WS $$$$

KRVWQDPH FRQREMH FOM W Z ROSNS 3 (' B
KRVWQDPH FRQILJ QHWZRUNDREMHFW

KRVWQDPH FRQREMH FOM W Z ROSNS 3 (' B
KRVWQDPH FRQILJ QHWZRUNDREMHFW

KRVWQDPH FRQREMH FOM W ZRGX1S9 (56 B
KRVWQDPH FRQILJ QHWZR UNXEENHMF W

KRVWQDPH FRQREMH FOM W ZRGX1S9 (56 B
KRVWQDPH FRQILJ QHWZR UNXEENHF W

KRVWQDPH FRQDWLQVLGH RXWWFRHUFGQDPLEG, (B1:0$33('B
GHVWLQDWWDWEF9(56B6(59(56B
KRVWQDPH FRQDWLQVLGH RXWWFRHUFGAQDPLEG, (B1:0$33('B
GHVWLQDWWDWEF9(56B6(59(56B

PAT

PAT
PAT 1
1 IP
10.1.1.1:1025 10.1.1.1:1026
PAT NAT
2 Cisco Secure Firewall ASA 9.24 CLI



PAT B

10: PAT
PAT
PAT 30 PAT
xlate
PAT
any
PAT
PAT 1
ASA IP PAT
IPv6
PAT NAT66
PAT
NAT  PAT
NAT 322
PAT IP
DoS
PAT PAT
CLI 2 Cisco Secure Firewall ASA 9.24 CLI




B e

PAT

PAT
PAT

. 1024 65535

1024

512
512
xlate PAT
e PAT 1024 65535
1
1023 22 SSH
1024 65535
. PAT 2
1 PAT
PAT

. PAT IP

. PAT IP 10,000
PAT PAT

. PAT

NAT 322
. PAT PAT PAT
NAT PAT
PAT 10.1.1.1
PAT 10.1.11
NAT
* PAT PAT

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



PAT B

*ICE TURN \olIP PAT ICE

TURN PAT
. PAT
. PAT

PAT
. PAT IP
IP
* PAT / PAT
IP
PAT PAT

PAT
. PAT

NAT /IP /

NAT
PAT NAT
PAT NAT
1 obj ect networ k

obj ect-group network

1 PAT
PAT

2 NAT object network obj_name
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PAT

KRVWQDPH FRQREMHREMAWZRRANKRVW REM

IPv6

* host{IPv4_addesq IPv6_addesg IPv4 IPv6
10.1.11 2001:DB8::0DB8:800:200C:417A

* subnet {IPv4_addesdPv4_masklPv6_addess IPv6_peefix}
10.0.0.0255.0.0.0
2001:DB8:0:CD30::/60

 range start_addessend_addess IPv4 IPv6

KRVWQDPH FRQILJ QHWZRUNDREMHFW

4 IP PAT
NAT

IPv4

IPv4
IPv6

nat [(real_ifgmapped_if§] dynamic {mapped_inline_host_imnapped_obj| pat-pool mapped-obj
[round-robin] [extended] [include-reserve] [block-allocation] | interface [ipv6]} [interface [ipv6]]

real_ifc mapped_ifc

any,outside
any any

. IP IP
» mapped_inline_host_ip
* mapped_obj

* pat-pool mapped-obj

* interface[ipv6] IP
ipv6
mapped_ifc

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI




PAT B

interface
IP
* PAT 1
e round-robin PAT
PAT
PAT
2
PAT /
 extended PAT PAT
IP 65535
PAT
PAT 65535 PAT
192.168.1.7:23 10.1.1.1:1027 192.168.1.7:80
10.1.1.1:1027
e include-reserve 1
1023 1024 65535
* block-allocation
PAT NAT 1
1024 65535
round-robin extended
PAT
. PAT interface [ipv6]
PAT PAT
PAT
IP ipv6 IPv6
mapped_ifc
interface

KRVWQDPH FRQILJ QHWZRU R CREMHFRXWVLGHQDPLRWHUIDFH
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Twice PAT

10.2.2.2 192.168.2.0
PAT

KRVWQDPH FRQREMHRMWZRRANLQVLGH QHW
KRVWQDPH FRQILJ QHWZR UMXEENHMF W
KRVWQDPH FRQILJ QHWZRURIREMWEWH RXWVEGDPLF

192.168.2.0
PAT

KRVWQDPH FRQREMHERMWIWZRRAINLQVLGH QHW
KRVWQDPH FRQILJ QHWZR UWNXREENMFW
KRVWQDPH FRQILJ QHWZRUNDREMNVEWH RXWVGEEHDPLRWHUIDFH

PAT  PAT IPv6
IPv4

KRVWQDPH FRQREMHRWMWZR,BN B322/

KRVWQDPH FRQILJ QHWZRUNDREMHFW

KRVWQDPH FRQREMHRWWZRBN B,16,'(

KRVWQDPH FRQILJ QHWZR UNXERNHF W%

KRVWQDPH FRQILJ QHWZRURNDREMWEWH RXWVE\GDPLSDW SRRBY B322/

Twice PAT

PAT  Twice NAT

object network
obj ect-group network
FQDN

nat any

nat
interface

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



Twice PAT B

* NAT

nat interface

1 PAT
PAT

NAT

PAT

nat [(real_ifgmapped_if] [line | after-auto [line]] source dynamic {real-obj| any} {mapped_obj
[interface[ipv6]] | pat-pool mapped-obfround-robin] [extended] [include-reserve] [block-allocation]
[interface [ipv6]] | interface [ipv6]} [destination static {mapped_objinterface [ipv6]} real_obj
[service mapped_dest svc_otgal _dest_svc_op[unidirectional] [inactive] [description descriptior]

real_ifc mapped_ifc
any,outside
any any
. NAT NAT
1 NAT 181 1
3 NAT
after-auto line
° any
any

L]

* pat-pool mapped-obj
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Twice PAT

* interface[ipv6] IP
PAT
ipv6 IPv6
mapped_ifc
interface PAT
PAT
PAT IP
IP
PAT 1
e round-robin PAT
PAT
PAT
2
PAT /
* extended PAT PAT
IP 65535
PAT
PAT 65535
PAT 192.168.1.7:23 10.1.1.1:1027
192.168.1.7:80 10.1.1.1:1027
e includereserve 1
1023 1024 65535
« block-allocation
PAT NAT 1
1024 65535
round-robin
extended
PAT
NAT
interface ipv6
IPv6 interface
2 Cisco Secure Firewall ASA 9.24 CLI

.



Twice PAT B

service real_ifc

NAT 217

NAT

service

unidirectional
inactive inactive

. description 200

KRVWQDPH FRQQDWLQVLGH RXWWRXUFRAQDPIOR,QVIHMWQWHUIDFH
GHVWLOQDWWDQV6HUYHBHUYHU
GHVFULSWORVHUIDF$H’IRULQVLCGIHGGUHVYKMQRLQWRVHUYHU

Telnet 209.165.201.23
192.168.1.0/24 PAT 203.0.113.0/24
PAT PAT

KRVWQDPH FRQREMHERWIWZRUNK, ' (B1:
KRVWQDPH FRQILJ QHWZR UWNXREENHMF W

KRVWQDPH FRQREMHRMAWZR3IHNNB322/
KRVWQDPH FRQILJ QHWZRUNDREMHFW

KRVWQDPH FRQREMHRMAWZRUNL(7B695
KRVWQDPH FRQILJ QHWZRUKNRRBWHFW

KRVWQDPH FRQREMHRMUYLFIH/1(7
KRVWQDPH FRQILJ VHUYLFHWREBVMHMAWSSHVWLQDWIRQ

KRVWQDPH FRQREMHREMAWZRG(NS9 (56
KRVWQDPH FRQILJ QHWZR UWNXREENHMF W

KRVWQDPH FRQQDWLQVLGH RXWWRXURAQDPLEG,'(B1L:LQWHUIDFH
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PAT

GHVWLQDWWOWELE1(7B698(/1(7B69FHUYLRFK/L1(77(/1(7
KRVWQDPH FRQIDWLQVLGH RXWW.RBHUFGAQDPLEG, (B1:SDW SRRE7B322/
GHVWLQDWWDWGEF9(566(59(56

IPv6 Telnet 2001:DBS8::23

192.168.1.0/24 PAT 2001:DB8:AAAA::/96

PAT

PAT

KRVWQDPH
KRVWQDPH

KRVWQDPH
KRVWQDPH

KRVWQDPH
KRVWQDPH

FRQREMHEMWIWZRUN,'(B1:
FRQILJ QHWZR UWNXREENHMFW

FRQREMHRMWAWZR3IINB322/
FRQILI QHWZRUNDREMHFW $$$3$ "%
FRQREMHRERMAWZRUMNL(7B695

FRQILJ QHWZR UK RR/BW H P4V

$$%9%

KRVWQDPH FRQREMHRWMUYLFIH/1(7
KRVWQDPH FRQILJ VHUYLFHWREBMHMAWSSHVWLQDWIRQ

KRVWQDPH FRQREMH MW ZRE 89 (56
KRVWQDPH FRQILJ QHWZRUMXEENHMF WY $$$$

KRVWQDPH FRQDWLQVLGH RXWWFRHUFGAQDPLEG, (B1:LQWHUIDLSY
GHVWLQDWWDWILFH1(7B69B(/1(7B69FHUYLRK/1(77(/1(7

KRVWQDPH FRQDWLQVLGH RXWWFRHUFGQDPLEG, (B1:SDW SRREVB322/
GHVWLQDWWDQVEF9(566(59(56

PAT

PAT NAT 1 1
RFC 6888
xlate
xlate
1024 65535 TCP UDP ICMP
1 1023
22 SSH 1024 65535
NAT
Twice NAT
2 Cisco Secure Firewall ASA 9.24 CLI



PAT B

NAT

* round-robin extended include-reserve

interface PAT
/
. NAT
xlate
PAT PAT
NAT xlate
NAT
show asp drop
pat-port-block-state-mismatch
. PAT
1
PAT
NAT
xlate block-allocation size value
32 4096 512 no
64,512
1024 65535
100 12
xlate block-allocation maximum-per-host number
4 4 UDP
4 TCP 4 ICMP
1 8 4 no
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PAT

3 syslog

xlate block-allocation pba-interim-logging seconds

syslog

ICMP TCP UDP IP
21600 604800 6 7

%ASA-6-305017: Pba-interim-logging: Active protocolblock of ports for translation from
real_interfacereal_host_ipto mapped_interfacenapped_ip_addrsgstart_port_nurrend_port_num

FLVFRDVD FRQIOIDWHORFN DOORFBWRDR@QWHULP ORJJLQJ

4 PAT NAT

. PAT
nat [(real_ifcmapped_if§] dynamic pat-pool mapped-obplock-allocation

REMHRMWZRRINSSHG SDW SRRO
UDQJH
REMH FOMW Z RUMWFBKRVW
KRVW
REMH FOMW Z RUMWFBKRVW
QDWLQVLGH RXWVGEGHDPLF
SDW SRRDSSHG SDW B®&RPON DOORFDWLRQ

* Twice PAT

nat [(real_ifcmapped_ify{ [line | after-auto [line]] source dynamic real_objpat-poolmapped-obj
block-allocation

REMHRMWZRRINSSHG SDW SRRO
UDQJH
REMHRMWZRWWFBQHWZRUN
VXEQHW
QDWLQVLGH RXWVLBRXUFAQDPMUFBQHWZRUN
SDW SRRDSSHG SDW B®RPON DOORFDWLRQ

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



Per-Session PAT

TCP PAT
Per-Session PAT
PAT
PAT

Per-session PAT PAT

PAT

ASA

PAT PAT

HTTP  HTTPS

Per-Session PAT

Multi-Session PAT
Per-session PAT

UDP

[ODWSIHU
[ODWSIHU
[ODWSIHU
[ODWSIHU
[ODWSIHU
[ODWSIHU
[ODWSIHU
[ODWSIHU

VHVV SRIQ P LWF D Q\
VHVV SRIQ P LWF D Q\
VHVV SRIQ P LWF D Q\
VHVV SRIQ P LWF D Q\
VHVVSRIQ P LDVG D Q\
VHVVSRIQ P LDVG D Q\
VHVVSRIQ P LDVG D Q\
VHVVSRIQ P LDVG D Q\

[ODWSIHU
[ODWSIHU
[ODWSIHU
[ODWSIHU

VHVVGRI@WF D Q\
VHVVGRI@WF D Q\
VHVVGRI@WF D Q\
VHVVGRI@WF D Q\

Per-Session PAT Multi-Session PAT

Multi-Session PAT

UDP DNS
Multi-Session PAT
Per-Session PAT

Per-Session
Multi-Session

Multi-Session PAT
Per-Session PAT
xlate
TIME_WAIT Multi-Session

30

Per-Session PAT 1
Per-Session PAT
2000/

65535/

H.323 SIP Skinny
Per-session
PAT

DQ\
DQ\
DQ\
DQ\
DQ\ HTGRPDLQ
DQ\ HTGRPDLQ
DQ\ HTGRPDLQ
DQ\ HTGRPDLQ

DQ\
DQ\
DQ\
DQ\

[ODWSIHU
[ODWSIHU
[ODWSIHU
[ODWSIHU

VHVVGR@XG D Q\
VHVVGR@XG D Q\
VHVVGR@XG D Q\
VHVVGR@XG D Q\

CLI 2 Cisco Secure Firewall ASA

DQ\ HTGRPDLQ
DQ\ HTGRPDLQ
DQ\ HTGRPDLQ
DQ\ HTGRPDLQ
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Per-Session PAT Multi-Session PAT

Per-session PAT

xlate per-session {permit | deny} {tcp | udp} source_ip[opelator src_porf destination_igoperator
dest_por}

IP
* host ip_addess IPv4 IPv6
* ip_addessmask IPv4
* ipv6-addesgprefix-length IPv6

e any4 any6 any4 IPv4 any6 any6

opemtor

ot
.gt
*eq
cneq

* range 2
range 100 200

H.323
Multi-Session PAT

KRVWQDPH FRQOQDWSHU VHVVIGR@QWF D Q\ HT
KRVWQDPH FRQOQDWSHU VHVVIGR@XG D Q\ UDQJH
SIP UDP PAT
sIp SIP TCP
PAT TCP

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



KRVWQDPH FRQODWSHU VHVVISRIQPDW D Q\ DQ\ HTVLS

NAT

nat I

NAT

NAT

NAT
NAT PAT
NAT
11: NAT
NAT
NAT
NAT 1P
NAT
1P

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




NAT

12: NAT

NAT IP
NAT IP
twice NAT NAT IP
IP
IP
IP
NAT
FTP
\olIP NAT

NAT

NAT

3 FTP HTTP SMTP
IP

NAT

IP IP
21 80 25
FTP HTTP
SMTP NAT 247

NAT

NAT
Web
8080 80
8080 Web
6785 80

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



NAT
NAT
Telnet IP /
23 / 23
NAT
NAT 1 1 1
1 1
NAT
1
1 NAT
IP/
IP
13: NAT
10.1.2.27 URL
Web
NAT 1 246

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




14:1 NAT

NAT 1 11 1

A 1 B 2 C

NAT

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



15: NAT
1
IP
5
IP IP
1 NAT PAT 2
TCP
IP 5
NAT

16: NAT

1 1

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




.

NAT NAT

NAT
NAT

NAT

obj ect-group network

2 NAT

KRVWQDPH FRQREMHEMAWZRRANKRVW REM

IPv6

* host {IPv4_addesq IPv6_addesg IPv4
10.1.1.1 2001:DB8::0DB8:800:200C:417A

* subnet {IPv4_addessPv4_maskIPv6_addesgIPv6_pefx}
10.0.0.0255.0.0.0
2001:DB8:0:CD30::/60

e range start_addessend_addess IPv4

KRVWQDPH FRQILJ QHWZR UWNXREENNMFW

4 IP NAT
NAT

NAT

obj ect network

NAT

object network obj_name

IPv4
IPv6
IPv4
IPv6
IPv6
1

nat[(real_ifcmapped_iff] static {mapped_inline_host_ipmapped_objinterface [ipv6]} [net-to-net]
[dns| service {tcp | udp | sctp} real_portmapped_poit[no-proxy-arp]

2 Cisco Secure Firewall ASA 9.24 CLI



NAT NAT B

real_ifc mapped_ifc
any,outside
any any
. IP IP
1 1
NAT 217
» mapped_inline_host_ip IP
1 1
1 1
101.1.1  10.1.1.6 172.20.1.1
172.20.1.1 172.20.1.6
NAT46 NAT66 IPv6
» mapped_obj IP
1 1
* interface NAT
IP ipv6
IPv6 mapped_ifc
interface
IP
srvice
. NAT 46 net-to-net IPv4
IPv6 2 2
IPv4 1 1
* DNS dns DNS DNS
NAT DNS 272

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .
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NAT NAT

NAT
service
http

. ARP IP ARP

KRVWQDPH

no-proxy-arp ARP
255

FRQILI QHWZRUN REMHFW

QDWLQVLGH RXWW\WBW0$33('B,3 HUYLMHS

KRVWQDPH
KRVWQDPH
KRVWQDPH

KRVWQDPH
KRVWQDPH

KRVWQDPH
KRVWQDPH
KRVWQDPH

10.1.1.1 DNS
10.2.2.2 NAT

FRQREMHREMAWZRRANKRVW REM
FRQILI QHWZRUKRRBWHFW
FRQIL) QHWZRUQRAMNEWH RXWWWBWLF GQV

10.1.1.1
10.2.2.2 NAT

FRQREMHERMWAIWZRRANPDSSHG REM
FRQILI QHWZRUKNRRBWMHFW

FRQILJ QHWZRUREREMWEWZ RRANKRVW REM
FRQILI QHWZRUKNRRBWMHFW
FRQILI QHWZRUNDREMNVNEWH RXWWWBWRF PDSSHG REM

10.1.1.1  TCP 21 2121

KRVWQDPH
KRVWQDPH
KRVWQDPH

KRVWQDPH
KRVWQDPH
KRVWQDPH

NAT

FRQREMHERMWIWZRRANIWS VHUYHU
FRQILI QHWZRUKNRRBWMHFW
FRQILI QHWZRUQRIREAMNEWH RXWWWBWLEWHUIDAUYLMHS

1Pv4 IPv6

FRQREMHERMWIWZRIUNVLGHBY BY
FRQILJ QHWZR UWNXREENIMF W
FRQILI QHWZRUQIREMNEWH RXWW\WBWLF "%

2 Cisco Secure Firewall ASA 9.24 CLI



NAT

Twice NAT NAT

IPv6 IPv6

KRVWQDPH FRQREMH MW ZRIUWQWLGHBY
KRVWQDPH FRQILJ QHWZRUMNXEENHMF W% $$$$
KRVWQDPH FRQILJ QHWZRURIREMWEWH RXWWAGBWLF '% %% %%

Twice NAT

Twice NAT NAT
obj ect network
obj ect-group network
FQDN
. NAT
nat interface

. NAT
nat interface
. 1 1

NAT 217

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




.

Twice NAT NAT

3 NAT

DNS

nat [(real_ifcmapped_ify] [line | {after-object [line]}] source static real_ob[mapped_objinterface
[ipv6]] [destination static {mapped_objinterface [ipv6]} real_obj [service
real_sc_mapped_dest_svc_obppped_gr real_dest svc_ob[net-to-net] [dns] [unidirectional |

no-proxy-arp] [inactive] [description desd

real_ifc
any,outside
any
1 NAT
3
after-auto
NAT any
ipv6
interface
mapped_ifc
ipv6
interface
2 Cisco Secure Firewall ASA 9.24 CLI

mapped_ifc
any
NAT NAT
181 1
NAT
line
NAT interface
IPv6
service
interface
NAT 217
NAT interface
IPv6
service



Twice NAT NAT B

real_ifc
interface
NAT
service
service real_objmapped_obj
servicemapped_obijeal_obj
/ 2
/
. NAT 46 net-to-net IPv4
IPv6 2 2
IPv4 1 1
* DNS dns DNS
DNS
dns
NAT DNS 272
unidirectional
. ARP IP ARP
no-proxy-arp
255
inactive inactive
. description 200

KRVWQDPH FRQQDWLQVLGH GRIRXURPWDWOLEQVIHW,QVIHWBPDSSHG

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .



Twice NAT NAT

GHVWLQDWWODWEAUYHBHUYHYVHUYLBKHS/B65&B6OR33('B65&B6I&

NAT
65000 65004
1P FTP
192.168.10.100:6500 65004 FTP
any NAT

FTP

KRVWQDPH FRQREMHMMUYLFH3IB3$69B3257B5%1*(
KRVWQDPH FRQILJ VHUYLFHVREMHEHPMANWS/RXURHD QJH

KRVWQDPH FRQREMHRMWIWZRUN7B)73B6(59(5
KRVWQDPH FRQILJ QHWZRUKRRBWHFW

KRVWQDPH FRQIDWLQVLGH RXWW.RXURHVDWELE67B)73B6(58@EWHUIDFH
VHUYLBH3B3$69B3257B5WI3E3$69B3257B5$1*(

IPv6 IPv6 IPv6
IPv4 IPv4 PAT
PAT

KRVWQDPH FRQREMHRWWZRUK, (B1:
KRVWQDPH FRQILJ QHWZRUNXEENHMF WS $$$$

KRVWQDPH FRQREMHRMAWZRASNB3('B,3Y B1:
KRVWQDPH FRQILJ QHWZR UNXEENHMFE W% % % % %

KRVWQDPH FRQREMHRMAWZR28V 6, (B,3Y Bl:
KRVWQDPH FRQILJ QHWZRUMXEEMMFWAo &&&&

KRVWQDPH FRQREMHRMAWZR28V 6, (B,3Y Bl:
KRVWQDPH FRQILJ QHWZR UWMXREENIMFW

KRVWQDPH FRQREMH QMW ZRAENB3('B,3Y B322/
KRVWQDPH FRQILJ QHWZRUNDREMHFW

KRVWQDPH FRQDWLQVLGH RXWWLRXURPHNDW IR, (B1:0$33('B,3Y B1l:
GHVWLQDWWDOW?R2E&76,'(B,3Y BR876,'(B,3Y B1:

KRVWQDPH FRQQDWMQVLGH RXWWRXUFRHAQDPLEG,'(B1:SDW SRREB3('B,3Y B322/
GHVWLQDWWDOW?R2E&76,'(B,3Y BR876,'(B,3Y B1:

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



nat I

NAT

IP NAT
NAT 1 NAT
NAT
NAT NAT
VPN
NAT
17: NAT
NAT
NAT NAT
1 obj ect network

obj ect-group network

2 NAT object network obj_name

KRVWQDPH FRQREMHRMAWZRRANKRVW REM

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




NAT

3
IPv6
* host {IPv4_addesq IPv6_addesg IPv4
10.1.1.1 2001:DB8::0DB8:800:200C:417A
* subnet {IPv4_addessPv4_maskIPv6_addesglPv6_ pefx}
10.0.0.0255.0.0.0
2001:DB8:0:CD30::/60
e range start_addessend_addess IPv4
KRVWQDPH FRQILJ QHWZR UWMXEENHMF W

4 IP NAT

1 NAT

IPv4
IPv6
IPv4
IPv6
IPv6

nat [(real_ifcmapped_ifY] static{mapped_inline_host_jpnapped_olj[no-proxy-arp] [route-lookup]

real_ifc
any,outside
any any

. IP

» mapped_inline_host_ip IP

» mapped_obj
. ARP IP

no-proxy-arp
2 Cisco Secure Firewall ASA 9.24 CLI

-

mapped_ifc

ARP
ARP
255



Twice NAT B

* NAT

route-lookup
258

KRVWQDPH FRQILJ QHWZRURCREMWEWH RXWW\EBWL$33('B,36

KRVWQDPH FRQREMHREMAWZRRANKRVW REM
KRVWQDPH FRQILJ QHWZRUKNRRBWHFW
KRVWQDPH FRQILJ QHWZRUQIREMNWEWH RXWW\WEBWLF

KRVWQDPH FRQREMHRMWAWZRRINKRVW REM LGHQWLW\
KRVWQDPH FRQILJ QHWZRUKRRBWHFW

KRVWQDPH FRQILJ QHWZRURERVE-MPWFW Z RRANKRVW REM
KRVWQDPH FRQILJ QHWZRUKRRBWHFW
KRVWQDPH FRQILJ QHWZRUNDREMWVEWH RXWW\WBWEBF KRVW REM LGHQWLW\

Twice NAT

Twice NAT NAT

object network
obj ect-group network FODN

CLI 2 Cisco Secure Firewall ASA 9.24 CLI




Twice NAT

. NAT
nat any any

. NAT

nat interface

DNS

3 NAT

nat [(real_ifcmapped_ifY] [line | {after-object [line]}] source static {nw_objnw_obj| any any}
[destination static {mapped_objjinterface [ipv6]} real_obj [servicereal sc_mapped_dest _svc_obj
mapped_sgr real_dest_svc_op[no-proxy-arp] [route-lookup] [inactive] [description desd

real_ifc mapped_ifc
any,outside
any any
. NAT NAT
1 NAT 181 1
3 NAT

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



Twice NAT B

after-auto line
any
NAT interface
ipv6 IPv6
interface service
real_ifc
interface
NAT
service

service real_objmapped_obj

servicemapped_obijeal_obj

. ARP IP ARP
No-proxy-arp
255

* NAT

route-lookup
258

inactive inactive

. description 200

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




-

KRVWQDPH FRQDWLQVLGH RXWW.RXURHVDWQF, QVIHW, QVIHW
GHVWLQDWWOWEHAUYHBHUYHU

NAT

NAT

 show nat
NAT NAT

« show nat pool

NAT
* show running-config nat
NAT show running-config object
NAT show running-config
NAT 2
NAT
NAT
* show xlate
NAT
NAT 8.3(1) IP NAT

nat
show nat show xlate show nat pool

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



NAT B

Twice NAT

8.3(1)

Twice NAT 1

nat shownat showxlate show nat pool

ARP

NAT

8.4(2)/8.5(1)

NAT
ARP

8.4(2)
NAT
NAT

ARP NAT

NAT ARP

8.3 8.4(2) NAT
nat 0 access-list
ARP no-proxy-arp

route-lookup 8.3(2) 8.4(1)
unidirectional
8.3(1) 8.3(2) 8.4(1) 8.4(2)

NAT

no-proxy-arp route-lookup
unidirectional

nat static [no-proxy-arp] [route-lookup]

CLI

2 Cisco Secure Firewall ASA

9.24 CLI .




-

PAT 8.4(2)/8.5(1) 1 PAT
PAT
PAT
1 PAT
DoS
PAT
nat dynamic [pat-pool mapped_objediround-robin]]
nat source dynamic [pat-pool mapped_object
[round-robin]]
PAT 8.4(3) PAT
IP
PAT
IP
8.5(1) 8.6(1)
PAT PAT 8.4(3)
0 511 512
1023 1024 65535
1024 PAT
PAT
3
1024 65535 1 65535

nat dynamic [pat-pool mapped_objedilat
[include-reserve]]] nat source dynamic
[pat-pool mapped_objedlat [include-reserve]]]

8.5(1) 8.6(1)

-

2 Cisco Secure Firewall ASA

9.24 CLI



NAT

PAT

PAT

8.4(3)

PAT IP 65535
65535
PAT PAT
PAT
IP
65535

nat dynamic [pat-pool mapped_objediextended]]
nat source dynamic [pat-pool mapped_object
[extended]]

8.5(1) 8.6(1)

CLI

2 Cisco Secure Firewall ASA

9.24 CLI .
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VPN

8.4(3)
NAT

IP VPN
VPN

IP
IP
nat

« Cisco IPsec

« NAT VPN

IP
ASA
. IP

nat-assigned-to-public-ip interface

VPN
NAT

Cisco TAC

-

2 Cisco Secure Firewall ASA

9.24 CLI



NAT B

IPv6 NAT

9.0(1)

NAT  IPv6
IPv4  IPv6 IPv4
IPv6

nat (global and object network configuration modes) show
nat show nat pool, show xlate

DNS

NAT 9.0(1)

NAT DNS
IPv4 NAT IPv6 NAT NAT64
NAT DNS
DNS PTR

Per-Session PAT

9.0(1)

Per-session PAT PAT

PAT Multi-Session
PAT
Per-Session PAT
ASA
xlate
TIME_WAIT
Multi-Session PAT PAT
30
HTTP
HTTPS Per-session 1

Per-session IP

Per-session IP
1 65535/

TCP uUDP
DNS Per-session PAT xlate
Multi-Session PAT
H.323 SIP Skinny Per-session PAT
Per-session

xlate per-session  show nat pool

CLI

2 Cisco Secure Firewall ASA

9.24 CLI
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NAT 9.3(1) NAT
asp rule-enginetransactional-commit  show running-config
asp rule-enginetransactional-commit clear configureasp
rule-enginetransactional-commit nat
[Configuration] > [Device Management] > [Advanced] > [Rule
Engine] NAT

NAT 9.5(1) PAT NAT 1
1
RFC

6888
xlate block-allocation size xlate block-allocation
maximum-per-host
block-allocation nat

SCTP NAT 9.5(2) NAT
SCTP

Twice NAT SCTP
NAT/PAT  SCTP

nat static

NAT 9.12(1) NAT

syslog
305017

ICMP TCP UDP
IP

xlate block-allocation pba-interim-logging seconds

-

2 Cisco Secure Firewall ASA

9.24 CLI



NAT

PAT 9.15(1) PAT
PAT flat
PAT
1
PAT
PAT
PAT PAT
1 IP
1024 65535 512
PAT
1 1023
PAT IP
65535 4
32
PAT IP 16384
PAT
1023 65535
flat PAT
flat
PAT
include-reserve flat
PAT
PAT 1 1023
block-allocation
PAT 512
PAT
PAT
/ nat show nat pool
cL 2 Cisco Secure Firewall ASA 9.24 CLI
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NAT 9.16(1) 0 NAT
0
NAT
1
0
show nat detail
9.17(1) www.example.com FQDN
FODN Twice Twice NAT
NAT DNS
IP
2 Cisco Secure Firewall ASA 9.24 CLI

.



Web

NAT

NAT
» Twice NAT 249
« NAT
VPN NAT 259
* |Pv6
* NAT DNS
Web

Web

10

NAT 243
NAT 252
255
266
272
NAT
NAT
NAT

NAT

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




. NAT NAT Web NAT NAT

18: Web NAT

1 Web

KRVWQDPH FRQREMHREMAWZRRAWHEG6HUY
KRVWQDPH FRQILJ QHWZRUKRRBWHFW

2 NAT

KRVWQDPH FRQILJI QHWZRUQIRVEMWEWH RXWW\EBWLF

NAT NAT Web
NAT NAT

NAT Web
Web

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



NAT NAT Web NAT NAT .

19: NAT Web NAT

NAT

KRVWQDPH FRQREMHRW WZRRANDW3RRO
KRVWQDPH FRQILJ QHWZRUNDREMHFW

KRVWQDPH FRQREMHREMAWZRRANQV1IHW
KRVWQDPH FRQILJ QHWZR UWNXREENHNMF W

NAT NAT

KRVWQDPH FRQILJ QHWZRUNDRHEMWVEWH RXWVGEGDPIFRIDW3RRO

Web

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




NAT 1

KRVWQDPH FRQREMHRMWIWZRRANHEGHUY
KRVWQDPH FRQILJ QHWZRUKRRBWHFW

5 Web NAT

KRVWQDPH FRQILJ QHWZRUQNRMVKWMAN.GH LQW\WBWLF

NAT 1

URL Web

20: 1 NAT

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



FTP HTTP SMTP NAT .

KRVWQDPH FRQREMHRM WZRRMSXEOLF,3V
KRVWQDPH FRQILJ QHWZRUNDREMHFW

KRVWQDPH FRQREMHRMWAWZRR\N% +RVW
KRVWQDPH FRQILJ QHWZRUKNRRBWMHFW

3 NAT

KRVWQDPH FRQILJ QHWZRURIREMWEWH RXWW\WBHWBF3XEOLF,3V

FTP HTTP SMTP
NAT

NAT FTP HTTP
SMTP

NAT IP

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




- G SMTP NAT

21: NAT

1 FTP
NAT FTP

KRVWQDPH FRQREMHFRMA W ZRWJISB6 (59 (5
KRVWQDPH FRQILJ QHWZRUKRREWHFW

KRVWQDPH FRQILJ QHWZRURREMWEWH RXWW\GBWLF VHUYLMHS
IWSIWS

2 HTTP
NAT HTTP

KRVWQDPH FRQREMHRMAWZRYN 3B6(59(5
KRVWQDPH FRQILJ QHWZRUKRRBWHFW

KRVWQDPH FRQILJ QHWZRUQDREMWEWH RXWWWBWLF VHUYLMHS
KW WIKSW W S

3 SMTP
NAT SMTP

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



KRVWQDPH FRQREMHREMAWZRGONV3B6(59(5

KRVWQDPH FRQILJ QHWZRUKRRBWHFW

KRVWQDPH FRQILJ QHWZRUQIRAMNEWH RXWWWBWLF
VPWSBPWS

Twice NAT

Twice PAT

2 10.1.2.0/24
209.165.201.11
209.165.200.225
209.165.202.130:

22: Twice NAT

CLI 2 Cisco Secure Firewall ASA 9.24 CLI

Twice NAT B

VHUYLMHS

209.165.202.129:




PAT

KRVWQDPH FRQREMHERMWIWZRRAINQVLGHIHWZRUN
KRVWQDPH FRQILJ QHWZR UWNXREENHNMFW

2 DMZ 1

KRVWQDPH FRQREMHRMWWZRONQHWZRUN
KRVWQDPH FRQILJ QHWZR UMXEENHMF W

3 PAT

KRVWQDPH FRQREMHRMWWZRINWDGGUHVV
KRVWQDPH FRQILJ QHWZRUKNRRBWMHFW

4 Twice NAT
KRVWQDPH FRQDWLQVLGH GRIRXUFGAQDPIPR,QVLGHIHWZRUNSGGUHVYV

GHVWLQDWWDQVIOEQHWZRUNQHWZRUN

NAT

5 DMZ 2

KRVWQDPH FRQREMHEMWIWZRUONQHWZRUN
KRVWQDPH FRQILJ QHWZR UWNXREENHNMF W

6 PAT

KRVWQDPH FRQREMHERMWIWZRIMW DGGUHVYV
KRVWQDPH FRQILJ QHWZRUKRRBWHFW

712 Twice NAT

KRVWQDPH FRQIDWLQVLGH GRIRXUFMQDPLFR,QVLGHIHWIRUNGGUHVV
GHVWLQDWIWOWIOREQHWZRUWNQHWZRUN

PAT

10.1.2.0/24
Web Telnet 1
Telnet 209.165.202.129:

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



rar i

Web
209.165.202.130:

23: Twice NAT

KRVWQDPH FRQREMH MW ZRRANQVLGH1IHWZRUN
KRVWQDPH FRQILJ QHWZR UMXEENHMF W

2 Telnet/\Web

KRVWQDPH FRQREMHEVWAIWZRUMNOQHW:HE6HUYHU
KRVWQDPH FRQILJI QHWZRUKNRRBWMHFW

3 Telnet PAT

KRVWQDPH FRREMHRMWZRISN DGGUHVV
KRVWQDPH FRQILJ QHWZRUKRREW HFW

4 Telnet

KRVWQDPH FRQREMHAMMUYLFHOQHWZ2EM

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




.

NAT

KRVWQDPH FRQILJ QHWZRUNHREMN M HVWLQDWIR@GOQHW

Twice NAT

KRVWQDPH FRQDWLQVLGH RXWW.FRXUFGAQDPLPR,QVLGHIHWZRAUNGGUHVV
GHVWLQDWWOWIZHAOQHW :HEGHUDHHW : HE 6 WML FHOQHWZERQHW2EM

NAT

HTTP PAT

KRVWQDPH FRQREMHRMWWZRIMWDGGUHVV
KRVWQDPH FRQILJ QHWZRUKNRRBWHFW

HTTP

KRVWQDPH FRQREMHRMMUYLRH732EM
KRVWQDPH FRQILJ QHWZRUNHREM WA HVWLQDWIRQY WS

2 Twice NAT

KRVWQDPH FRQDWLQVLGH RXWWLRXUFRGAQDPIPA,QVLGHIHWZRAINGGUHVYV
GHVWLQDWWRO@WNWELHOQHW:HE6 HUBOHWHW :HE6 WHYHW RRA732EM/ 732EM

NAT

NAT

NAT

NAT

2 Cisco Secure Firewall ASA 9.24 CLI



nat I

24 : NAT
1 10.1.2.27  Web
10.1.2.27 209.165.201.10
2. 209.165.201.10 ASA
ASA ARP
3. ASA 209.165.201.10
10.1.2.27

NAT NAT
NAT

. 1P

PAT
« ARP ASA
ASA ARP
ARP

CLI 2 Cisco Secure Firewall ASA 9.24 CLI




* |IPv4 IPv6
2
NAT
NAT
25: NAT

1 10.1.1.75
10.1.1.75

2.

3. ASA

2 Cisco Secure Firewall ASA

.

NAT

IPv4

NAT

Web
209.165.201.15

209.165.201.15
ASA

209.165.201.15
ASA

9.24 CLI

2

IPv6

ASA

10.1.1.1.75



NAT

NAT B

4, 192.168.1.2
ASA 192.168.1.0/24 ASA
10.1.1.3
ASA ASA
ASA  NAT
IP NAT
186
ASA ARP ARP
ASA
NAT NAT 1:1
PAT
PAT IP
1
ARP
ARP MAC
arp
ARP
CLI 2 Cisco Secure Firewall ASA 9.24 CLI




.

ASA

NAT
255.255.255.255

URXWH)VLGH

NAT
NAT
NAT

NAT

ASA
twice NAT

2 Cisco Secure Firewall ASA

IP
ASA
IP 209.165.201.5
10.1.1.99
NAT
ARP
ARP
ARP
ARP
IP
ARP
NAT
ASA
ARP
ASA

9.24 CLI

10.1.1.0/24
209.165.201.5

ASA
IP
NAT
ARP
ARP
NAT
ARP
ASA ARP



26:

AAA

Telnet

27:

CLI

NAT ARP
NAT
ASA
ASA Telnet
ARP
Telnet
ARP Telnet

2 Cisco Secure Firewall ASA

ARP

9.24 CLI

nar i

Telnet

Telnet
NAT
ARP ASA NAT
Telnet




.

NAT
NAT

ASA
NAT

* NAT

* NAT

NAT

ASA

NAT

NAT

2 Cisco Secure Firewall ASA

9.24 CLI

ASA

ASA  NAT

ASA

ASA

ASA



VPN

NAT

NAT

28: NAT
VPN
10.1.1.6
209.165.201.10 VPN
VPN
VPN ASA
ASA ASA
10.3.3.10
IP
VPN
CLI 2 Cisco Secure Firewall ASA

9.24 CLI

NAT

VPN

VPN

ven  NaT i

VPN
VPN
NAT
PAT




-

29: VPN

.

PAT

VPN
PAT
10.3.3.10 SMTP
10.3.3.10

10.1.1.6 10.3.3.10
PAT

NAT

2 Cisco Secure Firewall ASA

VPN

10.1.1.6
10.1.1.6

9.24 CLI

ASA

VPN

NAT

ASA

PAT VPN
NAT



NAT

NAT ven i}

30: VPN NAT

NAT

(QDEOKDLUSLRUQRQ VSOLW WX Q@QHPOMGI QMWUD I ILF
VDPH VHFXULW\ WEBURBEVQWUD LQWHUIDFH

,GHQWLORFDIBLIQHWZRUNSHUIRWIREMHEWWHUIDBBHZKHQRLQWR QWHUQHW
REMHFEWWZRYUNQBORFDO
VXEQHW
QDWRXWVLGH RXWSLGHIPLRWHUIDFH

,GHQWLLQVLGHHWZRUNSHUIRIREMHREWWHUIDBBTZKHQRLQWR QWHUQHW
REMHFREWWZRIUNLGHBQZ
VXEQHW
QDWLQVLGH RXWVGE\EHDPLRWHUIDFH

8VHWZLFH$7WRSDVWUDIILEHWZHWEH QVL GHHW ZRVQIGVK31FOLH @WWKRXW
DGGUHWWDQV O DWIGHD W LMV
QDWLQVLGH RXWW.R¥HUPHNDWLOVLGHE@ALGHBEHVWLQDWWDWYEQBORFDO
YSQBORFDO

VPN

10.1.1.6
www.example.com NAT
IP PAT

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




B onar VPN

VPN
10.1.1.6 10.2.2.78 NAT
NAT NAT
31: VPN PAT NAT
Firewalll VPN Firewalll  Firewall2
10.2.2.78
Telnet VPN
NAT VPN

VPN
NAT

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



NAT ven i}

32: VPN VPN

2 Firewalll NAT

(QDEOKDLUSILRU931FOLHQWIDIILF
VDPH VHFXULW\ WSBHBURPBEWQWUD LQWHUIDFH

,GHQWLORFDIBLIQHWZRUNSHUIRWREMHEWWHUIDBBHZKHQRLQWR QWHUQHW
REMHRMWZRUNQBORFDO

VXEQHW

QDWRXWVLGH RXWELGHPLRMWHUIDFH

,GHQWLLQVLGHRXOGHUWZRUNHUIRIREMHEWWHUIBBAZKHQRLQWRQWHUQHW
REMHWWZRERXOGHUBLQVLGH

VXEQHW

QDWLQVLGH RXWVE\GDPLRWHUIDFH

,GHQWLLQVLGHDQRVHQHWZRIRNUXVH. QW ZLFH$7UXOH
REMHFWMWZRUNQMRVHBLQVLGH
VXEQHW

8VHWZLFH$7WRSDVWUDIILEHWZHW®&H6RXO GRIHW ZRDQGWVKH31FOLH@WWKRXW
DGGUHWWYDQVODWIGRHR W LV$V
QDWLQVLGH RXWWRXHURPNDWERXOGHUBLGWROGEHGHUBLQVLGH
GHVWLQDWWHODWYBEQBORKB@QBORFDO

S8VHWZLFH$ 7WRSDVWUDIILEHWZHW® 96 R X O GBIMW Z RDUQIG D Q RVHZ LW K R X W
DGGUHWWD QV O DWIGHD W LMV
QDWLQVLGH RXWW.RHURHVDWERXOGHUBL@R)XEHGHUBLQVLGH
GHVWLQDWWOWYDQMRVHBLQADLEWRVHBLQVLGH

8VHWZLFH$ 7WRSDVWUDIILEHWZHW®K31FOLH@MGDQRVHLWKRXW
DGGUHWWD QV O DWIGRHD W LMV

QDWRXWVLGH RXWVREHRHVDWYBQBORNBQBORFDO
GHVWLQDWWO@WYDQMRVHBLQADLEWRVHBLQVLGH

Firewall2 NAT

,GHQWLLIQVLEGEDQRVHQHWZRUNHUIRREMHEQWHUIBBHZKHQRLQWRQWHUQHW
REMHERMAWZRUDNQMRVHBLQVLGH

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .



- VPN

VXEQHW
QDWLQVLGH RXWVE\@DPLRWHUIDFH

,GHQWLLQVLGHRXOGRIHWW ZRIRNXVH. QW ZLFH$7UXOH
REMHRWWZRERXOGHUBLQVLGH
VXEQHW

,GHQWLORFDIBLIQHWZRIRNJXVH. QW ZLFH$7UXOH
REMHFRMWWZRYNQBORFDO
VXEQHW

S8VHWZLFH$ 7WRSDVWUDIILEHWZHW®KBDQ RVHIHW ZRNNG@b6 R X O GHLUN K R X W
DGGUHWWDQV O DWIGRHD W LMV
QDWLQVLGH RXWW.RHURHVDWYBPQMRVHBLQADLEWRVHBLQVLGH
GHVWLQDWWOQERXOGHUBL@RXAHEHUBLQVLGH

S8VHWZLFHS7WRSDVWUDIILEHWZHW&HWBDQRVHOHWZRDQAUGVKHW31IFOLHQ@WWKRXW
DGGUHWVYDQVODWIGHR W LV$V
QDWLQVLGH RXWW.RXURPHNDWYPQMRVHBLQ\WDUEWHRVHBLQVLGH
GHVWLQDWWODWYBEQBORKBQBORFDO

NAT VPN

-

VPN ASA
management-access
ASA ASDM SSH Telnet
SNMP
ping
ASA Telnet VPN
NAT VPN 259
NAT VPN 261 NAT
NAT
ASA NAT
ASA
IP
ASA IP
VPN
258
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NAT VPN

NAT VPN B

33: VPN

NAT

(QDEOKDLUSLRUQRQ VSOLW WXQ@QHOMG QWIDIILF
VDPH VHFXULW\ WEBURPBEVQWUD LQWHUIDFH

(QDEORMDQDJHPBEOMHVRQLQVLGHF
PDQDJHPHQW DIRFHMGMH

,GHQWLORFDIBLIQHWZRUNSHUIRWIREMHEWWHUIDBBHZKHQRLQWR QWHUQHW
REMHFRM WZRYUNQBORFDO
VXEQHW
QDWRXWVLGH RXW8LGHIPLRWHUIDFH

,GHQWLLQVLGHHWZRUNSHUIRIREMHEWWHUIDBBTZKHQRLQWR QWHUQHW
REMHFMWWZRIUNLGHBQZ

VXEQHW

QDWLQVLGH RXWVGGEHDPLRWHUIDFH

8VHWZLFH$7WRSDVWUDIILEHWZHWR&HQVLCHHWZRDQAGKKW31FOLH@WWKRXW
DGGUHWYDQVODWIGRHRWLMEY Z URXWH ORRNXS

QDWRXWVLGH LQWRHURHVDWYBQBORNBQBORFDO
GHVWLQDWWOWLOVLGHAMALGHBIRXWH ORRNXS

VPN NAT

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .
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IPv6

-

NAT
« show nat detail NAT
« show conn all
1. NAT VPN
2. show nat detail  show conn all
3. NAT
4. show nat detail  show conn all
IPv6 IPv4
NAT 2 IPv6
IPv6
* NAT64 NAT46 IPv6 IPv4 2
1 IPv6 IPv4 1 IPv4 IPv6
1 twice NAT DNS
DNS
twice NAT DNS 2 Network
Object NAT
NAT46
* NAT66 IPv6 IPv6 NAT
NAT PAT IPv6
NAT
NAT64 NAT 46 NAT66
2 Cisco Secure Firewall ASA 9.24 CLI



NAT64/46 [PV IPv4 B

NAT64/46 1Pv6 IPv4
IPv6 IPv4 IPv6
IPv4 IPv4 IPv6
2 IPv4 IPv6 IPv4
IPv6 IPv4 IPv6
* NAT64 IPv4 IPv6
1 1
PAT NAT NAT
IPv6
* NAT 46 IPv6 IPv4
IPv4 IPV6
NAT 46
PAT
IPv6 IPv4 2
1 twice NAT DNS
DNS twice NAT
DNS 2 Network Object NAT
NAT64/46 IPv6 IPv4
IPv6
IPv4 DNS 1 twice NAT
NAT64 NAT46
IP PAT
IPv6 IPv4 IPv4

CLI 2 Cisco Secure Firewall ASA 9.24 CLI




B navesss IPv4 DNS IPv6

2001:db8::/96

1 IPv6

KRVWQDPH FRQREMHRMW WZRIUNVLGHBY
KRVWQDPH FRQILJ QHWZR UMXEENHMF & E

2 IPv6 IPv4 Twice NAT

KRVWQDPH FRQDWLQVLGH RXWW.REHUFGAQDPLMVLGHEYQWHUIDFH
GHVWLQDWWOWLEVLGHBEYQ\

2001:db8::/96
IPv4 NAT64

IPv4
IPv4 2001:db8::/96 1

PAT

NAT64/46 IPv4 DNS IPv6

IPv6 IPv4

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



1

NAT64/46 IPva DNS IPv6 B

IP PAT
IPv6 IPv4 IPv4
2001:db8::/96
NAT46 DNS DNS
A IPv4 AAAA IPv6 IPv4
IPv6
IPv6 2001:DB8::100 www.example.com
Web
1 2001:DB8::D1A5:CA81 DNS DNS
NAT DNS
«2001:DB8::100  209.165.201.1 NAT64
PAT
» 2001:DB8::D1A5:CA81  209.165.202.129 NAT46 D1A5:CA81 IPv6
209.165.202.129
2. DNS www.example.com  209.165.200.225 A
DNS NAT46 A IPv6
AAAA AAAA 209.165.200.225
2001:db8:D1A5:C8E1 DNS

» 209.165.202.129  2001:DB8::D1A5:CA81
+209.165.201.1  2001:db8::100

3. IPv6 Web IP www.example.com
2001:db8:D1A5:C8E1 HTTP D1A5:C8E1 IPv6
209.165.200.225 HTTP
+2001:DB8::100  209.156.101.54 NAT64
PAT
+ 2001:db8:D1A5:C8E1  209.165.200.225 NAT46
IPv6 NAT64

KRVWQDPH FRQREMHRMW W ZRIUNVLGHBY
KRVWQDPH FRQILJ QHWZR UMXEENHMF & E
KRVWQDPH FRQILJ QHWZRURIREMBNWGH RXWYQOBPLRWHUIDFH

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .



B nates 1P IPv6

2001:db8::/96

IPv4 NAT64 PAT
2 IPv4 IPv6
NAT46
KRVWQDPH FRQREMHRMWZRRXWVLGHBY BDQ\
KRVWQDPH FRQILJ QHWZR UM XEENHMF W
KRVWQDPH FRQILJ QHWZRURIRE MKMW LGH LQWDBMLF GE GQV
IPv4
IPv4 2001:db8::/96
DNS A IPv4 AAAA |IPv6
IPv4 IPv6
NAT66 IPv6 IPv6
IPv6 IPv6
IPv6 NAT
NAT PAT IPv6 NAT
NAT66
Network Object NAT
twice NAT NAT
NAT66

Network Object NAT IPv6

2001:db8:122:2091::/96 2001:db8:122:2999::/96

2 Cisco Secure Firewall ASA 9.24 CLI
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NAT66

NAT66 IPv6 par [

IPv6 NAT

KRVWQDPH FRQREMH M WZRIUNVLGHBY
KRVWQDPH FRQILJ QHWZR UMXEENHMF & E
KRVWQDPH FRQILJ QHWZRURIREMBNWGH RXWWIBMLF GE

2001:db8:122:2091::/96
2001:db8:122:2999::/96
NAT66

IPv6 PAT
NAT66 IPV6

NAT66 PAT
PAT
PAT
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- DNS

NAT

.

IPv6 PAT

KRVWQDPH FRQREMH M WZRIUNVLGHBY
KRVWQDPH FRQILJ QHWZR UMXEENHMF & E
KRVWQDPH FRQILJ QHWZRURIREMBNWGH RXWYQO P LR WH U | DLHY

2001:db8:122:2091::/96 subnet

IPv6
NAT66 PAT
NAT DNS
ASA DNS
DNS DNS
NAT DNS
IPvd A IPv6  AAAA DNS PTR
DNS
2 Cisco Secure Firewall ASA 9.24 CLI



NAT DNS B

DNS A
NAT44 NAT66 NAT46 NAT64
NAT DNS
. NAT64 NAT46 DNS DNS
A IPv4 AAAA IPv6 DNS
* DNS
* DNS IP
DNS
DNS
. A AAAA PAT PAT
DNS PAT
* twice NAT DNS
A B 1
DNS IP
Twice NAT DNS DNS
* DNS NAT DNS NAT
DNS
DNS NAT DNS
. DNS NAT xlate
xlate
NAT
* DNS DNS
5
NAT DNS

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




B ons

DNS

.

DNS

DNS ftp.cisco.com
ftp.cisco.com 10.1.3.14
209.165.201.10
NAT
DNS
ftp.cisco.com
DNS
ftp.cisco.com DNS DNS
209.165.201.10
DNS 10.1.3.14 DNS
ftp.cisco.com 209.165.201.10
2 Cisco Secure Firewall ASA 9.24 CLI



DNS DNS

1 FTP

KRVWQDPH FRQREMHRWIWZR)ISB6(59(5
KRVWQDPH FRQILJ QHWZRUKRRBWMHFW

2 DNS NAT
KRVWQDPH FRQILJ QHWZRURDREMWEWH RXWW\BBWLF GQV
DNS DMZ ftp.cisco.com  IP
DNS DMZ
DMZ
209.165.201.10 ASA DNS 10.1.3.14

ftp.cisco.com
DMZ

DNS DNS 2
ASA DMZ DNS

192.168.1.10
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B oons DNS

34:DNS DNS

DNS DNS

FTP DNS
ftp.cisco.com DNS
DNS 209.165.20.10
ftp.cisco.com 10.1.2.56
DNS

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



DNS64

1 FTP

KRVWQDPH FRQREMHREMAWZR)ISBG6(59(5
KRVWQDPH FRQILJ QHWZRUKNRRBWHFW

2 DNS NAT
KRVWQDPH FRQILJ QHWZR U DRRKMAW. GH LQW\BBWLF GQV
DNS64
IPv4 FTP DNS
IPv6 ftp.cisco.com
DNS DNS 209.165.200.225
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B onse

ftp.cisco.com

2001:DB8::D1A5:C8E1 D1AS5:C8E1
IPv6  209.165.200.225

DNS
DNS NAT
IPv6 PAT
1 FTP DNS NAT
1 1 NAT 46  net-to-net

KRVWQDPH FRQREMHRWWZR)ISB6(59(5
KRVWQDPH FRQILJ QHWZRUNRRBW HFW
KRVWQDPH FRQILJ QHWZRURQRERVKMAYW. GH LQWWBWLF '% ' $ & (
QHW WR GHW

2 DNS

NAT
NAT 46  net-to-net

KRVWQDPH FRQREMHERMIWZRUBB6(59(5
KRVWQDPH FRQILJ QHWZRUKRRBWHFW
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PTR DNS B

KRVWQDPH FRQILJ QHWZRURIRERKWAWW.GH LQWAEBWLF '% '$ & )
QHW WR QHW

3 IPv6 IPv4 PAT

KRVWQDPH FRQREMHRERMAWZRBN B322/
KRVWQDPH FRQILJ QHWZRUNDREMHFW

4 IPv6 PAT
NAT

KRVWQDPH FRQREMHRWMWZRBN B,16,'(
KRVWQDPH FRQILJ QHWZR UMXREENHIF W%
KRVWQDPH FRQILJ QHWZRURIREMWEWH RXWVE\GDPISDW SRRBY B322/

PTR DNS

FTP DNS ASA
10.1.2.56 DNS
ASA DNS DNS

ftp.cisco.com
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B e

.

DNS

35:PTR

2 Cisco Secure Firewall ASA
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IPv6

« MAP-T
« MAP
« MAP

IPv4

MAP
IPv4

MAP
MAP-T

MAP-T

MAP-T
IPv4

MAP

CLI

288

2 Cisco Secure Firewall ASA

11

MAP

MAP IPv4 IPV6
IPv4
MAP 281
MAP 283
284
286

(MAP) (SP)

IPv6 MAP
IPv4

MAP RFC7597 RFC7598 RFC7599
NAT46 MAP
IPV6 Sp IPv4
NAT46 Sp
MAP MAP-E 2 ASA
MAP-E
IPv4 Sp
1 1
IPv4

IPV6 SP IPv6

SP IPv4
9.24 CLI




.

MAP-T

IPv4

36 : MAP-T

MAP-T SP
IPv4

MAP-T  NAT64

MAP-T
MAP-T
. CE

LAN
CE

. BR
IPv4/IPv6

BR IPv6

IPv4

MAP

* MAP MAP

BR CE
CE

2 Cisco Secure Firewall ASA

MAP

IPv6 SP IPv4
IPv6
SP
IPv4 IPv6
CE
CE IPv4/IPv6 IPv6
IPv6
1
IPv4 IPv6
MAP
BR
1 IPv4
1 IPv4 IPv6
BR 1 MAP
CE BR
MAP-T CE MAP-T BR
BR
9.24 CLI



MAP B

MAP

MAP
« ASA MAP
FMR
« MAP VPN
. NAT MAP NAT MAP
. MAP
« CTIQBE
« DCERPC

o [Diameter]

* WINS

* GTP

*H.323 H.225 H.245 RAS

*ILS LDAP

* IP RFC 791 2113
* IPSec Pass Through

* LISP

* M3UA

* MGCP

* MMP

* NetBIOS

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .
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MAP-T

.

« PPTP

* RADIUS
* RSH

* RTSP

* SIP

* SKINNY
* SMTP ESMTP
* SNMP

« SQL*Net
* STUN

* Sun RPC
« TFTP

* WAAS

* XDMCP

. FTP

MAP-T 1
BR MAP-T

25 MAP-T
25

1 MAP
map-domain name

name 48

FLVFRDVD FRQIRDS GRPDLQ
FLVFRDVD FRQILJ PDS GRPDLQ

2 Cisco Secure Firewall ASA 9.24 CLI
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MAP-T B

default-mapping-rule ipv6_peefix/prefix_length

RFC 6052 IPv4 IPv6

64 32 40 48 56 64
96 IPv4 0

BR MAP 1Pv4
MAP IPv6

FLVFRDVD FRQILJ PDS GERIDXOW PDSSLQJ UX®H&S$)( &$%$)(

CE IPv4
CE
IPv4 IPv4
NAT44 IPv6
IPv6 IPv4
IPv6 BR
a)
basic-mapping-rule
b) IPv4
ipv4-prefix ipv4_network_addyss netmask
IPv4 CE IPv4
CE IPv4 IPv4
MAP
IPv6
192.168.3.0255.255.255.0
MAP IPv4
c) IPv6

ipv6-prefix ipv6_pefix/prefix_length

IPv6 CE IPv6
MAP
IPv6
IPv6 IPv4 CE
IPv6 MAP IPv6
MAP /
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IPv6 64 8
MAP IPv6

d)

start-port number

32768 2 1 2 4 8
1024

share-ratio number

1 65536
2 1 2 4 8

FLVFRDVD FRQILJ PDS GRPDILR PDSSLQJ UXOH
FLVFRDVD FRQILJ PDS GRPDRISQ ERPWHIL][

FLVFRDVD FRQILJ PDS GRPDRISY ERPWHIL][ FDIH FDIH
FLVFRDVD FRQILJ PDS GRPD/MQDEERW SRUW
FLVFRDVD FRQILJ PDS GRPIIKPERWDWLR

FLVFRDVD FRQIRDS GRPDLQ

FLVFRDVD FRQILJ PDS GEBRIOXOW PDSSLQJ UX®H&S$)( &$)(
FLVFRDVD FRQILJ PDS GRPDILR PDSSLQJ UXOH

FLVFRDVD FRQILJ PDS GRPDRISQY ERPWHIL[

FLVFRDVD FRQILJ PDS GRPDRISY ERPWHIL[ FDIH FDIH
FLVFRDVD FRQILJ PDS GRPD/MQDERW SRUW

FLVFRDVD FRQILJ PDS GRPD/IKDERWDWLR

MAP

MAP

MAP

show map-domain MAP show running-configmap-domain
2

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



MAP syslog .

1 2 MAP 2

0$3'RPDLQ
'"HIDXOWDSSLGXOH
,3Y SUHIL[ GE FDIH FDIH
%DVLFDSSLGXOH
,3Y SUHIL[ FDIH FDIH
,3Y SUHILJ
VKDUBDWLR
VWD UWRUW
36,' OHQJIJWK
36,' RIIVHW
5X0K$ ELWHQJIWK

0$3'RPDLQ
'"HIDXOWDSSLGXOH
,3Y SUHIL[ GE

:DUQLQPDS GRPDLERQILIXUDWINMR@FRPSOBWERWQHIIHFW

MAP syslog

syslog syslog MAP

« 305018: MAP translation from interfacename:soue IP address/soure port-destinatioriP
address/destinatioport to interfacename:tanslatedsouice IP address/tanslatedsource
port-translateddestinationlP address/tanslateddestinationport

MAP

* 305019: MAP node address IP address/porthas inconsistent Port Set ID encoding

MAP

) ID RFC7599
MAP

« 305020: MAP node with address IP addressis not allowed to use port port
MAP

MAP

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .
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MAP

MAP-T

9.13(1)

(MAP)
(SP)
IPv6 MAP
IPv4
IPv4
MAP
RFC7597 RFC7598 RFC7599

basic-mapping-rule default-mapping-rule ipv4-prefix
ipv6-prefix map-domain shareratio show
map-domain  start-port

CLI

2 Cisco Secure Firewall ASA
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AT i e D e B R i

291

317

343

393

423






ASA
TCP
TCP

. 291

. 299

. 301

. 302

. 311

. 311
. 314

ASA
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1 service-policy

ASDM [Service Policy Rules]
2. class class
ASDM
class
inspect  set connection timeout class
inspect
CLI ASDM
CLI 1 1
CLI

$FFHVOLVWAWHGQFODVRDSV
,Q$6'0 WKHWDSWRFDOO RXWIURPWKHWDWFKRWVKHLPHLHOGYV

DFFHVV OLQWLGHBPE®H H[WHQ GS$HGU P LWF S DQ\HTVLS
DFFHVV OLYWLGHBPSFIBQH H[WHQGGBQXGKRVW DQ\HTVQPS
DFFHVV OLYWLGHBPSFIBQH H[WHQG3HEUP LYG S DQ\HTVQPS

DFFHVV OLWWLGHBPSFIBQH H[WHQGSHBUP LLVWF P DQ\D Q\
6103PDSIRU6103LQVSHFWLRQLHBOEXW
,Q$6'0 WKLPDSWRFDOO RXWUXOBFWLRQRUWKHODVYV LQVEBELF\
VQPS PYRPS Y RQO\
GHQYHUVLRQ
GHQYHUVLRQ
GHQYHUVLR®
,QVSHFWISR@LADSWRGHILQ®#,3 EHKDYLRU
7KHVLS KLJKQVSHFWSRQLFDSPXVWHUHIHUUW®E\ DQLQVSHNWSFRPPDQG
LQWKIWHUYLBHROLFRDS
,Q$6'0 WKLPDSWRFDOO RXWUXOBFWLRQRUWKIWLS FODVV LQER®HF\

2 Cisco Secure Firewall ASA 9.24 CLI



SROLF\ PWWSSH QVSHFNWSVLS KLJK
SDUDPHWHUYV
UWS FRQIRUPHWQ@IRUFH SD\ORDGW\SH
QRWUDIILF QRQ VLS
VRIWZDUH YHWDAVRIPOVIORJ
XUL QRQ VILBWLRP@VMRJ
VWDWH FKHFNAWURQ RS FRQQHFMRURQ
PD[ IRUZDUGV YDOLOBWLRQROR]J
VWULFW KHDGHU Y D @FGILVEQRRS R J
&ODVRDSWRGHILQWUDIILEDWFKL@RUWKHQVLGH FODXUH
,Q$6'0 WKLPDSWRFDOO RXWIURPWKHWDWFWRWKHLPHLHOGYV
FODVV PD@VLGH FODVV
PDWFKFFHVV OLQWLGHBPSFB
&ODVRDSWRGHILQWUDIILEFDWFKL@UWKWLS FODVV LQUKX®H
,Q$6'0 WKLPDSWRFDOO RXWIURPNKHWDWFWRWKHLPHLHOGV
FODVV PDISS FODVV LQVLGH
PDWFKFFHVV OLQWLGHBPSF
&ODVRDSWRGHILQWUDIILFDWFKL@UWKHQVLGH FODMWOH
,Q$6'0 WKLPDSWRFDOO RXWIURPNKHWDWFWRWKHLPHLHOGYV
FODVV PD@VLGH FODVV
PDWFKFFHVV OLQWLGHBPSFB
3ROLFRDSNKDBWFW XD GO LQHWKWHUYLBIROLAIXOMHWDP HBHVW LQVLGH SROLF)
,Q$6'0 WKLFRUUHVSRQRWKHROGHMWFDOO RXW
SROLF\ PV$IVW LQVLGH SROLF\
JLUVWXOHQWHVW LQVLGH SR®IPHGLS FODVV LQV,IQGASHFWN WUDIILF
7KHVLS FODVV LQUKOGBSSOLMAKINLS KLIKQVSHFWESRQLMDSVRS,3LQVSHFWLRQ
,Q$6'0 HDFKIXOARRUUHVSRRREWDOO RXW
FODVYLS FODVV LQVLGH
LQVSHWNWSVLS KLJK
FHFRQUXOHLQVLGH FOBBBOLHBY03LQVSHFWKRRQDQ6103PDS
FODVMQVLGH FODVYV
LQVSHFM®PSYQPS Y RQO\
7KLUGXOHLQVLGH FOD$SSOLHY03LQVSHFWLRQ
FODVMQVLGH FODVV
LQVSHEWPS
JRXUWKXOHFODVV GHIDXGWOLHRQQHFWLRWWL @/ QDEOKVHYWDWLVWLFV
FODVFODVY GHIDXOW
VHWRQQHFWWRPHRMWEU\RQLF KDOl FORVHG LGOH
UHVHGF G
XVHU VWDWLWWERXQWLQJ
7KHVHUYLFH SRERP\PDQSSOLMAKISROLFDSUXOMHWRWKH QVLGH)WHUIDFH
7KLWRPPDQGWLYDWHWSROLFLHV
VHUYLFH SROWHYW LQVLGH SIROMRUIDRH LGH
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8:
RADIUS RADIUS .
317
343
393
. 423
NetFlow NetFlow
QoS QoS 523
QoS QoS 523
TCP UDP 481
TCP
TCP 481
TCP 481
user-statistics

-

2 Cisco Secure Firewall ASA
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QoS

NetFlow

QoS

QoS

QoS

TCP UDP
TCP

TCP

TCP

CLI 2 Cisco Secure Firewall ASA

ASA

ASA

297
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.

. HTTP 1 HTTP
2
. FTP 1 HTTP
HTTP FTP
2
. HTTP 1 IPv6
IPv6
1. QoS
2. TCP TCP  UDP TCP
TCP
ASA AAA TCP FTP
TCP
3.
1. IPv6
2. IP
2 Cisco Secure Firewall ASA 9.24 CLI



3. WAAS
4.
297
5. QoS
6. QoS
NetFlow
* QoS QoS
ASA 1
296
match default-inspection-traffic
CLI
69 UDP
ASA ASA  TFTP 21
TCP ASA  FTP
ASA
default-inspection-traffic 21
FTP HTTP
2 80 FTP HTTP
FTP

CLI 2 Cisco Secure Firewall ASA
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FTP  HTTP

1 FTP HTTP

FODVV PDASS
PDWFKRUWFSIT
FODVV PRWWS
PDWFKRUWFSIT >SLWKRXEH @
SROLF\ PWWHVW
FODVMWS
LQVSHFWS
FODVKWWS
LQVSHKWWS

2 HTTP FTP

FODVV PD/&S
PDWFKRUWFSHT >LWKRXEH @
FODVV PRWWS
PDWFKRUWFSHT
SROLF\ POVSIVW
FODVMVS
LQVSHFWS
FODVNWWS
LQVSHKWWS

TCP UDP
ICMP

ICMP

HTTP HTTP
HTTP

ICMP ICMP

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



IPv6
IPv6

* NetFlow

« SCTP
- TCP
. TCP

- TCP

UbDP

3/4

* match

CLI

235

2 Cisco Secure Firewall ASA

255

9.24 CLI

320

320

TCP

255




64
128
1 Cisco
Secure Firewall 3100 64
Firepower 4100
128
1 3/4 63 3/4
. 1
297
FTP
TCP FTP
TCP FTP
FTP
FTP
. 1 1
2
1
show
QoS
show service-policy
QoS
clear conn clear local-host

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



* DNS

«FTP

¢ H323 H225
* H323 RAS
* RSH

* RTSP

« ESMTP

e SQLnet

« Skinny SCCP
* SUnRPC

« SIP

* NetBios

« TFTP

.IP

ASA  default-inspection-traffic Default Inspection Traffic
3/4

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




.

ASA ASA  TFTP

ASA  FTP

FODVV PD@VSHFWLRQBGHIDXOW

PDWFKHIDXOW LQVSHFWLRQ WUDIILF

ASA
TCP

class-default

class-default

FODVYV PPGDVV GHIDXOW

P DW FIKQ\

ASA

2 Cisco Secure Firewall ASA

3/4

ASDM

TTL

9.24 CLI

304

69 UDP

21 TCP
ASA
class-default
3/4
10.1.1.0/24

3/4



match

URL

CLI

1000

HTTP

3/4

2 Cisco Secure Firewall ASA

HTTP

example.com

328

308 3/4
3/4
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3/4

4 310

3/4

3/4 3 4
1 3/4 3/4

3/4
3/4 1P 3

match any ASA

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



3/4 B

3/4 classsmap class_map_name
class_map_name 40

class-default

CLI

KRVWQDPH FRQAODVY PDSOBXGS

description string

KRVWQDPH FRQILJ BRANMEULSWIARA'3 WUDIILF

match 1

e match any

KRVWQDPH FRQILJ PPWFIKQ\

* match access-list access_list_ hame

KRVWQDPH FRQILJ PPWFIXKFFHVV O X\GS

» match port {tcp | udp | sctp} {eq port_num| range port_numport_nun}

match access-list
ACE

KRVWQDPH FRQILJ PPWFWMFSHAT

» match default-inspection-traffic
ASA TCP
UDP

KRVWQDPH FRQILJ PPWFEHIDXOW LQVSHFWLRQ WUDIILF

CLI 2 Cisco Secure Firewall ASA 9.24 CLI




3/4

CLI 69 UDP
ASA ASA TFTP 21 TCP
ASA  FTP
WAAS
297
ASA
NAT
322 match default-inspection-tr affic
match access-list match default-inspection-traffic
match default-inspection-traffic
ACL
» match dscp valuel|value][...] [value§ IP DSCP 8 DSCP

KRVWQDPH FRQILJ PPBWFEKVFPDI FV HI

» match precedence valuel|valued [valued [value4 IP TOS
4 Precedence Precedence 0o 7

KRVWQDPH FRQILJ PPWFKUHFHGHQFH

e match rtp starting_portrange RTP starting_port 2000
65534 UDP range starting_port
UDP 0 16383

KRVWQDPH FRQILJ PBWFKW S

» match tunnel-group name QoS VPN
match 1
match any match access-list match
default-inspection-traffic match flow ip destination-address
IP

KRVWQDPH FRQILJ PPIVFWMXQQHO JURRXS

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



3/4 B

KRVWQDPH FRQILJ PPWFIORZSGHVWLQDWLRQ DGGUHVV

class-map

KRVWQDPH FRQQEFHVYV OXWGESHUPDW DQ\DQN\
KRVWQDPH FRQQEFHVYV OMWRS HUPLWF D Q\DQ\
KRVWQDPH FRQQEFHVYV OKRWWBIRRUPLVS DQ\

KRVWQDPH FRQAODVY PDSOBXGS
KRVWQDPH FRQILJ ERANMEULSWERDVODVYV PPBWFKEBY®'3 WUDIILF
KRVWQDPH FRQILJ PPWFHFKFFHVV O X\GES

KRVWQDPH FRQILJ FBDSV PDSOBWEFS
KRVWQDPH FRQILJ ERANMEULSWERDVODVY PPBWFKBEBWYOQ&3WUDIILF
KRVWQDPH FRQILJ PPWFHFKFFHVYV O M/PE

KRVWQDPH FRQILJ FBDSV PDSOBKWWS
KRVWQDPH FRQILJ ERMMEULSWERDVODVY PPBWFKBUYG773WUDIILF
KRVWQDPH FRQILJ PPWFKRUWFSHATKWWS

KRVWQDPH FRQILJ FEDSV PW&BVHUYHU
KRVWQDPH FRQILJ BRINEULSWEZROQWODVY PPBWFKBUQMVUDIILWRVHUYHU
KRVWQDPH FRQILJ PBWHFKFFHVV OKRWWBIRR

3/4
ASA
ACL TCP  UDP
classmap type management class_map_name
class_map_name 40
class-default
CLI

KRVWQDPH FRQAODVYV PPBQDJHPBQW®WBXGS
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34

description string

KRVWQDPH FRQILJ BRAMEULSWIAR®W'3 WUDIILF

3
» match access-list access_list_name
KRVWQDPH FRQILJ PEBVFIKFFHVV OX\GE
» match port {tcp | udp | sctp} {eq port_num| range port_numport_nun}
match access-list
ACE
KRVWQDPH FRQILJ PPOSWFST
3/4 3/4
64
1 policy-map policy_map_name
policy_map_name 40
CLI

KRVWQDPH FRQEROLF\ PDGREDOBSROLF\
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3/4 B

3/4 classclass_map_name
class_map_name

3/4 304

KRVWQDPH FRQILJ E®GDSBNMOOBKWWS

1
293
match default-inspection-traffic 1
inspect
policy-map Web
10.1.1.1

KRVWQDPH FRQEFHVYV OKWWS VHUSHHWP LIWWF D Q\KRVW
KRVWQDPH FRQAQCDVY PRWWS VHUYHU
KRVWQDPH FRQILJ PPWHFKFFHVV OKWWS VHUYHU

KRVWQDPH FRQERDLF\ PDEREDO SROLF\

KRVWQDPH FRQILJ GSPFSULSWIKROSROLFRDSGHILQHVSROLFRRQFHUQLQJ
FRQQHFWWRQWWSHUY HU

KRVWQDPH FRQILJ BE@EDSKWWS VHUYHU

KRVWQDPH FRQILJ SRBISFRQQHFWHLRQ@Q PD|

KRVWQDPH FRQAODVY PD@VSHFWLRQBGHIDXOW
KRVWQDPH FRQILJ PPWFEHIDXOW LQVSHFWLRQ WUDIILF
KRVWQDPH FRQAODVYV PRWWSBWUDIILF

KRVWQDPH FRQILJ PPWFKRUWFSHT

KRVWQDPH FRERDLF\ PREWVLGHBSROLF\
KRVWQDPH FRQILJ BOEDSVQVSHFWLRQBGHIDXOW
KRVWQDPH FRQILJ SRRY FH KW WSWWSBPDS
KRVWQDPH FRQILJ SRRY FHWWS

KRVWQDPH FRQILJ BEODSKWWSBWUDIILF
KRVWQDPH FRQILJ SRDBISFRQQHFWWRBH RX®O H

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




KRVWQDPH FRGAODVV POSIOQHWBWUDIILF
KRVWQDPH FRQILJ PPIVSKRUWFSHT
KRVWQDPH FRGAODVV PDASSBWUDIILF
KRVWQDPH FRQILJ PPIVSKRUWFSHT
KRVWQDPH FRQAODVV PWSESBWUDIILF
KRVWQDPH FRQILJ PPIVFXRUWFSIDQJH
KRVWQDPH FRGAODVV PRGSBWUDIILF
KRVWQDPH FRQILJ PPVFKXRUWG SUDQJH
KRVWQDPH FRQERDLF\ PDEGREDOBSROLF\
KRVWQDPH FRQILJ BOEDSWHOQHWBWUDIILF
KRVWQDPH FRQILJ SRBISFRQQHFWWRPH RKX®O H
KRVWQDPH FRQILJ SRBISFRQQHFWARQ@Q PDJ
KRVWQDPH FRQILJ BEDSMVSBWUDIILF
KRVWQDPH FRQILJ SRBISFRQQHFWWRPH RKX®O H
KRVWQDPH FRQILJ SRBISFRQQHFWARQ@Q PDJ
KRVWQDPH FRQILJ BEDSWFSBWUDIILF
KRVWQDPH FRQILJ SRBISFRQQHFWWRPHRKX®O H
KRVWQDPH FRQILJ SRBISFRQQHFWARQ@Q PDJ

Telnet classtelnet_traffic FTP
classftp_traffic Telnet FTP TCP class
tep_traffic Telnet FTP classtcp_traffic
ASA
3/4 1

service-policy policy_map_naméglobal | interface interface_namkg[fail-close]

* policy_map_name

« global

service-policy global_policy global
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« interfaceinterface_name

« fail-close IPv6
IPv6 syslog 767001
syslog

inbound_policy

KRVWQDPH FROMHUYLFH SRQRERXQGBSRMWEMUICRPHW VLG H

new_global_policy

KRVWQDPH FRQRYHUYLFH SROOREDOBSRODQREDO
KRVWQDPH FRQMHUYLFH SRQIHRABJORED OB SIRRIED O

* show service-policy

HTTP QoS

ASA
80 TCP HTTP
HTTP
CLI 2 Cisco Secure Firewall ASA 9.24 CLI
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B e

HTTP

.

37:HTTP QoS

KRVWQDPH FRQAOCDVYVY PORWWSBWUDIILF
KRVWQDPH FRQILJ PPWFKRUWFHT

KRVWQDPH FRQERDLF\ PRBWSBWUDIILFBSROLF\

KRVWQDPH FRQILJ EGODBKNWWSBWUDIILF

KRVWQDPH FRQILJ SRRQRY¥Y FHEKW W S

KRVWQDPH FRQILJ SBR® EFRHXWSXW

KRVWQDPH FRQMHUYLFH SREMPNSBWUDIILFBERWIHRIIDRPHW VLGH

ASA HTTP 80
TCP HTTP

38: HTTP

KRVWQDPH FRQAODVYV PRWWSBWUDIILF
KRVWQDPH FRQILJ PPWFKRUWFSHT

KRVWQDPH FRQERDLF\ PRE®WSBWUDIILFBSROLF\
KRVWQDPH FRQILJ BEDSKWWSBWUDIILF

KRVWQDPH FRQILJ SRRY FH KWW S

KRVWQDPH FROMHUYLFH SREMPNSBWUDIILFBSAGREBD
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HTTP

HTTP

80 TCP

39:

KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH

KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH

KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH

ASA A
HTTP

HTTP

ACL

ASA B HTTP

ACL
HTTP

FRQREMH MM W Z RRIEIM

FRQILJ QHWZRUKRR/EWHFW

FRQILJ QHWZRURNCREMIWEWH RXWW\EBWLF
FRQREMH MM W Z RRIEIM

FRQILJ QHWZR UWNXEENIMF W

FRQILJ QHWZRURNCREMNVEWH RXWVE\GDPLF
FRQIEFHVV OMHW Y HH$WH Q GHHGU P LWWF D Q\KRV W
FRQIEFHVV OBWW Y H BN H Q GSHHGU P LWWF D Q\KRV W

FRQAODVV PRPWWSBVHUYHUS
FRQILJ PPBWWFKFFHVV OMHWYHUS$
FRQAOCDVYV PRWWSBVHUYHU%
FRQILJ PPWFIKFFHVV OVMHWYHU %

FRQERODLF\ PBROLF\BVHUYHUS$
FRQILJ BODSKWWSBVHUYHUS
FRQILJ SRRY FHKW WS

FRQILJ SRBISFRQQHFWHRQ@Q PD|
FRQERDLF\ PBROLF\BVHUYHU%
FRQILJ BODSKWWSBVHUYHU%
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- HTTP

KRVWQDPH FRQILJ SRRQRY FH KW W S

KRVWQDPH FROMHUYLFH SRGREALLF\BVHUYRWX UIDLKHLGH
KRVWQDPH FRQMHUYLFH SRGRELLF\BVHUYRWHUIDRPHWVLGH

NAT HTTP

2 1
192.168.1.1 1 IP
209.165.200.225 ACL IP
outside
40 : NAT HTTP

KRVWQDPH FRQREMHREWWZRREM
KRVWQDPH FRQILJ QHWZRUKNRRBWMHFW
KRVWQDPH FRQILJI QHWZRURIRMENMHRWWVLGHVDWLF

KRVWQDPH FRQQEFHVYV OKWWWSBFOHHWWQ GHGU P LWWF KXRVW
KRVWQDPH FRQAODVYV PRWWSBFOLHQW

KRVWQDPH FRQILJ PPWHFKFFHVV OKWWSBFOLHQW
KRVWQDPH FRQEBROLF\ PEBWSBFOLHQW

KRVWQDPH FRQIL)J BODSKWWSBFOLHQW

KRVWQDPH FRQILJ SRRQY FH KW W S

KRVWQDPH FRQMHUYLFH SREMANVSBFOLIQ@MAUIDFHLGH

DQ\HT

7.0(1)
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RADIUS 7.2(1) RADIUS
class-map type
management inspect radius-accounting
7.2(1)
class-map type inspect
7.2(1)
class-map
typeregex regex match regex
match |8.0(2) match
any any 1

match all

CLI

2 Cisco Secure Firewall ASA

9.24 CLI .
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. 317

. 328
. 336
. 340
. 341
IP
ASA
ASA
ASA ACL
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TCP UDP

ASA

ASA

ASA

URL
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SIP sip-mapl  sip-map2

KRVWQDPH FRQERDLF\ PWWHVW
KRVWQDPH FRQILJ BODSBVYLS

KRVWQDPH FRQILJ SRIREFVSHNWSVLS PDS
KRVWQDPH FRQILJ SRERRY FHNWSVLS PDS

ASA

Request Method
Request Method

match request method get

PDWFKHTXHXWDGHKRVWHQJWW
UHVHW
PDWFKHTXHPWWKRBW
ORJ

2 match

PDWFKHTXHYXWDGHWHQJIWW
ORJ

PDWFKHTXHYXWDGHWHQJIWW
UHVHW

CLI 2 Cisco Secure Firewall ASA 9.24 CLI

ASA

HTTP

Header Host Length
Header Host Length
match

1001

2 match

match




-

match

3
match request-cmd match filename 2
ftp3
match filename ftpl
ftp3 ftp2
filename
ftp3 ftp2
FODVV PWSSH QVSHFWSPDWFK DIV
PDWFKHTXHVW FiPW
FODVV PWSSH QVSHFWSPDWFK DIV
PDWFKOHQDPHJIHPEF
FODVV PWSSH QVSHFWSPDWFK DIV
PDWFKHTXHVW FIPW
PDWFKOHQDPHJIHPEF
SROLF\ P/SSH QVSHFWSIWS
FODVMVS
ORJ
FODVMVS
ORJ
FODVMVS
ORJ
M3UA SIP
ASP
* CTIQBE
* H323 H225 RAS
* IPsec
* MGCP
* MMP
* RTSP
2 Cisco Secure Firewall ASA 9.24 CLI
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match

match

GTP
M3UA



* SCCP  Skinny
* WAAS

IPv6
IPv6

» Diameter

* DNS over UDP
«FTP

«GTP

« HTTP

* ICMP

* IPSec

* IPv6

* M3UA

* SCCP  Skinny
* SCTP

* SIP

* SMTP

* VXLAN

NAT64
* DNS over UDP

«FTP

« HTTP

- ICMP

« SCTP

. PAT NAT NAT

NAT NAT
NAT 322
. ASA
200 FTP
FTP 200 201
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. TCP

TCP
TCP
- TCP
MSS SACK
TCP
TCP
« ASA TCP/UDP
ICMP ICMP
ASA
ping
NAT
1
NAT
*« ASA
FTP
ASA
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10:

NAT B

Application NAT
CTIQBE TCP/2748 PAT — _
NAT64
PAT
DCERPC TCP/135 NAT64 — —
Diameter TCP/3868 NAT/PAT RFC 6733
TCP/5868
TCP/TLS
SCTP/3868
DNSover UDP |UDP/53 NAT WINS RFC 1123 DNS over TCP
DNS over TCP | UDP/443 DNS
DNS/TCP
TCP/53 SITC
UDP/443 Cisco Umbrella
DNScrypt
FTP TCP/21 RFC 959 —
PAT
GTP UDP/3386 PAT —
GTPVO
NAT
UDP/2123
GTPv1+
H.323 H.225 TCP/1720 ITU-T H.323 —
RAS UDP/1718 UDP | paT H.245
RAS 1718 H225.0
1719 PAT
Q.931 Q.932
NAT
NAT64
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NAT

Application NAT
HTTP TCP/80 — RFC 2616 ActiveX  Java
MTU
MTU Java
ActiveX 1
ICMP ICMP — — ASA
ICMP
ICMP ERROR ICMP —_ — _
ILS LDAP TCP/389 PAT — _
NAT64
PAT RFC 3860 —
NAT64
IM
P RSVP NAT64 RFC 791 RFC |—
2113
IPsec Pass UDP/500 PAT — —
Through
NAT64
IPv6 — NAT64 RFC 2460 —
LISP — NAT PAT — —
M3UA SCTP/2905 RFC 4666
NAT PAT
MGCP UDP/2427 PAT RFC 2705bis-05 |—
2727
NAT64
PAT
MMP TCP/5443 PAT — _
NAT64

-

2 Cisco Secure Firewall ASA
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NAT B

Application NAT
NetBIOS Name |UDP/137 138 PAT — NetBIOS NBNS UDP
Server over IP
NAT64 137 NBDS UDP 138
NAT
PPTP TCP/1723 NAT64 RFC 2637 —
PAT
RADIUS UDP/1646 NAT64 RFC 2865 —
RADIUS
Accounting
RSH TCP/514 PAT Berkeley UNIX | —
NAT64
PAT
rtsp TCP/554 PAT RFC 2326 HTTP
NAT64 2327 1889
PAT
SCTP SCTP — RFC 4960
SCTP
NAT
NAT/PAT
NAT
cL 2 Cisco Secure Firewall ASA 9.24 CLI




NAT

Application NAT
SIP TCP/5060 RFC 2543 Cisco IP Phone
sIp UDP/5060 TETP
NAT/PAT
PAT
NAT64 NAT46
PAT
SKINNY TCP/2000 — Cisco IP Phone
SCCP NAT TFTP
PAT
NAT64 NAT46 NAT66
PAT
SMTP TCP/25 NAT64 RFC821 1123 |—
ESMTP
SNMP UDP/161 162 |NAT PAT RFC 1155 v.2 RFC 1902 1908 Vv.3RFC
Cisco Secure 1157 1212 2570 2580
Extens_lble SNMP
Operating System
FXOS
UDP/4161
SQL *Net TCP/1521 PAT — v.1l V.2
NAT64
PAT
2 Cisco Secure Firewall ASA 9.24 CLI
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Application NAT
STUN TCP/3478 WebRTC RFC5245 5389 |—
UDP/3478 NAT/PAT44
Cisco Spark
NAT/PAT44 64
NAT/PAT
Sun RPC TCP/111 PAT — —
UDP/111 NAT64
TFTP UDP/69 NAT64 RFC 1350 IP
PAT
WAAS TCP/1 65535 PAT — —
NAT64
XDMCP UDP/177 PAT — —
NAT64
PAT
VXLAN UDP/4789 N/A RFC 7348 Virtual Extensible Local Area
Network
_default_esmtp_map
show running-config all policy-map
DNS preset_dns_map
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NAT 322

1 L3/L4

FODVV PQBPH
PDWFKDUDPHWHU

KRVWQDPH FRQAOCDVY PGQVBFODVVBPDS
KRVWQDPH FRQILJ PPWFHFKFFHVYV OIGQNV

inspection_default
match
default-inspection-traffic inspection_default

335
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RADIUS

policy-map name

3/4

KRVWQDPH FRQEROLF\ PDSGREDOBSROLF\

global_policy
global_policy

L3/L4

3/4 304
RADIUS
465
3/4
global_policy
classname

KRVWQDPH FRQILJ BOEDSVQVSHFWLRQBGHIDXOW

inspection_default

name inspection_default
SNMP inspection_default SNMP
SNMP
SNMP
inspect protocol
protocol
11:
ctigbe CTIQBE 393
CLI 2 Cisco Secure Firewall ASA
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dcerpc [map_namp DCERPC 344

DCERPC 345
DCERPC
diameter [map_namgltls-proxy | Diameter 428
proxy_namg
Diameter 441
Diameter
tls-proxy proxy_name
TLS TLS
dns[map_namp DNS 347
[dynamic-filter-snoop]
DNS 348
DNS
DNS

preset_dns_map

dynamic-filter-snoop

DNS
DNS
UDP
DNS DNS
DNS
ASA
esmtp [map_namp SMTP SMTP 379
ESMTP 381
ESMTP
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ftp [strict [map_nam§ FTP 353
strict Web FTP
FTP 354
FTP 355
FTP
otp [map_namp GTP 423
GTP 433
GTP
h323 h225 [map_namg H.323 394
H.323 397
H323
h323ras[map_nampg H.323 394
H.323 397
H323
http [map_namg HTTP 359
HTTP 359
HTTP
icmp ICMP 364
icmp error ICMP 364
ils ILS 365
im [map_namg 366
CLI 2 Cisco Secure Firewall ASA 9.24 CLI




ip-options [map_namp IP 369
IP 370
IP
ipsec-pass-thru [map_namg IPsec 372
IPsec
373 IPsec
ipv6 [map_namp IPV6 374
IPv6 375
IPv6
lisp [map_namg LISP
LISP
m3ua [map_namp M3UA 429
M3UA 459
M3UA
mgcp [map_namg MGCP 400
MGCP 403
MGCP
netbios [map_namg NetBIOS 377
NetBIOS
pptp PPTP 378
2 Cisco Secure Firewall ASA 9.24 CLI
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radius-accounting map_name |RADIUS 431
radius-accounting
RADIUS
RADIUS
465
rsh RSH 378
rtsp [map_namp RTSP 404
RTSP 406
RTSP
sctp [map_namg SCTP 427
SCTP 439
SCTP
sip [map_namg][tls-proxy SIP 408
proxy_namg
SIP 411
SIP
tls-proxy proxy_name
TLS TLS
skinny [map_namg Skinny SCCP 415
Skinny SCCP 417
Skinny
snmp [map_namp SNMP 384
SNMP
sginet SQL*Net 385
CLI 2 Cisco Secure Firewall ASA 9.24 CLI




-

stun STUN 419
sunrpc Sun RPC 385
UDP 111
TCP 111  SunRPC
TCP 111
inspect sunrpc
tftp TFTP 387
waas TCP 33 Cisco Wide
Area Application Services
xdmcep XDMCP 388
vxlan VXLAN 388
noinspect protocol
KRVWQDPH FRQILJ FORL\QW SHFWS
KRVWQDPH FRQILJ FIODASHNWSVLS PDS
global_policy
1
service-policy policymap_naméglobal | interfaceinterface_namp
KRVWQDPH FRQMHUYLFH SROOREDOBSROQREDO
global interface

2 Cisco Secure Firewall ASA
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1
3/4 inspection_default
match match default-inspection-traffic
match any
IPv6 IPv4 IPv6
IPv6
320
match access-list match default-inspection-traffic
IP match default-inspection-traffic
ACL
matchany ASA
NAT 322
SNMP
inspection_default SNMP
SNMP SNMP

10.1.1.0 192.168.1.0

KRVWQDPH FRQEFHVV OLQOW S H FW H Q GHGU P LLV8

KRVWQDPH FRQAODVYVY PD@VSHFWLRQBGHIDXOW
KRVWQDPH FRQILJ PPWFXFFHVYV OLWWSHFW

KRVWQDPH FRQILJ FRR®XQQLQJ FREODVYV PDEVSHFWLRQBGHIDXOW

FODVV PD@VSHFWLRQBGHIDXOW
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PDWFKHIDXOW LQVSHFWLRQ WUDIILF
PDWFKFFHVV OLWWSHFW

21 1056 FTP
ACL

KRVWQDPH FRQEFHVY OLWWBLQVSHPMWHQGHEUPLWMFDQ\DQ\HT
KRVWQDPH FRQEFHVY OLWWBLQVSHPMWHQGHEUPLWMFDQ\DQ\HT
KRVWQDPH FRGAODVV PQOHBZBLQVSHFWLRQ

KRVWQDPH FRQILJ PPIWFIKFFHVV OLWWBLQVSHFW

-

URL
HTTP
URL
Ctrl Vv CLI ?
d?g

d[Ctrl+V]?g

regex

ASA URL
/ http://
http:/
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12:

dg
dog dag dtg
doggonnit
(exp)
d(ola)g dog dag
dolag do ag
ab(xy){3}z abxyxyxyz
doglcat dog cat
? 0 1
lo?se Ise lose
* 01
lo*se
Ise lose loose
+ 1
lo+se lose
loose Ise
{x} {x} X
ab(xy){2}z abxyxyz  abxyxyxyz
[abq
[abc] a b c
["abd
[*abc] a b c
["A-Z]
1
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[a-c] [a-Z]
[abcg-Z] [a-ca-Z]
b cgrstuvwXxyz
[abc] [-abc]
" test"
AN
\
\[
char
\r 0x0d
\n 0x0a
\t 0x09
\f 0x0c
NN 16 16 2 ASCII
\NNN 8 8 3 ASCII
040
1 test regex input_text
regular_expression
input_text 201

regular_expression 100
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Ctrl+Vv CLI test regex
test regex "test[Ctrl+V Tab]" "test\t"

,1)2 5HIXOMHYSUHVVIFRDQVFPKXFFHHGHG

,1)2 5HIXOBMHYSUHVVIFRDOQWFIDLOHG

regex nameregular_expression

name 40 regular_expression 100

KRVWQDPH FRQUHIHKUOBH[DPBHPSOH? FRP
KRVWQDPH FRQIHIJIHKUOBH[DPSHIBPSOH ? FRP

1
class-map type regex match-any class_map_name
class_map_name 40 class-default
match-any 1

description string

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




3 match
regex regex_name

example.com example2.com

KRVWQDPH FRQIHJHKUOBH[DPHOHPP SOH? FRP
KRVWQDPH FRQUHIJIHKUOBH[DPSHOBPSOH ? FRP
KRVWQDPH FRQACDVYV PWSSHIHIJHPDWFK D8&®VV
KRVWQDPH FRQILJ PPWFKHIHKUOBH[DPSOH
KRVWQDPH FRQILJ PPWFKHIHKUOBH[DPSOH

Cisco.com
« show service-poalicy inspect protocol

protocol dns
inspect

DVDVKRXHUYLFH SRQQMSHBW V

*OREDSROLF\
6HUYLFH SROLEREDOBSROLF\
&ODVV PORVSHFWLRQBGHIDXOW
,QVSHFWQWUHVHWBGQVBPBSHW ORFNDLO GURS UHVHW GURS
PLQ SNW UDVBMWY VHF IDLO FORVH
PHVVDJH OHODWMK XPOLH@OXWRGURS
PHVVDJH OHODWMHXP GURS
GQV JXDUFRXQW
SURWRFRO HQIRUFRHPRIQW
QDW UHZUIPRX QW
DVD

» show conn

* show ctigbe
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CTIQBE
* show h225

H.225
* show h245

H.245
» show h323ras
H.323 H.323 RAS
» show mgcp {commands| sessions }
MGCP MGCP

* show sip

SIP
* show skinny

Skinny SCCP
* show sunrpc-server active

Sun RPC

7.2(1)
class-map type inspect
7.2(1)
class-map
typeregex match regex
match | 8.0(2) match
any any 1

CLI 2 Cisco Secure Firewall ASA
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* DCERPC
* DNS
*FTP

* HTTP

* ICMP

* ICMP
*ILS

«IP

* IPsec

* IPv6

* NetBIOS
* PPTP

* RSH

* SMTP

* SNMP

* SQL*Net
* Sun RPC
* TFTP

* XDMCP
* VXLAN

317

344
347
353
359
364
364
365
366
369
372
374
377
378
378
SMTP 379
384
385
385
387
388
388
389
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B ocerec

DCERPC

DCERPC
DCERPC
DCERPC

DCERPC Microsoft MSRPC Microsoft

NAT
DCERPC EPM TCP 135

TCP EPM
IP EPM
EPM

DCE uuliD

. EPM UUID EPM

* |SystemMapper UUID EPM

* RemoteCreatelnstance opnum4

» RemoteGetClassObject opnum3

» OxidResolver UUID EPM

* ServerAlive2 opnum5
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DCERPC .

DCERPC

DCERPC DCERPC
DCERPC
match
1 DCERPC
match
a) classs-map typeinspect dcerpc [match-all | match-any]
class_map_name
class_map_name match-all
match-any 1 match
CLI
b) match match
not match not
e match [not]uuidtype DCERPC UuID
type
* msrpc-epm Microsoft RPC EPM
* ms-rpc-isystemactivator  1SystemMapper
* ms-rpc-oxidresolver  OxidResolver
c) exit
2 DCERPC policy-map typeinspect dcerpc

policy_map_name

policy_map_name CLI
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B ocerec

3 description string

* DCERPC
classclass_map_name

*« DCERPC match
match not
match not

b)
* reset [log] TCP

*log

class match

KRVWQDPH FRQEROLF\ PWSSHQVSHEBWHUSHFHUSF PDS
KRVWQDPH FRQILJ BBWHEKXL®PV USF HSP
KRVWQDPH FRQILJ SRR F

KRVWQDPH FRQILJ SBDBPHWHUYV
KRVWQDPH FRQILJ SPDS S

b) 1
no

« timeout pinholehh:mm:ss DCERPC 2
00:00 01
119:00:00

« endpoint-mapper [epm-service-only] [lookup-oper ation [timeout hh:mm:s§]
epm-service-only

lookup-operation

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI
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timeout pinhole

DCERPC DCERPC

KRVWQDPH FRQBROLF\ PWSSHQVSHBWHUSFHFHUSFBPDS
KRVWQDPH FRQILJ WRPEREIMWQKROH

KRVWQDPH FRQAODVY PGBHUSF
KRVWQDPH FRQILJ PPWFKRUWFHT

KRVWQDPH FRQERDLF\ PDGREDO SROLF\
KRVWQDPH FRQILJ EGDSBGFHUSF
KRVWQDPH FRQILJ SRRYFHEWHUSFHHUSF PDS

KRVWQDPH FRQMHUYLFH SROOREDO SRAUDREDO

328
DNS
DNS
DNS
DNS preset_dns_map
. DNS 512

* DNS over TCP

. DNS

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




B ons

* DNS ASA DNS ASA
DNS DNS ASA
DNS ID DNS ID
* NAT DNS
. DNS
255 63
DNS

FODVV PD@VSHFWLRQBGHIDXOW
PDWFKHIDXOW LQVSHFWLRQ WUDIILF
SROLF\ PWSSHQVSHEBW\WUHVHWBGQVBPDS
SDUDPHWHUV

PHVVDJH OHQDWMK XFPOLH @XWR

PHVVDJH OH®DWMK XP

GQV JXDUG

SURWRFRO HQIRUFHPHQW

QDW UHZULWH
SROLF\ PDSREDOBSROLF\
FODVWVQVSHFWLRQBGHIDXOW
LQVSHEBW\WUHVHWBGQVBPDS

VHUYLFH SROOREDOBSRODQREDO

DNS

.

Cisco ASA CPU

CPU ASA
CPU

DNS
DNS
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DNS
match
match not
match not example.com example.com
match
a) classmap typeinspect dns[match-all | match-any] class_map_name
class_map_name match-all
match-any 1 match
CLI
1 match
b) description string
string 200
c) match
match not match not
» match [not] header-flag [eq] {f_name[f_name.] |f valug¢ DNS
f_name DNS AA QR RA
RD TC f value
0x 16 16 0x0  Oxffff eq
eq
1 match

header-flag AA QR

» match [not] dns-type{eq {t_ namgt valug |ranget valuelt valued DNS

t_name DNS A IPv4
AXFR CNAME IXFR
NS SOA TSIG
t value DNS 0 65535

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .
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.

d)

DNS

range €q
match dns-typeeq A

» match [not] dns-class{eq {in | c_valug | rangec_valuelc value2 DNS
in ¢ _value DNS
0 65535 range eq
match dns-classeg in

» match [not] {question | resource-record {answer | authority | additional}} DNS
question DNS
resource-record

answer authority additional match
resour ce-recor d answer

» match [not] domain-name regex {regex_namgq class class_namp DNS

exit

policy-map typeinspect dns

policy_map_name

policy_map_name CLI

b)

description string

« DNS
classclass_map_name
* DNS match
match not
not
« drop [log]
« drop-connection [log]
* mask [log]
* log
2 Cisco Secure Firewall ASA 9.24 CLI
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DNS B

« enforce-tsig [drop] [log] TSIG
TSIG
class match class
match 319

KRVWQDPH FRERDLF\ PIWSSHQVSHBW\GQV PDS
KRVWQDPH FRQILJ BE@DSGQV FODVV PDS
KRVWQDPH FRQILJ SEURS

KRVWQDPH FRQILJ SPDWFKHDGHU |®ODD
KRVWQDPH FRQILJ SELURBORJ

a)
KRVWQDPH FRQILJ SBDBPHWHUYV
KRVWQDPH FRQILJ SPDS S
b) 1
no
e dnscrypt  DNScrypt Cisco Umbrella
DNScrypt Umbrella
1
DNScrypt UDP/443
DNS
DNS
UDP/443
ednsguard DNS ASA DNS
ASA DNS DNS ASA
DNS ID DNS ID

« id-mismatch count numberduration secondsction log DNS ID
count numberur ation seconds
1

e id-randomization DNS DNS

» message-length maximum {length| client {length| auto} | server {length| auto}} DNS
512 65535
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-

auto
e nat-rewrite  DNS NAT
* protocol-enforcement DNS
255 63

* tcp-inspection  DNS over TCP

DNS/TCP 53 DNS

TCP/53
« tsig enforced action {[drop] [log]} TSIG
drop log
e« umbrella >tag umbeella_policy@ >fail-open @ Cisco Umbrella
Cisco Umbrella tag
ACL Cisco
Umbrella 117
Umbrella DNS DNS fail-open
Cisco Umbrella DNS
Umbrella
DNS DNS
UmbrellaDNS
DNS
Umbrella

KRVWQDPH FRQILJ SBDBPHWHUYV

KRVWQDPH FRQILJ SBOS/SSXDUG

KRVWQDPH FRQILJ SPBIY\6DJH OH® DMK XP
KRVWQDPH FRQILJ SRIDWNWSUHZULWH

KRVWQDPH FRQILJ SBURWRFRO HQIRUFHPHQW

UHJHGRPDLQBH[DPEORSOH? FRP’
UHJHGRPDLQBIRRR? FRP’

GHILOQOWKHRPDIQDPHWKDWKHWHUYHRMHUYHV
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FODVV PWSSHUHIHPDWFK DRRBGRPDLQV
PDWFKHIJHGRPDLQBH[DPSOH
PDWFKHIJHGRPDLQBIRR

‘"HILQHD '16 PDSRUTXHURQO\
FODVV PWSSHQVSHEBWWDWFK DSXEBVHUYHUBPDS

PDWFRWHDGHU 1@BJ

PDWFKXHVWLRQ

PDWFXRW RPDLQ QDRABHFODVR\BGRPDLQV

SROLF\ PWSSHQVSHEBWWHZBGQVBPDS
FODV¥XEBVHUYHUBPDS
GURBRJ
PDWFKHDGHU 1G3DJ
PDVIRJ
SDUDPHWHUYV
PHVVDJH OH@QDWK XFPOLH@XWR
PHVVDJH OHQDWMK XP
GQV JXDUG
SURWRFRO HQIRUFHPHQW
QDW UHZULWH

SROLF\ PDGREDOBSROLF\
FODVVQVSHFWLRQBGHIDXOW
QRLQVSHEWWUHVHWBGQVBPDS
LQVSHBWWHZBGQVBPDS

VHUYLFH SROOREDOBSROQREDO

328
FTP
FTP

FTP FTP

e FTP

PORT PASV
e FTP /
CLI 2 Cisco Secure Firewall ASA 9.24 CLI
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FTP

. 303002

« Audit record 201005 is generated if the secondary dynamic channel preparation failed due to
memory shortage.

. 1P

FTP
FTP

FTP

FTP Web FTP
FTP
inspect ftp strict

FTP FTP
ASA FTP

FTP
«FTP ASA
« ASA

* 227 PORT

FTP FTP RFC FTP
FTP
FTP TCP/21 FTP FTP
HTTP

FTP FTP

. PORT PASV 5
5 PORT
TCP

. FTP RFC <CR><LF>

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI
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* RETR STOR
. PORT PORT
TCP
. PASV 227
PASV TCP

227 xxxxx al, a2, a3, a4, p1, p2

* TCP ASA TCP
. 1024
1 1024
TCP
. PORT PASV
8 8 TCP
« ASA SYST FTP X
FTP
FTP no mask-syst-reply
FTP
FTP FTP
FTP FTP
FTP FTP FTP
FTP FTP
FTP
1
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1 FTP
match
match not
match not example.com example.com
match
a) classmap typeinspect ftp [match-all | match-any] class_map_name
class_map_name match-all
match-any 1 match
CLI
1 match
b) description string
string 200
c) match
match not match not

» match [not] filename regex {regex_namq classclass_namp FTP
» match [not] filetype regex {regex_namgq classclass_namp FTP

» match [not] request-command ftp_command ftp_command.] FTP
1

- APPE
- CDUP

* DELE

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI
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* GET
* HELP
* MKD
* PUT

* RMD
* RNFR
* RNTO

*SITE

* STOU

» match [not] server regex {regex_namg classclass_namp FTP

» match [not] username regex {regex_namg classclass_namg FTP

d) exit
2 FTP policy-map typeinspect ftp policy_map_name
policy_ map_name CLI
3 description string
a)
«FTP
classclass_map_name
*FTP match
match not match
not
b)
* reset [log] TCP

log
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class match
match

a)
KRVWQDPH FRQILJ SBDBPHWHUYV
KRVWQDPH FRQILJ SPDS S

b) 1

no

* mask-banner FTP

* mask-syst-reply  syst

FTP

KRVWQDPH FRQERDLF\ PWSSH QVSHFWSP\PDS
KRVWQDPH FRQILJ SBDBPHWHUV
KRVWQDPH FRQILJ SPDY$ EDQQHU

KRVWQDPH FRQAOCDVYVY PPBWFK DIWWG WUDIILF
KRVWQDPH FRQILJ PPWWFKRUWFHTIWS

KRVWQDPH FRQEROLF\ PDBS SROLF\
KRVWQDPH FRQILJ BGEDSMWS WUDIILF
KRVWQDPH FRQILJ SRQRY FHFWSVWULMPWPDS

KRVWQDPH FRQMHUYLFH SROWB\SROLIFQWHU IDRH LGH

328
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HTTP

HTTP

inspect

HTTP

HTTP

HTTP

HTTP

HTTP

HTTP
HTTP
HTTP
HTTP

HTTP
* RFC 2616

* RFC

HTTP

CLI 2 Cisco Secure Firewall ASA

HTTP

HTTP
HTTP
HTTP
HTTP
HTTP

HTTP

ASCII
Web
URL
HTTP
HTTP

9.24 CLI

HTTP

HTTP
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.

HTTP

match

match not
match not example.com example.com

match

a)

b)

classsmap typeinspect http [match-all | match-any]
class_map_name

class_map_name match-all
match-any 1

CLI
1 match

description string

string 200
match
match not match not
« match [not] req-resp content-type mismatch HTTP content-type
HTTP accept

» match [not] request argsregex {regex_namq classclass_namp HTTP

Cisco Secure Firewall ASA 9.24 CLI

match



CLI

HTTP B

» match [not] request body {regex {regex_namg class class_namg| length gt byte§ HTTP

» match [not] request header {field | regex regex_nam@ regex {regex_namg class
class_namp HTTP

accept accept-charset accept-encoding accept-language allow authorization
cache-control connection content-encoding content-language content-length
content-location content-md5 content-range content-type cookie date expect expires
from host if-match if-modified-since if-none-match if-range if-unmodified-since
last-modified max-forwards pragma proxy-authorization range referer te trailer
transfer-encoding upgrade user-agent via warning

» match [not] request header {field | regex {regex_namg class class_namg} {length gt bytes
| count gt numbe} HTTP

» match [not] request header {length gt byteq count gt number non-ascii} HTTP
ASCII

» match [not] request method {method regex {regex_namgq classclass_namg} HTTP

bcopy bdelete bmove bpropfind bproppatch connect copy delete edit get
getattribute  getattributenames getproperties head index lock mkcol mkdir move
notify options poll post propfind proppatch put revadd revlabel reviog revnum
save search setattribute startrev stoprev subscribe trace unedit unlock
unsubscribe

» match [not] request uri {regex {regex_namg class class_namg| length gt byte§ HTTP
URI
URI

» match [not] response body {active-x | java-applet | regex {regex_namd classclass_namg}
HTTP

Java Active X
» match [not] response body length gt bytes HTTP
2 Cisco Secure Firewall ASA 9.24 CLI




B e

-

d)
2 HTTP

» match [not] response header {field | regex regex_nam@ regex {regex_namsq class
class_namp HTTP

accept-ranges age allow cache-control connection content-encoding
content-language content-length  content-location content-md5 content-range
content-type date etag expires last-modified location pragma proxy-authenticate
retry-after server set-cookie trailer transfer-encoding upgrade vary via warning
www-authenticate

» match [not] response header {field | regex {regex_name classclass_namg} {length gt bytes
| count gt numbe} HTTP

» match [not] response header {length gt bytes| count gt numben non-ascii} HTTP
ASCII

» match [not] response status-line regex {regex_namg classclass_namp HTTP

exit

policy-map typeinspect http

policy_map_name

policy_map_name CLI

a)

b)

description string

«HTTP
classclass_map_name

« HTTP match
match not
maitch not

« drop-connection [log]
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* reset [log] TCP
* log

class match class

match 319

a)
KRVWQDPH FRQILJ SBOBPHWHUYV
KRVWQDPH FRQILJ SPDS S
by 1
no
* body-match-maximum number HTTP
200
* protocol-violation action {drop-connection [log] | reset [log] | log} HTTP
* gpoof-server string WebVPN
spoof-server
GET PUT www\.xyz.com/.*\.asp
www\.xyz[0-9][0-9]\.com HTTP
HTTP
URL/

KRVWQDPH FRQUHIJHKUO33Z2ZZ? [\] FRP ? DVS’
KRVWQDPH FRQUIHIJHKUO3z2Z2Z? [\]> @ > @? FRP’
KRVWQDPH FRQUIHJIHJHW* (7"

KRVWQDPH FRQHJHEXW387"

KRVWQDPH FRQHAOCDVYV PWSSHUHIHPDWFK DQUIOBWRBORJ
KRVWQDPH FRQILJ PPWFWKHJIHKUO

KRVWQDPH FRQILJ PPWFWKHJIHKUO

KRVWQDPH FRQILJ AP/
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KRVWQDPH FRGAODVV PWSSHIHJHPDWFK DRHWKRGVBWRBORJ
KRVWQDPH FRQILJ PPIVFKHJIHJHW

KRVWQDPH FRQILJ PPIVFKHJIHE X W

KRVWQDPH FRQILJ AP

KRVWQDPH FRGAODVV PWSSH QVSHKW WSWWSBXUOBSROLF\
KRVWQDPH FRQILJ PPIVFKHTXHXWLUHIJHFODVXUOBWRBORJ
KRVWQDPH FRQILJ PPIVFKHTXHPWW KRG JHFODVRHWKRGVBWRBORJ
KRVWQDPH FRQILJ AP

KRVWQDPH FRQERODLF\ PWSSHQVSHRKWWSWWSBSROLF\
KRVWQDPH FRQILJ BEODSKNWWSBXUOBSROLF\
KRVWQDPH FRQILJ SRS F

328
ICMP ICMP
TCP UDP
ICMP ACL ICMP ASA
ICMP
ICMP
1
ASA ICMP ICMP
ASA
ping
NAT ICMP ICMP
ICMP
328
ICMP ASA  NAT ICMP
ASA
IP

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI
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ASA ICMP
ASA ICMP
NAT
traceroute ASA
ASA
IP
NAT ICMP ICMP
NAT ICMP ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
328
Internet Locator Service ILS LDAP
ILS Microsoft NetMeeting  SiteServer Active Directory
NAT LDAP IP
ILS PAT
LDAP LDAP
NAT NAT
ILS ASA
TCP 389 LDAP
ILS H225 UDP
TCP TCP 60
TCP timeout ASDM

[Configuration] > [Firewall] > [Advanced] > [Global Timeouts]

ILS

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




. 1D NAT

ILS
328
IM IM
IM
inspect IM
IM
IM
IM
IM
1
1 IM
match
match not
match not example.com example.com

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



match

a) class-map typeinspect im [match-all | match-any] class_map_name

class_map_name match-all

match-any 1 match
CLI
1 match

b) description string
string 200
c) match
match not match not
« match [not] protocol {im-yahoo |im-msn} IM Yahoo MSN
» match [not] service{chat | file-transfer | webcam | voice-chat | conference | games}

IM

» match [not] login-name regex {regex_namg classclass_namg IM
» match [not] peer-login-name regex {regex_namgq classclass_namp IM

e match [not] ip-addressip_addessmasi IM IP
» match [not] peer-ip-addressip_addessmasi IM IP
» match [not] version regex {regex_namg classclass_ namg IM

» match [not] filename regex {regex_namg classclass_namg IM

MSN IM

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .
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2 IM

policy-map typeinspect im policy_map_name

policy_map_name CLI

3 description string
a)
*IM class
class_map_name
*IM match
match not match
not
b)
« drop-connection [log]
* reset [log] TCP
* log
class match class
match 319
IM

KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH

KRVWQDPH
KRVWQDPH
KRVWQDPH

KRVWQDPH
KRVWQDPH
KRVWQDPH

FRQUHJHPDRJILQQDPWQJI?#\DKRR FRP’
FRQUHJHPDRJILQQDPMYLQ?#\DKRR FRP’
FRQUHJHPDRJILQQDPWDKXO?#\DKRR FRP’
FRQUHJHPDRJILQQDPGHDUVKDQW?#\DKRR FRP’
FRQUHJH[DKRRBYHUVLRQBWHJIH]
FRQUHJIHJLIBILOHV ? JLI”
FRQUHJHH[HBILOHAV? H[H"

FRQHAOCDVYV PWSSHUHIHPDWFK D@KRRBVUFBORJLQBQDPHBUHJIH][
FRQILJ PPWFKHIHDPRILQQDPH
FRQILJ PPBWFKHIHDPRILQQDPH

FRQHAODVYV PWSSHUHIHPDWFK D@QKRRBGVWBORJLQBQDPHBUHJIH][
FRQILJ PPWFKHIHDPRILQQDPH
FRQILJ PPBWFKHIHPRILQQDPH
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KRVWQDPH FRQAODVY PWSSHQVSHEWPDWFK DQ@QKRRBILOHBEORFNBOLVW
KRVWQDPH FRQILJ PPWHFKOHQDRHJIHJLIBILOHV
KRVWQDPH FRQILJ PPWHFKOHQDRHJIHH[HBILOHYV

KRVWQDPH FRQAODVYV PWSSHQVSHEWPDWFK DOB&RRBLPBSROLF\

KRVWQDPH FRQILJ PPWFKRJILQ QDPHIHFODVWMDKRRBVUFBORJIJLQBQDPHBUHJIH]|
KRVWQDPH FRQILJ PPBWFXHHU ORJLQ @QBIBHFODVWKRRBGVWBORJLQBQDPHBUHJ

KRVWQDPH FRQAODVY PWSSHQVSHEWPDWFK DOB&RRBLPBSROLF\
KRVWQDPH FRQILJ PPWFKHUVLREGIHIDKRRBYHUVLRQBUHJIH]

KRVWQDPH FRQHODVYV PDEBBLQVSHFWBFODVVBPDS
KRVWQDPH FRQILJ PPWWFEHIDXOW LQVSHFWLRQ WUDIILF

KRVWQDPH FRQIRDLF\ PWWSSHQVSHEWLPBSROLF\BDOO
KRVWQDPH FRQILJ B@DSWDKRRBILOHBEORFNBOLVW
KRVWQDPH FRQILJ SPDSVPKHUYLFHOH WUDQVIHU
KRVWQDPH FRQILJ BODSWDKRRBLPBSROLF\
KRVWQDPH FRQILJ SRS FRQQHFWLRQ

KRVWQDPH FRQILJ BODSWDKRRBLPBSROLF\
KRVWQDPH FRQILJ SRDYIEW

KRVWQDPH FRQERDLF\ PDSREDOBSROLF\BQDPH
KRVWQDPH FRQILJ BE@DSVPBLQVSHFWBFODVVBPDS
KRVWQDPH FRQILJ SRRY FHEWLPBSROLF\BDOO

328
IP [IP Options]
IP
IP
IP
IP
0 1
IP RFC IANA

http://www.iana.org/assignments/ip-parameters/ip-parameters.xhtmi

IP RSVP

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .
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IP

IP _default_ip_options_map
RSVP

» Router Alert

RSVP

Router Alert RSVP
VoIP

syslog 106012
show service-policy
inspect ip-options

SROLF\ PWSSHQVSHEW RSWLRBBWIDXOWBLSBRSWLRQVBPDS
GHVFULSWHRmMXOW 237,2168ROLF\ PDS

SDUDPHWHUYV

URXWHU D ODHFWW D@ ORZ

IP

IP IP
1 1P policy-map typeinspect ip-options
policy_map_name
policy_map_name CLlI
2 description string

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



KRVWQDPH FRQILJ SBDBPHWHUYV
KRVWQDPH FRQILJ SPDS S

allow
clear

no

IP RFC IANA
http://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml

« default action {allow | clear}

* basic-security action {allow | clear} Security SEC
« commercial-security action{allow|clear } Commercial Security CIPSO

« eool action{allow | clear} End of Options List

« exp-flow-control action{allow | clear} Experimental Flow Control FINN
 exp-measurement action{allow | clear} Experimental Measurement ZSU
* extended-security action {allow | clear} Extended Security E-SEC

« imi-traffic-descriptor action{allow | clear} IMI Traffic Descriptor IMITD

 nop action{allow | clear} No Operation

e quick-start action {allow | clear} Quick-Start QS
« record-routeaction{allow|clear} RecordRoute RR

e router-alert action{allow | clear} Router Alert RTRALT

* timestamp action {allow|clear} TimeStamp TS
« {0-255} action {allow | clear}

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .



http://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml

. IPsec

IPsec

IPsec

.

IPsec

inspect

IPsec

Internet Protocol Security  IPsec

IP
IPsec
ESP IP 50
AH
ESP AH
NAT NAT

2 Cisco Secure Firewall ASA

RFC 791 http://tools.ietf.org/html/rfc791

AH IP
ACL

9.24 CLI

328

IPsec
IPsec

IKE UDP 500
51

IPsec

PAT

IPsec

IPsec

ESP


http://tools.ietf.org/html/rfc791

IPsec

IPsec IPsec
IPsec

10

IPsec

ipsec-pass-thru policy_map_name

policy_map_name

IPsec .

_default_ipsec_passthru_map ESP
ESP
AH

policy-map typeinspect

CLI

description string

a)
KRVWQDPH FRQILJ SBDBPHWHUYV
KRVWQDPH FRQILJ SPDS S

b) 1

no

* esp per-client-max numbertimeout time ESP

hh:mm:ss

« ah per-client-max numbertimeout time AH

esp

ACL IKE

IPsec Pass Thru

KRVWQDPH FRQEFHVYV OLBWHFSDVVWKEXDPFOW DQ\DQ\HT
KRVWQDPH FRCHODVYV PDSVHFSDVVWKUX WUDIILF

CLI 2 Cisco Secure Firewall ASA
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KRVWQDPH FRQILJ PPWSFKFFHVV OLBWHFSDVVWKUXDFO
KRVWQDPH FRQEROLF\ PWSSHQVSHEWVHF SDVV WRBW»®DS
KRVWQDPH FRQILJ SBDBPHWHUYV

KRVWQDPH FRQILJ SHIYSS$HU FOLHQW PMMLPHRXW
KRVWQDPH FRQILJ SPIKSHU FOLHQW PDIPHRXW

KRVWQDPH FRQEROLF\ PDQVSHFWLRQBSROLF\

KRVWQDPH FRQILJ BEEDSVSVHFSDVVWKUX WUDIILF
KRVWQDPH FRQILJ SRRYFHEWVHF SDVV WRW®DS
KRVWQDPH FROMMHUYLFH SROQODMSHFWLRQB3SRAOLHUYIDRRPHWVLGH

IPv6

IPv6 IPv6
IPv6 IPv6
RFC 2460
IPv6
IPv6
IPv6
IPv6
IPv6
. IPv6
* RFC 2460 IPv6

SROLF\ PWSSHQVSHEWY BGHIDXOWBLSY BPDS
GHVFULSWHRRXOWY9 SROLF\ PDS
SDUDPHWHUV

YHULI\ KHDGWHBH

YHULI\ KHD ®RRWG HU

PDWFKHDGHWRXWLQJ WABRJIH

GURBOSRIJ

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI



IPv6

1 IPv6
policy_map_name

policy_map_name

3 IPv6

a) IPv6

type
«ah IPv6

e count gt number IPv6

* destination-option IPv6
cesp IPV6
» fragment IPv6
* hop-by-hop  IPV6
* routing-addresscount gt number 1Pv6
0 255
* routing-type {eq | range} number IPv6
255
b)

* drop [log]
* log

CLI 2 Cisco Secure Firewall ASA

IPv6

IPv6

policy-map type inspect ipv6

CLI

description string

match header type

0 255

ESP

3040

9.24 CLI
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c)

KRVWQDPH FRQILJ SBDBPHWHUYV
KRVWQDPH FRQILJ SPDS S

b) 1
no

* verify-header type IPv6
« verify-header order RFC 2460 IPv6

0 IPv6

SROLF\ PWSSHQVSHEWY LSY SP
SDUDPHWHUV
YHULI\ KHDGHBH
YHULI\ KHD RWGHU
PDWFKHDGHKW®RS E\ KRS
GURBOSRIJ
PDWFKHDGHSWHVWLQDWLRQ RSWLRQ
GURB®SRIJ
PDWFKHD GHIR XWLQJ DG GUREK\QUWW
GURB®SRIJ
PDWFKHDGHIRXWLQJ WHABH
GURB®SRIJ

SROLF\ PDSREDOBSROLF\
FODVWODVYV GHIDXOW
LQVSHEWY LSY SP

VHUYLFH SROOREDOBSRODQREDO

328
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NetBIOS

NetBIOS
NetB10OS

NETBIOS

NetBIOS

NetBIOS
policy_map_name

policy_map_name

KRVWQDPH FRQILJ SBDBPHWHUYV
KRVWQDPH FRQILJ SPDS S

NetBIOS
{drop [log] | log}

drop

NetBIOS B

NetBIOS NBNS
IP NAT

NetBIOS

policy-map type inspect netbios

CLI

description string

protocol-violation action

log

KRVWQDPH FRERDLF\ PWWSSHQVSHOWMWELGMWELRVBPDS

KRVWQDPH FRQILJ SBDBPHWHUYV

KRVWQDPH FRQILJ SBDRWRFRO YLRGMWRBRQ

KRVWQDPH FRERDLF\ PRSIWELRVBSROLF\
KRVWQDPH FRQILJ B@EDSVQVSHFWLRQBGHIDXOW
KRVWQDPH FRQILJ SRREFVSHRWMWELRYV
KRVWQDPH FRQILJ SRRY FHOWMWELGMWELRVBPDS

CLI 2 Cisco Secure Firewall ASA
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B e

PPTP

RSH

.

328
PPTP  PPP
1 TCP 2 PPTP GRE
PPTP GRE
2 PPP
PPTP PPTP
PPTP GRE xlate
ASA PPTP /
RFC 2637 PPTP 1
1 TCP
xlate GRE
PPTP PPTP PAT
PAT  PPTPTCP
RFC 2637 GRE
GRE RFC1701 RFC1702
PPTP
328
RSH RSH
514 RSH RSH TCP
STDERR TCP
RSH
NAT
RSH
328
2 Cisco Secure Firewall ASA 9.24 CLI

PPTP
TCP
GRE

GRE
PAT

TCP



SMTP SMTP B

SMTP SMTP

ESMTP

ESMTP
ESMTP

ESMTP

SMTP ESMTP

SMTP ESMTP ASA
SMTP SMTP
ESMTP  SMTP SMTP

ESMTP
ESMTP 3

* SMTP 7 SMTP 8

. SMTP AUTH EHLO ETRN HELP SAML SEND SOML STARTTLS
VRFY

* SMTP RFC 821 DATA HELO MAIL NOOP QUIT RCPT RSET

e SMTP
108002 RFC 821
ESMTP

. <CR><LR>
« MAIL RCPT

< >

> <

e SMTP

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




B eswre

X
500 Command unknown: "XXX'

ESMTP ATRN ONEX VERB CHUNKING
*TCP
ESMTP SMTP
Telnet SMTP 4
ESMTP _default_esmtp_map
. ESMTP 2
0 0 SMTP
CR LF
. 512
. 100
. 998
. 998
* MIME 255
e others EHLO

SROLF\ PBSSHQVSHFWPWEGHIDXOWBHVPWSBPDS
GHVFULSWHRIXOWO73SROLF\ PDS

SDUDPHWHUV

PDVN EDQQHU
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ESMTP

ESMTP B

QRPDLO UHOD\
QRVSHFLDO FKDUDFWHU
DOORZ WOV
PDWFKPGOLQ®HQJIWW
GURS FRQQHFRWRURQ

PDW FAP G5 & 3 7F R X QW
GURS FRQQHFRWRURQ
PDWFEKRGOLQOHQJIWW
ORJ
PDWFKHDGHU QB HQJIWW
GURS FRQQHFRWRURQ
PDWPKHQGHU D G GUHHYIM W
GURS FRQQHFRWRURQ
PDWFKO(ILOHQDPHQJIWW
GURS FRQQHFRRURQ
PDWFHKKOR UHSO\ SD U DRVHKAHHLY/
PDVN

ESMTP
ESMTP

1 ESMTP policy-map typeinspect esmtp
policy_map_name

policy_map_name CLI

description string

a) match
match not match not

» match [not] body {length | linelength} gt bytes ESMTP

« match [not] cmd verb verbl[verb2..]
1 auth data ehlo etrn helo help
mail noop quit rcpt rset saml soml vrfy

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .



B eswre

» match [not] cmd linelength gt bytes
» match [not] cmd rcpt count gt count

» match [not] ehlo-reply-parameter parameteffparameter2.] ESMTP EHLO
1 8bitmime auth
binaryname checkpoint dsn etrn others pipelining size vrfy
» match [not] header {length | linelength} gt bytes ESMTP
» match [not] header to-fields count gt count To
« match [not] invalid-recipients count gt number
» match [not] mimefiletype regex {regex_namg classclass_namp MIME

» match [not] mimefilename length gt bytes

« match [not] mime encoding type[type2..] MIME
1 7bit 8bit base64 binary others
quoted-printable

» match [not] sender-address regex {regex_namg class class_namg

» match [not] sender-addresslength gt bytes

b)

« drop-connection [log]

» mask [log]
ehlo-reply-parameter cmd verb

* reset [log] TCP

* log

e rate-limitmessge_rate 1
cmdverb
mask
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a)

ESMTP B

match match
319

KRVWQDPH FRQILJ SBDBPHWHUV
KRVWQDPH FRQILJ SPDS S

b) 1

no

» mail-relay domain-namection {drop-connection [log] | log}

* mask-banner ESMTP

* gpecial-character action {drop-connection [log] | log}

| NUL

* allow-tls[action log] ESMTP over TLS

TLS noallow-tls
STARTTLS

ESMTP

KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH

KRVWQDPH
KRVWQDPH
KRVWQDPH

KRVWQDPH
KRVWQDPH
KRVWQDPH

CLI 2 Cisco Secure Firewall ASA 9.24 CLI

FRQUHJHKVHUIXVHU #FLVFR FRP’

FRQUHJHKVHUIXVHU #FLVFR FRP’

FRQUHJHKVHUIXVHU #FLVFR FRP’

FRQHAOCDVYV PWSSHUHIHVHQGHUVBEODFNBOLVW

FRQILJ GPAPVSULSWBEROQXOBYSUHVVLR/GLOWHRXWQGHVLYVH@GHUV’
FRQILJ PPWFUKHIHKVHU

FRQILJ PPWFUKHIHKVHU

FRQILJ PPWFUKHIHKVHU

FRQ@ERDLF\ POSSH QVSHFWPWSGYDQFHGBHVPWSBPDS
FRQILJ BEWWSKHQGHU DGGUHNANFODVYHQGHUVBEODFNBOLVW
FRQILJ SRS FRQQHFRURQ

FRQERDODLF\ PBEWVLGHBSROLF\
FRQILJ BE®EDSBVQVSHFWLRQBGHIDXOW
FRQIL) SRQRY FHHWPWBGYDQFHGBHVPWSBPDS




B swe

KRVWQDPH FROQMHUYLFH SREGXMIVLGHBSRQWHNUIDRPHWVLGH

328
SNMP
SNMP
SNMP v3
v3 SNMP
UDP/161 162
FXOS UDP/161 FXOS
UDP/4161
SNMP
FXOS SNMP SNMP
SNMP UDP/4161
SNMP SNMP
SNMP
SNMP SNMP
1 2 2 3 SNMP
SNMP
SNMP
snmp-map map_name SNMP
deny version version 1 2
2c 3
9.24 CLI
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SQL*Net B

SNMP 1 2

KRVWQDPH FROMMQPS PY®PSOHBPDS
KRVWQDPH FRQILJ VQREHPNS UVLRQ
KRVWQDPH FRQILJ VQREHPNS UVLRQ

328
*
SQL*Net
SQL*Net
SQL*Net 1 2 Transparent Network
Substrate  TNS TDS
SQL*Net
NAT
SQL*Net 1521 Oracle  SQL*Net
SQL IANA
SQL*Net
SQL*Net
* SQL TCP 1521 SQL SQL*Net
65000 16000
. SQL CPU
SQL*Net clear conn port 1521
SQL*Net
328
Sun RPC
Sun RPC

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




B surec

Sun RPC
Sun RPC Sun RPC
NFS
Sun RPC NFS NIS Sun RPC
SunRPC
111
rpcbind
Sun RPC
SunRPC
ASA TCP UDP
Sun RPC NAT PAT
Sun RPC
Sun RPC Sun RPC Sun RPC
1 Sun RPC

sunrpc-server interface_namép_addessmaskservice service_typeprotocol {tcp | udp} port[-port]
timeout hh:mm:ss

« interface_name
* ip_addessmask Sun RPC

e service service_type
100003
SunRPC UNIX Linux sunrpcinfo

* protocol {tcp | udp} TCP UDP

* port[-port]
111-113
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TFTP

 timeout hh:mm:ss Sun RPC

IP 192.168.100.2  Sun RPC

TFTP B

30

Sun RPC TCP 111

KRVWQDPH FROMMKQUSF VHUYOWWGH
VHUYLFH SURWRPRES WLPHRXW

Sun RPC

KRVWQDWKRXZXQUSF VHUWFWLY H
/2&$/)25(,*16(59,&(7,0(287

LOCAL
FOREIGN
IP

sunrpc-server active

TFTP
TFTP  RFC 1350 TFTP
TFTP RRQ
ERROR
RRQ WRQ
PAT
TFTP
CLI 2 Cisco Secure Firewall ASA 9.24 CLI

show sunrpc-server active

clear

WRQ

TFTP




B xomcr

XDMCP

VXLAN

CLI

TFTP TETP
1
TFTP PAT TFTP
TFTP
328
XDMCP UDP 177 X X
TCP
XWindows ASA Xhosted
TCP TCP
ASA  established
XDMCP established
XWindows 6000 |n Xserver
Xserver
VHWHQ®3/$<;VHUYHU Q
n
XDMCP IP
IP ASA NAT XDCMP
PAT
XDMCP
328
Virtual Extensible Local Area Network VXLAN ASA VXLAN
VXLAN
VXLAN
ASA VXLAN VTEP VXLAN
VXLAN
VXLAN 4789 UDP default-inspection-traffic

inspection_default

2 Cisco Secure Firewall ASA 9.24 CLI
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ACL
DCERPC ISystemMapper | 9-4(1) ASA 8.3 EPM DCERPC
uuID RemoteGetClassObject ISystemMapper UUID
opnum3 RemoteCreatelnstance opnum4
RemoteGetClassObject opnum3
VXLAN 9.4(1) ASA VXLAN
inspect vxlan
ESMTP TLS 9.4(1) ESMTP
TLS
noallow-tls
8.4 7.25 85 1.23 8.6 1.16 8.7
1.15 9.0 4.28 9.1 6.1 92 3.2 9.3
1.2 93 22
IP 9.5(1) IP IP
IP
basic-security commercial-security default
exp-flow-control exp-measure extended-security
imi-traffic-description quick-start record-route
timestamp {0-255} IP
CLI 2 Cisco Secure Firewall ASA
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DCERPC 9.5(2) DCERPC OxidResolver ServerAlive2
uuib opnum5 NAT
DCERPC
UuID
UuUID DCERPC
match [not] uuid
class-map type inspect
DNS over TCP 9.6(2) DNS over TCP TCP/53
tep-inspection
Cisco Umbrella 9.10(1) Cisco Umbrella
DNS Cisco Umbrella
FQDN
FQDN
Cisco Umbrella
URL
Umbrella DNS
umbréla
token public-key
timeout edns dnscrypt show service-policy inspect
dns detail
Cisco Umbrella 9.12(1) Cisco Umbrella
DNS Umbrella DNS
DNS
Umbrella
Umbrella DNS
Umbrella
local-domain-bypass resolver umbrellafail-open

-

2 Cisco Secure Firewall ASA
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XDMCP | 9.15(1)

XDMCP

XDMCP
XDMCP

XDMCP

CLI

2 Cisco Secure Firewall ASA
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317

* CTIQBE 393

* H.323 394

* MGCP 400

« RTSP 404

* SIP 408

« Skinny SCCP 415

* STUN 419

. 420
CTIQBE NAT PAT NAT

Cisco IP SoftPhone Cisco TAPI/JJTAPI Cisco CallManager
ASA
TAPI  JTAPI Cisco VoIP CTIQBE Cisco
TSP Cisco CallManager
CTIQBE
328

CTIQBE

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




| EE

CTIQBE
2 Cisco IP SoftPhone Cisco CallManager CallManager
ASA 2
« Cisco IP SoftPhone Cisco CallManager
NAT NAT  Cisco CallManager IP
Cisco IP SoftPhone
Cisco CallManager IP PC Cisco TSP
* PAT PAT Cisco CallManager IP
Cisco IP SoftPhone TCP 2748  PAT
CTIQBE TCP 2748 Cisco CallManager Cisco IP

SoftPhone Cisco TSP

H.323

H.323 RAS H.225 H.245 IP
H.323
T.120 H.245
HSI H.323 T.38 Fax
/
H.323
H.323
H.323 Cisco CallManager H.323
H.323 LAN

ASA H.323 v3
H.323  \ersion 6

H.323 ASA H.323 Version 3

ASA
H.323 2
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H.323

H.323 B

«H.225 H.245 IPv4 NAT
H.323 PER ASA ASN.1
H.323
. H.245 RTP/RTCP RAS
H.225
H.323 2 TCP 4 8 UDP
FastConnect 1 TCP RAS
1 UDP
H.323 TCP 1720 H.323 TCP
Q.931 H.323
H.245 TCP 1
H.323 UDP
H.323 Q.931TCP H.245
H.323 FastConnect ASA H.225
H.245 RAS H.225
H.245 H.323 UDP
H.323 H.245
RTP
RTCP
H.323 H.225 H.245 H.323RAS H.323
« 1718 UDP
1719 RASUDP
1720 TCP
RAS H.323 1719
H.225 H.323 1720
H.245 H.225
H.323 ASA ACF
RCF H.225
H.225 ASA H.245 H.245
ASA H.245 H.245
IP
H.245
cL 2 Cisco Secure Firewall ASA 9.24 CLI




- H.239
H.323 UDP H.323
timeout H.323
Gatekeeper H.323
ASA RegistrationRequest/RegistrationConfirm RRQ/RCF
RRQ/RCF
IP
ASA IP / 0/0
H.323
H.323
ras-rcf-pinholes enable
ASA 2 H.323 2 H.323
ASA H.239
H.239 H.300 1
H.239
H.245
ASA
oLC
H.245 13
H.239 ASN.1
H.323 Cisco Unified Communications Manager CUCM 7.0
CucM 8.0 H.323
H.323
* PAT PAT per-session PAT
. PAT H.323 IP
H.323
PAT

2 Cisco Secure Firewall ASA

.
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H.323 B

. NAT
* NAT64
* H.323 NAT
NAT NAT H.323
H.323
H.323
1
1 H.323
match
match not
match not example.com example.com
match
a) class-map typeinspect h323 [match-all | match-any]
class_map_name
class_map_name match-all
match-any 1
CLI

CLI 2 Cisco Secure Firewall ASA

match
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H.323

b) description string
string 200
c) match
match not match not
» match [not] called-party regex {regex_namg class class_namg

» match [not] calling-party regex {regex_namg¢ class class_nampg

» match [not] media-type {audio | data | video}

2 H.323 policy-map typeinspect h323
policy_map_name
policy_map_name CLI
3 description string
class match class
match 319
a)
* H.323
classclass_map_name
* H.323 match 1
match not match not
b)
« drop [log] log

« drop-connection

* reset
TCP
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H.323

a)
KRVWQDPH FRQILJ SBDBPHWHUYV
KRVWQDPH FRQILJ SPDS S
by 1
no
e ras-rcf-pinholesenable  H.323
Gatekeeper H.323
RegistrationRequest/RegistrationConfirm
RRQ/RCF
RRQ/RCF
IP ASA IP
/ 0/0
* timeout userstime H.323 hh: mm: ss
00:00:00 0:0:0 1193:0:0
« call-party-number
 h245-tunnel-block action {drop-connection | log} H.245
« rtp-confor mance [enfor ce-payloadtype] RTP
enforce-payloadtype
* state-checking {h225 | ras}
H.225 RAS
« early-message messge_type H.225 SETUP H.225
H.460.18 facility
H.323/H.225
H.323 RAS H.225
HSI
a) HSI HSI
hsi-group id
CLI 2 Cisco Secure Firewall ASA 9.24 CLI




B wccr

id HSI ID 0 2147483647
b) IP HSI  HSI hs ip_addess
HSI 5
c) HSI endpoint ip_addessif_name
ip_addess if_name ASA
HSI 10

KRVWQDPH FRQIHIJHFDOOHW

KRVWQDPH FRQIHIJHFDOOHW

KRVWQDPH FRQIHIJHFDOOHW

KRVWQDPH FRQAODVY PWSSHQVSHKW PDWFK DOOBWUDIILF
KRVWQDPH FRQILJ SPPDSWVFKDOOHG SDUHNHFEDOOHU
KRVWQDPH FRQILJ SPDSWVFKDOOLQJ SDUHNHFEDOOHU
KRVWQDPH FRQERODLF\ PWWSSHQVSHKW K BPDS
KRVWQDPH FRQILJ SBDBPHWHUYV

KRVWQDPH FRQILJ SFD®WK BWUDIILF
KRVWQDPH FRQILJ SRS

328

MGCP

MGCP

inspect MGCP
MGCP

MGCP
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MGCP

MGCP

soft PBX

MGCP
uUbP

MGCP B

NAT PAT MGCP
\Voice over IP
RJ11 Voice over IP
xDSL
PBX
Voice over IP
UDP IP
NAT MGCP

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




B wccr

.

41:NAT MGCP
MGCP
o UDP 2427
UDP 2727
MGCP MGCP RTP IP
IP
IP IP RTP
ASA MGCP RTP
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MGCP

4

ASA
MGCP

MGCP
policy_map_name

policy_map_name

KRVWQDPH FRQILJ SBDBPHWHUYV
KRVWQDPH FRQILJ SPDS S

1
no

« call-agent ip_addessgroup_id 1

group_id

MGCP AUEP

* gateway ip_addessgroup_id
ip_address

group_id 0

1 1

« command-queuecommand_limit MGCP
2147483647

CLI 2 Cisco Secure Firewall ASA

MGCP .

MGCP MGCP

policy-map type inspect mgcp

CLI

description string

group_id
1
0 4294967295 ip_address
IP
MGCP
ASA MGCP
IP
4294967295
group_id
1
200

9.24 CLI .




B srsr

MGCP

KRVWQDPH FRERDLF\ PWWSSHQVSHPWFSYDPSOHBPDS
KRVWQDPH FRQILJ SBDBPHWHUV

KRVWQDPH FRQILJ SED®G DIJHQW

KRVWQDPH FRQILJ SED®G DIJHQW

KRVWQDPH FRQILJ SED®G DIJHQW

KRVWQDPH FRQILJ SED®G DJHQW

KRVWQDPH FRQILJ SRD®ISZD\

KRVWQDPH FRQILJ SRD®ISZD\

KRVWQDPH FRQILJ SRD®ISZD\

KRVWQDPH FRQILJ SER®PBDQG TXHXH

328
RTSP
RTSP
RTSP ASA RTSP
RTSP RealAudio RealNetworks Apple QuickTime4 RealPlayer
Cisco IP/TV
Cisco IP/ITV RTSP TCP 554 8554
RTSP TCP UDP
554 ASA RFC 2326 TCP
TCP
/
RDT rtp/avp rtp/avp/udp x-real-rdt  x-real-rdt/udp
X-pn-tng/udp
ASA 200 SETUP SETUP
ASA
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RealPlayer .

ASA
RTSP PAT NAT ASA
RTSP HTTP HTTP
RealPlayer
RealPlayer ASA
access-list RealPlayer
[Options] > [Preferences] > [Transport] > [RTSP Settings]
RealPlayer TCP [Use TCP to Connect to Server]
[Attempt to use TCP for all content] ASA
RealPlayer  UDP [Use TCP to Connect to Server] [Attempt to use
UDP for static content]
ASA inspect rtsp
RSTP
* ASA RTSP UDP RTSP
* ASA RTSP HTTP HTTP
. IP HTTP RTSP SDP
ASA RTSP NAT
ASA NAT
* Cisco IP/TV SDP ASA Content
Manager
6 IP
* Apple QuickTime 4 RealPlayer NAT Cisco IP/TV
Content Manager
NAT

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




B srsr

RTSP

match not

match

a)

class_map_name

class_map_name

b)
string

c) match
match not

. CLI 2 Cisco Secure Firewall ASA

RTSP
RTSP
RTSP
match
match not
example.com example.com

class-map typeinspect rtsp [match-all | match-any]

match-all
match-any
CLlI
1 match
description string
200
match not
9.24 CLI



RTSP B

» match [not] request-method method RTSP
announce describe get parameter options pause play record redirect setup
set_parameter teardown

» match [not] url-filter regex {regex_namg class class_namp

URL
2 RTSP policy-map typeinspect rtsp
policy_ map_name
policy_map_name CLI
3 description string

a)
* RTSP
classclass_map_name
* RTSP match 1
match not match not
b)
« drop-connection [log]
URL
* log
e rate-limit messge_rate 1
class match class
match 319
5
a)
KRVWQDPH FRQILJ SBDBPHWHUYV
KRVWQDPH FRQILJ SPDS S
b) 1

no

* reserve-port-protect

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




B sr

« url-length-limit bytes URL 0 6000

RTSP

KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH
KRVWQDPH

KRVWQDPH
KRVWQDPH

KRVWQDPH
KRVWQDPH
KRVWQDPH

KRVWQDPH

SIP

SIP

SIP
SIP

SIP

FRQUHJHEDGXUDZZ XUO FRP UWVS DYL
FRQUHJHEDGXUDZZ XUO FRP UWVS UP
FRQUHJHEDGXUDZZ XUO FRP UWVS DVS

FRQAODVYV PWSSHUHIHPDWFK DEDGXUO OLVW
FRQILJ PB&WFKHIJHEDGXUO
FRQILJ PB&WFKHIJHEDGXUO
FRQILJ PB&WFKHIJHEDGXUO

FRWEROLF\ PIWSSHQVSHEWVSWVS ILOWHU PDS
FRQILJ BBIWWHKUO ILOWMHUIHFODVEDGXUO OLVW
FRQILJ SRS FRQQHFWLRQ

FRQAODVYV PDWVS WUDIILF FODVYV
FRQILJ PPWFEKHIDXOW LQVSHFWLRQ WUDIILF

FRQEROLF\ PD®VS WUDIILF SROLF\
FRQILJ B&ODSYWVS WUDIILF FODVYV
FRQIL) SERRY FHRWVEBWVS ILOWHU PDS

FROMHUYLFH SROMFXS WUDIILF SRORE\DO

328

SIP
SIP
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sIP B

TLS SIP
IETF SIP 2
SIP  SDP SDP
SIP ASA SIP\WIP
\olIP SIP  SDP RFC
« SIP  Session Initiation Protocol RFC 3261
« SDP  Session Description Protocol RFC 2327
ASA SIP
UDP/TCP 5060
SIP IP IP
ASA SIP URI 255
IM SIP RFC 3428
SIP RFC 3265
/
IM MESSAGE/INFO 202 Accept
2
SIP
SIP
5 Contact Expires
30
MESSAGE/INFO 5060
SIP
SIP
RTC Client 5.0
SIP Cisco Unified Communications Manager CUCM 7.0 8.0 8.6
105 CUCM85 9.x.
SIP
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B sr

SIP Call Manager
TCP
tcp-max-unprocessed-seg 6-24

SIP T.38 MIME
SIP
SIP
RTP
| NAT
* SIP
trying SIP
NAT
SIP
IP
 SIP VIA
SIP PAT
PAT  SIP
* ASA
* PAT
* SIP
« SDP /
SIP

. CLI 2 Cisco Secure Firewall ASA

CLlI
Sysopt connection
6
IFP
T.38 MIME
SIP
IP NAT
NAT
from
SIP
NAT
inspection_default
ACL 5060
IP
NAT
NAT
SIP
REGISTER
0= IP c=
0= IP
o=
9.24 CLI

PAT

SIP

SIP



sIP B

PAT

* PAT IP SIP

PAT NAT

SIP

SIP

* SIP IM

* SIP SIP
. SIP URI

« RTP

* SIP

TLS

SIP

SIP
SIP

1 SIP

CLI 2 Cisco Secure Firewall ASA 9.24 CLI .




B sr

.

match

match not
match not example.com example.com

match
a) classmap typeinspect sip [match-all | match-any] class_map_name

class_map_name match-all

match-any 1 match
CLI
1 match

b) description string

string 200
c) match

match not match not

» match [not] called-party regex {regex_namg class class_namg
To

» match [not] calling-party regex {regex_namgq class class_nampg
From

» match [not] content length gt bytes SIP
0 65536

» match [not] content type {sdp | regex {regex_namgq class class_namp
SDP

» match [not] im-subscriber regex {regex_namd classclass_namp

SIP IM
» match [not] message-path regex {regex_namg classclass_namp
SIP via
2 Cisco Secure Firewall ASA 9.24 CLI



sIP B

» match [not] request-method method ack bye cancel info invite message notify
options prack refer register subscribe unknown update SIP

» match [not] third-party-registration regex {regex_namg class class_namg

» match [not] uri {sip | tel} length gt bytes 0 65536
SIP TEL SIP URI
d) exit
2 SIP policy-map typeinspect sip policy_map_name
policy_map_name CLI
3 description string
a)
« SIP class
class_map_name
*SIP match 1
match not match not
b)
e drop
« drop-connection
* reset
TCP
*log
e rate-limit messge_rate invite
register
class match class
match 319
5
a)
CLI 2 Cisco Secure Firewall ASA 9.24 CLI
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b)

KRVWQDPH FRQILJ SBDBPHWHUYV
KRVWQDPH FRQILJ SPDS S

1
no
eim
e ip-address-privacy IP
IP
» max-forwar ds-validation action {drop | drop-connection | reset | log} [log]
0 Max-Forwards
« rtp-confor mance [enfor ce-payloadtype] RTP
enforce-payloadtype
* software-version action {mask [log] | log} Server User-Agent
SIP
« state-checking action {drop | drop-connection | reset | log} [log]
« strict-header-validation action {drop | drop-connection | reset | log} [log] RFC 3261
SIP
« traffic-non-sip SIP SIP
e trust-verification-server ip ip_addess
HTTPS Cisco Unified IP Phone
4 4
SIP
CUCM
2 Cisco Secure Firewall ASA 9.24 CLI



Skinny SCCP

o trust-verification-server port number

2445
1026
e uri-non-sip action {mask [log] | log} Alert-Info Call-Info
SIP URI SIP

SIP

KRVWQDPH FRQEROLF\ PWSSHQVSHNWSP\PDS
KRVWQDPH FRQILJ SBDBPHWHUYV
KRVWQDPH FRQILJ SRKIRE RS

KRVWQDPH FRQEROLF\ PDSREDOBSROLF\
KRVWQDPH FRQILJ BODSBVQVSHFWLRQBGHIDXOW
KRVWQDPH FRQILJ SRQRY FHNWSP\PDS

KRVWQDPH FRQMHUYLFH SROOREDOBSROQREDO

4

KRVWQDPH FREROLF\ PWSSHQVSHNWWSVDPSOHBVLSBPDS
KRVWQDPH FRQILJ SBDBPHWHUYV

KRVWQDPH FRQILJ SRADBX8SW YHULILFDWLRQSVHUYHU
KRVWQDPH FRQILJ SRADBXSW YHULILFDWLRQSVHUYHU
KRVWQDPH FRQILJ SRADBX8SW YHULILFDWLRQSVHUYHU
KRVWQDPH FRQILJ SRADBX8SW YHULILFDWLRQSVHUYHU
KRVWQDPH FRQILJ SRADBX8SW YHULILFDWLRQRAHWUYHU

Skinny SCCP

SCCP

SCCP

TLS

CLI

328

Skinny

2 Cisco Secure Firewall ASA 9.24 CLI
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SCCP
Skinny SCCP \oIP SCCP
Cisco IP Phone H.323 Cisco CallManager SCCP
H.323
ASA SCCP PAT  NAT IP IP
IP PAT Skinny
SCCP NAT  PAT SCCP
ASA
Cisco CallManager  Cisco IP Phones SCCP
SCCP ASA TFTP
Cisco IP Phone DHCP DHCP 150
66 Cisco IP Phone DHCP
3
ASA SCCP 22 Cisco IP Phone
Cisco IP Phone
Cisco CallManager  Cisco IP Phone
NAT  Cisco CallManager IP

Cisco IP Phone

Cisco IP Phone TFTP

TFTP Cisco IP Phone
ACL uDP 69
TFTP
NAT
PAT

CiscolPPhone TFTP

Cisco IP Phone

2 Cisco Secure Firewall ASA 9.24 CLI

.

Cisco CallManager  IP

Cisco CallManager

Cisco CallManager

TFTP

Cisco CallManager

Cisco IP Phone

ACL



SCCP B

SCCP Cisco Unified Communications Manager CUCM 7.0 8.0 8.6
10.5 CUCM 8.5 9.x.
SCCP
Cisco CallManager NAT PAT IP
ASA  TFTP NAT PAT
Cisco IP Phone ASA TFTP
NAT TFTP ASA
TFTP Cisco IP Phone
Cisco CallManager IP
ASA SCCP
SCCP
. ID 0x181
. 4
. 00:05:00
. 01:00:00
* RTP
Skinny SCCP
SCCP
SCCP
1 SCCP policy-map typeinspect skinny

policy_map_name

CLI 2 Cisco Secure Firewall ASA

9.24 CLI .



B scinny scep

policy_map_name CLI
2 description string
3 SCCP ID
a) Ox0 Oxffff 16 ID
match [not] message-id ID ID
match not match not

match message-id {value| range start_valueend_valug

KRVWQDPH FRQILJ BBWFKHVVDJIH I[G
KRVWQDPH FRQILJ BBWFKHVVDIH WBQJIH [rent

b)
drop [log]
c) ID
4
a)
KRVWQDPH FRQILJ SBOBPHWHUYV
KRVWQDPH FRQILJ SPDS S
by 1
no
* enforce-registration
» message-I D max hex_value SCCP ID
ID 16 0x181
* rtp-confor mance [enfor ce-payloadtype] RTP
enforce-payloadtype
* scep-prefix-len {max | min} length SCCP
2
4
« timeout {media | signaling} time
hh: mm: ss 0

. CLI 2 Cisco Secure Firewall ASA 9.24 CLI
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