SSL

SSLEX7E

« SSL % E (1 =)

WOGFOWT I T SSL B E AR L E 7,
* [Configuration] > [Device Management] > [Advanced] > [SSL Settings]
* [Configuration] > [Remote Access VPN] > [Advanced] > [SSL Settings]

ASA %, Secure Sockets Layer (SSL) 't k =1/l & Transport Layer Security (TLS) % L C.
ASDM, 77 747 R ASSLVPN, VPN, BLOT7 ZUHFR—2DF vy arotxaT
A=k EEH L ET, 72, DTLS % Secure ClientDHf5E (2 F v E4, [SSL
Settings] A > TlX, 7 IF7A T > b &P —=_"—=DSSLAA—=V g VBILUR ST /LT X L%
RETEET, Fo, LANCHRE LT N T A RRA V NEFFEDA X —7 = A AT LT-
0. BEMTOENIZ N T A MRS FORWA U E—T 2 A ADT =37 N T A RKA
VEERELLEDVTLHZEHTEET,

)

GE)

UU—293 (2) TiEL, SSLV3IFFEIEINTWET, BIFEDOT 7 4 /L M [any] Tix7e < [tlsvl]
T9, [any] F— VU — RiFFEL S FE L7z, [any]. [sslv3] 7213 [sslv3-only] 238K L7354
REFZTANONETNEERFRTREINET, [OK]Z27 U v 7 U THEEZHITLET, ASA
DIRDAY % — VY —ATE, ZNHDOF—T— KT ASA MOHHIBRINET,

N—3294 (1) TiX, SSLv3 F—U— RiZT T ASA ZTEMNHHIBESINTEY ., SSLv3
DY R— L2 ASA O HIEREIE L7z, SSLv3 A 2— 7 M7 > TWAEEATE, SSLv3 4
FrarvERELZav Yy RInb 7 — MEL T —0NFRENFET, ASAIET 74/ FDTLSvI
R £,

Citrix E/NA /L L — NI TLS 1.1/1.2 72 R aviE AR —E L TWRWAEEERH Y £7, A
BIEIZ OV T,
https://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/citrix-receiver-feature-matrix.pdf
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* [Server SSL Version] : ASA 234 —/"— L U TEIET D & =i 5. &/ SSL/TLS 7
o hagl R=VgrE Ry AT VA RMSIEELET,

Wb
(Any)

SSLv2 7 Z 4 7> b ®Dhello &3 iF AL, HBEOHKEHF NN~ ar2rIo—h
LET,

SSL V3

SSILv2 7 A4 72 h® hello &5 1F AL, SSLv3 (L) ZxrIdv=— kL FE
‘ﬂ—o

TLSV1

SSLv2 7 74 7> h® hello #5F AdL, TLSvl (L) #xradv=—hLFE
?—O

TLSV11

SSLv2 7 74 7> h® hello 5%} Afv, TLSvl.l (LK) 22> =—hLFE
T,

TLSV1.2

SSLv2 7 Z A4 7 b ® hello 33 Adv, TLSv12 (L) #x3v=— R LZE
—a—o

TLSV13

SSLv2 7 74 7> h® hello 5 F Afv, TLSv1.3 (L) #xa=—hLFE
7,

DTLSv1

DTLSvl 7 54 7 > b ® hello #51F Atu, DTLSvl (LIfg) Zxradvx—— kL
iba‘o

DTLS1.2

DTLSv1.2 7 A4 7> h® hello 517 Atv, DTLSv1.2 (LIf) #x a3 =— b
L\ijqo

A

(GE¥)  DTLS ®F% & L FHIZ. Cisco Secure Client #§5t ? AnyConnect VPN
EV 2= MIOBEH SNET,

DTLS L [R%LL ED TLS N—2 g U2 LT, TLSt v g v
ZDTLS vy a v A& EICEFaTICT 2 0ERHY £

9, DTLSV1.2 /%, TLSVI2 BL O TLSVI3 ZHHR— L £,
T RTHOTLS N—2 3 VIEIDTLS 1 LA ETH D=9, DTLS] Tfff
FAT& ¥4, 7272 L. TLSVI.2 LA T server-max-version % i €9
% & ASDM & T LE 7,

TLSV1.31Z1%. Cisco Secure Client /N—3 5 o 5.0 LA S MBE T,

* [Client SSL Version] : ASAZXN 7 T A 7 > & LTCEMET S & &I S, H/dD SSL/TLS
TahralRi—=YarE Ry Ay DA MABIEEELEYS, SSLZITA T hua—
Sz LC DTLS 1345 A AT

N v g ViR
(Any)

SSLv3 27 A4 7 F®hello x5 L, SSLv3 (LIfR) #xra=—bhLFET,
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sstze [
SSL V3 SSLv3 7 T A4 7 v F®DhelloZEE L. SSLvd (L) 2 xdv=—hLFET,
TLS V1 TLSV1 7 7 A 7 >~ F@hello 45 L, TLSvl (L) Zx=Fym=—hLET,
TLSVI1.1 TLSv1.1 7 54 7> h® hello #3%{5 L, TLSvl.l (BAF%) ZxIFvx=— kL E
T
TLSV1.2 TLSv12 7 54 7> h® hello #3%f5 L, TLSv12 (LAF%R) Iy xz—hL E
ﬁqo
TLSV1.3 TLSV13 7 747 > F® hello #5f5 L, TLSv1.3 (L) Z#xavx=—hLZE
T,

« [Diffie-Hellmann group to be used with SSL] : a2 v 7 X7 U R Kt 7 — 7 28R L
F9, HHARER AT Y 3 i, [Groupl] (768 B > MEXHE) | [Group2] (1024 & v b
MoxHE) | [GroupS] (1536 & v MfaxtiE) | [Groupld] (2048 & M, 224 £ R3E
BATED) . B LU [Group24] (2048 B MfEXHE, 256 'y MR T, T 74V
MEIE [Group2] T,

* [ECDH group to be used with SSL] : R v 77X 7 URX I G ZV—T7 2@ IR L9, ff
FITRE 7247 S 2 1, [Groupl9] (256 E'» R EC) . [Group20] (384 E'w NEC) . X
O [Group21] (521 > h EC) T9, 7 7 4 /L MHIZ [Groupl9] T,

GE)

BN R S &\ DI ECDSA 535 1 O DHE 57,

* [Encryption] : #AR— 53—V a > £Fa VT4 Lb, BROSSLK ST L=
U X L%FEELET, [Configure Cipher Algorithms/Custom String] % A 7 12 7' 7K v 7 A % Aff
ALTT =7V 2 b ) Z2EREITLEE T DT, [Edit) 227 U v 27 LET, SSLEFZ
DEF2VT 4 LYLZERL, [OK] 22U v 7 LET,

* [Cipher Version] : ASA THAR— h Zd1, SSLEEICHEH SN AR5 N\—Ya v &2 —&
FoRLET,

* [Cipher Security Level] : ASA THAR— h Z#1, SSLEHIHEH SN x0T «
LLa—BHRRLET, ROVWTINDOAT T 3 U ERIRLET,

[4_TC (All) ]:NULL-SHA Z &b 73X COR 55,
[M& (Low) ]:NULL-SHA #[&< 3 _XTOK 52,

[Medium] : NULL-SHA, DES-CBC-SHA, RC4-MD5 (Z#37 7 4/ N TH) |
RC4-SHA. 3 LT DES-CBC3-SHA #[&< T _TDIEE,

[/ (High) ]: SHA-2 Bf 5 &9 D AES-256 DA% &, TLS N—V 3 128k
ONTLS NX—=V a3 13 THR—FEIN TV AR FIZOAEHA SN ET,
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[7 A% 2 (Custom) ]: [B5H T /02 X A/HAH LLF4] (Cipher Algorithms/Custom
String) | AR v 7 ATRET S 1 DU LD S FXEE&T, 2047 a Tl
OpenSSL 5 EZLFHNZEH L TS A A — M ZFRIICE BT & £,

* [Cipher Algorithms/Custom String] : ASA TH AR — k S4u, SSL BRI S D155
TAY X hE—EHR R LET, OpenSSL & 4 DK 5 OFEHIZ W TI,
https://www.openssl.org/docs/manmaster/man1/ciphers.htmlZ 2 L T 72 S0,

ASA 1F, P AR—FENTWAREEHFXOEILNEN 2, TLSVL.3/TLSv]I.2 DA TH R —
FENTWDEEEHA, TLSvl.l, TLSv1.2, F£7IETLSv1.2 THAHA—r T
e FXOlEICEE L ET,

OGS HTARY R — S THET,

* [Server Name Indication (SNI)] : KA A L4 L XD RAA AZEHEN T HZ L 2FELET,
[Add/Edit Server Name Indication (SNI)] ¥4 7 2 /AR v 7 A&fEH L THA > H—T =4 A
DRAAL RN TANKRA Y FEERELIIEET DI, [Add] F21X [Edit] 27 U v

7 LET,
EEieAX TLSv1.1/DTLS |TLSV1.2/DTLSV |TLSvi3
vi 1.2
TLS AES 128 GCM_SHA256 W R A4 I
TLS CHACHA20 POLY 1305 SHA256 |\ %z NAY4 B
TLS AES 256 GCM_SHA384 WO A4 I
AES128-GCM-SHA256 A4 S (YA
e
AES128-SHA A I YA
z
AES128-SHA256 A4 S VU
e
AES256-GCM-SHA384 Y4 SR YA
z
AES256-SHA A A YA
e
AES256-SHA256 Y4 S (YA
e
DERS-CBC-SHA AAY4 A4 YA
d
DES-CBC-SHA A I YA
e
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sstze [
BEiA=X TLSv1.1/DTLS |TLSV1.2/DTLSV |TLSvi3
vi 1.2
DHE-RSA-AES128-GCM-SHA256 INAY-S A VDY
e
DHE-RSA-AES128-SHA I SR VI
e
DHE-RSA-AES128-SHA256 RT3 B (YA
e
DHE-RSA-AES256-GCM-SHA384 no 1 x
DHE-RSA-AES256-SHA SR B (YA
e
ECDHE-ECDSA-AES128-GCM-SHA256 | \ w2 SR (YA
z
ECDHE-ECDSA-AES128-SHA256 INAY-2 SR (YA
z
ECDHE-ECDSA-AES256-GCM-SHA384 | \ M 2. SR VLY
z
ECDHE-ECDSA-AES256-SHA384 A4 SR (YA
e
ECDHE-RSA-AES128-GCM-SHA256 | (%> S (YA
e
ECDHE-RSA-AES128-SHA256 A4 SR (YA
d
ECDHE-RSA-AES256-GCM-SHA384 |\ %z B (YA
e
ECDHE-RSA-AES256-SHA384 WU A (YA
z
NULL-SHA A4 A4 YA
e
RC4-MDS5 Y4 INAY4 YA
z
RC4-SHA AAY4 A4 YA
e
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A

G¥)  DTLS1.2 k> R/UIETLSv].3 TEIEL £9°7%, DTLS1.2 1% TLSv1.3
BEa2H3AR—hLTWEYA, DTLSL.2 bR, R — bk
SN TVDRBELREDOEH DTN BIRINET,

* [Specify domain] : RAA & AT LET,

» [Select trustpoint to associate with domain] : K v 77X 7 U X RS b T A RRA v~
MR L ET,

* [Certificates] : %A > % —7 = A AP SSL @Gl 2FEHFE LTIV 4 TE 7, [Select
SSL Certificate] A 7 7R v 7 Z&FH L THEA v X —T =24 AD T AMKRA b &
EFREIIEETDHIE, [Edi) 227 Y v 7 LET,

s [Primary Enrolled Certificate] : = DA > ¥ —7 = A AOFEHEIZFEHTH F T A FARA
U REERLET,

* [Load Balancing Enrolled Certificate] : VPN 12— K /3T 2 0 FRGRE STV D EE
AEAECHEMTS T A MARA > MERIRLET,

[Fallback Certificate] : AIEFAEBIHAHT L TWRNWA V¥ —T = ATHHT 25EAE
ZEIR L £, [None] Z3EINT 5 &, ASAIET 7 4/ b D RSA F— 27 L FFRAE &l ]
LET,

[Forced Certification Authentication Timeout] : fEFAERIFENZ A L7 U b4 £ TOHE %
RELET,

 [Apply] : ERNEEHRFLET,
e [Reset] : ZEANAEZHOVHEL, SSLNT A —ZZLRNCEZLZEIZV Yy FLET,
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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