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[Monitor IPsec Tunnels]

[Monitoring] > [VPN] > [VPN Connection Graphs] >[I PSec Tunnelg]

FRRL, =T AR — M ETITER O AT D IPsec b RN FATDT T 7 T =T NEE
ELET,

[Monitor Sessions]
[Monitoring] > [VPN] > [VPN Connection Graphs] > [Sessions]

TR, =T AR— MNELIZEIRIOMEREZITO VPN a v XA TDT T 7T —T V%
BELEd,
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BEDY)ET— 77 A, £ LAN BT v a v OFEMR AT A —F B L OWEHE# A &
AT AR, ROBEESEL TS TEIVN, NI A—F LFEFHERIZ, By ara bhanr
ko TRV E4, £72, HEHERT —7 VORI, BIR LT RO X A A2k - TR
DET, FFEMT—T7 2L, FRFNROt Yy v a VOBENRT A —ZNTRTCERINE
7

[Monitor Session] 7 1 > K™
[Monitoring] > [VPN] > [VPN Statistics] > [Sessions]
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ASA D VPNt v ¥ a ViteHEREZFR R LET, ZOXAL D 2FHOT —T LVORNRIL
[Filter By] U A h DEIRIZ L - THERARY £,
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BWEEX, TV T TREO— & P L — A L, MitEREZMRE T L0k &
L7co T4 2K0 ERRICET 2 2 L2, Fifla—Y—2Rnr (0 T&5L01C, &bk
ReIFET 77 4 Tty va 3T A RARETH L L A ShET (HEIMICr 747 &R
£9) . ZHhOOMEHERICIL, show vpn-sessiondb CLI =~ > RE2EH L TT 72452
L TExFF ([ [Cisco ASA Command Reference Guide] Ditl7zz ) V—A] 2L T 72
W),

* [All Remote Access]

ZDOT—=TNVOEN)E—F T 7R (IPsec V7 b =27 BION—RKU=2T 7547
V) NI T4 ZICEETAZ EERLET,

* [Username/Connection Profile] : ‘&> v a v Da—H—HF o idn /A 4, BLOEET

n77 AN (R TN—T) R LET, 7747 2 NRRREICT ¥ X VEEAEZff
HLTWDHEA, 71—V RIZFHEAED Subject CN F 7213 Subject OU NFE/R SN FE T,

» [Group Policy Connection Profile] : v a @D bR FJA—F R —Fh a7 7

ANVPERSNET,

« [Assigned IP Address/Public IP Address] : 2Dt v ar DU E—F 7T T2 MIEID Y

ToNTWAETTA_—hK ([EDETHRZ) ) IPT RLAZRLET, Ziux W
W FEIE MR IP T RLVRAESEEN, 72947 MNETTAX—hK Xy hT—7
FoORARELTERENET, £/, ZOVE—N T2 By Y3000 I7A4T
FONRTY w7 IPT RLABLERLET, XT Vw7 IPT7 RLAE, B IPT R
A EBMEENET, B, ZIUXISPICE > TIZ IA4 T MZEID Y THREST, ZDOT
RLRIZED, 2747 NI, X7V 7 X2y NI —27 EORANE LTHRETHZ &
MNA[BEL 720 £,

* [Ping] : ICMPping (PacketInternet Groper) /37 v F&X(EL T, v NV —27 O a T
Z R LET, BEERICIE, ASA TR S 727 A M IZ ICMP Echo Request A v &2— 3 % %
FELET, FANPELERERYE X, EchoReply A v E— UMK I L, ASAILZT A R L
728 A2 N D4R E AT Success A vE—VEFIRL, S HICHENRAEEE L’Cﬁ‘%ﬁﬁ//ﬂ{%Q
BT 2ETCORBRMOERRLET, MOENDHBTI AT LMIBETERWEGES (KA
ERZ T LTS, AARTICMP RFEAT SN TR, b— h23E ﬁzé:hﬂ\m\
FEL—2BE T LTS, Ky bT—IBE T ETITIEEL TS L) | ASAT
X, 7 A LA A NOARIMFTE ST [Error] BE AR RINET,

u%wmﬂ-mﬁ??%f%t/yay@74w&)y7 THE D BEHEA BRI L 7, --All
Sessions-- LAF 2380 L 72354, [Logout Byl U A NOEMDA v 7 ANT 77 4 712721
F 9, fEIZ Protocol forLogoutBy EBRIRULIZGE, Ry 7 ANRY XA NMIEDY, ar Ty
N 74n B2 LTHERT 27 m hal 24 72RIRCEET, OV A NDOT 741 1
X IPsec T¥, Protocol AN DIEZ IR L7-551E. ZOR v 7 AZ#@d7ems A1+
LVENDHY F£T,
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[729T747VPNEY23>DE=41) >4 (Monitor Active VPN AnyConnect Sessions) ]
[Monitoring] > [VPN] > [VPN Statistics] > [Sessiong]

A—P—=H, IPT FLVA T RVRZAT F@ATY w77 RLATY—hEpictFa
TIIATY Yy YarERRLET,

[Monitor VPN Session Details]
[Monitoring] > [VPN] > [VPN Statistics] > [Sessions] > [Details]

BRL7cEyvaroar7Fal—rva URE, faHEm,. BLOAT— MEREERRL
£75
* [NAC Result and Posture Token]

ASDM Tif, ASAIZX Y FU—27 T RKIvvary ary ba—IRNREINTWLIHAICD
Iy ZDOHT DMENRERRSINET,

* [Accepted] : ACSIFIEFIZUE— K RAMDRAF ¥ ZRGEELE LT,

* [Rejected] : ACS 1LV E— F iR A FDRAF ¥ ORFERICELRLE LT,

* [Exempted] : ASA IZFRE SR AT ¥ BEERFR Y A M- T, VE—h AR MIKRR
F ¥ BEEE RSN TV ET,

* [Non-Responsive] : Y &— k 75 A ;I EAPoUDP Hello A v —IZIEE LERHATLT,
* [Hold-off] : R AF ¥ MAFEIZ KT L7=t&. ASA & U E— k /KA kD EAPoUDP iz 23 idsif
ZF LT,
* [N/A] : VPNNAC Z v —7 R Y o —Zftv, VE—F FAMDNACIET 4 =TI &
naTnEd,
* [Unknown] : N A F ¥ AL HEFTH T,
RAF ¥ h—72 0%, Access Control Server Cax & FIRE72 T HCTFHI T, ACS IXIfHiE kD
TZOIZASAWCARAF ¥ b= v &Fyrn— KL, VAT AE=XY 7 LAR—K 7

Ny 7 BROeXr 7 %348 L ET, NACResult (T < KRR AT v b —27 UIT,
Healthy, Checkup, Quarantine, Infected ¥ 72!% Unknown T3,

[Session Details] XA > D [Details] ¥ 721X, WRDOH T LABERINET,

«[ID]: By vailFAF I v ZIZEID Y Tonc—EDID, IDIL, By 3 ~DASA
DAT I AL LTHRELET, ZOA T v 7 AEFEHLT, By v a T 51
WMEMRBLORRLET,

«[Type] : Ev > a D& A7, IKE, IPsec £721% NAC,

» [Local Addr., Subnet Mask, Protocol, Port, Remote Addr., Subnet Mask, Protocol, and Port] : SZ[5
DO (m—Hn) ETOmFIZEV Y THENRTNWETY RLAER—=F LA —T 4 7D
ZOIZZOETICEHD HTHNTNDT RLAEAR— R,
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e [Encryption] : 2Dy a y THEHALTWLT =K7Y XA EHLTWHE

) .

* [Assigned IP Address and Public IP Address] : 2Dk > a O UE— K ETIZHD HBTH

NTWELETITAR=FIPT RLAZRLET, WEEITEAEIP 7 R LR & HIE T,
FHOLETHENTVWDHIPT RLAILK-T, VE—FETET 74X~k xv hU—7 L
WZHDEIICRZET, 2BHO7 4 — L FIZiX, 2ok yvaro)E—harbBa—
ZDONTY w7 IPT RUANRERRINET, SMBIP T RU A& BIETIL, #@H, N7
Uy ZIP7 RLAFISPIZ L > TYVE—harPa—ZIZEYYToNET, ZRICE-
T, VE—harvbta—XFI"T7YVy 7 Xy NU—TDORA N LTHEETEET,

s [Other] : & v ¥ a NZBEHERMIT SN TWDEZDMOEM,

WOBMIZ, IKER vy ar, IPsectyiar, BLONACEy v VZHEHINET,
* [Revalidation Time Interval] : 2 L 72 &R A F v FGEMICHLEE E S AR BV .

+ [Time Until Next Revalidation] : &% DR AT v i uEuiVT DBRE Lo 7558130 T,
FLIA DAL, Revalidation Time Interval & . IEHIZ5E T L7ZERTD R A 7‘ Y ERN D
OB & @?‘ET KR

* [Status Query Time Interval] : fH) L7 AR AF ¥ REEE T2 IZAT —F X 7 =) —DIRE &I

DAT—H A7 T —DIEEDMITHFEINDEM () . AT7—4A 7] —
EHTORAF v HERBLUBIZAR A N TRAF YR LN E I D EFHERET L7210, ASA
NYE—F FRAMIBRITTDHERTT,

* [EAPoUDP Session Age] : &Ik L7 AR AT v MRFED> D% L 7= 03K,

[Hold Off Time Remaining] : &% DK A F ¥ AL KT L7254 0 T3, =nlisto
AL, REIDOR AT v HERFRITE TORETT,

* [Posture Token] : Access Control Server Ca¥ i FIREZ2 EH L T4, ACS IXTHFHRIEHED 7= DI

ASAICARAF ¥ h—r v %&Fyrua— L, YATLAE=ZV T LR—b, Ty
7. BRI BB LUET, —RIRARAF ¥ h—2 &, Healthy, Checkup.,
Quarantine, Infected, ¥ 7213 Unknown T,

* [Redirect URL] : RAF Y RRAEET21X7 74 7 v MU AEIER KDL £, ACSITEY v 3
VHOT A RY —F ASAICHF U a— RLET, Redirect URLIL, 727 AR
=AM u—RKOA T a O~ TT, ASAIX, VE— b FAMDOTTO HTTP
(FF— 1 80) TRk & HTTPS (AR— b 443) ZR% Redirect URL (FET H%E) 12U XA
V7 hLET, T7E8A KXY —IZ Redirect URL W& N TWARWEA, ASA XU E—
kAR AR50 HTTP R HTTPS EskA U 44 L7 F LEH A,

Redirect URL %, IPsec T a UM ET T80, RAF v HRIENEITINDETHER)
T9, ACSIX, #7225 Redirect URL 238 £415 %>, Redirect URL 23 & 20 HT LW T 7
AR —F T — RFLET,

[More] : ZORF L ZMLT, By a0 XV IV —T % BRGEEE T2 IIEN L L E
j—O

ACL # 712i%, By a i—H L7 ACEDNEEND ACL NERENET,
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[Monitor Cluster Loads]

[Monitoring] > [VPN] > [VPN Statistics] > [Cluster L oads]

VPN 0 — RNRZ v 7 7T ZAZNOY— =[BT DBUED N T 7 1 v 7 ORI E
FRLET, == RT TRFDO—ETHRWVIGE, ZOV— =2 VPN B— RKNXF
7 I FARIZBIMLTOWRWEEIRZ DIHEBRA v —VBRERINET,

[Monitor Crypto Statistics]

[Monitoring] > [VPN] > [VPN Statistics] > [Crypto Statistics]

ASATEUET 77 ¢ Tipga—P—LEFRE Y v a VORKSHEHEREAR T LET, 7—7
DEATIER, 1 DORFHEHEREZ L L £,

[Monitor Compression Statistics]

[Monitoring] > [VPN] > [VPN Statistics] > [Compression Statistics]

ASATEBUET 77 4 7Tl —Y—LERE L v v a VOEMTEHERER T LETS, 7—7
DEATIE, 1 DOEMERFERE R L ET,

[Monitor Encryption Statistics]

[Monitoring] > [VPN] > [VPN Statistics] > [Encryption Statistics]

ASATHBUET /7 4 T lpa—HP—LE#RE Ly v a VIMEH L TV DT =257 v X
LaFRLET, T NOETIE, 1 DO GET NV TY) AL 4 A4 TR LET,

[Monitor Global IKE/IPsec Statistics]
[Monitoring] > [VPN] > [VPN Statistics] > [Global |KE/IPSec Statistics]

ASA CHUET 77 4 Tl —W—LEFHEE v v a O F a— 30 IKE/IPsec FiatE & &R
LET, T—7AOEITIE. 1 DDV a— LHEHEREYFELET,
[Monitor NAC Session Summary]
TITF 4T RBERYy NU—2 T RIvvaryaryio— vy iarrdrErLET,
* [Active NAC Sessions] : IR AF ¥ RALD K G D Y T — b © 7T 5 — A 72 HEEHE

s [Cumulative NAC Sessions] : ZIER AT ¥ MAEDOX R, TR ORI 72 ) T—
N BT D R 2R ARG e

* [Accepted] : N AT ¥ MRFEIZALEN L, Access Control Server IZ L > TT7 7 A KU »—nh
2N T O,

* [Rejected] : IR AT ¥ KRFEIZ L L. Access Control Server (X > C7 7 A KR v—nh
2N o T2 ET DK,

+ [Exempted] : ASA Ti%E X217z [Posture Validation Exception] U A x> h U L —E LT
WDT2D, RAF ¥ RED R RITIL > TVIRWE T D,
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* [Non-responsive] : Extensible Authentication Protocol (EAP) over UDP D7~ A F ¥ fRAEZE K 2

JEELIRWET O, CTA NFETEIN TV RWE TR, ZOERITIGE LEE A, ASA
DALy T A X2l —=2a NI ITIAT L FLARAKRRA f\%"j“l‘ FLTWBEA. Access
Control Server 1Z. 75 A4 7> ML A2 RA MIEEMTONTWVWAET 7 & ‘J‘J =%z
NHOETDASAILF Y u—RLET, 7747 FLVA KRR MR- KL TV
WA, ASAIEINAC T 740k R o —%E0 4 TET,

* [Hold-off] : AN A F ¥ BRFEN AN L 724212, ASA N EAPoUDPI#IE & k-7 T D%, NAC

Hold Timer J& ([Configuration] > [VPN] > [NAC]) 1Z. Z DX A T DA X2 F EIROK A
F ¥ MRFEAAT & DM ORIERFHE 2 HE L £,

« [N/A] : VPN NAC 7 /v —7 R U 2 —IZHE> T NAC BN 72 > TV D ET DXL,
* [Revalidate All] : t°70)j”xﬁwi7t FEV B TOHENTWET 78RR v— (Fourpo—

RENZACL) WEEINTEAICZ Vv 7 LET, ZORX %27V v 7 35E, ASA
Kiof%ﬁéﬂéT“T®NN}E//a/@ﬁbwﬁ PR AT FRREDS B AR S 4L E
T, TORZ L EZI VI THETEEYy 3 IR L THENE TR AF v RFEEEID
WTHENTWAT ZEARY —E, HILOWRAF ¥ REED RN FE I3 T 2 £ TER
DEFELERVET, FAFXYREENLRBEINTWDIEY v a U ilid, ZORX %27
Vo7 LTHREEIHD £HA,
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FENZACL) PEFE I, By va ilEH0 ¥ TonTnBdY Y—R%E 7 VT35
K?U?ﬁbi?o_@T5/%?J/7?53MMALiOT£ﬂéM5?“T@MW
Yty alrORAF Y REECTHEH &5, EAPOUDP 7 Y v m— g v EED Y THhhi
TIEARY —PNR—=U &, HTLWESRFEORAT ¥ REEDBMG S E T, FRAET
WZIENAC DT 74V FO ACL BERNE 725720, By va a0k T 5 L =2—%—
FT T4 v TICEBETABANDHY £, RAFYRIANLGHBREN TSy v g i
I, ZORX U E 7 Vw7 LTHEEIHY FHA,

[Monitor Protocol Statistics]

[Monitoring] > [VPN] > [VPN Statistics] > [Protocol Statistics]
ASA CEBUET 77 4 Tlpa—P—LEHELy v a UAMEH LTS 7 e harzRRLE

B

FT—TNDEATIX. 12D Fa ha)L ZA4 TEFELET,

[Monitor VLAN Mapping Sessions]

AT DL 7 —7 IR Y 3 —@ Restrict Access to VLAN /3T A —Z OfE CH|BIE -, HH
VLAN IZEI D ¥ THNTWHAEy va v BaERRLET, ASAIZTTRCTONT 74 v %R
EEN7- VLAN [ZfizE L,
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