ukyl

ZOFETEH, VAT A AvE—U%FELT, VT TN a—T 0V ZIEHAT D HIEICON
THBHLET,

03X OME (1 3—)

aX T oOHARTAr (10 3—)

e BX LT ORE (125—)

e DE=HXY T (34 —2)

0 X7 ORERE (38 2—)

OX > DOE

VAT L mX T T AN syslog T—E L2 RATT YDA v — VR
T 5 HETT, Fhsyslogh—"~a X 7%, a7 BLO0T7 77— bOEMELLET, ¥
AADTNA AT, ThbDu s A yt—T% UNIX A X A )LD syslog h— B A ZE[F T
£9, syslogh—bE AL, ffiHARa L 74 Fal—2a 77 A4S T, Avb—V %%
BLTTZ7AVRET D, HOLET, ZoRKoe X203, o7 Hofk#Es =R
AR —VERMHELES, 2 SF V—F DT TN 2a—T A T BLOA T ML
BROM TR ET,

ASA DYV AT L 7LD, ASADE=Z )V TBIXO N T TNy 2—T (0 » TITHBER
WO ET, mX U ERAEHL T, ROBIELFEITTEET,

o O J\ZRERT D syslog A v E—VERET D,
esyslog A vE—VOEKREL I ELITEET S,
s IRD L 9 72 syslog A v b—TkERE 1 DLLERET 5,

cWER Ny 7 7
* 1 BLLED syslog —°
* ASDM

* SNMP EHIA T —3 3 v




B 720752 2—rconxoy

cHHEDE A= T KL A
o« 1Y —)L

eTelnet BLNSSHEY 3,

cHEHRKELANNRA =V VTR EICLD, JV—TNTDsyslog A vE—VERE
BLOEHT L,

« syslog DRI L— MHIRZBEH 2028 9 I &46ET 5,

s 7Ny T 7 BN IR S 2RI, TONFICH L TCEITT 0 (Ry 77
EEXTLH RNy T ONEE FTP U —NIEET D, £RIENEEZNEH T T v =
AEVIRGFT D) ZHEET D,

T, ERELNL, VTR FLREFAAZ LA yE—T U RANMILY, syslog A v E&—
CEITANEY LTI D,

TILFAVTFFANE—FRTOOXFLY

FNENOEXF2T T4 a2 THFANMUL, MEORX U J a7 4 Fal—varBEgE
NTEH, WEDA v E—UNERINET, VATL A TXFAMNERTEEH L TFA B
e 7 AL, JloarFXA MIEE LGS, By a v TERRIND A v E—VI38HE
DaArTHXFANMBET LA vE—VICREINET,

UAT BT AR ATEREND T = — /LA —r3— R yt— Dl P D syslog A v — VI,
BEHaLTXANTERSNDEA v E—VL LLICFa LTI R N TERRTEET, VAT
LFATANR—ATIL, BF T ORERLEF  VIHEROZRIITE EE A,

ASAIE, FA Y=V ELBIIarTHFAMEGDDIIICRETEET, JHUTL- T,
H—0syslogh —N—ICEEENLI U THFA PRy E—VHKRITE £9, Z ORI
Har 732 MpbREENEA vE—V L VAT AP LEF SN A vE— Y OHBNT b
VHET, INRAREROIE, EELBI AT AFTAN—ATHLA v =Y TEVRAT A
DT NAADPMEA S, BHEALTHRAMPEELTTHOLA vy =TT A AID L L
TEH=a YT XA MOARIBERENL0 5 TT,

syslog A v t—T 0 H
WIZ, SESEesyslog A v E—VEMHRT DI ETRETEAERS A TORERLET,

*ASAEF 2 VT 4 R =TSN, ZNODAyE—ViE, X274 R
UV —THWEEEDOR— IV EFRRLTDLOICELHET,

CASAEBEXF 2 UT 4 R —THESEINER, TNODA yE—UiF, X2 T Z2NE
Py N —=JICHBEEINTWAET 7T 4T 4 DX A THERLET,

cACEHEGEu XU JHREE AT 2 L, AL TWVD ASA TR L THAL TWVAHIE)R
FRENFET,




syslog A v t—UHHK .

cIDSTV T4 ET 4 AvE—Il00%, BELEHENTRENET,

e —YP—FIEL a<w L FOMEHICEY, EX2 VT 4 R O —DOLEFELERINT L2 &
NTEFET,

HARAEAE IR A~ 2 — I, #ENLE KO S =SB 0 1E 0, S 7= &
NZT 4w I EPNIREINET,

7'a hAUERRIA v = PI2i3, SERTHEH ST 7 ol bR — FERGHRS
nET,

T R L ARG A v — 0%, HESLF T2 IIUI STV D NAT £ 7213 PAT #5654
LR LET, ZOBHIT. NEER Y hT = DO E SN BEOH LT /T4 €
TADVHR— NEZE LEGAITE L ET,

" 1 PA L3
syslog X vt—T AR
syslog A vE—0F, RO X9 ITHEE LS TV ET,
[<PRI>]: [Timestamp] [Device-ID] : %ASA-Level-Message number: Message text

WDFIZ, 74—V ROFMAZRLET,

<PRI> FISAF VT i, BX 2V EMBLEM BAENI7 > TWABEAIL. ZOfHE
Disyslog A v E—VICFRENET, vF¥ 7 EMBLEM /3, Kmfi&<
UDP & H#aERH Y £,

Timestamp AR FOHERERENE T, FALREZ L TOuXr IR > T
BY, TOXALAX LT INRECS4 R D X ICRESN TV D
AL, syslog A v =V DT RTOX A LAK 7T, RFC 5424 FEUERIKS
\Z9E > T UTC DR DR RS NET,

Device-ID aZ—W— A v —T = A A%J LT logging device-id 47> a » EHNIC
% & TITRIE SNIZT A AR 3LTF, A R—T i ﬁék\mmmM
JERD syslog A v E—IIZT A A D TRARSNER A,

ASA ASAMMERRT DA v =T Dsyslog AvtE—Y 772 V7T 0 a—K, Z0D
EIXHEIC asa TT,

Level 0~7, LU, syslog A v E—UIZ STV ARIMOBEKREZ R L
F9, EMENNZEZDORIOEREITFLS 20 £7,

Message_number |syslog # v & — V& ET 5 6 HTDOFE A DEF S,

Message text R ZBHT 5T %2 F3LFF, syslog A v =D ZDOENITIE, IPT R
VA, R— b EH, TRV LR EENLTNDZERHY T,

TNA ALK S TERESNDTXTOD syslog A v— 1%, [Cisco Secure Firewall ASA Series
Syslog Messages)] 74 FIZFi# S TWET,

o m
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TETT A

EMBLEM syslog 7 #+—~ > ~&, RFC 3164 33 X N RFC 5424 OFEHEIZIE S THE IV
A afEAGORAITT, L7z - 7T, EMBLEM B NC7e > TWAA . syslog A v E—UIZ
X0 <PRI>7 4 —V RD%iIcany () BHEIDENRET,

7% 7 EMBLEM, logging timestamprfc5424, 5 & OVdevice-id 23 N2 72 > T 5 syslog A »
t—TDfl, <PRI> 7 4 —/L K (<166>) OFDary () ITHEL T3V,

<166>:2018-06-27T12:17:46Z: $ASA-6-110002: Failed to locate egress interface for protocol
from src interface :src IP/src port to dest IP/dest port

logging timestamp rfc5424 & device-id A HZhIT72 > TV 5D syslog A v E—Dfl, # A LAH
YTORNCar Y () BERINEE A

2018-06-27T12:17:46Z ASA : $ASA-6-110002: Failed to locate egress interface for protocol
from src interface :src IP/src port to dest IP/dest port

(EXE)

WDFIZ, syslog A v E—VDOEKEO—EE2/RLET, ASDM R B =2 —7 CTHEKNEZ X5
LT TH70I, EREOZNTINCHAT LD T—2FE VYK THZ LN TEET, syslog
A=V OOREEIT I, [V —/v (Tools) 1>[f%E (Preferences) ]>[Syslog (Syslog) ]
2T HEIRT 50, FEFn S Ea—T HEROY — =T [EDOHE (Color Settings) | % 7
Vw27 LET,

= 1:Syslog * vt —CDEKE

LRILES BEXE s EA

0 emergencies AT DA ATREZREE T

1 alert TCITHET ORLERDH Y £,

2 critical A 7Rl T,

3 error T T —IRRETT,

4 warning HERETT,

5 Notification G& |1EH T2, HEEZHLE L TR TT,
=)

6 informational BFWA v =TT,

7 debugging TNy T Xy—VTT,

MEEZT Ny 735X, 2O T—RFIZO
Ho e LET, Zon s L-ur Tt EFICE
DAY= NERSNDAREERD DT, VA
TLNT = AR G A RN S Y £,




syslog A v &— T4 LB ) VY .

\)

GE)  ASAL, YETI7 ¢ (HKE) 0 (BR) Dsyslog A vE—TZAERKLEEA,

syslog * vt— Ja LB YT

R E LD syslog A v B—1F, FEED syslog A > E—T 72 BRED M EICER SN D &
T4 NZ Y T TEET, HEziE, ASAZREL T, §X3TDsyslog A vkE—T% 1
DO NTIZEEFE L, RO Dsyslog A vE—T DOV 7y MEBIOHEIZEET D Z L2
TEET,

BARIIZIE, syslog A v = BROEHEITHE > THARICHRIESND KO TEET,
e syslog A vE&—Y D ID %5
s syslog A v EZ—TOEKNE
esyslog A vE—Y 772 (BRE= U 7 & [A5)
INOOREMET, HHEERET DL EITHEIMRERA Y=Y VR MEERLT, I AZ~

AATEET, HOWE, AvtE—Y VX NEITEBERIZ, REDA v E—Y 7T A%KH
AT OHABITHEETDEIICASAZRETHI L HTEET,

syslog A vtE—2 U5 X
syslog A v B— D27 T ZFIKRD 2 DO FIETHEFTE £,
esyslog A v E—VDHT I Y 2RO NGFTEEE L £7,
A=V IV ITRERETHAyE—Y VAR MEERLET,
syslog A v &= 7 F %, TN ADORHEE T ITHERE L A D X A 712K - Tsyslog A >
= UEMET O HERRMIELET, 2L XE RIPZ T AERIPA—T 4 v 7R LET,

FED 7 7 AZET % syslog A v =YD ID FFILT T, &HOIMHBELTT, 72L&z
X, 611 THEE DT RXTD syslog A v E— IDIL, vpne (VPN 27 FA4 7 > b)) 7 7 AZRH
B TWET, VPNZ T4 7 & MERIZEES T BTV 5 syslog A & — 2 DOHFiPHIT,
611101 ~ 611323 T,

T/, 1ZE A EDISAKMPsyslog A v & — IR EHEICAM SN T4 7 Y =7 bodbgt v b
MEFENTNDED, PRV EBINT HOIEILHET, ZhbDA TV = r NI, AR
HEZe & XIT, syslog A v E—TOWAT XA FORNIAINSILE T, syslog A vt — ARk
ATV = SRR REA. FFE D heading = value OflAA DR IIFR RSN ER A,

FT7 V= MIRO LIRSS ET,

Group = groupname, Username = user, IP = IP_address




. syslog A v &—C U5 X

Group (X k> %V Z/L—"7" Username [T — /v 7 —Z X— 2 E£721L AAA T— 30 L U5
Lica—H94, IP7 RLRAZVE— T RR VT4 TV FERIFIVAY2ETONRTY

JIPT KLATY,

WOFRIZ, AvE— V5 ALK 75 ADAyv—1D OHiIFELEZ Y A NLET,

TR 2:syslog * v E—C DI S ABLUVEEMITONATVWEAvE—D IDES

93 R EZ (Definition) Syslog A v tE—2 ID ES
auth L — YR 109, 113
— TR YRR 106
— TV r—vary 7y AT U 4—L 415
— Ry "Exy b hF 74w 7 7404 |338
AR NIV ART LV N7 74T 74— 110, 220
ca PKI FEFAH%RE 717
citrix Citrix 7 74 7> b 723
— JITARY T 747
— 7 — R HL 323
config avy R AU B —T AR 111, 112, 208, 308
csd X2 TRTAT Ny S 724
cts Cisco TrustSec 776
dap BAFIvI TI7HAKRY v— 734
eap, eapoudp Xy hNU—27 7 RIvar ar b 333, 334
7 —)LH @ EAP % 721X EAPoUDP
eigrp EIGRP V—F ¢ v 7 336
email BT A—L FTux 719
— REEE=XV 2/ 735
ha 7 xR — 101, 102, 103, 104, 105,
210, 311, 709
— Identity-Based 7 7 A 7 7 +—/L 746
ids RABIEN S AT A 400, 733

IKEV2 Y —/LF% v b

750,

751, 752




syslog A v E—2 U5 R .

95 R EZ (Definition) Syslog A v t—2 ID =

ip IPAZ 7 209, 215, 313, 317, 408

ipaa IP7 RLADEIDMT 735

ips (EINIT Sl 400, 401, 420

— IPv6 325

— T4k T 444

mdm-proxy MDM & %3 802

nac Iy hU—=27 T RIvyvar arh |731, 732

o—/

nacpolicy NAC RY o— 731

nacsettings NAC R Y v —%iH T 572D NAC | 732

— NAT 6 £ TUF PAT 305

— Py bNU—2 T IRARAL LT 713

np Fy hU—7 Fukyth 319

— NP SSL 725

ospf OSPF V—TF 1 v 7 318, 409, 503, 613

— NAT— ROl 51k 742

— Phone Proxy 337

rip RIP V—T (2 107, 312

rm Resource Manager 321

— Smart Call Home 120

session a—HF tEyg 106, 108, 201, 202, 204,
302, 303, 304, 305, 314,
405, 406, 407. 500, 502,
607, 608, 609, 616, 620,
703, 710

snmp SNMP 212

— ScanSafe 775

ssl SSL 2 & w7 725




B orea—7orve—vov—r+

a4

ENY

Ea—7DOXAvt—

95 R EZ (Definition) Syslog A v t—2 ID =

sve SSLVPN 7 7 A 7 > k 722

sys AT A 199, 211, 214, 216, 306,
307, 315, 414, 604, 605,
606, 610, 612, 614, 615,
701, 711, 741

— B O 733

tag-switching PR BT AL v F T 779

transactional-rule-engine-tre | kS Y7 g L—)L LV 780

uc-ims UC-IMS 339

vm VLAN ¥ > B 7 730

vpdn PPTP B LN L2TP £ v 3 213, 403, 603

vpn IKE 33 X (" IPsec 316, 320, 402, 404, 501,
602, 702, 713, 714, 715

vpne VPN 7 747 K 611

vpnfo VPN 7 = — /L F— 38— 720

vpnlb VPN o— R RZ vy 718

— VXLAN 778

webfo WebVPN 7 = — /L — /X — 721

webvpn WebVPN & EX o727 747k 716

AONESE

FT_TDASDM 27 B =—7 (Real-Time Log Viewer, Log Buffer Viewer, 35 J U Latest ASDM
Syslog Events Viewer) TA vt—U% Y — N TCXET, BROW T LTT—TNEY—F T2
WZiE, Y= bOEELTL, BEWOI T O~y X —% 7 Uy 7 L, Ctrlx—%ML7-FE,
FRHC Y — MEICED HMDO T 7 LD~y X —% 2 ) » 7 LET, RHEIEICA vE—T% Y —
MBI, B EREON T 2 EBFRINLET, ELoh—HETE2ER LA,
(REZNZBItR72 <) AftOABEIEL (BAHCERR) RAOHRTA vy =R Y — 3

D

Real-Time Log Viewer 3 &2 UF Latest ASDM Syslog Events Viewer TA vt —% Y — b 95 &
LB SNTEH LW A v —VIlAFE ORSE & 720 —F ETIIR, Y— FINTIEF TR
RENET, 2FEV, AvE—VEFEOMDOA v E—YDOHFIRIS > TERRINET,



nzxanrve—suzt ]

WRRL AyE—2 )R B

NAZ I A= URABEAER LT, #MET D syslog A vt — & ZDHT) %A FaRITH]
WTEET, BAHX LsyslogA v E—TDY AT, WOFHONTNUNEITTITEHEH
L Csyslog A vE— D7 NV—T%ELET,

« R
e XA vt—TID
* syslog A v &— ID O#iH

cAvk—TV TR

e ZE A=Y VRPN L TROBIEZETTEET,

cHRKENIBEIO2Dsyslog A vE—VZRIRL, | QUL EOETFA—/L T KL RITEE
T2,

e Avt—U 7T Z (Thal 72&) IZBHEM T BT X TDsyslog A vE—T % EIR L,
WE S > 7 7 ITRAFT D,

Avt—Y URANMIUL, AvE—VERRT LD OEELZEDH ENTEET,
2L, Ave—UBRPEEHEOEBINL. ENEVERIOa~ Ry M) TITHIRERHY F
T, EELIEA v E—VBRIREEZELA vE—Y VA MPMERS D ATREMEDL H 0 77,
A= VRAND2ODEEIZLSTRIUA vE—VBRBIRENDGE., ZOA vE—VX
— T SIS NE T,

syslog A v =%, VIAX VU ITBETOT AT 407, £F=2) 07 BLOWLT
TNy a—T 4 T DIZDDOIEFICEERY — NV TT, 7 TAXNOHKE ASA 2=y kb (KK
8=y FEMHTEXET) &, syslog # v —TVHMBNCAERK L £9, FEDlogging =2~ >
REFHTLE, AL RZ U TBLIOT A AID EEe~y 4 — 74— )V REHIfTE £
T syslog h—/3N—I%, syslog ¥ =R L—H Z#@HIT 57227 A AID % L £7. logging
deviceid 2~ REEHT L L. F—FXRR2 57 31 2 ID {1 & Tsyslog A vE—T%4E
KT HZENTE, VITRAZNOR—FIERRL2=y FPLDORA vy E—VDEHIZHED
TENTEET,

\)

6=

tyva e LERHD £,

7 T AL DIEEEN G syslog A vE—VEE=F—THIZIL, B=F —T HFEEEICK L TASDM
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AX>90HA4 FS54 >

COHETE, aX LV ERETHHNCHERT DML EOH DHIREFHEE A KT A A0 Tl
HH ]\/\i—g—O

IPV6 DHA K54 >
« IPv6 23R — b S E T, Syslog i, TCP £721X UDP # M L CEETE £,

e syslog EEICRESNTIZA LV E—T 2 A ABRAITHDHZ L, IPV6OSIETHDLZ &, B
L Wsyslog B —"PBFEEA v X —T7 =2 ARHTEETEZ AL L2MRLET,

cIpv6 N LT F 27 X 3R - SR TnEREA,

ZOMDHA FS54 >

e syslog F—/NTiX, syslogd & WO — "7 7T LAEFETTH0ENH Y 9, Windows
Tl AN =T 4 7 VAT LO—FE LT syslog 4— 242 L T ET,

ssyslog h—_"—{%, 77 A4 T U+ — /LT AT LD syslogng 7' 0 RZHEDWNTEMEL F
7, SecureWorks @ scwx.conf 7 7 A /L 72 E DI E 7 7 A WIIEH LT 72 a0,
ZDOEIRT 7 ANME, THAAREERERHY /A, TROEHERT L L. T
T =AU, BRI syslogng 72 AR L ET,

e syslog [BIF 1A X —T = A ZADWRE -
ARESNIEHENA =T = A ATEIT 7 B ABRARNT2 > TODHE,

Management Center |Z/V— T —T V)b 77 v P &FT L, RKEeV—T 470
Uy 2SN THINA A =T 2 A A (T —H EITEE) BRELET,

BET 7 R AR e > TORWEBRERA V4 =T =2 A2n X7 RA ML L
TEXET % &, Management Center [Z/V—7 4 > 7 T—T /N =2 F Vbbb T,
A F =T oA AEMHLET,

Lf_ 735 T, Management Center 7% syslog {5 2 IZHHDOEBANZZHEHT 5 X 9

WZTBITIE, BHET VR LB, L F— 7I4z% RELTHD, BX¥ 7R
ARNTAVE—T oA ABEELET,

interface <management-interface>
management-only ----- >Do not include management-access

logging host <management-interface> <syslog-server-ip>
e syslog L' — F235F0 50,000 X v E—TER DGEIE, T—H A X —T oA AN, FH

AE=T A ATERHNA L EZ—T 2 A AL LTHHIN TS Z L 2R LE
R

CASAVVERR LT-u V& F T AL, eX VORISR EETALERLYET, v X
VIO DOHNEEREETICa X U T EA R =TT D E, ASAITA v E—U AR LE
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T, TNHDA vE—VFE CRRTE LR GFEINETA, FuaX 7o
IMERNCHRET D HLERH Y £9, 7= 20X, HAkd: L THED syslog —/N\—Z 45 1E
T 5%, 4 syslog #—/3— [Syslog Server] XA > C, fHBlOT b U EZREL £,

AH v R T, ATIE, TCP ETO syslog DEFIT YV R—hEnEHA,

N7 AR—=F7m hbandb LTTCP 2T 556G, A vE—URkbhink )i
syslog tr—/N— OGN 4 OB X £9°, syslog h— N—ZFH L TIEFHITSZEDOT A
ANB A=V EET LGS, Hit— —~y ROFHB P — = L TRET
HHEAIE. DYV ICUDP 2 L £7,

2ODRNDH Y A NEFIES T A% BB syslog Y—S—F 7= 1LF LEFHIEI D ST =
LT TEEEA,

K16 5D syslog h—"ZRETEET, 2L, v AF ar7FAFE—RTiE, =
UTEARNITEIZ A —A=ITHI RS TWET,

syslog — 33, ASA RH TEETE RTIUIAR Y FH/ A, syslog F—"REETE 5 A
VH—=T 2 A ALT, TAA ABRICMPEIEARGEA v =T Z2HEG L, [ U — T syslog
EEETDEIICERET HMERHY ET, TXTOVETT ¢ (HERKE) Il TrF
VIMWAR—TNTHDZEmMHRLET, syslogh— =07 F v LlonkHicd
%728, syslog 313001, 313004, 35 KT 313005 DAERLZMHI L £ 7,

syslog D UDP 5t DL, ™N— R =T 77 v F 7+ —LDCPUDE L | BRET D syslog
P — OB EERE L TV E3, ATEEZR UDP syslog 825t DT H IZ, CPU O L% T
T 5 syslogh— O EFRE LIEERCICZRD T, ZUI TSI TWSEHETT,
7a—sLUDP 7 A KV 2 A4 A7 0 MIZhbDtyva @A S, 7740
MI2HTHDHZ EICHERELTLESY, b0y v arz2Iink b HEVKHECH
CAHEAICIX I OREEZFETEETN, XA L7 7 Mdsyslog 7217 T/ < 7T D UDP
Pepelc @A S ET,

TI7EAVARDE v MEFETEBET DO AZ L A vE—2 URNEHHATS
L. aXUTERKENRT Ay (L-LT) OF 78AVANMIHLTUL, T7EAY R
Now 23 ERESLER A, logginglist 2wy RoaXr 7y vs7 4 (ERE) OF
T ANV ME, 6ICERESNTWET, ZOFT 74 FEER®REFICE A b T, T
AVYANar7Za4Xal—arouXrroes s (BERE) 273y ZICHR
WCEETHHEAIT, uX o/ ar7 4 ¥al—2ay ARSEETH0ERNH Y 7,

nX eI T 4 (BEKE) BTNy ZIZERINID, T77E8A VA MDOE v M3
& F N TV 720 show running-config logging =~ > KO F1HI & KIR L £,

ciscoasa# show running-config logging
logging enable

logging timestamp

logging list test message 106100
logging buffered test

Wiz, 7782 YA K E v b&EET showrunning-configlogging ==~ > KO H /il & 7~ L
EJ RN

o m



B osvons

ciscoasa# show running-config logging
logging enable

logging timestamp

logging buffered debugging

TOBRE. TI/EAYVA My T 4 Fal—aEFEFEET, T2 A VA NEY R
BRROBO X HICFRINET,

ciscoasa(config) # access-list global line 1 extended

permit icmp any host 4.2.2.2 log debugging interval 1 (hitcnt=7) 0xf36b5386
ciscoasa(config) # access-list global line 2 extended

permit tcp host 10.1.1.2 any eq www log informational interval 1 (hitcnt=18) Oxe7e7c3b8
ciscoasa(config) # access-list global line 3 extended

permit ip any any (hitcnt=543) 0x25£f9e609

ASA 73 TCP #%H1 C syslog Z 24153 % & syslogd — B ADOHEEN, #55EOBIAAIZK 1
I ET,

TCP X U JHRAMNE T TDH L, B AT — 4 AN [Connected] 7> 5 [Not connected]
WCEDDETITNG6 0 £4, eX U7X TCP 2 AL CF v rVAT— F &/t
LET, TRETIE, eX¥ 73 F vy ahLTr7Z2%ELET, ZDOMIZshowlog
EEATT DL TCP B ¥ VAR A MR EERIEATH D Z e INCE RSN ET, TCP
Fy XANHELHND E, TCP a X2 7R A kokhiglE [Not connected] |~ T S £,

e syslog h—/N—=BEAE Lo — N —FE X, [FERF—DfEMH (Extended Key Usage) ]
7 4 —/V FIZ [ServAuth] NEENTWORERHY £9, ZOF = v 7id, HLEBALAGE
HELSNOFERZEICOARFATINE T, HOBAGMIEDYE, 207 4 —/L RICHEITER

IRENERE A,
AOX>JDHTE

ZITIE, rX U OREHFBEICOWTHILET,

OFX> I DERE

R T A X =TT DR, ROTFIEZFETLET,
FIE

AT9 71 ASDM T, ROWTHNEERL E7,
* [Home] > [Latest ASDM Syslog M essages] > [Enable Logging ]
« [Configuration] > [Device Management] > [L ogging] > [L ogging Setup]
* [Monitoring] > [Real-Time Log Viewer] > [Enable L ogging]




Lt |

» [Monitoring] > [L og Buffer] > [Enable L ogging]

AT 72 [Enablelogging] = v 7Ry 7 A% A NI L T, uaX o 7aA4 iz LEd,

tH N FEDHRTE

NI TN 2a—T 4 o TRBIORT =< ZADF=4 U 7 fiTsyslog A v — Y O IR
WA i T 51T, syslog A v =T DEER (NEHrZ Ny 77 1 DELIFEEOINS
syslog #—/3—_ ASDM, SNMPHFH AT — 3>, av/— L R—h, EELEET AL
T RVA, £ 3 Telnet BENSSH® v a7 d) & 1 oEI3ERIEET 52 L 258
HLET,

EHERT 7 BARENN /2> TWEHA H—T A ATsyslog B ¥ 7 %% E LIZHE
T2 7L —EDr 7 (syslog ID 302015, 302014, 106023, 35 X T0304001) (X Km v
SN Tsyslog br—"—IZEBELEHA, TNHDsyslog Ay E—VR Fry 73D Ol
T—HNAN—T 4 T T =T INEERA v H— 7:4’7\0)/v~74/773>7’;b\71&>13“
L7eoT, RET DA F—T = ATEBRHGHT 7 B ANEN /oo TWNDH T L ZfEi L
TN,

DII

HLER syslog H-—/N\—A~ D syslog A v t— DiE(E

i syslog h—/ S —THRIHFREAR T 4 A7 FHIICIGE U CA v =V % T —H A7 L, DRI
%, aX T T EBECTEET, 2T BEXA T D syslog A vE—Unw JIE
FRSNTZ L XITHFRNR T 72 a UIREITEND X IICHRELZY, a7 —F &=L T
LiR— NHAOID T 7 A MZFDREEERTFLIZY, YA NEHEORZ Y 7 N &fEH L THE
A2 BBR L0 T ET,

FMEL syslog h—/3—1Z syslog A v —V % EET DI, WOFNEEZFATLET,

FIE

AFw 71 [Configuration] > [Device Management] > [Logging] > [L ogging Setup] % &R L £,

AT w72 [Enableloggingl F= v 7Ry 7 A%A N LT, ASAICKHTHRX U 72N LET,

AT w73  [Enable logging on the failover standby unit] = v 7 R v 7 A% AN LT, A¥ /34 ASA I
T ouXr TEAMMCLET (FTRERSE) .

AT 74 [Senddebugmessagesassyslogs] = v 7 Ry 7 A% A NI LT, TXTOT Ny hL—AH
ﬁﬁVX?Amy*)ﬁ4vahéh5i5’Li#o:@ifyay#4* TATIR 5T

WAHEE, syslog A vE—UTar Y — MR RFINETAL, TOH, TRy T A vtE—

VERRFTDHIE, A=A TRF U T EA X =T ML, Ty Tsyslog A v E—UFK S
BIOERELLOEHEE L Tary Y — IV ERETHLENH Y 9, HHT 5 syslog A v
t—UF I, [711001] T, T D syslog A v E—UNZkT 5T 7 4 /0 FOEKE LU,
[Debugging] T3,

| ns



B rroz:

FTP ®

ATvTh

ATvT6

ATy T17

ATvT8

ATvT9

ATv710

ATvIN

B —1

axX JE

FIE

ATy T

ATy T2
ATvT3

ATvT4

[Send syslogs in EMBLEM format] &= v 7 /R v 7 A% 42 L C, EMBLEM JERX% A % —7 /L
WCLET, ZHUTEY ., syslog = =% R 7 X 7 O+ X TiZxt L C EMBLEM B
PEHSET,

OX T RNy T 7N F—=TIVDEA, syslog A v =T ERGFETINER S Ny T 7 DOH
ARXERELET, Ny 7 7OEEIRFENRLSRDE, FIPH—_"—F 73N T 7 v o A
FVICR T ERFELTOWARWVWEY A yb—VF EEXEINET, 774 Oy 77 P A
AL 4096 /NA R T, ARh7RHPHIX 4096 ~ 1048576 T,

Ny 77 NOT—H2 N EEXINDHANT, FIH%E FTP — —ZRGFT 2851, [Save

Buffer To FTP Server] = v 7 R v 7 24 LET, Ny 7 7NOT—4 N EEEXIND L
INCTHELERIE. ZOF =y IRy 7 A A 7IZLET,

[Configure FTP Settings] #27 U >~ 7 L C, FTP ¥ ——%EE L. Nv 77 NOT — X Z1R1F
THEHEAT D FTP NI A =X EFHELET,

[Save Buffer To Flash] = v 7 Rv 7 2% A2 LT, EEXTIRNINT T 7 v o AEY
Wy 77 ODNEERIELET,

GE)

TOFTvat =Ty REFIFI RN T UART LU N VUL = NPT TE S
7

[Configure FlashUsage] # 7 U v 7 L, X U ZIMHT AN 7 7 v a AE Y ORRKER,
BLOGAKRHERF T REZERELKBHEMTHELET, 2047 a i ARx—7 0T
HEL Ave—UBBMENDTNNA AT 4 A7 FIZ, Tsyslogl EWHILARIOT 4127 R
DPER S IVE T,

()

ZOFTvaiF Bo—FT v FE—FERIIF T AT L h F— FCRIHEHTE
£

ASA TERTDHDVAT LT DF 2 —F A A&fELET,

g Ny 7y ONBEORIEIZEA TS FTP —N—Dar 7 4 Fal—2 g VERETHIC
T, WOFNEEZFEITLET,

[Enable FTP client] 7= > 7 R 7 A& AN LT, FIPZ 7A TV hOAr T 4 Falb—v3
YEAR=TIMILET,
FTP #— =D P 7 L AZHELET,

RfFSNL 07 Ny Ty T YOG L 72D FTP —"—LEOT 1 L7 U N2 %4E
,_.E_’L/\i—g—()

FTP ——icua /' 357200 a—Y—4%2fELET,



¥ S IcEAT 375y 2 xUnEE [

ATY TS FIP —_N—~a (T AE-DD— Y =L ZBEMT DN/ A T — RERELET,
ATYT6 NRATU—REfMRL, [OK] 227V v LET,

AXUTICERTEI5va AEYDEE

7 Ny Ty ORNEENERT 7 v a AEVIRGFT 256 ORIIRFHEZEET 51213, K
DFNEZFEITLET,

FIE

AT T X JIERATELINT 77 vy a AE) ORKFEEXZEELET (KB B .

ATYT2 HFTL2NHT7 7 v va ARV ORBRERELET KBHAL) . N7 T vy a AT NRD
OFIFRMEIZES &, FrLne ZFRRFESIRRY £7,

ATwvF3 [OK] %7 V27 LT, [Configure Logging Flash Usage] ¥ 1 7 2 /R 7 2% L £,

X7 OFxFoT0EME

FIE

A7 w71 [Configuration] > [Device Management] > [Logging] > [Syslog Server] OJEIZEIR L £,

ATV T2 BXaT aX T A F—TNMIT % syslog h— "—%RIRL, [Edit]| #7 Vv 7 LET,
[Edit Syslog Server] # A 7 0 7R v 7 ANFRIINET,

ATV T3 [TCP1 AT v ary RE %2070 v 7 LET,

X 2T X S TITUDP Z AR —F LTV, Zo7e ha Lz EHL LS 45
LT —FELET,

AT v 74 [Enable secure syslog with SSL/TLS] = v 7/ Ry 7 A% A2 LT, [OK]| %227 U v 7 LET,

ATvF5  ({EE) [Reference Identity] (2, syslog —/3—25%15 L7ZREAEIC K95 REC 6125 2R
IDF =yl %A X—T T HBRIDATV=r MELRITIHEE LET,

ZRID A7 V=7 MIOWTHLIE, ZRID ORELZZRLTIZIVY,

syslog H—/\—[Z3%{E9 % EMBLEM 2 X O syslog » v E— D ERL

syslog th—/3—~ EMBLEM JZH D syslog A v & — Y ZET H121E, ROFNEEZFEITLE
R



asdm-724-general-config_chapter26.pdf#nameddest=unique_1101

=M |

B 2ot n%~D EMBLEM T2t D) syslog # v £ — S DAEF;

FIE

ATy T

ATvT2

ATvT3

ATy T4

[Configuration] > [Device Management] > [Logging] > [Syslog Server] DJIEIZER L £ 9,
IPv6 Z AT L7 syslog DIEER Y AR—FINTHET,

[Add] Z 27 UV » 27 LT, H L\ syslog V—"ZBIMLET,

[Add Syslog Server] # A 7 1 7R v 7 ANRFRSNET,

G¥)

120XV T 4 2T XA MK LTHEETE D syslog V——DKiTHKTETT (A
HT16ET) .

syslog h— R—NEP—IREEDHA, ASATHF2a—ICAND I ENTEX LA v =V ERE
LET, ERErDREEIX, Fa—ICANLLILD Ay E— VBN ERIIRIZZRZ D £5,

[Allow user traffic to pass when TCP syslog server is down] = v 7 R v 7 A% 4 2 LT, syslog
P N=PNE T L TWAGRIZT X TO NI 7 4 v 7 EFFAITH LI ELET,

ASA TlX, TCP #fit SiL7= syslog h—/3—(Z syslog A v —VZEET DL IICHEINT
WALE, syslog b— N—IZEENEAETDHE, BEX2 U T A R#EDTZHIT ASA #RHET D

LWk E 7 a v 7 LET, syslog V— S—REIEL TWRWEATHH LW R &2 74
HITE, ZOF 2w IRy I AEF AT LET,

UDP Z#87ET 5 &, ASA (X, syslog V— N—REIEL TV 500 E 5 2T BIR7Z < B LBkt

RHVLETET, AR — MEZ, Eb507a ha T 1025 ~ 65535 T, T 7+
JL D UDP R— ML 514 T, T 74/ hdD TCP A— ~E 1470 T,

GE)
TCP T® syslog DE(FIX, A H /31 ASA TIIHYHR—FShThEREA,

Dt 1% ~D EMBLEM #2 X D syslog A v 2— O DERK

FIE

ATy I
ATvT2

fthod 735~ EMBLEM &R0 syslog A v & — V&K T 5121, WOFINEEZFEITLET,

[Configuration] > [Device M anagement] > [L ogging] > [L ogging Setup] % %R L £ 7,
[Send syslogs in EMBLEM format] &= v 7 /R v 7 A% 4 2 LE T,

syslog Y —/\—DEREDEME - [THHE

.

syslog r—/"—FREZBINE T2 ITRET D121T, ROFIEEZFEITLET,



FIE

ATy T

ATvT2

ATvT3

ATv74

ATy TH

ATvT6

RER T /8y T 7D syslog * v E—CDEE .

syslogh— "—L DWEFIHEHATHA v —T =2 2%, Ky T X7 A RNPLBRLE
R
syslog h—_"— L OWBEICHEMNT 2P T FLAZ AT LET,

syslog #—/3—7% ASA L7213 ASASM & DfE (2457 = h=v (TCP £7213X UDP) %
Embiﬁ UDP £ 7213 TCP O W Nz LT syslog 4r—"—ZT7 =X 2 %ETH LD

CASABLIOASASM ARET DI ENTEET, v harZEELRWGE. 77 4/V
b@7m%nwimwf#o

=
= Q3

TCP %H5ET 5 L. ASA I syslog F—"—DEEZBII LIz X2, X2V T 4 LOBK

TASA BT 258 LWk ad 7 a v 7 LET, syslog — N—|ZEENFEAEALTHLH LWL

Pt 27 Al 5121, syslog ¥—/3—I(Z35(5 4% EMBLEM JEAD syslog A v & — 2 DR
(15—=V) DAT v 7T 4%2BZML T LI,

syslog #—/3—|ZHB T, ASA 721X ASASM & DEFICHEH SN LA —MESEE AT LE
R

[Log messages in Cisco EMBLEM format (UDP only)] 7= v 7 Ry 7 A% AL T, ¥ A 3D
EMBLEM A TA vt —T %2 m ZICET o0 E ) hafiELEd (Fr has s LT UDP
PERENTWDEAEICIRD)

[Enable secure logging using SSL/TLS (TCP only)] F = > 7 7R > 7 A% A4 2 LT, syslog #—
IN—= DG NS SSL/TLS over TCP DERIZ K U IR S, syslog A v B— Y ONERIE LS
NLHEIEELET, LEISLTSRIDICEA L, URIRE LIZSRID A7 2 =7 M
DWTEEHEZMGETE £9, FMIZOVWTE, EF 27 vnX 709k (15~—) &
ZHLTLZEN,

[OK] %27V v/ LCREFET LET,

AEO Y /18y T 7~AD syslog * v E—PDiEE

—IF R RATFGET & 72 DN 7 Xy 7 7 IZEE T 5 syslog A v B —VEEET HHLER S
DET, LAY E=I1F VA MORRBRICEMSNET, Ny 77BN old0nilioiz e
. DFVANY Ty Ty T BRRELEGE . ASAR WS IEWNICR STy 7 7 Z RO R
FTHEIICHESNTWVARVIRY , DA v E—VFAERENDIHLWVWA vE—TI2k - T
EEXEINIET,

syslog A v E—YENET 7 Ny 7 7 ICEET IR, ROFIRZFEITLET,




. REQ S /8y T 7D syslog * v E£—CDiEE

FIE

ATy T

ATy T2

ATv7T3

ATvT4

RONTNINOF T a 2B LT, W7 Ny 7 710X ET D syslog A vE—T %R
ELET,

* [Home] > [Latest ASDM Syslog M essages] > [Configure ASDM Syslog Filter s

* [Configuration] > [Device Management] > [Logging] > [L ogging Filters]

[Monitoring] > [Logging] > [Log Buffer] > [View] DJIAIZEIR L £ 7, &KIZ [Log Buffer] ~<A1 > T
[File] > [Clear Internal Log Buffer] DJIEIZEIRL T, WEHin 7 Ny 7 7 222 LET,

[%7E (Configuration) ]>[T /3 A& (DeviceManagement) ]>[A¥*>4%" (Logging) ]>
[AX T ERTE (LoggingSetup) [DNEICEIRL T, W 7/ Ny 7 7O A XEEHLET,
TITHN DNy 77 YA XT4KB T,

GE)
QX I Ny T A ReETITDHE, N7 7NOBEFEOR TN R—U S, Hizici#ak s
NI A ZATH LNy 77 BMERENE T,

ASAIL, FTLWA v =23 fEENHe 7 RNy 77 IBFEL, WolWiahos-a 7 Ry
T ONEENE 7T vy a AR VIHREFELET, Ny 77 ONEZPOBATNRGET S &
T, ASA X, ROZA LARX TR BT 2401 C0 Y 77 AV EERLET,

LOG-YYYY-MM-DD-HHMMSS . TXT

YYYY 134, MM 12 H. DD iZAft. HHMMSS 2. 4. B X OB TR ENZEA T,

BIDOBFHCH LWA v —V 2 RFETHICIE. ROFT T a0hd 1 DB EIRLET,

N7 T v a AEVIZH LA ve—U%EET HIZIE, [Flash] F=v 7Ry 7 A%
2 LT, [Configure Flash Usage] %7 U »» 7 L £7, [Configure Logging Flash Usage] %
ATalRy I ARERINET,

1 aX oIl T 77 vy a AE Y ORKREREY KB THRELET,
2. uX T 7Ty va AEVICRRT DR/ EEERELY KB THRELET,
3. [OK]227 Vw7 LT, ZOXZATulRy 7 2A%ALET,
c FTP r—_—IZH LWV A v B —UZFET HITIE, [FTP Server] T = VAR 7 A% F

\Z L. [Configure FTP Settings] %2~ Y » 7 L %79, [Configure FTP Settings] % 1 7 & 27 7~
JAMFRINET,

1. [Enable FTP Client] = v 7 R v 7 A% A I LET,

2. BRENTZT 4 —V I, FTPH—R_R—IPT FL &, NZ, aa—HF—4 NZT—F
AN LET,



mHas Ry 770759 1~08% I

3. NAU—FRZHRAL, [OK] 227 V7 LTCZOXATal Ry 7 A% LET,

REOT NV IT 7D IS5y a~DREE

FIE

ATy T

ATy T2

ATvT3
ATy T4

W 7 Ny 7727 T v va AFVIREFET DI, ROFIRZFETLET,

[File] > [Save Internal Log Buffer to Flash] OJIEIZER L E 9,

[Enter Log File Name] 4 7 2 7R v 7 ANERINET,

BOIDOF T a v &#EIR L, LOG-YYYY-MM-DD-hhmmss.txt [E DT 7 /L b 7 7 A LZ4 T
ns Ny 77 ERAFELET,

QEBBEBOA TS arEBRIRL, 200l Ry 7707 7 ANVAERELET,

0y Ny Ty DTy ANGEATILTOK] %2V w7 LET,

AJDEFTHERAFMRELGNTE ISV 1 AE)DERENER

FIE

ATvT1
ATvT2
ATvT3
RTv74

ATy TH

77 ORRETHEM RN Y 7 v a AF)ORBELZEETDIT1E, ROFIHZETLE
—éqO

[Configuration] > [Device Management] > [L ogging] > [Logging Setup] %8R L £ 97,
[Enable Logging] &= v 7 Ry 7 A& A N LET,

[Logging to Internal Buffer] £}k @ [Save Buffer to Flash] &= v 7 7R v 7 A% 4 N LE T,
[Configure Flash Usage] 27 V v 7 L %7,

[Configure Logging Flash Usage] % A 7 1 V7R » 7 ANEKRENE T,

RIANMHEHATEL7 7 v a AEY ORREREZ KB TANLET,

T 74/ N T, ASAIE, WE7 T v a2 AEVDHRKS0MB 20/ 5—X A TE %
To ASA TRV T = EZMRAFT DTOITMBERNET T v a AE D Of/NEEREIT 3 MB
TT, WE7 T v v a2 AR VIRESNTWLI R 77 A LIk Y, WETZ T v a2 AE T D
EEREDPRE SN R/PNREOREEY TR TLE H>HE, ASAIIRL VW eZ 7 7 A Vi
BrL. e 77 7 A VORER b R/INROBREPHERIND X2 LET, HIFRT 57 7
ANRIRWEGE, ERIEENT 7 ANV ETRTCHIBRL THZEEX AT Y OFENR/NEOR =
TES>TWAEE, ASAIZZEOH LW\Wa V7 7 A )V ERfFTE £ A, flash-maximum-allocation
D ERRIZ 2 GB T,

o m



B AsomuavaConsole 1=k BEBENETL b DSEEDE—

ATYT6 7Ty va AEVICRF T T HIOICHERT 52 & ENOR/NEREEZ KB TANLET,
AT 71 [OK] %7 U 7 LT, [Configure Logging Flash Usage] ¥4 7 2 /R v 7 A% LT £,

ASDM Java Console [C &k B iefkSnf-ZT o FYDSBEOE—

FIE

AT T1
ATvT2
ATvT3
ATvT4

ASDM Java 2> Y — V& LT, ASDM =T —®D h T T )V a—T 4 VU TITHERILD, Fidk
SN RNV ETHFRAMNEATERRBINaE—T& £,

ASDM Java Console {27 7 2 A F2121d, WOFNEEZFEITLET,

[Tools] > [ASDM Java Console] DJEIZEIN L E 7,
ayy—LTmeANLT, B~ DAY HiHEREF R LET,

Ay V= TgEANLT, IR=V aLrvarz2FTLET,

Windows # A7 ~3%— ¥ #B &, asdm_launcherexe 7 7 A V& X 77 U v 7 LT, AFE
UEHEZERLET,

GE)
AEVEY S CTORKIEIL 256 MB T,

BFA—IL T FLAAD syslog * v 2— U DiE{E

FIE

ATy T
ATy T2

ATvT3

ATvI74 %

ATy T5
ATy T6

syslog A v B—VEEFA—L T FLAIGEETDHITE, ROFIEEZFEITLET,

[Configuration] > [Device Management] > [Logging] > [E-mail Setup] %R L £,

B AN A= L L TEEFEIND syslog A vE—VDOREEILT RLAE LTHERT S
B A—NT RLAZRRELET,

EM (Add) 1227V 27 LT, f8E LI=syslog A vE—VOZEFEDOHFLWVETFA—LT R
LAZ AT LET,

DZIFEIZEET Dsyslog A v E—VDEKRE L~V E, Fry X7 ) 2 MMhHERL
ET, SWEDEFA LT RLAIZH L TCHEHAIND syslog A v E—VOEKET 4 VX
X, BESNEERELAVLEDO A v2—UNEE S E T, [LoggingFilters] 21 > Cg
ESNTZT7a—r90 74 VE S FEFA—NVZEHRICENSNET,

[Edit| 227 V v 7 LT, ZOZEHE~EET Hsyslog A v E—VOBUEOEREEZZEHTLET,
[OK] %7 VU v 2 L. [Add E-mail Recipient] # A 7 1 73R v 7 A% L E£T,



grr—n2EsoenzEae [

BEF AL ZEEDEBMEITHSE
B A—NDOZEEBIOCEREZBMEITHET 2I121E, KOFIEEZFEITLET,

FIE

AT w71 [Configuration] > [Device Management] > [Logging] > [E-mail Setup] %2R L £,
ZAF w72 [Add] £721%[Edit] #27 U v 7 LT, [Add/Edit E-Mail Recipient] ¥ 7 0 7R v 7 2% %7 L E
R

ATV T3 BHROBFA—NT RLAZATL, Ry 7 Xy A RNNDsyslog EREZRIRL E7,
HRE LV VFIRO X I ITERSNTHET,

* Emergency (L~L 0, ¥ A7 AWMEHAHR)

GE)
HEEELLO0ZEHT L2 LB cxERA,
« Alert (L~ 1, BIREGHALAN 40 22)

e Critical (L2, 7 VT ¢ T VGA4)

* Error (L~L 3, =7 —%fF)

« Warning (L~UL 4, i 2e0k)

* Notification (L/L 5, IEH 7E03NHZE 70 5e4F)
« Informational (L1 6, fFHA v E—T D)

'DebUgging (1//\‘\/]/ 7. ﬁlj/\‘\yy“ R *yJZH\‘/o)@)
GE)
BT A—NT RLANDRA v —T% 7 4 V2 o 7 53541E, [Add/EditE-Mail Recipient]

XA Ta TRy 7 ATHRE LIZEKRE L, [LoggingFilters] XA > TTXTOET A —LZEHE
WXL TRELIEZm =0 T VI DERED IS, EAIZH LA S E T,

ATv 74 [OK] %27 V7 LT, [Add/Edit E-Mail Recipient] A 7 12 7R v 7 A% AL E7,
BIEIXMEE S 7z=> kU 2 [E-mail Recipients] <A IR RSIET,

RT9TS [Applyl %27 Vv L, BENFEFATaL 7 4 Fal—ra VIRFELET,

1JE— k SMTP H—/N\—DHTE

BEDA R MIRTAESFA—N T I7— FBLOEMOEENRLE /72D Y ET— b SMTP ¥—
N—%RET DI, WOTNEEZFITLET,




. a2V —ILR— kADsyslog * v E—TDEE

FIE

AT 71 [Configuration] > [Device Setup] > [Logging] > [SMTP] DJIEIZER L £ 9,
ATvT2 77A4<Y SMIP H—_"—DIP T FLAZ AT LET,

ATV T3 (EE) AX L SMTP Y —_"—DIP T RL A& AL, [Applyl &7 U v 7 LTEEARE
EFETA T4 F 2L —Ta VITRIFLET,

a2Y—I)LiR— bA®D syslog * v tE—TDEE
syslog A v =T % a0 Y —/L R— MIFET DL, ROFMEXZFITLET,

FIE

ATV T RONTNNDOA T g &R LET,
* [Home] > [Latest ASDM Syslog M essages] > [Configure ASDM Syslog Filter |

+ [Configuration] > [Device Management] > [L ogging] > [L ogging Filters]
AT w72 [Logging Destination] 7 7 ATy Y —/ L&A RIR L, [Edit| 227V v 7 LET,
[Edit Logging Filters] % A 7 12 77K v 7 ANFRSIET,

RT9T3 TRTOARV N I TRAETFFEDA R N 7 TADWNT DD syslog ZFIRL T, =
VY =) R— NMIEET D syslog A v —VEBELET,

Telnet £7=(X SSH v & 3 >~ D syslog A v E—T DiEE
syslog A v&—% Telnet 721X SSH & v ¥ 3 VIZEET DX, RO TFIEEZFEIT L £9,

FIE

ATYT1 ROWVTNINOF T g v ERIRLET,
* [Home] > [Latest ASDM Syslog M essages] > [Configure ASDM Syslog Filters]

* [Configuration] > [Device Management] > [Logging] > [L ogging Filters]

AT 72 [Logging Destination] 77 7 A ® [Telnet and SSH Sessions] Z 3K L, [Edit] #27 U v 7 L £,
[Edit Logging Filters] # A 7 B 7R v 7 ANFRRIINET,

.



syslog * v £—C DEERTE .

ATV T3 TRTOARV | 7 TAFRER/FEDA X b 7T ADNT DD syslog Z R LT,
Telnet £7-1X SSH &~ ¥ 9 IZHET 5 syslog A v —TZ3EE L £1,

AT w74 [Configuration] > [Device Management] > [L ogging] > [L ogging Setup] DJNEIZEIR L T, BIED
tyvarouX o SR EARX—T M LET,

AT w75 [Enablelogging] = v 7Ry 7 A%A 2L, [Applyl 227V v 7 LET,

syslog X v E—P DEKRE

=S

syslog X v — U DETE
syslog A v B—UA2RET HIIE, ROFEEFITLET,

FIE

AT w71 [Configuration] > [Device Management] > [Logging] > [Syslog Setup] DIEIZER L £,

ATV T2 7740 AvE—VDOR—RAL LTHEMATS syslog V—/3—D VAT A 1 FHEREZ IR L £
I, T 74/ MILOCAL(4#)20 T3, Ziud, IFEALEDOUNIX VAT LA TRELE 2D a— K
T, 2L, Xy b7 FARAL A TSSO 7 7 U T 4 N ERTWETZD, &
TA T TIEZIOEEZZEE LRITHIE RG22 0WGEERH Y £7,

AT w73 [Include timestamp in syslogs] = v 7 R v 7 A% A4 N2 LT, HEENDH% syslog A vE—V
WA ERRZI A B L £ 9,

[Timestamp Format] Ku v 7# o v ZFH LT, LA — (mm:dd: yyyy hh: mm: ss) F721%
RFC 5424 (yyyy: Dd: mmTHH: Mm: ssz) & 34R L £,

RT9 T84 a7 BTN LTS A I B e — W —4 % syslog A v B—VIZHFKRT D84 1%, [Hide
username if its Validitycannotbe determmed]?: VIR I AEFT7IZLET, T 74/ NRE
TliX, 2 —VF—ABEHRGE . EFEDINE S ARG, 2 — 43I ERRTT,
el ziE, 22— =R T2 —F—LOROVICNAT—REAT LGS, fReE LTE
RS Dsyslog A v —V T [a—HF—4] ZRETONLZETT, a7 Bl TL 770
Va—T A TR T DO, o — P —H2FR T LB TEET,

AT w75 [SyslogID] 7 — 7 MIHERT HIEREZBIR L 3, BHARERA T > a2 0d, kOLEBY T
D

* [Syslog ID] 7—7 /LZF X TD syslog A v&—T ID KT 5 K OITHRET DITIE.
[Show all syslog IDs] % 3% L %9,

* [Syslog ID] 7 — 7 VAZHI/RIIICT 4 B— 7 /WIZ LTz syslog A v &—V ID 121 &2 #0795
I IZHRET HITIL. [Show disabled syslog IDs] Z &R L &7,

* [Syslog ID] 7—7 V2T 7 4 /b MENOLER SN EHKE LA FTe syslog A v E—T ID 72
JEERT DX IITHET HITiE. [Show syslog IDs with changed logging] % #R L £,

o m



. syslog ID X E D#REE

* [Syslog ID] 7 — 7 /VZEKENEHL I T syslog A vE—T 1D &, BIARMIZT 4+ £—7
JNZ ST syslog A v —VIDIET 2R RT 5 L9 ITHEET 2121E, [Show syslog IDs that
are disabled or with a changed logging level] %8R L £,

AT w76 [SyslogID Setup] 7— 7 /VICIE, ZDORENRIZHESNT, syslog A vE—TV DU A FRFER
ENFET, BHETLMHEADORA Yy =T IDEITA vy E—TIDOFIAZRIRL E3, BIRL
Ayt—=VIDIE, TAE—TNMITHILE, TOERELV NV ELEEST LI L HTEET,
UARNBEED A yE— ID ZEIRT 55513, TOFMOLIICHT-2 ID 2N L,
Shift % —Z 4 L7203 b Z OFMHORKICHZHID 227 Y v 7 LET,

RT9 T syslog A v E—VICT A AIDPEEND L IRET HHA1X. [Advanced] 7 V v 7 LE
D

syslog ID E% TE D#wE
syslog A v =V OREXZET T HITIE, WOFIRZFATLET,

)

GE)  [SyslogID(s)] 7 « —/b FIZFRHEHTE, ZOHEBMICEK RS NDMHEIE, [SyslogSetup] ~<A 1T
&% [SyslogID] 7—7 VTR SN P UIZEDIRED £7°,

FIE

AT w71 [Disable Message(s)] = v 7 R v 7 A% 42 LT, [SyslogID(s)] U A MZ ID BFERENT
W5 syslog A v E—V %2 T 48— NI LET,

AT v T2 [SyslogID(s)] U A MZE/REIND syslog A v =V IDICEFETHA v E—VOERKEORF
YT UV EBRLE S, ERELNVERO X DITERSNTOET,

« Emergency (L~ 0, ¥ A7 AD0MEHARE)
G¥)

HEEL~L0ZMENT 22 LiTBBOTEEEA,
e Alert (L~ 1, BIIRERHALS 2L ZE)
e Critical (L2, 7 U T ¢ B /V4fF)
* Error (L~L 3, =7 —%A4})
« Warning (L~UL 4, #EZpk)
* Notification (L~ 5, IEH 7203803 72 5:1F)
« Informational (L~ 6, fHHA v E—TDR)

* Debugging (L7, TRy T A v—TDH)




| o
JE EMBLEM f2 X 0 syslog * v £—A~ADT/8( X ID DH S .

ATw T3 [OK] 27 V 7 LT [Edit Syslog ID Settings] ¥ 7 2 7R 7 A% L E7,

JE EMBLEM B2 X D syslog A v £—~ADT/NAL X IDDHE A
T34 A 1D % 3 EMBLEM JE D syslog A v &—IZE&D 5121, ROFINEEZFEITLET,

FIE

AT 71 [Enable syslog device ID] 7= v 7 /R v 7 A% 412 LT, F# EMBLEM FED syslog A vt —
VIRTUT A AID BEENDL LD ITHEELET,
ATV T2 KOWTINNOF T a U EZRIRLT, EOXIRTNANARID AT L20EHBELET,

« ASA DR A N4

e A UH—T 2 AIPT FLA
BIRLIZIPT RLRAIZRHET DA o2 —T oA A4 %,
L/ij—()

I A T EFERT H8E1E. [Inan ASA cluster, always use control’s IP address for the
selected interface] = v 7 R v 7 A=A 2 LET,

Ruy FH7 0 AR 5EER

« L
RETFOA—Y —ERLTINEATLET,

e ASA UV T AXL

ATw 73 [OK] %7 U7 LT, [Advanced Syslog Configuration] # 4 7 1 7R > 7 A% L 9,

syslog * vE—CICAGEEZIZED S
syslog A v =AM E R ZE D HI21E, ROFIRZFATLET,

FIE

A7 w71 [Configuration] > [Device Management] > [Logging] > [Syslog Setup] DIAIZER L £ 5,
AT 72 [Syslog ID Setup] 81k C [Include timestamp in syslogs] = v 7 R v 7 A& A 12 L ET,
AT 73 [EH (Apply) 157V v 7 LTEENEERAFELET,




. syslog A v t—CDEME

syslog A v t— T DERE
FBE LTz syslog A v&—V%T 4B —T W2 T D121, ROFNEEZEITLET,

FIE

AT w71 [Configuration] > [Device Management] > [L ogging] > [Syslog Setup] DIEIZER L £,
ATYT2 T—TNNET 48— T 5 syslog #iR LT, [Edit) #27 V v 27 LET,
[Edit Syslog ID Settings] %1 7 2 7R v 7 ANRFRINET,

AT 73 [Disable messages] = v 7Ry 7 A%t AL, [OK] %27V v 7 LET,

syslog A Vv E—CDEXKENDESE
syslog A v =YV DOERELZELT 512X, ROFIHELFETLET,

FIE

A7 w71 [Configuration] > [Device Management] > [Logging] > [Syslog Setup] DIAIZER L £ 5,
AT9 T2 EREEZEHET D syslog 7 —7/VINHEIRLC, [Edit] 227V v 7 LET,
[Edit Syslog ID Settings] # 1 7 2 7' 7R v 7 ANForINET,

AT w73 JEY e EKE% [Logging Level] K v 7 & UARNLEIRL, [OK] %227 U v 7 LET,

ABUNAEBD syslog A vtE—nTOvY

ARG NA SEE TR E D syslog A v B — VN ERSNRNE I T DI ROFIEEZFATL
£,

FIE

AT w71 [Configuration] > [Device Management] > [Logging] > [Syslog Settings] DJIEIZER L £ 9,
RT9 T2 T—TNDsyslogID &R L, [Edit) %7 Vv LET,

[Edit Syslog ID Settings] % A 7 02 778 v 7 ANEKRINET,

ATV T3 AH L NAEEE Tsyslog A v E—UPER I NV K 9129 5I121E, [Disable messages on standby
umit)] F= v 7Ry 7 Ak A LET,

.



3E EMBLEM T £ 0> syslog # v £ — 12734 2D 2855 [

ATYT8 [OK| %7V v/ LT, ZOXAT TRy 7 A% UET,

JE EMBLEM B2 X D syslog A v —IZTNA XIDEEH S
T34 A 1D % 3 EMBLEM JE D syslog A v &—IZE&D 5121, ROFINEEZFEITLET,

FIE

A7 w71 [Configuration] > [Device Management] > [L ogging] > [Syslog Setup] > [Advanced] > [Advanced
Syslog Configuration] DJIEIZER L £,

AT 72 [Enable syslog device ID] = v 7 R 7 A% A2 LET,

AT w73 [DeviceID] #H1# T, [Hostname], [Interface IP Address] %7213 [String] 47> a > RA %7 U v
7 LET,

* [Interface IP Address] 7> a U ZBIRLI-GEIEX, FeyXHX o UARNTELWA ~
=T oA APFERENTND Z L LR LET,

* [String] 47> 3 > &2 L728A1%. [User-Defined ID] 7 4 —/L RIZT /31 A ID % A7)
LEd, XFHORSIE, HKT16 LFTT,

GE)

A F—TNWIZT % &, EMBLEM JEROD syslog A v E—UX SNMP 7 v 7127 /34 X 1D I
FRENFEEA,

ATv 74 [OK] %7 U 7 LT, [Advanced Syslog Configuration] # 4 7 1 7R v 7 A% L 9,

WAL AR M YR FDER

AR E VA NDOERIZIE, KO3 OOEMEELFHLET,
e ARV T TR
o HRHE

e XAy t— 1D
FrEDOu X 7 D% (SNMP = =70 &) I[ZKETEIIAF L ARV URANEIERT
BITiE. ROFNEEFITLET,

FIE

AT w71 [Configuration] > [Device Management] > [Logging] > [Event Lists] ®JIEIZER L £,

| ns



B ocvos08e

ATFwF2 [Add] %7 VU 27 LT, [AddEventList]| ¥4 7 /Ry 7 AeFrLET,
AT9T3 AXVEVAMNOAFHIZANLET, AX—RIFEHTEERA,
ATv T4 [Add] =7V v LT, [Add Class and SeverityFilter] # 4 7 1 7R v 7 A% Fr LET,

ATYTS  FryTHT VARNLARS N 7 TAZEERLET, BEHATELMU b 7T A,
MLTWET NS R E— &> THERRY 7,

ATYT6 Fry7Zor URAMPLERELNLVEZERLET, ERELVEIKROEBY T,
» Emergency (L-UL 0, ¥ AT AWMEHARE)
GE)
FEEL~L0ZEHT L LB cxERA,
o« Alert (L~L 1, RIREGHALAN 4 2E)
« Critical (L2, 7 VT ¢ JIVEA4)
« Error (L~UL 3, =7 —54)
« Warning (L~UL 4, i 2o 0k)
* Notification (L/V 5, IEH 7E03NHZE 70 5e4F)
« Informational (L~/L 6, fHHA v E—TDH)
* Debugging (L~/L 7, TN 7 A yE—T D)
ATwvF1 [OK]%7Z7 Vw7 LT, [AddEventList]) ¥4 7T /Ry 7 A%ACET,

ATv 78 [Add]#7Z7 VU v LT, [Add Syslog Message ID Filter] ¥4 7 2 7R v 7 A%FRrRLET,

ATYT9 T4 NFIZEDD syslog A v E—T ID £721d syslog A »— ID O#FH (101001 ~ 199012
mE) mANLET,

RFvF10 [OK] %27 U w2 L, [AddEventList] ¥4 72/ Ry 7 2% HALE7,
BEIDA X RN A MIEREINET,

OX>T 4L 2 DETE

AFX > TDREANDA v E—D T4 ILE DEHA
BE LT DRI A v =Y T 4 A S BT S, RO FIEFATLET,

FIE

A7 w71 [Configuration] > [Device Management] > [Logging] > [Logging Filters] &R L £,

.



ATy T2

ATvT3

nxvy 74 ns0iEm |

TANE WA T 50X T OFREEDOLRTZRINLET, BIRTEXL20FX 0 7V OFERITRD &

BH T,

* ASDM

e Y — )L IR— |k
AL

cNEN Y 7 7

- SNMP #—/3—

* Syslog #—/3—

s Telnet £721X SSHE » v =

ZDIFEN, 2FE B DI Z A [Syslogs From All Event Classes] & 3 % H @ 7% 7 . [Syslogs From
Specific Event Classes] T & EIREYEZITNVES, 2FBAOH T A TIE, mX 7 D5iskE~
DAy =% T4 NZ ) T HEEIMMT H2ERERA NS NI TARKRRIND
E, TRTOAL XY 77\ XL TCaX T BT 4 =T NMIT O ERRT S L
HLTCEET, 3F/AON T LIIE, BRI X 7 O5EE~DA v E—T% 7 4V H Y
N ANAY *;@%¢54«/bﬁ72#%Téhiﬁ

[Edit] #7 VU v 7 LC, [Edit Logging Filters] ¥ 4 7 0 /Ry 7 AR RLET, 74X &
M. e, 23T A= VCT B FIEICOWTIE, uXr s 74 v ZOHEM (29 ~<—
V) ESRLTLIIEIN,

AX>Y9 J4)L% DA

FIE

ATy T

ATy T2

ATvT3

RATv74

ATy T5

T4 NZ T 51T WOFIEZFEITLET,

BREL~JUZEESWN T syslog A v =07 4 V& ) 7 %47 5 A 1L, [Filter on severity]
FTa v ERRLET,

AR b URPMIESNTsyslog A ve—TD7 4 V&) 2T %LT954E1X, [Use event list]
FFva rERRLET,

BIR L5 E I T 5u X0 723 _XTT 4 B—7 T 5851, [Disable logging from all
event classes] 47> g U AEIR L F9,

[New] %27 U w27 LT, HiLWAXU b URXMEZBMLEST, A0 b U R EFIZEN
FTOHFMZONWTIE, BAZ L AN URROERR 27 =) ZZRLTIIZEN,
Fay X YA INOAR N 7 TAZBRBRLET, HTEDZAXU N 7T 2F
HALTWLT AR E—RIZEo TR £,




. syslog * v £—2 1D 7 1 L2 DEMFETITHRE

ATYT6 Fry7 Xy YA RpL, X7 Ayt —YOERE LV EZBIRLET, ERELAN
JTIRD LB T,

« Emergency (L~UL 0, ¥ A7 ADMEHIARE)
GE)
HEE L~V 0 ZHEHT 22 LB cEERA,
 Alert (L~ 1, RIREGH LS 40 22)
« Critical (L2, 27 U7 ¢ J/VEAF)
« Error (L~L 3, =7 —%fF)
« Warning (L~ 4, #4520 ()
* Notification (L/V 5, IEH 7203 70 5efF)
s Informational (L'~L 6, fFHRA vE—TDH)
* Debugging (L)L 7, TNy T A vtE—UDH)
AT TT [Add) 227V v 7 LT, AXRVE ZT7ABLOEKRELLZBML, [OK]227 Y v 7 L%
D
AT TRy 7 ZADEEFICIE, 74 2 L GER LIz n X 705 ShET,

syslog A v t—ID 7 4 JLZ DEBMEIEHRSE

syslog A v 2=V ID 7 4 NV Z Z AR E T2 I3HRE S 2 FIAIZ DV TIE, syslog ID 7% iE DO fmte
(24 ~—2) ML TS,

AVtE—C OSREERETAILEDEME-IIHESE

Ay —=PDTANE Y TMERT DA v E—Y 7 T 2B L OEKE LIV 25BN F 72 13
FET DI, ROFIMEEZEITLET,

FIE

ATFYT1 Fay7EZ o0 JRAIDOBARV N 7T RAEBIRLET, ATV 7T A%,
ALTWABT NN, A ET—RFICLoTEARY ET,

ATYT2 Fry7Hor VA MNL, vXr Ayt —VOBEBRELNVERRLET, ERELAN
JIIRD LB T,
« Emergency (LL 0, ¥ 27 AMEHAHE)

GE)
HEEL~V0EHHATHIZ LIIBEBOTEEEA,




ATvT3

HE LI AEADY S RADTATO syslog # v —SnilE [

* Alert (L 1 HIEERHALAI 4 82)

* Critical (L~L20 7 U T ¢ IV 5fF)

« Error (L~L 3, =7 —54M)

» Warning (L)L 4, 45 544)

« Notification (L~L 5, TEH7EABEE R 50F)

« Informational (L~ 6, fHE#HA v E—TDAH)

* Debugging (L7, TRy T A vb—TDH)

BB T LS, [OK] 227 U v 7 LET,

BELEEEADEADY SARADTRTD syslog »* v E—PDEE

FI§
ATy T

ATy T2

ATvT3

syslog A vt —

7T ANDTRXTDsyslog A vE—T%EBE LTI ET B, ROFIEEZFITLE
b@‘o

[Configuration] > [Device M anagement] > [Logging] >[Logging Filters] Z1#R L £,
FRE LI NEDOREEA— =T A4 35101, BET L@ L TH5 [Edit] 27
Vw7 LET,

[Edit Logging Filters] A 7 0 7R v 7 ANF/REINET,

[Syslogs from All Event Classes] & 7213 [Syslogs from Specific Event Classes] FEIH DV T 417> Tix
EEEFEL, [OK|Z27 V27 LTZDXEAT TRy 7 A LET,

72 ZE BERETORA =R 7 Ry 7 7ICEEESND L OICHEEL, ERE3ID
haZ ZADA v E—UNNEB 7 Ny 77 ICEEINDIEITHEETDIE, ZOoa 7 ¥
L— g UBMBREENET,

1 OD7 T ARNEEOHIEICEEIND X HTHRETHHEIE. AT LI 7 41
RYL T A arBEIRLUET,

TOERL— FDOFIR

syslog A v =Y DAV — P EHIRT DI2IE, KROFIEEZFATLET,




B 520 syslog 2 v &— 1ot 5 L— FHIROB Y B TERES

FIE

AT w71 [Configuration] > [Device Management] > [Logging] > [Rate Limit] Z3&HK L 9,

ATFY T2 L—MRBEZEVLTH X 7 Loyl (Ay b —V0EKE) 2R LES, EREL~L
FRO LI ITERINTWVET,

* Emergency (L~UL 0, ¥ A7 ADMEHAHRR)
e Alert (L~ 10 BIIRERFALS 2L 2E)
e Critical (L~X/L2, 7 VT ¢ VG
« Error (L~UL 3, =5 —5A4F)
« Warning (L~L 4, #4204
* Notification (L~/L 5, TEH 7223 B 72 564F)
« Informational (L~L 6, fH#H A v E—TDRH)
* Debugging (L~L 7, TNy 7 A y—T D)
ATV T3 FEEEND A Y= DN [No of Messages] 7 4 —/L RICERENET, /-, ®RN Lo
FUT LIV TRETE DA v =V BZHIRT DB ELUE L 2 HHFHEFR (FPHAL) 23

[Interval (Seconds)] 7 4 —/L RICRRENET, T—7AhbrF o7 Ly @R L, [Edit]
% 2 1 w27 L [Edit Rate Limit for Syslog Logging Level] # 4 7 0 7R v 7 A% FKnR L ET,

RTv T84 UBEOFIEIZOWTIE, fHx D syslog A vtE—I2k4 5 L— MIROE D Y TEIER
(B2 ~—=) ZZRLTIIZEN,

BaDsyslog A vE—TIZT HL— FHIBEDEIY B TERITER

2 Dsyslog A v E—VICL— MilRZEI VY TS, FEFA v -V T LI — MHIREZE
B HI2iE, ROFIEZFATLET,

FIE

257y T1 BHED syslog A vt —IN0 L— MEIBRZEI0 M THHA1E. [Add] %2 U v 7 LT, [Add Rate
Limit for Syslog Message] # 1 7 B 7Ry 7 AR LET,

AT 972 UBEOFIEIZOWTIE, syslog # v E—I2xd 5 L — MHROBINE 2I1TfwE (333—)
EHRLTLLEEN,

RATY T3 FEED syslog A vE—VICktd 5 L — MlRZERE T 58541, [Edit] #27 U » 27 LT, [Edit
Rate Limit for Syslog Message] % 4 7 2 7R > 7 A% KR LET,

.



syslog 4 v £—S1cxt 5 L— riEoemE-EE [

ATY T8 UBEOTFIRIZOWTIE, syslog EAREIZRT 25 L— MlROME (33 X—) 2L TL
720,

syslog A v E—UIZxd 5 L— FHIRDEMFE - IERESE

BE D syslog A v — Ikt 5 L— MR BINE 73BT 5100%, KO FIEZFATLE
—éqO

FIE

ATV T FFED syslog A vE—VIZk4 5 L— MMlBRZBINT 585413, [Add] %227V v 27 LT, [Add
Rate Limit for Syslog Message] # A 7 2 7R v 7 A& KR LET, FEED syslog A v&—I%f
T 5L — MillREZEE T 2561, [Edit] #7 Y v 2 LC, [Edit Rate Limit for Syslog Message]
AT TRy 7 AeRRLET,

AT9 T2 L—EHIRT D syslog A v E—YDID ZASLET,

ATV T3 HBELZKHNICEECTED A v E—VORKEEATTLET,

RT9T8 FFELIA vy =YD L — MEHIRT 2EE0HAE L 7 2 REIEE 2 FPHEAL CTATI L, [OK] &
7V w7 LET,

GE)
A =V ERIRZ LICT 586 1%. [Number of Messages] 7 « —/V K35 X UY [Time Interval]
T4 =NV REEBIZT T I DEFITLET,

syslog EXEICxtT % L— MRDIRESE
fRE L7z syslog ERED L — MIIREZZEE T 21213, ROFIEZETLET,

FIE

ATY 1 IBELEEKETEEFIRERA v —VORKEZRELE7,

ATY T2 JBELEEREDRA vE—UIZ6T 5 L— F & IR 2 e &b 72 2 BRI W 2 RO AL T AT
L, [OK]%&Z7 VU >yZ LET,
BIRLI-A vy E—VERENERINET,

GE)
A =V ERIR LIZT 256 1%. [Number of Messages] 7 « —/V KI5 X UY [Time Interval]
T4 =NV FRELEHIZT TV IOFEEIZLET,




B s rzvroxss0L—taROBY HTELREE

FA4F2yo0X0TDOL— MHIRDOEIY ETEEEER

FHENTWDY Y= (v 7 ¥ R) IZHESNT, eX 7oL — hMillRZ2EIV 4TS
TENTEET, LEWE EIE) 2EETLHZLICED, syslog A vE—TVDAERK L — B2
RSN ET, i, 7y 7P XOMBHEN LI VWVEELBZ 2L ITEKRINLD A Y
VO EERTETET,

FIE

AT 91 [%E (Configuration) ]>[7 /3 A A HL (Device Management) |>[H ¥ 7 (Logging) ]>[L —
NflFR (Rate Limit) ] ONEIZEIR L £ 97,
RT9T2 (¥4 FIvraXr 70— MR (Rate Limits for Dynamic Logging) ] CUA FZHE L £7,
s [7rvy 7 (Block) ]:#EifJL— MlfRZ FY T—F 2 L EVWMEE L THET 24EE 7 r y
7 DEIGEREELET,
«[A v E—UHIR (Message Limit) ] : @R L — IR TFFAI S D A v —2 Oz iEE
LET, 7740 MEE 10 TH,
AT T3 [Applyl 27 U v 27 LET,
ATV T4 RIFLIEEEETT 2120, HLWMEEZ A LCLEA (Apply) 1227V v 7 LET,
ATV TS XA FIvraXrr7or— MlREZENZT 512, 74—V REZEAOEFICLET,

OJynE=42Y)>9
0X T AT —HADERIZONWTIE, kOa~vy REZRL TN,
* [Monitoring] > [Logging] > [Log Buffer] > [View]
IORA TR, BT RNy 77 2FRTEET,
[Monitoring] > [Logging] > [Real-Time Log Viewer] > [View]
TORAL TR, VT NAVEA bOR T ERRFRTEET,
[Tools] > [Command Line I nterface]

ZONA TR SESERIAET VT 4T a~vr RERITL, REaRRTLHI L
MTEET,

[E%7E (Configuration) [>[Z 74 72 4—JL (Firewall) |>[7%Y ZXJL—IL (Access
Rules) ]

DA T, RS (RuleHexId) [CESWT, BEDOu I+ raX 70T
AT ECa—TET7ANX I TTEET, BREERRTDHITIE, V—AEBRRNLT, [H
7 DF (ShowLog) 127V v LET,




O Ea—7#ERALIsyslog * v E—SD T2 Y DY .

O Ea—7%FERELI=syslog * vE—SDT740L5 )05

Real-Time Log Viewer 33 & O' Log Buffer Viewer OfLE DO H 7 AMIxIET 25 1 DL EOfEIZHES
W, syslog A v =T 740 F ) T TEET,

27 Ea—=TOWNTNnEMH L Tsyslog A vtE—Y27 4 &) 735120k, ROFIA
ZIATLET,

FIE

ATy

ATy T2

ATy T3

WKONTNIDOA T a v BRIV FE T,

* [Monitoring] > [Logging] > [Real-Time Log Viewer] > [View]
* [Monitoring] > [Logging] > [L og Buffer] > [View]

[Real-Time Log Viewer] F 7= 1% [Log Buffer Viewer] ¥ A 7 2 7R v 7 ADWTHINT, YV —/b
/N— [Build Filter] #7 U v 7 L&,

[Build Filter] A 7 2 7 7R v 77 AT, syslog A v E—VIZHEMHT 57 402 ) o 7 EELFRE
Li‘é—c

a)

b)

c)

d)

[Date and Time] fEI T, U 7/ & A A, BEREZ, BEREHO 3 >OA 7 a onb 1O
IR E7, Rz 2 @R L5613, BiEE AL T ]\“El /7°§f'7V U A R
FTATTEBIRL, R &4 LET, R 28R L7255 [Start Time] 7 4 —/L R
DRy FZ YR E7 )y 7 T5E HLrF— 75@%2‘?5%&7? [NA= e SV
A R BBMGH L BRMEREA 2RI L, [OK]%Z 2 UV v 27 LEF, [EndTime] 7 4 —/L RO K
Oy IR EI ) 7T HE AL —=RFoRENET, Fuy X Z Ty U A b
MO THEKR TR ZIEIRL, [OK] 27 Vv 7 LET,
[Severity] 7 4 —/V RICHEZN e BEREZ A LET, £/2id, [Severity] 7 4 —/v KOA M
TIEdit) 7A 2> %27 ) vo LiT TANEY o TTHEREZV ATy 7 LE
’Jﬁ HERE1I~T2EDHIZE, [AlZ27 Yy 7 LET, [OK]Z27 U v 27 LT, :Z"LE
5% 7E % [Build Filter] &/I’TU 71‘ v 7 ANCEKR LET, AT LHIELWANERICET
5%%&%ﬁﬁomfﬁ\ﬁwmm74%wF@E@ ZHD[Infol 7Aarmr Vs L
E3 N
[SyslogID] 7 «t —/L RIZH%N72 syslogID Z A/ LE$, F721E. [SyslogID] 7 4 —/L KD
FROEd) T A 2% 27 Yy 7 LET, Fayr X0 URA NS T 4 VZ GO 5
ZBRINL, [Add]#7 V v 27 LET, [OK]Z27 VU v 7 LT, 26O E% [Build Filter]
BATa TRy 7 AZRKRLET, AT HELWANERICET 25725 HRIZONT
%, [SyslogID] 7 ¢ —/L R4l %éﬂﬁﬂT%ﬂ/%7)/7biTo
[Source IP Address] 7 « —/V RIZENREEITCIP 7 KL AEZ AT %0y, F 721X [Source IP
Address] 7 4 —/V ROAMIT[Edit] 7TA 2227 ) v 7 LET, BH—DIPT RLAEZIT
P7 KLAOHEDHAEZRINL, [Ad] 227V v 7 LET, BEDIPT FLAEE TP
7 R XA @%ﬁ%ﬁfﬁﬂﬁ”é 1Z1%. [Do not include (exclude) this address or range] & = v 7 71 »
J A& T AT . [OK] %727 YU > 7 L, [BuildFilter] # A 7 277K v 7 AZZiHDKE
EFRRLET, {%Hﬁ”éftbb\)\ﬁﬂ‘/ (2B 2 372 TEHRIC DUV T, [Source IP Address]
74—V RO %5nﬁﬂ74:/%7)/7bifo

o m



. N Ea—7#@ERALfzsyslog A v E—CD T4 L2125

2

h)

[Source Port] 7 o« —/b RICHZBREE LA — & AS13 50, F7213 [Source Port] 7 1 —
NROEMOD[BAit] 7 A 2> &7V vy 7 LET, Fry T X7 URARNPLT 4 V255
DFEMEFIRL, [Add] 27V v 7 LET, [OK]Z27 U7 LT, ZhbHOE [Build
Filter] 4 71 7R v 7 ZIZFR L ES, AT HIELWATIEARICE T 2372 #ic
S TCIE, [Source Port] 7 4 —/V ROEMNCH 5 [Info] TA 2> %27 U w7 LET,
[Destination IP Address] 7 « —/V RIZHZN72568561P 7 R LU A% AJ1$ %7, £ 721X [Destination
IP Address] 7 4 —/V ROLAMIT[Edi) 7 A 2227 Vv 7 LET, B—DIPT KL A%
IXIPT KL ADRFEOHRBZRINL, [Add] 227V v 7 LET, FFEDIPT FLAEIX
IP 7 R L AD#iH % RSN 5121%, [Do not include (exclude) this address or range] T = ~ 7
Ry I AeA AL ET, [OK] 227 Vv 7 LT, 2L O%E% [Build Filter] ¥ 7 1 7
Ry 7 AZFRLET, AT HELWANERICET B 5EM7FHRIZ OV TlL, [Destination
IP Address] 7 4 —/v ROFEMNZH D [Info] TA 2> %27 ) v 7 LET,

[Destination Port] 7 4 — /L RIZH #7258 — b & A )3 57>, F721% [Destination Port]

T A=V ROABOD[Edit] TA 2% 7 V7 LET, Ruy 7l Xy JARNNLT )b
ARIBOFRMAEFIRL, [Add] %22V vy 7 LET, [OK] 22V v 7 LT, ZRHOREL
[Build Filter] A 7 2 7R v 7 AR R LET, BHT HIELWAERICET 257
THFHIZT OV TIL, [Destination Port] 7 4 —/V ROEMNZH D [Info] T A 2> %27 Vv LE
75

[Description] 7 £ —/V RIZT A NVEZ VT THFANEANLET, ZOTF A MIE, E
HEBREEG, 1 U EOXTFNSRDEEOXTINERETCEET, - L, Elanm
VNEANRLFTIEH Y FHA, o, TORETIEIRIFLE/NCFRXFISNET, &
Box M) ZEET LA, o~ TREID £,

[OK]%Z 27V w27 LT, BELIZT 4 VZ ) TR IEET T ¥ a—7T O [Filter By] K2 v 7
Ao YA MUBMUET, 7402 CFINIHREDTERITIENE S, FILTER: L7 o v
7 A%, [FilterBy] kr >y 77Xy URAMIERRENDTRXTOHAZAL T A NEERL
iTo_@74ww%0i7/§Aﬁ7%Xﬁ%lﬁ¢5 EHTEET,

woFIZ, FHEINAEXOHZRLET,

Build Filter (15 7 4 LA XFFIRK
Source IP =192.168.1.1 £ 7213 0.0.0.0 FILTER: srcIP=192.168.1.1,0.0.0.0;srcPort=67;

Source Port = 67

Severity = Informational FILTER: sev=6;dstIP=1.1.1.1-1.1.1.10;

Destination IP=1.1.1.1 ~ 1.1.1.10

725001 ~ 725003 OHFIFES D syslog ID FILTER: sysID=!725001-725003;

Source IP=1.1.1.1 FILTER: srcIP=1.1.1.1;descr=Built outbound

Description = Built outbound

ATY T4 [Filter By] Ky 7 XDy UARDOEED 1 DEEINL, V—/L3—O [Filter] 7 U v 7 L

.

“C\

syslog)‘ =T E T4 NEZY T LET, ZOKEIEL. TNLEOTRTO syslog A v
WhEAESNET, T_XTOT4NF 527 VT T 5L, V—3—|ZH 5 [Show All]

727 ) /7 LET,



senayvrgenme ]

GE)
[BuildFilter] # 4 70 /R v 7 Z&FEH L THRE L7 4 VX IIRGETEERFA, ZNHDT o
NAX, ZDOT7 4 VA BERESNTZASDM © v 3 ORTHH T,

T4IL2) VIHRTFDRE

[Build Filter] # A 7 2 7Ry 7 AZEH L THER LTe 7 4 VE U U TRRERET HITIE, K
DFNAEFATLET,

FIE

WONWTNINDA TV a U ZBIRLET,
e [FilterBy] Fry 77X JRARNCEEEZATLT, 74 VFZEBEELET,

« [FilterBy] k2w 7 &7 UANTT 4 /L4 %R L, [BuildFilter] #7 V >~ LT [Build
Filter] A 70 7R v 7 A% FR LET, [ClearFilter] 227 U v 7 LT, BED T 4 VL H %
ExEHIBRL, HTLWMEZAD LET, ZNLAOEEIE, FRENTHEELE L T[OK]
Vv LET,

GE)
INHDT7 4 E Y TEREX, [Build Filter] ¥4 72 7Ry 7 ATEFRSNZT 4 VHF
DOFRTHEH S IET,

o V= N—=D [Show Alll 27 Vw755 L, T4NZ ) Z0MEIL, 33T syslog
Ay —URFRINET,

O Ea—7ZFEALEEEDITY FOFET

WIhor Z Ba—7 2 LT, ping. traceroute, whois, X O'dnslookup =~ K%
FHATTEET,

INbDa~y ROWTFNPZFTT 5123, ROFNEELFATLET,

FIE

ATV T RONTNNDOA T g &R LET,
* [Monitoring] > [Logging] > [Real-Time Log Viewer] > [View]
* [Monitoring] > [Logging] > [L og Buffer] > [View]




. Xy I nERE

AT w72 [Real-Time Log Viewer] % 7213 [Log Buffer] ~2A > /15 [Tools] #27 U v 27 L, FE{7THa~vr
REBIRLET, 7003, BREINTEHEDsyslog A ve—TV %27V v 7 LTar7FA b
Ama—"RKRL, FTT0a~vr FE@ERLET,

[Entering command] % A 7 0 7R > 7 AMFRIHL, BIRLTza~vy ROPHBNIZ Fe v 74
7 YA NMIETRINET,

ATvT3

ATvT4

HIR L7z syslog A v =V DOEETIP T KLU AEZIISEHIP T R L ADWT A% [Address]
T 4=V RIZASL, [Go]l &7 Y v 7 LET,

fRE LciEc o~y NIRRT ENE T,

[Clear] #7 UV v 27 LTHAZHIFRL, 772500 a~vr ReRay XXy JRA ML iE
WLFET, REIJSLTAT v 7352V ELET, BT LS [Close] 7Y v 7 LE T,

O¥ Y DEE

®3:0F T DERE

tHrE

N

T3y bk
T+x—LY)
IJ —X

i
]

Logging

7.0(1)

SESERHMANEEMRALTASAR Y NU—7 X JiERARMELE
T, v TrANERRLTRGET ATV a b EENTHET,

ROMEEHEA X E Lz, [Configuration] > [Device Management] > [Logging]
> [Logging Setup],

L— Ml ER

7.0(4)

syslog A v = EREND L— M AR L £,

WOMEHAEE X41E L7z, [Configuration] > [Device Management] > [Logging]
> [Rate Limit],

EE VS AUV

7.2(1)

SESEREE (X7 LUk ANV TR BLOA Y=Y
ID) TAYE—VZBETLHEOIMOa~ RCEHINL X7 )
A M EAERLLET,

WOMHEHAAEE X4E L7, [Configuration] > [Device Management] > [Logging]
> [Event Lists],

X7 aX s

8.02)

UE—b BX 7 RARA~OHERIC SSL/TLS 232 K 9 ITHEL £
T TOFT v a i, BRI 7 3 TCP OBFAICTE T AT
R

WOBEMEMNET SUE L7z, [Configuration]>[Device Management] > [Logging]
> [Syslog Server],
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8.0(4). 8.1(1)

aXy 7 AytE—YDipaa A X2 N 7T RIHTHEAR— M RBIISNE
L7,

WOMHEHAAEE X4E L7, [Configuration] > [Device Management] > [Logging]
> [Logging Filters],

XS 7T RALRES
nNr-a¥o T Ny Ty

8.2(1)

BX T Ave—UDdap AN T TRCHT B AR— FREBISNE
L7z,

RESNZuX 7 Xy 77 (ASDM. W&, FTP, BX W7 I v i) %
7 U7 T HEBMYHR—k,

OB NZEHE Z4UE L7z, [Configuration] > [Device Management] > [Logging]
> [Logging Setup],

XA T — ROKEEAL 8.3(1) IRAT— RO SAIZHT 5 R—sBNBMEnE L,

nJ Ea—7 8.3(1) BEETLIPT FLABLUSEGIP T FLApna s Ea—7128NEhEL
776

R X 7 LT |8.3(2) TCP Z T 2 &L 9 (T syslogh— "—%FHET D & syslogh—/N—%{# H

"7

TERWEGA, ASA T — =2 UOMEH A EEIZ 72 5 £ T syslog A »vtE—
CEERTOIH LW AT ey LET (e xE VPN, 77 AT
VA=, Ty RAN— T uak ) . ZOMEEIX. ASADrF T
Fa—BNoXVDOEEFITHLHLWERE T 0y 735 LK) ITHRSVE
L7, BEftld, eXo 7/ Fa—0n27 U785 EHEENET,

Z OfEREIZ. Common Criteria EAL4+ ~DYEMLO 7= DI BIMENE LT-, &
FCRUVBRY | syslog A v B— VR EZE TRV ATHOEREZTFTT 5
ZEARHELEL T, $EEAFFRI T 5 ICIE, [Configuration] > [Device
Management] > [Logging] > [Syslog Servers] ™~ > T [Allow user traffic to pass
when TCP syslog server is down] = v 7 7R v 7 A% 4 N LET,

414005, 414006, 414007, 414008 D45 syslog A v E—TUNEA I E LTz,
AW S 7= ASDM EiE 1XH D FH A,




. Xy I nERE

et F5u k|56
T+ —L1)
Jy—2
syslog A vE—2 D7 ¢ |84(1) WOYR— FBMEIE LT,
Yy 7y
ez ek S EEERN T DHIET BEEDOT F 2 b LFIUIESC syslog A
=Y TN F YT,
WAL LT IV DER,
A=V OBTHTED Y — b, FANIOWVWTIE, [ASDM HERLA
A R 22T 7EEN,
ZOMRRIL, TR TOASAN—V 3 v EHMAEERAERD Y £,
ROBRNAEL SIE LT,
[Monitoring] > [Logging] > [Real-Time Log Viewer] > [View],
[Monitoring] > [Logging] > [Log Buffer Viewer] > [View],
77 A 9.0(1) ASA 5580 35 L TN 5585-X D2 T A2 Y JEBETO syslog A v &— VAR
DHFR—FPNBIMSNE LT,
WO AT Z4vE L7, [Configuration] > [Logging] > [Syslog Setup] >
[Advanced] > [Advanced Syslog Configuration],
Xﬁ//\/])"t D) syslog 94(1) 7z — )L — N — a7 4 Fal—T3 V@Xﬁ‘//\/fégﬁfﬁﬁ@syslog
A= Ay —VOAERET By 7T LD R—FEBIMLE L,
WROMEENAETE ZiE Lz, [Configuration] > [Device Management] > [Logging]
> [Syslog Setup],
syslog h—/N—DEF = |9.6(2) TLS 7 74 7 v MAEZ, RFC6125 D&/ v a v 6 ICEHRSND T —3—

T I G D= 8O DE R ID

ID ORGEV—/VEYR— 95X 512720 £ L7z, IDKEEIL, syslog ¥ —
IN— P =D TLS ##5t D PKI iR I EITINFE T, iz 1D
MDRESNTZV 77 L RAID E—HLARWEES, BEREHITEEEA,

WDR—UNEFE ILE L2, [ASDM Configuration] > [Remote Access VPN]
> [Advanced] 35 & UF [Configuration] > [Device Management] > [Logging] > [Syslog
Servers -> Add or Edit]

syslog #—/3—"T® IPv6
7 RLADYR—k

9.7(1)

TCP & UDP #%H T syslog Z ik, X5, ZIET D701, syslog —/3—
ZIPV6 7 RLATRETE DL IR ELI,

WO AT vk L7z, [Configuration] > [Device Management] >
[Logging] > [Syslog Servers] > [Add Syslog Server]
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9.12(1)

0¥ 7 A yE—I0BFD, BGP, f & —7 = A X, IPv6, ¥/LFF¥
A b, Object-Group-Search, PBR, /L —7 1 > 7, SLAZ 7 ADHR— +MN
BnsivE Lz,

WROBEENEF SN E L [BRE (Configuration) [>[T/31 AEHE (Device
Management) ]>[A¥ >4 (Logging) ]>[A¥F >4 7 1J/L4 (Logging
Filters) ].

syslog D/V—"T N 7 A
VH—=T 2 AYR—h

9.18(2)

N—T Ny LB =Tz A ZAZBMLT, syslog ZEHTES X )17

DELT,

FR/EE SN2~ K : interfaceloopback, logging host

P/ XU T- i : [R%7E (Configuration) 1> [T /3 AD® v v T v
(Device Setup) 1> [A > Z—7 =A ZADO%E (Interface Settings) 1> [ >

4 —7xA A (Interfaces) |>[V—TF w7 A H—T x4 ADEM (Add

Loopback Interface) ]

ASDM H7R— & 7.19 TIEIS AL E L7z,

SNMP syslog @ L — il
PR

9.20(1)

VAT ARERO L — MR Z R E LR WA, SNMP H— 3—Z%(E S
% syslog (Zxf L CTEBINC L— MMEIREZRXETEH L IR LT,
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BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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