SNMP

Z OFETIE, Simple Network Management Protocol (SNMP) |2 ASA & =4 —SH 572 DX
EIFEICOW T LT,

« SNMP OHZL (1 ~—2)

*SNMP DA K742 (5§—)

* SNMP D% iE (8 ~X—2)

«SNMP =41 7 (153—Y)

« SNMP DJEE (16 ~—2)

SNMP DOt &

SNMP X, v NU—27 T, A COFEEROZMRERGIZT 2T ) r—ra g7
k=L T, TCP/IP & k=)L ZA — FDO—ETY, ASAILSNMP R—2 =5 1, 2¢, BLO
3EMEA LRy U= BERICKTT 2R — FZ2RM L, 3 2ON— 3 VORIHEH % 3
R—=HFLET, ASSADA U Z—T =2 A A L TENVNET S SNMP = — = > &9 % &, HP
OpenView 2 ED Ry hT =7 BB AT 5 NMS) AL Txy hU—27 TRA 25T =
2 —T& %7, ASAIX GET ERDOFHEITZ4E L CTSNMP 52l 7 7 ¥ 22K —F L%
9, SNMP EZIALT 7B A XA SN TNRND, SNMPZEHA L TER TS5 Z L1FTX
EFH A, IHIT, SNMP SET ZRITV AR —h S TWER A,

NMS (v hU—ZFHY AT L) ITHFEDA X b (A2 MEH) ZEET LIS, &
BXRT NA ANGERRAT —2 3 VASDERIDA 2=V THDL N T v T 2R ETHED
WCASAZBRELTED, NMSZEAL TEX =2 U7 0 T34 2 L CTEHEEHR—2 (MIB) %
BB TEET, MIBIIEZEOEATH Y, ASAITHKERITHIGT HEDOT —Z _X— 2 E{REFL
TWET, MIBZ7 77 XT3 E1E, NMS 205 MIB Y Y —®—i# ¢ GET-NEXT %721
GET-BULK ZRAZFHITL THAZRETHZ L ZERLET,

\)

GE)  H£HPNRT—70—RTiE, 102825 NMS ZEMTDHE. T/ ADRT p—< 2 AT
BhEZDRENRD Y ET, T, ZAOREME L INEW AR T 572012, SNMP U 4 — 72
RV T DFATE T T bT T 4 w7 OFEITIINMS 2 HEICHAT L 2 L2 HIE L %

S

e



B svweomsz

SNMP |

ASAIZIZSNMP =—V = bREENTVWET, ZOT—T = ME, @HMENLELTL D
ENRFRNICER SN TWNDAR b (T X, XY N2 KHNOY I RT v IREEE T 1X
A RBEIZIR D) DNRAETDLE, BELEEHRAT —va @Ml Ed, 20—y
FSPHET HBENTI, FHARAT — 3 T L THH 20T 5 SNMPOID 33 TV E
T, ASAT—V = ME, BHAT— a UNHEFRZER LIZSEAICBLISE L ET,

SNMP OO &g

%= 1: SNMP O FAEE

WDOFIZ, SNMP CHHEZEICEA SN AsEZ R~ LET,

Mz

A

T—Y =z b

ASA T T % SNMP H—/3—, SNMP =— = > ME. ROREEEHE L TV ET,
s Ry NT =V AT —2 a U NEOFEROERBIOT 7 v a USET 5,

 EHIFWMARN—R (SNMP v 32—V ¥ RNERELILEETEE4 TV 27 FOES) ~DT 7k
A &l 5,

* SET #{FAFFAT L 720,

TS

TNA A LEOSNMP =— Y = RO MERERER—Y 7 T5H5ZLI2L-oT, ry hU—2F
AT =2 a VDT NA ADNVAEE=L—FTH L, ZOT 7T 4T 41IE, Xy hT—
JEBAT — g b MIB Y Y —®—# 0 GET-NEXT %7213 GET-BULK E:RZ %47 L T, H%
WETDHZENEGEENDIHEDDH Y 1,

BEEHA— A
(MIB)

Ny bR Ny T 7 T2 A =R ST OEREINET Do ORIk ST —
s, MIBIE, KEBAOFy b =2 734 ATHASNSM, 70 b2k, BEOA— Ry =
TR Lo TERSNE T, SNMP X v kU BFEAT—v 2 VT, MIBEZT 77 AL, HE
DT —HFEFIA R FOBARIZ NG ZERTE LT,

Ty NI — 7
27— 9
(NMS)

SNMP £ Xy hDE=HF —LASAR E DT A ZDEHAICHEIN TS, PCERIZTY—F 25—
=V

A /A
ID (OID)

NMS (Z8f L TT A 2 &Rl L, E=F —BLOERINDEROVP L 2 —F—TRT VAT A,

Trap

SNMP =— = > b3 NMS ~D A v —U %Ak T 5, HRIERBFLDA X b, A2 T
X Ve o7y Voo F gy a—)L RAZ—K Uxr—LAX— ]k, Wik, syslog A vE—
REOT T —MRENREENET,

.

SNMP



| snmp
SNMP /i—2 3 > 3 DHE .

SNMP /A—2 3 > 3 D E

SNMP /R— 5 2 3L SNMP N— g > 1 72033~V 3 > 2c T TE ook F =
U T ¢ PREHERE AR U £, SNMP X—2 3 01 & 83— 5 2 2¢ 1L SNMP H—/3— & SNMP
TV METT %% 7 V7 TXAPTEZELE T, SNMP X~ g U 3IEERGEE 7T A
Ny—FFvarzBilcya bar A —yvarztXxa T o{R#LET, £7-.
TONR=VaNFa—HP—_R—=2F 2V T4 EFT/)N (UM) ¢Ea2—_R—AT 7R
Fa—/ EFL (VACM) #LTCSNMP =—2 =2 hE MIBA 7 V22 h~DT 7R %
oy ba—/LLET, ASA L. SNMP 7/ L—7 L 2 —H—DERL, BL U F = 772 SNMP
WE DIREDFRFE & B SAL 2 AT D1 DITHLBERR A FOIER b Y R— M LT,

tXxal)Tq4 ETI

RELEOHMBDT=0IZ, mEk774’/\/~0)z“7 valriFexa VT BT MIELED LN
EV, EF2 VT4 ET VAP =L ST IGHEA SN, KO3ODXA TIHT LR E
R

e NoAuthPriv : 385 b 77 AN —HHV A, AvE—JICEDLI X2 T 4%
WHINARWZ EEEWRLET,

o AuthNoPriv : BRI H Y FIT N T TA N —IH D FEA, AvE—UNRIEESNDHZ &

EEWLET,
°AuthPriV uAL‘uJ‘_E&77/r/\/‘—‘7j)K;)DSEV9F }/t /ﬁ)utoutEij:UH 'ﬂ:éﬂé:k%
BEIRLET,
SNMP &' )L— 7
SNMP 7' /L— L —HF— %LMT%%T&tx:ybm—wﬁuy—fﬁo%S%@ﬁw—
TIEeX2 VT 0 ETAEFEHALTEREIIL, SNMP B = —|CEEMT B ET, SNMP 7
w%7m@:%% IZ. SNMP 7 L—7Dt X2V F 4 EF M —HTHLERHY 3,
NHONRT XA —H21F, SNMP IV IV—THNO2—FNEDH A TORRIELE T T A XN —%FHT
HNEELET, 4 SNMP Z L —T74 ¢ X2 )T 4 ETAOXTILEGE THDLULEND
D\i‘é—o
SNMP 1L —H—

SNMP = —H#— %, fEEShca2—F—4, =2—F—NET L7 L—7 FiE AT — K,
FAL/RA T — I k;m@mﬁémﬁ7w:)xbkﬁ%MTw:)xA%ﬁ%iTomu
N Y RLDA T 3 1k SHA-1, SHA-224, SHA-256 HMAC 35 X OY SHA-384 T4, o1k
7WﬁUfA@j7VaV@\ﬂESEi$AH(m&1%\%i$%6ﬂ—yayfﬁﬁﬁ
#8) TF, 2—V—Z{ER LG, TE SNMP 7 L — 7 ICBEH T 2 ERH D 97,
FoH, FOa—W =3/ N—T0 X2 )T 4 TETAEHKLET,

)

GE)  SNMPV32—¥—=ThH U FEaRETHEEIL, FIETLTY XAORIDBRES(LT AL IY X
LADEISUETHDIZ 2R LTI,

| e



SNVP |
B swwe sz v

SNMP /R X k

SNMP 7~ & ~iE SNMP BWEE N T v TOEERERDIPT FLATY, F Ty 7 IIREESN
Tra—YP =R EINDBZD, =7 FIPT KL R ELEBIZSNMP X—T 5 2 3 DAk
A NEBRETDHIZIE, 2= —AEZRETOILERHV ET, SNMP¥—7 > NPT KL A
L=y PTG A—HLZITASA TETHIMENRH Y £, 4 SNMP KX MIZFNEh
WCBEHEAM T DN TV —F L& 1 DTS ENTEET, SNMP N7 v 7 E2%(FT 5
IZ. SNMPNMS ##E L, NMS D2—HF =7 LF U U ¥ /LINASA DY LT iyt —E
THEIICHELTLIEEN,

\}

GCE)  HERINMEETHEA MEZBINTEEYT, 2L, FT v 7 OB ELTHRETEHIDEFD
I HO 128 721 T,

ASA & Ciscol0S VT bz 7DEREDHER

ASA TO SNMP N— g >3 OFEEEL, CiscolOS Y7 b =7 THDSNMP X—V 3 3 DHE
HELIIRDO B THEZRY 7,

ed— N U IDEYVE—RF VU IDIFRETCEERA, B— AP ID
. ASARNE#BI SN &, T TR MMERESNZ & EITERKRINET,

B2 R—ADT VA ary ha—VZkT 5 R — MMIRW=D, #ERELTMIB D
T IO TITERIRIZ e £,

o A" — M. USM., VACM. FRAMEWORK. XU TARGET &9 MIB IZHIB SN F
j—o

e FLWEFX2 T 4 ETAEFEAL Ca—Y—L I NN—T52ERT2LENDH Y £7°,
s ELWEFC—Y—, 71—, BIOKRAMEHIBRTALERH D £,

« snmp-server host 2~ > RZfEM 95 & FE SNMP N7 7 ¢ v 7 ZFFa[ 3 %5 ASA L—)L
PERLSIVE T,

SNMP syslog * v t—

SNMP TlE, 212nnn &\ 9 FZfFOT25ERl 72 syslog A~ B— U BN ERSVE T, syslog A v
T —ld, ASA 721X ASASM 205, SNMP #Ek, SNMP k7 7', SNMP F ¥ R /LD AT —
B A% FEEDA LV H—T 2 A ZADFEDKRA MIFERLET,

syslog A v B—U OFEMIZOWTIL, syslog A vE—UH A RESRLTIZE0,

\}

(GE)  SNMPsyslog A v E—U 3 L— IR (FF) 4000) %82 72356, SNMP AR — U o 713K
L/iﬁ‘o

oo |



| snmp

FIUs—varH—Ered—kii—74 v—1 [

TI)r—a3 v Y—EREYS—FN—FT 410 Y=L

SNMP #7— RMI2WNTIE, RO URL 22 ML T 720,
http://www.cisco.com/en/US/tech/tk648/tk362/tk605/tsd _technology support sub-protocol home.html

FERIZ DWW T, TRLO URL 75 [Cisco ASA Series General Operations ASDM Configuration
Guide] @ TSNMP] FZZML TIZE0,

https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/
products-installation-and-configuration-guides-list.html

SNMP DA K54~

ZOETIE, SNMPEHETHRNCEET DMNEDH DL TA RT7 A4 B LOHIRFEIZOWT
nﬂlﬁﬂb\jﬁ—;«O

TI—LUA—N—EYFREVTDHARZA4Y

« VT ALY T EINLT =LA —R—TSNMPV3 2l i+ 254, BUIDOT 7 A ZEK
BIH LW FRAF 2=y NEBINT 50, 7x— A —nN"—a2=y NEH}TDH L,
SNMPV3 = —H I L=y MIER I EF AL, 2—FE2FH L=y MIRHIIC
BRI 2121, SNMPV3 —H & £ 72137 7 7« 7= MIHEBINT 5 0ERH
DEF, EE Hlva=y MIa—VZ2EZBINTE T (SNMPV3 2—H B LU
N—TE, VTARTF—Ha=y N THREIA~ Y RE AN TERNE W) L—L OIS T
) o =y NE/ZIZT 7T 4 7= | T snmp-server user usernamegroup-namev3
avy Re AT L0, B bITHRWERD priv-passvord 47" = - & auth-password
AT arEFAL T4 2=y hERIFIAZ AN 2=y NMIEEANTTSZ LT X
D, HFa—VEERELET,

IPv6 A K542 (TRTHDASAETIL)

SNMP % IPv6 #5315 F CTHRETX S0, IPv6 AR A MISNMP 7 = U #FEITTX, IPv6 V7 k
U= T BFITT BTN APESNMP@EMEZETEET, SNMP=— = B XUOBEHEY
5 MIBBLIEES ., IPV6 T RL Y IR R—rENnbH L9120 £ L,

ZOMDHA K514

TS IAT UV AE— R TEHIELTWVWA VAT ATIE, BRNI v FAIIRITINERA,

« 7T AT AE— RO Firepower 2100 TiX, N— Ry =7 ET /LU T LEFR—Y v
JTEFEHA, Cisco ASA Tk, TNHDOFFMIZHOWVWT M T v FI3EREINEFA, FO
728, CiscOASAA LV AB LV ADA U H—T 2 A TR vy —VBHIPEZR—U 7
T5HEIITFXOS £1Es ¥ —3~F—Y ¥ DSNMP & EL £,

*SNMP b7 v 7 %#ZET DN MIB 27 7 7 X9 51Z1%. CiscoWorks for Windows 7231/
SNMP MIB-I1 A7 7 U 2o TWHMERH Y £7,

e


http://www.cisco.com/en/US/tech/tk648/tk362/tk605/tsd_technology_support_sub-protocol_home.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html

SNVP |
B sweosnqrsqcy

« VPN b2 /U OEHLT 7 & 21X, SNMP (management-access =~ > ) TiIH#R—
FENFHA, VPNREHO SNMP D4, V—T Ry 7 {2 H—T =2 A A TSNMP 247
T D EHBEIOLET, V=T Ny T A F—T 2 A ATSNMP ZEHT 5729
o, BET 7 AREEE AT AMLEEH Y EH A, —T Ny 713 SSH THKRE
£,

e B2 R_R—=ZADT IR ary ha—/UIR—FINFEHALN, 7T UV FIZ VACM
MB Z2#EHLCT 74V O 2—REZITECTEET,

« ENTITY-MIB [3& #2072 b TIIfERATE EHA, ROV IZIF-MIB Z4EH L T,
TS TR AT/ —HEITLET,

« ENTITY-MIB (% Firepower 9300 CiIffifl C& 8 A, WbV IC
CISCO-FIREPOWER-EQUIPMENT-MIB ¥ J O CISCO-FIREPOWER-SM-MIB % {# /] L %

—j«o

s« —HDT A ZTIX, snmpwalk DI INCRZEND A »F—T = A ZADJESF (ifDescr)
DHEERICEDS Z E PR SNTWET, ASATIX, 743U XAEHH L TSNMP
MR 5 ifindex 77— 7 VA RE L E T, ASA DEEIFF, ASA ICX AR EDFHHIDY T
n— RENBNEFTA o Z—7 =4 AN iflndex T— 7 MITBMENET, ASAIZH LWL
A B =T A ANBINEND &, ifIndex T—T VDA Z—T A ADY A MBI
NTCWEET, A F—T A ZDEM, HIbR, ELIEFAMERICLY, HEBIRICA >
2 —T 2 A ADIAFNEDLDLZ ENnH Y £,

e snmpwalk =2~ > KT OID Z45E3 % &, snmpwalk > —/Lid, 5E X7z OID O FiZdH

LTV —HNOTRCOEKE 7 =) L, TOHEEFRRLET, TOED, T304 A2 L
DX TV =7 NOWAFEN R E TR T H12iE, stmpwalk 2~ KTOID Z#5/E L T<
f;éb\o

« AIP SSM F721% AIP SSC Ti&, SNMP "— = 3 [ZVAR— M EH A,
* SNMP 73y 73R — I EH A,

« ARP M OBUFIIH R — F SN EEA,

*SNMP SET =2 v » FiZ#R—FShEHEA,

4@T$NPA~V3/&M1%ﬁ%?éﬁu\%%MijUXAN—VaVABU8
PNy R—rEnET, BT A ITY XA N—T 3 0 AES256 F 7713 AES192 (4
R—bhEHFEHA,

o iR & U CSNMPHERE DB A TEN N R WIRTRIC 2 2556, BEFOBRE~ORFITIE &
hij‘o

* SNMP N\—2 3 U 3DOFREIL, I N—7, 2—W—_ KA NOIAIATH) LERH Y £,

» Cisco Secure Firewall ‘E7 /L DiGE, snmpwalk 2~ > RiZ, BEHOI U TF A M HEOH
FXOSMIB #AHR—VU 7 LET,

s TN—TEHIRT DENC, FOTNV—TIZEEMAT LN TNDETRTOZ—F =3 S
NTWNDZ EEERTOIMLENRDY 7,

oo



| snmp

snvp o4 K54 [

e =P —ZHIRT DR, ZO2—F—ZICHEM T BTV DHRA FRRIE STV
W L EMERT HDMERDHY £,

EEDEX YT 4 FETFAEHEH L THED I N—IZBTH L) Ica—F—HESN
TWAEBEIZEDIN—T DX 2 )T 4 LAV EERET LA, IRONEIZHREL =T
THVENRHY FI,

XD N—T b —FEHIRLET,

cIN—=T DX VT4 LXILVEERELET,

cH LW N—TIET D a—Y—%BIMLET,
*MIBA7 V=2 hOY¥ Ty baDa—H— T 7V RZHIRT DIODH AL L B a—
OIERIEY R — F EN T ER A,
T RTOERE b T v 7L, T 74/ hOFAEY fEFE 2 —72 1 TERTE %7,

» connection-limit-reached k7 v FI3EHa T F A TERKEINET, ZONT v T EA
Bt DI, BEHIRICE L2 —Y— 2T F A hTRESNTZ SNMP H—/3— 7k &
rsbZa & 1 DHETY,

*NMS WIEHIZAT V=7 hEERTERWEA, ETRIXASANLOHEE N7 v 7 & i#Y)
WZALEL L TW e WEEIE, 7y b F v 7Ty OFITONMEZ MR T 2 b AN e ik &
720 F£9°, [Wizards]> [Packet Capture Wizard] 23R L C, HimIZFE R I N DFERICHEVE
‘é‘o

R A4000 HETHA RZBMTEES, 2770, FT v 705t LTRETEHDIX
05 bHLo 128 H77 T,

e IR—=bNENBT I T 4 TRR—=1 T HROiBEIE 128 i T,

e RAN ZN—=TL LTEMT 24 DRANERTT2DICH Y NTV—0 T V=7 b
fEETEET,

e 1 ODFRA MIEH D=2 —V—ZBEMT N TEET,

e Xy bU—27 F7 V=7 ME, BIO host-group v REBEBE L TIEET A Z LN T
F9, B3y MU= AT V=7 POHEDORA MK LT, HEDOHRA N 7 L—
TIZHRE LT EA S VET,

CIRA R TN—TRMMDHERA N FN—T L EHTDHEANEHIRT S &, REFLDE A
N ITN—TTHRESN TWAEEFHAL CAA MPIHERESINET,

e IRA MTCTHAEAINAEIX., a2~ FOFETIHERATA LI ELIZY—7 AL -T
BipnF7,

¢« SNMP TiRETE B A v E—VDW A XL 1472 51 FETTT,

cASATIE, AT HFARNILIZSNMPH—"—=D T v 7R A MIOHIRRH D A,
show snmp-server host 2~ > RO NITIZASA ZR—V T LTWAET 7T 4 772K A
k&L B ESNTEARA NORRERINET,

e



B swreoxs

SNMP |

SNMP )% E

FIE

ATy T
ATy T2
ATvT3

Z ZTiE. SNMP OB EHIEZOWTHAALET,

ASA O ERZZETHLIICSNMP BT —2 3 VERELET,

SNMP T v P& ELET,

SNMP X—2 5 v 1 BEWR2e D/XTA—FFEIZSNMP X—V 5 V3 DNRNTA—ZEREL
F7,

SNMP B X T—2 3 VDETE

FIE

ATy 71
ATvT2
ATvT3
ATvT4
ATy 75
ATvT6
ATy T1
ATvT8
ATvT9

ATy 710

ATvIN

oo

SNMP BEAT — a VERET DI, ROFIMEEZFZITLET,

[Configuration] > [Device M anagement] > [M anagement Access] > [SNMP] OJIEIZERIR L F£ 7,
T 7 4L FTlE, SNMP $r— R — |3 X =T /L7 > TWET,

[SNMP Management Stations] X > C[Add] =27 VU v 7 LET,
[Add SNMP Host Access Entry] %4 7 2 7Ry 7 ANKRIINET,

SNMP 7R A "MEET AHA v B —T oA AR L E T,
SNMP A RDIPT RLAZ A LET,

SNMP R A RO UDP R—hEZANLET, 774NV OR—HM 162 #ZDFEMHHTLZ &
HLTEET,

SNMP ARA hDaIz=74 A ) 7 EBMLET, HFHAT—TaiixflTalia=
T4 AU T REE STV ARWEGEETL, [SNMP Management Stations] <2 > @ [Community
String (default)] 7 ¢ —/L RIZRRE SAVTWDEBEH S E T,

SNMP 75 A N CEFl & D SNMP DR — g V2R L £,

AIOFNET SNMP N— 5 & 3 ZIEINL 2561, REF A2 —F—DOAFTEZRINL 77,

[Polll F= v 7Ry 7 ZAFE T [Trap) T = v 7Ry 7 ZADWTNNEF N2 LT, NMS & D
BIERT A HXEEELET,

[OK1 %27 U v 7 LET,

[Add SNMP Host Access Entry] %A 7 1 7Ry 7 AN L ET,

[Applyl &7 U v 7 LET,



| snmp

snwp k5 v 7oEE I

NMS DNEESN, FOLEBENENFETa L 74 Fab— a3 VITREFEENET, FHEHICOD

EES

['Cisco ASA Series General Operations ASDM Configuration Guide] @ TSNMP| D&% %

LT 7ZEW (kD URL &)

https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/
products-installation-and-configuration-guides-list.html

SNMP 5 v JDEKTE
SNMP = — = "RAERTDH T v, BIOZEDO N7 v 72 INEL, NMS IZIEETDHH
EERETDHICE, ROFIEEFIATLET,

\)

GE)

FTRTHOSNMP FF v FE/idsyslog F T v ZFH2ANNCTHE, SNMP 7B ART—D =
Fexy NT—=ZNTRENZY Y —REHEEL, VAT AP T T v 7T HAREERH D F
T VAT LOBEIE, RFETOER, FFF A LTV MBRELELAIX, SNMP T v
Lsyslog h 7 v FEBIRL CTHMNCT A2 Z ENTEET, & 21E, Hiltsyslog 7 v 7D

FIE

774 (ERE) LULEAX TS TEET,

AT w71 [Configuration] > [Device Management] > [M anagement Access] > [SNMP] DJIEIZER L £,
AT w72 [Configure Traps] 7 U v 7 LET,

ATvT3

[SNMP Trap Configuration] % 4 7 02 7 7R v 7 ANFRSNET,

[SNMPH— 3 k7« 7HERL (SNMP Server Traps Configuration) | = v 7R v 7 A& F 1L
£,

T 7 xNEOFRETIE, TXTOSNMPFEHE LT v TNA RX—=T VT, NTv T ¥ AT %
FBELRWEA, 774/ Tsydlog b7 v AIHRESNET, T 74/ FDSNMP b7 v
71X, sysog T v L EBITA R—T NOREEFTET, T 74 FTIEMO N T v T
TRCT 4 E—TNVTT, NI T E2T =TT DL, 4 THT=v IRy I A%
F 7 LET,

N7, ROAT IV ICHEINET,

a)  [AE#ESNMP k7 » 7 (Standard SNMP Traps) ]. #4350 3T _XTCF=v 7 LET,

[7 VT « J1/VCPUIREE (Critical CPU temperature) ]. [+ — T IREE (Chassis
temperature) ], BL W[ ¥ — 7 7 > DfEEE (Chassis Fan Failure) ]72>5& IR L £7°,

GE)
T 74V EOFRETIE, TXTD SNMP FHE T v 7PN A X —T L TT,

e


https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html

B swe 50708z

oo

b)

c)

d)

2)

h)

)

)

k)

SNMP |

[BREE b7 » 7 (Environment Traps) ]. #2476 D& T X TF v/ LET,

[#8FE (Authentication) ], [V > 27 7~ 7 (Linkup) ]. [V ¥ 7 # 7> (Linkdown) ],
[Z—/V RAZ—} (Coldstart) ]. BLWN [V A —L AKX — T (Warmstart) ] 5L
*7,

[lkev2 b 7 >~ (lkev2 Traps) |. #2497 2bD%2 T _XTCF=v 7 LET,

[Bth (Start) ] IO [fEIL (Stop) ]2 HIEIRL 3,

[>T 17 4 MIBi#%1 (Entity MIB Notifications) ],

Bl actirlger =y M 2@MmaeZET 2123, ZOHAE AT LET,
[IPSec k 7 » 7" (IPSec Traps) ]. &4 T 5bD&ETXTCF v/ LET,

[BA%E (Start) 18 L OV[fEIE (Stop) 125N L £ 7,

[VE—FT7Z7EA KT 7 (Remote Access Traps) .

SISy v a VEBPRESNTELEIVWVEEB A L JITBENEZET X,
OEBEZA I LET,

[VY—AFZ > (Resource Traps) |. ¥ TAHHLDOETXTCTF v LET,

[BEeIFRICE L £ L7z (Connection limit reached) ], [AE VDL EVWMEIZELE L
(Memory threshold reached) ], B8X W[ v F—T =4 AD L EVMHEIZELE LT
(Interface threshold reached) ] 7> 5N L E 7,

il

[NAT k7 > (NAT Traps) .

T BT AR APMEH TERNZDIZIP 2Ny FANAT IZ L » T S o & &
R EZET I, ZOHEBEAVICLET,

[Syslog].

WSt SNzt vy a VERHRESNZ LEWEZB X 72 L 2@z %G1 2121,
[syslog b 7 v 7% H%hZ3 % (Enable syslog traps) | ZA4 12 LET,

sysog kT v FOEKE LV EFRET HICIE, [#M (Configuration) |>[T/34 R &
B (DeviceManagement) 1>[BF >4 (Logging) 1>[BF >4 71 J)L2 (Logging
Filters) ] DIAIZEN L £9

[CPUfEHI= k7 » 7 (CPU Utilization Traps) ].

CPU RN, RESNT [E=% Y 7l (Monitoring interval) ]I1Z%f L TEXE 41
7= [CPUE = L & VMl (CPU Utilization threshold) ] Z#B X2 7-5A @M EZ (5T 51
¥, [CPULA L XV MHEIZEL F L7 (CPU rising threshold reached) | 24 12 LE T,
[SNMPA > % —7 = A AL Z\ME (SNMP interface threshold) ],

AU H =T 2 A ZAOFWMEM D BE SN [SNMPA  F—T = A AL EWME
(SNMP interface threshold) | ##B 2 7= A IC B E=ZET 51213, [LEVWE L MROE
7E (Configure threshold and interval) | #4112 L E T,

AR L EWEOHFPHIZ 30~99% TY, 774 /V MEIZ70% TT,
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SNMP /N—2 3 U1 &EFld2c D/NT A —F DETE .

1) [SNMP A E Y L&V MHE (SNMP Memory threshold) ],

CPU fEH#23, [SNMPAE Y L& VWME (SNMP memory threshold) ] IZERE S N7z L&
EZE2IGEICEMEZET21I20E, [AEY LEVWEDRE (Configure memory
threshold) | #4112 L E 7,

HHSNIEV AT LaryTHF A MDA BRI AT LAATYDBO%IZIETDH L, AF
ULEWE N7 v 7RERa T A MPLERSNET, fOoTXToO2—Y—ar
TXALTIE, 2Oy AHERAAETYRRHED LTI A MORI AT L AEY D
80 % (ZEIEE L7l A AR S E T,

m) [7=x=—A—s3—KTF v (Failover Traps) .
7 ==V A —/X—=O SNMPsyslog k7 v 7 &2 5T 51X, [ =— /A — =0 k
7 v &AM T 2 (Enable Failover related traps) | 24 2 LET,

n) [ZT7AH N7 v (Cluster Traps) .

7T AL AL N—=D SNMPsyslog 7 v 7 HZET HITIE, [V TAZBEED T v T %
F%Z7 5 (Enable cluster related traps) | &4 2 LE T,
o) [T 7Z v N7 w7 (Peer-Flap Traps) ],

JTAZET MACT RLATZ T w70 SNMPsyslog b7 v 7 %554 5121,
[bgp/ospf¥T 7 F v FEEED F T v T EHF NI T 2 (Enable bgp/ospf peer-flap related
traps) | &AL ET,

ATv 74 [OK] %27 U 27 LT, [SNMP Trap Configuration] ¥ A 7 1 7R v 7 A& L £,
ATv TS5 [Applyl 27 U v 27 LET,

SNMP h 7 v 7NBRIESI, FOEFRNENFEITa L 74 X2 —ra VIRGFEESNET,

SNMP /N\— 321 F-1X2c DINSA—FDEHRTE

FIE

ATy T
ATy T2

SNMP RN — 3 1 £720132c DRT A—Z ERET HIZIE, ROFNEEZFZEITLET,

[Configuration] > [Device M anagement] > [M anagement Access] > [SNMP] OJIEIZEIR L 7,

SNMP N— 3 > | E£720% 2¢ 2T 25856 1%, [Community String (default)] 7 « —/L RIZT
TANIDAIa2=FT 4 ANV T E2ANLET, ERZ ASAIZEFT D & X2 SNMPNMS
THAENAEZRNZAT—REANLET, SNMP 23 2=F ¢ A2 VU 27X, SNMPNMS & &
Hgoxy U —7 2 — NHOILERE TT, ASA TiX, &15 SNMP ZRBF R E D
ZHIW T DTN AT— RBMERESNET, 7272L. SNMPE=X U I R2MiA % —
T2 A ATHEHBRLSEHA L X —T 24 AN LTWDEE, ASAN AR 2 =7 ( LT % Wik
PR —Y o IRETINET, NAT— RiE, KXFENDLFREBEND, &K 32

e
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. SNMP /A—2 3 o1 F=lE2c D/ST A —2DRE

ATv7T3
ATvT4

ATvTh

ATvT6

ATy T

ATvT8
ATv79
ATv710
ATvIN

ATvT12

ATy 713

oo

FORPF T, AX—RAIEHTEEE A, 774/ MEpublic TT, SNMP/N— 5 2
T, NMS Z iz, Blxoaia=F4 AN VIR RETEET, a3a2=FT 4 AFJ
TMEDNMS ICHHRESNTWARWES, 2T TCRELEMEAT 740 e L TERENE
—é—o

GE)

A3 22T A AN T TIEHRECT (L @ #0$. %, A & * ) ZEHLARNTEE
WV, RIS, AL —T 4 VT VAT ATHEA SN S BB TR SN TV DRI SCT A
TBH5E, PTHMILARAWERNBECAAEMERHY T, 2 E X7 AxATvv= () iTx
Al —TWFEEMREIND =D, 232=2T 4 A M) I TIIEHATEEE AL

ASA VAT WNEBEDALRIEASTLET, TFA ML, KXFE/NLTFREREND, KK
127 LFOFFTT, AN—AZHHTEETDH, BHEOAX—ZZ AT LTH1ODAR—
AN £,

SNMP TEHLL TWDH ASA DT AT LET, TF A ME, KILFENCFRER] S 4,
MR 127 XLFETT, AN—RAEFHTEETN, HEOAX—XEZATILTH 1 DDAR—X
W20 £,

NMS 225D SNMP Bk A Y v AT HASAR— FOFESEANLET, T 74/ bDOFR— b
Fm 16l #ZDEFMHTHZ LB TEET,

(47 a3 ) [Enable Global-Shared pool in the walk] = v 7 7R v 7 A% 4 2 LT, SNMP
U — T EAEIC L o TEE AT LEHEA AT OFGHEHRERSLET,

5E
ASANAFEUIFREZBETH L. CPUIRMLD 7 a2 AZEMENAHFNTSNMP Y u& 212k -
TERBEMICOZ VR ENDZZERH Y F4, Zu2 kv, SNMP B CPU & IR ERIZ 7R
D, Xy bR Ry 7SN 2 ERnHY £,

[SNMP Host Access List] XA > CT[Add] &2 U v 27 LET,
[Add SNMP Host Access Entry] # A 7 1 7R v 7 ANFREINET,

NI YT DFEREILERDA VI =T oA ADLHTE ey I X7 R INHERLET,

ASA ICHHE TE D NMS £721XSNMP v~ % —Y ¥ DIP 7 RLZA&H AT LET,

UDP OR— &S H AT LET, 7740 ME162 TT,

BT SNMP D=V a v a Ray 74y UARMPLEIRLETS, N—=Var 1 £
20 BBIRLIZGAIX, a3 2=T 4 ANV VT HANTHHRERHY T, X—Va 3%
BIRLEEGEIE, Fey 7 X0y VA RPL—F A2 RIRTI2MLERH Y £5,

W=V g%, FT7y LR (R—=V 7)) IEHIND SNMP ONX—V g U AfFE L E
T, =N EO@EIL, BRIV a R EFHLCHFTSNET,

ZOROEE (R—U 7)) IZIFIZNMS ZHilfRT 5485418, [Server Poll/Trap Specification] fHIH
DPolll] Fxy Ry 7 ZAeA AN LET, b7 vy T OZFIETIZNMS ZHlIRT 525581%.

[Trap] = v 7R I A A NI LET, MFOF v IRy A%t 235 E, SNMP K
A MO OMRENFATINET,

[OK] %7 U w27 L7, [Add SNMP Host Access Entry] ¥4 7 r 7R v 7 A%ZA T ET,
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ATy 714

SNMP /A—2 3> 3M/INT A—F DERE .

B LUK A N7 [SNMP Host Access List] XA NIERINET,

Apply 7V v 7 LET,

SNMP/X— 3 21, 2¢. FHEF3DNTA—ERRESIN., TOEENENFETa L7 4F
L—va VIRIEESNVE T,

SNMP /N\— 3 o 3MDINTA—FNETE

FIRr

&M
ATvT2

ATvT3

RATvT4

ATvT5

ATvT6
ATy T1

SNMP /N— 5 3 D/RT A —H BRET DI, WOTFNEEZFETLET,

[Configuration] > [Device Management] > [M anagement Access] > [SNMP] DJIEIZEIR L F 7,

[SNMPv3 Users] <A1 > @ [SNMPv3 User/Group] Z 7 C [Add] > [SNMP User] DJEIZZ U 7 L
T, REFHO2—Y —E [ ITHH 22— —2 7V —T1TEMLET, 7 —T NI D Fctk
Da—PF—%HlRTH L, O NL—F1Z ASDM I L WIS ET,

GE)
=P =ER SN RIE, TO2—VF—BRETHIN—TIIEETEERA,
[Add SNMP User Entry] ZA 7 R 7R v 7 ANERINET,

SNMP = —H—RNBT 5 7V —7 %@L ET, BIRTEX L7 L= 13RO LD TT,
* [Auth&Encryption] : Z D 7 /L —ZJEFT 52— —I2iF, FBREE RS bBRESNET,
* [Authentication_Only] : 2D 7 /—FIZ@T 52—V =1L, BAZITREINE T,

* [No_Authentication] : 2D 7V —IZ@T 52— =21, BiEbR b bRESNEY
/‘—/O

GE)
TN—TIIERETEEEA,

a2—P—tX2UT 4 TN (UM) ZNV—T%2HHT 55A51L. [USM Model] 1% 7 % 7
Uy LET,

[Add] %7 VU v 27 LET,

[Add SNMP USM Entry] # A 7 1 7R v 7 ANRFRSINE T,

TN—T %% ANTTLET,

Fay 72 JAMNNLEXR2 T 4 LV EBRINLET, RTEHEADUSM 7 LV—T %+
F2UT 4 LU e LTCSNMPY3 2 —H —|[ZB[D B TAHRZ LN TEET,

e



B =500z

ATvT8
2AFvT9
ATy 710

ATvINn
ATvT12

ATy 713

2Fv 14
ATvT15

ATv 716

SNMP |

REH AL —F TR — P —DAHTZ A LET, 2—F—41%, @R L7Z SNMP
P N— FN—THNT—ETHDHI ENRMETT,

[Encrypted] & [Clear Text] DWTF DA T v a v KA &2 7Y v 7 LT, AT AT —
NDOZ A THEELET,

[SHA]. [SHA224]. [SHA256]. F£7-1% [SHA384] DWFNnDA T a v RE L %27 v L
T, HHTIREDOX A TH4RELET,

I AT A NNAT— R 2 AN LET,

[3DES]. E£7ZIZ[AES]DH NS WFNDF T a Ry 200 v 7 LT, M+ 51514k
DEATERELET,

AES B 5L 2RI L2 85A01%, 95 AES Bf 5k L1t LT, 128, 192, 256 DU
N EEIR L E7,

W EAIE AT 2320 — FEAN LET, RAV—RFOE ST, EHFTRA64LFETT,
OK] %27 Vv r7d5E, ZA—7MERSH JBELI2—Y—RBEDOI V=712 BT 5
WDO2—HF—THH84E) | [GroupName] K v 7 X7 URANMIZEDTN—TRNERIN
T, FLTOIN—TNIZZ—F—=DERESNE T,

[Add SNMP User Entry] A 7 12 7R v 7 ZANA L £,

[Applyl &7 U v 7 LET,

SNMP R— g 3 DRI A= RFEEIN, TOEENENFI T 7 4 Fab—ail
BESNET,

A—H—DTIL—TDEHFE

FIRr

&
ATw T2

ATv7T3
ATvT4

ATvTh
ATvT6

oo

HELE2—Y =D V=757 SNMP 2—H%— U 2 F&ZRET 511, RO FIEZFE
TLET,

[Configuration] > [Device M anagement] > [M anagement Access| > [SNMP] OJIEIZERN L F 7,

[SNMPv3 Users] ~X1 > @ [SNMPv3 User/Group] % 7 C [Add] > [SNMP User Group] DJEIZ 7
Vo2 L, EFHDL—Y— TNV —TE3HH 2 —— I —T7%2ENLES, 71—
TR LD EFEDA—F—% RS DL, £D7L—7IXASDM IZ X W HIBRESE T,

[Add SNMP User Group] % A 7 2 7R > 7 ANERINET,

22— = TN—T B AT LET,

BEFEO 2 —W —F i ida—Y— Z L — T % 8IRT 585G 1. [Existing User/User Group] 47" =
VARG R T LET,

H o — —Z2 BT 256 1%, [Createnew user] 47> a v R¥ %27 U7 LET,
SNMP = —H =g+ 2 7NV —7 2 @R L ET, BIRTE 270 —7 13RO LIBY TY,
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ATy 1
ATFvT8
AFvT9
ATy 710
2Ty TN
ATv 12
ATy 713

ATy 714
ATv 715

ATy 716

ATV

sswpe=5y>s I

ZOITN—FIBT H—F =i, BEEER S ERREINET,
:Ejﬂél‘—"ﬁ“—‘ 7;3:\ i uEﬁ_ f%&hiéhjﬁw&o

ﬂl@‘ﬁ_él—“j‘—l N uunJ.T:%_)E ’f Hi Eéhi’é‘

* [Auth&Encryption] :

* [Authentication_Only] : = ®D 7 /L— 7"

* [No_Authentication] : =D 7 L—7

hoe

WEF AL — P —F T —F—DaRIE AT LET, 2 —F—41%, BN L7Z SNMP
Y= TN—TWT—EThD L BLETT,

[Encrypted] & [Clear Text] DWW NnDA T v a vy RA %227 Y v LT, HHATEH AT —
KOEATEHRBELET,

[SHA]. [SHA224]. [SHA256]. E7-1% [SHA384] DTN DA T a R EZ L 27V v L
T, T AT X A TEIBELET,

%ﬁ’ﬁ%?éﬂxU%F%lﬁbiﬁo

PRI T 2N AT — REMEROT-OICS 9 —FE AN LET,

[3DES], F£72IX[AES|OH L WTNDAF T v avRZ w7V v LT, HHT B
DEATEHIEELET,

WS AT 552U — K2 AN LET, AU — ROESIE, #TFTRK64 T,
B SAIEEH T 2 2D — REMERDTZHIZES 9 —FEAT LET,

[Members in Group] A  DFFE LTz —H— 7 — Il —F — %287 5121
27V v 27 LET, [Members in Group] ~~A > 26 FEF O —F —ZHIFRT 512
Vw7 LET,

[OK] %7 Vw7 F5E, FBELE2—Y— ZNA—T1HH2——MER S ET,
[Add SNMP User Group] % A 7 2 7Ry 7 ANA L ET,

. [Add]
1%, [Remove]

[Applyl 27 U v 7 LET,

SNMP /3 —30 53 3 D/XT A—H )35
BRIFINET,

RESI, TOEFRARNETa L 74 Falb—a |l

SNMPE=41) >

WKDOSNMPE=%Y v Z7HOa~v REBB LT IEE,
PERHLTKDa~vy REANTXET,

« show running-config snmp-server [default]

[Tools] >[Command Linelnterface]

FTRTOSNMP = "—Da 7 4 Xalb—va U EREFRLET,
« show running-config snmp-server group
SNMP /' /=7 Doy 7 4 FXalb—a VREEZFRRLET,

+ show running-config snmp-server host

e
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B swroE=

UE—bF BAMIEEESND A v =T LA ZHEIT 572012 SNMP (2K > T &
NTnsar7sFalb—va REEFFLET,

show running-config snmp-server host-group

SNMP R A N F—T7Dar7 4 F¥alb—varz2FknrLET,

show running-config snmp-server user

SNMP 2—H—_R—2Dar 7 4 X2l —a VREEZERLET,

show running-config snmp-server user-list

SNMP 2—H#— U X hDar7 4 FX¥al—ara2FHRRLET,

show snmp-server engineid

WEINTWVASSNMP =D ID #F R LET,

show snmp-server group

BWEINTWS SNMP /v —FDLRTHFRLET, 232=2T4 AU U ITRITIZ
BESNTWBEE, T 74V FTEH2ODHD I V=T R DICFERENET, Z0F)
EIZ@E Db D TY,

« show snmp-server statistics

SNMP = = DR EF R TR LET, TXTOSNMP AV o Za2EmiZ) Yy b
9 5HI2I%, clear snmp-server statistics =~ FafiH L £,

» show snmp-server user

=P —DREFAFEEFTLET,

SNMP O f& &

%= 2: SNMP O B FE

HEER N— | ERER
oy
SNMP N— 3 > 1 BLON 2 700) |7V T7THA DI 2=T 4 AN T &M L7ZSNMP H—/3—

ESNMP =—V = FEIDT—HEEITE 2T, ASA Ry hU—7
DE=ZZY U ITBLIOA Ry MERAEGE L 3,

IOWE AT S4E LTz, [Configuration] > [Device Management] >
[Management Access] > [SNMP],

oo
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snwp oEE [

IN—
av

B

SNMP /N— g 3

8.2(1)

3DES £ 7212 AES K E{L. BEOHHE—FShThbdEFa 7 1 &
FADR TR EF 27 2K ThH S SNMP /A— 7 2 3 DHHK— |
AEMLLET. ZONR—T g0 TlE USMEHALT, oa—HF— &
=T A b, BEURAORHEERETE T, Shiz, 20
N=Pa VT, =—V=r hEMBAT V= h~DT /R =
v hE—LRFFA &, B MIB AR — RS ENE T,

WOBENEE 4 FE LTz, [Configuration] > [Device Management] >
[Management Access] > [SNMP],

INAY — RO Ak

8.3(1)

INA T — RO LR R— SN ET,

SNMP k7 > 7 & MIB

8.4(1)

BMOF—U— K& LT, connection-limit-reached. cpu threshold
rising, entity cpu-temperature, entity fan-failure, entity power-supply,
ikev2 stop | start, interface-threshold, memory-threshold, nat
packet-discard, warmstart %4 — L ET,

entPhysicalTable (Z X > T, B ¥— 77 &R, BLOEE=
K= PO FYRLR—FENET,

BN MIB & LT, CISCO-ENTITY-SENSOR-EXT-MIB,
CISCO-ENTITY-FRU-CONTROL-MIB, CISCO-PROCESS-MIB,
CISCO-ENHANCED-MEMPOOL-MIB,
CISCO-LAL7MODULE-RESOURCE-LIMIT-MIB, DISMAN-EVENT-MIB,
DISMAN-EXPRESSION-MIB, ENTITY-SENSOR-MIB, NAT-MIB % %
A—FLET,

X 5T ceSensorExtThresholdNotification, clrResourceLimitReached.
cpmCPURisingThreshold, mteTriggerFired, natPacketDiscard, warmStart

N FEYR—FLTWET,

IOWE AT 4 FE LTz, [Configuration] > [Device Management] >
[Management Access] > [SNMP],

[F-MIB ifAlias OID @ ¥ 7" — b

8.2(5)/
8.4(2)

ASA X, ifAlias OID ZH AR — b9 25X 92720 £ L7z, IF-MIB %27
T U RT AR, fAlias OID iZA v Z— 7 = A AD IR IZER EFE A DE
WCRRESNET,

e
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B swroE=

HRES N— | FiEA

av

ASA V—E 2 £V 22—/ (ASASM) |8.5(1) |ASASM %, &R 84()IZHDHTRTHOMIBEBLON T v 7%
A—hrLET,

8.5(1) DY AR — h ZA T2\ MIB :

+ CISCO-ENTITY-SENSOR-EXT-MIB (entPhySensorTable 7 /L-— =7
DATY =l NZFHBR— RS ET) .

* ENTITY-SENSOR-MIB (entPhySensorTable 2/ /L — 7" DA 7 ¥ = 7
FEFBRYR—FSnET) o

* DISMAN-EXPRESSION-MIB (expExpressionTable, expObjectTable,
L WexpValueTable 7 V—7 DA T V=7 FEFHRHAR— K&
NET)

85(1) DY AR—hFINTWRWET v 7!

» ceSensorExtThresholdNotification
(CISCO-ENTITY-SENSOR-EXT-MIB) , Z® +Z v 7%, &
fEE 77 UEER X O CPUIRE DA X M s E
R

* InterfacesBandwidthUtilization,

SNMP k7 v~ 8.6(1) | ASA 5512-X, 5515-X, 5525-X. 5545-X. 35 K UV5555-X OiBMND ¥ —
U— R& LT, entity power-supply-presence, entity
power-supply-failure, entity chassis-temperature, entity
chassis-fan-failure, entity power-supply-temperature # %7~ — k L £9°,

WD a~<y RPEHTILE LTz, snmp-server enabletraps,

VPN-related MIB 9.0(1) | CISCO-IPSEC-FLOW-MONITOR-MIB.my MIB ®D H#/3—7 5 L 73, &
HARORE S LHiEZ VR — F o wlcEEINE L,

ASASM TiE, %D MIB BHEMN2 0 F Lz,
+ ALTIGA-GLOBAL-REG.my
+ ALTIGA-LBSSF-STATS-MIB.my
+ ALTIGA-MIB.my
+ ALTIGA-SSL-STATS-MIB.my
+ CISCO-IPSEC-FLOW-MONITOR-MIB.my
+ CISCO-REMOTE-ACCESS-MONITOR-MIB.my

Cisco TrustSec MIB 9.0(1) | CISCO-TRUSTSEC-SXP-MIB O# AR — M3 BEMEE LT,

oo
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snwp oEE [

HEEA JN— | ERER
o3y

SNMP OID 9.1(1) |ASA 5512-X, 5515-X, 5525-X, 5545-X, B L N5555-X W R— b
BT 5 DOH LV SNMP WFLR o #— X A4 7 OID MBS E
L7,

NAT MIB 9.1(2) |cnatAddrBindNumberOfEntries 35 22 Uf cnatAddrBindSessionCount OID 73,
xlate_count 33 X ("max xlate count =2 F U Z VR — 35 L 512720
F L7, 2. showxlatecount =~ > REFEHLIZA—Y DO
"] LRI TT,

SNMP D7EA K, A K Z—7 9105 |[HK4000 HETHRA FEZEBNTEDEHCR0ELE, PHR—FE

Z—H— J 2} NDET 7T 4 77R—Y T HOBIT 128 T, FA KN T A—TL
LCEMT 5% DFRANERTEDIZXY NT—=0 TV b
FBECTEET, 1 DOFA MIEBO 22—V —%HEfIT5 2 &N T
xF7,
WO HE N HE SiFE L7z, [Configuration] > [Device Management] >
[Management Access] > [SNMP],

SNMP A vtE— DA X 9.2(1) [SNMP TIEETE DA v =0 A XN 1472 34 P ETITHZ F
L7,

SNMP @ MIB ¥ & OF OID 9.2(1) |ASA i%. ¢cpmCPUTotalSminRev OID ZH7HR— 425 K912 L
7=,
SNMP @ sysObjectID OID 33 & O entPhysicalVendorType OID (2, #7 L
WL & LT ASA AR NiBIE IV E LT,
HLWS Ty h 74 —LThHDASARIE 2V R— b+ 5591
CISCO-PRODUCTS-MIB # L T CISCO-ENTITY-VENDORTY PE-OID-MIB
NEHINFE LT,
VPN 34 T A £ ZADMERILE =2 —F D720 DH L1 SNMP
MIB 25BN &EvE Lz,

SNMP & MIB ¥ L O} OID 9.3(1) | ASASM AT CISCO-REMOTE-ACCESS-MONITOR-MIB (OID

1.3.6.1.4.1.9.9.392) OV R—F2BEMENE L,

e
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B swroE=
HEEA ACI Y
o3y
SNMP O MIBEB L FT v 9.3(2) |ASA 5506-X & H7R— 4% X 92 CISCO-PRODUCTS-MIB 5 L T

CISCO-ENTITY-VENDORTYPE-OID-MIB 28 8 S vk L7z,

SNMP @ sysObjectID OID 35 & TF entPhysical VendorType OID D7 —=7
VBT LWL & LT ASA 5506-X MBS AUE Lz,

ASA T CISCO-CONFIG-MAN-MIB 73 #7K— F &h % X 512720 £ L
7o LLFNAIRETY,
CEEED T LT 4 K a b= a VONT AN SR 3 Rk
T D,

FETar 74 X2 Lb— g VIZEEREE L L ZIZTNMS I
45,

FITar 74 X2 b—rva UPRRICEFEZIIRGFEIN L X
DEA AR T HBYT 5,

WRDFE S Ca~ Ly RO Y —AR Y, a~ 2 NICkd 5 0Mo
B A2BHT 5,

WO AEE SvE L7z, [Configuration] > [Device Management] >
[Management Access] > [SNMP] > [Configure Traps] > [SNMP Trap
Configuration],

SNMP ® MIBEB LU KT v 9.4(1) | SNMP @ sysObjectID OID F & " entPhysicalVendorType OID D7 —=
Uz, B LWELEL & LT ASA5506W-X, ASA 5506H-X, ASA 5508-X.,
BLOASA 5516-X B nE L,

a7 HA NI EITERIFRD SNMP 9«UlwAﬁ\:V?#xb”k’ﬁﬂmwwmm%%ﬂ%h?/ffx

P—"—= F T T RA B k&Y AR— bk LEJ, showsnmp-server host =~ > RO HJ1IZ1% ASA
ER—UV T LTWAET 7T 4 7R ARE FICERE SR A
NOBINERINET,
X u7- ASDM HiE X H W 4 A,

ISA 3000 DHA— rABEMEEL |92 [ISA3000 i ~7 7 IV —TSNMP B3 AR—branELiz, 207 v

77

N7 4 —AIZH LW OID 2%EM & 4vE L7, snmp-server enabletraps
entity 2~ ROEF ., #H LWEE 11-bypass-status 23 1801 & F

L7z, ZTHIZED, N—=RT =7 O S RRIEDEF N ATREIC /2 Y

F L7,

B X7~ ASDM HHiEH D £+ A,

oo
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HaE

iy

IN—
av

B

CISCO-ENHANCED-MEMPOOL-MIB
@ cempMemPoolTable D H74—

9.6(1)

CISCO-ENHANCED-MEMPOOL-MIB @ cempMemPoolTable 7378 —
FERFE L, 2T, BEHAS AT LA0OTXRTOYHEZ T 4T 4
DAY =N T2 )T 2 N )DOT—T LT,

GE)
CISCO-ENHANCED-MEMPOOL-MIB X 64 © > DB o 2 2 L
T, 7799 8 74—ALFEDAGBLULEDAEYDVLR—T 4 T %Y
A—FLET,

Precision Time Protocol (PTP) ¢ E2E
N7 ATV 7yl F—FK
MIB O AR — K

9.7(1)

E2E hS LV ART LYk Zawy T— Rizktiid 3 MIB B9 H— k
INFET,

GE)
SNMP @ bulkget, getnext, walk #EREDH YR — F SN TWET,
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