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LD TE B X919 5ITiE, [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] >
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* [Telnet]
* SSH

* HTTPS
* SNMP

* Syslog

—YHDIPT7 RLADA—IN—F v T

= GEIENTW WA X —T = ADYA . ASA TiX, NAT BNIE L REI LTV
X AV HF—T 2 ATDIPT LA Xy NT—I DA —N_"—F TP R—-rLET, 7=
2L, ALY —r DA FZ—T 2 A ATIE, Xy hNIT—T7DOF—R_"—F v FHR— T
WEH A,

— N G\____ ~ =i LH ‘52;
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KDY —ERE = DFT_XRTCDA L HZ—T 2 A ATHTDHLIICERELET,
T IEAN—IL [ULTIEANL—INES = DT R CDOA NN~ H—T = A
ZWCHEHAT A, Fa—r L TR A—LEERLET,
Wz & m L ET,

access-list ZONEl extended permit tcp any host WEBSERVER1 eqg 80
access—-group ZONEl in interface outsidel
access—-group ZONEl in interface outside2
access—-group ZONEl in interface outside3

eNAT : V=0 DT RTCDALNR— AL H—=T 2 ATHRLENAT R > —%FRET D
N, 7= U NAT V=L &2 LET (9F 0, lany) Z{#H L TNAT L—/L
TS = DAV E—T oA AEFELET) |

A H—=T 2 APAT VAR —FENTWHEHA,
W & m LET,

object network WEBSERVERL
host 10.9.9.9 255.255.255.255
nat (inside,any) static 209.165.201.9
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Firepower 1010 35 & T} Cisco Secure Firewall 1210/1220 D A A v F R — 3 LTV VLAN A > & —
TaxA A% =BT S Z LIETEE Y A,
ZTOMDIA 4>
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CRDIAT DA FZ—T oA A% =BT E £,
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kS TJ4v 0 J—2DERTE

LETHT T =V BREL, AV F—T oA R EZTD — 28 B TE4,
FIg

ATvF1 [&RE (Configuration) ]>[T/31 ADERTE (DeviceSetup) [>[4 3 —T 4 ADHKE
(Interface Settings) |>[V—> (Zones) | DIAIZIEIR L, B (Add) 1227V v 27 LET,

F 721, [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] > [Add Interface] %
Tl Ry I ADS =N v HE—T oA AEE VY THZ L TEET,

ATV T2 V—UITHRK A LFTHHETEMTET,
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ATFYT3 1 DL EDA L H—T = A A% [Member] SEIKICIEML£T, T XTHOA X —T =AD&
X274 LUBRRICTHDLZ EE2MERLET,
ATy 7T4 [EH (Apply) 1227V v 7 LET,

kS TO4w O IJ—2DEZ=ZRY G

ZOHETIE, T 747 V= EE=H—THHETOWTHHLET,

J—IEHR
* show zone [name]
Y—=vID, arTHFALM EX2VUT 4 Lo BROAUAN—EFRRLET,
show zone =2~ & RIZOWTIE, RO EZRL T IZE 0,

ciscoasa# show zone outside-zone

Zone: zone-outside id: 2
Security-level: 0
Context: test-ctx

Zone Member(s) : 2
outsidel GigabitEthernet0/0
outside?2 GigabitEthernet0/1

show nameif zone
A H =T 2 ALBIOY - 242K R LET,
show nameif zone =< > RKIZOWTIE, ROH T2 L T ZE W,

ciscoasa# show nameif zone

Interface Name zone—-name Security
GigabitEthernet0/0 inside-1 inside-zone 100
GigabitEthernet0/1.21 inside inside-zone 100
GigabitEthernet0/1.31 4 0
GigabitEthernet0/2 outside outside-zone 0
Management0/0 lan 0

Y — Utk

show conn [long | detail] [zone zone_name [zone zone_name] [...]]

show connzone =~ > RiX, YV —r D#fa R~ LET, long ¥ —7— K& detail ¥—
U— RiE, PR INTE T T~V A X —T oA AL T T 4 v T OEERITHER
SNDBIEDA V2 —T oA AeFnr LET, LEB-T, BHOA L F—T A AND
DB OLGE, BEDA ¥ —7 = A AL, showconn 2~ RBRFITEINTH A I T
WG T, BARDRERTRRLIAN L H—T oA RERRTEET,

. bSO vH =2



| 57495 v—>

show conn long zone =2~ KOO &S L T 7Z S0,

ciscoasa# show conn long zone zone-inside zone zone-outside

TCP outside-zone:outsidel (outside2): 10.122.122.1:1080
inside-zone:insidel (inside2): 10.121.121.1:34254, idle 0:00:02, bytes 10, flags UO

show asp table zone
TRy ZTHWTEEEX 2V T 4 RAT—T N ERRLET,

show local-host [zone zone_name [zone zone_nameg] [...]]
V= NOB—T RA DRy U= REEFRRLE T,

showlocal-host zone =~ > RIZHOWTIX, RO ESHRLTLEEN, 794~V A~
B—T 2 APRHNCEREN, BAEDA L F—T = A ANH v 2l ENTWET,

ciscoasa# show local-host zone outside-zone

Zone:outside-zone: 4 active, 5 maximum active, 0 denied
local host: <10.122.122.1>,

TCP flow count/limit = 3/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Conn:
TCP outside-zone:outsidel (outside2): 10.122.122.1:1080
inside-zone:insidel (inside2): 10.121.121.1:34254, idle 0:00:02, bytes 10, flags UO

=V —T429
« show route zone
S A B =T 2 ADN— N EFERLET,
show routezone =~ & RIZHOWTIE, ROHNESRL T IZI0,

ciscoasa# show route zone

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IsS-IS, L1 - IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.105.1 255.255.255.255 [1/0] wvia 172.16.1.1, outside-zone:outsidel
192.168.212.0 255.255.255.0 is directly connected, lan-zone:inside,
172.16.1.0 255.255.255.0 is directly connected, wan-zone:outside2

10.5.5.0 255.255.255.0 [1/0] wvia 172.16.1.1, wan-zone:outside?2

10.2.2.1 255.255.255.255 [110/11] via 192.168.212.3, 2:09:24, lan-zone:inside

OmnmOwn
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0 10.1.1.1 255.255.255.255 [110/11] via 192.168.212.2, 2:09:24, lan-zone:inside

- show asp tablerouting

TRy ZTHTEEEX 2 ) T 4 XA T =T NV E2FERL, Fb— MIBEEMT N —
VEFRRLET,

show asp tablerouting =~ > RIZOWTIHFROH N EZSML TS 7Z 30,

ciscoasa# show asp table routing

route table timestamp: 60

in 255.255.255.255 255.255.255.255 identity
in 10.1.0.1
in 10.2.0.1
in 10.6.6.4
in 10.4.4.4

in 172
in 172

.0.0.67
.0.0.0

in 10.85.43.0
in 10.85.45.0

in 192
in 192
out 255
out 172
out 172

.168.0.0
.168.1.0

255.255.255.255 identity
255.255.255.255 identity

255.255.255.255 identity
255.255.255.255 via 10.4.0.10 (unresolved, timestamp: 49)
255.255.255.255 identity
255.255.255.0 wan-zone:outside2
255.255.255.0 via 10.4.0.3 (unresolved, timestamp: 50)
255.255.255.0 via 10.4.0.20 (unresolved, timestamp: 51)
255.255.255.0 mgmt
255.255.0.0 lan-zone:inside

.255.255.255 255.255.255.255 mgmt

.0.0.67
.0.0.0

out 10.4.0.0
out 255.255.255.255 255.255.255.255 lan-zone:inside
out 10.1.0.1
out 10.2.0.0
out 10.4.0.0

255.255.255.255 mgmt
255.255.255.0 mgmt

240.0.0.0 mgmt

255.255.255.255 lan-zone:inside
255.255.0.0 lan-zone:inside
240.0.0.0 lan-zone:inside

cS749 D T—=2 DB
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192.168.9.6 10.3.59

interface gigabitethernet0/0
no shutdown
description outside switch 1
interface gigabitethernet0/1
no shutdown
description outside switch 2

interface gigabitethernet0/2
no shutdown
description inside switch

zone outside

interface gigabitethernet0/0.101
vlan 101
nameif outsidel
security-level O
ip address 209.165.200.225 255.255.255.224
zone-member outside
no shutdown

interface gigabitethernet0/0.102
vlan 102
nameif outside2
security-level O
ip address 209.165.201.1 255.255.255.224
zone-member outside
no shutdown

interface gigabitethernet0/1.201
vlan 201
nameif outside3
security-level O
ip address 198.51.100.1 255.255.255.0
zone-member outside
no shutdown
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interface gigabitethernet0/1.202
vlan 202
nameif outside4
security-level O
ip address 203.0.113.1 255.255.255.0
zone-member outside
no shutdown

interface gigabitethernet0/2.301
vlan 301
nameif inside
security-level 100
ip address 192.168.9.1 255.255.255.0
no shutdown

interface gigabitethernet0/2.302
vlan 302
nameif dmz
security-level 50
ip address 10.3.5.1 255.255.255.0
no shutdown

# Static NAT for DMZ web server on any destination interface
object network WEBSERVER

host 10.3.5.9 255.255.255.255

nat (dmz,any) static 209.165.202.129 dns

# Dynamic PAT for inside network on any destination interface
object network INSIDE

subnet 192.168.9.0 255.255.255.0

nat (inside,any) dynamic 209.165.202.130

# Global access rule for DMZ web server
access-list WEB-SERVER extended permit tcp any host WEBSERVER eqg 80
access—-group WEB-SERVER global

# 4 equal cost default routes for outside interfaces

route outsidel 0 0 209.165.200.230

route outside2 0 0 209.165.201.10

route outside3 0 0 198.51.100.99

route outside4 0 0 203.0.113.87

# Static routes for NAT addresses - see redistribute static command
route dmz 209.165.202.129 255.255.255.255 10.3.5.99

route inside 209.165.202.130 255.255.255.255 192.168.9.99

# The global service policy
class-map inspection default
match default-inspection-traffic
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto
message-length maximum 512
dns-guard
protocol-enforcement
nat-rewrite
policy-map global policy
class inspection default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225 default h323 map
inspect h323 ras _default h323 map
inspect ip-options _default ip options map
inspect netbios
inspect rsh
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inspect rtsp
inspect skinny
inspect esmtp default esmtp map
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
service-policy global policy global
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A =)L, NAT, BX O —ER R —%HLT
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N—T 4 U TIXIELLSBEL £,

ROBEPAEANEITERINE LT,

[Configuration] > [Device Setup] > [I nterface Parameter s
> [Zones)

[Configuration] > [Device Setup] > [I nterface Parameter s
> [Interfaces],

clear local-host =< > K 9.14(1) clear local-host =~ > FB X OZFOFT XTOREMEE F—
T— RBBEIEINE LTz, %DV Y —ATHIFRSND
FETY,
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