VLANH I B2 —T (4R

ZDOETIE, VLAN YT A v H—T 2 ZAZRETDHHECHOOTHBAL £,
Y

CE)  ~AFar7HAME—FTE, ZOHDOTRXTDI AT 2V AT DF[TAR—ZATEITLT
KTEEV, VAT AFEFTAR=RIZ A TWRWEE, [Configuration] > [Device List] ~2A >
T, TITATRTNARAIPT RLADOTIZHD [System] X477 U 7 LET,

s VLAN V7' A v Z—T = A ZIZONT (1 =)

*VLAN VT A L H—T 2 ADTA LA (2=)

eVIAN BT A L H—T =2 ZADHA RTA 2 EHIRFE (32—)

s VLANH T A v B —T oA ZADT 7 /L  NRE (42—

cVLIAN YT A v H—T 24 AL 8021Q T o F L T DERTE (4 3—)
s VLAN DY 7 A v Z—T = A 2D (6 2—3)

e VLAN V7 A v X —T =4 ADERE (7 2—)

VLAN D4 B2 —TJ 24 XIZDLVT

VLAN V7 A v X —T oA AT DL, 1 DOWEA ¥ —7 = A A F721% EtherChannel
A B =Tz A A% $72% VLANID TH 73T SN EEOFRBA v ¥ —7 = A AT 5E
TEET, VLANH T A X —T 2 A AN DL EH DA U FZ—T = A A1F, HENIZ802.1Q
N7 LTRESNET, VLANTIE, FTEOYEA v 4 —T A A LTI 74 v 7 %
SEELTBLL ZENTEDD, WA v X —T oA AETZITASA ZBEMLARL TH, Xv
=2 ETHERTE LA 0 F—T = ADKEWERLT ZLNTEET, ZOBREIL, F=
TXANIBEEDOA X —T 2 A AZEI VY THZENTELDT, vAFarTFANE—
R CREZAER] T,

150754~ VLAN & 1| > 13EHOEH %Y VLAN #RETXE T, ASA iT&H
VHZUYUVLAN ChTI7 74 v 0 %2ZET5E, TNETT74~Y VLANIZw vy LET,
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Firepower 1010

Essentials 7 1 &> & : 60

Firepower 1120

Essentials 7 1 & & : 512

Firepower 1140, 1150

Essentials 7 1 & A : 1024

Cisco Secure Firewall
200

Essentials 7 1 & A : 1024

Secure Firewall 1210,
1220

Essentials 7 1 &2 A : 1024

Cisco Secure Firewall
1230, 1240, 1250

Essentials 7 1 & % : 1024

Cisco Secure Firewall
3100

Essentials 7 1 & A : 1024

Firepower 4100

Essentials 7 1 & A : 1024

Cisco Secure Firewall
4200

Essentials 7 1 &2 A : 1024

Cisco Secure Firewall
6100

Essentials 7 1 2 A : 1024

Firepower 9300

Essentials 7 1 & & : 1024

ASA {8

AN—"T" MERE :
100 Mbps : 25

1 Gbps : 50

2 Gbps : 200

10 Gbps : 1024

ISA 3000

Essentials 7 1 &> &:5

Security Plus 71 27 A : 100

\}

=)

VLAN #HIfEDOX SR L LThH Ty v T A A2 —T7 A A2, VLAN ZE| 0 4 CTEF,
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VIAN G T4 2 8—T 14 20 %1 K51 v esipEr ]

VLAN G A 28— x4 ADHA K54 2 EHIREIR

ETILOYHR—

« 1010/200/1210/1220 : A A » F AR — FETZILVLAN A ¥ —7 = A AD VLAN %7 A
=T A XFTHR—F SN THEEA,

+1010/200/1210/1220 : VLAN1 ZfiH L CTY T A v X —T = A4 ZZ{ERTH Z LI T £
Ao VLAN1IE, AA v FHR— FOFHIHAR VLAN A V H—7 = A AT TR I THE
7,

cASAETIATIX, BEHA LA —T A ADY TA LB —T A AZBRETCEZFEHA, V7
AH—=T 2 A ADPHR—FIHONWTIE, BHAT Y MAR—hF A v X —T = A% B
LTL &N,

ZOMOAA K54

cWEEA L H—T 2 A A LEDE TR LNy N0 T A =T oA AT D
B MEBA L E =T oA AT T 74 w7 BRI ERNEIICTAHI LB E

T WP L X —T oA RIF T DRy FEBIRSEH I ENRTELHDTT, 2
DEHENX, 77T 4 TR A X —7 = A AL EtherChannel U > 712 H ¥ TIEED £

T, T T4 I BT F—T o AE@RTHITIE, WA —T =4 AFE1X

EtherChannel f & % —7 = A ANA X —T N2> TWDBUERNHDLZD, FTT7 497
DBELA > X —T7 = A AFT2id EtherChannel f > ¥ —7 = A AZ&@EE LRI DT, 4~
H—T 2 A AFLHTERE LR TL &, WA ¥ —7 = A A F =13 EtherChannel
AUE—=T 2 A ATHE T DRV y M@l S 5581, B B0 namex @ E T
%9,

FUEA L =T 2 A ADTRTCOVT A =T = AL, TV DT N—TF A R—
W—T v RA U HE =T 2 ADWTNNTHLILENH Y T, REBLO—HKILTE
FH A,

ASA IE Dynamic Trunking Protocol (DTP) Z AR — K L TWeWes, HEFEIILTND A
A TFR— BRI T X T TLRIICRET DLERDY 7,

BA % —7 =4 ZADFE U Burned-In MAC Address Z i f14 % DT, ASA TEFZSNT-H
TA B —T 2 A AZ—BEDODMACT RLAZEINV S TAHZ L TExET, =& 213,
P—E R Fu g =25 TiE, MAC 7 RLRIZESWTT 7 & ZEIHZ1T 5 Sa 0
HVFET, F-, IPv6 ) 70— T RLAZIMACT FLARIZHE S TERINST-
O, YTA v H =T 2 AZ—EDMACT RLAZE VY THZ LT, —EDIPv6 Y
I —H)T RUANRARRIZR Y | ASATRIEDA L AX L ATD T 7 4 v 7 OHli%
WETFHZLEMTEFET, ~BOMACT RLAZHABMWICAKRTEET, MACT KL
AOHEED YT 2R L TLTEIN,
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GE)  MACT FLRAZFHETEY B THHGE. THLRVEHESE

ZBETH-DIC, RUYWHA v Z—T oA 2 LOFTRTOYT
A B —T A AZMACT RLAZEID YU TAHEHIZLTLFE
él/\o

VLANY A B —D A RADTIAI FEE

COHETIZ, TBRHFEFOT 74 ka7 4 X2 b —2 g UBRREIN TV RWESDA
H—=T 2 A ADT 7V I REEZ R LET,

AVB—T A RADT I AIL FDIREE

A B—=T 2 A ADT T /L FOREEIZ., ZOXA TEBIRa L FHF A NE—RIZLoTHER
Diﬁ—o

vNF arTXFANET—RTIE, VAT LFATANXN—ANTOA FZ—T = A4 ADIRFEIT )
NHOBT, TRTOEY Y TELDA L H—T 2 A ANT 7 )V FTA FX—T W72 ->TWE
T, 2L, NI T4 I N, H—T oA AEERT AL, T H—T oA A
VAT BDFITAR—=ANTA F—T WMo TV DBRERH Y £9, f LV F—T = Af A% A
TLFTAR=ATU Yy NFTTDHE, TOAL U F—T x4 A, ZhEiFLTNDLT
RCOAVTHFARNTE T LET,

VU NE— RERIFIV AT LAFTANLN—RATIE, AV F—T =24 ADT 7 /)L b OWREEITK
DEBYHTI,
WA LB —T A A T 4 EB—T )L,
*VLANYV T A U H =T 2 A R A F—=T ), 2720, VT 74 I BV TA L H—TxA
AHWBTHT-OIIE, WA L HX—T 2 A A X—T N2 TWDHIRENRH Y £
—a—O

VLANH A 8 —2J1x4RXE8021Q FS X209 NDE%

N

VLANY T A v Z—T = f A% A 2 —7 = 4 A F721Z EtherChannel f > Z —7 = A AT
BmLEY,
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FIE

ATy T

ATy T2

ATy T3

ATy T4

ATy TH

ATvT6

ATy 71

VAN 4 T4 v 8—T x4 2E 8210 r5oxos0EE [

1R BRI

INTF ArTEAFFT-FTE, VAT LAFTANR—ATROFIEEZFATLE T, LV
Th AT 4 F2lb—Tar E— RITASTWRWES, [Configuration] > [Device List] XA
VT, TITATRTFNRLADIP T RLADFIZH D [System] X T2 U 7 LET,

AUTFHFARNE—RIILoTKRD L HITELY 3,

o VUV E— RDE | [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] <%
A IR ET,

s T E— ROYE, VAT LAFEITAL—XT, [Configuration] > [Context Management] >
[Interfaces] ~A > Z &R L 77,

[EM (Add) 1>[A > % —7 =A% (Interface) ] DNEIZEIN L E3,
[Add Interface] ¥4 7 12 7R v 7 ANFRSINET,

(6=3))

VU= ROEE, ZOFIETHSRE LTV 5 DX [Edit Interface] XA 7 1 7R v 7 AD
INTGA—=BZDH T2y NORTHDTO, MDONRNTA—2E2RETHLEEF. V—T v KE—
FRBEIORMN TG AT LU N BE—=RDA U H—T oA AR LTLL I, LT a7
FAME—RTIEH, AV F—T oA ZADORELXTETTHHNC, A THFANIA U F—T A
AEENOBTEHZMNENHY T, v VTF arTHFAMORELSBLTLIZEN,

[/~ R =7AR—bF (Hardware Port) | R vy 77X 7R N, T A X —T A A%
BT, =T 2 A AERFR— TRV A F—T 2 AERLET,

AVE =T 2 A ANEEA X =TV TROEA L, [Enable Interface] F = v 7 R v 7 A%
LET,

A B =T 2 A AFT 7V hTA R—T N> TWET,
[VLANID] 7 4 —/L KiZ, 1 ~4094 ®» VLANID # A/ LE7,

VLANIDIZiZ, Bt SN TVWD AL v T TTFRNINTND OB £7, FEMIC OV TR,
AL v FDv=aT VEBRLTLLEE N, w/LF arTF% A~ T— RO$AE. VLAN (T
AT ARETLORETE £H A, 1010/200/1210/1220 : VLAN 1 [ T& £ A, VLAN1
X, AA v TR — FOGREMR VLAN A > ¥ —7 =4 A TFRENTHET,

[Secondary VLAN ID] 77 ¢ —/L RIZ, 1 DLL LD VLANID % AX— R E 723 >~ TRE)I- T
AN LET, dEli T DFADOL LS v a2 EH L ET,

ASAIZEHI VX YUVLANT NI 7 4 v 7 25T HE, FDONT T 4 v 7 %7 T4~ VLAN
vy 7 LET,

[Subinterface ID] 7 4 —/L RIZ, T A L H—T =4 AID % 1 ~ 4294967293 DEHTATI L
iﬁqo
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ATvT8

ATvT9

HAIEINDYTA L HZ—T oA ADFEFIE, 7T v F 7+ —LIT Lo TR £, FHEHRIT
ID #EFETEEHA,

(A7 a ) [Description] 7 f —/V RIZ, ZDA 2 H—7 x4 ZAOHBZANLET,
AL 240 SLFLUINTANICTEE T, BATEZ ANTIZIATTANLE T, v F arFF X b
E—ROYA, VAT LAOFHE 2T XA NOFBBICERIEEH Y FHA, T2 —F—N—
FFAT— R V7 O%E, WL [LAN Failover Interface] . [ STATE Failover Interface]
F721% TLAN/STATE Failover Interface] 72 IZEESNET, ZOUBITRETE EEA, =
DA VE—T 2 A AT 2= )VF—N"—FFAT— ) I LERE, 22 CTAALET
NTOBANR, ZOEEOHIATEEXTINET,

[OK]%Z7 U7 LET,
[Interfaces] ™A TR Y £3,

EENEY D
VLAN YT A v Z—T 2 ADTA LA (22—)

VLAN DY T B3 —T 4 XDHI

Iz, TNV EB— R TA U E—T oA ADNRT A—F R ETHH 2~ LET,

interface gigabitethernet 0/1
no nameif
no security-level
no ip address
no shutdown

interface gigabitethernet 0/1.1
vlan 101
nameif inside
security-level 100
ip address 192.168.6.6 255.255.255.0
no shutdown

WIZ, Catalyst 6500 TED X HIZ VLAN v v B 7 S ET 200 &R LET, /— %
PVLANS ([Z#5f5t 9 5 HiEIC DWW Tk, Catalyst 6500 DX EH A REZBRBL T 7ZEW,

ASA Configuration

interface GigabitEthernetl/1
description Connected to Switch GigabitEthernetl/5
no nameif
no security-level
no ip address
no shutdown
|
interface GigabitEthernetl/1.70
vlan 70 secondary 71 72
nameif vlan mapl
security-level 50
ip address 10.11.1.2 255.255.255.0
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no shutdown
|
interface GigabitEthernetl/2
nameif outside
security-level O
ip address 172.16.171.31 255.255.255.0
no shutdown

Catalyst 6500 Configuration

vlan 70
private-vlan primary

private-vlan association 71-72
|

vlian 71

private-vlan community
|

vlan 72
private-vlan isolated
|
interface GigabitEthernetl/5
description Connected to ASA GigabitEthernetl/1
switchport
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 70-72
switchport mode trunk

VLAN ST A 32 —T 24 ADEFE

R1LVIANY T 23 —T 24 ADERE

HEEA N— | BEEETE IR
o3
>
VLAN &/ T00) | Tk DFIRE I S E LT,
¢« ASASSI0 EEART A B 2D VLAN N 0 005 10 1288 2 F L7-,
+ ASA 5510 Security Plus 7 1 2 A @D VLAN 278 10 225 25 [ZH 2 F L
776
« ASA 5520 ® VLAN 378 25 725 100 1T 2 £ L7,
« ASA 5540 @ VLAN 3478 100 725 200 iI2#8 2 £ L7=,
VLAN D 722) | VLAN OHlIBRENAEE S E Lz, ASASSI0DFEART A B A TIX 10005
50 12, Security Plus 7 1 &2 A TiX 25 7>5 100 12, ASA 5520 Tl 100 725
150 12, ASA 5550 TiX 200 75 250 I2HI 2 TWET,
ASA 5580 @ VLAN Eo#hn 812) | ASA 5580 FTHAR— N &5 VLAN 728 100 225 250 ICHE NS E L7,
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BE
SN

v 3

v H L H Y VLAND T T4~ |95Q)
VLAN ~D~< v B2 7 DY R— k

YT A B =T 2 AT, 1 DL EOEI L ZY VLAN ZHTETEXH LD
1220 F L7z, ASAIZED LV Z Y VLAN ChT 7 4 v 7 BZETHE. £
N&E754<Y VLAN I~y 7 LET,

WO AT vk L7z, [Configuration] > [Device Setup] > [Interface
Settings] > [I nterfaces)

[Configuration] > [Device Setup] > [I nterface Settings] > [I nterfaces] > [Add
Interface] > [General]

ISA 3000 @ VLAN ¥ #ahn 913(1)

Security Plus 7 4 & > AR FH 72 ISA 3000 (2D T, K VLAN 5028 25 2>
5100 [2H 2 £ L7,

MAATIRAAL v F i L7 |92
LDOBPE, T B —T AR
TIEVLAN 1 2T A

FAABAAL v TFOHBHETNTIE, VLANIZHFHALTYH T A ¥ —T =
A AZERR TE FH A, VLANLIZ, AA v FR— OB VLAN A >
H—T 2 A ARHITTFRIINLTWNET,

1010 705 9.22(1) LARRICT v 727 L— KL, VLAN1 97 A v F—T = A
ZNZEN S TEEA, £, 7 A% —7 A AD VLANID Z#H L\
VLAN IZEFETL50ERH Y £, 7Ty 7 7 b— Nk, H#IETIHEE.
VLAN 1 YT A o —T = A4 2AMBHEIRENE T,

. VIANY T A2 —T /4R



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



	VLAN サブインターフェイス
	VLAN サブインターフェイスについて
	VLAN サブインターフェイスのライセンス
	VLAN サブインターフェイスのガイドラインと制限事項
	VLAN サブインターフェイスのデフォルト設定
	VLAN サブインターフェイスと 802.1Q トランキングの設定
	VLAN のサブインターフェイスの例
	VLAN サブインターフェイスの履歴


