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BVIICEFXF=2UT 4 LLEHID Y TENEI DL, 77AT U4 —/LE— NS U TR
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T4 T EMUIRNTZ®, BVIA VX2 —T oA AT x=2 T 4 LU REID Y THNT
WERA, =T v RE—RFTIE, BVIERMD A v 2 —T = AL DB DON—TF 4 7 % i#
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*NetBIOS A > A7 gy =y FEEHHICG L TOREM S ET,
* SQL*Net f > A7 v 3> =P : SQL*Net (IHFR OraServ) ~— bk & Ol iE#cE

D—XOHRA NENTFET DHE. BET — X ERIZITH ASA 2T 5 Z &
AENET,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR



| V=79 R E—FBLUIrSVRRTLU L E—FOA V8 —TI4R
Fa7LPravy Pusssre [

TaTILIPRZ v (IPvd & KT IPv6)

ASAIE, A v X2 —T A ATIPV6 7T RL AL IPv4 T RLADE YR —Kr L TWET,
IPv4 & IPv6 DT T, T 74/ bk —FEFRELTLIEE,
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ETILOHARSA Y
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cASATIE, A XY X U LD T T 4 w7 R— SN TWER A, BVI
IP7 RVALEILRY hU—T LD RNT 7 4 v 7N R— IR THET,

cTFRARAETFRLABOER LT 7 4 v/, BIORASAZBHT 57 —F 8T 7 1 v

DETY oI N—FIT% L, BVIOIP 7 RLARKETT, IPv4 b7 4 v 7 DS
1L, IPv4 7 RLAZFEELET, IPV6 F T 7 4 v 7 OEEIE. IPv6 7 KL AZIREL=E
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X7 Ly M E—FREIVR— b TELT, 7Y vV A—T130—7 v RE— RTIEH
A—hFENTWERA,

* 200/ 1010/ 1210/ 1220 Ti%, RIL7 YV v 7 N—TRNIZHE VLAN f > X —T = A A L W)
BT 7AT =N A F =T = AZRIESELZLITTEE A,
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DA VHE—T 2 A A% T 2—VF—=R—F I AT — M) 7 LEEHEAE. 22 CTASILET
NTOBMPAR, ZOBEEOHHAT EFEE INET,

[OK] %7 Vw7 LET,

MELEYY
IPv6 7 FLADEE (17 ~—)
MBS B2 —T 2 A ADA F—T MBI A —H Ky b NTF A —FDFRTE
PPPoE OF%E (10 =X—%)

A B —Tx A ANDSL, ¥—T N FT A, FREFEOMDOTFETISP IZHERH STV,
ISP 28 PPPoE I L CIP 7 RL AZEID B TAEAIT, RONRTA—F 2R ELET,

[Configuration] > [Interfaces] > [Add/Edit I nterface] > [General] DIEIZEI L, [PPPoE IP Address
and Route Settings] %7 U v 7 LET,

[IP Address] ST, IDOWT N E RN L 7,
+ [Obtain IP Address using PPP] : IP 7 K L X = ®IIUIZERE L £ 77,
* [Specify an IP Address] : IP 7 RL A& F#TREL £,
[Route Settings Area] T, WKDETEEZITVVET,

« [Obtain default route using PPPoE] : PPPoE 7 7 A 7 o M3 L 128t 2 g2 L TV WS
2, T74NV M NA— b ERELET, 2047V a v w2 ERTLIHEE. 24T 471
RSN — M EERTEIZEDDLIENTETERTA,

* [PPPOE learned route metric] : 7 NI =X L —7 4 7 F 4 AZ U A& FEH Lz v— MIE
DEUTEY, ABRMEE, 1~255TF, ZOT7 44—V REZZEHOXIICTH &, BEMO
N—=R DT RIZARL—F 4T F A AZ L RAF 1T FT,

* [Enable tracking] : PPPoE DBEHID/L— FD/V— K R T v X T h A4 X —T /I LET,
N—hk b T oFX NI, YN —T v R EB— RTCEFHEATE £,

s [Primary Track] : 7’7 A4~ YU PPPoE L — s N T v XU T H2RELET,

«[TrackID] : /—h b T v X7 Tav AR EIND B0, A%h7 i, 1~
500 T,
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e [TrackIP Address] : N7 v F L 7 DORRIPT KL AZ AN LET, @FH., V—bOXRT A
FARYFFZTF = U= IPT RLATYE, 2L, DA F—T oA ADKIZR Y b
U— 37Tzl "I FERINET,

*[SLAID] : SLAE =X U > 7 7ut AO—EOi#h 1, A7 MEiT1~2147483647 T,

* [Monitor Options] : Z DR % 2 YV 7§ 2% & [Route Monitoring Options] % A 7 12 7 78
7 A3 & £9°, [Route Monitoring Options] # 4 7 2 7R 7 AT, 7 v¥x o 7xigt
T2l NDE=F VT T ADNRT A =L ERETEET,

« [Secondary Track] : ¥ > % U PPPoE/L— s b T v ¥ 7 Z#%ELET,

* [Secondary TrackID] : /L' — h b7 v ¥ 7 7Futv AEH SN L B O+, A7
X, 1~500 T,

ATy T4 [OK]Z27 V)7 LET,

Ty OO N—T A8 —T 214 ADHEFE

TV oV IN—T1F, ASAWBIL—T 4 T TR T VT, 0 F—T 2 AD T )L—
TTT, TV ITN—TE T VAT L NI 7 AT U~V E—R, —T v K77
AT T —/)LE— ROMIFTHR—FENTWET, 7V v 7 A—TOFEMIcONTIE, 7
VoD T N—TI2 oW TESRLTLIEE N,

TV oI N—FLHE#A =T oA RERET DI, ROFIREZFEITLET,

JYy B4 3—T 4R (BVI) DEFE

TV IN—FTLIZ, IPT FLRAERETDBVINKLETT, ASAIX, 77U v ZL—
TINDIRIEEND Ty FOFEEILT RLALLTZOIPT RLAEMALET, BVIIP T
RU A, #ishizxry hT—2 LRI 7Ry NNIZHDLVLERHY £, IPVA ST 7 4 v
I DA, TRTORNT 7 4 v 7 @i IE 521X, BVIIP 7 RUARKETY, IPv6 k7
T4 w7 OEEIE, Ve tb, NI T4y EBBIED ) I u—T RUAERET
HZRENRHYET, VE— MEERCOERBIEL SO 7 SR E FEBLT 57201, T a—
NUVEBT RURAEZRET DI EaMRELET,

V=T v FE—FOHE, BVUCARIZEET S L, BVIAL—T 4 U ZIZBIMLET, 4l
ZHRELRTNIE, 7V oY IA—TIE T AT LU N T A T Ut —)L E— FOBE
CRICE D kRSN E Fi2h 97,
—HDOETNTIE, T 74NV a7 4 X2l —a A7V FAr—7¢ BVIDNEEN
TWET, BMOTY v 7 —7BLOBVIZEHR LT, ZV—7DOTA L N— A H—
Tz AEHEOLTTL L TEET,
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B ooomeros—5z02 B omE
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FIRr

ATy T
ATy T2

ATvT3

ATvT4

ATy Th

ATvT6

INET, ZOTV vV IN—T1FT7 ) vT T A—TOHIBICEENEEA,

FTUART LY hE— ROMEBIOEEA V=7 =2 2ATE (FR— PSR THDHET LD
) | RETERVWTY Y/ —F (ID301) BT 4 Xa L—a A HBIISEN

[Configuration] > [Interfaces] DJIEIZIER L, [Add] > [Bridge Group Interface] &R L £ 5,
[Bridge Group ID] 7 4 —/V RiZ, 1 ~250 DO T VUV v ZA—F1ID # A LET,

DTV T TN—T A N=2E, BT =T = A A%EHIV B TET,
(L—7 v K E&—K) [Interface Name] 7 1 —/L KT, 4Hi%& 48 LFLUNTAS LET,

N7 49 0%TV D T—T A N—DHE (728 21, SERA v Z—T = A 2D
TV oD TN—=TFDRA L R—=) (=T T T EVENRSLEEIT. BVLICAFTZ T 5404
EHRHY F£9,

(V—7 v R E—NK) [Security level] 7 —/L FiZ, 0 (FfK) ~100 (Fm) O L% AJ)

LET,

(PTG AT LR E—FR) IPT7T RLZAEZRELET,

a) [IP Address] 7 4 —/V RiZ, IPv4 7 KL A&Z AN LET,

b) [SubnetMask] 7 4 —/L N IZH TRy b v A7 AT 20, £l A=2—00FIRL
e

FFGUART LU N T7 AT T4 —VIHRA R T RLUA (132 £721F 255.255.255.255) %
OB TRNTLIZIN, £, B0 T xRy MMk (255.255.255252) . "A K 7 RL
AM3I oK (T T AN =L —H HOUARN)—h b—HF  FT AT L
N7 AT T ENEN L DTD) OOV TRy FEFEHLRNTLLZI N,
ASA L, V7 Ry FOREIEAT RLUALRKT RUATEZFEINDTTD ARP /37 >
e Rry X LET, L& BOFT Xy hEEHL, 2OV T7 Xy b 6T v 7 A
MU —A = ~DOTKT R AZEIY Y TGS, ASAIZFA T U AR —A L—HF )
5T v T AR —h L—HF~DARP ERK% K v LET,

—7 v RE—F) IPT7T RLRAZERETDHITIE. OWNTLDOAT > g o ZfERLET,
T 2= VF—=R=R I T AX Y T OEEIE, IPT FLAZFEICTRETHALEND Y £9°,
DHCP iV HR— FENEHA,

«IP 7 RLAZFENCRET HITIE, [UseStaticIP] A7 v ar R¥ %27 U v 7 LTIPT
KL ARE~RT7 B ANTILET,

« DHCP %— "= 5 IP 7 R L A ZHf5d 2 I21%, [Obtain Address via DHCP] 473 3 > 7R
BouE7 Vw7 LET,
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TY YT IN—T A vri—o—f@ttA vi—71 42 15 ri—s0%E [

1. MACT RVAWNA T 3 61 ®DHCP ER X v FRIRIEEIND L H 12T 51
I%. [Use MAC Address] 47> a > RE %71 v 7 LET,

WS OMNDISPITA v Z—T =2 A ZADMAC T RLRIZH T 3 > 61 BLETT,
MAC 7 R L A5 DHCP ER X7 v MIEGENTWOZRWEES, IP 7 R A TE Y 4T
LNFEH A,

2. A7var el BICERSNIZCFAE [T 5%, [Use
“Cisco-<MAC>-<interface name>-<host>"] %7 U v 7 L ¥ 7,

3. (EE) DHCP Y — =55 7 40 b b— k254 5121, [Obtain Default Route
Using DHCP] # 4 2 LE7,

4. (A7 =) DHCPZ 74 7 v R3IPT R L AEROBER A X(ET 55412, DHCP
Nry o~y —T7a— KXy AN 77 7% 1IZERET DI, [Enable DHCP
Broadcast flag for DHCP request and discover messages] & A4 12 L ¥ 7,

DHCP #—N—ZZ D70 —R¥ ¥ A 773 7% ) v AL, 777BICRESN
TWAGRIIIEE N ry M7 r—RF¥y A MLET,

5. (f£&) UV —RAZ®EH T 5I21E. [Renew DHCP Lease] 27 U v 7 L %7,

ATwF1 (7 a) [Description] 7 4 —/L RiZ, ZDOTV »¥ FI—T7OHHEANLET,
ATv 78 [OK]#27 U7 LET,

TV IR A B —T A4 A (BVD) N, MBIV TS o2 —T 4 AL BT, AV
R =Tz A T—TNBMENET,

TV TI—T A N—D—BEGA LV EZ—T AR INTGA—4F
= s
DERTE
ZOFNEZ, TV oY IN—T AN [ U F =T 2 ADLH, EXa VT 4 L, B
LOTY v ¥ T R RET B AT LE T,

48 HHEIIZ

cRLCTY I N—TT, SEIERFEHDOA L X —T AR WA F—T A X
VLAN %714 % —T7 A A, VNIA X —7 A A, EtherChannel f > % —7 = A A)
EEOLHIENTEET, BEHA LV —T oA AT AR— SN TWERA, L—T v
“&— FCi%, EtherChannel & VNI XV A — SN FEHA,

e wINTF AUTHFANE—FRTIE, I TFHFARETAR—ATROFIEEZFEITLET,
VAT AT 4 X al—valynbarTXFAN ar7 4 Xab—va U R
5121, [Configuration] > [Device List] XA > C, 777 4 T2 T /A ADIPT KLADT
WhHDarTxXANEL TN Y v 7 LET,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}



=Ty FE—FBEUFSVRRFLYFE—FDA V4 —Tz4Z |

B ouovon—grvn—o—mutars—7z42 852 —20%E

FIE

&

ATy T2

ATvT3

ATv74
ATy TH
ATvT6

ATy T1

ATy T8

e hTUANRT LU RN E—ROBPE, BHA VA —T =2 AT ZOFEEHEH LT
a3V, FEAVE—T oA AERETHHEIE. PT AT LU hE— ROEHA
B =T 2 A ZADHFE (153=) ZBRLTLEE N,

[Configuration] > [Device Setup] > [I nterface Settings] > [Interfaces] DJEIZEHR L F 97,

BVIiX. WA L —T =2 A A, T A ¥ —7 = A A, EtherChannel I8n— kF ¥ R /)L A
H =Tz AL BT —TNVIERENET, VT 2 TFARFE—FTIE, VAT L
FITAR—ATarTHF A MBIV B TONEA VH—T =2 AR T =T IR REINFE
ﬁ—o

FEBVIA L H—T 2 A ADITERINL T, [Edit] #7 V v 7 LET,

[Edit Interface] A 7 12 7R v 7 AH3, [General] ¥ 7 &R I REETER RS NE T,

G¥)

Firepower 1010 TiL, AA v FHR— 27V v T N—T AL N—L LTHETH I EITTX
FH A

FL7 Yy T N—THNICHE VLAN A V2 =T = A ALYFNL—F f 2 —T = A%
ESHDLZLIFTEERA,

GE)
=T v KE— RTIL, port-channd BLRvni £ X —T =2 A AET Vv VT N—T DA
N LTHR—bFSNLETA,

[Bridge Group] RR v 7 X 7 A=a—T, ZOA LV HF—T 2 AEEVYTHT) v 7
N—TZ @R ET,
[Interface Name] 7 « —/L RIT, 4Hi% 48 SLFLINTATI LET,
[Security level] 7 4 —/L FIZ, 0 (&IK) ~ 100 (Fem) OV~ Lxz AN LET,
AB—=T 2 A ANEFEA FZ—T N TROYETE, [Enable Interface] T v 7 R > 7 A% 4
IZLET,

G¥)
[Channel Group] 7 « —/V RiE@tAA M0 T, A % —7 = A A7) EtherChannel D—# T %
MEIMERLET,

(BB V2= VERO T CTHEEBE ASA ETEY 2 —BlEETEV A P L—Y g v
95354, [Forward traffic to the ASA module for inspection and reporting] = v 7 7R > 7 A% 7
VZLET, GOV TR, OBV a—WIHlTL2ELILBF A v 7 A4 — b A FadH
LTS 7ZEN,

({EE) [Description] 7 4 —/V RKiZ, ZDA ¥ —T7 = AOBAEAN LET,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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ATvT9

F5URR7LY F E—FOEES v 8—T 14 20%% [

X 240 TFLLNTANTEE T, BITH2 ANTICIITTASILE T, 7 =— A —"—F
72 AT— 8 Uo7 oA, AL TLAN Failover Interface] . [STATE Failover Interface] .
$721% [LAN/STATE Failover Interface] 72 EIZEESNET, ZOMBITRETE EEA, =
DA VE—T 2 A A% T 2—VF—=NR—FFAT— M) 7 LEEHEAE. 22 CTASILET
NTOFMPAR, ZOBEEOHWHAT EFEE INET,

[OK] %7 Vw7 LET,

HErEY D

Fi##) MAC 7 KL A, MTU, BX O TCP MSS DR E

R

FSURARTZLUME—FODBEA A —T 14 ADHRTE

NTZUART LU N 77T U4V E—RTlX, T XCOAS X =T oA ART Vv 7
N—TIZRLTCWDRERH Y £, ME—DOFIIMNIERA L F—T A X WBA L F—T =
AA, B TA LB =T 24 A (ZHEAOET L THR—-FENTVWEEHEE) . £ITEHA
H—T = A A%HR 1 5 EtherChannel f ' Z—7 = A A (BEOEHEA L X —T 2 A ADH5H
BE) onTnn) TF, BEHA VX —T oA AIERIOEEA L H—T 24 AL LTHET
& £, Firepower4100/9300 > v —3 Tl&, EHA X —7 =14 A IDIXASAGHELT /14 A
B YU CTlmgmt XA T A H—T = AZHESNTWET, oA F—T oA A X AT
ITEHA V=T oA AL LTHEATEERA, V7NV E—RELFaryTFA T LTI
ODEIRA L H—T 2 A AERETEET, sFMIZONTIE, FT AT Ly b E— ROE
A H—T oA AL TLEE N,

B A 2 —T A AL, To-the-Box 8 L NFrom-the-Box N7 7 4 v VEEHT, T 74w 7
BB TAIENTEEE A,
188 BRI

I DA UH =T 2 A A BT oY TNA—TIE) B THRNWTL I, RETE RN
Vo7 1—7 (ID301) 2. =274 Fal—aricdEmicENEnNET, 207
Vo ZPN—137 0 v JA—70RIBICEEN T A,

Firepower 4100/9300 3 ¥ —3 Tl, @A #—7 = A ZID 1% ASA FHFRT /A 2|28
Y C7= mgmt-type f ' F —7 = A RIS TNET,

“IF A THFRARNE—RTIE, EOA X —T x4 AL (ZHIIFEHA VX —T =
AALEGENET) | 2T HFAMNITHAESEDLIZLFETEERA, T—F A X —
T oA AT HOLENRD Y T,

“NF aArTHFARNET-RTEH, IV TFAPETAR—ATROFIEEZFETLET,
VAT AN AT HRAN AT 4 FXFalb—a SNIEET HITIE, [Configuration] >
[Device List] XA T, 77T 4 TRTNNAADIPT RLAD FIZHDHALTHA N %
ZTNT Y7 LET,
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B 'soxx7Lor2—rogE v s—T 21 20BE

FIE

ATy
ATvT2

ATvT3

ATvT4
ATy

ATvT6

ATy 17

[Configuration] > [Device Setup] > [I nterface Settings] > [Interfaces] DJEIZEIR L £,

BHA L H =T 2 A A, FTA L F =T oA A FIFERA I =T =2 ZInHRD
EtherChannel " — hF ¥ R/L A U F—T = A ADITEEIRL T, [Edit) 7V v 27 LET,

[Edit Interface] % A 7 2 7' 7R v 7 AM, [General] ¥ 7 B EIN S NIRETCERSINET,

Firepower 4100/9300 > % —3 Ti, B A ¥ —7 = A A ID (T ASAGRELT /34 AIZHI D 24T
Temgmt Z A 7 A o H—T 24X ({HBA % —7 = A RXE1T EtherChannel f > % —7 = A
) ZFEDSNTWET,

[Bridge Group] Ku v 7 ¥ 72 A=a2—"T, 774/ h® [--None-] DEFIZLFET, HEA
VH—=T 2 A RET ) Y TN—FIZEY B THI EIETEEE A,

[Interface Name] 7 « —/L RIZ, 4Hi% 48 LFELUNTAT LET,

[Security level] 7 4 —/L RIZ, 0 (&K ~ 100 (Fm) OV~ iE AN LET,

G¥)

[Dedicate this interface to management only] = v 7 7R v 7 A{X, 7 74/ F TA X —7 /L Th
D, RETHZ LILTEERA,

AVE =T 2 A ANETLZA X =TV TROEGA L, [Enable Interface] F = v 7 R 7 A%
WZLET,

IP7 RLAZRETHITIE, ROWTNLOF T a v 2R LET,

GE)
T =A== E QAT AGEAIE, IPT RV AL RAZ LN, T RL A% FEICRIE
THXLERHY £9, DHCP [ZH - — b S EH A, [Configuration] > [Device Management] >
[High Availability] > [Failover] > [Interfaces] # 7 D AKX L /SA IP 7 RV AZFREL T,

cIP7 KL AZFECTHET HIZIL, [Use StaticIP] A7+ a2y R¥ %27V w7 LCIPT
KL RE=RAT B AT LET,

« DHCP % — =5 1P 7 KL A& RS9 5121%, [Obtain Address viaDHCP] 47> 3 v AR
a7V LET,

*MAC 7 RVANRA T 361 @ DHCP R N7 v FNICIRIFESNLD K212 T 51T
IZ. [Use MAC Address] 47> a v R¥ %270 v 7 LET,

W ODPDISPIFA v Z—T 2 A ZADMAC T RLAZH T a3 v 61 BULETT,
MAC 7 R L AN DHCP B3R X7 MIEFENTWARWEAS, IP 7 LA THE Y 4T
LNER A,

« A7 a6l AICAEMR SN SUFHN 2 HE T 512X, [Use
“Cisco-<MAC>-<interface name>-<host>"] %7 U v 7 L ¥ 7,

B 7Y FE—FBEUFSVRRTLUFE—FDA VA —T (R



| V=79 R E—FBLUIrSVRRTLU L E—FOA V8 —TI4R
IPv6 7 KL RDEHE .

o (fEE) DHCP#— =067 7 4L b Jb— N &2 B39 % 121%, [Obtain Default Route
Using DHCP] & 4 12 LE 7,

-(ﬁ7/a/)MKP7747/bmm7%vx%*@%ﬁ%ﬁmﬁéﬁA . DHCP
NRry h~yHX—T7r— KXy AN 77 7% 1 IZRETDHITIE, [EnableDHCP
Broadcast flag for DHCP request and discover messages] & 4 212 L i 7

DHCP YV — =32 D7 0 —R¥x ¥ AN T7T7 7% v AL, 777N TICREEN
TWAEARIIIRE N ry vET7a—REy A M LET,

o (FR) V—A%ZHEHTHIZI1L. [Renew DHCP Lease] #7 U v 7 LE7,

ATv T8 (A7 ar) [Description] 7 4 —/L RIZ, ZDA X —T A ADiHE AT LET,
DL 240 LTFUNTAN TE ET, SATZ ANTIC AT TAALET,
ATy 79 [OK] &7 Vv 7 LET,

IPv6 7 FL ANKTE

ZOWETE, IPv6 7 KLy v v T HFRET D HIEZHOW TR L £,

IPv6 [CDINT

ZOv T a s llE, IPve BT AERNS G ENTVWE T,

IPv6 7 FLRIEE
WD 2FEHDIPV6 DZ=F% % A KN 7T RLRAZHRETXFET,

e Ju—sNL s Fa—rL T RV AT, NT Y v Xy NU—7 THERATRER T Y v 7
TRLATYT, TV TA—TOEE., ZOT RLAIEZEA L N— A F—T AR
TEITRET DD TIERL mepﬁﬁﬁézﬁﬁ%bif Fm. T URNT LY
N E— RCEBA L X —T oA ADT 0 — L7 IPv6 7 RL AR HZETH L TxF
7

e mu—Hh: YV ru—hT LA, BEEERIN-Xy hY—2J T THEAT
EHTTAR—F T RLVATY, —&iE, Vor/a—an 7 RLAEZHEHL Ty
NEHRET HOTIE L, FEOME Ry NTU— 7%7%Vbifﬁﬁﬁﬁ%ﬁwi¢o
=B, T RUAREETITT NV ARR IR EDRA N—ERFBERICEA T XS, 7
VoY TN—TTlE, Av "= A Z =T ADHRNRY) 7 a—hn T KL A&
LTWET, BVIIZIZY 7 a—Bv 7 FLAEHY 8 A,

BARIR. IPv6 NEMET A L9127 a—h )L 7T RLAZRETHLERHY FF, T u—

IV T RUVRZBRETDHE, Voza—hL T RUANAL U H—T A A 5@15’]_&%
N30, Vorvua—hn 7 RURAEEHICRET D2LEITIHY S¥AL, 7TV v 71—
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B wodifiedeuies 4 o5 -z 2 1D

A B —T A ZATIL, BVITZ B— L7 RLRAZHRE LS. ASADHEIIZ A L X—
A B =T A ZDY 7 u—H T RLAZARLET, F2— L T RLAZHELR
WAL, Vo7 ua—hL 7 RLAZHBIRIZT 20, FEICTRETHILELRDHY £,

Modified EUI-64 1 % —2J 4 X ID

RFC 3513 [Internet Protocol Version 6 (IPv6) Addressing Architecture] (A > ¥ —% v h 7m k=
NNR=Dar6T7 Ry 77 —=%77Fx) TE AT VE000 TIHED b DEFRE,
TRTDOLZ=F Y ZAKNIPV6 T RLADA U F—T = A ARBIFEH7IER SN 64 v T,
Modified EUI-64 JE AU THA T Z ENERSNTWET, ASATIE, m—AL U728
BESNTZAA M OESEZBEATE XY,

ZORERENA U H—T 2 A ATEMEEN TS &, ZDA ¥ —7 = A A 1D Modified

EUI-64 TEXAZ A L TV D Z L MR T D720, A VX —T = A ATZAIE L= IPV6 /37 >
FDEFIET RUVANEFILEMAC 7 R RIS U THERINET, IPv6 /N7y hdA

H#—7 = A A 1D |Z Modified EUI-64 TERRZEEFH L TWARWEE, X7y MIFry7F7En, &
DYVAT Al Avb—URNERIIVET,

325003: EUI-64 source address check failed.

7 R AEROMERIT, 7 —D0MER SN GEIC0RFETEINET, BEFOT7a—hooR
ry MIfERSNEFA, £72, 7 RLAOHERIIe—H 1 ) 7 EOFRA MIX L TORE
TCEET,

IPV6 L4 VI RBREIV AT FDERE

ASATX., (F—TNET ATEER SN v X —T = A RIpED) 77T b A H—
Tz A AN DU EDIPV6 VT v 7 A% TS L 512 DHPCv6 7'V 7 o v 7 AFAT:
JIAT U RELTHBET D Z EMNTE, ASAIZZEDT LT 4 v 7 A%V 73y MELTHER
AEB—T 2 A AZEIDYTHZ ENAHETT,

IPv6 TL T 1 v REFEDHE

ASAX, (F—TNETAIHFR SN AINTA L B —T 2 A R ED) 2 T7A T MU H—
Tz A AN DLLEDIPV6 V7 v 7 A%ZITHILD L D IZDHPCV6 7' L7 v 7 AFAT:
JIAT U RELTHBET D Z ENTE, ASAIZZEDTS LT 4 v 7 A%V 73y MELTHER
AE=T A AZEIY B TLHZENARETT, ZHUTKD, HEA v Z—7 = A AT S
NTWBHHRA NI, StateLess Address Auto Configuration (SLAAC) Z{#iH L T2 v — 3L IPv6
T RUVAERETEET, 27E L, NESASAA VX —T =2 A RIT VT v 7 AFALY —/—
ELTHBEL W DEE L TLEEW, ASAE, SLAACY 747> M7 a—/VIPT R
VAZIHT 2L LT EHA, 728 20E, —F 2 ASA ITER SN TV AHEA. ASA
IXSLAACZ A4 7 RELTHEREL ., IPT RLAZEFBETEET, LirL, —ZDEH%HD
Xy NI =7 IIRET V7 4 v 7 2DV TRy N LIEWGE, Vv —F ONEA 4 —
T2A ALETENLDT RLAZFENTHETHDLENRHY £,

ASA 21T & DHCPv6 h— X—REFENTEY, SLAAC 7 74 7 > FIMEFRER (IR) ¢
oy R ASAIZIE(E L728A . ASAIIDNS h—R_R—0 R A A U472 EDTE#HR %A SLAAC 7 5

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR



| V=79 R E—FBLUIrSVRRTLU L E—FOA V8 —TI4R
IP6 LT 1w REEBYIxy ton [

AT MZRMETEET, ASAIX, R AT "NEZITWHTET T, 7747 MZT FLX
ZEIDLBCERAL, 74T IBRMBDIPV6 7 RV AZERT D LI ICHRET DHITIE, 7
FA T NTIPV6 HBIREZHINILET, 7747 N CTAT— ML ARBABREZAD
DL, W= H T RREZALZRAL N A=V TZELET VT 47 A (ASART L
T4 I ABEEFH L CRIE LTV T 4 w7 R) IZESOTIPVG 7 RLUARHEESNE
7

IPv6 TL T4 v REEBY Ty bDF

WOFITIL, ASANDHCPv6 7 KLV AZ T4 T hEERALT, AMlA v X —T = A LT
IP7 FLRAZZITMD EZAZRLTWET, £/, ASAIXDHCPv6 'V 7 v 7 AF(LY
TAT o MefERLTRET LY 0 v 7 220G LET, ASAIX, HESNT VT 4 v 7 X
/64 2y NT—27 YT Xy ML, BEENTEZT VT 4 v 7 AL TFETHRESNZY T

Fw b (0. ul F00E2) EHALE—T A ZADIPV6 T LA (0:0:0:1) AL T,
FECHNTE A o H—T = A A7 v =L IPV6 7 KL AZE D Y TES, ZHHDNEA
H—T 2 A ARSI TS SLAAC 7 74 T > M, & /6497 %y hDIPv6 7 KL A%
BfsLET,

DHCPv6 Address and
Prefix Delegation Server

Internet

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

Prefix from DHCPv6 Prefix Delegation client:
2001:DB8:ABCD:1230::/60

IPv6 address from PD client:

/ <delegated_prefix>::2:0:0:0:1/64

IPv6 address from PD client:
€ <delegated_prefix>::1:0:0:0:1/64
I

IPv6 address from PD client:

<delegated_prefix>::0:0:0:0:1/64 \

SLAAC IPv6 address: SLAAC IPv6 address:
2001:DB8:ABCD:1230:0:0:0:2/64 2001:DB8:ABCD:1232:0:0:0:2/64

SLAAC IPv6 address:
2001:DB8:ABCD:1231:0:0:0:2/64
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B rsoiLovozzzmeTry OB

=Ty FE—FBEUFSVRRFLYFE—FDA V4 —Tz4Z |

IPv6 7L 74 v REE B2 TRy DY

WOBNE, ASAN 462 T Xy MIT VT 4w 7 AT Xy METHEZAZRLTNE
9, 2001:DB8:ABCD:1230::/62, 2001:DB8:ABCD:1234::/62, 2001:DB8:ABCD:1238::/62,
2001:DB8:ABCD:123C::/62, ASA I, WN¥i*r v U —72 (::0) |Z2001:DB8:ABCD:1230::/62 ™
FIRHMEER 64 7Ry b4 ODOWTNEHEHLET, ¥U AN —A v—X2i%, FiH)
TEMD /62 VT %y Ml Tc&Ed, HoL—ZT, WA Z—T7 x4 A (4,5, and
::6) 2 2001:DB8:ABCD:1234::/62 ORI FRE/2 4 DD /64 VT 3y bDHHLD 3 &ML E
T, ZOHAE, WL —F2 A 2 —T oA AIBAESNTZT VT 4 v 7 AEECEG TE 2
Wiz, ASA L TERAESNTZT VT 4 v I ABFR L, W—FRECEDT VT 4 v 7 A%l
HTH50ERH 9, @H, UV —ARHRENICR- 7286, ISPIFBEED Y 7147 2 MC
RICTVT 4 v 7 RAERELETN, ASAVRH LT LT 4 v 7 AEZ TR T-846, Bilwn
TVT7 4w P AT LI ION—FRELETT LR H Y £3, DHCP O—Eikhl+
(DUID) %, FEEiZ bk LET,

DHCPv6 Address and
Prefix Delegation Server

Internet

Cable Modem

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

Prefix from DHCPV6 Prefix Delegation client:
2001:DB8:ABCD:1230::/60

IPv6 address from PD client:
<delegated_prefix>::0:0:0:0:1/64

SLAAC IPv6 address:
2001:DB8:ABCD:1230:0:0:0:2/64 Firewall

Manual IPv6 address:\ Manual IPv6 address:
2001:DB8:ABCD:1234:0:0:0:1/64 2001:DB8:ABCD:1236:0:0:0:1/64

Manual IPv6 address:
2001:DB8:ABCD:1235:0:0:0:1/64
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| V=79 R E—FBLUIrSVRRTLU L E—FOA V8 —TI4R

P TL7 (v 2EEs 547 roEdE ]

IPv6 TLT 4 v IO RERIZA4T7 > FOAEMIE

FIE

ATy T
ATFw T2

ATvT3

ATV

ATy Th

ATvT6

1O bEDA v H—T 24 ATDHCPV6 S L7 4 V AFAET FAT v b A X—7LIC L &E
T, ASA X, 7%y MELTHER Ry FU—ZICEIV Y THZ LN TE5 1 DL ED IPve
TV T4 I AERIGELET, B, TV T4 v I AL TA T N A X —T I LA
VH—T 2 A ALDHCPV6 7 KLV A V7 FA T Fa2HLTIP 7 FLAZESG L, FDMo
ASAA U B —T 2 A AT N, MEESNTZT VT 4 v I ANLESRINLGT RUAEMHL
R

1R BHHEIIZ
s ZOMREIZ. V=T v R 77 AT U4 — L E—RIZBYV Y FR—FINTHET,
c ZOMREII~NLF 2T H AN T— F TV FR—FENFEE A,
« ZOREREIL, VT ARBZ Y T AR—FENTVER AL
c TOMEEITEHEH A LA —T oA ATITRETEEFHA,
« VLT 4w I AFAEERFHTIHEEIE. IPV6 8T 7 4 v 7 ORI R T2, ASAIPVE
FAN—REBDN—H T RRZ A XA MElRE%Z DHCPv6 r— _"— |2 K-> TEID ¥ TH
NHTVT 47 ZAOHEREADNHM L0 BIT DTN ESWVEICRET D HLENH Y 17,
72 & 21X, DHCPv6 H— X"—NT L7 4 v 7 ABAEOHEEA IR % 300 IR E L TV
H881%. ASARA OIREE 150 FICRET A2 LN H D 4, HEEFRM 2R ET D

(213, show ipv6 general-prefix =~ FZfM L %9, ASARA OFREZRET S ITIE,
IPv6 A N—RROBE (28 X—) ZZML T ZE, T 74 /L MMI200HTT,

[Configuration] > [Device Setup] > [I nterface Settings] > [I nterfaces] DNAIZEIR L £ 7,
AVHE =T oA AR LC, [Edit)| 227V v 7 LET,

[Edit Interface] A 7 12 7R v 7 AW, [General] ¥ 7 &R I L7z REE TR RS NE T,

[IPv6]| #7227V v 7 LET,

[Interface IPv6 DHCP] =Y 7" C. [Client Prefix Delegation Name] 7 AR X %27 U v 7 LT,
VT 4w AL EANTTLET,

({£&) [PrefixHint] 7 4 —/L KT, ZETIREENET LT 4 v 7 AT 5128 LD
b hEEMAEL ET,

BE, BEOT V7 47 AK (/6072 L) ZERLETH, LANCHED T VT 4 v I A%
ELTEY, V—ADOHRNEIND & ZITFNEMEICHIRE LEZWEGEIZE, 207V 7 4 v
JADEEEZ e v FE L TANTEET (2001:DBS:ABCD:1230::/60) , e v~ (i
DIV T 4y AETRITT VT4 v I AR) BANTHE, EOvr MIES DM, F£2E%E
HFEHE L MIRED DOE 923 DHCP —_"—|Z Lo TIRESNE T,

[OK1 %27 U v Z LET,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}



=Ty FE—FELUVFSVRRFLY P E—FDIv8—Tx4Z |

B /o7 rLzons

[Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] <A IR Y £79°,

ATy 7T1 [Applyl 27V v 7 LET,

AT T8 ASAA L H—T 2 A ADTa—rVIPT RLALE LTI LT 4 w7 ADY T Xy h&%ED Y
THITIE, 78— UV IPv6 7 R ADFRE (228—2) L TLEIN,

ATv79 (&) SLAAC 7 747 v MTRAAL & LW — "= T X —H Z4t3 5 121X, DHCPv6
AT =K LA P —=R"—OFE ML T TEIV,

ZATFYT10 (TE) BGP T LT 4 v T A% T RAXAXTAI121F. IPv6 Ry T —7 DOFRTE SR L
TLIEEW,

=A==

8—/\J)LIPv6 7 FLADKRTE

N=T v FRE=ROMERDA S =T 2 A AL FTUVANRT L b F= FELFIV—T v B
F—RFOBVIIZHLTZm—ULIPv6 7 R AZRET HI121E, ROFIAZETLET,

DHCPVv6 B L O TF V7 4 IV AFFEA TV aitk, v VF avTHA KN E—FTIEYAR—-F
NLTWER A,

\}

GE)

Ja—)L 7 RLABRRETDHE, Vorza—hLT7 FLAZHBMICRESN DD, Bz
WICRETALETIH Y EHA, TV vy TNA—TF12o0WT, BVI T/ a— L 7 KL A5
ETDHE, TRTDALNR—= A H =T 2 AD) I a—h)L T FLUANHBHIZHRTE S
hiﬁ—o

YT B —T A ZADEE . BA v F—T = A AD[E L Burned-In MAC Address ZfE 4%
DT, MACT FLALFENTRETLHZ L 2BEOLET, IPv6 V7 a—L 7 RLAX
MAC 7 RV RIZESWTAER S ND 2D, T4 0 F—T A AZ—EDMAC T KL A%
BN YTEHZ LT, —BDOIPv6 V7 a—Hh)L 7 RLUARAREIZAR Y . ASA THED A A
HUATD NI 74w 7 OFWiERETHZ ENTEET, FHIMACT KL A, MTU, BXW
TCPMSS DR ELZSHL T IEEW,

4RO HREIIC

FIE

cINTF ArTHRADET-RNTE, AT FRAMFTAN—ATROFIEZFATLET,
VAT A AT 4 Xal—rarynbarsyX AL ary o Fal—va YRz
51Z1%, [Configuration]>[Device List] ™A > C, 777 4 72T /XA ADIPT KLADTF
WZHDATHXRARNAEL TN Y v 7 LET,

AT 71 [Configuration] > [Device Setup] > [I nterface Settings] > [Interfaces] DJIEIZEIR L 9,
ATYT2 A F =T A& LT, [Edit] 227 ) v 7 LET,

B LTy RFE—FBEUFSVRRFLUFE—FOA V2 —T (R
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| V=79 R E—FBLUIrSVRRTLU L E—FOA V8 —TI4R
SO—/\ILIP6 T KLADHRE .

[Edit Interface] A 7 1 77K v 7 A3, [General] ¥ 7 3R S 7 REE TR EINE T,

roo AT LY N EB— R, T3V —TFT Yy RE—FOT) v ZF—7084 . BVI 2%
WLEST, FTU AT LU b E—ROBEEIT, BHEMAAS X —T7 24 ALEIRTE ET,

ATV T3 [IPV6] ¥ 7% 7 ) w7 LET,

L—TFTYRE—FELUVIFSVARFLUVFE—FDAVE2—T (4R .



L—F9 FE—KBEURSVRRTLY F E— KOS v8—T 24 |
B /o—vre7rLzons

B 1:IPv6E%5E
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| V=79 R E—FBLUIrSVRRTLU L E—FOA V8 —TI4R
S A—/NJLIPv6 7 KL ADRE .

RATY T4 [EnableIPv6] = v /Ry 7 Ak A N2 LET,

ATy TE5 ((EE) v—Hh U7 DIPv6 7 R L A2 Modified EUL-64 JERD A o Z — 7 = A ZFHIF D
i Fl % FH 4 5 121%, [Enforce EUL-64] F = v 7 R v 7 A% 4 1 LET,

ATYT6 =Ty RA L H =T A R) Ta—sLIPv6 T RLAZRDWNT IO HETRE L F
R

T2V F—NR—=R I S2ZY T BIONL—T Ry A EZ—T A ZADEEIT. IPT
RLZAZFECTRETAULENDYVET I TRZY L ITOEE, Vora—h)LT7 RLADFE
FREITVFR— S TWEREA,

e A7 — hL AT FL Z2HEMERR (SLAAC) : [ > Z—7 =A AIPv6T KL A (Interface
IPv6 Addresses) | = U 7 C, [7 KL XH &L (Enable address autoconfiguration) | = v
IRy I A% A AT LET,

AU H—Tx2AALTSLAACEENCT HE, ZIELINN—F T RRZAL XA N Ay
=T DOTVT 4w 7 RISV TIPVE T RLAZRELET, SLAAC AN/ -> T
WABGE, AV 2 —T A ADY 7 a—Hh)LT KL AL, ModifiedEUI-64 A > % —7 =
A ZIDNZEDSWTHBIWICER S IET,

GE)

RFC 4862 Ti%. SLAAC IZHERENTZARA MINL—F T RREZ AL XA s A —T%
EELARAWEHELTWETA, CiscoASAIZZDEE. W—F T RREZAL XA N Ay
T—VEEELET, A vE—T%MEIT5HITIE, [SuppressRA| F = v 7Ry 7 A&
ZLET,

TN IN— R e A= AVTDEET, Fry X T A= a—b [T 74/ b
Dfg#Edhep (default trust dhep) ] £721E [T 7 /v b Of5#Hignore (default trust ignore) ] %
BIRLEJ, [T 74/ hDfE48Edhep (default trust dhep) ] TiE. Cisco ASA NMEHETE 5
Y= (IPv6 7 FL Az LD LR CY—/3—) D=2 T RANZ A XX FInbD
T 7N IN— NOBEFEHATHEIEBELET, [T 7 4/L FOfEHHignore (default trust
ignore) | TliX, BIOR Y NT—=TNHDN—FT RAZA XA NefHTEL L HEE
LEY, ZhiE. VAT DOEWHIEICRY £,

c FENRE : /R — VUL IPV6 7 RL A ZFE)TRET HITIE, ROFIREZFEITLET,
1. [Interface IPv6 Addresses] fHI T, [Add] &7 U v 7 LE7,
[Add IPv6 Address for Interface] A 7 R VR v 7 ANERRINET,

2. [Address/Prefix Length] 7 t —/V RIZ AT HMEIZ, fEHT D HIEIC L > TERZRY £
R

e SEA B — /LT RUR  FEITTY RLAREE ANTAESIT. Z2RT R
VAIZIZ, Vv 74 v 7 AEEADLET,

* Modified EUL 64 JEZ 1 IPV6 L7 o v 7 AL T LT 4 v 7 A& NI L4,
[EUL64] T = v IRy 7 AeF A2 LET, 2LV, Modified EUI 64 X%
EHLTCA X —T A AIDBEKSIND L2 0 ET, =& 2,
2001:0DB8::BA98:0:3210/48 (5£42727 R L A) F£721%2001:0DB8::/48 ('L 7 1 v
7 A, [EUI 64] 134 )

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}



L—F9 R E—FBEUIFSVRARTLUF E—FOA058—Tz4Z |
(FFLav) Yyrsno—haL7 FLAOBBHRTE

cFHEENTZ TV T 4 v I A BEENTZT VT 4 v T ANBIPVG T VT 4 v 7 A
BT BT, IPv6T KL AL LT 4 v 7 AEZASILET, %kiZ. DHCPv6
TVIATARET TA TV NIRELTET VT 4 v 7 A4 (IPV6 T V7 4 w7
AFLET TAT v bOFYE (21 =) BHM) % [Prefix Name] 7 4 —/L K
WA LTS, [Add] 27 U v 7 LET,

WE, BEESNTT VT 4 7 AT /60 LT ThHTeD, #6431y NU—2I|Z
YT xy MeTEET, Bichd s 747 FHIZSLAAC VR — b T 54
ERHDHGEE, 64 BV R—FENDH T xRy RETT, /6073y k&4
T FL2 (1:0:0:0:1 72 ) ZAEETH2LEBHY £, TLT7 1 7 Z3/60
KEOLZAEIX, 7T RVADRENZ « 2 AN LET, 7mE 2, BfEEhi=7T V7 4
27 A3 2001:DB8:1234:5670::/60 ThH D356, ZDA X —T7 =2 A AZHDHTH
N5 7 —sLIP 7 B L AL 2001:DB8:1234:5671::1/64 T, /L—% 7 K% A
AA RTT RARZAXINDT VT 47 A3 2001:DB8:1234:5671::/64 T¥, =
OBITIE, TV 7 47 AN 60 Kl THDIHAE, TV7 4 v 7 ADEYVOE Y b
I, BICEEIND s IZX o TREND LI, 0120 ET, =& xiX. 7V
7 4 7 AN 2001:DB8:1234::/48 T H A, IPve 7 KL A%
2001:DB8:1234::1:0:0:0:1/64 12721 £3°,

3. [OK]&ZZ7 VU vyZ7 LET,

« DHCPv6 Z#fE L CT7 RLAZHAGF L £7,
1. [Interface IPv6 DHCP] fE)% T, [Enable DHCP] F = v 7R v 7 A% F IZLET,

2. (AFvav) V=BT RREAL XA NINLTFT 7 4V hv—&Z B BET 5581,
[Enable Default] &= v 7 R v 7 A% A2 LET,

AFv Tl BVIfLZ—TxAR) BVICFEH T/ o — L7 RLZAZE DY TES, FFL 22T L
VEE—ROEBEHA U H =T A ATYH, ZOHEEFERHLET,

a) [Interface IPv6 Addresses] T T, [Add] Z27 U v 7 LE T,
[Add IPv6 Address for Interface] % A 7 1 7R v 7 ANFRIILET,

b) [Address/Prefix Length] 7 4 —/V RiZ, 82727 a— 3L IPv6 7 KL AL IPv6 'L 7 14 v
JADRS AN LET,
) [OK]%27VUvyZ7 LET,

ATy T8 [OK]Z7 V7 LET,

[Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] A TR Y £77,

(AT 3y) Yosa—AILT7RFLRAOBEERTE

Ta—N)L T RUVAZRETDMNENRL, Vora—h)L 7 RUARETEHRET 2 LEN
HOHGEIT, Vo ra—A VT RLRAEZA L Z—T 24 ZADOMACT F L AIZESWTERT

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR



| »—FyFE—FELUF

FIE

&
ATy T2

ATv73
ATvT4

ATy TH

(AT 3v)

FIE

ATvT1

FUARFZLUY M E—FDA VB —T (R
(FFvav) Yyosa—haL 7 FLAOFEHHRTE .

5L HTEET (Modified EUL-64 TER, MACT RFLATHHAT A E Yy MII48 > M ThHh
Hlzb, A —T 2 AIDICHNER 64y NEHODLT-OITEME y N EFHAT HHLEN

Vo7ua—)n 7 RLREAH—T oA AZEBPIICRET DITIE. ROFNEEZFZITLE
-éAO

15D B HIIC

[Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] DJEIZEHR L F 77,
AU —=T oA AZERLTC, [Bdit]| 27 Vv 27 LET,

N—F v RE—RDOT Y v P N—T0O8E1%, BVI 28R LE1,

[Edit Interface] 4 7 12 778 v 27 AH3, [General] ¥ 7 23R S L7 RRE TR SN E T,
[IPv6] # 7% 7V v 7 LET,

[IPv6 configuration] £} T, [Enable IPv6] F=v 7 Ry 7 XA &4 12 LET,

TOF T ar TR, IPV6 A RF—T NI, A X —T A ADMAC 7 KL R|IZHSL
Modified EUI-64 A > Z—7 = A AIDD ZEH LTI 7 a—h L7 FL A% HEMICAER L F
K

N=Ty FRE=RDT Y v V7 N—7TiE, BVHIZHLTIPV6 ZHMCT DL, TXTD A
VN— A B =T A ADY 7 a—J)v T RUAREREINET,

[OK1 %227 U v o LET,

Jooa0—hAIL 7 FLADFEERTE

Ia—sNL T RUVRAERETHLENRLS, Vorra—h)LV T RVARETERET HLEN
HHGAEF, Vo7 ue—h T RLAZFETEFRTE 7, Modified EUI-64 TE T IS <
Vo7u—hLT7 RLVAZHEBIIZE VS CAZ E2HRLET, X, FothoT g
AT Modified EUI-64 TEX O 58 E S 556, FEITHO YTy rrn—L 7 Fb
ALV ANTy MRy TINHZ EnHY FT,

A HF—=TxA R 7= T RLRAEEID B THIZIE, ROFIEEZFEITLET,

[Configuration] > [Device Setup] > [Interface Settings] > [I nterfaces] DJEIZEHR L F 77,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}



B ez —grons

ATy T2

ATvT3
ATy T4

ATy TH

ATvT6

=Ty FE—FBEUFSVRRFLYFE—FDA V4 —Tz4Z |

VBT AR LT, [Bdi| 52 ) v 7 LET
TV ITN—TDEARF, TV T N—T A RN— A H—T x4 AZERLET,
[Edit Interface] # A 7 @ 7' 7R w7 A3, [General] ¥ 7 MBN@EIR S NIRETEREINE T,

[IPv6] ¥ 7% 27 U w7 LET,

(EE) a—H)L Y7 DIPv6 7 KL A2 Modified EUI-64 TE R DA o #— 7 = A ZAFBIF D
i Fl %3 FH 4 5 121%. [Enforce EUI-64] F = v 7 R v 7 A% 4 1 LET,

Vorma—hnT KL RAEFRET HITIE, [Link-local address] 7 4 —/V KiZT7 KL 2% AL
7,

V> um—h T KLU AL, FE8, FE9, FEA., F7/2IXFEB THE > TV AMLERH D F7°,
7= & 21X £e80::20d:88ff:feee:6a82 D L H 12720 9, IPv6 7 KL v o 7 DOFEMIZ DWW T,
IPv6 7 FL AZZIL T I,

[OK1 %27 U v 7 LET,

IPv6 A N—IFREDEKTE

FIE

&
ATvT2
AFvT3

IPv6 RA N—¥ER Tt AL, ICMPv6 A vt —VBIRERE ) — R LFXy A N T N
2EEALT, MUAy hU—2 (a—hr V7)) EORAN—DY o IET KL XAEEE
L. ™A R—OFiAH UrREME 2R L, ML — 2 28 L E7,

J—=F (RADR) FIRAN—RBEHEHL T, #5) 7 RITHFET L2 ERbhoTndH R
AN=—DY I ET RUADRES, 8hilieolzF% v v ¥ 2 fiORH R\ — P 2T E T,

F7-, KA MIXANRN—ERZFHL T, mA MR T Ay h2EEELEI ELTWD
B — 2 2 LET, 51, /—REZoFa baz2EH LT, EOxA =) 8)5E
ARETEDRAN=NEI TRV ET 7T 4 7B L Ebic, BREEINV V7 BT
RLZAEHRHELET, L—FFEIZN—F~DO/RARIDND & RA MIBERE L TV ARE
N—=B FTNINRBERRET 7T 4 TITHRBLET,

[Configuration] > [Device Setup] > [I nterface Settings] > [I nterfaces] DNAIZER L F 97,
IPv6 A N—DREEITI IPV6 A » X —T = A AR L., [Edit] 27V v 27 LET,
[IPv6] ¥ 7% 27 U w7 LET,
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| V=79 R E—FBLUIrSVRRTLU L E—FOA V8 —TI4R
ipvs 1 i—FR0EE [

K
itk

2: %4 IN—IFRD
@ [ ] Edit Ethernet Interface

General Advanced IPv6

Enable IPv6 © Enforce EUI-64

DAD Attempts: 1 NS Interval: 1000 milliseconds
Reachable Time: 0 milliseconds

RA Lifetime: 1800 seconds Suppress RA

RA Interval: 200 seconds RA Interval in Milliseconds

Hosts should use DHCP for address config
Hosts should use DHCP for non-address config

Loopback Detection

Router Advertisement DNS
Address Lifetime Add

Edit

Delete

Router Advertisement DNS-SEARCH-LIST
DomainName Lifetime Add

Edit

Delete

Interface IPv6 Addresses

Link-local address:

Enable address autoconfiguration  default trust dhcp

Address EUI64 Prefix Name Add
Edit

Delete

Interface IPv6 Prefixes
Address Preferred Lifetime/Date Valid Lifetime/Date Add

Edit

Delete

ATy T4  FFAE5 [DAD Attempts] DR Z AN L ET,

EOFFHIL 0 ~ 600 TY, ZOMEN0DHE. HEINTZA ¥ —7 = A ATO DAD ZLELN
Wb <NET, F 740 MEIZ 1T,

DAD X, BV Y THNDHENC, HTLWVW2=F% ¥y XA MNIPv6 7 RLADO—EMZAL, *v b
U—JZICHEETHIPV6 T RL AN I TWAWnWhd Y v 7 X—Z2A TR LE1, ASA
L. RANRN—EEFBERA -V %A LT, DAD Z2ETLET,
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B rexq—gromE

ATvT5

ATvT6

ATy T17

ATvT8

=Ty FE—FBEUFSVRRFLYFE—FDA V4 —Tz4Z |

BHET RLUARKREEIND &, 20T KLU ADIREIZDUPLICATE (252 E i, 7 KL AH#E
FARISA L 720 DT — A o —UNERRENET,

325002: Duplicate address ipv6 address/MAC address on interface

HET FLANA L F—T A ZDY v ra—HLT RLATHONE, A F—T A AT
IPv6 /X7 N OMEFINZ /2 £9, EHET RLARTZT o — L 7 RLATHIE, D
T RUAIEH S EE A,

[NS Interval] (I UFRPHAL) (ICATI LT, IPv6 XA N—FFERX v — TV OFEEMBEZRE L
£

value B3 DA 72 EIX. 1000 ~ 3600000 3 VT3,

B—H Vs RZHBMD )~ FOY 7 LAF¥ T RLRZRINTH720, /— Rird x
A N=IHEERA v = (ICMPv6 Type 135) Am—JL U U ZITEESILET, FA 31—
EEERA Y E—VEZETDHE, 51k — I, XA NN=T FRNFA XA N A=Y
(ICPMv6 Type 136) #r—Hh/L U7 FICEE LUK LET,

FEITL) — RBRANRN—T RRE A XA NeZGT 5L, ¥ME7L/ — NEsEd /) — RB@EE
TEDHE TRV FET, RANRN—EFERA =V, RAN—DV 78T KL RG]
SN, RAN—DBEAREIEOHBICOEHSNET, /— KRB LR A N—DF|EA]
BEMEEZRGET 2856, XA N—FFERA v E—URNOSEHET FLALE LT, ZOFRA =D
A=Fy AR T RLREHEALET,

FAN—=T KRREAL XA AyE—VlE, a—HhHV Vo7 EO/)—FRDY BT KL 2R
DEBRINEEICHEFEINET,

[Reachable Time] (FVHNZ) (ZATI LT, UE— FIPv6 / — RIZRZEARERIFM 25X E L E T,

I FE R RERFH 2 0 ~ 3600000 2 VP CREL F9, KM% 0 ICRET D &, BErREREREIX
[RE) &L CEfEanEd, BEnREREMOMERE L, BT 201X, ZIET 34 A%
EC4,

FAN—FBIEARERNMEZRET D L, FATERVRA N2 RHTEET, FHZEERE
Ték\ﬁ%f%&wz4Aw%iD$<@mﬁ%i¢otﬁb\%ﬁ%@<féﬁ2\mm
K BT — 7 HHE & T RTDIPV6 Ry b T —2 T8 ZADMFRY V) — A DO E) N 2
T, HHE O IPv6 DIEMATIL, HF VEVIFEZRE TR X EH A,

[RA Lifetime] (BVEfZ) (AN LT, a—h U7 ED /) —FRR, ASAZ) 7 EOF 7 4
NV —Z LR TROESEZRELET,

BEOHPFIL 0 ~9000 T, 0FZASTTTHE, ASAITBIR LA v Z—T A ADTFT 7 )b
h—XERRSNFEEA,

Jo—B T RNNE A XX R 2l HI2IE, [SuppressRA] F = v 7Ry 7 A% A A LET,

N—HHEEE X v— (ICMPv6 Type 133) IZISE LT, W—F T RNE AL XA N A vE—
¥ (ICMPv6 Type 134) ZNHEBICKE SN E T, V—ZEHFHEA v E—DE, VAT LDEH)
RFZR A R BIRESNDT2D, AA B i WIZAT YV a2 — /LIS TNDBN—F T RANZ A X
AV A=V EFOZERTEELICHBRELITY) 2N TEET,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR



| V=79 R E—FBLUIrSVRRTLU L E—FOA V8 —TI4R

ATvT9

ATy 710

ATvyIN

ATvT12

ipv 1 —gzE0EE ||

ASA TIPV6 TV 7 4 v 7 AT ZMBEN WA X —T 24 A NEBA o Z—T = A A
E) T, N6 AvE—UEEHITEET,

TOF T arEENCT AL, ASARY 7 ETIXIPV6 L—& T < EHE O IPv6 R A
NR=DEICRZDEHTH 9,

[RA Interval] IZAJI LT, IPV6 L—H 7 RNNZ A XA OEGRHBEHEL ET,
HRMEOFPAIL 3 ~ 1800 B CT9, T 7 4/ X200 B T9,

=B T RNRE A XX MEERIROMEZ I VB HALCIBINIT 5121, [RA Interval in
Milliseconds] F = v 7 K v 7 A% F 242 LT, 500 ~ 1800000 D& % AJ L,

HDOIPV6 / — RERBI L2V E 912, CiscoASAITRTEE (Vv ¥ —) 27X LB LE
7,

[ARA MET N L A% E CDHCPAZ M3 % (Hosts should use DHCP for address config) ] F =
IRy 7 AeA LT, IRESNDAT — P LABEREDT RLALANDOT KL A2 IfG
ERAS iDm}m%ﬁmﬁézgﬂ%é L& IPv6 AT — hL AT RLAHBRE (SLAAC)
7747 v M@ LET,

ZOFT v a s id, IPV6/v—F T RN A XA b N Ty FOFBHRT NVARET 77
ERELET,

[RA MIFHET L ZADFREICDHCPZ 4%  (Hosts should use DHCP for non-address config) ]
Fxy IRy ZAaA LT, DNS #—/3=7 R L 72 L OiBENITE# % DHCPv6 7> H Bufs
T %I21% DHCPV6 2§ 2468038 5 Z & & IPv6 SLAAC 7 7 A 77 Ml L £7,

TOFTvaiE, IPVOL—F T RNRXEA XA N Xy ROFOMDOT RVARET TV
ERTELET,

DNS %—/"—D U X ~%&IPv6 7 T A T > MIT FNRXZ A XF 5121, [FRDNSH—/3—
(Recursive DNS Server) | (RDNSS) A7 a v EZHELET,

ZOF T asiE, T RUAEEIC DHCPv6 DD U IZ SLAAC 232527 747 2 Mtk
SEHET, CiscoASA CTT V7 4 v 7 AR T4 T v M aAhc LizgHaiE, (b,
Cisco ASA @ DHCPv6 A7 — k L A — S—ZA{fi J] L T Cisco ASA 7332{§ L 72 DNS #—/3—
HHREETZENTEET, MHOFREHRELGAE, 7747 NIl F O —~—t& v
MeZfELET,

a) [V—&7 KK A XA FDNS (Router Advertisement DNS) ] =V 7 C, [EBJ (Add) ]
27V v LET,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}



L—F9 R E—FBEUIFSVRARTLUF E—FOA058—Tz4Z |
B rexq—gromE

3:DNS H—/"—D3EM

[) @ Add DNS for Interface

IPV6 Address: 2620:119:35::35

Lifetime

Enable Lifetime
Lifetime: 1000 (0, 200-4294967295)
Help Cancel -

b) DNS #—/3—® [IPv67 KL A (IPv6 Address) | # AJJLET,

) UEE) [7A4 744 %248 F 5 (Enable Lifetime) ] 2412 L, DNS P — 3—23%
AIRICEF SN DK [TA4 7 %A & (Lifetime) | (BPHAL) % 200 ~ 4294967295 D
FICANLET, [lHZ0ICHRETHE, = b UVIIMEH SN ET A, HE 4294967295 (1
RETHE, =2 b UITHREIINICRY £ A, T 7 40 M3 KRA BFED 3 T4,
EI1X RA BIFRLL LIC T 208N H Y £97,

d [OK]Z7 Vw7 LET,

e) K8 DDV —N—TLREOFIEEZHEVIELE T, V——TEBMLNEZT K% A X
SNET,

ATvT13 [DNSHi#& U A kb (DNS Search List) ] (DNSSL) 47> a v ZREL T, IPv6 7 747 T
BBERAL DY A 2T FAZAL X LET,

ZOF T a it T RUAEEIC DHCPv6 DD W IZSLAAC 23527 747 > MMtk
MBFET, CiscoASA T LT 4 vV ARET TAT > AN LIZHE. AT, Cisco
ASA @ DHCPv6 A7 — k L A — "—Z{#iH L T Cisco ASA 735215 L7 DNS KA A % JET
ZENTEET, MFDOHEEZRELIZGS, 7747 MIMFDO RAAL Oty &%
L9,

a) [JV—& 7T RA\ZA XA NDNS-SEARCH-LIST (Router Advertisement DNS-SEARCH-LIST) ]
T U7 T, B (Add) 1227V v 7 LET,
H4:3FA KA DEM

[) @ Add DNS-Search-List for Interface

Domain Name: cisco.com

Lifetime

Enable Lifetime

Lifetime: |1000| (0, 200-4294967295)

Help Cancel -

b) FAASBEANLET,

) UEE) [F7A4 744 L%E2G%0TT 5 (Enable Lifetime) | 2412 LT, RAA UHMEA
SNDHK[T7A 7 XA L (Lifetime) | ZFPEATAS LET, EIX 200 ~ 4294967295 T
T, [EZ 0ICERETHE, = MIIREHINERA, H%E 4294967295 IZRRET D &

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR



| V=79 R E—FBLUIrSVRRTLU L E—FOA V8 —TI4R

ATV 714

ATv 715

ATy 716

pvs x4 —R0EE [

2 b UIEHIREINIC 2 0 £ A, T 7 40 MIEK RA IR 3 15T, I RA k@
PEIZT20ERHY £,

d [OK]%27YUvyZ7 LET,

€) WMRSDODRAALNZOWNWTHDIELET, RAAL ATEBMULEZIECT KX A XSINE
R

IPv6 /L—H% T RNHA XA NZEDDHIPV6 VT 4 v 7 AERELET,

a) [Interface IPv6 Prefixes] fEIk C, [Add]| %7 V v 7 LET,

b) TI7ANIDT VLT 4 w7 AEMHT DX, [Address/Prefix Length] I A )3 2% 7>, [Default]
Frvl Ry I AT AT LET,

c) IPv6 7 RL A% FEITHET D L HIZA A MIHMHIT 511X, [No Auto-Configuration]
Fzv IRy I AEF NI LET, BELEZT LT 4y 7 ADu—h)L ) 7 EOKRA B
TIX. IPv6 SLAAC ZfEH TE 8 A,

d) VLT 4y T AT RREA XX MEBZHT 5HIZ1E, [No Advertisements] = > 7 7R v
JAZBFAZLET, [T 740 (Default) | 7'V 7 4 v 7 ZADOEE, ZOREFTA Y
YTV T 4y I AZDORENENET, FEDAT V7T VLT w7 AT [T RAZ
A R L7V (NoAdvertisements) |ZFE LRWRY . A7 V7 FVL7 4 v 7 RTH| &
T RARE A XENET,

e) HELLET VI 4w A% A7) 7 L LUTRET DI, [OffLink] F=v 7 Ry 7 A
HEAANCLET, V7 4V AFLE Y MU T TT RY A RXENET, TV T74v7
A, RSNV T 4 v I AL LT —T 4 T T—T A S EE A

f) [Prefix Lifetime] 7% C, [Lifetime Duration] & 7= (X [Lifetime Expiration Date] Z 5/& L £ 7,
ERAHMAmE S L 7 FURITEIRREBICRY £3, BIRREOT R 2o i
R FHALN, ELSEULNTHDIDITTIES Y A, AR OHRATIN -
W2, T RLVRAFIEZ e EHTEEYA, A7 A 754 LTEHRTA T XA LLTH
CNZENLDEWVWRERHY 97,

« [Lifetime Duration] : fED#iFAIL 0 ~ 4294967295 T, T 7 4 /L b DAL 2592000
(B0 H#) Td, 774 /v hOESEA RN 604800 (7 HH) T3, HARMEITHERR
RKTT,

« [Lifetime Expiration Date] : A& >EETHHEHEZ Ky 7 XU 2 R BHiER
L. Rl % hhmm B TA L ET,

g) [OK] %27 VU7 LTRENEEZRTLET,

[OK] %2V v LET,

ALT A v 7 IPV6 FA N—ZFELET,

RDITA BT A EHIRFEHIT, AZT 1 v 7 IPv6 A N—DOFRGEICH SN E T,

s ZORERBIZ, AX¥T 47 ARP =2 h U OBINZETWET, IPv6 R A N—ER T vt
Ak AHBEEBBLT, HBESNZIPVO T RLADTZ Y MU NRRA NR—FERF vy vz
T CICHFETLHE, = NVIEHBINICAY T v 7 = MUICEBRENE T, IR
S5Oy hUIE, copy 2~ REMAL TRELRTT D & SITREIRFINET,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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B s rsvrmmsntrsi—orresy7

«IPV6 KA N—ERE X v v aNDAZT 4 v 7 T2 P YRRAN—RRT m R L -
TERINDZLEHY XA,

« Rk S 72 ICMP syslog I3, IPV6 A 23— =2 kU OEHIF A EHICER LET, IPv6
FAN—=TU RNUDASAT 74V K XA~—X30 B THDH72H, ASA T30 EBXIC
ICMPV6 %A N—RBB L OISE N v M EERLET, ASAIZT =— /LA —/3— LAN
BLOIPV6E 7 FLATRESNTIRES V H—T = A ZADOW TN HHEIE, 30T &
12, ICMPV6 A N—EERB L RINE T > ", REFHADOY 7 a—J)VIPv6 T KL
AD WSO ASA THERSNET, Fo, &7 v MIEED syslog (ICMP #fids L O
0=V RANOERETNIT 4 T XU ) ZERT D70, e ICMP syslog 73R &
NTWEEINCRZDZENHY ET, IPV6 XA NRN—x 2 NI DU 7Ly v 2 BT,
BEOT—H A H—T 2 ATREARERTTN, Tz— A —N"—f X —T xR
TIREARETIEH Y £ A, 72720, ZDICMP A N—¥EK T 7 4 v 27 O CPU D
AT DT ) TT,

HA T I v 7B ENTZRANR—DFRRETZ VT (34 —=) LT TEEN,

a) [Configuration] > [Device Management] > [Advanced] > [[Pv6 Neighbor Discovery Cache] % 5&R
LET,
b) [Add] %2V v 27 LET,

[Add IPv6 Static Neighbor] % A 7 1 77K v 7 ANRFR S IET,

¢) [InterfaceName] Fu v X7 U X Rnh | RAN—ZBINT DA 0 F—7T = A A% IEIR
LET,

d) [IPAddress] 7 4 —/V RiZa—Hh /L T—X Y7 7 RLAZKHET 2 IPv6 7 KL A% AJ)
T 50, BRGE () 27V y 7 LT FLRAEZZRLET,

e) [MAC address] 7 4 —/V N2, #—H/LOF—Z[EfHE (N— R =7) MACT RL A% A
HLET,

f [OK]%Z Vw2 LET,

ATvT1T [Applyl #27 V7 LT, F7ar7 4 Fal—raaRIELET,

FATFTIvIICBEINEZRAN—DRREI )T
WA R E T — RARA /S IET BH . A AS—IZRA /S ¥ B
NET, FA A D%y 5 L2 BHIR SRS DI, Z0FA Sk DBIERTHNA S 725
ForET,

AT I v ZITHBHINIZRAN—EFRKR L, TORAN—% IPv6 RA N—EExX v v a
MOEIBRT 21213, ROFIEZFETLET,
FIRr

AT 71 [Monitoring] > [Interfaces] > [IPv6 Neighbor Discovery Cache] & E&4R L £,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR



| »—FYFE—FEEUVFSVRRTLUF E—ROAV2—T (R
L=y FE—KBEUFSVRARTLY F E—FOAva—T2120E=41>5 |

[IPv6 Neighbor Discovery Cache] A > ClI, AX T 4 v 7 BLORFX A F I v 7 T Shizx
AN—%FTRCRRTEET,

ATV T2 AT I v 7 I ENTRANRN—%2 TR THx v v v anbHlBRT 5121E, [Clear Dynamic
Neighbor Entries] #27 U v 7 LE7,
AT I v ZITRIHENTZRANRN—RF v v aPbHHIBRSILET,
GE)

ZOFETIE, AT Iy ZITHHSNIERA N=ET 03 F Y v v anbllfRSh, A4T 1 v
7 Ia R A N—THIBR SN EE A

W—T Y FE—FBLV I VART LY FE—FDA
VRA—TIARDE=RYY

A B =T = A ADRKEFHER, AT —H A, PPPOE 2 L& E =4 —CT&ET,

A\

(GE)  Firepower 3 L 8 Cisco Secure Firewall €7 /L DA, —HOMEH T Cisco ASA =2+ R THEIR
SNEFEA, FXOS A~ R LT, KVFEMRA 2 —7 = A AftEtE#ae FrT 24
ERH ET,

* /eth-uplink/fabric# show interface

* /eth-uplink/fabric# show port-channel
* /eth-uplink/fabric/interface# show stats

FEAMIZ OV TCIE,  TFXOS troubleshooting guidel] % &M L T 72 &\,

A4 23— 4 RFEHER
* [Monitoring] > [Interfaces] > [Interface Graphs]

A H—T oA ADRKEHERE 77 7 E I T A TRRTEET, A —
Tz AR T XA MITHAE L TWAEHE, ASAICIFBIIED 27 % 2 hO#EHE#R
POREREINET, T X —T o RIFREINDHAHEROENL., WA X —
7 A RACERKRENDHEHEROE DOV 77 v FTT,

» [Monitoring] > [Interfaces] > [Interface Graphs] > [Graph/Tabl€]

BIR L= HEHERD 7T 7 23R LET, [Graph]l 7«4 > R7IZiE, K4H-D7 T 78
LT =T NWERFHIRRTHZENTEET, 774V NT, V7 7FERIET—7MC
UTNWNEALIRFEEHERPFERSNET, BEA N v 724 32—T T 5 &, BED
MM OFEHERE R TR TEET,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}


https://www.cisco.com/c/en/us/td/docs/security/asa/fxos/troubleshoot/asa-fxos-troubleshoot.html

. DHCP Information

DHCP Information

=Ty FE—FELUVFSVRRFLY P E—FDIv8—Tx4Z |

[Monitoring] > [Interfaces] > [DHCP] > [DHCP Client L ease | nfor mation]
ZOBEEIZIE, BRESNTWDHDHCP 7 747 FDIP 7 RUAREKRENET,
[Monitoring] > [Interfaces] > [DHCP] > [IPV6 DHCP Client PD Statistics]

Z OB AL DHCPY6 'V 7 4 v 7 AT TA T v MEEHERAZFR R L, EZESNT
Ay —UHoOMhEFRLET,

[Monitoring] > [Interfaces] > [DHCP] > [IPV6 DHCP Client Statistics]

ZOMEEIEIDHCPY6 7 74 7 v MREHEREZFR R L, EREINTA v -V 1%
FrLET,

[Monitoring] > [Interfaces] > [DHCP] > [IPV6 DHCP Interface Statistics]

ZOMEEIE, TRTDA v F—T = A ADDHCPV6 G HRAEF R LET, A F—T=A A
28 DHCPv6 A7 — b L A H— N— IR E SN T 54 (DHCPV6 A7 — kLA
P—N—DORE #5H) | ZOHEHEITY— =2 X > THEMA STV % DHCPv6 7' —/L
ZUVAMLET, f X —T A AZDHCPV6 7 KLV AV FA TV NERITIT VT 4 v
IAFET FAT v RORENHLHE. ZOWMEITE T T4 7 > FORAEL P— 33—
HEFELIMEERRLET, ZOHEHEIX, DHCPY—N—F /137 74T bDOA vt—
COMHEROERLET,

[Monitoring] > [Interfaces] > [DHCP] > [IPV6 DHCP HA Statistics]

Z OEEL, DUID WA T = — A — = 2=y bMITRS Sz E G, 7=—
NF—S— 2=y FHO R T ¥ v o O RERR LET

AT A49I IL—k FSYXDY

PPPoE

[Monitoring] > [Interfaces] > [interface connection] > [Track Status]|
B RAT V=7 MCETOEREFRLET,
[Monitoring] > [Interfaces] > [interface connection] > [Monitoring Statistics]

SLAE=# VU7 Fut A0OERE>F R LET,

[Monitoring] > [Interfaces] > [PPPoE Client] > [PPPoE Client Lease Information]
HI{ED PPPoE e\ B D2 2R L £ 77,

443w ACL

[Monitoring] > [Interfaces] > [Dynamic ACL ]

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR


asdm-724-general-config_chapter25.pdf#nameddest=unique_971
asdm-724-general-config_chapter25.pdf#nameddest=unique_971

| »—FYFE—FEEUVFSVRRTLUF E—ROAV2—T (R
L=F9 R E—KBEUFSVRRTLY k E—ROA v8—T x4 206 [

HAFIv I ACLOT—TNERRLET, ¥A4F I v 7 ACLIE, ASAIZ L > THBIMIZE
B 77T 474k, BIOHIBRENDEZBWT, 22— —ED ACL L HERE LR LT,
INHDACLIZa Y 7 4 Fab—a NUIFERINT, 20T —TNEFICERENET,
XA F 3w 7 ACL X, ACL ~v % —® “(dynamic)” ¥— 7 — FCXHB| SN ET,

W—T Y RFE—FBLV T UVARTZ LU NE—FDA
R —J A4 RADH

2O0DTYV I IN—TE2ELRSIARTLU N E—RFOH

RS ZART LY R E— ROWRDOHFITIZ. 30D Z—T =2 AFNFNLD2ODT Y v
IN—F L ERERA L Z—T =2 A% LET,

interface gigabitethernet 0/0
nameif insidel
security-level 100
bridge-group 1
no shutdown

interface gigabitethernet 0/1
nameif outsidel
security-level O
bridge-group 1
no shutdown

interface gigabitethernet 0/2
nameif dmzl
security-level 50
bridge-group 1
no shutdown

interface bvi 1
ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2

interface gigabitethernet 1/0
nameif inside2
security-level 100
bridge-group 2
no shutdown

interface gigabitethernet 1/1
nameif outside2
security-level O
bridge-group 2
no shutdown

interface gigabitethernet 1/2
nameif dmz2
security-level 50
bridge-group 2
no shutdown

interface bvi 2
ip address 10.3.5.8 255.255.255.0 standby 10.3.5.9

interface management 0/0
nameif mgmt
security-level 100
ip address 10.2.1.1 255.255.255.0 standby 10.2.1.2

=Ty FE—FBELUFSVRR7LVFE—FD1v45—T124Z I
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no shutdown

20NT) T IN—TZECRXRAYF FLAN 5 A2 LD

WOBITIE, 32DA 2 —T 2 A ADZENEIE 1 DOBWEHEOINTHANL—T v K A4 % —
T2 RZI200T VvV ITN—TEFRELET, TV v NA—T7 1IN THY, 7V >
I N—T 20T Y v 7 WebH— N—RESNTdmz TT, TV v I TN—T DAL N—
AHE—T oA AT, BANR—DEF2 VT 4 LR ELL, F—0&FXx= T 0 @EFEHN
AHEIZ 72> CWH T, 7Y v V7 NA—7NTHHICEETEE T, NEA L R—DkEF2l
T4 LoULi 100 T, dmz A NN—DF X2 T 4 LeULy 100 T, ZNHD0EF= )
T4 LoUVEBVI BEEICIEEA S NEE A, BVIOEX 2 U7 0 L-ULD &, BVIEO k
T4 oI LE T, BVI LA OEF2U T 4 LoUL (100, 50, BLTN0) 1%, NES
M5 dmz &R BN, BLRdmz N OANEE~D T 7 4 v 7 ZREERAICEFRT L E T, dmz
OV —NR—IZTHT DN T T4 T EHFATHOIL, T 7R —)LRAEBICEA S E

—éAO
{ Internet ™
‘\\\_
dmz
BVl 2 =
2091652011 |
outside 209.165.201.4
GigabitEthernet 11 dmzi
209.165.200.225 [DHCF‘J __ GigabitEthernet 17
—g dmz2 ET=
‘@- GigabitEthernet 1/6 = 200.165.201.3
dmz3
GigabitEthernet 1/5
inside1 inside3 i
GigabitEthernet 1/2 GigabitEthernet 1/4 208.165.201.2
| inside2
GigahitEthernet 1/3 l l
o _L-'i_:.'-'.. %
10.10.10.2 [ L10.10.10.4
inside 1010103 !
=
10.10.10.1 —_— S
10.10.10.5 10.10.10.7
—
10.10.10.6

interface gigabitethernet 1/1
nameif outside
security-level 0O
ip address dhcp setroute
no shutdown

|

interface gigabitethernet 1/2
nameif insidel
security-level 100
bridge-group 1
no shutdown

B 7Y FE—FBEUFSVRRTLUFE—FDA VA —T (R



| »—FYFE—FEEUVFSVRRTLUF E—ROAV2—T (R
2507y SIN—TERERAvF KN ET A ropl [

interface gigabitethernet 1/3
nameif inside2
security-level 100
bridge-group 1
no shutdown
interface gigabitethernet 1/4
nameif inside3
security-level 100
bridge-group 1
no shutdown
|
interface bvi 1
nameif inside
security-level 100
ip address 10.10.10.1 255.255.255.0
|
interface gigabitethernet 1/5
nameif dmzl
security-level 100
bridge-group 2
no shutdown
interface gigabitethernet 1/6
nameif dmz2
security-level 100
bridge-group 2
no shutdown
interface gigabitethernet 1/7
nameif dmz3
security-level 100
bridge-group 2
no shutdown
|
interface bvi 2
nameif dmz
security-level 50
ip address 209.165.201.1 255.255.255.224
|
same-security-traffic permit inter-interface
|
# Assigns IP addresses to inside hosts
dhcpd address 10.10.10.2-10.10.10.200 inside
dhcpd enable inside
|

# Applies interface PAT for inside traffic going outside
nat (insidel,outside) source dynamic any interface
nat (inside2,outside) source dynamic any interface
nat (inside3,outside) source dynamic any interface
|
# Allows outside traffic to each server for specific applications
object network serverl
host 209.165.201.2
object network server?2
host 209.165.201.3
object network server3
host 209.165.201.4
|
# Defines mail services allowed on server3
object-group service MAIL
service-object tcp destination eg pop3
service-object tcp destination eq imap4
service-object tcp destination eg smtp
|
# Allows access from outside to servers on the DMZ
access-list SERVERS extended permit tcp any object serverl eqg www

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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access-list SERVERS extended permit tcp any object server2 eq ftp
access-list SERVERS extended permit tcp any object server3 object-group MAIL
access—group SERVERS in interface outside

W—T Y RFE—FBEXUFIUVARTZLURFE—FDA
ARA—TJD A ADEFE

Hae4 Ty b HREIER
Z2+—L4L1)
1)—R
IPv6 A /S —HRR 7.0(1) COMRENHEASILE LT,
WOBRAFEASNE LT,
[Monitoring] > [Interfaces] > [IPv6 Neighbor Discovery Cache.Configuration]
> [Device Management] > [Advanced] > [IPv6 Neighbor Discovery
Cache.Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] >
[IPv6],
FTrART LU b =R (82D FTILART LU b 77 AT U —/LE— RO IPv6 P — P REAX
O 1Pv6 D H— | nE L
FTUART Lok E— R 184D X2 VT4 A THRRIOF— =y FEET WS, 723k
DTV Y TN—" Fa VT4 arTHRRMERRPRTHEHLIZVEE, A2 —T A R
BTV VI N—TIZTN—T L, KBy NI =271 oT oD
TV IN—=TaRETCEET, 7V ITN—=TDLTT 47
BTV v F—=T bRl SN E T, Y7 = NEiE=a
PTHFRANIEIL, ENENAODA U E—T = A AN DK 8 E
DTV Y IN—TEHRETEET,
WOBEAEREITEASNE LT,
[Configuration] > [Device Setup] > [I nterface Settings] > [Interfaces]
[Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] > [Add/Edit
Bridge Group Interface]
[Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] > [Add/Edit
Interface]
IPv6DHCP U L —®D 7 KL A |9.0(1) WOWENEE 4 E LTz, [Configuration] > [Device Setup] > [Interfaces]
RET T > [IPv6],
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D7V vy TN—T DK E— R TIITHKR250, vVFE—RTIEIrTHFA MDY HEKH
Fes 250 12 HEN DTV Y IN—TEHRETE, K7V vY ZA—TZ3RK 4 HO
AL H—T A ABBIMNTEET,
WOBEENELINE LT,
[Configuration] > [Device Setup] > [Interface Settings] > [I nterfaces)
[Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] > [Add/Edit
Bridge Group Interface]
[Configuration] > [Device Setup] > [I nterface Settings] > [Interfaces] >
[Add/Edit Interface]
N7y AXT L hE—FK 9.602) TV TN—=THTY DA H—T A ADEKRED 4 )06 64 ITHE

T, VoY I—FT
DA B —T = A AHDEK
T 64 TN

rShE L,
RSN HEEITH Y EH A,
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HEES TS5y bk B EETEER
TA—L1Y)
)—X
[Pv6 DHCP 9.6(2) ASA TIPV6 7 KL v o T ORDEEREN Y HR— S E LT,

*DHCPV6 7 KL A 7 547 I : ASAIZDHCPv6 H— 3—71 5 IPv6
Ta—L T RLVALA T arDF 740N A— NERELE
KR

¢ DHCPV6 'V 7 4 v 7 AFAL7 T AT b : ASA X DHCPv6 #—
N=MHEFLT VT 4 v 7 AEBBELET, ASAIL, T
T4 I AL THOASAAL X —T =2 ADT FL A&
EL, A7 — ML A7 FUZAABERE (SLAAC) 7747 bHQ
FU%y hU—2 FECIPv6 7 RLAZHBERETEAL9ICLE
7

TS VLT 4T ADBGP A—&F T KA AL XA |

« DHCPv6 A7 — kL A #—,3— : SLAAC 7 T A 7 > b+ 73 ASA |21
WHER (IR) N7y hEEETDE, ASAIZRAAL VA VR —A7R
E D OfEHR%Z SLAACZ 7 A 7> ML £4, ASAIL, IR
7y NEZITWDIET T, 2947 M7 RLAZEIY Y CEH
Ao

WOBEEDNEMEIIEFRSNE LT,

[Configuration] > [Device Setup] >[I nter face Settings] >[I nterfaces] > [Add
Interface] >[I Pv6]

[Configuration] > [Device Management] > [DHCP] > [DHCP Pool]

[Configuration] > [Device Setup] > [Routing] > [BGP] > [ Pv6 Family] >
[Networks]

[Monitoring] > [interfaces] > [DHCP]
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HEEER Ty k HREER
TH—LY)
1)—=X
Integrated Routing and Bridging | 9.7(1) Integrated Routing and Bridging (#t&/V—T 4 V7B LT Y vV )

(IRB)

X, TV oI N—T =Ty KAV H =T o A N—T 4 T
THOMBEZRM L E T, 7V vV —T LT, ASABL— ROV
TV o PTEA B =T 2 ADTV—TDI & TT, ASAIL., ASA
W77 AT UA—E UTHEE LT 2R TARDT Y v P L3RR
FT, 2FD, A F—T oA AWOT 7 AHIENFAT S h, BE O
T AT VAR ESL T RTEITEINET, LEfE,. 7 AT L
YRI5 ATUA T RTORT Y v T N—T ORENAETS 5
7tz TV VI NN—TETON—T 4 T IFTEERATLE,
OHREERHT 2L, V=T Y R 774 T 4=V E—FDOT I v
IN—TDREEL., 7TV P IN—TMBLOT) v/ —TF L —
Ty RAVE—T oA AMDON—T 4 T HFETTEET, TV v
IN—T1E, TV A v E—T =4 A (BVD) ZFEHLT, 7V
CIN—=TDF— T AL LTHEET D EICEoTA—TFT 4 T
SMLET, TOTV vV T N—TIHRET D ASA EIZRIDA > 7 —
7 = A ANFHET DA, Integrated Routing and Bridging (IRB) 134148
LA Y2AAL v TF ORI b FEEZRMIELEST, V=T v KE—F
TiX, BVIIFARIMTEA LV F—T oA R L720 T 7 ERX L—AR
DHCP #— =72 EO—EOREREIC, A — A U H—T = A AL HH
BIZEMTE 9,

NFZoAXT LU N E— R THR—MSNDHVALT T THA N E—
RO ASA 7 T A%V v 7T DOAEEIX, V—7 v K E— RTIE¥A— |
SNEHA, SVFXXAMNN—T 4 T XA TFT IV I =T 4
7 O/RED . BVI TIEHAR— SR ERA,
WOBEMmALEE SIE LT,

[Configuration] > [Device Setup] > [I nterface Settings] > [I nterfaces)
[Configuration] > [Device Setup] > [Routing] > [Static Routes]
[Configuration] > [Device Management] > [DHCP] > [DHCP Server]
[Configuration] > [Firewall] > [Access Rules]

[Configuration] > [Firewall] > [Ether Type Rules]
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3
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HEEEHR

3l b TRy hvw RS

9.7(1)

N—TFT v KA v Z—T oA AL TE, BA 2 NY—iRA v M RN
FO3IEy hOVT Xy MIZIPT RLAZRETEET, 31y b
BT Fy MZ2250T RLAORENREGENET, #@F. V7 Fv bD
A EHRBEDT RLA IRy hT—7HET v —RE¥vy A NAIZTHE
NTEY, 27 RLAY TRy MNIERHCTEERFA, 2L, AA Vb
YV—iR A MNERR DY, Fy hT—7 T RLART o — R¥ ¥ A b
7 RUANRARERG ST, IPv4 B TT L AZREFT 501231 7
I b By "RREBET, 72L& 201E 20D ASA DT =— A —
N—= U U TIZHERT RLAFI227EF T, U7 O—0OMIN5H%
Fand "7y MITARTH ) —FHOMTZEIN, 7r—R¥y X
T4 TIINED Y £E A, £72. SNMP X Syslog & FATT 5 E A
T—laYEEEERTAILELTEET, ZoMEEIR. T v U
I—THDBVI, £~V TF XX A M—TFT 4 7 TIEHAR—FSH
TWEHA,

ROBENELESHLE LT,

[Configuration] > [Device Setup] >[I nter face Settings] >[I nterfaces] > [Add
Interface] > [General]

DNS #—/"—L R XA D
YA R%&IPV6 7 74T b
\Z7 RANZ A X9 5 )% DNS
P—,3— (RDNSS) BILW
DNS #%5% U A k (DNSSL)
F7a v

9.24(1)

)7 DNS $—,3— (RDNSS) B LU'DNS #i#% U 2 b (DNSSL) 4~
VA VERETDHILET, —ET RREZ A XA F&EH L T DNS
P R—L RAAL % SLAAC 7 7A4 7 > MR TE S X 51020
L7,

BT ST

[Configuration] > [Device Setup] >[I nter face Settings] >[I nterfaces] > [Add
Interface] >[I Pv6]
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