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RbVIZ, RXT Vw7 7T RTON, TRATEVT 4 DIODT = — )V —/"—%
ZIRLTLIEEN,

NATRASEY T4 EZEHTE-ODASARB DT z—ILA—/\—

ASARAE 2R L CTT7 = — VA —RN—XT EERT 2% 81E, T —F A F—T oA A%%
ASA IAE IZR UNEFF CIEMNT 20BN H D £5, FBRICFECA 7 —7 = A ANRRDIAF
THASAPBARIBINEND &, ASARAE 20 YV —LIZZ G —NEREINDZENH Y £7°,
T, Tz A= ERICLEENEDI BB T,

ZOMDHA FS5 4 >

T UT 4 TIENRAF NSRBI T 2 — L F—N—F B L X|C, A= T VY —F
2 kb (STP) ZFEITL TV OERLE A AL v F R— 0, bARr OB EREET5
E30~S0RM T e v U SRBBICAR D ATREMEN H D 9, R— BT uy X 27—
NCHLMONT 7 4 v 7BEERITIX, AA v F T STP PortFast B§REA A 2NIZ L &
R

interface interface id spanning-tree portfast

ZOEBERITZ, V=7 v RE—FBLOT Vv IN—T f v F—T = A4 ADMWFIZHE
SN TWD AL TSN E T, PortFast BEREZRET D &, Vo7 w7 LR
WCAR—K"NSTP 74+ TV —F 4 7 E— RNICEBLET, A— MISIXFHEX STPIZSML
TWET, LEER->T, N— P —7DO—5IZR D56, REIIZIZSTP 7 a2y ¥ 7
E—RNIZEBLET,

CASA T = — V=N TNH R SN A v F ETR—= b EFR2 U T4 2RET D &
Tz VAN A R RRFEE LT L ITHEEOMENEE LD £, Zo/M
BT, DX a7 A= P TREELFIFESNILEF 2T MACT FLARHIOEF 2
T AR=PMIBEL, AL v TFOR—bF X2 U7 4 ERICK > GER T 7 73T b
el ELE T,

TRTCOALTHRRA MDY, 1 BOEBORERKI025DA v F—T 24 A E=F TX
S

TIT A TIAL N, T2 A VA —s3— & VPN IPsec b2 R/ILDPAE. SNMP &1 H L
TVPN b RNV ETT 7T 47 2=y FEARF U, 2=y NOBFEE=X—T5 2
EIITEEHA, AN, 2=y NMIXT 7T 4 7 VPN R UKL nizd, NMS 12
MIToN b7 70y Z7iF ey 7anEd, ROV IZKZbfHE SNMPV3 i 371
£, IPsec b2 FLNARE|Z/AR D £,

FEHERT ITF 4 TIAZ U NAREORIC T = — N F— =N N H—ENpWEE, &
AR 2=y hOEDA L Z—T A ALy y hEUVENFERA, 2720, HA N
T 7T 4 TEEREOBIC NN RET DL, 72—/ A —/X—LAN LIREEA o Z —
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T2 A AR T RTOAS o F =T =24 A (BHA X —T oA REETe) 1, FHENH
Ellcaz=y FTyy vy MUY EINET, ZHUL, 72— A ——NEH -T2
oy BEENRRAELIEA VT —T oA ANRT 7T 4 TR 2GR ET RO D D
N7 747 OREEZES 2O TbNET, 72— /A —/S—LANB I IRREA > 7 —
TxA AFBBLI-EE LR, EITTOT 2 — A= R—EENHER SN ET,

TITATITIT 47 72—)LE—_"—TF, ML TFAMNND2ODA[ X —T =
A A%F LT ASR ZV—7HNTHRETHZ LiZTEERHA,

TITATITIT 4T T2V F—_"—=TE, RRK2ODT =2— )V —_"— J)L—T%
E#RTEET,

TIT4TITIT 47 72— A —"—=TT 2= /)L F—— T —T%HRT 556
X, 72— A== TN —T 1 ZEBICHIRT DHLERHY £T, 7o — A —"—
TN—TTLFIZEH 2 TIA MNP EENE T, 7o — A — =7 —TIZE Y
THNTWVWARNI L THFRANMITRT, 74V T 2= A—_"—= T —T1270
FT, ITFAMBRIRMIZEVETONTNDE 7 =— v —_— L —T3HIR T
FEA,

72— VA== DERIZ, syslog A v =V DREFEILT N VAPEIH T = —/A—
NRe [ HE =T 2 AT FLAIZRY E£7,

(72— —_R—HZ) ar N "—T 2 REAESEAITIE, EOBRERCA LV AX A
WCHBEAMT SN TWRWHART DA v A —T 2 A%y N U T AHMNERHY
i‘j‘o

EHE T2 — N A —_—BLRNREA ¥ —T oA AT A HAEER I, A%
NAa=y NRFHREREBICHDEE, To—NF—N— A B —T = A A5 LT85
BT ENAE L, BN AT NS 2=y bBT 77 4 TIREBIZYI D BEb b & &2,
ATy b TV UBBAELET, T, TE=X—HNBDOA L X —T =2 AN DHE5E
THEEETT,
T VAN B =T e f B LT, ROIRBLT RIS 5 ATREMEA B 0
R
c AH N =y RV T — R L7k, AF NS 2=y MRFRYREREICH D
M, 7x— A —N— f X —T 24 A% LG L E T,
¢« AXUNA =y NCURTENC LT 7 = — L —N—5HNITH L ZAX A
=y NRAFIHEREREICH A, 7o Nt —N— X —T = AEN LT B
NRBLET,

AFY w b T A U ZEET A%, 72— A —R—BLOREES X —T = A&l
ALET, 72— NAd— =g X —T = f A EOEHGREENHE SN2 WEEIL, Bl
W7 7T 47 (HINCAF A TZo72) o=y b2 Ry FU—I B0 LET,

FHEE— RCTT7 = — VA — "=l 5L Z&ETH L. AT LMIKF5{LIZ DES M L
F9, DT AR—FNET IO FEEALTT AN, REREGETDHE, T8 AT T—
MMEIZAES ZEH LET, LEER-T, 77T L—RKDA A M—LERE, {50
OHETYATLANY 7 — 45, ETIEEETCERL Y, W=y NRT 7
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T AT 2=y MIRVET, TS RAEBETHET, BR{LERE LRV Ea2HEREL
*9, iMliET— R TR B b ZRET DHEAIL. T3 R8T DRI S L 2B 5
ZLEEHEREL 9,

7 2= VA= N=TSNMPV3 2§ 256, 72— A —_"—a=y BT D L

SNMPV3 2 — |3 L=y ML 7V r— hSiLEtA, 2—FafHlina=y bZ

BRI L7 Y — F 3 512iE, SNMPV3—% %27 77 ¢ 7=y MIFEBINT 2%

ERHVET, £ Flna=y Na—VFE2EHEBNTEET, 7774722y

I C snmp-server user username group-namev3 =~ > K& A 19570, Kb ST/

WEZ D priv-password ﬂ‘7°‘/ a3 v L auth-password 47> g VEBH L TAX NS 2=y
CE#HANTHZ IR, Fa—PEHERELET,

FNRA AL SNMP 7V 5A T hOZ Lo TF— 25T I LERA,

IEFICEEDOT 7 ATy Fr—Lb— L ENATL—L 3 H DA, REDOTA RZL -
TR RREDO LTV r—a URIT O AEEERH Y, TORFE, AZ (=
= R AF N EEE TIRBIGET D ETORFEPES RV T, ik, 20V —
witis&rt//a/% LTV r—a VHIZAR VR, 2=y MCEERT D
HEREIC OB L G X D FREENH D £7, REOL TV —a rO/NT y—~< A%
Lét‘é /¥, asp rule-engine transactional-commit access-group 33 & O asp rule-engine
transactional-commit nat =~ > FZEH LT, 77 & A/L—/L & NAT Ofi 5T K7 %
svavaly NI LET,

AP R B = UIITT D T oA NA—N"—= XT D=y NI, T/ T 47 2=> b
vy 7 ERELET,

il

firepower#show clock
01:00:52 UTC Mar 1 2022

01:01:18 UTC Mar 1 2022 <======= Incorrect (previous) clock

Cold Standby Sync Config Detected an Active mate
19:38:21 UTC Apr 9 2022 <======= Updated clock
Sync Config Sync File System Detected an Active mate

firepower/sec/stby#show clock
19:38:40 UTC Apr 9 2022

c T A NF A= D=y ML 28y 2 EBICRE LS A, RS TbNG L &0
ARy P OB ERIGRLET,

CHTLW T = A N == RTDBERR S LD,

o T A NA == P S TERER SN D,

o Tx— LA ==V T B LIZBENTR S, B S D,
o, Tz — VA —/N—RAT—H AN CLI CFHTEE I NI,
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Tz ANF == ZHNTT DL TXTON— FRREIICHIBR S, 7 = A VA —
N—=DHEATINT 7T 4 TIREICE D> TCRICHEBMSNE T, TD7 =—ARITHHGH
KoL FREEDRH Y £4,

AR RTBUYTNAATT 2= VE—NR—GhNTHE, T—FA X —T A AN
Tz VA== IA =g RETH UL, Ty IS ET,

T ANV N—RE T, IR — bS53 AT 2 ERROERIZT IZHEC 51,
FTNEDEERNT 7T 4 TINS AL ULk £ IR S D Z L 13dh 0 £8 A, £
DD, WHD 7 = A VA —r3— TN, ZAOHERFENGE DR E L D AREMERH D £,
v, EREMoOERO T ENSEETT, B (7 2, 30 ~60 A x 5)
DOHEERED I Z R D Z N TEET,

T oA NA—NR—FETIE, P G V=g N RV =AY T ARERERET L
TWARWEERER) 13T IO, 77T 4 TTNA AL AZ AL T34 AW TH
WENEFA, ZORHNTLY ., HAV AT AORLE X2 VT 4 BRI ET, =
DI, SO 7 A A —r 8= T3 ATHERHNEDVE U 5 ATHEMER B 1 9773,
InETREnSZ LT,

Tz =A== LAN U I PRy 7Y =Ry 7 TSN T 6T, b1z 128
EDOAL v FHN L THERSNATWDISEE, FRREAOEREICLSTTr 774 72=y
NEARZ NS 2=y NOEERN RO, 77T 4 TIAZ A REO—EHER DR
BEEEMNHV FT, ZHUT 7oA N —N"— BEREICITEE L EEAD, T/ T4 72
Zy heRF RS 2=y MO T 2= N A== VI REEHER L CRET LI L%
BRI LET,

T —)LF—N—LAN U U 7 REZ 7 L TWARS, REIIE T 2=y MoER SN
WR[REMER B D7D, REZERT I Z LRI ET A,

Cisco ASA @ OSPF Tl&, IE< DAL v FNH 7 L, Cisco ASA A ¥ —7 = A AN
CAAL v FIBRENTWDEHE, 7747 V4 —VHNDOA L H—T oA AH X7 LT
AL FOEENRBELET, ZHUITHISHEETT, ZhUCky, HEHEBYVICHE
AT 2= A —R—=RN R =S ET,

OSPF Tit, 7 =—/A—_—% ET T /31 A LD OSPF BNz 720 9, M5
REHG AR T LTI D, H LV OSPF #k 2 fesr L £,

AL 8 D Cisco ASAWHID AA » FITHFR S IV TV DG EIE, A F—T =4 ANk
;T DL, V=T AT T—T VL, T T 4T DCiscoASADNV—FT 4 T T—T )k
TRV ET, ZAUTKY, = FEBERGR Ty —) BEHRENDE TOHE
I (15— 178) oEENRBAELET,

R ART L hE—RTIL, 77T 47 2=y hTHy hAZ 3 )L—HF (HSRP)
DMAC T RLARKDLND E W) RENREAELEZBEEIT. MACT RLADRET (v
= B T ERER L ET,
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TJx—I)LA—IN\—DTIT#I) k

T7 AN BT, 72— A== R U= TROFEPEENET,
« A7 — N7V T 2 —)bF—/N—TO HTTP HHEII T A,
cH DA U H =T 2 f AFEETT = — A== TbhE T,
A HE =T A ADKR—Y »ZREHIT S B TT,
e AU H =T A ADKR—)V NKfEIL 25 BT,
AEEOR—Y T RERIT 1T,
o EEOFR—L FEERIE 15 B Td,
A MAC 7 RL A I~ AT T H A ME— RTHEPLINTOETA,
T RCOYERA L H—T 2 A AEFT=H VT LET,

TOT4TIRRAINA TT—I)LA—I/IN\—DEKE

FIE

ATy I

ATy T2

TIT A4 TIAR N, T 2=V —N—%RETHIZE, I~V EELEED TV EE
DMl FTIHANR T = — N A —N"—FREEHERLLET, TOMTXTORTEET T A~ U HEE
TOIToT-%, BT VEEICGREEZRPA ST ET,

High Availability and Scalability Wizard 2 L C. FEEESATT 7T 4 TIAZ 34 T = —
NF—N— a7 4 Fal—a BB TAHAZ N TEXET,

[Wizards] > [High Availability and Scalability] Z®&R L £9, IROFIETZ DD 4 F— RDH A
R4 2R LTS TEEN,

[Failover Peer Connectivity and Compatibility] i C, ET7HEEDIP 7 RLAZ A LET, =
DT RLAEL, ASDMT 7 B ABA F—=T Mg o TNDA v B —T = A ATHDLLERH Y
£,

TI7FNEITIE, BT 7 FLRAIZASDME A Z =T 2 ADAZ 8, T R L AIZEND
BTHNET,

AT w73 [LAN Link Configuration] [ TR D L H ITHEL E7,

s[4 ¥—T7xA A (Interface) |: WA > X —T A AID, ¥ 7 A X —7 x4 A1ID,
% 721% EtherChannel f > % —7 = A A ID Z#+$5& C& £¥, Firepower 1010 TiX, 1 ¥ —
T2 AT 7ATOF— N A H—T x4 AIDTY, A vF FA—HrID £721Z
VLANID Z48E 3 5 Z £ 1XT& £+ A, Firepower 4100/9300 TiE, {EEDOT—X XA 7
A E—=T oA AEMHTEET,
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* [Active IP Address] : 2D IP 7 FL R %, REHDOH 7Ry b EIZHLZLERH D 7,
IOV T Fy MIIPT RUARR 277D 31 B b (255.255.255.254) (252 &R T
T F9, 169.254.1.0/24 1 X O £d00:0:0:*::/64 IZNITHINCEHEH SNV 7 x> R THY |
Tz— NG == o IRATF— N U7 IZHEATHZ LT TEERA,

* [Standby IP Address] : ZDIP T RLAX, 727747 IP7 RLALFELRy hU—7 |
WZHDMENHY £,

« (A7 =2 ) [Communications Encryption] : 7 = —/LA—/ 3— I > 7 OlE & K 5{b L
F9, F  EF—ORDYIZ, Psec FATHEAF—ZENTLI L 2BBOLET, =
WET A = FER T LERICRETEET (To— A —R"—DRELHE (453—)
%5%) o

RTYTl8 AT — R TN 72— VA= =B DA o H—T = A4 ZA%INT H85A 1, [State Link
Configuration] [l TR D E TV E T,

* [Active IP Address] : 2D IP 7 KL AL, 7 =—/LA—_— 7 L3R5 RMEHOY
Txv P EICHDIVERHY ET, OV TRy MIIPT RLAR2OEFD31Ey b
(255.255.255.254) (23D Z EMNMTEET, 169.254.1.0/24 15 X O £d00:0:0:%::/64 1 ZPNFBI
WERENDI YT Ry hTHY, 72— == v IRAT— N U7 IERTH Z
LIITEERA,

* [Standby IP Address] : 2D IP 7 RV AL, 77747 IPT7 RLAERILURYy hU—7 |
WD MENH D £7,
RTw TS [Finish)| %7 U v 2795 &, U % — Kid [Waiting for Config Sync] iz #&/~ L £ 97,

FEE SAVIZERI R L7221, U4 F— RiZeh o7 VEBIZT = — VA —N—RELXEE
L, 7= VA—"—RENTT LI & 2mTIFRBEmAFRRINET,

e T x— )L F—NR=NEh T VIEE TS, RX—T NI 5> TNENE I DRSNS
X, BE LM T&ELET,

o 72— )V —R—RNFTTIZA X —T NI Z ERDD-> T DA 1L, [Skip configuring peer]
27 Vw7 LET,

e B DU HVIEETT 2 — A== Z—=T VTRV RN TWDBEEIL, [Stop
waiting XX more seconds] %7 U v 74 5L, Tx— A —N"—DT—rRA T v TERET
FICE I AV EREICERFESNET,

FYOTF4TI7HT4T TJxz—ILA—/IN\—DETE
ST TITATIT T 4T T — )L —R— DR EFTIEICOWTIRH L ET,

High Availability and Scalability Wizard # i LC. FMEEEACTT 27 4 7/ 7 I F 4 7 7 = —
NFA—R— a7 4 Fal— g BERTHZENTEET,
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[Wizards] > [High Availability and Scalability] ZiER L £3, ROFIETZ DO 4 F— KD A
RIA 2R L TTZEN,

[Failover Peer Connectivity and Compatibility Check] it CTix, 7 D IP 7 KL A}X, ASDM 7
TREABENI o TNDA B =T 24 ATHLLERD Y 7,

T 74N RTIE, E7 7 RLAE, ASDM Ol A v X —T = A ADAZ 4L T KL A
WZEY Y ThHRE T,

[Security Context Configuration] [H{fi TliX, 7 4 ¥ — KN T~/ F a7 F A F T— RITEHL
TG BEa T XA NOARPFIRENET, VAP FERT LIZRICho=a T 32 b
ZIEMTEET,

[LAN Link Configuration] i TR D K 9 12 E L £ 7,

* [Interface] : YA >4 —T 2 A XD, 7 A H—T A AID, JLRA LV F—T A A

ID, & 721% EtherChannel 4 > % — 7 = A A ID Z45E T& £9, ASA 5506H-X DA IR
D, BHINA L F—T 2 A AT z2— VA== 7 L LTHEETEET, TOHEAE
I, REEZRGFLTHOT A A2 ) — RTHLERHYET, 7M1 A&ZJu—RL
7#%ix. ZoA v F—7 A AL ASAFirePOWER ¥ 2 — /LDl % 7 = — /L F—/3—
WA CT& 722 < 720 £3, ASA FirePOWER £ ¥ = — /VIZIZEHHAA v X —7 = A AR
EHThHY, 2OA L F—T A AL 1 DOBEREBIZOAEH TE £, Firepower 4100/9300
T, FEDT —Z XA T A v =T oA AEBHTEET,

* [Active IP Address] : 2D IP 7 KL AL, RIEHOYF T Xy N EICHHILERHY £,
IOV TRy MIIPT RLANR 27T 031 By b (255.255.255.254) ([2T 52 LR T
X FE9, 169.254.1.0/24 B LT £d00:0:0:%::/64 IZNERIICHE A SN DY 7%y FTH Y,
Tz—NVF == o IRRAT— N 7T Z LT TEERA,

s [Standby IP Address] : 2D IP 7 RV AL, 727747 1IPT7 RLALEURY hU—7 |
WZHDHMENH Y FT,

+ (7Y =3 ) [Communications Encryption] : 7 =—/LA—/N— U > 7 DEFZKES{LL
F9. EREF—ORDYIT, Psec FHATHAF—ZEHT 2RO LES, 2
AT AP —FER T LERICRETZET (T2 A —"—DFELT 45-—)
=B .

ATV TS AT — "IN T 2= —_—RIBOA ¥ —T = A4 A% RINT D515, [State Link

Configuration] [ CIR O EZITWVET,

e [Active IP Address] : 2D IP 7 RL AL, 7 =—/LA—_"— U7 L3R5 K4 HOY
T2y b EICHEZMERHY ET, OV TRy MIIPT RLAR227ZF D31 By b
(255.255.255.254) 12§52 LN TEET, 169.254.1.0/24 35 K OV £d00:0:0:*::/64 (X PNHFSI
RSN TRy hTHY, 72— NF ==Y L IRAT— M) 7 (AT 5 Z
LITTEERA,
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* [Standby IP Address] : 2D IP 7 RV AL, 77747 PT7T RLAELREILURYy hT—7 |
WZHDHMERDH Y £77,

AT 6 [Finish)| %7 U v 27925 &, U % — Kid[Waiting for Config Sync] iz #/~ L £ 77,

FE SN RERIRE L72RIC, Vg P —Rixe o7 VEEICT = — A — N —f%E & 151

L., 72— VA= R_"—=RENE T LI & an T HEREEDAR R INET,
« Tz — VA== N T VEETA X =T IR 5> TNDNE I DL LRV E
X, FEE LERRRIZ O R B £,
o 72— )V —R—RNFTIZA X —T N2 T ERDD-> T D45 1E, [Skip configuring peer]
7V w7 LET,
s BN HVIEETT 2 — V= N—B A Z—=T VTRV R TWBEETL, [Stop
waiting Xx more seconds] %7 U v 7§ 5L, T x— LA —N"—DT— A T v TERET
TSI D XV EBICEESNET,

Tl

AToavDIT—UNA—N—NF A2 DHRE

PVEWE L TCT 2= A —NR—BEE N AT~ A TEET,

TJx— LA —N—HRELFOMDEBTFEDER

COETEFEMRERSE L DRTA—=H DT 7 )V FREIZOWVWTIE, 7 =— A ——DF
TN 348—=) EBRBLTLKEIN, 7774 7/77 747 F—FKTliE 1FEAED
a7 2N AR TN—F TR ELET, 2T 727407177747 F—
RCTHOT 2= VA== —TF L OHTTPER DA X —T LI HOWTHBALET, 77
T A4 TIARZ A = RTCHITP ERERET 25E8IL. 72— A —"—ORELEE (45
N=) AL TN,

1R BHHEIIZ
eI TF ALTHFA N FT— FDVAT AFE[TAR—ATROBEFITVOET,

s L= FDO~VA E=H Y J D Bidirectional Forwarding Detection (BFD) 2D\ CTidik
DHIREZZR L T 7230,

* FirePOWER 9300 3 X Tt 4100 D
T UT 4 TIAER LIS DI

e JL—T v K E— RDH
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[Configuration] > [Device M anagement] > [High Availability and Scalability] > [Failover] DJIHIZ
IR L ET,

AR UNRAREEE LTI THRAIDOI LT A Fa b= a Y EEREETERNEIICTD
\ZIX, [Setup] # 7% 27 U w7 L. [Disable configuration changes on the standby unit] = » 7 7R v
JAEF N LET,

FIAIRNTIEL, AFZ RS, o=y FEFRIFRZ AL, arTXFAMIHT a7 ¥
[/_“\/El/i\ = 1:|7{ /t_y{f%fuq:j‘éﬂij—

[BFD Health Check] T, [Manage]l %7 U v 7 LT, 7= — VA —"—O~LAMIEHT D
BFD 7> 7L — &2 EHRLET, CPUDHEAEREH WS, BFO2=y hOE=ZT 7
WCEVRBRSTT T —LRRAETHAREMENRH Y £9, BFD A Y v RO ENTWTH729,
CPU DEHENEWEE THENEICEETH Y FH A,

[Configuration] > [Device Setup] > [Routing] > [BFD] > [Template] ~<— 2308 & £9°, [Add] &
7V w7 LT, VIR T T T = bR LET, AT Ry T3 AR— ST
EFHA, MROFREICIT, IVBERECEET, v 7 oPiE VA — S TWETA, 7
T L— FOFEMIZOWTIE, BFD 7 7 L— hDOERR 2B LT E &,

[Criterial # 7% 27 U v 7 LET,
EEOR—Y TR ZRELET,

[Failover Poll Times] fifJk T, K&K E L £7,

« [Unit Failover] : 3£@& ] Hello A v & — Y OO, #iPHIZ 1 ~ 15 8 £ 721% 200 ~ 999
TUHTT,

* [Unit Hold Time] : %%ﬁ7;~wﬁ~ﬂ~)y7Lmeofyﬁ—9%§%¢é%Eﬁ
oD (ZORICZE Lo T8I, EEN YT OREDT A N 7'rt A &l
T5) EERELET, #HIT r~%@iti&m~%@i9@fﬁoﬁ~9yﬁﬁ%®
3LV DRVEIIAN TEEHA,

GE)

ZDONRA L DMDREIEXT 7T 4 TIAZ A, T— RIZOBBEHINET, 77T 47177
T4 T EFT=RTIE, 72— VA== TN —T T LR DT A—F R ET DLERD
D\i‘a_(]

(TI2T 47177747 F—RDH) [Active/Active] ¥ 7% 7 Vw7 L, 7 x—/LA—s3—
TN—T%EBIRLUTCEd)| 27V v 7 LET,

(TI2T 47177747 F—RORKR) VT a  TCOFHARFZT = — A —nN"— 7
N—T DB T D — VB2 EFTI HIZiX, [Primary] £7213 [Secondary] &7 U v 7 LET,

R i b%@%btﬁu\71—wﬁ~ﬂ—7w—f117547)% (CHIY HTHh,
T 2= VA== TN —T 2T X VIEEIZEH O Y TONE T, DI ORED IR

. N FRLASEYTADF=HDT T—I)LA—/\—
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| M 7RASEYTFADEODT T —ILF—1—

ATvT8

ATvT9

ATy 710

Jr—nt—rn—g#LzomonzoEn [

ek, MoOEEAEET LI OICHEETEET, INOLOREX. V7T a LD
REEHFH L COREHSNET, 7 /L—F D primary F 72 1% secondary DF%EIZ 3D 5T,
WHEDT 2= VA== T N—TNRYINZT— s LTm2=y N TT 7T 4 7RV T (1
ORFRFCEB L2 L9 IR DEATH, —HD2=y "BRUINZT 77 4 7120 £9)

(TI2T4TIT7 7T 47T EF—ROR) 7N —N—=TN—TF T V2T a ERET
5IZ1%. [Preempt after booting with optional delay of] F= v 7 Ry 7 A& AN LET,

7' )v—7 O primary F 721% secondary D% EIINDO BT, [H DT = — LA — " — JF)—7
DRI T — R L=y N CT 7T 4 720 ET (ENONFRFICES LK H5ICih x5
BAETH, 0=y bRRUNZT 77 4 7m0 £T) .

F 7 a D delay BV E AT LT, ZORE T = — VA —N— J)L— T RBIEDLTERE T
T T 4 TIRRBICHER SN, TORICIRESNEEE CEIMICT 7T 4 712 L HIlcTE
x4, AzhAfEIX 1 ~ 1200 T9,

FE T2 N F—NR—F5%¢ PV a  BOF S a RN ERINES,

GE)

AT —=RIN T 2=V —R—=NA X =T NVDOEE, VT arif, 7=—/bf— —
TN—TWNBIET 7T 4 T2/ o TV AN O RN EM SN D F TEBIEINE T,

[Interface Policy] % &% & L £,

* [Number of failed interfaces that triggers failover] : 7 = — /LA —/N—% N H—F 572D
BURMEEDNAE LA 2 —T = A AD BRI 728 % 1 ~250 TiEFRZR L ET, EEFEAE
LICE=I—RBA U F =T 2 A ZAOEBIRE LT @AD & ASAIRY =— A —
NR—L %7,

» [Percentage of failed interfaces that triggers failover] : 7 = —/V 4 —/3—% U T —3 5 72DIZ
VEREENEELIEREFHA =T oA ZADEIGEERLET, MENPBAELLLE
SHHBA =T = ADBNRE LB EEBAD L ASAIZT = — /A —/—L
ESC AN

GE)
[Use system failover interface policy] 47"+ @ I H L7zl 7230, BRERTIEZ L —7
TEDRY = DHNRETEET,

(T OT 4 TIRABZ RN, T—F) A B —TxAf ZADR—Y IR ZHRELET,

[Failover Poll Time] 6k T, KZHEL £7,

« Monitored Interfaces: f > Z—7 = A ADR—V 7R ZFEE LET, 7 I hello /%
v NEREET D E RS AR, #PEIT 1~ 15 E 212500 ~999 S VRTY, T
74V NI ST,

* [Link State] : 77 # /L h TlZ, 7=—AF—"—DXT7 D ASA TlE, A v F—T A A
DYy AT —RN500 I VT EICHBSNVET, polltime [IH A X~ A X TEET,
7o & 21X, polltime % 300 X VRMICERET H &, ASA TlEA v X —T = ADREHESL MY
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NA TRLASEYTADI=HDT z—)LA—/"— |

B - r—rn—sgrzomomEoms

ATvIN

ATvT12

H—=DT z— A== L) BB TEDL X120 £9, &PHIZ300~799 VD
Tj—o

* InterfaceHold Time: ©7 =y F b OHEBKICZE Lizhello A v E—V A 2 —T =
ARATANORMGEDOEOREE FHELLT) ZRELT, A ¥ —7 A ADEEMES
L ET, £, KA F—T A4 A T A MOHME holdtime/16 & L TEEL T,
HN72EIL 5 ~ 75 T9, 7 7 4/L M, polltime D55 T3, polltime D 5% L 0D H A
holdtime fEIT A ) TE £/ A,

AVHE—T A AT A NeBIGT 5 E TORE (y) ZFHET 22X, ROXSICLET,

1. x=(holdtime/polltime)/2, fxHITWVEERICHO HILET, (4LLTFIEEIY T, SEE
X0 B, )

2. y=x*polltime
7o & 21X, 7 7 4V b ® holdtime I% 25 T, polltime 7% 5 DEE X y 13 15 T,

TIT 47T 7T 47— ROYA. [Add/EditFailover Group] # A4 7 2 7R v 7 ATA X —
TxA ARV o TRREZRELET,

(TI2T 471777 47 F— ROH) HTTP %A A x—7 /W29 5HIZI%, [Enable HTTP
Replication] = v 7 Ry 7 A% A NI LET,
tovarofEfRL— R NIoOWTH., [ Tx2—NAd—N"—0OBELHE (452—) | OE%E
ZIRLTLEEN,

GE)

T2 —=NR=FHHLTND EEIT, AFUNRABEENSHTTP 7 0 — % HIR 2 & BT
NELET, 2= showconncount HATIZIE, 77T 4 7B EAX AL IEETRRS
BNRFRENDZENHY ET, BERF-Ca~vr R2HERITTL L. mMFTOEETHR LU Y
v ERERENET,

R MACT RLRAZRELET,

T IT A4 TIAZ L NA F— R : [MAC Addresses] ¥ 7% 27 Vw7 L, [Add]&#Z7 V7 L
i‘é—c

[Add/Edit Interface MAC Address] # A 70 7R v 7 ARFRENET,
T I T 4 TIT VT 47 F— K : [Active/Active] [¥ 7 D FERICBEI L £,

O HEEFEHLTMACT RLAZRETHIELTEXETR, 1 DOFERLTEHEHATS
TLAEMRLUET, BROFEEFHLTMACT RLAZRELESEEIZ. CEOMACT R
VAPMERENSNILL OFEEZICL > THRELTED, FRHITEZ2ZWZ DY 9,

a) [Physical Interface] K2 v 7 HZ 7 U A "IHA VX —T = AERIRLFT,

b) [Active MAC Address] 7 4 —/V RIZ, 777 47 A H—T x4 ADFH LWVMAC T Rl
A ANTTLET,

¢) [Standby MAC Address] 7 4 —/L RIZ, AZ L NA L2 —T =2 ZADFH LVMACT R
AE AN LET,

. N FRLASEYTADF=HDT T—I)LA—/\—



| M 7RASEYTFADEODT T —ILF—1—
4o8—T142E=a) v r0RESLURE VA 7 ELROBE [

d) [OK]Z27 Vv 27 L%, (TI2T747I70T7 47 F—FDOHR) HE[OK]Z27 Vv L
£

ATYT13 [Applyl 27V v 7 LET,

AVB—DIAREZR)VIDEEREIVRREAUNA T RKLAD

ax AE

T 7 xRN TIE, TRTOYERA X —T = A A F721% Firepower 1010 3 L T Cisco Secure
Firewall 1210/1220 34, §XT®D VLAN A > Z —7 = A AFirepower 1010 35 X T} Cisco Secure
Firewall 1210/1220 A1 v FHR— MIA v F—T =24 A F=X J T ORETIEH Y A,

HEEDOERNR Y N7 IR SN TNWEA v F =T 2 ANT 2 — /LA —"— R v —|Z
WL 20X )RS TE R,

T S L IZERKI025DA >V —T 2 A AR FT=X—TXFET (AL F I TFFRA RN E— KD
T_RTOarFTF2 MIbEs7T) .

T A= R TALZUNRAIPT RLVAZRE LR T2HAIE., FEITRETEET,

1R BHHEIIZ
~NVF aTHFARET—FRT, EIVTXFAINNDA VX —T =2 AERELET,

FIE

ATvF1 v E— RTiX, [Configuration] >[Device Management] > [High Availability] > [Failover] >
[Interfaces] DIEIZEIR L £,

~NWVF arTH AR E—RTIE, 227 F A AT [Configuration] > [Device Management] >
[Failover] > [Interfaces] Z %R L £ 9,
™ Configuration > Device Management > High Availability and Scalability > Failover

| Setup Criteria = MAC Addresses

Define interface standby IP addresses and monitoring status. Double-click on a standby address or
click on a monitoring checkbox to edit it. Press the Tab or Enter key after editing an address.

Subrnet Mask/
Prefix Length

£55.255.252.0

Interface Name Name Active IP Address

Standby IP Address  Monitored
GigabitEthernet0 /0 El 10.86.118.12

fl0.86.118.13 | -
GigabitEthernet0/4 ccl
Management0 /0 mamt @

37108

N FRLSEYTADFE=HDT T —ILA—/\— .




B ossmic—74 v rshtssry FOBKR— OBE (FOT4TTHIT4T E—F)

ATy T2

ATvT3

ATy T4

ATy TH

NA TRLASEYTADI=HDT z—)LA—/"— |

RESNTWDLAS U Z =T = A ZADY A RN, FRSNET, [Monitored] 7 7 AT, 7 =—/L
F—N—FEO— L L TA LV F—T 2 ARE=F —SILTVDENE I DPRFREINET,

FoH—ENTWABEAIL, [Monitored] = v 7 Ry 7 ANRA N> TWET,

KA LB —T A ADIP T KL AN [Active IP Address] 7 7 LMIERSINET, £ ¥ —T =
AADAZ L NA P T RUANRFKE SN TNDH5E1E, [Standby IP address] 77 7 AMIEK R I 4L

9, Tx— A —NR—=VJ I BILORT—K VU TIZOWTIIP T FL AR REINEE
o TNHDT RLRAZZDOEZTIHNOEETEER A,

FBRENTWAAL L E—T 2 A ADE=Z ) T 5T =TT BT, A v F—T A
A®D [Monitored] = v 7Ry 7 A4 712 LET,

FRENTNWDA L E—T oA ADE=HL VU T A X—TNWZTDHITE, A F—T AR
@ [Monitored] = v 7 Ry 7 A% AN LET,

AR UNRALIPT RUARAEFRFS TWRWNEA v Z—T = A A% LT, [StandbyIP Address] 7 « —
NWREXTVIY 7 LTCT7 44—V RIZIPT RLAEZ AN LET,

KA R —RA LV MERIZ3I By M BTy N A7 2T 08565, AZ A 1PT
kVX% HELRNT &N,

[Applyl 7 U v 7 LET,

ERMFRICIL—T o T ENt=/1\T7y FOYR— L DERTFE (7T T4/

T7OT47 E—

;)

TITATITIT 47 72— )bvA—_"—TOETHIZ, ET7HEELREB L TRk =8kk
Wk DENT y e, EBEPZETHIHAENOV T, Ty NeZ{ET 5 ASA IZ
WTF DRy FOBEFIEWRA W01, Xy MIRey7anEd, 2O Re vy 7R£L<L
ETHEDIX, TIT AT IT 4T 7= F—_"— XTD2ED ASA WNEIp A —E
A TN L= R SNTEBY, 7 T2 REFICNAT 7 KL AREH S TR
LA TY,

WENT sy RO Ra L, FERFRCV—T 0 T ENTeR Ty NEFFRTHZ LIk~ TRL
STENTEET, Z2OEDITIT. FNEND ASA DRIED A Z—T7 = A ZA%[E U ASR 7
N—FIZEB) B TET, 722, WGTD ASA D, WA > ¥ —7 = A 2 TR UNEE v
U — 2 1CHBE L CWD—T, AN A 2 —T = A ZATIHRID ISP ICHf LT\ b & LET,
TIAVEET, 77747 aTXANOINGA X —T7 = A A% ASR 7 L—7" 1 |ZE|
DYCT, BH X VEETH, 77747 avTHFANDOHEA v X —7 =1 A%[FE U ASR
TN—TNNCEDYTET, FTA~VEEBONBA L F—T oA ARy v a AAEREFFT
WAy beZETHE, AU AV—T (ZOBEEASR V7 V—TF1) NOAZ L RAf v
TXANOMDA v H—T 2 A AD Yy v a fEfET =y 7 LET, —HTHERBEO)
HRWGAE, Ny NIty 7EnET, BT DIERNAO0D & ROBED S HIng
DB L E T,

. N FRLASEYTADF=HDT T—I)LA—/\—



| M 7RASEYTFADEODT T —ILF—1—
ERHIIN—TF 1 VT SNty hOYR— hOBE Fo74 970747 E—8) ||

CHEEFT T4 v I PETEEIIRESND &, LAY 2Ny X —D—EITTRTHE
TEIN, Ty MIOEEIZYV XA L7 FShET, ZOUXA LT ME, By
YT T 4T THLRY TS NET,

cHERPTZ T4 v I BRICEBROROA L F—T7 x4 RITRESNDE, LAT2y ¥ —
D—HMELIFTNTHEZESN, ~T Y MEIA M) —AICHEASHET,

\}

GE) ZofEEIL. B —T 4 o 7 BRI LER A, FERHICLV—T 4 T ENT ATy PEIE
LWA v Z—T oA AR LET,

OB, FERFRCN—T 4 T ENT Ty SOl ZRLET,
B 6: ASR D5

192.168.1.1] _
1Ll 19218821 192.188.1.2 =
—

™
SecAppA alfg
Sy

Failover/State link

]
= = = = Outbound Traffic —
Return Traffic r Inside

SO0E3

1. T7URMULYRNEyYayB, 777 4772 SecAppA 227 F A h & D ASA Z il L
9, 2Oy NI, A F—T A RO ISP-A (192.168.1.1) MHEESNET,

2. FEXHN—FT 4 I MT v TARN)—ADEINTHREINTWAEED, VX —2 T
T4 TIE. TV T 4772 SecAppB T2 T X A R EEFO ASA DA L H —T = A AHERD
ISP-B (192.168.2.2) XM TEY 9,

3. Wl VE—2 "I T 4w, FDOA L HF—T = A A 19216822 FiZU H—r b
T4y ZICBlAT ey va UERBRVOT, FryFERET, LrL, 201U F—
TxAAX, ASRZNA—T 1O~ E L THESNTHET, HEEX, R L ASR 71—
7ID TRESNTMDA v Z—T =24 2 LDy g UV EELET,
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NA TRLASEYTADI=HDT z—)LA—/"— |
B ossmic—74 v rshtssry FOBKR— OBE (FOT4TTHIT4T E—F)

4. ZoOkya UERIL. SecAppB A FFOUEE LD A Z UNAREDA X —T = A A
outsideISP-A (192.168.1.2) IZHV £F, AT — 7V 7 =—/LA— 3=, SecAppA 7>
5 SecAppB IZt v v a ERABER L 4,

5 Fay7EndafRbvlz, vA P2~y X—i3A 2 —7 A A192.168.1.1 DIFR THEX
BHEN, hT 74973408 =724 A192.1681206 0 XA L7 bENET, £
5. BETLOEEDA X —T 24 A% B L TKEY £79° (SecAppA ?192.168.1.1) , =
DEREIT, MEISL T, By a VMR TTHEThiTSnET,

1R BRI

AT — "IN T 2= VF == T IT 4T T2 )VF == TN —FIHDAH—
T2AADEY g v DATFT— MEWE, AXLNL Tx2— N F—_— T —FIZEL
iﬁ—o

e replicationhttp : HTTP & v 3 D AT — MEWIT, AF A T2 — LA —/— T )L—

TIPS NIRNTZD, RAZ N, A F—T 2 ZATHFELEE A, ASADFERFRIZL—
T4 T ENTZHTITP Ny e L—TFT 4 7 T&E5H K912, HTTP A7 — MR E=HE

WTZVENDH D £5,
T IAVEERBINE I A VEEOR T 7T 47 arTHF A MNNTIOFIELZFEITL
iﬁ—o

s AT HRAPMNIZASR I N—T L N T T 4w V=Dl FERETHI LI TEFER
o TVTFANANCY —VERELTZSGE, EOaTFAMA 2 H—T A4 A% ASR
TN—TFIZEGHDHZ LT TEER A,

FIE

ATV ITN T4~ VEBOT 77 17 27 %A M T, [Configuration] > [Device Setup] > [Routing] >
[ASR Groups] DNIEIZEIR L 77,

ATV T2 FRRICN—T 4 T SNT Ty VEZET DA H—T = AZHONWT, Rry S X yw
UA KB ASRTIL—TID #&IRL 77,

ATy T3 [Applyl 27 U v/ L, BERNREZRfTa 74 Falb—va VR EFELET,

ATy T8 ASDM 2t h o X VEBICHER L, 774~ VEBEBOa LTI A NEFEKEOT 77 07 av
THxRADMEERLET,

AT w 75 [Configuration] > [Device Setup] > [Routing] > [ASR Groups] DJEIZEN L £,

ATYT6 ZOEEOREOAL X —T7 24 AZONWT, [MCASRTIL—TID Z&RL £,

AT 7T [Applyl 227 Vw7 L, BEENEZRITa 74 Fab—va VIR EFELET,

. N FRLASEYTADF=HDT T—I)LA—/\—



| M 7RASEYTFADEODT T —ILF—1—
Jrant—n—ogz |

JxAI)LA—/\— DEIE

ZOETE, 7oAV —NR_—ORELEERTTDHHIE, bIEENOHOEEIZY = —/ 34—
NeZ B EATT D HER Y, 7oA VA —1_"— M LTI 7i4wﬁ%ﬂgﬁgg
A HFIEICOWTEHB LET,

71—V A—N—DHRELE

B e RA R L2 REEEETDHEAIC, FEITY 2 LA — =% R ETE
F79, 22T vaP— F‘ ’aih’(b\fn\t&)?@]f RETOMENHDROAT v a v
L‘Ob\f%)ﬂﬂ% I/jzjﬂo

« Tx—)VF—NR— NT T 4 v I EWET BT D IPsec FHRiTHA F—
« HTTP H#l L — b

HTTP HHB (7277 4 T/AHX 34 F—F)

1R BHEIIZ
~“NVF aLTHRANET—=RTHE, VAT LAETAN—ATCZOFEEZETLET,

FIE

ATy 1 v nE— KTiL, [Configuration] >[DeviceManagement] >[High Availability and Scalability] >
[Failover] > [Setup] DJIEIZIEIR L F 7,
~NTF A TXARET—RTHE, VAT AJETA—Z T [Configuration] > [Device Management]
> [Failover] > [Setup] #ZR L £,

AT 72 [Enable Failover]| 7= v 7 Ry 7 A% A 12 LET,
GE)
FNA ANZEFEEREWHATAET, 72— G — N TEEICITA R—T NI FH¥ A,
ATFYT3 Tx2—nNAd—R= VoI BIOAT—F Uo7 0@EEK LT D100, ROA T a0 D
W EFEALET,

« [IPsec Preshared Key] (#84%) : 7 = — /LA — _R—3EFEM D7 = — /L4 —s3— 1 > 7 TlIPsec
LAN-to-LAN k> RV &ML T B 7212, IKEV2 IZ X » T S5 SRt 5 — T?
£ : 7 =—/A—/3—=LAN-to-LAN k> %/LiZ, IPsec (fthod VPN) T 1 & o R idiE
SNER A,

* [SecretKey] : 7 = —/LA—/3—] 1c- WIS OMEX—2 A LET, 20D
T4V REZEAOEFICLEBAE., a~r FERPICEEESN a7 4 X2 b —
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N FTRASEYT4DEHOTz—LA—1— |
B o vr—n—onrzs

g NDONRAT— REFEEF—2 5D, 72— LA —"—\EN7 V7 TFA MIRY
\i‘g—o

[Use 32 hexadecimal character key] : FA% % —IZ 32 LT D 16 X — %2 HT2121X. 2D
Frzvl Ry Azt LET,

AT 74 [LAN Failover] f8I{ C., 7 = — /LA —"— U I DRD/INT A= B ELET,

* [Interface] : 7 =— /A== VUV IEHT LA 0 F—T7 =2 Z@ERLES, 7 =—
WA —=N—ITHHA =T = A APMETTN, AT = IV T == F——b A
VHE—T A REHATEET,

ZOYAMIE, RBEEDA L H =T 2 A ZAETEHTA U E—T 2 ADHRNPERE
., 72— NA—_"=J 7 LTERTEET, /v F—T a2 A% T = —)LA—/3—
VU7 ET D E, FDA v ¥ —7 = A A [Configuration] > [Interfaces] XA > Tl
LTEXERA,

[Logical Name] : [failover] 72 D7 = — /LA —R—@EIMHEHTHA X —T = A ZAD
A ERRE LET, ZOARNIEREZRMIT 720D L 0T,

s[ActiveIP] : f > X —T =2 A ADT 7T 47 IPT7T RVAZRELE T, IPT KL A,
IPv4d £/21XIPV6 7 RLADEBLBICTAZ LB TEET, ZOIPT FLRIIRMGEHDY
T Xy b EIZRTIERY 8 A,

*[Standby IP] : £ V' X —T = A ADAX LA PT RLAZEELET, 77747 1PT
RUVAERUH 7Ry b EOT FURAEZREELET,

* [Subnet Mask] : ¥ 7Ry b v A7 ZIEEL LT,

« [PreferredRole] : =D ASA DB SN 50— Lin T I 4 <~ VEBTH LD &4 ) EE
THDHPERET H7-9IT, [Primary] F 7213 [Secondary] % &R L £ 7,

AT Ts (AT ay) WOFETAT—F Vo7 &% ELET,

* [Interface] : A7 — K~ V7T HA 2 —T oA AR L ET, BIRTE LD,
KREDA =T 2 A ZAENFHTA v Z =T A A, Tx— VA==V 7 Fiz
IZ [--Use Named--] 47"+ 3 T3,

GE)
T o=V ==V IVERAA V=T 2 A AL AT VU ITHEHA LV F—T A R
D2ODA L H—T A AZP 2\ fERTHZ L 2L £,

KREDA VB —T oA AETNIVTA v EF—T oA ABBIRLTIZRE. TDOA 2 —
TxAADTITATIP. YTHRY FIRY, HBELZ, BIUOREZUNLIPEATITH
WVBERH D 97,

T2 A== D Y BRI G RE, TOT4TIP T3y bR REA,
BROREUNA IPOEEZIRET Z2LETHY FEA, 72— VA —"— U TITHRE
SNTWDEPAER SN ES,
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| M 7RASEYTFADEODT T —ILF—1—
Jr—nt—n—ozzezE ]

[--Use Named--] 47> a » 2@ L7=354 . [Logical Name] 7 1 — /L Rik, ZARIDO DU
AVE=TzARADO Ry TZ T VANMIBRYET, ZOVAIPLA L Z—T AR
EBRRLET, POTA4TIP, YITRY RIRIITLIA I RDES, REZVINAIP
DEEZEETHALEIXHY EHA, TOA L F—T A4 AHBESNENMEHSNE
R

* [Logical Name] : [state] 72 EDAT — MBFIEHT A4 % —7 = 4 ZOFmE4 16 E
LET, ZOAFNIERERET 57200 DTT,

*[ActiveIP] : £ VX —T =2 A ADT 7T 47 IPT RLVAZHEELET, IPT RL AT
IPvA £721XIPV6 7 FLADEBLBIZT A2 TEET, ZOIPT RLAE, 7x=—/b
F—=N—= Y 7 LIZBR L RERHOY 7 Ry b EIZ2T IR0 A,

[Standby IP] : f > H—T =2 A ADAX LU NAIPT RVAZBELET, 77747 1P 7T
RLALFELH TRy b EOT KL AZRELET,

* [Subnet Mask] : 7 x> b v A7 ZRELET,

s (XIFvar, TUT 4 TIAH 3, DIx) [Enable HTTP Replication] : Z DA 7T a v
WXV, 725 4 7HITPE Y v a v B AR N, T7 AT 4 —)Llat’—4 B 25—
K7 T 2= V= R—= 3 2 =T ) £, HTTP HE A FF Al L7254, HTTP
Bl L7 = — VA — N—ORARICEW S VET, T2 T4 TIT VT 47 F— KT
T )b —R— J—T T LI HTTP A% e L1,

GE)

Tz VA —R—5FEHLTND L XIZ, AZ UL HEENGHTTP 7 0 —%HIbR7T 5 &
BENRA T FT, Z D7z showconncount HIZIE, 777 ¢ 7HE & AKX LN ( HEE
TERDIBNRRINDZENRHV ET, - Ta~vr FEemBITT 5L, WMok
BCTRIUIT Y FRERENET,

AT 76 [Replication] Sl T, v a v H{lL — N2 1 BH BB TRELET, /B L0
KL—=MIET ML TIREV ET, T 74 MIFKKL—FTT, T 740 b aliHT 5
ZIX. [Use Default] F= v 7 Ry 7 A% AN LET,

AT 7T [Applyl 27 U v 7 LET,
AT 4 X2 —a VBT, AR ESNET,

ATFYT8 Tx2— A —NR—F A F—TNICTDE, To— I —N"—ETE2RETIEODEAL TS

RNy 7 ANFIRENET,
cRTT =— /A — = BT8R L TR CRBROREZ1T 2 H81E. [Nol 227V v 7
LEJ,

«ASDM IZ X > CTHEIIZ Y = — v A —"— 7 LOMET D 7 = — /LA — " —FE T
PIDHE T HITIE, [Yes]Z 2 U v 7 LET, [PeerIP Address] 7 1 —/V RIZET O IP
7 RFLAZRRELET,
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NA TRLASEYTADI=HDT z—)LA—/"— |

B - r—rn—onnss

71— )LA—/\—DEHIET

FIE

&

ATy T2

AP A BB A REFINNCT 7T 4 78T 212E, ROFNEEZFATLET,

1R BHHIIZ
<NV F arsTHFANET—RTE, VAT LETAR—ATIOFIELFETLET,

T )L — R —E R L UL TIRET A ISR ATV E T,
a) TUFFA b E— RICE U CHEE AR LET,

e IV AT HF A K E— RTIL, [Monitoring] > [Properties] > [Failover] > [Status] %
ERLET,

e v IVTF 2T HA BN E— RNTIX, A7 AT [Monitoring] > [Failover] > [System] % 15&
WLET,

b) KOWTNILORZ 27V v LET,
* [Make Active] 7 U v 7§25 L, ZOMEENRT 7T ¢ THEIC/RY T,
* [Make Standby] %27 V v 7425 & HHFLEENT 7 7 4 7THEEIZRD £T,

(TIT4TITIT AT T—RKDOHR) 7x—)VE—N—%T =)L F—— T )L—TF L~
CTHRHIT D ITITREZITVET,
a) A7 AT, [Monitoring] > [Failover] > [Failover Group #] Z# B & £ 3, #1X, #liHl+ 257 =—
NI == T N—T DFFTT,
b) WOWTNNDORZ %I ) v 7 LET,
s [MakeActive] 7 Vv 7358, ZOEETT 2 — NI —NN=TN—TNT 7T 47
(27220 £,

[Make Standby]| 227 UV v 735 L, HPEBEBTCT =— VA== T NV—TNRT 7T 4
(2720 £,

Jx—)LA—nN—DFT4t—T)Lit

1 OFRIEMFTORETT 2— A —NR—%TFT =TT B E, Va— K15 F CHIEE
DT 7T 4 TRBILORRYZ R RENHRTSNET, T2 T ATIT7 7T 47 72— )L —/3—
X7 OYE, EOEEBEAELTLILIICHESNTWVWE Y &, T2—F— =T N—TFFT
IT AT THLITRXTOEETT 77 4 7IREO T EHERF SN ET,
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Tz VA== T =TT B, IROFHEEZZIRL T E &,

e AR UNAIEB/IALT XA NIAX NS, T— ROFEFHEEIND DT, Wi HOMEEIX
FNF T 4y 7 DEEERBB L EEA (ZHITREAZ AR ENET) |

c AL UNAIEE /AT R A NI, T T 4 7B/ QT F A MUER SN TV R WSS
THFDARE LN IPT RLRAEF|EHEMEHLET,

c AR UNAIE /LT XA NILD, To— b —— RICBIT AT THY v R
NIFEENE T, T2— AR T T 4 THEE/a T A NTHEAS X —T
T2, T0Oar 7 4 Fal—ra Ok PFRBLENZBIC, AZ oo HiE
AT HRANPBEEDAL ANAIREEICEY 7,

c AR UNRAIEECTFIHN T 2N A =R A X =T NI LT 7T 4 7 L7V TL 72
SV, ROVIZ, 72— A —"—DF#EHIEIT 48 X—) EBRLTLLEIN, A¥
VUNRAIEETT 2= V= R—F A =TI THE MACT KL ADFEMNIEAL.
IPVv6 N T 7 4 v 7 BHBISND A REMENH D £,

e SERIC T 2 — V=R —%TF 4 —T T AHITIE, nofailover 27 4 Fal— g v
AL —K"NT o7 a7 4 Falb—g EELTHAB Y e— RLET,

1R BHHIIZ
2N F AL TFHRARNET—RTIE, VAT LAE[TAR—ZATCZOFEEEITLET,

FIE

ATv 1 v E— KT, [Configuration]>[Device M anagement] > [High Availability and Scalability] >
[Failover] > [Setup] DNEIZER L £ 9,
VNTF AT HFANET— RTIEL, VAT L5FTA— A T [Configuration] > [Device Management]
> [Failover] > [Setup] Z# R L £ 97,

AT w 72 [Enable Failover] = v 7 Ry 7 A%4 712 LET,

AT T3 [Applyl 27 Vv 27 LET,

ATV TG ERIZT 2 — VA —N—%T 4 =T WIT DI, a7 4 Fal—val ZREFELTEY
n—RKLET,
a) [Savel R¥ > %7 Y w7 LET,
b) [Tools] > [System Reload] Zi#R L T, ASAZ# VY r— KL%,

[EENREL-ZEDET

PEE D IEA LT 2B A R F O R VREEICE T 2121k, ROFIEEZFETLET,
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B -7 xr—vavoman

FIE

ATy T

ATy T2

1R BHEIIZ
“NVF aLTHRRANET—=RTHE, VAT LAETAN—=ATCZOFEEZETLET,

T = — LA N B AR L AL T E T B IR R ATV E T,
a) IUTFHFAPNET—RIIJSCCHEEEZENLET,
e VIV AT HA K E— RTIL, [Monitoring] > [Properties] > [Failover] > [Status] %
BIRLET,

e v IVF 2T HA B E— RNTIX, A7 AT [Monitoring] > [Failover] > [System] % 1&&
WLUET,

b) [Reset Failover] 7 U v 7 L%,
(TIT 47177747 F—RDOR) T7x—NF—N"—%T x—)LE == T L—TF Ll
THEHITLT HITIFREITVET,
a) A7 AT, [Monitoring] > [Failover] > [Failover Group #] Z B & £4°, #iX, #4257 =—
WA —N— T N—TDF T,
b) [Reset Failover] #7 U v 7 L&,

a4 F¥al—ar0HERHE

BRlshiza~y NiE, #rar 74 Xab—va ViREshEd, #flshiza~r Kz
ABUNAYEBEDT T v 2 AE VIRTET HI21E. [File] > [Save Running Configuration to
Flash] DJAIZERN L £ 7,

JxAILA—IN—DE=ZH) Y

ORIV VOFBEIHESI LT, T2 ANT—NN—DAT—Z AR E=FZ—TXET,

TJIx—J)LA —IIN—Ayt—

T2 )VF—NRN—RNRETHE WD ASANRT AT A Ay =% ELET,

Jx—I)LA—/N\—Dsyslog * v t—

ASA VT, RASIRINERT T 744 VT 4 L2 DT = — LA — "= (2O T, EED
syslog A vE—V2FITLET, TNHDA Yy E—VZ2FLRTHITIE syslog A v E—T A
REZRLTLTEIN, 72— b F— "= |ZHEffIT N TWE A v&— ID O&FHIFIRD
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EEBDTT  101xxx, 102xxx. 103xxx. 104xxx, 105xxx. 210xxx. 311xxx. 709xxx. 727XXX,
7= 20, 105032 BEXR105043 137 =— A —n"— Y o7 LOREEZR L TWET,

\}

CE)  Txz—F—"—OFPIT, ASAITFHFEMIZ /%/%ﬁ?ybt% AR —T oA A% EE)
L. syslog # vE&— 411001 3L V411002 24K LEd, ZHX@EDOT 7T 4 €T 4T
j‘o

TJx—I)LA—N\— TN\ T Ayt—

TRy T Ayt —V%FRT DT, debugfover =~ KEAHLET, FEMIICOWTIL,
av L R U 77 L AEBRBLTLEEN,

N

GE)  CPUTBEBARATIEIT ANy ZHANZE T T7A TV T 4 BED L THR TS, 7‘/\/7Hjj3
EATDEVAT LNRT =<V ALKRELSFETLHZERHY T, 202D, FFEOME
N TNy 2—TFT 4 T EITHIHER, CiscoTACED N T TNy a—T 4T yiarn
MIZFR Y debugfover 2~ R&EMAL T ZEW,

SNMPD 7 z—)LA—/N\— 35y T

7 = — )V A== {Zk}F % SNMPsyslog 7 v & %A5T 512, SNMP kT v 7% SNMP &
AT —a VB ETDHEOICSNMP = —2 = > hERE L, sysloghA FEEFRL, B
VYD SNMP EHL A 7 — 3 3 >|Z Cisco syslog MIB % =1 > /34 )L LET,

JI—IWF—N—RT—BADE=R YT
“

GE) Tz A== A RUIBRELIEHE, T ADFE=H D > 7 &k d 5121%. ASDM
ZEEEIT 57, £7003 [Devices] A NNIRRSNDHNDOT 34 Z2ZG)Y B 2T, LD ASA
WCRLDFIRZFITTL0ERH Y T, ZOBRIEPLERDIT, ASDM T 731 A b Yl &
ﬂfﬁﬁ?ﬁuéﬂf_]ﬁn\ EHroEe=X%1 VﬁVﬁﬁﬁﬁfLéﬂfﬁb‘fC&)“@ﬁ—o

[Monitoring] > [Properties] > [Failover] Z®IR LT, 7277 4 T/AZ A Tz — )L A —/—
EE=HX—LET,

[Monitoring] > [Properties] > [Failover] fEI CIR DEEI ZEH LT, 77/ T4 7/ 77T 47 7= —
NA—N—mE=F—LET,

System

[System] ~3A ZIE, VAT LD T 2 — LA —N—RENFTRENET, £/, VAT LD
7 2= VA== IREB R IR OIFIETHIE T E £,
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T NAADT IT 4 TIAZ NAREEYIVEZ S,
EENBE LT A A2 Y b5,
c AL UNAHEE R ) n— N5,

Ta4—IL KR

[Failover state of the system] : F/RELH, ASA D7 = — /A —N"—REZEXRRLET, ZRIN

LI, showfailover =~ R CZITI A LRI CTY, RRHACET 2FEMICHONT

X, a~> R U 77 LU 2AE2RLTLIEEN,

[System] A > Tl&, DT 7 v a v &HHATE £,
* [Make Active] : 777 4 T/ AZ A a2 T 4 Xalb—a T, ZOREZ7 Yy
I DL ASAVT VT A TEBIRVES, TITATITIT 47 a7 4 Fal—
varT, ZORELVEI Y v I FDHE . ASA THI DT = — LA —,S— J—F N7
7T 4 TN ET,
s [MakeStandby] : 727 T 4 T/AZ L NA XT T, ZORZ &7 ) v 7 T5HE, ASABR
BUNRAIEBIIRVES, TIVT 4TI 77747 a7 4F¥alb—ar T, ZORY
YEIZV v ITDHE ASA TR DT = — LA —/"— FIL—TIRNAL A IRREICT
£
s [Reset Failover] : ZDORHZ &7V v 7 LT, VAT LEEFRIENDG A Z XA IREEIC
Vey hLET, VATLET 7T 4 7REIZIZV Y NCEERHA, 777 4 7THEET
CORGEI Yy 7T HE AZUANLIEN )Y FENET,

* [Reload Standby] : ZDORZ %7 U v LT, AX U NAEBLEBEIIC) o—FLZE
R

s [Refresh] : ZDHRZ %7 Y v 7 LT, [system] 7 4 —/V DT = —)LA— N—fRREIZ H
HAT—HAFE#REY 7Ly a2 LET,

TJx—ILA—N—TIL—T1EELVTz—ILA—1NN—F)L—T2

[Failover Group 1] ~XA >3 & OY [Failover Group 2] XA 2%, BR LT NL—T DT = —)L

F—=R—=IREENFRENET, £/, INV—T DT 7T 4 TIAZ A ARREZ YV B2 5,
FRIFRENBELLIN—T2 VY FLT, JA—T D7 =— LA —"—RELHIET S
b TEET,

J4—ILF

[Failover state of Group[X]] : F#/REH, BN L7727 = — /LA — N~ T )—T DT = — )L A —/3—
RIEAZ LR LET, FRENDEHRIL. showfailover group 2~ RCTRIFTEAH A LR LT
—g—O

TDORALUTROT 7 a vy BEITTEET,
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s [MakeActive] : ZORX %7 Vw7 LT, 72— NI == NV—T%ASADT 77T 4
7 a=y MILET,

s [MakeStandby] : ZDOHRZ %27 Y v 7 LT, 7 =—/)bA—s3— 7 L—"7 % ASA THifil iy

IZAH  RANAREBIZLET,

* [Reset Failover] :

TORELUEITY I LT, VAT LAEBEEREND A X A IREEIC

Uty bLET, VATLET 7T 4 7HRBEICIIV By b TEEHA, 77T 4 7HEET
ZORELHT ) I THE, AXUNAEEN Iy hENET,

s [Refresh] : ZORF %27 U w7 LT, [system] 7 4 —/L DT = —/LA— —IKREIZH
HAT—ZAEREY 7Ly a LET,

J T —)LA—N\—DERE

tRe

N

)1)—2

HREETRHR

TIT A TIAR N, T 2 — )L —sN—

7.0(1)

ZOMRENEAINE LT,

TITATITIT 4T 72— LA —r—

7.0(1)

ZOWRNEASNE L,

T x— )L F—— F—D 16 EHEEY R—

7.0(4)

T x— LA —N— 1 7 ORFEALIC 16 EEBEIEE
TEHLHITFE L,

WO HAEF /20 £ L7z, [Configuration] > [Device
Management] > [High Availability] > [Failover] > [Setup],

TGN DT AL — )RR T L—
ADYR—k

8.3(1)

Tz VA== F =N Tary 4 Xal—var
EAZ— T T ar7 4 Xal—rva oy —%
et d 2~ AF—RAT7 L —X%HR—FT25L9IC
M0 FE LI, — D ASA MO FICARE Z o e —
T 584, 72L& 21E. moresystem:running-config =~ >
REHEH LT, ERICES g d—%2 a2 — L THEY
fHiFdzemcEEd,

()

failover key DA FS4 1%, show running-config @ i/

|2 ek LRORINE T, TOYRT SN F—T=

E—T&EHA,

ASDM OEFEZH Y FHEATLT,

T = — )L F— R — 2 IPv6 DY AR — kHNENN

8.2(2)

ROBHEPEESNLE LT,

[Configuration] > [Device Management] > [High Availability]
> [Failover] > [Setup]s

[
[Configuration] > [Device Management] > [High Availability]
> [Failover] > [Interfaces],
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IJ IJ—X

HAETRER

(R 7 — N7 v 7PHOT = — /L F— N —
TN—T D= N DFEDER

9.0(1)

PRION—=Y 2> Y7 by =7 T TFEFE) 77—k
T TRHFRENTW ), 72— F—/— T —
TEE =y NCT 7T 4 71T S preempt 2w 2 R
EMEHY EFHATLE, LL, ZOEIX. WD
72— VA== T —T RN EE T 5=y T
TIT 4T RDEICEREINE L],

Tx—NF ==V I7BIXRAT—F U
> 7 DE(E E K513 5 IPsec LAN-to-LAN h
VRO R— |

9.1(2)

Tz /LA — N — X — (T O B b 2T 500
&, 72— —N"—= VI BLTAT—F V27D
5 5L 12 IPsec LAN-to-LAN > RLBMEHATE 5 X9
12720 F L7,

GE)
7 = —)L 4 —/3— LAN-to-LAN k> x/Li%, IPsec (%
DD VPN) T4 B ZZiTm@A SN EE A,

RO S4UE L7z, [Configuration] > [Device
Management] > [High Availability] > [Failover] > [Setup]s

IN—RT 2T BV 2— LD~V AF=ZY
> 7 O

9.3(1)

ASAZT 74/ R T, £ VA M= NFEHN— KT =T
£ a2 —/L (ASA FirePOWER £ ¥ =2 —/L72 &) D~JL
A= B YT ETOVET, FFEON—RU T E
Va—DEEICL ST T 2= A — =% ) H—7F
HZENEFELLBRWVERIT, EV2a—LDOE=HD v
ThT A =T NMITEET,

WO AE T IjE L7, [Configuration] > [Device

Management] > [High Availability and Scalability] > [Failover]
> [Interfaces]

T2 VA= R—=RT DAK A IEEE T
ZAZ AN, A THXFA DAL T X2
L—ya v EHEoay

9.3(2)

WHEOaL 74X alb—a VORIBERWTAZ N
A3 ECEENTERNE DD, AZ A 3EE (T
TT A TI|ABZ RS, T 2—)LF—_"—) TR
NAAVTXAN (TITATIT I T 47 7 2—)bA—
N—=) Oary 74 F¥al—varyElruny s TExH L
N7 F LT,

ROMME AT S E L7z, [Configuration] > [Device

Management] > [High Availability and Scalability] > [Failover]
> [Setup]
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HaE

iy

1)—2A

HAETRER

ASA 5506H D7 = — /LA —s"— Y7 L L
T, BEIN A F—T = A XM TTHE

9.5(1)

BRI A X —T = A AL, ASA5506H 2[RV 7 = —
NA—=NR=Y 7 L LTHETEDHLITRD E LT,
COMREICE Y . TAAL ADMMDA R —T = A A%

TR A B =T 2 AL LTHHATEE Y, ZOHERE
ZfE L7234 . ASA FirePOWER & ¥ = — /LI T
TFEHAL, TOFEV2a—VTEEHRIIA LV F—T oA
AW DETRA B —T = A AL LTCHERIT 25 2 &0
WETT,

WO A NNAEH X FE L7, [Configuration] > [Device

Management] > [High Availability and Scalability] > [Failover]
> [Setup]

Xy U7 7 L— RNAT DML T = —/LF—
N—BIWASA 7 T AZ Y 7 THR— kK

9.5(2)

X U7 7 L— REIZRHBIL PAT Tl, NATIZ 1 /&
1 ODOR— FEBEZE D Y TIEDLDTIERL, £
ANMIFA—F DTy 72BN Y THZENTEET
(RFC6888 SR L T I2&VY) , ZOMREIX, 7 =—
WA= N—BLXWASA 7 T AXDEANTHR— LI
7,

AERSNTHEEITH Y £H A,

TIT 4 TIARZ LN, T 2 —)LF— " — i
MT2LEDEX2T 7747 F0bD
A AF v 7 ACL BT 5 R o dE

9.6(2)

T 2= A F—NR—=RTTvFaT 7547 M
T5 e, BEfT N TS X A5 v 7 ACL
(dACL) 2B DA X 3 2= b ~D R
eESNE Lz, Band, KHFe dACL 085, A%
VA 2=y BR[O E WSy 7Ty TR S
DT < RHWEE T LWL, RIS
MEZENRHY E LT,

AR SNTHEEIZSH Y £H A,

NFaLTXFARNE—ROEBEXF2T I T4
T MNEROAT— NIV T 2 — LA — N —

9.6(2)

“NF A THFARNE—RTEXR22T 7747 b 82
WD AT — KNIV T 2= F— =R R—FENhd kL
IR E LT,

EHSNHEEIZH Y £H A,
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HERE# Jy—= PREETER
LRI ZITFo - DA v 2 —7 =4 9.7(1) F 74V F TR, 72— A== XT D ASA L. 500

ADY I AT — NE=H Y T B E T

SUBZERA =T 2 A ADY T AT —
Frxv 7 LET, K=V 7OMFEE 300 X VNG
799 S VPO TRETEHLICRVELE, L x
X, A=V 7R Z 300 X URICREET D &, ASALT
AE =T A AEERL N T—DT = — VA — " —%
KU RHICHmHTE ET,

WO NEE S Uk L7z, [Configuration] > [Device

Management] > [High Availability and Scalability] >
[Failover] > [Criteria]

FirePOWER 9300 35 X 184100 TO T 7 7 ¢ 7/]9.7(1)
AR, Tz — )L F—R— ~JL A E=H
Vo7, MEWZ+T—T 4 v 7
(BFD) MB¥HR—hr&hF L7,

FirePOWER 9300 3 L 184100 007 7 5 4 T/ A B o34
RTD2OD2= MED T = — )L F—/3— ~JL A
F oIk LT, MGM7 57 —F 4 7t (BED)
EHEINITEDLLIITRDELE, ~VAF v 7T
BFD # i3 25 L. T 74V FO~NVAF =7 LOE
FEEREED . CPUDHEHEZMZ S Z &M TEET,

WO NEE S Uk L7z, [Configuration] > [Device
Management] > [High Availability and Scalability] >
[Failover] > [Setup]

T LA SR HE D L 9.15(1)

7Y vV N—T%7-13 IPv6 DAD i+ 254
Tz VA= NRN=PNRBETLHLE, LW 7T 47
=y NI, AZo 2=y PRy NU—F T XA
I H5ET L TCARAZ U NARIEBIZEBATT 5 £ T, iR 3000
UM LES, 20%, 77747 2=y NI LT
T4y OZFE LA TEET, JORBEA RS
LTI, R Z N2, AF A 2=y
NRBAT T DRNCT VT 4 7 2=y bW T 7 4 v I D
ZUTELERBLET,

BBl E 721328 S 7= : [Configuration] > [Device

Management] > [High Availability and Scalability] >
[Failover] > [Enable switchover waiting for peer state]

HA ©7 Y > 7 %@t 3 2 e R Rk |9-18(1)

FAE

i (A B i (LB RELZ LV L config-hash fE 4 Z5Hi L T2
M=y NeT 7T 47 2=y FORELHKTE F

T, T/ T 47 2=y FEBNa=y O TRHEAS
Nley v an—83 2556, 2=y MITERK
ERMIZAFx Y 7L THAICESMLET, ZOKEEIC
X, SHIGHRERHAET U U I RAEEICR D, AV
TFUAT 4 R LT o7/ L— IR ERf S E
7
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