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TV oD ITN—T A RDA B —T = A A TEe< BVLIZEID S ToHhET,

EtherChannel |3 @)D 5H, m— R NT o v THERER HARMEMED —H & LTI 2 CWET,

Inside Switch Qutside Switch

A
1 |

Node 1

/\ [\ et } eth12 |\

port-channel 5 eth1/1 qf - in1/2 port-channel 6
SInsided Outside
panne Spanned
port-channel 1 port-channel 2
10.1.1.1 Node3 549 165.201.1

eth1/2

|

. Cisco Secure Firewall 3100/4200/6100 O Cisco ASA & 5 X &2



I Cisco Secure Firewall 3100/4200/6100 ) Cisco ASA 7 5 X 2
R /%> K EtherChannel O F| 5 .

2% K EtherChannel DF] 5.

EtherChannel A0 11— K85 Lo v 713, D & 5 FIAN D, hoFA L0 RSN
h@‘O

o EEKHE TORAE,

e I N—T = AKRENE N, HBA A —T A RIN—T 4 T T a ha ik o x
NTGT7 4w 70— KRR LETRN, b—T 427 T banidl s EER
W R—=V 2V APELRDIENEILSHY T,

AT 4 Falb—valBESTHD,

BRANV—T"> DA KT A
BRAN—Ty hEFEHRTIHINE, kO L EHIEL £,
AT AR RN ARSI T Ny a TAITY XNT 5] ThAXLIICLET, o
FO, EBELD0FMMNLDONNry RBREIC Ny V2 2 R-H T, A/ K EtherChannel N
DOFRICASAICEELET, HETLEFHEDIPT RLRA (F7 401N FHITEELLSE
HOR—=F 2y T2 TAITYXNELTHHTAHZ EE2HERLET,

CASAHB AL TG THLEXIE, RMUAATDITA L I—REeERALET, T 3TDON
o MZEIU ANy Y2 TAITY RAREHEND LI 572HT9,

B—=RNRZT

EtherChannel U > 7 (%, BEETE/II5EEIP 7 FL A, TCP R— F B L UDP R— FHEEIC
HANT, Oy 2 TAITY XAEFEHLUCRRSNET,

N

G¥)  AA vFTiE, 73U XA source-dest-ip & 7213 source-dest-ip-port (Cisco Nexus OS & 7213
Cisco I0S @ port-channel load-balance =~ > K& &) #HT s LabEdLET, 77
AED) =R TF T4 v 7 R~ T 55608050 T, 2—RRANF A7 LT Y X
ATiEvian ¥—U— RZHEH LN T 7230,

EtherChannel NV > 7 i — N RXT ov vo FIZEBE RIFLET,

K — R NT U U TIEEICATRE S IIR Y £H A, NAT 2R ETHHA1E. 747 — K X
oy R VB =2 Ry FETIPT RLASRHR— MRERRDFES, VE—2 v T T4 071X
Ny T allESWTHIO =y MIEEINDT=D, 7T AXIIIEAED ) X —2 T T 4w
JHEIELWL=y MU XA L7 NTBXLERHY T,

EtherChannel @ T E-A:

EtherChannel (21X, TLEMMSRENHEAAEN TWHET, 2T, T XTO U 7 oEfRE 7 a b
AN ARTF— R AEE=A—LET, VoI DIOTHEENREETLIE, N7 40w 213V D
V27 THSBSIVET, EtherChannel D3 XTD Y > 7 NFFED = h LTI L7225,
M O2=y "REET 7T 4 T THDIHERIE. TOa2=y MITTRAEZNLHEIREENET,
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B osx o727 n~0mE

TLRAA v F VAT h~OHEE

1 oD ASAWZHXEHDA L X —T 2 A%, A3 K EtherChannel (2 ANDZ &N TEXF
T, 1 DDASAIZODEBE DA v Z—T = A AT DODIE. VSS., vPC. StackWise., F
7-1Z StackWise Virtual Dl J7 D A A~ FIHkid 5 & & T1,

AA v FIZ L o TlE, A3 N EtherChannel [ZE R 32O T 75 4 7 Vo 7 R ETEE T,

Z OMEETIZ, VPCNDE DAL v F N, ZNENI16{EDT 277 147 U > 7 @ EtherChannel
Y R—PTEHLENRSHY £F (] : CiscoNexus 7000 & F2 U —X 10 XAy b A —H

*‘Y K EYa2—)1) o

EtherChannel T8 EHDT 75 4 7V v 7 Y iR— b DAL v FDEE, WEVATLT2E
DAA » FIZHEFET H L. A3 N EtherChannel (12K 16 HOT 77 47V 7 2R ETE
S

WORTIE, 4 /) —KITREIBINE ) —RKITREITDI6T VT 4TV TDANRSK
EtherChannel 2R L E 9,

Router or
Access Switch

Router or
Access Switch

Switch 1 Switch 2 Switch 1
Virtual Switch Link

5 e

Switch 2
Virtual Switch Link

5

[
port-channeld

S |

e 3pu:)rt-channen
= (I

| | |
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BAAVE—Tz4R =Ty EI7479+—LE—F0z) |

BARlA B —T AR Ub—TFT YK IT7AT79+—IL E—FDH)

fEBlA v 2 —T 2 AZBEDONV—T v RA X —T A ATHY, TNETNBHEHDO/L—
T4 THa—INVIPT FLAZRLET, KA F—T A ADAAL LT TAXIPT Kb

21X, BHET RLATHY, FICHE/ —RZBgLET, HllHl/ — R "REEIRDE, AL
772&m7bvxiﬁbwﬁﬁ/%%_%ﬁﬁéwﬁ\7?15®%E%V%Avxﬂﬁ
TCcEE9,

A EBE—=T 2 AR AT 4Xalb—vaAifilill ) — FEFEFTTITOXNERHDHT-D, IPT
RLAT—LERELT, ZOF—NLDOT RLARNIT T AL ) —FR (Bl — FHE2ET) O
BEDA A —T oA AERHEIND L O LET,

T T AR =LA, v F ETa— R RRTG UV T EETLHILENRH Y 7,

Inside Switch Outside Switch
S
Load Balancing: Nodet1/Gontrol = ancing:
PBR or ECMP PBR or ECMP
' inside eth1/2 8§l ih1/1 outside N
eth0s 70.1.1.1 (main) 209.165.201.1 (main) e
10.1.1.2 (local) 209.165.201.2 (local)
Node2
inside eth1/2 43 cth1/1 outside o
Sy 70.1.1.3 (local) 500165 201 3 (local) e
Node3
eth0/2 inside eth1/2 eth1/1 outside ethos2
10.1.1.4 (local) 209.165.201.4 (local) N
Node4
inside eth1/2 _@ § eih1/1 outside ~th()/3
eth0/3 10115 (iocal) RIS R AT etho/3
I s C U, 100.2U1.0 (10Cd
)

RY == 2A V=T (T

@A 2 —7 A AT HEEIE, FASAA U F—T oA ADBEHOIPT KL &
MACT RLAZMERFLET, n—RAT VU T HED1ONB, RY == )b—TF 1
7 (PBR) T,

ZOFENMERSNDLDIE, TTICPBR ZHEHLTRBY, MEDA LT T AT I F v &2
AL WEE T,

PBR (%, /V— F ¥ v 7B L OACLIIZHESWT, w%%4y7@&E%ﬁwi¢ (EgLiE

?%TF774/7%7725W@¢“T@AMA DTDHVENRDHY £, mRiﬁmT%
LI, W @&D%%A7///7#%%%ﬁfétw EbHVET, REDNT A —
VY UARZEMRT HITIE, PBRARY U—ERETHEEXIC, FLERO7ATV—RE) Z—2 0
N7y EREICASAICEESND X OICHET 2 Z LA #LELET, 72 & 2L, Cisco/L—#
NHHEEIL, TLEEAZEHRTHICILCiscolOSPBRZ A7V =7 b v T ox o 7 e &bl
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B zaxr=r7iz20—540

ALET, CiscoloOS A7 V=7 b T vF 2 FiE, ICMPping ZfEH L T ASA ZE=4% L
F9, ZiLT, PBRIE. FED ASA ORIFEAREMIZESWTCL— b ~ v 72/ F /i3
b TEET, MOV TIE, RO URL #2 L T &0,

http://www.cisco.com/c/en/us/solutions/data-center-virtualization/intelligent-traffic-director/index.html

http://www.cisco.com/en/US/products/ps6599/products_white paper09186a00800a4409.shtml

MR N VFNRAN—T T

ERA 2 =T oA AT HE XL, FASAA U F—T A APHFHOPT KL AL
MACT RUAZHEFRFLET, m— KT T HED 1O, %aA b~ F /32 (ECMP)
N—T 4 T TY,

ZOHEPHREINDDIE, T TIZECMP2HHALTRY, BFEOA V7T A NT 7 F ¥ &Ik
HAL7zWEE T,

ECMP/V—7 4 > 7 Cld, V=T 4> 7 A M v 7 BEME TR CTHHEED TR A %
LTy M EERETEZ £9, EtherChannel ® L 912, EFETB L UONEHLEDIPT L AR9iE
BB LOBHEOR— DNy Va2 ZH L TR A NRy 7Oy hEEEFETEE
To ECMP/L—7 4 V' JICAZT 4 v 7 — N &HHT 55515, ASA OREEFARHCH-EN
EEDLZERNHVET, V= MITIEHEEHIND 2D, FHEENFAELZ ASA ~D 7
T4 I MEKRONDAENLTYT, AXT 47 V— b eFEHAT 28534, 7727 b
TR TIREDAET 47 N—h F=H ) U TEEEFHLTIEEN, ¥4Iy
N—TF 47 Fa havEERL CTOL— FOBMEEIRETY L 2HELET, Z08A
X, XATIv I =T 4 TICBMTHEIICE ASA R ET HLERH Y £7°,

Cisco Intelligent Traffic Director (Jv—7 > K 77 A T U 4 —/L F— KDH)

fERIA > B —T 2 AMHTDEEIE, FASA A H—T =2 A ANHEHOIP T KL AL
MAC 7 R L A Z#fiff L ¥ 9, Intelligent Traffic Director (ITD) & %, Nexus 5000, 6000, 7000
BLVYOOARA v TF L —=AOEmHEN— Ry =27 0= RT3 7 V) a— g TF,
Bk D PBR DREREZ 52 BITHEFE L TV D Z L ITNA., fM b Sk v — 7 7 o —Z 42t
L. RIFEE ORI WAR S E FZB T D 72O OEEOIBNSREZiF 2 TV E T,

ITD X, IP A7 ¢ v, WER 7 a—®FEDT=dDa v AT v ks Ny v aih, (AR IP
TRy 7 ~VRE=ZY T BERBEELAERY — (NHMITTEN) | NEr—
KRSy BEXOT U4 —32 5 IPSLA 7u—7 (DNS #5ie) #¥R—KLZE
T, B— RRZ U ORI LY, PBRICKSRT, §XTHITAKX ) —KTLY
B)—Ip T 7 4 v 73 EEBR LET, WHA7 a—xtHkEed EZHT 572010, 8o 7+
T—RBIRY Z =37y bBFEIC ASAIZEEEND L HICITD 2R ETH Z & A H#EE L
F9, FEICOWTIE, RO URL 25 L TL7ZE0,

https://www.cisco.com/c/dam/en/us/td/docs/switches/datacenter/sw/design/itd_deployment/ITD ASA
Deployment Guide.pdf
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D5RB A=y rDF—INEGET v TR FU—LekUgyvz by —LigzosE [

DIRBAZy bDT—TIERET YV TRA M) —LELUVF IR M) —LEFEDOE
E

7 TAL) T EBRET DN, 77 AZH@Y) 7 2y FU—2 BEHXy FU—=7 BX
OF =% 2y NU—=7 & —7 NV THR L ET,

FIE

ATFYT1 7IAZFEY o7 Xy hU—r BEHXY NU—7 BIXOTF—% Xy NU—T B —T
VTR L E T,

GE)
7 FAZIBINT DL — RERETDHHNC, Dl &b, 77T 477 7 A2
YIXy NU— T BLETTY,

ATV T2 ToTARN)—=LEX T ARN) —AOBIRLHRET D2HENH Y £9, 72 & 21X, EtherChannel
P9 541X, EtherChannel D7 v A " —A/F 7 A N — AR RET HLEN
HYFET,

HEHL=Y FTDISAZ A EF—T (A X E—FDFRE
IS ARY U ITHICRETEBA B —T oA ADHE A 71, A3 K EtherChannel & &3] A

VH =T 2 ADNTNN T DHTT, 1OD7 FTALZNTA LV E—T oA A XA T HIBLE
SHBHZLITTEXERA,

\)

GE)  #Hlflz=y ST —F 2=y FZBIMLARWEAIR, flfllz=y F2TTh<L2=v FD
AN B =T oA ZAE— RE ZOHEHOHIU > TFHTRET HLERHY 7, Hliifla=
bt Z) 2=y NEBINT 555813, ASDMRT —X 2=y DA U FZ—T A A
ET— FZHEIICERE L ET,

1R BRI

EHHEH A LA —T A ATV DT, A3 R EtherChannel E— RO & X THEARBIA >
H—T A A (#HLE) L L THRETCEET, BEHA VX —T =1 A F, B4 2—T =
AARAELFTARERTEET (FTFUVART LY NI AT U —LE—RDOLETY) |

e 2% K EtherChannel ®— R Cld, B A L X —T = A AZlRIA L Z—T = (A AL LT
WMETHE, BHA LA —T 2 AWK LTHEA T I v IN—T 4 T oA F—TNITT
EFEHA, AXT 47 V— b EHEHTAILERDHY £7,

e NTF aLTHFAPNE—FTIE, I RXTCOa L THFARNIFLTLI DDA X —T oA
A LA TEBERTHNENHDET, 72201 E, P UAXT LU N E—REAL—T
RE=ROIr7FAMNBELTHAEAIE, 9§ X3TOaryT7F A MIASRU KR
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EtherChannel — R&FEHT A2 LERHV T, ZNHB, FT AT LY N E— RNTHF
TENDIME—DA L B —T 2 A A ZA T THDHNSTT,

ATy 71 #lffl== > F® ASDM T, [Tools] >[Command Linelnterface] DNEIZER L E 3, AHMED2

ATvT2

Wary7Z 4 FXalb—varyERRL, \HlcA X —T7 24 A E— L THTar 7y
XL —Vag EBEETEXALIICLET, Z20a~vwy RTCIETE— REIEHEIREEA,

cluster interface-mode {individual | spanned} check-details
£

‘@no Command Line Interface

Type a command to be sent directly to the device. For command help, type a command followed by a question mark. For commands that would
prempt for confirmation, add an appropriate noconfirm option as parameter to the command and send it to the device. To make the changes
permanent, use the File > Save Running Configuration to Flash menu option to save the configuration to flash.

Command
(#) Single Line Multiple Line ™ Enable context sensitive help (7)
cluster interface-mode spanned check-details -
Response:

Result of the command: “cluster interface-mode spanned check-details"

ERROR: Please modify the following configuration elements that are incompatible with ‘spanned' interface-mode.
= A cluster IP address pool must be specified on interface Gi@/@(outside). Or remove IP address configuration.

= A cluster IP address pool must be specified on interface Ma@fﬂfmanaqemenl]‘ Or remove IP address configuration.

Clear Response

Help Close [E]

AE

AV HE—=T 2 A AT—RERTELERIT, WA o —T oA ATHERTEH LI £
T, T2l VI7ARZY U TBEHICEA T A X I ICERA U F—T = A A EFRET DRI ASA
Zlo—RT+5E (FExiE, ZVI5RAZIP F—AZBINTH0) . 75 A EHEHMED
WAL H =T oA AT 4 Xalb—valrPHRESND 0, B TE <2 ET, =
DOBFARNE, a2 — 1V R— MR LT, v A —T 2 A a7 4 Fal—Tar 2EET
HMEENRH D T,

IIAZN TCA =T oA A E— RERELET,
cluster interface-mode {individual | spanned} force

1 -
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ATvT3

HE1=y rTOs528 1v8—7x142 2= roRE [

| ano Command Line Interface

Type a command to be sent directly to the device. For command help, type a command followed by a question mark. For commands that would
prompt for confirmation, add an appropriate noconfirm option as parameter to the command and send it to the device. To make the changes
permanent, use the File > Save Running Configuration to Flash menu option to save the configuration to flash.

Command
(*) Single Line Multiple Line [ Enable context sensitive help ()
cluster interface-mode spanned force e
Response:

Result of the command: "cluster interface-mode spanned force"

WARNING: Cluster interface-mode is changed to 'spanned' without walidating compatibility of the running configurat

Clear Response

Help Close

TNV IIRTEIEH Y EEA, HARMICE— FE2ERTILERH YV ET, T—FREZHRTLT
WRWEARE, 7T AX D T A X—TNIZTEERE A,

force 47 a v EIEET D &, HEMEORWa Ly 7 4 X o L— g COREIIITHOFICE—
RREHEINET, 274 Falb—a yOfEPHLIGEIX. T— NEEHE LI-EZICTH)
TR HUERHVET, (X —T oA XA AT 4 Fal— g VOEERTX DT
F— FOBRTERICIEOLNLDT, forced I a v BEHATAIZ 2R LEST., 2D LT
THIE., HIETH, BBEOa L 74X 2 b—2a VORENLBTEXEST, SHITHA X
AMMIEREAT, T — FERE L7=#% T check-details 4 7'v 3 » 2 HIETL £,

force 47 a v EIEELRWE, AfEOR NIy T 4 Fa L —a v RNHLBRAE, v
T4 Xal—rarE7VT7LTIa—RT5K5kOoNDDT, a2y —/LiR— M
BLTEHT 7B RAEHRETHILERHY £T, a7 4 Xab— g NZHBMOREN
WA (ENr—R) | BT RRPEEIN, a7 4 X b— g TR SN ET,
AT 4 X2l —varEZ VT LELBWEASIE. nZ AL Ta~vr REKTLET,

A B —T 2 A A F— REfEERT 5121Z. nocluster interfacemode =~ > F&Z AN LET,

ASDM Z#&TL, Ur—RLET, ZJI7RF A F—T A A E—RIZELIFETDHED
\Z ASDM Z HiEB T 52 L ERH Y £9, Unr— KDk, F—L ~X— U2 [ASA Cluster] % 773
FREINET,
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B ootz <70 722 b E—FTHLA) HE/ — KTOA V8~ T 14 RORE

Device Information

| General = License

Cluster Interface Mode: Spanned EtherChannel

Cluster is not enabled.

Details

(#E, TJILFAUTHXERXME—FTIERA) fl#]/ —FTOA 32 —T 214 ADEKTE

IIGARY T EENCTHRENC, BUEIP T RLARRESNTWEAS v Z—T = A A%V
TALRNGICER T HHENH Y T4, D7 b, ASDM BNEERE SN TV D EHA ~
H—T 2 A ABBEETHVLENHY FT, OA L F—T A AZONWTIX, 7 T7AX VT
DEMEDRIE THRETEET, TRTOREDPFTLWY TAZ XA "—LREET2 X512,
TRTCOA U H—T oA AEFEFNIRETDH LM LEST, v F avTFA R E—FK
TlE, ZOHOFIEEFER LT, BEFOA v H—T = AZEET DL, HLA X —T =
A ABBETHVLERHY T, —FH, Yo7 AE— RTlE, ZOHEZEME L., &al Sk
EEOT 4= R TCHhA v —T oA ANRT A= FETEET ( [HaHAtEY 4 —F
PR L2 9 2AZDOERERIZSBM (42—2) | 288R) , A Z2—7 A ZHD
EtherChannel DR 72 ED@EE/RA » H—T = A AREILT 4 P — R TIEFEITTE 2 LT
HEELTLEIN,

TR V7R Z VU THMERD X DICA v F—T oA ZA%RET D HIETOWTEH L
FI, T—H A X —T A AL, A/ K EtherChannel & L CHETHZ &b, EBIA >
=Tz A AL LTHETDHIEHTEET, HFHATEHERLIe—NNRNT T AH=X
APERASNET, FUHBKTHTOX A TEFHETHI LI TEEHADN, FHA 7 —
7 = A AIBIH T, A3 K EtherChannel E— R TH o THEBIA v X —T = AT TEE
7

BRDAVE—T 1A REHRET S (BERA V2 -7 14 ADGEH#LE)

RIA v B —T oA ATBHEONL—TFT v RA LB —T A ATHY ., FNEFNRHEHDOIP 7
RLAZIPT RLVA =AW EELET, AL VI TAXIPT RLRX, TDOTTAZD
TODOEET RLATHY, HIZHE , — NicBLET,

A% KEtherChannel £ — R ClX, BHA L X —T = A A% HBIA v F—T =24 AL LTHRE
THZEAMRELES, FREHA X —T = AR BIE, HEIL U THEF =y MOESEE
HETEEIT N, A/ KEtherChannel f > % — 7 = A A TlL, #iliHfl /) — R~O8ke L/ Tx £

A,

s> BRI
HHEMA V=T 2 A AOHEERE HHA =T 2 A AT R THDH T EPMHE
<7
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BRDA V8- A RERET D (EEA( -7 1 205a#kE [

N F aArTHFAN T—FOBAR, ZOFIEEEaTFARNTEITLET, £/
VTXAR a7 4Fal— gy B— RICAS TWARWEAIL, changetocontext name
o< K& AJJ L% 7, [Configuration] > [Device List] A > T, T 7T 4 T12T /314 AD
IP7 RLADFIZHDAVTHRARNLEXL TN v 7 LET,

cMEBIA L H—T 2 A ADLGEIE, RAN— TN ATOR— R RT U U TERET D
PVENHY 7, BEHA L X —T o4 A 2E, MO — RT3 ZII0NESH Y F45
/Vo
e (AT varv) A H—T A A%T /NA A1 —J )L EtherChannel f % —7 = AL L
THRETDH, BIOYVTA v —T 2 AERET AEEEZVLBEISEC TITWET,

« EtherChannel D34, Z @ EtherChannel (X = MIXtLTr—H/LTHY, A
R EtherChannel TiZdH ¥ FH A

cASDMZfE L CTEHA v X —T = A A2 U T— MIEER L TW AL, kot h
Y 2=y FOBIEDIP 7 R L A T—RH722 b DT,
e K AUNE, TIAFY 22y FTERINTZI TAXIP S—ANHEIPT RLA
NE Y THENET,

« VT AHIP S —/VTIE, FRDOEI X VIPT RLAZEGT, *v NU—2TITT
WEATOT7T RLAZEGEDDHZ LT TEERA,

Wl =R L ET,
1. 794 <Y 2=y MI10.1.1.l ZHELET,
2. fho==- MZiE, 10.1.1.2, 10.1.1.3, 10.1.14 ZHH L £,

3. 94 a2y v DI TRAEDIP SN ERETLHEES. FHTTHLL-D
122, 3. ADT RLAZ T —NMICEDHDLZEITTEERT A,

4. Rbvlz, 5, 6, .7. 8OEH7, Fy hIT—7DMOIP 7 KL AZFEHT S
VERHY £,

A

GE) T, TIA~) 2=y bEFDRI TAZDA NGO
T RUVABRKETT, IO 1T RVARIAAL L VT AZIPT R
LATHY, BEOT T4~ 2=y bOHLOTT,

5. VI AZIBMT DL EN—HFNRT FLUATBEES L, hoGfr TEMTE X
TO

FIRE

AT w71 [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] ~2A > &R L £,
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B ero o s—oza2e8%835 (BERALE—T 14 ROBEHE)

ATVT2 A0 B =T ZTEBRIRL T, [Edi)Z7 Vw7 LET, A VX =T A ADNTA =L %
RELET, ROHTA RITA L E2BRMLTIZEN,

« (A3 K EtherChannel € — ROEH A ¥ —T7 = A ATIINAE) [ZDA X —T <A
AL EBHHIZT 5 (Dedicate this interface to managementonly) |: A > ¥ —7 = A A%
HEHE—-RNIRELTr 7 70 vy 7B LARNWESICLET, 7740 FTlE, &8
BATDOA L F =T = ZAFEHHEH L LTRESNET, PFUART LU FE—-RT
X, ZOa~y RIFERYA TOL v Z—T =4 ZTx L THEICA X—7 M0 £,

« [Use Static IP] : DHCP & PPPoE I3 K — h S EH A,

ATV T3 IPv4 7 FAZIP S —/L, MACT RL A F—)L, BLIUY A FIOMACT RLA&ZBIIT 5

Iz

a)

b)
<)

d)

I%. [Advanced] ¥ 7% 7 U v 27 LT, [ASACluster] =V 7 RT A —X EFHELET,

[IP Address Pool] 7 4 —/V RORIZH D [L] AKX %7 Vw7 LTI TAZIP I —/VEAE
L ET, FrRIND A0, [General]l ¥ 7 THETHAA L IP T KL AIZXK Ik
ELET,

[Ad] %7 U v 7 LET,

AL P TAZDIPT RLRAZEZERNT FLAHEBHEZRELET, *y NT—FZNT
BUEMEH SN TWD T RL A GHEEA, ®FIT, 2E2EX8T RL AL WS L HIZ,
7T AL DY A RZEOETHRICRELTLOILENRDH Y £7,

8n0 Add IPv4 Pool
Name: inside_pool
Starting IP Address: | 192.168.1.2 D
Ending IP Address: | 192.168.1.9 [_]

Subnet Mask: 255.255.255.0 :'

Help Cancel OK |

aHes

[OK] %27 U w27 LT, LW —EZERLET,
TERR L2 LW — V&2 EIR LT, [Assign] 27 U w7 L, WIZ[OK] =27 Y v 27 LET,

7 — V2 W [IP Address Pool] 7 4 — /L RIZFRRENET,

(FE) 7y ar) MACT RLAZFEITHRET DAL, [MAC Address Pool] %
RELET,

ATY T4 IPV6 7T RLRAEZHRETHITIE, [IPV6] ¥ 7% 27U w7 LET,

a)
b)

[Enable IPV6] T = v 7 Ry 7 A A N LET,
[Interface IPv6 Addresses] =V 7 T, [Add] 27 VU v 7 LE7T,

[Enable address autoconfiguration] 47" o 3 AR — b SN FEHA, V> 7ua—HLT7 KL
ADFEFHED T R— SN THEREA,

[Add IPv6 Address for Interface] ¥ A 7 1 V7R v 7 ANFRIINET,
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R8> K EtherChannel D% E .

¢) [Address/Prefix Length] 7  —/L RIZ, /72— L IPv6 7 RL AL IPV6 VT 4 v 7 AD
FE&& AN LET, =& 201E. 12001:0DB8::BA98:0:3210/48] D X HIZ AN LET,

d) [LIARF%E7V 27 LT, JT7AZIP VS —NVEZRELET,

e) [Add] &7V v/ LT,

- HaNs] Add IPvE Pool
MName: inside_ipve_pool
Starting IP Address: 2001:DBE::1002
Prefix Length: 32

Number of Addresses: SI

Help Cancel | 0K

E-E L]

f)y T—IOBBIPT KLA (R NU—F FVLT7 4w T RAR) | LT 497 ARE, 7KL
AR ERELET,

g [OK]ZZ7 V> 27 LT, LT —ZElRLET,

hy TERRL7=H LW — L &I LT, [Assign|Z 27 U v 7 L, RIZOK] %7 V27 LET,

[ASA Cluster IP Pool] 7 4 —/L RIZ /= /LinFoRr &N £,
i) [OK]Z27VU>7 LET,

ATvF5 [OK]Z 7 Vv 7 LT, [Interfaces] A TRV 97,
ATv76 [EH (Apply) 127V v27 LET,

Z 7% K EtherChannel D% 5E

A% K EtherChannel (%, 7 7 AZHNDTXTDASAIZIENR D H D TH Y . EtherChannel DE)
EO—HE LT — R NG TH{T) ZENRTEET,

458 HHEIIZ

o A3 K EtherChannel f % —7 = A A E— NIZTAHALERH D F9,

N F AT XA T— FOBFAIE, ZOFIEE AT AETAR—ATHBLET,

FLEVAT A a7 4Falb—vay E— RCASTWRWEEIE, [Configuration] >

[Device List] A > C, 77T 4 72T 3 ADIP T KL AD F|ZH D [System] & X 7 /L
707 LET,

¢« T UART LU N E—FROBEAEF, TV oY INA—TERELET, 7V v UAREA
vH—=TxA A (BVI) OREEZSZHRLTLIZIN,

o 2% K EtherChannel [ L CTWAGEE, 7 T AX Y VI NERIIA R—T NI DF
T, R—=FrF ¥ RrN A F—T=A AFEEBLETA, ZOFBIZEY, 7 TRXZDT Y
TATTIERNZ=y M T 7 4 v I PIRIESNDONERNET,
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. Z /%> K EtherChannel D% 5E

FIE

ATFYT1 arTFFARNEF—RICEoTRDOEIICHEHARLY £,

o VUV E— RDYE, [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] <%
A IR ET,

s T E— ROYE, VAT LAFEITAL—XT, [Configuration] > [Context Management] >
[Interfaces] ~A > Z IR L 77,

ATw 72 [Add] > [EtherChannel Interface] DIEIZEN L £,
[Add EtherChannel Interface] % 1 7 10 77K » 7 ANRFRSNE T,

ATvT3 WEAX—TMZLET,
* [Port Channel I1D]

« [EnableInterface] (577 #+ /L b TAH TR £9)

+ [Members in Group] : [Members in Group] UV A hMZ, 4 > ¥ —T =A A%V LH 1218
M 2UERHY £F, 2=y T EITEERDA > 2 —7 = A A7) EtherChannel I £ 41
TWb &, VSS, VvPC, StackWise, F 7213 StackWise Virtual D A A~ T T 5551
TNLHET,

TRTCOA L F =Tz AABRFLEATEHRETHL LT LET, RPNTEMTLHA
H—7 = A A2 X > TC, EtherChannel D% A 7 LHENRE Y £, —HLARNWA X —
Tz AREBNTDHE, 204 H—T oA AXEILREEIC/Z2 Y £9, ASDM TlE, —#
LAAWA v —T oA AOBINIBH I ENFEH A

BEEOEY D7 4 —L RiE, ZOFIEOHELTHHLFET,

ATFY T4 MACT RLABXOA TV a3y NI A—ZEFRETHITIE, [Advanced] ¥ 7% 7 U v 7 LE
j‘o

* [MAC Address Cloning] 1% C. EtherChannel ® F#)j2/ v — 3L MAC 7 R L A Z5%E L F
Ty AZ UL MACT RLZZRELRNTL SN, BHEIAES, BENRR Y b
U — 7 ORI Z Bl 5 7212, A% K EtherChannel 21327 7 —/3L MAC 7 R L
AHRETHHLENH Y T, MACT RLARFERESNTWDIEHE, D MAC T
RLUAZBEOHBE 2=y M EY £9, MACT RLAZREL TWRWEEI, il
o=y FAEFEINZEE. HILWE2=y MIA ¥ —7 =4 ZITH LV MAC T
RUREMERLET, ZhICkD, =R xy bU—7 OEIERFEAT 5 AREMRH Y
7

YAFALTFHRARNE—RTIE, avTFAMITA v E—T7 = A 2 ETHEE1E
MAC 7 RLZDOHBVERZAIZL T, FEITMAC 7 RL A% EL&<T¢&£9
WCLET, AL F—T oA 2AOGEIL, ZOa~v U FEEHLTMACT RL A%
FEITRETDILELRH D Z LITHERE LTI EEN,
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ATvTh

ATvT6

ATy T1
ATvT8

ATvT9

ATy 710
ATy TN

AT T12

R8> K EtherChannel D% E .

« =T v RE—FK) ¥4 MNEZ T AHZ Y 7 DA, [ASA Cluster] 58I T, ¥4 FE
ADOMACT FLRABLIWIP T RLRZRET H-DHIC, [Add]EZ 27 Y v 7 LT, A kK
ID(1~8 OMACT RLABIWRIP T FLAZIEELET, K8 >DY A FT LR
DOFIEE#VIKLET, A FEADIP T KL AX, Za— ULIP T RLALRELEYT
Fv M EIZHHVLERHY 9, 2= FTHEHATLY A FEAD MAC 7 RLABIW
IP7 RLRE, F£2=y FOT—F R T F a7 4 Xab—a VRE LY A
MIDIZL - TR £,

(A 7+ =) Z O EtherChannel IZ VLAN V7 v ¥ —T7 = A A% HELET, ZOFIED

B OEZE, VT A =T oA AT S NET,

(FVF ar7XA b E®—=F) ZOFEZETTLHHIC, 2 TFAMA I =T oA R

ZEDMTHLENH Y £,

a) [OK] %27 Vw7 LCTERENEEZMELET,

by £ X —T A ABEI L TET,

) —W—NRETDHILTFANEELHELET, [Device List] XA > T, 77T 47727
NAADIP T RVADFZHDAVTHRAMMELTNI N v 7 LET,

d) [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] ~A » ZiBIR L, T A F~
ARXTER—=FF RNV A =Tz AEEIRLTC, [Edit] 27V v 7 LET,

[Edit Interface] 4 7 2 VR v 7 ANERINET,

[Generall| # 7% 27 VU v 7 LET,

(hZ o AXT L2k E—R) [BridgeGroup] KR v 77X URARNDL, ZOA 2 —Tx
AARABEINYTCHETY oV TNA—T 2SR LET,
[Interface Name] 7 4 —/L NI, 4 Hi1% 48 SLFLANTATI L £ 7,
[Security level] 7 4 —/L RIZ, 0 (KIK) ~ 100 (&) OV~ LEAHLET,

=7 RE—NR) IPv47 RLRIZxF LT [UseStaticIP] A7 a v REZ %270 7 L,
IPBIO~AZ%ZAS)LET, DHCP & PPPoE [V R —hINFHA, RA L MY —KA
MEGEOS A, 31y ROV TRy v A7 (255.255.255.254) ZIEETEET, ZOHE,
Ty hU—=27F737 0 —KE3y AN T RLVAHOIP T FLAFITFREINERA, FT7U R
X7 L b — ROEAIL, EtherChannel 1 % —7 = A ATiEL, Vv I —7 4
VHE =Tz A ADIPT RLAZHELET,

=7y RE—=NR) IPV6 7 RLAZRET HITIE, [IPv6] # 7 %7 U v 7 LET,

I AT Lk B— ROEAEIL, EtherChannel 4 > X —7 = A ATIIR<, 7V o3P 7
N—T AV B—=T 2 ADIPT KL AZRELET,
a) [Enable IPv6] T = v 7Ry 7 A&F NI LET,
b) [Interface IPv6 Addresses] =V 7 C, [Add] 227 U v 27 LET,

[Add IPv6 Address for Interface] %1 7 0 7R > 7 ANFERINLET,

GE)
[Enable address autoconfiguration] 4 7' > g xR — b SN FEHA, V7 ue—h LT KL
ADTFEHED TR — FENTHERA,
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¢) [Address/Prefix Length] 7  —/L NIZ, 72—/ L IPv6 7 RL AL IPVv6 7'V T 4 v 7 AD
FE&ZANLET, 72& 21E, 2001:DB8::BA98:0:3210/64,

d FFvar) AAMT FLRELTModifiedEUL-64 1 % —7 = A ZAID 2T 51
%, [EUL-64] F = 7Ry 7 ZAeA A LET, ZOHEIE, HIZ [Address/Prefix Length]
TA4—=NVRZT VT 47 R A LET,

e) [OK]%#Z7 VU »7 LET,

ATvT13 [OK] %7 VY v 7 LT, [Interfaces] BiEIZFEY £,
ATy T4 [Applyl 27 VU v 7 LET,

S A - FEFERALEZY SR XDEREIES

I IGABNOE ) — KR T FZAZICSMNT HITE, 77— MR NI y TREDPLETT, (I
J—RlIZ72%) 1 H® /— K LT High Availability and Scalability 7 4 ' — KZ34T LT/ 7 &
ZEAER L, T—% ) — R&ZBEMNMLET,

N

GE) ZoOU4¥—FRTlE, T74LVFDLACP VAT AIDBIOTIAF VT 4 2 EFE T EH
o TIUBIE, ZT7AZV LV ITREHO L ZIZORBRTEET, 772XV 7%, i
HA FEH VPN 2G0T DL XL I THIMERHY FT, Len->T, V4 PF—F%
FRHL RO ZAZ ) TR D0, TASA 7 7 AZDIERNT A =2 DOFE (38
R—=D) | EBBL T IAZEZFHTHEBEL T EEN,

188 BRI
e NT AT HANE—RTIE, VAT LAFTAR—ATROFIAEZETLET, 72
VAT A AT 4 X2 lb— g E— RIZAS TWRWEA . [Configuration] > [Device
List] XA T, 777 4 TRT A ADIPT RLADTFIZH 5 [System] X 707 U >
& [_/iﬁ‘o
VTR I A B =T A AT DA H—T oA A, B SN AA
FTT v TR > TODRERH Y 7,
BT D T AT — REBINT 5 &, RIS, RERIR/ST > bHERE e > 7708
FETLHZENH ETH, AU ENOIETT,

FIE

AT w71 [Wizards] > [High Availability and Scalability Wizard] OJEIZER L E3, ROFIMETZDO Y ¢
P—=FROHA RTA U EHERL T EEN,

AT9 T2 [A % —7 A A (Interfaces) ] i CIIH L\ EtherChannel Z1Efk C& A (7 7 A Xl
WY 7 &R
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BAALY ¥— KE@EALEs SR nkmErEsm |

AT w73 [ASA Cluster Configuration] i C, 7 — hA NT7 v 7 OEREEHKR L T,

o [A 2 N—DESENAN. (Member Priority) ] : #ilf#l 2 — FEEMIZ, 20/ — ROEIENANL
1~ 100 OFEHANTHRELE T, 1 Dm0 ELIEM T,

o[ Ob—7 v RE— R, A/ R EtherChannel £ — K) #A hA 7 v 27 X ((Routedmode;
Spanned EtherChannel mode) Site Index) | : ¥+ FN# 27 7 A XV 7RI D5HIE. 2
D/ —=FDOYA D ZRELT, A FEADOMACT FLA (1 ~8) MEHSHD X
2T LET,

(A7 ar) HAF— (SharedKey) |: 7 7 AKX > 7 OHIEI N T 7 14 > 7 OFF
TR —ERELET, HEMEIL. 1~ 63 XFD ASCH T4 TY, HHEMEIX, K5
X—HAERTHOIHEHENET, ZONRTA—ZF, T—ERNANT T 4 v T (B
REEOFFHRARESI NS N M) [T EBLEYA, T—F AT T 4 w71,
WIZZUTTHFARE LOEESNE T, RAT— ROBELYy—E 2% A F—T T
DHEAICH, TONRTA—FERETHLERDY 7,

(A7 a ) [Enable connection rebalancing for TCP traffic across all the ASAs in the cluster] :
B oMM E AL ET, ZONRTA—HET T 4V FTEEDIC o TOET, A
ROLGEIE, 77 AZ D ASA ITEMIICAMITHREZ L, ARODIH>TNDT /A
ADDHARDDIRNT S ZTHT LW A 47 v — R LET, ARE#RE 8T 2 R
., 1~360 DOFPANTIHELET, ZORTA—=FF, 77— ATy THREO—H
TERL, HlH, — R T —% 7 — RicER s E T,

GE)

FA ME MR LTI OB MARE LR TLIE3WN, ZR50A4 ForF
AL A NI R e BT E £ A,

(AT al) [VTAEINDZDTNA ADNVAE=HZ ) 724215 (Enable
health monitoring of this device within the cluster) ]: 7 7 A% J— K~V A T = v 7 HERE%
BINCLET, /) — RO~V AZHRT D120, ASAD Y T A% ) — Ridr 5 221
VI THD ) — R —FE— bk A=V EEELET, /— RBMEREEMNICE T
=K onn—hrE— kA v E—UEZELRWGES, 2OET /) — NISEREE I
Ty MREEE R InET,

GE)

SO RRePEFEITHIEE (2 2E, T—F A F—T = A ZADOBIMET-IZHI
B, ASA £/ AL v F EDA U H—T = A 2O E 21T, VSS £ 7213 vPC
BT DAL »FOBMRE) X, ~NVA Fzy 728 L, Moz LizA v ¥ —
T2 AADEFE=H Y 7 HENMETHHERHY ET, NARRYOEENRZET LT, &%E
ODEFNTXTO /) — R ENTZE, ~NATF = 7 EHEFRNNITEET,

o [T/NA ANFEEIRRETS & L2 SN D £ CTORERFR (Time to Wait Before Device

ConsideredFailed) ]: ZDfEIX, / — FDOX—TF T T4 T AT —X A X vE&—T DM
faEfELET, @03 ~45TY, 774V MI3IRTT,

« (A7 =3 ) [Broadcast keepalive messages to all EtherChannel cluster control link ports
for VSS/VPC support] : 7 7 A X it Y > 7 73 EtherChannel & L Ca%E I TWT (i
$E) | VSS E72IE vPC XTITHER SN TV AHEIE, 204 T va vk x—T L
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B sarus v—FEERLEY SR8 OERERESM

T D EMRBIIRDIGENRHY ET, —EHDAAL v F TiX, VSSVPC D 12D
J—=RKNRv vy MO UERRITEIRNT D E. FDAAL » FIZHERE S 7= EtherChannel
AUN— A B =T 2 ANASAZKILTCT v 7IRETHDEHICRZLETN, =
NoOA 2 E—=T x4 RAFAAL v TFPUMDONT 7 4 v 7 2@ L TOEF A, ASAholdtime
timeout Z KU ME (0.8 72 &) IZHRELT-HE. ASANE-TZ T RAEZMHHIBRE
HEREMERH D . ASAIINN—FE— K A v E—T% 205 OV 47O EtherChannel
AVE =T ATEELET, ZOFTvarazf X—7NCTDHE, ASAIZY T
2 Z2HI# Y v 7 D4 T D EtherChannel f > X —7 = A A T/N—hE—hF A vt —
7T 9F 4T LT, DR EBIBDAAL v TFNENEZETEH I L Z2HERL
7,

s (AFvay) [ary—nHEERT S (Replicate console output) ]: 7 —% / — KH
Sl ) — R~ a vy —VEREEHCLET, ZOKREIXT 7 40 b TSR TE S
NTWET, ASAIX, FEDERANY PRRBELLLEIT, AvE—VEEEa Y —
MM T 256080 £, ar Y —VEBREGNCT DL, T—% 7 — R b il
J—=RIZaryyY—nNAyve—URNEEINLDT, TE=FTIHUNERHLDITI FZAXZD
AV =R — R DETTT, ZONTA=FF, T—FA N7 v TREO—FHTIER
<, il — o7 —4% )/ — RicE-EnET,

* [Cluster Control Link] : 7 7 A Z Y >0 A L Z—T = A A%IEE L E T,

[MTU] : 7 ZAZHHNY > I A B —T 2 ADFKIEE /) — RERELET, 7T—
BA U HE—=T 24 ADERKMTU L0720 < Ed 100 34 FEVME (2561 — 8362 T
1E72 <, 1400 ~ 9198 NA R OFIH) ZIEELET, 7rv s F— ORI LY
O MTU YA RI v A7 AEMEICERE ClEH Y A, T 740 h®O MTU 1Z 1500
NA RTT, MTU R KEICRETDHZ LM LEST, 77 AXHIBEY > 70k
T4 TN T —E Ry MEEREEND T, 7T AXEHIEHY v 737 —#
7y NEIROY A RTIMZTI TAX NTT 4 w7 DA ==~ RIZH R 54
ERHY T, 2L xiE. BAMTIUILZ9198 34 R THH2H, T—F A H—T =
A ADFERKMTU L9098 12720, 7 T AHXHIY > 71X 9198 IZRETX £,

JITAL—IZBMLT ) —Rix, 7722 =l 27 MTU & —3 2537 > M
A XCHIE /) — R ping ZX(F5T 52 E TMTU O k2 F = v 7 LET, BHID
ping 23T 5 & Cisco ASA 1L ping S EIT 5 £ T, KV /hSvw Ty A X
(MTU % 2 C, &RIZ4 T, 5|28 CEl-7-Ml) ML Cping ZRAITLET, @
HPERSNDT-D, BfiAA v T O MTU RA—HEZEEL CTHRITTH I ENTE
EJSaN

AT T8 [~"NAE=HY) o THBDA L H—T = A A (Interfaces for Health Monitoring) ] [ C, —#
DA B =T A ZAEEDE=F Y IRBNOITE LT, 7oL 2T, FHA 7 —
T oA RIRE, WHELNDA L E—T 2 A ADNVAE=R Y U TR A LN TEE
R
(6]
AILNDO MR PEFEEITI EE (X, T—% A ¥ —T = A AOBIME T2 ITHIBR,
ASA FTNIAA v F LA B —T =2 A ADOFMEETIT TS b, VSS F721% vPC ZIAKT
HAAL Yy FOBBMRE) X, ~NATF =7 WL, Bho LA ¥ —T 2 ADE=
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ATy TH

ATvT6
ATy 717

ATvT8

ATvT9

BEIRAMY < ¥— RE@EALEY S 2ankrErEsm ]

2V T SEGT DMERH Y £, PARTYOEERET LT, REOEENTTO
J— RSN, ~"NAF =y 7 Z\BEANITEET,

[ ¥ —7 =4 AHEHRAGE (Interface Auto Rejoin settings) | T, A > ¥ —7 = A A
FIFT TR 7 THEENBELEGEOHBHEGREEZVAZ~A ALET, ¥
A 7L, ROAT v a v ERETEET,
* [Maximum Rejoin Attempts] : 2 7 A ¥ ~D G OFATHE Z EFK T H72DIZ, [Unlimited]
F721F 0~ 65535 OHEIPFATHEEZHRELET, OIXEHHFEGLENLET, 774+ F
X, 7 7AZA B —T 2 A4 AOYEIL[HEHIR (Unlimited) ], 7—% A v X —7 = A
ADYETL[3] TT,

* [Rejoin Interval] : FHE G ATHROKR 2 EFRT D720, 2 ~ 60 OHiPH CHIMRE AR E L
£9, TIANMEZSHTT, 7T AF~OFEBME /) — RNRITT 5 R KA
1%, B OBEERARND 14400 4y (10 H) ICHIRS L ET,

* [Interval Variation] : 1 ~ 3 O#iPA T E L T, MRAHEMIELNEIDEERLET
(1:Z®RL, 2: BHATORFREO 2%, 3: EATOMBO 3 £5) . 72&xi3 MEx 55
ICRRE L. 0% 2 ICRE LT2GEIE, mPOBITN 5 05%, 2 BIHOFRITR 10 5% (2
x5)  3BEORITR200% 2x10) &RV ET, T4V MEZ, FTARFA L H—
T2 A ADFEIT[]. T—F A F—T A4 ZADEHIL[2] TT.

(¥ 7T (Finish) 1227V >y 27 LET,

CiscO ASA IZFE(Ta L 7 4 Xal—a v AXxy L LT, 7 AZY U5t LT
HEED Ao~ ROFELZFIRET, T 74V har 74 Xalb—vailhbdbavr R
by THICELUTHIZENRBY 9, AfMEORVWa~r REHIRT 512, [OK] 227 U v
7 LET, [Cancel] #27 Vv o FHE, VTAZY U TIIHEMIRY EHA,

LIS T5E, ASDMWR Y T AX 2H 3L LT ASAICHEER L. ASANT 7 AX|ZIBIS
N7=Z & kR T 5 [Information] M 23K /R SVE T,

GE)

LEICE->TUEL, VAP —FKROBETRIZZ TFAXIZBM U7 —RNRBET D AR S
D E£4, ASDM YIS T\ 5 &, ASDM IZZNITHki< =T —% Cisco ASA /" H%Z/5 L E
Hh, ASDM IZHEEG L72% L7 7 AX U v 7 DN OSEIL, ASA 22 Y —)L R— NIz
LT, 72 T7AZ Y IR EGHITIe > T D=7 — IR ZHErT 2 L ERH Y £9, 7=
X ZTITAREZREY N T L TWBFREMERH D FT,

T ) — REBEMT 512, [T (Yes) 1227V v 7 LET,

) — b 7 = REFETT L8568, Va4V — REEdIBRET2 & &[22
WZHID A X —%BINF 5 (Add another member to the cluster) ] 47 L a » &®INL CF—#
J— RZBENTEET,

[Deployment Options] 5k T, ¥ @ [Deploy By] 7> 5  OWT I ZEIR L £7,

[4F<YE—ha=y MICLI 2~ F%&iX{57 % (Sending CLI commands to the remote
unitnow) ]: 77— hA NI v TREET—F /—F (—Kf) FEIP T RLAZEELE
F, FT—H ) — REHIPT RL A, 2—P—% NAT—RKEAHLET,
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c[E SN CLl a2~y REFECab—L 7T, VE— b=y MIAEY T2 (Copying
generated CLI commands to paste on the remote unit manually) ]: 7 —4 /— K@ CLI T2~

VR

~
BEEIN

BHy NT VU RR_X—ZAPFTESL, 7213 ASDM O CLI Y — V&2 Tx 5 L Hic=

K% 4pk L E£d, [Commandsto Deploy] " v 7 AT, B CHHTL-bDa~vy N
LCav—LETd,

Deployment Options

Deploy By: | Copying generated CLI commands to paste on the remote unit manually

Commands to Deploy:

cluster interface-mode spanned force
clear configure cluster

interface GigabitEthernet(/4
no shutdown
cluster group clusterl
local-unit asald
priority 2
cluster-interface GigabitEthernet0/4 ip 192.168.5.2 255.255.255.0
key test
enable as-data-node- noconfirm

DIRE) D ITHEDNAEZTAX

JITABEY T ~VAE=RY T TCP #EROBIE, 7o —0FEE ) 7 1, MORKE
b AH~<A XATEET,

HilfH /) — FTROFNEZFAT L £

ASA 7 S R BDERING A —F DERTE

HfH ) — RED I FAZBREENAZ~ARTEET, IV TAX~D ) — ROBINZY 4 H—
REFEHLRWGEIR, 7 I9AFNRNTA—FE2FEITERETEET, TTICIZITRAZY IR
A X—=TNTHIUL, W ODDT TAF RT A= ERETEET, 7 T7RAXV U ITHRA

F—T WS T DHMIFRETE RV DL, LA FRRINET, ZOFIRIZEK, ¥«

P—RIZEHEENTOWRWEER T A= L EFENET,

TIGAL) TR THDLMNIDIREERETEDH/NRTRA—=HZONWTL, TXTCH /) — RFTY
FGARN TN L TG, JTAX) T EBEANITILENDY T, ZhiZ
X, 2 Y —/L CLI 7 7 B ANRNETT,

48 HHEIIZ

c U4 = REMEHET, FHHTY ZRAXIIBINT2561%, 7 7 AXICBMT DA, &
)= RTOTREGEY v I A v B —T 2 A ZAZHBRRETIDLNENDY £, 7L
AUE =T oA ADYE, A F—TMITHRLERNH D £3, MOREZREHK LR TL
72 &\, EtherChannel f > % — 7 = A ADFEIE, 4 F*—7/WMZ LT, EtherChannel &—
Rad N ELET,
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s

e wNT AT HFRARNE—RNTIE, #ilfH ) — FEDTV AT AETAR—ATHRDOFNEE FEIT
LEd, VAT L a7 4 X2l —T gy T— RIZA> TWARWEA,
[Configuration] > [DeviceList] XA > C, 7277 4 TRT A ADIPT KLAD FIZH D
[System] Z X 7 /V7 U w7 LET,

FIE

AT 71 [Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] DJIE
IR L £,
FTTIZY T AT A APBMENTNC, TRDBHIE S — ROBFEIL, 2O, T [7
Z A X FETE (Cluster Configuration) ] % 71ZH 1 £,
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O Configuration > Device Management > High Availability and Scalability > ASA Cluster
Cluster Configuration | Cluster Interface Health Monitoring  Auto Rejoin  Cluster Members

Configure cluster settings to enable this ASA to participate in a cluster. The name of the cluster and the interface c

Participate in ASA cluster

Configure ASA cluster settings

Cluster Name: clusterl

Member Name unit-1-1

Member Priority: 9 (1 -100)
Site Index 1 1-8)

Site Periodic GARP:

Shared Key: LYY

Cluster Member Limit 16 (2-16)

Enable connection rebalancing across all the ASA in the cluster
Interval Between Connection Rebalancing 5
Enable cluster load monitor

Time Interval : 20

Number of Intervals : 30 (1 -60)

Enable health monitoring of this device within the cluster

Time to Wait Before Device Considered Failed: 3

seconds (1 - 360)

seconds (10 - 360)

seconds (0.3 - 45)

ion must be the same for all devices in the cluster.

(optional)
(1 - 1000000) (optional)

(optional)

Broadcast keepalive messages to all EtherChannel cluster control link ports for VSS/vPC support

Replicate console output to the control-node's console
Enable Clustering flow mobility

Enable director localization for inter-DC cluster

Site Redundancy

Enable parallel configuration replicate
Concurrent Join

Flow State Refresh Keepalive Interval 15 seconds (15 - 55)

CPU Health Check Threshold 90 percent (70 - 100 )
Cluster Control Link

Interface Port-channel48
IP Address: 127.2.1.1 Subnet Mask: 255.255.0.0
MTU: 1500 (1400 - 9184)

Cluster LACP

Enable static port priority

Virtual System MAC Address Auto-generate
Specify:
System Priority: 1 (1 - 65535)

VPN Grouping Mode
VPN Mode : @ Centralized Distributed

Parallel Join of Units Per Chassis

Minimum Units Required to Join Default (1)

Maximum Join Delay 0

(0 - 30 Minutes)

Reset Apply

RTFWT2 75 AZY IR TTICEN D, ZL—T 17 MR TWARTESZHERTHEEIL, T
THO/)—=RTIITAZY T HERDNLET,

ASADFET 75 4 T b b, T _RTDOF—

BAVE—T oA AN Yy NETENET,

BHERAA A =T oA ADBNNT T 4 v 7 BEZETEES, HHA X —T oA AX,
FD/)—RFNAALVIPT RVATIERL, VIAZIP 7 — NPT M-72IPT KU A&

AL THl &k s BRBIRE L 720 £,
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a) [Z 7 AKX AL 3— (Cluster Members) | ¥ 7 %227 Vv 325L, filfll /) —RKoa—h/LIP
T RVAZRRTEET, 7 I7AZV T HEHIC LA, 20T U RICHERT D44
ENRHDH-0, Hlifll ) —RDOIPT7 FLAZAELTEBNTLEEN,

X 2:%lH/ —FOEBIP7 LR

.0 Confi ion > Device M. > High ilability and Scalability > ASA Cluster

Cluster Configuration  Cluster Interface Health Monitoring  Auto Rejoin  Cluster Members

This cluster can have a maximum of 16 members.

Member Management IP Address Role

T XY Convol Node
unit-1-2 10.89.5.12 Data Node

b) [Z T AKX A 73— (Cluster Members) | # 7 C, &7 —% /— RZERL T, [HIFR
(Delete) 1 %7V v 27 LET,

3: 7 — FDHIE

s Device High Availability and Scalability > ASA Cluster

Cluster Configuration  Cluster Interface Health Monitoring ~ Auto Rejoin  Cluster Members

This cluster can have a maximum of 16 members.

Member Management IP Address Role Add
unit-1-1 10.89.5.11 Control Node
T CX R L e [

T—H)—=ROT—h ATy T ar74Fal—raGFRLTHY, TOREEKD
Uk T—% ) — REFBMTEET,

c) [7 7 AXFE (Cluster Configuration) | % 7 T, [ASAZ 7 A X &N (Participate in ASA
cluster) | F=v 7Ry 7 A%A 7L T, [@H (Apply) 1227V v 7 LET,

ASDM 7> bYW S L E 9,

d)y HlfH /) —Ror—hIP 7 KL A2 ASDM % H#ki L £,

e) ZOFIEDEY OIS~ T, BREZHGTET, ZOFIHEORETRIZET —X / — )
7T AT HLOICHRET DHITIE, &/ — REH LW/ — R&E LTEMT 50,
ET—H ) —RKDary)—LR—MIBELTCCLI T 7AX ) V7 2BHEAMMILE
7,

&1

node? (config) # cluster group clusterl
node? (cfg-cluster) # enable

AT w73 [Configure ASA cluster settings] = v 7 R 7 A% AN LET,

Ty IRy I AL T7ICTHE, REMHEESINET, NTA—FORENTXTETTDH
F C. [Participate in ASA cluster] &4 > IZ L72WV TS0,

(G¥)

JTGARY T A F—T W LT=%%. [Configure ASA cluster settings] = v 7 7R v 7 A% A4
ZICT DA MRELSEMRLIZ) A TIToTLES N, F7I2THE, §XTDI T A
HZarZ4Xalb—aryns )7 Sk, ASDM BHfR STV O EEA v ¥ —T = f A%
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B ssavs5zx508515 2 —s08E

G T_NTDOA L Z—T =24 A b yvy " T LET, ZOBRE, #nidEcd 510, =
VY=L R—=FTCLICT 7 BATALERHY 3,

ATYTE ROT— b ANT T NRTA=HERELET,

[Cluster Name] : 27 7 A Z |[ZART & AT E£97, &AL 1~ 38 3LF0 ASCIL LFHITH D Z
EMMETT, J—RIELICHETEDZ TAFXZINIDET T, 7 I7RAZDTRTDA
YNSE CAART AT 2 0B RH D £,

[Member Name] : Z D7 T AX A L NOEAF DL HTZ 1~ 38 LFD ASCI LFHTHEE
LET,

[A v/ N—DESENANL (Member Priority) ] : il / — RBERIZ, 2D/ — KOESENALL
Z 1~ 100 OFPANTHRE L E T, 1 Hcm OESIEN T,

(V—7F v KE—F, A/ KEtherChannel € — K) [¥A hA T v 7 A (Sitelndex) ] :
PA NI TAZ D TEEH L TOWDEE, 2O/ —ROH A D ZFKEL, 1 ~38
DY A FEAD MAC 7 FLAMEHESND L oicLET,

(#4732 ) [SitePeriodic GARP] : ASA Tl%, Gratuitous ARP (GARP) /3% > k&AL
LCAL Yy F U T AT TANT I F 2 WIRHOREICHR L ET, &V A ~OELIA
MNAED R B EWA NN E - T, 28— L MAC/AP T RLADGARP BT 7 v 7 NE
WA AR & E$, % A/ K EtherChannel ® / — K& #f NMACEBLU'IPT KL
ALY A MID ZRETDHE. GARP N T 7 4/ h THMNZ72 0 £9°, GARP [Hlg%
1 ~ 1000000 FHIZF%E LE T, 7 7 4 /L M 290 #T9,

I TABIMBEEENTTA PTEOMACKBEIWIPT LA Ly b3 A FEAD
MACT RLABEIWIPT RLAZMEHTHOICK L, 7 7 AX TG L=/ v M,
Ja— LV MACT RUABIRIP 7 RLAEFEHLET, T 74w 7 n 7 a—L
MAC 7 R L 2N EMBNCAER SR WGS, 72—V MACT RLADAAL v FT
MACT RLVADZA LT T NBREAETDHAREMERHVET, ¥4 L7 7 MRIZZTa—N
IWMACT RVASND E T T 4 9 VWAL v F T AT TANT 7 F ¥ RBRIZDIZY 7
FSYF 4T EN, TR AT —2 2B LN X2 VT 4 LOMERKAET S Z
ERHY ET,

(A7 a ) [SharedKey] : 7 7 AZHIHY > 7 OHEH N T 7 4 v 7 DR 5F — % 3% E
LEd, HHEMEIL, 1 ~ 63 LF? ASCIH XFHITT, LAMEIX, Birx—a2ElT
LIOIERAENET, ZORTA—FE, THRANT T 4 v (HEHFOREOREHO
MRS ND Ty L) ITITEBE LEYA, T—F XA RNT 70 v 7F, W2 IVTT
FARELTEEEINET, RAU— OB L —E R %24 F—T T HHAICH,
ZDONRNTA—RERETHMLERDY 77,

(47"t a3 ) [Enable connection rebalancing for TCP traffic across all the ASAs in the cluster] :
B OBR o BEAMELET, ZONRTA—XIET 74V M TERESHIZoTWET, Z
DINFGRA=BL, T—= ATy TREO—FTIERL, HlIfll ) — FhbTF—% /7 — R
BRINET, AMEINTWDEEE, ASAX, 1H 7= ORI T 5 5w EH
BICAZHA L . T LWEEEA . 1 BT 0 OBSREN LW T A AN BIRARTOT /4 2|
F7u—RNLET, BEfFoEEIIBEi ShETA, SHIZ, ZOa~vr RXIPHLLOD
PRI DWW T ORFLGT 5720, &/ — N CHSL S Ve ORBUIB B ST,
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HHREORBUTH L RWEENH Y £97, AR Z T 5REZ. 1~ 360 B O#iH
NTHELES, 774V MISHTT,

B3 B0 ) — RicA7n—Fahd & ERFRERICR D £

A B AR T T LTI R OB SR E LW TS ZEWN, BRL59 A+ 7
AL A NNTEH LRt 2 0B TE £ A,

* [Enable cluster load monitor] : 7 7 AX AL ND KT 7 4 v VJAMEE=F—TE5HLIIZ
720 FE Lz, ®RICIE. A, CPUE AT Y DMHE, Ny 77 Ruy 7R ENE
FNFET, BWMAETELEE, EBOVO /) — FRAMEUE T 3581, /—FK0rJ
AR T FENTEINZT B0, MEAA v T Oa— RNNT U T EFET LA
RTExFEF, ZOKEEIZ, 774V FTARXZ—TNVICENTWET, 77 1 v 7 OARN
EEMMICE=4—T&ET, AMPETEDHAT, /—RTIIRX IV T EFEHT
T D LN TEET,

ROMEERELET,

s [Timelnterval]: €E=% YV 7 A v —MOK#Z, 10 ~ 360 B OHIPH THRE L *
9, T 7 4L MI 20T,

* [ Number Of interval]: ASA 237 — % ZARFFT HRIEOEZ 1 ~ 60 OHiPH CTRE L F
9, T 7 4/b ME 30 TY,

NT 7 4 v 7 EfiARFORT HI2IE. [Monitoring] > [ASA Cluster] > [Cluster L oad-Monitoring]
AL TLLEEN,

s (AT Ta) [VIAZNTIOTNA ADNVAE=HZ Y T 5H32T % (Enable
health monitoring of this device within the cluster) ]: 27 7 A& J — RO~V AT = v 7 HEE
EHMCLT, /=K A— = AT —F R A o—VHORFREREZRELET,
030L4SOM TN TEET, T 74V MI3BTT, F:HLWVW/ —F&27 T 2%
WBMLTWT, ASAEZIEAL v FO MRaURNERINDIGE, 7T AXNEKRT D
ETIOMREL —IFIICT A E—7 ML, TaE—TMIShief v I —T oA ZADA
VE—T A RAF=EZ ) TS T 4 =TT HAMERD Y £ (B

(Configuration) ]>[T/31 XA&H (DeviceManagement) |>[/\A Z7_RALSEY T4 ER

b5—5E 154 (High Availability and Scalability) ]>[ASA%Z 524 (ASA Cluster) ]>
[VFRBAVA—T L ANLRAEZ=R) VY (Cluger InterfaceHealthMonitoring) 1) .
JITABE NRaOEENET LI, ZOWEEZHEA X—TMITHIENTEE
T, J—FO~NVAZERT L7200, ASAD Y T AKX ) — Rix7 I AXZFIEY o7 T
J—RlN—hE— K AvE—UEEELET, /— RBRERHANICET 2 — Kb
N=hE—= M Ay E—VEZELRVES, 2OET ) — NUSEREEZITT v NIREE
LRI ET,

o (A7 =3 ) [Broadcast keepalive messages to all EtherChannel cluster control link ports
for VSS/VPC support] : 7 7 A X {1 Y > 7 3 EtherChannel & L Ca%E I TWT (i
$E) | VSS UL VPC T ICHER SN TV A HEIEL, CoFTvarEf x—T L
IZFT D ENBEICRLDGENRDY ¥, —HOAA v F T, VSSVPCD 125D
=R BT xy MU UCEITEET D L £DAA v FITHEHES L7 EtherChannel
AN B =T 24 AP ASAIZKILTCT vy TRETHL X IR AETR, =
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B ssavs5zx508515 2 —s08E

NoOA L HE—T 2 A RAFAL v TFMUMDONT 7 4 v 7 Z@ L TOER A, ASAholdtime
timeout Z (XU Vil (0.8 Fb72 &) IZERE L7236, ASANGRS T/ T AZ M LHIBRS
DAREMENH Y . ASAIIN—FE— K X v bB—U% 2105 DV T 102D EtherChannel
A H =Tz AERLET, TOFT TV a a3 —TMITDHE, ASAITY T
ZAENEY > 7 DF_T D EtherChannel f % —7 = A AT/N—hE— K X o —
BT A7 LT, DR EBIBDOAL vy TFRENEZETEDLH L EMERL
9,

(A7 ay) [T37 2 AWK (Debounce Time) ]: ASA 23 A > ¥ —7 = A A& [EEN
FBELTWDHERR L, 772N ) — FBRHIBREND ETOT Y AR ZFRE L
FT, TOKRBEIZCED, A ¥ —T oA ADMEEZ LV REICRHTEET, TR
el 240 < T2 &, BBMRHOEEMENEL D Z LICERE LTSN, /¥ —T A
ADAT —HARFNHEAETDHE, ASAIFA v F—T oA AEfmEL L Tv—2 L, 77
ARG ) — REHIRT 5 F TRESINZ I U PDEFHE L ¥ 9, EtherChannel 28 % 7 LIk
BEND T v REBIZBITT 256 (AL vF BV a— KEZiF, AA v F T EtherChannel
WHENC o122 ) | TART AN LV ELS 2D, K= D2 FurcBWTHID
TTGAR ) — ROENERIRT- D, VTAR ) —RTA U H—T oA ADEENERIN
LT EEWGTHZENDY ET, T 74N FOT/RT 2 AREHIL 500 ms T, HEH7RED
#iPHIZ 300 ms ~ 9 BT,

(AFvary) 2y —nHhEEET 2 (Replicate console output) ] : 77— /— K>

Sl ) — R~z ) — VR EBEC LET, ZOMREILT 7 4V b TEMICRE S
NTWET, ASAIL, FFEDEKRA RV MRBAELZLEXIC, AvE—VrEEa Y —
M T 25ERH Y T, ar Yy —VEREGMHTHE, T—% /7 — Kbl
J—RIZary V=N RAyve—UREEISNDEDT, T=XTEHLERLDIDIZT TAXD
Y= VR— KD TT, ZONRTA—HF, 7= AT v TEEO—FTIHA
<, il — R b7 —% )/ —RicERsnE T,

(A7vay) 953R2)05 J0—FEY T4 E%A4A 12— TILIZLET, LISP A A2
JvarFE 51 2—2) ZBRLTLIEE N,

(47> 3 ) [Enable Director Localization for inter-DC cluster] : 7 — & &7 Z—DH A h
M7 7AZ) T TRT =~ A% ESETT U RN TR OBIE 2 i 5
i, Tavr g u—hB—va el X—7/MILET, @, FTLOERITe—
NTUASNT, FFEDTA MNOT T AL A AN—ICELVFrE SIET, 72720, ASA
X7 4 L7 ZORENZATEDOY A P TAUAR=ZEV Y TET, ToLr7Fun—h)E—
aZkV, BMOT 4 VI ZRERA R—T TR ET, IR, BrAE LR
A MFET DR =N T4 LI Z e ALEOYA MIEETEL 70—V T 4 LY
AT, FIAE LT AV EZZRIUYA MIEEETLHZ LT, X7+ —v 2 ANMELE
T 7o, TOFABETHEENEELLSGSG, v—AL T 1 L7 2%, RUHA R THL
WEEHRFITAE B A TR L ET, 7 T AX AU N=RHOH A N THA I T DD X
by NEZETHIESIT. Ju—LF o L7 ZRERHEINET,

(7> =3 ) [Site Redundancy] : A FDEENS 7 v —%2RK#ET 27201, A D
TTEREEAEZTCEET, By 7T v A —F—RNA—F—LH UV A MNZHDHGE
X, A FOEENS 7 a—Z2R#ET 572012, BINMONR Y 7T v 7 A —F—RHOH A
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FABBIRENET, oL ¥ u—R)E— a3 A FOTEMITR 4 OEET
T, TOIHLDO 1 OFIEWMFEHRETHI ENTEET,

e (FFvay) HEERFEMT 72T L —2 a3 v EF#I2T % (Enable config sync
acceleration) ]: 7 —% / — RAMliH /) — K & [ UM OS S, BRORIZ A X > 7 L,
Eermdit LET, ZOMERIZT 74V T R—T 7> TWET, ZOMRRIEA
J— RTEREII, §ilf#ll ) — Ko7 —% 7 — NI nEE A,

GE)
—HOREaY L NiX, 7 724 fEGoEmEE ERERH Y A, ZNbDa~v R
B — FIHET D256, 7 7 AZFEEOmEER AN/ > T T, REDFEBNLHE
WCRELET, 7 7 AXEEOEmB(LEEIESE 5121, BREO R WEREZHIFRT 2 24
TndH Y £9, show cluster info unit-join-acceleration incompatible-config Z{#/H L T, A
BHEDIRWVREER R LET,

L5t D L7V r— N % %23 % (Enable parallel configuration replicate) |: 7 — %
/= REWAT L TRRIEERENRSb SN D Koz, #ilHl, —FEAzcLEd, £95 LA
W FEIRIEFICFEIT SN, ZLORFRRPND 2 ERHY 7,

[[FKEZ A0 (Concurrent Join) ]: / — RZJNAEFICTIH R FKRFIZSMEEE T, NAT B X
' VPN 53 BE— RSEDIZ 2 > TV D A, RSN TE £ A, AfMED 2N
Wk Fort 212i%, [E=4 Y25 (Monitoring) 1> [CiscoASAY 5 X4 (ASA
Cluster) ]1>[CiscoASAY 5 X2 DEIFFS M (ASA Cluster Concurrent Join) |42 L T
<TEEW,

[7 e —REEHFDOX—77 71 7k (Flow State Refresh Keepalive Interval) ]: 72—
F—=F =T 4 VI ZBIONY 7T v T I —F—~D7n—REEHA v —

(clu_keepalive 3 L W clu_update A v&—3) OF—77 7 A 7[HkE%Z 15 ~ 20 F OHi[H
THRELET, T74V NI T, ZIAZFHWMY 7D RNT 7 4 v 7 BERLT -
WIZ, 774NV FED b RVHREZRET 22L& b TEET,

[CPUEHMF =~ 27 ® L&V ME (CPU Health Check Threshold) ]: 7 7 A Z IV > 7 d
EFE%TF =y 7 2 —REIET DX HICCPUBHEDO LXVWMEZZKELET, 70 ~ 100 D
HEEZZRELET, T 740 ML TY, 7T AKX — /) — KO CPUMHARNEWGA,
EFEEF =y 71T —HEk s, 7/ — REZEELIT~—7 ShERA,

« [Cluster Control Link] : 7 7 A XY > 7 A v H—T =2 ZAZIEELET, ZOA X —
T AF, RESNTWDARIEZHFEHTEEYA, EHARRA VX —T A4 AN R
gy ATy YA MIERENET,

s [Interface] : A > ¥ —7 = A AID, TX4UX EtherChannel #f§E L 9, V7 A ¥ —
T AREEHEIA T A B —T oA AFFAINER A,

« [IPAddress] : IP7 RL R |ZIZIPvA T RLAZFEELET, IPV6IL, ZDOA 4 —7 =
AATIEFYFR—FINEHA,

* [Subnet Mask] : &7 % v b v A7 ZIEELE T,

«[MTU] : 7 FAZHIHY 7 A B2 —T 2 A ADKRKIEE ) — RERELET, 77—
A LHE—T A ADRRKMTU X072 < &5 100 /31 FEVME (1400 ~ 9198 /N
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B sz 120 0z 228 vrBrvEDBREADRE

A4 bOFH) ZEELET, T 74/ bOMTIUIL1500/34 F T, 7T AZHl#Y
YIDRNT T4y I T =Ny NBEEREENDTZH, 7 T AZEHIEY U i%
T—=H Ny NEEKOY A XA TI TARX NT T 47 OF—3—~ RIZH %
ST AMERHY FT, 7T AZEIHY 7 OMTU 2R KE, 72 & 21T, S KRKMTU
L9198 XA N THDHID, T—HA X —T = A ADFKRKMTU (9098 (2720, 7
T ALZEY 7139198 IR ETE £,

JITAL—IZBMLT ) —Rix, 7722 —ili#l) 27 MTU & —3 2537 > M
A XTHIE /) — R ping 55T 252 E TMTU O k2 F = v 7 LET, RO
ping 23T 5 & Cisco ASA 1L ping S EIT 5 £ T, KV /hSW Ty A X

(MTU % 2 C, &RIZ4 T, 5|28 CTEl-7-Ml) Z#MHL Cping ZRAfTLE, @
HPEREND -0, BEHAA v FOMIU A —HEEEL CTHRITTSZ RN TE
35

« (X7 a) [Cluster LACP] : A% K EtherChannel Z{# 4% & X%, ASA % cLACP
ZEH L CRA 73— ZA »F & O T EtherChannel D% Z 3= —3 3 » &#4TW\WE$, cLACP
FAvT—2a ORI, RILZ 7 AZND ASA IZHEWCHEET 5720, A4 v FITiE
120 (FAR) AL A THLINDOEIICRZET,

+ [Virtual System MAC Address] : MAC 7 R L A TH 5 cLACP > A7 A ID & 7%
LET, TRXTOASANRFRI LV AT AID ZFEHALET, ZiULHIE, — Fick->T
AEERSIL (F7408) . TRTOED XY ) — RICERINET, HAHWIZE
HHHOEXCFEICRET S22 TXET, HiIZl6 By b 16 ERTT, =&
ZI1X. MAC 7 KL A 00-0C-F1-42-4C-DE (%, 000C.F1424CDE & A LE3, ZdX
FA—=HE, T— P AR v TREO—ETIERL, HE /) — b7 —% 7 —RIZ
BRIIXNET, 2770, ZOEIE, 7IF3RZ Y T EEHC LB ASICOREE T
7
« [System Priority] : 1 ~ 65535 D#IPATL AT L FIA AV T4 HRELET, T4
FV T A IFBEEREEZHYT L ) — ROREIEHINET, 7740 N TiE, ASA
X7 T7AF VT 41 GREDTTAFT VT 4) ZFEHALET, ZOTT7A44V 7 113,
AA v FDOTTAFTVT 4 LD HENZ ENRKETT, ZORTA—X L, 7T— KA
hZ o TEREO—ETIERL, Hl# ) — b TF—% ) — R asnEd, =72
L. ZOfEIE, 77 AX ) TNl LT GEIORERETEET,

o (X7 a3 CiscoSecureFirewall4200) [VPNZ /L —7{tE— K (VPN Grouping Mode) ],
M8 A R VPN OFRGE (53 2—2) | #ZRLTIIEEN,

AT w75 [Participate in ASA cluster] "= v 7 Ry 7 A% A4 NI LT, 7 TAXIIEBMLET,
ATv 76 [Applyl 27 Vv 27 LET,

AVB—TITARADNIVRAEZR ) VT BLUVBEBBEREDHRTE

e ziX, BEHA LV H—T oA R, MWAUSNDA LV E—T 2 f ADNVAE=H Y VT %
T4 —TNZTDHZENTEET, EFEOR— F¥ /1D, JLEID, B—0OWH A
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FIE

ATy T

ATy T2

ATvT3

1v8—7x42D~LR =8y v psvanERsonE

B —T A AID, %F=F—TXFT, ~NAEF=HXY LV TIEVLANY T A X —T = A
A, FZIX VNI RBVI R EDIRBA v X —T = A ATIEEITSNE A, 7T AZFIHY
IDE=FZY TR ETEER A, 2OV U ZITFICE=FZ—SNTWET,

[Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] >
[Cluster Interface Health Monitoring] MNEIZER L F 9,

[Monitored Interfaces] 7R v 7 A TA v ¥ —7 = A A%E&EN L, [Add] %727 VU » 7 L T [Unmonitored
Interfaces] R v 7 ANZEDA L H—T7 = A A=BEILET,

AN B =T 2 ARAT—=H A AvE—VICLoT, Vo 7EEMBENET, HEDH

AVE—=T oA ZADTXTOYIAR— D, FED ) — N ETIEEENEAE LN, Bl —
REDR UGS v A —T 2 A ATT VT 4 TR—EEBHDIEE, TD /) —KiZZ T AZNE
RS ET, /— RBBR—IL REFINICA v F—T 2 A AT —H A A v b=V 5E%F L
WG AIZ, ASAB AL NR—% 7 T AZNLHIRT D ETORMIZ, /> F—Tf ADHA
Tl FD ) — RBFESLEHRA L NTH DD, F12E7 TAZIISBMLE S & LTWEHERIC
FoTERVET, 774NV EFTHEH, ~MMNATF 2y 73T RXTOAL U H—T 2 AT F—7
JUZ 7o TUNVET,

e xiX, BEHA LV H—T oA R, MWBEUSNDA LV Z—T 2 f ADNVAE=H Y T %
TAE—TNMITHIENTEET, A= FF ¥V ID ETLEID, E2ITHE—OYE A
=T 2 AAIDERETCEET, ~"NAE=HFIV U TIEIVLANY T A 2 —T =24 A iz
IX VNI °BVI 2 EDHEA > X2 —T = A ATEHIATINER A, 7 TAXFEY 7 DFE=
U UTIRETEEHA, 2OV U 7IEFICE=F—SINTWHET,

A SHO MR VER (ZE2IET—5 A ¥ —7 = A ZAOBN/HEIER. ASA, F2IFAA v
F oA 2 —T A4 ZADBF/AEEN{., VSS. vPC. StackWise., F 7213 StackWise Virtual %
BT 2 AL T OBM) 2179 & &L, ~VA F oy 7 HEEEZ TN (RE
(Configuration) 1> [T/34 RAEHE (DeviceManagement) |> [&A A ERY—SEY T+«
(High Availability and Scalability) ]>[ASA% 5 X4 (ASACluster) 1) . HEm{bLi=A > % —
Tx2AADE=F Y T HEHCLTLIEZEN, PR POEENRTET LT, REDEENT
RCO/ — RZRPENTS, ~AF =y 7 HEEHEGHICTEET,

AVE—=T oA A AT A, FZT TAZEEY 7 ITEENRAE LTS E O HEIFES
DFREHENNAZ <A AT HIZIE, [AutoRejoin] ¥ 7% 7 Vv 7 LET, & A 72 L T[Edit]
7V v LTIROBREEITVET,

* [Maximum Rejoin Attempts] : 27 7 A Z ~DHfEG OFATIEE 2 EFK T 57212, [Unlimited]

F721E 0~ 65535 OHEIPFACTHEEAZHRELET, OIXEEHEEGEENLET, 774+
X, 77 A% 42 —7 A ADYATE [Unlimited], 7—% A4 2 —7 = AB LW
VAT LADGEIL[3] T,

* [Rejoin Interval] : FHfE G #ATHIROKR 2 EFRT H729DIT, 2 ~ 60 OHEIPH CHIREA R E L
FT, T7ANMEES ST, 77 AX~OHESNE / — RBRITT DK A G
[, B OBEEFRAER D 14400 4 (10 H) ICHIBR S E 4,
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B /sxscrEnnrEonE

* [Interval Variation] : 1 ~ 3 O#i THREL T, HRZEMESELNEINEERLET
(1: 2%, 2: EETORMFREO 2%, 3: EATOMBD 3 £5) . =& i3 MExz 55
ICRRE L. 0% 2 ICRRE L2 AL, RPIORITN 5 43%. 2 [BIHORITHR 10 5% (2
x5) |« 3IBEHORATAA 20432 2x10) LRV ET, TTANMEK, FTAX A H—
T2 A ADBEEIT[]. T—F A Z—T 24 ABL RV AT LAOEAIT[2] TT,

T 7 IV FEREIZRE T2, [Restore Defaults] #27 UV v 7 L¥ 9,

ATy T4 [Applyl 227 VU v LET,

7S5 R3 TCP ERDEEDETE

TCP 8t D 7 7 A X EROBEIEE FEMEL T, T4 LI XN 7T v 7 7a—EROBIEIC
KRR A N7 v —ICBET D TREREE] PR CEET, T4 L7 XN I Ty
T —MERSINDENICZ=y FRKRMT 25613, TNo07n—%20ET5H5Z L3 TX
FHA, RIS, 7 —%2ERT 2R N T 7 4 v 7 BBlO =y MIHHE SN LA, it
NZEETHZ LI TEETA, TCP DT Z MEEENLT S T 7 4 v 7 D TCP DER
DBEZF I LR NE DT EILERLY £,

FIE

AT 71 [Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster
Replication]. DJIEIZER L £,

AT9 72 [Add] %7V v 7 LTCROEZEFHELET,
* [Replication delay] : 1 ~ 15 O TR A2 E L £,
« [HTTP] : $XTCOHTTP F 77 ¢ v 7 OBEBILEFHE L £,
* [Source Criteria]
* [Source] : IEZILIP T RLUAEHELET,
e [Service] : (A7 Ta ) HEETXAR—FERELET, BHFIL, FEITLEITSELER—
FOWFNNERET D0, W7 EBICRELEEA,
* [Destination Criteria]
[Source] : 465CIP 7 KL A &R EL £,

e [Service] : (A 7'Ta ) FEER—FERELET, @FIL, FEILELITFER—
FOWTNNERET D0, W& BITHRELEE A,

ATy T3 [OK] &7V 7 LET,
ATY T4 [Applyl 27 U 7 LET,

. Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA © 5 X &



I Cisco Secure Firewall 3100/4200/6100 ) Cisco ASA 7 5 X 2
44 resseozz

YA FEEREDRE

YA M2 T ALV T OGE, WRIELZEEZ®O DT, REEVAZ~A ATEE
B

HS5RF 20— EEYTFLDEFTE

LISPO T 7 4 w7 2BELT, —_"=0nVA "NEZBHTIHFICTu—F YT 4 %2F
M TEET,

LISP A A2 2 g DN T
LISP 7 7 4 v 7 BBETDHZLET, V4 FHOTZ7e—DEE ) T 4 2GR TEET,

LISP {Z2u T

VMware vMotion 72 E D7 — X2 Z— (R~ LV DEE Y T 4IZ LT, $—=NT7 74T
VOB AT D L RS, T AR A —MEBBTE LT, ZOLIRT—F B
Z—=HP—=NEEYT 4 &2t R— T2, = "OBEIFICT— S ~DAT)— & —
HINHEHCTEDHHENRH Y 9, Cisco Locator/ID Separation Protocol (LISP) D7 —F7 7 F ¥
. 731 A ID, DEV = RARA 2 MID (EBID) D%, 2EVL—FT 47 nlr—
% (RLOC) 752 0DERDF LN 7 AX—=RZpHE L, b—_"OBITE227 747k
IR L CEEIC LET, 2L 2E, V=B LWEINCBEI L, 7 747 > FAI—N2
N7 4w BEETHE, V—HIFH LGN T 7 v 75 XA4 L7 NLET,

LISP Ci. LISP o Jj b ®/ b—% (ETR) . AJJ b b—% (ITR) ., 77 —A b
Ry T n—F, v 7 VNN (MR) , BEIO~y 7 H— MS) REDOHDH—EDT—
B W T—Z L — NP PUETT, = "PRONL—F TR SN TND T & a2 —30
Ty —A MK T NV—=EZNENTHE, FONL—=Z[IMDOTRTONL—F LT —HZX—2 %
FH L, 7747 MIEBHRINTWDLITRN N7 7 4 v 7 #RITZE LT 7L L, #
LW —ROEMICERFTEHEIICLET,

ASA LISP ®H 7R — |

ASA IZ LISP HIRZIAT L ERHAN, HBITOEFIZBEATHLISP N7 7 4 v 7 &L, v —
LV R TAZY) o TERIEDT=DIZZ OIFREMEHTE EF, LISPOKMEEITHORWGA
P=DBFH LY A MIBETLL, FT T4 v 7307 e —F—F—0RPYIZ, FLw
A NTASA T TAZ A R—=Z7x0FET, HTLWASADRENYA FOASAIZ N T 7 4 >
JEERE L%, WD ASA L, P ANZRIET LD N T T 4 v 7 EH LT A MZEY
RIVBERHYEST, ZOLTT7 4 v 7 Zu—Ix@E iz, TrariR—=r7) =%
(~NTE=07) MR ET,

LISP HEAIZ LD, ASA 7 T AKX A N—X, BHIOK v 7 )—4 & ETR £/2X ITR T
DY SNAHBLISP NI 74 v 7B REBEL, 7R—0OFBEELYH LV A MIEAETX E4,

LISP DA KZ A~

cASA VT AL AU NR—I, VA D77 —A K Fy 7 )L—F L ITR £721% ETR O
TFELTWALERHY FT, ASA V7 FAX AEEIEE AL v DO T 7 — A MRy
=R T HZ EITTEEREA,
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ASA LISP »FEiE
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cEESBENE T e —0R R R—NanET, —wmibahizTe— EotsniT
n—, F2EEAD /) —RIZBLTWA 7o — I LA —F—lci@3Bihsntti,
SEENTZ 70 —ZIZSIPREDT F ) r—varNEaEnTBy, Slvu—LZzn4~
TOF7ua—RNEUL ASAICL > TS ET,

s I TAFIFIVLAFIBLPN4D 7 e —REXZBEISE AT TT, —HOT7T T r—g
VTN RbND RN H Y FT,

MO 7 0 —F X E PR RACRA R TR T B —0H4A, A—F—0BEhIAa Tk
WHREMERH D 9, AV ART v a R U—%FRET D EXIT, ZOMEETYAR— |
SINDENT T4 I DEATEHFIFITEES, Flo, 7r—FEV T A ZRAIKRR T
T4y ZITHIRT OMERH Y £,

ZOREIZIT, BEOMAIZERTIRENPFENTVET (ZALIZONTITTRTIDE
THHALEY) .

1

EE) FABNELIIT—NIP 7 RLURIZE S BRAEXE EID OFI[R : 77 —A h v
T N—HE, ASA 7 T A NG L TWRWKA MERIER Yy NU—Z |2 EID @A >~
YtV EFETIHGENDHVET, T, 7 TAXCHEET LY —"FEiIxy b

U —7 OFHIZEID ZHIRTEET, 2L 2L, 7 TRAEZNR220% A NORIZEHE L TW
D3, LISPIR3ODH A R TEITEINTWAEGAIL, 77 AXICHEELTWS 205041
MZxF L TOHREID 2 F O 5 5LENRH Y £,

LISP T 7 4 w7 A VAT g ASAIL, 77— A MRy 7 —4 L ITR 7213
ETR O TEE &5 EID WA v —I28B W T, UDP AR— k4342 O LISP + 5
T4 v 7 ERAELET, ASAIL, EID &A1 N ID ZB8#fHIT 5 EID 7 — 7 LV ARFFL £
T, e xE, BAIOBR Yy T NV—FDOEFEITLIP T R AL ITR £721X ETR O%EET KL
A% HBOLISP b7 7 4 v 7 ERETHHLENSHY EF, LISP b7 7 4 v 7 IZiET 4 L7
ARFD LB THNTEOT, LISP N7 7 4 v 7 AT 7 AZREBOILFIZSM LN
LIZEELTLIEEN,

BESNIE NI 74y TCO7a— YT 4 2HMNTHY—ER R — VR
2IVTF A4 AN T T 4w 7 TR —FE YT 4 2ANTAMERLY ET, -2
X, 7r—EE U7 4%, HTTPS N7 7 4 v 7 OHRIZHIR L2V | FFED Y —3 & DI
TRV SND T 7 4 v 7 OBRIZHIRLIZY TEET,

YA FID: ASAX, K7 TAZ ) —FOY A FIDEFEHALTHLWA—FT—2HELE
7,

Tun— VT A EENT DI TALZVANVDRE : 7T AL LA TH 7 n— EE
VT 4 EHNCTD2UENDY £, ZOF /A 7O BRI 52 LT, FED
JIADNT T 4w 7 FIEZT 7V r—vaiia L Trr—E 7 1 ZHiHICEE
TN TE LT,
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LISPA S ANRT L5 2D

FIE

ATy T

ATy T2

usp 1 vz~ avonzE |

e

A AE

LISPO NI 7 4 w7 52BELT, —_"=0VA NEZBHTIHFICTu—F T %248
Mz TEET,

1R BHHIIZ

e ASA 7 T AL DEEARNRT A= DHRE (B38—) [>T, FEIVTAF 2=y %
A FIDIWZEY B TET,

cLISPONTF 74wV IET TANNA AN ay NI T 497 7TFATEENRNT
O, TOFIEO—FHELTLISPDO 77 4 v 7 HIZHDO 7 7 A%FET HHLENH Y F
_640

(EE) LISPA L AT vary <=y HRELT, IPT FLRZIESWTHRAER D EID %
MR L. LISP OFRiEFEF—ZHRTEL T,

a)

b)
<)
d)

e)

2)

[#mK (Configuration) 1>[Z 74 74—l (Firewall) 1>[#7¥ x5 + (Objects) |>
[BEY v 7 (Inspect Maps) 1> [LISP] & #IR L £7,

[Add] 27 UV v 7 LT, HHLv~wy 7 ZEBMLET,

T (K40 3XF) LA A LET,

Allowed-EID access-list (2D Ti%, [Managel %7 V v 27 LET,

[ACL Manager] 7368 & £ 7,

77 —A MKy N—FFEZIFXITRETR T, ASA 7 7 AZNEEGLTHWRWEAR MET
Iy NU—ZI|ZEIDIBHIA v —VE2EETLHZENHV ET, 20D, 77 RAFIC
B 5 —N_"—F IRy NU—7 DARICEID IR Cx %4, 7m&zi1E, 77 AN
2O0DH A FORZEE L TWAEN, LISPA3 DY A FTIEITENTWHEAIE, 7T
ABIZEGELTWE 220084 NI L TOAED #8508 BH Y 7,

T7AT U —NVDFRETA RIZt->T, D7e< 120D ACE TACL ZBIMLFET,
MENZIGE LT, BEEF—2 AN LET,

Bt —% a2 — L% A1E, [Encrypted| 47 v a v R a7y 7 LET,
[OK]Z2 U v 27 LET,

P—E X RY 2 — =L ZBIMLUTLISP £ VAT Vg U ERELET,

a)

b)
<)

[#mk (Configuration) 1>[Z 74 72 +—JL (Firewall) 1> [H—EXKRJ >—)L—)L
(Service Policy Rules) % i®&R L 7,

GEM (Add) 127 Vw27 LET,

[Service Policy] “X—C, £ ¥ ¥ —7 = A A~D/—)VE T T 08— L7p)b— )L % i

HLET,
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ATvT3

ATy T4

d)

2
h)
i)
j)

k)

Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA ¥ 5 X 2 |

MO —E A R —THEMAT L LORHIIE, ZORY —I—LZBMLE
4, T 74/ h T, ASA (ZlZ global_policy &FEEND 7 — L RY —RNEENE
T RV =& 7 —VUZHEHALRWEAIT, A2 —T 2/ ATLI21 DO —F
ARY U—%ERT D2 LB TEEY, LISPA VAT g ik, WHAICNT 7 4>
JICHAT D720, HMEILESHROWFTDOA LV F—T A A —ERXARY v—%i A
THULETIHY EHA, NT T 4 v BT HFROY7 T AT D55, L—/EwEH
THALE—T oA AZHAVTDH T T 47 DT NTRREELZITET,

[Traffic Classification Criteria] ~X— " C. [Create a new traffic class] &2~ UV > 7 L. [Traffic
Match Criteria] @ T [Source and Destination IP Address (uses ACL)]Z 4 2 L7,
Next] Z#27 V v 27 LET,
AVANRTarwlTI)I NI T4 vV EIEELEY, V7 —A b Ay T —% L UDP
A— 14342 DITR F/ZIXETR OO N7 7 ¢ v 7 %45E LE T, IPv4 ACL 35 L VIPv6
ACLDEBH LI HME L TNET,

Next] #27 U w27 LET,

[Rule Actions] 7 « #'— K ~X—F 723 % 7 C, [Protocol Inspection] % 7 % &K L £ 7,
[LISP] F =y VR IV A% A AT LET,

(7> a ) [Configure] 27 U w7 LT, AERRKLTEA VAT va v~y THERINL
*7,

[Finish) #27 V> 27 LC, #—ERARY o — L— L ZRIFLET,

P—EARY = —LEEBMLT, BER NI 74w D70— )T 268N LE

ED
a)

b)
<)

d)

2)
h)

)

)

[#RL (Configuration) |>[Z 74 72 4—JL (Firewall) ]>[Y—EXKRY >—IL—)L
(Service Policy Rules) % i®&R L &7,

GEM (Add) 122V v 27 LET,

[Service Policy] ~—""C, LISP A > AT v g VNMEHAT LR LY —E AR v—%i%

RLET,

[Traffic Classification Criteria] ~X— 3 "C, [Create a new traffic class] 22 U v 7 L. [Traffic

Match Criteria] @ T [Source and Destination IP Address (uses ACL)]Z 4 2 L7,

Next] 27 U v 27 LET,

P N=H A NEEETDH L ETEERYT A MCHEFEIVYTTH, EORRAZ VT o

AN NT T 4y 7 BEELET, & zxiE, 7e—EE YT 4 Z HTTPS 77 1 >~

IBIWELITHEDY —N—~D T 7 4 v 7 ORIZHIRTE E£F, IPv4ACL B X

U IPV6 ACL D EH HIZHxtiE L TWET,

Next] #7 U v 7 LET,

[Rule Actions] 7 « ¥'— K ~X— & 7213 # 7 C, [Cluster] ¥ 7 Z %R L £,

[Enable Cluster flow-mobility triggered by LISP EID messages] &= v 7 AR v 7 A% A 12 L

7,

[Finish] 227V v 27 LT, 3y—ERZX RKJ v — L— L ZRELET,

[#m (Configuration) ]>[T/%f A& (DeviceManagement) | > [EaAKERT—S5EY
T 4 (High Availability and Scalability) ]>[ASAY 5 R4 (ASA Cluster) | >[4 5 R4 &E

(Cluster Members) |DIEIZEIR L, [7 T AX V77— VT 4 24822 (Enable
Clustering flow mobility) | F = v 7R v 7 A% A4 N2 LE T,

. Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA © 5 X &



I Cisco Secure Firewall 3100/4200/6100 ) Cisco ASA 7 5 X 2
suzs1 raven iz |

ATy 75 [EH (Apply) 1227V v 7 LET,

SEREIY 4 FE VPN DEETE

T AN NTE, 7 TAXITEFROY A M VPN E—REZHERALET, 772XV 7D
PEM2TE AT 57202, SEAY A4 M VPN B— FE2AERNCTE £9°,

DEEY A FE VPN [ZDULNT

ZOHEE— FTIE. YA R IPsec IKEV2 VPN i3 7 9 2 Z D ) — RARIZHEB SN E
T, VPNEERiZ 7 T AXD ) — RIS ED L, 7T AXDFY XU T 4 L AL—T" > |
DT RKBITIERTE 2728, B£8R VPNISEELZ B 2 T VPN R — s & KIgIZIER T &
F7,

Bt 7 A DB D ) — Rlica—RKRT oy 7 TEFET, #oun—/Lc kb, @y
VER; &g T R_A T BV T 4RI OBEGE OB IEN R £V £9, 48 VPN £— R TFE
17935 &, ROBREIN T AKX ) —RIZEID Y THENET,

T I T4 Ty vard—TF— B EZE L — R, ERENNy I Ty Sy

varETIT 4Ty ya BT LI ,— K, A—7F—%, IKE & IPsec k> FRIb,
BLOENLICEEMTONTZTRTO N T 74 v 2ET, Bty a rOREE
MEFFL, X7y FELBL 9,

Ry I T Ty varAd—F— BFEOT VT 4Ty a DRI T Ty g
VEMBLTCWD S =R, TIT 4T by vary A—F—IIEERNRETDHE, N T
TyTeyvarA—Fr—RNT T4 T Eyar A==, LWy I Ty
Ty a yPRIO ) — R CHNLSET,

¢« 7 U—H— VPNt yva  lBEM TN N T 740 v 7N VPN Yy v a U EATH
LTCWARW ) — RIZERBENEEES, 2O/ —KIZVPNEy g U EFFALTWS J —
RIZ T 7 4 7 BEET A0S T AZEIY 7 2 EH L ET,

oA —HFAPNL—HF A =T AN —F (FIZZTAXGIE ) —F) &, 77747y

va Ok (ASR) ZEITT LRI, BE#ThEy v a vt 2oBEiritE T 5%
BNHYET, A—F AL —FF, A—F—/—FXIZ. NEvyyaraA"—Y
WCBEN T2 REZEEFELET, /—FXIiE, BTRCBH TSty v a v BEfBREL

T, AT AL —ZISEEKLET,

SYEA VPN & > 3 = v DER

STEIY A R VPN & &g A2, IROFERH Y £3, ZnLISOLE . VPN #fiid,
77 AZ BT WA @E I ES 2 L O ICEEL £,

VPN Evyv I3 it Eyvay LULTY FRAZLRIIHTENET, 2F0, 1 oD
VPN##Zx L, FILZ A% ) —RBRIKEB LR IPsec b bk, ZDOTXTD KT
T4 IR LET, VPNEY Y a v T T7 097N, FOVPNEY I 3 VEFFAL
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B 7525 1~ ronsz ven onE

TWpWI T RE ) — RIGEEENTZSE. N7 742713 VPNEy v a &AL T
WA T AL ) — RICHRESNE T,

VPN E v g iCif, 7 IRAZRERT—EDEy > a L IDBAHYVET, By g 1D
PHERALT, T 74y 7 BPRIESN., IREORENMTHIL, IKERIT L T — g V5%
TLET,

e YA FEI VPN T T o RAR—IHERTIZ, 774 T MBI TRAZEZN L THERET
BE (~N\TVE=U T EMENnD) | AT AEyvar T T v s bt ARy v a
VNI T 4o E, BB TRE ) — R EICHAAREERDH D FT,

7T AR AN NOASEI VPN DOALFE

AR b 7 ERE VPN

BID ) =R ED) Ny s Ty Teyva BT 7T 47ICRY, Ny s
Ty Ty a Ao — RICEED Y TINET,

TIGAR ) —=RD|FET VT 4TI oTNDITTAL ) — R EDTRTOT 7T 471y
T I7T7 407 |vavickL, GBIO—RED) Nl T v Ty alBNTIT 4T
2720, Ny 2Ty TEMICES THID ) — NIy 7 7 v ey va v
B Y TLETS,

JIGAE ) —RD|H LW — RO VPN 7 T AZE— RRSEHRICRES N TOARWEA.
SN I — Ride— FEFEAER L £,

VPNE— RIZHBMNSH 7214 T, 7T AX ) — RiZid, @5 OBIED
NTT I T 478y a7yl eyarRNEn Y Tcong
‘a‘o

IPsec IKEv2 D75 T
IKEV2 13, S8y 4 M VPN E— RTIRRDO X ) IEFE SN FE T,

cIP/R—h ZTNOROVICIDMBERASINET, ZUTLD ., X7y b0 RGO
T, BEXOHOD Y7 T A% A= EICHDA[REMNH D LIFTORHRD 7 U — 0T » 7 H3A]
REIZ 720 F97,

s M—D IKEV2 v a rZilihld 25 (SPD @Bl i%, v —h IV TEREINTZT VF L7
8L FNDIET, 7 FAXEBIRT—ETT, SPLITIX, XA LAX LTI FTAHK ) —
IDRHDIAENTWET, IKERITT T — 323y hOZERZ, XA LAX T E
7FZ 27 9 A% ) —=FRIDOF =y Z7IZKRTHE, Ny "B Ry 7S, #fzrd
Ay —UnNGEEkINET,

eNAT-T XTI T —3a VNI TAZ AU R—THEISNDZ LIk > THRILRWE
INZIKEV2 VEE N SvE Lz, HTLWASP/HE KA A > Tdh % duster_isakmp_redirect,
BIXUO—E, IKEV2 A v ¥ —T = ATHN > TOWARAICBINSNET,
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CMPv2

cvpvz i

CMPV2 IDFEIE & X — X737 A% 7 — R TRl ENE T, 7275 L. 7 7 A X ANOHI#E
/= RO&HN CMPV2 FEAEZ BEIICE R L T —OFER ATV ET, HlE /) — FIiXsEH
BRI, SNHOHLWVWIDAFHEL -2 T _XTCHO7 T AX /) — RiZRAMsEEd, 2ok
LT, 2T AZHNDOTRTD /) — AU N—[ZCMPV2FEAZEZFIH L CRREEEZITV., F7-.
FTRTO /) — R — REfRET D2 &N TEET,

DB A FEAVPNDS AV

XX VT I8 RT, VTAEZDEA L AN—T, Y A NE VPN IZKLETT,

% VPN #55:121%. 2 DD Other VPN T A & v 2§t v a U RULETT (Other VPN 7 A
v AlIEssentials7 A B AD—ETT) , 12077747y arA b 1oiF Ny
Tv7TyvralrsflTY, JITAXORRKVPN Yy a VEERIZ, By arZEiz2om
TARVAZEHAT B2, T4 BV ABFAREO LU TICTHI ENTEET,

B A ~E VPN ORTHR S

ETILOYR—k
* Cisco Secure Firewall 4200

* Cisco Secure Firewall 6100

V3R DEH

o XX K EtherChannel & — K,

=Ty R T77ATUF =)L E=F

BRKVPNtEv 3

FZ VPN ERZIZ, 200y a UBMETT, 123727747y arH. 9 120F
Nl T o7y rarATT, Z7IAXOERRKVPNEy v a VAR, BEyvarZEic
20DTA B AEMERAT LD, VA MNEAREOLGLUTICTHZENTEET,

RI:BEKVPNEY 3 U

ETIL =AVPN v 3%
4215 10,000

4225 12,500

4245 15,000

6160 280,000

6170 350,000
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B sazys rpVPNO A ES A

DEEY A FEVPNOHA FS5A4 Y

T774T704—ILE—F
SEFIY A M VPN I, v—T7T v RE— R TOHAYR—FEINTWET,

AVTHFRAME—F

SEAEY A R VPNIZ, o7 arTFH 2 hE— RBLR~LFarTHA NE— RO
FTENELET, 7L, vV F avFFA N E—RTlL, 7725747 By arOFEAR
T TR AR LAV TIERLS VAT A LUV T TONET, ZHICLD, 20 TF A M
BT ONT 7747 Byard, BApZar7x A MIBEEMTONZT 7T 407
o alEELRI TAL AR =IBEIL, T TSR TR AM BB ET DD &
%‘\i‘j‘o

HR—rESNhTWEN VARSI 3y

WRDEATOBREIL, SHHY A R VPN T— RTIEYR— FER TV, F 72 3R
272> TUWET,

« CTIQBE
« DCERPC

« H323, H225, # L TU'RAS
« [PSec /N A AL —

« MGCP

« MMP

* NetBIOS

« PPTP

« RADIUS

« RSH

« RTSP

« SCCP (Skinny)

« SUNRPC

« TFTP

« WAAS

« WCCP

« XDMCP
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sz 4 rrveNoanit [

ZOMDHA FS4 >

o SEAIY A R VPN E— R TIZIKEV2IPsec VA FE VPN DN Y R— F ENTWET,
IKEvl lZ9 R — SN TWERFA, IKEvl Y1 ML, £ VPN £— R CTHHR— X
NTWET,

e A MEZ TAZY U TIFEYR—FEINTWEREA,
o f U H—T = A APAT IF. HIY A B VPN T— RCIIfEHTE £ A,

SEE YA R~ VPN DESE
SEIY A4 NEIVPNEZEAENZ LT, VPNE Y a v D7 5 AZ Y o ZOPEREZTER L E T,

1R BHIIC
VPN WA A it~ T, 1 FE VPN 2% EL £,

FIE

AT 71 [#R (Configuration) 1>[7/\4 XEE (DeviceManagement) | > [EAIAMERT—FEY
7 4 (High Availability and Scalability) ]>[ASA% 5 X% (ASA Cluster) |>[9 5 R BE
(Cluster Members) | DIEIZERN L £ 9,
ATYT2 VTAZY VIR TTIZEN > TWDHE, T_THD/)—RTIZITRAXY o THEEHILE
j‘o
ASANIET VT 4 T2l Bb e, T_XTCOT—H AL H—T A ANy hE U EINET,
EHEHRA LA —T 2 A ADHRNNT T 4 v I HEZETEET, BHA LU H—T =1 AL,
FD)—RKPAALIPT RVATIERL, ZI7AXP = AnbZITRSIPT R AZE
AL Tl &fEBEmkEs 20 £3,
a) [ T AH AL /3— (Cluster Members) | ¥ 7 %27 Vv 7325 &, il /) — Roa—71 1P
T RUVARAZRRTEET, VITAZV T EEHZLTth, 207 RV AICHERT 54
ERHDLD, HfHl ) —FOIPT FLAZAELTBWTL SN,
4:HEH/ —FOEEBIP7 FLR

20.C > Device > High ilability and Scalability > ASA Cluster

Cluster Configuration  Cluster Interface Health Monitoring  Auto Rejoin  Cluster Members

This cluster can have a maximum of 16 members.
Member Management IP Address Role

S [OEEEY ConrolNode
unit-1-2 10.89.5.12 Data Node

b) [Z T AKX A 73— (Cluster Members) | # 7 C, &7 —% /— RZEIRL T, [HIFR
(Delete) &7V w7 LET,
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B suzssventysaroEEs

5:7— FOHIKk

&8s jon > Device > High Availability and Scalability > ASA Cluster

Cluster Configuration  Cluster Interface Health Monitoring  Auto Rejoin  Cluster Members

This cluster can have a maximum of 16 members.
Member Management IP Address Role

ﬁﬁ-—-—-—-—-—mﬁm------uuuuﬂﬁ@iﬂmu&lﬂl
F—H )= FDT = A Ty T ar7 4 Xal—2a @ZRLTHY, TOREEKD
Tl U T —% ) — REHEBNTEET,
c) [7 7 AXFE (Cluster Configuration) | % 7 T, [ASAZ T A X &N (Participate in ASA
cluster) | F =y 7Ry 7 A%A7I2LTC, @A (Apply) 127V v 7 LET,
ASDM b Ul = E 7,
d) ## /) — Roa—HhL 1P 7 KL A2 ASDM % 84kt L £,
AT w73 [VPN Cluster Mode] i1 G, 2 7 A% ® [VPN Mode] % [Centralized] ¥ 7213 [Distributed] 7> > &
WLFET,
ATy a4 EA (Apply) 1227V v 7 LET,
RT9TE ITAZY U TPRT TN > TOWDGEIE, 77 AXEHEK L ET,
a) [Participate in ASA cluster] = v 7 R v 7 A% A2 LET,
b) [Apply] =27 V7 LET,
) VIARXIWZHBMTHLIEKE T —4/—FREZRELET, &/ —FK&H LWL/ —FREL
TBINT DM, HF—4 /) —ROar Y —LR—MIBELTCLITY 724 7%
ERMCTEET,
1 :

node2 (config) # cluster group clusterl
node?2 (cfg-cluster)# enable

DEEIS2SVPN v > 3 VOEEHR

TIT 478y aOEEATIE, 77T 47RVPNE Y a VORRNYT 7 AKX AL /8—
BRICHEASINET, By a OB LR TOEMNREEDD, 777478y ay
BRI, TXTOI TRAEZAUNN—[ TRy arONRT U AERADTDDNRA N T 4 —
FCY, OIRESNDIHEAMT 7 a ik TRT U ARKHELENE T,

BEARIIWVWOTHLEITTE LT, FIT7AXHNO bR e VERRIZETITILERHY £9°,
Flo LW — R FAZIIBIMUT-RBICFEITTHZ L AHR L4, FHlEmo B BrIL,
BELIZVPN 7 ZAZ AR T 52 L TT, BELIZVPNZ T AXIZE, /— RETIEIXF
BT 7T 4T ByvarENy I Ty Ty aryrRndbnET,

Ty arERBEITAICIZ. NI T vy arBNTIT 4T By gl RO
J—=RNFH LNy I Ty alrERARNTLEOIGRIRENET, By g
. 772747 vy aronRNy s Ty TOERE TOBEDONSNY T v ) — K EICT
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FIE

&

SHESSVPN £y 3 oEEs [

T ETAT 7T 47 By a v OBITEKELET, MOr0EATAy 77Ty 7y
Y I)—=FWT I T 4Ty varERANTERWEES, Tt/ —Riikyvarof—7F—
DEFETT,

NTFaATHRARNET—RTIE, 77747 By va OFEMILZ. lrxoarTFA L
SN TEHRLS VAT ALV TITONET, 2 TF A ML TEITINRWERIE, 5
AVTFXAMNDT 7T 472y arBNROarTXAMNNOLIVEL DT 7T 47y
varEgle ) — RIIBEISN, 207 T AKX ) — RIZEL QAP D T2 TT,

1R BHIIC
BT 7T A BT A BT X —THEAIE, VAT LA BT EAENCLET,
s ZOFIEILZ, 7 7 AZOHHl2=y NTEITTLHMLERDH D £,

[E=# VU > (Monitoring) ]>[Cisco ASAZ 7 A% (ASA Cluster) ]>[Cisco ASAY T A%
(ASA Cluster) 1>[7 7 A& Z#) (Cluster Summary) ]>[VPNZ 7 A % 8 (VPN Cluster

Summary) |ZBINL T, 777478y var b7 vy ra RNy T AXERIC

EoXyicfiificshTndnasRnrLET,

Bl T 2ty arofdE 7 7 AZOAMMISE LT, ZAUTIERHINDND 2 ERH 0 F

T, HEAMT 7T A ETADBRETDIE, ROT7L—X (BLUOZ ZIZIEFERIN TR0V
DY AT LDOFEM) ZETe Syslog MEfSILET,

Syslog 7 L—X 3

VPN session redistribution started HIE ) — KD I

Sent request to move number sessions from orig-member-name | #ij4H / — K0
to dest-member-name

Failed to send session redistribution message to member-name | %4l » — R ® %

Received request to move number sessions from F—X ) — DR
orig-member-name to dest-member-name

Moved number sessions to member-name LETX 7S RARIZBELET 2
T4 T By va D,

Failed to receive session move response from dest-member-name | #i|4#l » — R d Z

VPN session completed HIE ) — RO I

Cluster topology change detected. VPN session redistribution
aborted.

AT w72 [Re-Distribute] 7 V v 7 LE7,
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B 5z —roum

AT 73 [Monitoring] > [ASA Cluster] > [ASA Cluster] > [ClusterSummary] > [VPN Cluster Summary] % % %t
LT, BEAT 77 4 €7 4 OFERZHRLET,
R L, RENR AT LEI23t a7 I T 4 T A Do e, Y AT
LDINT AP BIL, ZOT 7 a A3ET LET,
ZNUSNDEGEE, BEAA 7 22280 R LT, XNTVADERNTLZE LTV AT L% Bt
L/ i ﬁ‘o

DA/ —FKDEE
UG ABEBALTHIE, a7 4 Fal—arHA LR, VIRE ) — REEHTXxE
R

HEH/ — ENLDFLWT—%/ — FDIEN

HlE ) — R 7 T AR T —H 7 — R&iBJITCE £9°, High Availability and Scalability ™7
P—REFEHL T =%/ —F&BINTA5Z b TEET, Hlfll /) — Ko7y —%/—FRzi8
Myn&. 7722 HMY 7 E2FETE, BMTLHET =% ) — NI FAZ A H—T =
AAEF—RERETEDHENI AV Y BB £7,

FllX, T/ —Rices AL, /J—RETEHEI IAX ) VI ERETHIEHLTEE
T L. I TRBV T RA =T NI LTtIE, ASDME Y v a VB S5 DT,
BEHTD2M0ENH Y £,

IR BRI
cwNTF AT HANEF-RTIEL, VAT LAFETAR—ZATROFIAZETLET, 72
VAT A AT 4 X alb— a3y E— RIIAS TWRWEA, [Configuration] > [Device
List] A > T, 77T 4 TIRT XA AZADIPT RLAD FIZ&H 5 [System] Z X T N7 V) v
7 LET,
cEBHAY NT—2 LTV =R AT T ar 7o FXal—rarzRETa561%, 7—
H)—=RNIZT 7 EBAAGERIPT FLARHAZ LR LTI,

FIR

AT w71 [#K (Configuration) ]>[7T/3A4 RAEE (DeviceManagement) |>[ErHAEERT—FE
T« (High Availability and Scalability) ]>[ASAY 5 X4 (ASACluster) >[5 R A2 A
/N\— (Cluster Members) | DIEIZER L E T,

ATv 72 B (Add) 1227V 27 LET,
ATV T3 RORT A= EFRELET,
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k707497 —rizs |}

* [Member Name] : D7 T AZ A \DEADAHTZ 1 ~ 38 LF0D ASCH LFFTHE
LET,

o [A N —DESNERL (Member Priority) | : fillffl 2 — R&EHIZ, 2D/ — KOESIENL
Z 1~ 100 OFPHNTHRE L E3, 1 235 OESEIAA T,

o[ Z7A&Hl#Y > 7 (Cluster Control Link) ]>[IP7 KL A (IP Address) ] : filf#l / — Ko
7 ALHEHY 7 ERCRy hU—2 BT, 2T AZHHY) 7 DDA NI
DIP7 RLRAERELET,

« B4 72 3 - (Deployment Options) ] i T, ¥R ® [Deploy By] & 7> a DWW Fhuh
ZIERLET,

[4F <V E— b=y MICLIZ~Y F&1£[57 % (Sending CLI commands to the remote
unitnow) 1: 7= hA LT v TREET—X ) — R (—FF) EHIPT FLACHEEL
EF, F—F - REBIP T FLA, a—F—% SAT—FEANLET,

[ ENZCLI 2~y FEFEITCa—L T, VE— b=y MIAEO 1T D
(Copying generated CLI commands to paste on the remote unit manually) ]: 7 —% /— R
DCLITa~y R&hy b7 FR=AMT&E %, %7213 ASDM O CLI Y —/L & fi
MAT&xbX5ica~y RE4ER L ET, [Commands to Deploy] A8 v 7 AT, 1% CTfEH
ToHoDaxy Re@ERLTar—LEd,

Deployment Options
Deploy By: | Copying generated CLI commands to paste on the remote unit manually =

Commands to Deploy:

cluster interface=mode spanned force
clear configure cluster
interface GigabitEthernet(/4
na shutdown
cluster group clusterl
local=unit asalo
priority 2
cluster-interface GigabitEthernet0/4 ip 192.168.5.2 255.255.255.0
key test
enable as-data-node- neconfirm

ATy T4 [OK]Z7 V7 L, E5IC[Applyl 27 VU v LET,

7O T4/ —FKIZHB

TIGABDIET VT 4 TIRANN=ICRHIZIE, 75AZ )T a7 4 FXal— g 3iE
FHPIC, FO/)—RFETI A2 T 5F 42— NI LET,
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B o —rroor—s/—rok7o74 Ttk

\)

GE)  ASAN (FEIC, £ NAF v/ 2T7—2Kk0) ETI7T 47D E, TRTOT—
BALE—=T A AN Yy NI ENET, BHEHA VX —T oA ADHBN T T 4 v
JHEEZFETEES, NI 740y 7n—%2HBHIELIZE, 2 7ARAZ ) T EHRA F—7
MILET, Fl2iE, T/ — K27 TFAINLZE2HIBRLET, BEHA X —T A A
X, TDO/ —RNI FZAZIP T—=NANEZT -7 IP 7 KL A& LTl &t X BENIRRE
LRV FET, L, Ve—RLTHL/ =BT TFAXNTERLET 7T 4 7 TIERWEE (7
FTALY TN RIE TR EERG LA ) | BEA V¥ — T oA AT/
FT, TNLBFEOa 7 4 XFa b—ra UMEEICE, 2 Y — A= EFEHTIHNERHD
E3

15D B HEIIC
s VNTF AT HRRAL T ROBEIE, ZOFIEE VAT AFETAR—ATETLET,
FIEVAT A AT 4FXFal—vay = RICA> TWARWEGAIL, [Configuration] >
[Device List] ™A > C, 77T 4 77T 3A4 ADIP T KL AD F|ZH D [System] & X 7 /L
70y 7 LET,

FIE

ATy 71 [#m (Configuration) |>[7T/34 RAEHE (DeviceManagement) |> [ErIAMEERT—FE
T «4 (High Availability and Scalability) ]>[ASAY 5 X432 (ASA Cluster) 1> [V 5 X2 E&E
(Cluster Members) | DJEIZER L ET,

AT 72 [Participate in ASA cluster] = v 7 Ry 7 A& 4712 LET,

GE)

[Configure ASA cluster settings] = v 7 R v 7 A& A 7T LRNWTLZE N, 71275 L,
TRCOITAY a7 4 Falb—arynNs U7 S, ASDM DR SN TV DL ERA v
B =T 2 AA RAEFUTRXRTCOA U F—T oA AT ¥y MU LET, ZOBRE, #ial
T DI, 22—V R—FCTCLIZT 7B AT HLENDH D £9°,

ATv T3 [Applyl 27 U v 7 LET,

HlE/ — koD T—2/ —FDIEFTO T4 T1E

T2 ) =& T 7T 4 7T DR ROFIEEZFETLET,
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v5z258~0E8m |

\)

GE)  ASANIET /T 4 7Thed b, T XTCOT—H A X —TzA ARV ¥y MU EINET,
BEEHAA A —T 2 A ADBNNT T 4 v 7 B EZFTEET, VT 74y 7 7u—%FHH
THIZE, 7FRZV T EREANILET, BEHA VI —T =4 R X, O/ — KB T T
AL P T =NNOZITRATZIP 7 RURAEMEH L Tl S BRE L e £9, 72720,
Va—RLTHL/ = RKBRITAXNTERET 7T 4 7 TEHRWGS (77220 07385075
REETHREARGFELTSEARY) | BHA U H—T oA ZTEHICRY £, ZhLUBED =
T4 X2l —g AMEEITE, ar Y — L R— FERERTALERS Y £,

1R BRI

~NF ArTEARNE-FOLEIT ZOFIEE AT LFTASN—ATEITLES, £
VAT A AT 4 X2 lb— g E— RIZ ATV WEEAIE, [Configuration]>[Device List]
RAVT, TITATIRTFNRALADIPT FLADTFIZH D [System] Z X 77V v 7 LET,

FIE

ATv 71 [#B (Configuration) ]>[7T/34(4 REHE (DeviceManagement) | > [Ea A ERTr—SE Y
T 4 (High Availability and Scalability) ]>[ASAY 524 (ASA Cluster) |>[Z SR8 A >
/N— (Cluster Members) | DIEIZER L E T,

ATv T2 HIBpT D7 —4% /) — R&EBRLT[HIBR (Delete) 1227 U 27 LET,
6:/— FDHIR

Cluster Configuration  Cluster Interface Health Monitoring ~ Auto Rejoin  Cluster Members

This cluster can have a maximum of 16 members.

Member Management IP Address Role

Add
unit-1-1 10.89.5.11 Control Node
e X TR I T | o |

F—R ) —ROT— A TGy aAr T 4 X2l —a NIRICTHY., FORERRHZ &
R UBT—F ) — FEHBINTE £9°,

ATv T3 [Applyl 227 U v 7 LET,

DI RAREZADEBSM
=R 2 MHHEIBRESNTSE (e 203, BERRE LA VX —T =1 ADFE.

ELFAAR=ZFITHT 7T 4 7 LIEHE) 13, 7 7 AZICFHTHSNT DLENH
nET,
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B /s5xsroome

1R BHHEIIZ

« JTAZ T HHAF—TNVCT DI, a2 Y= AR — AT LIMNERH D F
T, MOA A =T 2 A ATy FE T ENET, 727 L, ASDMTCTY T AKX Y 7
PRI TCTENCLIEGES, REAZRGF LT e—RLAgho72E81E, ASDM T T A4
Vo7 %HOENITEET, Ve— Kk, BHA X —T7 oA RATEH/R D720, =2
VIV T IRANT TARY T AT HME—DJETT,

e ILF arTHF AN T—ROBFEIF., ZOFIEE AT LFETAR—RATEITLET,
FLEVAT LA a7 4F2b—T a3y E— RIA>TWRWEAIX, [Configuration] >
[Device List] ™A > C, 77T 4 77T 3 ADIP T KL AD F|ZH 5 [System] & X 7 /L
7w LET,

© 7 T AZ~OBBMNEZRITT ORI, FEENFRSNLTWD Z L 2R L ET,

FIE

ATYT1 ASDMIZERET 7 AL TWAEAEIE, A 3x—7 b T %/ — FIZ ASDM %8t L C.
ASDM TV T AZ Vv I 2 HOAENCTHZ ENTEET,

HLWA L N—=L LTEMLTWRWRYD, T—% ) —RKD7 FAX Y T &I — Kink
BOEINCTAZ L3 TEEHA,

a) [#mk (Configuration) 1> [T/3f A& (DeviceManagement) | > [EaIRAEELERT—5
EJ T« (High Availability and Scalability) ] >[ASA% 5 X4 (ASA Cluster) ] ®Jific i
RLUET,

b) [Participate in ASA cluster] = v 7Ry 7 A& F N LET,

c) [Applyl %7 U w7 LET,

ATFY T2 ASDMEZEHTEXRWES 2V — LT, 7I9AXZ a7 4F¥al— gy T— N2BG
L/i‘é—o

cluster group name

1 -

ciscoasa (config)# cluster group podl

ATFYT3 75 AX ) TR A F—T NI LET,
enable

552505 DRR

7T AEANEERIIMET DI, VT ARAE T— ATy T ary 4 FXal—a e
ZHIBRT 28R H Y T, £/ —ROBfEOary 74 Xal—vaid (TI/7 4722y
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FIE

&

ATy T2

ATvT3

RTvT4

v5zams0mE [l

ESFEENT) FILTHED, ZT7AEZMDGHIRTEE, 752XV U TRIOa T 4
X2l —2alaRXo T v TMBETTEN, IPT RVADEEEBT A0 7 ¥
L— g U EHEELTHDNGRDET Z L B MLEICR Y £97,

1R BHHIIZ

ayv V=R — b eFHTAILERHY ES, 77RO T 4 Falb—a  EHIERT S
LB A L E—T A AL T T RAEHIEY I BEL TR TOAL L E—T 24 AN ¥ v |k
Hg o EnET,

T—=8)—=ROGE, 7 TAZ )T ERO L ICEDELET,
cluster group cluster_name no enable

1 -

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

JIGARN TN TF—H ) — R ETAR—T MR >TWARIE, a7 4 F¥21— g%
HAEITHZ EITTEEHA,

JIGAB a7 4 FXal—arE YT LET,

clear configure cluster

ASAIL, BHA L F—T oA RET FRAZEFHY 7 B GHT X TDOA =T oA A% T ¥
N LET,

JITAB A B —T 2 A AE—RET =T/ LET,

no cluster interface-mode

EF—NIar74F¥ab—va VIZIRESNRWED, FEITYI Y NTAMERH Y F
R

Ny Ty Far7Z s Xab—rarBbdGh, F7ar7 4 X2l —va iRy s 7y
Far74Xal—vagrEar—_Lx9,

copy backup_cfg running-config

1 -

ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa (config) #
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B o —rozs

ATFYTE a7 4 Fal—arEAZ— T v IR FELET,

write memory

ATFYT6 Ny Ty a7 Fal—arBNWESit, 7 7 22 ERELET, &%
E. A E—T A AT RLAZEEL, ELWKRA MNEETLLET,

HlfE /) — FDER

AR OB — REEETHHREOHFEL, Il — RTr/ I7AF Y U 72N L, #H Ll
=y FOBIREFSTnD, VI AZ Y I EBEANCT L HETT, #il — Ricd s
) — RERBICIET ALERS B0, ZOHEOFEAERLET, =771, flggfm
BEEDSE AL, ZOFIEEMHEH L CHIE ) — REE 25425 &+ _TOERN K vy 7 &h
DT, FHUWEIE, — R ECHRi A LT 20ERH Y 7,

HilfH ) — F2ZE T 21203 WOFIHREZFETLET,

IR BRI

wNTF AT XA T ROGEIX. ZOFIEEZ AT AETAR—ATETLET, 72
VAT A AT 4 X al—alET— NIIASTWRWEAIL, [Configuration] > [Device List]
RAVT, TITATRTFNRALADIPT RLADTFIZH D [System] Z X 77 Y v 7 LET,

FIRr

AT 71 [Monitoring] > [ASA Cluster] > [Cluster Summary] % #R L £,

ARTYv T2 Fay 7 X A MNBHEE ) —RIZT 57 —4% /7 — KRR, §lffl ) — T o822
7V LET,

ATY T3 Hl#H ) — FOEELMERT DL IITROOENET, [Yes] 227 Vv LET,

ATV T8 ASDMEKT L, AL 7 TAXIPT RUAEMER L TR L E7,

— = > == =
HDSRBAEAETOATY FOET
avy R& 7 FAZNOTXTO /) — RIZ, £ERED / — RIZEET LI, ROFIEE
FATLET, show 2~ RET_XTHO/ — RIZEET D & T XTOHDINE S THAE
D) —=KRDayy—IRRINET, ZOMOa~ 2 R, 72 23 capture° copy &, 7
TAZEERTOFATEIEN TEET,
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vs52482pkcnavy rozi ]

1R BHHIIZ

av U RIA A H =T oA A Y=L TZOFIEAEFEITLET, [Tools] > [Command Line
Interface] Z &R L £7°,

FIE

FTARTO/)—RiZavr FeRELET, /— FAZHEELZLEEIE. FED/ — FIZEEL
£

cluster exec [unit node_name] =~ > K

51

ciscoasa# cluster exec show xlate

J— F&&2FRT DI, custer execunit? (RIED / — RERL T RTOLARINERIN
%) L AST 5D, showcluster info =2~ RE AN LET,

il

FLXY ST 77 ANET TAZNDOTNTOD /) — RS FEIEEZ TFTP H— N2 =
v—4 22k, #ifl ) — R CTkoa~r FE AN LET,

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

BIDPCAP 7 7 A )L (% — Kb 1 2F0) NTFIP h—Nica b —3hE T,
BIDFX ¥ T F ¥ 7 7 A NAITIZAEINC ) — RARIIS 4L, capturel _asal.peap,
capturel_asa2.pcap 72 &L 720 £9, ZOHITIX, asal & asa2 (7 T AF /) — R4 T
ED

W OFHITiL, cluster exec show port-channel summary =~ KOHENIZ, 7T AX D
4%/ — R ® EtherChannel ff#3F R S TVWET,

ciscoasa# cluster exec show port-channel summary

Control node(LOCAL):***********************************************************
Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports

—————— BT ittt e et ettt
1 Pol LACP Yes Gi0/0(P)

2 Po2 LACP Yes Gi0/1(P)
Slave:******************************************************************
Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports

—————— BT ittt e et ettt
1 Pol LACP Yes Gi0/0(P)

2 Po2 LACP Yes Gi0/1(P)
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B ssavszx50E=500y

ASA D SAZADE=ZRYY

7 IFAZDIREB L AT —BLO NI TN 2a—T 4 VT TEET,

DI2RARERART—RADE=ZZYY
I ZALDIREDE=F VY IOV TIE, ROBEHZZR L T EE0,
* [Monitoring] > [ASA Cluster] > [Cluster Summary]

TONRA T, BT ) — RE 7 FAXDFOMD ) — ROEENRFRINET,
Fm, 2O T IASY )= REEETLHZLENTEET,

[Cluster Dashboard]

TIGA=Y )= ROKR—LR_R—=T D[V FAZH v 28— R (Cluster Dashboard) ] & [Z
FART 7 AT 4 —)VH a2l — K (Cluster Firewall Dashboard) | Z i L TZ 7 &
BT =HTEET,

DIAZERDINY Ty FDFY TF v
JFGAZTONRNTy bOF ¥ T F v ICOWNTIEL, ROBHEZEBML T EEW,
[Wizards] > [Packet Capture Wizard]

IGARBIRD N T TNy a—F 4 o Y R— 51, ) — K ETor 5 22EE
N7 4y 0 DF TP F 2G0T LET, ZNT, ZVITRAZNODTRTOT—F ) —KRTh
HEIICEDIC 0 £,

DSRARAN)Y—RADEZHZ) Y
JIGABY ) —ADE=L Y L TIZONTIE, ROBEHZSRL T ZI0,
* [Monitoring] > [ASA Cluster] > [System Resources Graphs| > [CPU]

DR T, VT AZ ) — REERD CPUMEARE RT 7T 7720137 — 7 V& 1Bk
THZENTEET,

* [Monitoring] > [ASA Cluster] > [System Resources Graphs] > [Memory], Z D<A > TiL, 7
FAK ) — RERD [Z8&% AF Y (Free Memory) | & [HHFEA AT Y (Used Memory) ]
ERRTDHIT T T7EET—TNVEERT DI ENTEET,

DISRR RS T49I9DE=ZRY VY

JIGAZRNT T4y I DE=L Y L TICHONTE, ROFEEZZSHL T I,
* [Monitoring] > [ASA Cluster] > [Traffic] > [Graphs] > [Connections],
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e YL P DPr N |

DXL T, I TAZ AUNRRROE e~ 77 7 E£7037 — 7 NV EERT 52 &
NTEET,

[Monitoring] > [ASA Cluster] > [Traffic] > [Graphs] > [Throughput],

TDORAL T, VTAZRAUNREERD T T 4 T DAN—Ty NaRT 7T 7 £720%
T NVEERTHZENTEET,
[£E=%"Y 2% (Monitoring) 1>[ASAY 5 X% (ASACluster) >[5 RAZEBRNDE=4
1) >4 (Cluster Load-Monitoring) ]

Z Z TlE. [Load Monitor-Information] X > & [Load-Monitor Details] <A1 > {22V CHiEH
LET, B—FEZEZ—BRICIT. ZREDA L F—SVDI TAZALNDNTT 497
Aff, BRLORESINTZHBOEFEOFEYE (7744 FTiX30) BERINET, &M
b DA EAE & F2v 3 5121, [Load-Monitor Details] ~<A1 > Z{# H L £ 97,

— p — »
DSRZFH) o ODE=ZR) Y
7T AZDREDE=HY U 72OV TUL, ROBEHZ SR LT EE0,
[Monitoring] > [Properties] > [System Resources Graphs] > [Cluster Control Link],

ZDA TR, 7T AHXFIEY 7 @ [Receival] 3 & O [Transmittal] 75 £ R %2 FKRT 5
T 7ENET =T N T 52 &N TEET,

DIREDI—T4VTIDEZR)VYT
JTGAEDN—T 4 TIZOWTIEL, ROBEEEZSZHR LT EIN,
* [Monitoring] > [Routing] > [LISP-EID Table€]
EIDs &% b ID #7579 ASAEID 7 —7 L& &K R LET,

DEEY A FEVPNDE=S2 Y Y
VPN 7 T AL AT —HADE=H ) 2O TE, ROBEHRZZBL T ZEN,
* [Monitoring] >[ASA Cluster] > [ASA Cluster] > [Cluster Summary] >[VPN Cluster Summary]
I TAZEERDOE Yy v a D FRR L, By va rARRAT DR R L £,
* [Monitoring] > [VPN] > [VPN Statistics] > [Sessions]

222 OHI ) — e T —4% ) — ROWAERFRINET, FFHICOVTIT, FEED
J—=F&7 ) v 7 LTSN,

HSRBYLTDAXL YT DRE

JSARY LT OuX L TOBREIZOWTIE, ROBEEEZB LT XN,
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[Configuration] > [Device Management] > [L ogging] > [Syslog Setup]

7T ABZNDOE ) — K

X, syslog A vE—UEFEBNCAKR LET, R—F2IT8BR25T7 31X

ID ff& Tsyslog A v =V EERTHIENTE, 7T AZHNDE—E7ITERRD /— )

HBOAvE—TVDLE DI

>
g&
[t
F
A

7 EE VPN @40

)
=z

SEAI VPN ZEITLTWE Y T AZ T, ROTT—IRMNFE LA,
BED Ay E—UNEMmEANE T,

CRELZENTEET,

FEVPND FSTILoa—T420

WS L—

K%

BN

JIGARIIZBMLELY ELTWnB Exiz, BE
FOEZIIBIMLTND Y TALT—H ) —
R385 VPN & — RIZZRWEEIR, RO
Ave—UnEmInEd,

New cluster member (member-name)

mode mismatch.

BIO

il / — K (control-name) X, VPN E— NEEBEIZHIME /) — KD
BREL DOHHBMN2NWE WIS HH T2 =y  (unit-name) 2>HDE
FREREESLET,

rejected due to vpn

SHOUVPND 7 T AL A R—=TT7 4B A
NELLREENTHRWEAIE, ROA >
t—URN@mmEnET,

ERROR: Control node requested cluster vpn-mode change
to distributed. Unable to change mode due to missing
Carrier License.

ZAE LT IKEV2 /N7y RO SPI TH A b AH
UIETNIA N — 1D DNER SR, RO
Ao—UN@mmEhEd,

Expired SPI received

A

Corrupted SPI detected

TITAENNRy 7T w7 vyarBERT
ERWVWEARITL. ROA v—UN@mEnE
j—o

Failed to create the backup for an IKEv2 session.

IKEv2 #J#ifE A (I0) Pl= T — DA,
WD Ay —InNEmEnET,

IKEv2 Negotiation aborted due to ERROR:
session found on backup

Stale backup

HEAOMBEOEAIL. RO A ve—U N
MEINET,

Failed to send session redistribution message to
member-name

Failed to receive session move response from
member-name (control node only)

Ty va VOFEMATIC AR URER I
AT, IRORA v E—URNEHENET,

Cluster topology change detected. VPN session
redistribution aborted.
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asa s 5240708 [

ROVTNADIKENFEEL TLLATREMELAHY T,

« %A ~# VPN & v 3 = 13 port-channel load-balance sre-dst l14port =1~ > R&{# ] L C

Nexus 7K AA v FIZa— R RNZ 07 TRy Aab LTLA Y 4R— hBERS
TWHHE, VI7RZDU Y —vDIDIOREMENET, 7722ty arDFEY
LTCOPIZRITRLET,

SSP-Cluster/data node (cfg-cluster)# show cluster vpn-sessiondb distribution

Member 0 (unit-1-3): active: 0

Member 1 (unit-2-2): active: 13295; backups at: 0(2536), 2(2769), 3(2495), 4(2835),
5(2660)

Member 2 (unit-2-3): active: 12174; backups at: 0(2074), 1(2687), 3(2207), 4(3084),
5(2122)

Member 3 (unit-2-1): active: 13416; backups at: 0(2419), 1(3013), 2(2712), 4(2771),
5(2501)

Member 4 (unit-1-1): active: 0

Member 5 (unit-1-2): active: 0

A M IKEV2 VPN (335{E R — b 5658 — F O HIZHA— bk 500 2 HT 5729,
IKE X% v I Nexus 7K & v v — VIR INTZR— FTF Y 2 AHNDO Y 7 D 1 DI
DHEFEINET,

port-channel load-balance src-dst ip-l14port Z i L T, Nexus 7ZK = — R NZ 7 7
NAYZALHEPBIOLAY4R— MIEELET, D%, IKE X7y MITRTO
Yo7z, ZLTTRTO/ — RIZEFEINET,

XV BIEEICHREET SI121X, 7 7 A X Ol 7 — R cluster redistribute vpn-sessiondb % 52
19562 T, 77747 VPN Yy Y a v BOy Y —2 D7 7 AKX ) — RICHE
TEET,

ASA D S RZ1)2TDH

PLFOBNZIE, —RBEATOD ASA DT FAXEEOT X THOAL 7 4 X2 lb— 3 RN
GENEIT,

ASA 5 L URA

VFDAVT 4 FaL—> 3 2Dfl

WDaLy 7 4 X2l —aflid, ASAL AL v TFMORDA o H—T =2 AR LET,

ASAAL RA—D A | RAYFAR3A—T A

A

A

A=V R 2

GigabitEthernet 1/0/15

A =P 13

GigabitEthernet 1/0/16

A —=FF v b 1/4

GigabitEthernet 1/0/17

A= M 1/5

GigabitEthernet 1/0/18
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ASA DERTE

. Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA © 5 X &

LAY DA VB —T AR E—FK

cluster interface-mode spanned force

ASA1 HlfflA=w FDT—FR Sy TEHE

interface Ethernetl/6
channel-group 1 mode
no shutdown

|

interface Ethernetl/7
channel-group 1 mode

no shutdown
|

on

on

interface Port-channell

description Clustering Interface

cluster group Moya
local-unit A

Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA ¥ 5 X 2 |

cluster-interface Port-channell ip 10.0.0.1 255.255.255.0

priority 10
key emphyri0
enable noconfirm

ASA2 T—R 1=y rDT—FRA SV THTE

interface Ethernetl/6
channel-group 1 mode
no shutdown

|

interface Ethernetl/7
channel-group 1 mode

no shutdown
|

on

on

interface Port-channell

description Clustering Interface

!
cluster group Moya
local-unit B

cluster-interface Port-channell ip 10.0.0.2 255.255.255.0

priority 11
key emphyriO
enable as-data-node

HEI=Y FDA 2 E—T AR

ip local pool mgmt-pool 10.53.195.231-10.53.195.232

interface Ethernetl/2

channel-group 10 mode active

no shutdown
|
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Ciscol0S A v FDa> T4 FaL—vay

interface Ethernetl/3

channel-group 10 mode active

no shutdown

|

interface Ethernetl/4

channel-group 11 mode active

no shutdown

|

interface Ethernetl/5

channel-group 11 mode active

no shutdown

|

interface Managementl/1

management-only

nameif management

ip address 10.53.195.230 cluster-pool mgmt-pool
security-level 100

no shutdown

|
interface Port-channell0

mac-address aaaa.bbbb.cccc

nameif inside

security-level 100

ip address 209.165.200.225 255.255.255.224
|
interface Port-channelll

mac-address aaaa.dddd.cccc

nameif outside

security-level O

ip address 209.165.201.1 255.255.255.224

Ciscol0OS XA/ v FNDaAV T4 Fal—>ay

interface GigabitEthernetl/0/15
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/16
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/17
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

|

interface GigabitEthernetl/0/18
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

interface Port-channellO
switchport access vlan 201

switchport mode access

interface Port-channelll
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B =<7 vrtoo74791—n

switchport access vlan 401
switchport mode access

ATAVILEDT7AT7o4+—IL

Node 1

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64

© - o| = .| (Pool: 8 IPs)
L o = = o)
® = B £

Cluster Control Link
192.168.1.1, .2, and .3

<I___ port-ch1Spanned | >
port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64
MAC: 000C.F142.4CDE | |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64

MAC: 000C.F142.5CDE

e EE—
e R

port-ch5
VLAN 10, VLAN 20 Trunk

N

l VLAN 10

J

|

r________/J

Client

Bt Xa T4 RALUDODOT—X N7 7 40 v 7121, £725 VLAN BBEA T B
F9, 72 & ZIENER Yy P U—2 HIZIZ VLAN 10, #MEBFR >~ B U —2Z1Z1Z VLAN20 & L%
T K ASAITH—OYHAR—ERH Y | INBAAL v TFEIV—FITHREINET, FT
XU T WAR—=T NI TNDEDT, WERY 7 EOTXTO/Rr v hA3802.1q 7 7 &1k
SN ET, ASA L. VLAN10 & VLAN20 DD 7 7 A4 7 7 4 —/LTY,

A% R EtherChannel 2 95 & 1%, AA v FITTRTOT—H VoI BNTL—TFE
AT 120 EtherChannel & 720 £9°, ASAMERARAJREIZ /R > 728813, AL v F I3k o=
=y MNEUTKNZ 74 v 7 2B BMLET,
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BAZY rDA VB —T AR E—FK

cluster interface-mode spanned force

A=y MEIEHIZY FOT—FR S5y TEE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asal

cluster-interface ethernetl/8 ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

AZw br2TF—4221A=y bDT—FR I Y THRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa2

cluster-interface ethernetl/8 ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node

A=y b3T—5221=Y bDT— RSV TRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa3

cluster-interface ethernetl/8 ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-data-node

HE1=w FDA B —T A AEKTE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipve 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100
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B 5o o0

management-only
no shutdown

interface ethernetl/1
channel-group 1 mode active
no shutdown

interface port-channel 1

interface port-channel 1.10

vlan 10

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface port-channel 1.20

vlan 20

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

ST 4w D

Cluster Control Link
port-chi
192.168.1.1, 2, and .3
Switch e Switch
BN /\ ethi/e
2] | ethiz
P ~n el et _pn A
} W
o (\ mgmt | - (\
zo | =3
YA 23 35l o8 3
g J g 24 2263
E A SE=4 eth2r1] 3RES g
& a4 Mo 2w o
=z 188% =S85 =
%5”% mgmt 2?3
; 3 ag @
L2 @ Om <
S\ || 57 Flg e g
sl ] o | [zl | e &
& J 2 | [ 2\ ethis >
V V V V
mgmt
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

WSy FT—27 LRy U= DREIT, NI 74 v 7 2BIICHBECTCE £,
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FoRICRT I OIC, ERNZ—IF D A3 R EtherChannel 233 0 . NERA A v FIkr ST
WET, MHFITERCH Y, AL v TFICER SN TWET, HETHILE, £ EtherChannel
FIZVLAN S 7oA v Z—T = A Z%AETHZ L b TEET,

FE1ZY rDAVE—T AR E—F

cluster interface-mode spanned force

A=y MEIEHLI=ZY FODT—FR S Y THRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

A=y b2T7—4221=Y FDT— RSV THE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asaz

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node

kg
it

A=y kr3F—EA=Y rDT— R RSV T

interface ethernet 1/6
channel-group 1 mode on
no shutdown
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interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-data-node

HE1L=w FDA B —T (4 AKRTE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipvé address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface ethernet 1/8
channel-group 2 mode active
no shutdown

interface port-channel 2

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface ethernet 2/1
channel-group 3 mode active
no shutdown

interface port-channel 3

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

W—TY FEE—FHYAFEISRAE)TDO0TVERE

A3 K EtherChannel 2 L7-V—F v K B— FNIZxd 50 A FHZ 7 2% T ORkEh
X, OTV O E L E=F U I Lo THRARY £9, OTV X, DCI &RIZ 7y M &
HRkd 52 & T, EEARKEEZ R LET, OTVIL, kT — 7 /MIIMACT KL A &5
HEZEILDOH, DCIBFRIZZ=F ¥ A "XFy NElaE LET, MAC 7 KL A OTV 5%
T MIFEE SN TW WS, 2=y XA My NI Ray FERET,
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L—FyEE—K44 rIsS22Uvs0ovEE [

0TV EREDHI

//Sample OTV config:

//3151 - Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC

feature ospf
feature otv

mac access-list ALL_MACs
10 permit any any
mac access-list HSRP_VMAC
10 permit aaaa.1111.1234 0000.0000.0000 any
20 permit aaaa.2222.1234 0000.0000.0000 any
30 permit any aaaa.l1111.1234 0000.0000.0000
40 permit any aaaa.2222.1234 0000.0000.0000
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL MACs
action forward
vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP_VMAC ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.l1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood
vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC DENY seq 30 permit 0000.0000.0000 0000.0000.0000
route-map stop-GMAC permit 10

match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown

interface Ethernet8/1
description uplink to OTV cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3

Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA & 5 X & .
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description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown

otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151

YA FEZEICHELZOTVIAIILEIDER

A IRE T LTESEIE, 70— UV MACT FLAZZNLL E7 ey 7 L THED LD
(2. 74 NE % OTV O HIRT 20ENH Y £3, LERW OHOBINRER DY £7,

FEREL TV B YA R TOTV A4 v F ED Cisco ASA 7' 11— 3L MAC 7 R L AIZH 5 A X
T4y 7 N EENTHOLERHY T, 2O MUIZL-T, KEHUlO OTV 34—
N A [ H =T oA AZINHDOT N ZBITEES, h—LT T 47 MTZASA
HDARP = N BT TIZH D56 (ZHUIBEFOERO%A TY) . ARP IIHEE Ik
WOT, ZOFERMEZRY £, L -> T, OTV [HHinikT — 7 /LT Cisco ASA 7' 11—
JILMACT RUAESERTHHESIEIH Y A, OTVITIFIERET — 7 VNIZZ 12— 3L MAC
T RUVANRRL, OTVORRGFH I EIZOTVIEA— N~ A f LV F—T =2 AL T2=F %
ANy NET Ty T 47 LRNOT, 2=F%Fx A Xy MIP—h b0 71—
JVMAC 7 RLRIZRe vy 7 &, BEFO#GEITUIN S E T,

//OTV filter configs when one of the sites is down

mac-list GMAC A seq 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151

//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP Allow
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

MOV A SBETXLIEEEIE. 74V XEHEEBMLT, OTV CIDAXT v 7T R
PHIBRTAMLENHY T, 7 a— )L MACT RLADLA ==L A NV E T UTT5
2. THFDOTV T A FI v MACT RLATF—T L% 7 U TT 52 ENEFICEET
KR
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MAC7 FLRAT—TILDI )T

YA IMET L, Tu— SV MACT RLVANDRALZT 47 YR OTV :‘ujuém
HPEIL. D OTV A —NR—Lf A L F—T 2 ZAD T T —3)L MAC 7 R L A ZE T

%5&9 ITHMERHY ET, oY A FREEILES, o0 N E T YT T L
ERHY ET, OTV DERET —T NI NHDOT Y MY RRNE ST HHIZ, MACT R
VAT =T N ETHELTIIEIN,

cluster-N7k6-0TV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— B bl e et T e et T
G - d867.d900.2e42 static - F F sup-ethl(R)

0 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.1111.1234 dynamic 50 F F Eth8/3

OTVARP v v adDE=RY Y

OTV X, OTVA v Z—T =2 A ZAERETHEE LI IP 7 FLAIZKT 57 2% ARP ~0 ARP
FyviarfERFLET,

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1w0Od 00:00:31
cluster-N7k6-0TV#

YA EYSRAE 2T D

ROFITIE, YR—FSND7 TAZEANEZRLET,

BRA B3 —T2ARINL—T YK E—F /=AY X A EDHI

WOHITIE, WL —% LT — 2 ORICEE Sz (/=AY T AFHEA) 2507 —4 &
VE—DENFNIZ2ODASA 7 T AL ) — FRHLIBEERLET, 7 TF7A% ) — R
DCIRRHE D7 Z 2 ZHEHY) v 7k - TSN TWES, T —F B Z— O)V\?ﬁB/lx~5’<‘:
S — %1%, OSPF L PBRE/IZECMP 2 LTV FAX AUARMTN I 7 4 v I u—
RANZ o ALET, DCHUZE A M— b E2FEID S THZ LIZLD, FFEOYA FOT T
ASA 7 T AL ) —RKREZ T LIRWRY, T 7 4 v 713K T —2E o 2 —NICHERE S E
To 1 20H A FOFTRTOI TAK ) — RIZEENBELTSEG, VT 74 v 713KV —X
N5 DCI R TODY A FD ASA 7 7 AKX ) — RizkbhE 1,
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WKOBITIE, &A1 bOF—bU=Ag —F N ARy N7 RNCEBRE SN (f—A b
T A MAAN) 200F—H B X —DFNTNII2ODT T AL ALR—=RNHDE5HE%ETRL
F9, 7 TAZ AL AN—X, DCIRRE D7 T 2AZEHIH Y 71 k> TSN TWET, &4
A NDTTAL A R—F, WEB LI OSEE F DRy b U —27 2% LA, K EtherChannel
EHEALTa =V AL v F I8k L E 7, 4 EtherChannel (X, 7 7 AXNOTXTDOY ¥ —
NCARENET,

7 —# VLAN [%, #——L A 7 AKR— ML (OTV) (F7EFREOLD) ZHEH
LTH A R %ﬁ%ﬁéﬂiff NZT7 40N TAZBTCTHIHAEIZNT 7 4 v 27 HBDCI
Zi L oY A MIEEFESNRWVWE 22T DHICE, Z7e—YVMACT KL A&7y
TATZ 4 NEZEBINTALERHYET, 1 OOV A FOZ TFAK ) — RBREGEREEIC > T-
BE. Vo7 4 v IRV A Fos ’7‘157/~F‘&:‘éé%éznécl:5&:74»5%%'”2%@“%6%
ENBHY ET, VaclZEA LT, 70— SVOMACT RVADT 4 VH U 7T 50N
DEFT, F32 V=T 40— RBFBHF I N7 Nexus 72 EO—F DAL »FTlE, ZFr—n
JVMAC T RLVAINLD ARP Ny a7y 7T H120OIZ ARP A VAT Vg U H T
HUHERHY ET, ARPA AT g Tlid, ASA THA FOMACT RL ALY A FD
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IP7 RLADWS EBET HBERDHY £F, ¥4 FOMACT KL ADHREZZET D5 A1
VP ARP A VAT g VAL T IEEN,

T IGARE, NERy NO—27 D7 — b= L THRELET, TXTDI T AKX ) — Kff
THAEIND 7o — V7B MAC X, N7y NEZET LD ITFIERSVET, BE
Ny NI, FDC T TZAZNLOY A NEADMACT RUAZEHLES, ZOKREICX
D, AL TFN2OORBRER—NTHIFOYA FOBRELTZ7r— UL MAC 7 R LA %&52H
LTCLEIDEBHNTHET, MACT7 7 v E L IRREELZRNVWE S, 1 F MACT KL &
DI HEFHEHLUET,

ZOGBEDYT I AT RO ERY T,
e VP TAIMNLEEINDTXTOHIINRT Y M, V1 FOMACT FUAEZFEAHL,
F—=E =T =T RAENET,

e I T ABZNDTXTDOANSry M, Za— )L MACT RLAEZFEHLTCEESND
72, MOV A MZHDIEED /) — R TZETEET, OTVO 7 4 VZIZE-T, T—
B Z—HNDRT T 4B —hT74 XAZNET,

P o .
e \
( Internet )
ooy
_BTQUTTEL/// g T _/\F}gul@!

________ Spanned EtherChannel

Qutside
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A /\> K EtherChannel F5 VAR7L Uk E—FK /—XY 99X Y4 FREIDOH

WOBITIL, WEL—4 LA — 2 ORI S Wiz (/=235 X4FAN) 2507 — 4+
VE—DENTIUS2 DD I TAE A N—R3boEERLET, 7T AY AL N—E,
DCIEH D7 T AZEHY o 7\ Lo TEEINTHWET, A FDY T AH A _—T,
WEBE L UMD A /X K EtherChannels Z i L CTa—/L A4 v FICHERLET, &
EtherChannel (X, 7 T AZ DT X TD L ¥ —INIAN ENET,

KT =B A —DNEN—H LA —FITOSPF 2 L, F7 2 A7 L bk CiscoASA
FEBLET, MAC L3RRV, V»—HDIPITTXITDONL—F T—ETYT, DCLIZE A b
N—REEDBTHZLIZLY, FFEDOYA N TTRTDT TAZ AUN—=)R3Z 7 LIV [R
D, NI 740238 T =2 —NICHRFSNET, 7 T A X NIERTRE OB & HEFFd
%728, Cisco ASA ZiEiHT 51K A hD/L— ME, YA FTRILT Y v ¥ 7 —7 %Rl
THMERDLY ET, 12OV A FOTRTOT T AL A NN—IRENBE LGS, b
T4y ZIETEN—F DD DCLRETHOY A DT T AH A R—ZELNET,

KA ROAL v TFOEEIZIZ, ROLOEEHDDL LN TETET,

o 1 K VSS. vPC. StackWise. StackWise Virtual : 2O F U AT, 5—F ko Z—
LIZ1IBEDAA, v T HEAL A=V, T—FEBLHZ—2Z0DAL vTF &AL A F—)L
Li¢010®ﬁ7/a/kbf\%7 Ao H—D7TFTAH ) —RKia—hILAA v
FIEFICER L, TEAA YT b T 74 v 7IEDCL 2B LET, ZOHE, Eioigs
N E DI T — 2B X = LT —VICHERF SN E T, DCINRSR T 7 4 v
I EMBTE DA, KBS UT, &/ — REZDCIRHTHIT DAL v F IR T F
¢0_®% \F??%yﬁ@@ﬁ@?~5ﬁy&~mﬁﬁéﬂékb\DG%%%K@
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« &P A FDdr—7/L VSS, vPC, StackWise, StackWise Virtual : A1 v FOITEM% &6
LI, BV A MC2ODRRDIUEAL v TFXT A VA =L TEET, ZOHA.
7T A% ) —RIE, WHFOa—ANVAL v FERFICHER SN T — 2 X — 1D v —
V. BLOENLOR—ANAL v FIHEHR ST =2t Z =20 v — 2 TEAR
> K EtherChannel Z £/ L F 923, A3 K EtherChannel {3&EARMIC 758 LTWE
T, HEa—NNVITTEAA v FiL. A/ K EtherChannel %44 bk @ —7% /L ® EtherChannel
ELTRIBRLET,
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ZX/\> K EtherChannel F5 U ARF7LYU M E—KFRA—X YT R MY A MEDOH

WO T, KV A "OF—hvxd V—FL2O00NHEY NU—2 (T Vr— g
Fy NU—27 L DB Xy hU—7) BIICEESNTE ({—ARTU A MEA) 2507 —%%&
VE—DENEIUI2 DD T TFTAR AUN—PNOLGAEETRLET, 7 TAX AL,
DCIRRH D7 Z A ZHIH Y 72X o THRESILTWET, A hDT T A A "—%,
WEBB LN BOT 7V r—ray 2y hU—27 L DB *y NI —7 DM FIZANR R
EtherChannels i L Cr—H /v A A v 28K L9, % EtherChannel X, 7 7 A XD
FTRTOY ¥ —UIZANSNET,

BV A DT — T A L—HF L, HSRP72 ¥ D FHRP Z i L C., &% 4 b TR s
BMACT RLR LIPT RLRAEZRMELET, MACT RLADOTHIHRT T v B 7 &lET
L0, F—=r T2 A N—HFDEEDMAC T KL A% ASAMAC 7 R L A7 —7 /LIZFRRIIC
BT 28D LET, 2oy N BRReNnWE, A MDY~ T oA B A b
20— U xA LWBETILAIC. £DNT T 4 v 7 Cisco ASA i@ LT, WA >~
B—=T A ANLYA F2IZEGELL S &T52 LT, MENPBET DREELRH Y £7°,

7 —# VLAN %, #——L A F T AR — M (OTV) (F72EFEEkO b D) % FEH
LCHA MRS E T, NI 749 IR — T2 V—F BT THIGRITNT T v
7 3DCI Z3@id L CTLOH A MIEE SN2V E ST DI, 74V Z 2 BINT 20803 H
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ASA DBHEEL D S RA YT
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THR—FENET, TOMOBEREIC OV TILEDN AREHICET 2EENHLIBE0H Y F
7,

PSRBT THR— b ENGE R
WOEREIL, 7T AZ VU IRAREEZFHFRETET, a~v o FIESINET,
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e [Psec /N A A J)L—

« MGCP

« MMP

« RTSP

+ SCCP (Skinny)

« WAAS

« WCCP

ARy bRy N NTFTT 4T T4NE
* Auto Update Server

eDHCP 7/ A4 T7 v b, —R_— BLO7axy, DHCPV L —iVHR—FrINTWE
7,

VPN r— K NF v
e Azure THO 7 = — )L —/N—
CHEN—=T 4 TBIOTY VT

*FIPS €— K

DIRB T DR REPRIERE

WROMEREIL, Hlf#l /) — R EZTTHR—bhENES, 7 I7RFOHFHELA - 7 EhEE
A/o
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GE)  thEHRSEED RS 7 4 v 21, 2T AZBBY L/ RETA L8 — ) — R B EIfE ) — R
ICHRE SN E T,

BB 2T 25815, TREFRERED N7 7 4 v 7 B guErpiiEgRE L L THBS
NDRNCHIBOMTONT, fli#ll ) — RSO ) — RICEEESNL 2 EndH D £9., 056
I, N T T4 v 7D — FIZEVIRENET,

R AEPRIEEREIC SOV TR, fillil ) — R CTHREREAET D LT ToORS Fr vy 7S50
T, FTLWHIH Y — N ECHSR 2 FfSL T D2 0 E DY 7,

cROT TV r—ary A VAT g
« DCERPC
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«IM
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« SNMP
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LEHA,

XY RIT—H FHOEAFAOAA LY SRA ) */7“

2y NU—=2 T 7RO AAA L, FFE, 7R, 7O T 4 T D3DODA R =Rk
TRERL S IVE T, FBREE 7T, 7725)/7%@/%F£T$%$¢M% EL LTS
NTEY, T—FHEEN7 FAZT—4 ) — NIZERIWES, 6l — FRRIRS =8
B WS OFEGEE 2 — P — 8B L O — P —[CB# A DI FF & 5] & e & /e < &
%#étbngﬁﬁmf®%%%ﬁbwﬁ@/—Pﬁ@ﬁbi#on—% HALDT A FIv
BIO¥HetZ A4 270 M, il — FREE I L& bR ST T,

Tﬁﬁy?4yﬁﬁ\7§X&W@Aﬁﬂ%AkLT£‘éﬂfwi? T T 4T
T —HBALTIEITEND 2D, 70— TDHT AT T 4V IRRESNTODLEE, £D
Tu—%ATAHITAL ) — RKINT T 4 TR ELED A v —T % AAA T —/3—
WEELET,

BRREEVIRZ YT

BepihiliRiL, 7 7 22 eficEMl EnEd ((#/ (Configuration) 1>[2 74724+ —IL
(Firewall) ]>[Y—E XK L — (ServicePolicy) | <—Y&&M) , %/ — N2k, 7o—
REY A NAvE—VICEIK I FRAZEEOH T 2 OWEBNHY £, 7 T AXLEKT
PefehilfRZRE L TH, RMEZE L T, BEICHIRETEH SNR2WEERH Y £3, &%
J— RTl, LB TODY T A 2RO 7 2 ZAEIME ARG F 72 13/ Nl & 5 FTHE
MWRHY ET, 7L, B — KRN T U7 INr 7 AL T, RREIOREE & HITERN
BN ET,

FIPEOSRAY DY

«FIPDF ¥ F/L L ar ha— L F ¥ RADTa—RNENENHNDT T AE AL R_R—T k-
THEINTWDEAIE, DF ¥ 3O 4—F—1ZEMHNCT A RV EAL LTI R T v
TTF—hEarhr— ) FXRLOF—F—IZEEF L, TA RV XA LT T MEETEH
LET, 27L, 2arbe—nrve—0F—F—nNVue—RRENT, 2 fr—/L 70—
DERAT 0 7 SNGaE, Bl 7e—BfRiMR SN < ET, Lin-T,
aryhr—L7a—0T7A KV EZALTY MIFEFINETEA,

*FTP 7 7 B X2 AAA 2T 254, #lHT v 2O 7 —3H#H ) — NicEPh I E
‘j‘o

ICMP A VAR L3V EHSRAY VY
7T A @i T A ICMP B L WNICMP =5 —/37 v b7 a—|%, ICMP/ICMP =5 —A >
ARG 2 a VINERINE D INZ Ko TR £7, ICMPA VAT Vg U EFH LRWEGE,
ICMP [Z—HID7a—ThV ., T4 L7 EZ7a— IR R—FSNEHEA, ICMP A » AV
varaEERATLEE, ICMP 7 0 — IR FMIZRY ., T4 VI X IRy 7T v 77— |lLo
TRy I Ty 7ENET, MEINZICMP 72 —0FEWO 1 D%, EBEENZ 7y o

Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA & 5 X & .



Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA ¥ 5 X 2 |
. ILFXNXYRMIL—TaTEISREYDY

TAVLIZZRHIZHVES, TV 7 20F Ny AT T —FIIRTRDY I, Tr—
A =T —IZICMP T 2 —5&E 7 v b EIRE L E T,

TILFEXXYRAMIL—T AT EISTRRYY G
YNLFXFXY AN N—FT 4 TNE, A E—T oA A FT— RIZL > TEMERERY £7,

A/ K EtherChannel E— KTOTILF XY A MIL—F 145

Z /%> K EtherChannel E— RTlZ., 77 X MAREEEDRHESLINAFE T, =y P23+
TOVNTF XY AN N—T 4T Ry NeT =423y B L E9, BRI S
I, HT —F 2=y MRSV TFXXY AN T—X Xy NEEEETEET,

BRA B2 —T A A E—KTOIILFXNYA M IL—TF o5

fERA B —T 2 RAE— RTiE, vLTFF¥ A MIBELTz=y FBAEBNZEIET D Z &iX
HVFERAL, T—E2BLON—FT 4T DRy MITRTHIEl2= v P TUBE I N TR X
NHEOT, Nry b7V r—T g ronhESnET,

NAT & O SRBY VT

NAT (%, 7 T AZDEENRAN—T"y MIHBELZ X528 HVET, A DB
KOT T bR RONAT X7y Rid, ZNENT T AZHNORIOD ASA IZEFE ESD &N
HVEFT, B—RKNFT T TAITY XANTIPT R A ER— MUEF L TOET N,
NATAMEHESND E XX, AT RET T INRT U RET, NTy ROIPT RLARR—
RAEIR D35 T, NAT A —F—TITRW ASA IZEIE LT ME, 7 7 A XY o~
I HENLTCH—F—CEREIND 2D, ZTAAEIEY) VI KRED T 7 4w IR ELE
T, NAT A —F—i%, EF 2V T4 BLOR) o —F = v 7 OFERITIGE C TN v kOB
EERCERWATREMER S D720, ZEMH /) — Rid, A —TF—~DiEk 7 o — &2l L7202
LIZEELTL &N,

FNTHLY TAX Y T TNAT 2T 28561, ROTA RT7A4 0 E2EBELTLEIN,

e 7UFLARP L  HRIIA LV EZ—T A ZADEPHIT., v v LT T RLAIZHONWT TR
XV ARPIGENEEENDHZ LTV £HA, ZHIE, 7T AFITHFIE LR Ipo T
REMED B D ASA LML — &2 LN E T BMREMFFT 5 2 & 2T, Ty A b
V=2 —HE, AL IV TAZIPT RLAZHTY BT 7 RLRIZOWTIEAH
TA T N—FEZIEPBR EAT V=V b NI XU T EEATAILENRLY T, Z
U, A% K EtherChannel DRETIZH D FHA, VT AHF A U H—T = A A1 HE
FFFHNTZIP T RLAR 1 DLW EHTY,

fHBIA v B —T 2 A ADA L HE—T 2 APAT 72 L : £ VX —7 = A A PAT 1%, {HRIA
VA =T 2 A ATIIR—FINTWER A,

e R—bh Ty JEIDYTCIZLD PAT : ZOBEEEIZHOWTIL, ROTA KT A4 2L
TLIEENY,

s WA KDY OFRKEIRIZ, 7 7 A X BEOHIRTIZARL, 7 — NI EIEHNICHEH
SNFEF, LIZWB->T, BA MDY OFEKHIRS HIHESNTND3 /) — 7T

. Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA © 5 X &



I Cisco Secure Firewall 3100/4200/6100 ) Cisco ASA 7 5 X 2
naTes 525005 |

AZABZTE, RAMDPEOD N T T4 IN3DO ) — RETRTWIa— R KARFT o7&
NTWEEE, 325070 v %%/ —RIZ1>THOE0 Y THZ LR TEET,

R I T T T =Ny 7T v ) — RTERENTZR— Ty 7id, AA R
B2V O KHIBROEARIIZZE SN EE A,

« PAT 7 — LNSERIZH LW IP 7 K L AD#iPH T ¥ S5 On-the-fly PAT /L—/L D
EHETIE, TLWT—ABNEDR>TWTHWELEEETD xlate Ny 7 7 v T HE
KIZx3 2 xlate N 7T v FTOERPEBRLET, ZOMETR—FO7Tm v 7E
DU THREICEA R b DO TIZRL . = ABDREN T T4 v IRy FAL ) —F
ﬁ?ﬂ~hﬂ7///7éhé&7%5%%T@%%%hééﬁmﬁmﬂ7~w®
METT,

VT AXTEMEL TV AEA, 7Ry 7EDYTHA REETTHI LI TEER
o LY A XT, 7 ITRAFNOKTNA A% Y a— R LERICOBEINI/RD
To FT A ADY 0 — ROMEWREZERET S22, TXTOT vy 7EH Y YT
=V EHIBRL, 2D DN — VZBEET 5T X Thxlate 7 U 795 Z L #55H)
WLET, TO%, Tav YA REEHLL, Ty ZED Y TOL— L EFERTE
E3

« XA F w7 PAT D NAT 7 —/L7 RV ARG : PAT /' —VAERETDHE, 7T AKX
T—=IVHNDOKIP T RLAZR— T ey Z7iZnELET, 774V FTEH, 7007
IE512AR—hTFR, A—rTry 78D Y TL—NEZRETDHE, ROV :~%®7
oy JEREMEFHINET, ZhoDT7mry 737 7 AZNO /) — RETHEILGH S
Bz, % — RIZIEPAT 77— LVNOIP T L AT &_1oui®7m/7ﬂ%0i
T L7zdo T, BEIND PAT BBk L THATHLILAITIX, 7T A XD PAT
TN EDDHIPT FL A% 1 DFEFIZT 52 LN TEET, PAT 7—/L®D NAT L—/b
TPREALAR—F 1 ~1023 2805591247y a v aRELRVRY, R—hr7 oy
713 1024 ~ 65535 OAR— hPHE D S— L 77,

BEDON—ZEBIT D PAT 7 — VO FFIA DN — VTR C PAT 7 — LV &2EHT 5
Wi, =BT B v —T =2 ADBRPUZEEZLILERH D £, T3TD
N—IVTHREEDA VA —T 2 A AEMHT L0, HH0NETXTOL—LT HEED] A
VE—=T A AEHT L0, WITNDOLEZRIRTLHAMLENRH Y £7, L—NAE2RIZhl-o
THEDA v Z—T x4 2L UEE] DA Z—T oA ARBESELZLITTEES
ho RIESHEDE, VAT ANV X =V T T 4 v 87T AXNOWEYR ) — RE—3
SHLZENTERLIRDIGAENRHY £T, V— T LIZEA O PAT 7 — /L E2EHT 5
Z i L EEEOE VT Y g T,

SRyl PAT —ADOT 7 Fubit, 7I5AZY TR R— &N
XA,

VWEBEPAT 72 L - VEBE PAT 1227 9 A X2 U U 7 THR— N ENFEH A,

HlfHl ) — Rk > TEBSND XA F X v 7 NAT xlate : filffl / — K723 xlate 7— 7 /L & HE
FL. F—s ) — FICH L ET, #4532 v s NAT 2B LT B8MET —4 ) — F
WRAF LI L ZIT, TOxlate T —7 AR RWEE. 7—2 / — Rl 2 — FiZxlate
EERLET, T—F /) — DR EZITA LET,

Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA & 5 X & .



Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA 7 5 X 2 |
B s rzvo -5 68500525800

« HRX D xlates : BT A E O xlate 74 FAREBNEIHINETA, LEBR-T, 74 KL
BRI T A KX A LT 7 FEB2 DR H Y £9, refent/R0 T, 7A KVZA~—
ENRERESINTZLA LT ML REWEAEIZ, HXOxlate THHZ 2R LET,

« per-session PAT B&HE : 7 7 A X U U ZIZBR Y £ AN, per-session PAT HEHEIZ L2 > T PAT
DILEMER M ELET, 7722V o 7OEIE, &7 —% 7 — ROVA O PAT ##¢
FFCE9, XMRMIC, multi-session PAT #fe i HlH ) — NITHEETAMERH D | il —
RRA—=TFT =720 &Y, 774/ FTE $XTOTCP M7 7 4 v 73 LT UDP DNS
N7 7t v 7 1% per-session PAT xlate i L £7, ZAUTk L, ICMP 3 L UMD §~ T
D UDP 7 7 ¢ 73 multi-session Zfi ] L £3°, TCP B LO'UDP (2L 2 b DT
T AV b BT D & 9T per-session NAT /L—/L &R E TE £97725, ICMP (T per-session
PAT X ET 52 &ITTE EH A, 7oL 21X, TCP/A443 O HTTPSTLS &L T o &
BT RT h—~ P RAEHFT DB TELE LT, UDP/443 % % Quick 7’1 k=213
FERMEI L T 5856, UDP/M443 (Z%f L per-session PAT Z G T D4 BN H D £,
H.323, SIP, % 721% Skinny 7 & @ multi-session PAT D AV v N EIEHTEH N T 7 4 v 7
Tix, BHEAHT 540 T D TCP A — Rk} L per-session PAT # ) CTXx 9 (21D
D H.323 B L OSIP @ UDP AR — ~ET 7 4 /L b T3 T2 multi-session (1272 > TWET)
per-session PAT DFEMICDOWTIL, 77 A 7 U+ — NV DFETA RESZR LTI,

CRDA AR g DA ZT v 7 PAT 13H D £FH A,
« [FTP]
* PPTP
« RSH
« SQLNET
* TFTP
* XDMCP
« SIP
c 1 H#EBZDHIFFIZEL L DO NAT V—L W13 d H8551%,. 734 AD CLI T asp rule-engine
transactional-commitnat =~ > RZHEHLChZ o rvar aly M ETAVEADIC

TOMENRDY £T, ANILRNE, J—FKR7 FAZICBINTERWARERSH Y F
j—O

BAFIVIN—TaVI9EEVISIREY VY
TITE VTGARRE VT TCHEAFTI v I N—TF 4 VT EFERT B HECOWTHEA L ET,

Z /%> K EtherChannel E— KTODH A+ I v o IL—FT 44

\}

GE)  IS-IS1X. A%y K EtherChannel E— KTV HR— I TWWEHEA,

. Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA © 5 X &



I Cisco Secure Firewall 3100/4200/6100 ) Cisco ASA 7 5 X 2
BAA > 8—Tz4R E—RTOF 1+ v L—T7125 |

N—F 4 7T 2 IHE ) — R EETETFESNET, —F iﬁﬁ/%%%ﬁbf%”
SN, T—F /=N INET, V=T IRy NI, T — RIZEIET D L
=RV EA LT NERET,

& 7: R/%> K EtherChannel E— R TODHAF I v IL—F 45

Router A

Only control node uses OSPF
with neighboring routers.
Date nodes are invisible.

EtherChannel
*._ Load Balancing

Y

Cluster nodes

Router B

F— )= BB — R BA— b EFET D L K — FRERICER ORI AT &
hd‘O

OSPF LSA 7—# X—R X, #lffl ) — K7 —% /7 — RiZEM s ERE A, #HlH — oA
A v F == E LTS, RAN—L—PNHESEZRHLET, A v F A —— %
BRI TIEH Y T A, OSPF 70t RANIP T RLAD 1 2% /—4% 1D & LTEIRLET,
VATV EREAN, AET v 7 0—% 1D %ﬂ@%’uf%’éﬁﬁ‘(é‘iﬁ”o T, [T
N—Z DN TAZBERTHEAIND LI £3, FIVIARZMRT 512X, OSPF / v
ANy T TFT—FT 4 U ITHEREE IR T E &,

BHMAE—TTARE—RTDEAFI VI IL—T1 4

plA v Z—T 2 f AT—RTE, &/ —KNAZ U KT oo l—2 L LT —T 4770
harzETLET, b— FOFEEIL, & — RBEBNZITONET,

Cisco Secure Firewall 3100/4200/6100 O Cisco ASA & 5 X &2 .



Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA 7 5 X 2 |

B eEvs—orirz—rcos1Fsvs =T8T

8:MERAVE—T A RE—RTDEAFTIVI IIL—FT45

Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

FORTIE, V—Z ATV —F B~DHEIZ NZANRARDLHZ L EFELET, NRTF
NEN1LSO /) —RE@BEELET, ECMPZ2FEHL T, 4 XX TrIF7 747 Du— K NT
VUV T EITWET, & — Rid, AN —Z LRETH EEIC, FENENELDL—%2 ID

PERLET,
BHFIT, K/ —RICERDINV—FZIDPRESNDIELIC, V—FIDDI TAX T — )V ik
ETHVERHY 97,

EIGRPIL, fHBIDOA v H—T 2 Af AT —FRDI T AZ T L DFRAN—URETEK L EE A,
A\

GE)  TURMMROT-DIIZr T A X RE— /L —2 13t L TEBOBEEGRZ FFo%m a6, FEFL—
T4 VT BRRTHETERN NI 7 0 v VHRRIDBBET L25E503H 0 £3, IEdHL—T ¢
VBT AIDIE, AU NI T4 v 0=l RG TR TD ) — R v H—T = A%
FLOET, FTT AT V= OREESRLTLIEE N,

. Cisco Secure Firewall 3100/4200/6100 O Cisco ASA & 5 X &2


asdm-724-general-config_chapter23.pdf#nameddest=unique_620

I Cisco Secure Firewall 3100/4200/6100 ) Cisco ASA 7 5 X 2
scres3525005 |

SCTP LYV SRAYLY

SCTP 7 Vv z—vauid, (m—KRFZU 20712k 0) FBED ) — RICERTE 98,
VIVFR—I U TEEFIIEIL ) — RICIEET DLERDH Y £,

SPA ARG I VEDSRAEY DY
HE7e—ix, (B—FKXZ 0 72ky) FEDO ) — RIERTEETR, +57—47
o— IR L/ — RIZFET I HLERH Y 7,

TLS 7 F VR TEIET R — SN TWEEA,

SNMP £V S RB Y2y

SNMP =— 3 = MM, XD ASA %, D 2ZWiA X —T A ADOa—H/VIPT KL A
WL TAR=V T LET, VIRIDOHET —HEedR—V o I7T5Z LiIETEERA,

SNMP iR— U N2t AA v 7T AZIPT RLATIERL, Hlica—nhL 7 KL A&
LTLFEEN, SNMP2—V 2 bRAAL LT TAZIPT RLAZR—U T 55, 5
LWV, — RBBIRENA &, HTLWEHIE Y, — ROFR—Y > 73k L E 9,

I ABY T TSNMPV3 ZEH LTV D56, BUIOT7 T AZTERZITH LW T AL ) —
RZBMM3 25 &, SNMPV3 —H— [T L/ — RicER S EH A, SNMPv3 2 —H%—|L,
HilfE , — RIZFHBEMM LT, #HrLWw/ — RIZHHIICERST 2 L0123 250, 7—% /— RIZE
BENTA20ERHY 7,

STUNEYSRBYDY

Ul AN EREND X, STUNA VAR g i =— A —R_R—F— LT T 2K
FT— T R—=FrENFET, Z7ZL, TP 7 ar DT/ — NETERISETA,
STUN ZRDZAEHIZ / — RIZHEFENFEAE L, BID /) — R STUNISE 23215 L128A . STUN
ISE X Fay FEhET,

syslog B & U NetFlow &9 S XA VY

*Syslog : 7 7 AX D4 ) — RIZHH D syslog A v E—VHERLET, aX o 7E2REL
T, %/ —FDsyslog A vE—T ~y & — 7 4 —)L RTRI LT A A ID T 50,
BOID ZERAT2NERECTEET, L& 21X, FAMBEILZZ TAXNOTTO
J—RicREnTEFInET, FAMET A AID &L THEHTL L) IcrF
ThBRELIZSGE. TXTO /) — RTAKRIND syslog A v E—T 08 120D — RinbAE
MENTWDEEICRAET, V7 IAXT— M AN Ty FRETED Y CoNTZr—TL
)= RGETNRAAID ELTHERATLEIICR XL T ERE LA, syslog A vE—
IENENIND ) — KB AERINTWA X TR A ET,

e NetFlow : 7 9 A X D4/ — RIZHE D NetFlow A b U — AL Z&24 % LE 9, NetFlow = L7
1%, % ASA ZJS7 L7 NetFlow T7 AR—FX L LTOLES Z LN TXxFET,

Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA & 5 X & .



Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA ¥ 5 X 2 |
. CiscoTrustSec 7 S R& ) 4

Cisco TrustSec &V S R A Y 5
HIE ) — RZ0 X2 T4 7 —74 7 (SGT) EHREZFELET, Fok, HlEH/ —F

MEF =4 = FIZSGT BRI DHT0, 7= /= FiF, £F=2 )7 4R Y =itk
TSGT O—F & HWrTE £,

VPN &Y SRE) DY
B R VPN (X, HREPRIBEEE T, I — RO Z VPN Bkt 2R — bk L £,

\)

GE) VE— R T727FBAVPNIZ, 7IAZ ) T TIIYR—FrENETA,

VPN BEEZ A TX 201361/ — RIZ2FTh Y, 7 7 A ZOom A AMSIEIIEA S
oo il 7 — RCRENRAE LSGE IR, T X TORERFO VPN ##i3 K bil, VPN = —H|Z
Lo TUI—Ev20HlrL e £, HLWEHE, — R2RE Iz & 2, VPNEHLA ik
MNTDHENRHD 77,

VPN | > %/)L% A% K EtherChannel 7 R U A Z855:9 5 & . £56:0 B BRI 2 — RizER
EENFET, PBREZIZIECMP 242 & X DEBIA o X —T = A ZA~DFERAZ DOV TIL,
o0—Hh)L T RUATIERLS, BICAAL L 7T AZIPT RLRICEmTA2HLERH Y £9,

VPN B O % — LEEREL, 7T/ — Rzl snE 7,

INDA—T VR R5—1) U5z
BE D=y N TAFICHEET AL, I CTEAIREH I TARAEZ R T —< AT, TERE
FFAN—T" N DK 80%IZ72 D F I,

el X, BT ANEMBE TR 10Gps D N T T 4 v 7 FUPTEX D54, 8=y DY
T AB T, REFIAV—7"> X 80Gbps (8 ==~ I x 10 Gbps) D#J 80% T 64 Gbps IZ
e ET,

4 > LN P—]
HE/ — FDOEE

TIAED ) —RiL, 77 ALY 7 2N L CERELTHIE , — RE2@EE LEd, ik

wD LY TT,

1. V=R LTI IRZY) T AR—TN Lz x (F%, 7T AR TN A
F—TNELOIRETEFDL =y 2D TREILZ LX) 1T, F0O/ — RILREER%E
3PEBETTr—Rxvy A M LET,

2. TI9AFTVT A DOEVMIED ) — RN ZOBEERIZIGELET, 7T7A4F VT 40131 ~
100 DFPFHNTERE I, | NEEDTTA LT 0TI,

3. ASPRBRELTYH, T4 F VT 4 DEWVMID ) — RN HDINEE%ZE L TV WGAET,
FD 7 — KRHI, — Riz7e 0 £97,

. Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA © 5 X &



I Cisco Secure Firewall 3100/4200/6100 ) Cisco ASA 7 5 X 2
v528mond 745eu5+ [l

A

G ®EOTIAFVT 4 2F>) — RN EEOLLIERIE. 7T AZ ) — R4, RICVY TLES
ZAER L CHIE , — ROSRESNET,

4, BT TARISM LI ) —RKOTTAF )T 4 DOFREWGETSH, €D/ — KR H
BRNCHIE ) — N2 2 813H Y ¥ A, BEFOFME ) — NITEICHIE, — FOEFET
9, 7L, flE S — RANEEEIET DL, TORFSETH LW, — RSB TSN E
7,

5. A7V y T LA v VA TRICEBORIE ) — RBFET 256, BEIEAL
BB EW ) — R — FOREZREFL, o/ — FE7F—% /) — FOKENTRY
3

\)

GE)  J— FA2FHTHREIMICHEIE ) — NicT 52 e nTx E4, fldEdhRgiEIc >\ TiE, HilE
) — REBZBEIT 5 LT XTOBREN Fay 7ENL50T, HTLWEIE, — N ECHEE2TH
WL T D LENH Y £,

DIAZADINA TRAZE) T«

TSAZYTNE, )—ReA v E—T oA AQEFEEE=X—1L, /— FRCERES
BRITAHZLIZED, M T_A T T 4o ZFEBELET,

J—KAILREZAY DY

& —RiE, Z7I7AFGHY 7 &2 LTI r— R¥ ¥ A b —FE— b X7y & EM
WCRELET, REARERS A LT U MIBINICT —% / — Finb/x—hE— 3oy M
TEDOMDNRT y b EZFELRWGE, filll) — N3Z7 722 o7 —4% ) — RaHlRL £
T T8 — FBHHEH S — b3y FEZELRWGE, R0 O/ — R bH LU il
J— FBRERS N ET,

J— RCEBICEENEE LD TIE R, Xy NIV OEENFERET, /—KR7 72X
AN > 7 2 U CTHEBEIZEBE CERWEE, 7 7AXE ATV v T LAy v F U4
WCBATT A AEEMER H D £, 20 T U ATIE, DS F—% /7 — R A ol —
REBIRLET, mExE 229007 F A& ualr— g VEITU—XIZEENEAE LIZGA.
nr— a1 OTORE, — X, ar—ar 205 —4%)—R&27 7 AZN5HIBRL £
T —H. vr—ar20/— X, MAOHIE ) — RE@RL, MADY 7 X2 &R L
FT, ZOTFIATHEH, FERHNT 7 4 v 7 BRNRITBAREMERH D Z LIZEB L TLEE
W, 77 ARG o MEGE IS & XV EEIAL O WEIE  — R23EIE ) — R o&E
ERRFLET,

BRI OWTIR, #li S — RORBE (96 X—) 2L TLLES0,

Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA & 5 X & .



Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA 7 5 X 2 |
B s—ozrzzz5uy

AB—DIAREZRYY
% —RiZ, FEATOTRCOBA SN N— R 2T A A —T oA ADY 2 J AT —H A
e L, AT—HAEELZHIE ) — FIRELET,

+ A% K EtherChannel : 77 7 A # Link Aggregation Control Protocol (cLACP) Zflifi L &

T, K/ —RiE, VI AT—HABIOCLACP 72 ha A v —V%E=4 LT,
R— h A3 FE 72 EtherChannel T7 2 7 4 7 ChHE 5 inaHlli L £, AT — % A0l
J—RiZHEINET,

cfE@BA o H—T =2 A A Q=T v RE—FRDH) &/ —FBREHDOA X —T = A%
HOFE=H L, A ¥ —T oA ADRAT—H A& ) — FIZHE LET,

NVAE=ZZ Y T EENCTHE, TXTOYHEA % —7 =4 A (F2 72 EtherChannel
VHE—T 2 A REET) BT 7 ANV N TE=HXINDID, T ar T E—T AR
EDE=F VT EEMET H I ENTEET, AN A LV F—T =2 AA ADHE=F—T
X F9, /2L 2L, F84 S 372 EtherChannel IZ[EENRBA L2 L H SN ANERNH H5H .
SF U, EtherChannel DX TD A L /N—KR— KNIZ T AZHIKRE ) T—T 252 LIZRKT
HZUHENH Y ET (BIR—F AN R IHREITISELT)

)= ROFE=ZHNEDOA B —T oA ANKRMLTIZSGE, £0 7 — RiZ7 7 A2 Mh6HIRE
FT, ASAV AL NR—% 7 FZAZNOHIRTDETORRIEZ, A F—T A ADXA T L,
FD ) — RSB AHA L N—THDINI TAZIIBZMLLEI ELTWDENICE - TERD F
9, EtherChannel DG (A RXR=L T nE I EMORV) HELFEAA L R—DA VA —T =
A RAINE T ARBED B S, ASA T T D A N\ —% 9 BBICHIR L £, ASAIX, /— )2
T ABNEBINT DD 90 IEA v 2 —T = A ZAHEHLE A, ORI F—T =
AADAT—=HANELL T, ASAILY 7 AZ LIRS EH A, EtherChannel LA D3
Bl AU N—IRBEICEIRZ2 <./ — RIE 500 2 U RDZICHIBR S L E T,

BEEHEDAT—2 X
TIAFND ) — RCTEENBAE L EXIZ, 2O/ — RTHRA SN TWAERIMLO /) —
Rz —A L RICBITENET, FF 74y 7 70—DRAT— MERIZ, Bl ) —For 52
ZEHEY 7 B L CHEESNRE T,

Hlf) — R CHEERELE LGS, TOV TAZOMO AL =05 b BRI S G
BRI DA R=)E ) — Rz 97,

R A N2 MIS LT ASAITBEIMIZY 7 A X ~DOESIMNERAFE T,

)

GE)  ASAWIET VT 4 70, 7 T AXZ~OHBHESINIKKT DL, T _XTOT—H A 2 —
T2 A AN Yy MU EN, BHERAA VX —T 2 ADBN KT T 4 v 7 k%G T
F9, BEHA LU H—T oA AL, TD) — KRBT TAZIP T—IInDZ T2 IP T KL A
R L CHIEEBEREEL 20 £3, 72770, Vu—FR+3848, 79X T/ —F)E
FIET VT 4TI TCnd e, BHA VY —T7 oA A TEHZHRD £3, SDICHEEEITD
BEX, ary YA R— b 2EATLIVNERH D 7,

. Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA © 5 X &



I Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA V7 5 X 2
v5z258~0E8m |

DS RI~DBESN

U IGAR ) — RN FAZNBHIRESN R, 7 T AZITHBNT D200 5ER, BIFREh
TEHBIZ Lo TR £77,

« 7T AZHIY T OFEE - RPIOBIR) 7 F A2 ERY 7 OREZ R L%, .

o VT ARIIBIMUT-BIZEENFEAE L7 7 AKX Y 7« ASATL., ERICSH T &I
HEIMIZESMERAE T, ZOEBEIIRERETY,

e T —H A B —T A ADREE  ASATHEIIHRANLS 0k, RIZ 10 5%, BEIIIZ
20 FZICHSMERLET, 20 5F%ICBIMTERWEES, ASAIZI TARY VT &5 4
T —T M LET, T—H A H—T = A AOREEMR L%, . Z OFEIXRETHE
<7,

« /= FOEE : /= KBRSV AF = v 7 RIADT2D 7 T 22 bl niGg, 77 %
S SOFSINIRBEOFEERNC L > TR £5, & 23, —FFRERES O5E1E.
I ARG T BB L TWNT, VT TRFY T WETEA R TN o TND 78
5, /= FIIRE#TLL 7 T AZICHEBMT LI LaERLET, ASAITSH I LT
T AL ~DESINEABLET,

c NEf— T — : N¥DREEIZIX, 77V r—va VRO A LT O, FELEZT 7
r—ay AT —HARERHVFET, J— it 54, 1047, 20 4O THERIZ
JITAZIESMLE Y ELET, ZOBEIIEREETT,

ASA 7 T AB DIERIINT A—HDFE (B8X—) LTI,

T—3 INAERFIREDESR

EOBERICH, 1204 —F—BIOD R b 10Oy I T v 7T F—F =087 7 AXRHNIC
bV EFT, N T v A —F—F, BEEIBELTCLERESI ST ETA, KDY IC,
TCP/UDP O A7 — MEMRERF L E T, ThUL, BEERARHIEGEST LA —F—2v—
AVARIBEIND LT DHREOTT, Xo 7 vl A —F—3@ET AL 27X THHD F
R

N7 74w 7 OFZIE, TCP £721FUDP LA VXV EORXRT— MERELE LT 5 H 0N
HVFET, ZOBEO NI 74 v 7T 27 T AX ) T DOV R— FORFITHONTIE, K
DERZBHBLTLITEE,

R2: VSR EARTHEE SN HHEE

FST4vY KEOHHR—k [E

TS BA N s VATAT T HEALE N T X T LET,
ARP 7 —7 )L pSIIN —

MAC 7 RL 2 F—7 )L KFIE —

2= TAT T 4T 4 % s AAA L—/)L (uvauth) NEENET,

Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA & 5 X & .



B /oxsnuseemsans

Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA ¥ 5 X 2 |

kST 490 KEOHYR— | iE
IPv6 A /N—=TF —HZ X=X FIIIN —
BAFIv I =T 47 PIIIN —
SNMP => > ID Tl —
Firepower 4100/9300 D431 | %I& Ry TovTewvarNT 77478y e

VPN (¥4 FED)

NIRDE, LWy I T Ty g N
TERR & E 9,

VSRV ERZEZEET SHE

Helgine 7 T AZDEED ) — RiZe— KR U 7 TEET, #Eior—/WZ Xy, EEE)
TERF & NA T XA T U T ¢ RO ORER OB TTIEPRE Y £9,

EfHOO—IL

Pt Z L ICERSNTROr— L Z SR LTI ES N,

e B RONCHEE A RIS TS ) — K, A —It, TCPRAER R L, 4y
FAAEE LT, | OB LT —T—I% 1 71T, 0 —F— BB A%
BB L. B — KRR G Ay hEZIELELEICF A LY ARZNLD ) —
RO#H L —F— 240 LT,

e Ny I T A —F— A —F =0 5%(F L= TCP/UDP A 7 — MERAEMKEMNT D/ — K,
BEENREAE LRSS, LA —F =0 — ALV R AEETEXET, v s T v
A —TF—lt, EERARICER L SR ETA, T—F —BEHRTRIC > T25E6.
(B—=RNF U TS E) OO DNy NEZET 8D ) — KB/ y
T T A =PI WEDE T, BET AT — MEREISE L, 20O/ — FB3H LW
F—F =27 £,

FaL 2 (FRsR) 24— —¢RU/ —RTRWERY, T4 L7 Z23R\wrT7 v
F—F—=THLHVET, —F—NEHET 4 LI XL LTRIRLEGAIE, oAy s
T o AR ET,

1 BEDY Y —VIIRK3 DD T AL ) — Ra5#TX % Firepower 9300 D7 7 A K 1
TR, NI T v T A —F—NA—F—LHECTVy—lhDGE. vy —VEEND
T —ER#ET D0, RO = NBBINONy 7Ty T A —F =N @IR S U E
ﬁqo

YA NI TAZ VT OT v a—A ) B—va 2/ GhIToHE, a—h Ny
IT T e Ta—NV Ry I T T D2ODNy 7T v A—F—ERNHY £3, 4—
F—it. BICRCYA boa—bN Ny T v T et —F—HF L L TRIRLET (FA
NIDIZEEDSNWT) , 78— RNy 7T v AT EOY A MIOBEBETE, a—I /Ny
T T ER— )= RETHIELTEET, A—F—%, WHFONNY I T v T~ A
T MEHREFELET,

. Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA © 5 X &



I Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA V7 5 X 2

gmon—L ]

YA NOILEMERFEN 2o TRBY, Nyl T vl F—F—NAt—F—LRER YA MIE
BEINTWDLHAE. A bOREEND 7 o —2R#ET 57012, BIOVA R LEBEMND
Ny P TP F—F—PRIREINFET, Y= NI T vFed A N N7 v 7%
WL TWDED, 7 —lIvy— NI T v e A N Xl T v T OWENRE
FNTWDLHEAELRH Y £7°,

TAVIH  TFT—=ENoDA—F— )y 7T v TERENRST D ) — K, A—F—
I, LW 25T 5L, BETBEIP T FLABLIOR— FO/Ny ¥ 2 THESN
TT A V7 ZERIRL, HiLWEREBRET 272DICFDT 4 L7 XA =V %EE
LET, X7y bR —F =LA ) — RICBEFELEZSBE. TO/—KRiIED /) — R
F—F—=0%T 4 L7 XA DbED LT, Ny FEBETEET, | DO
KLUTT A L7 XN DETTY, T4 V7 EARRKRTDE, A—F—ZH LT 4 L7
X EFRIRL ET,

FALYBERA—F—LRAL = RTRVIRY . 74 L2 H 3R 2T v T A—F—Th
B0 ET (ERBH) . A—F—2F 4 Ly a Y LTHRAGERRT 5 L, MOy 2
T o7 SRR SR ET

YA NI TAZ Y T OT v =)= a BT LHE, v—ALT o
Lo aLTa— LT 4 LI ZD2ODT 4 L7 ZHERDBEBISVET, A—F—I%, A
—H Ak (SiteldIZHESE) ODu—hLTF 4L 7 XELT, FiA—T—BHHFZER L £
T, FR—AT A L7 XX EDOY A MIBERETE, a—ILT 4 LI X EE—/—R
EFTHIELTEET, O —FT—ICEENHETHE, v—IVT o L7 XX, [
CH A FOF LW A —F— 2 @I £,

ICMP/ICMPvV6 /> 3 = DFEA -
s Ta— Xy hOYE BEITLAR— MIICMP iR 7T, s — NI 0 T,
IRBERT y OYE, FEILA— X0 T, 5EEAR— MIICMP #51T7,
Dy N DA, BETTAR— b ESEER— O S 0TI,

THU—HF Ny Ned—F =ik TS ) — R, 7+ T —FNER Oy N EZAE
L7z XIC, ZO#GOF—FT—=NES TERWVERIE, 74V —FET 4 L7 XA —
F—ZWEDbETHDL, FOF—F—~D 7 —%fEr LEST, T, ZOERICHE
LTI+ T —EBRZETHEOMDNNTy NHATT, T4 L7 X%, 74V —F =25
LB TEET, TV e—H VBT a EAENCT A E, TA U ITHIIE—
TV T 4 VI OB DEEITOES, 74V —FRTu—r 0 T L7 IS
DEEITOIDIX, B—HNVT 4 LI NG —F =% L TCWRWEARTEIT T, &
X, B0V A B THA SN TWDERD /Ny a7 T AF A URN—=RNZ5T D570 E
TT, 74T —HNSYN-ACK "7 v bEZELTeHE, 74V —XI3X7 v hd SYN
X —nobA—F—FEEIETEXLDOT, T4 L7 X IZMWEDEDHERZNT &
WCHEELTLEE Y, (TCP v —4 v AD T v & IMEE BN LT-%E1E. SYN Cookie
FEHENRNWDOT, T4 L7 Z~DORWEDENRLETT) , fAlfsrEn7 o —
(7= &£ ZIEDNSRCICMP) DEAIL. 74 TV —ZIZRWEbEDORDb v I3 v - 2 B
T A VI RIZEEL, TAVIZEREONRTy et —F—IZ&ELET, | DOER
WX LT, RO 7+ V= NHFHETEET, HODRORAN—T > NEEBTE50D

Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA & 5 X & .



Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA 7 5 X 2 |
B sLvssomas

X, 74T —FN 1287, EROTXTONRry Mt —F—0ZETHL0nH, B
Niza— KR v v FHEMEAEN TV AEHEAE T,

A

CE) 7922V T EMEHTHIHEEIE, TCPY—r 2 ADT ¥ MMl
NI D LIHEE SN EE A, SYNJACK X7~ RS K v
TENDFREMERDH D7D, — D TCP Y v v a VL S L7
WRIREMEDRN B U 7,

TITA NE—F— 1 TTZ T A MEENT=ZTry NOEGE, 777 A NEZETH
I TAK ) — KX, 777 A NOREFLEREDOIP T RLA, BLOVry FID O
NV aBH LTI A MA—F—%RELET, TOH%, TXTDOTTT AL B
W TAZGEY V7 % LTI 77 A MABRICEEINLET, A vyFOr— KN
FUANy T aTHHENDSZ T, BHIDT T 7 A MZOREENTNDTD,
TIGTAVINNRRD I TAHK ) —RIZa—RKNRXZ v T EINDGEERHY 3, tho
TI A MIF, BERAR— N EmEFR— MIEERT, s T RAX ) —Rigr—F
NG TENDHEENRHY ET, 777 A MEHEIZ RNy Nl T7T 'Y
TNT B0, RETBEHRIP T RLALER = DNy 2 lZESNWTT 4 L7 X ERE
TEET, ILWEROEAIX., 777 A NOFTAENERITAE & L TR ERINE
To TN GFOEROYE, 77 7 Ay MNIAEFEIX, 77 AZEMY 7 &= LT, &
ESNTEHRITAEICT X TOT7 I 7 A "etrik LET, TO%, EREOFAEEITT
TOT T T A N EEELET,

R— b7 R L RE R

Bt CAR— K 7 R 2ZH# (PAT) ZfEHT 5 &, PAT DX A7 (per-session £ 721%
multi-session) 73, 7 T AZ D ED A NP LVERED A —F—IZR 20T E L 7,

« per-session PAT : A —F—|%, R DORNDO/NNr v NG+ 5/ — R T,
7 7 4/ N TlL, TCP B X UXDNSUDP k7 7 1 » 7 IX per-session PAT Zfi H L £ 7,

+ multi-session PAT : A —F— X IZHIH / — K CT9, multi-session PAT #f3 7T — & / — K
THRINCZEINDBE, T—% /) — KRZF0EHEZHIE ) — FIciEE L ET,

7 7 4/ hTiL, UDP (DNSUDP #[&<) BILWICMP k7 7 ¢ v 7 IZ multi-session PAT
AT A0, TNOOEGILEICHEE ) — NIk TairgESnTuVnE,

TCP 3 X TN UDP O per-session PAT 7 7 4 /L N ERTE LD T, ZibD 7 1 b a/L O

X, FOREIIS LT per-session F 72 1 multi-session TUEL X L E T, ICMP D51, 7 7 +

JV K @ multi-session PAT "B EHE 325 Z &1L TE £ A, per-session PAT DFEMIZDOUVNTIL,
[77 A7 0+ —NOWEATA R 22 L TI7ZE0,

#LULMERORTAH#E

HLWERDN T — RRT U V TRRHATI JAXZD ) — RIZEESN AT, £/ —RKN®
OO WM G DOA—F—L 720 F3, o/ Ny MRBID ) — RICEIZE LEGEIR. £
Dy MIZ T AZHEY 7 2N LA —F—/ — RiciRgEENET, RER/ 7 +—~

. Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA © 5 X &



I Cisco Secure Firewall 3100/4200/6100 ) Cisco ASA 7 5 X 2

ey InF—s70— [

YAREAGDITIE, WHRINEE — RANT U IRRETT, 10D T v —OW G FAFE LT —

R

CEPETH L E BT, Tu— ) — FRICHFICHBEND L0570 T, Whmo

Zua—N»NRl0 ) — RIZEIZE LG ER, 1D/ — RV XA v FEnET,

TCPOY T ILT—2 70—
WOFNE, Fr LW OS2 L ET,

1. SYN 1. SYN

SYN/AC

Inside Outside
Client
After step 4, all 2. SYN/ACK
remaining packets
are forwarded
directly to the owner. Forwarder
L /
Cluster

=

N

w

e

o

N o

SYN Xy "I TAT U FIBRIESN, ASAD 1D (— K RXT U0 7 HEICE
S) WERESNET, 2hnd—F =09, A—F—F 7 —%/EmL., 4—
F—IE# A= 72— KL TSYN Cookie #4K L, /X7 v b &P — ik LET,

SYN-ACK /37w R — "ML 5(E S, BD ASA (a— K NT o v 7 HEICHED
) ICBMEESNFET, ZDASAIZT7+ U —XT1,

T O — XX ORI L TTIIWARWO T, F—F—IE# % SYN Cookie 7257 22—
FL. A—F—~DifinE 7 o —%1Ef L. SYN-ACK &4 —F—ITfziE L9,
F—F—=ET 4 LI XIIRET v 7T — hE2EE L. SYN-ACK 27 T4 7 MI#ziEL
7,

F4 LT RITRET v T TF— e —T—nbZEL, A—T—~D 7 u—%{ER L.
A—F— L [ERIC TCPIRIEE AT L E T, T4 L7 XL, ZOBEORy I T v
F—F—¢ L TOEEZELE T,

INLIEE, 7 U—FICEE SNy NIRRT, A==k EhE .,

Ty EREOMO ) — FIZERE SIS E, €0/ — 37 4 L7 ZIZMunabiET
F—F—%FEL, 7u—%M L LET,

Cisco Secure Firewall 3100/4200/6100 O Cisco ASA & 5 X &2 .

333480



Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA 7 5 X 2 |
B v ssvvrosTLr—570—

8. Tu—IRENE(L LIEHEIE, RET v 7T — b —F =0T 4 L7 ZICEEEN
iTO

ICMP B XU UDPDY U TIILT—4 20—

WOFNE, LW OME 2R LET,
1. R UCMPH LUV UDPF—% 70—

1. 1st UDP Packet

4. 1st UDP Packet

9. 2nd UDP

Packet Server

Outside -I

5. 2nd UDP Packet

Inside

After step 5, all remaining packets
are forwarded directly to the
owner.

Forwarder
Cluster

_

UDP X7 "R T TAT 2 EMBRIESIL. 1DODASA (B— RART U 7 HIEICES
) ICEMEEanE7,

2. WHIDO/NTy NEZAE L, — Rid, #EF4E% P 7 RLALR— DNy v 2 liD
WCBIREN=T 4L 2 ) —FR%&E7x ) LET,

3. THVIXEEFO7e—%EBREET. T oL ¥ 7ue—=ERL T, LEID / — R
by hEREELET, 2FEV, THALIZEANRZOT7Ta—0F—F—FERLI-ZLIThRY
ij‘o

4, F—F—F7vn—%{ERL. T4 LI HITRET v 7T — FEeEELT, ==X
iy NERERELET,

5, 2&ZHDUDP 47 vy MIV—R_R—0bRESN, 74+ TV —XICEEESNET,

6. 7AU—HIIT 4 Ly X L CHTEHENHREZ 2 =) L9, fAednEo~7 e — (DNS
E) OBE, TV —FFr VTR0 y FERIEICT 4 L7 ZITEE L.
F LI ENREDNy M e —F— R E LET

. Cisco Secure Firewall 3100/4200/6100 O Cisco ASA & 5 X &2



I Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA V7 5 X 2

FLLTeP DY 522 2hcnBEAH |

7. T v XA RE 7 U — 2RI LET,

8 T U—FFEERT v —ZAFRR L TA—F—IFREE L. Ty FEeA—TF—IZiRE L
£

9. A—FT—lITry b TA4T7 v MIirELE T,

HLLWTCPIEHRD Y SRARAEERTOEDH

Ty TFAN) =D —BEFIE T AN — b —F 2L 50— RRT U U TORERE L
T, 70 —38UCRY BEUZSEAIE, FILWEREDREHREL T, 1 5720 OoF L
BN N — R ) — RIZHLWTCP 7u—2 U XA L7 52 ENTEET,
BEfED 7 v — 3>/ — RiZIZBEh S EH A,

ZOavy RF1BGHY OBFIBICESWTOLFHIHT 5720, &/ — N CHNL S -8
BOMBITZE ST, HEROBBITFE LI RWEERHY 7,

BB 0 ) — RicA7n—Fahd &, IERFRERIZR D £,

FA P AR T T LTI ER OB DM ERE LW TS ZEWN, RRL5YA FD7 T AF
ANZEH LR 2 0B TE 8 A,

Cisco Secure Firewall 3100/4200/6100 [5] [ Cisco ASA &7 5 X
21) T DERE

HaE

R

N— | et

PED

Cisco Secure Firewall
6100 CHI7 Z AKX Y v
2

9.24(1) | 2% K EtherChannel £ 7213l x DA ' H—7 = ZAF— KT, &K 42D Cisco
Secure Firewall 4200 / — K% 7 5 A Z{CT& £,

VPNE— REZEHET 5
72O DOFEIILED
DERA

9.24(1) | 53tk E— R L ERAE — RO T VPN T — FE2EET 534, FEENILERL A
DWELE, 2L, TE—FREZLETLHEN, TXCDH/)— RFTIT IR 758
T BHEND Y £,

F—4 ) —Rixr 7 A
K —IZ[RFEFIZSINTE
F

9.24(1) | DAfiix, Hl# ) — FCT—EIZ 1 2DT—F ) — ROBRNI TAZ—=IBIMTEEL
7o REORIINCKERIN D86, T —% / — ROMREEICRERB NN Z ERnH Y
F9, REEAIET 740 b TEIC > T ET, NAT 3L VPN St — RS
BN 72> TV LG, FRESIIEHN TEEEA,
WO EAEM/EEL SLE Lz,
« Configuration > Device Management > High Availablility and Scalability > ASA
Cluster

* Monitoring > ASA Cluster > ASA Cluster Concurrent Join

Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA & 5 X & .



Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA ¥ 5 X 2 |

. Cisco Secure Firewall 3100/4200/6100 3] [ Cisco ASA ¥ S X2 1) VT DEFE

Hhe4 N— | BERETER
3y

7 Z A% — ) — RNfEG|9240) | 7 ZAZIZBM LT /) — Rix, 7 7 AZHIfY 7 MTU & —8F 587 > b A X
TOMTU ping 77 A K T, — FIC ping £3%(F 95 Z & TMTU O EHEE F = 7 LET, ping 23K
TlE, MTU Z/h &< L72%a13, MTU % 2 THI-72fEZ 5 L, MTU ping 23 pEh3 2 £ T2 THI - 7l %
THILETENELD RUEWA, BHPAERSND O, MTU 22 EICEE L CHRITTE £,
ARt S E T, AA v F MTU YA REHESHEICEEOT Z LA HER LETH, A v FRELZLEET

SRWERIE. 7T AZ ) 7 OFNREEER L T7 T AZ—Z B TE &

R

BIN/ZE T S FU7- i : [Monitoring > ASA Cluster > Cluster Summary]
CPUMEHENEWY 7 (924(1) | 7 T A% — /7 — RO CPUEHENFE WA, EREMET = v 7 i3—FElksh, /—

AL —HlEY 7 DIE
WHETF = v 7 OE

RIZERH L3~ —2 SNEHA, EHMEF v 2 % —BHEIET 5 CPU RO L X
WMERRETE $T,

BAN/ZE T &7z ®im : [Configuration > Device Management > High Availablility and
Scalability > ASA Cluster]

IIEY A R VPN 924D | 3 HE— R THAF I vV PATR Y R— &N LRV E L, 2L, AV
E—ROXAFTIvT H—T A APAT T ELYHR—FINTWERFA,

PAT 7K — k

Cisco Secure Firewall | 9.23(1) | Cisco Secure Firewall 4200 =@ Cisco ASA 7 T Z Z 3. EE— R TH A i VPN %

20007 T AR T
ZE A Uiy A
k5 VPN

PAR—bFLET, DHCE— RTIE, GEFE—FTO) HlHl ) — R7Z1FTe<, ASA
0T ALD AL NR—MTEEDY A [ IPsec IKEV2 VPN Bt & 0 S5 Z L8 T
XFET, kb, EHE VPN ORREZ i 2 T VPN B AR — F 28 KIEIZHE8E 4,
R AN ER L ET,

WO H2NEN/ZEE SE L.

[Monitoring] > [ASA Cluster] > [ASA Cluster] > [VPN Cluster Summary]

[Monitoring] > [VPN] > [VPN Statistics] > [Sessions]

[Configuration] > [Device M anagement] > [High Availablility and Scalability] > [ASA
Cluster]

[Wizards] > [Site-to-Site]
[Monitoring] > [VPN] > [VPN Statistics] > [Sessions]
[Monitoring] > [ASA Cluster] > [ASA Cluster] > [VPN Cluster Summary]

[Monitoring] > [ASA Cluster] > [ASA Cluster] > [System Resource Graphs] >
[CPU/Memory]

[Monitoring] > [Logging] > [Real-Time Log Viewer]

. Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA © 5 X &



I Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA V7 5 X 2

Cisco Secure Firewall 3100/4200/6100 [ 1+ Cisco ASA & 5 R % ) > D IEE .

KRS IN— | HERETEER
o3y
JFGAZ—=UEA L7923 | FEhTa—DHEae. VI AZ VAL L7 MLV, 5%/ — RNIn—Ro=T7Ic7

I : Cisco Secure
Firewall 4200 FExIFr 7
FAE—RNTT 4T
O7a—F7u— KD
PAR— k

H—%47n—RTEES, ZOWEIE, 7741 P TA X =TSN THET,

BEO70—D 77 4 v I B0 —RIZEEENDE, TONT 7407137 T
AREFNY BN L TCH—F— ) —RIZU XA LY FEanET, FEFRT o —i3,
JIAZHIY LTI KRED VT T 4 v T BT D AREENH DD, T+ T —
H—lZZhbD7u—%A47a—R&E5E, "XT7xr—<ANMLELET,

BINZET S - : [5%%E (Configuration) ]>[Z 74 72 4—JL (Firewall) ]>

[##8 (Advanced) 1>[#7BR— KT > P> (Offload Engine) 1>[7 S REZ—1U4S A
LY t4 78— F (Cluster Redirect Offload) |

B 4 N VPN [ 9.23(D) | 4584 R VPN B — ROFEMFR 7 a0 —DE4., IPsec 72 —F 70— RNiZkv,
£ — K Cisco Secure Ta—F—F—it, FITARAZEHEY 7 BN L TUREINTZAN— R = 7 N IPsec
Firewall 4200 ® 7 5 % N7 4y EBEETEET, ZOMEITRETETIISY ¥ A, IPsec 7 —4 7
Y DT o— REFCT 2 EmIHEHTE £,

7iy7@ Ipffc 7 BON/ZEE Sz mim : [5%E (Configuration) | >[Z 74 7 24—JL (Firewall) 1>
H—OF7E—F [EE (Advanced) ]>[IPsecA 7B — F (IPsec Offload) ]

J— REHIREO MTU |922(1) | 7 Z A Z 2B LT 7 — Rid, 7 7 AZHIHY 7 MTU & —F$ 537 v hHhA4 X

ping 7 A I

THilE /) — RIZ ping Z#%(59 52 & TMTU O A F =~ v 7 LE 9, ping MK
THE, WMEDERINDTD, B AA v F O MTU A—HZEEL THATT S
TEMTEET,

7T AL ) — FDRK
ez 16 2 HN

9.22(1)

R — RN 8D 16 I8N LE L=,

EBA B —T A A
o

9.22(1)

fEnlA =7 A4 ZFTWEDONV—T v RA U EZ—T A ATHY | TNENNEH
DONV—F 4T Ha—hVIPT FLAZELET, A F—T A ADAAL LT
FAZIPTY FLRE, BEET RLATHY, #IZHI#E — B LES, il —
RNREHEINDE, AT TAXIPT RLRLH LWl — RIZBEId 5 0T,
T ABDERE L — AL AT T E T,

T YT AR =LA v F ETa—RRT U T HEETDHVLEND Y 7,
HH/EEFE IN-a~< 2 R custer interfacemodeindividual

YR S AU < [ 4 %— K (Wizards) 1> > [ & JERIED ™S 4 F— K
(High Availability and Scalability Wizard) ]

Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA & 5 X & .



Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA ¥ 5 X 2 |

. Cisco Secure Firewall 3100/4200/6100 3] [ Cisco ASA ¥ S X2 1) VT DEFE

HRER N— | BERETER
vav
T —2A7 =X A0 |920(1) | 7a—F—F—1L, F—TT T4 7 (clu keepalive A v E&—) LFHH (clu update

ERRE/R 7 T A X F—
7T T4 7RG

A=) BT A VIABLUONY I T v —F—ZEEFE LT, 7r—0DIREL
BEHLET, =77 74 THIBAERECEH LIV ELE, 774V ME 1S
e, 15 ~55 @l cHiREzECEET, VIR 2 DNTT 4w
BEZHOT-OICEVWERERETE £,

/AT Szl [BRXE (Configuration) 1> [T/3f AEHE (Device
Management) | > [&alFf & 5381 (High Availability and Scalability) ]>[ASAY S
A% (ASA Cluster) 1>[2 2 RAZDE&RE (Cluster Configuration) ]

Secure Firewall 4200 T
DI ZARY T DY
A—FREAINEL
7=

9.20(1)

Spanned EtherChannel & — R Tl&, K 8 2 Cisco Secure Firewall 4200 / — K& 7 7
AZETEET,

NA T ASFEDORRE

9.19(1)

[Master] & [Slave] W) HREE &~ R, a~<w> RHJ), syslog A v&—
L. [Control) & [Control] IZEE ILE LT,

FH/AET Iz 2~ R : cluster control-node, enable as-data-node, prompt, show
cluster history, show cluster info

Secure Firewall 3100 T
DI ZARY T DY
A—FREAINEL
7=

9.17(1)

Spanned EtherChannel & — K TlX, K 8 2 Cisco Secure Firewall 3100 / — K& 7 5
AL TEET,

. Cisco Secure Firewall 3100/4200/6100 0 Cisco ASA © 5 X &



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



	Cisco Secure Firewall 3100/4200/6100 の Cisco ASA クラスタ
	ASA クラスタリングの概要
	クラスタをネットワークに適合させる方法
	クラスタ メンバー
	ブートストラップ コンフィギュレーション
	制御ノードとデータノードの役割

	クラスタ インターフェイス
	クラスタ制御リンク
	コンフィギュレーションの複製
	ASA クラスタ管理
	管理ネットワーク
	管理インターフェイス
	制御ユニット管理とデータユニット管理
	暗号キー複製
	ASDM 接続証明書 IP アドレス不一致

	サイト間クラスタリング

	ASA クラスタリングのライセンス
	ASA クラスタリングの要件と前提条件
	クラスタリングに関するガイドライン
	ASA クラスタリングの設定
	コンフィギュレーションのバックアップ（推奨）
	ユニットのケーブル接続およびインターフェイスの設定
	クラスタ インターフェイスについて
	クラスタ制御リンク
	クラスタ制御リンク トラフィックの概要
	クラスタ制御リンク インターフェイスとネットワーク
	クラスタ制御リンクのサイジング
	クラスタ制御リンクの冗長性
	クラスタ制御リンクの信頼性
	クラスタ制御リンクの障害

	スパンド EtherChannel（推奨）
	スパンド EtherChannel の利点
	最大スループットのガイドライン
	ロード バランシング
	EtherChannel の冗長性
	冗長スイッチシステムへの接続

	個別インターフェイス（ルーテッド ファイアウォール モードのみ）
	ポリシーベース ルーティング
	等コスト マルチパス ルーティング
	Cisco Intelligent Traffic Director（ルーテッド ファイアウォール モードのみ）


	クラスタ ユニットのケーブル接続とアップストリームおよびダウンストリーム機器の設定
	制御ユニットでのクラスタ インターフェイス モードの設定
	（推奨、マルチコンテキストモードでは必須）制御ノードでのインターフェイスの設定
	個々のインターフェイスを設定する（管理用インターフェイスの場合推奨）
	スパンド EtherChannel の設定


	高可用性ウィザードを使用したクラスタの作成または参加
	クラスタリング動作のカスタマイズ
	ASA クラスタの基本パラメータの設定
	インターフェイスのヘルス モニタリングおよび自動再結合の設定
	クラスタ TCP 複製の遅延の設定
	サイト間機能の設定
	クラスタ フロー モビリティの設定
	LISP インスペクションについて
	LISP について
	ASA LISP のサポート
	LISP のガイドライン
	ASA LISP の実装

	LISP インスペクションの設定


	分散型サイト間 VPN の設定
	分散型サイト間 VPN について
	分散型 VPN 接続の役割
	分散型 VPN セッションの特性
	クラスタ イベントの分散型 VPN の処理
	IPsec IKEv2 の変更
	CMPv2

	分散型サイト間 VPN のライセンシング
	分散型サイト間 VPN の前提条件
	分散型サイト間 VPN のガイドライン
	分散型サイト間 VPN の有効化
	分散型 S2S VPN セッションの再配布



	クラスタノードの管理
	制御ノードからの新しいデータノードの追加
	非アクティブノードになる
	制御ノードからのデータノードの非アクティブ化
	クラスタへの再参加
	クラスタからの脱退
	制御ノードの変更
	クラスタ全体でのコマンドの実行

	ASA クラスタのモニタリング
	クラスタ ステータスのモニタリング
	クラスタ全体のパケットのキャプチャ
	クラスタリソースのモニタリング
	クラスタ トラフィックのモニタリング
	クラスタ制御リンクのモニタリング
	クラスタのルーティングのモニタリング
	分散型サイト間 VPN のモニタリング
	クラスタリングのロギングの設定

	分散型サイト間 VPN のトラブルシューティング
	ASA クラスタリングの例
	ASA およびスイッチのコンフィギュレーションの例
	ASA の設定
	Cisco IOS スイッチのコンフィギュレーション

	スティック上のファイアウォール
	トラフィックの分離
	ルーテッド モード サイト間クラスタリングの OTV 設定
	サイト間クラスタリングの例
	個別インターフェイス ルーテッド モード ノースサウス サイト間の例
	サイト固有の MAC アドレスおよび IP アドレスを使用したスパンド EtherChannel ルーテッド モードの例
	スパンド EtherChannel トランスペアレント モード ノースサウス サイト間の例
	スパンド EtherChannel トランスペアレント モード イーストウェスト サイト間の例


	クラスタリングの参考資料
	ASA の各機能とクラスタリング
	クラスタリングでサポートされない機能
	クラスタリングの中央集中型機能
	個々のノードに適用される機能
	ネットワーク アクセス用の AAA とクラスタリング
	接続設定とクラスタリング
	FTP とクラスタリング
	ICMP インスペクションとクラスタリング
	マルチキャスト ルーティングとクラスタリング
	スパンド EtherChannel モードでのマルチキャストルーティング
	個別インターフェイス モードでのマルチキャスト ルーティング

	NAT とクラスタリング
	ダイナミック ルーティングおよびクラスタリング
	スパンド EtherChannel モードでのダイナミック ルーティング
	個別インターフェイス モードでのダイナミック ルーティング

	SCTP とクラスタリング
	SIP インスペクションとクラスタリング
	SNMP とクラスタリング
	STUN とクラスタリング
	syslog および NetFlow とクラスタリング
	Cisco TrustSec とクラスタリング
	VPN とクラスタリング

	パフォーマンス スケーリング係数
	制御ノードの選定
	クラスタ内のハイ アベイラビリティ
	ノードヘルスモニタリング
	インターフェイス モニタリング
	障害後のステータス
	クラスタへの再参加
	データ パス接続状態の複製

	クラスタが接続を管理する方法
	接続のロール
	新しい接続の所有権
	TCP のサンプルデータフロー
	ICMP および UDP のサンプルデータフロー
	新しい TCP 接続のクラスタ全体での再分散


	Cisco Secure Firewall 3100/4200/6100 向け Cisco ASA クラスタリングの履歴


