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1R BRI

BT N, AERATDHT T r—2a A A—T % Ciscocom NHH 7 a— LT,
% DA A— % Firepower 4100/9300 > v —3 17 v 77— KL E7,

s RDIEHRERABELET,
EH A LA —T A AID, IPT FLABLORY hU—T <R
e —hF A IPT KL A

. Firepower 4100/9300 O ASA 7 5 X &



| Firepower 4100/9300 1> ASA & 5 X &

FIE

ATy T

ATy T2
ATvT3

asa v 5252068 [

AVE =T 2 A AERELET,

a)

b)

<)

7 T AR ERERTHENI, 1D DT —4% 2 AT DA 2 —T = A AF 7213 EtherChannel
(R—=FF ¥R E BRI D) ZBI L E9, EtherChannel (ZARK— K F¥ %/L) DB
FAIMEA L —T oA ADREEZHR LT &N,

BEDOY ¥ —NZDleb 7 T AZ Y T OEEIX, TXTOT —H A H—T x A AN,
Wl LB 1 DDA INN—A B2 —T = A A% DA/ K EtherChannel T 5 LN H
D F9, £+ —IC[F U EtherChannel B LFEJ, AA vF ET, §XTHDI T AH
2=y B AN~ A U H —T = A A% 1 OO EtherChannel ~ & 54 L £ 9, EtherChannel
DFFEMIZONWTIE, 7 TAZ YT HA RTA 0 EHIRFEE (13 X—) 2R LT
72 &0,

YA TDA v H—T = A AF 71X EtherChannel # 3B L £ 9, EtherChannel (ZK— k
F ¥ 1) OBMELIIWHEA X —T 24 ADRTEEZBR LT TEEWN,

BEA A —T oA APMETYT, ZOFHA X —T oA A, Vv —TOEHDORIC
EREND Yy —VEHA L Z—T7 24 ALHELTHEDY FHA (FXOS Tit, v —¥
BHA X —T = A AX MGMT, management0 D K 5 724 AT CERINET) |

HEDOY % — b b 7 FAX VU TORE, £ —VIZREUEEASA VX —T = A R
ZBMLE1,

DY % —UNZbleb 7 TAZ Y T TIEH, AVN—A X —T = A A% T AHHH#H
) > 7 @ EtherChannel (7 # /L k TiEAR— b F ¥ 1/ 48) (ZiBI L E 7, EtherChannel
(R—=F Fr ) OBEMESRLTIIEIN,

1 ©® Firepower 9300 ¥ v — WO EF 2 VT 4 TV 2 — VIRl S W7 T AZ DA
N B =T oA 2B LRNTLEES N, A AN—=Z2BIT5E, ¥y —IEZD
I TAEPERD Y v — BT H LR L, 72& 21X, A7V R EtherChannel DA
DIHDFFA SHILET,

[ >4 —7=xAA (Interfaces) | X7 T, B"— K FX¥ XNV A8 IV T AL AT DA X —
Tz A AX, AN AE =T oA ANREENTWRWEEIL, [EEIREE (Operation
State) % [JRHX (failed) ] &FRLFET, 12D Firepower 9300 > ¥ — WOt F 2 U 7 4
EV a— VIRt S NT= T T A X DA, Z @ EtherChannel |Z A 3 —A X —T = A A
ML LoD, ZOEEREBIZESR L TRV EE A,

Ko —VICRIC AN U H—T oA ABIMLET, 77 AXEHEY > 7%, & v —
DT XA A1 —H )L EtherChannel T9, T /3 A Z LT AA » F TEB]D EtherChannel
ZfiH L ¥ 9, EtherChannel DFFHIZDOWTIX, 7 T AZ VT A KT A 2 LR FIH
(13 X—=2) 2L TSN,

[F@ELT /N1 A (Logical Devices) | Z&#R L 7,
[EM (Add) >[92 T5R4Z (Cluster) 1227 Vw7 L, IRONTA—HEFRELET,

Firepower 4100/9300 O ASA 7 5 X & .
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B asaoszso6m

ATv74

ATy Th

ATvT6

Firepower 4100/9300  ASA ¥ 5 2% |

Add Cluster x|
I want to: Create New Cluster ki
Device Name: clusterl
Template: Cisco: Adaptive Security Appliance G
Image Version: 9.13.0.6 v
Instance Type: Native i
QK Cancel

a) [WEGEME (wantto) |>[FH LW SXIDIER (Create New Cluster) | Z&IR L £
‘@40
b) FNALREEASLET,

ZOAFNE, X =V A=A, PREHREEZITOTA V=T =4 ZA&HIV YK THT]
DI THERLET, ZET 7V r—va VRETHEH SN T A ZAATIEH Y £
A,

¢) [T 7 b —1] (Template) ]iZi%, [Cisco )X =2V T 4 77747 A (Cisco
Adaptive Security Appliance) | ZE#R L 97,

d) [Image Version] Z %R L ¥ 7,

€) [Instance Type] Ti&, [Native] ¥ A FDIHNHKR—FINFET,

f) [OK]Z27VUvZ7 LET,

[Provisioning - devicename] ¥ .t > RUBRFRINE T,

DU TARZITEN Y TCAHEL A —T o RAEEIRLET,

FI 3R TIE, TRTCOEGRA LV EZ—T oA ZANRED B TENTWET, w/LFT7 T AL
HATDA v H—T oA A THELEGAIEL, TXRTORIREMEREL, 1 DOLERLET,

BEPROTNA AT A aru )y 7 LET,

BATaTRy 7 ANEREN, PIHIOT — A T v TREZLT ENTEET, 2o
DORTEVL., PIHBEAER, /20374922 VAN ATY, 8% @ﬁﬁﬂi\ wmcr7y
r—3 g CCLIREDIFEAEDEAEFTE £,

[7 7 A& (Cluster Information) ] X—C, IROTFIEEZFEITLET,
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Cisco: Adaptive Security Appliance - Bootstrap

Configuration

Cluster Information Settings

Security Module

Security Module-1,Security Module-2,Security Module-3

Interface Information

Chassis 1D:

1
Site ID: 1
Cluster Key: sane
Confirm Cluster Key: -
Cluster Group Name: asa_cluster
Management Interface: Ethernetl/4 W
CCL Subnet IP: Eg:x.x.0.0
DEFAULT
Address Type: IPv4 only Bl
IPvd
Management IP Pool: 10.89.5.10 T 110.89.5.22
Virtual IPv4 Address: 10.89.5.25
Network Mask: 255,255,255.192
Network Gateway: 10.89.5.1

QK Cancel

?

*

asa v 5240k i

a) BEOY Y=l 7 A2 ) 7 OREE. [V —¥ID (ChassisID) 17 4 —/L R
Cy =Y IDEASLET, 7T AZOEL X —VIZEED D AT 5 LERH Y

D

DT 4=V RIE, 7T AZREIHEY > 7 Port-Channel 48 |[Z A > /3 — f L 2 —T = A X% 3B
MUTEB B DOBFEREINET,

b) VA MEZTAXY T DOEAE, [VA FID (SiteID) 17 4 —/L KiZ, ZO¥ v —DH
A4 MID%E1~8DHEHPFATAIILET,

¢) [ClusterKey] 7 4 —/V RT, 7 ZAZHY 7 OHIEH ~ 7 7 4 > 7 HORGEx —%

LET,

E

R

LHWEIL, 1 ~63LFD ASCI LFH| T, HAMWEIT, F—2ERT DO S
NET, ZOF T aid, 7—FR"ANT T v 7 (EEpRET v 77— FROIRE S
By N E) W LE A, T—X A NTFT 7 0o 7%, HWIZZ VT XA B
LT FEENET,

Firepower 4100/9300 O ASA 7 5 X & .
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ATy T17

Firepower 4100/9300  ASA ¥ 5 2% |

d) [Cluster Group Name] Z 3% & L E£¥, ZHUE, fallT A ARED T T AZ T N—T4/T

e)

j—o
BT 1~ 38 XFD ASCI XFHTH D Z & BMLETT,

BEE

2410, 7 T AX TN—TLZDAR— A TR T & RS, BT A 2D R
W=7 —NRETHAREENRH Y T, ZOMEZERET DX, 77 AFITIN—T%%
ANR—ZADIRNLBNIEFETHILERNH Y 7,

[Management Interface] % 34K L £ 77,

DA UHE—T 2 A RAF, WETAA A EERTLAEOICERSNET, 0L H—
T A AT, T —UEHR— N EIFRDO L0 TT,

BHA L H—T 2 A AD [T RLUAHX A7 (Address Type) | R L 7,

DIERIT. ASARTETEHA L X —T oA ZAEBRETHEDIFHINET, ROEHR
% RELET,

s [EEEIP7—/L (ManagementIPPool) | : BH#AT RL ALK TT KL A% /NA 7 TK
PoTANIL, B—HNVIPT RLADT—NLERELET, ZOIHD 1 2WBA v
B =Tz A ZHIK 7 FAZ 2=y MIEIDV Y THNET,

KIEKTYH, 7IARAXANO2Z=y MIERILEOT FLAREEND L IICLTLEE
V), Firepower9300 D5, T THOEY 2—/L ATy b E > T E LThH,
X =TT EIZ3ODT RLAREGEDAIMENHDH Z LIZERELTLIEIY, 7T A
PR D PEOH AT, 7 RLAEZHECLET, BEOHIEZ=y MIBT DK
ﬁm?bvx(f4/&7x&m7bvz&@ihé)u\:@f~w@*%6m
HVFEEA, LT, FALEY FTU—ZTDIPT RLAD I DEAAL LI FTAZIPT F
L AICHRE L T FEE W, IPVAT RL AL IPv6 7 RL A (EBE 60— b ) %
EHCTEET,

Ry RIT—HOTRVELITZT LI« VvIRE
sy NID—OF—bkoxA

« URAEIPT R LA (Virtual IP address) | : BIfEOHfHl = FOEHIP 7 L A& E
LET, ZOIPT RLVAE, 7TAZ =L T RLALFELFR Y hU—2 BICTFEE
LTWAMERHD FI2, 77— G ENTWTIER D $HA,

[Settings] ~— T, AT ZFEITLE T,

Cisco: Adaptive Security Appliance - Bootstrap
Configuration

General Information Settings

Firewall Mode: Transparent &7

Password:

Confirm Password:
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ATvT8
ATvT9

asa v 5252068 [

a) [774 7 U4—/LE—FK (FirewallMode) ] Rr vy 7% 7 URX RN, [F TV AT
L' > b (Transparent) ] £721% [/—7 v K (Routed) ] Z3IR L £,

Jb—7 v K &— R ClL, Firewall Threat Defenseld % v hU —27 NDO)L—H Ky 7L R X
NET, V=T 4 VT EITIEA LV E—T =2 ATRL Y73y b ECHY £, —

FHe RFAXRT LY N 7747 U4 —VE, [BumpIn The Wire| F721% [A T /L&

Tr7ATUA—N] ODEIHEETHLAV2T7 74T U+—ATHY, BEINLIZT A
A RA~DNL—H Ky T LTIER#BEINEEA,

T AT U4 —ET— RIZWHEREFCOARTELET, V— MR NI v 7 ORTE % FiE
AT 5%6, ZOREIXMEHINERTA,

b) EHLF = —H O [Password] Z A ) L THER L, XATU—RZFHLET,

HHRREIN TS ASAGHE 2 — W13/ A U — ROEIERHIESY B3, FXOST 7 &
AMTELES, BHE 22— 2T —ReER-L X2y FTXET,

[OK] %7 Vw27 LT, REXATRITRy 7 A%EHALET,
[fRTF (Save) |27 U w7 LET,

VX —UE, BELEY 7 b T A=V arvEFYya—RL, TV —var A AR
VAWLT = FANT yTRELEHA =T 2 AREE T v 2T DH LT, T A
AHBEANLET, [RET/NM1 R (Logical Devices) 13— T, H LWV T /A AD AT —
HALEMER L ET, WmBLT A AD [AT—H A (Status) ]2 [A > T4 > (Online) | &FR
SNTWDLGHEIEL, VDI TRAZ Y —ZBIITEET, £/, 120 Firepower 9300
VX —YADEF 2V T4V a2 VRS TAZDERIE. 7TV = a D
TAEDREERBETEET, 20T AO—BEL LT, [EXx2 T 4 Y 2a—LNEE
L TWEHA (Security module not responding) ] £ W95 AT —H ANKRINDHZ ENHY
To ZORT—HRIEFTHY, —RaRETT,

System Tools Help

¢ Refresh | | (L) Add Device

B7% (40 of 46) Cores Available

& #* a
Status
@unline {ZC;' .*:B el

ATYTIN BEBEOL XY —Tblb 7 T7AZ ) U TORAIE. 7T AXICKROYy—VEZBMLET,

a) Firewall Chassis Manager D& f]D > ¥ — 3 C, H LD [BEEDFK X (Show Configuration) ]
TAar% )y 7 LT, BRENDI TAZRELZAL—LET,

Firepower 4100/9300 O ASA 7 5 X & .
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ATvIN

2

Firepower 4100/9300  ASA ¥ 5 2% |

R D ¢ — O Firewall Chassis Manager ([ZHefE L. Z OFNEIZHE > TralT /S 2 &80
LET,
[(ME B E (Iwantto:) > [BETFD 7 7 A X ~DZN (Join an Existing Cluster) | 3% L
£
[OK1 %27 Vw7 LET,
[7 7 A2 D =2 — (Copy Cluster Details) [N > 7 A2, ®AIDOL ¥ — DT T AL
EEMD AT, [OK] 227V v LET,
BEFROTNA AT A ar w7 )y LET, 77 AXERIIRPIFRNCATIHFAT
T, ROBREIFELTLILERH Y £,

s [%¥—ID (ChassisID) ]: —EDOT¥—vIDEANLET,

«SiteID: ELWHA RIDEZASILET,

«Cluster Key : (FHFNICAAWENTWARY) L7 TAZ 2= AL ET,

[OK] %27 Vv 7 LET,
[fR1F (Save) 1272 Vw7 LET,

Vy—UiE, BELLEY 7 by T A=V arvEFyra—KL, 77U r—var A
AR VAT = RARNT  TRELERA LV H =T 2 A AREET v aTDHIET, i
T ANA AEEALET, K7 T AZ A N—0 [@ELT /314 A (Logical Devices) ] 3—
DT B LOVREET ANA ADRAT = H AZMR L E T, 57 T AL A N—OmET A
AD[AT—H A (Status) ]2 [F> T4 (Online) | EFRREINTzb, TFV r— 3
VT T AEDRELRAMTEET, 207k 20—BRELT, [EFa2) T 4EFY2—
ABIEE L TWERA (Securitymodulenotresponding) ] & WD AT —F ABRKRIND Z
EBRHVET, ZORT—FATEHFTHY . —RHRIRETT,

System Tools Help

¢ Refresh | | (L) Add Device

B7% (40 of 46) Cores Available

1L AN

Status
@ anline

Bl =< N ASAICEHE LT, V9RZ VLV THREEIAX~A R LET,
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5524 »vrniemn [

HIRE A NDEM
ASA 7 T AR AU NR—FBINEITEEHZ £,

)

GE)  ZoFEL, vry—roBMELITERICOMEHINET, 7 T7AX2 ) U IRTTITAEDIC
725 T % Firepower 9300 (2 ¥ = — /LA BN E 7X@ T 556, Y a2 — /WTHEINICE
MEET,

1R BHHIIZ

cBEFEDT T AZIZ, ZOHLWAASHOEFEHIP T RLAT—LN TR IP T RLA
DEDEBTHENTND L IICLTLLEE, ENLSOHEIT, ZOFH LW A 35BN
THRNC, K2 v —Y EOBEFED I FAZ T— A T v TRELRET HLERD Y £
T ZOETIZLVGRET A ARFHESE) L ET,

A UH =T 2 A ADREIFT, LNy — TORELF L THLILENRSH Y £9, FXOS
Uy —VREETI AR—IBIOAS VAR— L, ZOTRERAERHICTHI LN TE
358

N TF AT HIRANE=RTE, MUDI TAL ANDASAT 7Y r—va T
FarTXFAMNE—REZAMNILET, BIOT TAZ AN IV F arT7F A
F— NREL HBIICHE L ET,

FIE

AT 9 F1 BEfFD 2 T A X O Firewall Chassis Manager T, [###l7 /31 A (Logical Devices) | Z %R L T
[F@ELT /31 A (Logical Devices) | <— V& & £7,

RTv T2 £ EO[FREEFER (ShowConfiguration) 174 2> (7)) 227V w7 LT, BR&ENDHT T
AFDFEEE I E—LET,
ATv T3 H LY ¥ — D Firewall Chassis Manager (285 L C. [1BI0 (Add) 1>[2 5 X% (Cluster) ]

27V v LET,

| Add Cluster 2] |
I want to: Join Existing Cluster 7
Device Name: clusterl

QK Cancel

AT w74 [l want to:] >[Join an Existing Cluster] %134k L £ 7,
AT v 75 [Device Name] ([ZFmFhT /XA ZADLRT2Z A LET,

Firepower 4100/9300 O ASA 7 5 X & .
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B ssa o779 E2—reavsEz bt 2—F0ZE

ATvT6 [OK] 227V v7 LET,
ATY 1 [V T AZFEMD a2 — (Copy Cluster Details) ] R > 7 A2, DY ¥ — DY T ALEE
ZREV AR, [OK] 227 U v 7 LET,
ATY T8 BHEHTROTNAATAarw7 )y LET, 77 AXERITKEILERNCANEATT
D, WOREFERT DMLENRHY 7,
*[*%—ID (ChassisID) ]: —HDOT ¥ —IDEANLET,
«SitelD: ELWH A MIDZASNLET,

« Cluster Key : (FHENCAAN SN TWARWY) RILZ TAZ F—2 AN LET,
[OK] %7 Vw7 LET,
ATY T [#fE (Save) 127V w7 LET,

Vy—UiE, BELLEY 7 b T A=V arEFvra—RL, TV r—var A AR
VAT = RNAN T TRERELEHA AT oA ARTEE T v 2T DHI LT, mET A
AHBEANLET, K7 TAX AL NR—0 [FET /N1 A (Logical Devices) | — T, #H LW
WMEET NA ADAT —HAERLET, K7 T AL AL N—=OFRET NA ZAD [AT — 4 A
(Status) 1T [A T A (Online) | &ERARINIZDL, 7TV —2a T ITAZDRER
BthCE T, o7 RA0—RELT, [EFXa2 VT 4TV 2—ARINELTHETA

(Security module notresponding) ] & W) AT —H ANRFREINDZENRHVFET, ZORAT—
A AFIEFETHY , —RFYZRREE T,

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

ralAlNE
Status
@ online &0 ## Gl

ASA: D747 94— ILEF—FEQVUTXFRMNE—FDZERE

F 74N FTIE, FXOS V% — V3N —TFT v R 77 AT U4 —/LE— R, BIOV 7 L o
VITFEXANEBE—RTIZ IR EBRELET,

T TFAT VA —INE— FOER  BARICE— FEERT 52T, filffla=y FTE—F
AEELET, ZHICEY, T RTOTFT—Fa=y FOE— FR -T2 XD ICHBINIC
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asa: 7—4 1 va—7x120%% |

EHEINET, 22 LTSN, 774 T U=/ E—F (V27 E—FK) O
EvNF avTHRARNET—FRTIE, aVTFANIERLE T 7 AT U4 —)L T— REZRE
LET, EF2VT 4 arTHRAMORELZSERLTIEE N,

s VAT AT XA N RIZEE  BIERICYAT a7 XA M- RICERS DI,
fllr=y hCE—FZLFELET, ZHIZED, T XTHOTFT—H 2=y FOF— K)N—
KT HELCHBMIICEREINE T, vALF 20 TFF R N B— FOFMEESRLTL
7220,

ASA : T—R AR —T 24 RADEKTE

ZOFNETIE, FXOSIZ/ T AX BB LIZE &7 T AXIZEH DY TondT—4 A~
B—T 2 ADIERWIRNT A =B ERELET, BEROVYy—UIZDlb 7 TAZ) T D
WE. T A B —T A AXFIT A3 K EtherChannel A > Z—7 = A A T4,

\)

GE) BHEHA VX —TzARL, 7 T7AXEFREALEZEZICEIRESNE Lz, ASA TEBEA v
B—T 2 A ARG A=A EEFTFLI L TEETH, ZOFIEFTT—F A ¥ —T A
WCESZYTTOVET, BEA v ¥ —T oA AL, ARV KA X —T = A AL ITHBHIC,
AsDA 2 —7 24 ZATE, FEHICHOVWTIE, FHA VX —T (R (65—) | &
SR LT &N,

IR B I
eI F arTXANET—RFOLEE, ZOFIEE VAT LFETAR—ATHRIBLET,
FEVAT L a7 4F¥alb—valy B— FNIA>TWRWESIE, [Configuration] >
[Device List] XA > T, 77T 4 77T /34 ADIPT RLVAD FIZH B [System] & & 7 /v
7V w7 LET,
e NTUART LU N B—FROBEAIE, TP IA—TERELET, 7V v A
VA =T A A (BVI) ORTEZHZRLTLIIEEN,
HH DYy —NC kB Y T AZIZ AN REtherChannel ZFH L TWAIRE, 7T AKX Y
VMR DET, R—=FF ¥R A v F—T = ATEEB L EHA, ZOE
kD, V9 RAEZDOT 7T 47 TIERW — RIZhT 7 4 v 7 BERESN D000
7,

FIE

ATFYT1 arTFFARNEFT—RICEoTRDOEIITHARLY £,

o VUV E— RDYE, [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] <2
A R ET,

Firepower 4100/9300 O ASA 7 5 X & .
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Firepower 4100/9300  ASA ¥ 5 2% |
B ash: 55 125—Tzqzo8E

s T B— ROBFE, VAT LAFEITAA—RXT, [Configuration] > [Context Management] >
[Interfaces] ~XA > Z IR L 77,

ATFY T2 A H—Tx A AEERLTC, [Edit] 27V v 7 LET,
[Edit Interface] # 4 7 2 V7R v 7 ANRERINET,

ATvT3  ROBEZITOET,

+ (EtherChannel ®3;%) [MIO Port-channel ID] : FXOS TEMA SN0 EE L ID # AL
£

« [Enable Interface] (57 #/L h TA TR0 £9)

COBEEDEY DT 4 —V NiX, ZOFIEHOBZF-THALET,

ATy T4 MACT RLABIOA TV a3y NI A—ZEZETHITIE, [Advanced] Z 7527 U v 7 LZE
ﬁ—o

« [MAC Address Cloning] f8J% C, EtherChannel ® T2/ 20—/ )L MAC 7 KL A Z5%E L £
Ty AZ N MACT RLZEZRELRNWTL SN, BREINES, BENRR Y b
U — 7 OGN E A [ 5 72912, A3 F EtherChannel 2132 2 —/3L MAC 7 K L
AEBETHVNERHY ET, MACT RLUARFERESNTWAEA. £DO MAC T
R AZBREOHBE 2=y M E Y £9, MACT RLAZREL TWARWEEI,
o=y NAEEINGEE, FILWflflz=y MIA 2 —7 = A ZZH LV MAC T
RLRZMHEHLET, 2k, —KRxy MU —27 OEIERRBET L REMERH D
e

CNTFArTFARNE—RTIE, 2 TFAMNITA V¥ —T = AT HHA.
MAC 7 FLADOBEBAERZ AN LT, FEITMAC 7 RLAZBRE L2 TTie kD
WCLEd, FEEAS L H—T 2 ZADOHAIF, ZOa~r FEFEALTMACT KL A%
TFTHECTERETDOIVLENDDZ EIHEEL TLIEEN,

YA M T ALY T DA, [ASA Cluster] fHI T, 44 FEHEDMACT7 FLRA %,
N—T v FE—ROHHFITIP T RLVAEZERETHLDIZ, [Add| 27V v 7 LT, HA
FID (1~8) OMACT RLABLIQIPT RLAZRELET, K8 DY A FTL
FLOFNEZBVRLET, VA FEBFDOIP T RLAZ, Z7a— LIPT7 LA LR LY
Txy N EICHLIMERSY ET, 2=y NTHEHAT LA FEADO MACT FLRAB X
WCIPT7 FLAF, 2=y hOT— ATy T ar 74 X2l —va B ELEY
A FIDIZE->THERY FT,

ATy 75 (A7 a) ZO EtherChannel |Z VLAN 7' A v X —T =2 f ZAZFRELET, ZOFIED
R OESIL. Y TA B —T oA ATHEHENE T,

ATvT6 (wVF ar7xANE—R) ZOFEEZZETTDHREIC, 20 TFAMNAUE—T oA R
EEDYTHLERNDHY £,
a) [OK] %7V v 27 LTEFNEZMELET,
b) A ¥ —T A AEEYYTET,
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ATy 1
ATFvT8

ATvT9

ATy 710
ATy TN

ATvT12

ATy 713
ATy 714

asa: 7—4 1 va—7x120%% |

) —W—NRETHaALTFANEELHLLET, [Device List] XA > T, 77T 47727
NAADIPT RLADFIZHDHaTHXRANEL TNV v LET,

d) [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] <4 > ZEIN L, I A&~
ARXTHR=MF RN A0 F =T RRINLT, [Edit] 227V v 7 LET,

[Edit Interface] ¥ A 72 7Ry 7 ARFRINE T,

[Generall| # 7% 7V v 7 LET,

(FZ>AXT LY b E—FK) [Bridge Group] e v 77X JA ML, ZOAf X —T =
AARZEEDYKTHT ) vV IN—TE@RIRLET,

[Interface Name] 7 « —/L RIT, 4Hi4 48 3L FLINTATI LET,

[Security level] 7 4 —/L RIZ, 0 (FIK) ~ 100 (Fem) OV~ i AT LET,

(=7 RE—FK) IPv4 7 RV RIZ% LT [Use StaticIP] A 7' v a v REZ %7 Y v 7 L,
IPEBELWON~RAZ % AJILET, DHCP & PPPoE [TV R — FEhvEHA, RNA L MY —FRA v
MEGROSE, 31 By hOH TRy M~ A7 (255.255.255.254) HEETEET, ZOHEA.
Fy N —=7 FE7e— KXy AN 7 RLAHOIP T RLAFETFHINEFA, FTX
T L b '— FOEAIL, EtherChannel f % —7 = A ATIE/R<, 7V vV I —7 A
VH—T 2 A ADIPT RVAZZRELET,

W=7y RE—FR) IPv6 7 RLRAZRET DI, [IPv6] ¥ 7 &2 Y v 7 LET,

FF AT L b ®— FOYA 1, EtherChannel 4 > % —7 = A ATHRL, 7V v 7
N—T A LB =Tz A ADIPT RLAEZRELET,

a) [Enable IPv6] T = v 7Ry 7 A& F T LET,

b) [Interface IPv6 Addresses] =V 7 C, [Add] =7 U v 7 LET,

[Add IPv6 Address for Interface] % A 7 2 7R v 7 ANEKRSIVET,

GE)
[Enable address autoconfiguration] 4 7°> o U ZY AR — b SN FEHA, Vo 7ua—HL7 KL
ADFEHED R — SN TWEREA,

¢) [Address/Prefix Length] 7 f —/L RIZ, 72—V IPv6 7 RL AL IPV6 7'V T 4 v 7 AD
ESZ AN LET, =& %X, 2001:DB8::BA98:0:3210/64

d FFvar) AAMT FLRELTModifiedEUL-64 1 % —7 = A ZAID 2T 51
%, [EUL-64] F= v 7Ry 7 ZAeA A LET, ZOHEIE, HIZ [Address/Prefix Length]
TA—NVRZT VT 4w 7 2R AN LET,

e) [OK]Z#7 Vw27 LET,

[OK] &7 U w7 L7, [Interfaces] HHIZE D F9°,
[Applyl 7 V v 7 LET,
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ASA : VS RABREDHAZTAX

JIGAR BRI LICBICT — AN v TREELERTDHLER, VTAXY T~V A E
=2V 7, TCPHEFEROEIE, “u— Tt )T, BIUOZzotok@E ke s, Blo
F 7y a v ERETHHAE, Hfla=y hTITHYZ ENTEET,

ASA U SRR DEKRING A —Z DERE
W) — N LDs T AZRIEE DAL v A ACEET,

188 BRI

e wNFArTHFANE—RTIE, filfflz=y F EOVRAT AFETAR—ZATROTFIEEFE
TLET, FEVAT L a7 4 Fal—vay T— RIZA2TORWEA,
[Configuration] > [DeviceList] XA > C, 77T 4 TIRT XA ADIPT FLAD FIZH D
[System] X 77 U w7 LET,

* local-unit Member Name 35 X OV DO DA 7 > 3 1%, FXOS ¥ v — ¥ TOHRHKIE
TAHZENTEXET, F72. FNOOLF T aid, 7I9AZY 7RG TN HE
HIZASA TOLEETEET, FOD, WOFIEIZITEENTWVER A,

FIE

AT w71 [Configuration] > [Device M anagement] > [High Availability and Scalability] > [ASA Cluster] DJIE
WL £,
ATvT2 (FEE) RO Ty ar RXTA—HEHZRELET,

o [7 T AH AL NOHIBR (Cluster Member Limit) |: 7 7 A X A L SO KE % 2 — 16 I[ZF%
ELET, 774NV MI16TT, ZITAXRRKRD 16 2=y FLO LR b
2o TWAIGAEIT, EEOHEBE2=y MIERET LI L2 MR LET, K= ML
ERETHE, VI7AZOQ) Y —AFHNRMELET, H& 21X, A— 7 N AL
(PAT) ZERT 2354, #lflle=y MIFE Iz A =R — T a v 7 &2E5Y
BCHIERTE, HHATHTEORVEMO=y NAIZAR— N & TRT20EN 72 <
ZAL/IE 3

» Site Periodic GARP—The ASA generates gratuitous ARP (GARP) packets to keep the switching
infrastructure up to date: the highest priority member at each site periodically generates GARP traffic

for the global MAC/IP addresses. %A ~X>/ R EtherChannel = k& ¥4 Kk MAC X
WNIPT7 RLVAZEIZYHA FID R ET 5L, GARP BT 7 4V N THNMIR Y £,
GARP fif@% 1 ~ 1000000 #HIZHELET, 7T 7 4/L MM 290 # T,

I TABMMBEREENTT A PTEOMACKBEIWIPT LA Ly b3 A MEAD
MACT RLABIIPT RLAZMEHTLDICK L, 7 T AX TG LT v M,
I —N)LMACT RLABIORIP 7 RLZAZEHLET, T 74 v RN a—_L
MAC 7 R LA EBIZAER S L2 WEE, 72 —)LMAC T RLADAA v F T
MAC 7 RVADZ A LT U NBFETHAREMEDRH Y £3, XA LT U MEIZZr—N
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NMACT RVASND T T 4w IIRAA v TF U T A TTARNT I TF v 2RITbizn 7
FToT AT EN, ZRICED AR T p—= 2B L0 X2 T 4 LOENET S
EMHY FEF,

[Enable connection rebalancing for TCP traffic across all the ASAs in the cluster] : $%#5¢ D F-47 X
EAR=TMILES, TONTA=ZEIT 740 FTREDNI > TWES, 20T
A—=HX, 7= AT v TREO—HTIERL, HIH /) —Fho7r—4% 7 — NS
NET, AMEENTHLHE. ASAIL, 1BH Y OREREIZE 5 1F @A EHIc
L. LWL, 1R HZ 0 OBRENL T A ANBIRARTDOT A AZA T m—
FLET, BFOERIEIBEISNLEEA, SHIZ, Z0a~vy NIIRHY OEREIC
HEONWTORBFZHT D720, %/ — N THLSNT-HEROREIZBE SN T, #tok
BITFELL2WHERH Y £3, AREHREZ T SMREEZ . 1~ 360 B OFPHN THIE
LET, 774V MISHTT,

B’ ) — RicA 77— REansd &, ERMFERICR D £,

A M AR ISR L TIERO B ZRE LRNTLES N, BRRDY A FDr T
AL A NI LR A TR T E £H A,

[Enable cluster load monitor] : 7 7 AZ AL ND T 7 4 v JAfMAEE=F—T&H LT
7m0 F L, BT, ARt CPUL ATV DEHE, Ny 77 Kay 7 EREg
FhET, AMPETEL8HE. By MAAMALUHETXIBEIE, 2=y FO
7T AL o FETHENIT 20, SMBEAL v FOu— KRT v T afifEs 50
EBIRTEET, ZOBRIZ, 774V FTARX—TMZENTVET, e iE, %
A —UNI3O0DEF 2 U T 4 FY 2 — /L HER S 472 Firepower 9300 DY ¥ — 7 T
ALY T DOEE, Vr—VHND2ODEF a2 VT ATV 2a—IINT TALEHEND &
FDOT Y —UVIZHTHRICED T 7 4 v 7 PR OFY 2 —/VIZER S, mARIZk
LHAREMEDR BV ET, T T 4 v 7 OAREEMICE=F—T&ET, ARNPETED
A, 2=y N T ZARZ V) T2 FETENTH L 2BIRTEET,

WROMEZBELET,

s[Timelnterval]: E=% U > 7 A »vE—URORM %, 10 ~ 360 B OFFH CRE L E
T T 7 A/ M 20 TT,

* [ Number Of interval]: ASA 237 — % Z{RFFT HRIBOE % 1 ~ 60 OHIPH CTE L &
T, T 7 L ML 30 TT,

N7 7 4 v 7AW EFRT HITIE, [Monitoring] > [ASA Cluster] > [Cluster L oad-M onitoring]
EZILTLEEN,

[Enable health monitoring of this device within the cluster] : 7 7 A # 2=> FO~NLAF < v
JHEREE AL T, 2=y h N —FE— K AT =X 2 X vE—RORREE 3005 45
MOMTRELEST, 774V MIZBTT, F: L=y &7 T AX|TEBMLT
WT, ASAFET2IFAA v F D MR URERINL GG, 7 7 A NERT HETI O
BEZ —RICT 4 E—T ML, TAE—TNMIENTA VF—T 2 ADA L H—T =
ARE=HZ YT HET =T N THRERSH Y £3 ([Configuration] > [Device

Management] > [High Availability and Scalability] > [ASA Cluster] > [Cluster InterfaceHealth
Monitoring]) . 7 7 AX & AR UOEENET Lich, ZOHMREEE FEA X—7 W23
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B ssavs5zx508515 2 —s08E

HIENTEET, 2= FONVAZMERT D720, ASADY TAHF 2=y NIV T
AZEIEY 7 T2 =y MZNN—FE— M AvE—VEEELET, 2=y FBRYE
FERANIZE T 2=y )b N—FE— F A v E—U2ZFE LARVERIE, 20T 2=y
MISERREEIIET v RIREEE RS nET,

[Debounce Time] : ASA 31 % —7 = A ATEENRHEEL WD LR L, 7T A XD
b=y FRHIRINDETOT AT ARMEZRELET, ZOHWERICLY, & —
T oA ADEEEZ LV REICHRHTEET, TAVUARREZELS T 5 &, BRI OFTHE
HNRELSRDZEICHEBRLTLEE, A v F—T 2 ZADAT—FZ AEHFNREET D
LU ASAIFA VA —T 2 AEEEL L TY—J L, V7 I7REZMhba=y FaHIRT D F
THESNT-I UREBEE L T, XU L RED SBERREIZREST L TV 5 EtherChannel
DA (AL vy TFRVa—RENT-, FHITAAL v FREMNI 2 - T2 EtherChannel 72
E) L TR A EELTHIET, DI TAX 2=y NOFBKR—FD/ L
DHENEWHIEBTT, V7 I7AX 2=y FETA VUV H—T 2 A ARTT —FRINDHD
ST EMTEET, T 74 hOT Y ARERIZ500ms T, A Zh 72 B OHIFHIE 300
ms ~ 9 LTI,

[Replicate console output] : 7 — ¥ 2= Ll => h~D =V — LAERZH I
LET, ZOERIZT 7 4L F THENCHRE SNV TWET, ASAIL. FFEDOHEKA X |
MBELEZEZIZ, AvE—CVEEEa Y —NMIHNTAHGERHVET, oV —b
B A A F—TNCTDHE, T—Fa=y bl =y MZar Y — A vE—T0n
EEENDLIDOT, TE=F—PRBEILRDIDIEI TAZDay Y —LR— 12 E7RD
F9, TONRTA=ZF, T—F ATy T ar7 4 FXal— a3 O TiERL, #l
o=y hbTF—Fa=y MIEREINET,

HSRABYT o0—FEYFAEBHIZLET, LISP A v AT Vg vy ORE (41
N=) EBRRLTLEEN,

[Enable Director Localization for inter-DC cluster] : 7 —# &> % —DH% A MMH 7 T A XY >
T NRT A=~ Az ESETIV RN v PR OBEZEET 2123, 714 L7
Zua—n)B—a CEAMICLET, BE, T LWERITe— N A7 2307T, FF
EDHA NNDT TAZ A AN=IZRVFrEINET, 72720, ASAIZT 1 L7 Z Dk
FEEBDOVA FTALA—ZEINYTES, T4 72 n—R YV E—va ik, &
MOT 4 V7 ZEEIDA X—T M0 E9, ZHud, TAHE LR YA MNFEET D
B—ANT AL 2L fEEOYA MIRETEL /e —\V T4 LI X T, iAE
LT LI B2 ERUYA MCRET 22 LT, N7 4=~ ARMELET, £/, 1o
TS CHREENBE LTSS, a— VT 4 L7 XL, FCHA M TH LW T A %
BRLET, 7 TAZ AUNRN=0ROV A N T SN TWDLERO T > NaZET 5
BElE, Fe—rr T L7 AR S ET,

[Site Redundancy] : 4 FDEENL 70— %2 R#ET 572012, 1 FOTLEMEEZ AR
TEET, BNy I T v T A —F—nA—F—LR YA MZHDIEEIE. A PO
EPD 7 —ZRET LI, BINOASY T T A —F—DRIDOH A Fh BRI
EFT., 7oV u— ) EB—varl¥ A FOTLRMETNA OBETT, £DHHD1
ODFEIIMFERET HI LN TEET,

[Enable config sync acceleration] : 7 —# ==y "Qilfl = b & [ UM OEGA . HERK
DFEMZEAX 7L, faEmdbLET, ZOBREBIE. 7740 T X—T 1S

. Firepower 4100/9300 O ASA 7 5 X &



| Firepower 4100/9300 ® ASA 2 S5 X %
asa 522 0Ex 5 —s0%z |

TWET, ZOHEIZ=y PZTEICHRESH, #lfHllz=y "B T—¥ 2=y MIIFTHE
XN FEH A,

GE)

—HOREa~Y L NX, 7 724 fEGoEmEbE BEERH Y A, ZNbDa~v R

mn Y MIAHEST DA, 7 7 AZME O@EmEIEA AN > T TH, REDRENIT
WCHRAELET, 7 7 AZEEOREILEIIESE 21T, BAREORWEREZHIFRT 2

ME%% v %9, show cluster info unit-join-acceler ation incompatible-config % i L T,

HEMED I W EER R LET,

* [Enable parallel configurationreplicate] : 7 —# == h LI {7 L TRELENFEBL NS
L il =y FEACLET, £ Line, FEINIEFICETI N, £< Ok
I DZ End Y T,

* [[FIEEZAN (Concurrent Join) |: / — RZJEFICTIEAR LSRRI E £, NAT B X
VPN e — F#ﬁﬂ Lo TWAEE, FFEAIIFEHTEEEA, BEEDZ2 N
Rk &2 23 512i%, [E=4 1) >4 (Monitoring) ]>[CiscoASAY 5 X4 (ASA
Cluster) ]>[CiscoASA9 SAZDEFESM (ASA Cluster Concurrent Join) [ 28 L C
<TEEW,

s [7ur—REEHFOX—77T F7 1 7 (Flow State Refresh Keepalive Interval) |: 7 72—
F—=F =T 4 VI ZBIUONY 7T v T —F—~O7n—REEHA v —
(clu_keepalive 33 X ¥ clu update A v &—) OF—77T 74 THIkEE 15 ~ 20 B O#i[H
THRELET, 774NV MIIS T, Z7AZHHI 7 DT 7 4 v 7 BEREO T
WIZ, 774NV FEDbRVWHREZRET 22 &b TEET,

« [CPUERMF =27 ® L ZVME (CPU Health Check Threshold) ]: 27 7 A Xl Y > 7 d
EFMTF =y 7 & —HHEIEd 5 X912 CPUMARD LEVWMEEZHEL £, m«wm@
HEERELET, 774/ MI TT, 77 AKX —/— RO CPUMHEN G
EEEF =y 71T —MEk s, /— NEIEELIT~—7 ShERA,

AT 73 [Cluster Control Link] fHik T, 7 7 AX{HfHY > 7 O MTU 2R ETE 9, ZOMEKDOZ Dfh
DA T aid, ASA TIIRETEEH A,

«[MTU] : 7 ZAZHIHY v I A v HZ—T oA ADKKIpE2r=y heRELE T, 7%
A B —T A ADHFKRKMTU LV 722 < & 10051 FEWEEZEE L E T, MTU O
KAEZ 9184 /3o MIFRE L., H/IMEZE 1400 34 MIRTTHZL2BEDLET, &5
I, 77 ALY 7 OMTU % 2561 ~ 8362 IR ET D Z LR snNEEA, Ty
7 F— )V OMBENFIK T, 20 MTU B A RIS 27 AEHEICRETIEH Y A, 7T
ABHNEHY T DT T 4w ZIZET =Xy MNBREREGEN DD, 7T XXl
YIET—H Ny NERIROY A RZIMATI TAL ST T 4 w7 DA —r3—~y R
XIS THMENRDHY £,

& z2I1E, IRMTU L9184 N4 RN TH DT, T—F A L Z—T = A ZADHK MTU I&
9084 (272, 7 T AZHHY U I1X 9184 IZRRETEET,

JTAL—=IZBMLT ) —Rid, 77 AZ—HIHY 7 MTU & —#+ 2537y b4 R
THIM , — FiCping Z3%(F3T 52 L TMTUD Bt 2 F = v 7 LET, H&AID ping 35k
% & CiscoASA L ping BT 5 E T, K0/h&nw oy A X (MTU %2 T,
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B sz 120 0z 228 vrBrvEDBREADRE

ATy T4

ATy T5

ATvT6

WIZ4 T, IHIZ8TEI-ME) ZMEHL Cping ZidfT LT, @HMMBERINDT2D,
B AA v T OMTU A —HEEEL CTHRITTH2I &N TEET,

(EE)  (Firepower 9300 D7) VPN ZIL—FILE—F, 48 M VPN O%E (43
=) AL TIEEN,

({EE)  (Firepower 9300 ™ A) [Parallel Join of Units Per Chassis] i3k C, v ¥ —IHNOEF =
V7 4 TV a— VNI TRARICFERFIZESML, "7 74 v I NEY 22— )VETHEIISHIN
TWLZLAMEGRCTEET, MDOEFY 2 — LKV PR VANISIMLIZEY 2 —/1iE, thoE
Va—VINERAMERATERW D, MEULEDO NI T4 v 7 ERETL LN E
R

e num_of_units: £ 2 — /Y T RAZIZBINT HRNCERT 2L ERHLHFE LY ¥ — N
DEY 2— VDML (1~3) #ELET, 7740 MNMEI1 T, 2FD, £V 2—
MDY 2 — VOWERTE T 27T, 7T AZICBINTHZ e 2BWRLET, 72k
ZIE, EESICHRE LEEA. £ Y a— /VTRKBERF OR, £33 27 _CToE
Ca—VOWEEPETTHETHEL TOO 7 FAZIZBMLET, 32T X TOEY 22—
NWBNFZERIFZ 7 T A2 OSMEER L, RN T 7 4 v 7 OZE %G L ET,

* [Maximum Join Delay] : fx RKIEIERFHE 2 73 HAAL (0~ 3047) THEL E3, Z ORI

WEse, BEVa2a— IO 2 — VOWENRTE T TEDER/HFOILEZRDT, 7T A
ZIWIZBMLET, 774NV MIOTT, 2FD, TV a2—/MIhDOEY 2 — L OHEFZE T
EREETIC, 2T AZIIEBMTHIEEBRLET, /B Z LICRE LSS, 20
EIX0ICTAMERDY £, F/IEMNE 2 FIT3ICRELTZEA. ZOfEiT 1 LRI
TABERDY EF, ZOFA~v—FFTVa— LTt DIA~—TFTN, BHDOETY 2—
WWIRT FGABZBIMNTHE, TOMTRTOEY 2—LDIA <=0 T L, ) DOFE
Va— NI TRALIZBMLET,

el X, RN E 3, RORBIEE SERELET, EVa— NI nE#TLHIE, ZDS5
DD ZA =D SNE T, EV2—A2R2H0R%RICEBTL L. TO553HOF A ~—
DB ENET, TEV2— 3N 15BICEFL, TXTOEL2—NAPN45H 5T T AKX
WEMLET, TV a—MIZA~Y—DRETTHETHELETA, TP 2— A3 EE LA
WIS, BV 2=V LIS A~—DKTHHZZ ZAXIISIML, EVa2—L2 3L
T, BV N2IEFAT—DREL2G5HESTWVETN, FA~—DNETTHETHELE
A,

[Applyl #7 U v 7 LET,

AVB—TITARADANIVRAEZR) VT BLUVBEBEREDERTE

T 2, A =T oA A8 WAUSNDA VB =T 2 A ZADNVAE=LZ Y Tk
TAE—TNMITHZENTEET, F—rF ¥V ID, FLEFHE—OYERA X —T = A
AIDEE=H—TEET, ~"NAET=H Y VTIIVLANY T A o H—T =4 A, F721F VNI
RBVIZ2 EOHEA v H—T 2 A ATIEEITEINEE A, 7 T7AZGY 0= T
WHRETEEHA, 2OV VI IEFICE=4—3NTHET,
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ATy T2

ATvT3

1v8—7x42D~LR =8y v psvanERsonE

[Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] >
[Cluster Interface Health Monitoring] DJIEIZIEIR L 7,

[Monitored Interfaces] " 7 A TA v X —7 = A AL, [Add] 227V 7 LTEDA
% —7 = A A% [Unmonitored Interfaces] N v 7 ZZBE) L £7,

AVH =T 2 ARAT—H A XAyt —VIZLoT, Vo 7EENRHSNET, FEOmE
AVE—=T oA ADTXTOYHAR— IR, FFEOL=y N ECIEHEENEE LR, o=
=y FEORIUHEA >V H—T 2 A ATT I T 47 R—"BHDILEE, TO2=y MNIJ TR
ENHHIBRENET, 2=y FRKR—V RIFINIZA v H —T 2 A A AT —H A X vk —T
EZELRWEAIC, ASANA L NE T T AEZNGHIRT D TORMIZ, f v F—T7 A A
DEAT L, D=y NPHELIEHRA X TH DL, 237 TAXIISMLE S E LT
HNNCE TRV FET, TT74NVFTIE, ~MNAF 2w 7 TTRTCDOAS X —T = ATA
F—=T W5 TNET,

Tl ZIE, BHA U H—T oA AL WABUNDA B —T 2 A AD~NVAE=H Y T %
TA®—TNMITHENTEET, F—FF ¥V ID, FLEFH—OYEA X —T = A
AZIDZHEETCEET, ~NAET=HY U TIIVLANY T A o X —T =4 A F721X VNI R
BVI72 EOEEA v H—T = f ATIEETSINE T A, 7 TAFXG) 7 OF=41 71X
RETEERA, ZOY U 7ITFIZE=F—INTWVET,

MWD FFRaPEE (22137 —% 4 Z—7 =4 ADBM/HIK, ASA. Firepower
4100/9300 > v —3, FEAAL vF EDOA v H—T = A ZOHFNME/E{E, VSS, vPC,
StackWise, & 7-1% StackWise Virtual ZJZRKT 5 A A > FOEM) %179 & ZITiX, ~L A

F v 7 EREAZENIC L ([BRE (Configuration) ][> [T/3/4 A& (DeviceManagement) |>
[ERI A E R —S5 E 1) F 4 (High Availability and Scalability) ]>[ASAY 524 (ASA
Cluster) 1) . EZIL LA v F—T =2 ZADE=F VU T HEHIC LT EEN, MRrY
DEENRZET LT, a7 4 Xa2b—ralBERTRTCO2=y MRS, ~ LA
Ty VHERBEREA X — T M TEET,

A B =T 2 A VAT L, EIF7 T RALHEY 7 TEENRE LT HE O AR
DFRTEHENNAL <A AT BHIZIE, [AutoRejoin] ¥ 7% 7 Vv 7 LET, &A1 712 L T[Edit]
#7 Vw7 LTROREEITVET,
* [Maximum Rejoin Attempts] : 27 7 A & ~DHfEG OFATEIE A EFK T 5 72DIZ, [Unlimited]
F71X 0~ 65535 OHEIFATHAZRELE T, OIZHHHFHMEAZELLES, T 740 b
X, 77 A% A4 2 —T xA ADYAE [Unlimited], T—4% A VX2 —7 = ABLN
VAT LOGEIL[3] T,

* [Rejoin Interval] : FHfE A FAATRIMR ORI 2 EFR T D720, 2 ~ 60 OFiPH CHRAZRE L
F9, T 74N MERXSSTT, 7 T7AX~OFEEE 2=y FRRITT D KA R
X, BB DORIDE 14,400 43 1ZBR HALTVET,

* [Interval Variation] : 1 ~ 3 O T & L T, MRAHEMIEL0EINEERLET
(1:ZBHRL, 2: EATORMREO 2 f5, 3: BERTOMBO 3 %) . =& xiX, MRz 557
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WCRE L, B0% 2ICRE LIHEEIR. &OOFITH 5 50tk 2 BIHORITHA 10 0% (2
x5) . 3R ORITA200% 2x10) &0 FET, TTFNMEE, FTRE A H—
T2 ZADBFAIE[]. T—EF A v Z—T =2 ABI RV ZT LOBEAIT 2] TT,

T 7 )V MR EIZE T2, [Restore Defaults] #27 UV v 7 L¥ 9,

[%—3 — ' — NEBIEAEV S0 (Chassis Heartbeat Delay Auto-Rejoin) ] %4 12 LT,
T —in— hE— MEEIZET S [BEIFZ (AutoRejoin) |DFXEE BT H LIy v —
VESMERELET, T 74N RTHE, Yy —v—hE— MEENDEETSE, S —F
T I FRAZICEBMLET, 270, 20X 7 ar2RETHE. [HBHESM (Auto
Rejoin) | EH DO EICHE> THBMLET,

ATY T4 [Applyl 227 U v 7 LET,

75 A% TCP B DEZEDEKTE

FIE

ATy T

TCP 8t D 7 7 A X EROBIL A FEMLL T, T4 L7 ZINy 7T v 7 7a—EROEIEIC
LTI NE N7 o — I CBE T 5 [RERIEE) PR CEXET, T LI /NI T v
T 7 u—PMER SN BENC =y FBRRITAEAIL. TN 7 —%EETLH LIETE
FHA, RIS, 78 —%2ERT2R1IC N T 7 4 v 7 PBBlO =y MIHHE NI LA, It
NEBETDHZ LI TEEEA, TCPOT U F MMuETNET 5 8T 7 4 v 7 O TCP DR
DIIEZ FIMEL L2 NE I T HHERH D £97,

[Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster
Replication]. DIEIZ R L £ 7,

ATv T2 [Add) %227V v 7 LTRDIEZRE L ET,

* [Replication delay] : 1 ~ 15 OFiFH TR EZE L E7,

« [HTTP] : T XTCOHTTP h 77« v 7 DIFEZRE L ET, 774/ FTiE, ZOREIT
SHETHEMEE N TVET,

* [Source Criteria)
* [Source] : EFTLIP 7 RLAZHELET,
*[Service] : (A7 vra ) FMEA— bERELEY, BHIT, HBEICEITIIER—
FOWTNPERET D0, WL BICRELEEA,
* [Destination Criteria]
s [Source] : 4855 IP 7 KL A& E L £ T,

e [Service] : (A F'Ta ) sieR—FE2FRELET, BHEIX, EEICELITELER—
FOWTANERET D0, W EBITRELEEA,
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ATy T3 [OK] 227V 7 LET,
ATy T4 [Applyl 227 VU v 7 LET,

YA FREEEEDERTE

YA HZ TAZY T OGE, TR L ZENZ RO HT20I, REZN AT A AT E
‘d‘o

522 72— FEEYTFLDETE

LISPO T 7 4 w7 BRELT, h—_"=0VA NEEZBHT I Ta— )T 4524
N CTEFET,

LISP A L AXRT g T2 T

LISP "7 7 4 v 7 ABETHILT, VA FMEOZ7o—DEE ) T4 2N TEET,
LISP |25\ C

VMware vMotion 72 EDF — X o Z— (i~ v DEFEE Y T 412 Lo T, $—N[F7 T4 T
v bR AT S ERIERC, T4t —MEBEITEET, ok hT—F kv
Z—HP—=RE YT 4 2P R— T 512, = _OBERC— S ~D A S L— FFL—
ANHHTEHNENDH Y £, Cisco Locator/ID Separation Protocol (LISP) D7 —F7 7 F ¢
. 734 21D, DV = FRA L MID (EBID) X0, DXV L—T 47 ur—
% (RLOC) MB2ODRRL TN T AX=ApHE L, b —_"DOBITE 7 T4 7 2 b
W L CEBAIC LET, 72ExIE, =" LWERNCBEI L, 7 747 R —IC
N7 4w Bk ETDHE, V—FITHLWEFNC N T 7 v 7 2V XA LT R LET,

LISP Ti%, LISP ®HJj b v —% (ETR) . Ay b v—% (ITR) . 77 —Ak
Ry n—2, <7 UYL (MR) . BEO~y 7 H— (MS) REOHDH—EDT—
JZEBW TN —F L — SRR ETT, = PRBONL—F RSN TWD I a2 —D
Ty —ARNKRYy T INN—ERNEMTDHE, FOL—FIMOTXTONL—F LF—FX—2 %
FH L, 7747 MIEHRINTWDLITRN N7 7 4 v 7 #RITZE LT 7L L, #r
LW — NOETCEETE L LI LET,

Secure Firewall ASA LISP O 7R — k

ASA VX LISP HIAZFAT L EEAN, GEFTOAERIZEATHLISP N7 7 4 v 7 &AL, v —
LVAIR 7 T AL o TEAEOT-DICZ OIFHREHEHTE E9, LISPOREEZITHORWIGA .
= NPF LA MIBET L, NI T4 v 73T e —F—F—DRoVIZ, FHLwn
A RTASA Y TAL AU N=IZRDET, HLWASARHNFA FOASAIC T 7 1
7 HBRik LT2tE, HWOASA X, = NICEET 72O N T 7 4 v 7 ZFH LA MZED
BTVENHDES, TORT T4 v 7 7a—IEETIEARL. ThorR—=12] -1
(N7 V=07 EMEHERET,

LISP AL D, ASA 7 T AH AU N—X, HKHIOK v 7 )—4 & ETR £72F ITR H T
DY SNAHBLISP T 74 v 7R REBEL, 7r—0OfBAELYH LA MNIEBETXE4,

LISP DA K7 A~
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CASA VT AZ AN —F, YA DT 7 —A N Ky T L—F L ITR £7-1Z ETR OHIC
TFELTWOILENRHY £T, ASA 7V T AXBREIREE T AL DT 7—A Mk y
=T HZEITTEEREA,

RSB ENE T e —0R R R—NanET, —wmibahizTe— Eosni T
n—, F2EEAD /) —RIZBELTWA 7 a— I LA —F—lci@3Bihantti, ¥
SEENTZ 70 —ZIZSIPREDT F ) r—varNEaEnTBy, Slvu—LZzn4~
TOF7ua—RNHEL ASAICL > TS ET,

s T TAFIFIVLAFIBLPN4D 7 e —REXZBEISE AT TT, —HOT7T 7Y r—g
VTN Kb RN H Y FT,

HIFO 7 B —F - I E U R RICRAIR TRV T B —D5A . A—F—0BENIa A TR
WHREMERH D 9, AV ART v a R U—%RET D E X, ZOMEETYAR— |
SINDINT T4 v I DEATEHGIFTEES, £z, 7r—FEV T A ZRAIRR T
T4y ZIZHIRT AMERH Y 1,

ZOMREIZIE, HEOMEICERT AR ENEGENTVET (ENHIZOWVWTITRTIDE
THHALET) .

1.

(EE) RARNEFIEP— NPT RLRCHESSREMSBED OFIIRE: 77 —A K &R
T N—H1E, ASA 7 T AEA NG L TWRWKRA MERITIXRy hU—2 |2 EID @i A
=V ERETHIHAENHY ET, Z07D, 7T AXICEET LY — NFEE xRy b

U= DIHIZEID ZHIRCEET, L 2E, 7 F7AEZNR2O50H A NOAIZHEELTW
08, LISPIR3ODH A R TIEITEINTWDIEHAIEL, 77 AXIZEEG LTS 2204 A
MZX L TOHREID 2 EH50LERNH Y £7,

LISP h T 7427 A VAR ay : ASAIL, 77 —A MRy 7 —& L ITR 721X
ETR O TEEENS EID WA A v —128W T, UDP AR— k 4342 LD LISP k5
T4y ERELET, ASAIL, EID &V 4 b ID ZBEAIT S EID 7 — 7 VA RFEL £
T el 2IE. BHOR Yy T NV—FDOFEILIP T R AL ITR £721L ETR O%E%ET L
A% HODOLISP N7 7 4 v 7 ERETHMENRHY 9, LISP T 7 4 v 7IET 4 L7
ANFEDBTHNTELT, LISP N7 7 4 v 7 ARIZZ 7 AZREBOILFIZSIM L7202
EICHEE LTSN,

BESNE NI 74 v TCOT7u— ) T 4 2HNTEHY—ER R —: VR
AIVF AN NT T 4w 7 T7a—FE T A 2ENNCTAINERHY £, 72L& 2
X, 7r—FE VT 4%, HTTPS b7 7 4 v 7 OHRIHIR L2V | FFEDH—3 & DI
TRV SND RN T 74w 7 ORITHIBLIZY TE ET,

A FID:ASAIL, K7 T AZ /) —FOV A FIDEFEHLTH LA —FT—ZFRELE
-é‘o

Ta—EFE VT AEAMNIT DI TAZVLNVDORE : 7V TAZ LY THLT7r— EE
UTF 4 AT HMERSY £, ZOF/F 70U 2 MHT52 LT, BED
VIGADNT T4 vV EIFT I r—2a Akt LT 7ue—F ) 7 ¢ 2 fHICEDE
TITENCTE £,

. Firepower 4100/9300 O ASA 7 5 X &



| Firepower 4100/9300 1> ASA & 5 X &

LISPA S ANRT L5 2D

FIE

ATv T

ATy T2

usp 1 vz~ avonzE |

e

A AE

LISPO NI 7 4 w7 52BELT, —_"=0VA NEZBHTIHFICTu—F T %248
Mz TEET,

1R BHHIIZ

» Firepower 4100/9300 ¥ ¥ —3 A—/~"NAHF LD ¥ —2 DY A KD ZRE L E T,

CLISPO NI 7 4w I IIT IAN A ART Y ay KT T 4907 7T ATEENRNT-
O, TOFIEO—FHELTLISPDO 77 4 v 7 HIZHO 7 7 A%FET HHLENH Y F
j_o

(EE) LISPA v AT v ary <~y HBRELT, IPT FLARZHESWTHRAER D EID %
MR L. LISP OFriEAEF—ZHREL ET,

a)
b)
©)
d)

2)

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [LISP] 3%k L £,
[Add] 227V > 27 LT, Ly 7 ZEMLET,

AT (K40 305) R Z AT LET,

Allowed-EID access-list (22 Cld, [Manage] 7 V v 7 LE7,

[ACL Manager] 3B & £ 7,

Ty —ANKRy T —FFELILITRETR X, ASA 7 F A ZNBEHE L TWRWR A NET
Iy NU—ZI|ZEIDBHIA vE— VA2 EETLHIENHV ET, 20D, 7T RAFIC
BT A5 —N_"—F IRy NU—7 DARICEID IR T £, 7m& 2, 77 RAFN
2O0DYA FORIZEEG L TWDENR, LISPA3DDY A N TEITINTWEEHAIEL. 77
ABZEAGLTVB2200% A MIXLTOAREID 2505 LERNH Y 7,

T7AT U —NVORETA I~ T, »7e<&H 120 ACE TACL Z#EML £,
VEZSC T, BREF—2 A LET,

ot —%a b — L=5E 1, [Encrypted| 47> a sy A% 27V v 7 LET,
[OK] %7 Vw7 LET,

P—bE X RY o — = LZBIMLUTLISP A VAT Vg U ERELET,

a)
b)
©)

[Configuration] > [Firewall] > [Service Policy Rules] ®JIEIZEIN L £ 5,

GEN (Add) 1Z27 YV v 27 LET,

[Service Policy] —Y T, A V' H—T = A A~D/—)LE 2T 70— )7 b— )L & i
HLET,

HEFOY—E A R —THHT2LORHIE, TORY —{T—LZBIML F

T, T 74V h T, ASA IZiE global_policy EFEEND 7 v — L R =g ENnE
T, RV —%7v—VUZEHA LWSEEIE, A v —T7 x4 AT LI 12O —F
ARY =% T Db TEET, LISPA VAT gk, WA T 7 4 v
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ATvT3

ATy T4

d)

2)
h)
i)
j)

k)

Firepower 4100/9300  ASA ¥ 5 2% |

JIWCHERAT A28, BETLEBIREOTITDOAL L H—T 2 A AP —ERARY —% A
THOMEEIHY EFHA, N T T4 v BEEFROY T AT L6, L—/LE&EH
TEHEAL LB =T oA RAZHADTDH T T 4 v 7 DT RTPEELZITE T,

[Traffic Classification Criteria] ~—73""C, [Create a new traffic class] &2 U v~ L. [Traffic
Match Criteria] @ T8¢ [Source and Destination IP Address (uses ACL)|& 4 12 LE T,
Next] 7 U v 7 LET,

AVART L a v ETO T T4 v 7 EREELEY, Y7 —A bRy 7 —4 L UDP
R— R 4342 DITR £72IXETR DD 7 7 4 v 7 ZFE L £7, IPv4 ACL 35 LTV IPv6
ACL D EBHHITHMIN L TNET,

Next] Z#27 U v 27 LET,

[Rule Actions] 7 o« #'— K ~_X—F72(F ¥ 7T, [Protocol Inspection] % 7 Z &R L £ 7,
[LISP] T =y /Ry 7V A% AN LET,

(A7 a ) [Configure] 7 UV v 27 LC, /B LTcA U ART Vg ~y THBERL
ESr AN

[Finish] #27 VU v 27 LT, ¥—E A2 RY > — L— L ZRFELET,

P—ERA R = —LEEBMLT, BEERN I 7407070 — )T 026G LE

—é—O

a)
b)

<)

d)

2
h)

)

)

[Configuration] > [Firewall] > [Service Policy Rules] ®JIEIZE#IN L F 5,

EM (Add) 1227 Vw27 LET,

[Service Policy] ~—""C, LISP A VAT v g VMEHAT AR LY —E AR v—%i%
WLET,

[Traffic Classification Criteria] ~—73""C, [Create a new traffic class] &2 U v~ L. [Traffic
Match Criteria] @ T8¢ [Source and Destination IP Address (uses ACL)|& 4 12 LE T,
Next] #7 U v 7 LET,

Y= N—= YA NEEHET D& EITHRERTA MIHEEHV Y TTD, BEOoRR 7 VT4
ANIENT T 4wV ERELET, LexiE, 7r—EEUT & HTTPS F7 7 1 v
IBIWELITREDY —N—~D T 7 4 v 7 ODRIZHIRTE LT, IPv4 ACL B X
WIPV6 ACL D EH BIZ b5t L TV ET,

Next] Zz2 U v 27 LET,

[Rule Actions] 7 « ¥'— K ~X— & 7212 % 7 C, [Cluster] ¥ 7 23R L £,

[Enable Cluster flow-mobility triggered by LISP EID messages] 7= > 7 R 7 A& 442 L
*7,

[Finish] 27V v 27 LT, 3y—EZA RY > — L—LZRFELET,

[Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] >
[Cluster Configuration] ®JIEIZEIR L. [Enable Clustering flow mobility] =~ 7 R v 7 2 & 4
VI LET,

ATy 75 A (Apply) 127V v27 LET,
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SEREIY 4 FE VPN DEETE

T AN NTE, 7 TAXITEFROY A M VPN E—RE2HERALET, 77AX Vo TD
PEM2TE AT 57201, RS 4 M VPN B— FE2AERINCTE £9°,

PEEY A FRIVPN [ZDULNT

ZOHEE— FTIE. YA i IPsec IKEV2 VPN 537 5 2 Z D ) — RARIZHB SN E
T, VPNEiZ 7 T AXD ) — RIS ED L, VT AXDOFY XU T 4 L AL—T" > |
DT RKBPIIERTE 2728, B£8R VPN SEELZ B 2 T VPN iR — k& KIgICIER T &
i‘ﬂ‘o

Bifgi e 7 7 AX DEBD ) — Rica— KT oy 7T k7, #on—c kv, WmEH
EEE L g TR T U T RO OB EN R E D £47, F7 VPN £— R T#E
TT5L., ROBENRT F2K ) — RIZEO Y TOHENET,

T I T4 Ty vard—TF— B EZE L — R, £RE3NNy I Ty Sy

varETIT 4Ty yailBiTLI /— K, A—7F—%, IKE & IPsec k> FRIb,
BLOZENLICEEMTONTZT R TO N T 74 v 2ET, Bty a rOREE
MERFL, N7y MEABEL £,

Ry I T Ty varAd—F— BFEOT T 4Ty a DRI T v Ty
YELBLTWD =K, T T4 T by vary A= —IEENEETD L, Ny
TSy vard—F—N0NT70T7 47ty rar A —F—ll0, HLLANv I T v
Ty aryBHD ) — R THELSIET,

¢« 7 U—H— VPNt a  ZBEM TN N T 740 v 7N VPNE® Yy v a U EATH
LTCWARW ) — RIZERBENEEE, 2O/ —KIZVPNEy T a U EZFFALTWS J —
RIZNTG 7 4 7 EET A7 T AZEEY v 7 2 LUET,

e A =AML —¥ A —FANL—% (FIZZTAXHIE /) —R) X, 77747y

va O (ASR) ZEITT LRI, BE#ThEy v a vt 2oBEritE T 5%
BNHYEF, AT AL —ZF, A—F—/—FXIZ. NEvyraraA"—Y
BB T 5 HEREZFELET, /— XX, ETRRIBIITEaty v a VEEREL

T, =7 AP L —Z & EIRLET,

THON VPN & v o a v DR

SEALT A M VPN o v g AZiE, ROFMENRH Y £9, TS OBE . VPN Bk,
7T AL PR WG AICEFEET S X ) ICEEL £,

VPNt v aid, Eyiary LUL T IAXBRIIOBENET, 2F0. 15D
VPN E#ilcxt L, L7 T A% ) — RBNIKEB L QNIPsec b pbé, DT XTHO T
T4 7B LET, VPNt a v b T 7409 R, ZFOVPNEy I a &AL
TWRWI FRZ ) —RIZEEESINTEE, N7 74 v ZIE VPN ey a2 LT
WABT T AH ) — RIZiREINET,
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VPN E v 3 ilid, ZVI9AEZRKRT—EEDEy a L DAEHVET, By g ID
ZHEALTC, bT 74 v 7 BMEEES ., IBEOIREN ThIL, IKER T T — 3 VN5

TLET,

e A MBI VPN NNT T o RAR—IHERRTIZ, 74T "INZ TAZZ L THERET D
A (AT V=T EEING) L AT EYy s Ty 7 LT A E Y VS
VI T 4w 0iE, BB T 2K ) — R EICHAAREMERH D 9,

Ny I T Ty varEROVY—DOEFxa YT 4 EV2a—MIEIN B TH LIS
BRTDZENTEEY, ZhICEY, Yy —voEEZPIELES, £7d, 7724
NOIEBED ) —RIIAy I/ Ty Ty varaEH0ETor e b TEET, Zhid/—F
DEEEDHEBIELET, 7 7 AZICy ¥ —VBR20b5HEIE. VE—Fry—v Yy
7T v TEBMERLET,

7T AL AN SOy VPN O JLER

ARk

2 ERE VPN

) — K&

BEERFAE LoD ) — R EOFT_RTOT I F 4Ty a Aok L.
BID /) —FED) Noov 7Ty al BT 7T 4 712R0, RNy
Ty aFioNw Ty TEIKIZHE S THO ) — RIZHFE D Y TE
ET,

Ty —VEE

VE—ho Y= w77 o TEIENEH SN TWDIEE, BEENREAL
2=V EDOTRTOT 7T 47Ty a ik, o vy— o
J—FRED) Ry 7 o7y ariNnT 774720 EST, /— )
ANEBEDLDE, ZTNODBHET 77 4 7ty a AkT 6y 7
Tevarn, ABbolv Yy —vD /) — RICHHEVYTERET,

7Ty N RN I Ty TEEMEH SN TWDAEE, 77747 By ia
VAR I T T By a O ENREEOCRE LYY EILHD
L. BRI SN ET, oy —v D) — KRRy I T v Ty
arRBATIT 4Ty g ATT T, b0y g ANTT r—
Ny 7 LET, HiLWRy T v 7 Eyiaid, BELTHWS Y ¥ —
THNORID ) — RIZEY Y TonET,

7 TAL ) — KD
IT 7T 4Tk

HET 7T AT TNDYTAE ) — REOTXTOT 7T 47y
vavigkti, GO/, —FRED) XTIy a BT IT 4T
W20, RNy T TS THID ) — RNy 77 v ey g r
EEHEYTLETS,

JTARL ) — KD
2

LW —FRD VPN 7 7 AHXE— RRSEAUCRE SN TWARWEES,
I — Ride— FEEAZER L £,

VPN E— RIZHEMEN o121 T, 7 T A% ) — RITiL, @ OR/EDT
NTT I T 478y a7y reyrarREny o
TO
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IPsec IKEv2 DZEE .

IPsec IKEv2 D75
IKEV2 1. 284 R VPN B— RTIIRO L S ITEFE I E T,

IP/R— K ZTNAOROVIZIDBERASNET, ZHUTED ., X7y FO@EYIREREDR
B, BEOCHOD T T A% A \—EIZHDAREMNH D LFIOHeD 7 V — 27 v 73 A]
REIZ 72 £97,

c =D IKEv2 By g &4 25 (SPD) #killFi%, m—H WV THERINTZT o F L73
8 XA FDIET, 7 T AXEIKRT—ETT, SPLIZIE, XA LARF LTI TAH ) —F
IDAHOHIAENTWET, IKEF TV T— a7y NOZEHZ, ¥ LAX T E
TZ I I9AE ) —RIDOF = 7IZRITHE, Xy MR Ry En, BEEZRT
A ve—UniEHEkINET,

NAT-T XTI T—a VNI TAX AUNR—THEEIND Z EIX > TRIRLZ2WV X

IICIKEV2Z VBN E T SN E L7z, HTLWASPAME R A A Td 5 custer_isakmp_redirect.
BLOUL—id, IKEV2 3 v H—T = A ATHENT > TOWAEAICBEMENET,

7T AZNOGERY A M VPN O & Rl
WOMHREIZ XLV, X2 )T 4 BV 22— NVERITV vy — Vv OB—EEIIHT HE IR RS
nEI,
AEBEDT =V DI TAINIZH IO 2 VT 4 BV 2= Iy I T v I NI
VPNt v g3 vid, Exa2V T4 F2a2— LOBEEICTHERH D 9,
cBIDY Y —NINRN Y I T T ENZ VPN Y g i, Uy —VOBEEICIMERH Y £
—gqo

<M ) — RiZ, VPNV A "y a v a2k) 2 RS ERTE £7,

7T AR NLEETDRNCEBMOEENRRETDLE, 77747y art w7 yv7ty
va O GNREEDRE L ) — RIZb D56, BN KNS AREERSH D 77,

VPN 7 AZF— ROEN, 7 7 AKX /) — KDY n—F, BLOZEOMOTFHEIND Y ¥ —
VOEFRE, J— FBREWERRETI IRAXEHND L&y a B Rbind

W, IRTORITSNET, oD X A T7OERETIE, BfEM TRy a oy 27 v
ERRENLT DN T AZICEZ DN TWAIRY | By v a vidkbhERA, KEDOY F
AL ) — RTCIEFERE TN N T—anHGa, oty v a U ERICORsvET,

CMPv2

CMPV2 ID GEE & ¥ —_T 37 T A& 7 — FNEITCE#I SN ET, 72720, 7 7 A X NOHlH
J— RDOIHH CMPV2 FEIE 2 HEICERH L TR —DOFEREZITWET, HIfH ) — RIXFEH
B, 2NHOHLWIDFEAEL X —2FT_XTOr AKX /) — RZA#lsEEd, Zok)
IZLT, ZT7ARAXNOTRTD /) — KA /N—TCMPV2iERREZFIH L CRREEEITV., 72,
TRTCO ) — KBHIE ) — REffkT 52 N TEET,

PEEIY A FREAVWPNDS AR
XX UT T BRI, 7 TARAEZDE AL N—T, SHEHY A M VPN IS LB T,
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£ VPN #62121%. 2 50 Other VPN 7 A £ 2 At v o a VBB TY (Other VPN 7 A &
v AIEssentials7 A B AD—ETY) , 1207 7T 4Ty aryA b 10Ny
TvZTyrarsflTY, JITAXORRKVPN Yy a VEEIT, ByvarZEiz2o0
TARV AT D720, A BV AFAHAREOFLZUTICTHZENTEET,

PENEY A RS VPN ORTIRE M

ETILOYR—k
* Firepower 9300

R 2ODY X — T, HRK6ODDEV a—)b, ZL v —VTREABDOEX2 U T 4 F
Va—/VERBETDHIENTETEIN, BWEROREHELEL TWET,

BAVPNEvyS 3

KX VT 4V a—ME, 65D/ — RIZbiz i KKI36,000 D v a /oxt L, &K
6,000 D VPNt v g &V R—MLET,

JTFGAR ) —RTHR—FENDIEBROE Yy a T, 79y F 7 +—20FE, BI04 T
N TA|A, aVTFANTEDY YV —RED YU L > TRED 3, FHHFERHIFR
EIZIT WA, %7 7 AZ ) — R TRARBEEICEL TWARL T, By v a rofERN KT
BZENRHOET, T TIOT 4Ty a DB Y TRINEBAAL v TF o T2 Lo TR
EEIN, XRot T v 7 vyarOB0YTHRRNEI TRAE T3 ALZLo TIRESH
L7 TY, BRIEL, FHAREZEETE L, R —REAMAICKT D AN—AZMHARTHZ N
HExnE9,

DEEY A FEIVPNDHA FS4 >

T7AT794A—ILE—F
SIS A4 R VPN I, LV —F v RE— R TOLYR—FENTWET,

AVTFRMNE—F

DHARY A R VPN, > 7 a7 XA ME—RBIRNALFarTF A hE— FOW
FTEELET, 2720, ~AVF avTFANE—RTE, 727747 ®yva v OFEA
T2 T F AR LULTIERALS VAT A LUV TThRET, ZHICkY, 20FF X RS
Bl on=725 47 By vari, BriarsE: 2 MCEEMNTONTET 2T 47
Ty alEELI TAL AUN—IIBEI L, TR TICRRA AR AR B EAET D DR,
TET,

HR—bESAhTOVENS VAR O3y

WDE A TOBREIT, DY A R VPN ET— RTIEYR— F N TWARWD, F 71347
272> TWVET,

« CTIQBE
« DCERPC
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« H323, H225. B XL TURAS
s IPSec /XA AL —
* MGCP

* MMP

* NetBIOS

* PPTP

* RADIUS

* RSH

* RTSP

+ SCCP (Skinny)

* SUNRPC

* TFTP

* WAAS

* WCCP

* XDMCP

ZOMOAA K542

o SEEIY A R VPN E— R CIXIKEV2IPsec A R VPN O LB Y R— K ENTWET,
IKEvl 133 AR — SN TWER A, IKEv] 34 M, 9% VPN £ — R THR— M &
nTunEd,

e A NI TALZY T AR—FINTWERTA,
s AU H—T A APAT 1L, Y1 b VPN £— R CIZfEHCcCE 8 A,

PEE YA R VPN DEE
SITHIY A FEVPNZARNZ LT, VPN v a D7 T AZ ) 7 OYEEZTEHN L E7,

N

GE) PR LGSR TVPN T— R2EET 4520, 7 T7AZOTRTHO/) — K KR n— K745
VERHYFT, Ny I T v 7 ET— RKOEFEIIENT, Byia ik T LERA,

1R BHIIZ
VPN #ER AT A RIiZiE->7T, %1 bE VPN 2% E L £ 7,
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FIE

AT 71 [Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] DJIEIZ

IR L E T,
AT w72 [VPN Cluster Mode] fEI; T, 2 7 A% ® [VPN Mode] % [Centralized] % 7= 1% [Distributed] 7> &%
WLUET,

AT 73 [Backup Distribution Mode] % [Flat] & 7= |% [Remote-chassis] 7> 53R L £ 97,

TS5y MY I T v TE— Tl DI FAZ ) — RICAZ ALy a VRIS LE
T, ZHUCEY, a—F—FE V2 — LEENORESNET N, v — UBEEOREITRE
SNFEHA,

JE—Frov— NI 7 o7 E—RTlL, ZIFAXHDRIDY v —2D ) — RIZAH N
Ay varPELEINET, 2k, 22— =TTV a— I EE L Yy — U EEDM
MOHREINET,

JE—FIF—NE DUy —VERE (BRMIER SO FEI3EEORKR) TR
ENTWDIEHE, BlOVYy—UREEG SN E TNy 7 7 v FIIER SN EH A,

ATy 74 [EA (Apply) 1227V v 7 LET,

Jr—FF25L5KRObNET, ZOREF, Ve— Rl dFXTo7r—% /— FiZEilsn
F9, VITAZHNOTRTO/— B e— RS ET,

DEEIS2SVPN v > 3 VOEEHR

TIT 478y a OEEATIE, 77T 472 VPNE Y a VORARNYT 7 AX AL /3—
BRICHEAASNET, By a OB EKRTOENRMEEDD, 777478y ay
HEA L, T R_RCDOITREIRANR— Ty a v ONRT U AERDTZODNRA N7 4 —
FCY, MOIRESNDIHEAMT 7 a il TART U ARKHEILENE T,

HEAIZIWOTHIITTEETR, 77 AZNO MR PERERICETTILENDH Y 17,
F0 LW — RN T RAFIISIN U BICFETTH 2 L adelt L F9, BB AT,
ZELIZVPN 7 T AZZAERRT 5 Z & T, ZE LT VPN Y 7 A ZI21E, /— RRITIEIER
BOT 7747 ByardR_y Ty Eyra b ET,

vy varEBETAHICE. Nyl Ty T ey ary BT T 47 vy a il Blo
J—=FBH LRI Ty arEzRAMNTHEOCENENET, Bty a v
W, 77747 By arORy I Ty T ORE, FOREONY I T v ) — RKEICT
TIHET DT /T4 78y v a y OBIKGFELET, MLNOEEATNYy 7T v 7Ty a
VI RM™T I T 4Ty arERANCERVES, LD/ — Ridty v a ot —F—
DFEETT,

wNFaLrTHRANE—RNTCIE, 772747 By ya  ry OFRAMT, Hec0a T2+ L
NNV TIERLS VAT ALV TITONET, 20T F AP LUV TERITESNARVEBZ, 5
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FIRr

SHESSVPN £y 3 oEEs [

ATFHEANNDT I T 4Ty arBROarTEFAINNOLVEL DT 7T 47y
varviEEtr ) — RNIIBEI S, FO7TAE ) —RIZEL OARBNNDT-8HTY,

48 HHEIIZ

cHEHT VT A ET AT =X—T DR, VAT AT BN LET,

s ZOFHEIF, 7 T AZ Ol =y DTEITTOHLEND Y £,

ATy F1 [£=%1V 7 (Monitoring) ]>[Cisco ASAZ 7 A% (ASA Cluster) ]>[Cisco ASAZ 7 A X
(ASA Cluster) ]>[7 7 A X %) (Cluster Summary) ]>[VPNZ 7 A X% 2] (VPN Cluster

ATy T2
ATvT3

Summary) |Z®INLC, 77747 kvarbn iy
EOXIITEAAEN TN D EFRRLET,

TSy arNT T RAZERIC

BRAMT 2ty a0 7 7 A2 OAMMIE T T, THITIERHDB N ZERH Y F

T, HEART 72T 4 €T 4 N ETHE, kDT L—X
DY AT LOFEH) % 5T Syslog RSN E T,

(BLOZ ZITEFEREIN TR0

Syslog 7 L—X

x

VPN session redistribution started

il — Ko7

Sent request to move number sessions from orig-member-name
to dest-member-name

il — R D2

Failed to send session redistribution message to member-name

il — Fo 2

Received request to move number sessions from
orig-member-name to dest-member-name

F—¥ ) — FOH

Moved number sessions to member-name

LRt E 7 TAZICKREI LT Y
T4 T By a D,

Failed to receive session move response from dest-member-name

HIE ) — RO

VPN session completed

HilfH ) — NI

Cluster topology change detected. VPN session redistribution
aborted.

[Re-Distribute] 7 U » 7 LE7,

[Monitoring] > [ASA Cluster] > [ASA Cluster] > [ClusterSummary] > [VPN Cluster Summary] % 5 5T

LT, BT 77 4 7 4 ORERZHER L £,

BFEADKII L, EEMR VAT LAERIZE Yy a v T2 T4 ET 4B ho-88. VAT

LDNRT UAPEROGN., ZOT7 7Y a s T LET,

Firepower 4100/9300 O ASA 7 5 X & .
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B eos: o525/ —rour

FRLUSNDOEAIT, BRI 7 0 220 R LT, NT U ZAOBNT-EZE LTS AT b a Bt
L/\i‘a—(]

FX0S : V5 XA/ — FDHIKR
ZITIE, /= FEIZITREPL—RIC, EITKEMICHIBRT 2 FIEIZOWTHHA L E
s

— RO 72 Il BR

72 zE, "—FRu=TFEEERY NI DEENFKNT, 7 TAX ) —RE7 T AZNE

HEIHICHIBR S E T, ZOHIBRIE. FENMELEESNDETO—RHRLEDTHDZD, 77
ZZICHEBINTEET, £/-. FE T/ ITREZ Y 7 E2ENT AL b TEET,

TNA ANBUE Y T A X NIZTFAET 5 MR 3 % 121%, Firewall Chassis Manager [Fa#l7 /31 A
(Logical Devices) ]-X—C, showcluster infoa~> &AL TT 7Y r—Ta rND7
TAB AT —H AR LET,

e s || O
Management Port Status
Ethernet1/4 ® cniine @D 7 ¢
Attributes
Cluster Operational Status : not-in-cluster
FIREPOWER-MGMT-IP :10.89.5.20
CLUSTER-ROLE : none
CLUSTER-IP $127.21
MGMT-URL ¢ hittps:/10.89.5.35/
JuID : Bed59170-451d-11e9-8475-f22f06c32630

TN =2 aryTOUTAZY TG T ) r—a Y CLIZEH LT 7 A
2T RENCTH I ENTEET, custer removeunitname =2~ RE AN LT, =
TALLTWD S — RUANDT R TCO2=y NEHIRLET, 7—MANT v T a7y
Fal—vaFEEsnd, HfEl/ — R FhogEZICEfsnzar7 ol —va v
LbFEDEETHLDT, av74Xal—arrhbPIBTED ) — FEHEBINT
xFET, HH — REHIBRT 5720127 —% /) — R TZoa~vy Re AN LA, B
LW — RARESHET,

TNRAANKET VT 4TI bE, TRTCODT—H AL H—T 2 ANV Yy ML T X
NET, BHERA LA —T A ADBN N T T 4 v 7 B2EZETEET, VT 7497
Tu—%FHETHICE, FTARX Y T EFHEAMNILET, FEHA X —T = A AT,
ED)—RKPRT = ATy TRENOZITIASTZIP 7 LR &R LTl & i X B
RegL 720 E9, 2770, Ve—KRLTHL/ — KRBT FRAXNTELET 7T 47 Tlidawn
Bt (VT AZ ) TP IRECRELRE LG AR E) | BHEA VX —T A R
(i34 1A = S
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25 AR T R BEACT HI2IE. ASA T cluster group name # A7) L T/ 5 enable
EANNTLET,

TN —a s A VAL AL : Firewall Chassis Manager @ [FaEL7 /34 A (Logical

Devices) ] ~—vTHBERTA5 (L)) 2000 LET, BIERSAH (
AR AL TR THEAMCT S ENTEET,

X2 VT BV W=V D% v b X 7 : Firewall Chassis Manager D [Z &% =
U7 4EYa—)l/m P (Security Module/Engine) ]-X—C, [EJiA 7 (PowerOff) ]
TAarE7 Yy LET,

:

s ¥ — DYy v FH L Firewall Chassis Manager® [#% (Overview) ] ~<— T,
[y b¥ D2 (ShutDown) | 7 A 2% 27V vy 7 LET,

ST AR
ROFERER LT, 7T A ) — FEmelllIRTE £,

FRERT XA A O HIER : Firewall Chassis Manager @ [fBlT /34 2 (Logical Devices) ] 2—
T, BV I LET, TOHk, AX L RTRUDGGET NA AR LWT T ALK &R
BAL72D., L7 ZAZIZH LWIRBET A A ZBMLTEDT52 b TEET,

s —EANLDY Y=V ERFEX 2T AT 2= VDOHIER = ERANLT NS R
BT 235813, KA N—R =27 %227 T AXZOH LW —FE L TEMTE £4,

ASA : VS RZ AUN\DEE

VSRR EEALTHBIZ, 2T 4K al—al B LR L, JIAX AUNREEHTXE
—éAO

T T4 THEAIN—IZTED

I ITARDIET 7T 4TI AN DIZNE, 7 TAX Y T ary7 4 Falb—a 3
BHEZ, FO)—KRETIITAFZ ) T EH T 42— NI LET,
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B sw1-vrroor—sa1=vrokrs74T1t

\)

GE)  ASAN (FEIC, £ NAF v/ 2T7—2Kk0) ETI7T 47D E, TRTOT—
BALE—=T A AN Yy NI ENET, BHEHA VX —T oA ADHBN T T 4 v
JHEEZFETEES, NI 740y 7n—%2HBHIELIZE, 2 7ARAZ ) T EHRA F—7
MILET, Fl2iE, T/ — K27 TFAINLZE2HIBRLET, BEHA X —T A A
X, TDO/ —RNI FZAZIP T—=NANEZT -7 IP 7 KL A& LTl &t X BENIRRE
LRV FET, L, Ve—RLTHL/ =BT TFAXNTERLET 7T 4 7 TIERWEE (7
FTALY TN RIE TR EERG LA ) | BEA V¥ — T oA AT/
FT, TNLBFEOa 7 4 XFa b—ra UMEEICE, 2 Y — A= EFEHTIHNERHD
E3

15D B HEIIC
s VNTF AT HRRAL T ROBEIE, ZOFIEE VAT AFETAR—ATETLET,
FIEVAT A AT 4FXFal—vay = RICA> TWARWEGAIL, [Configuration] >
[Device List] ™A > C, 77T 4 77T 3A4 ADIP T KL AD F|ZH D [System] & X 7 /L
70y 7 LET,

FIE

ATy 71 [#m (Configuration) |>[7T/34 RAEHE (DeviceManagement) |> [ErIAMEERT—FE
T «4 (High Availability and Scalability) ]>[ASAY 5 X432 (ASA Cluster) 1> [V 5 X2 E&E
(Cluster Members) | DJEIZER L ET,

AT 72 [Participate in ASA cluster] = v 7 Ry 7 A& 4712 LET,

GE)

[Configure ASA cluster settings] = v 7 R v 7 A& A 7T LRNWTLZE N, 71275 L,
TRCOITAY a7 4 Falb—arynNs U7 S, ASDM DR SN TV DL ERA v
B =T 2 AA RAEFUTRXRTCOA U F—T oA AT ¥y MU LET, ZOBRE, #ial
T DI, 22—V R—FCTCLIZT 7B AT HLENDH D £9°,

ATv T3 [Applyl 27 U v 7 LET,

HEHLI=y kASDT—221=y FDFETUV T« Tk

T2 ) =& T 7T 4 7T DR ROFIEEZFETLET,
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\)

GE)  ASANIET /T 4 7Thed b, T XTCOT—H A X —TzA ARV ¥y MU EINET,
BEEHAA A —T 2 A ADBNNT T 4 v 7 B EZFTEET, VT 74y 7 7u—%FHH
THIZE, 7FRZV T EREANILET, BEHA VI —T =4 R X, O/ — KB T T
AL P T =NNOZITRATZIP 7 RURAEMEH L Tl S BRE L e £9, 72720,
Va—RLTHL/ = RKBRITAXNTERET 7T 4 7 TEHRWGS (77220 07385075
REETHREARGFELTSEARY) | BHA U H—T oA ZTEHICRY £, ZhLUBED =
T4 X2l —g AMEEITE, ar Y — L R— FERERTALERS Y £,

1R BRI

~NF ArTEARNE-FOLEIT ZOFIEE AT LFTASN—ATEITLES, £
VAT A AT 4 X2 lb— g E— RIZ ATV WEEAIE, [Configuration]>[Device List]
RAVT, TITATIRTFNRALADIPT FLADTFIZH D [System] Z X 77V v 7 LET,

FIE

ATv 71 [#B (Configuration) ]>[7T/34(4 REHE (DeviceManagement) | > [Ea A ERTr—SE Y
T 4 (High Availability and Scalability) ]>[ASAY 524 (ASA Cluster) |>[Z SR8 A >
/N— (Cluster Members) | DIEIZER L E T,

ATv T2 HIBpT D7 —4% /) — R&EBRLT[HIBR (Delete) 1227 U 27 LET,
1: 7 — FDOHIRk

Cluster Configuration  Cluster Interface Health Monitoring ~ Auto Rejoin  Cluster Members

This cluster can have a maximum of 16 members.

Member Management IP Address Role

Add
unit-1-1 10.89.5.11 Control Node
e X TR I T | o |

FeB)— RO —F A NF a7 4 FXal—ra IRALTHY., TORELRHI> Z &
R UBT—F ) — FEHBINTE £9°,

ATv T3 [Applyl 227 U v 7 LET,

DI RAREZADEBSM
)= KRBT T AZNGHIBRENTGE (R 2E, BERRELEA VZ—T oA ADEE,

ELFAAR=ZFITHT 7T 4 7 LIEHE) 13, 7 7 AZICFHTHSNT DLENH
nET,
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1R BHHEIIZ

« JTAZ T HHAF—TNVCT DI, a2 Y= AR — AT LIMNERH D F
T, MOA A =T 2 A ATy FE T ENET, 727 L, ASDMTCTY T AKX Y 7
PRI TCTENCLIEGES, REAZRGF LT e—RLAgho72E81E, ASDM T T A4
Vo7 %HOENITEET, Ve— Kk, BHA X —T7 oA RATEH/R D720, =2
VIV T IRANT TARY T AT HME—DJETT,

e ILF arTHF AN T—ROBFEIF., ZOFIEE AT LFETAR—RATEITLET,
FLEVAT LA a7 4F2b—T a3y E— RIA>TWRWEAIX, [Configuration] >
[Device List] ™A > C, 77T 4 77T 3 ADIP T KL AD F|ZH 5 [System] & X 7 /L
7w LET,

© 7 T AZ~OBBMNEZRITT ORI, FEENFRSNLTWD Z L 2R L ET,

FIE

ATYT1 ASDMIZELET 7B AL TWDEEIE, A *—7 /T % /7 — NIZ ASDM & #eft L T,

ASDM TV FAZ U T FOENIT D ENTEET,

FLWAL A= L TEMLTHRWRY, T—% ) —=RDO7 FAZY) 7 & — Kb

HOEMNIT L L3 TcEEtA,

a) [#mk (Configuration) 1> [T/3f A& (DeviceManagement) | > [EaIRAEELERT—5
E'JF « (High Availability and Scalability) ]>[ASA%Z 524 (ASA Cluster) | DI
RLUET,

b) [Participate in ASA cluster] = v 7Ry 7 A& F N LET,

c) [Applyl 27 V7 LET,

ATFY T2 ASDMEZEHTEXRWES 2V — LT, 7I9AXZ a7 4F¥al— gy T— N2BG
L/i‘é—o

cluster group name

1 -

ciscoasa (config)# cluster group podl

ATFYT3 75 AX ) TR A F—T NI LET,
enable
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siwa=y rozE [

HEHILZY FOEE
A

bz

FIE

ATy T
ATy T2

ATvT3
RTv74

B MM — FE2ZEETORBOHET, ) — N T2 7220 o7 28hic L, B L~

=y FOBRREFFS> T, 77 AZ Y 7 2BEANIT HH7ETY, 6l — 2T 5s

J— REREICIRET D2RERS D551, COHEOFEEAEMRLET, 2720, Pl
REDS AL, ZOFIHAZMEM L THIE /) — FEE 258425 & TOHR) Fr vy 7Eh

DT, FHLWHIE, — N L TH e BT 2 BN H Y £,

HfE ) — F 2235123, ROFIEZFITLET,

15D BN

NANTF AT IR T FOHREIE, ZOFMEE AT AFETAR—ATEITLET, £
VAT A AT 4 X2 b— g E— RIZAS TV WEAIE, [Configuration]>[Device List]
NRAVT, TIT A TIRTNAADIPT RLAD FIZH 5 [System] X T2V w7 LET,

[Monitoring] > [ASA Cluster] > [Cluster Summary] % &R L £ 7,

Ray 72 )2 bl ) — R 27 —4% 7 — RERIRL, §Hl#l — T84~
7V 7 LET,

Hilf ) — ROELEMRT DL IICROLNET, [Yes] 227V v 7 LET,

ASDM ##T L, AA v 7T AXIPT RLAZMEH L CHERLET,

DISREZEERTOIAR Y FOET

aAv U RET TAZNDTRTDA LN, ETTRED A U ANTEET DITE, ROFIEE
FATLET, show 2~ FETRTDOALNRN—ZEETDH L, TRTOHDBIE S TE
fEDz=y hDary—IRrInET, (Fi, flffl==y b Tshow 2~ K& AT)
T 5L TAZRIROFEERE TR TEET, ) captureXC copy ‘2 EDZDfda~ K
b, I TAXBRRTOETEIERATEET,

JR 8 HHEIIZ

av Y RIA AU H =T 2 A V=)L TZOFIEEZETLET, [Tools] >[Command Line
Interface] # %R L £,
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FIE

AT R RTORANIHEELET, 2=y MERE LG AIE. FED A U NITEE
SNET,
cluster exec [unit unit_name] =~ > K~

1 -

cluster exec show xlate

AU N—4 HFm T HITIE, custer execunit? 2~ REATLH) BEO2=y F&EL
TRTOLFTEFRTH8E) . showcluster info =~ RE AN LET,

1

FLXY ST 77 ANET TAINDOTXTOL=y )OS FRIEEC TFTP H—/3—
Zae—7212%, filflz=y b TRkOa~v FEATTLET,

cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

HEDPCAP 7 7 A/ (F2=v b5 129 D) B TFIP h— =tz —IhFE
T SEDOF ¥ T Fx 77 A NAITIEABNC2 =y MBS,
capturel_asal.pcap, capturel asa2.pcap 72 & L 720 £9°, ZDOFITIL, asal 3 KT asa2
MWITAZ 2=y MATT,

KD cluster exec show memory 2~ > ROHIFITIEL, 7 T AZDFKERA L IN—D AE
VIFHRAR RSN TWET,

cluster exec show memory
unit_l_l (LOCAL) :******************************************************

Free memory: 108724634538 bytes (92%)
Used memory: 9410087158 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

unit_1_3o*************************************************************

Free memory: 108749922170 bytes (92%)
Used memory: 9371097334 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

unit_l_zo*************************************************************

Free memory: 108426753537 bytes (92%)
Used memory: 9697869087 bytes ( 8%)
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ASA: TOASAY S RZME=%") 2% Firepower 4100/9300 > ¥ — .

Total memory: 118111600640 bytes (100%)

ASA : TDOASAY S RAME=41)>7% Firepower
4100/9300 <~ v+ — </
7 FARDRELHEREE=F BV N T TN a—T 4 VT TEET,
A\

GE)  Cisco ASA & FXOS TZ T AHZH Y > 7 Lo ry b &2EES 5 & FXOS O %7r v Ro
J775 Cisco ASA IZERREIND /T MIE D $£< 720 £9, Cisco ASA TlL, 7 7 R Xl
Yo7 IPT RLARSETO/NT > NOBRNAIINry heELThy U hEnET, 7—% A1V
B =T 2 A AMIHEFAIND 7+ T — KXy NOBRB, T—FA B —T A ZADANTIHE
BRIy ZAXGHIEY 7 O REFE L ThH T hEvET,

DIARARZAT—RADEZ=Z)Y
7T ALOREDE=H Y TIZHONTIEL, ROBHZZHRL T ZE0,
* [Monitoring] > [ASA Cluster] > [Cluster Summary]

IO UNE, B TFO2 =y N TRAXOZOMD =y FOFRPER S IVE
T, Flo, 2O TTIAVVEBLERTHZENTEET,

* [Cluster Dashboard]

7T A = VEEE DR — L =D [Cluster Dashboard] & [Cluster Firewall Dashboard] % i
LTI IAZ = —T&ET,

HSRRAEERDINr Y FDX ¥ TF ¥

7T AL TNy hOF ¥ FFvIZONTIE, ROBHZSZBLTIEEN,
[Wizards] > [Packet Capture Wizard]

IIABRKD ST TN a—T 4 T %Y R— T 510F, §il#ll /) —FETor 7 22EEF
FIT7 407 DX T TFrEGAMNILET, THT, ZITRAZNOTRTOT—F /) —FTh
HEIIZAZNICR D £,
DSRBZNY—RADE=ZYY
JTGABZY )= ADFE=HL Y U TIZONTIE, ROBHREZZBLTIIZEN,
* [Monitoring] > [ASA Cluster] > [System Resour ces Graphs] > [CPU]
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ZDONRA TR, VT AZ AUNREIRD CPUMHREZRT 7T 7 £72137 — 7 V2B
THZENTEET,

* [Monitoring] > [ASA Cluster] > [System Resources Graphs] > [Memory],

ZDORA T, 7T AHK A REIRD [Free Memory] & [Used Memory] & KR4 5 75
TEXT =T NVEERT D Z LN TEET,

D2RE2 b2T7499DEZZ) Y
JTAB NTT 4w I DE=ZLY U ZIZONTIE, ROBEEESR LT ZS0,
* [Monitoring] > [ASA Cluster] > [Traffic] > [Graphs] > [Connections],

ZDORA LTI, IV TAZ A UNEROE e T 7T 7 E 3T — TNV AR ET D Z &
NTEFET,

[Monitoring] > [ASA Cluster] > [Traffic] > [Graphs] > [ Throughput],

TORLUTHEH, VIAZAUNRBRD N T T 4 v I DAN—T > NemRmd 77 7 F21%
F—TNEERTHZ ENTEET,

[Monitoring] > [ASA Cluster] > [Cluster Load-M onitoring]

Z Z T, [Load Monitor-Information] ~*-f > & [Load-Monitor Details] < 2D\ TFLA
LET, B—FEZZ2—BRITIE. BEDOA L F—NVDT TAZALNNDNT T v
A, BLOBE SNIZHBOGFEONY) (77 40 b TIE30) BERSNET, 5H
[ DRI EME 2 TR T 5 121E, [Load-Monitor Details] 21 > #fFH L £ 7,

— 2 —_ »
JSRAEAFE) o ODE=ZI D
JTAZDREDE=F Y T2 ONTIE, ROWmEESZEL T ZIN,
[Monitoring] > [Properties] > [System Resources Graphs] > [Cluster Control Link],

ZDORA LTI, 77 AZHKIEY > 7 @ [Receival] 35 & U [Transmittal] & & HE A2 F£RT 2
TT7FEFT =TI NVEERT D ENTEET,

DIREDI—T4VTDE=RIYLYT
I TAEDN—T 4 2 ZIZONTIE, ROBHEZSHL T 7ZI0,
* [Monitoring] > [Routing] > [L1SP-EID Table]
EIDs &+ b ID #/~"3 ASAEID 7 —7 V& KRR LET,

DEREIS2SVPN DE=AR Y 24

VPN 7 T 2K ZA5—H ZADFE=H ) 7O TCiL, RO\BEZSR LT IEE N,
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* [Monitoring] >[ASA Cluster] > [ASA Cluster] > [Cluster Summary] >[VPN Cluster Summary]
I TALRKROE Yy a DA RR L, By va VEARRMAT DR REE L ET,
* [Monitoring] > [VPN] > [VPN Statistics] > [Sessions]

I AFZONIE ) — RET—% ) — ROmHENERINET, FMOWTIE, EED
J—R%&E7 U7 LTLIEEN,

— N » N En'_._l
DSRZAYo0FXTDHETE
I FARN T OB TOREICONTIE, ROBHZZRL T EE0,
[Configuration] > [Device M anagement] > [L ogging] > [Syslog Setup]

7T ABNDE ) — RIL, syslog A v =T 2 EBNCAEMR L ET, Fl—F2IZRRD7 34 2
ID fif & Tsyslog A v E—VHAERTHIENTE, 7 T7AXANOR—F713 8725 7 — R
BOAyE—VDLICREDLZENTEET,

DEIBIS2SVPND ST a—T4 205

SEE VPN OB 4

SEIIVPN 2FITLTCWDE Y T AZ T, IROTT—IRANFEELZHES. #iSni-71—
REEGH A vE—UNEmInET,

KR AN

JIGARIEMLEI Y ELTWnWALEXIZ, BE |New cluster member (member-name) rejected due to vpn
FOERIBMLCND Y FALF—4 ) — |mode mismateh.

R33 8 VPN & — RIZZRWEEIE. RO | 151 0x

Ay—UR@mMINET,
Hil# > — F (control-name) 1%, VPN E— NEEREIZHIH , — RO
BIE & DHEBER RN E NI B T2 =y b (unit-name) 7H DX
BEREZELLET,

DHFIVPN D7 5 AH A /)R3—TF A |ERROR: Control node requested cluster vpn-mode change
NELLEBEINTOWAWEASIT., koA |to distributed. Unable to change mode due to missing
T OANEE S N E T Carrier License.

ZIE L2 IKEV2 737 v R D SPI TH# A 1 A% |Expired SPI received
YT EIFA A= ID B RSEE RO | g g

Ayb—URNEHMINET,
Corrupted SPI detected

JIGABAMNRy I T v ya s Z/ERC |Failed to create the backup for an IKEv2 session.
ERVERIE. RO A yE—V@mshE
ﬁ‘o
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K% EAN

IKEv2 #1845 (IC) W T — 0413, IKEv2 Negotiation aborted due to ERROR: Stale backup
WD A E—URNBAMINET, session found on backup

HEAOREOEAIL. DA vE— MW |Failed to send session redistribution message to
mInEd, member-name

Failed to receive session move response from
member—-name (control node only)

tyvia  rOFRATIZ AR UNETE X |Cluster topology change detected. VPN session
AT, RORA ve—Up@snEd, |redistribution aborted.

RONWTIHDKREHSFEEL TWSAREENHY FT,
« %A F# VPN & v 3 = 1% port-channel load-balance sre-dst 14port =2~ > RZ&{#i [l L C
Nexus 7TK AA v FIlZua— R RT3 07 T AhELTLA Y 4R~ BRI N
TWOE, 77 AZDY Y= DIDIOHEMINET, 7T AZ By arDElb
BTOBZERITTRLET,

SSP-Cluster/data node (cfg-cluster)# show cluster vpn-sessiondb distribution

Member 0 (unit-1-3): active: 0

Member 1 (unit-2-2): active: 13295; backups at: 0(2536), 2(2769), 3(2495), 4(2835),
5(2660)

Member 2 (unit-2-3): active: 12174; backups at: 0(2074), 1(2687), 3(2207), 4(3084),
5(2122)

Member 3 (unit-2-1): active: 13416; backups at: 0(2419), 1(3013), 2(2712), 4(2771),
5(2501)

Member 4 (unit-1-1): active: 0

Member 5 (unit-1-2): active: 0

HA ME IKEv2 VPN (ZEE LA — b &R — FOWHFIZAR— b 500 #2FEHT 5729,
IKE /3% > Md Nexus 7K & ¥ v —VRNCER SR — T+ RxALAND Y 7 D 1D
DIEE SN ET,

port-channel load-balance src-dst ip-14port Zfif L T, Nexus 7TK = — R RNZ v 7 7
NAYZALZ PBIOLA Y 4R— MIARLET, TO®R, IKE/X7 v MIF~TO
Jrziz, ZLTERTO/ — RIZEEENE T,

L0 HNEICTEES DX, 7 7 AZ Offilfl / — R T cluster redistribute vpn-sessiondb % 3%
17226 T, 72T 47 VPN a v aOy ¥y — D7 7 AH ) — RICHEA
TEET,

ASA U S RB 1) 2T DAl

INHOFNTIE, —RMREANEGENET,
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25490 t0774791—1 |

ATAVILEDT7AT7o+—IL

Node 1
management
10.1.1.1/24 (Pool; .2-.9),
: 2001:DB8::1002/64
o | o @ — .| (Pool: 8 IPs)
. E| = . e £
i o = = = o
© E| © © £
Cluster Control Link
192.168.1.1, .2, and .3
<I__ portchi Spanned | >

port-ch1.10 inside VLAN 10 10.10.10.5/24, 5001:DB8:2:5/64
| MAC: 000C.F142.4CDE |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

— ]

c""--—-—.__ ,_,.>
(5 RN | port-ch5 [
Switch o VLAN 10, VLAN 20 Trunk o
T ol
Z =
3 S
> S
l )
8 =
 —— —
Client Server

WieBEXa VT4 RAALUDODT—2 77 4 v 7121, %72% VLAN 23 B#fH T S
F9, &2 ENET Ry b U —27 HIZiX VLAN 10, #MEr> FU—Z7 121X VLAN20 & L

T K ASAITH—OYEAR— BBV | INBAAL v FEFIV—FITHERSNET, FT
XU TBA R =T NI o TWDEDT, MY 7 EOTXTO/ry b3g02.1q 1 74k
EN x4, ASAIE. VLAN 10 & VLAN20 DD 7 7 A4 77 4 —/LTT,

2% K EtherChannel ZfE % & &%, AA v FMTTRTCOT—H VIR TNL—TE
AT 120 EtherChannel & 720 £3°, ASAMERRAREIZ /R > 1288 01X. AL v FI3fk D o=
=y MNEATKNZ 74 v 7 EZHOBMLET,
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B 5o o0

S T4 9O DRE

Cluster Control Link

pori-ch1
192.168.1.1, .2, and .3 e Ep
WILC!
Node 1
3N /\ _eth1/6
gl ] [ ethirz
A =N A ethl/8 \P eth2/1 -
- T E )
25 ] =5
3 M 55 gl o8 3
s o9 3]z 85408
8 AW §k5-% ., eth2i1| SBEZ g
oy Ondg | o200 o
3 18gY £98%° =
. o mgmt B2 S
N 20 g
O Node 3 W <
VA OZ_ g/ ethise - L
ol J o | [Z ] etz o
AW 2 1] 3T ethi/s Jeth2/1 | | &
V V v vV
mgmt |
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

WEF Y U =27 LR Y FU =2 DRIT, 877 4 v 7 MBI TEECE £

EoORIRT DI
WET, TN

—J7 A% K EtherChannel 233 V) . WEBA A » FITHEFE ST

_3?)‘9\ 5’1~ﬁf37<4’ Y FICHH R SN TVET, LETHIIE, 4 EtherChannel

FIZVLAN B 7 A v Z—T oA Z%AETHZ b T ET,

IW—Tv kK E—

FYA4 LRI SREY T DO0IVERE

AN K EtherChannel Z i L7z —7 v K £— RIZ&$T B9 A4 "8 7 T ALY 7 DORp%EEh
X, OTV DI E L E=X Y U I L > THERARY £9, OTV X, DCI 2RIy M &

%ﬂ&ﬁ“é_ &T\ HE K

LI
T =T T

0TV FRFE DI

//Sample OTV config:

//3151 - Inside VLAN,

X2 RIZLET,

3152 - Outside VLAN,

//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC

OTV L, 5% T — 7 /LITMACT FL R %Z%%HE 4
DCI 2RIz =F ¥ A X7 » FEERELE T, MAC 7 KL A2 OTV 5%
”ééhfb\fgu\%é.\ =% ¥ A My MI Ry FENRET,

202 - CCL VLAN
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feature ospf
feature otv

mac access-list ALL MACs
10 permit any any
mac access-list HSRP_VMAC
10 permit aaaa.1111.1234 0000.0000.0000 any
20 permit aaaa.2222.1234 0000.0000.0000 any
30 permit any aaaa.1111.1234 0000.0000.0000
40 permit any aaaa.2222.1234 0000.0000.0000
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL MACs
action forward
vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP _VMAC ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood
vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC_DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC_DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC_DENY seq 30 permit 0000.0000.0000 0000.0000.0000
route-map stop-GMAC permit 10

match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown

interface Ethernet8/1
description uplink to OTV_cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3
description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown

Firepower 4100/9300 O ASA 7 5 X & .
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otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151

A4 FEZEICHELZOTVIAIILEIDER

YA "NET L LESEEIE, Ju— LV MACT RLREZZNU ET v 7 L THEe X D
2. 74 V2% OTV MBHEIBRT AMLENRH Y £, HERWSDODDBIMMERENH D £,

FEREL TV B A R TOTV A4 v F ED Cisco ASA 7' 11— 3L MAC 7 R L AIZH 5 A X
T4y 72 N EENTAOLERHY 3, 2O MUIZL-T, KMo OTV 134 —
Ne=L A [ H =T oA AZZNHDOT N ZBITEET, h—LT T 47 MZASA
HD ARP = N U BT TIZH D556 (ZHUIBEFOERO%A TY) . ARP IIHEE Sk
WOT, ZOFERMEZRY 9, L -> T, OTV [HizikT — 7 /LT Cisco ASA 7' 11—
JLMACT RUAESERTHHESIEIH D A, OTVITIFIERET — 7 VNIZZ 1 — 3L MAC
T RUANRRL, OTVORRGF I EIZOTVIEA— N~ A f LV F—T =2 AL T2=F %
ANy NET Ty T 47 LRNOT, 2=F%x A X7y MIP—h b0 71—
JVMAC 7 RL A2 Ra vy 7S, BFORERIXUIk S E T,

//O0TV filter configs when one of the sites is down

mac-list GMAC A seq 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151

//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP Allow
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

MOV A SBETXLIEEEIE. 74V XEHEEBMLT, OTV CIDAXT v 7T R
FHIRTAMLERHV FT, Fu—)LMACT RLAZADA—"—L A "N E2 7 VTT5H
IZiE. WHFDOTV T A FI v MACT RLATF—T L% 7 U TT 52 ENEFICEET
KR

MAC7 RLRT—TILDI )T

YA W BE T L, Ta— )L MACT RLANDAZT 4w 7Ty hURNOTVIZBIMX 1L
HEEIE, MO OTV A — "= f f B —T 2 A ZAD T a—)L MAC 7 KL R &5E T
XAILDITHBHMERHD FET, OV A IBREBILZH, 26D M) A2 7 U T3 540
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ERHYFET, OTVOEET —TNMIZZNHDZ Yy P UNRWEIIZT A0, MACT K
VAT =T NV ELTIHEL T EI N,

cluster-N7k6-0TV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— Bt et e e it
G - d867.d900.2e42 static - F F sup-ethl(R)

0 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3

OTVARP X vy adDE=RY Y

OTVIiZ. OTVA v A —T 2 A AR THFEEHLIZIP 7 L RIZHT 27 2% ARP ~D ARP
Xy v amHERFLET,

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1wOd 00:00:31
cluster-N7k6-0TV#

Y4 L EAISRE ) 2T DA

ROPITIZ, YR—hSND7 TAZHEANZRLET,

4 FEEDOMACT FLABELUPIP7 KL R ZE{EA L T=RX/\> KEtherChannel JL—T ¥

FE— ~DHI

WOFITIX, FYA MOT—F U= —F LWNER Yy NU—Z IR ES N (f—A B
Tz A MFAN) 200T —H B U H—DENENII2DODT FAX AUNRN=RNHLH55% KL
FI, VTAZ A=, DCIRERHD 7 T AZEHIHY v 712 L > TR SN TWET, &9
A RNDT T AE A R—F, WER L OSNEH T O R v b U —271Zx%f LAY K EtherChannel
FEHLCa—h/V AL v FIZ8H LE7T, £ EtherChannel i3, 7 7 AZHNDOTXTDHOY v —
SRR ENET,

T —4 VLAN (X, A——L A FZ 2 AK— ML (OTV) (EEREEOH D) 2
LTHA MEICIBEENE T, N T 74 v I BRI FAZETTHLILEIZ N7 7 4 v 7 3DCI
Zi L oY1 MIREEFESNRWVWE 22T HITE, Z7e—YLMACT KL A&7y
THET AN EBMTHLENSY FET, 1 D2OFA FDT T AKX ) — RRBERGEIC /-T2
BE. N7 4 v POV A FDOITTAE ) — RICEEIND LT 4 V2 EHIRT D0
ERBHY ET, VaclZEHA LT, 70— SVOMACT RLVADT 4 )VH U 73T 50N
NET, F3LY—XT A — KRB EIN7= Nexus 2 ED—FD AL v FTlE, ZFm—
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B 5 -E50MACT FLRABETIP 7 KLR £ LR/ K EtherChannel L—F v K E— KOl

JVMAC T RLUAMNLD ARP Ny b a7 v 7T 5120 ARP A VAT v a b
HVERHY £9, ARP A A7 2 3 Tlid, ASA THA FOMACT KL A EHA D
IP7 RVADNGEZRET HLENHY T, 14 NOMACT RLADAEZHET HE5EIE
VP ARP A VART Vg UEBEHCL TS IEEN,

T IGARE, NEAR Yy NT—27 D7 — b= L THRELE T, TXCHIT T AX ) — R
THEEIND 72— VMR MAC I, N7y NEZETLORTIMEHINET, BE
Ny MEL ADC 7 TZAZNLDY A MEFDO MAC T RLAZMEHLET, ZOEEIC X
D, AA v TFN2OOERLLHHR—NTHEOYA RGRIT 72— MAC T R A% FE
LTLESDEBHWTWET, MAC 77 v B IR EAELARNE S, 1 B MACT KL X
DI HFEHLUET,

ZOBREDYFT IV AIFKRDEBY T,

« I TAZMBIEESNDTNTOHN ATy ME, A FOMACT FLAZEMA L,
T A —Ta—"T74AINET,

e VTG ARZ~DTXTDOANSIN >y M, 72— UL MACT FLAZHERHLTEEINS
72, WOV A MZHDEED /) — R TZETEET, OTVOTZ 4 VZIZE-ST, T—
Y B—ND T T 4y I Rla—"T74 RENET,
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2% K EtherChannel k5 Y ZRF7 LYk E— K /—24 92 44 rEos [

g R

( Internet

e
-BTQUJ:‘[EL/// d\-\-__ - J\Bgui@[

Qutside

Global MAC
(blocked by OTV between sites)

Data Center :
Interconnect

‘Spanned EtherChannel

Site MAC 2

Data Center 1 Data Center 2

ZX/\> K EtherChannel F 5V ARF7 LU N E—FK /J—XYH9X Y4 FEIDH

WOHITIE, WEiL—Z LA — 2 OfICEE Sz (/—AV T AFHA) 2507 —4% &
VE—DENENIZ2DODT TAE RUN=RNhHLGEERLET, 7T AL A=,
DCIFEH D7 T A A Y 71k > THH SN TWET, BV A FD7 T AZ X —(d,
R L OWNER D A 23 K EtherChannels 2 L Ca—Hh /b XA v FIZEER LE T, &
EtherChannel |Z, 27 7 AZNDOTXTDOY ¥ —UNIANRIIET,

KT — A BB —DOWNEHL— & LA —ZIXOSPF AR L, ~ 7 2 AT L' | CiscoASA
ZEimLET, MAC L3RRV, V»—ZDIPITTRATONL—Z T—ETYT, DCLICE T A b
N—REEIVYTHZLIZLY, $FEDYA FTITRXTDIT TAL A NR—=RNE T LIRWR
D, NI 74w P 38T =X —RNICHERRESNE T, 7 7 A X BIEFE O & HEFF T
%78, Cisco ASA BT A2 2 hD— M, &V A FTRILCT U v 7 — 7 %Kik
THEVLERHY ET, 12020V A FOTRTODT T AT AU N—CEENFELEEAE, bT
T4 T IEFKIN—F D DCLERH TV A D7 T AL A R_R—=ZkbNET,

FTYA DPDAAL vy FOFKEIZIT, ROLOZEFHLILNTETET,
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B = < EEtherchannel £S5V RRF LU R E—F /=22 H4 FRIOH

o %A LM VSS, vPC. StackWise, StackWise Virtual : =D F U 4 Tlk, F—H ko ¥ —
LIC1BDOAAL v TF A A =N 1L, T—FBH—=2ITHDAL v T %A LA F—)L
LET, 1Oo0FTFvar LT, T —Fv o X—DITAL ) —RiZu—GNLAAfy
FIEFICER L, TEAA YT b T 74 v 7 IEDCL 2B LET, ZOHE, Eioie
W E DI T — 2B X = LT = VCHRF SN E T, DCIBRSR T 7 4 v
IR TE DA, LEIDNUT, %/ — RZDCIRHTH FD AL v F I TE £
T, ZOHAE, VT T4 v 7 FEEOT -2 X —ITBEND D, DClAIEFITE
T DO R R TY,

#H A hor—71L VSS, vPC, StackWise, StackWise Virtual : A4 » FDILEMZ @0
HITE, HYA MI2ODRBRDTNEAAL v TFXT 2 A M=V TEET, ZOHAE.

7 FAH ) —RiE, WGFOa—NAAL v FIEFICERIN T — 2t 2—1Dv ¥ —
V. BRBENRLDOU—ANAL v FIERSNIZT =2 X =207 ¢ — T TE AN
> K EtherChannel % L £ 323, A% K EtherChannel (ZEAMIZ [/08fE] LT\ E

T, Zua—hIIEAA v FiL, A3 K EtherChannel % %A b @ — /L ® EtherChannel
ELTRBRLET,

— i LI

(_ Internet

Router Bevmsgen 2 -"'"""'------.._______Iftouter

_ / ﬁ\"_‘Hfgher cast route Spanned Higher cost route —f O
f N\ EtherChannel \
= Outside " [

|
|
%Iode 1 ;\

Data Center
Interconnect

| Inside
Spanned
EtherChannel _\ -

_/

Higher cost route %

Router Router

Cluster
Control

Data Center 1 Data Center 2
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2% K EtherChannel k5 Y ZRFLY k E—K4—2 koz 2 k44 rE0H ]

A /\> K EtherChannel FS 2V ARZPLU M E—FA—X DR +HYA FREDH

WO TIE, A bOF—b V=g —F L 200N Ry NI—7 (TFVr—var
Fv hT—27 L DB*y hU—7) BICEE SN (/1 —ART =X RMEAN) 22007 —4+&
VHE—DENTNIZ2DODT TAL AUNR=RNSLG8ERLET, 7T AL AN,
DCIRHE D7 T AZEIHY 7 I ko TSN TWET, KA DT T AX 2 N—F,
WEB LU OT 7V r—ray 2y hU—27 L DB * vy hU—27 Dl FIZAR R
EtherChannels i L Cr—/v A4 v FIZHF L9, % EtherChannel |, 7 7 AXHND
FTRTOY ¥ —VICANRN INET,

%%4 D —F = A JL—HF|F, HSRP 72 & D FHRP Z i L T, &V A kTl Uside D

TBMACT FLA LIPT RLAZRMALET, MACT RLADTHERT T v B2 7 &HElS
57‘_&5 e N = A N—H DFERD MAC T R A% ASAMAC 7 R L AT — 7 /LIZEIIC
BNTAHZEEZBE#OLET, N0 NURRNWE, A MO — b T =AY A b
2D —hU oA LBETALEIZ, £D T 7 4 v 73 Cisco ASA Z il LT, HNERA »
H—T oA ANLYA F2IZBFREL LD ETHZ LT, MENBETLAHREMELRH Y 77,
T —4% VLAN (X, A—_—L A F 7 U AKR— ML (OTV) (F73FREEO L D) &M
LCHA MRIZIERENE T, N T 74 v IR — b U= A NV—F5ETCTHILIGARIZNT 7 1>
7 3DCLZ i L TV A M EINR2NEIICT BT, 7o VZ 2 BINT 508 RH
DET, 120 A FOF— T oA N—FPEEREICRST25G6. VT 7 4 v 7 BMloH
A h@’f—b?:/m:‘%%ézhéot56:7@%?%%%%?6%%753‘%@?5#0

—_— e
e ~

( Iinternet )
J

g O = s

EE R

Gateway Router: P \_, Gateway Router:

Virtual MACs and IPs
(FHRP)

Virtual MACs and IPs
(FHRP)

Spanned EtherChannel DB NW_

Spanned EtherChannel

;@_ A Cluster *@— *@—
% Node 2 Node 3 Node 4 SS=s=8

’ Cluster
¢ | Control

It o |

1
1
T
'
1
1
1
[
1

" 1 Spanned ElherChannel

\ ! Spanned EtherChannel 5 i

Data Center
Interconnect

=t —.
Swich ~P7 NV Ml M 1T PPN guiten |

Data Center 1

P2RZ3)

Data Center 2

TDEEEMN

OB aTE, VI ARZY U OBEICET AEEMERN S ENE T,
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B ssaosiieess52500y

ASA DEEEE Y SR B VT

ASA D—HDOHEREIZL ASA 7 T A& Y 7 TIEYAR— T, —HOBREITHIE 2 — 720
THR—FENET, TOMOEEIC OV TITEY 2EHICET2EERL 5NV £
¥,
P9I RZ) G THR— kNGRS
KOBHEREIL, 7 7 AZ Y VIR L SETRETE T, a~r RITESINET,
cTLS 7ux &I Hr2=7 74 K ala=r—3 3 U
« UE—h 727 A VPN (SSL VPN ¥ L Ut IPSec VPN)
A N RNA B —T = A A (VTI)
cIS-ISV—T 4 T
cKDT TV —vary A VAR v a v
« CTIQBE
*« H323, H225, B L URAS
* [Psec /XA AL —
« MGCP
« MMP
« RTSP
+ SCCP (Skinny)
« WAAS
« WCCP

ARy bRy RTT AT T 4NE
* Auto Update Server

«DHCP 7/ A4 T b, —_— BLOFax, DHCPV L —|3VAR—FrINTWE
‘é‘o

cVPNE— R RT3y

o 7o — )L — —

CHEN—T 4 TBIOTY v
« 7 v FEEfei it (DCD)

* FIPS €E— K
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P3R5 T OHhREFRIKLEE
WOBSHEIL, Il — R LR THR— R ShET, 77 2A20BAbAr—) v 7 ShEd

GE)  rhoERSRED T T v 2R, 2T AZHIEHY V7 BRATA =) — FBE S — R
WCHRE SN ET,
FHOHRSRE A 25 a0%, TRETRREED N5 7 ¢ v 7 A E I REgRE L L TR E
AR EHSBNTHOILT, §lfHl ) — RUSD ) — RICEERESND Z ERHY £, ZOHRE
WX, NI 7 4 v 7 DHE D — Rk iKESnE T,

Hh e R ARERE IZ DWW T, I — R CREENREAT DL ETRTOEREN Fe y 7EN5D
T, HrLWHEIE ) — N L O 2 B T 2 0B R”H D £,

CROT TV r—ar A AT gy
* DCERPC
« ESMTP
- IM
* NetBIOS
* PPTP
* RADIUS
*« RSH
* SNMP
« SQLNET
* SUNRPC
* TFTP
* XDMCP

CAXRT 4T N— KN FE=H YT
s Ry NT—7 T AOFFEB LR, ThU T 4 ZI3IEEHTITT,

s T4 NE VT P—ER

o %A M VPN

FHE— RTIX, VPNERRIZZ 7 AZ ORI ) — R DRELINET, UL VPN
FGARY T DT 7 )V b F—RFTT, A FEVPNIE, DB VPNE— R CTHERR T
F9, ZOHE. S2SIKEv2 VPN #f#2Y / — FREITHBEN £ 3,
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B Eco1=v ricEmsh o

cIGMP v /L FF¥ XA s v ha—)L FL—>r Fa ha)Vll (F—&% 7L —di5kiTs
T AL BRI S ET)

PIM~/NLFFxArarha—)L FL—r7u ha) Vil (5F—% 7L — Gk s o
AL RIS IVET)

AT I I N—T 4T

Brna1=y bERSH HHEE
SRBOBIEIE. 77 AL RKELIFME ) — FTIEARL, & ASA  — FIClfl ShET,

*QoS:QoSARY v—iF, ar 74 FXal—a GO L LTY I RAZEETHY S
nNET, =720, AU vr—13&/ — RcfEslicEf s E 3, 726X, HAlexL TR
Vo T RBETDHHAIT, AL — FBIOGEA S—X MEIX, FED ASA 5 HT
ﬁ<b374/7_ﬁméhi# 3 =K MOlD7TAENHY, FTT 4 v
WAL TWDEA, @A L — MIERICZ A0 — MO 3512700 £7°,
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77— A MNRERENHLISND ETOM, filHz=y FRTXTOSALFF v A b L—T 4
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NATMEH SND EXIE, A RN T U RET T IR RET, Ry ROIPT RLARKR—
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fMTr— T 7 E3N5E7 T7AZBBTORL LIS KL PAT 7 —/L D
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E3

« XA F 3 w7 PAT D NAT 7 —/L7 KU AEAG : PAT F— VAR ETHE, 7T AHXIX
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H.323, SIP, % 72!% Skinny 7 & @ multi-session PAT D A UV v N &E{EHTEH T 7 4 v 7
TiX, BHEAHT 540 T D TCP A — Mk} L per-session PAT # ) CTXx 9 (21D
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cRDA AR a HDAZT 4 v 7 PAT I IH D XA,
« [FTP]
* PPTP
« RSH
« SQLNET
* TFTP
* XDMCP
« SIP
« 1 H#EBZDHIEFIZEL L O NAT V—L Wb H8551%, 734 AD CLI T asp rule-engine
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Router A

Only control unit uses OSPF / A T
with neighboring routers. - : —_ EtherChannel

Data units are invisible. Load Balancing
Y Y

Cluster Units

Router B

T—Fa=y bl =y G- P EFEE LRI, F=y FAERNICEREICET S
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OSPFLSA 7—# _X— 2%, #lfflz=v b TFT—¥ 2=y MR SN EHA, HlHz=y
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e NetFlow : 7 7 AZ D4/ — RIZHEH D NetFlow A b U — A %4 LE 9, NetFlow = L 7
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INBT—H ) —RIZSGT BEINDLHT-0, T—H /— R, X2 T 4R =S
T SGT O—#FH & HWr T £,

Cisco Secure Firewall Extensible Operating System (FX0S) ¥ —  EDVPNEYV S XA
27
ASAFXOS 7 7 A%, S2S VPN IZxH ¥ 2 APEMIN 72 2 DD — K (AR FE 721350 H)
DOWFNNETR—FLTWET,

cHEFRIVPNE— R, 774/ h =TT, £9ET— FTHL. VPNEFILZZ 7 2 X DOifl
W=y FEDORFESLINET,

VPNISFEA M CX 2 DMl = FZTTHY ., 772 ZO&E A ArEEERITER S
FHA, fliflz=y FTEENBAE LEZBESIE. T XTOBFED VPN K biu, VPN
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s hica—P =L o TR —EADOHMr & 20 £, FrLWflfl~=y FRRES
Mo L EIT, VPN 85z LT DB ENH Y £,

VPN b RV H AR KA v Z—T 2 ZADT R AIZHERT 5 L, Bk B BaICHIE
2=y MIEEEINET, VPNREEO S —LIFHEIL, ¢t Ty MIERENE
‘j‘o

o SyEUM VPN £— R, Z®OF— FTiE, S2SIPsec IKEv2 VPN #4543 ASA 7 T A X D A v
N=RRIT S, IR ESNE T, 7T A F DA L N—2{KIZ VPN #5i % 47
BTHZLT, VIAXORELEAN—Ty NOW G RKIBIIEHTE 5720, HFHA
VPN OHERE 2 #8 2 TRIEIZ VPN ¥R — R 24T £,

G¥)

BRI VPN 7 5 2% 7 F— NiZ. S2SIKEv] & S2SIKEV2 Z ¥ AR— F L TWET,
SHO VPN 7 7 A2 Y 7 F— RiE, S2SIKEV2 O X% HrR— kL TWVWET,
H VPN 7 Z A% Y 7 & — KL, Firepower 9300 TOAY KR — h I TWET,

VE—h 77 AVPNIZ, EFRIEIIHHETDO VPN 7 T AHX ) 7 £— RCTEFR—k
N TWERA,

INTA—T R RT—1) U5 &R

HHEOa2=y "N TAXIIEETHE, BIGTE2E68H 7 T AX T 3 —< AL, KE
HANL—T"> DK 80% 12720 F9,

7= & ZI1E, TCP A—"7" MZOWTIE, 320 SM-40 & ¥ = — /L % 1§ 2. 7= Firepower 9300 73
IR CEDEBED T 7 A T U —)v T 7 4 v 71, BMBIERIIA 135 Gbps & 720 £,
2V —VDOGE, KANLV—T FOEFHT 270 Gbps (2 ¥ —3 X 135 Gbps) DI 80 %,
OF Y 216 Gbps TT,

Ve — . LN e |
FE 1=y FDEFE
JITABDA L NR—X, 7V TAXGIEHY) 7 2 L GREL CHlflla=y FERELET, F

HIXR D EBY T,

1. J7I7AZ2%EMATLHE, 2=y MIBBEEREZIPILIZTo—REXx XA MLET,

2. TIAF VT 4Ol =y FRZOREERIIGELET, T4 4V T 1137 7
A B DIEBARFICRE S, REDEHEIITE EEA,

3 ASHREMLTYH, T4 F VT A DOEWMID =y "D DINEEZE L TORVEGS

X, TOx=y bRl = > M2 ET,
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B ‘BEOTIAFVT 4 2ffoa=y MPIEELLIGEIT, 7T AX 2=y M4, RIZVY TV
FemZ AL CHIflz=y hBRESNET,

4. BB ITAZIBM U=y FOTITAFTIVT A DHTREWHEETH, £Dx2=v b
DEBICHIE =y M2 2 LEH 0 A, BFEORIE~= > MIFIZHIE = >
FOEETY, 7220, flilHl>z=y FPSEZIFILT D L. TORETH LW~ = >
FEESNET,

5. 27V vy hT LAYy v F VA TRHCERORE =y NDFET D56, ELIE
MR bEWZ=y Rl =y hOKREIZEEFL, thoz=y MIT—F2=v D
HENZREY £,

\)

C¥)  FpEO=x=v FZFETRHEICHEE=y M2 Z R TEET, PREPRBERIC OV,
T, fil#lr =y MERZEET D & T _XTOERN ey 7S50 T, HLWfl#E=y
b b TSR 2 TN T DML EN D Y T

DIAZADINA TRAZE) T«

AR, Y —Y, amy N AU B —T oA AQEEFEAEHL, 2=y MET
BeRE 2 HR T 2 Lick ., N TA TV T o 2R L E T,

N—S T I —o3 DEZA—)UY

VXY=V TN = a DAV AR E=E— Y U TIERICHE I 5 T E T, Firepower

4100/9300 ¥ ¥ —3 A=A F1X, ASAT 7 U r— a3 U EEMNICHRLET (8D .
ASA NEEhH T, Firepower4100/9300 3 v — 3 A—/NA & 3FEE TE 21T E, ASA
L syslog A v E—=T%FERLT, 7T AZZHNVET,

Firepower 4100/9300 ¥ v — 3 A— A R A5 LI T 7 or— 3 > LiEfE TE 2T UL,
ASA Y m—RLET, ASANRA—AANS P LBETERTNE, BFE27 T A2 OHIER
LET,

HEBOANILR F=X—1) 5

K=y MI, Z77AZHY 75 LTTr—RX¥ ¥ A X —TT F 47 /n—FbE—
Ty FEEMIICHELET, REARRIZA LT U MIMNICT—4% ) —Finbx—77 7
A TN— b= Ty b FRBEOMONT y FEZE LRWEE, fil# — N3y 72
AT =48 )= el LET, T—%/— Rl — Rinb 7y FEZE LRV
HEVO = RPDH LW, — RARIRS N E T,

J— R CEBRICEENRE LD TIERL, Xy V=7 OBEENFENT, /—FR7 T A
HHEY 7 B L TCHAEICBETERWEE, 77 AXT A7)y v T Ay v FH U A
WBATT DAREERNH D £, 20T U AT, HtEN/=T—% 7 — FRMBE OFIHE /) —
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FEBIRLET, & 2E, 25027 7 A Zur—va UHTTL—ZITEENREE LIZGE,
o —yar 1 OTOfE ) — X, ar—var 205 —% ) —R&7 7 2ZnLHIRLE
T —H. vmr—ar20/— X, MAOHIE ) — RE@RL, MEDY 7 X2 &R L
F9, ZOVFTVATE, EFH T 7 0 v 7 BNKRT AR H 5 Z LICER LT
W, 7RG oy BETEND & KD ESEIAM O EmWTIE  — RSEIE 2 — R oo&E
EREELET, FEMICOVWTIE, flfle=y FORE (78 X—) 2L T XN,

AR —T A REZZYY

%/ —RiE, EHTPOTRTON—RT 2T A F—T 2 ADY I AT —HALEER L,
AT —=Z ADERZHIHE ) — RIZiE LET, BROT Yy —UTbicd 7 722 Y 7D
A, A3 K EtherChannel |2 7 A # Link Aggregation Control Protocol (cLACP) Z{HH L %
T, Hor—FV 7 AT —HF AL cLACP 7' 1 k)L A v&—T%F =% — L T EtherChannel
CR=IMT I T 4 T THLZNEIDEHHIL, A F—T oA ABFX T LTODLEEITIE
ASAT F U r— g @M L EST, ~NARE=Z— U T EEGICTEE, T 740 FTIE
TRCOYEA U H—T 2 APNTF=H—ZET (EtherChannel f > X —7 = A ADAA
EtherChannel & &¥e) , 7 v TIREDARIMNEA L H —T 2 ADHRET=HF—TEET, 2L
ZIE. 4Hift & EtherChannel 237 7 A X ML EIER X415 F Tit. EtherChannel D XTdD A >
N R— MIER L2 T NEe 0 A (/AR —F NURAREICLVELRD) , ~L A
FrvZiF, AVF =T AA AL, F=F—V T d T a TN THENTE
£,

BRED ) — R CEMRMREDOA X —T 2 —REENRAEL, TOMD ) — R TEDOA o Z—
T2 A ANT I T 4 TN o TWBHE, ZD ) — N7 7 AZNGHIBRENET, ASA I
FoT /=R TREZNLHIBREND L TOREMIX., D/ — KNHESEHSD A L RX—ThH
BT TABICBMLE D ELTWVENTE TR £, ASAIL, /— RN 7 T AHZICH
MTBENDOOWMIFA 2 —T 24 AEERLERA, ZOMIZA v F—T =2 ADAT —
ZANEA LT, ASA LY FAZDGHIBRESIER L, FESLIEAD A L N—D%E1X, 500
S UBEIC — RIS E T,

BEDOY v — bl b 7 7 AX ) v TDEGE, 7 T A X )5 EtherChannel & 180 F 72 1 X HI B
THE, B —VIEREEZMAONDL LI, AV F—T A ANV E=ZY 2 T1E95
T Ed,

TAL—=R T7IVr—avnE=ZT

A 4 —7 = A AlZRadwareDefensePro 7 7'V r— a L EOTalL—X TS r—va v
BAUARN— VLGS, 2=y MBI TAXRNIZE EEDHITIZASA, TaL—2 T 7Y r—
arOWAENREEL TWARENHY £, MHFOT 7Y r—a UREHEIREICR S F
T, 2=y MIZ FRAZIZSMLERHA, WoTct AV TAZIZSMTHE, 2=y MNMIT =
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RHIBRD A v E— FLWA Y E—23 showcluster history =2~ > RIZiBINSivE Lz,
A ATEEmsnE FR/AET S22~ K show cluster history
L7z, show cluster
history BB/ Szl 2 L,
T v REEke 9.13(1) | 7 v R (DCD) ZA%hic L7z84A1%, show conn detail ==~ > Rz LT
(DCD) DIFfEMII & FEA L ISENCET 2 ERE IS TEEd, 7y FEmt 2T &, IET7 2
CINEMOIER, B X T4 TR AR CE 9, showeconn DI, =2 RARA U ERTR—T &N
W7 7 22N DCD TEHENRINET, IHIZ, DCDAY TAX THR— M END LR LT,
PIA= b I S WE I D E A,
VIAZDNT T4 |9 BT FTAZRANRD T T 4y JAMAEESS—TEDLRIICRY E L, JHUTE,

7 B DE=H —

ARt CPU L ARV OHERE, Ny 7y FayThENRGENET, AN
BTE25E,. B2y MRAWMEAHETE25481E, 2=y by FRZY
T FEBTEDCT D0, AL v FOa— RT3 7 i 5 23R T
TFET, ZOMEEX. TNV FTA R IZENTHET,

B LVVAEE ST

* [Configuration] > [Device M anagement] > [High Availability and Scalability] > [ASA
Cluster] > [Cluster Configuration] > [Enable Cluster Load Monitor] = v 7 R v 7
A

* [Monitoring] > [ASA Cluster] > [Cluster Load-M onitoring]
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T—da=y PRl =y FERUREDOEE, REDCFEMZAX Y7L, fiax
mEELLET, ZOMEBIX, 7740 P TARX—TMZENTWET, ORI
=y FTLIIRESN, flfflz=y hbTF—Fa=y MNIUIBERINEEA,

GE)

—WOREAY Y NiE, 7 T AZEEOmEEILE BHEERH Y A, ZhbDaw
YRR =y MIFET D5E. 7 7 AZMEEOEEERANITR> T TH, BE
DFEINTFEICHRELET, 7 T AXKEAEOEELEZEESE 2101, BEED /G
ExHIBRT 205235 D £9°, show cluster infounit-join-acceler ation incompatible-config
EEALC, AfEORVWEEEZRRLET,

P/ZE T S 7= i : [Configuration] > [Device M anagement] > [High Availability and
Scalability] > [ASA Cluster] > [Cluster Configuration] >[Enable config sync acceler ation]
Fryv IRy TR

YA NTLDITAH

Y > 7 F Gratuitous
ARP

9.12(1)

ASA TIZ. Gratuitous ARP (GARP) /7 v hEAER L TAL v F 7 A T7F AR
T I F X BEICEFOREIZHESI IRV E LTz, &V A FOERIEME K S &
WAL NIZE-T, Z7a—/ U MAC/IP 7 KL AD GARP b7 7 ¢ v 7 BNERIRIICAE
MENET, 7 TAEZNPOLREEENTZIA FTEOMACKLIWIPT RLAR LTy
K3 A FEADOMACT RLABIOIP T RLAEBHATLIOWCH L, 7T AZT
ZE LNy MM, 77— L MACT RLABEXOIPT RLAZEHLET, b
T4y N7 a—rULMAC 7 R LA EMIZAER SN2 WEE, 7 a—r
MACT RLADAA v FTMACT RLADH A LT W7 NSFAETARIREMENRH Y £
Ty XA LT U MR B —SVMACT RLVASND RNT T 4w I INAAL v F o7 A
VITGARNT VTR RRIIDIZD T T T 47 N, LI AT = RB
SO eX2 T 4 FOMEREETHZENH £7, & A3 K EtherChannel ® =
=y FBLOY A FMACT RLAZEIZYA FIDEZRET D E. GARPIAT 7 4 /b
NCHEMZRY £77,

HHR/ZE T X 7-EE : [Configuration] > [Device Management] > [High Availability and
Scalability] > [ASA Cluster] > [Cluster Configuration] > [Site Periodic GARP] 7 1 —/V
N

Firepower 9300 > % —
vIED=y DX
VAR A YYE Il

9.10(1)

Firepower 9300 D355, ZOEEEIZED . ¥ —NOEF 2V T 4 EV 2 — A0
FARZERHZSIL, NT 74 v 7 BTV 2 — VI THEIZHMIND Lok b
FT, MOET 22— L XD EDPRVFANISIMLTEEY 2 —ViE, fOEY 22—V E
FAmMEEATERWED, REBELUEDO NI 74 v 722 ETHZENHD ET,
BB Sl

[Configuration] > [Device M anagement] > [High Availability and Scalability] > [ASA
Cluster]

HH/ER SN 7= 7 a > : [Parallel Join of Units Per Chassis] = U 7
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9.10(1)

7 IAZHIEY 7 DT T 0 hTIE 127.2.00/16 X U= MEREINET, =
NTFXOSTY FJAXERHTHLIICX Yy NV BRETEET, Ur—id.
Y —vIDB LA v FID (127.2.chassis id.dot_id) (ZH3WT, HF2=v b®D
PIAZEIY) I A H—T A AIPT RLAZHEVAERLET, 72720, —H
DF vy b T — 7 BTl \umawmh774/7iﬂxf%iﬁho%@tw\
N—T 327 (127.0.0.0/8) BLU~/LFF+v 2 b (224.0.0.0/4) 7 RL A&z,
FXOSIZ7 T AZHIEHY 7 DHAZLN6 YT Fy FEERTE D LR EL
776

HTH/ZE ¥ X 7= Firewall Chassis Manager [H[f :

[Logical Devices] > [Add Device] >

HH/ERSN-A T a

[Cluster Information]

[CCL Subnet IP] 7 4 —/L

JIARA B —T =
A A TNy AR
X, X7 REN DR

9.10(1)

AV B=T 2 A ADAT—Z ZAEHENEAETDH L ASAITA v F—T = A A%EEH L
LT~v—27 L, 7 7A&nba=y F&HlERT % % T health-check monitor-interface
debounce-time =~ > N'% 72|13 ASDM [Configuration] > [Device Management] > [High

ERRBICAEE 51 Availability and Scalability] > [ASA Cluster] Eii CHE Sz I VS L £, =
H—T A RATHHEH S DFEREIX. X U L IRENCEBEENIREBICAET T 51 /5’ T AZHMAIND LI
nNaHIH7nEL R0 FE L, e ZiE, XU RED DBENIREEIZFEAT L TV 5 EtherChannel D54
7 (AL v TRV a— I, THREFAAL v TFREDITA - TS EtherChannel 72
E) L TR AR ERLSTHZE T MOI TRAE 2=y NOFRKR— D
RADPRENE WS BIHIZT T, 779 AF 2=y F ETA U F—T oA ANT T —HKR
ENDHOEHSZENTEET,
EFRINZEEHIZIHY EH A,
NESREERE A% ICHEN |99Q2) | LIANE, < DT —IREICEV 7 T AF 2= bR TAEZNLHIBRENTHEL

Iz 7 T A X IZHSMN
75

ko:@%%%%&Lk%‘i@f&?x&’ﬁ%mfézgﬁhbibtoﬁ@
X, 2=y MET 74/ TS5, . BXON20 % @W%f77x& EEES]N
HamezfrLET, oo Ef%i#omﬂ®ﬁ ik, 77V =3
Vﬁ%@&%ATW%\%ELKTiU&—Vayx% &xﬁ&#%@iﬁo

B E 7213 W 7= #iE : [Configuration] > [Device M anagement] > [High Availability
and Scalability] > [ASA Cluster] > [Auto Rejoin]

7T AR DOIEHEMEDE
WhT U AR—Kk 71
ragxtoe—r0k
Z v AR— MZREE
DEHEROFETR

9.92)

2=y NI EDT TAXDIEFEMEDEW N T VAR — N Ry 7 7 EAREHER LT
Ny TZyrRnaryba—/L FL—rTHo W7o &7y b Fa v 7ol

BERETED LR E LT,
P EIFET SN2~ K : show cluster info transport cp detail
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HERER N— | BEEEIFER
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B{EL —E9 Heluster |9-9(1) | cluster removeunit =< > KiX, noenable =~ RERERIC, 7T AX Y 72X
removeunit=~ > KM Va— REFECHEANNITLZET, 77240 ba=y FEHIBRT D L1220
#/Eno enable FE L7z, UM, FXOS 67— M A NI v I RECHBIEHTLE, 77 AF V7
DHEEANIRY £ LT, BN AT—F A%, 77— FA T v TREDOHE
DA THMFFSNDEOICRVELT, 7272l ASAZYr—FJ5L, 77X
Z U TINHEAINIRD £7,
B E 71T A T S U7 [Configuration] > [Device Management] > [High
Availability and Scalability] > [ASA Cluster]
XD —|99() | vy =T VAT oy 7 OB Z X O ARME (100ms) I[ZERETE DL H IR
NWAF = v 7 OfEE F L7z, DAETO &/ MEIX 300ms TL72, H/hOfEA R (interval x retry-count) 13,
ok 600 X URDRIMGIZT HZ LITTERVWI LICERE LTI &N,
FRELIIAT SN za~ 2 R : app-agent heartbeat interval
ASDM YR — hMEdH D £H A,
728N T OYA(990) | A NHOTIEMICEY, VT 74y Ta—DORy I T v T XA —

T RAE

FT—=L IO Y A MTEINET, ZOWEICEL > T, ¥ FOREENORESNE
7o

B E 7213 W 7=l - [Configuration] > [Device M anagement] > [High Availability
and Scalability] > [ASA Cluster]

Firepower 4100/9300 O ASA 7 5 X & .



Firepower 4100/9300  ASA ¥ 5 2% |
B Firepower s1005300 L ASA S5 U LT DBE

HaE

iy

N— | BREERR

av

Firepower 9300 L7 [9.9(1) |Firepower9300 LD ASA 7 7 A # X, 5H#kE— R THA M VPNZVR— K LET,
FGAFY) TN KBy SEE—RTIEL, EFE—FRED) Hlfl=y NIF T2, ASAT T AL D A
BRI £ R VPN UR—FTEE DY A ] IPsec IKEv2 VPN ##5i 2 0SB 5 Z LR TE x4, 2h
W2 L0, HERA VPN OMFEA B 2 T VPN Vi — M 2N KIRICHEIE & v, & Al A 3E
BLET, OBIUS2SVPNILZ, ZNENHKIDDEY 2 — I EGLHRK2OD Y ¥ —
DI TAE (BE6 DD I TAE A=) ETEHEL., £EY 2 — /TR KK
36,000 D7 7T 4 7 By iar (B T72,00002% L. &K 6,000 DT 7T 47 &
var (% 12,0000 ZVHR—FLFET,

FHRE AT SN

[Monitoring] > [ASA Cluster] > [ASA Cluster] > [VPN Cluster Summary]

[Monitoring] > [VPN] > [VPN Statistics] > [Sessions]

[Configuration] > [Device M anagement] > [High Availablility and Scalability] > [ASA
Cluster]

[Wizards] > [Site-to-Sit€]
[Monitoring] > [VPN] > [VPN Statistics] > [Sessions]
[Monitoring] > [ASA Cluster] > [ASA Cluster] > [VPN Cluster Summary]

[Monitoring] > [ASA Cluster] > [ASA Cluster] > [System Resource Graphs] >
[CPU/Memory]

[Monitoring] > [Logging] > [Real-Time Log Viewer]

27 A% 2=y b~ |98() | 2=y b AL AT =y 7 ORI A L VRO OMEICRE TE ET /MEIT30)

VA F oy U EERT DaiOE/MERL 8T L, ZOHEEIR, 2=y h <A Fzv Py Avye—T 07
Dk E AFx—L%&H, arybta—)L FL—rDF—=FTITATNMNLT—F T L—rD/— |

t—MIEELET, "~ M= 2EHTLHE, 2 b= L —2CPUDK Y
X TRAT Y a— 1 T DRBIEDE L Z TN T2, 7T AZ Y 7 OEfFEEL
JREMEN M ELET, REFMAECRET DL, ZIRAZGIHY) 7 DAy E—Y
YT ITAET A BHINT D2 LICHER LTS, RERH 25 < BET 2 Al
Wxy NU—2 %052 a8 LET, Lt xiE, HORERRBRORIC
3OMD/N—hE—K XAy B—UNFET LD, 7T7AZGEY) 7B L ThHDH2
=y IPBRIOL = <D ping DEREERFEAB LAINICERE S Z L 2B L E 9, (REFFE
203 ~07ICRELIZICASA Y 7 N =T X0 7 L—RLEEE, Ly
RENFR—FENTVWARNDT, ZOREITTFT 74V FDIBITREY £3,
WOMmmEAZZA T LE L7z, [Configuration] > [Device Management] > [High Availability
and Scalability] > [ASA Cluster]
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WL TA v Z—7x |98(1) |ASANA v H—T oA AEFENRBELTCNDERRL, 7T AXNL2=v FHHI
A2 %FEEHEE LTy — FRENDETOT AT ARMERETEHLIICRVELE, ZOMRERIZEY, o
7D DICRE AR VHE—T oA ADMEELEZ IV RBITRHTEET, TAVCARMEELSTHE, A
TRT N v ARER] BHEOMREMENEL D Z EICEBRLTLEESWN, /U H—T 2 f ADAT—H AH
Firepower 4100/9300 HNFETHE, ASAIZA v E—T oA AEEEL L Ty—2V L, V7 IRAEZNHa
vy —v =y MHIBRTHAETHESNZI VBB LET, T 740 FOT AT 2 R
1% 500 ms C. Ah72MEOHIFHIL 300 ms ~ 9 F» T,
PR E 21T A T S~ HiE : [Configuration] > [Device M anagement] > [High Availability
and Scalability] > [ASA Cluster]
Firepower 4100/9300  |9.7(1) |ASA 7 7 A X BT % &, T LD Firepower 4100/9300 * % — > DH A K ID %
V¥ —v EDASAD BECTEXET, UANLASAT 7Y 7 —2 a3 Y NTHA N ID 2R ETHILERD Y
%4F%7?X&UV L7z, 2O LWEEEIL, #WIHPEAZRIZ L ET, ASAMERNTY A b ID 2% 7E
7 DOYR TERL o ZEIZEBELTLLEE N, £, A MNEZ TRHZ Y 7 LD HEHME
RO DO, BEME RT —~ o AT HEHOSENEG EH D ASA 9.7(1)
BXOFXOS2.1.1IZ7 v 77/ L —F45Z L aHERLET,
WO RNET X E L=, [Configuration] >[DeviceManagement] >[High Availability
and Scalability] > [ASA Cluster] > [Cluster Configuration]
Favrxua—n1 |990) |FT—F B A =D T v AEB L, YA NI TAEZV L TDRNTT 4T
Y—rvar . 5y—4% EHERFT D720, Ta v un—hEB—va rEAEMCTEET, @E, Ly
VHE—DYA NET T PHCIIFFEDT A FND T T AKX A= |ZXoTr— R AT 231, ATF SN
AR T DOk E TWET, L2, ASAIFEEDOYA FDALNRN—IT 4 L7 ¥ n—/L&E D YT
9, T =RV E—va ik, FiEE LRI A hou—hL T 4
VI EDOY A MCUOFERER 70— L T4 LI Z N BIMOT 4 L7 4
0= NG T, FTEEET 4 L7 EARE—YA MIFET D L AT 3 —
~ AWM ELET, £, TOFAENKRRLIZGE, v — AT 4 L7 2L
CHA FTHLWVEROFNTEZELZRBRLET, Fn—"ART VLI XL, JTAHK
AUR=RR DY A TR SNDEERHO AT v NEZETL2HEICHEHINET,
WO &8 LE L7=, [Configuration] > [Device Management] > [High Availability
and Scalability] > [Cluster Configuration]
D16 EHD > v — D [9.6(2) |Firepower4100 >V — X TR KI6HDO Y v —2 %7 T AXIBINTE S L HIT/D
7R — b Firepower F L7z,
4100 =Y =2 B SN E D ) E A,
Firepower 4100 > U — [9.6(1) |FXOS 1.1.4 TiX, ASA (I K 6 D+ — D Firepower 4100 &V — X TH A ks

R DY R—k

FAZN T Y R— b LET,
AERSNICHEEIZH Y £ A,
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—F v RBIRZ,%9.6(1) | 2, KEtherChannel D)V —F v KE— RTOY A "7 F2EZ ) o TOEE. A
> K EtherChannel &— MEBIDO MAC T KL AZMZ T, B MABIDIP 7 RUAZERETEZDH L9172
KoY A MEA D TP FL=, YA FIPT FLAZBMNTHZLIZED, 72— 3V MACT RLADHD
T RLADR— | ARP IGE#HIET 572012, V—T 4 7 RIEDRRIZ 72 Y 32720 Data Center
Interconnect (DCI) BHADOBENZ L 54— —L A ~T o AR— M (OTV) T
INAAD ARP REZFEHTHZ M TEET, MACT FLRAZT 4 VAT 5T
OIZ VACL i TE 72\ A1 wvFIZiL, ARP AN METT,
WOME %A LE L7z, [Configuration] > [Device Setup] >[I nterface Settings] >
[Interfaces] > [Add/Edit Ether Channel Interface] > [Advanced]
16 DEY 2—)LD 952D |FXOS1.1.3 Tlix, ¥ —T/H., SBIZHA "EZ TFAZ ) v 7/ TE £, &

Y —VIM I T ALY
> 7, ¥ X Firepower
9300 ASA 7'V r—
TarohA MEY T
Y N

K16 DEFEY 2—)LEEBHTLZENTEET, 2EziE 160D ¥y —2T1ODFE
Ca— )V EFHLEZY, 80Dy —T2oODEY a— VA LT, K16 DE
Va—VEMAEDEDLIENTEET,

BRI NHEEITH Y EE A,

N—=T vy RT77A47T
=L E— RO AR
> K EtherChannel ™
A NEIZZAEZY T
PR—FDOHA N
MAC 7 FL &

9.5(2)

JL—TF v KE— KTlX, A/ KEtherChannel A 7 F A XY v THEHTHZ
EMTEET, MACT RLRADT7 I v B 7 %2BSITIE, HA Vv E—T = A ZADY
A MHNOMACT RLARY A hD2=y F FCHETELLIIC, T TARHF A
N—DH A MNID #HELET,

WO A2 ¥ L ¥ L7z, [Configuration] > [Device Management] > [High Availability
and Scalability] > [ASA Cluster] > [Cluster Configuration]

AVHE—T A AFET
X7 T ALHIEY o
DR LT85 0
auto-rejoin E{ED ASA
I TGAE DAL <A
=

9.5(2)

Ao p—T = A RETRY T ALY v SR LT
B A ACEET,

WO ZE A LE L7z, [Configuration] > [Device Management] > [High Availability
and Scalability] > [ASA Cluster] > [Auto Rejoin]

auto-rejoin EifEZ 71 A

ASA 7 T AT,
GTPvl & GTPv2 %
R—bhLET

9.5(2)

ASA 7 T A XX, GTPvl BLOGTPV2 A V' AT g &Y R—bMLET,
EREINHEELZH Y TR A,

TCPHERID 7 T A X1
R AE

9.5(2)

COBRET., TA4 LI XNy T v T T a—EROEEIC X D FER IR EN T B —
(CBE S TREREE] 2R TE £,

WOME%ZEA LE L7, [Configuration] >[Device Management] > [High Availability
and Scalability] > [ASA Cluster Replication]
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7 4 D LISP A ¥ A3 GG 2 ODRIND T L NY T AN—=RGHEL, b= N—DBITE Y T4 T
Jvayv MR L TEBANC LE T, ASA T, BATEEOLISP M T 7 1 v 7 ZfE L, £D
HMa s — AV AR7 T 22 ) o ZENTEMNTEET, ASAZ T AZ A _—(L,
BARIDOAR T —2 T bRy b— R E IS b ARV L— 2 OO LISP k
FI74 vl EREL, Tr— F—F—OFTESIEFRY A MCAELET,
WOBEENEANEIFER S NE LT,
[Configuration] > [Device Management] > [High Availability and Scalability] > [ASA
Cluster] > [Cluster Configuration]
[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [L1SP]
[Configuration] > [Firewall] > [Service Policy Rules] > [Protocol | nspection]
[Configuration] > [Firewall] > [Service Policy Rules] > [Cluster]
[Monitoring] > [Routing] > [L1SP-EID Table]
Fx U7 ZL—F  |95Q) |Fx VT 7 L— REZITRBUEL PAT Tik, NATIZ 1 EIZ 1 DOR— MEHZEI D Y
NAT OFREA 7 = — /v TEREDHDOTIERL, HHRAMIKR— DT a7 2EV YU THZ LN TEET (RFC
F == LU ASA 6888 ML T E3WY) . ZOKREIZ, 72— VA —"—BLWASA 7 T Z2ZD
AR Y T TY BATYHR—FENET,
b S SR IEILD 0 EHA,
2 FALV T FL—195Q) | T 74N T, TRTDOLANT TAZY 7 AR M LD T LV OA R
Az N ORGEHE YRUSMZ, P —2ARy T 7IZEHENE T, LV B _vDA X hasD FL—
A 2z iR D722, 7T AZDRNF V=R LNV ERETEET,
EEINIZHEEIZD Y FH A,
Firepower 9300 9.4 FirePOWER 9300 > ¥ — N TlE, K3 20X 2V T 0 TV 2a—NVET7 T AX{
VY—VPNASAZ T | WD | TExEF, Yy —YHNOTRTOEY 2 —UE, 7 TAZITBL TV ALERSH Y
2By T R

WO % EHA LE L7z, [Configuration] > [Device Management] > [High Availability
and Scalability] > [ASA Cluster Replication]
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