B

TOTETII, ASA L Tar 7 4 X alb—2 g UEABSRES A OIEFELEREARREEZITO
FFEICHOWTHBA L £,

JU r=t
X E

jull]]

e IRA NG, RAAL %, BEOA F—T N XA T— K& Telnet SA T — FOFHRE (1
D)

« HEEFOFRE (3 —)

e VAR —NAT L —ADHKIE (8 X—)

e DNS #—"—DFE (10 <—)

e N— R =T NANRAB LT = 7 /VER (Cisco ISA 3000) DOF%E (15 —)

«ASP (FEEX 2V T 4 NR) ONTF—< ALEEOFE (17 X—)

eDNS F ¥ v aDE=F U LT (192—2)

« EARRTEORRE (20 2—)

KRR MR, FAS VR, BEUVAR—TILINRT—FK &
Telnet /N\X 77— FKDHXRTF

WAL, RAAL %, A FX—T N NAT— R, Telnet’SA T — RERET AT, ROFIE

FEITLET,

1R BHEIIZ

RA NG, RAAL L, A F—T N AT — K Telnet /XA U — REFRETHENT, IROE{:
R L ET,

s VINTF ATHFARNE—FRTIE, I TFHFRAPNFETAR—RL VAT LFEITAR—ZAD
WHDHEA NG E RAAL VA ERETEET,

o A X —T ) NXAT— K& Telnet ’RAT— RNiE, £ TFAMNCTRELET, VAT A
TIIfEATEEFEA,

2xzE B
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B otxra. FACUR BEUAR—TLKRT— FE Telnet /X T — KORE

FIE

&

ATy T2

ATvT3

ATvT4

| EEE

VAT A AT 4 Fal—valrhbarTFXFARN T X2 b— g NIHI0 L
ZHIZIE, [ (Configuration) ]>[7 /34 AU Ak (DeviceList) |4 T, 77747
RTNRAADIPT RLADTFICHDBALVTHFANGEZT NIV w7 LET,

[%5E (Configuration) ]>[T/3A4 RZE (DeviceSetup) | > [T/ 1 R%&//SRXT— K (Device
Name/Password) | Z&R L £9°,

RARNLEANNITLEST, T4/ FOFRA NI Tciscoasa] T,

BRANGTa~ Yy RIA40oO7ar 7 MIERRENET, ZOFRA NIZE->T, #HEOT A
AARALDE Y arEHSNTAESIC, a~vr FEANTAERNFICHIETCXEd, S&
£l syslog A vE—VTHEHINE T,

~YNAF A THRARN T RTIE, VAT LAFTAR—RIZRELIZARAR MBI XTOa
TXAIDAR RIATar 7 MNIFRRSNET, aVTXFANTHRELIEFA M %,
Oy RIA NERET, NF—ZIRKRT DAL T a b H 0 FT,

RAAL 2B AN LET, T 74V 5 FAA 41X default.domain.invalid T3,

ASAVL, i T2 WARIOY 7 4 v 7 AL LT, AL U AZBMLET, 2L 2,
RAA 4% [example.com] IZFXE L. syslog %r—/3—& L CIEERG4 Tjupiter] ZF5E L7z
GAlE. ASA IZ X o TARIMDESRS 4T ljupiterexample.com] & 720 £,

Bitge—F (A 3—TN) RRAU—RELEERELET, T 74/ O/ RAT— RLZEHTT N,
CLI Cenable 2~ RERMICAS LIZEEIEETLH LR BENFET,

enable FREEA R E L7 WA, A 3 — TN NA U — R X > CTHHMEEXECE— RGN E
I, HTITP BBEFARE LR WA, A X — 7L XA T — 2k » TLED2—HY —4 T ASDM
lIca 74 Ccx%£%, ASDM T, CLIZ7Z7®AD L HI2, A F—T I/ RAT— ROEF X

WHENEEA,

a) [FFHEE— K/XA U — R%ZZ 8 (Change the privileged mode password) | F = v 7Ry 7 A%
AT LET,

b) HLWRRAT—KEANL, HILWRRATY—REHERLET, 8~ 127 LFD/NAT— K
RELET, KXFENILFREFISNET, LT Z R ARED ASCIL FI AT E S5
(CFa—R32~126) ZfHrabEDZENTEET,

«c AN—RAFHEATE A
« BERITFIIE T E R A

o 3 XXFLL B Uiz, EFICW AT ASCH SCFE £ 7213 0 IR &5 ASCI SCFIH#E
TEEHA, 72 xiE, WONRAT—RIIESEINET,

« abcuserl
« userb43

* uscraaaa



| #2x3%
oz [

* user2666

NAT = REZEADMEIZ By FTHZ EIXTEEEA,

ATy 5 Telnet7 7B ADT= DO A RAT—RERELET, 74V EDORNAT—REHY F
A,

Telnet FBIEEZHRTE LR WEES, 27 A 2 X2 T— RNiX Telnet 7 7 B AIEH I NE T,

a) [BXa2 VT 4T TFIAT L ADAL ) —IT VAT HEDDNAT — REEHS 5
(Change the password to access the console of the security appliance) | = v 7 R v 7 A& 4
ZLET,

b) HVWIRT—F HLWVASADBAIEZOT7 4 — L FEZAICLTHEET) | HLw
NAT—=REZANL, FILWOARRAY—=FEHERLET, AT — NIZI3ERK 16 XFOkK
SEMEMTE ET, A= LEERFF 2 R <AEE O ASCIL HIRIATRESC (3L =— 1 32
~126) ZHHBGEDEDL LN TEET,

ATy 76 [#EH (Apply) 1227V v 7 LTEFNREZRFLET,

AEFDERE

(GE)  Firepower 4100/9300 ® HFEZFHE L2V TL 72 &V, Cisco ASA 1LY ¥ — b HIRDRE %
ZELET,

NTP H—/N\—ZERA L =B EFLIDERE

NTP [ L TR — R VAT LAERB L, *y MU —7 VAT AR ORZ % 1EREIC
FHLES, 20k 52KEILX., CRL ORFER CIEMR I A b AZ o ThEghemih Y., i
RN EELRBIETHEIZRY £9, IO NTP —"—%FETXET, ASAIX, 7 —#1F
HEORELLRD—FBETFTDA NI X LDV —N"—ZFINLFT,

FEICHRE LIERZNIT T, NTP V== b SN A L > T EEEENET,

ASA IZ NTPv4 VR — L ET,

1R BHHIIZ
PNF ATFEFARNET—RTIE, BAIS AT A 23 74X alb—2a i LTEITRE
TEFET,

BERRE
|
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B vy —zpmLEAMEBENORE

FIE

AT w71 [Configuration] > [Device Setup] > [System Time] > [NTP] Z &R L £,

- Configuration > Device Setup > System Time > NTP

Configure NTP servers and define authentication keys and values.

IP Address Interface Preferred? Key Number Trusted Key? Authentication Add
Edit
® @ Add NTP Server Configuration Cesels
IP Version: O 1pv4 IPV6
IP Address: 209.165.201.1 Preferred
Interface: outside a

Authentication Key

Key Number: 1 < Trusted

Key Value: sssssssnssasse

Re-enter Key Value: ssssssssscsss

Authentication Key Algorithm
Key Algorithm: sha512 a

Help Cancel N

Enable NTP authentication

ATw 72 [Add] #7 VY v 7 LT, [Add NTP Server Configuration] # A 7 2 7 7R v 7 AR R LET,
ATw T3 NIP ¥ — =D IPv4 £721XIPVEIP 7 FLRAZ AL ET,

Y= N—DRA M EANTHZ LIITEFETA, ASAILZ, NTP YV —X—DDNS/IL v 77T v
THEY A= L TOERTA,

ATy T4 (EE) [Preferred| F= v /Ry 7 A A NI LT, 2OV —N"—%BLEh—_—ZRELE
TO
NTP CTiZ., EDOV—NR—DEENRKLEW DL TH72007 v3 Y AaEEHL, £0
P—R—IZEH L ET, BENEUCERETCHUL, B —"—2HALET, =720, B
P R— LY HEERKIEIZE W — =05 D5, ASAITKEEDEWE DV — " —% i H
bi‘a—o

ATv 75 ({EE) Koy 7FZ 72U X R»nD [Interface] 28R L £,

ZORETHE. NTPXT v hORIEAS X —T 2 A ANEESNET, S F—T = A AN%E
HOBEE., ASABERAT AT 74V FOEHa L TXF AN, E—T oA AT, BHAL—T 4
VIT—=T Mo THRE Y £9,

AT 6 (EE) NIPRGFEZRELET,

| xS



| A

zocoasozz |

a) 1~ 4294967295 OO F—FEES & AT 20, Fizid, HRAIAT 50O NTP % —/3—D
F—ZLIRNCER L723BA1E. Fay 72 o ) A MW BBEFEOF—FH 54 BIR L F 9,
ZORETIE, ZORMF—DXF—ID ZHEELET, iUk, FRFEEMH L TNTP
P R— L BETEXET, NTPH—_"—D v by, FIZZOXF— 1D 2 HT 5 0%E
NHYET,

b) [Trusted] F=v 7Ry 7 A&EF N LET,

¢) [Key Value] # A LET, ZiE, &K 32 LFOXLTHITT, T0#k, T—HE2HAN
LET,

d) Fuey7Hor U R )5 [Key Algorithm] Z 341 L £ 7,

e) [OK]%#7Vvr7 LET,

AT w 771 [Enable NTP authentication] = v 7 ;R v 7 A% 412 LT, NTP @&iE&x A& L £,
ATv 78 [EH (Apply) 1227V v 7 LTERNEZRIFLET,

FHTOHRORTE

FIE

ATv 1
ATvT2

ATvT3

AT &Rl FEYTRET DI21E, ROFIHZFETLET,

4 HREIIC

2N F arTFRANET—RTIE, B AT L a7 4 X2 b —2 g NI LTTETRE
TEFET,

[Configuration] > [Device Setup] > [System Time] > [Clock] Z®&R L ¥ 7,

FayTHZ G VRN EA LY = 2R IRLET, ZORETIE, #WHRKELZ GMTIC
Mz 7z (F72EGMT B ELFWE) XA 5 Y —rBEELET, [EasternT1me]\ [Central
Time]. [Mountain Time]. =721 [Pacific Time] ' — > Z8R$5 &, 3 HDOZHE 2 HEEH OFHI
2WE D 11 A 1 A H OFRT 2 K TORE 2 A BRI ZRFRICHEE S E T,

GF)
ASA OISR A EFTT5L, AT VP22 b SSM LN R v 7EINH5A03H 0 %
D

[Date] Ry 7# o URA 27 ) w7 LTALU A —%2FRLET, HWT, IROFGIELE
ALTELWAEMZHRELET,

cHO4FI 7Y vy 7 L, AV A EFRL, WICABOAZ 7 Vw7 LET, BV
B—MMNEDORITEDLY £,

cFx7 Yy LTEZEFELET, ERAIE FRAIZHEH L THEEFEZ A7 n—145 2
Eb, ANT7 4=V RIZFEZANTLZ LB TEET,

2xzE B
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. Precision Time Protocol D% (ISA 3000)

AEADERICHLRENE 7Y v I T5E, AL E—RN—EIL 1A TORMERICA 7 7 —
AL LUET,

AV A—DOHIZBLE 7Y v LTHERELET,

ATy T4 BZ (K, 5, BROR) 2FEHTANLET,

AT w75 [Update Display Time] 227 U 7 L C., ASDM ~3A > Df5 FIZFERESNDHHL 2 FH L £,
BRI 10 R D S ICHB T S Ed,

Precision Time Protocol ME%%E (ISA 3000)

EEEREM 7 e 2Ly (PTP) 1, X7y PR—A Xy NT—FTNOIEEERT A ADY
vy 7 ZFMT 57 DICHB SN RMFEIR 72 a3, FRHOT AL AT ay 7,
—IRENTHERE L ZEMN R £, o7 a Fand, EERAOR Y hU—2{bEn-llE
BLOWIE Y AT AANFICEEBNCER G S TR Y . R/ NROBRHRIE & 3 0 LB A — R —
Ny RULPWELE LRWad, 3 A7 A CTOME I KE TT,

PTP > 27 L%, PTPF /34 R L FEPTP F 314 ZDMAELHEIC LD, HEfoxy FU—2
VAT ALTT, PTIPT A RZF, A—TFT 4 FV r7nuvr BRI/ay s, BXOMT AR
TLvrhzuyrPnEEnEd, EPTP T34 RZE, Xy NU—F Af v FRN—H 72 L
DALV TTANT I F v TNNAANGENET,

ASAT A AL, T UART LU M uay 7 b LTERETEET, ASAT3A AT, HY
DIy 7 EPTP 7y 7 LR LERA, ASA T3 AX, PTP 7/ 1 v 7 TEHZSNL TV
HPTP DT 74N T a7 7 ANEHHLET,

PTP T /3 AR ET DAL, BHEESELIT A, ZAD KA AL L F5EERZLET, Lizno
T, BHDOPIP RAAL VEREL, BED 1 DD RAAL IZPTP 7 uy 7 ZERATSHX 51
PTP UANDET A AT ETEET,
IR HEIIZ

o Z DKEREIT. ISA 3000 DAL THEHTE E9,

«PTP OfFEHIZ, oI NarTFHFRAE— RTOLYER—FEINFET,

«CiscoPTP I, ¥V FF ¥ A FPTP XA vt —DHEYFR—KFLTOET,

e T 74N ITIE, FTUVART LY M E—FOTXTDISA3000-1 > X —7 = A ATPTP
WA X—=T N 72> TWET, L—T v RE— RKTX, PTP/ N7y BT /N4 A& @R T
XDHEVCTHEDICHERBRELZENTAILENRHY 7,

¢ PTP X IPV6 R hU—27 TiER<, IPvd X v hU—7 TORERTE £,

*PTPEEIX. AZ L KT arnh7 U vl T—F A R_R=0n%[bt, YA —P %y
AVE—Tz2AATHFR—FENET, KOO TIFETFR—FENEFA,

cEHHA L H—T AR,




| A

FIE

ATy I
ATv T2

ATvT3

RTv74

Precision Time Protocol D% (ISA 3000) .

e %7 A ¥ —7 A A, EtherChannel, BVI, =DM DA X —T7 = A A,

eVLAN V7 A v Z—T A4 ATOPTP 72—, HWYIRPTPHRENH A L Z—T = A X
LI ET AEA IR — R ENET,

*PTP Y v FMEEICT AA AZBBTEL LT HLERDHY £F, FTr AT L

VRI77AT A= VE—RTIEH, PTP NI 7 4 v I B THT VBRIV A RNRNT 7 4
VR TREINTWVWET, PTP 77 4 v 71X UDP A— |k 319 & 320, BLO%EEIP T
KL & 22401129 (12X > THBlENnET, TODNL—T v R 77 A4 T 74—V E—FK
Tk, ORI 74y 7 ZFFA[T 5T _XTO ACL BZiF ANLIET,

c XDIN—T v N T7AT U4 —/)LE—RFTiL, PTP~VFF+¥ A N L—THDO~</L
FHXXY A =T A TERDODEINCAFZ—TNITEHEXLELH Y 7,

e /= VL ar 7 4 F¥al— 3 EF— RKOa~r K multicag-routing Z A1 L
R

cFE o, TV T IN—T AN —=TERL, PTPREIC/>TNDA v F—T = A
AL, AV E—T oA A AT 4 FalL— 3 3~ KNigmpjoin-group
22401129 % AL T, PTP v /FFx A b Z—T A=y T2 HHINIA D
WLET, Zoavwr R, Vo0 —FRA 0 R_R— 1 LTI R—FERTE
O, BELHY A,

[Configuration] > [Device Management > PTP] Z &R L 7,
Domain value # AJJ L £,

L, TR ZADTRTOR— D RAAL VFESTT, BARDRAAL L TRIESHE Yy
ME, BEOLTF XY 2 STy O XS IZfbivd o, PTPAEIT TOILEREA, 2D
TEOHFPHIX 0 ~255, 774/ MEIZ0TT, Xy T —2ZKHNDPTP 7 /31 AZHE I LT
D RAL FEZEATILET,

(47> a ) EnableEnd-to-End Transparent Clock Mode Z 4R L, PTP 231 R —7 LT 72 >
TNWDETRTDA LV Z—T 2 AT RY =2 R FT AT LY b= R F—7
MZLET,

KT ART LY hZay 7%, HEEMZRE L, PTP /37 v PN D correctionField & &
BTDZ LIl CBEAEET Dy 7 TY,

A B —T7 A A% L, [Enable] £7-1F [Disable] %27 U v 7 LT, 1 DL EDOT/NA A A
VR =T A ATPTP ZHMMILET,

VAT EREE RAA UNOPTPZ 0w J TR CTX DK A VX —T = A AT, PTPEHIIC
LET,

2xzE B
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. TRE— IR T L—RXDHEE

ATv TS5 [Applyl 27 Vv 27 LET,

RDEZRY

[Monitoring] > [Properties] > [PTP] Zi®&R L, PTP /7 r v 2 LA ¥ —T = A A/FR— MNME#RE
TR LET,

TAA— INR T L—XNKTE

VAR = NRATL—XEFHATHE, T L—r TFANDNRAT — RRELERIT, bR
THRESN, 1 20F—ZFEH L TTRTONRRAT — Rz RIS b EiI~vAF 7/ TX
HEITHVET, ZOXIICLTYH, HERIT UL EINEFFA, vAX— AT L —X%
T 2L LTiE, ROBDONRHD £,

* OSPF

* EIGRP

*VPNE— R RT3 7

*VPN(UE—F T7EABLPY A Y —HF A1 b)
o Jx— )L —/3—

« AAA H—/3—

* Logging

HHFIT AR

VAZ— INRITL—XDEMEIZERE

VAL — RAT =R BIMNEITEFTHITIE, ROFIEEZFITLET,

4a & SRS

c ZOFNEEZFE(TTEDHDOE, =Y —/b, SSH., HTTPS & ASDM 2 X iIc kL 5 F =
Ty a Al BNTORTT,

c TNV —RN=PBA RX=T N ThH->Th, 7x— VA= "—FX—NREINTVAR
WEBRIL, SAF— RAT V=X BT HE, 27— Avb—URERRINES, Z
DAY=V, YAZ— RAT VL —XOERERT L—r TF A ML LTEEFESNR
Wk, T2 AN X2 ANTOUERDH D Z LRI NET,
[Configuration] > [Device Management] > [High Availability]> [Failover] ®NE{Z#&R L, [Shared
Key] 7 4 —/V RIMEBEDOXF 2 AT D0, £33 7 = — A — " — 16 #EF — AR L
TWAEEIT ANy 7 A= %R 320 16 85 (0-9A-Fa-f) # AJ1LE7, KIT. [Apply]
27U w7 LET,

B =%x%%
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FIE

ATvT1

ATy T2

ATvT3

ATv74

v28— k27 L—20emErEzE [

T I T 4 TIAL N, T 2= LA —R—TNRAT— RO S b2 A M EITEET S
&, writestandby NETSNET, ZHUT T T 4 TREERE AL N, =y BT
BRLUES, ZOERMTON WSS, AZ 3 2=y FOREFLENTZ AT — R
I, FICARRATZ—XZEH L TWAHEAETHRRLI DI £7, MkaHElNT5 2
LT MEBFECTHDL ZEMNRFESNET, TV T AT/ 70T 47 72— )b F—r3—
DAL, FEIT writestandby 2 AT 50 ERH Y £7°, writestandby 1X, 727 T o«
TIT T 47 E=RTrI7 74y 7 OHEESIEEITHENHY T, Ziux, FrL
VBRSBTS DN, B ¥ ) 2=y M TRERPIHE SN D72 T, failover
activegroup 1 35 X U failover activegroup 2 2~ > RZHEH L TF 7 A~ VU ASA TTXT
DaATXANET 7T 4712 L, writestandby & AJJ L CH>5., nofailover activegroup
2av U REHERALTEI U HY 2=y NI V=T 237X A NEEILTIHLER S
0ES,

WKDONTNLDOF T a3 o EBERLET,

e U AT XA K E— T, [Configuration] > [Device Management] > [Advanced] >
[Master Passphrase] % i# L £,

e wLF 2T FH A E— RT, [Configuration] > [Device Management] > [Device Administration]
> [Master Passphrase] Z 38R L £79°,

[Advanced Encryption Standard (AES) password encryption] = v 7 7R v 7 A% A A2 LET,

B~ AL — XA T L—XRN2WNGAE, [Applyl &7 VU v 735 LEEE X v —UNRFER
SNFEJ, [OK] £72iE [Cancel] 27 V v 7 LTHATTE ET,

BNBNRAT— ROKF{bET 4 B—7 T 5 L, B L SNTREFO/RA T — RiZndi
LEFINT, ~AX—RAT L—ANFETDHRY . BB SN RAT = RE7 7V r—
g Nl Lo THEG L TE S LENE T,

[Change the encryption master passphrase] = v 7 7R v 7 A% A4 N2 LT, H LWV AZ — XA
T—RAEANBLOHERTELLIICLET, 774 FTIE, ZOUDIET 4 E—7 LT
D

HLWI AR — N2 T L —XOE T8~ 128 LFEICTALENRH Y £,

BEAEDONRRA T L — X ER T LEBEI1E, HTLWWIR T L—X% AT DI, HWWIR T L —
RuEANITTHLERH Y F9,

VAL — NAT L —REHIRT 5121E [New] 3 £ O [Confirm master passphrase] 7 1 —/L K%
ZZHDOERICLET,

EA (Apply) 1227 Vv LET,

2xzE B
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B <=x5—x7L—xommi

O R\ —d
TAZ— INR T L—XDEHL
TAE—=RAT VL —RXET =TT H L, BElbENTRAT— KR TL—r TF R
FXRAT—RIZED £3, b ENT/AT—FE2SR—FLTWARWLFIOY 7 by =7
W=D g NIF T T L— RTA8E81E. SAT7L—X&HIR LT EERTT,
1R BHIIZ
e T AT NCTBHEDY AL — RRAT L—ARDo TWARITIER Y 8 A,

o« ZDOFENMERET D DX, HTTPS 24 L7- Telnet, SSH. £7/-IXASDM Ic LB EF T
o a T,

VAR — IRAT L —R & T 4 =TT 521, ROFIEEZFETLET,

FIE

RTFYT1 ROVTNDLOFT v a v EBRLET,
s ) 2T XA K E— FT, [Configuration] > [Device Management] > [Advanced] >
[Master Passphrase] 38R L £ 79,

e w)VF T T F X B E— KT, [Configuration] > [Device Management] > [Device Administration]
> [Master Passphrase] % 341 L £ 97,

AT 72 [Advanced Encryption Standard (AES) password encryption] &= v 7 R v 7 2% A N2 LET,
HNIg~ AR — 82T L—ZXN72WGEE, [Applyl 27 U » 7§25 LSRN FoRENE T,
[OK] E 721X [Cancel] 7 V v 7 L THifT LE T,

AT 73 [Change the encryption master passphrase] &= v 7 R v 7 A& AN LET,

AT w74 [Oldmasterpassphrase] 7 4 —/L KIZ, HWWTAX— AT L —X% A/ LET, T1&8—T N
T HHENWT AL — NAT L —XZH[ETIHLERH Y 7,

AT 75 [Newmaster master passphrase] 7 4 — /1 K & [Confirm master passphrase] 7 4 —/V K& ZE[ D % £
IZLET,

AT976 [Applyl 27 U 7 LET,

N =L
DNS Y —/\—D:XTFE
DNS —_—ZREL T, ASANKA MEIPT RLAIZHMILTED L HIZTHILERNDHD

£, £l T RBAN—WIEEEM FAA 4 (FQDN) Ry hU—I AT V=7 F &M
MT 5L, DNS—R"—2RETLLENDHY 7,

B =%x%%



| #xz%

ons 4—i—oiz [

—HERD ASAFERETIX, RAA U4 THEY—NIZT 7B AT 572 DI DNS r— %7 5
VRSB F9, thoOEE (ping 2~ R traceroute =~ > K72 K) Tld, ping <° traceroute
EIATTD4A1H NI TE L7120, ASAIEZDNS — "— L5452 &L CTARIEZMRRTE £
T, 4ENE. %< D SSLVPN 2= R L QReertificate 2~ R CTHYHR— I ET,

7 7 4/ kT, DefaultDNS EFEINDT 7 4/ b @D DNS = =T V—TRBH 1Y £, #
BODNS Y — "= N —F o TE £, 1 ODIIVL—TNF 7 4/ 8T, DI N—T%
gD KA A CBBEAHT 5 2 E N TE 9, DNSH—_—7 b — Al Stz KA A
NZ—ET D DNS ERiX, 207 N—TEHMEHLET, 72& 2L HNEBOD eng.cisco.com P—
N=50TD ~T7 7 4> 7 THNEDDNS r— N—Z M H 555513, eng.cisco.com Z N D DNS
TN—Twy 7 T&EET, NAS vy BT E—E L7223 <ToO DNS Zkix, B
HAHT N AL VBN T 740 O DNS == N —T%EHLET, 72L& 2
1%, DefaultDNS 7 /L —F2i%, A v % —7 = A AT A[RE/R /X7 ) »~ 7 DNS #—/3—
AEHhHZENTEET, PN Fo L Z—7 Mo DNS —_— FL—F 5B iE T
F9, FECOVWTIE, a~vr R U 77 L2 ADtunne-group 2~ REBMRL T 7ZEW,

)

GE)  ASA TIE. KEAEIZS UC DNS — " — D FARREMIC Y H— F X E T,

1R BHHEIIZ

DNS RAAL U N I T v T oA RX—TWMITEHTRXTDOAL U H—T A ATx L bl —
TAUTBIOT 78 A =L EREL, DNS P —R—|ZH[ETEELHITL T EE N,

FIE

A7 71 [Configuration] > [Device Management] > [DNS] > [DNS Client] OJIEIZEIN L £,
AT w72 [DNS Setup] fHI T, OWTNIDAT L g ZEIRLE1,

» Configure one DNS server group : = DA 7' 3 & DefaultDNS 7 /L — 72— "— % EFK
LET,

o [BEEDDNSH—/N— 27 )L — 7" %5 E (Configure multiple DNS server groups) ]: Z DA~
va v EMERT S L. DefaultDNS 7 /L—7 7215 T2 <, FFED R AL BT 5 2 &
WAREZRZ DD 7N —T7 RV E— 7 7 £ A SSLVPN ZL—T7 K & —IEHT 57
N—T HBHETEET, DefaultDNS VL —T7 DHEFRELIZL LThH, ZA—7THEHT
HHA LT U MREOMOFEEZEE T D551L. 20T a VERIRT LIMLERH Y
S

AT 73 [Configure one DNS server group] %8R L7245 1%, DefaultDNS 7 /b— 74— "—%FRE L
i ‘3‘0

a) [Primary DNS Server] (T, FIREZRR O 3 5487058 5 DNS h— =D P 7 FL A% A
HLFET, BEISU T, 2O —=R_"=2Kth L F Y —_"— % L, ASANRH—/3—
& DOEEGIAEAT 5 interface name ZHEE L ET, A v X —T A ABBE LR o128

2xzE B
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ATvT4

| xS

srme |

By ASA T — X N—T 4 7 T—TNEMHER L, BT DHHLONRAONL TR,
BHEANL—T 47 T—TINVEHELET,

b) [Add]ZZ7 VU v 27 LT, A% U DNS I ——%BIMLET,
K 6fHD DNS $— =% B TX £9, ASA TlE, IEE2%ET 5 F T DNS —
ZEIZF L £ 7, [Move Up]/[Move Down] AR ¥ & L C, — _—%ELEDNEIZIE
/\\‘\i‘é—(}
¢) FEAREBHiSNTWRWGA, FA RNIZEMNT S DNS FAA A& AJLET,
[Configure multiple DNS server groups] Zi®R L 723551, h—— 71— O 7 a7 1 &2 E
% L/i—é—o
a) [Add]Z 7 U7 LTH LW A—T2ERT 50, Z—7 %3 IRLTC[Bdit] 7 U >~
7 LET,
DefaultDNS 27 /L— 1L IZ U A MZRRINET,
by ZN—7 T uanT 2B ELET,

* [Server IP Address to Add]. [Source Interface] : DNS #—/X—®D P 7 L A& AL,
[Add>1%2 27V v 7 LET, & ——ZDOW T, LEZE L TASARY——LD
BEIZFEHT 2 interface name ZHE L E T, A > ¥ —7 = A AZHEE L2WGE,
ASA FEHERON—T 4 7 T—=TNaF =y 7 LET, ZIT—EHRRONG
RGBT =X ON—T 4T T—T NV ETF v LET,

R 6 fH D DNS —"—% B TE £7, ASA Tik, IWE %2559 5 F£ T4 DNS
P—ZIEICFA L £7, [Move Up)/[Move Down] 7R % > 2l LT, —/ "—Z 5k
FEDNRIZAE~FE T,

[#A L7 D (Timeout) ]:iR®MD DNS % — "—%3179 AN T 205 (1~
30) o T 7 AN MEIZ2H T, ASART— =D U X NEFHFRITT LT, 20D
A LT Y MIFHELET,

[Retries] : ASA WInE & 32fE L7 & &2, DNS —~"—D U 2 k& #5179 2 [E3
(0~10) ,

Expire Entry Timer (DefaultDNS £7213%7 7 7 4 7 7 )V —7D7) :DNST 2~V D
/INTTL (B3 HAAL) o AR Y A ~—N > U D TIL LY b EWES. TTL 1A
ZhHIPR = b U BERME E T L 7, TILOAADHIRY A ~— L0 L RWEEA,
PR > U REEIIER SN E T, 205G, TTLIGEMORMIZENSEE
Ao BRBIBRNEINA L, DNSL Y7 T v 7 TF—Tmbxy b RYIBRENET,
TN EHIBRT D ET—TNDOF LS, VNRBEIZR) 9, 2D, HHEIC
HIBRT 2 & T A ADNBAFTNRKEL RDHAREMERH Y £9, DNS=> hU Ik -
TIETTL Ay GRRRE) HEa08H 5720, ZORELZHEMR L CTTL 2%
PICIER CTEXET, 774V MI1ATT (0FD, TXTOMMEE DR/ TTLIX 1
DCY) . FRETE DHPHITX1~655350CF, ZDOA T 3 0%, FQDNR > h U —
7 ATV 2l FORRRICORMEH I NE T,

* [Poll Timer] (DefaultDNS 72137 77 4 7 /' /V—7 D7) :FQDN ® v hU—7 /K
ANFATT2T " IP T RLVRICRT DD A=Y 7 A 71D
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ATy T5

ATvT6

DNS H—/\—DHRE .

B (O HAL) , FQDNA 7Y =7 MIT7 7 A T U4 —/L R Y o —THA SN 554
WZDORIRFSINET, A ~v—IC Ko THRHRBOR KRS EY £4, IPT L
AR LT B4 A 2 2 7 OWEICIEDNS =2 b U OFFfe il Reiefd  (TTL)
EHEHESND2D, fx DFQDNAR—Y > 7 %A 7 )L L0 HEBEICRR SN D%
BNRBHY ET, T 74N NI 240 (4F[E]) T, FEETE DHIPAIL 1 ~ 655354 T
R

*[KAA 4 (Domain Name) | (DefaultDNS £7-1%7 77 4 77 NV—TDR) : 5L
B S TOVARWESE DR A MICBINT D RA A 4,

¢c) [OK]%Z7 Vv L%ET,

d) BEOIN—TBHL5GEX. JV—T% 1 ORI LT [T 77 1 7IZHEE (Set Active) ]
IV ITHILETT I N N IIN—THEETEET,
TN—TIZ R AL UMW~ B T ENTWARWESIZOR, INV—T%FT 73L& LT
EHTXET (27978 (143—2) | W) .

DNS V> 77 TRl &b 1 DDA v H—T 2 ATHNMNI 2> TND I LR LE

9, DNS H— 3— J)L—TDFED FIZ&H 25 [DNS lookup] f > ¥ —7 =4 A U A KT, [DNS

Enabled]| # 7 5% 27V v 7 LT [True]l Z TR L, A X —T A ATON 7T v 7T EHI4k
L/iﬁ‘o

DNS #r—=—=~D7 7 B ZAEH ENLT XTDA o F—T = ATDNS IV 7T v T % h
ML TLIEEN,

A H—T 2 A ATDNS NV I T v T B ML & DNS H—/3— [Source Interface]
EIN=T 4T TN LTRE LA v =T = A2 TE £E A,

UERE) [EfEIN7=DNSHY—/\ (Trusted DNS Server) | T, Ry NV —7 $—ERX FT7 V=
I RDRAAL B EFRT DL EIEBET LV —A"ZRET LA TV a v ERELET,
a)  (EE) BIRAIIERIE SN EB S 472 DNS — " Z B E 72 IFHIBR L £ 97,

GBI (Add) 127V v 7 LTH LW —"ZBIL, IP ¥ A7 (IPv4 £7213 IPv6)
ZERL, —DIPT RLAZANLT, [OK]1Z27 Vv 7 LET,

7 RUAEETTHITiE, —_"Z@IRL, [ (Edit) 1227V v LET,
o = NERIRL, [HIBR (Delete) 127V v 7 LTEEINIZT— DU A SDDLE
DH—"ZHIFRLET,

b) ROFT a3 v a @I E T IEIEER L 5,

c[fEE (Any) ]: T XTCODNS h—_"ZEEHL, I XTEAX—LE 7 LET, Z0D
FT T a NI T T A ST I o TV ET,

o (MK S 72 Y—23 (Configured-Servers) ] : DNS H— 7L — 7 T E S 72—
EEETLINEI D, ZOF T aid, T 74V N TEHTT,
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« [DHCPZ A 7> b (DHCP-Client) ] : DHCPZ 54 7 > bk & DHCP #—/ 3D A X —
BT A=Vl Lo TEEEINTY— 03, B SN DNS h— R E RS
HMEID, TOF T a itk TN FTHEYTT,

« [DHCP”—/L (DHCP-Pools) ]: T/3 AA X —7 = A A THEITEN TV 5 DHCP
P —RENLTCT FLAZEBTS7 747 @ DHCP 7—/LIRESNL TN D
DNS #—RZEETLHNE 90, ZOF T a0k, T 74/ N THEZTT,

« [DHCP YU L — (DHCP-Relay) ]: DHCP 7 7 A 7 > k& DHCP % —/ SO A X — ¥’
Vb= Ryt —VICLoTEHEINZY— 03 B SN/ DNS h— e R s
NBEMNEI D, ZOFTaix, T 74/ TEHTT,

(fEE) 7= U —Z2&121 >0 DNS &% il 7 5121%, [Enable DNS Guard on all interfaces]

Fov IRy T AR F AT LET,

DNS A v A7 g VERETHEXIZ, DNS H—RERETEET, BEDA L F—T =

A ATIE, DNSA VAT 2 g VTREESNTWVWAD DNS H— RORENZ DT 00— )Lk E

LEEENET, T 740 FTIE, DNSA v AT 3 g VIEDNS H— RBA R—T il 7o

TWABTRTDOA L EZ—T o2 ATA RX—T NI > TWET,

(EE) FAAVERHEDDNS b—NR—F—TIZ~vv 7 LET,

BKRK3IOD KA By TEET, AL RAAL U E2BED DNS H— — T L—7 T

T BT TAHIEIITEERAN, RO R AL v ER LY —R—T N —T 2w B 7T

52 LIXARETY,  (DefaultDNS72 X D) F 7 4L MIERT 7 NV—TIC RAAL VB~ o &

VT LBRNWTL XN,

a) [DNSZ/v—7~ 7 (DNS Group Map) ]fEIKC, [DNS/V—T~ v T HHNIT S
(Enable DNS Group Map) | ZA4 2 LET,

b) B (Add) 1%#7V>Z7 LET,

[DNSH—/R— T )—T~D R A A DB (Add Domains to DNS Server Group) |4 A 7 &
TRy I AMFERINET,

c) [DNSH—R—=TN—TNE RAAL o Z~D~ v 7 (DNS server group to domain name
mapping) | K2 v 77X U A RNT, DNS — =T —T A% RIRLET,

d) [FAA >4 (DomainName) ] 7 4 —/L RIZ, DNS N —FZ~w o B T35 RAAL 4
ZANTTLET,

e) [OK]Z#7 Vw7 LET,

) IHICwy B TEBINTAICE, ZUODOFIEEZ#EVIELET,

@A (Apply) 127V v 7 LTEENEERTFELET,



| 2xae
N—RH LT N RRBEUF 217 LER (CiscolsAs0) oz [

IN—FDTT7 NANAEELVPTaT7ILER (CiscolSA
3000) DT

N= R 2T NANRREFEE LT, BFERICHA LV H—T 2 A AXTHONT 7 47D
Ta—%fkT A LN TEET, PR RINTHEAS U F—T A 2 XTIL, i
GigabitEthernet 1/1 & 1/2 3 X TF GigabitEthernet 1/3 & 1/4 T, N™N—R T =7 A /RANRT I
TATBREEET 7 AT U4+ —MERBRESNLTWEEA, LIER->T, 774y 7 0l
WEFAILTCWD I RAZEZZAGNERL TNDHZ L xR L TLIEEIN, RON—RU =T
INANRZADITA RTA U EBBRLTLIEIN,

Z OKEBEIL. CiscoISA3000 7 /I A 7 ADIHTHEHTE EI,

K77 AN A —F Ry N TTABDLHEE, HifRA —F x> b X7 (GigabitEthernet
INBEWN12) OERPN—RT =T RARREYR—FLET,

ISA 3000 ~DEPFNGIr 4L, N—F T =7 NA N ET—RIIBTTDHL, BETED
DIFVFR—FESNTNDA L F—T 2 A AXTIEFIZRDET, DF0, T 74/ FOE
ExEHEH L TWAEE, insidel & inside2 fi35 & T outsidel & outside2 fI3iEE T 72 <
BROET, ThoDA 2 —7 = A AW ORAFOER N T~ TRDOILET,

VAT, TCPY—F vV ADT v X MMEEBNTHZ L 2R L T0ET (FtdF
g2 ZR) . 70 MEBREMESN TV A (T 740 8) ( N—FRU =T /A3
ZAEMETHEEICTCP Y vy a VA HELTH2MERH Y £+, 57 4/0 F Tk, ISA
3000 # @i T 5 TCP #Rt D HRAM D —4 o AFK 5 (ISN) DELBICEES | N E T,

=R =7 RARNARNEGEEND & ISA3000(XT — % SNRTIFELRLS R, v—
ARG EER LERY A, ZIETDH7TAT Y MEITFHILR WS — 7 U AFE SR
L. B2 Fey 7 LET, TCPY—7 > ADT 2 H IMENIEZ /2> TWThH, AL
FA—R—DRRZ I Z T LT 7 D=z, —H#8D TCP Bkt X N S5
PMERHY F97,

IN= R =T DA INA A B —T = A ATO Cisco TrustSec DT, N— R 7 =7 D
WNANRAPRHEIMES N TS EE I Ry 7 SvET, ISA3000 DEFRNA 272 |
IN= R =T ONARABIET 7T 4 TAEINTWBEE, ERiiErIvo— S E
—gqo

IN= R 2T NANRREIET 7T 7L, bT7 4 v 7R ISA3000 DT —H /R %%
322 E2H/ALIEEE. A v FA4A— =W F T L) 20355720
W, BEfEDO TCP v v a v O — A& LT 20N H Y £,

N R 2T RNANRNAET I T 471275 E, A —V 3y b PHY WU S, ASA 131
VH—T 2 A ADAT—H AW TERLS BV ET, AU F—T oA AIF T IRIET
HHEMPDOLIICERENET,

ISA 3000 OF = 7 /VEJRTIE, ASAOSIZEFE LWEKE LTT 27 VEREHRETEET,
1 OOEBEFICEENIAET AL, ASAIZTT T —2%F K LET, 74/ FTld, ASAITH—F

| 2xzE B
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B 927 A RRBETF 27 LER (CiscolSA3000) D
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ATy T

ATy T2

ATvT3

ATvT4

ATy T5

ATvT6
ATy 17

WERELTOETD, EHSNDBEIROVTNOBEEL THENEV T T —LaRLEE
A/o

48 HHEIIZ

e N—RNULT NANRR A B =T oA RIAA v TFOT 78R RN— MG T DD
HVET, FTUT7 A= MIFEFE LRV TL &N,

IN— R =T A RREFHET HIZIL, [Configuration] > [Device Management] > [Hardware
Bypass] DJIEIZEIR L £,
[Enable Bypass during Power Down] F— > 7 R 7 A% AN LT, HA X —T A A XT
DN=FRT =7 NANZEGIMET DL ITHEL £,

({E#&) [Stay in Bypassafter Power Up] = v 7 Ry 7 A% 412 LT, BRAEELTT
TIAT CANEB LIZRICN— R T =7 N F— FOIREE ﬁﬁénéio . A
VH—T 2 AT EFHELET,
N R 2T NANRREET 7T 47T D& ASAN T u—%5| kT, BN Ry
MRS Ed, Zo%E, EHEPESTZRESNTNN— R =27 N, XA F#TH 72T D54
TRV ES, ZoFTara2iHlT 5L BREORIVIABBNNORAET L0 EHIEHTE
£7,

A B —T 2 A A XTIZX L TIX, [Bypass Immediately] &= v 7Ry 7 A% 4 /47 LT,
FEITN— R =7 NARREFIMCETITIET 77 0 7L L ET,

({E:E) [Stay in Bypass Mode until after the ASA Firepower Module BootsUp] = 7 R > 7
A% A N2 LT, ASA Firepower B 2 — /L DOEEIE E THN— RN =7 NANRANT 7747
ThHOHTDEIITHELET,

7 — NEBIENENMET HITIL, [Stay in Bypass after Power Up] 4 7' v a > A HET I — KT =
T A NAEGMET DHERHY £, ZOF T a A LRV E . ASA FirePOWER
TV a—ANEHEE T T AN R =T NARANRET 77 4 TR/ REMENH Y £
T, ez, BV a— N E T = e —XIRELTWEES, 2085 R TIE,
T4y IR Ry FENDLAREERH Y £,

[Applyl 27 U v 27 LET,

TCPD T ¥ MMbZEHE L ET, ZOFITIL, 774V FREICHEZEBMTHZ LITE-
T, ITRTCDO LT T4 v I DT X MMeE BT D HiEERLET,

a) [Configuration] > [Firewall] > [Service Policy] #i#R L 9,

b) sfrclass/L—/L &3 LT [Edit] #27 U v 7 LET,

c) [Rule Actions] (ZfEV T, [Connection Settings] 27 U v 7 L£7,

d) [Randomize Sequence Number] = v 7 Ry 7 A% A+ 72 LET,

e) [OK]. #t\ T [Apply]l 7 U v 27 LET,




| 2&zz
ASP (BEtFaUT4 K2) OTr—voRenonE [

ATv T8 THITHMRE LTT 27 /VEREZET S, [Configuration] > [Device Management] >
[Power Supply] DNIEIZE4R L, [Enable Redundant Power Supply] F= 27 Ry 7 A%EF L
T, [Apply] 27 Vv 7 LET,

Z OBEEIFAH A RERER b FRR LET,

ATw T [R1FE (Save) 1227V v LET,

VAT INE L TA NIRRT DN R 2 TR RAOEMEX, AX— T v T a7y
X2l —alrOREILL-TIREINDI D, FEfTar74Xalb—a B2RETIHIHLE
NHFI,

ASP (BEtXaUT a4 /NR) DINTA—I R ETE
DHEE

ASP IR Y v —B L OGRELERF A MEEICT D54 L 1 ¥ T3, Cisco Technical Assistance Center
EDRNTTINY 2a—TFT 4 VITREUAMNIEHERET L2 13b 0 £, L, X7 —~v
A LAZHEMEICEIET 2 W O OEWEEZ R T Z LN TEET,

IW—ILIO DS UY 333y N ETILOEIR

FI7HN T, = R=ZADRY) ¥ — (T BA V=L E) ZEFLEEA. AT
THIZAENZA D F9, 72720, ZORBREIC L D RT3 —< AT AEN N F
T, N7+ =< AR NMI, 1S OGP L VERRE TREDOL—L Y X NR3dh 55
AICHHETT, 72& 2I1E. ASAR 1B G-V 18,0008 D BapE 2 AL L7273 5. 25,000 8 D /L—
NRHHRY o —2BERTT L5572 ETT,

INT F == P RIEET DO, VR R EmE(ET D 7O — L Y U — v A
VA NTBIEOTE, T 740 F TR, VAT MIEERITOFMBFHC 2 o L E TV
UV LB RRBE LT, LWL —ADREHA SIS LI LET, A—ARna A I T
WIRWTZ 8 BRERICRFRI S 2272 0 F 47,

COEEEER LT, b=V 2V UR T v ar FETVEFEH L OL—LVOEREE
WAL, HLUVL— a3 XA L SPUTERATREZRBIC 22 5 £ Tl VWb — L & 5| St & i
AT AL TEEST, TP oo a v BEFAERFERTAZLET, L—Da L AT
NI F =< UV APEHLDL T EEIHY A, ROKRIX, TOEBEOENEZHMEIZLET,

ETIL = RIYA @1 - a2 JLEh N ILEE

VAV I TV — U= LE | LWD— i —E L ET HLVIL— iz — L

EE BRSO L— [ LE | 2 e
‘g‘) o

| 2xzE B
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B osspo—risuvvrompe

ETIL 3284 LA O JLEh a8 LR
Koo r g | Huvb—ic—%LE | Hv— i —H LET BLUVL— L —E L
- EE BB O L— L | T

TERA)

b7/%7/a/%7w®%@m®f)/% . A v X —T7xA A LD ACL Z3H+ 5 &
12, BWWACL ZHIBRL TH LWAR Y U —% AT 5 F TICHEFEMZEN2WZ E2X3H Y 77,
:@%%K;D%HA&ﬁ%ﬁ%ﬁﬁ@%ﬁmmeféhéﬁ EMEAHIR S N E T,

1R BHHIIZ
o FETR N BEES WbéT EMENH DR A MICFQDN A7 Y =7 b &EHHTHE. T
Yroaraly MITZEBRfEL—ALTIIHEINEY A, 2L, DNSOF v —
NRKETT 7B AT N—T D a3 VPRERITIRIR SN WATREME N S B 720 T, 5l
Tfix bV s varaly NEFEHTIEHAIE. DNSOAFARDOIER % #Hit L T<

f;él/\o

N— NN EALTDRNT YT ary BT NAEALX—TINTTAHEES, 54 LDHEFELE
KE#~—7 325 Syslog BWEMEIET, ZiH D Syslog (213 780001 ~ 780004 F TD
BT oivE T,

FIE

[Configuration] > [Device Management] > [Advanced] > [Rule Engine] DJEIZEIR L, BERIDOA T

VarvaEBERLET,
« Accessgroup : Z B— LICERITA U H—T oA RAZHEHENDT 7 A L—)L,
*NAT : *v hU—27 7 RLAZEHL—)L,

ASPO— K NSO DOEME

ASP D — R R Uy THEREIC X o C, ROMERERELT L0 £97,
e 70— ETOEBWIRNT T 4 v 7 OEEINZK > TRATHA—1N—F
HEEDA VA =T 2 A AZE) VT ot —R—=HV TR T4 TFTH 0L 7n—itkb
F—R—=F
« I ER AR DA VX —T 2 A AZEV UL DA —R—=F (T aT TIEA
fiEfeRica £H8A)

ASPE— R RZG U 28D, 19D Z—T oA AZEV TIOZE L7y b

RO a7 REAICLFTEET, VATAR Sy h& Fry 7L, showepu 2+ 2 RO




| #2530
NS frvianE=sUry |

J173100% % K& < FREIDHE, AWICEED 2 WEHOBEFEI Ny v BB L TWDHDTH
X, ZoEEIC L > TAL—Ty R A ETARZ ENH Y £,

\}

CE)  ASPr— FAT 703, ASARAR THAICR>TWET, ASARE OFmEEFa )T 4
/XA (ASP) 1249 % DPDK (7 —# 7L — %% v b)) ORAIZEYD . ASARE TZ D
MEREA N LI E DA T =~ ANHELET,

FIE

ARTYT1 ASPR— R AT UV TOABUIVBEX 2 A X—TVEITT 4+ B—T T DI,
[Configuration] > [Device Management] > [Advanced] > [ASP L oad Balancing] ®JIEIZE&R L T,

[Dynamically enable or disable ASP load balancing based on traffic monitoring] &= v 7 7R v 7 A %
FATLET,

ATvT2 FEITASP R — R ANT U T hAR—TNVEILT 4 =7 MCT HIZIE, [Enable ASP
load balancing] = v 7 R 7 A% A £7-i34 712 LET,

FETASP O — R RT UV ThAX—TNCTHE, BBET TV a A F—T T LT2
BATH, FTEICT 42— WM T5FTlEA x—TVIREL 720 9, FEITASPr—F
NG T F—TMI LTGRO, ASP u— K RXT v T OFET 4 —T 0
kR sNET, BA T v a v bEAA RX—TMITHE, VAT AIZASP r— K NT
YT OHEA X —TNVT 4= IR £,

DNS ¥ v aDEZARAYHY

ASA TIZ., ¥ ED 7 Z 4 7> b LA SSLVPN E L Wcertificate 2~ > FIZiE(E X472 4058 DNS
7 =) —DODNSIHFHROT—I)L Fv v ozt LET, & DNS EH|ERT, n—h

XX v Va TRIICRKBINET, e—DL Fx v 2 FERRHLHE, BROIP T NL
ANREINET, B—DF v v o TEREMRTERVWES, RESNTWHLIEIER
DNS #—/3—|ZDNS 7 = U — 35 S E T, FMHBDNS — N—(Z L o TERDRR ST
e, fROIPT RUAR, e THRA M ELBIZe =L F vy v a2 TS ET,

DNS ¥ v a®DE=XY IOV TE, ROa<wy RESRLTLEEN,
» show dns-hosts

DNS ¥ v =2%2FRLET, ZNIZE, DNSH—R—nE XA FI v 7 ZFE LT
Y b name 2~ REFEHLTCTFIHICANEINTEZATIBLORIP 7 FLAREGENE
_a_o

2xzE B



B zrzxomE

EARREDERE

T3
8
TA—
L)
y—2

A

¥ D DNS H—3— [9.18(1)

Tn—"

D DNS == N —T 2 TELLOICRVE LT, 1 DT NV—TNT
T AN T, DT N—THREED R AL ACBEEA T S 2 E N TEET, DNSH—
NR= T =TI Bz R A A 25T 5 DNS EsRiL, TDO 7 V—T %Ak
HLET, 72& 21X WED eng.cisco.com B — =458 TD N Z7 7 1 v 7 THED DNS
P—_—EHEHT 585 1%. eng.cisco.com NI D DNS 7 L— I~ v B 7/ TX
F9, FAL vy BT E—FLARWT R ToO DNS ZoRik, BEM T a7z K2
AV ERFFIZIRNT 7 4V SO DNS == L —T 5 L E T, =& IR,
DefaultDNS 7 /b — 7121, A v H—7 = A A THEM A HER /7Y » 7 DNS ¥ —
N—ZBHBH I ENTEET,

PR/ZE S S - - [ERE (Configuration) 1> [T/34 XREHE (Device
Management) ]>[DNS] >[DNSY 54 7 > k (DNSClient) ]

Fy ho—y -tz [9.17(1)

FT2 T N RAAL

Rk OfE S iz
DNS #—3,

Fy b= F=EAFT V2T bORAL HERRT D L &I, VAT LME
BT HDNSH—NZIEETEET, ZOMWEICEY, T XTDDNS RAA AfRR
N, EHEHENEZEEITNOIP T FLAZEETS L HI1Ckh £,

BT Szl [BRXE (Configuration) 1> [T/3f A B (Device
Management) ]>[DNS] >[DNSY 54 7> bt (DNSClient) ]

DNS —=> kU TTL & |9.17(1)

TEDZER

PLETE, RIS FY OBFEO TTLICEMENTWE L (F7 40 ME 14y
TLZ) o BRI, BOMIRY A ~—0N= 2 FUDTIL LV b EWEA, TTLIZAER)
IR N U RRIME S THIN L E4, TILAAEDHIRZ A ~— L0 s EWIEES. %)
HARR = b U BRI ER SN ET, 2084, TTL ICHERIBEMSh 8 A,

BB/ S - [#R (Configuration) 1> [T/34f R EIE (Device
Management) ]>[DNS]>[DNS%? 54 7> k (DNSClient) ]> [#%DDNSH—/\—
JIL— TR (Configure multiple DNS server groups) ]

B =%

Ei—]

ax ;&
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gxugzorE [

HRER TS |5
~
TA—
L)
IJ —X
Fvsghza—nn (91| v —ha—F— L HRhR/ AT — RZOWNWT, RO/SAT— REERBINSLEL
2P L FH RS A 7=,
7_ F\E{q: o N . = N L. = N = .
e MNATU—ROKS : 8 P L, LIANE, F/IMi2 3 05T LT,
o #0OR LSCF L0 T 30 L Eodatft L 72 ASCI SCF F 721348 VK L o ASCIH
TR ENFEF A, L& 2IE RONSRAY— RIESSNET,
« abcuserl
* user543
* useraaaa
* user2666
B AR S 7o
* [Configuration] > [Device Management] > [User JAAA] > [User Accounts]
* [Configuration] > [Device Setup] > [Device Name/Passwor d]
NTPv4 OH 7R — k 9.14(1) |[ASA 23 NTPv4 Z ¥R — T 5 X512 E LT,
ERINTEEITH D EH A,
BAIO NTP FRAET /L | 913(D) | DAL, NTPFEFETIEIMDS 72 A YA — F SN TWE L, ASAX, kOT LAY

Y XA

ALZYHR—=FTHLIITRDELE,
*+ MD5
* SHA-1
* SHA-256
* SHA-512
« AES-CMAC

LV E S

[#mk (Configuration) 1>[7/3A RE&E (Device Setup) 1> [P R T LR (System
Time) ]>[NTP]>[&M (Add) AR % > > [NTPH— HEK DB (Add NTP Server
Configuration) | # A 77Ky 7 A>[F—7 /LT U XL (KeyAlgorithm) | Ke v~
2y AR
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BE
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IJ—Z

B

[Pv6 TD NTP H 7 —
K

9.12(1)

NTP —/X—|ZIPv6 7 RV AZFEECTEDH LI F L=,
H LW X7~

[Configuration] > [Device Setup] > [System Time] > [NTP] > [Add] 7~ % >~ > [Add NTP
Server Configuration] %A 7 &2 778 v 7 A

enablez 7' A U HED IR
AT — ROZEERNIE

Iz

9.12(1)

7 7 4V h® enable D/XA T — RIFZZEHTY, ASA THitE EXEC E— K~D7 7 &
A ATTDHEEIC, RAT— K23~ 127 LFOMICEETHZ ENNAELRY F
L7z, ZEADEELICTHZ LIETE £ A, noenablepassword =< > FIFHFE 38—
FENTHWERA,

CLI T aaaauthorization exec auto-enable Z %124 % & | enable =~ > K. login =
<~ K (FEL L2 Pl b= —H—) | F7213Z SSH/Telnet & v > = > &l L Chr
MEEXECE— FIZT 7 EATEEY, ZNHDOHETIET T, A RX—T N RY—
REZRET HRENH Y 7,

ZDONRAT— FEEDOYEMEL, ASDM O 1 7 A i3 S EH A, ASDM OF
74V hTE, 2=V —4EEHE T enable/ XAV — REFEHL TR A 0 T52 L
MTEET,

ERINZMEEITIH D EH A,

ASP— RARZ v
7%, ASA RIE THE
72> TWET,

9.10(1)

ASATRIE OEmEEX 2V 7 %% (ASP) 12X T 25D DPDK (F—&% 7L — B
FEX v b)) OFAITEIY., ASAIE TZOMEEZEMILIZE DT r—< 1 A
NE ELET,

HEHASP 71— KT
7N ASA AR T
PR—rENDH LI
B ELE,

9.8(1)

PIENE, ASPa— R RT FIIFFTORENELITENCTEE LT,

WOMEENAEE 4 E Lz, [Configuration] > [Device Management] > [Advanced] > [ASP
Load Balancing],
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B

T_RCoa—hL
username 5 X
enable/ XA U — RITxf
9% PBKDF2 /v ¥ =

9.7(1)

£ SHIBRN O _ToOr—A /L username 38 X O enable /S 2 U — K%, SHA-512 % fifi
M7 % PBKDF2 (/NAU— RR—=Z2%—JRAERHK2) Oy a2 A L TREICHR
EENET, VANE, 32 LFUTDONRAT — RBRMDS NR—ZAD Ny 2 Ay R
EHLCWE LT, BEFO/RAT— RTiE, 2—F =R H LW AT—REZ A L7
WERY | MDSR—2AD Ny v aPg|EfEsfiHsnEd, ¥y 7 —RKOhA N7
A NZONWTIE, [ BRI A R o TV 7 v =7 BIRar 7 4 Xab—
Tarv] OEEZRL TSN,

WOBEMEAZEE SIVE LT,
[Configuration] > [Device Setup] > [Device Name/Passwor d] > [Enable Passwor d]

[Configuration] > [Device Management] > [UserSAAA] > [User Accounts] > [Add/Edit
User Account] > [Identity]

ISA 3000 DT = 7 V&
PV R— b

9.6(1)

ISA 3000 DF = 7 /VEJ TlE. ASAOSIZHFE LUk & L CF 2 7 VEREZRET
TET, 1 OOBEFRICHEENEET DL, ASAIZT IT—2%2%LET, 774/ 5T
1L, ASAIFH—EBRZEE L TWETN, EHSND2EROWTILNEEL TV D
WEVT T—LERLETA,

WO EAN X E L7z, [Configuration] > [Device Management] > [Power Supply]

= — 77 L@ username
B I Nenable /N2 T —
FTLYRWSRT—
K (127 CFET) A
FAR—FEINFET,

9.6(1)

127 XFFE TOHORr—H /L username 35 L N enable /S A U — REAERR T & £9 (LLRTD
HIFRIE32CF T L) o 32305 L D/ RA Y — R&Ef$ % &, PBKDF2 (/XA T —
R A= F—YRAERE2) Oy Va2 L TREICRESNET, ZhEb bHE
VWRAD — RFBI&FEE MDS R—2 Dy v a i LET,
ROBANAEL S NE LT,

[Configuration] > [Device Setup] > [Device Name/Passwor d] > [Enable Passwor d]

[Configuration] > [Device Management] > [User JAAA] > [User Accounts] > [Add/Edit
User Account] > [Identity]

ISA3000 N— K7 =7
INA INA

94(1209)

ISA30001%. NT 7 4 v 7 NERERFICT IS4 T o A 2BRLEETHL912T5
N RY =T A SRR E AR — N LET,

WO EAEA XL E L7z, [Configuration] >[Device M anagement] > [Har dwar e Bypass]
ZOBEREIE. N—T 3 2 95(1) TIMFEATE EHA,
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H#Eh ASP 21— R "5
N/

9.32)

ASPE— RANT U U THREO BRI A2 BN E I3 R ETE A L 01c7en £
L7z,

GE)

HEHEREIT ASA AR Tl R— F S FEH A, FENC LD HMEE 2138 S{bo A
NYR—FEZNET,

WOEEMNET SI#LE L7, [Configuration] > [Device Management] > [Advanced] > [ASP
Load Balancing].

57 %)V b ® Telnet /¥
AT — KOHIER

9.0Q).
9.12)

ASA ~DFEBT 7 v ADEX 2 VT 4 A EDOZDIZ, Telnet DT 74V g iAo
NAT— RPHIBRESNE LTz, Telnet #EH L CTr /A T 50, NAT—R&F
B CRETILERDH 77,

GE)

0 J A NAT— RIMEHEIND DL, Telnet —F —3RAE 2 3% E L 72 W IS D Telnet
W2k L TDOHTY,

PRNE AR —=FR&2 27 U 745E, ASART 74V b+ Teiscol 2L CTWE LT,
LHTIINRNRAT—RE27 Y T74AHL, XRAU—RIHIBREINL LR FE L,

a7 A4 AT —RiE, AL vFNnH ASASM ~D Telnet By o a o THiEH I E
T (sessionz~ Ra&H) . WPIASASM DT Vv ATlE, vl A NAT— K%
FETDHE T, servicemodulesession =< R&EfEHA L E9,

ZEH 7 ASDM I ILH Y £H A

XA T — RIS HE]
FRME

8.4(1)

show password encryption =~ > RBEH I uE Lz,

VAL —NAT L —X

- 18.3(1)

:®%%ﬁ%kéﬂibtovx&—ﬁx7v—f§ﬂmfég\fv—y%%x
RS2 T — F‘Z)‘iﬁaa I, BB TIREEN, 1 O0F—2FH L TTToN
AT — b% FRICHE BAL E T2 E~ A U I TEH LRV ET, ZDLHITLT
b, Hne ﬂﬁﬁéhiﬁ/uo

WOBEHAEANSIE LT,
[Configuration] > [Device Management] > [Advanced] > [Master Passphrase],

[Configuration] > [Device M anagement] >[Device Administration] > [Master Passphrase],

| EEE
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



	基本設定
	ホスト名、ドメイン名、およびイネーブル パスワードと Telnet パスワードの設定
	日時の設定
	NTP サーバーを使用した日付と時刻の設定
	手動での日時の設定
	Precision Time Protocol の設定（ISA 3000)

	マスター パスフレーズの設定
	マスター パスフレーズの追加または変更
	マスター パスフレーズの無効化

	DNS サーバーの設定
	ハードウェア バイパスおよびデュアル電源（Cisco ISA 3000）の設定
	ASP（高速セキュリティ パス）のパフォーマンスと動作の調整
	ルール エンジンのトランザクション コミット モデルの選択
	ASP ロード バランシングの有効化

	DNS キャッシュのモニタリング
	基本設定の履歴


