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cCAZHRETAHHNT, ASADZ v INELLHEENTWASZ L 2R L T4, FFHE
WX, AT/ 2 BEEEGE TS/ 2 HEEDEE STV E T, ASA M CAZB Gk L CREHA
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L L AN |

FEEGT 5 L& ASAITHAEDRLNFEAEDO AR OFHMEAN TH LN E S ETF = v
7 LET, BUEORZIDANHM ORI O 6 BT L £7

1 — 71 )L CAZFHEDAZIHIRD 30 ARIC, ©—/L A — N—RERZEHENER S 4L, syslog
Ao — VIR CEHEICE— PV CA D — LA —N"—DITh s = ERNML ShE
T HLuve— L CAGERFIL, BUEOGEHENGMWIRICET RN, SERT T
DT NNARA VR — T LHRERHY £, HEHEN, FrLve—HL CAGEAEE L
TRr—AA—N"—GEHEZ A VA M=V L TRE LRWEE. MEEN KT 5 fTREER &
DEF,

0 — A VCAGEAEL, B UF— 7 2 L CHIBRM TicE#ENIce — 14— —1
9, B— /LA — _—FEHEL, base 64 TR T 7 AR — MIFEHTE 3,

IZ. base 64 THALEI N2 —h /L CAGFFAZOF 2R L E T,

MIIX1wIBAZCCF1EGCSqGSIb3DQEHAACCFOIEgGhc+MIIX0jCCFzYGCSGSIb3DOEHBGCCEFycwghejAGEAMIIXHA
YJKoZIhvcNAQcBMBsGCigGSIb3DQEMAQMWDQQTI jphd SxJoyTgCAQGAghbw3v4AbEy+GGG2dInB40LphsUM+IG3S
DOiDwzGI9nlSvtMieoxd7Hxknxbum06JDrujWKtHBIgkrm+td34glNE11GeP2YC94/NQ2z+4kS+uZzwcRh11KEZ
TS1E4L0£SaC3uMTxJg2NUHYWmoc8pi4CIeL]j3h7VVMy6gbx2AC8I+g57+Q0G5vG515HiSimwt Y faWlwPEdPQOxaWZ
PrzoGlJ8BFgdPaljBGhAzzuSmEIm3j/2dQ3AtrolGInIsRHGV39fcBgwz4 fEabHG7 /Vanb+£j81d5n101iJjDYY
bP86tvbZ2yOVZR6aKFVIOb2AfCr6PbwfCOU8Z/aF3BCyM2sN2xPJrXva94CaYrgyotZdAkSYASKWScyEcgdgmu
BeGDKOncTknfgyOXM+£G5rb3gAXyl1Gk]jyFI5Bm9D06RUROOGLIDSrQrKeg/hj....

END OF CERTIFICATE

SCEP 7O ¥ HR—

*ASA & CiscoISEARY 32— 7 — FA, FUNTP H—"—2H L CHEHlsnTnD &
ZHER L ET

e XTI TAT U R3OLBENRT Y RARA » P TEITENTWARLERH Y £,

o I N—T RV «/““O)%é%ij7 277 A/VTCh iﬁi§j%%§mu%£jfitﬂi\ AAA FBRE & iEﬁH FORE
DOWGEMERT DR OICERET DHERDH D £7,

¢ SSL AR — 23, IKEv2 VPN 5 FHICBAWVTWAMERH Y £77,
cCAlX. HEVF W E—RFIZRo CWARENRHY £7°,

Z0MOAA K354

AEHTE DAEAED X A 7L, GEELZEHT 27 7 r—ra o THER—F S TW5
REAEY 4 712X > CTHIFI &£ 9, RSAGEIHAEILEE, FEAEEZEHT 29 XCoT7 7
Vor—varyThrR—bhanEd, 7272 L, EDDSAGEAEL, V—27 AT —varoF
RU—F 4 VTV AT A, 7709, ASDM, £33 ¥X2T7 27547 b Tl R—
FENBRWEENHY ET, e xiE, VE—FT7 7B AVPNOIDE L OFEIEICIZRSA
REAEZMEHTALERH Y £7, ASAVGEAELZMHT L7 7Y r—ra v ThirvA
~ i VPN O#3413. EDDSA 8% R— F S £,

cASANCAY—N—F72137 T4 T FE LTHRESNTWELEE, #HRERINHKETH
(2038 4E 1 H 19 H 03:14:08 UTC) Z#Hx 72\ X 9. FEHEOESMIZHIEL T 77 &
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B = sramzonrqrsay

W, TOHARTA UL, = FRX—=FT 4 R F—0nb A iR— bk LZiEHEC A X
h\ij—o

ASA 1T, ROBESLBONT N2 STV B AT DA LDAP/SSL Bt 2 feSr L
i—a—o

o LDAP H— _—FEBAEMEHINTWT (FFAMKRA L FEIZASA T A NS —
VIZIFHET D) . A THDH &,

c Fx—UEFITL VDT — =050 CAFEHENMEEINTNT (FF A hRA
VNETIZASA FTA NS NVZFET D) . FT=—rHNOTXTO L CA FEH
ENZEEPOFNTHDH L,

FEFAEOBRERNTZE T TDHE, ASAICEY, 2—HF DX — XT LIEREF = — 25T
PKCSI12 7 7 A APRIFSNE T, ZHUTiE, BT EIZHN2KB D7 T v a AEY &
X T 4 A7 B METT, EEOT 4 AV ORI, HE STV D RSA F— H
AREFERAET 4 — IV RICL TRV ET, HTEL 77 v a AV OENRELN
TWD ASA T, RE T OREAERERE ZE0BNT 2581213, ZOHA o4 VHEE
Lf<téwo_ngmpmxu774w C BRESNTWDBREOTSEZ A 27D RO
M, 77 vva AR VICRESNET, F— A XFX2048 L EEFEHAT L2 L2680
LET,

HHA =T 2 AA A~DASDM + 77 4 v 7 L HTTPS b7 7 4 v 7 kT 5720
_\747/7474£%i%@%?6i9Mm% RET DMENHY £3, SCEPIT &
D ABIICAR SN D IDFEAEIRY 77— O NCHARIN D 72D, L9 HME O IDFE
ELZFEHH T, A M= L LTLESN, SSLOARICHAIND Z DT vy —T % DI
DWNTIE, RO URL ZZ LT 7EE W,
http://’www.cisco.com/en/US/products/ps6120/products_configuration example09186a00809fcf91.shtml,

ASA L X277 747 b TRAETEX DI, [X520Serialnumber] 7 ¢ —/L K ([¥7
V=7 4 (Subject Name) ] DV 7 /L& %) 73 PrintableString T3 TdH D AEHAEF DT
T U TAEREOBRICUTRS 2 XDy a—F ¢ V7 RMERA S TW A4S, GFE
PAREIE R L £,

ASATDOA AR — MNREIX, AR LFEEET ZEAEAAT A =2 ITHERA LT EE0,
ASATIL, ZNHDOFEHENE LI N THNEHT — & ICHAAENE T, EADT 14—
v RNH DFEAET, EAEREICHEIL L TR W ERIR SN D720, 4 VA =L DR
AR LE T, 72750, N—=Ta 906 LI, A7 a7 4 — L ROZEAEIE, B5
IEBELOS VA M=V OMBEIREICEE L EFH A,

TANRHI—K (*) @HEERTICE, XIFFIETCoXFafTcEszra—F
ZCAV—NR—THHAL TS Z L EHRL TSV, RFC 5280 Tl UTFSString % 7=
/X PrintableString Z {35 Z & ZH#E45E L CTUVEF 3, PrintableString TIZZ DYV A /L K

H— RXFEHHTHD LR L2 UTFSString 242 MERH VY £4, ASA
%, A U AR— MIZIEN 2 SCFETIMER RO D &, A VAR — M LIZFEAELHES LE
T, WITHlZRLET,

ERROR: Failed to parse or verify imported certificate ciscoasa(config)# Read 162*H+ytes
as CA certificate:0U0= \Ivr"phOV°3é&¥p0 CRYPTO PKI (make trustedCerts list)

B 7osLianz
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TORIIIBAZDHRTE .

CERT-C: E ../cert-c/source/certlist.c(302): Error #711h

CRYPTO PKI: Failed to verify the ID certificate using the CA certificate in trustpoint
mm.

CERT-C: E ../cert-c/source/p7contnt.c(169): Error #703h
crypto_certc pkcs7 _extract certs _and crls failed (1795):
crypto_certc pkcs7 _extract certs_and crls failed

CRYPTO PKI: status = 1795: failed to verify or insert the cert into storage

TORIGERAEDETE

FIE

ATy T

ATy T2

B TCEXDEAELMNLTDE, TAT T 4T A fEBAEDRENL 72 EOERI I H A7 0,
a— REBAEHEOWNI R EDE SICEERFREEITZADH L 2T F9,

1R BHHEIIZ

FUANGEAEFWICAZEL, EHECEIEAELHEYLET, BT HREIN TV
W CAGEFAEILZ, §XTO VPN 7r harTEHEIN, NTFANKRA U NTEREITAT
NEAEZBRGET 2 L) ICRESNTVET,

TATUT 4T AEHEIL, IGTOMEXF—L L HICASA IR ESNDIEHETT, Zh
%, SSL H—E 2R IPsec V' —ERAZHENLT HDBEDOT U N RO BALE L 7 X2 TF ¥
DAERRIHER S, FTA MRS UV bMERET L LICLoTHBENET, 7477+«
TAREAEERET DI, TAT T 47T 4aEEEHE TS (135—Y) #&RLTL
7ZEW,

CA ZFRET HITIE. CAFEHAEORE 232—) Z&HLTLEIN,

RDEZRY

FEAEOHMIRIZT 7 — M ERET D0, 7 VX NVAEAESCIENHEOEHER e =% —L
£7,

TAToTATa4BAEXERT S

TAT YT 47 4REHEIL, ASAND VPN 7 7 B ZAOBFEICEHATE £,
[Identity Certificates Authentication] XA > TlZ, IRD KX A7 #FETTEE T,
cTAT T 4T AFEHEDOBMEITA AR —F (14X=2) ,
« CADDHDOERE LT CMPV2 BERDH N
« ID FEAFOFEME R RT D,
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B 7 7 7 ammEoEmELIZA oR—

FIE

ATy T1

ATvT2

ATvT3

ATvT4

ATy Th

ATvT6

ATy T17

ATvT8
ATvT9

ATy 710

ATvIN
ATvT12

« BEA7 O ID GERAE & HIBR T 5,

cTAT T 4T AEAEDOT 7 ZAR—F (20 X—V) |

< FEREADHIROT T — b EBRET D,

*Btrust TTA 7T 4 T A GEAEEBRT DIEHEEL ZROAER 21 ~—Y) |

EIRREMEME-IEA viR— k

HLWIDFEAEZE a7 4 X2 b—3 g VEIBINERIEFA VAR — b9 5120%., kOFIEEZFELT
bij‘o

[Configuration] > [Remote Access VPN] > [Certificate M anagement] > [l dentity Certificates] DJIE
IR L £,

[Ad] %7 U v 7 LET,

BRI h T A MARA > MDA EEBIZR S 4072 [Add Identity Certificate] %A 7 1 77K v 7 A
MFERINET,

[Import the identity certificate from a file (PKCS12 format with Certificate(s) + Private Key)] 47" =
YIRZ )y LT, BIFO 7 7 AN IDREFIEFEE A AR —FLET,
PKCSI12 7 7 A VDAL 5 /3 A 7 L—=XZ AN LE T,
T 7 ANDINALH NT)T D, [Browse] Z#7 U 27 LT [Import ID Certificate File] % 77 1
IRy I AFR UET, FEHET 7 A L& LT, [ImportID Certificate File] 2 27 U » 27 L
=7,
[Add a new Global Controller] 47> a v RZ %227V v 7 LT, HLWIDAFHAELZBML £
R
[New] #7 V v 27 LT, [AddKeyPair] ¥4 7RV Ry 7 AR RrLET,

G¥)
A& DOF =T 1E, ACME GEHEDOHERTITFR— ST EE A,

[RSA]. [ECDSA]. F72I1% [EdDSA] ¥ —D X A 7 H IR L £,

[EdDSA] #3#RJ 2 &, [ RU—Xh# (Edwards Curve) 147 a VIRNFEREINE T,
[EADSAI| A 7Y avR&Z %7 U w7 LET,

[Use default keypair name] 47> a > RZ %7 Vw7 LT, 774/ hOF— X7 L4 %
L\i—a—(}

[Enter a new key pairname] 47> a > R %7 U v 7 LT, HILWARIEZEATLET,

Ky 72Ty JAINOREYT A XZRIRLET, [= FT—Xh# (Edwards Curve) | %
R L7255 013, [Ed25519] #3R L £ 4, fRE A R ARREA1E. Entrust IZBRWE D
HLIEEN,
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ATy 713

ATy 714

ATy 715
AT v 716

ATV

ATy 718
2Fv 719

FA4Fv7 47 iEnEOEMELEA K— [

ASA 9.16(1) LIFED /R —2 2 U Tlik, 272048 LLED RSAEY 2 7 AW A XA L T2
SV, RSA F—H 1 X7H32048 £ MR DA, CAGEHEORGEN KK L £7, ZOHIR
EEXTHICE. POBBOFAA T a r2AMNCLET,  (CAEHEDTH SO
w31 =) EBMR) .

[General purpose] &7 > a ' R FZ 2 (F 740 ) FloiE[Specia| &7 > a v K& %27
7 LT, = XTOHBRE®ERINLE T, [Special] 7" a > RF U EEIRTDHE, ASAIC K
DELMERESIEHDO2O0F— T PERIILET, ZOBRIT, HoT MM 2o0
AEAENN IR AR LET,

[Generate Now] &7 U » 27 L TH LWF— X7 ZAERL L., [Show] %2 U » 7 L T [Key Pair
Details] A4 70 7Ry 7 ZA&FRrLET, 22123, RORTRHEHOERPRISNET,

o« NERAF—DFREEDX R L 72 B X — T DL,
o F— T OA L A B,
¢ RSA ¥ — X7 D,

c F—ANTDEV 2T AV A X (2048, 3072, FBLTV4096 B k) . T T4/ ME2048 T
j_o

* THRANBROFEDF— T =2 27 0hF— T4,
ST LD, [0K1 22 ) v 7 LET,
ID FEWIC DN 2Bt b OREBIES 72 = 7 | DN 2R L&, 2%, [RIR

(Select) 1% 7 VU v 7 LT [FEBEM4 DN (Certificate Subject DN) | %A 71 7R v 7 A%
%Li—é‘o

Rua w72 )2 RGBT 5 DN EMEE 1 DL E®RIRL, 2 ANL, [Add] %27 U ¥
7 LET, iEEY 7 V=2 k DN Off i ATRE72 X.500 J&MEIL, ko &Y TT,

« Common Name (CN)
+ Department (OU)

» Company Name (O)
« Country (C)

« State/Province (ST)

« Location (L)

« E-mail Address (EA)

ACME JBREDA. #Hi@E% (CN) OfEIZA%)72 FQDN THHLERH D £,

SET LS, [OK]Z227 VU w7 LET,

HOB4REHELZERT 512X, [Generate self-signed certificate] = v 7 Ry 7 A& 402 L
7.

Foanisz ]
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TATFUT AT AHBDBMEEA 2R~

ATYTW TATUT 4T 4EAEEZ T — /L CA L L THRES 5 ITIX, [Actas local certificate authority
and issue dynamic certificates to TLS proxy] = v 7 R v 7 A& 4 2 LET,

ATvTN BINOTAT T 4T 4 EHEREEZITH 1L, [Advanced] 27 U » 7 LET,
[Certificate Parameters], [Enrollment Mode], 33 & UY[SCEP Challenge Password] ™ 3 DD ¥ 7 % £F
> [Advanced Options] % A 7 & 77K v 7 ANRFERSNET,

G¥)
BT — RHEEL SCEP Fx Loy NATU— RIHCELMHETIIFH T EEA,

ATv T2 [FEHE/RT A—4 (Certificate Parameters) | Z 7 %7 UV v 7 L, IROERE A LET,

«DNS vV U —BEEND / — RONLE %773 FQDN (GE2fEfi KA A > 4) . ACME %D
%A . [IBIIFQDN (Additional FQDNs) |17 % A bR v 7 AZAR—ATRY] S 7280
FQDNfEAZ{EE CE £ 7,

« ID FEHEICBEA T SN TWDBE T A—/V T KL A, ZDO7 4 —)L KL ACME Tid#
R—hINTWEEA,

458 Ry MPZ 10 RO, Xy FU—27 FOASAIP T RFL A, ZO7 4 —/L Rk
ACME TV R —FENTWHEEA,

» [Include serial number of the device] = v 7 R v 7 A% 4L T, ASA DIV TNLES
ZREERT A =2 BN L ET,

AT w723 [EnrollmentMode] ¥ 7% 7V v/ L, ROEFHREASILET,

« [Request by manual enrollment] 47" = > A8 %  F 7213 [Request from a CA] 47> = > R
2o )y LT, BB RLET, [CADHDY 7= A | (RequestfromaCA) ]
ZERT D56 CMPV2EEROAMEDFERIC OV TIX, CABDERE LTD CMPY2
BEkOFD (17 —2) 2L TZ S, ACME BEkOFZEIZ OV TIE, CA
NHDERE L TO ACME BiOAME (19 =) Z2ZML TSN,

« BEk7 1 k3L scep. cmp, acme, F 77l est ZIBINL E T,

GE)
CMP 5 KXY ACME OFEBHED B TIL. RSA B LWECDSA ¥ —0D&HANYHR— K& T
l/ \\i—éﬂo

« SCEP Z/r L THEIMICA v & b —I/L SN 5 FEEHE D 24§k URL,
«IDFEAED A VA b= VIZHF R END R KEAITOE, T 7 4/V ME 15T,

« IDFEHED A VA M= VICHFA SN DI KFRATEISL, 774/ ME 0 T, 284
1. AT CTHIURME CHLHRITTE £,

AT 724 [SCEP Challenge Password] ¥ 7% 7 V) v 7 L, IRDIEHRE AT LET,
* SCEP /"R U — K
* SCEP /N AU — R B D72 OIZHAT)

B 7osLianz
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ATv T2
2T S 26

ATvT21

25y 728
ATvT29

ATv 730

carsnERE LTo emp 2ioamt i

G¥)
SCEP /XA U — KX, ACME FfEFAERER TIEH AR — F SN TV ERA,

SET LS, [OK]Z27 VU v 7 LET,

ZOFEAFETHOGEHFICESL TE D X 1T T 55513, [Enable CA flag in basic constraints
extension] 4 N2 LE T,

HAREFIOIIRIC X » T, GFFAEOY 7V =7 MRRIEER (CA) nE I 0niilsh x4,
ZO%E, AEEAMEH L CMOGEREICEA T 52N TEET, CA 7T 7L, ZOHLE
DO—E T, ZNHOEENEREICHEET S Z &1, iEAEOART— 26 /H L CGGEAED
AR TEL L EZRLET, 204 T a2 F 0 DFEFICLTBOT S, FICHET
HYEEA,

[Add Identity Certificate] % 4 7 &2 7 7R v 7 AT, [Add Certificate] 7 U v 27 LET,
[Identity Certificates] V A MIH LW ID GEBIEN TR RS NE T,

[Applyl 27 U v 27 L, HiILWIDFHAE= L 7 4 X2 —a U E2REFELET,

[Show Details] #2 V v 27 L C, IRD 3 DORRFEHZ 7N EFi 5 [Certificate Details] %A 7
RNy I AERRLET,

* [General] # 7\ZiX, # A7, YU TNEE, AT—FA, ik, A% — %47, CRL
THRA b GEREOREIM., BLOBEEMT N TWD TR MRA > FOfERER
RENFET, ZHHOfEIL, [Available] & [Pending] D)7 D AT — % Z A S £,

« [Issued to] # 721X, 7Y =72 F DN £72ILFFAERAH O X500 7 4 —/V K& ZDE
NFERENET, ZNHOMHEIL, [Available] 2T —% ZADOBIZHHA SN E T,

« [Issuedby] # 712i%, FEAEZME LT T 47 4 DX500 7 4 —/V RBRFREINET,
IS DOfEI. [Available] AT — X AD BT SE T,

IDFEAE L 7 4 Fab—2a VEHIRTDI2E, 207 4 X2 b—3a AR L, [Delete]
7 Vv LET,

GE)
FEAE a7 4 X2 b—a VEHIBRT S &, B TERS RV ET, HIBR LZGEE A FAE
W HI2iE, [Add] 227V v 7 L, GEHEa 7 4 X2 b — g VOFERET X THANL
i‘j‘o

CANLMDERE L TOCMP2 ZEHFDOERIE

LTEVA YLV A Xy b= TExa T4 5= U=A T30 & LTHEET D72012,
ASA X Certificate Management Protocol (CMPv2) Z{#HH L T\ < D ORE EEHEREZ Y
A—hLET, ASA 7/351 AFEAEDEREKIZ CMPV2 2425 Z & T, CMPV2 %07 CA
NODOERMOGEFE L 0 &V AEHEZ FEPRER L2 | A C%— 7 23 2 LARiC s
ITHEAHOAELZ Z LR D12 OFEHEL FEEH L2 T ET, 25 L7oiEE ek
DFEDINNARATE S, FEHEN AN/ > T D IPsec Dk CHEHINLET,
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B crrcozseLcoopesizoanit

\)

(X)  ASA TIZCMPV2 DT RTOMEZFHATE 2017 TlEd v FHA,

FIE

ATy T
ATvT2

ATvT3

RTv74

ATy TH

ATv 6
ATy IT1

ATvT8

ATvT9

WADERT CA & DOEHEEMNL L, RVOFEAZELREG L3, CAGEHZEIL N7 A haRA
/FT%m_mﬁéﬂéME#%@iT A LA N—NHOFHHEO T 4 =TV FER
)i\[]'é"%) k o uf|:75>£ﬁ?§2hi*f

[Advanced Options] 7 « > K7 @ [Enrollment Mode] % 77 k- C [Request froma CA] %7 U v 7 L
7%, CMPV2 %4 D 7= I F O FIEZE FEIT L 3,

IR BHHIIZ
T AT T AT 4 AFHEOBINESIZA VA= (145—2) OFEEXETLET,
s CMP B2 AT HIZIE, S VT IA4 B ANEENTWEIMLENRHY £7°,

CMP Z#Xgk 7 v b =L & L TR L, http:/ fEIKIC CMP URL 2 A1 L £7,
T _TO CMP T8/ BB BEIRICH L% — X7 24T 5121, [RSA] £720%
mmmm%%mbiﬁo

[RSA] 2R L7=54E. [Modulus] Ka vy FH D A =a—nBEZ®ERIRLEJ, [EDCSA] %
BIL72E. Emﬁﬁwhu/7&?/%%:~ﬂ%f%%Wbiﬁ

(F7vay) iHEOTEH T, HD5VITBEEROMERANIF— T 2 £k T 51201
[Regenerate the key pair] #2 U v 27 LE 7,

[SharedKey]Z 7 V v 7 L, CAIZk>TT U AT N RigkENZlEE AT LE T, ZOfiE
L. CABLXOASADRKHLT H A vt —DOEHEMEB L OS2 R T A ToOIEH I E
T

[Signing Trustpoint] 27 U 2 L, CMP BEKERIZEL T DRI H SN2 BT T 31 A
AEAEEZ G T A RRA VU FOLHTIEAN LET,

INHOF T avidi, FTAMKRA Y MEETE ba/LB CMP IZEESNL TS L X
PFEHTEET, CMP F T A FRA V FBRREINTWDEGA, FMEE- i%%uﬂﬂ%
DOWTNNEFFENTEETN, MAFIFRBETETEEA,

CA FEBHEZ R E T 5 121X [Browse Certificate] #27 U v 7 L £,

(A7 a ) CMPYv2 O HEVSERZILEN T 5 121E, [AutoEnroll] F= v 7 R v 7 A% A2 L
£7

[Auto Enroll Lifetime] 7 -« —/L RIZiX, BHEVERERDBLEIZR D ETO, FEAEOHIIH A %)
WMo R—t 7=V AT LET,

RERE O BHPICH LW —Z2 453 2 I12I1%. [Auto Enroll Regenerate Key] 2 V v 7 LE 7,
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A >0ERE LToACME BzoEHE [

CAMBMERE L TH ACME ZEHEDAERIE

FIE

ATy T

ATy T2
ATvT3

ATvT4
ATvTh

ATvT6

TLS 7 /34 AGEEOGEHEE %2 B3 572 9DIZ, Cisco ASA TlE, Automatic Certificate
Management Environment (ACME) Z{fiH L 7-FEEE HEREA AR — N L C\WEJ, ACME
(2& V| Cisco ASA Tid, HEVEH, FAA UWGE, B LOME R E KDL - T, GEW
EEMNHBNLINET, CMP &[FIER, 35 L7ZREEIIIER O DI IR AT S 4L, FiE
BHENH N2> T D IPsec DIERR CTHEA SN E T,

BANDZERT CA L OFHEHL L, RAOMHEZ T L ET, CAREMEL T2 bAA
¥ NCHEANIHRESNALEND Y £9, BAEE. A VA M=/ L TWHIEHAFIZH LT
HTTP-01 Uz L » CoORTORET,

[TAT T 4T 4 AEBEDEN (Add Identity Certificate) | ~X—Y T, [ILWFAToT 4«
T 4 SEBAZEMEM (Add anew ldentity Certificate) | > [3¥# (Advanced) % ®IR L £9, [&
%t — F (Enrollment Mode) ] # 7 T, [CADD DFER (RequestfromaCA) [ %27 U 7 L,
ACME B2 [EA DIRDOFNAZ FEITLET,

1R BRI
o [ TATUT 4T 4 REAEOBMEZ A VA=K (145=2) | OFIEIHESTL T
él/\o

+« ACME % [EFIIBGRTE D L 91T 31 ATDNS —"—%2%E L E9, DNS —/3—
DOFREFNEIZDOWTIX, DNS V—_R—DOHREEZSHM L T X,

[EfFIEA % —7 =4 A (Source Interface) | K v XU X Lot ACME GEED A
VH—T A ALK L ET,

[#%%~' 7 b =2/ (Enrollment Protocol) ] K2 v 7*Z 7J A kb, [ACME] #3&R L £,
Let's Encrypt CA Z {3 5121, [Let's Encrypt] &= v 7R v 7 A& A NI LET,

CA #—/3—® URL : https://acme-v02.api.letsencrypt.org:443/ 5 4 L 7 k U M [https://] 7 4 —/v
FiZFERENET,

Z DD ACME H— R — % 4 5 (21%, [https://] 7 4 —/v RIZkHGET 5 URLZ A LET,
[#3E /0 (Authentication Method) ] RKe > 74 7 U A~ [hitp01] Z &R L E 97,

[#8RES 2 (Authentication Interface) | K7 > 7Z 7 U A i, ACME 23 R A A U RBREICHE
A+ HA 02 —T 2 AZBIRL£7,

T T D ACME F&#h/H B GRHIC BRI LS — X7 24T 5120, [RSA] £720%
[EDCSA] Z#&IR L £,

[RSA] R L7555, [Modulus] K2 7'& 7 v A =2 —bEAZ 3L £7, [EDCSA] %
BIR L7234, (KM i#R (elliptic-curve) ] D Ru v 7H 7 A =a—nbfEAER L £9,
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B 7577 amEoTs 3K

ATy T17

ATvT8

ATvT9

ATy 710

2TFv TN
ATvT12
ATy 713

ATy 714
ATFwv 15

ATy 716

FATUOTATA

FIE

ATy
ATwvT2

ATvT3

ATv74

ATy TH
ATvT6

(IAFvar) AEAFEOEH T, &5 WITBEEROMEMANT F—_T Z AT 21213, [F—
T OFARK (Regenerate the key pair) %227 U v 27 LET,

[CAREHED A > A h—/L (Install CA Certificate) | F = > 7 Ry 7 A% A 2L T, REAED
£ (Browse Certificate) %227 U v 7 LET,

EFT 5 CAREIEZIEBIR L, [CAFEHIZEDOEIR (Choose CA Certificate) |27 U v 27 LET,
W T ACME 2§k %17 2 56, CAREHELZA VA M—NLT20ERH Y 7,

BEFE DT /8 ANDOHFGED b T A RKRA > FTE, T TIOEEINTVWD ACME FERE
AT 2GAIL[CAREIED A A h—/L (Install CA Certificate) | F = v 7 Ry 7 A%&4
WCLZRNWTLIEE, 2L, BTSN ACME GEMEDELL NAD CAN T A MRA
FELITFNIFA RN —VIFET D2 L 2R L T ZIV,

(A7 ar) [HERE (AutoEnroll) 127 U v 27 LT, fRELLAEREKT A 72 A LD
MHBRERE N T—LET,

[HEEGRZ 1 7 % 4 2 (Auto Enroll Lifetime) | 7 ¢ —/V FIZiX, HEREGEDMLEIZ/RHET
D, FEAEOMRI AR O NN — T =T B AT LET,

FERAEO B FIH L —% 4Rk 3 5 121X, [Auto Enroll RegenerateKey] %7 U v 7 L7,

[OK1 %27 U v o LET,

[TAT T 47 4 AEBHEDEN (Add Identity Certificate) 1 A 7 1 7R v 7 AT, [FEHED
BN (Add Certificate) 1% 2 Y v 7 LET,

TINA ADMD T A RRA 2 hTiE, CAFEHAELZFENTA A = L7< T, FEAE
WX B EICBRERSILE T,

Cisco ASA |ZREEZXET HI1TIE, [%f5 (Send) 1227V v 27 LET,

EIBHZEN I H RR—
IDiFHEAL =7 ZAR— 51201, ROFIEAZEFTLET,

[Export] %27 U 7 L. [Export Certificate] ¥ 1 7 2 7R 7 A% FKnrLET,

SEAEa L 74 X2l —2a BT AR— T B EEIHEATHPRCSR2ER T 7 A VD4
Bia A LET, F72iE, [Browse] &7 Y » 2~ LT [Export ID Certificate File] ¥ A 7 1 7 7K v
JAERFRRL, HERAEI L 74 X2l —2a BT AR— TR T ANAEELET,

[PKCS12 Format] 4 7'* 3 > "% £ 7213 [PEM Format] 47> a o R¥Z %27 U v 7 LT,
FERAZEOE A BRI L £,

PKCS12 7 7 A Va7 AR — MHICHE AL T 272D T /327 L —X% AT LET,
K5 b/ SA 7 L — X &R DT DIZH AT L ET,

[Export Certificate] %7 V v 7 LT, fEAZE a7 4 Fal—a 27 AR—MLET,
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HHREAT O TRy 7 ARFRSN, iEHEA T 4 X2 b—2 a7 7 A VDBREDHATC
EWIZTZ 7 AR — SN EIRSNET,

AEAZEERERDAER

FIE

ATy T

ATvT2

ATvT3

ATy T4

ATy TH
ATvT6

ATy 717

Entrust (2255 4 2REEFEBA TR Z AR T 21213, ROFIEZETLET,

[Enroll ASA SSL VPN with Entrust] 22 U » 2 L C, [Generate Certificate Signing Request] # A 7~

BRI ARRLET,

[Key Pair] fHB TR D FNEE FAT L £7,

a) Ry XU UR MG, RESNTLF— XTONTINERIRLET,

b) [Show] %7 VU v 7 LT [KeyDetails] ¥4 7R 7Ry 7 ZA%HK R LET, ZII0IE, BIRS
Nl — X7 OAR AR, Hig (BRI EZIIRRLHR) | R4 X BLUOF—
T—H LV ST FRP R EINET,

) /I LLL, [OK]ZZ7 Y vy 7 LET,

d) [New]#7VU > 7 LT, [AddKeyPair] ¥4 T 0 /Ry 7 A%FRLET, EflLizF—
NT & ASANZIEET D0, 77 AMTREFET 2 Z LR TEET,

[Certificate Subject DN] fEIBIZ IR DIEHAE AT) LE T,

a) ASA ® FQDN £7/3IP 7 NL X,

b) &4,

c) 2 FOEBET,

[Optional Parameters] FESK CIR D FlEE FEIT L £,

a) [Select] #7 U » 7 LT, [Additional DN Attributes] # 1A 7 2 7R v 7 A& FrLET,

b) FReyFXT U2 En6EMTSEMHAZEIRNL, 2 AT LET,

¢) [Add] %7V v 7 LT, %&@E%% [attribute] 7 — 7 /WZIBIML £,

d) [Delete] #7 V v 27 L, [attribute] 7—7 A0S JEMEEZHIERL £,

e) I LH, [OK]Z27 Yy 7 LET,

[Additional DN Attributes] 7 « —/V RIZIBII SNz BESFRREINE T,

CAMBERSNIZGEIT, BB FAA CAFREBMTALLET,

[Generate Request] 7 U v 7 LC, FEAEBAEREZ ALK L ET, 4% Entrust IZHEFTD
ZEh, TrANMIRFLTETHET L2 LB TEET,

CSR 237k &7z [Enroll with Entrust] %2 A 7 1 7R v 7 ANFRENET,

[request a certificate from Entrust] U > 7 227 U v 7 LT, BE7 0B A L% T LET, £D%,
IRENTZCSR & a B — L CHREY £11F. 4% Entrust Web 7 +— A (http://www.entrust.net/cisco/)
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AL THELET, BOBREBT LA IL. ERESNIZCSR 27 7 A MIZHRAF L, [Identity
Certificates] ~<- >~ C [enroll with Entrust] U > 27 %27 U v 7 L £,

AT Y78 EntrustiZ XV, BROEFEDHER SN, sEAENBITSNE T, Zh3ED 1256
e F9, KIZ, [Identity Certificate] A > TREF DO TR ZIEIR L, [Install] 227 U v 7 L
T, iEEEZ A VA M= AT HMERH Y £7°,

ATw 79 [Close] 7 U v 2 LT, [Enroll with Entrust] ¥4 7 2 7R 7 2% E7,

FATOTATAMBEEDA VA =L
HLWIDFEAEZELZ A VA =19 5100%, ROFIEEZETLET,

FIE

AT 71 [Identity Certificates] ~<- > T [Add] %~ U »» 7 L. [AddIdentity Certificate] %1 7 & 7' 7R v 7 A
ERRILET,

AT w72 [Addanew identity certificate] 47> a > KX &7V v 7 LET,

ATYT3 F—RTEEETLID, FTLOF— T E2ERLET, F— XTIIMETT,

ATy T4 FEHEVT Y7 FDNIEHREZAS L, [Select] 27 U 2 LT, [Certificate Subject DN] # A
TRITRy 7 AERRLET,

ATw 75 BRI HCATHERY T V=7 FDNEMEEZTXTHREL, [OK] %2727 VY v 2 LT [Certificate
Subject DN] ¥ A 7 /ARy 7 2% L ET,

ATv 76 [AddIdentity Certificate] %1 7 12 77K v 77 AT, [Advanced] %7 U 7 L T [Advanced Options]
AT TRy 7 AeRRLET,

AT9 T PBEOFIECOWTE, TAT T 4T AGEAFEOBMEIZA VR —F (14 3—2) OF
E17 ~23 Z2ZM L TS IZE0,

AT w78 [Add Identity Certificate] A 7 1 77K v 77 AT, [Add Certificate] 27 V v 7 L £ 7,
[Identity Certificate Request] # A 7 2 7' 7R v 7 ANFRINET,

ATFY T THXAKNXATDCSR 7 7 A N4 (c\verisign-csrtxt 72 ) AL, [OK] %227 VU v7 L%
‘d‘o

ATYTIW0 CSRTFADNT7ANECAICEFELET, EETLRDYVIT, CADWeb ¥ 1 FMZHDCSR
BIFR—VICTHFADN T AT 5L b TEET,

ATY 7N CAMNDIDFEHENK SN 5, [Identity Certificates] A NIBEI L, (REEFOFEHET K
UZBRLC, [Install] 27 Vv 7 LET,

[Install Identity Certificate] %1 7 2 77K v 7 ANRFRINET,
ATYTI1R2 FETHATvar RE U E7 V7 LT, ROWTINOF TV a U aRIRLET,
* Install from a file

F720E, [Browse] 27 U7 L, 77 A NVERELET,
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* Paste the certificate data in base-64 format

A — LR ET — 7 28508 STV 0 A1 £,

AT 713 [Install Certificate] 27 V v 7 L £,
ATYT18 [Applyl 227 Vw7 L, FILKAV AP N LA ELEZDASATL 7 4 Falb—Ta bk
RIELET,

ATy 715 BIRLU7- ID FEAEICEET 25805 # 2 £~ 9 5121%, [Show Details] #27 U » 7 LT, KD 3
DODOFRE X 73 E £ 5 [Certificate Details] # 4 70 7R v 7 AaFRwxLET,

[General] # 7\ZiZ, # A7, YU TNE S, AT —F A, Hik, ARF— %147, CRL 5K
RA U, FEHEOFEHM,. BLOBEEMT LN TS M T A RRA > MOERFRIILE
T, TS OfEIX, [Available] & [Pending] Dl J5 D AT — 4% AT SN E T,

[Issued to] # 7121, #7 =2 b DN £/ IFGEAZEFTAE O X.500 7 4 —/L K& ZDERE
RENET, ZHSDOfEIL. [Available] AT — & ZDORHITHH S ET,

[Issued by] # 7121, sEAEZME L= T 47 0 D X500 7 4 —/V RIRFRENET, =
NS DOEIZ, [Available] 27— ADHIZHEH S VE T,

ATFYT16 a2— FELAFFHAE L 7 4 Xa b —1a FHIRTAICIE, 207 4 X2 1b—3 3 VB
L. [Delete] #7 U 27 LET,

GE)

FEED 7 X2 b—Ta VERHIBRT D &, B TERLI D 7, HIBR LRI EZ BE
B HI2iE, [Import] 227V w7 LT, GEAEa L 7 X2 b —2a yOF#RETXTHAL
L/i‘j—o

CA DEXTE

CAGEBAZE DERTE

ZOR—=UT, CAFEELZEFHELET, RO MY 7 T, FATTELH T EIZOVTHHL
£

CASEERZEMEMZE=IFA VX F—IL
CAFFAZEZBNEFIZA VA b =T BI121%, ROFIEEZEITLET,

FIE

AT w71 [Configuration] > [Remote Access VPN] > [Certificate Management] > [CA Certificates] DIJIE(Z
IR ET,
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B cramzoemsErgs oz r—n

ATvT2

ATvT3

ATv74

ATy Th

ATv76

ATy T17

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

ATy 713

[Add] 7 U v 7 LET,
[Install Certificate] A 7 2 7R v 7 ANEREINET,

[Install fromafile] 7> a v ARZ %27 U w27 LT, BHFO T 7 A A BRI EREZEMN L
T (BT 74V FEETT) o

NRABIOT7 7 AN EANTIT D, £iiX[Browse] 27 U v 7 LTI 7 ANV ERFELET,
WIZ. [Install Certificate] #2 U v 27 L7,

[Certificate Installation] & A 7 &2 77K v 7 ZANF/R S, GEIENEFICA VA b—r3hizZ
EERTHERA v E—U20RENET, [OK]Z27 Vv 7 LT, ZOXATasRy 7 A%
CET,

[Paste certificate in PEM format] 47> a v R¥ %7 U v 7 LT, FEITEELET,

PEM JEZ (base64 £ 7213 16 #4%) OFEHEZLZ 2 v©°— LT, FREOMEBICALY 717, [Install

Certificate] 7 U v 27 L,

[Certificate Installation] % A 7 & 778 v 7 ANEKR S, sEHENEFIZA VA b—LrEhicZ
EERTHERA v E—U RN RENET, [OK]Z27 Vv 7 LT, ZOXATalRy 7 ZA%H
CET,

[UseSCEP| A 7> a v RZ %227 v LT, HENTHREKLE T, ASADY, SCEPZfEM L T
CAIZHH L, AEHELZEUS LT, AEHEZT AL R VA b=/ LE T, SCEP ZfEH7
BT, A2 —F > &N LT, SCEPZH AR — h5 2 CAICEET 248N H £, SCEP
A LZBERETIE, 2=V 3ROEREATTIEILERH Y £7,

s HEIA VA M= NT BIEHEBD R LT 7 A4 V4,

FEAFEDA VA P =NV ORREBAITHE, 7740 MI 15 TT,

SEHEDA A =L OFRITEE, T 740 MI0TY, ZOHAE. R TERAT
HIVUTMETHLERITTE T,

PP L OBEFEOREAEZEDZOMD a7 4 X ab—v a4+ 7y a v EFrRT5HI21E, [More
Options] #7 VU v 7 LET,

[Configuration Options for CA Certificates] <A1 > NERINFE T,

BEfFD CAGEIZE Y 7 4 X2 b —a VEEETHIZNE, a7 4Falb—a VEER
L., [Edit) 272 V7 LET,

CAFFHEZ V7 4 X2 b—2a U EHIRT DI, 207 4 X2 —3 3 0 &8R L, [Delete]
27V w7 LET,

GF)
FEAEZ 7 4 X2 b—a VEHIBRT S &, B TERS R ET, HIBR LZEEE A FAE
B HI2iE, [Add]| 227V v 7 LT, GEEa 7 4 X2l —a VOFERET X THANL
ij_o

[Show Details] #2 V v 27 LC, IRD 3 DORRFEHZ 71 EFi 5 [Certificate Details] %A 7
B Ry 7 AkFRRLET,
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* [General] # 7\Zix, # A7, Y UTNEE, AT—F A, ik, A% — %47, CRL
SIHORA b GEREOAEIM, B X OBEEMT O TND 8T X MRA U FOfERE
RENFET, ZHNOHOfEIE, [Available] & [Pending] Dt 5D AT — X AZ#H I E T,

[Issued to] % 721X, V7= b DN F7/2IXFEAERAE O X.500 7 4 —)L K& ZDfE
DFEREINET, ZNHOMEIE, [Available] AT — X AORIZHEA SN ET,

[Issuedby] # 721X, FEHEEZME LT 47 4 DX5007 4 —)LV RFoRsSnE 7,
ZH S OEI, [Available] 2T — & 2 DRI S E T,

[&$% (Enrollment) ] % 712iZ. ASDM kT A hiRA > b, BIIEDBERIRAE, Bk OB
RAT, BEOBERZ A 7 BEPRERESRE, B L OFIVRRESREOFMA R RINE
R

KBTS % CASEFAEDERTE
KMZBI LT CAREHEZRET 2I121E, ROFIHZFEITLET,

FIE

AT w71 [Configuration] > [Site-to-Site VPN] > [Certificate Management] > [CA Certificates] > [Add] DJIE
IZEIR LT, [Install Certificates] A 7 12 7R v 7 A% KR LET, RIZ, [More Options] % 7
Uy Z LET,

AT 72 [Revocation Check] ¥ 7% 27V v 7 LET,

AT9 73 EHEOKRST =7 %T 4 B—T7/IZT SIZ1E, [Do not check certificates for revocation] 4~
var Ry E7 )y LET,

AT9 T4 1 O EORST =~ 7 5 (CRL £721% OCSP) % #4R 7 521X, [Check certificates for
revocation]| A7V a Ly RA U E I Y v LET,

RT9TS [Add) %7 VU v LCRNGRELAANCKEET 5 & 2O HFXAEHFREICRY £9, [Move
Up] £721F [Move Down] %7 U v 7 LT, FXDIEFEEE L ET,

BIRLZFHFRE, BILEFTHEEINET, FRADOLZ T —DEINEEGEL. TORD
KNF 2w VRN T 7T 4 712720 £9,

AT 76 FEHEORIEFIZAST = v 7 O T — % W7 511X, [Consider certificatevalidif revocation
information cannot beretrieved] = v 7 R v 7 A& 4N LET,

ATw 71 [OK] %27 U7 LT, [Revocation Check] # 7 ZF U £,

CRLERGR Y > —DEEKE
CRL BUSRY > —ZFRET AL, ROFIEEZFEITLET,
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FIE

ATy T
ATFwT2
ATvT3

ATvT4

ATy TH
ATv 6

ATy 17

CRL RB AKX DERTE

FIE

ATy I

ATy T2

ATvT3
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1R BHEIIZ
« AHAT 4w URL ZE|D B TH|TIE, ROFIEEZFEITLET,

[Configuration] > [Site-to-Site VPN] > [Certificate M anagement] > [CA Certificates] > [Add] DI
(28R L T, [Install Certificates] ¥4 A 7 2 7 AR v 7 A%FKxLET, KIZ, [More Options] % 7
Uy 7 LET,

[CRLEUSFAR U >— (CRL Retrieval Policy) 1% 7 &2 U v 7 LET,

[Use CRL Distribution Point from the certificate] = v 7 R v 7 A% A LT, F= v 7 XRD
FERAEDN D CRL AR A MR TF = > 7 2§55 L E T,

[Use Static URLs configured below] = » 7 7R v 7 A% A2 LT, CRL OEAFIZfE AT 2 FEE
O URL #—BERRLET, BR L7 URL 1L, BML7ZEFCEESET, #5E L7z URL

T T —MPAE LA, TOWD URL MERA S ILET,

[CRLEAR AR A > & (CRL Distribution Point) | # 7@ [iE (Add) %7 Vv 7 LET,

[CDP /L —/L DB (AddCDPRule) | #A 7/ Ry 7 AT, ffAE~Y Yy 72 R L, 4

T v AL URLEZATILET,

GE)

TA A BICRERAHOFENE~ Yy IR 5 Z E i LET, [JE—FF722XAVPN (Remote
AccessVPN) 1> [y bD—9 (54T k) 72X (Network (Client) Access) | > [F#
(Advanced) ]>[IPSec] > [FEERE M 5 #E#H < v T~ (Certificateto Connection Map) ]>[JL—
JU (Rules) ]>[iBA0 (Add) JIcBEIL T 7Z2&0,

ASA 1L, IPv4 E£721F IPv6 X—AD CDP B LV AX T v 27 URL ZHAR—FLET, IPv6 7
RURXAD vy aTHAET (B : http://[0:0:0:0:0.18:0a01: 7c16/]) .

[OK]Z 27 Vw27 LT, ZOXAT TRy 7 Z&HUET,

CRL B R EZRET DL, ROFIEAFEITLET,

[Configuration] > [Site-to-Site VPN] > [Certificate Management] > [CA Certificates] > [Add] D&
|23 L C, [Install Certificates] % 7 2 7R 7 A% KR LET, KIZ, [More Options] & 7
UwZ LET,

[Configuration Options for CA Certificates] ~<- >~ C [CRL Retrieval Methods] ¥ 7% 7 U v 7 L%
@—O

KD 3 OOFREFROWNTINE TN LET,
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« CRL O U5 CLDAP % A 3 —7 /L2 3 5 1Z1%. [Enable Lightweight Directory Access Protocol

(LDAP)|F = v 7Ry 7 A% 4 I LET, LDAP #fiff] L TCRL ZBUGT 2 BE81%. &
TE L72 LDAP Y — N— (282U — R&MH LT % 2 & C, LDAP & v v 3 U SBHAA
ENFET, T7 AN NOEE, T OEERIZIE TCP A— bk 389 il S E 4, ROHLHA
INTA—=BHEANITLET,

* Name

+ Password

+ Confirm Password

«c TIHI K Y—R— (——4%)
T4k R—F (389)

« CRL OEUfSTHTTP 24 *— 7 /VIZF 5HIZ1L, [Enable HTTP] = v 7 /R v 7 A% A |Z
Li‘g‘o

ATV T8 [OK]EZ27 V7 LT, ZOXTHEHTET,

OCSP JL—ILDEERTE

FIE

ATy T

2Ty T2
ATv73

ATvT4

X.509 7 VX NGEHED RN AT — X A2 TG T 572D OCSP V— LV ERET HITIE, KD
FEZFITLET,

1R BHHEIIZ

OCSP /b —/LZ B H RN, LTREAE~ v 7E2REL TEN TS, iEHE~ v 75
RESNTHWRWEE, =7 — Ayt —URFRINET,

[Configuration] > [Site-to-Site VPN] > [Certificate M anagement] > [CA Certificates] > [Add] DI
(28R L T, [Install Certificates] % A 7 2 7 AR > 7 A% FKxLE7, KIZ, [More Options] % 7
Uy 7 LET,

[Configuration Options for CA Certificates] ~<1 > C [OCSPRules] # 7% 7V v 7 LE7,
ZDOCSP/—v & —BF HREE~ v TR L L3, GEE~ Y 7k 2 —F R
L. REAEORED 7 4 — L R EORERM T ET, [Certificate] 7 4 —/L FIZ, ASA ITH
W OSBRI OFEAZORIEICHEH S5 CA DLAFINERENET, [Index] 7 14—/ RIZ,
N—=NDTFTAF VT 4 FEERERSNET, [URL] 7 4 —/L RIZ, ZDOFEHED OCSP H—
N—=D URL BRERINET,

[Add] %7 Vv 27 LET,

[Add OCSPRule] ¥ A 7 2 7R v 7 ANRFRINET,
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B ==5crssvocse omE

ATvTH
ATvT6
ATvT1
ATvT8
ATv79

ATy 710

R 2FEHE~Y Yy 72 Fey 740 UA RMLERLE T,
FEHT D ELZ Fey 7 X7 A M LERLET,
N—=NDTITAFVT 4 FBEEZATILET,

Z DFEHFED OCSP H—/3—®d URL # AJJ L £,

SET LD, [OK] 227 Uy 27 LT, 2OXATarlRy 7 2A2HLET,

BrL<BIENT OCSP L— WY X MIFERENET,
[OK]Z27 Vw27 LT, ZOX7T%2MHLET,

=7 CRL & & U 0CSP DERE

FIE

&

ATFwT2
ATvT3

ATy T4

ATy TH

ATvT6

CRL 5 X O'OCSP DBMFREZEAT D121, WOFIEEFEITLET,

[Configuration] > [Site-to-Site VPN] > [Certificate Management] > [CA Certificates] > [Add] DJIE
W2 LT, [Install Certificates] & A 7 12 7R v 7 A% KR LET, RIZ, [More Options] & 7
Uy 27 LET,

[Configuration Options for CA Certificates] X > C [Advanced] # 7% 7 U v 7 LET,

[CRL Options] fEIIZF ¥ » ¥ = OFEFRHIE A 2 TATILET, T 740 ML 6043 T, #i
PHIZ 1 ~ 1440 73 T4, CA B[R U CRL 2 &3 D MED RN K 512, ASA TiE, B
L7 CRLZ R —H )V TRFCTEET, ZNZ CRLF v v 7 ENES, CRL ¥ »
VaDEREIIT Ty N T — LI Ko TRRY T RTOarTHFAMIOWTEBEINE
T, BB LI CRLEFX vy v 2952 LT, REFIIREZEZ 2 RN H 55513,
ASA T &0 B 3 e HARVY CRL 2 HIBR S v, fEH ATREZR 22 S R EDSHEIR S E T,
[Enforce next CRL update] = v 7 R 7 A% 4 /12 L C, Next Update fEED A N AR G)40 T
WZRUWCRLIZIRY . A2h72 CRL & L CEAHTE % X 912 LEJ, [Enforce next CRL update]
Ty IRy REA 72T 5 &, Next Update 23721 5552, Next Update {50 A 2R
BN TWLIEETHLAER CRL & LTHEHTE £,

[OCSP Options] fiEJik(Z OCSP % —/S—®dD URL # A ) L 7, ASA T 415 OCSP H—/3—
L, RONETERINET,

a) —HGEHE EEX/L—/L 0 OCSP URL IZXfd 5P — 33—

b) IR Z 417z [OCSP Options] EMEIZEEE L 72 OCSP URL (Zxfhd 5 Hh—r3—

¢) —HPF—FFHED AIA 74—/ F

7 7 # /)L h TiL, [Disable nonce extension] 7= > 7 /R > 7 ANRA T/ > TWVET, ZOFRE
Tl BRI Ko TEREZISEICAA L RL, VA T Ey 7 x2ERLES, 207tk
AT, BEREINE L ORI TENENO T U ALIRERA L, WMEDE—THDH I & ZiHERT
HTET, VAT E YIRS ENTEET, 7L, FRNTAERK LISEITIL, £5
Ré—EFT LT AR ZENTOEEA, TOTD, HFH LTS OCSPH— 3= b,
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FHANCAER LTI E 2353 5288 1%. [Disable nonce extension] = v 7 iR v 7 A% 4712
TLIEEY,

AT 71 [Other Options] fHIK T, KOWTNNDOAT v a v aEIRLET,
« fAE L7z CA DFEHEZ ASA TXUT AL D £ 9127 5HITIE, [Accept certificates issued by
this CAl| F = v 7Ry 7 A% AN LET,

o Tz CA DFEFIFEE ASA TRZITAND L HI1ZF DITIE. [Accept certificates issued by the
subordinate CAs of this CA] = v 7 R v 7 A& A4 I LET,

ATY T8 [OK] 227 V7 LCZDOXTEHL, [Applyl 27 Vw7 LTCar 7 4FXal—vaOEH
BRI LET,

A—Hy—BAEDER
EED AT — 2 AEEET 5I121E. KOFIESEF L ET,

FIE

AT 71 [Manage User Certificates] 21 > C, —H—4 FITFEHEBO VY 7 AEF S CTHRIE DIEHESL
WIRLET,
RATYT2 ROVTNINOF T g v ERIRLET,

s 22— W —FEED T A 7 7 A4 AN T L7e%E . [Revoke] 7 UV v 7 L Ca—H—7
TR 2AEHIBRLET, £, =AWV CAICEY ., FFHET —F RX—2ANITH D F DFEH
BRI DO~ — 7 BT B, EERABEIMICEF SN T, CRL AERITEINET,

o RN UT-FEREZRINL C [Unrevokel| 27 UV v 7925 L, ZOMHEICHRT 7 ATE
DX FET, Flo, v—HILCAILKY | FEHET — X X—2ANICH D Z D E
\ZRERER O~ — 27 BMHT B, FEEOE R BERYICE S -k, B S 472 CRL
DEFBITINET,

ATY T3 BT LEL[Applyl 227V w7 LT, BEERFLET,

S ID DERTE

ASAMNTLS 7 A4 7> b & LTEMET 23546, ASAIZRFCOI2S TERINTWAHT 7Y 7r—
vay == ID ORFENV— N E AR — N LET, ZTORFC TiL, 1D 2RI (ASA
ETEE) L. (TFVr—var P—"—nLikE) RSN ID I3 L TREID % M
ATHFNEEZRLTOET, RIS IDBFEEFADOBIID & —F LT U, itk
NENT, =T —RuiliEskEshE T,
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RO, P — =X YD ID 28R T 57201, 1 DL LRI % & e th—/—
FEBAEZ ASA IZHER LET, ASA THEINHSMID 1L, B O I — N —FEE
THRRENAID SN ET, ZNHDIDIE, RFC6125 TEHEINTWDH 45D ID Z A
TOREDA LV AZ L ATE, 4O5DID XA FITRDERBY T,

«CN_ID : GEEOY 7V =7 b 74—V RIZREESND, Kil4 (CN) A4 7D 120
BHEY A T EEOT T NE NS4 (RDN) , ZOfEIX, 22RO RAA
VAHE—HLET, CONMEIZFHEBHERXOTF A MITHZ EIFTEEH A, CN-ID B ID
TiE, 7707 —vary P—ERIFEINTE A,

* DNS-ID : dNSName # { 7°® subjectAltName => s U, ZHUZXDNS KA A 4 TT,
DNS-ID ZHID Tix, 77V r—var h—rvRI/ESNLEEA,

* SRV-ID : RFC 4985 |Z/E % S 41T\ % SRVName IER D44 R A D, otherName % A 7'
subjectAltName = ~ U, SRV-ID 5l {1213, ]\)‘/1’ BT T r—a =X
AAT DM SGHEZDDHIENTEET, 7oL xIX. [ _imaps.example.net] @ SRV-ID 6i\
DNS R A A 4555 D lexamplenet) &, 77 )ﬁ*“/a/*)‘ 'R & A TSy

limaps] (201 BV ET,

« URI-ID : uniformResourceldentifier % 4 7°® subjectAltName => kU, Z Dffl
lscheme| 1> 7AR—F> b &, RFC3986IZEFK STV D [reg-name] /L—/ LT *ﬁﬁ‘é
Thost] =X AR—F > b (LT ZNUTHY T 22 R—F ) OWGREENET,
URI-ID #5213, TP 7 RLATEZRLS, BEOHRA MIET TIEZAR, DNS FAA &~
L EODLMENHY £, 7L 21X, Tsip:voice.example.edu) &9 URI-ID {X, DNS
RAA %D Tvoiceexample.edu) &7 7V r—valh—vER XA 7D [sip) (23T
TET

ZHID X, REHOLARIZHET D EMERSNET, SRID BMERSNDH L, 4 DD ID ¥
A FEREAMIT BRI EESRID BN, £IIBRIDLHEIRT S Z N TE£T, 2R
D ZiX, DNS RAA VA ERET HERDEENTVWDILENRH Y T, iz, 77V r—
Var b RERETHEROEODLIENTEET,

1R BHHEIIZ

« ZIRID IZ, syslog M —_"—BILOAw—F T4 B ==~ DFERHRHI D AMH ] S
NE4, ZOMD ASASSL 7 74 7> b F— RO TIE, AT, 2R ID 0%
ELCHHIT AR — RSN TWEREA,

SEERT T4 T POBEIEFHEB LT +—1 3y 7 & . ASA X RFC 6125 T
ENTNWAID & —HERLE-0DDTXTONL—LEFEELET,

FEAEA BT T DEREIIEEINFEYA, L7ZNW-> 7T, INo Match Found, Pinned
Certificate] AvE—UNRETHZ LTV A, £, VRAaTHEETLHS T
AT Y MIXFERT T4 72 b TIERWEDH, —EDR RO 6 WG EIc a2 — —235EH
EEREETH L TEEEA,
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FIE

ATy T

ATy T2

cairmzonLEsond [

[Configuration] > [Remote Access VPN] > [Advanced] > [Reference Identity] {8 L £ 7,

REFLOBBID NY A FENET, FTLVBBID Z2BMT 510X [Add] 22V v 7 LE
T, BEFOSMID ZfRET 5121, XGOS ID 2R L TH6 [Edit] 227V v 7 LET,
BEE DS ID ZHIBRT D121, RO ID 23N L T2 D [Delete] 227 U v 7 LEd, ff
HAHoOZRID #HIRT 5 Z LIXTEEHA,

SR ID ZERFEZIEETHI120E. FNEF[AAD]. [Edit] %27V v 7 LET,

[Add Reference Identity] ¥ 7= (% [Edit Reference Identity] # A 7 0 7R v 7 A& H LT, 2R ID
ZBRBLOFRELET,

« ZIRID 121X, {TEDOX A TOEBOZRID 2 BINTXET,

cZMMID ZRTELTRIZ, TOLAFEERTHI LI TEERA, AHTEEET HITIE,
ZHID ZHIBR L T OIER LIETHERH D £,

RDRARY
%E L7722 M ID 1X, syslog 3 L O Smart Call Home ¥— N —#5f5i 2 5% €T DRI L £,

CA FEEAZ D35 L \EF=5 D EF|]

FIE

ATy I

KON TFET 5356, CAEHEOKRIEERIEITRK L F9,
* RSA R H{L T3V XL %EH LT SHA-1 TE4 S-FEAE,
© 2048 B MR D RSA F—H A4 XDFFHZE,

7272 L. permitweakcrypto 472 a U ARET H I LT, TNHLOMIRE FFEETEET, A
BT 2D &, ASA ITREHE ORGERIC RO RO 2387 L £9°, Weak-Crypto & — Z #F
AT AHZ IR LERA, ZOXI XL, T A ARRKRENF I ELZETIE RV
&)T‘g—o

[#&R (Configuration) 1>[7T/34 XA EH (Device Management) | > [SEBAEEIE (Certificate
Management) ]>[IDEEBAZ (ldentity Certificate) |. FE7=iX[#Rk (Configuration) 1>[1J E—
b7 2 £ AVPN (RemoteAccessVPN) ]>[REBAEEHE (Certificate Management) ] >[IDEERA
£ (Identity Certificate) ]. F7=1X[#8mL (Configuration) ]>[") E— k74 £ XVPN (Remote

Foanisz ]
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O— REREHRE

AccessVPN) | > [EIBAZ & (CertificateManagement) 1>[3— KE&%& (CodeSigner) | %
SR ET,

AT9 T2 2048y FRMDOF—H A XL SHA-1BL T NIV XL EFA[T HITIE, [FHORESHTE (Weak
Crypto Configurations) | C [§5\F—H A XLy a7 T Y XA L%FFA] (Permit Weak Key
Sizes and Hash Algorithms) | F = v 7Ry 7 A% A4 N LE T,

O— FEREMLHRE

O1— FEREHIMAZD A VR—+
a— FEAFITE A > F— F T 510, ROFIEEETLET,

FIE

AT 71 [Code Signer] <A > C, [Import] %7 U v L. [Import Certificate] A 7 1 7' 7R v 7 A& FKR
LET,

ATv 72 PKCSI2 X7 7 A VOESACITHE AT H A7 L —X% AN LET,

RATYT3 A VA= T D577 A NVDL4HTEANTIT D0, [Browse] %27 U 2 L C [Import ID Certificate
File] ¥ A 70 Ry 7 AR L, 77 A NVERBLET,

RTYT8 AR — 1 T577ANEERL, [Import ID Certificate File] 27 U » 7 L £7,
[Import Certificate] %A 7 7 7R v 7 A2, BIRLIZAEAE T 7 A A RERRSNET,
AT 75 [Import Certificate] #7 U v 7 LE T,
[Code Signer] ™A N4 VAR — F SNTZFEAENEREINET,

ATYT6 [Applyl 7 Vw7 L, HL<AVR—FLTa— FELEFIFAZEa L 74 X2 —Va vk
RIELET,

1— FEREHIMAZDT Y A/R—
2= REAFAITE T2 AK— b T 510, KOFIEETLET,

FIE

AT 71 [Code Signer] ~*A > C, [Export] %7 U v 2 L. [Export Certificate] A 7 1 7' 7R v 7 A% KR

LET,
ATw T2 fAEa L 7 Xl —araxnl AR— T4 L XTEHTHPKCSI2TER 7 7 A L D4
Az A LET,
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ATvT3

RTv74
ATy TH
ATvT6

ATy T1
ATv78

HREOEMHRT 5— roiE manezr-scaznzm [

NP — I BALEENE (base6d = 2 — R 16 HEHOE N A& £9) 2MHT 512,
[Certificate Format] $H18 C [PKCS12 format] & 7> a > RZ %227V v 7 LE4, HH LRV
A1, [PEM format]) 7> a v R&Z %27 ) v 7 LET,

[Browse] % 7 VU w2 LT [Export ID Certificate File] #4712 7R > 7 A%FKR L, jEHE=
T4 F¥al—arv bz AR— I NTDH77ANVEFELET,

7 7 A VEEIR L, [Export ID Certificate File] #7 U v 27 LE 7,
[Export Certificate] & A 7 1 7R v 7 A2, BRLIZGEAE T 7 A A RERRSNET,
T 7 AR— FHO PKCS12 TERX T 7 A VO SACITEH] T H /A7 L —X %2 AT LET,

B AT V=X 2GR DT DICHAT LET,
[Export Certificate] #7 V v 27 LC, ftlFEa 7 1 Falb—a 227 AR—FLET,

SEREOHHMBT 5 — FOBE (D BB FELI% CA

REBAE )

ASA T, FT A FARA LMD CAFEHAERB L OVID ZEHEIZ SOV THZIIR 2245 = 212 1
BF v 7 LET, sEAEOAIPIENE LR KTTH5HE, syslogBn7 77— b & LTHAT
IhET,

FHU A XITNEZ, 27 4 X a b—3a AATHIBERNEIN -G ER RO T8E . %
DFEAEZFHT 50, FRFHIRTHIZLET, a7 4 X2l —va VEEBETHEZDIC
syslog 238 H 1 IR I NVET,

=& 20E, BRWIRT 77— 2360 BIZBIES L, £D% 6 HZ LTV IET L HICREI N
TWBHELET, ASAN 40 BIZHEEI NS L, 77— MIFOBITEEEIN, ROT F7—
ME36 HBIZEEEINFET,

N

GE)

FIE

&

ATy T2
ATvT3

A v ME, AHEIRT =y 7 D@HDO T A FEA 2 FE LTHTbNET,

HHART =~ 71x, T AN T VOERETEFEITINEYA, B—H/LCAFNT A FK

[Configuration] > [Device Management] > [Certificate M anagement] > [ dentity Certificate/CA
Certificate] #& M L £7°,

[Enable Certificate Expiration Alert] = v 7 Ry 7 A% A2 LET,
By BEAE AT LET,
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* [Repeat the alert for] : ] T 7 — FRFIT SN D AR ETORE (1 ~90) %EE
]\/\iﬁ—o

* [Repeat the alert for] : FEFHENEH SN R2WGEEDOT 7 — MAKE (1~14H) Z&ELE
To T7 ANV NTIE, BHIOT T — MIADHIRD 60 HAMNTIEE S 4L, £ ORITFENE
DEFHEZITHIBRESN D ETHBEIBRAMESNET, £72. 77— MIADMIRAIZEG
S, ZTOBIFEEA1IEREE S, 77— bOREICEGRRL . AR OERTOEIZT
T— MR EEINET,

TURIGEREDE=2) VYT
TOUXNGAERAT —HADF=H ) U TIZONTIE, ROa~vr REZBLTIEEN,
* [Monitoring] > [Properties] > [CRL]
ZDORA ZIE, CRL OFFMNRFRRINET,
* [Toolg] > [Command Line Interface]

ZORL T, SFESERIEA L E T I T 4T a<wr FEBITL, REERTEHZL
NTEET,
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®1GIAZSEEOERE
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HaE

iy

F3v b
T+—LY
I)—2X

Bl

AEREAE B

7.0(1)

T VX VIEE (CAGEZE, IDFEVE, B ta—F
BALEEAER L) X, WEEHOT U ZvID ik L
FT, TUXNGEREICIE, ARl YU TAES, &
fho BBFH. FEIPT RL AR Y, a—W—F 737N
A AT BT DIERNE ENET, CAX, iEHEIC E
£ LCEORLZMRTHIET, T34 AT
2—=YDTATUT 4T 4 BT D, (G TE DB
TY, CA L. ABEF—F 7213 X — D 24k &l 1]
LCExa VT 4 2RiETHPKIA L THFARNT, TV
HOVEEEERIT L ET,

WOBEINEASNE LT,

[Configuration] > [Remote Access VPN] > [Certificate
Management Configuration] > [Site-to-Site VPN] > [Certificate

Management],
WOBMAMAZEAEIITEESNE L,

[Configuration] > [Firewall] > [Advanced] > [Certificate
Management] > [CA Certificates Configuration] > [Device

Management] > [Certificate Management] > [CA Certificates],

AIE R B

7.2(1)

AEF]EAE B

8.02)

SCEP 7'm % &

8.4(1)

= R—=F 4 CAND DT A AFEE &2 2R
TXOBREZEALE LT,

£ 1D

9.6(2)

TLS 7 74 7 > FLEIX, RFC6125 D7 v 3 61C
EEIND Y ——ID ORIV — NV EYR— 5 K
T2 £ L7z, ID fERIL syslog h— 33— & A< — |
T A A P——~D TLS #keD PKI R TIATH
NET, RSN IDBFREINTZY 77 L ZAID &
—HLWEG, L TEEE A,

WOMH %25 LE L7, [Configuration]>[Remote Access
VPN] > [Advanced Configuration] > [Device Management] >
[Logging] > [Syslog Servers] > [Add/Edit Configuration] >

[Device Management] > [Smart Call Home],
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T3k
T+—LY
)—2X

Bl

o —% /)L CA P—/3—

9.12(1)

ASA DR 7 FQDN 2 3 2 o 0 IZERE "R R
B#kH URL @ FQDN ZAER T 5728, Hr L CLI A~
varNHEASNE L, ZOH LA T T3 Ui,
crypto ca server @ smpt E— RIZBMSNE T,

We deprecated Local CA Server and will be removing in a later
release—When ASA is configured as local CA server, it is
enabled to issue digital certificates, publish Certificate
Revocation Lists (CRLs), and securely revoke issued
certificates. = DFEREIT T < 72 572728, crypto ca server
a<y REFBEEINTHET,

o—% /L CA HP—/3—

9.13(1)

2 —7)V CAH—_"—OHFR— FRHIRESEL, L
72285 7C, cryptocaserver 2~ R ZFDH7a<w R
ITHIBR S LTV ET,

cryptocaserver A~ REZDOTRTOY 7T a~<wy KR
HIPR S 4VE LTz,

CRL AR A v s a~<r ROLEHE

9.13(1)

AHT 427 CDPURLaZ 74X alb—vagy avy
R23HIBR X 41, match certificate 2~ > NIZBITLE L
770

P/ S 7= : [Configuration] > [Device
Management] > [Certificate Management] > [CA
Certificates]

CRL & v v ¥ =¥ A XOJLIR

9.13(1)

KB/ CRL # v v — RORKELS T2, Fv v
Vat A X&EYEEL, E£72, @B CRL NO=> K
BOHIBREZERY rE £ L,

cINF ALTFHARNET—RNDOYAE, AT F AR
T L O CRL F ¥ v ¥ 2 A 7% 16 MB IZHIN
LE L,

sV AT ERAL B RORA, Gt CRL
Fyvrath A XN 128 MBIZHM L E LTz,

FEAERIMET = v I BN, NATHL S
va  rOEIT

9.15(1)

CRL F£7213 OCSP ¥— 3 — & o5k REIZ L R4 5 6%
F xR A2 5 9.13(1) THIBREN-A T 3
UMETEENE LT,
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3
3
R

BE

T3k
T —L
)—2X

Bl

AL T 4 w7 CRLITBIRA b URL & R —
k4% 72 ¥ @ match certificate =~ > KDL

9.15(1)

AHRT 47 CDPURL2 V7 4 Fal— gy avy
RTIE, AZ T 4 v 7 CDP ZHFEfF OF = — L N4
SEAEIC Bl B TEET, 2L, 2ok
Ry BV TIIEIEHETI ORI R —- STV E
L/7LCO /:V\IE]@%ET\ %%’H/j Cﬁ’i‘ﬁéﬂt CDP zfntu uE)EH
DFFHEF = — NI~y B TEH oI L
77

KA MRSV FHF—_XTBLOK5F—4
Ha~vy ROEHE

9.16(1)

2048 L D /hEWNWF—H A ZOFEHEDO VAR — FAHEIFR S
NWELE, 512, 768, 77131024 €y b4 F g
AT 2R EIL. LEMEOBREE & B2 2048 ITBLT
SNnET,

ntunEL SHA1 >~ /17/1/:1 ) XA%{%)EH‘?—}:)'H_T% }‘
DHIBRESE LT,

G¥)

D O % E#E X3 % cryptocaper mit-weak-crypto
avy RPREASNE L,

LW —F 7 2 EDDSA 23, BEfED RSA BL W
ECDSA A7 a lzBElEnEx L,

OCSP 35 JL Y CRL IPv6 URL D H 7R — K

9.20(1)

IPv6 OCSP 33 L TN CRL URL Z {4 2 720D AR — b
MEMENE Lz, IPV6T FLAIEMALY v o THte e
NhHYFET,
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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