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=P —Z LGN AT — RBRMETT, AAAV—NE, 2—F D7 LTyl —
AR—=ANMRFESNTWDMDZ—F 7 LT ooy Ve R LET, 7 LT vy Al —8
L7EBE1E, 2—HFidxy NU—7~D7 78 2ARFEINET, Z LT ooy ARn—F LA
wﬁAM\mui%WL Xy b= TR RAIESTINET,

ROME ZRBFET H RO ASA RETEET,
« ASA ~DFT RTOFEMEER: (ZOHHICIE, ROty v a UREENET)
* [Telnet]
« SSH
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« VPN BHLT 7 & A

eenable =~ K
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VPN 7 7 k& A&

fo Al
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DaA—PF—ZEESEREZATDOT IV BRART VT 4 BT 4 ZRAINDLAREMELRH Y 17,

WOIEBEZFATHLOIC, ASAEZHRKETETET,
MW a1 R
Xy U= T ER)F

* VPN 7 7 & A

THIOT 42T

THOT A TIE, T RARHZZ—FMEE L) Y —RAZ[ELET, Zhlid, X
TARE Xy v a VIR EZE LT — X ER ENREGEENET, TV T o
VR, FFATHIEL, BRA. P LU RO, U YRR, R T4 ST =T DOT Y
TAET AR SNy v a COFEHEHR EERRIE RO R 7 &2 T ThilE T,

seRl. FRRl. THOUT 4 VU ROEEER
AL CHAT 528 by RABEOT B Y27 427 2 2 bk 52 L bTEET,
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52 kb B U E & bICHITT B T L b TE £
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T N—=T DIEEITEDOFAMZ DN TR, KO PE Y 7 2B R LTI 2S00,
* RADIUS #—/3— Z/L—T7 DR E
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« LDAP #—/3— JL—T DFIE
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*RADIUS : 77 A T Ut —/bE vy a ORI, a—Y—FEOT7EZXY X T
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« ASDM 2 —H#—ZL D7 7 A

e a2 — LG

» Telnet #4FE+5 & OY SSH 587

« enable =~ Figi
ZOREX, CLIT 7 BRI M &4, Cisco ASDM 1 7 A NI EL FH A,
o~ REFa]

B—HNT = H_X=2AEMNT D a~ 2 R 2G0T 5 & ASATIE, = — ¥ —FrkE
Lz U CHERRE/ R o~ RBRRESNE T, a~> RIFABRT 1 B—7 10
BlLEE., FELVVEIBRENEEA, T 74/ FTIE, a~y FORHEL LT
T, 0FELITZI5DELELMMTT, ASDMIZIE, 22 R~DEV ECTE A RX—T NI T
XL VPN EFNCER SN TVET, VY THIENTEDH LT, 15 (F
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2T AT FHAN T— ROLGE, VAT LAFITAR—AT2—HF—ZZREL., login =~
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ELET,

Td =Ny PR—= R ELBELTLH2—F =IO TE, a—h ) T —H_XR—=ZANDL—
PF—LBLRIRNAT =L AAA —— FOa—F— A B I OIAT— R —FHSH 5
TLEAEHIRLET, TNICKY, BRI A ANy IR R—FENET, 2—HF—iL, AAA
PR 0 —H N T —HZ_XR=ZADEL LR —E R ML TV D00 B TE RNV D T,
O— BN F—ER—2ADL—PF—ZBIRIRNAT — R FB R A2 —F— LB LA T — R
ZAAA V—R_—THHATHZ LiF, HETHIRE 22— —4 LA T— RE2a2—F —03HE
TERWILEEWRLET,

gB—HN F—H_R— A THR— FNENTWAD T+ — -y ZHEBEIZRD L B0 T,

e V=B X—T NIRRT — RHFE : TNV —TNOY— =N XA TE %
WA, ASA TlEin— L =2 R—2AZFH L CEH T 7 B A &I LE9, T
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« VPN F8GER L OREA] : VPN RERER L ORB AL, @ 2O VPN —E A2 AR — LT
HAAA Y —R_R—NMEHATERWEE, ASA~DYE— T 7B RAEA X —TNICT D7
DI HR—bhEINET, BHETHD VPN Z T, T hB, a—H/L T —H = ZX~D
T —NNRNy JEBESNT o I —TE2IRET HHE. AAA Y —1— F)L—7F
PEATER2NGETH, 2=V T = _XR—ARLEREMETHRE SN TR, VPN
RN TEE T,

GIL—THDOEHDY —N\N—ZFFRALI=T7+—IL/\Ny T DA

Y= N—= TN —TNITEBE OV — =R EL., T—"—= V=T DOr—h) T —FX—2X
DT F— Ny 7 A X—=T ML TWDHEE, ASA) D ORBFEERIZK LT/ L—7HND
EDOH— =N B G RENRNE . T AN I NRELET, ROVT Y A THEELF
R

P—R—1, B —="=2DJEHT, LDAP % —/3— Z/L—7|Z 2 D Active Directory h—/3—%
HELET, VE—bha—F—=Dn A 35L, ASAIZL > TH— 33— 1 {TkT DFEFEN
RAHNET,

P —R— 1 D HFBIET T — ( Tusernotfound] 72 &) MR IND E, ASAIZ LB P ——21(C
X—J"j‘}':)mun nﬁ#%hi’ﬁ__/uo

ZA LT T MBI — N1 BISER RN E (ETITREREREERD . BE STV DR RE
A TODL5GE)  ASAICK > TH—s32 ’i]‘?béuuﬁ#uiﬁ?f%ﬂiﬁ‘

TN—THNDEL LDV — =5 &R ASAIZaE—H )V T —H_X—=A~D T F—
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nET,
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GE) T 74/LhTiE, RADIUSZ A4 7 ¥ MEIZ A LT U MIRDANC3 DOFEREZRE L ET,
I AT MR SSH Z3AT9 5 &, BERIZTEIZ 1 DO —"—TFHEINET, BERNH
ALT T RTBHE, ==L [ (FAILED) | &~—7 &N £d, RO RADIUS ERA K
DT T T 4 TP — N—TEE &, WIZTRTOH— =2 [ (FAILED) | & L T~v—7
SR, BRI o — A VEREE (B ESILTWAEE) 187+ — A"y 7 SRET, [l
(FAILED) ] &~—7 SN — =3 HEMICEIR SN, 72774 7120 ET, 208
B IN—TRNIC3~4BDOY—"—=0RHL55H1%, Wifiien 74 ORMENREET L56
N0 ET,

A—AIL T—3IR—=—XADHA FF14 >

B—l N T AR A LR E TR AT 256, ASA b0 Y 2 T Y b ELT
IELTLES W,

O—AIl T—ER—ZAD1—HF—FTho>2 ~DIEM

a—YP—rw—h T —=H = ATEMT HI21E, ROFIEEZFITLET,
FIE

AT w71 [Configuration] > [Device Management] > [User SAAA] > [User Accounts] %33R L. &kIZ [Add]
7y LET,

[Add User Account-Identity] %A 7 2 77K v 7 ANFERINET,
ATYT2 4~64 LFOREIOa—Y =% AN LET,
RFYT3 (ATFvay) 8§~ 12T XFONRAT—FREADLET,

INAT — RCRRLFE/NLFERRINESNET, UUT2REED ASCILHIRIET (OUF
a— K32~ 126 ZHAEDLEDLZENTEET,

s AN—RAFHATE EEA
< BERIFFIIE TE EH A

« 3 CFELL RERE L2, NEHICIEATZ ASCI SUFE £ 72138 0 IR &5 ASCI XFILfHE T
FHA, FEZIE RONSRAT— RIFERE SN E T,

« abcuserl
« userb43

* uscraaaa
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B o5 s~—z~02—4—719> roem

RTvT4

ATy TH

ATvT6

* user2666

T 4=V RIZIE, TAX VAT ETRERINET, SSHARF—FFEE2EHA L CWI54
7l NMAT— RERETTIC2—Y L4 Z2ERTH L TEET,

G¥)

[User Accounts] XA o CTA R—T )V )NAT— REFET H%E1E, =—% —4 enable 15 (Z%f
THNAT— REEBLET, =—HF —4 enable 1513H 1 [UserAccounts]/\/( VCERRE T,
TIHN =P ERKLET, ZOHEX ASDMOV AT A ar7 4Falb—vay
TAR=T N NAT = FaRET HM—DHETT, CLI THOA R —T7 /b LyL RRAT —
K (enable password 10 72 &) A2 ETH L, TO2—H —% (L enable 10 &V H B TR X
ET,

INAT— Re@mEANLET,

X2 U7 0 LOBENS, NXATU—REZANTDHZO2O507 4 — )L RIZIX, TAZIJ R
FUREFREINET,

MSCHAP % #HGEICfE A LTV A35A 1. [User authenticated using MSCHAP] = v 7 7R » 7 &
EAUICLET,

[Access Restriction] fHIl C, = — W —DOFHT 7 A LV ERELET, 7.
[Configuration] > [Device M anagement] > [UserSAAA] > [AAA Access] > [Authorization] % 7 ®
JIE(ZF®E) L. [Perform authorization for exec shellaccess] 47> a &7 Vw7 LT, EHET%
AT 20BN H Y 7,

RONTNLDOF T a3 o EBRRLET,

[HHM%&MHMJ%MS&MM«mmm:D%ﬁw?F5N%2%ﬁ%Lk%ﬁ77
T AOWGEERET D6, ZOA T a v EIRET DH L2 —H—(XASDM, SSH, Telnet,
kiwﬂ//%WTwF%ﬁ%T%iToé%:ﬁ&%%z TMZTHE, 2—F—
Ja—)ary 74 X¥al—ary ET—RIT 7 BRATEET,

« [Privilege Level] : ASDM B LU e—Hh/L a~< > RRATHORKHEL LV ERELET,
HPHIX, 0 (RIK) ~ 15 (&km) TY., HEHIROFEHET 7 & AL 5T 2120%

15 %fE LET, FRIEFIN- ASDM 2 — /L Tl, FEEHD 15, FAHEY HH
D5, BIOt=4—HHD3 (2—¥—(2 L% [Home] ~2A > & [Monitoring] ~2A >
OERZFIRT2) AEH SN ET,

« [CLI login prompt for SSH, Telnet and console (no ASDM access)] : 2 —H /L T —HF N— A%
R LZEHT 7 v ADRAERETLHE, Z0OF T a v 2ETHEa—F—
SSH, Telnet, 5L U= —/L R— hZMHHTE£Y, 22— —IFLBREIZ ASDM &L H
TEEEA HTITPREAEZHE L TV D55) o ASDM EUIATRE TS, & HIZA 11—
NBFAELRETHE, 2—P—Fr/a— L ar 7 Xal—vary E—RIT7EA
TEEHE A,

+ [No ASDM, SSH, Telnet, or console access] : = —H /L T — Z ~_— 2 % fifi i bf_"‘sff%77‘127\
®muuﬁ% E‘g—éﬁnx DX T =a :/;&‘T'Eﬁgﬁ_}:)&\ :L‘—"j-‘_ uquﬁH o Ebfl'@é&fi
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ATvT3
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ATvTH
ATvT6
ATvT1

n—ni F—sr—zo@EsLvETOTZ + [

T AFREFATE RV ET (220, [Serial]| 47 v a3 vidbrE 4, 2F0,
VUTNT 7R RATHAIENET)

(A7 ay) 22— —HLTASA ~D SSH #:5 DA & —3RGE % A 12— 7 /W T 5 FiEI
DT, ASDM, ZDOMD 7 747 O HTTPS 77 ZADRE 2L T 7E &0,

[VPN Policy] #7 U v 7 LT, ZOa2—%—D VPN RY > —@tasE LEd, VPNHEY
A4 REZRLTILEIN,

[Applyl] &7 U v 7 LET,

PN —HN T = RXR=RTEMEN, BENERFET2 7 4 F a2 b— a3 RTF
SNET,

Evk

[Configuration] > [Device Management] > [Users/AAA] > [User Accounts] “X-1 > D44 7 L TR
EDTFAPZMBTEET, [Find] Ry 7 ATHRBETHHRHEDT XA & AN L, [Up] £7=2
& [Down] KH1AZ 27V v 7 LET, 7F A MRRIZT ALY 27 () Eghg (17))
EUANVKA—REL AT TEET,

51ﬁ(__;(a)muﬁEJbJ:Z}WU_TODTr;K ~

ASA BN —h )L F—Z N— R Tﬁ"‘(ﬁibfl"—'qj‘ HREE T ITHF A TE A E I ikl 5
WX, ROFINEEZFATLET,

[Configuration] > [Device Management] > [User SAAA] > [AAA Server Groups] > [AAA Server
Groups] 7—7NT, b= N"—REENLZ Y —N— T N—T %7V v LET,

[Servers in the Selected Group] 7—7/VCT A N T B —R_—% 7 U v 7 LET,

[Test) 27 U v 7 LET,

HR L 72— X —Z%fIi D [Test AAA Server] A 7 0 7R v 7 ANFREINET,

FITTBHT A NDX A7 ([Authentication] F 721 [Authorization]) %7 U v 27 LET,
a—HF—HE AT LET,

RAEET A M H5GIE, 22— =2 DA T—FE A LET,

[OK] %7 U w7 LET,

PREFE I TOT AN A vE— 0 ASA 75)%'}}‘*‘/\’4/\39;\;{1: éhjﬁj« T A }\71))9%5&1/71:_
BAIE. ASDMICE D =T — X v —URNFERENET,
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O—AI T—ER—ZADEZLY YT
H—HN T = R=ADE=L ) IO TE, RO~y REZBLTIZEN,
* [Monitoring] > [Properties] > [AAA Servers)
ZDONRA UITIE, AAA PN —DFEEHERNE RSN E T,
¢ [Tools] >[Command Line Interface]

TONA LTI, SESERIFAETIT 4T a~r FERBITL, RE2FRRTHZE
NTEFET,

O—AI)L T—E2R—XDERE

R2:0—H)L T—EAR—RDEE

Hee% PAPAN B
Ti+—L)
I ) —Z
AAA DB =T )b T —=F = AFGE 7.0(1) AAA IR =D )v T = F R= R 2B % TTEIZON
THHLET,
WOBEPHEASHE LT,
[Configuration] > [Device Management] > [Users/AAA] >
[AAA Server Groups] [Configuration] > [Device Management]
> [Users/AAA] > [User Accounts]
SSH ZABH % —FGED YA — 9.1(2) ASA ~ SSH # DB F —F8FEIE, = — P —HNL T

BN TEDL LI FE Lz, AFF— 7741
(PKF) T7 #—~ v b &N7=F—F7=1XBase64 ¥ —%
FEETEET, PKFF¥—IE, 4096 By NETHEHTE E
9, ASA NHR— F 9% Base6d . (Fx K 2048 &
) TIERETEHF—1CoWTIL, PKEERAMH L
7,

ROBHEPFEASHE LT,

[Configuration] > [Device Management] > [Users/AAA] >
[User Accounts] > [Edit User Account] > [Public Key
Authentication][Configuration] > [Device Management] >
[Users/AAA] > [User Accounts] > [Edit User Account] > [Public

Key Using PKF],
8.4(4.1) THAEM AIRE, PKF ¥ —JE% 9.1(2) TO A
N—hSNET,
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n—nr 7—a~—20BE [

3
3
R

BE

T3k
T+—LY
)—2X

Bl

o — 77 )L® username ¥ X WY enable /XA U —
RTEOVRWASART—FK (127 XFFET) M
PR—bFINFET,

9.6(1)

127 X5 % ThHr—H /L usernameds L Nenable/ S A 7 —
REVERRCE 7 (LLRTOHIRIZ 32 XFTLE) , 32
LFLAEDSRAT — R&ERET %5 & PBKDF2 (/XA T —
R A_R— A F—IRAERMH2) Oy a2 FH L TREIC
RIESNET, ZNED ENIRAT— RiF5| &k
MD5 ~_—Z DNy 2 BER L ET,

ROBEPELSE LI,

[Configuration] > [Device Setup] > [Device
Name/Passwor d] > [Enable Passwor d]

[Configuration] > [Device Management] > [User SAAA] >
[User Accounts] > [Add/Edit User Account] > [ldentity]

SSH ZABH % —F3RED

9.6(2)

PRIOV Y —A T, a—h)b 2—HF— F—FX—2
(O AL TAAASSHIEGEZ AN L72< TH, SSH
AT —FFE O Z2AMNTHZENTEELL, 2O
BREITEIEES N2, AAA SSH 38 & HHRBIIZE L)
T DMERHY T, 2—PF—DEXF—ORbYIC
NRAT—=REFEHATERNL S, RAT— RRERD
A=A EERTED LI E LT,

WROBERNELSE LI,

[Configuration] > [Device Management] > [M anagement
Access] > [ASDM/HTTPS/Telnet/SSH]

[Configuration] > [Device Management] > [User JAAA] >
[User Accounts] > [Add/Edit User Account]
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T _TPDr—h/L username 35 L W enable ¥ [ 9.7(1) £ SHIRNOFXToa—F /L username 35 £ TN enable

AT — RIZ%9 5 PBKDF2 /Ny o =

XA T — Rt PBKDF2 (VXA T — K _— 2 F—JR4 R
¥2) Oy vaEFERLCHRECHRESNET, LA
1. 32 XFLLTFDO/RAT — R MD5 R—AD/N 32
Ay REFEALTCWE L, BFEO/ AT — KTk
Z—F—=DHF LR T — RE A LR2WRY . MD5
R—=2ADNy vapg|EEEfEHInNEST, v
L—RDOHA FFA 2D TIR, TRk o
Kl o Y7 ho7RBIOPary74Xal—ra )
DEEZZRLTIIZIN,

WOBRNELE S E L,

[Configuration] > [Device Setup] > [Device
Name/Passwor d] > [Enable Passwor d]

[Configuration] > [Device Management] > [UserJAAA] >
[User Accounts] > [Add/Edit User Account] > [l dentity]

SSH/\F%A"?b‘gA}LJAuE%/@EﬁHVJ‘6Ja‘H- @wuu
&/\XU*‘]‘%{%FH—;«é:L*‘-& DFEFEA X
BMLET,

9.6(3)/9.8(1)

9.6(2) LVRIOY V—ATiE, B—HhLa—H—F— &
~— 2 (ssh authentication) #1{#H L T AAA SSH 323
ZHPURAIICAZNC L72< Th, SSH 2B ¥ —3GE (aaa
authentication ssh console LOCAL) %A %hi ‘9”%) ZEn
T&EFE L7z, 9.6(2) TiX., ASA T AAA SSH #8GiE % F/R
PHNCANZT HRERH Y E LT, ZOY U —RATIL,
z%A%Hmﬁ%%Tm CHEINCT HRETH Y £E A,
Z—H—(Z%F L T sshauthentication 2~ R&ZERET D
L 0L TORGEEHEHT H—F—Dr— LR
RENT 7 AV NTHIZ R £3, b \%T%L
AAASSH#BFEARET H &, ZOREIZ/NAT — Rff
EOa—F—LILOALBEHINET, F2, LEDAAA
H— — & 47 (aaaauthentication ssh consoleradius_l
L) BEHTEET, LLxiE, Hoa—H—
a—H T — &~~X%E%LTA%%~M£%@%
L., i —+—[ZRADIUS T/{A U — R&EHT& %
R

EERSNHEEITH Y £H A,

. AAA H—/—LO—H) T—E~A—

A



| AAA H—N—¢O—AHIL T—ER—R

n—nr 7—a~—20BE [

HaER ISk |5
T+—L1)
)—X
kv hea—hra—F—LHehleocz |9.17(1) 11— =P LG 7R R AT — RO T, RO
U — REf: AT — FEHENBINSIE LT,
e MAT—ROEE 8 XFLLE, DR, H/MEN
3 LFETLE,
o MY R L SCF LS - 30 LL B L 7= ASCII
CFFEITH VIR L O ASCIH LFITHF AT S EE
oo T2 21E. RONRRAT— RFERENET,
» abcuserl
* userb43
* useraaaa
* user2666
FHU/AR I N-HEE :
* [Configuration] > [Device M anagement] >
[Users/AAA] > [User Accounts)
* [Configuration] > [Device Setup] > [Device
Name/Passwor d]
o—hla—W—nu vy s T NOER 9.17(1) RERREREE DO e 7 A EATICRENT 5 L. ASA I
n—hla—P =2y 7T NTLEERHD £,
ZOMREIX. FHEL LV 15 o —Y =3 S E
HATLE, £/, BEERT IV Fov v 7 &Rk
THET, 2—P—I3\YRIce vy 7T hasivET,
BERLE DN F DRI clear aaalocal user lockout =~ > N %
FERLARWRY , 22— — 210 Hkice v 7 f@rsh
HEITRVELE, FHEL~LVISO2—H—8 By
T RNRENHEHIND LT L,
HH/AT SN2~ K : aaalocal authentication
attempts max-fail . show aaa local user
SSH 3 X O\ Telnet /XA U — RAEF 71 7 | |9.17(1) 1 —H /La—H%—7% SSH F 721X Telnet Z{# L T ASA

v T s A rT5E, NRAUV—=REZEETLH LI
RKOoLNET, T, BHER AT RFEEE L
%, IO T A KL THE T a s AR EINE
T, 72720, ASARNY r—KT5L, BAous AT
HoTh, 2—H—lcF a7 MIFREINEEA,

HH/EE SN2~ K : show aaalocal user

AAAH—NN—¢O0—HII FT—ER—X .



AAAH—N—EO—hL F—8R_=Z |
B o-»r57s~—z0mE

. AAAH—NN—¢O0—HIIL T—ER—X



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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