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A ZAID DR ENFET,

AT —H A1L200 () THLHIMLENRHY £, =7 —a3— K 401 1L APl h—27 U IEL
IppoToZ & 40313 —DOFPHN AR Y /EX AL T 2otz (T7vAEZTa v L
TU2) Z & 405X AP F—OHZHRNBEIINL TN D Z & 409 17 734 A7 Cisco Umbrella
T CICFET DI EERLET,

AT —H A UNKNOWN OHE1E, syslog A vt —VZMERLET, A v&— 339011 :
[Cisco Umbrella AP b — 7 » BR CInE % %15 LEH A TL7 (Umbrella API token request
received no response) | %, api.umbrella.com ([ZRZET H 72D D/I—T 1 > T OREN B 5 D>,

WERGEEE T v — R LieholcZ &R LET,

Umbrella® Y V' A REFR T, VY ANRBESETHDH I LE2RTIEIEITEERHA, BN
OHAX. 77 BAFEARY O —TZNO6DIP 7 RLAIZT 5 DNSHEENFAWVWTND Z &
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Umbrella Connector DE=% 1) >4 .

EHERLET, SRR IRRRO TR b B0 £, A—T 1 > 7 OREEE R LTS
BabbYET,

asa(config)# show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop O,

5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0

message-length maximum client auto, drop 0

message-length maximum 512, drop O

dns-guard, count 0O

protocol-enforcement, drop O

nat-rewrite, count 0

umbrella registration: mode: fail-open tag: default, status: 200 success,
device-id: 010al3b8fbdfc9aa

Unbrella ipv4 resolver: 208.67.220.220
Umbrella ipvé6 resolver: 2620:119:53::53

Unbrella: bypass 0, reg inject 0 - sent 0, res recv 0 - inject O
local-domain-bypass 10

DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402

DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402

DNScrypt: Certificate Update: completion 10, failure 1

Fh, FHTar 4 Xal—vary RI—<yvFTOT7 4 VEZNH) bHERTEET, &
Jo— <y 7®Oumbrella 2~ FEEHF LT, TXAAIDERRLET, Z0Oa~vwr ReAg
F—=TMILTh, TS AID 2 EHERET DI LI TEEEA, ROFIT, Wz L
TRE T 51 #HZR R LE T, Umbrella IZHEH SILD DNS A U AT v a v vy P &L L
TASDM DT NA AID ##£rT 252 &6 T&E7, IDIL, [Umbrella Connections] % 7 |27
SNET,

ciscoasa(config) # show running-config policy-map
|
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512
dnscrypt
umbrella device-id 010a3e5760fddéd3
no tcp-inspection
policy-map global policy
class inspection default
inspect dns preset dns_map

Umbrella Connector D E=4 1) >4

Z ZTl. Umbrella Connector & & =% —7F 2 FFIEICHOWTHH L ET,

Umbrella H—E X R O—D#HETHEHROE=42 1 Y

Umbrella 2 A 2 —7 M2 3B L DNS A v AT = v OFEHEHROMEE L 254 W FR
TExEJ,
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B oumbrea v —£ 2 Ky o—ogEEROE= 2 U LY

o< K& AT 5I2iE, [Tools]>[Command Linelnterface] £721ZSSHE v a v &L
\iﬁqo

show service-policy inspect dns [detail]

detail ¥ — 7 — REEA LW E, T_XTORAKRMRDNS A AT a2 B0 & Unbrella
DOHJHEHRNEREINET, AT —F X 7 1 —/)L RN, AT AT CiscoUmbrella ~® &4k %
RITTA720ODHTTP AT —HF A a— REFEELET,

U R, EAF O Umbrella —N—% /R LET, TNOHDOEHRIL > T, $—s3—
DIGEZE LN E DD, EFEFBUE — =R FRENE O D Z YT 572012 AT AT
== TA—=THNEIPRbNY T, 72—V A =72 E—ROEE, VAT AT
DNS ZER3FFA] SAUO DNS r— 38— (RES LTV DHHE) (BB LET, 2ot —
RDYA . Umbrella H— N—3MELSZE O] 1% DNS 2R CINE # TG TE 8 A,

asa(config)# show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop O,

5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0

message-length maximum client auto, drop 0

message-length maximum 512, drop O

dns-guard, count 0

protocol-enforcement, drop 0

nat-rewrite, count 0

umbrella registration: mode: fail-open tag: default, status: 200 success,
device-id: 010al3b8fbdfc9aa

Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipv6 resolver: 2620:119:53::53

Umbrella: bypass 0, reqg inject 0 - sent 0, res recv 0 - inject O
local-domain-bypass 10

DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402

DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402

DNScrypt: Certificate Update: completion 10, failure 1

FEA A2 I TIE. DNSerypt #EaHEHR & A SN D F =R RRENET,

asa(config)# show service-policy inspect dns detail
Global policy:
Service-policy: global policy
Class-map: inspection default
Class-map: dnscrypt30000
Inspect: dns dns_umbrella, packet 12, lock fail 0, drop 0, reset-drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
message-length maximum client auto, drop 0
message-length maximum 1500, drop 0
dns-guard, count 3
protocol-enforcement, drop 0
nat-rewrite, count 0
Unbrella registration: mode: fail-open tag: default, status: 200 SUCCESS,
device-id: 010af97abf89abc3, retry 0
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipvé6 resolver: 2620:119:53::53
Unbrella: bypass 0, reg inject 6 - sent 6, res recv 6 - inject 6
local-domain-bypass 10
Unbrella app-id fail, count O
Umbrella flow alloc fail, count 0
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Umbrella @ syslog A v £—CDE=2 12T .

Umbrella block alloc fail, count 0
Unbrella client flow expired, count 0
Unbrella server flow expired, count 0
Unbrella request drop, count 0
Unbrella response drop, count 0
DNScrypt egress: rcvd 6, encrypt 6, bypass 0, inject 6
DNScrypt ingress: rcvd 18, decrypt 6, bypass 12, inject 6
DNScrypt length error, count O
DNScrypt add padding error, count 0
DNScrypt encryption error, count O
DNScrypt magic mismatch error, count 0
DNScrypt disabled, count 0
DNScrypt flow error, count O
DNScrypt nonce error, count 0
DNScrypt: Certificate Update: completion 1, failure 1
DNScrypt Receive internal drop count 0
DNScrypt Receive on wrong channel drop count 0
DNScrypt Receive cannot queue drop count 0
DNScrypt No memory to create channel count 0
DNScrypt Send no output interface count 1
DNScrypt Send open channel failed count 0
DNScrypt Send no handle count 0
DNScrypt Send dupb failure count O
DNScrypt Create cert update no memory count 0
DNScrypt Store cert no memory count 0
DNScrypt Certificate invalid length count 0
DNScrypt Certificate invalid magic count 0
DNScrypt Certificate invalid major version count 0
DNScrypt Certificate invalid minor version count 0
DNScrypt Certificate invalid signature count 0
Last Successful: 01:42:29 UTC May 2 2018, Last Failed: None
Magic DNSC, Major Version 0x0001, Minor Version 0x0000,
Query Magic 0x714e7a696d657555, Serial Number 1517943461,
Start Time 1517943461 (18:57:41 UTC Feb 6 2018)
End Time 1549479461 (18:57:41 UTC Feb 6 2019)
Server Public Key
240B:11B7:AD02:FAC0:6285:1E88:6EAA:44E7 :AESB:AD2F:921F:9577:514D:E226:D552:6836
Client Secret Key Hash
48DD:E6D3:C058:D063:1098:C6B4:BA6GF:D8A7:FO0F8:0754:40B0:AFB3:CB31:2B22:A7A4:9CEE
Client Public key
6CB9:FA4B:4273:E10A:8A67:BA66:76A3:BFF5:2FB9:5004:CD3B:B3F2:86C1:A7EC:A0B6:1A58
NM key Hash
9182:9F42:6C01:003C:9939:7741:1734:D199:22DF:511E:E8C9:206B:D0A3:8181:CE57:8020

Umbrella @ syslog * v &—2DE=421) %
K@ Umbrella BIH D syslog A v — T % E=F —TXET,
« [%ASA-3-339001: DNSCRYPT certificate update failed for number tries. |

Umbrella ¥ —/N—~D/b— FPFET D2 L BLOHNA ¥ —T = A ARFRESNIE
TITHERE L TV D Z &L 2 LT 72 &V, F£72. DNScrypt FHIZERE S L7 AB % — 23
ELWZ EHERL TL 7Z&WV, Cisco Umbrella 2> 58 LW — 2 BG4 2 L ENAET S
SaEndn £7,

« [%ASA-3-339002: Umbrella device registration failed with error code error_code. |
FxrT— a—RFOWNEIT, koEEH TT,
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. Umbrella @ syslog A v £t—CDE=2 Y25

¢ 400 : RO XEITa T U VICERH Y F9, F—7 URETED ), A
LTCWAREEMELHYET, F—27 A Umbrella® v 2R —FDO —r7 & —FHL
TWDHZ AR LTI,

*401 : API h—7 U DAREINTWERA, b—7 UV EZHEREL T ZEV, Umbrella
By alR—RO 7 2B HTIHHEF, LTH LW =7 U Z2FHLTLLES
W,

« 409 : TNA A ID DBIOKAE & BEE L TWET, RFEORNAIZ-DVT Umbrella & H
FITHER LT Z &,

500 : WP —/3— =7 —, BEONAEIZOV T Unbrella FELH ICHEGE L T2 S
AN
+ [9%ASA-6-339003: Umbrella device registration was successful. |

« [%ASA-3-339004: Umbrella device registration failed due to missing token.

Cisco Umbrella 7>% API b—72 > ZHf5 L., Umbrella ® 7 10— N)LERE CRET 2 LEN
HYFEI,

« [%ASA-3-339005: Umbrella device registration failed after number retries. |
syslog 339002 A v E—VEfER L, BEIETHOMNEDOSH LT —%RELET,
+ [%ASA-3-339006: Umbrella resolver IP_address is reachable, resuming Umbrella redirect. |

DA yE—UiE, VAT LAPEHELEFICEELTWAZ LEARLET, TDRD, L
TV EHY FHA,

+ T[9%ASA-3-339007: Umbrella resolver |P_addressis unresponsive and fail-close mode used, starting
probe to resolver. |

Tx—) 7 a—XE— RNE2FEHA LTS8, Unmbrella DNS H— =034 F A VIR
% F TDNS ZRICHTHINEFRGTE A, MENRRELARWEGESIE. VAT A0
5 Umbrella b —/R—~DL— " BNEFEETEZZ L. BLOT 72 AFHEHRY > —THh—/R—
~ODNS 77 4 v I RHFRASNTNDZ EZMHERLTITEIN,

o API ¥ —/FMEDOBEKICET B A v — !
* %ASA-6-339010 : Cisco Umbrella API h—2 » DERMNAEIHLE LT-
« %ASA-3-339011 : Cisco Umbrella APl F— 727 » DERTISENH Y FHATLE

* %ASA-3-339012 : CiscoUmbrellaAPI b —7 » OE RN T T —a— F%d THRIRLEL
7=

e %ASA-3-339013 : B AL T Cisco Umbrella API — 27 » OBERN KL £ L7

* %ASA-3-339014 : %d ORI T1%1Z Cisco Umbrella API b — 727 » OESRBZ I L E L
Tmo BEkEHIELET
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Cisco Umbrella Connector 0 /& FE .

Cisco Umbrella Connector O & &

T3y bT+—
L)) —=R B2l

1

N

Cisco Umbrella 78— b, 9.10(1) Cisco Umbrella TEFEEIN TS = X —FF 4 X kF a2l

T4 RV —Fa— W —HERICHEH T %5 X 912 DNS Zxk %
Cisco Umbrella ~V # A4 L7 b5 XL HTT /A AEHETE
F9, FQDNIZESW TR AT £70137 vy 7 TEET,

F721E, % LV FQDN O 13 Cisco Umbrella f 7 VU ¥ =
Yh7eFUICE— =2 YU X A L7 NLTURL 7 A V&
VT RFEITTEET, Umbrella DR EIL, DNSA AT v g
VARV —IZEENTVET,

WOMEZBIMEIZER LE Lz, [Configuration] >

[Firewall] >[Objects] >[Umbrella], [Configuration] > [Firewall]
> [Objects] > [Inspect Maps] > DNS.

Cisco Umbrella ®5@1l, 9.12(1) Cisco Umbrella /XA /NATHMENH D —H )V KA A 4
ERETZDLXIICRDELE, TNHDRAA O DNS #
Ki, Umbrella % ALEH§ DNS — S —CEEEEE SN ET,
F 72, DNS ER O T D Umbrella H—/3— H¥E5E T
XAXH1IZnFELE, EHIZ, Unbrellah— —%ffi T
RV EIE, DNS RS 7 1w 7 S0 X 912, Umbrella
AVANRT gy R =T 2= )V =T ERTDHZ
EMNTEET,

WOBEHNEL ILE LTz, [BRZE (Configuration) 1>[2 74
7oA+ —I)L (Firewal) 1>[#7> x4 k (Objects) ]>[Cisco
Umbrella (Umbrella) ], [E%% (Configuration) 1>[Z 74 7
9+ —JL (Firewall) |>[#7Sx% b (Objects) |>[Xv T
MDEFE (Inspect Maps) ]>[DNS],

3 L\ Cisco Umbrella APL, 9.23(1) A FF> APl ¥ — % f# 9 5 Cisco Umbrella 4~—7"> API
ZfEH LT, CiscoUmbrella X ETX 5L OV E LT,

OB F T SALE Lz, [BRFE (Configuration) [>[2 74
74— (Firewal) 1>[#7> x4 k (Objects) ]>[Cisco
Umbrella (Umbrella) ],
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