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HLTWAHE, FQDNX—ZAD 7 7B AL —LB 7 T4 T M THEAIATH
B A FOTRTOIPT RLAICHEHAEINZ2WZ ERNHY . L— /L TEKX LI-iGE
BEHINET A,

—%@RENM$I/FJ %, FERICTELAN R FTRERER (TTL) fENERE ST
WET, ZOFRER. LT ST —T I THRBIZE I S, AT L SR
VAT INT F— AT R 52 DBENH Y £,

.

7 U AFIEDERE

TITIE, TR ar ba— v ERET D HEZOWTIHALET,

TR IIL—ILDETE

TI7RAN—NEEATDITE, ROFIRZETLET,

. TOEX L—IL
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AT 71 [Configuration] > [Firewall] > [Access Rules] DJIEIZEIR L £,

N—JUFA B —T 2 A AB I OH BN S, 7 e — L b—uidein s &i3ho s
N—TICFELDLNTNET, TV EANL—LERETALEAIL. 20—V T IRX
NET, oI N—T0, fERSNTT 7 8AITN—TL LTS E—T oA AL
72— UZEN) BT HNTEE ACLICHYS LET, 45D ACL % [ACL Manager] ~X— 2 IZ
FRINET,

RATv T2 WOWTheFTLET,

o FTLUVVL— L& BT 5 I21E, [Add] > [Add Access Rule] DJIAIZER L E 5,

« AT FHNOREDGFNI N — NV EFHEAT 2121E, BN 2550 Fich 5BFO L —L
&R L C [Add] > [Insert] ONEIZEIRT 2 7>, [Add] > [Insert After] DIFIZIEIR L £ T

« =L ERRET BT, V=L EBIRL, [Edit] 27V v 7 LET,

ATV T3 =7 aXT 2 AN LET, BIRTHLERA TV a 2 RIRLET,

* [Interface] : L — VAT 24 =T = A AEEELET, T r—rUb b—LZ2AERk

THEEIT [Any] ZRIRLET, VT v RE—FOTV v FN—7TliX, 7V v
A =T 2 AR BVI) E£5T YV P TN—T A NR=DA L F—T = A ADW )7
2T 72 A V— L EERTE 9,

s [Action] : [Permit] £ 721% [Deny] : 4D k7 7 4 v 7 ZF AT H0ES (B3 T250%
BELET,

* [Source/Destination criteria] : %0 (FBIET NV R) L%% (M7 74 v 7 7u—0DF—
vy N T RVR) #EHZLET, @FIZ, FANEREFYV 7 XY bOIPE T KL AE T
IXIPv6 7 RV AZFZRELET, ZHUEHry hI—F Xy MU= ATV kN 7 —
T, FREFERY N =R ATV N IN—TTRTIENTEET, EEL
Da—HP—LEFa—— TN —TLbRETEET, £/, [Service] 7 1 —/L KTk
T4y OFHEERETDE, TRXTOIP hT77 4 v 7 TERL, FFED RNT 7 4 v
JERGB LT HN—NVEFRTEET, Ry FV—27 =X AT V=7 NI —ER
iR % & H5AIE. [P—E X (Service) | 7 4 —/V RIZIP 245 L £ 9, Trustsec & 3
ELTWDEEAE, X2V T4 I—7%2HL CEETEmiEr ERXTEET,

FEHAIRER T RTOA T 3 VOFEEMIIHONWTIE, 727 A L—LDFa T ¢ (12 32—
D) BBRLTLLIEE N,

N—VDEFRNDET LIzh, [OK] %7 U v 7 LTL—/b T—T/MZBMLET,

ATy T8 [Applyl 227 Vw7 L, T7BA N—LEFREHRFELET,

TR IIL—IL .
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. TIOEZNL—LOTONT 4

TR IIL—ILOTAIINT 4

TIEAN—NVEBNELITRET D LZICRETELTE T L HZRITRLET, £<D
T 4=V RTIE, WERY 7 AOFIZHD[LIRA L E7 Y v 7 LT, TDT 14—V RITHHE
THAT V=l MBI (ERk, RETEET,

A3 —T4R

N—IRNEHSNDA U H—T A A, T a—rb )b— )V EERT 58513 [Any] % 3R
LET, V=T RE—FDT Y v T NA—TZk L, 7V RS H—T = A R
BVD) FHETV oY FI—TF AN v R —T oA ABTRTEFT,

[Action] : [Permit]/[Deny]
RO ST 7 4w 7 HFFAIT 20MES () T2 ELET,
[Source Criteria]

BELEIELTWD NT 7 4 vy ORIEEDORE, [Source] IZRET HMENRH Y 7
N, FOMDT aXT 134T a T,

[Source]

BETLDOIPvE 21X IPve 7 KL A, T 7 4/ MiElIXany T9, ZiUIT TP IPv4
FRIEIPV6 7 RLAIZ—H L ET, IPvd DLE X —47 v MIT 585813 anyd %,
IPv6 DFH% 2 —7y MZT H85EILany6 2 TN EVERTEET, BH—DKRA N7
KL A (10.100.10.5 F 721 2001:DB8::0DB8:800:200C:417A 72 &) . 7 % v b
(10.100.10.0/24 % 7213 10.100.10.0/255.255.255.0 FE=, F 721X IPv6 DA X
2001:DB8:0:CD30::/60) . %X~ hU—27 A7 V=V bElIRxy NUV—0 ATV =7
N TN—T D4, *y NT—T =R AT V=T N TA—TOHRTETIEIA >
=T A ZADLHIEREETEET,

User

TATYTAT 4 77 AT U —AEREDLTOLHEAE, 2—F—FiFa—
P N—T % T T4 7 DEETLE LTRETE T, 22— —NBEFH LT
WL IP T FLRFIA——8LET, 22— —4 (DOMAINwser) , —H#— 7
J—7 (DOMAIN\\group 2 DD \FZF/N—TZ%ZRxLET) ) | Eoida—H—F
TV NI NA—TEREECTEET, TOT7 44—/ RTIE, [.]27 Vv 7 LTAAA
PR —= TN =T DO AR RIRT 5139 B4TE AT 580 BIXDMNICHET
R

Security Group

Cisco Trustsec Z BN L TWABEIL, BEXx =2V T 4 JI—TDLRTRZ 7 (1 ~
65533) . Fh3EX 2 VT4 IN—TF F TV FEERETEET,

[More Options] > [Source Service]
TCP, UDP F£7-1X SCTP &%t —bE A & L CTHE L7=%HAIEL. TCP, UDP,
TCP-UDP, F7/-1ISCTP# X T EHRFADYV—EA LT V=7 b, MEOA T V=
J N NeA 7T a r CRETEET, @FIX Y —EAOAEERL, EEIL—
PRIER LEFA, FELT—ERAZERTLIHLE, s —v A0 1 haiix

. TOEX L—IL
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TOERNL—ILOTART 1 .

EETLT—ERC—HTILERHY ET (e xiE, ML LR—NEZRDOH D/
RWTCP 2 8)

[Destination Criteria]

ul
]

\}

MELEIELTWA NI T 4 v 7 DF—5 > FOFFME, [Destination] XX E T 5 LEN
HYETN, TOMOT T 4 1ZA T2 TT,

Destination

505D IPv4A 7212 IPv6 7 R LA, F 7 4 /L MiEldany TF, ZHUET_XTOIPv4 F
TIZIPV6 7 RLRIZ—E L £, IPvA DA EZ—5 > MIT 556 anyd &, IPve
DHEL—Ty MZTHEEFanye 22N ENFEHTEET, H—DOKRA T N
2 (10.100.10.5 % 721% 2001:DB8::0DB8:800:200C:417A 72 &) . 7% v k
(10.100.10.0/24 % 721% 10.100.10.0/255.255.255.0 JEZ, £ 721% IPv6 DAL
2001:DB8:0:CD30::/60) . v U —27 A7V =27 NERIIFR Y NTI—0 TV =7
N TN—TDLH], Xy NU—7 P—ERA ATVl N T —TDLRTETFA
H—T A ZADLHEEETEET,

Security Group

Cisco Trustsec ZH NI L TWAERIE., EX 2V T 4 IA—TOLFIRHX T (1~
65533) . FEtEX VT4 IN—T F TV NEFBETEXET,

H—EX

IP, TCP, UDPXRED NT 7 4w/ D7 v haj), 7 3 CTCP, UDP, F£7-i%
SCTP DR— hEIFETEET, T 74/ MIIP TR, L BKR2 7o b=k
BELC, ¥—F Yy MNZTDH NI 74 v 7 2LV ERET DN TEET, @
WX, ATSNDEA TOH—EZX A7V FE@RRLES, TCP, UDP, LW
SCTP O3 E& 1%, tep/80. tep/http, tep/10-20 (AR— hGFH) | tep-udp/80 (AK— K 80 ™
fEE D TCP £721X UDP ~ 7 7 4 » Z7IZ—%) | sctp/diameter O X 51T — & &
TEET, Xy U= P —E R F T V=7 MY —E AR EZ GO 5A1T. [V—
B A (Service) ] 74—V NIZIP ZF8E L £7,

=D BWIOFAZ AT UET, 1 ITORKICFEIL 100 XFETTT, EEITE2 AT
TEFE9, CLI CIX, &0 a XA MELTEMEN, V—/LORNIIEE I ET,

GE)

1>D7Z v b7 5—2 (Windows 72 &) ETHFELANDOLFTTa AL FEBIL, £h
LOXTFHEROT T v h 7+ —2 (Linux 72 E) OHIBRLE S & LlE, JLOFR
EL Bk SN WieOfmESHIBRZ ST TERWARRERH Y £9°, ZoOHIRIX, £
EREONTESEISERFETELa—RT57 7y M7+ —2DERGFHEICE D HDOT

[Enable Logging] : [Logging Level] : [More Options] > [Logging Interval]

nX S ATy a T, =IO Tsyslog A v —V &2 ED X HITERTHNE

EEELET, KOUXL I Vg 2FETEXET,

TR IIL—IL .
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[Deselect Enable Logging]
=D X TPECR D £, ZON— BT A ERICOWTIE, EoX
A 7D syslog A v E—Y BRITENER A,

[Select Enable L ogging with Logging L evel = Default]
=T 74 hOu X PRI E T, G INTHE D &1 syslog A >
= 106023 BHITENET, 7T ITAT UV ABRKBEEZZ T TWDLGEE, ZOA Yy
TV ORITHEIL T — BRI EE KIETTAREMERH D £,

[Select Enable L ogging with Non-Default Logging L evel]
106023 DDV IZ, HEHI I T syslog A v E— 106100 RSN ET, A v E—
2106100 1%, FFRAICE v b LI XIZRITSNET, £D%. [More Options] >
[Logging Interval] Tax & L7-[ffR Z & ICHREIT I, TORBAOE v MIA R L%
T, HERERIN S e X7 LU [Informational] T,
HERRA v =V 2T 2L, WBRORELZERRTELLLEHIT, HBRICL-TT
A=V OOINREFITRY £, DOSHWEEZ T TWHLEAE, A v E—106101
MFERENDZERHY ET, UL, Ay E—T106100 DE > b T NOAERK
WA SNDF v v a2 SNTEG 7 o —0RA ., 1 DORRIZH T 2R KEE B A
e BRLET, ZORRT, 77747V ATHBEEZBET 572012, ORI
FCHEHEBMOINEZFIE L E T,

[More Options] > [Traffic Direction]

N— @K ([In] £ziX[Out]) ZHELET, T 74/ ME[In] T, Za— L 77
TAN— NV EEBT VA N—)LTIIZDOA T 3 LEIRTE 8 A,

[More Options] > [Enable Rulg]

W=V NTINAATT IT 4 7278 TWDHNE I, HZHZe> TN DH—/uiE, L—
NT =T MR E LB EDOTF A M TERREINET, —VEHERHZTHE, L—L
ZHIBRT 52 V=D FT T 4 v 7 ~DEMEIELETEES, 20D, £0D
=V BLBERTE LM LT GG, B CHEADNCT L2 LN TEET,

[MoreOptions] > [Time Range]

W= IVIRT T 4 T2 o T D BN & DI E W H 2 BT D RH#H A 7 2 =7
oA, BEEEEZEE L2RWEE, v—VEEIZT 7T 4 7T,

TOERIL—IDHFEEA TS a > DRE

TR IN— VDA T a v EFH LT, L= LOBEO—EE I AT A AT H T LR
TXFET, 2L, 2N60F T a it FEALOESICEYICEETA LY ICF 741
FCRESNTHET,

FIE

AT w71 [Configuration] > [Firewall] > [AccessRules] % #4R L £,

. TOEX L—IL
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ATY T2 V=)V T—=T VD FIZHD [Advanced]| RH¥ %27V v 7 LET,
RTVT3 ROA T a v ELEIECTHERELET,

* [Advanced Logging Settings] : 7 7 4 /L NS DR X T ERET H &, A v E—106100
DRFHEREF L TCOIHEG 7 n =Ry v a2 ShET (77 8RN —/LDsyslog A
T—UORHE 21 ~—) #ZMH) . AEVBIOCPU Y YV —ARNERIFRICIHE S 72
WE DT D0IT, ASARFRHES 7 v —HUchllRZB0E LEY. Jhid, ER7e—
MEBEZRLTWOHEEDRH D10 TY, ZOHIRICESTDS L. A v E—106101 23
FATESNET, 106101 IZOW T FE&HETEET,

« [Maximum Deny-flows] : ASAIZ LY 70 —DF v v aMEIESNAENCHETEND
R 7 a—0RRKEE, 1~ 4096 OFHTIEELET, 77 4/0 b 4096 T,

s [Alert Interval] : HER 7 @ —NERRBIGE LTI EART VAT LA BT Ay —U
106101 23347 S B R REIRE (1 ~ 3600 8) ZFEL T, 7 74/ ML 300 T
7,

[Per User Override] D7 —7 /b : 2—H—DFHFAEHIZ RADIUS —_R—n b X 7 vm— K
Lo AFT I v a—W—ACL&E A VZ—7 = A AZEND Y THN-ACL kY 859
DMEIMDERELET, X, A ¥ =724 AACLMR10.0000°6D T 7 ¢ >
T _NTHAEL, A4 52927 ACLA10.0.0.00°6D T 7 4 v 7 2 _XCHFA[4 5
B, FTO2—F—CELTIE, ¥4I 97 ACLICE>TA »#—7 A AACLM EE
xXINFET, =P —D EEXEZHFATIHKA X —T A AZOWT, [PerUserOverride]
Frxv IRy 7 2A%F A LET EFEREFAOR) , 2—F =220 FEZHERENT 1
=TT/ B L, RADIUS V= _—{Z Lo TREENDET 7 B R L—LIF, TDA
H—T 2 AETHREEINEZTI7®A L= EHEAINET,

TNV ETIE, VPNUE—FT 78R T T4 w713 ¥ —T7 A AACL L RAE S
NEREA, L [ NUY RVPNE Yy v a VERIICLTA VX —T 24 AT 7k
A YA R%&/31 7323 2% (Enable inbound VPN sessions to bypass interface access lists) ] @
E ([#5% (Configuration) ]>[VE— Fh7 27 AVPN (Remote Access VPN) ]>[% > bk
J—27 (747> k) 727&A (Network (Client) Access) |> X272 747 MNiE
#7177 ¢ —/ (Connection Profiles) |1 ) DOEREZEER L7-GHIE, 7 v—7 K
T —TVPN 7 4 L EZBEHAINTND0E 9D ((HEk (Configuration) 1>[VE— K77
£ AVPN (Remote Access VPN) |>[*~ hU—2 (V7 ZA4 T ) 7T 27&A (Network
(Client) Access) |>[Z/V—=" 7R Y > — (Group Policies) ]>[BI/#wEE (Add/Edit) 1>[4
W% (General) |>[ZF DDA = (More Options) 1>[7 « /L% — (Filter) | 7 4 —/L
REZH) | BLO[2—Y =L EFEX (Per User Override) | 47> a & E LT
WDHINE I I Ko TEMERRZR Y 9,

« [No Per User Override, no VPN filter] : N7 7 4 v 7 1dA ¥ —7 =14 A ACL L RE X
WET,

« [No Per User Override, VPN filter] : N7 7 4 v 71 3FE T4 ¥ —7 =14 A ACL L A
SR, WITVPN 7 4 V2 LIRESNET,

» [Per User Override, VPN filter] : b7 7 4 v 71X VPN 7 4 VX DA ERE S ET,

TR IIL—IL
I
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* [Object Group Search Setting] : [Enable Object Group Search Algorithm] Z #3565 &, /v 7
T TDONRT =< AR T LETH, A7V N INAN—T 2 AT 57 7R L—
IWORRRICHEIR AT ZMMAH ZENTEET, ATV =27 b INV—THRRe A 2 —7
JNZLTEGA, Xy b= A7V MITLBRSNEEADR, ZRHD T N—TDRE
WZESNWT—&KTEHT 78R L= BRBINET,

[Enable Object Group Search Threshold] Zi#R L TL EVMEZHE L, N7 4+ —~ L ADIK
TR LET, LEWEZMEN LZEETIE, B2 L ITREL & skeom o P 7
RUARR Yy NU—=0 A7V FERESNET, BELT FLRAL—HT 247V =
7 NN, HET RL AL —HT 58D 1 fEa A5 LN usnEd, —8if
BPRIZID Z L2 <TeDIINV— Va2 ELET,

GE)

FT 2 N IN—TORRIT, XY NIV —2 ATV b —ER AT D
HTEHELET, EX2VT 4 IN—T FT7 V=l FTIEEEMELEH A, ACLIZESF =
V74 IN—TRNEENTWDEHEAIE. ZOBEZENZLRNTL ZE, ACL 233
TIT 4TI oTe ) ZOMOTH LR WEIEE 2 B alRetEn H D £37,

[RIASHBOHXRE (Forward Reference Setting) ]: (7.18 LV RID U U —ADAH) @,

ACL 72347V 22 N IN—TZRNAT V=7 NRAT V=7 N TA—T %SRRI
20, BUEBBENTWAA TVl MAT V=27 NI NV—T%HIRTHZ LT TEE
A, FTo. access-group 2 ¥ 2 R THEL TWRWACL 22 (77 R L— L% i#
M) #5620 TEERHA, HFEL, ZOT 74V ENOEEAETE L, A7V =7 hE
IXACL 2B T DRNCZEN O Z [RIFSBH) TELLIICT22ENTEET, A7V
7 NERITEACL 2B T 2L T, TR E2BRT 51— n0T 78R 70— 7138
SINFET, FAISHE A R—7 /2T 5IZIL, [Enable the forward reference of objects and

object-groups] IR L £, FRIZME A X—T VT DL, BHFOA TV =7 FOBI
DAT)I ZpFiZ M % ASDM THBITE <725 Z LICTEE L T 7Z &0,

(;I)
DEREFT 7 40 b THDNZ/2->TEY . ASALIS() LI TITRETE A2 R0 L
71:_0

ATy T4 [OK] 227V vr7 LET,

EEBT7I9 R IL—ILDEHETE

BEDOET (13O T) 735 ASA ~O to-the-box B ~F 7 ¢ v 7 ZHIHT 54 >
B —T7 A AACLERETEXFET, ZDOXA 7D ACLIE, IKEDoS (H—bt xEH) W%
Tuy 358 EICEHTT

WBEDT IR AN—VEFRRY, A X —T A AD— ﬁ@ﬁﬁw—wwxg I REER D
deny "0 FHA, TORDLYIZ, BEHT 78 A V— W~ LAWERITET O T 7 & A
HIfE L — VTRt S U E T,

. TOEX L—IL
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EtherType JL— L DR TE .

FIE

AT 71 [Configuration] > [Device Management] > [Management Access] > [Management Access Rules] % %R
LE7,

N—IFA o H =T = A ZRNTHER SN TWE T, F7 =70, fFlkshTar br— 7
L—UACLE LTA v H—T = A ZZHEID Y THNTIERACLIZAHYE LET, £41H0 ACL
% [Access Rules] ~— 3 X O [ACL Manager] ~X—VIZE RSN E T,
RT9T2 RONWTNNEFRITLET,
o FHLVVL— L& BT 5 I21E, [Add] > [Add Management Access Rule] DJIFIZEIR L F 97,

« AT FHNOREDGFNI N — NV EFEAT 12T, BN 2550 Tich 2BF0Lr—L
%I L T [Add] > [Insert] DJNEIZEEINT 5 0>, [Add] > [Insert After] DNHIZEIR L E 9,

o — L ERRET DI, V— L ZBIRL, [Edit] 227V v 27 LET,

ATYTI N—=NDTaNT 42 AN LET, BRTLERA TV a VERIRLET,

s [Interface] : L— L&A THA L F—T A AEIEELE T, V —TFT v RE—FDT U v

CIN—T T, TV VR A —T 24 A BVI) KTV P T N—T A R—
DA E—T 2 A ADWMHFIZT 782 L— VAR TE £,

* [Action] : [Permit] £ 721X [Deny] : XfG:D ~ T 7 4 v 7 ZFRT H0ES (B3 +2500%
RELET,

» [Source/Destination criteria] : &E7 (BET KL R) L%t (M7 7 4 v 7 7u—0DH—
TR T RLVR) ZEHZELET, BEIT. SAPERIIVTXy bOIPvE T FLAE -
IZIPv6 7 RV AZRELET, ZHETRy NI—FJ FERIEFXRYy NI—7 AT V=7 T
N—FTRITZENTEET, EETO—V L FFa—V— I L—T4 biFETE
F9, £/, [Service] 74—/ RThrI7 74 v 7 ORHERETDHE, TXTDOIP M7
T4y TIERL, BFEDNT 7 4 v 7 BB ETHN— NV EAERTE £9, Trustsec &
FIELTWAEAIE, X2V T 4 A —72H L CEEIL L5 EHRTEET,

ERAFTRER T RTOA T g VOFEMIZOVWTIE, 77 BR L—LD7 a7 ¢ (12 35—
V) BERLTLITEE N,

N—VDEFRNTET Lizh, [OK] %227 U v 7 LTL—b T—7/MZBMLET,

ATy T4 [Applyl 227 U v 7 L, L—ILEZEIRTELET,

EtherType JL—ILDEEE

EtherType L — /WX 7 Y v ¥ TNV —F A R—=DA B —T A A b—T v RELIXI T~
ART VLY N T 7AT 4= E—FR) OFFPLAY2 T 74 v Z7IZHHAISNET, 21

TR IIL—IL
I
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. EtherType L— L DR TE

SON—NVEMHALT, LAY 237y NN EtherType fEIZIHESWT RN T 7 4 v 7 2§ £
T2 I3A%3E C& £9, EtherType L —/LTlX, ASAZIRHTLIEIP T 7 4 v 7 D7 v —% il
TEET,

TV Y TN—T A NR—=DA ¥ —T = A AZYEHER L O EtherType 7 7 £ A JL—/L D
Ji &M TE £ ¥, EtherType /L—/LiX, LIET 7 B A L— VIR SV ET,

FIE

AT w71 [Configuration] > [Firewall] > [EtherType Rules] % &R L =7,

N—IWIA o H =T 2 A ABLOFABNHER SN TWET, £ —70, 1Bl TA
H—"T = A AZE Y BT ST EtherType ACL [ZFHY L £9,

AT T2 RONTNNEFEITLET,
« HLUWL— L 2B 5 121%. [Add] > [Add Ether Type Rule] Z3#4R L £,

o AT FHNOREDHFNIN— IV EFHEAT DI, BINT 28500 Fizdh 5BEFO L —1
Z 38R L C [Add] > [Insert] 23R 957>, [Add] > [Insert After] 28R L £9°,

=)V EMRET DL, V=L EFERL, [Edit) 27 Vv 27 LET,

ATV T3 —no7a"sT o2 AN LET, BIRTDLIERS TV a v E2RIORLET,
s [Interface] : V— IV ZEHHAT HA L F—T =4 AZHELET,

s [Action] : [Permit] £ 7213 [Deny] : XfG:D ~ T 7 4 v 7 ZFF AT H0ES (B3 T2500%
BELET,

* [EtherType] : IROA T a VEFEHL TR 74 v 7 ZRAETEET,
cany : IRXTCORNT 7 4 v 7,

ebpdu : F 74N RCHWSNL T Y vy Frbar sy —% o=y b, REZEAT
HE, ZOXF—U— RIET /A A LT dsap bpdu (2B # S E T,

e dsap : IEEE 8022 FmBR U > 7 HilfHl /X v RO —E A T 7 EA KA DT R
LA, &5|Z, [DSAP Value] (Z 0x01 ~ Oxff O#FHD 16 #EL THFAl £ 7213 R T2 7
RLUAZZOLHENHY T, RIZ, —HOLET FLADOEZRLET,

cx42: 7V Fubrarsy—¥a=vy bk (BPDU) , REZEHATLE, 2
LT /3 A A L Cdsap bpdu (& # S U E T,

* Oxe0 : Internet Packet Exchange (IPX) 802.2LLC., sXEZ#EHT 5 &, ZHUuIT A
A A LETdsapipx lICEH S E T,

» Oxfe : Intermediate System to Intermediate System (IS-IS) . REZWHTH &, =
LT NA A L CdsapisisicE S E T,

. TOEX L—IL
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ICMP 79 £ X JL—ILDERFE .

« Oxff : Raw IPX 8023 B, REZX WM T 5 &, ZAULT 7 A A 1T dsap raw-ipx
(CEMENET,

« €li ipx : Ethernet I IPX /&=, EtherType 0x8137,

* ipx : Internetwork Packet Exchange (IPX) , Z D ¥ —U— KX, 3 2DOfEB|DONL— L%
RET DO dsap ipx, dsap raw-ipx, BL VN di-ipx D> a— Ty v TT, ZD
EHIL, REET A ANCH#H LIRS CEITESNE T,

isis : Intermediate System to Intermediate System (IS-IS) ., HEZWHTH L., ZDF—
J— RIZT A A L CdsapissicE# I nE T,

» mpls-multicast : MPLS ¥ /L F % ¥ & |,
» mpls-unicast : MPLS = =% ¥ X |,

* [hex_number] : 16 £ > k@ 16 #HE 0x600 ~ Oxffff THEE T & H 1L HE D EtherType,
EtherType @ U X MZ-DW\W T, http://www.ietf.org/rfc/rfc1700.txt (27 7 £ A LT, RFC
1700 Assigned Numbers] ZZH L T 7230,

* [Description] : /L —/LD HEJOFI 2 AT LE T, 11TOHRRKICFEIL100 LFFE TT, &
BATH AN TEET, CLITIE, S Ay e LTBMS L, A— L ORNIEE S
i‘j‘o

« [MoreOptions] > [Direction] : /L—/L D J5 A2 [In] 7> [Out] 2 EFRE L E T, 7 7 4/ M
[In] T9°
N—VDEZRNTET Lizh, [OK] %27 U v 7 LTL—/b T—7/MZBMLET,

ATV T4 [Applyl 227 U v 7 L, M—ILZREIEFELET,

ICMP 75t X JL—ILDERTE

T 7 4V b TIE, IPvd 7213 1IPv6 2 L TIEE DA > ¥ —7 = A AIZICMP /X7 v R &k
BT&EES, L, ROPIRHD £97,

*ASA L., 7E—RFX¥ AT RLAZETOHICMP = a2 —ZRINE LEHA,
CASAIE. N7 4 v I MEBBETAL X —T 2 ZAFETDICMP F5 7 1 v 7120 I

LET, ICMP 57 4 v 2iE, A v F—T oA ARETHNT-A v 2 —T = A ZTEE
TEEH A,

FONA A BB SIR#ET D721, ICMP L— A EFEH LT, A X —7 = A A~ ICMP
TIRAEREDRA N, Xy hT—2 EZITICMP ¥ A FIZRETE 9, ICMP L—/L
W7 7 B A =)L EARRICIERFE R H 0 . N7y MR LIZ—v DT 7 2 a 0
HanEd,

TR IIL—IL
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B ovwrsezi—no

FIE

&
ATvT2

ATy T3

ATy T4

7oA L= |

B

axX ;e

AU E—T 2 A AZK L TOTID ICMP b— L ERETHE, ICMP L—L DU & kD
BITHEERD deny ICMP /L — LN BINE AL, 7 7 4V FOEWERER INE S, DD, —H
DAY=V E A TIETEELGTLHAF, RVDA v —T F A T %75 K 5 ITICMP
=DV A N DEH%IZ permitany L—/LEEDDHLERH Y £,

ICMP BFERHERA v—V AT (A7 3) ITIEIWIZT 7B AR 25T 52 L a5t L
F7, ICMPEERREA vE—VEEET 5L, ICMP/NZAMTU T 4 A3 R L S 41,
IPsec BELOPPTP b7 7 4 w7 MMEIET H 2 EBRHV £F, F72, IPv6 DICMP /7 v M,
IPV6 D FA N—ER Tk 2SN E T,

[Configuration] > [Device Management] > [M anagement Access] > [ICMP] DJIHIZE&E&IR L £7°,

ICMP L — /L2 E L7,

a) L—/L%BINT % ([Add]> [Rule]. [Add]> [IPv6 Rule], F7=i [Add]> [Insert]) 7>, /L —
VAR L TR L £,

b) HIETHICMP ¥ A 7R L £3, T_XTOX A FIHEHAT 55 E Fany Z238BR L £ 7,

) N—NEHMHTHA L E—T A AEFTIRLET, KA ¥ —7 = A ATk L TREBINZ
N— VAR T DR H D £77,

d) —EL7EbT7 7497 LTT 7B RAEHFATIEINEGRT DN E IR L £,

e) T XTDOII 7 4 v 7N —NZEHT 255 1%, [Any Address] Z#INL £3°, FEDKR
A NEFRY NI—=7 2HET 2551 7 FLREv 27 (IPVAOHE) £2ET7 R
LALET VLT 4 w7 AR (IPv6 DEA) 2 AN LET,

H [OK1Z27VUvs LET,

(A7 a ) ICMP OEFEREA v & —VIZt T D HIRIL, ROKEAT > a 2 HEH LT

ELET, ASAZRYy 7T D1 D& LTERTDH ML —R b— MIxt LT ASA Ol 2 7 r 4

BH7=9HIi%, —E A KR Y 2 —T [Decrement time to live for a connection] 47"+ = >

([Configuration] > [Firewall] > [Service Policy Rules] > [Rule Actions] > [Connection Settings] %

THRIRY T R) A X—TWZT HIEN, L— MlfEZRELSTHLERH D £,

s Rate Limit : BIEERGEA vE—Y DL — MlfRZ, 1 #H720 1 ~ 100 DEFHATHREL E
T T7ANNI I BHZY 1 AvE—TTT,

*BurstSize : X—A N L— &2 1 ~ 10 DEFATHEELET, ZORDOISEITEEFEINET
N, TNLFEOIREIE, b— MHIIRICET D2 E TEEINEEA,

Apply 27V v 7 LET,
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TOERRIL—ILOE=AY LT .

TR IL—ILDE=Z)Y

[Access Rules] X—NZ&/L—/LDE v MINRERENET, By MU= Y Vv EHDbES
L. FOHEHRM ERBEARRINET, by MRV By FTHIKIE, v—ELEZ Y v
L T [Clear Hit Count] Z#IR L E3, ZhxF(7925L, MUFRORITA 2 —7 A R
HHENTHNDTRTOL—LDE vy MINEESND Z LICEREL TSN,

7R JL—ILD syslog A v t— T DEE

T EANL— T D A =TI, syslogA X hDE2—T (ASDMOE 2 —7 72 &)
ML CHER TE £,

T7ANbORX T EMEH L TWDLIGE, IRIICESG Sz 7 v —I2%7 % syslog A~
= 106023 72 NERINET, L— DU R NDORKZBIZHD HEERO deny) IZ—ET 5
N7 7 4w 73RS NVER A,

ASA WIREBEZZ T 256, IEE SN/ v M ERT syslog A vE—VOENIEFIZRKE L
RHEZENDHY ET, RDVIZ, syslog A vE— 106100 2 HAT 50X 7oA 2 —T L
T2 EEBEIOLET, 20X yE—TEFKL— GFAA—L b ETe) OFGHERZ R
THEDOT, TNEMHTLHZEICLD, kS dsyslog A vE—VOREFIRTEET, F
2. BEEDL—LIZHONWT, T RXTOaX L 72T v —7 T 5 HELH Y 3,

A vE—= 106100 DR X T NA F—T N T, X7 FNACE & —EH L7=5H4A, ASA LY
n—x2 b EEHR LT, BESNZBBNTZE Loy hOSE B L £, ASAIL,
YOy "RboTc b &, BIOKBROKDD IZsyslog A vE—T%2ARK L, ZDMRIZ
BiIdey hOGHEKEREEZEOE Yy "OXA LAZ L TERLET, FHBOKIDVIZ, ASA
Tty ARV Yy FLET, 1 oOMBBNTACE & —8T5/%7r v 7o 284
ASAZEDT7 v — = MU ZHIBRLE T, L—rDrX o 7ORETIL, FnEhonL—
IZHOWT, B Ayt —V0RIROIED. Y ETT 0 (BERE) LEETHZENTEET,
Tua—E, FEIXIPT RLA, FEEIPT LA, e hal, BXOKR—FCTERINE
T, L2 DODKRA MEDOH LWEHE TIL, BEILAR— MR RRLIGEND LD, HioT
WOF LW T o —nEREND L, RLU7e—0#INIRENRWERER"H Y £3,
WESESNT-BERICBT 5, TSz 7y b2 ACL TF = v 7T HX0EIIHY ¥ A, &
WOy NEFHRaxXr s, by MUcEoohET, ICMP 2 EDaxrra LA
M7 haLofaiE, FFalEnTna X ry by _XTaXr 73, HERInizry k
ZI_CceXForanEd,

INHDA =V OFFMICONTIL, sydog A vE—2 A RESZRLTIESN,
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72— |
B rexr—rore

Je

Evh Xo®v—2106100 DX IR A 2—TNT, 237y BB ACE & —HL7-HA. ASA LY
n— x> b EERL T, BBESHEZMBENTZE L Ny b E2BIFLE4, ASA T
X, ACEflou X7 7u—%RRKRKEFHTEET, FORRTHRED 7 v —2[HEFHZ
FETHAREMRH Y £, AEFVBLIONCPU U YV —ARERRICHE SNARNE II1CT 5D
72l ASAITRIFHES 7 o —8ICHIB 2R E LET, ORI, 57 a—icxt LT
HESNET FA 7o —C3RESNFTEA) . T, EGE 70— 3K BE2RL WS A
BEMERH D72 TT, HIRIZET 5 &, ASAITREFOES 7 o —n3RYIc /2 Ecax
OB LWESR 7 0 —Z2ERET. A vE—106101 ZFITLET, 20X vE—V D8
B, BXOHEG 70 —0F v v o ORKREIL, M ECHEcCEES, 77E8AL—10D
AT a0 E (145—) ZBRLTLIEE N,

TR IIL—ILDERE

T3y bT+—

HEREA L) )—=R tEA

AV H—=T 2 A AT A NL—1|7001) ACL ZfEH L7z, ASARH DRy NU—2 T 7 ZDHlH,
WOBHEAEAN S LE L7z, [Configuration] > [Firewall] > [Access
Rules],

Ja—) 7 I A L—)L 8.3(1) Ta—r\)L TR —NEAINE LT,
WOMENEE I FE L7z, [Configuration] > [Firewall] > [Access
Rules],

TATUT AT 4 7747 7x— |84(Q2) TATYTATA T7AT I —NDa—F =BT L—

DOHHR— TEREILEBEIHEHTE LRV ELE, TAT

TAT A T77AT T4 —/VACLIZT 7 & A JL—/LRLAAA L —
e EBIZ, BIXOVPNERECHEHTE £,

EtherType ACL 28 IS-IS h 7 7 1 v |8.4(5). 9.1(2) FNTUART VN T AT U4 —/LE— FTIX, ASA 73
7 & AR—h EtherType ACL Z#ffH L CIS-IS b7 7 4 v 7 %S Z LA T
X0V ELE,

OB 23T Z41E L7, [Configuration] > [Device
Management] > [Management Access] > [EtherType Rules],

TrustSec D H R — 9.0(1) TrustSec ¥ = V7 4 Z)—F % #E 0 &5l T& 5 &
INCRVE LI, TAT YT AT 4 7747 U+ —/VACL %
TR =L EBIEHTEET,
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722 L—rorE [

Tov bT4—
HEER L)1) =R & BA
IPv4 35 L OV IPv6 D ACL 9.0(1) ACL CIPVA B L TNPV6 7 RLARHR— I DH L 51T/ b
F L7z, FEILBIOSELICK L TIPvE B L TIPVe 7 R LA
DMAEDLEBIEETEET, any ¥ —7V — N, IPvdB LV
IPv6 N7 7 4 v 7 BRTLIICERBINE LIz, IPv4 DHOD
N7 74 v %KTanydF*—T—R&, IPVODHLD T T 4
7 HFET any6 ¥ — U — RGBS vE Lz, IPv6 [E4 D ACL
IIIEHESE T, BEAFD IPv6 ACLIEHEBR ACL IZBAT S E T,
BATOFMIZOWTIL, VU —RA /= SR TIEEN,
WOBEHAEE SVE LT,
[Configuration] > [Firewall] > [Access Rules] [Configuration] >
[Remote Access VPN] > [Network (Client) Access]> [Group
Policies] > [General] > [More Options]
ICMP = — RiZ L > TICMP FZ  [9.0(1) ICMP 22— RIZESWTICMP R 7 7 o v 7 OFF A £ 72 134 A
T4 T T ANE) T 5720 MTEDLLIITRVELL,
g2
DIRACL ST PRI WOMEAHAE - AT SR E L,
[Configuration] > [Firewall] > [Objects] > [Service Objects/Groups].
[Configuration] > [Firewall] > [Access Rule]
TIRAR T N—TF =Lz |9.1(5) A X—=TNDEE, V= /VOFREDTE TR, /—/L ORI
DrFZeYrvaryaiy hET AShEd, V=V ORENRT 4+ —v L A~DORETH Y £
L Hoo
WO EI2NVEA X F L7, [Configuration] > [Device
Management] > [Advanced] > [Rule Engine],
ACLBIOA 7 V=7 hafmEd 932 MY Lizar 7 4 Fal—rarytyiarTACLBLUA
BleoODAL T 4 Fa2lb—ay TVx NERETEDLLICRVEL, A7V =7 FBX
twa v WACL RIS 2 Z L bARETY, DE D, EIEMHFEL
TIEAN—ANTOFT =y itf%i;i;7figqgg?%whwﬁiv7ﬁtx
k35 L O ACL DT H B TNTTERET DL EBTERT
Stream Control Transmission Protocol |9.5(2) sstp 7’2 L EEH LT, A— FOHEEELT 7B A L—

(SCTP) DT 7 & A JL—/L D
AR—k

NWEAERTE D L DITD £ LT,

[Configuration] > [Firewall] > [Access Rules] ~X—T7 7 & &
N—VDOBNMREL AT a7 Ry 7 ANERINE LT,

TR IIL—IL .
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7oA L= |

T3y bT4—
HEER L)1) —2R & BA
Ethertype /L'—/LC. IEEE 802.2 7 | 9.6(2) IEEE 802.2 i#l Y o 7 fili#l /X7~ hDgie—e 2 77 & X

U Uiy S OFESE— A
TIEBRARAL L FOT RLUARY
A—rShET,

KA FOT RV RAIZ%E % Ethertype D7 7 & A filf#in—/1
EERTE X210 E Lz, ZOBMZEY, bpdu F—
U RBRR T 7 4 v 71— L72<72Y 7, dsap 0x42

(2% LC bpdu /L—/L & EXH 2 F9,

ROBEENAEE I E L7z, [Configuration] > [Firewall] >
[Ether Type Ruleg],

TV TN—TF A R—=DA
#— 7 = A AT Ethertype /L —/L D
N—Tv RE—F BTV v
CIN—T DA H—T = A
A (BVD) OYLIET 7 & A L—/LD
HFAR— b,

9.7(1)

Ethertype ACL Z{Ep L., V—7 v RE—FKDT7 Y v 7 —
T RAUN=DA L E =T A RZHMHATELLOITRDEL
7o £720 AUNR— AU HF—T oA ZZMZT, 7V v IR
A B —T AR (BVD IZHERT 7B A V— L&A 5
ZEHTEET,

ROBEENAEE I E L7z, [Configuration] > [Firewall] >
[AccessRules], [Configuration] > [Firewall] > [EthertypeRuleg],

EtherType 7 7 & A Hllf#l U A h D%
L8

9.9(1)

EtherType 7 722 22> hu—/L U X NI, EthernetlIIPX (EII
Hw)%#f—kiéiﬁ’&@ibtoé%’\D%P#~
T — RIZH LWF—TU— R B &E 4, 3@ DSAP B (BPDU
(0x42) . IPX (0xE0) . Raw IPX (0xFF) . 3 X OVISIS
(OxFE) ) #H¥AR—FLET, TOFER. BPDU £721L SIS
¥ —U— F&EH 2 BEED EtherType 7 7 & A= U
X H B DSAP AR Z 2 L 9 ICE# S 41, IPX D/L—
UL 3 DDL—1 (DSAP IPX, DSAP Raw IPX, &L NEI
IPX) (B SLET, EHIZ, IPX % EtherType fii & L T
TH5ry b ¥y I F RSN E L, 2T, IPXA3
SOAER] D EtherType (2595 7289 T,

ROBMEAELEINE L
[Ethertype Rules].

[Configuration] > [Firewall] >

F T2 N TNA—T OB L=
VMENT 7 4L TEEC/RD L
7=,

9.12(1)

INETIIAT V2T b TIV—TORBVEI /2D E, =
DHEREIC XY LEWERER S, 74—~ ZADE T &)
IELTWE L, £ZOLEVMER, 7744 P THEHICRY £
L7z, L& VUMEIL, object-group-searchthreshold =~ > R % fif
ALTEMICTEET,
ROBEHEPELINE LT
Advanced

[Configuration] > [Access Rules] >

. TOEX L—IL
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T35y bT4—

HrE L)Y =R BLL]

N

ACL &+ 72 =7 FoRilhEBIx |9.18(1) T EAITN—TEIEIT IV EANL— L ERETHEXIC, F
WIZAMZTT, bz, 77kER FHEELTCWRWACL £33y NI —0 4TV 27 b as
HlIEOA TV 27 b7 —TRHERN MTx%x1,

77 AN FTRRCIY F LI, SBle. FTTw s I TR TEER DT 7 & 2

WL TCT 74V N TEMNIRDVE L, TRARET v 77
L—FRLTH, BlEfExooa~y FIdESNICARY 9, A%
2T 5% (L) | FEITITOLERHD £,

forwar d-referenceenable =~ > K% Hl|f& L. object-group-search
access-control O7 7 /v M EHENEFT LE LT,

FT =l NI N—TRBORE | 9-22(1) AT NN TRBEEENIES L, T2 EBAa > b
1k, 0 —b— LGl L R A IR T DDA T V=7 Fby
77y FRERINEME S, CPUA—R—~y FAHIR S E L
oo 7020 NTNA—THRBOBREICEEZHY F¥A, &
WL SN -EET B T E T,

TARAACLICIRD A~ RPBINENE Lz, £72iE, 2+
v RHAPEBE S ALE LTz, clear asp table network-object.,
debugaclogs, packet-tracer, show access-list, show asptable
network-group. show object-group,

TR IIL—IL .
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BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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