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KT 2 AReMED B D 3,

VDB DX W ua— REBtG L E9,

avc download vdb

1
ciscoasa(config) # ave download vdb

VDB RFAvrao—REnTHHEN, Xy b= —E R 47 V=7 bBIOITIL—T7N
B SN DD &L F9,

AVC VAT LDAT—H A% FRT HIZIE, showavcstatus 2~ > REEHALET, =& 2
£, WO INE, VAT LADOEFNTETEY, VDBREHNN—Ta L THdHI EE2RLT
WET,
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Application Visibility and Control DE=42 1) V5 & STV a—T4 5 .

ciscoasa(config)# show avc status

AVC (Application Visibility and Control): ENABLED : READY

VDB (containing app definition) download status: UP-TO-DATE

VDB version: current 397, last O

VDB last update at 15:29:57 UTC Apr 29 2025;

last update attempt at 15:27:36 UTC Apr 29 2025; next update at 15:30:55 UTC May 6 2025.
VDB download link: https://50.19.123.95/auto-update/auto-dl.cgi/Download/
files/Cisco_VDB_Fingerprint Database-4.5.0-397.sh.REL.tar

FTo, syslog AV E—VEREH L TAT—F AZBHT&E £ 7, AVCsyslog A v E—VDE=
2V 7 (183—) ZZHLTIEIV,

Application Visibility and Control DE =% 1y > 5 L 5T
Woa—TF429

DTFORE Y7 T, AVCEDE=HX IV U ITBIORN I TNy a—TF 4 v 7 HIEICHOWTHLNA
| =

AVC 5XUVDB A A—FRT—RADEZRYITELZTIL
a—Tqa Y
AVC VAT ADAT —H A% FRT HITE, [BE=2 124 (Monitoring) 1> [FB/NT 4
(Properties) 1>[AVC] > [RAT—A R (Status) | DNEIZEIR L E T,
W~ L ET,

AVC (Application Visibility and Control): ENABLED : READY
VDB (containing app definition) download status: UP-TO-DATE
VDB version: current 397, last O
VDB last update at 15:29:57 UTC Apr 29 2025; last update attempt

at 15:27:36 UTC Apr 29 2025; next update at 15:30:55 UTC May 6 2025.
VDB download link: https://50.19.123.95/auto-update/auto-dl.cgi/
Download/files/Cisco VDB Fingerprint Database-4.5.0-397.sh.REL.tar

EZZ2 505 AVC DAT—H A ITRD EBY TT,
* ENABLED/DISABLED : AVC #§REDN A 72 > TV DM E 9D D,

* READY : 8517 — % X—RX (VDB) X vrua—RKR@HhL, 7V Fr—varkh
T AU BNIEFIERINE L, AVC ZEATE S L5120 £ L,

«NOTREADY : VDBDO X 7 o u— REZET7T 7V r— a0 &b 3 OFER CTRBENN R
ALFELE, VDB AT —HF AR L TLZE W,

EZONBVDBA L H— RORTF—F R IROEBY TT,

* UP-TO-DATE, VDB O X v vt — RKdRIh L, &/ N—Ta VinAf VA =L ENFEL
7.
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B 77— avommrnoz=2ysy

¢« INITIALIZATION, # > u— R&ZBELTWET,
« PROGRESSING, # 7> v — R3AHETH T,
«RETRY, # 7 nm— RIZRL., HRITH T,

*FAILED, VDB X 7o ua—F&26EFRITLELEN, FUrn— RE2EITTEEEAT
L7z, syslog A »E—T 861003 72 EORBOIMEA MR L T 7ZS W, EEO LB
HIZko LB T,

¢ VDB $— =D KA A VPR STV, DNSREE T = v 7 L, BEHNRALT
ENTFAVE—T oA ATRAAL DL T T v TRENI > TNAZ L ERERL
FT, copyT~vr RER LT, RAAL UAPIERIN TV RNWT & 2R d 515 TR
THENE I D EMERLET,

ciscoasa(config)# copy https://support.sourcefire.com/index.html index.html
Address or name of remote host [support.sourcefire.com]?

?Invalid host address or name

$Error parsing filename (No such device)

e VDBV — N—|[CHFETERN, =TV IREEMR L., LEIUSLUTAZT 4 v
IN—h"EA L AP—=NLET, L—FDAS U F—T A AVBKEH LT, XU
H— RARA F~® ping 2MEREL TWD Z & Al L £,

o SSL BRFEICR LT, B OMGEICEH] TE 29— R8—F 4 D CAGEHEE A VA
F— LET, F7om— RBERE L TWAE, I L= aEEO A2 R Y)
NWTWAENE I PEERLET,

e FNRARTA VU APBIRIETL TR —F L TR, ZDFE. AVC Z#
TEEH A,

T77)5— a3 DERARROE=Z2Y) VD
T = a B HEHALTT 78226 L TWARWEETH, Xy hU—27 TEHA ST
WAT S r—3 g U EERTEET,
WRDOR—=TTiL, T, AL o T IN= 8 TEREINLGT TV r—va T 5
bty MIDERER R TEET,
kb NLET TV r—va o infla2FrT 512, [E=2U2YT
(Monitoring) ]1>[Z7B/87 1« (Propertie) ]>[AVC] > [LE{IN (Top N) ] DIEIZEIR L
FT, RTDHT I r—varofa AL, [OK]Z27 ) v 7 LET,

T RTOT TV r—raroey MdEREFERT LI, [E=421) 25 (Monitoring) 1>
[FB/3T 4 (Properties) |>[*y bT—9F T x4 b (Network Object) |>[ATx
9 =Ty k=9 H—EX (Object Group Network Service) | DJIEIZERIR L, A
7Y x 2 M4 _ave visibility nsg & AJ) LT [#% (Search) 1 %7 U v 27 LET,

WDEEBE T 4 VAU TE FT,
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FIUr—arnnEo s ILva—57425 |

[TRTOAT V=7 (AllObjects) |, b v FMEAEMOERA,

c[BulisoA4 7Y =2 kb (Non-ZeroObjects) ], FAI S TWNDHDOMNT 2y 7 ST
WBDONZEIRR L, ERDBHMRINTZT TV r—va L ORRFERINET,

DXy NU—IH—E R ATVl N T NA—THTCHREBETCXET,

« P ARV = HAO—BERIE L LTHEMT 2808 ACL Ty Y =7 P —E 2 47
Vxl b IN—TEER LSS [EZ42) 29 (Monitoring) > [Z7B/T«
(Properties) ]>[H—E XK1 > — (ServicePolicy) | —Y Tt v MMEEZFRTEET,

TFIVr—o 3 0088OD STV oa—TFT4208

AVC ZHZNZ LT VDB BIEFICHX 7o a— K&, AVC Rry NI —JH—bERA 4Tz
FBLIOTNAL—TIMER END L. VAT ANAX—E LT EIPT FLANDL RAA U4
DF v v VaOWEREFBLET, F¥ v allFRENDT RVAERIIRAAL Va2 ETe8E
NIRRT SN D e, T U r—ardb y NEDREIN L 9, FOREE., KEL, IP
T RLVAE RAAL DYy BTSN T, FFEOT 7Y r—2a BT 5 X950 nHE
ENET,

TNNARATRTI T4 I DARX—E T Fx v aOEE, by MIUIET D IEHRONESL
THRRIZR T ET, £29TB¢&. by MELOLT A ANGNEHT D%y hU—27 8T A b
TEDT TV r—yaryPMEHINTWLONEHETE 7,

ROy 7 TE, 77V r—ya O TRAET DAMMEEO & 5 TR MOV TR L
i‘a_o

TIVr—2avn@MThh TS Z EDOfER

AVC ZHEBESE DR, 77V r—a v ENETAMNERHV ET, DV, IPT RLX
B RAL VI B TTAEDIC, DNSAX—EL F¥ Y vl a2 flET ANERLD £
—g‘o

showavctop n 2~ REMHHA LT, =77V r—ra iy MDD Z L AR L
F9, LERFE RO 3 2DT7 F ) r—va v EARRTHILENTEET, ASDM
TiX, [E=2 U >4 (Monitoring) 1>[7B/3F 4 (Properties) ]>[AVC]>[_E£HIN (TopN) ]
R—=TTT =T NVADIEREHERTEET,

ciscoasa: show avc top 3

AVC: Top 3 App hits
Application: TikTok, Hit Count: 33950
Application: GameSpot, Hit Count: 14400
Application: Facebook, Hit Count: 980

EO7 7V r—vaiibey MEIBBRWEA, ML O0EINT,. AVC N—AD/L— L |T#)
ELRL 2 ET, 213, ROBBIIT IV r—a v BHBEENTHWRNI 2R LT
b\iﬁ‘o

ciscoasa# show avc top

Application Visibility and Control .



Application Visibility and Control |

B 77— avnmpabhcnactoms

FIE

ATy T

ATvT2

ATvT3

AVC: Top 20 App hits
Application: ADrive, Hit Count: 0
Application: Amazon, Hit Count: 0

Aéﬁlication: Dropbox, Hit Count: 0

Application: eBay, Hit Count: 0

Application: eBay Bid, Hit Count: 0
£/, DNS ARX =BV 7 X% v a TENE I DEMBT 52 L b TEEY ., ASDM T,
[E=4 1 >4 (Monitoring) 1>[ZB/87 « (Properties) ]>[DNS¥+ v 2 (DNSCache) ]
TIFMER R LET,

ciscoasa# show dns ip-cache
DNS snooping IP cache: 0 in use, 0 most used
Address Domain Idle (sec) Timeout Hit-count Source

ey MERPeORE T TNy a— 51203, ROFIEEZFEITLET,

DNSA v ART 2 a UREDI->TEY, Xy MERErlATHD Z LR LET,

ciscoasa# show service-policy inspect dns
Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: dns migrated dns map 1, packet 0, lock fail 0,
drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-close 0
sctp-drop-override 0 message-length maximum client auto, drop 0
inspectdns 23 > T, 27y MENE DA, T UDP/S3 ODNSERISE N T 7 4 v
JIRTNAAZBHLTELT, AX—E U7 FTLH5DNS 72U R3bhd L aERLET,

DNS A V ART 2 a U > TOWRWERIL, 22 TANC L, ¥ A7 L5 DNS & A
X =¥ T LR AT T, showavctop 2~ > REFRITLET,

DNS A VAT ¥ a VINEINZ IR TEY . N7y MERE r TRWEEA L, DSNerypt 234
T Ipo TN Z & 2R L E T,

show service-policy inspect dns @ [ 712k X 9 72 DNSerypt 72353 £ TV 54554 DNScrypt
IZEZTY, dnscrypt =~ > K% inspect dns X E2 HHIFR L 97,

DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402
DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402
DNScrypt: Certificate Update: completion 10, failure 1

DNSA VAT v a VIR ->TEY, X7y MR e ThWEAIL, [ T % DNS
P —=R—=Z T TA T "IMERATHY—NR—NEENTWDI LR LET, EHHTES
P—=R—=D IV AN TAT v "MEATH— =BG ENTWARWEGEAIE, 22 TEML
¥,
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FSTvr0BMED RS TLYa—T125 [

showdns =< RiZ LY. DNSEREOBADRNNERINET, ROHEIE, DNS [FHEN
FIT N FRETCHEREIN TWAEZEEZRLTWVET,

ciscoasa# show dns

INFO: no activated FQDN

DNS Trusted Source enabled for DHCP Server Configured

DNS Trusted Source enabled for DHCP Client Learned

DNS Trusted Source enabled for DHCP Relay Learned

DNS Trusted Source enabled for DNS Server Configured

DNS Trusted Source not enabled for Trust-any

DNS Trusted Source: Type: IPs : Interface : Idle/Timeout (sec)

F 7 3L NSO TE Tdnstrusted-source 2~ > REHRTE L TWAEASIL. EfT2 7 4 F =2
L— g VIRRENET, ez RO TR Y 2 —T$T_TO DNS $—_—%
fEEL £,

ciscoasa# show running-config dns
dns domain-lookup management
DNS server-group DefaultDNS
name-server 171.70.168.183 management
dns trusted-source any

ATFY T4 DNSH—R— Lo 7T v7 BLOA AT v a VOFENELL, DNS 7 U B35
A AEBBLTWRWNWEZDIZA P ART a2y MR B DFEFEDHE, DNSAX—E
VI NT T 4y I RIS TE EE A, RV IZ, TLS ClientHello 3 X OVHTTP U 7 =
AR BAR Ny H— A= NEGFET HHERH Y 7,

DNSF v v aNZDE EDHA. TLS/HTTP A X —E U Z3RBLEST, A v F—T =
A ATy &% 7 F ¥ &% 1T L. TLS Client Hello /3% v MZIFS/L STV 20 SNI
TA—IVRBNIFETDHZ L, FRITHTTP b7 7 4 v ZIZHRA ANy X =0 FETDH L &
FrxvrT5ZLICko TRIBEAHRTE X7,

DNS ¥4 v aNZOEEDOHEAIE. DNS 7 U RNF AL 2 ZWBBRTHI LKy hT—72
EHEFTAOLERH Y T, ENLANDEE. ZOT A A TIIEIZIN 27202 AVC &
F 7 L TLIEEN,

S T4V IDRDEOS TN a—Ta4VT

TV = aryN—BLTHTERIEIT ey 7 SNNTOHRWEEIEL, 774 v 7 O
OMENEE TWDARERSH Y £3, ZOMBEIX, FFEDIP T RUARRRD RAL U4
W~y BV T ENTWAHARENR S D a T o VEMER Yy U —2 (CDN) THRAT 2 TRENE
NV ET,

ZORENEEL TWDENE I D EMERT 521X, showdnsip-cache 2~ > R&EHH LT, IP
T RUABNEED RAA v THRESNTWENE I nEERLET, ASDM Tk, [E=4
>4 (Monitoring) 1>[Z7B/8F 4 (Properties) |>[DNSF+ v a2 (DNSCache) | TH+ v
VakFRTEET,

7o & I, RO, tiktok.com & fidelity.com 23[FA U IP 7 KL A IZw v B 7T 5
ZEERLTOVET, 77 AN — VIR IP 7 FLRAC Lo THRES D120,
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B sacnt77ur—vavednvssnt7rur—varvoE=qysy

HBET TV r—varkE7uay s3T5 FTHNOT Y r—a s EFFRT A0 — 0
HHHE. TON— VTR BV ICHEEL EHA, BIOL— LV THITOT ) r—a vk
FAILT-HATH, —A e TV r— gDty MUTIET 7 U r—3 3 ORI
KBS E A,

ciscoasa(config)# show dns ip-cache
DNS snooping IP cache: 81 in use, 98 most used

Address Domain Idle (sec) Timeout Hit-count Source
23.1.106.133 salesforce.com. 2 120 0 DNS
23.67.33.42 fidelity.com. 1 120 42 DNS
tiktok.com. 1 120 52 DNS
99.83.221.176 gamespot.com. 8 1495 10 DNS

WD FETUET2EGEOT TV r—a ile v B 7 EINTVEEHOT RLARSH D
YA, BEDFR Yy FU—27 TAVC BRICSLTZ 2 WATREME N 3 0 £9, AVC DER 261735
WVENRHDENE DAL £9,

Huaant-77)syr—savéJavisantEr7 ) 5r— 3 0NE

Y YPZ

T 7R AL Ko THATE I T ny ST S r—vay, BEXOZOT 7Y
r—varoty MEERRTLHIZE, [E=F YUY (Monitoring) 1>[F R8T«
(Properties) | >[AVC] > [FRIShfz7 TUr—av ey sntz77r—3v
(Allowed and Blocked Applications) | DIEIZIEIR L E 7, [7FA (Allowed) | FE7iX [T r >
(Blocked) |OA T v arvihZ a7y 7 LT, BME#ETLT7 7V r—varnl A NEFER
LET,

T7I)g—23> Q75— AT3)DRE

TV = a ATEBOH T AV IIERENDGERH D £T, FEOT 7V r—va il
B L CIL, show object network-service 2~ > RZH L CAT7 2V 2R Cc&E4, 172
Vb, 77 B AREOF B LT m v 7 b= a2k L, PHILZRVEFR/ T e
I OfERE N T TN a— FTEET,

7=& 20E. [FoxNews) 77U r—va v aRKrdre, TNNR3OOHTIVITELTND
TENRENET (ZHITKRDO VDB DX T oo — RTEEISNDAEERH Y . Z OFILE
HOARZHBE LTWET) |

ciscoasa# show object network-service “Fox News”
object network-service “Fox News” dynamic (hitcnt=30)

description Web Portal for news update.

app-id 1366

member of: “ multimedia_ (tb/video) ” “ web_services_provider ” “ news_”
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7Iusr—vavaravozzr |

TIVr—23 ATa)DERTR
X R =Y —ERA ATVl b TA—F L LTERBSNTWET F U r—ar s
UDYANEHRRTHIZIE, [E=F 1) >4 (Monitoring) 1>[FB/3F ¢ (Properties) 1>
[AVC]>[7 T4 —a>rhT3Y) (App Category) | DIEICER L9, HAWKIE, 72&
WC1OOATFYNRERENET, VA2 74 VZUBE L CU F2ERTEET,
[TRTCOAT V=7 N7 —7 (All Object Groups) ], & v FEkZRIWER A,

[BulibtoAT Y= N7 N—7 (Non-ZeroObjectGroups) |, #F Al S TWNHDONT 1
7 ENTWDDOMIBERAR S DGR SN AT T DHRNBFRRINET,

DNS AX—E T FXxvyaDEZRYY VT

DNS A X —E U N2 L 5 TERENTZDNSIP 05 RA A v ~DF v v ¥ 2 DINFEEHTX
ij‘o

X oV aBNBOEE. TN ATDNS AX—E LU 7B Th TV LA RLTWET,
COMEAE NI TINAY a— T AR, [T A= g UOEPMTENTWA T L DR
(13—=) | 2BRLTEIN,

Xy varBERT 512, [E=4 Y >S (Monitoring) ]>[ZB/37 1 (Properties) ] >
[DNS*+ v < 1 (DNSCache) ] DIEIZEIR L £,

¥ v v o b U OLFERPTRERFE (TTL) 1%, 2 4~ 24 B OHIBRN T4, DNS gk <
XD TIL N2 REOEES . v v 2 O TTL X249, DNS TTL 723 24 i
MEE2 %6, Sy viaxy MUIT 24 BERIZICHIRYINIC2 0 9, 26 DOfIfRIC X

D, —FTlEFY v aWNTRENCZ LT DI ENRL Y, AT FUNRKRBLAL
2 F9,

AVC %y hD—OH—EXR ATz bDY)A—F

HLWAR—= a2 DOVDBRFX U — RENbE, AVCRy NT—JH—ERFT V= b
NERESNET, AVCRXy NV —7 P —E 24T V7 MIFTERH D LB A48T,

VAT ATENLDOAT V27 hEREIIC) v — RTExET, EREZYr— NI, &
Davr ReFHLET,

networ k-service reload

WA R LE T,

ciscoasa# network-service reload

VAT LEHE (AVC) La—P—REMIDTXTOFXRy NT—IHh—ERXAFT V=7 b
Fo”9 5 1ZiE, show object network-servicedetail =~ > KZ&fH L 9,
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B neocy rgesstouwy b

AVCDEw rEEHETD )Y b
KD clear 2~ R&EMEHA LT, AVC ZECETICE v M E ZDMoFEHEZ 0 By b
TEET, HHEV Y b TDE, VAT ATHASN TWAT U r—ra v OHT-72E 2—
NEREINET,
« clear avc
Yy NI =B —bE A F TV NBLIORINV—TDh 72 E2Ete, TTD AVC B
Hoh o2& YT LET, RICHIZRLET,

ciscoasa# clear avc

clear object [id object name | network-service]

a—HPF—FEFL AVC ERT S OFR Y NT—I P —CRAFT V=l NOIHU L B2as )T
LET, ARITAHT V27 FEARETHITIE, idF—U— FZ2E/HA L E9, network-service
X—U—REFERATLE, RTA=FEFA LRV LRI UERENMEONE T, KICH
R LET,

ciscoasa# clear object network-service
ciscoasa# clear object id ns

clear object-group [id object name | network-service]

=P —iEFK L AVC ERB T OAT V=2 NIN—TDh 27V T LET, 4Hi
TAT V=7 NERET DT, id¥—U— K& H L E7, network-service—7— K
ZERALC, #il2zT_XTORy NI P —EALT V=7 I A—TIZHIBR L ET,
Wzl =R L ET,

ciscoasa# clear object-group network-service
ciscoasa# clear object-group id nsg

AVCsyslog A v tE—CDEZ=ZR) VY
WIZ, AVC HEREIZBEE# 9% syslog A vE—T &R LET,

+861001: AVC : AVCT F U r—3 a5 4 L7 bV .app dataDERICRBL L £ L=, %)
727 4 L2 hUTH, (Creating AVC app directory .app_data failed; Invalid directory.)

AVCT—2HOT 4 V7 M) EERTEEHATLE, 77 =0 R—FETBRW
BhEEIN,

*861002: AVC : U > ZURL _link2>5H7 4 L7 KV .app_data~D 7 7 A LD X T m— R
EhLE L7, (Downloading file from link URL_link to directory .app_data succeeded.)
VDB DX v m— KA LE Lz, MAARETT,

* 861003: AVC : U > ZURL_link’» 67 4 L7 b U.app_data~D 7 7 A L DX T m— KT
KL ELZ, ZOLH T A AEH VY £H A, (Downloading file from link URL_link
to directory .app_data failed; no such device.)
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AVCsyslog * v E—SDE=A2 ) VY .

PR~ DJL— "W T, VDBDOX 7 m— N2k LUE L7-, DNSHIE &
N—=T 4 TT—=TNEF vl L, LRI TEDHLEEN—FBFET DL L2
ALET,

861004: AVC : 7 7 A /Lsfxml/»HVDB/AN—Y 3 VARG CX EFHATLZ, VDBY—V 3
CEBGT 57D DOVDBEFEA DO £/ A, (Getting VDB version from file sf.xml
failed; Cannot locate the VDB update signature to get VDB version.)

VAT AIN—=Var T AN EE T e—RL, Ay a— RAREREH LV VDB 28 H
BNEIMDEMERLET, X=Ya T A NANPHEL TCWAAREMERH D . A7 A%
T ANDENA—=T g VEEEAHHTEERA, T7 =P R— FETBBWELEL
72 &0,

861005: AVC : 7 7 A /Lsfxml)»HVDBY 7 A WX A G TCEEHATL T, VDB7 7
ANIRAETIGT DD DVDBY 7 A NRABZ N RO £ A,  (Getting VDB file
path from file sf.xml failed; Cannot locate the VDB file path signature to get VDB file path.)

VDB 7 7 A WS ABAL NI FHATLIL, 77 AVDBHHR L TO D ATREMR H Y
£9, 77 =AY R-FETEBHVWEDESEZS N,

861006: AVC : 7 7 A /Lsfxml/»5VDBY 7 A W4 G TE £HATLZ, VDBY 7 A
NG D7D DVDBY 7 A W4 FL—F =50 £ A, (Getting VDB file
name from file sf.xml failed; Cannot locate the VDB file name trailer to get VDB file name.)

VDB 7 7 A VA4 EHIH TEEHAT L, 77 AR L T D EREMERH D £,
T =N IR—FETBRIWEDEL TV,

861007: AVC : v hU =7 ¥ —ERX (TFVr—ay) ERT 7 AV
(dynamic-configjson) O — FIZKRLELZ, 77 AANE2S0Y £H A, (Loading
network service (app) definition file (dynamic-config.json) failed; file not found.)

T —arDFy NT— I H—ERF Ty FEERTXERATL, VDB
DAy a— REFHRITLTLLEE W, BENMER L2WERIE., 77 =0 R— R
FINE BT EE N,

861008: AVC : % hU—ZH%—bE R (TFVr—ay) EF7T7 AV
(dynamic-config.json) ® 12— RNIZEEHILE L7z, (Loading network service (app) definition

file (dynamic-config.json) success.)

TFVr—rarDry NI—IH—EALFT V=7 FREFIHEREINE Lz, SR

g‘(\\—é—o

861009: AVC : 7'V r—v a7 IVERT 7 A NOr— RIZKRKLE L, VDB

sqlite.vdbZ BT\ A & X2 T — AL E L7, (Loading app category definition file

failed; Opening VDB sqlite.vdb error.)

TV r—=va T AVERT 7 ANERITEEATLE, VDBOX U m— K&

AATL TS, BEBRR L2WGEIE, 77 = P AR— MCHOEbE TS
A
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. AVCsyslog * v E—SDE=A21) VY

*861010: AVC : 77V r—va A7 AVERT 7 A LOu— NZET2EE, 173V
4T 7V — 3 VIDE SRS T ANSB o200 £ A, (AVC: Loading app category
definition file warning; No corresponding NS found for category name app id number.)

TIV =y ar AT A THRESNZT ) r—yary D #fo7 7V r—yarn
RONDFEHATLE, 77V =23 UBEIESNTWDATREMENRH D £, HUARE
'@‘é—o

«861011:AVC : 77U r—a v 7 AVERT 7 ANMOr—RIIEHLE LT,  (Loading
app category definition file success.)

TV r—=var T AVERT 7ANMPIEFICr— FShE Lo, SORETT,

*861012: AVC : AIRMENSGD A X b —/WZRIGL £ LTz, =7 — : WA HRMENSGZ 1E
B CE £ A, error string, (AVC: Installing visibility NSG failed; ERROR: cannot create
internal visibility NSG; error_string.)

_ave visibility nsg £ WIHILEIOT Y r—v g VAfER Y U= =R F TV
7 N IN—TEERTE R 0T, AfiERy N —27H—E X JL—7 (NSG) ~
DAUNR=T TV r—a v OBMPICET —RNEALE L, =7 —XFFCiE, =
F—OFMRBANEREINE T, T =Y R— P ETBREWEDLEL ZEW,

* 861013: AVC : AJHHMENSGD A > A h—/LIZAZh LE L=, (Installing visibility NSG
success.)

TFV =2 arhTIAVDOFRy hI—=IH—E R F TV x7 b Z—FREFITHER
ShFE L, WEIEARETT,

. Application Visibility and Control



| Application Visibility and Control
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T RVARLER—= P NEF TR, TV r—a 2ES50nTT
7 & AHIE— LV EAER TE 3, AVC IIMEHIET — &~ —
A (VDB) #4#v>u—RKLET, ZOT—HX—XTlE, 7
7B AL —VTHEHATEL Ry NV = —ERF TV
J N T N—TRERENET, ATV MIIESERT
TV hr—arEERL, IR T TV r—var T2
VEEHZLET, Zhicky, IPT7 FLARKR— FERFEET
2. TV = a CERIFERO 7 T ARKREMRIC T 7 v
7 CEET,

WO HAEH A L E L7z, [Configuration > Firewall >
Advanced > Enable AVC], [Monitoring > Properties> AVC >
Status]. [Monitoring> Properties>AVC >Top N]. [Monitoring>
Properties> AVC > App Category]. [Monitoring > Properties>
AVC > Allowed/Blocked Applications], [Monitoring> Properties>

Service Policy]. [Monitoring > Properties> Network Object >
Object Group Network Service]

PR—FENTNWBE T > 74— : Cisco Secure Firewall
6100
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