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Web

NAT

Cisco Secure Firewall ASA

1 [Configuration] > [Firewall] > [Public Servers]
2 [Add]

3

m oo

« [Private Interface]

* [Private IP Address]
IPv6

L]

10.1.2.27

2 Cisco Secure Firewall ASA

PAT
Web TCP/80
TCP/80
Web
NAT

IPv4

[Add]
MyWebServ
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* [Private Service]

tep/http

* [Public Interface]
outside

* [Public Address] IPv4

209.165.201.10

« [Specify Public Service if different from private service] [Public Service]
Web
TCP/80

TCP
UDP

4 [OK] [Apply]
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BVI
ARP
IPv4 IPv6 EtherType
ASA
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IP ARP
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IP
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1
2.
BVI
3.
4.
NAT
NAT
IP 10.1.1.5 NAT
IP 209.165.201.5
209.165.201.5 10.1.15
/
same-secur ity-traffic permit inter-interface
[ Configuration ]>[ Device
Setup ]1>[ InterfaceSettings ]>[ Interface

] [ 2

Enabletraffic between two or more interfaceswhich are
configured with the same security levels ]

same-security-traffic permit intra-interface

[ Configuration ]>[ Device
Setup ]>[ InterfaceSettings ]>[ Interface

] [ 2

Enabletraffic between two or morehostsconnected tothesameinterface |
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ASA
ICMP ASA
ACL
ICMP ICMP
ICMP ICMP
ping echo-reply 0 ASA
echo 8 ASA
DHCP
DHCP
IP
1:
DHCP UDP 67 68 DHCP ASA
DHCP
EIGRP 88 -
OSPF 89 _
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UDP Class D
224.0.0.0t0 239.x.X.X
RIP v1 UDP 520 —
v2
ASA to-the-box
HTTP Telnet SSH
to-the-box ACL
deny
ICMP ICMP
ICMP
EtherType
EtherType

EtherType
EtherType

. IPX MPLS 16

16 EtherType
. V2
. BPDU BPDU SNAP ASA
BPDU
. BPDU BPDU VLAN
BPDU ASA VLAN

* Intermediate System to Intermediate System IS-IS

* |IEEE 802.2
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. EtherType

* 802.3 type length
EtherType
EtherType
MPLS
MPLS Label Distribution Protocol Tag Distribution Protocol ~ TCP
ASA ASA
IP LDP TDP router-id ASA
MPLS LDP TDP
MPLS
Cisco 10S LDP TDP

interface ASA

mplsldp router-id interfaceforce

tag-switching tdp router-id interfacefor ce

sctp
IPv6
IPv6 9.0 IPv4 IPv6
9.0 IPv6
Per-User ACL
. ACL timeout uauth AAA
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. ACL syslog 109025
syslog
ACL log

ACL
syslog
SSH/HTTPS

FQDN

CPU

[Advanced]

obj ect-group-sear ch threshold

IP

ASDM

ACL

ACL

FQDN

[Configurations] > [Device Management] > [Advanced] > [Rule Engine]

* ASDM ACL
ASDM
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ASDM CLI

ASDM DM_INLINE

[Tools] >[Preferences]  [Auto-expand
network and service objects with specified prefix]

. FQDN
DNS
FQDN
« DNS DNS
. FQDN
IP
DNS
FQDN
FQDN 100
100 FQDN
DNS
. FQDN DNS 1P
DNS
FQDN
IP
. FQDN DNS TTL
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1 [Configuration] > [Firewall] > [Access Rules]

ACL ACL [ACL Manager]
2
. [Add] > [Add Access Rule]
[Add] > [Insert] [Add] > [Insert After]
. [Edit]
3
* [Interface]
[Any]
BVI
« [Action] [Permit] [Deny]
* [Source/Destination criteria]
IPv4
IPv6
[Service]
IP
[ Service ] IP Trustsec
22
[OK]
4 [Apply]
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m oo

L]

[Any]
BVI
[Action] [Permit]/[Deny]
[Source Criteria]
[Source]
[Source]
IPv4 IPv6 any IPv4
IPv6 IPv4 any4
IPv6 any6
10.100.10.5 2001:DB8::0DB8:800:200C:417A
10.100.10.0/24 10.100.10.0/255.255.255.0 IPv6
2001:DB8:0:CD30::/60
User
IP DOMAIN\user
DOMAIN\group 2 \
[..] AAA
Security Group
Cisco Trustsec 1
65533
[More Options] > [Source Service]
TCP UDP SCTP TCP UDP
TCP-UDP SCTP

2 Cisco Secure Firewall ASA
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TCP
[Destination Criteria]

[Destination]

Destination
IPv4 IPv6 any IPv4
IPv6 IPv4 any4 IPv6
any6
10.100.10.5 2001:DB8::0DB8:800:200C:417A
10.100.10.0/24 10.100.10.0/255.255.255.0 IPv6
2001:DB8:0:CD30::/60
Security Group
Cisco Trustsec 1
65533
IP TCP UDP TCP UDP
SCTP IP
TCP UDP
SCTP tcp/80 tcp/http  tcp/10-20 tcp-udp/80 80
TCP UDP sctp/diameter
[
Service ] IP
1 100
CLI
1 Windows
Linux

[Enable Logging] [LoggingLevel] [MoreOptions] >[Logging Interval]
syslog
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1

m oo

[Deselect Enable Logging]

syslog
[Select Enable L ogging with Logging L evel = Default]

syslog
106023
[Select Enable L ogging with Non-Default Logging L evel]
106023 syslog 106100
106100 [More Options] >
[Logging Interval]
[Informational]
DoS 106101
106100
1
[More Options] > [Traffic Direction]
[In] [Out] [In]

[More Options] > [Enable Rulg]

[MoreOptions] > [Time Range]

[Configuration] > [Firewall] > [Access Rules|
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ASDM

[Advanced]
« [Advanced Logging Settings] 106100
syslog
31 CPU
ASA
106101
106101
* [Maximum Deny-flows] ASA
1 4096 4096
* [Alert Interval]
106101 1 3600 300
« [Per User Override] RADIUS
ACL ACL
ACL 10.0.0.0
ACL 10.0.0.0
ACL ACL
[Per User Override]
RADIUS
VPN ACL
[ VPN
Enable inbound VPN sessions to bypass interface access lists ]
[ Configuration ]1>[ VPN Remote Access VPN ]>[
Network (Client) Access ] > [
Connection Profiles ]
VPN [ Configuration 1>
VPN Remote Access VPN > Network
(Client) Access 1> Group Policies 1> / Add/Edit 1>
General 1> More Options 1> Filter ]
[ Per User Override ]
* [No Per User Override, no VPN filter] ACL
* [No Per User Override, VPN filter] ACL

VPN

o [Per User Override, VPN filter] VPN

2 Cisco Secure Firewall ASA 7.24 ASDM




« [Object Group Search Setting]

[Enable Object Group Search Threshold]

[Enable Object Group Search Algorithm]

ACL
ACL

o[ Forward Reference Setting ] 7.18

ACL
access-group

ACL
ACL

object-groups]
ASDM

4 [OK]

ASA
ACL

deny

2 Cisco Secure Firewall ASA

m oo

ACL

[Enable the forward reference of objects and

ASA 9.18(1)

to-the-box
ACL IKE DoS
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EtherType .

1 [Configuration] > [Device Management] > [Management Access] > [Management Access Rules]

ACL
[Access Rules]

[Add] > [Insert]

* [Interface]

* [Action] [Permit] [Deny]

« [Source/Destination criteria]
IPV6

[Service]

[OK]

4 [Apply]

EtherType

EtherType

ASDM 2 Cisco Secure Firewall ASA

ACL ACL

[ACL Manager]

[Add] > [Add Management Access Rule]

[Add] > [Insert After]
[Edit]

BVI

IPv4

IP
Trustsec

22
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EtherType

2 EtherType
EtherType ASA IP
EtherType
EtherType
1 [Configuration] > [Firewall] > [EtherType Rules]
EtherType ACL
2
. [Add] > [Add Ether Type Rul€]
[Add] > [Insert] [Add] > [Insert After]
. [Edit]
3
* [Interface]
* [Action] [Permit] [Deny]
* [EtherType]
° any
* bpdu
dsap bpdu
*dsap |IEEE 802.2
[DSAP Value] 0x01  Oxff 16
» 0x42 BPDU
dsap bpdu

* 0xe0 Internet Packet Exchange IPX 802.2LLC
dsap ipx

e Oxfe Intermediate System to Intermediate System IS-IS
dsap isis
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ICMP B
* Oxff Raw IPX 802.3 dsap raw-ipx
e giipx Ethernet Il IPX EtherType 0x8137
e ipx Internetwork Packet Exchange IPX 3
dsap ipx dsap raw-ipx eii-ipx
*isis Intermediate System to Intermediate System  IS-IS
dsap isis
* mpls-multicast MPLS
e mpls-unicast MPLS
e [hex_number] 16 16 0x600  Oxffff EtherType
EtherType http://www.ietf.org/rfc/rfc1700.txt RFC
1700 Assigned Numbers
« [Description] 1 100
CLI
* [MoreOptiong] > [Direction] [In] [Out]
[In]
[OK]
4 [Apply]
IPv4 IPv6 ICMP
* ASA ICMP
* ASA ICMP
ICMP
ICMP ICMP
ICMP ICMP
ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




B oow

ICMP ICMP
deny ICMP
ICMP
permit any

ICMP 3

ICMP ICMP MTU
IPsec PPTP IPv6 ICMP
IPv6

1 [Configuration] > [Device M anagement] > [M anagement Access] > [ICMP]
2 ICMP
a) [Add] > [Rule] [Add] > [IPv6 Rule] [Add] > [Insert]

b) ICMP any
c)

d)
e) [Any Address]
IPv4
IPv6

f) [OK]

3 ICMP
ASA 1 ASA
[Decrement time to live for a connection]
[Configuration] > [Firewall] > [Service Policy Rules] > [Rule Actions] > [Connection Settings]

* Rate Limit 1 1 100

* Burst Size 1 10

4 Apply
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[Access Rules]

[Clear Hit Count]

syslog
syslog ASDM
syslog
106023 deny
ASA syslog
syslog 106100
syslog
106100 ACE ASA
ASA
syslog
ASA
0 1 ACE
ASA
IP IP
2
ACL
ICMP
sysla
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106100 ACE ASA
ASA
ACE 32K
CPU
ASA
ASA
106101
24
7.0(2) ACL ASA
[Configuration] > [Firewall] > [Access
Rules]
8.3(1)
[Configuration] > [Firewall] > [Access
Rules]
8.4(2)
ACL AAA
VPN
EtherType ACL  IS-IS 8.4(5) 9.1(2) ASA
EtherType ACL I1S-1S
[Configuration] > [Device
Management] > [Management Access] > [EtherType Rules]
TrustSec 9.0(2) TrustSec
ACL
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IPv4 IPv6 ACL 9.0(1) ACL IPv4 IPV6
IPv4 IPv6
any IPv4
IPv6 IPv4
any4 IPv6
any6 IPv6 ACL
IPv6 ACL ACL
[Configuration] > [Firewall] > [Access Rules] [Configuration] >
[Remote Access VPN] > [Network Client Access] > [Group
Policies] > [General] > [More Options]
ICMP ICMP 9.0(1) ICMP ICMP
ACL
[Configuration] > [Firewall] > [Objects] > [Service Objects/Groups]
[Configuration] > [Firewall] > [Access Rule]
9.1(5)
[Configuration] > [Device
Management] > [Advanced] > [Rule Engine]
ACL 9.3(2) ACL
ACL
ACL
ACL
Stream Control Transmission Protocol | 9.5(2) sctp
SCTP
[Configuration] > [Firewall] > [Access Rules]
/
ASDM 2 Cisco Secure Firewall ASA
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Ethertype IEEE 802.2 9.6(2) IEEE 802.2
Ethertype
bpdu
dsap 0x42
bpdu
[Configuration] > [Firewall] >
[Ether Type Rules]
9.7(1) Ethertype ACL
Ethertype
BVI
BVI
[Configuration] > [Firewall] >
[AccessRules] [Configuration] > [Firewall] > [EthertypeRules]
EtherType 9.9(1) EtherType Ethernet 11 IPX EII
IPX DSAP
DSAP BPDU
0x42 IPX OxEO Raw IPX OxFF ISIS
OxFE BPDU ISIS
EtherType
DSAP IPX
3 DSAP IPX DSAP Raw IPX Ell
IPX IPX  EtherType
IPX 3
EtherType
[Configuration] > [Firewall] >
[Ethertype Rules).
9.12(1)

object-group-search threshold

[Configuration] > [Access Rules] >
Advanced

. ASDM 2 Cisco Secure Firewall ASA
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ACL 9.18(1)
ACL
forwar d-referenceenable obj ect-group-search
access-control
9.22(1)
CPU
CLlI

clear asp table networ k-object
debugaclogs packet-tracer show access-list show asp table
network-group  show object-group

ASDM
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IP Cisco ASA

IPv6
IPv6

el 1Pv4 IPv6
NAT

Engineering
Engineering
1
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Engineering_admins Engineering_hosts

« ACL
ASDM
DM_INLINE
. J@#$%&()-_{} 64
IP
1 1 IP IP
FODN
NAT FQDN
NAT Network Address Translation NAT
155

1 [Configuration] > [Firewall] > [Objects] > [Network Objects/Group]

2
« [Add] > [Network Object]
. [Edit]
3 [Type] [IP version]
* [Host] IPv4 IPv6 10.1.1.1

2001:DB8::0DB8:800:200C:417A
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* [Network] IPv4 IP
address=10.0.0.0 Netmask = 255.0.0.0 IPv6 IP Address=2001:DB8:0:CD30::
Prefix Length = 60

* [Range] IPv4 IPv6

* [FQDN] www.example.com

4 [OK] [Apply]
IPv4d  IPv6
IPv4  IPV6 FQDN
NAT

1 [Configuration] > [Firewall] > [Objects] > [Network Objects/Groups]

2

« [Add] > [Network Object Group]

. [Edit]
3

L] /

[Add]
[Add]

4 [OK] [Apply]
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1 [Configuration] > [Firewall] > [Objects] > [Service Object/Group]

2

m oo

* [Add] > [Service Object]

. [Edit]

. 0 255 ip tcp udp gre

*ICMP ICMP6
ICMP/ICMP 6
0 255

ICMP

*TCP UDP SCTP

o < <80

° > >80

o l= 1=80

.- 100-200
2 Cisco Secure Firewall ASA 7.24 ASDM
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4 [OK] [Apply]

ASA8.3(1)

ICMP
ICMP6 ICMP

object-service

1 [Configuration] > [Firewall] > [Objects] > [Service Objects/Groups]

2

« [Add] > [Service Group]

. [Edit]
3

. /

[Add]
TCP-UDP

4 [OK]
ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM

ICMP

TCP/UDP/TCP-UDP
ICMP

Cisco.com

[Add]

[Apply]
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ACL

ACL

DNS

Application Visibility and Control AVC

Application Visibility and Control

. DNS
DNS
* DNS UDP DNS
* DNS dnscrypt
DNS

2 Cisco Secure Firewall ASA 7.24 ASDM

DNS example.com
TCP/80
VPN
DNS
IP
121

DNS

TCP HTTP DNS
dnscrypt

IP



DNS B

. 1024
2
. ACL
. dynamic
show obj ect
Application Visibility and Control AVC
. app-id
1 4294967295
Application Visibility and Control AVC app-id
DNS
DNS /
DNS IP
DNS /
A AAAA MX
TTL 2 24
DNS DNS
DNS DNS
DNS
DNS
DNS DNS
DNS DSN
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dnscrypt DNS

1 [ Configuration ]>[ Device Management ] >[DNS] > [DNS
DNSClient ]
2 [ DNS Trusted DNS Server ]
a) DNS
o[ Add ] IP IPv4 IPv6
IP [OK]
. [ Edit ]
. [ Delete ]
b)
o[ Any ] DNS
o[ Configured-Servers ] DNS
» [DHCP DHCP-Client ] DHCP DHCP
DNS
« [DHCP DHCP-Pools ] DHCP
DHCP
DNS
» [DHCP DHCP-Relay ] DHCP DHCP
DNS
3 [Apply]
DNS
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ACE
1 [ Configuration ]>[ Firewall ]>[ Objects ]>]
/ Networ k ServicesObjects/Groups |
2
o[ Add 1> Network Object ]
. [Edit]
3 (Not recommended.)App-ID ID
1 4294967295
4 1
a) | Create New Member ]
» domain 253 DNS www.example.com
example.com
www.example.com www1.example.com long.server.name.example.com
IP
* subnet IPv4 10.0.0.0255.0.0.0
IPv6 2001:DB8:0:CD30::/60
b) [ Service Type ]

e protocol tcp udp ip
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e tcp udp 1 65535

o<
o>
* range 2
2
c) [ Add ]
d)
5 [OK]
VPN
1 [ Configuration ]>[
/
2
o[ Add ]>]
3
a |

m oo

2 Cisco Secure Firewall ASA

[ Delete ]

ACE

VPN

Firewall ]>[ Objects ]>]
Networ k ServicesObjects/Groups |

Network Service Group ]

Edit ]

Existing Networ k-Services Objects ]

1.24 ASDM



b) [ Add ]
[ Delete ]
c)
4 1
a) | CreateNew Networ k-Services
Object Member ]
b)
e domain 253 DNS www.example.com
example.com
www.example.com www1l.example.com long.server.name.example.com
IP
* subnet IPv4 10.0.0.0255.0.0.0
IPv6 2001:DB8:0:CD30::/60
c [ Service Type ]
e protocol tcp udp ip
ip
e tcp udp 1 65535 WWwW
o <
>
* range 2
2
d) [ Add ]
[ Delete ]
e)
5 [OK]
ASDM
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ACL

ASA Active Directory
Active Directory LDAP ASA

ASA
Active Directory
ASA Active
Directory
Active Directory
ACL
* AD

1 [Configuration] > [Firewall] > [Objects] > [Local User Groups]
2

« [Add]

. [Edit]

[Add]
[Find]

[Add]

domain_namkeisernamefor groups, there is a double \\,
domain_nam¥group_name
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4 [OK] [Apply]

Cisco TrustSec

ACL
Cisco TrustSec ASA ISE
ISE Cisco TrustSec
Cisco TrustSec
ACL
ISE
ASA
ISE
ASA
ASA
1 1
ID
ASA
ID
ASA
ASA ISE

1 [Configuration] > [Firewall] > [Objects] > [Security Group Object Groups]
2

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




« [Add]

. [Edit]
3
[Add]
[Find]
* |SE
[Add]
[Add] 1 65533
IEEE 802.1X Web ISE MAC
MAB ISE
SGT
ISE
4 [OK] [Apply]
ACL
1
absolute periodic periodic absolute
absolute
2 Cisco Secure Firewall ASA 7.24 ASDM
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1 [Configuration] > [Firewall] > [Objects] > [Time Ranges]
2

« [Add]

. [Edit]

a) [Add] [Edit]
b)

* [Specify days of the week and times on which this recurring range will be active]

« [Specify a weekly interval when this recurring range will be active]

c) [OK]
5 [OK] [Apply]

[Configuration] > [Firewall] > [Objects]
[Where Used]

[Not Used]
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7.0(1) ACL
7.2(1)
class-map type regex
regex match regex
8.3(1)
8.4(2)
Cisco TrustSec 8.4(2) Cisco TrustSec
IPv4 IPv6 9.0(1)
IPv4 IPv6
IPv4d  IPv6
NAT
ICMP ICMP 9.0(1) ICMP ICMP
ACL
[Configuration] > [Firewall] > [Objects] > [Service Objects/Groups]
[Configuration] > [Firewall] > [Access Rule]
Stream Control Transmission Protocol |9.5(2) SCTP
SCTP
[Configuration] > [Firewall] > [Objects] > [Service ObjectsGroups]
/
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9.17(2)
IP DNS
DNS
DNS IP
« [Configuration] > [Device Setup] > [Routing] > [Route M aps]|
[Add/Edit]
« [Configuration] > [Device Setup] > [I nterface Settings] >
[Interfaces] [Add/Edit]
* [Configuration] > [Firewall] > [Objects] > [Network Services
Objects/Groups|
* [Configuration] > [Device Management] > [DNS] > [DNS
Client]
9.19(2) 1024
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ACL

* ACL

* ACL
* ACL
* ACL
* ACL

ACL

ACL

ASA

. ACL
WCCP

ACL
ACL
ACL
11
55
61
61
62
72
72
ACL ACL
IP IP
ACL
ACE
ACL
ACL
VPN
ASDM
ACL Manager

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM

ACL

ACL

DAP

EtherType
ACL

ACL




B

ACL Manager ACL
ACL 62
o EtherType ACL EtherType ACL IP
2 2
EtherType EtherType ACL
IP EtherType
27
* Webtype ACL SSL VPN
ACL URL
Webtype ACL 68
. ACL ACL
VPN VPN
ACL
ACL 67
ACL
2:ACL
ACL ACL
IP ASA ACL
ACL
ASA
IP ACL
AAA AAA ACL
IP ACL
AAA RADIUS
ASA ACL
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ACL Manager .

ACL ACL
VPN VPN
ACL
VPN
ACL
ACL
TCP
EtherType
IP EtherType
ACL
IP
ACL IPv4
ACL IPv6 ACL
SSL VPN Webtype Webtype ACL URL
ACL Manager
ACL Manager 2
. [Configuration] > [Firewall] > [Advanced] > [ACL Manager]
ACL Manager ACL
ACL [Access Rules] [Service Policy Rules] [AAA Rules]
ACL ACL Manager
* ACL [Manage]
ACL ACL ACL
Webtype ACL
EtherType ACL
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ACL  Webtype ACL ACL
ACL Manager

. ACL [Configuration] > [Firewall] > [Advanced] > [Standard ACL ]

* Webtype ACL [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] >
[Advanced] > [Web ACL g

ACL outside_in OUTSIDE_IN 101 ID
241
ACL ASDM
interface-name_purpose_dition
ACL outside_access_in
ACLID ACL 1 99 1300 1999
ACL 100 199 2000 2699 ASA
10S
1 ACL 1 ACE ACE
ACL ACE ACL
ACE ASA
ACE
ACE
10.1.1.0/24
10.1.1.15 10.1.1.15 ACE
10.1.1.0/24 ACE 10.1.1.0/24 ACE
10.1.1.15 ACE
[Up] [Down]
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ASA

ACL
ACL
ASDM
/ AAA /
/
through-the-box ACL
ACL
1
ACL  to-the-box
deny
ACL
EtherType ACL ACL IP
EtherType 8037 ACL
ACL
IP
EtherType ACE
NAT PAT
NAT
ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM

ACL

CLI

deny
ACL

ASA

ARP

IP ARP

ACL

ACL




ACE

IP
IP
. access-group ACL
. match access-list
. dynamic-filter enable classify-list
* AAA aaa ... match

*« WCCP weccp redirect-list group-list

10.1.1.5 NAT

IP 209.165.201.5

209.165.201.5 10.1.1.5
IP
ACL ACL

* IPsec ACL
* capture ACL
. ACL
. ACL
. ACL

ACE

ACE  Webtype ACE
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ACL 80 100
3:50 3:50
3:51:00 3:51:59
ASA ACL
sctp
. ACL ACL
* Webtype ACL
* EtherType ACL
IPv6
. ACL  Webtype ACL IPv4 IPv6
. ACL IPv6
« EtherType ACL IP
. Cisco 10S access-list
ASA
ASDM 2 Cisco Secure Firewall ASA
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B

ClassC 255.255.255.0 Cisco 10S
0.0.0.255

ASDM DM_INLINE

[Tools] >[Preferences]  [Auto-expand
network and service objects with specified prefix]

. ACL ACL
FQDN Cisco TrustSec
ACL

* VPN  crypto map

* VPN  group-policy vpn-filter

* WCCP

* DAP

ACL
EtherType AAA
ACL ASDM
ACL
ACL ACE ACL
ACL Manager ACE
ACE ACE

ACL IPv4 IPv6

1 [Configuration] > [Firewall] > [Advanced] > [ACL Manager]
2 ACL [Add] > [Add ACL] [OK]

ACL [Edit]
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« ACL
> [Add ACE]

ACE

* ACE
ACE

4 ACE

* [Action: Permit/Deny]

* [Source/Destination criteria]

IPv6

ACE [OK]

5 [Apply]

ACE

ACL ACE

[Action] [Permit]/[Deny]

[Source Criteria]

ASDM 2 Cisco Secure Firewall ASA

ACE
ACL ACL ACE
ACE [Add] > [Insert]
[Add] > [Insert After]
[Edit]
IPv4
[Service]
IP
Service ] IP
ACE 63
[Source]
7.24 ASDM

[Add]

Cisco TrustSec




ACE

[Source]
IPv4 IPv6
IPv6
IPv6
10.100.10.5

10.100.10.0/24
2001:DB8:0:CD30::/60

User

IP
DOMAIN\Wgroup 2

Security Group

Cisco TrustSec

65533
[More Options] > [Source Service]
TCP UDP SCTP
TCP-UDP SCTP
TCP

[Destination Criteria]

Destination

IPv4 IPv6
IPv6

10.100.10.5
10.100.10.0/24
2001:DB8:0:CD30::/60

2 Cisco Secure Firewall ASA

m oo

IPv4

any6
2001:DB8::0DB8:800:200C:417A

10.100.10.0/255.255.255.0

IPv4

any6
2001:DB8::0DB8:800:200C:417A
10.100.10.0/255.255.255.0

1.24 ASDM

any IPv4
any4

IPv6

DOMAIN\user

[.] AAA

TCP UDP

[Destination]

any IPv4
any4 IPv6

IPv6



ACE B

Security Group

Cisco TrustSec 1
65533
IP TCP UDP TCP UDP
SCTP IP
TCP UDP
SCTP tcp/80 tcp/http  tcp/10-20 tcp-udp/80 80
TCP UDP sctp/diameter
[
Service ] IP
ACE 66
ACE 1 100
CLI ACE
1 Windows
Linux

[Enable Logging] [LoggingLevel] [MoreOptions]>[Logging Interval]

syslog
ACL
ACL ACL
ACL
[Deselect Enable L ogging]
syslog
[Select Enable L ogging with Logging L evel = Default]
syslog
106023
[Select Enable L ogging with Non-Default Logging L evel]
106023 syslog 106100
106100 [More Options] >

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .



ACE

[Logging Interval]
[Informational]

DoS 106101
106100
1
[More Options] > [Enable Rul€]
[More Options] > [Time Range]
ACE
ACE
TCP UDP TCP-UDP SCTP
[ ]
IP
ACL
1 255 ip tcp udp gre
TCP UDP TCP-UDP SCTP
tcp udp tcp-udp sctp tcp-udp
tcp  udp
. tcp/80 udp/80  tcp-udp/80  sctp/3868 tecp/www  udp/snmp
sctp/diameter
. tcp/1-100  udp/1-100 tcp-udp/1-100 sctp/1-100 1 100 1

100
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AcL B
. I= TCP 80
HTTP TCP I=tcp/80
. < 150 TCP
<tcp/150
. > 150 TCP
>tcp/150
DNS Discard Echo Ident NTP RPC SUNRPC Talk TCP
UDP TACACS+ 49 1 TCP
ICMP ICMP6
ping
ICMP IPv4 ICMP6  IPv6
icmp/icmp_messge_typd/icmp_messge_codé
icmp6/icmp6_messge_typd/icmp6_messgge_codé
1 255 0 255
/
ACE
ACL ACE ACL
ACL ACE
ACE ACE ACL
ACL ACL Manager
ACL IPv4
1 [Configuration] > [Firewall] > [Advanced] > [Standard ACL]
2 ACL [Add] > [Add ACL] [OK]
ACL ACL
ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




B webtype acL

3
* ACL ACE ACL ACL ACE [Add]
> [Add ACE]
* ACE ACE [Add] > [Insert]
ACE [Add] > [Insert After]
. [Edit]
4 ACE
* [Action: Permit/Deny]
* [Address] 10.100.1.1
10.100.1.0/24 10.100.1.0/255.255.255.0
[Address]
« [Description] ACE 1 100
CLI ACE
1 Windows
Linux
ACE [OK]
5 [Apply]
Webtype ACL
Webtype ACL SSL VPN
Web
Webtype ACL  ACE
ACL
Web ACL ACE ACE
ACE ACL ACL

ACL Manager

Webtype ACL URL IPv4 IPv6

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



Webtype ACE B

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Web] >

[ACLS]
2 ACL [Add] > [Add ACL] [OK]
ACL [Edit]
3
* ACL ACE ACL ACL ACE [Add]
> [Add ACE]
* ACE ACE [Add] > [Insert]
ACE [Add] > [Insert After]
. [Edit]
4 ACE
* [Action: Permit/Deny]
* [Filter]
URL IPv4
IPv6 TCP
Webtype ACE 69
ACE [OK]
5 [Apply]

Webtype ACE
Webtype ACL  ACE

ACE URL

* [Action: Permit/Deny]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




B webtype ace

o [Filter on URL] URL

http://www.example.com

http://*.example.com URL
. URL any
e Permiturlany Al IP/ URL
Citrix
1494 ACE
. ica smart-tunnel://  ica://
permiturl any ACL
. cifs:// citrix:// citrixs:// ftp:// http:// https://
imap4:// nfs:// pop3:// smart-tunnel:// smtp://
htt*  http https
*
*://*.example.com example.com URL
* smart-tunnel:// URL URL

smart-tunnel://www.example.com
smart-tunnel://www.example.com/index.html

. * http
URL http://*/*
. ? 1
. I
1

http://www.cisco.com:80/  http://www.cisco.com:81/
http://www.cisco.com:8[01]/

« [Filter on Address and Service]

* [Address] IPv4 IPv6
IPv4 IPv6 any IPv4
any4 IPv6 any6
10.100.10.5 2001:DB8::0DB8:800:200C:417A
10.100.10.0/24 10.100.10.0/255.255.255.0 IPv6

2001:DB8:0:CD30::/60
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Webtype ACL B

* [Service] TCP tep
tcp/80  tcp/www tcp/1-100
I=tcp/80 80 <tcp/80
80 >tcp/80 80

* [Enable Logging] [Logging Level] [More Options] > [Logging Interval]

syslog
* [Deselect Enable Logging]
syslog
* [Select Enable Logging with Logging Level = Default]
syslog 106103

* [Select Enable Logging with Non-Default Logging Level] 106103
syslog 106102 106102
[More Options] > [Logging Interval]

[Informational]

* [More Options] > [Time Range]

Webtype ACL
Webtype ACL  URL

url http://*.yahoo.com/ Yahoo!

url cifs://fileserver/share/directory

url https://www.example.com/ directory/file.html

url https://lwww.example.com/directory

url http://*:8080/ 8080
HTTPS
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B

url http://10.10.10.10 10.10.10.10 HTTP
url any URL
url
ACL
ACL Manager ACL Web ACL EtherType ACL ACL

[Tools] > [Command Line Interface]

* show access-list [namg ACE
ACL

« show running-config access-list [namg

ACL
Webtype ACL 7.0(2) ACL
through-the-box
ACL VPN
Webtype ACL SSL VPN
EtherType ACL IP
ACL ACL Manager
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AcL B

ACL IP 8.3(1) NAT PAT ACL
NAT
ACL
ACL 8.4(2)
ACL AAA
VPN
EtherType ACL  IS-IS 8.4(5) 9.1(2) ASA
EtherType ACL I1S-1S

[Configuration] > [Device
Management] > [Management Access] > [EtherType Rules]

ACL Cisco TrustSec

9.0(1)

Cisco TrustSec

ACL

ACL  Webtype ACL

IPv6

IPv4 [9.0(1)

ACL  Webtype ACL IPv4 IPv6

IPv4 IPv6 any
IPv4 IPv6
IPv4 any4
IPV6 any6
IPv6 ACL IPv6 ACL
ACL

[Configuration] > [Firewall] > [Access Rules]

[Configuration] > [Remote Access VPN] > [Network Client Access]
> [Group Policies] > [General] > [More Options]

ICMP

ACL

ICMP

9.0(1)

ICMP ICMP

[Configuration] > [Firewall] > [Objects] > [Service Objects/Groups]

[Configuration] > [Firewall] > [Access Rule]

ASDM

2 Cisco Secure Firewall ASA
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B

ACL 9.3(2) ACL
ACL
ACL
ACL
Stream Control Transmission Protocol | 9.5(2) sctp ACL
SCTP ACL
[Configuration] > [Firewall] >[Advanced] > [ACL Manager]
/
Ethertype IEEE 802.2 9.6(2) IEEE 802.2
Ethertype
bpdu
dsap 0x42
bpdu
[Configuration] > [Firewall] >
[Ether Type Rules]
9.7(1) Ethertype ACL
Ethertype
BVI
BVI
[Configuration] > [Firewall] >
[AccessRules] [Configuration] > [Firewall] > [EthertypeRules]
EtherType 9.9(2) EtherType Ethernet Il IPX Ell
IPX DSAP
DSAP BPDU
0x42 IPX OxEO Raw IPX OxFF ISIS
OxFE BPDU ISIS
EtherType
DSAP IPX
3 DSAP IPX DSAP Raw IPX Ell
IPX IPX  EtherType
IPX 3
EtherType
[Configuration] > [Firewall] >
[Ethertype Rules).

2 Cisco Secure Firewall ASA
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AcL B

ACL

9.17(1)

ACL

ACE

ACL

9.18(1)

ACL

forwar d-referenceenable
access-control

obj ect-group-search

ASDM
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ASA Cisco TrustSec

ASA  Cisco TrustSec

« Cisco TrustSec 77

« Cisco TrustSec 86

« Cisco TrustSec ASA 89

. Cisco TrustSec VPN 100
« Cisco TrustSec 102

« Cisco TrustSec 103

Cisco TrustSec

Cisco TrustSec ID

1 Cisco TrustSec
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. Cisco TrustSec  SGT SXP
Cisco TrustSec
. IT
. URL

Cisco TrustSec

http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/index.html

. Cisco TrustSec

http:/Ammw.cisco.com/c/en/us/solutions/enterprise/design-zone-security/landing_DesignZone _TrustSec.html

* Cisco TrustSec ASA LAN WLAN

http:/Amamwicisco.com/clen/us/solutions/collateral/enterprise-networksitrustsec/solution_overview ¢22-591771.pdf

* Cisco TrustSec Cisco TrustSec

http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/trustsec_matrix.html

Cisco TrustSec  SGT SXP

Cisco TrustSec

RBAC
Cisco TrustSec
SGT
SGT SGT ACL
SGT RADIUS IEEE 802.1X Web MAC
MAB SGT IP

SGT
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http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/index.html
http://www.cisco.com/c/en/us/solutions/enterprise/design-zone-security/landing_DesignZone_TrustSec.html
http://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/trustsec/solution_overview_c22-591771.pdf
http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/trustsec_matrix.html

|P-t0-SGT
SXP
SXP TCP
1P
Cisco TrustSec
. AR
VLAN DACL

Cisco TrustSec
Cisco ISE

PAP

Cisco TrustSec

AR  PDP
PEP

ASDM

2 Cisco Secure Firewall ASA

Cisco TrustSec .

SXP SGT ACL
SGT
Cisco TrustSec
SXP IP-SGT
TCP
64999 SXP
Cisco TrustSec
PC MACsec IP
PDP
PDP 802.1x MAB Web PDP
Security Group Access SGACL/SXP/SGT

Cisco Identity Services Engine ISE PDP

PIP
LDAP

Session Directory IPS Communication Manager

PAP
Cisco TrustSec
Cisco TrustSec

Cisco Secure Access Control System 802.1x SGT

PAP
PEP

PEP

1.24 ASDM




AR

PEP SXP
IP-SGT
Catalyst Switches
ASA VPN SAN
Cisco ASA PEP SXP
ASA
IP
mktg-contractor
mktg-server mktg-corp-user mktg-server corp-server
. 1 SGT
. Cisco TrustSec

Cisco TrustSec
Cisco TrustSec

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



ASA

. SGT

* SGT Cisco TrustSec

* ASA Cisco TrustSec IP-SGT

. 802.1x

ASA
Cisco TrustSec ASA ISE Protected Access Credential
PAC
PAC ASA ISE
ASA ISE PAC RADIUS
Cisco TrustSec
SGT
ISE
ASA
ASA
ASA
syslog

Cisco TrustSec

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .
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4. ASA

ASA

5. ASA

SGT
ASA

2 Cisco Secure Firewall ASA

IPv4

SGT

IPv6

ASA

Cisco TrustSec

802.1X  Web

SXP

SXP IP-SGT

SGT
ASA

IP-SGT

IP-SGT

IP-SGT

IP-SGT

SXP

ASA  SXP

ASA

syslog

syslog

1.24 ASDM

ASA

IP-SGT

SGT

ASA
ISE
ASA

ISE

IP-SGT



ISE B

ASA ISE
ISE
ASA
ISE
ASA
ISE ASA
syslog
« ASA
ASA
« PAP
ASA
* PAP
syslog

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




B s

* PAP
ASA SXP IP-SGT
SXP
SXP
IP-SGT
ASA
ASA SXP SXP
ASA
. ASA IP-SGT
ASA
. SGT IP-SGT
ASA
SXP
SXP
SXP ASA
syslog
SXP IP-SGT IP-SGT
ASA SXP SXP
IP-SGT
SXP
SXP IP-SGT SXP IP-SGT
SXP
1
IP-SGT
IP SXP  IP-SGT
SXP
SXP SXP IP-SGT
IP-SGT SXP

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



ISE

ISE

ASA

ASDM

ST AW N -

ASA  SXP

SXP

ASA  PAC
ASA

ISE

ISE  ASA B

SXP
SXP

ISE Cisco TrustSec
ISE ASA

[Administration] > [Network Devices] > [Network Devices]

[Add]
ASA IP
ISE

ASA  AAA
AAA

ASA

ISE ASA
ASA
RADIUS

ISE

[Authentication Settings]

ISE ASA
ISE

ISE

AAA AAA

ISE

2 [Policy] > [Policy Elements] > [Results] > [Security Group Access] > [Security Group]
3 ASA

ASA

ISE [Security Groups]

2 Cisco Secure Firewall ASA

1.24 ASDM .
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4 [Security Group Access] ASA ID
PAC
PAC ASA ISE RADIUS
ASA
1 ISE
2 [Administration] > [Network Resources] > [Network Devices]
3 ASA
4 [Security Group Access (SGA)] [Generate PAC]
5 PAC
PAC
ISE
ISE PAC ASA TFTP FTP HTTP HTTPS
SMB PAC PAC
ASA
Cisco TrustSec
Cisco TrustSec
. / /
ASA
« ASA ASA PAC

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



* ASA HA

* ASA ISE

* ISE PAC

* ASA

* ASA

IPv6

ASA IPv6  IPv6
IPv4

2 SGT

* SAP MACsec

* SGT ASA

ASA SGT

SGT

* Firepower 1010 VLAN

ASDM 2 Cisco Secure Firewall ASA

1.24 ASDM

Cisco TrustSec .

ISE
Cisco TrustSec

ASA ASA
ASA

PAC

SXP AAA

EtherChannel

BVI

SGT




. Cisco TrustSec

o

* ASA SXP 3
SXP
* ASA CiscoTrustSec CTS
* SXP
ASA

ASA

* Cisco TrustSec

IP-SGT

*« ASA Cisco TrustSec
* ASA SGT
o NAT SXP
* SXP
* SXP ASA
SXP
*« ASA SXP
SXP
ASA
SXP
*« ASA IP
ASA
. PAC
PAC
2 Cisco Secure Firewall ASA

ASA SXP

CoA

ISE

Smart Call Home

IP-SGT
NAT
IP-SGT
ASA
SXP
SXP
ASA
IP-SGT ASA
SXP
SXP
SXP
SXP IP
ASA ISE
ASA
7.24 ASDM



Cisco TrustSec ASA .

* PAC PAC
PAC ASA
ISE PAC ASA
ASA
ASA
. ISE ASA
SGT
ASA ASA
syslog
. ISE 1.0
* SXP ASA 2 SXP
6;:3 SHHE $6% 6;3 SHH
Cisco TrustSec ASA SXP
ASA no-NAT no-SEQ-RAND MD5-AUTHENTICATION TCP
SXP SXP TCP 64999
TCP
TCP ASA

DFFHVV OIBY3WO0' $&/H[WHQGHHUPIWFXRVWHHUIRYV\WHH UBGT
DFFHVV OlBY3WO' $&/H[WHQGHEBUP WFXRVWHHURRVWHHUBT

WFS P®BS$S3 0' 237,21 $//2:
WFS RSWLBRDYJH DOORZ

FODVV P®;S 0' &/$660%$3
PDWFKFFHVV OBYWO' $&/

SROLF\ PWSSHQVSHEBWWBUHVHWBGQVBPDS
SDUDPHWHUYV
PHVVDJH OH®DWMK®XP
SROLF\ PDEGREDOBSROLF\
FODV6;3 0' &/$660$3
VHWRQQHFWULBRQGRP VHTXHQFHGLXDEWH
VHWRQQHFWREBYDQFHG RS®BROQV237,21 $//2:
VHWRQQHFWRBYDQFHG RSWEBQMVDWH E\SDVV
VHUYLFH SROOREDOBSRODQREDO

Cisco TrustSec ASA

Cisco TrustSec ASA

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




. Cisco TrustSec

Cisco TrustSec ASA
* |SE ASA 85
* |SE 85
* PAC 86
1 Cisco TrustSec AAA
2 PAC 91
3 Security Exchange Protocol 93
SXP
4 SXP 94
5 95
6 96
7
Cisco TrustSec AAA
Cisco TrustSec  AAA
AAA
. RADIUS
RADIUS
* |SE ISE ASA
ISE

1

m oo

[Configuration] > [Firewall] > [Identity By TrustSec]

2 Cisco Secure Firewall ASA 7.24 ASDM

ISE

90

97

ISE

ASA

ISE



PAC

2 ASA [Manage]

[Configure AAA Server Group]

3 ASA ISE
ASA ISE
2
ISE
4  [Protocol] [RADIUS]
[AAA Server Group]
RADIUS
5 [OK]
6 AAA
the Selected Group] [Add]
[Add AAA Server]
1 ISE
8 ISE IP
[AAA Server]
RADIUS
9 [OK]
10 [Apply]
PAC
« ASA PAC ISE
ASA
* ISE PAC PAC
ASA PAC
. PAC NVRAM
NVRAM
ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM

PAC

ASA

Cisco TrustSec

HA

ISE

PAC

[Servers in




B e

m oo

. PAC
«ASA  ISE PAC
TFTP FTP HTTP HTTPS SMB
PAC
« ASA

1 [Configuration] > [Firewall] > [Identity By TrustSec]
2 [Enable Security Exchange Protocol]

3 [Import PAC] [Import PAC]

1 PAC
 diskO disk0

e diskl diskl
s flash

«ftp FTP
«http HTTP
e https HTTPS
*smb SMB

. tftp TFTP

ehttp HTTP
. https  HTTPS
«smb SMB

o tftp TFTP

PAC

ISE

7 [Import]

2 Cisco Secure Firewall ASA 7.24 ASDM

PAC
PAC

ASA

ASA

SXP

PAC



8 [Apply]
PAC
ASA

Security Exchange Protocol

Cisco TrustSec

Security Exchange Protocol .

ASCII 16

Security Exchange Protocol SXP

UP/UP

SXP ASA SXP
SXP

show running-config

3:$51,1* 6;3 FRQILIXUDWIORY RFHVYOHDVZWLWRUD IHZPRPHQW@G/U\DJIDLQ ~

1 [Configuration] > [Firewall] > [Identity By TrustSec]

2 [Enable Security Exchange Protocol] SXP
SXP
3 SXP IP IP
IPv4 IPv6
IP IP ASA  SXP
IP IP
ASA SXP syslog SXP
IP ASA  route/ARP SXP
IP
4 SXP TCP MD5
SXP
SXP

80

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




B s

5 ASA
ASA
120 0
SXP
6
SXP SXP
ASA SXP
SXP
1 64000
1 [Network Map]
IPv4
SXPv2
ASA
IPv6
0 65535
8 [Apply]
SXP

-—

2 [Add] [Add Connection]
3 SXP IPv4 IPv6
4 1 SXP

m oo

2 Cisco Secure Firewall ASA

SXP

ASA

SXPv2

[Retry Timer] SXP SXP

0 64000
SXP

ASA
SXP
ASA
ASA
120
SGT
IPv4
0

[Configuration] > [Firewall] > [Identity By TrustSec]

IP ASA

1.24 ASDM



* [Default] SXP

* [None] SXP

5 1 SXP
* [Local] SXP
* [Peer] SXP
6 SXP ASA
* [Speaker] ASA  IP-SGT
« [Listener] ASA
7 [Advanced]
ASA
SXP
SXP IP
8 [OK]
9 [Apply]
ASA ISE
ASA
* ISE AAA
* ISE PAC
* Cisco TrustSec
ISE
ISE
ISE
ASDM 2 Cisco Secure Firewall ASA

IP-SGT

SXP IPv4

SGT
ASA ISE

ASA AAA

ASA
ASA

1.24 ASDM

IPv6

ASA  route/ARP

ASA

ASA




2

ISE ASA
ASA
1 [Configuration] > [Firewall] > [Identity By TrustSec]
[Server Group Setup] [Refresh Environment] > [Data]
ASA ISE Cisco TrustSec
Cisco TrustSec ASA ACL
Cisco TrustSec
ACL
. 20
ACL ACL 62
* ACL
49
Cisco TrustSec
sample_securitygroupl 10.0.0.0 255.0.0.0
10.0.0.0/8 IP
IP IP Active Directory
FQDN

m oo

2 Cisco Secure Firewall ASA

1.24 ASDM



Cisco TrustSec

SGT
ID
SGT
ASA
ASA
2 SGT
5: 2S8GT
ASDM 2 Cisco Secure Firewall ASA

ASA

2 SGT
EtherType 0x8909

2SGT

1.24 ASDM .




3:
SGT IP-SGT
cts manual SGT IP-SGT SGT IP-SGT
cts manual policy staticsgt | SGT policy staticsgt sgt_number |SGT policy static sgt sgt_number
sgt_number
cts manual policy staticsgt |SGT SGT |SGT policy static sgt sgt_number
sgt_numbetr usted
IP-SGT IP-SGT SGT
0x0
4:
cts manual
cts manual propagate sgt
cts manual no propagate sgt
to-the-box from-the-box
5 to-the-hox from-the-box
to-the-box

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



to-the-box cts

manual

ctsmanual from-the-box

ctsmanual SGT IP-SGT
no propagatesgt
cts manual from-the-box SGT
cts manual
propagate sgt
IP-SGT IP-SGT SGT
0x0

* [Configuration] > [Device Setup] > [I nterfaces] > [Add Interface] > [Advanced]

* [Configuration] > [Device Setup] > [I nterfaces] > [Add Redundant I nterface] > [Advanced]

* [Configuration] > [Device Setup] > [Interfaces] > [Add Ethernet Interface] > [Advanced]

[Enable secure group tagging for Cisco TrustSec]
[Tag egress packets with service group tags]

[Add a static secure group tag to all ingress packets]

D a1 A W N

[This is a trusted interface.Do not override existing secure group tags]

7 [OK]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM
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65519




IP-SGT

1 a)

IP-SGT

1 [Configuration] > [Firewall Identity by TrustSec]
2 [SGT Map Setup] [Add] SGT

3 [SGT Map] SGT 1P SGT
2 65519 SGT

SGT [Prefix]
IPv6 10.100.10.0/24

4 [OK] [Apply]

Cisco TrustSec

ASA VPN
VPN
SGT

[Edit]

VPN

VPN

2 Cisco TrustSec

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM

24



VPN SGT B

AAA SGT
VPN SGT
1. ISE AAA
VPN
2. ASA ISE AAA SGT
ASA IP
3. ASA AAA
4. ASA AAA SGT IP 2
SGT
5. SGT Cisco TrustSec
AAA VPN SGT ASA
SGT SGT
0x0
ISE CoA ISE
VPN
VPN
VPN SGT
SGT
1 VPN SGT

a) [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies]

b) [General] [More Options]

c) [Security Group Tag (STG)] 2 65519
SGT [None]

d) [OK]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




. Cisco TrustSec

2 SGT
a) [Configuration] > [Remote AccessVPN] > [AAA/Local Users] >[Local Users]
b) [Edit]
c) [VPN Policy]
d) [Security Group Tag (STG)] 2 65519
SGT [None]
e) [OK]
Cisco TrustSec

m oo

Cisco TrustSec

« [Monitoring] > [Properties] > [Identity By TrustSec] > [SXP Connections]
Cisco TrustSec SXP

« [Monitoring] > [Properties] > [Connections]

IP

* [Monitoring] > [Properties] > [Identity By TrustSec] > [Environment Data]
ASA Cisco TrustSec
« [Monitoring] > [Properties] > [Identity By TrustSec] > [IP Mapping]

IP
ACL
[Where Used]
« [Monitoring] > [Properties] > [Identity By TrustSec] > [PAC]

ISE ASA PAC PAC
30

2 Cisco Secure Firewall ASA 7.24 ASDM



Cisco TrustSec

6: Cisco TrustSec

Cisco TrustSec .

Cisco TrustSec

9.0(1)

Cisco TrustSec ID

1 Cisco TrustSec

ASA  Cisco TrustSec
Cisco
TrustSec

ASA

Cisco
TrustSec

[Configuration] > [Firewall] > [Identity By TrustSec Configuration] >
[Firewall] > [Objects] > [Security Groups Object Groups Configuration]
> [Firewall] > [Access Rules] > [Add Access Rules Monitoring] >
[Properties] > [Identity By Tag]

9.3(1)

SGT
2SGT
ASA
EtherType 0x8909

[Configuration] > [Device Setup] > [Interfaces] > [Add Interface] >
[Advanced Configuration] > [Device Setup] > [Interfaces] > [Add
Redundant Interface] > [Advanced Configuration] > [Device Setup] >
[Add Ethernet Interface] > [Advanced]

ASDM

2 Cisco Secure Firewall ASA 7.24 ASDM .



. Cisco TrustSec

Security Exchange Protocol

3 Cisco TrustSec

SXP [9.6(1)

ASA  Cisco Trustsec
SGT SXPv3

[Configuration] > [Firewall] > [Identity By TrustSec] [SGT Map
Setup]

Trustsec SXP 9.8(3) SXP 120
120 64000
/ cts sxp delete-hold-down period show
ctssxp connection brief  show cts sxp connections
ASDM
2 Cisco Secure Firewall ASA 7.24 ASDM

m oo




Cisco Umbrella

Cisco Umbrella FQDN
DNS Cisco Umbrella
Cisco Umbrella Umbrella Connector
« Cisco Umbrella Connector 105
« Cisco Umbrella Connector 107
« Cisco Umbrella 107
« Cisco Umbrella Connector 109
« Umbrella Connector 115
« Cisco Umbrella Connector 119

Cisco Umbrella Connector

Cisco Umbrella Cisco Umbrella Connector DNS Cisco Umbrella
Cisco Umbrella

DNS

Umbrella Connector DNS DNS
DNS
Cisco Umbrella
DNS Cisco Umbrella
2
DNS Cisco Umbrella Umbrella Connector  EDNS
DNS EDNS

ID IP

FQDN

DNSCrypt DNS IP

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




. Cisco Umbrella

Cisco Umbrella

Cisco Umbrella

API

m oo

Cisco Umbrella

. FQDN
Umbrella

. FQDN
Umbrella

[Enable Intelligent Proxy]

. FQDN
Cisco Umbrella
1P

Umbrella Connector

FQDN

Umbrella
HTTP
Cisco Umbrella

DNS

Cisco Umbrella

API/

Cisco Umbrella ASA 9.23(1)

2 Cisco Secure Firewall ASA

API

1.24 ASDM

DNS

Cisco
DNS

Cisco
IP DNS
URL
[Security Setting] >

Umbrella

Cisco Umbrella
ID

Umbrella
ID

API API



Cisco Umbrella Connector .

API API/ API

1 API ISRG X1

2 Cisco Umbrella
3

4 API

5 Cisco Umbrella

Cisco Umbrella Connector

Cisco Umbrella Connector 3DES

Cisco Umbrella

Cisco Umbrella

. Umbrella Connector
ID Cisco Umbrella Connector

CiscoASA-ASA5515-Contextl

. Cisco
Umbrella
ID primary-serial-numbersecondary-serial-number

Cisco Umbrella

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




. Cisco Umbrella

. Cisco Umbrella
ID
* Cisco Umbrella DNS
DNS Cisco Umbrella
FQDN Umbrella
FQDN
* Cisco Umbrella Connector DNS
DNS HTTP/HTTPS
IP Web HTTP/HTTPS
FQDN  ping Cisco Umbrella
ping
Cisco Umbrella HTTP/HTTPS
FQDN
FQODN IP
. Cisco Umbrella DNS/UDP DNS/TCP
CiscoUmbrella DNS/TCP
DNS/TCP Umbrella
* Umbrella DNScrypt
UDP/443 DNScrypt Cisco Umbrella
DNS UDP/53 UDP/443
UDP/443  UDP/53 DNS
ACL
* DNScrypt IPv4
DNSscrypt IPv4  IPv6
* api.umbrella.com  api.opendns.com IPv4
IPv4 DNS
DNS
DNS

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



Cisco Umbrella Connector .

Umbrella

» 208.67.220.220 IPv4

* 208.67.222.222

¢ 2620:119:53::53 IPv6

* 2620:119:35::35
. Umbrella FamilyShield FamilyShield
. Umbrella

DNS
Umbrella
. Umbrella Cisco Umbrella
*« FQDN IP Web Cisco Umbrella
Umbrella
WAN DNS DNS
Cisco Umbrella
. HTTP DNS Cisco Umbrella
* NAT DNS46 DNS64 IPv4 IPv6
DNS
« EDNS IPv4  IPv6
. HTTPS DNS
DNS HTTP/HTTPS

Cisco Umbrella Connector

Cisco Umbrella DNS
Cisco Umbrella
FQDN

URL

Cisco Umbrella

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




. Cisco Umbrella CA

1 Cisco Umbrella
2 Cisco Umbrella

Cisco Umbrella

https://Jumbrella.cisco.com
CA 110

HTTPS

DNS DNS

[Configuration] > [Device Management] > [DNS] > [DNS Client]

* 208.67.220.220
* 208.67.222.222
* 2620:119:53::53
* 2620:119:35::35

4 Umbrella Connector
5 DNS
6 Umbrella

Cisco Umbrella

Cisco Umbrella

Cisco Umbrella
Certificate ]

API
pem

Cisco Umbrella

DNS Cisco Umbrella
111
Umbrella 113
114
HTTPS
HTTPS
Deployments > Configuration ]>][ Root
Cisco Umbrella ISRG X1

https://letsencrypt.org/certs/isrgrootx1.pem

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



Umbrella Connector .

Umbrella

Umbrella
Umbrella

-—

[Configuration] > [Firewall] > [Advanced] > [Certificate Management] > [CA Certificates]

2 [Add]
3 ctx1 umbrella_server
4 [Paste Certificate in PEM Format]

BEGIN CERTIFICATE END CERTIFICATE
5 [Install Certificate]

Umbrella Connector

Cisco Umbrella Cisco Umbrella
API API
Umbrella DNS
Umbrella 113 DNS
Umbrella
* Cisco Umbrella API Cisco
Umbrella [ Admin ]>[API APl Keys ]
API
/
. Cisco Umbrella
https://login.umbrella.com/ API
16
AABBA59A0BDE1485C912AFE API
Umbrella

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




. Umbrella Connector

* Cisco Umbrella

1 Cisco Umbrella API
token-request-credential api-key key value secret secet value
Cisco Umbrella

Cisco Umbrella

FLVFRDVD FRQMRBEUHOOD JOREDO
FLVFRDVD FRQILJ XPEWRNMHR)) UHTXHVW FUHGHQWLDO
DSL NH\ IHE G F E EFEG HGWHFUHWIH GI F D D FE

2 [Configuration] > [Firewall] > [Objects] > [Umbrella]
3 [Enable Umbrella]
4 Cisco Umbrella

« [Token] [ Token ] API
* [Token-Request-Credential]
* [API-Key] Cisco Umbrella API
* [Secret-Key] API
5 DNS DNScrypt
DNScrypt
32 16 2 ASCIl 16
79 Cisco Umbrella

B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79

[Public Key]
6 [EDNS Timeout]
Umbrella
hours:minutes:seconds 0:0:0 1193:0:0
0:02:00 2
7.24 ASDM

. ASDM 2 Cisco Secure Firewall ASA



DNS Umbrella B

7 IPv4 |Pv6 DNS
Cisco Umbrella DNS

8 Umbrella
Cisco Umbrella DNS
DNS
DNS
1
1
[ Manage |
[Add/Edit] [Manage]
DNS Umbrella
Umbrella DNS
DNS Umbrella
Umbrella  preset_dns_map DNS
DNS
Umbrella
Umbrella
DNS DNS 361
1 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [DNY]
2 preset_dns map
3 [Umbrella Connections] Cisco Umbrella
Cisco

e [Umbrella] Cisco Umbrella
Umbrella [Umbrella Tag]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




. Umbrella

ACL Umbrella
ID
* [Enable Dnscrypt] DNScrypt Cisco Umbrella
DNScrypt Umbrella
1
DNScrypt UDP/443
DNS
DNS UDP/443
. Umbrella DNS DNS
CiscoUmbrella
DNS Umbrella
DNS DNS
UmbrellaDNS
DNS
Umbrella
4 [OK]
Umbrella
Umbrella DNS Umbrella
Cisco Umbrella Cisco Umbrella
ID
[Tools] > [Command Linelnterface] SSH
Umbrella
Cisco Umbrella HTTP
ID
200 401 API
403 /
405 API 409 Cisco Umbrella
UNKNOWN syslog 339011
Cisco Umbrella API Umbrella API token request
received no response api.umbrella.com
Umbrella
IP DNS
2 Cisco Secure Firewall ASA 7.24 ASDM
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Umbrella Connector

DVD FRQIL¥KRZHUYLFH SRQDMSHEW V
,QWHUIDE®VLGH
6HUYLFH SROLBREDOBSROLF\
&ODVV POLRVSHFWLRQBGHIDXOW
,QVSHFWQWUHVHWBGQVBPPSHW ORFNDLO GURS UHVHW GURS
PLQ SNW UDVBMWY VHF IDLO FORVMFWS GURS RYHUULGH
PHVVDJH OHODWH XPOLHDXWRGURS
PHVVDJH OHODWMK XP GURS
GQV JXDUFRXQW
SURWRFRO HQIRUFRHPRRQW
QDW UHZULIPRK QW
XPEUHOWHILVWUDWRR@HIDLO RSHMDJIGHIDXOWWDWXYV VXFFHVV
GHYLFH LGD E IEGIF DD
S8PEUHOIOIY UHVROYHU
S8PEUHOIOIY UHVROYHU
SPEUHOEDSDVV UHTLQMHFW VHQW UHWHFY LQMHFW
ORFDO GRPDLQ E\SDVV
"16FU\SWJUHVWFYG HQFU\SW E\SDVV LQMHFW
"16FU\SWQJUHVVUFYG GHFU\SW E\SDVV LQMHFW
"16FU\SWAHUWLILFB®GDWFHRPSOHWLRQDLOXUH

umbrella ID
ID
Umbrella DNS
ASDM ID ID [Umbrella Connections]

FLVFRDVD FRQMKRIXQQLQJ FRGRUOLF\ PDS

SROLF\ PWSSHQVSHEW\WUHVHWBGQVBPDS
SDUDPHWHUV
PHVVDJH OH®©DW XPOLH@XWR
PHVVDJH OH@DWMK XP
GQVFU\SW
XPEUHO®YLFH LGD H IGG G
QRWFS LQVSHFWLRQ
SROLF\ PDGREDOBSROLF\
FODVMQVSHFWLRQBGHIDXOW
LQVSHBWWUHVHWBGQVBPDS

Umbrella Connector

Umbrella Connector

Umbrella

Umbrella DNS

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




. Umbrella

m oo

[Tools] > [Command Linelnterface] SSH

show service-policy inspect dns >detail @

detail DNS Umbrella
Cisco Umbrella
HTTP

Umbrella

DNS DNS
Umbrella DNS

DVD FRQIL¥KRZHUYLFH SRQQFSHEW YV
,QWHUIDE®VLGH
6HUYLFH SROLBREDOBSROLF\
&0ODVV POLRVSHFWLRQBGHIDXOW
,QVSHFWQWUHVHWBGQVBPPSHW ORFNDLO GURS UHVHW GURS
PLQ SNW UDVBMWY VHF IDLO FORVMFWS GURS RYHUULGH
PHVVDJH OH@DWK XPOLH@DMXWRGURS
PHVVDJH OHE@DWMK XP GURS
GQV JXDUFRXQW
SURWRFRO HQIRUFRHPRW
QDW UHZUIPRK QW
XPEUHOWHILVWUDWRR@HIDLO RSM®DJIGHIDXOWWDWXYV VXFFHVV
GHYLFH LGD E IEGIF DD
SPEUHOIODY UHVROYHU
SPEUHOIODY UHVROYHU
SPEUHOEDSDVYV UHTLQMHFW VHQW UHWHFY LQMHFW
ORFDO GRPDLQ E\SDVV
"16FU\SWJUHVVWFYG HQFU\SW E\SDVV LQMHFW
"16FU\SWQJUHVNFYG GHFU\SW E\SDVV LQMHFW
"16FU\SWAHUWLILFB®GDWFHRPSOHWLRQDLOXUH

DNScrypt

DVD FRQIL¥KRXHUYLFH SROQQFMSHBWGHWDLO
*OREDSROLF\
6HUYLFH SROLBREDOBSROLF\
&0ODVV POLRVSHFWLRQBGHIDXOW
&ODVV POIEQVFU\SW
,QVSHFW QWG QVBXPEUH®MANHW ORFNDLO GURS UHVHW GURS
PLQ SNW UDVBMWY VHF IDLO FORVMFWS GURS RYHUULGH
PHVVDJH OH@DWK XPOLH@DMXWRGURS
PHVVDJH OH®@DWMK XP GURS
GQV JXDUFRXQW
SURWRFRO HQIRUFRHPRW
QDW UHZUIPRK QW
SPEUHOOWILVWUDWRR®HIDLO RSHMDIGHIDXOWWDWXY 68&&(66
GHYLFH LGDI DEI DEF UHWU\
S8PEUHOIOEY UHVROYHU
S8PEUHOIOEY UHVROYHU
S8PEUHOEDSDVY UHTLQMHFW VHQW UHWHFY LQMHFW
ORFDO GRPDLQ E\SDVV
SPEUHOD®S LEGDLO FRXQW
S8PEUHOIMRZDOORPLO FRXQW

2 Cisco Secure Firewall ASA 7.24 ASDM



Umbrella  syslog .

SPEUHOBMRFDNOORMBPLO FRXQW
S8PEUHOPMLHQWRZH[SLUHGRXQW
SPEUHOWHUUYHORZH[SLUHGRXQW
SPEUHOWWTXHBWRSFRXQW
8PEUHOWMY SR QG/BIR SFRXQW
"16FU\SWJUHVWFYG HQFU\SWE\SDVV LQMHFW
"16FU\SWQJUHVMFYG GHFU\SWE\SDVV LQMHFW
"16FU\SWHQJWK URFRXQW
"16FU\SWG®DGGLABWURWFERXQW
"16FU\SWQFU\SWHRIQRFRXQW
"16FU\SWDJLFBPLVPBWBRWFRXQW
"16FU\SWLVDEOH®XQW
"16FU\SWRZHUURWFRXQW
"16FU\SWRQFHUURWFERXQW
"16FU\SWAHUWLILFBWGDWFHRPSOHWLRI@QLOXUH
"16FU\SBWHFHLYH)WHU@GURBERXQW
"16FU\SBWHFHLYRDZURQEKDQQBORBRXQW
"16FU\SBWHFHLYD QQRWHXBURBRXQW
"16FU\SWRPHPRUNRFUHDWHKDQQRRXQW
"16FU\SWHQ®RRXWSXWWHU I CFRK QW
"16FU\SBWHQ®SHBKDQQHILOHBRXQW
"16FU\SBWHQ®RKDQGBERXQW
"16FU\SBWHQGXSEDLOXUARXQW
"16FU\SWUHDWHUWSGDWRPHPRUWPRXQW
"16FU\S®WRUFFHUWRPHPRUWRXQW
"16FU\SWHUWLILFDQ@¥DODG QI WRXQW
"16FU\SWHUWLILFRD@HDOPBJILFRXQW
"16FU\SWHUWLILFD@¥HDOPGMRWHUVLRGXQW
"16FU\SWHUWLILFD@¥YDOPGQRYHUVLRAGXQW
"16FU\SWHUWLILFR@¥HDONGJIQDWXRKQW

/IDVWXFFHVVIXO 87&0D\ /IDVWDLOHG@RQH
ODJLF16& ODMRAIHUVLRQ OLQROHUVLRQ
AXHUDDJILF[ H D G 6HULDIXPEHU
6WDUMPH 87&)HE
(QG7LPH 87&)HE
6HUYHHXEOLMH\
% % $ )$& ( (3% ( $(%s$' ) ) G
&OLH@BWFUHW\ +DVK
(& &% %$)'3$ )) % $)% &% % $$  &((
&OLH@WEOLNH\
&% )$ % ($ $ %$ $ %)) )% & % %) & $ (&% % $
10 NH\+DVK
) & & ' ") (( & % '$ & (
Umbrella syslog
Umbrella syslog

e %ASA-3-339001: DNSCRYPT certificate update failed for numbertries.

Umbrella
DNScrypt
Cisco Umbrella

e %ASA-3-339002: Umbrella device registration failed with error code error_code
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. Umbrella  syslog

m oo

Cisco Umbrella

* 400

* 401 API

* 409 ID

* 500

Umbrella

Umbrella

Umbrella

Umbrella

%ASA-6-339003: Umbrella device registration was successful.

9%ASA-3-339004: Umbrella device registration failed due to missing token.

API Umbrella

%ASA-3-339005: Umbrella device registration failed after numberretries.

syslog 339002

%ASA-3-339006: Umbrella resolver IP_addessis reachable, resuming Umbrella redirect.

%ASA-3-339007: Umbrella resolver IP_addessis unresponsive and fail-close mode used, starting
probe to resolver.

DNS
Umbrella
DNS

* API /

2

* %ASA-6-339010
* %ASA-3-339011
* %ASA-3-339012

* %ASA-3-339013
* %ASA-3-339014

Umbrella DNS

Cisco Umbrella API
Cisco Umbrella API

Cisco Umbrella API %d

Cisco Umbrella API

%d Cisco Umbrella API

Cisco Secure Firewall ASA 7.24 ASDM



Cisco Umbrella Connector .

Cisco Umbrella Connector

Cisco Umbrella 9.10(2) Cisco Umbrella
DNS
Cisco Umbrella
FQDN
FQDN Cisco Umbrella
URL
Umbrella DNS

[Configuration] >
[Firewall] >[Objects] >[Umbrella] [Configuration] > [Firewall]
> [Objects] > [Inspect Maps] > DNS.

Cisco Umbrella 9.12(1) Cisco Umbrella
DNS
Umbrella DNS
DNS Umbrella
Umbrella
DNS Umbrella
[ Configuration ]>[
Firewall 1> Objects ]>[Cisco
Umbrella Umbrella ] [ Configuration 1>
Firewall ]>][ Objects 1>
Inspect Maps ] >[DNS
Cisco Umbrella API 9.23(1) API Cisco Umbrella API
Cisco Umbrella
[ Configuration ]>[
Firewall 1> Objects ]>[Cisco

Umbrella Umbrella ]
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. Cisco Umbrella Connector
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Application Visibility and Control

Application Visibility and Control AVC
AVC IP
ACL
AVC

« Application Visibility and Control 121

« Application Visibility and Control 123

* Application Visibility and Control 124

« Application Visibility and Control 124

* Application Visibility and Control 125

* Application Visibility and Control 131
« Application Visibility and Control 141

Application Visibility and Control

Application Visibility and Control
Web
1 Web

Application Visibility and Control Threat Defense
VDB

. VDB 4,000

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




m oo

VDB

60
AVC
VDB
ACL AVC
VDB
ACL
AVC
IP

IP
* DNS / DNS / UDP/53

ASA DNS DNS

IP / / DNS IP
AVC
« HTTPS TLS Client Hello HTTPS SNI
SNI
TLS Client Hello IP
DNS SNI Client Hello
ID
AVC
« HTTP HTTP
HTTP
IP
ID
AVC
2 Cisco Secure Firewall ASA 7.24 ASDM



AVC B

AVC
AVC

CDN IP

DNS IP
DNS 137

AVC

ACL AVC
QoS

ACL AVC

Application Visibility and Control

Application Visibility and Control

. 3DES

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




. Application Visibility and Control

Application Visibility and Control

« Cisco Secure Firewall 6100

Application Visibility and Control

AVC
VDB
AVC
* VDB
* VDB
AVC
* VDB

m oo

2 Cisco Secure Firewall ASA

VDB

VDB

DNS DNS

VDB

VDB

HTTPS
CA

70 MB
VDB

1.24 ASDM

support.sourcefire.com

VDB

AVC

VDB

AvC

VDB

AVC

450 MB



Application Visibility and Control .

* DNS AVC DNS
DNS
dnstrusted-source
* DNScrypt DNScrypt DNS
DNS DNS
dnscrypt
* DNS UDP/53 DNS DNS
TCP/53 HTTP/HTTPS DNS
* TLS Client Hello HTTP
* QUIC DTLS IP

Application Visibility and Control

Application Visibility and Control AVC

ACL AVC

ASA General Operations ASDM Configuration Guide

Licensing

2 DNS DNS
DefaultDNS DNS
DNS
ASA General Operations ASDM Configuration Guide

Basic Settings Configure the DNS Server

3 DNS DNS
DNS DNS /
DNS IP

DNS /

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .
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http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html

. Application Visibility and Control

10

m oo

DNS DNS
DNS DNS
DNS
showdns DNS
DNS
DNS
DHCP DNS
IP
DNS 43
DNS
DNS
DNS
AVC DNS DNS
361
support.sourcefire.com
VDB
HA
ping
ASA General
Operations ASDM Configuration Guide
AVC
CA
VDB
Application Visibility and Control 127
128
AVC 129
AVC
ACL AVC
ACL ACL
2 Cisco Secure Firewall ASA 7.24 ASDM
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Application Visibility and Control .

ACL ACL 62
AVC 129
AVC ACL

1" VDB 130

Application Visibility and Control

VDB ACL

Application Visibility
and Control  AVC

AVC AVC
Application Visibility and Control 124
VDB
1 [ Configuration ]>][ Firewall ]>][ Advanced ]>[AVC
Enable AVC ]

2 [AVC Enable AVC ]
31 Apply ]
4 [AVC AVC Status ]

VDB

[ Monitoring ]>[ Properties ]>[AVC]>
[ Status |
VDB

$9& $SSOLFDWRIRQLELOLMQ@RQWURQLS$%/(® 5($'<

9'% FRQWDLQDROSGHILQLWLBRZQORDMGDWXE 72 '$7(

9'%YHUVLREXUUHQW ODVW

9'%ODVWSGDWMW 87&$SU ODVWS G DWW W H PLOW 87&$SU
QH[WSGDWMW 87&0D\

9'%GRZQORDL® N
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1

m oo

KWWSV DXWR XSGDWH DXWR GO FJL 'RZQORDG ILOHV &LVFRB9'%B)LQIJHUSULQWB'DWDEDVH VK 5(/ WDU

syslog
138
VDB
AVC
ACL
[ Configuration ]>[
o[ Add ]>]
a |

b) | Add ]

c)

[OK]

2 Cisco Secure Firewall ASA

AVC syslog
AVC
_gaming_ AVC
AVC _gaming_
AVC
Firewall ]>[ Objects ]1>[

Networ k ServicesObjects/Groups |

Network Service Group ]

Edit ]

Existing Networ k-Services Objects ]

[ Delete ]

1.24 ASDM



AVC

AVC

11

ASDM

IP
IP
/
ACL
AVC
Configuration ]>[
[
[ Add ]>]

Insert After ]

2 Cisco Secure Firewall ASA

VDB

Firewall

Add ]>[

Insert ]

[Edit]

1.24 ASDM

1>

AVC B

11

AccessRules ]

AddAccessRule ]

[ Add 1>[




B vos

* [Interface]

[Any]
BVI

* [Action] [Permit] [Deny]

* [Source/Destination criteria]

AVC

4 [OK]

VDB

AvC VDB

Application Visibility and Control 124

1 VDB

avc download vdb

FLVFRDVD FRQIDYFGRZQO RDEE

2 VDB

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM
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VDB
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Application Visibility and Control

AVC show avc status
VDB

FLVFRDVD FRQMKRDYF/WDWXV

$98& $SSOLFDWARQ ELOLMQ@RQWURQL$%/(' 5($'<

9'% FRQWDLQDOSGHILQLWLRBQZQORDNMGDWXAZ 72 '$7(
9'%YHUVLREXUUHQW ODVW

9'%0ODVWSGDWMW 87&$SU

ODVWSGDWMW W H FCBW 87&$SU QH[WSGDWMW

9'"%GRZQORDL®QNKWWSYV DXWR XSGDWH DXWR GO FJL 'RZQORDG
ILOHV &LVFRB9'%B)LQJHUSULQWB'DWDEDVH VK 5(/ WDU

syslog AVC syslog

138

Application Visibility and Control

AVC

AVC VDB

AVC [ Monitoring
Properties ] >[AVC] > Status ]

$9& $SSOLFDWRIRQLELOLMQ@RQWURQLS$% /(' 5($'<
9'% FRQWDLQDROSGHILQLWLBRZQORDMGDWXE 72 '$7(
9'%YHUVLREXUUHQW ODVW

9'%O0DVWSGDWMW 87&%$SU ODVWSGDWMWHPSW
DW 87&%$SU QH[WSGDWMW 87&0D\
9'"%GRZQORDL®QNKWWSYV DXWR XSGDWH DXWR GO FJL

'RZQORDG ILOHV &LVFRB9'%B)LQJHUSULQWB'DWDEDVH
AVC
* ENABLED/DISABLED AVC

* READY VDB
AVC
« NOTREADY VDB
VDB
ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM
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VDB
* UP-TO-DATE VDB

* INITIALIZATION
* PROGRESSING
* RETRY

« FAILED VDB 6
syslog 861003

* VDB DNS

copy

FLVFRDVD FRQHARSWKWWSY VXSSRUW VRXUFHILUH FRPEQ®HHY VWM O
$GGUHRVQDPRI UHPRWRVWVXSSRUW VRXUFHILUH FRP@"

", QYDOIKRVWGGUHRVQDPH

(UURBDUVLQUOHQDPIHRVXFIGHYLFH

* VDB
ping

* SSL CA

. AVC
. n [

Monitoring ]>[ Propertie ]>[AVC]>| N TopN ]

[OK]
. [ Monitoring 1>
[ Properties ]>] Network Object ]>]

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




Object Group Network Service ]

_avc_visibility_nsg_ [ Search ]
o[ All Objects ]
o[ Non-ZeroObjects ]
. ACL
[ Monitoring ]>[
Properties ]>[ ServicePolicy ]
AVC VDB AVC
IP
/ IP
AVC IP
DNS
show avctop n
3 ASDM
[ Monitoring ]>[ Properties ]>[AVC]>] N TopN ]

FLVFRDWDKRDYFNRS

$9& 7RS $SSKLWV
$SSOLFDWI/RQ7RNLWERXQW
$SSOLFDWIERAHBESRW W& RXQW
$SSOLFDWYOREHERRALWE&RXQW

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




m oo

FLVFRDWDKRDYFWNRS

$9& 7TRS $SSKLWYV
$SSOLFDWISROQLYH+LW&RXQW
$SSOLFDWISRPQ]RQ+LWA RXQW

$SSOLFDWLBRSERFLWERXQW
$SSOLFDWLRAD\+LW&RXQW
$SSOLFDWLRAD%LG+LWRRXQW

DNS
[ Monitoring 1>[ Properties ]1>[DNS

FLVFRDVWDKR&GQWS FDFKH

'16 VQRRSLQ@IFDFKH LQXVH PRVWVHG
$GGUHVV 'RPDLQ

1 DNS

FLVFRDWOKRXHUYLFH SRQOQWMSHBWV
*OREDSROLF\
6HUYLFH SROLBEREDOBSROLF\
&ODVV PDRVSHFWLRQBGHIDXOW
,QVSHFGQWLJUDWHGBGQVBFIDFSBHW ORFNDLO

AVC

ASDM
DNSCache ]

,GOH VHFLPHRXWLW FRX@WXUFH

GURS UHVHW GURSPLQ SNW UDVBNWYVY VH¥ IDLO FORVH

VFWS GURS RYHUPH8MDJH OH®DWK XPOLH@MXWRGURS

inspect dns UDP/53
DNS
DNS
show avc top
DNS
show service-policy inspect dns DNScrypt
dnscrypt inspect dns

"16FU\SWIJUHVVWFYG HQFU\SW E\SDVV LQMHFW
'"16FU\SWQJUHVMFYG GHFU\SW E\SDVV LQMHFW
"16FU\SWHUWLILFBWGBDWHRPSOHWLRQ@DLOXUH

2 Cisco Secure Firewall ASA 7.24 ASDM
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DNS

DSNcrypt

DNScrypt



3 DNS DNS

show dns DNS DNS

FLVFRDWKRZEGQV
,1)2 QRDFWLYDWHG

"16 TUXVWHBIRBX UFHHQ DEOKMRG)' +& 36 HUY HIRQILIXUHG
"16 TUXVWHRBXUFHQDEOHMRG)' +&3&0LHQWDUQHG

"16 7TUXVWHRBXUFHQDEOMRG)'+&35HODAHDUQHG

"16 TUXVWHRBXUFHQDEOHMG)'16 6HUYHIRQILIJXUHG

"16 TUXVWHBRBXUFRWQDEOMG7UXVW DQ\

"16 TUXVWBRBXUFH\SH ,3V ,QWHUIDFHGOH 7LPHRXMF

«

dnstrusted-source

DNS
FLVFRDWDKRIUXQQLQJ FRQIQV
GQWRPDLQ ORRPR®IJHPHQW
16 VHUYHU JURXBXOW'16
QDPH VHUYHU PDQDJHPHQW
GQWUXVWHG VAMQFH
4 DNS DNS
DNS
TLS Client Hello HTTP
DNS TLS/HTTP
TLS Client Hello SNI
HTTP
DNS DNS
AVC
IP
CDN
show dnsip-cache IP
ASDM [
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Monitoring ]>[ Properties ]>[DNS DNSCache ]

tiktok.com  fidelity.com IP
IP

FLVFRDVD FRQMKRLQWS FDFKH
'16 VQRRSLQ@IFDFKH LQXVH PRVWVHG

$GGUHVV 'RPDLQ ,GOH VHFLPHRXWLW FRX@RXUFH
VDOHVIRUFH FRP ‘16
ILGHOLW\ FRP ‘16
WLNWRN FRP ‘16
JDPHVSRW FRP ‘16
AVC AVC
[ Monitoring ]>[
Properties ]1>[AVC]>|
Allowed and Blocked Applications ] [ Allowed ] [
Blocked ]

show object network-service

Fox News 3
VDB

FLVFRDWXKRRBREMHRMWZRUN VHONWR[FIHZV"

REMHRMWWZRUN VHBMIFIHHZVG\QDPLRLWFQW
GHVFULSWHEQRUWDRUQHZXSGDWH

DSS LG

PHPEHRJ 3:BPXOWLPHGLDB WE YB@HEBVHUYLFHVBSURBQGHEUB"

«

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



[AVC] > [
1
[
[
DNS
DNS
133
[
[DNS DNS Cache ]
TTL 2
AVC
VDB
AVC

networ k-service reload

Monitoring ]>[
App Category |

Properties ] >

All Object Groups ]

Non-Zero Object Groups ]

DNS IP

DNS

Monitoring ]>[ Properties ] >

TTL 2 24 DNS
TTL 2 DNSTTL 24
24

AVC

FLVFRDVPHWZRUN VHUW©ALCRID G

AVC

show abject networ k-service detail

ASDM 2 Cisco Secure Firewall ASA
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B e

AVC

clear AVC 0
e clear avc
AVC
FLVFRD VRO HDDY F
e clear object >d object name _ network-service @
AVC
id networ k-service

FLVFRDVIBOHDREMHERMWMWZRUN VHUYLFH
FLVFRDVAOHDREMHREWBQV

« clear object-group >d object_name _ network-service @

AVC
id networ k-service

FLVFRDVIDOHDREMHFW JURXWZRUN VHUYLFH
FLVFRDVAPOHDREMHFW JURSXEVJ

AVC syslog

AVC syslog
« 861001: AVC AVC .app_data
Creating AVC app directory .app_data failed; Invalid directory.

AVC

« 861002: AVC URL_link .app_data
Downloading file from link URL_linkto directory .app_data succeeded.

VDB

« 861003: AVC URL_link .app_data

Downloading file from link URL_link
to directory .app_data failed; no such device.

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



ASDM

AVC syslog .

VDB DNS
* 861004: AVC sf.xml VDB VDB
VDB Getting VDB version from file sf.xml
failed; Cannot locate the VDB update signature to get VDB version.
VDB
* 861005: AVC sf.xml VDB VDB
VDB Getting VDB file
path from file sf.xml failed; Cannot locate the VDB file path signature to get VDB file path.
VDB
* 861006: AVC sf.xml VDB VDB

VDB Getting VDB file
name from file sf.xml failed; Cannot locate the VDB file name trailer to get VDB file name.

VDB

* 861007: AVC
dynamic-config.json Loading
network service (app) definition file (dynamic-config.json) failed; file not found.

VDB

* 861008: AVC
dynamic-config.json Loading network service (app) definition
file (dynamic-config.json) success.

* 861009: AVC VDB
sqlite.vdb Loading app category definition file
failed; Opening VDB sqlite.vdb error.

VDB

2 Cisco Secure Firewall ASA 7.24 ASDM .




. AVC syslog

m oo

* 861010: AVC

ID NS AVC: Loading app category
definition file warning; No corresponding NS found for category nameapp id number
ID
* 861011: AVC Loading
app category definition file success.
* 861012: AVC NSG NSG

error_string AVC: Installing visibility NSG failed; ERROR: cannot create
internal visibility NSG; error_string

_avc_visibility_nsg_

NSG
* 861013: AVC NSG Installing visibility NSG
SUCCess.
2 Cisco Secure Firewall ASA 7.24 ASDM



Application Visibility and Control .

Application Visibility and Control

Cisco Secure Firewall 6100 9.24(1) AVC IP
Application Visibility and Control

AVC
VDB

[Configuration > Firewall >
Advanced > Enable AVC] [Monitoring > Properties> AVC >
Status] [Monitoring> Properties> AVC >TopN] [Monitoring>
Properties> AVC > App Category] [Monitoring > Properties>
AVC > Allowed/Blocked Applications] [Monitoring> Properties>

Service Policy] [Monitoring > Properties > Network Object >
Object Group Network Service]

Cisco Secure Firewall
6100
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Cisco ASA

VMware vCenter VMware ESXi 1
1
ACL ESXi
HTTPS vCenter 1 ESXi
IP
1
ESXi KVM
HyperV ASA
ESXi
. 145
. 146
. 151
. 152
IPv6
* IPv6 vCenter
* IPv6 IP IPv6
ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




« vCenter

Azure

1
2 vCenter
3
4
vCenter
/

IP
ASA
VMware ESXi
146
ESXi
148

. ASDM 2 Cisco Secure Firewall ASA

vNIC
NAT
VMware
vCenter IP
vCenter
AmazonWeb Services AWS Microsoft
vCenter
VM
149
150
ACL
ASA
vCenter
vCenter [Summary] [Notes]
7.24 ASDM



6: vCenter

vCenter .

[Notes]

[Summary]

XML [Notes]

&EXVWRP$SWWULEXWHV!
SWWULEXWSHH DWWULEXWH WOSH DWWULEXWH YDOXH !

&XVWRPSWWULEXWHV!

2

vCenter BuildMachine
build madine
host-map

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




VM

m oo

vCenter
[Summary]
[Notes] [Edit]
[Edit Notes]
XML

&EXVWRP$SWWULEXWHV!

SWWULEXWSH DWWULEXWH WOSH DWWULEXWH YDOXH !

&XVWRPSWWULEXWHV!

[OK]

vCenter ESXi
VMware
vCenter

VM vCenter

2 Cisco Secure Firewall ASA

VM

vCenter

vCenter

vCenter

vCenter

1.24 ASDM



1 vCenter ESXi 1 ASA
vCenter
vCenter

1 [Configuration] > [Firewall] > [VM Attribute Agent]
2 [Add]
3 [Host Information]

a) IP

b) DNS IP

c)

d) [Clear Text] [UnEncrypted] [Encrypted]
e)

4 [Keepalive Information]

a) [Retry Interval] 1 65535
30

b) [Retry Count] 1 32
3

5 [OK]

VMware ESXi 1

ACL 1

engineering eng_lab

1 [Configuration] > [Firewall] > [Access Rules] > [Advanced Options]
2 [Enable Object Group Search Algorithm]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




1

m oo

VM

[Configuration] > [Firewall] > [Objects] > [Network Objects/Groups]

« [Add] > [Network Object Attributes]

. [Edit]
a) [Agent Name] VM

b) [Attribute Type]

custom.role
c) [Attribute Value]
[Attribute Type]  [Attribute Value]
[OK]
[Configuration] > [Firewall] > [Access Rules]
ACL ACL

2 Cisco Secure Firewall ASA 7.24 ASDM

custom.

[ACL Manager]



2
. [Add] > [Add Access Rule]
[Add] > [Insert] [Add] > [Insert After]
. [Edit]
3
* [Interface]
[Any]
BVI
« [Action] [Permit] [Deny]
* [Source/Destination criteria]
[Service] IP
Trustsec
22
[OK]
4 [Apply]

[Configuration] > [Firewall] > [Objects] > [Network Objects/Groups]
[Where Used]

[Not Used]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .
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9.7.(2) IP
VMware
ESXi
[Configuration] > [Firewall] > [Objects] > [Network Object
Attributes]
[Configuration] > [Firewall] > [VM
Attribute Agent]
ASA 5506-X 9.10(2) ASA 5506-X 5508-X 5512-X 5516-X
5508-X 5512-X 5516-X VM VM
2 Cisco Secure Firewall ASA 7.24 ASDM



» Network Address Translation NAT
* NAT 235

155

MAP

]
Z
g
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iz
L=
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z
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NAT

Network Address Translation NAT

NAT
* NAT 155
* NAT 156
* NAT 162
. NAT 172
. PAT 181
o NAT 204
. NAT 218
* NAT 225
* NAT 226
IP
IPv4
RFC 1918
«10.0.0.0 10.255.255.255
«172.16.0.0 172.31.255.255
©192.168.0.0 192.168.255.255
NAT 1 IP
NAT IP
NAT
NAT
ASDM 2 Cisco Secure Firewall ASA
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-

. IP NAT 1P
. IP
1P
«IPv4  IPV6 9.0(1) IPv4
IPv6 NAT 2
NAT NAT
NAT
. / / /
NAT
NAT
. / /
NAT
IP
7.24 ASDM

. ASDM 2 Cisco Secure Firewall ASA



NAT B

. NAT
. NAT IP IP
NAT 1
NAT

NAT

. NAT IP

IP

NAT 172
. PAT IP 1 IP
IP
PAT 181
. NAT IP IP
NAT 204
. NAT
NAT
NAT
NAT 218
NAT twice NAT
NetworkObjectNAT twice NAT 2
twice NAT Network Object NAT
Network Object NAT \oice over IP \VoIP
\olP
NAT
NAT Network

ObjectNAT NAT
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B twicenar

IP IP Network
Object NAT
sourceA/destinationA  sourceA/destinationB
twice NAT
1
twice NAT
twice NAT 1
sourceAl/destinationA  sourceA/destinationB
NAT
NAT Telnet
Telnet 2323 23
23 2323 Telnet
NAT
NAT twice NAT
NAT NAT
. NAT
NAT IP
1P NAT
IP
NAT
* twice NAT
NAT

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



NAT B

NAT
twice NAT
. NAT
. NAT
IP IP 1
2 2 1
/
e twice NAT 1 1
1
1 twice NAT
A/
A Al B
* NAT
. NAT NAT
o twice NAT NAT Network Object NAT
NAT twice NAT 3
1 1 2
3 1
2 3
0 NAT
xlate

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .
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m oo

7:NAT

1 |twice NAT
twice NAT
1
2 1
NAT
IP
1
10
IP
10.1.1.0
11.1.1.0
IP
abracadabra  catwoman
2 Cisco Secure Firewall ASA 7.24 ASDM



NAT B

3 |twice NAT 3

+192.168.1.0/24

+192.168.1.0/24

+10.1.1.0/24

+192.168.1.1/32

*172.16.1.0/24 def

*172.16.1.0/24 abc

*192.168.1.1/32

«10.1.1.0/24

«192.168.1.0/24

* 172.16.1.0/24 abc
«172.16.1.0/24 def

+192.168.1.0/24

NAT

NAT

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .
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BVI
NAT

NAT

NAT

NAT

NAT

NAT

. ASDM 2 Cisco Secure Firewall ASA

NAT

BVI
NAT

outside

NAT

NAT

BVI

NAT

PAT

1.24 ASDM



IPv6 NAT B

IPv4 IPv6 NAT64/46
NAT/PAT 44/66 NAT44/66
PAT44 PAT66
NAT64/46
IPv6 NAT
NAT IPv6
. IPv4  1PV6
. IPv4  IPV6
2 IPv6 2 IPv4
. IPv6
PAT NAT66
. NAT /64 IPv6
«FTP  NAT46 IPv4 FTP IPv6 FTP
EPSV
EPRT PASV PORT IPv6
IPv6 NAT
NAT IPv6 IPv4 IPv6

« NAT66  IPV6-to-1Pv6 NAT

NAT PAT IPv6 NAT

NAT twice NAT
« NAT46  IPv4-to-IPv6 NAT IPv6

IPv4
NAT

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




-

twice NAT IPv6
IPv4 IPv6
IPv4 32 IPv6
IPv6 /96
32 201b::0/96
192.168.1.4 201b::0.192.168.1.4
IPv4
0s IPv4
IPv6
2 IPv4
* NAT64 IPv6-to-1Pv4 IPv6
IPv4
* NAT
NAT
NAT
. VPN
VTI
VTI VPN
[any]
. NAT
IP
. VPN
NAT
ESP
ESP UDP
. PAT
VPN
* NAT
NAT

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM

196

IPv4
192.168.1.0/24
/64
IPv4 2 IPv6
IPv4
PAT
RADIUS
BVI
VTI NAT
NAT VPN
NAT
1 NAT
NAT
ESP
VPN
500 4500
VPN UDP 500 4500
PAT
SA
cLl



NAT B

clear xlate
VPN NAT clear
conn
NAT NAT
NAT PAT
clear xlate clear conn
* SCTP NAT
NAT/PAT Twice NAT
SCTP
* NAT
IP
o1 IPv4  IPv6
1
e twice NAT NAT any any
IPv4  IPv6 ASA
NAT IPv6-to-IPv6 IPv4-to-1Pv4
ASA NAT any
any IPv6 IPv4
any IPv6 "any"
"any" IPv4
IPv4
any IPv4
. NAT
. IP
. IP any
IP
PAT
. IP
. IP
ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM
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m oo

. NAT
. VPN
* NAT
* NAT  PAT
NAT
. NAT
NAT
NAT

* arp permit-nonconnected

NAT
ARP
NAT
* NFS
1024
PAT
1024
* NAT
NAT
* NAT

[Advanced] > [Rule Engine]

2 Cisco Secure Firewall ASA

VPN

337

NFS

IP
NAT
PPTP xlate
PPTP
VPN
ARP
ARP
265
any
Sun RPC PAT PAT
NFS
1024
Permission Denied
1024
1 1023
NFS

1.24 ASDM

[Configurations] > [Device Management] >



NAT B

. PAT
SIP NAT SIP
* Protocol Independent Multicast PIM NAT
e twice NAT ISP
NAT
ISP
NAT
NAT
. NAT ASP
nat-no-xlate-to-pat-pool
NAT
* GRE NAT
«DHCP BOOTP UDP/67 68 BOOTP
DHCP BOOTP NAT
DHCP
DHCP
. xlate
[ Connection Events ]
xlate
TCP
xlate xlate
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NAT

NAT

NAT
NAT
1P
.1 IPv4 IPv6
IPv4
IPv6 1
. 1P NAT 164
. PAT
. NAT
. 1P
NAT 1P PAT
1
PAT

. PAT

1 PAT

PAT

. NAT NAT

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



. NAT
Twice NAT
NAT
any

Twice NAT

1

IPv6
. IP
. NAT
ASDM 2 Cisco Secure Firewall ASA

interface
IP
IPv4
1
NAT
PAT
7.24 ASDM

Twice NAT B

NAT

NAT

IPv6
IPv4

164




m oo

2

Twice NAT

NAT
PAT
1
NAT
. 1 1
NAT
NAT
» Twice NAT IP
NAT
Twice NAT
twice NAT 158
J NAT
J 1 1
Cisco Secure Firewall ASA 7.24 ASDM

PAT

PAT

Twice NAT

IP
IP PAT
1
PAT
NAT
NAT
NAT



FQDN B

NAT /
interface
* www.example.com
FQDN 171
IP FQDN
twice NAT www.example.com
Web
FQDN DNS NAT
DNS
DNS
. IP
IPv6 FQDN IPv6
IPv4 FQDN
IPv4
NAT FQDN
NAT 1 NAT
FQDN
FQDN IP DNS
Twice NAT
Twice NAT
* NAT TCP UDP SCTP

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




NAT

m oo

Twice NAT
NAT
* notequal
. NAT
. PAT
. NAT
NAT
DNS
. NAT
NAT
NAT
NAT
NAT
NAT

2 Cisco Secure Firewall ASA

neq

SCTP

SCTP
SCTP
NAT
PAT
NAT
NAT
NAT
IP
IP



NAT B

NAT NAT

8: NAT

NAT
NAT

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




NAT

PAT 1 64,000
PAT PAT
NAT PAT
PAT
* GRE 0 IP
. 1
NAT NAT
NAT
. [Configuration] > [Firewall] > [NAT Rules]

[Add] > [Add Network Object NAT Rule]

. NAT [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups]

2
a) [Name] a z A Z 0 9
64
b) [Type]
c) [IPAddresses] IPv4 IPv6
IPv4
10.100.10.0 255.255.255.0 IPv6
2001:DB8:0:CD30::/60
3 [NAT] [NAT]

m oo

2 Cisco Secure Firewall ASA 7.24 ASDM



4 [Add Automatic Translation Rules]
5 [Type] [Dynamic]
6 [Translated Addr]

IPv4
1
IP
NAT IP PAT
1
PAT
1
IP
[Fall through to interface PAT (dest intf)]
IPv6 [Use IPv6 for interface PAT]
ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM

NAT

IPv6



Twice NAT

8 [Advanced] [Advanced NAT Settings]
[OK]
* [Translate DNS replies for rule] DNS IP DNS
NAT DNS 288
. [Interface] NAT
9 [OK] [Apply]
Twice NAT

NAT  Twice NAT

1 [Configuration] > [Firewall] > [NAT Ruleg]
* [Add] [Add] > [Add NAT Rule Before Network Object NAT Rules]
* [Add] > [Add NAT Rule After Network Object NAT Rules]

» Twice NAT [Edit]

[Add NAT Rule]

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



any

a) [Match Criteria: Original Packet] > [Source Interface]

b) [Match Criteria: Original Packet] > [Destination Interface]

3 [Action: Translated Packet] > [Source NAT Type]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM

Twice NAT B

[Dynamic]

"



Twice NAT

a)

b)

m oo

1Pv4 IPv6

[Match Criteria: Original Packet] > [Source Address]
[Browse Original Source
Address] IPv4
IPv6 1
any
[Match Criteria: Original Packet] > [Destination Address]

[Browse Original Destination Address]

IPv4 IPv6
1
Twice NAT IP
NAT Twice NAT
Twice NAT
NAT  twice NAT 158
NAT [Browse]
[Source Interface]
NAT 205
IPv4 IPv6
IPvd  IPv6
2 Cisco Secure Firewall ASA 7.24 ASDM



Twice NAT B

a) [Action: Translated Packet] > [Source Address]
[Browse Translated Source Address]

NAT

NAT IP PAT

PAT

b) [Action: Translated Packet] > [Destination Address]
[Browse Translated Destination

Address]
FQDN
NAT
1 1
NAT 204
IP NAT
164
6
. [Match Criteria: Original
Packet] > [Service] TCP UDP
[Browse Original Service]
. [Action: Original Packet]
> [Service] TCP UDP
[Browse Translated Service]
NAT
NAT TCP UDP
TCP UDP NAT

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




Twice NAT

m oo

2 Cisco Secure Firewall ASA

1.24 ASDM

not equal

[Fall through to interface PAT]



N |

IPv6 [Use IPv6 for
interface PAT]
IP [Destination
Interface]
8 [Options] NAT
« [Enable rule] NAT
. [Translate DNS replies that match this rule] DNS DNS
A DNS
DNS
NAT DNS
288
« [Description] 200
9 [OK] [Apply]
PAT

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




PAT

PAT

PAT 1
1 IP
10.1.1.1:1025 10.1.1.1:1026
PAT NAT
10: PAT
PAT
PAT 30 PAT
xlate
PAT
any
PAT
PAT 1
ASA 1 PAT
IPv6
PAT NAT66

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



PAT
PAT

PAT

PAT

NAT
PAT

1024 65535

1024

512
xlate

« PAT

PAT

ASDM

1023

PAT

PAT

NAT

2 Cisco Secure Firewall ASA

PAT B

NAT PAT
337
IP
DoS
PAT PAT
512
PAT
1024 65535
1
22 SSH
1024 65535
2
1 PAT
PAT
PAT IP
PAT IP 10,000
PAT
337

1.24 ASDM .




m oo

PAT

PAT

PAT
NAT
« PAT
«ICE TURN
TURN
. PAT
PAT
« PAT /
PAT
PAT
NAT
PAT
PAT

PAT PAT
NAT  PAT
PAT 10.1.1.1
10.1.1.1
PAT
\olIP PAT ICE
PAT
PAT
PAT IP
PAT
IP
PAT
PAT
/1P /
NAT
NAT
PAT
NAT
NAT

[Configuration] > [Firewall] > [NAT Rules]

[Add] > [Add Network Object NAT Rule]

2 Cisco Secure Firewall ASA

1.24 ASDM



PAT B

. NAT [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups]

2
a) [Name] a z A zZ 0 9
64
b) [Type]
c) [IPAddresses] IPv4 IPv6
IPv4
10.100.10.0 255.255.255.0 IPv6
2001:DB8:0:CD30::/60
3 [NAT] [NAT]
4 [Add Automatic Translation Rules]
5 [Type] [Dynamic PAT (Hide)]
6 1 [Translated Addr]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




B e

8 [OK]

PAT

m oo

IPV6

[Advanced]
[OK]

[Apply]

PAT

[NAT Rules]

2 Cisco Secure Firewall ASA

PAT

[Browse Translated Addr]

PAT
IP
[Use IPv6 for interface PAT]
PAT NAT
PAT
[Advanced NAT Settings]
[Interface] NAT
PAT NAT
NAT
NAT [Configuration] >[Firewall] >

[Add] > [Add Network Object NAT Rul€]

1.24 ASDM



PAT PAT |

. NAT [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups]

2
a) [Name] a z A zZ 0 9
64
b) [Type]
c) [IPAddresses] IPv4 IPv6
IPv4
10.100.10.0 255.255.255.0 IPv6
2001:DB8:0:CD30::/60
3 [NAT] [NAT]
4 [Add Automatic Translation Rules]
5 PAT PAT [Type]

[Dynamic]
6 PAT

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




B e

ASDM

PAT

a) [Translated Addr]

b) [PAT Pool Translated Address]
PAT
[Browse Translated PAT Pool Address]

PAT

IPv6 1

c)
* [Round Robin]
1 PAT
PAT
PAT 1 /
2

« [Extend PAT uniqueness to per destination instead of per interface] 8.4(3)

8.5(1) 8.6(1) PAT PAT

IP
PAT
PAT 65535

PAT 192.168.1.7:23 10.1.1.1:1027

192.168.1.7:80 10.1.1.1:1027
* [Include Reserved Ports (1 to 1023)]

1 1023

1024 65535

* [Enable Block Allocation] 9.5.1
PAT NAT 1 1
1024 65535
2 Cisco Secure Firewall ASA 7.24 ASDM

IPv4

65535

PAT



Twice PAT B

PAT
17
IP
[Fall through to interface PAT]
IPv6
[Use IPv6 for interface PAT]
8 [Advanced] [Advanced NAT Settings]
[OK]
. [Interface] NAT
9 [OK] [Apply]
Twice PAT
PAT PAT
Twice NAT
1 [Configuration] > [Firewall] > [NAT Rules]
* [Add] [Add] > [Add NAT Rule Before Network Object NAT Rules]

« [Add] > [Add NAT Rule After Network Object NAT Rules]

» Twice NAT [Edit]

[Add NAT Rule]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




Twice PAT

any

a) [Match Criteria: Original Packet] > [Source Interface]

b) [Match Criteria: Original Packet] > [Destination Interface]

3 [Action: Translated Packet] > [Source NAT Type] [Dynamic PAT
(Hide)]

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



Twice PAT B

PAT PAT [Dynamic PAT (Hide)]
[Dynamic] PAT Twice PAT 194

4 IPv4 IPv6

a) [Match Criteria: Original Packet] > [Source Address]
[Browse Original Source
Address] IPv4
IPv6 1
any

b) [Match Criteria: Original Packet] > [Destination Address]
[Browse Original Destination

Address] IPv4
IPv6 1

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




Twice PAT

Twice NAT IP
NAT Twice NAT
Twice NAT
NAT  twice NAT 158
NAT [Browse]
[Source Interface]
NAT 205
5 IPv4 IPv6
IPv4  IPv6
a) [Action: Translated Packet] > [Source Address]
[Browse Translated Source Address]
IPv6 [Use IPv6 for interface PAT]
b) [Action: Translated Packet] > [Destination Address]

[Browse Translated
Destination Address]
IPv4 IPv6 1
FQDN

NAT

NAT 204

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



Twice PAT B

IP NAT 162
6

. [Match Criteria: Original

Packet] > [Service] TCP UDP

[Browse Original Service]

. [Action: Original Packet]

> [Service] TCP UDP

[Browse Translated Service]
NAT
NAT TCP UDP
TCP UDP NAT
not equal I=

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




B e Twice PAT

1 [Options] NAT
* [Enable rule] NAT
« [Description] 200
8 [OK] [Apply]
PAT Twice PAT
PAT PAT  Twice NAT

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



PAT Twice PAT B

1 [Configuration] > [Firewall] > [NAT Rules]
* [Add] [Add] > [Add NAT Rule Before Network Object NAT Rules]

* [Add] > [Add NAT Rule After Network Object NAT Rules]

» Twice NAT [Edit]

[Add NAT Rule]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




B e

m oo

Twice PAT

any

a) [Match Criteria: Original Packet] > [Source I nterface]

b) [Match Criteria: Original Packet] > [Destination I nterface]

[Action: Trandated Packet] > [Source NAT Type] [Dynamic]

1Pv4 IPv6

a) [Match Criteria: Original Packet] > [Source Address]
[Browse Original Source
Address] IPv4
IPv6 1
any
b) [Match Criteria: Original Packet] > [Destination Address]

[Browse Original
Destination Address]
IPv4 IPv6 1

Twice NAT IP

2 Cisco Secure Firewall ASA 7.24 ASDM



PAT Twice PAT B

NAT Twice NAT

Twice NAT
NAT  twice NAT 158

NAT [Browse]

[Source Interface]

NAT 205
IPv4 IPv6
IPv4  IPv6
a) [PAT Pool Translated Address]
[Browse Translated
PAT Pool Address]
[Source Address]
b) [Action: Trandated Packet] > [Destination Address)
[Browse Translated
Destination Address]
NAT
1 1
NAT 204
IP NAT 162

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




B e

m oo

TCP

Twice PAT

Packet] > [Service]

Packet] > [Service]

NAT

UDP

2 Cisco Secure Firewall ASA

[Match Criteria: Original
TCP UDP
[Browse Original Service]

[Action: Translated
TCP UDP
[Browse Translated Service]

NAT TCP UDP

NAT
not equal I=

1.24 ASDM



PAT Twice PAT B

PAT
* [Round Robin] /
1 PAT
PAT PAT
1 / 2
« [Extend PAT uniqueness to per destination instead of per interface] 8.4(3) 8.5(1)
8.6(1) PAT PAT
IP 65535
PAT PAT
65535 PAT
192.168.1.7:23 10.1.1.1:1027 192.168.1.7:80
10.1.1.1:1027
* [Translate TCP or UDP ports into flat range (1024-65535)] 8.4(3) 8.5(1)
8.6(1) 1 1024 65535
ASA
1 511 512 1023 1024 65535
1 65535 [Include range 1 to 1023]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




B e

m oo

Twice PAT

* [Include Reserved Ports (1 to 1023)]
1 1023

* [Enable Block Allocation] 9.5.1

PAT
1024 65535
PAT
IPv6
interface PAT]
IP
Interface]
[Options] NAT
2 Cisco Secure Firewall ASA 7.24 ASDM

1024 65535

NAT 1 1

PAT

[Fall through to interface PAT]
[Use IPv6 for

[Destination



PAT B

* [Enable rule] NAT
* [Description] 200
10 [OK] [Apply]
PAT NAT 1 1
RFC 6888
xlate
xlate
1024 65535 TCP UDP ICMP
1 1023
22 SSH 1024 65535
NAT
Twice NAT
NAT
* [Round Robin] PAT
PAT
/
. NAT
xlate
ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




PAT

PAT PAT
NAT xlate
NAT
show asp drop
pat-port-block-state-mismatch

. PAT
1
PAT
NAT
1 [Configuration] > [Firewall] > [Advanced] > [PAT Port Block Allocation]
« [Size of the block] 32 4096 512
64,512
1024 65535
100 12
 [Maximum block allocation per host]
4 4
UDP 4 TCP 4 ICMP
1 8 4
* [PBA Interim Logging]
syslog
ICMP TCP UDP
IP 21600 604800 6

7

%ASA-6-305017: Pba-interim-logging: Active protocolblock of ports for translation from
real_interfacereal_host_ifgo mapped_interfacenapped_ip_addsgstart port_nurend_port_num

2 PAT NAT
a) [Configuration] > [Firewall] > [NAT Rules]
b) NAT Twice NAT

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



Per-Session PAT Multi-Session PAT 9.0(1) .

c)
e Twice NAT [Original Packet] > [Source Address]
* [Type] = [Dynamic]
« [Pat Pool Translated Address] PAT
« [Enable Block Allocation]
d) [OK]
Per-Session PAT Multi-Session PAT 9.0(1)
TCP PAT UDP DNS
Per-Session PAT Multi-Session PAT Per-Session
PAT Per-Session PAT Multi-Session
PAT
Per-session PAT PAT
PAT Multi-Session PAT
Per-Session PAT
ASA xlate
TIME_WAIT Multi-Session
PAT PAT 30
HTTP  HTTPS Per-Session PAT 1
Per-Session PAT
IP 1 2000/
Per-Session PAT IP 1 65535/
Multi-Session PAT H.323 SIP Skinny
Per-session PAT Per-session
UDP PAT
eany IPv4 IPv6 any IPv4 IPv6 TCP
eany IPv4 IPv6 UDP

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




NAT

eany IPv4 IPv6 any IPv4 IPv6 TCP

eany IPv4 IPv6 UDP

1 [Configuration] > [Firewall] > [Advanced] > [Per-Session NAT Rules]

2
« [Add] > [Add Per-Session NAT Rule]
. [Edit]
3
* [Action] [Permit] [Deny]
multi-session PAT
* [Source] [--]
UDP
[TCP/port] [...]
« [Destination] [...]
UDP
[UDP/port] [TCP/port] [...]
1= ) >
100-200
4 [OK] [Apply]

NAT

NAT

2 Cisco Secure Firewall ASA 7.24 ASDM

m oo

per-session PAT

TCP
[UDP/port]

TCP



NAT B

NAT

NAT
NAT
NAT PAT
NAT
11: NAT
NAT
NAT
NAT IP
NAT
IP

12: NAT

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




m oo

NAT

NAT IP
NAT IP
twice NAT NAT IP
IP
IP
IP
NAT
FTP
\olP NAT
NAT
NAT
3 FTP HTTP SMTP
IP
NAT
IP IP
21 80 25
FTP HTTP
SMTP NAT 245
NAT
NAT
Web
8080 80
8080 Web
6785 80
NAT
NAT
Telnet IP /
23 / 23
NAT
NAT 1 1 1
1 1
NAT
2 Cisco Secure Firewall ASA 7.24 ASDM



ASDM

1
IP
13: NAT
10.1.2.27
Web
14:1 NAT

2 Cisco Secure Firewall ASA

NAT
IP/

URL

NAT 1 242

1.24 ASDM .




NAT 1 11 1

1
A 1 B 2 C
4 B 5 C 6
1
NAT
15: NAT
1
IP
IP IP
1 NAT PAT 2
TCP
IP 5
NAT

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



NAT NAT B

16: NAT

NAT
NAT

NAT NAT

1 NAT
. [Configuration] > [Firewall] > [NAT Rules]
[Add] > [Add Network Object NAT Rule]
. NAT [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups]

2
* [Name] a z A Z 0 9
64
* [Type]
* [IP Addresses] IPv4 IPv6
IPv4
10.100.10.0 255.255.255.0 IPv6
2001:DB8:0:CD30::/60
3 [NAT] [NAT]

4 [Add Automatic Translation Rules]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




NAT

5 [Type]

6 [Translated Addr]

m oo

1 1

172.20.1.1

2 Cisco Secure Firewall ASA

[Static]

172.20.1.1
172.20.1.6

1.24 ASDM

NAT

NAT46

NAT 204

10.1.11 10.1.16

NAT66 IPv6



NAT NAT

. NAT
[Browse Translated Addr]

IPv6 [Use IPv6 for interface PAT]
[Advanced]
1 NAT46 [Use one-to-one address translation] NAT 46
IPv4 IPv6 2 IPv4 2 IPv6
1 1
IPv4 1 1
8 [Advanced] [Advanced NAT Settings]
[OK]
« [Translate DNS replies for rule] DNS IP DNS
NAT DNS 288
« [Disable Proxy ARP on egress interface] IP
ARP ARP
265
. [Interface] NAT
* [Service] NAT
http
9 [OK] [Apply]
NAT
1 2
ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




B Twice NAT NAT

Twice NAT
NAT

Twice NAT NAT

1 [Configuration] > [Firewall] > [NAT Rules)]
* [Add] [Add] > [Add NAT Rule Before Network Object NAT Rules]

« [Add] > [Add NAT Rule After Network Object NAT Rules]

» Twice NAT [Edit]

[Add NAT Rule]

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



Twice NAT

any

a) [Match Criteria: Original Packet] > [Source Interface]

b) [Match Criteria: Original Packet] > [Destination Interface]

3 [Action: Translated Packet] > [Source NAT Type]
[Static]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM

NAT B

[Static]

"



Twice NAT NAT

4 IPv4 IPv6

a) [Match Criteria: Original Packet] > [Source Address]
[Browse Original Source
Address] IPv4
IPv6 1
any NAT

b) [Match Criteria: Original Packet] > [Destination Address]

[Browse Original Destination Address]

Twice NAT IP
NAT Twice NAT

Twice NAT
NAT  twice NAT 158

5 IPv4 IPv6

IPv4  IPv6

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



Twice NAT NAT B

a) [Action: Translated Packet] > [Source Address]
[Browse Translated Source Address]

NAT 1 1
NAT
/
IPv6 [Use IPv6 for interface PAT]
NAT 205
IP NAT 162
b) [Action: Translated Packet] > [Destination Address]

[Browse Translated
Destination Address]
FQDN

[Match Criteria: Original Packet] > [Service]
[Browse
Original Service]

[Action: Original Packet] > [Service]

[Browse

Translated Service]

DNS

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




Twice NAT

m oo

TCP

2 Cisco Secure Firewall ASA

NAT

NAT

1.24 ASDM

not equal



Twice NAT NAT B

1 NAT46 [Use one-to-one address translation]
NAT 46 IPv4 IPv6 2 IPv4 2
IPv6 1 1
IPv4 1 1
8 [Options] NAT
* [Enable rule] NAT
. [Translate DNS replies that match this rule] DNS DNS
A DNS
DNS
NAT DNS
288
* [Disable Proxy ARP on egress interface] IP
ARP
265
* [Direction] [Unidirectional] [Both]
« [Description] 200
9 [OK] [Apply]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




NAT

NAT

IP NAT
NAT 1 NAT
NAT
NAT NAT
VPN
NAT
17: NAT
NAT
NAT NAT
1 NAT
. [Configuration] > [Firewall] > [NAT Rules]
[Add] > [Add Network Object NAT Rule]
. NAT [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups]
2
* [Name] a z A Z 0 9
64
* [Type]
« [IP Addresses] IPv4 IPv6

IPv4

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



NAT

10.100.10.0 255.255.255.0 IPv6
2001:DB8:0:CD30::/60

3 [NAT] [NAT]

4 [Add Automatic Translation Rules]
5 [Type] [Static]

6 [Translated Addr]

NAT

1 [Advanced] [Advanced NAT Settings]
[OK]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




Twice NAT

* [Translate DNS replies for rule] NAT
« [Disable Proxy ARP on egress interface] IP
ARP ARP
265
. [Lookup route table to locate egress interface]
NAT
268
. [Interface] NAT
* [Service] NAT
8 [OK] [Apply]
1 2
Twice NAT
Twice NAT NAT
1 [Configuration] > [Firewall] > [NAT Ruleg]
* [Add] [Add] > [Add NAT Rule Before Network Object NAT Rules]

. ASDM 2 Cisco Secure Firewall ASA

1.24 ASDM



Twice NAT B

* [Add] > [Add NAT Rule After Network Object NAT Rules]

 Twice NAT [Edit]

[Add NAT Rule]

any

a) [Match Criteria: Original Packet] > [Source Interface]

b) [Match Criteria: Original Packet] > [Destination Interface]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




Twice NAT
3 [Action: Translated Packet] > [Source NAT Type] [Static]
[Static]
4 IPv4 IPv6

NAT

a) [Match Criteria: Original Packet] > [Source Address]
[Browse Original Source

Address] IPv4
IPv6 1
any
any
b) [Match Criteria: Original Packet] > [Destination Address]

[Browse Original Destination Address]

Twice NAT IP
NAT Twice NAT

Twice NAT
NAT  twice NAT 158

NAT

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



Twice NAT B

NAT 205

a) [Action: Translated Packet] > [Source Address] [Browse
Translated Source Address]
any
any
b) [Match Criteria: Translated Packet] > [Destination Address]
[Browse Translated

Destination Address]
FQDN

NAT

NAT 204
IP NAT 162

[Match Criteria: Original Packet] > [Service]
[Browse
Original Service]

[Action: Original Packet] > [Service]
[Browse
Translated Service]

DNS

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




Twice NAT

1

m oo

TCP

[Options] NAT

2 Cisco Secure Firewall ASA

NAT

1.24 ASDM

not equal



NAT B

« [Enable rule] NAT
. [Translate DNS replies that match this rule]
DNS NAT
« [Disable Proxy ARP on egress interface] IP
ARP
265
. [Lookup route table to locate egress interface]
NAT
268
« [Direction] [Unidirectional] [Both]
* [Description] 200
8 [OK] [Apply]
NAT
* [Monitoring] > [Properties] > [Connection Graphs] > [Xlates] xlate
xlate [Xlate Utilization] show xlate

« [Monitoring] > [Properties] > [Connection Graphs] > [Perfmon] NAT
[Xlate Perfmon] show perfmon
xlate

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .
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NAT

NAT 8.3(1) IP NAT
[Configuration]
> [Firewall] > [NAT Rules] [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups]
Twice NAT 8.3(1) Twice NAT 1

[Configuration] > [Firewall]
> [NAT Rules]

m oo

2 Cisco Secure Firewall ASA

1.24 ASDM



NAT B

NAT 8.4(2)/18.5(1) NAT
ARP ARP
8.4(2)
NAT
NAT
ARP NAT
NAT ARP
8.3 8.4(2) NAT
nat O access-list
ARP no-proxy-arp
route-lookup 8.3(2) 8.4(1)

unidirectional
8.3(1) 8.3(2) 8.4(1) 8.4(2)

NAT
no-proxy-arp route-lookup
unidirectional

[Configuration] >
Firewall] > [NAT Rules] > [Add/Edit Network Object] >

[Advanced NAT Settings] [Configuration] > [Firewall] >
[NAT Rules] > [Add/Edit NAT Rule]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .
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PAT 8.4(2)/8.5(1) 1 PAT
PAT
PAT
1 PAT
DoS
PAT
[Configuration] >
Firewall] > [NAT Rules] > [Add/Edit Network Object]
[Configuration] > [Firewall] > [NAT Rules] > [Add/Edit NAT
Rule]
PAT 8.4(3) PAT
IP
PAT
IP
8.5(1) 8.6(1)
PAT PAT 8.4(3)
0 511 512
1023 1024 65535
1024 PAT
PAT
3
1024 65535 1 65535

[Configuration] >

Firewall] > [NAT Rules] > [Add/Edit Network Object]
[Configuration] > [Firewall] > [NAT Rules] > [Add/Edit NAT

Rule]
8.5(1) 8.6(1)

m oo

2 Cisco Secure Firewall ASA
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NAT B

PAT PAT 8.4(3) PAT IP 65535
65535

PAT PAT

PAT

IP

65535
[Configuration] >
Firewall] > [NAT Rules] > [Add/Edit Network Object]
[Configuration] > [Firewall] > [NAT Rules] > [Add/Edit NAT
Rule]
8.5(1) 8.6(1)
ASDM 2 Cisco Secure Firewall ASA
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VPN IP 8.4(3)
1P NAT

nat

« Cisco IPsec

* NAT

ASDM

ASA

VPN

VP

VPN

N

VPN
NAT

Cisco TAC

. ASDM 2 Cisco Secure Firewall ASA
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NAT B

IPv6 NAT

9.0(1)

NAT  IPv6
IPv4  IPv6 IPv4
IPv6

[Configuration] > [Firewall]
> [Objects] > [Network Objects/Group] [Configuration] >
[Firewall] > [NAT Rules]

DNS

NAT 9.0(1)

NAT DNS
IPv4 NAT  IPv6 NAT NAT64
NAT DNS
DNS PTR

Per-Session PAT

9.0(1)

Per-session PAT PAT

PAT Multi-Session
PAT
Per-Session PAT
ASA
xlate
TIME_WAIT
Multi-Session PAT PAT
30
HTTP
HTTPS Per-session 1

Per-session IP

Per-session IP
1 65535/

TCP UDP
DNS Per-session PAT xlate
Multi-Session PAT
H.323 SIP Skinny Per-session PAT
Per-session

[Configuration] > [Firewall]
> [Advanced] > [Per-Session NAT Rules]

ASDM

2 Cisco Secure Firewall ASA
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NAT 9.3(1) NAT
[Configuration] > [Device Management] > [Advanced] > [Rule
Engine] NAT
NAT 9.5(1) PAT NAT 1
1
RFC
6888
[Configuration] > [Firewall] > [Advanced] > [PAT Port
Block Allocation] [Enable
Block Allocation] NAT Twice NAT
SCTP NAT 9.5(2) NAT
SCTP
Twice NAT SCTP
NAT/PAT  SCTP
[Configuration] > [Firewall] >
[NAT] /
NAT [Advanced NAT Settings]
NAT 9.12(1) NAT
syslog
305017
ICMP TCP UDP
IP
[ Configuration ]>
[ Firewall ]1>]
Advanced |>[PAT PAT

Port Block Allocation ]

m oo

2 Cisco Secure Firewall ASA
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NAT

PAT 9.15(1) PAT
PAT flat
PAT
1
PAT
PAT
PAT PAT
1 IP
1024 65535 512
PAT
1 1023
PAT IP
65535 4
32
PAT IP 16384
PAT
1023 65535
flat PAT
flat
PAT
include-reserve flat
PAT
PAT 1 1023
block-allocation
PAT 512
PAT
PAT
/ [NAT PAT Pool configuration]
ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM
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NAT 9.16(1) 0 NAT
0
NAT
1
0
show nat detail
9.17(1) www.example.com FQDN
FODN Twice Twice NAT
NAT DNS
IP
2 Cisco Secure Firewall ASA 7.24 ASDM

m oo



Web

10

NAT

NAT
. NAT 235
» Twice NAT 249
. NAT 262
* NAT 265
* VPN NAT 269
* IPv6 276
* NAT DNS 288
NAT
Web NAT

NAT
Web

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




Web NAT

18: Web NAT

1 [Configuration] > [Firewall] > [NAT]

2 [Add] > [Network Object NAT Rulg]
Web

3 NAT

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



Web nar i

4 [Advanced]

5 [OK] [ Edit Network Object ]
[OK] [ Apply ]
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. NAT NAT Web NAT NAT

NAT NAT Web
NAT NAT

NAT Web
Web

19: NAT Web NAT

1 [Configuration] > [Firewall] > [NAT]
2  [Add] >[Network Object NAT Rule]

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



NAT NAT Web NAT NAT .

3 NAT

4  [Translated Addr] NAT

a) [Add] > [Network Object] NAT
[OK]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




NAT NAT Web NAT NAT

b) [OK]
NAT

5 [Advanced]

6 [OK] [Edit Network Object] [OK]
[NAT Rules]

7  [Add] > [Network Object NAT Rule] Web

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



NAT NAT Web NAT NAT .

8 Web NAT

9  [Advanced]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




NAT 1

10 [OK] [ Edit Network Object ]
[OK] [ Apply ]
NAT 1
IP
IP
URL Web

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



NAT 1 B

20: 1 NAT
1 [ Configuration ]>[ Firewall ]>[NAT]
2 Add ]>] NAT Network Object NAT Rule ]
3 NAT

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




4

5

m oo

NAT 1

[Translated Addr]

a) [Add] > [Network Object]
[OK]

b)
NAT

[Advanced]

2 Cisco Secure Firewall ASA

1.24 ASDM

[OK]

NAT



FTP HTTP SMTP NAT .

6 [OK] [ Edit Network Object ]
[OK] [ Apply ]

FTP HTTP SMTP
NAT

NAT FTP HTTP
SMTP

NAT IP

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




- G SMTP NAT

21: NAT

1 [ Configuration ]>[ Firewall ]>[NAT]

2 FTP NAT
a) | Add ]>[ NAT Network Object NAT Rule ]
b) FTP

NAT

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



FTP HTTP SMTP NAT .

c [ Advanced ] FTP
FTP
d) [OK] [OK] [NAT]

3 HTTP NAT
a) | Add 1>[ NAT Networ k Object NAT Rule ]
b) HTTP

NAT

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




- G SMTP NAT

c [ Advanced ] HTTP
HTTP
d) [OK] [OK]
4 SMTP

a) [Add] > [Network Object NAT Rule]

b) SMTP
NAT

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM
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NAT



Twice NAT B

c [ Advanced ] SMTP
SMTP
d) [OK] [ Edit Network Object ]
[OK] [ Apply ]
Twice NAT
Twice PAT
2 10.1.2.0/24
209.165.201.11 209.165.202.129:

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .



Twice PAT

209.165.200.225
209.165.202.130:

22: Twice NAT
1 [Configuration] > [Firewall] > [NAT Rules] [Add] > [Add NAT Rule Before Networ k
Object NAT Rules] NAT DMZ
1
NAT 3 NAT

[Add NAT Rule After Network Object NAT Rules]
[Add NAT Rule]

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



TwicePAT I}

3 [Original Source Address] [Browse Original Source Address]

a) [Add] > [Network Object]
b) [OK]

c) [OK]
NAT

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




m oo

Twice PAT

[Original Destination Address]
Address] DMz

a) [Add] > [Network Object]

b) DMz 1
c)
NAT
NAT [Dynamic PAT (Hide)]

[Translated Source Address]
Address] PAT

a) [Add] > [Network Object]
b) PAT [OK]

2 Cisco Secure Firewall ASA

[Browse Original Destination

[OK]

[OK]

[Browse Translated Source

1.24 ASDM



TwicePAT I}

c) [OK]
NAT

7  [Translated Destination Address]

DMZnetworkl
NAT
8 [OK] NAT
9 [Add] > [Add NAT Rule Before Network Object NAT Rules] [Add NAT Rule After Network
Object NAT Rules] NAT DMZ
2

10

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




1"

12

13

14

m oo

Twice PAT

[Original Source Address]
myInsideNetwork

[Original Destination Address]
Address] DMZ

a) [Add] > [Network Object]

b) DMZ 2
c)
NAT
NAT [Dynamic PAT (Hide)]

[Translated Source Address]
Address] PAT

a) [Add] > [Network Object]
b) PAT [OK]

2 Cisco Secure Firewall ASA

[OK]

1.24 ASDM

[Browse Original Destination

[OK]

[Browse Translated Source



TwicePAT I}

c) [OK]
NAT

15 [Translated Destination Address]

DMZnetwork?2
NAT
16 [OK] NAT
17 [Apply]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




PAT

10.1.2.0/24
Web Telnet 1
Telnet 209.165.202.129:
Web
209.165.202.130:
23: Twice NAT
1 [Configuration] > [Firewall] > [NAT Rules] [Add] > [Add NAT Rule Before Networ k

Object NAT Rules| NAT Telnet
NAT 3 NAT

[Add NAT Rule After Network Object NAT Rules]
[Add NAT Rule]

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



rar i

3 [Original Source Address] [Browse Original Source Address]

a) [Add] > [Network Object]
b) [OK]

C) [OK]
NAT

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




PAT
4  [Original Destination Address] [Browse Original Destination
Address] Telnet/Web
a) [Add] > [Network Object]
b) [OK]
c) [OK]
NAT
5 [Original Service] [Browse Original Service]
Telnet
a) [Add] > [Service Object]
b) [OK]
c) [OK] NAT

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



rar i

6 NAT [Dynamic PAT (Hide)]
7  [Translated Source Address] [Browse Translated Source
Address] PAT

a) [Add] > [Network Object]
b) PAT [OK]

c) [OK]
NAT

8 [Translated Destination Address]
TelnetWebServer

NAT

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




PAT
9 [OK] NAT
10 [Add] > [Add NAT Rule Before Network Object NAT Rules] [Add NAT Rule After Network
Object NAT Rules] NAT Web
1"

12 [Original Source Address]
myInsideNetwork

13  [Original Destination Address] Telnet/Web
TelnetWebServer

14 [Original Service] [Browse Original Service]
HTTP

a) [Add] > [Service Object]
b) [OK]
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c)

15 NAT [Dynamic PAT (Hide)]

16 [Translated Source Address]
Address] PAT

a) [Add] > [Network Object]
b) PAT [OK]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM

rar i

[OK] NAT

[Browse Translated Source




NAT

c) [OK]
NAT

17 [Translated Destination Address]
TelnetWebServer

NAT

18 [OK] NAT
19 [Apply]
NAT
NAT
NAT

NAT
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nat I

24 : NAT
1 10.1.2.27  Web
10.1.2.27 209.165.201.10
2. 209.165.201.10 ASA
ASA ARP
3. ASA 209.165.201.10
10.1.2.27

NAT NAT
NAT

. 1P

PAT
« ARP ASA
ASA ARP
ARP
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NAT

* |IPv4 IPv6 2 IPv6
2 IPv4
NAT
NAT NAT
25: NAT

1 10.1.1.75 Web
10.1.1.75 209.165.201.15

2. 209.165.201.15 ASA

ASA IP
3. ASA 209.165.201.15 10.1.1.1.75
ASA

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



NAT B

4, 192.168.1.2
ASA 192.168.1.0/24 ASA
10.1.1.3
ASA ASA
ASA  NAT
IP NAT
164
ASA ARP ARP
ASA
NAT NAT 1:1
PAT
PAT IP
1
ARP
ARP MAC
[ Configuration ]>
[ DeviceManagement ]>] Advanced ]>[ARP]>[ARP
ARP Static Table ] ARP

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




m oo

ASA

NAT
255.255.255.255

URXWH)VLGH

NAT
NAT
NAT

NAT

ASA
twice NAT

2 Cisco Secure Firewall ASA

1P
ASA
1P 200.165.201.5
10.1.1.99
8.4(1)
IP
NAT
ARP
ARP
ARP
ARP
P
ARP
NAT
ASA
ARP
ASA
7.24 ASDM

10.1.1.0/24
209.165.201.5

ASA
8.3
IP
NAT
ARP
ARP
NAT

ARP
ASA ARP



26: NAT
NAT
AAA
Telnet
ASA
27: ARP Telnet
ASDM 2 Cisco Secure Firewall ASA

ARP

ASA
Telnet
ARP
Telnet

ARP

1.24 ASDM

nar i

Telnet

Telnet
NAT
ARP ASA NAT
Telnet




NAT

NAT ASA ASA
NAT ASA
ASA  NAT
NAT
. ASA
« NAT ASA  NAT
8.3(1) 8.4(1) NAT
NAT NAT
84 2 NAT
NAT
« NAT ASA
NAT
2

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM
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28: NAT
VPN NAT
NAT VPN
10.1.1.6 VPN
209.165.201.10 VPN
VPN
VPN ASA VPN
ASA ASA VPN
10.3.3.10 VPN
NAT
IP PAT
VPN

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .
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29: VPN

m oo

PAT

VPN
PAT
10.3.3.10 SMTP
10.3.3.10

10.1.1.6 10.3.3.10
PAT

NAT

2 Cisco Secure Firewall ASA

VPN

10.1.1.6
10.1.1.6

1.24 ASDM

ASA

VPN

NAT

ASA

PAT VPN
NAT



NAT

NAT ven i}

30: VPN NAT

NAT

(QDEOKDLUSLRUQRQ VSOLW WX Q@QHPOMGI QMWUD I ILF
VDPH VHFXULW\ WEBURBEVQWUD LQWHUIDFH

,GHQWLORFDIBLIQHWZRUNSHUIRWIREMHEWWHUIDBBHZKHQRLQWR QWHUQHW
REMHFEWWZRYUNQBORFDO
VXEQHW
QDWRXWVLGH RXWSLGHIPLRWHUIDFH

,GHQWLLQVLGHHWZRUNSHUIRIREMHREWWHUIDBBTZKHQRLQWR QWHUQHW
REMHFREWWZRIUNLGHBQZ
VXEQHW
QDWLQVLGH RXWVGE\EHDPLRWHUIDFH

8VHWZLFH$7WRSDVWUDIILEHWZHWEH QVL GHHW ZRVQIGVK31FOLH @WWKRXW
DGGUHWWDQV O DWIGHD W LMV
QDWLQVLGH RXWW.R¥HUPHNDWLOVLGHE@ALGHBEHVWLQDWWDWYEQBORFDO
YSQBORFDO

VPN

10.1.1.6
www.example.com NAT
IP PAT
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B onar VPN

VPN
10.1.1.6 10.2.2.78 NAT
NAT NAT
31: VPN PAT NAT
Firewalll VPN Firewalll  Firewall2
10.2.2.78
Telnet VPN
NAT VPN

VPN
NAT

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



NAT ven i}

32: VPN VPN

2 Firewalll NAT

(QDEOKDLUSILRU931FOLHQWIDIILF
VDPH VHFXULW\ WSBHBURPBEWQWUD LQWHUIDFH

,GHQWLORFDIBLIQHWZRUNSHUIRWREMHEWWHUIDBBHZKHQRLQWR QWHUQHW
REMHRMWZRUNQBORFDO

VXEQHW

QDWRXWVLGH RXWELGHPLRMWHUIDFH

,GHQWLLQVLGHRXOGHUWZRUNHUIRIREMHEWWHUIBBAZKHQRLQWRQWHUQHW
REMHWWZRERXOGHUBLQVLGH

VXEQHW

QDWLQVLGH RXWVE\GDPLRWHUIDFH

,GHQWLLQVLGHDQRVHQHWZRIRNUXVH. QW ZLFH$7UXOH
REMHFWMWZRUNQMRVHBLQVLGH
VXEQHW

8VHWZLFH$7WRSDVWUDIILEHWZHW®&H6RXO GRIHW ZRDQGWVKH31FOLH@WWKRXW
DGGUHWWYDQVODWIGRHR W LV$V
QDWLQVLGH RXWWRXHURPNDWERXOGHUBLGWROGEHGHUBLQVLGH
GHVWLQDWWHODWYBEQBORKB@QBORFDO

S8VHWZLFH$ 7WRSDVWUDIILEHWZHW® 96 R X O GBIMW Z RDUQIG D Q RVHZ LW K R X W
DGGUHWWD QV O DWIGHD W LMV
QDWLQVLGH RXWW.RHURHVDWERXOGHUBL@R)XEHGHUBLQVLGH
GHVWLQDWWOWYDQMRVHBLQADLEWRVHBLQVLGH

8VHWZLFH$ 7WRSDVWUDIILEHWZHW®K31FOLH@MGDQRVHLWKRXW
DGGUHWWD QV O DWIGRHD W LMV

QDWRXWVLGH RXWVREHRHVDWYBQBORNBQBORFDO
GHVWLQDWWO@WYDQMRVHBLQADLEWRVHBLQVLGH

Firewall2 NAT

,GHQWLLIQVLEGEDQRVHQHWZRUNHUIRREMHEQWHUIBBHZKHQRLQWRQWHUQHW
REMHERMAWZRUDNQMRVHBLQVLGH
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- VPN

VXEQHW
QDWLQVLGH RXWVE\@DPLRWHUIDFH

,GHQWLLQVLGHRXOGRIHWW ZRIRNXVH. QW ZLFH$7UXOH
REMHRWWZRERXOGHUBLQVLGH
VXEQHW

,GHQWLORFDIBLIQHWZRIRNJXVH. QW ZLFH$7UXOH
REMHFRMWWZRYNQBORFDO
VXEQHW

S8VHWZLFH$ 7WRSDVWUDIILEHWZHW®KBDQ RVHIHW ZRNNG@b6 R X O GHLUN K R X W
DGGUHWWDQV O DWIGRHD W LMV
QDWLQVLGH RXWW.RHURHVDWYBPQMRVHBLQADLEWRVHBLQVLGH
GHVWLQDWWOQERXOGHUBL@RXAHEHUBLQVLGH

S8VHWZLFHS7WRSDVWUDIILEHWZHW&HWBDQRVHOHWZRDQAUGVKHW31IFOLHQ@WWKRXW
DGGUHWVYDQVODWIGHR W LV$V
QDWLQVLGH RXWW.RXURPHNDWYPQMRVHBLQ\WDUEWHRVHBLQVLGH
GHVWLQDWWODWYBEQBORKBQBORFDO

NAT VPN

m oo

VPN ASA
ASA
ASDM SSH Telnet SNMP
ping
ASA Telnet VPN
NAT VPN 269
NAT VPN 271 NAT
NAT
ASA NAT
ASA
IP
ASA IP
VPN
268
2 Cisco Secure Firewall ASA 7.24 ASDM



NAT VPN B

33: VPN

NAT

(QDEOKDLUSLRUQRQ VSOLW WXQ@QHOMG QWIDIILF
VDPH VHFXULW\ WEBURPBEVQWUD LQWHUIDFH

(QDEORMDQDJHPBEOMHVRQLQVLGHF
PDQDJHPHQW DIRFHMGMH

,GHQWLORFDIBLIQHWZRUNSHUIRWIREMHEWWHUIDBBHZKHQRLQWR QWHUQHW
REMHFRM WZRYUNQBORFDO
VXEQHW
QDWRXWVLGH RXW8LGHIPLRWHUIDFH

,GHQWLLQVLGHHWZRUNSHUIRIREMHEWWHUIDBBTZKHQRLQWR QWHUQHW
REMHFMWWZRIUNLGHBQZ

VXEQHW

QDWLQVLGH RXWVGGEHDPLRWHUIDFH

SVHWZLFH$ 7TWRSDVWUDIILEHWZHWRH QVLGMHHWZRDQGVKI931FOLH@WWKRXW
DGGUHWUYDQVODWIGRHRWLMY Z URXWH ORRNXS
QDWRXWVLGH LQWRHURHVDWYBQBORNBQBORFDO
GHVWLQDWWOWLOVLGHAMALGHBIRXWH ORRNXS

NAT VPN

VPN NAT
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IPv6

m oo

NAT
« show nat detail NAT
« show conn all
1. NAT VPN
2. show nat detail  show conn all
3. NAT
4. show nat detail  show conn all
IPv6 IPv4
NAT 2 IPv6
IPv6
* NAT64 NAT46 IPv6 IPv4 2
1 IPv6 IPv4 1 IPv4 IPv6
1 twice NAT DNS
DNS
twice NAT DNS 2 Network
Object NAT
NAT46
* NAT66 IPv6 IPv6 NAT
NAT PAT IPv6
NAT
NAT64 NAT 46 NAT66
2 Cisco Secure Firewall ASA 7.24 ASDM



NAT64/46 [PV IPv4 B

NAT64/46 1Pv6 IPv4
IPv6 IPv4 IPv6
IPv4 IPv4 IPv6
2 IPv4 IPv6 IPv4
IPv6 IPv4 IPv6
* NAT64 IPv4 IPv6
1 1
PAT NAT NAT
IPv6
* NAT 46 IPv6 IPv4
IPv4 IPV6
NAT 46
PAT
IPv6 IPv4 2
1 twice NAT DNS
DNS twice NAT
DNS 2 Network Object NAT
NAT64/46 IPv6 IPv4
IPv6
IPv4 DNS 1 twice NAT
NAT64 NAT46
IP PAT
IPv6 IPv4 IPv4

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




B navesss IPv6 IPv4

2001:db8::/96

1 IPv6
a) [Configuration] > [Firewall] > [Objects] > [Network ObjectsGroups]
b) [Add] > [Network Object]

c)
* Name [inside_v6]
* Type [Network]
« IP Version [IPv6]
* IP Address 2001:db8::
* Prefix Length 96

d) [OK]

2 IPv6 IPv4 Twice NAT

a) [Configuration] > [Firewall] > [NAT Rules]
b) [Add] >[Add NAT RuleBefore Netw ork Object NAT Rules]
c) [Match Criteria: Original Packet]

* Source Interface [inside]
« Destination Interface [outside]

* Source Address inside_v6

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



NAT64/46 IPva DNS IPv6 B

« Destination Address inside_v6

* Service [any]

d) [Match Criteria: Translated Packet]
« Source NAT Type [Dynamic PAT Hide ]
* Source Address

* Destination Address [any]

e) [OK]
2001:db8::/96
IPv4
NAT64 PAT
IPv4 IPv4 2001:db8::/96
1
NAT64/46 IPv4 DNS IPv6
IPv6 IPv4
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B navesss IPv4

m oo

DNS IPv6
IP PAT
IPv6 IPv4 IPv4
2001:db8::/96
NAT46 DNS DNS
A IPV4 AAAA IPV6 IPv4
IPv6
IPvV6 2001:DB8::100 www.example.com
Web
1 2001:DB8::D1A5:CA81 DNS DNS
NAT DNS
« 2001:DB8::100  209.165.201.1 NAT64
PAT
« 2001:DB8::D1A5:CA81  209.165.202.129 NAT46 D1A5:CA81  IPv6
209.165.202.129
2. DNS www.example.com  209.165.200.225 A
DNS NAT46 A IPv6
AAAA AAAA 209.165.200.225
2001:db8:D1A5:C8E1 DNS

* 209.165.202.129  2001:DB8::D1A5:CA81

*209.165.201.1  2001:db8::100

2 Cisco Secure Firewall ASA 7.24 ASDM



NAT64/46 IPva DNS IPv6 B

3. IPv6 Web IP www.example.com
2001:db8:D1A5:C8E1 HTTP D1A5:C8E1  IPv6
209.165.200.225 HTTP
+2001:DB8::100  209.156.101.54 NAT64
PAT
+ 2001:db8:D1A5:C8E1  209.165.200.225 NAT46

1 [Configuration] > [Firewall] > [NAT Rules]

2 IPv6 NAT64 PAT
a) [Add] > [Network Object NAT Rul€]
b)
» Name [inside_v6]

» Type [Network]

« IP Version [IPv6]

* IP Address 2001:db8::
« Prefix Length 96

c) NAT [Dynamic] [Dynamic PAT (Hide)]
d) [Translated Address]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




B navesss IPv4 DNS IPv6

e) [Advanced]
* Source Interface [inside]

« Destination Interface

f) [OK]
g) [OK] NAT
2001:db8::/96
IPv4
NAT64 PAT
3 IPv4 NAT46
a) [Add] > [Network Object NAT Rule]
b)
* Name [outside_v4_any]

* Type [Network]
 IP Version [IPv4]
* IP Address 0.0.0.0

* Netmask 0.0.0.0

C) NAT
* NAT Type [Static]

* Translated Address 2001:db8::/96

d) [Advanced]

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



NATG6 IPv6 IPv6 B

« Translate DNS Replies for Rule
« Source Interface [outside]

« Destination Interface [inside]

e) [OK]
f) [OK] NAT
IPv4
IPv4 2001:db8::/96
DNS A IPv4 AAAA IPv6
IPv4 IPV6
NAT66 IPv6 IPv6
IPv6 IPv6
IPv6 NAT
NAT PAT IPv6 NAT
NAT66
Network Object NAT
twice NAT NAT
NAT66
Network Object NAT IPv6
2001:db8:122:2091::/96 2001:db8:122:2999::/96
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B name

1 [Configuration] > [Firewall] > [NAT Rules]

2 IPv6 NAT
a) [Add] >[Network Object NAT Rule]
b)
« Name [inside_v6]

* Type [Network]

 IP Version [IPv6]

* IP Address 2001:db8:122:2091::
« Prefix Length 96

c) [NAT Type] [Static]
d) [Translated Address] 2001:db8:122:2999::/96

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



NAT66 IPv6 par [

e) [Advanced]

« Source Interface [inside]

« Destination Interface [outside]

f) [OK]
9) [OK] NAT
2001:db8:122:2091::/96
2001:db8:122:2999::/96
NAT66
NAT66 IPv6 PAT
NAT66 IPv6
NAT66 PAT
PAT

PAT

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




B name

1 [Configuration] > [Firewall] > [NAT Rules]

2

m oo

IPv6 PAT

IPv6

a) [Add] >[Network Object NAT Rulg]
b)

« Name [inside_v6]
* Type [Network]

 IP Version [IPv6]

 |P Address 2001:db8:122:2091::

« Prefix Length 96

c) NAT [Dynamic]
d) [Translated Address]

e) [Use IPv6 for Interface PAT]

2 Cisco Secure Firewall ASA

PAT

[Dynamic PAT (Hide)]

1.24 ASDM



f) [Advanced]

« Source Interface [inside]

« Destination Interface

g9) [OK]
h) [OK] NAT
NATG66 PAT
ASDM 2 Cisco Secure Firewall ASA

NAT66

2001:db8:122:2091::/96
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IPv6

N |




- DNS

NAT DNS

NAT DNS
ASA DNS
DNS DNS
NAT DNS
IPvd A IPv6  AAAA DNS
DNS A

NAT44 NAT66 NAT46

NAT DNS

. NAT64 NAT46 DNS

A IPv4 AAAA IPv6
* DNS
* DNS IP

DNS

DNS

. A AAAA PAT
DNS PAT
* twice NAT
A B
Twice NAT
* DNS NAT
DNS
DNS NAT DNS

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM

PTR
DNS A
NAT64
DNS
DNS
PAT
DNS
1
DNS IP
DNS DNS
DNS NAT



DNS DNS B

. DNS NAT xlate
xlate
NAT
* DNS DNS
5
NAT DNS
DNS ftp.cisco.com
ftp.cisco.com 10.1.3.14
209.165.201.10
NAT
DNS
ftp.cisco.com
DNS
ftp.cisco.com DNS DNS
209.165.201.10
DNS 10.1.3.14 DNS
ftp.cisco.com 209.165.201.10
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B oons DNS

1 [Configuration] > [Firewall] > [NAT]
2 [Add] > [Network Object NAT Rule]

3
NAT

. ASDM 2 Cisco Secure Firewall ASA

FTP

1.24 ASDM



DNS DNS B

4 [Advanced] DNS
5 [OK] [ Edit Network Object ]
[OK] [ Apply ]
DNS DMz ftp.cisco.com IP
DNS DMZ
DMz
209.165.201.10 ASA DNS 10.1.3.14

ftp.cisco.com
DMZ
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B ons DNS

DNS DNS 2
ASA DMZ DNS
192.168.1.10
34:DNS DNS
FTP DNS
ftp.cisco.com DNS
DNS 209.165.20.10
ftp.cisco.com 10.1.2.56

DNS
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DNS DNS B

1 [Configuration] > [Firewall] > [NAT]
2 [Add] > [Network Object NAT Rule]

3 FTP
NAT

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




B onse

4 [Advanced] DNS
5 [OK] [ Edit Network Object ]
[OK] [ Apply ]
IPv4 FTP DNS
IPv6 ftp.cisco.com
DNS DNS 209.165.200.225
ftp.cisco.com 2001:DB8::D1A5:C8E1 D1A5:C8E1
IPv6é  209.165.200.225 DNS
DNS NAT
IPv6 PAT
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1 [Configuration] > [Firewall] > [NAT]

2 FTP DNS
a) | Add ]>[ NAT
b) FTP
NAT
1 [Use one-to-one address translation]
ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM

DNS64

NAT

Network Object NAT Rule ]

NAT46

1




B onse

c) DNS
[Advanced]

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



DNSG64 B

d) [OK] [Network Object] [OK]
3 DNS NAT
a) [Add] > [Network Object NAT Rule]
b) DNS
NAT NAT46 1
1 [Use one-to-one address translation]
c) [Advanced]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




B onse

m oo

d)

d)

€)

[OK] [Network Object]

IPv6 PAT
[Add] > [Network Object NAT Rule]

NAT
[PAT Pool Translated Address]

[Browse PAT Pool Translated Address]

[Browse PAT Pool Translated Address]

2 Cisco Secure Firewall ASA

L]

[OK]

1.24 ASDM

IPv6

PAT

[OK]

PAT

[Add] > [Network Object]
[OK]

PAT



DNS64 B

f) [Advanced]

9) [OK] [Network Object]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




B e

5 [OK]

PTR

m oo

DNS
[Apply]
FTP DNS ASA
10.1.2.56
ASA DNS
ftp.cisco.com
2 Cisco Secure Firewall ASA 7.24 ASDM

DNS

DNS



PTR DNS B

35:PTR DNS
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B e

m oo

DNS

2 Cisco Secure Firewall ASA
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IPv6

« MAP-T
« MAP
« MAP

IPv4

MAP
IPv4

MAP
MAP-T

MAP-T

MAP-T
IPv4

MAP

ASDM

309

2 Cisco Secure Firewall ASA

11

MAP

MAP IPv4 IPV6
IPv4
MAP 303
MAP 305
306
308

(MAP) (SP)

IPv6 MAP
IPv4

MAP RFC7597 RFC7598 RFC7599
NAT46 MAP
IPV6 Sp IPv4
NAT46 Sp
MAP MAP-E 2 ASA
MAP-E
IPv4 Sp
1 1
IPv4

IPV6 SP IPv6

SP IPv4
7.24 ASDM




m oo

MAP-T

IPv6 SP IPv4
IPv4
36 : MAP-T
MAP-T SP IPv6
IPv4 IPv4 Sp
MAP-T  NAT64 IPv4 IPv6
MAP-T
MAP-T
. CE CE
CE IPv4/IPv6 IPv6
WAN IPv6
IPv4 1
LAN IPv4 IPv6
CE 1 MAP
. BR ASA BR
IPv4/IPv6 MAP
BR IPv6 1 IPv4
IPv4 1 IPv4 IPv6
BR 1 MAP
MAP CE BR
* MAP MAP MAP-T CE MAP-T BR
BR CE BR
CE
2 Cisco Secure Firewall ASA 7.24 ASDM



MAP B

MAP

MAP
« ASA MAP
FMR
« MAP VPN
. NAT MAP NAT MAP
. MAP
« CTIQBE
« DCERPC

o [Diameter]

* WINS

* GTP

*H.323 H.225 H.245 RAS

*ILS LDAP

* IP RFC 791 2113
* IPSec Pass Through

* LISP

* M3UA

* MGCP

* MMP

* NetBIOS

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




|

« PPTP
* RADIUS

* RSH

* RTSP

* SIP

* SKINNY

* SMTP ESMTP
* SNMP

« SQL*Net

* STUN

* Sun RPC

« TFTP

« WAAS

« XDMCP

. FTP

MAP-T

MAP-T 1
BR MAP-T

25 MAP-T
25

1 [Configuration] > [Device Setup] > [CGNAT Map]
2

« [Add] MAP
« MAP [Edit]

[Delete]

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



MAP-T B

3 [MAP Domain Name] 48
/
4 [Default Mapping Rule] [Rule IPV6 Prefix]  [Rule IPv6 Prefix Length]
RFC 6052 IPv4 IPv6
64 32 40 48 56 64
96 IPv4 0
2001:DB8:CAFE:CAFE::/64
BR MAP IPv4
MAP IPv6
5 [Basic Mapping Rule] IP
CE IPv4
CE
IPv4 IPv4
NAT44 IPv6
IPv6 IPv4
IPv6 BR
* [Rule IPV4 Prefix] [Rule IPv4 Subnet Mask] IPv4
CE IPv4 CE IPv4
IPv4
MAP
IPv6
192.168.3.0 255.255.255.0
MAP IPv4
* [Rule IPV6 Prefix] [Rule IPv6 Prefix Length] IPv6 CE IPv6
MAP
IPv6
IPv6
IPv4 CE IPv6
MAP IPv6 MAP /
IPv6 64 8
MAP IPv6
2001:DB8:FFFF:F000::/64
« [Share Ratio] 1
65536 2 1 2 4 8
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« [Start Port]
1 32768

6 [OK]

MAP

MAP

MAP

[Monitoring] > [Properties]
MAP

0$3'RPDLQ
'"HIDXOWDSSLGXOH
,3Y SUHILJ

2 1 2 4 8
1024

[MAP Domains]

show map-domain

[Filter]

GE FDIH FDIH

%DVLFDSSLGXOH
,3Y SUHIL[ FDIH FDIH
,3Y SUHILJ

VKDUBIDWLR
VWD UWRUW

36, OHQJIWK
36," RIIVHW

5X0OHKH$ ELWHQJIJWK

0$3'RPDLQ
'"HIDXOWDSSLGXOH
,3Y SUHIL[ GE

‘DUQLQPDS GRPDLERQILIXUDWIRQ@FRPSOBWERWQHIIHFW

MAP syslog

syslog

syslog MAP

« 305018: MAP translation from interfacename:soute IP address/soure port-destinationP
address/destinatioport to interfacename:tanslatedsouice IP address/tanslatedsource
port-translateddestinationlP address/tanslateddestinationport

MAP

m oo

2 Cisco Secure Firewall ASA
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MAP B

* 305019: MAP node address IP address/porthas inconsistent Port Set ID encoding

MAP
) ID RFC7599
MAP
* 305020: MAP node with address IP addressis not allowed to use port port
MAP
MAP
9.13(1) (MAP)
MAP-T (SP)
IPv6 MAP
IPv4
IPv4
MAP
RFC7597 RFC7598 RFC7599
[Configuration] >
[Device Setup] > [CGNAT Map] [Monitoring] >
[Properties] > [MAP Domainsg|

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .
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ASA
TCP
TCP

. 313

. 320
. 321

. 323

. 331

ASA
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1 service-policy

ASDM [Service Policy Rules]
2. class class
ASDM
class
inspect  set connection timeout class
inspect
CLI ASDM
CLI 1 1
CLlI

$FFHVOLVWAWHGQFODVRDSV
,Q$6'0 WKHWDSWRFDOO RXWIURPVNKHWDWFKRNVNKHLPHLHOGYV

DFFHVV OLQWLGHBPE®H H[WHQ GS$HGU P LWF S DQ\HTVLS
DFFHVV OLQWLGHBPSFIBQH H[WHQGGIBQXG KRVW DQ\HTVQPS
DFFHVV OLQYWLGHBPSFIBQH H[WHQG3HEUP LYVG S DQ\HTVQPS

DFFHVV OLQWLGHBPSFBOH H[WHQGHEUP LLVPDQ\DQ\
6103PDSRU6103LQVSHFWLRQLHBO@EXW
,Q$6'0 WKLPDSWRFDOO RXWUXOBFWLRQRUWKHODVY LQVERELF\
VQPS PYRPS Y RQO\
GHQYHUVLRQ
GHQYHUVLRQ
GHQYHUVLRR
L QVSHFWISR@QLFRDSWRGHILQ®# 3 EHKDYLRU
7KHVLS KLJKQVSHFWSRQLFDSPXVWHUHIHUUW®E\ DQLQVSHNWSFRPPDQG
LQWKWHUYLBSHROLFRDS
,Q$6'0 WKLPDSWRFDOO RXWUXOBFWLRQRUWKWLS FODVV LQEROMF\
SROLF\ PBISSHLQVSHWNWSVLS KLJK
SDUDPHWHUYV
UWS FRQIRUPIDQIRUFH SD\ORDGW\SH
QRWUDIILF QRQ VLS
VRIWZDUH YHWDFAVRIQP® VIR J
XUL QRQ VILEWLRP@®VMRJ

2 Cisco Secure Firewall ASA 7.24 ASDM



VWDWH FKHFNAWQURSQ RS FRQQHFMRLRQ
PD[ IRUZDUGY YDOLGBWLREQ ROR]J
VWULFW KHDGHU Y D MFG\DLWEQRRS R J
&ODVRDSWRGHILQWUDIILEDWFKL@RUWKHQVLGH FODXWUH
,Q$6'0 WKLPDSWRFDOO RXWIURPNKHDWFKRWKHLPHLHOGYV
FODVV PD@VLGH FODVV
PDWFKFFHVV OLQWLGHBPSFB
&ODVRDSWRGHILQWUDIILEFDWFKL@UWKWLS FODVV LQUKX®H
,Q$6'0 WKLPDSWRFDOO RXWIURPNKHDWFKRRNVKHLPHLHOGYV
FODVV PDISS FODVV LQVLGH
PDWFKFFHVV OLQWLGHBPSF
&ODVRDSWRGHILQWUDIILFDWFKL@UWKHQVLGH FODMOH
,Q$6'0 WKLPDSWRFDOO RXWIURPNKHDWFKRRNVKHLPHLHOGYV
FODVV PD@VLGH FODVV
PDWFKFFHVV OLQWLGHBPSFB
3ROLFRDSNKDBMWFWXDGHILQHWKIWHUYLBROLAIXOMHVQDPHWBHVW LQVLGH SROLF)
,Q$6'0 WKLFRUUHVSR®RWKHROGHMWFDOO RXW
SROLF\ PWSHVW LQVLGH SROLF\
JLUVWXOHQWHVW LQVLGH SR®IPHGLS FODVV LQV,IQBASHFWN WUDIILF
7KHVLS FODVV LQUKGBSSOLMAKINLS KLIKQVSHFWSRQLFPDSVRS,3LQVSHFWLRQ
,Q$6'0 HDFINXOARRUUHVSR®RED OO RXW
FODVVLS FODVV LQVLGH
LQVSHWNWSVLS KLJK
FHFRQUXOHLQVLGH FOBBBOLHBY03LQVSHFWKRRQDQ6103PDS
FODVMQVLGH FODVV
LQVSHFM®PSYQPS Y RQO\
7KLUGXOHLQVLGH FOD$¥SSOLH&03LQVSHFWLRQ
FODVMQVLGH FODVV
LQVSHEWPS
YRXUWKXOHFODVY GHID%G®WOLHRQQHFWLRGW L @IVEHQDEOKYHYWDWLVWLFV
FODVFODVY GHIDXOW
VHWRQQHFWWRPHRMWEU\RQLF KDOI FORVHG LGOH
UHVHGF G
XVHU VWDWLWWERXQWLQJ
7KHVHUYLFH SRERPWPDOSSOLMKISROLFMDSUXOMHWRWKH QVLGHQWHUIDFH
7KLWRPPDQGWLYDWHWSROLFLHV
VHUYLFH SROIHYW LQVLGH SIROMNAUIDRH LGH
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8:
RADIUS RADIUS J
333
357
401
. 429
NetFlow NetFlow
QoS QoS 515
QoS QoS 515
TCP UDP 477
TCP
TCP 477
TCP 477
user-statistics
2 Cisco Secure Firewall ASA 7.24 ASDM
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QoS

NetFlow

QoS

QoS

QoS

TCP UDP
TCP

TCP

TCP

ASDM 2 Cisco Secure Firewall ASA

ASA

ASA

319
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. HTTP 1 HTTP

2
. FTP 1 HTTP
HTTP FTP
2
. HTTP 1 IPv6
IPv6
1. QoS
2. TCP TCP UDP TCP
TCP
ASA AAA TCP FTP
TCP
3.
1. IPv6
2. IP
3. WAAS

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



4,
319
5. QoS
6. QoS
NetFlow
* QoS QoS
ASA 1
318
Default Inspection Traffic
CLI
69 UDP
ASA ASA  TFTP
21 TCP ASA  FTP
ASA
TCP UDP ICMP
ICMP
1

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .
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HTTP HTTP
HTTP
ICMP
IPv6
IPv6
* NetFlow
« SCTP
«TCP  UDP
- TCP
- TCP
. 3/4
2 Cisco Secure Firewall ASA

255
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TCP

ICMP

335

335

255



ASDM

* match

235
TCP
TCP
FTP
. 1
2
1
QoS
show service-policy
QoS
2 Cisco Secure Firewall ASA 7.24 ASDM

FTP

FTP

show

clear conn

FTP
FTP
1
clear local-host




« DNS
«FTP

* H323 H225

*« H323 RAS

* RSH

* RTSP

*« ESMTP

¢ SQLnet
 Skinny SCCP
* SunRPC

«SIP

* NetBios

« TFTP

. IP

ASA  default-inspection-trafficDefault Inspection Traffic
3/4

69 UDP
ASA ASA  TFTP 21 TCP
ASA  FTP
ASA

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



class-default
3/4

ASA class-default ASDM
TCP TTL

class-default

1 ASDM

[Add Service Policy Rule Wizard]

FTP
TCP
FTP TCP
FTP FTP
FTP

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




1 [Configuration] > [Firewall] > [ServicePolicy Rules] [Add] [Add] >[Add Service
Policy Rul€]

2 [Create a Service Policy and Apply To]
a)

b) [Interface]

e) [Drop and log unsupported IPv6 to IPv6 traffic] IPv6

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



f)

IPv6 syslog 767001 syslog
[Next]
3 [Traffic Classification Criteria]
[Next]
* [Create a new traffic class]
o [Default Inspection Traffic] ASA
TCP UDP [Next]
322
NAT
337 ASA
Default Inspection Traffic
Source and Destination IP Address (ACL ) Default Inspection Traffic
Default
Inspection Traffic
* [Source and Destination IP Address (uses ACL)]
[Next]
ACL
ACL
ACE [Match]
[Do Not Match]
10.1.1.25
10.1.1.0/24
2 [Match]
10.1.1.0/24 [Do Not Match] 10.1.1.25
Do Not Match Match
10.1.1.25 Match

ASDM

2 Cisco Secure Firewall ASA 7.24 ASDM
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ACE 1
[Addrule
to existing traffic class] ACE
* [Tunnel Group] QoS
1
[Any Traffic] [Source and Destination
IP Address (uses ACL)] [Default Inspection Traffic]
[Next]
[Match
flow destination IP address] IP
* [TCP or UDP or SCTP Destination Port] 1
[Next]
ASDM
]
[Source and Destination IP
Address (uses ACL)]
* [RTP Range] RTP [Next]
2000 65534 RTP
16383
« [IP DiffServ CodePoints (DSCP)] IP 8 DSCP
[Next]
[Match] [DSCP]
* [IP Precedence] IP TOS
4 Precedence [Next]
* [Any Traffic]
* [Add rule to existing traffic class]
ACE
[Source and Destination IP Address (uses ACL)]
ACE
ACE 1
ACE
[Next]
2 Cisco Secure Firewall ASA 7.24 ASDM



* [Use an existing traffic class]

CLI
class-map

« [Use class default as the traffic class]
class-default class-default ASA

ASA

class-default

4 [Next]

5 [Rule Actions] 1

315
6 [ Finish ]

ASA [Add
Service Policy Rule]

RADIUS
RADIUS

RADIUS RADIUS
RADIUS

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM .




1 [Configuration] > [Firewall] > [Service Policy Rules] [Add]

Management Service Policy Rul€]
2 [Create a Service Policy and Apply To]

a)

b) [Interface]

c)
d)
e) [Next]

3 [Traffic Classification Criteria]
[Next]

* [Create a new traffic class]

* [Source and Destination IP Address (uses ACL)]
[Next]

ACL
ACE [Match]

10.1.1.0/24

2 [Match]

10.1.1.0/24 [Do Not Match]
Do Not Match
10.1.1.25

* [TCP or UDP or SCTP Destination Port] 1
[Next]
ASDM

-]

Address (uses ACL)]

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM

[Add] > [Add

ACL

[Do Not Match]

10.1.1.25

10.1.1.25

Match

[Source and Destination IP



« [Add rule to existing traffic class]

ACE
[Source and Destination IP Address (uses ACL)]
ACE
ACE 1
ACE
[Next]
* [Use an existing traffic class]
1
CLI
class-map

4 [Next]
5 [Rule Actions] 1

* RADIUS [RADIUS Accounting Map]

[Configure]
315

. 501
6 [ Finish ]

. 1

. 1 ASA

. ASA

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




ACE
ASA
ACE
ACE ACL

ACE

1 [Configuration] > [Firewall] > [Service Policy Rules]
ACE

2 [Move Up] [Move Down]

ACE

3 ACE [Apply]

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM
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7.0(2)
RADIUS 7.2(1) RADIUS
class-map type
management inspect radius-accounting
7.2(1)
class-map type inspect
7.2(1)
class-map
typeregex regex match regex
match |8.0(2) match
any any 1

match all

ASDM

2 Cisco Secure Firewall ASA
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ASDM

348

2 Cisco Secure Firewall ASA

333
343

353
354

ASA

ASA

ASA  ACL

1.24 ASDM .




TCP UDP

ASA

ASA

ASA

URL

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



match

M3UA

ASDM

2
ASA
Request Method
Request Method
2
SIP

2 Cisco Secure Firewall ASA

ASA

HTTP
Header Host Length
Header Host Length

match

match

GTP
M3UA

ASP

1.24 ASDM




« CTIQBE

¢ H323 H225 RAS
* |Psec

* MGCP

* MMP

* RTSP

* SCCP Skinny

* WAAS

IPv6
IPV6
* Diameter
* DNS over UDP
«FTP
«GTP
« HTTP
«ICMP
* IPSec
* [Pv6
* M3UA
* SCCP  Skinny
* SCTP
«SIP
« SMTP
« VXLAN

NAT64
* DNS over UDP

«FTP
« HTTP
« ICMP
« SCTP

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



. PAT NAT NAT
NAT NAT
NAT 337
. ASA
200 FTP
FTP 200 201
. TCP
TCP
TCP
. TCP
MSS SACK
TCP
TCP
*« ASA TCP/UDP
ICMP ICMP
ASA
ping
NAT
1
NAT
ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




NAT

* ASA
FTP
ASA
10:
Application NAT
CTIQBE TCP/2748 PAT — —
NAT64
PAT
DCERPC TCP/135 NAT64 — —
Diameter TCP/3868 NAT/PAT RFC 6733
TCP/5868
TCP/TLS
SCTP/3868
DNSover UDP |UDP/53 NAT WINS RFC 1123 DNS over TCP
DNS over TCP | UDP/443 DNS
TCP/53 DNS/TCP
UDP/443 Cisco Umbrella
DNScrypt
FTP TCP/21 RFC 959 —
PAT
GTP UDP/3386 PAT —
GTPVO
NAT
UDP/2123
GTPvi1+
2 Cisco Secure Firewall ASA 7.24 ASDM

m oo



NAT

Application NAT
H.323 H.225 TCP/1720 ITU-T H.323
RAS UDP/1718 UDP | paT H.245
RAS 1718 H225.0
1719 PAT
Q.931 Q.932
NAT
NAT64
HTTP TCP/80 — RFC 2616 ActiveX  Java
MTU
MTU Java
ActiveX 1
ICMP ICMP — — ASA
ICMP
ICMP ERROR ICMP — —
ILS LDAP TCP/389 PAT —
NAT64
PAT RFC 3860
NAT64
IM
P RSVP NAT64 RFC 791 RFC
2113
IPsec Pass UDP/500 PAT —
Through
NAT64
IPv6 — NAT64 RFC 2460
LISP — NAT PAT —
M3UA SCTP/2905 RFC 4666
NAT PAT
ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM




NAT

Application NAT
MGCP UDP/2427 PAT RFC 2705bis-05 | —
2727
NAT64
PAT
MMP TCP/5443 PAT - _
NAT64
NetBIOSName |UDP/137 138 PAT — NetBIOS NBNS UDP
Server over IP
NAT64 137 NBDS UDP 138
NAT
PPTP TCP/1723 NAT64 RFC 2637 —
PAT
RADIUS UDP/1646 NAT64 RFC 2865 —
RADIUS
Accounting
RSH TCP/514 PAT Berkeley UNIX | —
NAT64
PAT
rtsp TCP/554 PAT RFC 2326 HTTP
NAT64 2327 1889
PAT
SCTP SCTP — RFC 4960
SCTP
NAT
NAT/PAT
NAT
2 Cisco Secure Firewall ASA 7.24 ASDM

m oo



NAT B

Application NAT
SIP TCP/5060 RFC 2543 Cisco IP Phone
SIP UDP/5060 TETP
NAT/PAT
PAT
NAT64 NAT46
PAT
SKINNY TCP/2000 — Cisco IP Phone
ScCp NAT TFTP
PAT
NAT64 NAT46 NAT66
PAT
SMTP TCP/25 NAT64 RFC 821 1123 |—
ESMTP
SNMP UDP/161 162 |NAT PAT RFC 1155 v.2 RFC 1902 1908 v.3RFC
Cisco Secure 1157 1212 2570 2580
Firewall 1213 1215 EXOS
Extens_lble SNMP
Operating System
FXOS
UDP/4161
SQL *Net TCP/1521 PAT — v.l v.2
NAT64
PAT
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Application NAT
STUN TCP/3478 WebRTC RFC5245 5389 |—
UDP/3478 NAT/PAT 44
Cisco Spark
NAT/PAT44 64
NAT/PAT
Sun RPC TCP/111 PAT — —
UDP/111 NAT64
TFTP UDP/69 NAT64 RFC 1350 IP
PAT
WAAS TCP/1 65535 PAT — —
NAT64
XDMCP UDP/177 PAT — —
NAT64
PAT
VXLAN UDP/4789 N/A RFC 7348 Virtual Extensible Local Area

Network

m oo

_default_esmtp_map

DNS

2 Cisco Secure Firewall ASA

ESMTP

show running-config all policy-map
[Tools] > [Command Line Interface]

1.24 ASDM

preset_dns_map



NAT 337

1 [Configuration] > [Firewall] > [Service Policy Rules]
2

. [Global] inspection_default

[Edit]
. [Add] > [Add Service Policy Rule]
[Rules]
[Edit]
NAT
337
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RADIUS
RADIUS 463

3 [Rule Actions] [Protocol Inspection]

a)

b) [OK]

c) [Apply]

d) [Protocol Inspections]

[Configure]
[Configuration] > [Firewall] > [Objects] >
[Inspect Maps]

11:

CTIQBE CTIQBE 401
DCERPC DCERPC 358
Diameter Diameter 434
Diameter
[Enable encrypted traffic inspection]
TLS
[Manage]

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM



DNS DNS 361
[Enable DNS snooping]
DNS DNS
UDP
DNS DNS
DNS
ASA
DNS
UDPDNS
DNS
ESMTP SMTP SMTP
387
FTP FTP 365
[Use Strict FTP]
FTP
Web FTP
GTP GTP 429
H.323 H.225 H.323 402
H.323 RAS H.323 402
HTTP HTTP 370
ASDM 2 Cisco Secure Firewall ASA
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m oo

ICMP ICMP 375
ICMP Error ICMP 376
ILS ILS 376
IM
377

IP-Options IP 379
IPSec IPsec 382
IPv6 IPv6 383
LISP LISP
M3UA M3UA 435
MGCP MGCP 408
NetBIOS NetBIOS 385
PPTP PPTP 386
RADIUS RADIUS
Accounting 437

RADIUS

2 Cisco Secure Firewall ASA 7.24 ASDM



RSH RSH 387
RTSP RTSP 411
SCCP Skinny SCCP 420
Skinny
SCTP SCTP
433
SIP SIP 414
SIP

[Enable encrypted traffic inspection]

TLS

[Manage]
SNMP SNMP 392
SQLNET SQL*Net 393
STUN STUN 424
SUNRPC SunRPC 393

UDP
111 TCP 111 Sun
RPC
TCP 111
SUNRPC
TFTP TFTP 395
ASDM 2 Cisco Secure Firewall ASA
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WAAS TCP 33
Cisco Wide Area Application Services

XDMCP XDMCP 396
VXLAN VXLAN 396
6 [OK] [Finish]
URL
HTTP
URL
regex
ASA URL
/ http://
http:/
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12:

d.g
dog dag dtg
doggonnit
(exp)
d(ola)g dog dag
dolag do ag
ab(xy){3}z abxyxyxyz
doglcat dog cat
? 0 1
lo?se Ise lose
* 01
lo*se
Ise lose loose
+ 1
lo+se lose
loose Ise
& {x} X
ab(xy){2}z abxyxyz  abxyxyxyz
[abq
[abc] a b c
["abd
[*abc] a b c
["A-Z]
1
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1 [Configuration] > [Firewall] > [Objects] > [Regular Expressions]

[a-c] [a-Z]
[abcg-Z] [a-cg-Z] a
b cgrstuvwXxyz
[abc] [-abc]
" test"
N
\
\[
char
\r oxod
\n 0x0a
\t 0x09
\f 0x0c
\XNN 16 16 2 ASCII
\NNN 8 8 3 ASCII
040

2 [Regular Expressions]

m oo

2 Cisco Secure Firewall ASA

1.24 ASDM



« [Add]

. [Edit]

3 [Value] [Build]

100
[Build]

a) [Build Snippet]
[Snippet Preview]

« [Starts at the beginning of the line (")]

AN

* [Specify Character String]

[Escape Special
Characters] \
example.com
example\.com

[Ignore Case]
cats [cCI[aA][tT][sS]

* [Specify Character]

* [Negate the character]

* [Any character (.)]
dg dog dag dtg

doggonnit
* [Character set]
[0-9A-Za-7] 0 9
A Z [\n\Art]
* [Special character] V2 + | L (N
\
* [Whitespace character] \n \f \r

\t
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* [Three digit octal number] 8
\040

16
\

* [Two digit hexadecimal humber]

* [Specified character] 1

b)

* [Append Snippet]

* [Append Snippet as Alternate]

cat

* [Insert Snippet at Cursor]

c)

d) [Selection Occurrences]

test me

more times] test (me)+

« [Zero or one times (?)] 0 1
Ise lose

* [One or more times (+)]
lose loose

* [Any number of times (*)] 0 1
lo*se Ise lose loose

* [At least] X
abxyxyxyz

* [Exactly] x

e)
[Test]

f) [OK]

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM

ab(xy){3}z

ASCII 3

ASCII 2

dog|cat dog

[Regular Expression]
[Apply to Selection]
[One or

me
lo?se

1 lot+se

ab(xy)}{2}z

abxyxyz

abxyxyxyz
[Test]

[OK]



1 [Configuration] > [Firewall] > [Objects] > [Regular Expressions]|
2 [Regular Expressions Classes]

* [Add]
. [Edit]
3 [Add]
4 [OK]
[Tools] >[Command LineInterface]
Cisco.com

« show service-poalicy inspect protocol

inspect

DVDVKRXHUYLFH SRQDMSHBW V

*OREDSROLF\
6HUYLFH SROLEREDOBSROLF\
&ODVV PORVSHFWLRQBGHIDXOW
,QVSHFWQWUHVHWBGQVBPBNMHW ORFNDLO

PLQ SNW UDVBMWY VHF IDLO FORVH
PHVVDJH OHODWMK XPOLH@OXWRGURS
PHVVDJH OHODWMHXP GURS
GQV JXDUHFRXQW
SURWRFRO HQIRUFRHPRIQW
QDW UHZULIPRX QW

DVD

ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM
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» show conn

« show ctigbe
CTIQBE

* show h225
H.225
* show h245
H.245

* show h323ras
H.323 H.323 RAS

* show mgcp {commands| sessions }

MGCP MGCP

* show sip
SIP
* show skinny
Skinny SCCP
* show sunrpc-server active

Sun RPC

7.2(1)
class-map type inspect

7.2()
class-map
typeregex regex match regex
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match |8.0(2) match
any any 1

match all
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* DCERPC
* DNS
*FTP

* HTTP

* ICMP

* ICMP
*ILS

«IP

* IPsec

* IPv6

* NetBIOS
* PPTP

* RSH

* SMTP

* SNMP

* SQL*Net
* Sun RPC
* TFTP

* XDMCP
* VXLAN

333

358
361
365
370
375
376
376
377
379
382
383
385
386
387
SMTP 387
392
393
393
395
396
396
397
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B ocerec

DCERPC

DCERPC
DCERPC
DCERPC

DCERPC Microsoft MSRPC Microsoft

NAT
DCERPC EPM TCP 135

TCP EPM
IP EPM
EPM

DCE uuliD

. EPM UUID EPM

* |SystemMapper UUID EPM

* RemoteCreatelnstance opnum4

» RemoteGetClassObject opnum3

» OxidResolver UUID EPM

* ServerAlive2 opnum5
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DCERPC .

DCERPC

DCERPC DCERPC
DCERPC

match

[Configuration] > [Firewall] >[Objects] > [ClassMaps] > [DCERPC]

1 [Configuration] > [Firewall] > [Objects] >[I nspect Maps] > [DCERPC]

2
* [Add]
[Customize]
3 40
4 [DCERPC Inspect Map] [Security Level]

[OK]
DCERPC

[Details]

[UUID Filtering]
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B ocerec

* [Pinhole Timeout]

1193:0:0

« [Enforce endpoint-mapper service]

« [Enable endpoint-mapper service lookup]

6 [Inspections]
DCERPC
a)
* [Add]
. [Edit]

b) [Single Match]
DCERPC

c)
[No Match]
uuiD

e msrpc-epm Microsoft RPC EPM
e ms-rpc-isystemactivator  1SystemMapper

* ms-rpc-oxidresolver  OxidResolver

d)

e) [OK]
7 [OK]
DCERPC

. ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM

[Multiple Match]

[Match]

TCP

0:0:1



DNS B

343
DNS
DNS
DNS preset_dns_map
. DNS 512
* DNS over TCP
. DNS
* DNS ASA DNS ASA
DNS DNS ASA
DNS ID DNS ID
* NAT DNS
. DNS
255 63
Cisco ASA CPU
CPU ASA
CPU

DNS
DNS
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B ons

DNS DNS
DNS
[Inspection] [Configuration] > [Firewall] >
[Objects] > [ClassMaps] > [DNS]
DNS

1 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [DNS]
2
* [Add]
[Customize]
3 40
4  [DNS Inspect Map] [Security Level]
[Low]
[OK]
DNS
[Details]
5  [Protocol Conformance]
« [Enable DNS guard function] DNS ASA DNS
ASA DNS DNS
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DNS B

ASA DNS ID DNS ID

* [Enable NAT re-write function] DNS NAT

« [Enable protocol enforcement] DNS
255 63

« [Randomize the DNS identifier for DNS query]

« [Enable TCP inspection] DNSover TCP

DNS/TCP 53 DNS
TCP/53

« [Enforce TSIG resource record to be present in DNS message]

[Filtering]

* [Global Settings]
512 65535

« [Server Settings] [Drop packets that exceed specified maximum length] [Drop packets sent
to server that exceed length indicated by the RR] DNS
512 65535

« [Client Settings] [Drop packets that exceed specified maximum length] [Drop packets sent
to server that exceed length indicated by the RR] DNS
512 65535

[Mismatch Rate] DNS ID

[Inspections]

DNS

a)
« [Add]

. [Edit]
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B ons

m oo

b) [Single Match]

DNS
c)
[No Match]
example.com
* [Header Flag]
Oxfff
QR RA
* [Type] DNS
IPv4 AXFR
NS
DNS
« [Class] DNS
Internet DNS

¢ [Question] DNS

* [Resource Record] DNS
d)
e)
f) TSIG

[Primary Action]  [None]

TSIG
9) [OK]
[Umbrella Connections]

2 Cisco Secure Firewall ASA 7.24 ASDM

[Multiple Match]

[Match]
[NoMatch] example.com
16 0x0
1
AA
RD TC
CNAME IXFR
SOA TG
0 65535
0 65535
TSIG
TSIG
[Log] [Disable]

Cisco Umbrella



[Configuration] > [Firewall] > [Objects] > [Umbrella]

DNS

Cisco Umbrella

FTP

Cisco Umbrella
Cisco Umbrella
Cisco Umbrella
FQDN

CiscoUmbrella 105

e [Umbrella] Cisco Umbrella Cisco

Umbrella [Umbrella Tag]

ACL Umbrella

ID

« [Enable Dnscrypt] DNScrypt Cisco Umbrella
DNScrypt Umbrella
1
DNScrypt UDP/443
DNS
DNS UDP/443
. Umbrella DNS DNS
CiscoUmbrella
DNS Umbrella
DNS DNS
UmbrellaDNS
DNS
Umbrella
10 [DNS Inspect Map] [OK]
DNS
343
FTP
FTP
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FTP

FTP FTP 4

«FTP
PORT PASV

«FTP /

. 303002

* Audit record 201005 is generated if the secondary dynamic channel preparation failed due to
memory shortage.

. 1P

FTP
FTP

FTP

FTP Web FTP
FTP
[Configuration] > [Firewall] > [Service Policy Rules] > [Edit Service Policy Rule] > [Rule
Actions] > [Protocol Inspection] FTP [Configure]

FTP FTP
ASA FTP

FTP
«FTP ASA

* ASA

* 227 PORT
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FTP

FTP B

ASDM

FTP FTP RFC FTP
FTP
FTP TCP/21 FTP FTP
HTTP

FTP FTP

. PORT PASV 5
5 PORT
TCP
. FTP RFC <CR><LF>
* RETR STOR
. PORT PORT
TCP
. PASV 227
PASV TCP
227 xxxxx al, a2, a3, a4, p1, p2
* TCP ASA TCP
. 1024
1 1024
TCP
. PORT PASV
8 8 TCP
* ASA SYST FTP X
FTP
FTP no mask-syst-reply
FTP

2 Cisco Secure Firewall ASA 7.24 ASDM .




FTP

FTP

FTP FTP
FTP

FTP

[Inspection]

[Objects] > [ClassMaps] > [FTP]
DNS

FTP

FTP

FTP

FTP
FTP

FTP
FTP

[Configuration] > [Firewall] >

1 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [FTP]

2
« [Add]

[Customize]

. ASDM 2 Cisco Secure Firewall ASA

1.24 ASDM



4 [FTP Inspect Map]

FTP B

[Security Level]
[High]

[OK]

FTP

[File Type Filtering]

5 [Parameters]

SYST

6 [Inspections]

FTP

a)

« [Add]

b) [Single Match]

c)

ASDM

FTP

* [File Name]

« [File Type]

* [Server] FTP

* [User]

2 Cisco Secure Firewall ASA

[Details]

MIME

[Edit]
[Multiple Match]

[Match]
[No Match]
example.com [No Match] example.com

MIME

1.24 ASDM .




B e

* [Request Command]

* APPE
* CDUP
* DELE
* GET
* HELP
* MKD
* PUT

* RMD
* RNFR
* RNTO

*SITE

* STOU

d)

TCP
e) [OK]

7 [FTP Inspect Map]
FTP

HTTP

HTTP

inspect

. ASDM 2 Cisco Secure Firewall ASA

[OK]

HTTP

1.24 ASDM

FTP

343



HTTP B

HTTP

HTTP

HTTP

HTTP HTTP

HTTP HTTP
HTTP

HTTP

HTTP
HTTP
HTTP

HTTP

HTTP

ASCII
Web
URL

HTTP
HTTP HTTP
« RFC 2616

* RFC

HTTP

HTTP
HTTP

HTTP HTTP
HTTP

[Inspection] [Configuration] > [Firewall] >
[Objects] > [ClassMaps] > [HTTP]
HTTP
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1 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [HTTP]

2
« [Add]

[Customize]

4 [HTTP Inspect Map]

HTTP

[URI Filtering] URI

5 [Parameters]

* [Body Match Maximum] HTTP
200

* [Check for protocol violations]

. ASDM 2 Cisco Secure Firewall ASA

[Security Level]
[Low]

[OK]

[Details]

HTTP

1.24 ASDM



HTTP B

* [Spoof server string] HTTP
82

6 [Inspections]

HTTP
a)

* [Add]

. [Edit]
b) [Single Match] [Multiple Match]

HTTP
c) [Match]
[No Match]
example.com [No Match] example.com
« [Request/Response Content Type Mismatch] accept
MIME 1

* [Request Arguments]
* [Request Body Length]
* [Request Body]

* [Request Header Field Count]

accept accept-charset
accept-encoding accept-language allow authorization cache-control connection
content-encoding content-language content-length  content-location content-md5
content-range content-type cookie date expect expires from host if-match
if-modified-since if-none-match if-range if-unmodified-since last-modified
max-forwards pragma proxy-authorization range referer te trailer transfer-encoding
upgrade user-agent via warning

* [Request Header Field Length]

[Request Header Field Count]
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B e

m oo

2

* [Request Header Field]

* [Request Header Count]

* [Request Header Length]

* [Request Header Non-ASCII] ASCII

* [Request Method]

bcopy bdelete bmove bpropfind bproppatch connect copy delete edit get
getattribute  getattributenames getproperties head index lock mkcol mkdir move
notify options poll post propfind proppatch put revadd revlabel reviog revnum
save search setattribute startrev stoprev subscribe trace unedit unlock
unsubscribe

* [Request URI Length] URI

* [Request URI] URI

* [Request Body]
ActiveX Java

* [Response Body Length]

* [Response Header Field Count]

accept-ranges age allow
cache-control connection content-encoding content-language content-length
content-location content-md5 content-range content-type date etag expires
last-modified location pragma proxy-authenticate retry-after server set-cookie
trailer transfer-encoding upgrade vary via warning www-authenticate

* [Response Header Field Length]

[Response Header Field
Count]

* [Response Header Field]

Cisco Secure Firewall ASA 7.24 ASDM



* [Response Header Count]

* [Response Header Length]

ICMP

* [Response Header Non-ASCII] ASCII

« [Response Status Line]
d)
e) [OK]

7 [HTTP Inspect Map] [OK]
HTTP
343
ICMP ICMP
TCP UDP
ICMP ACL ICMP ASA
ICMP
ICMP
1
ASA ICMP ICMP
ASA
ping
NAT ICMP ICMP
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B oow

ICMP
343
ICMP ASA NAT ICMP
ASA
IP
ASA ICMP
ASA ICMP
NAT
traceroute ASA
ASA
IP
NAT ICMP ICMP
NAT ICMP ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
343
Internet Locator Service ILS LDAP
ILS Microsoft NetMeeting ~ SiteServer Active Directory
NAT LDAP IP
ILS PAT
LDAP LDAP
NAT NAT
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ILS ASA
TCP 389 LDAP

ILS H225 UDP
TCP TCP
TCP timeout ASDM
[Configuration] > [Firewall] > [Advanced] > [Global Timeouts]

60

ILS
. ID NAT
ILS
343
IM IM
IM
inspect IM
IM
IM
M
IM
IM IM

[Configuration] > [Firewall] > [Objects] > [Class
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Maps] > [Instant Messaging (IM)] IM

1 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [I nstant Messaging (IM)]

2
* [Add]
. [Edit]
3 40
4
IM
a)
* [Add]
. [Edit]
b) [Single Match] [Multiple Match]
IM [Manage]
c) [Match]
[No Match]
example.com [No Match] example.com
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* [Protocol] IM Yahoo Messenger  MSN Messenger
* [Service] IM Web

* [Version] 1M

« [Client Login Name] IM

« [Client Peer Login Name] IM

* [Source IP Address] IP
« [Destination IP Address] IP

* [Filename] IM

d)

e) [OK]

5 [IM Inspect Map] [OK]
IM

343

IP

IP [IP Options]
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IP RFC IANA
http://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml
IP RSVP
IP
IP
IP _default_ip_options_map
RSVP

* Router Alert

RSVP
Router Alert RSVP
\olIP
syslog 106012
show service-policy
inspect ip-options
IP IP
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http://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml

1 [Configuration] > [Firewall] > [Objects] >[I nspect Maps] > [I P Optionsg]

2
* [Add]
. [Edit]
3 40
4 [Drop] [Allow]
[Allowed] [Drop]
. [Clear]
RFC
791 http://tools.ietf.org/html/rfc791 / /
IP RFC IANA
http://www.iana.org/assignments/ip-parameters/ip-parameters.xhtmi
5 [OK]
IP

343
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http://tools.ietf.org/html/rfc791
http://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml

. IPsec

Internet Protocol Security
IP

IPsec
IPsec
IPsec
IPsec
AH
ESP
NAT
IPsec
IPsec
10

m oo

IPsec

IP

AH

NAT

2 Cisco Secure Firewall ASA

IPsec

50 AH IP
ACL
IPsec
IPsec
7.24 ASDM

IPsec
IPsec

IKE UDP 500
51

IPsec

PAT

_default_ipsec_passthru_map
ESP
AH

IPsec

IPsec

ESP

ESP



IPv6 B

-

[Configuration] > [Firewall] > [Objects] >[I nspect Maps] > [I Psec Pass Through]

2
* [Add]
[Customize]
3 40
4 [IPsec Pass Through Inspect Map] [Security Level]
[OK]
IPsec
[Details]

5 ESP AH
6 [OK]

IPsec

IPv6
IPv6 IPv6
IPv6 IPv6

RFC 2460
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|

IPv6
IPv6
IPv6
IPv6
IPv6
. IPv6
* RFC 2460 IPv6
IPv6
IPv6

-—

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [I Pv6]

2
* [Add]
. [Edit]
3 40
4 [Enforcement] IPv6
RFC 2460 IPv6
5 [Header Matches] IPv6
a)
* [Add]
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NetBIOS B

. [Edit]
b) IPv6
. AH
. ESP

* [Routing header] 1

* [Header Count]

« [Routing header address count]

0
c)
d) [OK]
6 [IPv6 Inspect Map] [OK]
IPv6
343
NetBIOS
NetBIOS NetBIOS NBNS
NetBIOS IP NAT
NETBIOS NetBIOS

NetBIOS
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B e

-—

PPTP

m oo

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [NetBIOS]

* [Add]
. [Edit]
40
[Check for Protocol Violations]
[OK]
NetBIOS
343
PPTP PPP
1 TCP 2 PPTP GRE
PPTP GRE
2 PPP
PPTP
PPTP GRE
ASA PPTP /
RFC 2637 PPTP 1
1 TCP
xlate GRE
2 Cisco Secure Firewall ASA 7.24 ASDM

PPTP
TCP
GRE

PPTP
xlate



RSH

SMTP

SMTP

PPTP PPTP PAT

PAT  PPTPTCP
RFC 2637 GRE
GRE RFC1701 RFC 1702

PPTP
343
RSH
514 RSH RSH TCP
STDERR
RSH
NAT
RSH
343
ESMTP
/
ESMTP
ESMTP
ESMTP
SMTP ESMTP
SMTP
ESMTP SMTP
ESMTP
ESMTP
e SMTP 7 SMTP 8
ASDM 2 Cisco Secure Firewall ASA 7.24 ASDM

RSH B

GRE
PAT
RSH TCP
TCP
ASA
SMTP
SMTP
3




B eswre

. SMTP AUTH EHLO ETRN HELP SAML SEND SOML STARTTLS
VRFY

* SMTP RFC 821 DATA HELO MAIL NOOP QUIT RCPT RSET

* SMTP
108002 RFC821
ESMTP
. <CR><LR>
* MAIL RCPT
< >
> <
* SMTP
X

500 Command unknown: "XXX'

ESMTP ATRN ONEX VERB CHUNKING
«TCP
ESMTP SMTP
Telnet SMTP 4
ESMTP _default_esmtp_map
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ESMTP B

. ESMTP 2

0 0 SMTP

CR LF
. 512
. 100
. 998
. 998
* MIME 255
e others EHLO

ESMTP
ESMTP
1

1 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [ESMTP]
2
* [Add]

[Customize]
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B eswre

4 [ESMTP Inspect Map] [Security Level]
[OK]
ESMTP
[Details]
[MIME File Type Filtering]
5 [Parameters]
* [Mask Server Banner] ESMTP
« [Encrypted Packet Inspection] ESMTP over TLS
TLS
STARTTLS
6 [Filtering]
* [Configure mail relay]
* [Check for special characters]
| NUL
7 [Inspections]
a)
* [Add]
. [Edit]
b) [Match]
[No Match]
example.com [No Match] example.com

 [Body Length] ESMTP
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ESMTP B

* [Body Line Length] ESMTP

» [Commands] 1
auth data ehlo etrn helo help mail noop quit rcpt rset
saml soml vrfy
« [Command Recipient Count]

* [Command Line Length]

* [EHLO Reply Parameters] ESMTP EHLO
1 8bitmime auth binaryname checkpoint dsn
etrn others pipelining size vrfy
 [HeaderLength] ESMTP
 [Header LineLength] ESMTP
* [Header To: Fields Count] To
« [Invalid Recipients Count]
* [MIME File Type] MIME
* [MIME Filename Length]
e [MIME Encoding] MIME 1
7bit 8bit base64 binary others quoted-printable

* [Sender Address]

* [Sender Address Length]

EHLO

d) [OK]
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8 [ESMTP Inspect Map] [OK]
ESMTP
343
SNMP
SNMP
SNMP v3
v3 SNMP
UDP/161 162
FXOS UDP/161 FXOS
UDP/4161
SNMP
FXOS SNMP SNMP
SNMP UDP/4161
SNMP SNMP
SNMP
SNMP SNMP
1 2 2 3 SNMP
SNMP

1 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [SNMP]

2 [Add]

3 SNMP
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SQL*Net B

4 [OK]
343
*

SQL*Net

SQL*Net

SQL*Net 1 2 Transparent Network
Substrate  TNS TDS
SQL*Net
NAT
SQL*Net 1521 Oracle  SQL*Net
SQL IANA
SQL*Net
SQL*Net
* SQL TCP 1521 SQL SQL*Net
65000 16000
. SQL CPU
SQL*Net clear conn port 1521
SQL*Net
343
Sun RPC
Sun RPC

Sun RPC

Sun RPC Sun RPC
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NFS
Sun RPC NFS NIS
SunRPC
rpcbind
Sun RPC
SunRPC
ASA
Sun RPC NAT PAT
Sun RPC
Sun RPC

Sun RPC

TCP

Sun RPC

1 [Configuration] > [Firewall] > [Advanced] > [SUNRPC Server]

« [Add]
. [Edit]

* [Interface Name]
* [IP Address/Mask] Sun RPC

* [Service ID]

Sun RPC UNIX

« [Protocol]
* [Port/Port Range]

e [Timeout] SunRPC

4 [OK]

2 Cisco Secure Firewall ASA

m oo
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Linux

TCP

UbDP

100003

UDP

111

Sun RPC

sunrpcinfo



TFTP B

Sun RPC show sunrpc-server active
[Tools] > [Command Line Interface]

KRVWQDWKRXXQUSF VHWFWLY H
12&$1)25(,*16(59,&(7,0(287

LOCAL IP
FOREIGN
IP

clear
sunrpc-server active

TFTP

TFTP
TFTP  RFC 1350 TFTP
TFTP RRQ WRQ
ERROR TFTP
RRQ WRQ
PAT
TFTP
TFTP TFTP
1
TFTP PAT TFTP
TFTP
343
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XDMCP

VXLAN

m oo

XDMCP UDP

XWindows
TCP

XDMCP

XWindows

VHWHQ®3/$<;VHUYHU Q

XDMCP

PAT
XDMCP

177
TCP

ASA

Virtual Extensible Local Area Network VXLAN

ASA VXLAN

VXLAN

inspection_default

2 Cisco Secure Firewall ASA

X X
ASA Xhosted
TCP
ASA  established
established
6000 |n Xserver
Xserver
IP
NAT XDCMP
343
ASA VXLAN
VXLAN
VXLAN
VTEP VXLAN
VXLAN
4789 UDP default-inspection-traffic
VXLAN
ACL
7.24 ASDM



DCERPC ISystemMapper |9-4(1) ASA 83 EPM DCERPC
UuID RemoteGetClassObject ISystemMapper UUID
opnum3 RemoteCreatelnstance opnum4
RemoteGetClassObject opnum3
ASDM
VXLAN 9.4(1) ASA VXLAN
[Configuration] > [Firewall] >
[Service Policy Rules] > [Add Service Policy Rule] > [Rule
Actions] > [Protocol Inspection]
ESMTP TLS 9.4(1) ESMTP
TLS
noallow-tls
84 725 85 1.23 8.6 1.16 8.7
1.15 9.0 4.28 9.1 6.1 9.2 32 9.3
12 93 22
IP 9.5(1) IP IP
IP

[IP Options Inspect Map]

ASDM

2 Cisco Secure Firewall ASA

1.24 ASDM




DCERPC 9.5(2)
UuID

DCERPC OxidResolver ServerAlive2
opnum5 NAT
DCERPC
UuiD

UuID DCERPC

[Configuration] > [Firewall] > [Objects] > [Class Maps] >
[DCERPC]

[Configuration] > [Firewall] > [Objects] >
[Inspect Maps] > [DCERPC]

DNS over TCP 9.6(2)

DNS over TCP TCP/53

[Configuration] >
[Firewall] > [Objects] > [Inspection M aps] > [DNS][Add/Edit]

Cisco Umbrella 9.10(1)

Cisco Umbrella

DNS Cisco Umbrella
FQDN
FQDN
Cisco Umbrella
URL
Umbrella DNS

[Configuration] >
[Firewall] >[Objects] > [Umbrella] [Configuration] >
[Firewall] >[Objects] > [Inspect Maps| > DNS.

Cisco Umbrella 9.12(1)

Cisco Umbrella

DNS Umbrella DNS
DNS
Umbrella
Umbrella DNS
Umbrella

[Configuration] > [Firewall] >
[Objects] > [Umbrella] [Configuration] > [Firewall] >
[Objects] > [Inspect Maps] > [DNS]
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XDMCP | 9.15(1)

XDMCP

XDMCP
XDMCP

XDMCP

ASDM
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333

* CTIQBE 401

* H.323 402

* MGCP 408

« RTSP 411

*SIP 414

« Skinny SCCP 420

* STUN 424

. 425
CTIQBE NAT PAT NAT

Cisco IP SoftPhone Cisco TAPI/JJTAPI Cisco CallManager
ASA
TAPI  JTAPI Cisco VoIP CTIQBE Cisco
TSP Cisco CallManager
CTIQBE
343

CTIQBE
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| EE

CTIQBE
2 Cisco IP SoftPhone Cisco CallManager CallManager
ASA 2
« Cisco IP SoftPhone Cisco CallManager
NAT NAT  Cisco CallManager IP
Cisco IP SoftPhone
Cisco CallManager IP PC Cisco TSP
* PAT PAT Cisco CallManager IP
Cisco IP SoftPhone TCP 2748  PAT
CTIQBE TCP 2748 Cisco CallManager Cisco IP

SoftPhone Cisco TSP

H.323

H.323 RAS H.225 H.245 IP
H.323
T.120 H.245
HSI H.323 T.38 Fax
/
H.323
H.323
H.323 Cisco CallManager H.323
H.323 LAN

ASA H.323 v3
H.323  \ersion 6

H.323 ASA H.323 Version 3

ASA
H.323 2
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H.323 B

«H.225 H.245 IPv4 NAT
H.323 PER ASA ASN.1
H.323
. H.245 RTP/RTCP RAS
H.225
H.323 2 TCP 4 8 UDP
FastConnect 1 TCP RAS
1 UDP
H.323 TCP 1720 H.323 TCP
Q.931 H.323
H.245 TCP 1
H.323 UDP
H.323 Q.931TCP H.245
H.323 FastConnect ASA H.225
H.245 RAS H.225
H.245 H.323 UDP
H.323 H.245
RTP
RTCP
H.323 H.225 H.245 H.323RAS H.323
« 1718 UDP
1719 RASUDP
1720 TCP
RAS H.323 1719
H.225 H.323 1720
H.245 H.225
H.323 ASA ACF
RCF H.225
H.225 ASA H.245 H.245
ASA H.245 H.245
IP
H.245
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- H.239

H.323 UDP H.323
[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] H.323
Gatekeeper H.323
ASA RegistrationRequest/RegistrationConfirm RRQ/RCF
RRQ/RCF
IP
ASA IP / 0/0
ASA 2 H.323 2 H.323
ASA H.239
H.239 H.300 1
H.239
H.245
ASA
oLC
H.245 13
H.239 ASN.1
H.323 Cisco Unified Communications Manager CUCM 7.0
CucM 8.0 H.323

H.323

* PAT PAT per-session PAT

. PAT H.323 IP

H.323
PAT
. NAT
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* NAT64
* H.323 NAT
NAT NAT H.323
H.323
H.323
H.323 H.323
H.323
[Inspection] [Configuration] > [Firewall] >
[Objects] > [ClassMaps] > [H.323]
H.323
1

1 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [H.323]
2

« [Add]

[Customize]
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3 40
4 [H.323 Inspect Map] [Security Level]
[Low]
[OK]
H.323

[Phone Number Filtering]
5 [Details]

a) [State Checking] RAS H.225

RCF RRQ
H.323
RegistrationRequest/RegistrationConfirm RRQ/RCF
RRQ/RCF
IP ASA
IP / 0/0
b) [Call Attributes] 1193
H.460.18 H.225 SETUP H.225 FACILITY
H.323/H.225
H.323RAS H.225
c) [Tunneling and Protocol Conformance] H.245
RTP

6 [HSI Group Parameters] HSI

« [Add]
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. [Edit]
b) ID 0 2147483647  HSI IP
c) HsI 1P

ASA [Add>>]
10

d) [OK]

7 [Inspections]
H.323

a)
« [Add]
. [Edit]

b) [Single Match] [Multiple Match]
H.323

c) [Match]
[No Match]

« [Called Party] H.323
* [Calling Party] H.323

* [Media Type]

d)

e) [OK]

8 [H.323 Inspect Map] [OK]
H.323
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343
MGCP
inspect MGCP
MGCP
MGCP
MGCP
NAT PAT MGCP
. \oice over IP
. RJ11 Voice over IP
xDSL
. PBX
soft PBX Voice over IP
MGCP UDP IP
UDP
NAT MGCP
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37:NAT MGCP
MGCP
. UDP 2427
UbP 2727
MGCP MGCP RTP IP
IP
IP IP RTP
ASA MGCP RTP
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MGCP

ASA
MGCP MGCP MGCP

1 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [M GCP]
2

« [Add]
. [Edit]

4 [Command Queue] MGCP
200 1 2147483647

5 [Gateways and Call Agents]
a) [Add] [Edit]

b) [Group ID]
1 1 MGCP
0 2147483647
©) IP
IP [Gateway to Be Added]
[Add>>]

MGCP
UDP 2727

d) MGCP IP
IP [Call Agent to Be Added] [Add>>]
MGCP UDP
2427
e) [MGCP Group] [OK]

6 [MGCP Inspect Map] [OK]
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MGCP
343
RTSP
RTSP
RTSP ASA RTSP
RTSP RealAudio RealNetworks Apple QuickTime4 RealPlayer
Cisco IP/TV
Cisco IP/TV RTSP TCP 554 8554
RTSP TCP UDP
554 ASA RFC 2326 TCP
TCP
/
RDT rtp/avp rtp/avp/udp x-real-rdt x-real-rdt/udp
X-pn-tng/udp
ASA 200 SETUP SETUP
ASA
ASA
RTSP PAT NAT ASA
RTSP HTTP HTTP
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RealPlayer
RealPlayer ASA
access-list RealPlayer
[Options] > [Preferences] > [Transport] > [RTSP Settings]
RealPlayer TCP [Use TCP to Connect to Server]
[Attempt to use TCP for all content] ASA
RealPlayer ~ UDP [Use TCP to Connect to Server] [Attempt to use
UDP for static content]
ASA inspect rtsp
RSTP
*« ASA RTSP UDP RTSP
+ ASA RTSP HTTP HTTP
. IP HTTP RTSP SDP
ASA RTSP NAT
ASA NAT
* Cisco IP/TV SDP ASA Content
Manager
6 IP
* Apple QuickTime 4 RealPlayer NAT Cisco IP/TV
Content Manager
NAT
RTSP
RTSP
RTSP RTSP
RTSP
2 Cisco Secure Firewall ASA 7.24 ASDM
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[Inspection] [Configuration] > [Firewall] >
[Objects] > [ClassMaps] > [RTSP]
RTSP
1

-

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [RT SP]

« [Add]
. [Edit]

=

[Parameters]

« [Enforce Reserve Port Protection]

e [Maximum URL Length] URL 0 6000

(2]

[Inspections]

RTSP

« [Add]
. [Edit]

b) [Single Match] [Multiple Match]
RTSP
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c) [Match]
[No Match]
example.com [No Match] example.com

« [URL Filter] URL

* [Request Method] announce describe get parameter options pause play record
redirect setup set parameters teardown

d) URL
/
e) [OK]
6 [RTSP Inspect Map] [OK]
RTSP
343
SIP
SIP
SIP
SIP
SIP
SIP
TLS SIP
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IETF SIP 2
SIP  SDP SDP
SIP ASA SIP\VoIP
\olIP SIP  SDP RFC
» SIP  Session Initiation Protocol RFC 3261
« SDP  Session Description Protocol RFC 2327
ASA SIP
UDP/TCP 5060
SIP IP IP
ASA SIP URI 255
IM SIP RFC 3428
SIP RFC 3265
/
IM MESSAGE/INFO 202 Accept
2
SIP
SIP
5 Contact Expires
30
MESSAGE/INFO 5060
SIP
SIP
RTC Client 5.0
SIP Cisco Unified Communications Manager CUCM 7.0 8.0 8.6
10.5 CUCM8.5 9.X.
SIP
SIP Call Manager CLI
TCP Sysopt connection
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