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A& K7 m O Hyper-V % —/3— 2, F72id Hyper-V ¥ % — % Z 41 L T Hyper-V % & A
T& %7, PowerShell CLI =~ > RZEH LA v A h—AFIHIZOWTIX, avr 74
> % L7z Hyper-V ~0 ASA AR DA A h—/b] (46 <—) ZZBML T IEEW,

Hyper-V ¥R —I ¥ il L7 A A F—/LFIHIZ DWW TIX,  THyper-V v~ 32—V ¥ 2 L
7= Hyper-V ~®D ASA AR DA A h—/L] (46 X—) S L TL 72 S\, Hyper-V L
V7N aryy— A 7va sz L cnERA, F8HA X —T A4 A% LTSSH £/
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B sssacsnss

I ASDM % i@ U T Hyper-V ZFBECX £9, SSH OFHEIZOWTIEL, [SSH OFRE] D 54
R=UEZRLTIIEIN,

KD v~%/P774??¢~w%~Ff@mmﬁﬁ®%ﬁbﬁmy%%bfwi
ﬁtMAﬁu [ Hyper-V Tt v b7 v 7EN=350% 7%y b (FH, NE, BLO
%%)#%DiTo

1:0L—F YR IT7A4T794—IL E— FD ASA{RIE QR RO D

Out5|de
Subnet

D>
. T

Inside ‘
Subnet

Management Subnet

oFvELRT

FIEFEEHRNSEIA

A N Rl
* CiscoUCSB ¥ J — X H#—/3—
* CiscoUCS C 2 U — X H—/s3—
* Hewlett Packard Proliant DL160 Gen8
* Microsoft Hyper-V /~A 73— 34 % 97T ASA Virtual /37 4 —~ o AREfE % 4
R—RrLET,
e HAR—FrEhD 08
* ASA Virtual /83— =1 7 9.24 : Windows Server 2019, 2025

+ ASA Virtual 9.24 & : Windows Server 2019
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sesmennszd

« XA 7 4 7 Hyper-V

A

GE)  ASA AR IFBUE, AMBIZEH STV TW 2 ECHTD 64 £y ki
77y P74+ —LTHEBILET,

s 77 A NI
Hyper-V ~® ASA (A8 OFIHIEATIL, VHDX AR Y R— S TWEd,
%0HH (Day0) #Eak

VB ASACLIRTEI~ Y REERTXFA N 77 AV E/ER LET, FIEICHOWTIE,
[BORDay 7 4 Fal—Yary 77 A L0%R] 2B LT ZEN,

OB O 7y AT I r— T ART LY R E— R

FRELT [firewall transparent] (X, HOHHa L 7 4 X2 Lb— 3> 77 A /VOIHHICHE &
THMLENRHY T, 77 ANVNOZNLSNOEGFTICH D &, BEREENE X 2550
HVET, FECZHOWTE, [FBoHODary 74 FXal—var 77 A LDE] 251
LTLEEN,

7z — )L — 3 —

Hyper-V LD ASARAENET 77 4 TIAZ A T = — A —_—% PR — ML TNE

T, =Ty RE—RERNTLUART LY bE— ROWHFCT VT 4 TIAZ A T 2 —
WA= N—ZFITTHIZE, TRXTORERY NTI—2 T X T ZTMACT RLUART —
T4 T EAEMETOMERHY T, IMACT RLART—T 4 U T OFRE] 25
LTLEEN, AX U RT B ASARE O RNT U ART LY NE— ROYE, 7774
TIAR R T 2= V== TP R— F I ThRWed, BEA ¥ —7 24 AODMAC
T RVART =T 4 ZIFAIMILRNTL E SN,

Hyper-V I3 K8 2D A ¥ —T = A A% %K — h LET, Management 0/0 3 L
GigabitEthernet 0/0 ~ 0/6, 7 = —/L A —/3— U 7 L LT GigabitEthernet % fii ] T & £
‘j‘o

VLANSs

N7 E—=RTA U H—T A ATVLAN Z5XET 5121, Set-VMNetworkAdapterVLan
Hyper-V Powershell =~ > RZfH L £, HBA % —7 = A ZA? NativeVlanID |%, %F
FEOVLAN & LT, £FVLANB WA To) L LTRIETE XY, FTv 7 ®—
RiZ, Hyper-VAR A h& U 7 — b LIZGAIERFF SNEE AL, £V 7 — MERIZ, FT 07
E— FEHRETDLERD D 5,

LAY — Ry NU—2 TETZFHR— PSR TOEE A,
UEFAl 5 & Ut X217 J— FOHIREIE

Hyper-V Ti, UEFI 7 7 =AU =737V —>7 4 —/L F CHEl) RETOLYHR—FSh
THY ., YIREEFHCANCT D2HERD D 7,
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B ozse
BEOT T 7 0 —)L REREI., B8R LT3 09247 v L—RTEEd, B
% OEINTE— FOLEFEE/-IXIUEFI X =27 7 — FOFAMUITY R—FEnTWEHEA,
7T L— FOFIFEIE L FIEEIE
7y T L— FETOFIFNEE
A
FE Ty L —FROETEY R IR TWERA,
T T L— RENILTNy 7 T o T 52ER LT 728V, ASA Virtual 9.24 127 v 77 L —
RL7%%. DIETIOY 7 h =7 A=V g ila—A Ry 7332 L3 TxsdA, DETO/N—
¥ a VIZRETICIE,. Management Center % FHEB T2 X421 H D 77,
—t E k
AR

« MS Windows 2012 {Z Hyper-V & A > A h—/L L £,

cHEOHAHAay 74 X2 —ar THXFAN Iy ANEERTLIEAIL. TNEERLE
7,

ASA AR OFIEEE AR, 0 HAMKZBINT 208N H 0 9, BILRWEGEAE.
0 HHAWRAEEAT D7D, ASA KR 225 write erase 2 AT T HMLENH Y 77,

FIHIZOWTIE, [HORDary7 4 Xalb—ar 774 V0OHF] 22 LTLES
U,

e Cisco.com 7°5 ASARAE VHDX 7 7 A V&# X7 u— R LET,

http://www.cisco.com/go/asa-software

A\

GE)  Ciscocom D7 A L BIRY AT —E 2R NNLETT,

« Hyper-V A A » FIZIE, 3 DL LDV 7 %~ M/VLAN MRS E T,

* Hyper-V ¥ A7 LABRZOWTIL,  [Cisco Secure Firewall ASA Compatibility ] %2 L T
<TZ&EW,

FEOHDOVIA4FXaL—23Y 774 ILD%EE

ASA A8 ZEB T 50, FOHHDary 74 Falb—vary 7y A VEHEHFTEEST, Z
D7 7 A ML, ASA AR OEENIFICHEH S D ASA R ORELZFLT XA N7 7 A LT
9, ZOPMEREIX, [dayO-config)] EWVWHITHFAN 77 A NELTHREDIEET L2 MY

IR S, S 61T dayO.iso TrANNERFINET, 2O day0.iso 7 7 A VDRI OEHE)
ﬁmvvybénfﬁﬁﬁ%niﬁo%05%2V74¥;v—Vay774wmm\9@<
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ATy T

£0A0av T ¥aL—var 77410k [

b, BHA L =T oA RET 0 T 47T Havr NE | AMF—F8GEH SSH h— 33—
Hly NT w7 THavr ReGOiIMNERHY FT8, TXTOASARELZEDLZ LD
T&XFE9, dayliso 7 7 A/ (AKX L day0 £72157 7 4 /L b D day0.iso) 1. FAIOELENF
WA TE 200 8 A,

1R BRI

Z OHTIE Linux 2MEF SN TWE T2, Windows DIESICHEREO2—T 2 U T 4 3H 0 £
ﬁ—o

\}

GE)  H—F—F 4 OISO {EaY — /L& i ] L T Windows T Day-0ISO A A — Y Z{EkT 2545
I, [RY =2—254% (Volume Name) | % cidata (ZFXET ALENH Y £9, —FBD Windows
Y—LiX, T 74 bD[RY 2 —244 (VolumeName) ]% CDROM 72 E DI E L2V |
2P —ZHRTEADNTHEITRKRDTEY LET, 1SOD cidata IS DARY 2 — L4 TIER S
TV D4, ASA Virtual 13 1SO Z ML L, Day-0 s &1 H S EH A,

o YIHPEAREZ BB ASARARIZ T A B A& 59 5121, Cisco Smart Software Manager
M5 A 7 v — K L7z Smart Licensing Identity (ID) ~—2 > % Tlidtoken] &9 T F A k
T ANV L, B0 AR T 7 A VERLET 4 L7 B UICRIFLET,

« NTZ VAT LY ME— RTASAAE AT L5AIE, hTF VAT L FE—RT
FATESNDREIMD ASARERR 7 7 A V&, 0 BHAMBKRZ 7 A& LTHEAT 2L ERSH
DET, I V=T v R 77 AT 04— LDHEOIHa 74 F2lb—var 7y
AMZITFY LERA,

« ASA (AR OWJEIEBEhRTIZ, 550 H AR 7 7 A V2 BINT 508X H 0D £9°, ASA AR
OYNEEENZIZE 0 H AR Y 7 A VEEHT 25615, writeerase 2~ > REFEIT L.
HOHMWE 77 AV EEAL THD, ASA AR ZEB8+ 20 ERH Y £97,

FIE

[dayO-config| & WHITF AL 77 A M ASARAE O CLIKEZFTLALET, 32001 X —T = AR
DFRGE & DO MFERFREZBIMLUET,

BAIDITIE ASA D/N—2 2  ThHED DR H Y £7°, dayO-config 1L, A %72 ASA AL CTdH 2 MLE N H
Y £7, dayO-config & £ T D il 72 551X, BEFD ASA F721X ASA (AR B Ff7a 7 4 Fa Lb—
va vy ORERE R a Y —9 2% 51T, day0-config NOITONEFITEE T, BEFD showrun 2~ K
HAODNEFF L & LTV ARERH Y £3,

1 -

ASA Version 9.5.1
|
interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
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ATvT4
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F0HDIV T4 FXal—2ay I74ILDEHE

no shutdown
interface gigabitethernet0/0
nameif inside
security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level O
ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

(ff=&) Cisco Smart Software Manager & & U 1T S 417- Smart License ID h—2 > 77 A L& a3 B a—X
IZF v rm— RLET,

ER) #vrm—RLEZ7ANVHID h—2 v &at—L, ID b—7 v DHEGLT XA 774
N LET,

(EE) ASAR OWHIEARC BB T A o A& FFHT 255 1%, day0-config 7 7 A /LIZIR DIE
PEENTND Z EEMER LTSN,

EHA LA =T = AA ADIPT FLA

« (f#&) SSmart Licensing T 3" 2% HTTP 7' 1 %3

«HTTP 7' u ¥ (JEE L72HA) 7213 tools.cisco.com ~DHERE & A HIZT 5 route 2~ > K
« tools.cisco.com %z IP 7 K L R |Zfi# P-4~ % DNS P — 3 —

« R D ASA AR T A & A& H4EET S 72 D Smart Licensing DX E

¢+ ({£E) CSSM TP ASA R OMBERZT HTDDO—FEDEA N

FX AN 77 ANEISO 7 7 A WITER L TRIECD-ROM 245 LF 1,

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

ZOID h—7 22X 5T, Smart Licensing ¥—/3—|Z ASA {4 23 B EBIAIIZ B GRS E T,

AT FIMBSEHHEVIRL, BATHASARIE Z L2, WHIRIPT RLAZELT 74V oK 7 7
A NVEVERE L E T,
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HyperV T % — S £ A L1 ASA 8 £ 0 BAMA T 7 1 LoBEA |

HyperV v *— U v A L7- ASA{RFE &5 0 B AERK
T74ILDEA

FOHHav 74 Xal—valry 774 NVERELEZS ([BEOHOa Y 7 4 Falb—ay
77 ANVOWE] ) | Hyper-V <3 — VX 2L TEATEET,

FIE

AT w71 [Server Manager] > [Tools] > [Hyper-V Manager] (&) L £,
AT w72 Hyper-V~ 31— % OAMIZEH 5 [Settings] 7 V v 7 LET, [Settings] XA 7 7Ry 7 ANREE ET,
481> [Hardware] @ T C, [IDE Controller 11 %27 UV v 7 L%,

& 2: Hyper-V < #+— %

a Settings for ASAVS-100-10-14-22-new on U71COIHPVO307 [= o I
ASAV5-100-10-14-22-new v 4 0 Q
& Hardware ~ {4 DND Drive
L add Hardware
e Select the confroler and location on the controller to attach the CDJOND drive.
Controler:  Location: :
B Memory IDE Controler 1 |9 {nuse) |
# [ Processor
- Spedify the media to use with your virtual CDJTOVD drive.
= I IDE Controler 0 Nane
£ (& Hard Drive ¥ Image file:
§# OVD Drive C:\sers phensel CISCOASAVHYyperVigayD-v 3080
= Bl TDE Controler 1 [ Sromse...
{4 DVD Drive
day0-vIliso E
B¥ SCs1 Controlier

# 5 Network Adapter
t Toremove the virtual COOVD drive from this virtual machine, didk Remave.

T com1 Remoe
¥ com2

H Drgkette Drive

£ MHanagement
liame

25 Integration Services
x| Chedpaont Fle Location

e 2mart Paging File Location

LerELR
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B == 51 EEALE HyperV A0 ASA R DEA

ATvT3

ATy
ATvT2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 71

FR DA > D [Media] D F T, [Image file] DT A RZ U &2RIRL T, FE0HMAISO 27 4 X2 lb—
ary ZrANERIET AT 4L U EZSRLU, [Applyl 227 U v 27 LEd, ASA AR (X, FIEIEEI
12, BOo AT 7 A VORNFITHK S THERINET,

> K54 o %ERAL7T=-Hyper-VA~® ASA (R 8 DEA

Windows PowerShell =~ > KZ A > %41 L C Hyper-V I|Z ASA A %A A h— /L TX ET,
A B RT v @ Hyper-V —"— EIZWDHEIL, 2~ F 74 &M LT Hyper-V %
AVAPN=NTLHMERDY £,

FIE

Windows Powershell % B & £,
ASA {AE Z#HA L E7,

1 -
BIOSDiFE :

new-vm -name $fullVMName -MemoryStartupBytes S$memorysize -Generation 1 -vhdpath
C:\Users\jsmith.CISCO\ASAvHyperV\$ImageName.vhdx -Verbose

UEFI DZE :

new-vm -name $fullVMName -MemoryStartupBytes S$memorysize -Generation 2 -vhdpath
C:\Users\jsmith.CISCO\ASAvHyperV\S$ImageName.vhdx -Verbose

ASA AR DETMS U T, CPUBET 74V FD 1 HERLET,
11 -
set-vm -Name $fullVMName -ProcessorCount 4
LE) A v F—T A ARG EDNYRTWARNCET L ET,
1 -

Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter" | Rename-vmNetworkAdapter -NewName
mgmt

(ER) v NU—7 THERGAIX, VLANID 228 ¥ L7,
B -

Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"

Hyper-V AR ZKMT AL, A v X —T =2 AEFHLET,
1 -

Connect-VMNetworkAdapter -VMName $fullVMName -Name "mgmt" -SwitchName 115Imgmtswitch

WA 2 —T = A ZAZBMLET,
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Hyper-V ¥ 3 — 2 ¥ Z{# A L 1= Hyper-V ~ ASA {R78 D& A .

1 :

Add-VMNetworkAdapter -VMName $fullVMName -name "inside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1552 -Access -VMNetworkAdapterName "inside"

ATYS8 A X —T 2 A AFBIMLET,
B -

Add-VMNetworkAdapter -VMName $fullVMName -name "outside" -SwitchName 115Imgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1553 -Access -VMNetworkAdapterName “outside"

ATFYT9 EFXaT ST— EAEMMTLET,
1 -

Set-VMFirmware -VMName $fullVMName -EnableSecureBoot On -SecureBootTemplate
MicrosoftUEFICertificateAuthority

Hyper-V ¥ r— 2 v Z & L 7= Hyper-V ~ ASA {8 ®
EA

Hyper-V 3 — ¥ i LT, Hyper-VIZ ASA{RAE A > X h—/LT&XET,
FIR

ATwF1  [Server Manager] > [Tools] > [Hyper-V Manager] (ZB#E L £,

3: Server Manager

Server Manager

Tools View Help

Bitvise SSH Server Control Panel
Component Services

Computer Management

Connection Manager Admimnistration Kit

Defragment and Optimize Drives

Embedded Lockdown Manager
Event Viewer

Group Policy Management
Health Registration Authority

Hyger-V Manager

crrElF

Internet Infarmation Senices (IIS) Manager

ATw 72 Hyper-VvF—T ¥ BRERINET,

Hyper-V T ASA 52 OEE [}



Hyper-V T ASA {78 OER |

B Hyperv 25— £ L1 Hyper-V ~0 ASA {78 DEA

X 4: Hyper-V 3 #+—> v

Fie Adion Yiew Help
«=» =@ 8@
B Hypo-V Mansger B Actions
3 UTICOHPVONT Virtual Machines =
O Hame . ante CPUlsage  dsnedMemory  Uptme <[ (. .
H:W"‘w' § Bsmhacsn Arrg 0% et g 1ive
) i ASA100 110 Biphand Bureg 0% 12E MG 19ss; | L@ Impoe Virtusl Machine..
§ ASASNO I iphnd 08 R E ey semngs..
i Asktiooia1nn o 1] 27 virtuat Suvites Manager..
B ASAMIOI0U 1 etpad OF i Y SN Maages
B_aga.on won e mnse - Sl G Dan
a = 3
5 Imapect Diske.
Cheu kit @ Stop Sevice
The seiecied s mache has i checpons ¥ Remeve Serve
(4 Refvesh
Ve Ll
B ree
o] Conmect.
L Semngn
Im:w-w-tm-—- © s
Created  £22015 1025 Py [ra—— s Chetkpone
Versis 50 * Move
Camrration | @ Epon_
Rl Pore ‘ M
‘ Debete...
Summry | My | Vet | Faghcaton | I Casbie Replasion.. »
<« - 3 B Hee %
W

RATY T3 DAL N=NAFDY A RNE, HIONA 8= A B %4727 U v 7 L, [New] >[Virtual Maching]

2L £7,
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Hyper-V ¥ 3 — 2 ¥ Z{# A L 1= Hyper-V ~ ASA {R78 D& A .

X 5:#FBEET O DIREE

File Action Wiew Help

«= === [

25 Hyper-V Manager

i' U71C01H 1 | Airtinal Alaski
II u7ico1 HPVD?.’D| Mlew r Virtual Machine... ]
23 UTICOTHPVO30 Import Virtual Machine... Hard Disk... '
Ii e Hyper-V Settings... | Floppy Disk...
Wirtual Switch Manager... nand Off
Virtual SAN Manager... Orf
o W Ot
Edit Disk... pe= ofF
Inspect Disk... fa¥:3
mn
Stop Service
Remowe Server
Refresh
= The selected virtual machine hias r
Wiew 3
‘ Help

EFELY

AT w74 [New Virtual Machine] 7 ¢ ¥'— R8RS £ T,
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. Hyper-V ¥ +— 2 v % {3 F L 1= Hyper-V ~ D ASA {18 & A

6: [New Virtual Machine] © « ¥ — K

a New Virtual Machine Wizard =]
:k{ Before You Begin
This wizard helps you reate a virtual machine. You can use virtual machines in place of physical
eyt ot |y 1 e s g cow
Spedfy Generion To eate a virtual machine, do one of the folowing:
il : » Click Finish to create a virtual machine that is configured with default values,
Configure Ne tworking » Click Next to create a virtual machine with a custom configuration,
Connect Virtual Hard Disk
Instalation Options
Summary

[] Do not show this page again

o> | (o] |

H
SFreli

ATYT5 U4 F—FREBUTHEEL, ROFHREAEELET,
* ASA {iAR DA R & BT
* ASA fRAE DAY
BIOS 7' — hE— ROLGAIX [ 114 (Generation 1) ] Z &N L £,
UEFI 7 — hE— FOHE X 21X (Generation2) | Z#ER L £,

« ASA AR D AE U & (100Mbps DA% 1024 MB,  1Gbps D354 13 2048 MB, 2Gbps DA 1% 8192
MB)

s Ry NT—2 THTE (v NT v FEBOBFMAA v F IR
B N— R 5 27 LT

[Use an existing virtual hard disk] Z 3R L, VHDX 7 7 A VO =S L £ 7,

ATFw 76  [#7T (Finish) 1227V v 27 325L, ASAME R E RT XA T a Ry 7 ANRFRINET,
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ATy T

7:HREET U OBME

Before You Begin

Spedify Mame and Location
Spedify Generation

Assign Memory

Configure Networking
Connect Virtual Hard Disk

Summary

You have successfully completed the New Virtual Madhine Wizard. You are about to aeate the
ing vir tual machine,

Hyper-V ¥ #— 2 v Z (& L 1= Hyper-V ~® ASA {R18 DEA .

e
@ Completing the New Virtual Machine Wizard

folowing
Description:
Mame: ASAv30-100-14-10-22
Generation: Generation 1
Memairy: 8192 MB
Netwark: 1151mgmtswitch
Hard Disk:  C:\Users\dhensel CISCO\ASAvHyperViasay 100-14-10-22-v 30, vhdx (VHDYX, dynamically

<]

I »

To greate the virtual machine and dose the wizard, didk Finish.

ASA AR 1T 4 5D vCPU 23 5613, ASA (A B F 212, vCPUEE AT T 2L ENH Y

T, Hyper-V <3 — % OFMINZH D [Settings] =7 U 7 LET, [Settings] Z A 70 7Ry 7 AN
¥, ZE{lo [Hardware] A == — T, [Processor] %7 U v 27 L. [Processor] A > %K~k L ET, [Number
of virtual processors] % 4 [ZZH L £,

100Mbps £ L TN 1Gbps DHEMRFT 5-ClE 1 1 vCPU, 2Gbps DHEMRST 5Tl 4 fH D vCPU L7220 £, 7

THN KNI TT,
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. Hyper-V ¥ — < ¥ % f L /= Hyper-V ~ D ASA {R#8 DE A

H8:rfEv oot yvn

RE

™ ASAV30-100-14-10-22 v 4 » G
# Hardware - n Processor
9 Add Hardware
(& BIOS You can modify the number of virtual processors based on the number of processors an
Boot from D the physical computer, You can also modify other resource control settings.
- Memory Mumber of virtual processors: | 4;'
8192 M8
# ) Processor | Resource control
4 Virtual processors | Youw can use resource controls to balance resources among virtual machines.
=l I IDE Controler 0 .
Virtual machine reserve (percentage):
@ @ tord e Lo
asav 100- 14-10-22-430. vhdx Percent of total system resources: [ 0|
= B IDE Controfler 1
§* DVD Drive Virtual machine limit (percentage):
None 1
Percent of total system resources: 12
& scsicontroler | |
#H E Network Adapter Relative weight:
115 Imgmtswitch =
¥ com1
None
¥ com2
Hone
Diskette Drive
None
£ Management
\I] Name

ASAV30-100- 14-10-22
¥ Integration Services
Some services offered
] Chedpoint Fie Location
C:\Progr amDataMecrosoftiWin. .
23 smart Paging Fie Location
C:ProgramDataPMeoosoftiin,.. =
B Anmatic Staer Aetion .

LPFELF

ATy r8  [ffE~ > (Virtual Machines) | A ==—"T, U A MND ASA IR OL4RTEHZ Vv 7 L, [#k
(Connect) 1% 27V w7 LT, ASA{ARICHEE LET, = VY — A&, EIES T % ASA {48
NERINET,
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Hyper-V ¥ +— 2 % Z {5 i L 1= Hyper-V ~® ASA R4 DEA .

9: RIS U~DESR

é"u'irl:ual Machines

-

MName State CPU Usage Assigned Memory Uptime -
E - ASAVE-100-14-10-16 Ciff
- ASAVET00-10-14-22new i
: ASAvI0-100-14-10-16-byhand off
D3 EediRan e Connect... i
{5 ASAvI0-100-14-10-16
P2 ASAVI0-100-14-10-16-byh: Settings...
( AC AuAM AAM 44 40 428 Sfnt 8
2 Checkpoint
: Checkpoints =
: Maove...

Export... sckpoints.

Rename...

Delete...

Enable Replication...

Help 5

ATv T [~ O (Virtual Machine Connection) | 22 Y —/L¥ 4 > R T, HkOOBERZ % 7
Uo7 LT, ASARAR 28 L £

10: k38 < > > DA
& ASAV30-100-14-10-22 on U71COTHPVO307 - Virtual Machine Connection L= | 0 [IIEH

File Action Media View Help

The virtual machine 'ASAv30-100-14-10-22' is turned off

To start the virtual machine, select 'Start” from the Action menu

Status: Off P
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. Hyper-V ¥ ~— < ¥ % {8 L /= Hyper-V ~ ASA {R#8 ME A

ATY 710 ASA AR OEB ORI 2> Y —/MTFKRSNET,

1187 > > DR DEITIRR

& ASAv30-100-14-10-22 on U71CO1HPVO307 - Virtual Machine Connection .;il X |

pt

& 000 NIk

: Power-0On S5elf-Test in proce

verCA" and installing certificate...

iz a subordinate CA and holds a non self-si

( Av platform lic
all ASAv platform licens

Status: Running = }‘-'|| L &
GE)
o —W—F, VM DIERRKFIZ, [HARDFEE (Specify Generation) | % 7 T [Z21/X (Generation2) ] %%
T HLERH Y 9,

e X 2T T — FEANIT DT, BYIOEBIOFNICEX 2T T — b7 a v ERERLET,

Choose the generation of this virtual machine.

() Generation 1

This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
virtual hardware which has been available in all previous versions of Hyper-V.

(® Generation 2

This virtual machine generation provides support for newer virtualization features, has UEFI-based
firmware, and requires a supported 64-bit guest operating system.

A\ Once a virtual machine has been created, you cannot change its generation.

PACRY
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HyperV X 2—S v mb0ry k7—2 7875 0iEm

A Hardware

f’ Add Hardware
3 Firmware

Boot from File

......

# [J Processor

Security
Secure Boot enabled

. Security

Secure Boot

Use Secure Boot to help prevent unauthorized code from running at bot
(recommended).

Enable Secure Boot

Template:
Microsoft UEFI Certificate Authority e

[t¥ =77 — hDOAFZML (Enable Secure Boot) ] F = v 7Ry 7 AaA Nl LET,

77 L— |k & LT Microsoft UEFI Certificate Authority 38R L £,

HyperV Y 2—T v Mo DRy fT—9 7R T2 DEN

HLLEASNTZASAFRIE OFR Yy NU—=I T X TR E 1 27T, &6I2228UEoxy
NT—2 THEFZEBNTLHLERSY 3, ZOBITIEX, Ny NV—27 THX T X %EB

158 DRI

c ASA AR I A 7IRRETH D MLERH Y £,

FIE

AT w1 Hyper-V~F%— ¥ DN H 5 [Settings] &7 U v 7 LET, [Settings] XA T 27 Ry 7 ANAEET,
Aol [Hardware] A == —C, [Add Hardware] %7 U v 7 L, KIZ [Network Adapter] %7 U >~ 27 LET,

GE)

LAY — Ry hI—0 TETZEFERALRNTL X,
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. HyperV I 2 —2 v hoDFy bI—9 FHE T2 0EM

®12: 2y bO—9 FTHET2DEM

% _Hardware ~ | ¥ AddHardware
| Add Hardware
ﬁElIOs You can use this setting to add devices to your wirtual machine.,
Boat from CD Select the devices you want to add and dick the Add button.
. vismory 551 Controller
8192MB Metwark: Adapber
B Processor Legacy Metwork Adapter
1Y 0N poocesace Fibre Channed Adapter
= Wil IDE Controlier 0 Rematerx 30 Video Adapter
# (3 Hard Drive

asay 100-14-10-22-v 30, vhdx

= W mE Controber 1
‘, OVD Drive A network adapter requines drivers that are instaled when you install integration
None services in the guest operating system.
SCSI Controlier
# U Metwork Adapter
115 imgmitswitch

£ Management
|I] Mame
ASAV30-100-14-10-22
¥ Integration Services
Some services offered
3| Chedpoint Fie Location
C:\ProgramData Micosoft\Win. ..
23 smart Paging File Location
C:ProgramData \MorosoftiWin...
P Automatic Start Action
Restart if previously running L |
I§) Automatic Skop Action =]

[ o [ cma ]| v |

LGPELF

ATFYT2 Xy VU= THETZDEMNE., (RAEAAL v F L ZTOMOEZET cx £, £/, KBTS L TVLAN
ID#HETEET,
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rvto—s 7a7502n0zE I

B13:%y rO—9 FTHTAREDER

# Hardware ~ U Network Adapter
¥ Add Hardware
& BI0s Specify the configuration of the network adapter or remove: the network adapter,
Boat from CD virtual switch:
- Memory [ 115 1momtswitch v
a192MB
n Processor 5
1 Virtual processar [ Enable wirtual LAN identification
=2
M W g fet The VLAN identifier spedifies the virtual LAN that this vitusl machine wil use for
i 3 Hard Drive netwark communications through this network adap ter.
asav 100-14-10-22-v 30, whdix
= B IDE Controller 1 @]
§* OVD Drive
Mone Bandwidth Managemant
8 SCSI Controller [] Enable bandwidth management
] Metwork Adapter -
v 115 imgmitswitch = Specify how this network adapter utiizes network: handwidth. Both Minimum
1iaimg | Bandwidth and Maximum Bandwidth are measured in Megabits per second.
U Wetwork Adapter —
1151 mgmitswitch | Minimum bandwid th | 0| Mbps
I‘? L Manomum bandwdth: . CI Mbps
Mone :
? COM 2 o To leawe the minimum or maxmum wnrestncted, specify 0 as the value,
None
EE:M“:‘D'"“"" To remave the network sdapter from this wirtual machine, dick Remave .
one
A Management
(L “‘:"‘ s 0 use alegacy network adapter instead of this network adapter to perform a
ASAVI0-100-14-10-22 network-based installation of the guest operating system or when integration
|- Integration Services services are not installed in the guest operating system.
Some services offered
13 Chedkpoint File Location
C:\ProgramDataMicrosoftiin... ||
s Smart Paging File Location
C:\ProgramData Microsoftiiin..
P Automabe Start Action o]
oo ' &
ok || coce || mey | |2
"

2y RIT—9 PETIDRFDER

Hyper-V TiX. [Network Adapter] EWOIHMXR Y NV —2 A o F—T = A4 ZAPER S E
T, DD, Fy hT—I A E =T oA APRTRTRCAHTTHD &, HHDLWEADR
HYFEF, Hyper-Vv R —T X 2 L CARTEERETHZ LI TE £ A, WindowsPowershell
A REEHLTERETLZMLERSH Y £,

FIE

AT v 71 Windows Powershell Z B & £,
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B vacrrizzr—o 0y

ATw T2 VEZISU TRy hNV—7 THETZEET LET,
51 -

SNICRENAME= Get-VMNetworkAdapter -VMName 'ASAvVM' -Name "Network Adapter"
rename-VMNetworkAdapter -VMNetworkAdapter S$SNICRENAME[0] -newname inside
rename-VMNetworkAdapter -VMNetworkAdapter S$SNICRENAME[1] -newname outside

MAC7 FLRRT—TJ4 245

ASARIE N N TGV ART LU FE—RTARTy V2L, HAT VT 4 T/AZ N, T 2 —
WA —R—ZHETEDL LI, TRTDA L EZ—T =2 ZADMACT RLARAS—T ¢
EADNCT HHERHY £, Hyper—V ~ 3=V ¥ NT, F720F Powershell 2~ R&fH L
T, INEFTTEET,

Hyper-V Y 2 — v ZEHLI-MAC7 LA R T—J 4 VI DETE

Hyper-V ¥~ 3 — Y v ZfHH LT, MAC A7 —7 ( 7 % Hyper-V IZEXETZ £,

FIE

AT w71 [Server Manager] > [Tools] > [Hyper-V Manager] (28 L £,
Hyper-V ¥ 2=V ¥ NEIRSNE T,

AT w72 Hyper-V~F— ¥ DM [Settings] 7 V27 LT, HREXAT 0T Ry 7 A& ET,
AT w73 MO [Hardware] A = = — CTROEIEZ L E T,

1. [Inside] #7 Vw27 LT, A=a—%RERELET,
2. [Advanced Features] %27 YV v 7 L C, MACT RLA A7 varvazFrLET,
3. [Enable MAC address spoofing] 7 >4 R¥Z %27 U v 7 LET,

ATV T8 N A H—T =2 ATH, ZOFIEEHEVIKLET,

AR R SAVEFERALEMACT KLRARRT—J 40 DRTE

Windows Powershell 2~ > K 14 & LT, MAC A7 —7 ¢ > 7 % Hyper-V I[ZRRETE
i‘j‘o
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sshoxz [

FIE

2T w71 Windows Powershell Z i & £9°,
ATYT2 MACT RLA AT —T7 4 U T HFRELET,
1 -

Set-VMNetworkAdapter -VMName S$Svm name\
-ComputerName S$Scomputer name -MacAddressSpoofing On\
-VMNetworkAdapterName $network adapter\r"

SSH MEXTE

Hyper-V ¥~ 31— ¥ O [{AE~ > > O#E#i  (Virtual Machine Connection) ] HEHA ¥ —7 =
AAZSLTSSHT 7 EATELEIICASARME AR ETEET, FHOHHar 7 1 Fa
L—yay 77 A NVEFRALTODEEAIL. ASAV ~D SSH 7 7 & A& BIICTE 4, FEH
WZOWTiE, FHoHDar74Xalb—ay 774 VO] 28R LT &N,

FIE

ATV TN RSAF— XTPHET D Z LB LET,
1 -
asav# show crypto key mypubkey rsa

AT Y T2 RSAF— X7 RRWLEIT, RSAF— X7 &AM LET,
i -

asav (conf t)# crypto key generate rsa modulus 2048
username test password testl23 privilege 15
aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management
ssh version 2

ATy T3 BOPCHESSHAEEH L TASARBICT 7 EATEALAZ L 2HELET,

CPUERZER L LKR—F

CPUMEHHF LR — ML, f5E SN REMNICER S 72 CPUDEI G DB NF RSN ET,
WE., A TIEE— 7 BELAMTITEF CPU R EDOR 30 ~ 40% TEMEL ., ©— 7 BRI 60 ~
70% DEETEEL 7,
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B Asavirual o vepu =

ASA Virtual @ vCPU {EF&

ASA Virtual ® vCPU fEIRITIX, T — & /3, HlHIAA b, BLOSNE T v ATl S
TS vCPU ODEDRFERENE T,

Hyper-V CT#5 &5 vCPU I, ASA Virtual D HARICNZ T, ROLONEENE
T

» ASA Virtual 71 R/LHE#H]

» ASA Virtual ¥ > A &7z %SYS A —/N—~ v R

CPU EEAZED A
CPU i R OMEHE#R A2 Frn T H121F, showcpuusage 2~ REMHHALET,
151

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
o STz vCPU Ol RN KIRIC R 72 D01 2RI L E T,
« ASA Virtual LA — b : 40%
*DP : 35%
AT TR 5%
« ASA (ASA Virtual L' R— 1) : 40%
s ASA T A KV AHR—=V 7 : 10%

o = —y R 45%
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