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hostname (config) # interface ethernet0/0

hostname (config-if)# ip address 10.10.4.100 255.255.0.0
hostname (config-if) # nameif outside

hostname (config-if) # no shutdown

hostname (config) # crypto ikevl policy 1

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy)# encryption aes

hostname (config-ikevl-policy)# hash sha

hostname (config-ikevl-policy)# group 2

hostname (config-ikevl-policy)# lifetime 43200
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hostname (config) # crypto ikevl enable outside
hostname (config) # crypto ikev2 policy 1
hostname (config-ikev2-policy)# # encryption aes
hostname (config-ikev2-policy) # group 2
hostname (config-ikevl2-policy) # prf sha
hostname (config-ikev2-policy) # lifetime 43200
hostname (config) # crypto ikev2 enable outside
hostname (config) # crypto ipsec ikevl transform-set FirstSet esp-aes esp-sha-hmac
hostname (config) # crypto ipsec ikev2 ipsec-proposal secure
hostname (config-ipsec-proposal) # protocol esp encryption aes
hostname (config-ipsec-proposal) # protocol esp integrity sha-1
hostname (config) # access-list 121 list extended permit ip 192.168.0.0 255.255.0.0
150.150.0.0 255.255.0.0
hostname (config) # tunnel-group 10.10.4.108 type ipsec-121
hostname (config) # tunnel-group 10.10.4.108 ipsec-attributes
hostname (config-tunnel-ipsec)# ikevl pre-shared-key 44kkaol59636jnfx
hostname (config) # crypto map abcmap 1 match address 121 list
hostname (config) # crypto map abcmap 1 set peer 10.10.4.108
hostname (config) # crypto map abcmap 1 set ikevl transform-set FirstSet
hostname (config) # crypto map abcmap 1 set ikev2 ipsec-proposal secure
hostname (config) # crypto map abcmap interface outside
( ) #

hostname (config write memory

TXRAME—FTOYA FY—H A FVPND

~NVFET—RTHA Y —F A b VPN VR — b3 2120F, ROFIEEZFEITLET, b
DFNEZFETLT, VY—RED LB TREDL IR ENDL DN EFERTEET,

YNAVFE=FDOVPN ZREL, VY —A 7T AZREL, fFFAshiZ) Y —=2AD—#L LT
VPN 74 o A% LEF, [Configuringa Class for Resource Management] T, ZiL5H D%
EFMEAFA L ES, WICREFIZRLET,

class ctxl
limit-resource VPN Burst Other 100
limit-resource VPN Other 1000

AVTHXARNEREL, VPNITA BV AEFATHRE LY TADA L R—ZLET, KIC
REW R LET,

context contextl

member ctxl

allocate-interface GigabitEthernet3/0.2
allocate-interface GigabitEthernet3/1.2
allocate-interface Management0/0

config-url disk0:/sm_s2s_ikl ip4 no_webvpn.txt
join-failover-group 1
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AT T3 o urdrAN, RV —, JUT b~ T E%, VA4 Y —F A FVPNDOL 7L a

YT XA MO VPN RE ERBEICHRELET,

A 23— x4 ADEKE

ASAIZIE, D b 20D A V=T oA ARHY, TNHEZ I TIIABBLONEE S
WET, RIS, A v —T A AINT Y w7 A X =%y MTEERRESNE T, — .
WERA =T 2 A AT T TA X=Xy NT—=ZIZBR SN, —ROT 7 ANLIR#ES N
3

BANZ, ASAD2ODA U H—T 2 AEFREL, £ F—7MILET, KIZ, 4RI, IPT
RLA, BEOY T2y h~<~A7 280U TES, A7 a 0T, BFaVT 40 LU,
B, BXOeX=2 VT4 T I7A4 T ATO _EREEZHELET,

\)

GE) ASADOHETA L EZ—T A AT RLA (IPv4 & IPv6 Dl F7) (X, T4 _X— MIlOT KL%

FIE

ATy T

ATvT2

ATv7T3

ATy T4

EREEHELTWHTIEIRY 8 AL

AV HE =T z2A A AT 4 Fal—a Ly T—RIABIZIE, Fa—L a7 4 Fal—
alrE—RT, RETHIA X =T =24 ADT 73 )V N EFREL Cinterface 2~ K%
ATTLES, ROBIT, 4% —7 A AL ethernet0 T,

hostname (config) # interface ethernet0/0
hostname (config-if) #

A B =T 2 A ZADIPT RLRAELH TRy b w27 ZHETHITIE, ipaddress~ > F& A
HLFET, ROFIT, IP 7 KL A1 10.10.4.100, 7 % v b A7 (L 255255.00 T,

hostname (config-if)# ip address 10.10.4.100 255.255.0.0
hostname (config-if) #

A B —T o RCALFTET BT, namef 2w FEADLET, k48 LFTT, =
DAFNE, FELIZE TOELIITEEFA, IROFIT, ethernetd) 1 > % — 7 = A ADAHIIL
outside T,

hostname (config-if) # nameif outside
hostname (config-if) ##

{2 =T = Rk F—T T 5T, shutdown =~ > RO no /8= a w2 AJ L&
F, FIAARTE, A ¥ —T oA AT 4 BT L TT,
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hostname (config-if) # no shutdown
hostname (config-if) #

I ARAFT D21, writememory 2~ RE AN LET,

hostname (config-if) # write memory
hostname (config-if) #

FLFIET, 2FBOA 2 —T A ZAEHELET,

ISAKMP 7R!) —DEEENEBA VRZ—T TARATDH
ISAKMP O 1 ~— 7' )L 1k

e

ISAKMP [, 2 5D7 A kT IPsec Security Association (SA; Z¥ = U7 4 7/ m—T 3 V)
DO FEh —HESE 500 — 3 Fa haLTd, Tk, SABHED 7 +—
<~y MZEEBETAOOHEO 7 L— 2T — 7 2 LET, Znidid, SAICETIET &
DRxrIvE—ar, BLOSAOEREITHIENE ENET, ISAKMP DRI — 3
VNE20o0T7 22— (72— 1 ¢+ 72—X2) IZHMPNLTWEST, 72— X 1%, LIk

ISAKMP XAy —3 90 Ayt —V%R#ETHRND b XNV EERLET, 7=2—X2

T, T X #ETD oA ER SN E T,

IKE IZ. IPsec Z {42720 SA OFREIZISAKMP ZfiH L ¥4, IKE L. ¥ 7 DOIRIEIC
ESNAE S % —%2 1k L £9,

ASA IX. Ui — Cisco VPN Client 2> H#56t 3 572 ®D IKEvl, 35 &L O AnyConnect VPN 27 7
A7 FOIKEV2 Z %R —F L TWET,

ISAKMP *x F v —2 a VO ERET HI21E, IKERY —%2{EkLET, ZOKRY —
WX, MOLOREENET,

¢ IKEvl BT IR T HF8REHY A 7, GEBEZHEHT D RSA B F 23 FaidtHA ¥ — (PSK)
<7,

TS ER#E L, TTANT =BT LSS

c EEHEZREL, HEFICA v E—UNEEIN TR D & Z{RFET 5 Hashed Message
Authentication Code (HMAC) J7=,

B —RET LAY RAOREZRET HT 74—~~~y T—T, ASAIZZOT
NAY RREMALT, BEF—Lnyva F—28HLET,

« IKEvV2 TlZ. %@@meRmmmmmmnWM? FUELERE) 27T XA L LT
R LC. IKEV2 b > RLORE AL B 2 0 — PSS b Ny o 2 BEA BUS L C E
L7,

« ASADKE S X — A EHT 2RI OHIR, Z ORISR T 2 X — & E Sz 7,
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IKEv1 #2600 15AKMP K 1 o —niE [}

IKEVI RV o —Z2 AL T, RNTA—=F L2 1 ODOfEAFE L £, IKEV2 TiX, H—0OR
U —IZx LT, HEEORSALZ A 7 LAY A 7, BLXOEEKOEEET VT X LEFHE
T&EFET, ASAIL, BREZEXF2T7ERKLEVLONLR LN DI~ X, FOJEF
EEALCET ORI m—2a VETWET, k- T, IKEvl E[RERIZ, FFRIEN
HEMAEDLEERETDHI L, FAIENEZTRXTD NI VAT 4 — L& EBETHRDIC
H—p7aR—YLikEcxEd,

T I T IKEVIBETIKEV2 R Y & —Z R LT, A ¥ —T = ATA X—T /T HF
NEWZS>WTELBH L E 97,

o IKEv] #5550 ISAKMP 7R U & — D% E (5 2—2)

« IKEV2 85D ISAKMP 7R U > — DR E (6 - X—)

IKEv1 ##5% D ISAKMP 7R 1) & —DERTE

FIE

ATy T

ATvT2

ATyFT3 0

ATy T4

ATy TH

IKEv1 #5¢D ISAKMP 7R VU v — %5 ET HI21L. cryptoikevl policy priority =~ R&fff L
ijhkf)%~2V74¥1L~ﬁ@u/%*ﬁ%%ﬁbiﬁo::TKUK&I@A7%%
HERETEET,

IPSec IKEvl R o — a2 7 4 X2 l—3 gy B— FEBGBLET, RICHERLET,

hostname (config) # crypto ikevl policy 1
hostname (config-ikevl-policy) #

WREF AR ERELET, ROFITIE, FAEEAF—2REL £,

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy) #

e FRERELET, RIC, ZRETHHERLET,

hostname (config-ikevl-policy)# encryption aes
hostname (config-ikevl-policy) #

HMAC SR ZHTLET, ROFITIL. SHA-1 ICHTLET,

hostname (config-ikevl-policy)# hash sha
hostname (config-ikevl-policy) #

Diffie-Hellman 7 /v — 7% ELE T, WIZ, I —7 14 2R ETHH %R~ LET,

hostname (config-ikevl-policy)# group 14
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hostname (config-ikevl-policy) #

BEX—DT7A4 77X, LERELET, ROFITIE, 43,200 (12 B5H) IZRELFET,

hostname (config-ikevl-policy)# lifetime 43200
hostname (config-ikevl-policy) #

TN ayTRARNE—RERIIVALF aTHRA RN E—RT, outside E\WVH A X —
7 xAALEDIKEVI A X —7 M LET,

hostname (config) # crypto ikevl enable outside
hostname (config) #

I ARAFT D21, writememory 2~ RE AN LET,

hostname (config) # write memory
hostname (confiqg) #

IKEv2 ##%#5% D ISAKMP 7R 1) & —DERTE

FIE

&M

ATy T2

ATvT3

ATvT4

IKEv2 ##¢D ISAKMP 7~ U 2 —Z 3% E T 5 121%, cryptoikev2 policy priority =~ > K& H L
TIKEV2 RV — a7 4 F¥al—ray B— 2B LET, 22 TIXIKE2 D/8T A—
ZEFETEET,

IPsecIKEV2 RY > — ar 7 4 Xalb— gy B— REBGELET, RICHZRLET,

hostname (config) # crypto ikev2 policy 1
hostname (config-ikev2-policy) #

EEFREFRELET, RIZ, AES #RETHH &~ LET,

hostname (config-ikev2-policy)# encryption aes
hostname (config-ikev2-policy) #

Diffie-Hellman Z /v — 7 %#FHE L E T, WIZ, FNV—T715 2R ETHHEZRLET,

hostname (config-ikev2-policy)# group 15
hostname (config-ikev2-policy) #

TATY XLE UTHEAT ARLEBE S (PRF) ##%E L. IKEV2 kY RV OREE{bic /B
7eX—BEEWR & Ny Va BEA UG LT, ROFITIE, SHA-1 (HMAC/NY 7> K) %&%
FELET,
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ATy TH

ATvT6
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ke o s —3xie [

hostname (config-ikevl2-policy)# prf sha
hostname (config-ikev2-policy) #

R —DT7A4 77X, LERELET, ROFITIE, 43,200 (12 B IZRELFT,

hostname (config-ikev2-policy) # lifetime seconds 43200
hostname (config-ikev2-policy) #

outside L WVWH A L HZ—T A4 A LD IKEV2 A X —7WIZLET,

hostname (config) # crypto ikev2 enable outside
hostname (config) #

EHEARAET DI, writememory <> RE AL LET,

hostname (config) # write memory
hostname (confiqg) #

IKEv2 D82 — Xk

IKEv2 |Z, Diffie-Hellman (DH) Z VW —7ZfHL T, f == —& & L AR X ORI THA
WEEMSL LET, IKEV2 (T, a2 Ea—XWEMNDG [Psec 1815 ZIRET D720 DEMD
F—RHEYAR— ML TWET, FSRMITITRRLIDHIN—TZ2EH L ET, SAEY M7y
TRICHE SN LAEIL, KN OEET 5T X TOXF—0fMAGbd TF, IKESA
1%, IKE B 7 B TOEED X —AZWis T SV ET,

ASA 1T, BEX—HIZ T OOFH LW T AT 3 — XA T HFEHLET,

< BIND X —72# 1 (TANA fE 6)

« BN F—aH1 2 (IANA fE 7)

« BN X —35H2 3 (JANA fE 8)

« BINOD X —72#1 4 (IANA fE 9)

« BN X —7%5#2 5 (IANA fE 10)

« BIMOF—23H 6 (IANA fH 11)

« BN ¥ —72#1 7 (TANA fH 12)
BRTODEEFT—RWERETEET, RETIEBMOXF T LIZDH I N—T %26 E
THMERDY 7, ASA X, LIRIORM TR —2FH L TR —ERE b L E
T, A=V —ZET ELARVAETRDH S L—FICONWTEE LAEWES, xdo—
v IR L, NO_PROPOSAL_CHOSEN =7 —ilfI3 A = =—X ¥ FESnE T, b

FUAT F—L%[72L (none) JIZRETHZ L HTEET, [/2L (none) |2FIRT D &,
F—RHUIITONER A,
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B s —sporEsEcAREE

A =T —HZONT, F—HGFRPBEMOF—22HniZxt LC[AL (none) JIZFEE S
TWAEE

s LARUZIE, BINOF—ZHnDF—ZH AL LT[ L (None) | #iEIRTX 9,
 BINDXF—AHaT AT 3 T,
TaR—PNORIT T =g U ERDEIEHITE, A= 2—Z2DO7aR—F/LDTTD
ROV AT =NV ARVED N T VAT 4 —L e —HTAHLERHY F5,
wiZ, 4 =3 =—2 Dl R LET,

crypto ikev2 policy 1
encryption aes

integrity sha256

group 14

prf sha256

lifetime seconds 120
additional-key-exchange 5
key-exchange-method none

VARV AZIE, 7aR— a2 —HEE 572 DIEMO S —25# 5 NN TT,
BT NEINO XA A YR — N L TWARWIESIE, IROWTNDRFEAE L ET,

A VT —HIZVAR DT aR—=P L —FT 25D IKEV2 7R —VLndh 55
4. IKEv2 SA ’\lEsr Sk,

« 7L IKE_SA_INIT & A v & — U NOBMDOFXF =D N T VAT — LB A ThHAR
HAR R AT —bEZATLLTHY, TaR—PLE2RFy FLEST, R —
va KM L. NO_PROPOSAL_CHOSEN = 77—l A = = — X IZEE SN E T,

Z DOMEBEDFEMINC DWW T, RFC 9242 B L TL 2 &0,

IKEv2 8 ¥ —RXMDFEEE L HIREIE
« R T OOBEFX — A RO ENTEET,
« BIEDF — B TH U DH 7 NV —T % T 52 LIXTEEHA,
ZDOREREIZOWT, ASA IR E T AR—FLEEA,
« IKEv]
cMERDF—ZHLERA MR TNAY XAR—ZADF—ZHOMAE D,
c UE—h 77 EAVPN YA L VPN DA IKEV2 EE G — iz R — ~ LET,
« I T ARH

IKEv2 DEHF —RXIRDHRTE

CORTEIFAT Y a T, BEFa B a—XBEND Psec BE 2 R#EL-WEEIL. RE
EFRITTEFET,
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ke s —xmozz [

1R BHHIIZ

c FEFHEEHIRFHAMR L 7T, FHMIC OV T, IKEV2 #E — 22 #io i 5= 0H & il
REFE 8 ~—) ZZRLTIIZEN,

IKEV2 RY L —DIERALT A ITY ZA, A~y a7 AT XA BIEHFR, BLOSA T
A THEALERELET, FFMIZONTIL, IKEVIARY 2 —L IKEVR2 R Y > —DREE S
LTS,

IKEV2 R U ¥ —Z{ER L £,
cryptoikev2 policy policy_index

7a 7 ME, IKEV2 R U—FEE— RRFERENET,
i -

hostname (config) # crypto ikev2 policy 1

IKEV2 RN Y 2 —DBEMMOF =T AT 4+ —haiRELET,
additional-key-exchange <1-7>

fmyfb’ I, IKEV2 R Y v —DEMOF—FHERTEET— AT REINET, 120K v—
IR T ODF—ZH N T LV AT+ — LA EBRETIET,

i :
hostname (config-ikev2-policy)# additional-key-exchange 1

BIMOXF =3 N T VAT =221 DU EODH I V=T % EFRL T, F—XKHUSFTXNERT
LE7,

key-exchange-method <DH_group>

DH 7V —7"% 14, 15, 16, 19, 20, 21, £72F31 LFELET, NI U AT+ —L% 2L
(none) JICRETAHZEHTEE T, [ZeL (none) | 2T 2 &, F—HIITONLEH
Mo

11
hostname (config-ikev2-policy-ake) # key-exchange-method 21 31

IKEV2 R U ¥ —IZHEEOX —ZHEFRTET DI, FE2 £ 3 2EVIRLET,

hostname (config) # crypto ikev2 policy 1

hostname (config-ikev2-policy)# additional-key-exchange 1
hostname (config-ikev2-policy-ake) # key-exchange-method 21 31
hostname (config-ikev2-policy)# additional-key-exchange 2
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hostname (config-ikev2-policy-ake) # key-exchange-method 20 21

hostname (config-ikev2-policy)# additional-key-exchange 3

LAN-to-LAN IPsec VPN |

hostname (config-ikev2-policy-ake) # key-exchange-method 19 20 none

RDBERY
WE MRS LET, FEMIC OV TR, TIKEv2 5 — 52 Hais E O el

BLTSES,

IKEv2 88+ — R EDHER

(10=—2) | &%

IKEV2 X — R DORE 2 TR FE L ITHERT AR, IRD show 2~< > REFEHLET,

« show running-config crypto ikev2

crypto ikev2 policy 1
encryption aes

integrity sha256

group 14

prf sha256

lifetime seconds 120
additional-key-exchange 1
key-exchange-method 21 31
additional-key-exchange 2
key-exchange-method 20 21

show crypto ikev2 sa detail

IKEv2 SAs:
Session-id:4, Status:UP-ACTIVE, IKE count:1,
Tunnel-id Local Remote fvrf/ivrf Status Role

CHILD count:1

41567725 192.168.15.1/500 192.168.15.2/500 READY INITIATOR

Encr: AES-CBC, keysize: 128, Hash: SHA96, DH Grp:14, Auth sign:
PSK

Additional Key Exchange Group: AKEl: 31 AKE2: 21 AKE3: 20 AKE4:
15 AKE7: 14

Life/Active Time: 120/5 sec

Session-id: 4

Status Description: Negotiation done
Local spi: 6BB6B7BFAOBAADF4 Remote spi:
Local id: 192.168.15.1

Remote id: 192.168.15.2

Local reqg mess id: 9 Remote req mess id: 0
Local next mess id: 9 Remote next mess id: 0
Local req queued: 9 Remote req queued: 0
Local window: 1 Remote window: 1

DPD configured for 10 seconds, retry 2

NAT-T is not detected

IKEv2 Fragmentation Configured MTU:
548 bytes

Parent SA Extended Status:

Delete in progress: FALSE

Marked for delete: FALSE

Child sa: local selector 20.0.0.0/0 - 20.0.0.255/65535
remote selector 30.0.0.0/0 - 30.0.0.255/65535

ESP spi in/out: 0Ox4a7d5da2/0x56a28fa8

576 bytes, Overhead:

AH spi in/out: 0x0/0x0
CPI in/out: 0x0/0x0
Encr: AES-CBC, keysize: 128, esp_hmac: SHA96

ah_hmac: None, comp: IPCOMP_NONE, mode tunnel

. LAN-to-LAN IPsec VPN
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Kevt k52274 —L+ty ok |

IKEV1 FS R TD+—L 2y FOERL

FIE

ATy T

IKEvl h 7> A7 35—k v ME, B b iR XA DbEZ LD TT, FFED
— X Tn—LE#ET LS. BT, ISAKMP & D IPsec bt X 2T 4 7T/ — 3D
FAvT— IZ, ED N T A7+ —L Yy NEfHTHZLICAIELET, TR
Tx—Ahty NI, MEFOETTRLTHLINENRD Y 3,

KTV AT g —Atv MZ BEEMfT ORIV Ny 2 MY THREINTZ ACL
DT — 57H—#@ééﬂi¢w%Aﬁﬁfk7/x7j Lty befELT, 727U b
~ o TERRFIFA T IV V)V T~y T 2 MU TR IV AT 3 —0 By bOREKREK 1L
ERRECTEET,

WROFIZ, ARG ST N EFREST 2R L £ T,

K1 EDGESEAREREAL

AU ESEAR BUEEREAR

esp-sha-hmac (7 7 + /L Iv)

esp-aes (128 £y MHFE{k) (7
7 F )

esp-aes-192

esp-aes-256

esp-null

NIV 7 A2 =Xy FREDIEHER Y PV =2 & L THERE SN2 2 DD ASA T
IPsec # FHET 2BHEOHIEL, PRV E—RTT, PRV E—RET 74V ETHY
RETLED Y FH A,

oo AT —L By NERETHITNE., o7V arFH2 A NE— REFEIILTF T
FA PN ET—RTROYA MNEHZ AT ZFEITLET,

Ju—)L a7 4 F¥alb—3 3 E— KT, crypto ipsecikevltransform-set avr Rz A
JILET, ROBITIX, 412 FirstSet T, W55k & F8FEIZ esp-aes & esp-sha-hmac Z 9%
NIV AT =2ty FERELTOET, HBUIROLIITRY £7,

esp-sha-hmac (7 7 4 /L )

crypto ipsec ikevl transfor m-set transfor m-set-nameencryption-method authentication-method

hostname (config) #
crypto ipsec transform-set FirstSet esp-aes esp-sha-hmac
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B w2 Tok—vrons

ATy T2

hostname (config) #

KHEERFLET

hostname (config) # write memory
hostname (config) #

IKEv2 7 OR—5 )L DIERL

FIE

&

ATy T2

IKEV2 TiX, H—DOR Y > —IZxt LT, BEOBEFbF A 7T LFFEZ A 7 BLOBEERDOES
PETNTY ALEFRETEET, ASAIL, REZEX2T7ERELAVDONLEHENE O
W~z FOIEFEZERHLCET ORI o— 9 UETVWET, 2k > T, IKEv]
ERIERIC, P SN BMAEDEERETDHZ LR, HFAISNDLITRXTCDOR T AT 4 —
LERETDHEDICHE O T a0 R—YP L2 EETEET,

WROFKIZ, A7 IKEv2 AL T EFRRES AR L E T,

R2:BDG IKE2BES LA EBEHARK

BamESitAR BAMGEESHEAR

sha (Z 7%/ 1)

aes (F7#/LF) 1288w k
F—affH L7- AES,

aes-192

aes-256

IKEV2 7B FR—VP a2 ET AL, Vo7 arvFFA R E— RERIvALF a0FF R
N E—RFRTHROZRT EBFEITLET,

Ju— )b ar7 4 X2 lb—v g F— KT oryptoipsecikev2 ipsec-proposal =1~ > K& f#
HALT, e R—=FLOEEOR b LOEMY A T EZEETE 5 IPSec /'R A—H /L =
Y74 FXalb—varE—RERKFLET, ZOFITIE, secure X7 B AR—HILDLFITT,

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure
hostname (config-ipsec-proposal) #

Wiz, 7a halBrUOm kA A TEASILET, PR—FENRTWAM—D 7o koLt
ESP C9, WIZHIZRLET,
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ATy T3

ATy T4

ACL D& E

INE

hostname (config-ipsec-proposal) # protocol esp encryption aes

hostname (config-ipsec-proposal) #

BEMWSIA TN LET, WICHZRLET,

hostname (config-ipsec-proposal) # protocol esp integrity sha-1
hostname (config-ipsec-proposal) #

KHEEREFLET

ASAIZ, 77FAarybte— NV VA MEFEHL TRy NV—F TV ®AZa be— L LE
To T7ANBITE, @IS EX 2V T 4 TTIA TV RAFITRTON T 7 4 v 7 HERLE
To NI 74w EBFHATHACLZRET DLENDH Y T, FHMICONTIZ, —fRAEAE
HAar74¥a2lb—3 3 HA RO [Information About Access Control Lists] #ZM L TL 72
AN

Z @ LAN-to-LAN VPN il fi#% TR ET D ACL 1L, EEILIP 7 FL A LB X 7-565% [P
7 RLA, BIOMMEEEEOR— MIESWTWET, #EEOmAINC, AW T—1 74
5 ACL ZRELET,

VPN 77 4 w7 HD ACL 1%, BT RLAZEHLET,

)

G¥) VPN 7 4 & ZH L7z ACL OREHIEDOFEMIZ DWW TIE, VE—F 7278 AD VLAN O

FIE

&

ATy T2

BEEIIIN—T R —~DHET 7 A a2 ha—L Lb—LOHEHAEZBRL T X
A

access-list extended =~ > R&ZASH L ET,

access-list listname extended permit ip source-ipaddress source-netmask destination-ipaddress
destination-netmask

WOHITIE, 192.168.0.0 DRy hT—JHNIZHDHIP 7 KL A5 150.150.0.0 DRy T —7
WCRT 7 4w 7 BEET D, 21 list LWV I ARTIO ACL #%E L £,

hostname (config) # access-1list 121 list extended permit ip 192.168.0.0 255.255.0.0
150.150.0.0 255.255.0.0
hostname (config) #

ACLZI 77—V 732850 5> — OO ASAIZ, ACL #%ELET,
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1207 VT <y 7DACL TEEREINTZY T Xy b, FRERCZ V7 b~y 7RI
722 ODHRL LGS ACLTERSIN-Y 7y MIFEHEHTEETA,

WOBHTIE, ZHUET D7 17 M hostname2 T,
hostname2 (config) # access-list 121 list extended permit ip 150.150.0.0 255.255.0.0

192.168.0.0 255.255.0.0
hostname (config) #

koRILTIL—TDEE

FIE

&

MoV ZN—1%, FURAVEERRY =ML a— Rty b T, AAAY—/3—
BT D M RN TN—TEREL, BT A—XEREL, T 74NV DT NV—T R
Vo—%EELET, ASAIL., PV I —7 2 NEHIICIRE L £,

ASAIZIE, 2ODFT 74/~ bRV TNA—TRNHDEF, 1 21L7 74 /L h®D IPsec U E—
N7 7®A RNV T NV—TF TS DefaultRAGroup T, & 9 1 DILT 7 4/ kD IPsec
LAN-to-LAN k> %)L 7 /L—7"Td % DefaultL2Lgroup T3, T 5HITZEF AFE T A, HIER
ITTEEHEA,

IKE RA—2 a1 BEO2OEARMESIL. HHTE 323IAFRUCH Y £4, IKEV] Tl W
FDVPN T KC 1 D0S A TOBAOHAHFASNET (D% 0, TS — £ 7137

%%)OLﬂb\mﬁgfi\%@D—ﬁwkioj%~bmﬁcu%ﬁﬁbfﬁﬂﬁmﬁﬁ
RAERETEET (DFV., FELicx U UIFAE F—58E 23 E L, I3 LTiE

AEUEREREA R ETEET) o, LMo Ty m&a%@%#é&\ﬁﬁ@wﬂ%h%nﬁﬁé
7 VT UV R VTR T DI MGRAE A A T £ (TR A ¥ —E G E)

Fo, BEIZAESTZH LW N RV I —T% 1 DU EERT A Z b TEET, b
F T T— g T SNZRED b =T NN EAL, ASA L. by
N—TE=FERALT, VE—F T7EABLPLAN-to-LAN F> RV T A—TDF 7 4/ k k
VRNV INT A =R ERELET,

FEARM 72 LAN-to-LAN 8565t 2 #EL T D13, RO L HIZ2 >DEMEE F o RrV T —F1T#%
ETHLERHY 97,

« Bifsi # A 7 % IPsec LAN-to-LAN 2R E L F 7,
cIP 7 FLZADFEAFHR, (-oF V. IKEvl & IKEV2 HOERIHEE X —) 2R ELET,

Pt & A 7% IPsec LAN-to-LAN |[ZRXET HIIX, tunnel-group 2~ > REZ AN LET,

E3C1%. tunnel-group nametypetype C9, Z ZC. name X b RV F—TZEID B TEHL
AICTHY ., typeld o XD Z A7 TT, CLICANT D MRV ZATIFROLELY TT,
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ATy T2

ATvT3

syFr ey Iokmesvs—714 2~0ER ]

« remote-access (IPsec. SSL, BL 7 F A4 7 r LV ASSLYE—h 77k R)

s ipsec-12l  (IPsec LAN-to-LAN)

WOBITIE, brxn ZV—T DAL, LAN-to-LAN E7 D IP 7 FL A Th % 10.10.4.108
T,

hostname (config) # tunnel-group 10.10.4.108 type ipsec-121
hostname (config) #

GE)

IP 7 KL ALADLFTDFTV TS LAN-to-LAN k> v Zv—7 1%, b RAREREF AN
FULNGEHETH D, F2I1TET 2 Aggressive E— REFEHATH L OICRESNL TS (B
HWNIZOM S D) GEICRVEHTEET,

FAMSEA S — 2@ AT 5 L 0 ICIE KA ET D121, ipsec BT — RIZAV,
ikevlpre-shared-key =~ K& AJ) L CHFATEA F—%2F L £7, Z D LAN-to-LAN #&#5¢D
i) ASA T, [F UHFAHLA S —2 AT o0 ENH Y £7,

F—iE, 1 ~ 128 XFOFEETLFHTT,
WOHIT, IKEv] FHR[HA F —I3 44kkaol59636jnfx T,

hostname (config) # tunnel-group 10.10.4.108 ipsec-attributes
hostname (config-tunnel-ipsec)# ikevl-pre-shared-key 44kkaol59636jnfx

KHEERFLET

hostname (config) # write memory
hostname (config) #

h R DBBBF CTh D Z L 2R T 521X, showvpn-sessiondb summary, show vpn-sessiondb
detail 121, F7-1% show cryptoipsecsa 2~ R&EH L F7,

DYTEIVTDEREA D RA—T 24 A~NDEH

JUVT b~y UL, IPsecEXa VT4 TV 2—alOROL ) REFEEELF
Db DT,

« IPsec TIRETHLEDHD T 7 4 v 2 (ACL TEFH)
o IPsec CRIEESNTZ N T 7 4 v 7 OEENR (BT THEE)
e bT T 4w IZEAEND IPsecEX 2T 4 (FTF U AT 3 —A By N THEE)

eIPsec 77 4 v 7D —HNLVT KLA ([ F—T 2RI VT h~v 7 m@#EHALT
6 7E)
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B /i~y dotmer s—7z 4 2~0ER

IPsec BEINTH7-0OIZIE, MHFDETICHIBMEDOH 22 7 4 Fab—va a2 o>7 V7
M~y = NIRFETDIUNERNSGD FT, 22507 V7 h~v 7 = U NAHMELE
DT OIIE, MEDBDRL EOROEEER 2T HLERH D 7,

U T Nl Ty NUIC, EHMEEEORZACL (722 21, 39— A A—ACL)
NEFENTWD, WETHETHEAFIv I 7T b~ T aFEHLTHDLEEIT.
ASA DI ACLOT Y FYRETORESACLIZE > T TFF] SNTWAKLERHY F
7,

K7V N~y NUMLOE T BT DS RETLH TN ATFTIvr 2T
h =y TEHEHLTOARWES)

VT h~wy T hUIC, HBONT AT 4 =Lty bR3D7REB I DFEET D,

FREDA v Z—T 2 A ZK L THEEDZ V7 b~y 7 =2 b ZERT H5A1F,
M) DY—r o 2FK S (seqmum) ZEEA LT, =2 FUIZT 7 21T £7, seqnum 23/ &
WEE, 7T9A4F VT4 BEmL<BR0ET, IS~ By oM 4 —T7 A AT
T, ASAITET "I 74 v 027 T7A4F VT 4 OmWW~y S MY EHE LTI L E9,
YNR—=2Z2—hr APV ar RRI) N7 VT R~y FICEHINLTWDGE, O~y
TNEASA LDA VB —T 2 A AT ELIL—BTHIVLENHVES, 2FV, RILZ7 VT b~y
T DOA 2 —T 2 A ATEHATERNE WS Z & T, #HOI VT ~~y T 28K
A B =T 2 AA AT EHE, V= bBRELLZ V=0T v 7 ENRNWIERHY £9, &
BDOA L H—=Tx2A A1 OO VT b~y TRRERGEF, —BICER L~y TE2%
N— N THERATLZNERH D £,

WORMEDONTNMNIE TUIE D HAIL, FTEDA V' F—T = A AKX LTEEDZ ) 7
~v 7 = b EERRLET,

cHBDOET TR LTF—X T u—E 0BT A84A

BB HEATDORNT T 47 (RA—FRIIEBIOET ~D) 128725 IPsec BF = U T ¢
PEATAEE, izt BBV TRy by MEDO NT T 0 v ZIIERFEL, BT
Iy by MNEDO NT 7 4 v Z7ITFEEB L OB SLT 5 L 5 G468 T3, ZoLA1F, R
BRABZATDNT T 497 %&2OOMBDACL TEF L., &5 ACL I3 LRIz Y
V7'~ MY 2R L £,

BHODA U E—T A AADEBETY TDEA

F 2T VISP DA, ASA DA v B —T 2 A ZAENR I T v T A F—T A RTKEE
<~y TEEATEET, ZOREELFEMNTDHYA . origin-only A7V a SIFEHTE EHA,
ZONEMENMERGAE. BN RAAL v H—T A A (VTI) ZHEHATISLERHY £
7,

DA B2 —T 2 AT~y T2 EHT 2546
=T 4 Ta halLERIFIL— T v F T RMLETT,
s UE—MUIBL—T 477 B haVEBEHLTWAZ EE2MERL T ZEN,
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FIE

ATvT1

ATy T2

ATvT3

ATy T4

syFr ey Iokmesvs—714 2~0ER ]

s ASAIIBIREDR N L— N2 X —T 2 A AT E— A MDD T
B2, BUK S~y A L THEEDA v 2 —T7 = ZABEBRIGEIRT AN H Y F
j—o

7)fb7/7%¢ﬁbfﬁm—ﬂw:y74¥;v~yay%—Pf%%4V& T A
WCEATAI2E, Yo arFE2 AN E—REREISATF arTF A F— R TROFE
JlLE%%ﬁLi*@“o

ACL%ZZ7 V7' K ~wv 7 =2 hUIZHEIY YETAHIZIE, cryptomap match address =2~ > K& A
HLET,

#E3C1E. crypto map map-name seq-num match addressaclname CT9°, KOFITHX, = v 74T
abcmap, ¥ —7 A% L 1, ACLAIE 121 _1ist T,

hostname (config) # crypto map abcmap 1 match address 121 list
hostname (config) #

IPsec HE#t O YT 54 HI2i%, cryptomap setpeer =~ R&E AN LET,

FE3CIX. crypto map map-name seq-num Set peer {ip_addressl | hostnamel}[... ip_address10 |
hostname10] TJ~, RDOFITIE, E 7413 10.10.4.108 T,

hostname (config) # crypto map abcmap 1 set peer 10.10.4.108
hostname (config) #

IV TSR~y 72 MUIZIKEBVl R T A7 4+ —ALty MEEET HIZIL, cryptomapikevl
set transform-set =~ K& A LE T,

3C1%, cryptomap map-name seq-num ikevl set transform-set transform-set-name T3, KD
TliE, P77 A7+ —L%t >y FMIT FirstSet T,

hostname (config) # crypto map abcmap 1 set transform-set FirstSet
hostname (config) #

VT N~y = FUIZIKEV2 e R—HF L EFRET DI, crypto map ikev2 set
ipsec-proposal =< > K& AL FET,

#Ci1E. crypto map map-name seq-num set ikev2 ipsec-proposal proposal-name ¢4, ROHFIT
WX, 7 R—Y 41T secure TI

cryptomap 2~ RTiX, 1 DDV v 7 A 2T v 7 AEHD IPsec 7B AR—P /L EZIFETE
£, ZOBA HEOTaR—YPARF I T — g O—HE LTIKEV2 BT ICKEE S
N, 7eR—FLDOIEFITZ VT N~y 7 =2 8 OIEFAHITRHCE S BSRE L 7,

GE)
HiEE— K (AES-GCM/GMAC) B XUWEEE— F (Z0M3xT) o7 /L3 Y X L) IPsec
T R—PNCHEEE. ETICHE—O7 R =L ERETEETA, ZOFE. 22507
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B riir~v70ro8—ozq02~0ER

BR—FLNRMEL R FET GEEFEE—RFOTALITY XAC1D, BEE—RFOT7LITY XA
IZ21o) .

hostname (config) # crypto map abcmap 1 set ikev2 ipsec-proposal secure
hostname (config) #

DVTEIVTDAUEZ—T 4 A~DEHA

FIE

ATy T

ATvT2

JVT N~y NI, IPsec N T 7 4 v 7 PEBRTIHIEA X —7 oA ANZHEHT HH4E
BHYFET, ASAIE, T_XCHOA v Z—T =2 ATIPsecaPhR—hrLET, 7I T b~
vty b H—T oA RTHHATDE, ASAITTRXTOAS L H—T =2 A NTT 4T %
sV TR~y Yy FERELTIHMEL, BRHRECEX 2T 7Y vz —aroxray
T— FEFZ, FRESHERY =2 AL ET,

¥, VTN~ B —T 2 A RAINNA LV RTDHE, EX2 T4 T/ —Ts
VT HR=AREX 2 VT A R =T —E R EDT o H A LT — XSSP
SNET, 2V b~y T EBENOEET L E . ASAITHBINICEDOEE LI (T2 7 K a
L—ya VA LET, BEFOERITTXTRey 7S, Bilnwy V7 b~y 7 osiH%
N S NVE T,

BREFEHDI VT N~y TE2IEBA X —T = A ZTEHTDHI2IE, WOFIEEZFEITLET,

cryptomapinterface =~ R4 AJ) L £9, #3CIE. cryptomap map-nameinterfaceinterface-name
-/C“—g—o

hostname (config) # crypto map abcmap interface outside
hostname (config) #

EHERGFLET

hostname (config) # write memory
hostname (config) #
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



