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NOMBHIRETE LT, £ 2T BTV RER S, s e~FESNET, o,
NIV w7 Xy FT—=I b TSN ATy b eZE L. Tnb il 7 /Ui L
T, 7I7A4_=h Xy bV =7 EORKIEICERT LI L b TEET,

ASA TIE, LAN-to-LAN VPN ##¢(Z IPsec 23 41, client-to-LAN VPN #£#5¢(Z IPsec %
THZLHETEET, IPsec HFETIX, BT &I, VE—FT2R8A 27 T4 7 FERIIBIO
X2 TR U2 A EBERLET, EBLOERYA IOV TH, ASAITVRAape’ T
EFEYR—bFLET, ¥ ATE VPN OEFUEEIZNE > TWDHD T, ASA I~ X —D B
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N RNV EFENLT HIIC, 2 OO ETIX, ik, BEe{b, ek, —EFHREGET 5
X2V T4 TV —3y (SA) xdvz—hRLET, ZhboxrIT— 9 000,

hxVDffESE IKESA) &, RV ND N7 7 4 v 7 OfilfEl (IPsec SA) L9 2 DD

Tz —ANEENET,

LAN-to-LAN VPN |L, HUERAYICERI D5 TIZH D%y MU —7 24855t L £ 7, IPsec LAN-to-LAN
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isakmp 55 £ U IKE oz ]
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Authentication Code (HMAC) JF=,
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#o@@@mmwAnzo®t7W@E@F/*w\ikﬁ#ﬁ%byivyﬁﬂgwﬁﬁ%
B TEET,
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T, IKEvl &L REEIC, B ENAEMAELEEBEINCEET DL L, FrIEnbd 3T
DAEDOEELET HDICH—D 7T a R —FLEEREFETEET,
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K2 g E7 oy I ey Fzont

M= I1—407o+wR 70—

——(C _SANT )——>
Peer 1
— (Retrans SA_INIT 5 times) —»

e e ~—> —_— SA INIT request —>

<«— ( SA_INIT response ) ——

Host 1 Initiator Peer 2 Host 2
(192.168.2.0 ) (1111 ) AlliienHEck B 3.3.3.3 192.168.3.0

<+— ( AUTH response _—

)

GE)  IKESA #BRIAT 2121%, 72 b7 7 4 v I MRETT, TO7d, BITHEKT 7=
mﬁwHTK%%L\%%%K\ﬁéﬁ%&ETﬁSA%%ﬁbi¢Ob774/7#$ﬁé

NIGAIE, ROET TIKE SA ZBART 572DICF@ b H—nNEZ2 ) £9,

IKEv2 L R R > & DENME

IKESA DV ARV ETNA AN VT b~y THOBEBOET 2 HL CTREINTVDHE
A, IKESANERITEND =N, f = =—HXIKESADT RLAR, 7 U h~y 7T NOH
ET 7T 4 TRETOT RLATHRIESNET,

ez 7V T b~y THNOBIET 7T 4 7RET (LAKRUVZF L LTHER) BNEOOET
Tho%6. IKESA L Peerl DIP 7 RLAMLERSNE T, Rk, 7 U7 h~y7HO
BUET 774 7T (VARUZELTHERN) B2FBOET ThHHYA . IKE SA I3 Peer2
DIP T RLAMLEBINET,
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G¥) E'7 b I =P uiE, IKEV2 ¥ LFET FARa YO L ARCAAITIEIVR—FENET A,

DY) TRy TEBHEOETAVTYIAD) Y +

IV = T2 EETTLHE, ETA Ty ARNEaic ey hE&h, VA MNOEYIOE
TD FRABBMBENET, ROEIZ, FEORNTOERET A VT v 7 ADBITER
L7,

R 1:SARIDERET A VT v I ADBAT

SA BT DIKR E7A4 2T v ADH%E
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BIEARRERET PSInS

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .



IPsec 4 & TS ISAKMP |
B ceesncrorass

SA BIDIKR E74 2T v A0OBEH
o)t k

Tz —RA 1 T R—=PILDOR—E K hix

T2 —X2 T aR—PILDOR—E P

DPD ACK K15 s

AUTH 7 = —XHTD RNT 7 4 v 7 L7 XD | XI&

R

Authentication failure (FBFEAHL) X

BT BIEARRE R 72 O — PRI SRR Vtv b

R2:SABRDEBRETA VT v ADBIT

SA ZDINR E7A2TY9ADEE
o'ty

T R—=FLOR—HI LD F—HBAEKDK | VEY H

i

F—HEKIO T T4 v 7BV ZOR— | Uk Y b

S

IV T b=y TOER Utk

HA AA v FA—3— x

clear crypto ikev2 sa Utk

clear ipsec sa Uty k

IKEV2 SA Z A L7 U b PDIca

IKE2 EHET7DIESIE

IKEvi 8 LU IKEv2 77O )L

J VT b=y TREFDOIKEN—T g VEBIOEEET THREINTWLEE, ROETILE
BT AR, MFDNR— 3 U OF/ET T SA DBEITHITONET,

72 z2iE, 29200 T PLEP2 T Y b~y RRESNTWEEE, IKEV2 @ P1, IKEv]
D Pl, IKEV2 D P2 DL 52 b RADBBENFE T,
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Psec VPN D5 A 22 [

= At

BEEHOECT 2H>7 ) b~y 7 1E. HAND LV AR XTI, ZA~D b RAEBELET,
BHIDT R, ZZRFETE WS, ROV AR Z TS ZZBE L E1,

A =T — TN AT, VARUETNA ZAAD N RAEBBLET, 777 407534
AMBE T T HE, RAZUNRATNRA AL, TIT 47T, ADPeer2 DIP T KL A2
257107 b~y 7R, Peerl DIP T RLAND U RIVEMENLL LD & LET,

EHhOSR4E

HHEOET 27 ) P b~y E, BHF 7 TAXZDORENICH D VAR XTI/, ZA~D b
VIANEBIMGTEET, BYIOT A RAZEFETERWGEE. ROV AR ZT N ZA~D
FalrEtd,

A=V 2—BFNA AL, VARUEFNAL ZA~D N RV 5BE L F9, Peerl IZF|FETX
WA, 7T AZNDTXTD ) — RIFRD Peer2 ICBEI L £,

DRI SRA

IKEV2BEEET 7 V7T b~y TRRESINTWDIEGEE, DI FAX ) 73V FR—hanE
A,

IILFAVTHFERAME—F

YNF A THFANE—RTIE, #EETOEBEIS 27T XA MIER LD T,

TNy avo R
R RIVORESIIZRR L ZBA1E, 2hboa~<y FEAMc LT, BB E S LI LE
D

« debug crypto ikev2 platform 255

« debug crypto ikev2 protocol 255

- debug crypto ike-common 255

IKEV2EHETICEGOT /Ny 7 a 7Ol RIRLET, Z0or7ilid, ©7 OEBRER
SNET,
Sep 13 10:08:58 [IKE COMMON DEBUG]Failed to initiate ikev2 SA with peer 192.168.2.2,

initiate to next peer 192.168.2.3 configured in the multiple peer list of the crypto
map.

IPsecVPN DS A 22X

N

GE)  ZoHREIX, <A v— NS UERED R WET L TIIMEH TE 8 A,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .



IPsec 35 & U' ISAKMP |
B esecvenosq ES o

IKEV2 ZffiH L7 IPsec U &— k 7 27 & A VPN (2L, BIi&HEAFTEE72 AnyConnect Plus & 72 (%
Apex 7 A BV ADKEETT, IKEvlI ZfH L7z IPsec U E— h7 7 A VPN B LW IKEv] F
721X IKEv2 Z i L 7= IPsec %7+ b VPN TliX. Essentials 7 4 & > ZIZf}E D Other VPN 7
A BUAMEBAENET, BTN L OREKRIMEIZCOWVWTIX.  [Cisco ASA Series Feature Licenses |
L TLTEEN,

IPsecVPN DA K54 >

AVTHFRAME—ROHAFSA Y

VTNV ERIFYLT a TR AN E— RTHAR— FEINET, Anyconnect Apex 7 A & A
X, vV FarTHFARE—ROYE— T 7 EZAVPNIZKLETT, ASA L AnyConnect Apex
TA B ALRRAIGGERR L EEAD, 77 v 87 4 —AHIR~D T A & 2 ¥ AnyConnect
Premium, #E#EGH EX=27 27747 b, CiscoVPN7 4+ U H X277 747 b, B
& O Advanced Endpoint Assessment 72 &', Apex 7 A £ AD T A v AREEEA L E9,

T7A4T94—ILE—FDHA FSA4 >

N—FTv R T77A4T 4=V E— RRTREIFVR—brZINTWET, FTUAXT L F 77
A7 T F—)bET— RKiIV¥R—FINFEEA,

Jx—I)LA—N—DHA KSA4 >

IPsec VPN v v a id, 77T A T/IRAZ NN, To— )V —NR_"— a7 4 FXal— g
TOHBHSNET,

ZOMDHA K54~

IKE%#fRETHE, VAT LITHEHIZRADIUSUDP AR — b 1645 B8 L V1646 2 KL £17,
Z DRI syslog 713903 IZFEH 41, AR— FFEFIL 27910 B LT 28166 & L TRINLET,
ZOTFRINZE D, A— I PAT BHIFEH SN WE D IR SN E T,

ISAKMP D&%

IKEv1 R1) > — & IKEv2 7R Y S —DERTE

IKEvl & IKEV2 (2B B, R 20HD IKE RY > —&2 PR —KLETH, EOE Y MIZ
NENERZVET, ERTEIRI v —0FnEFNIC, BEOT 744V 7T 428 Y TET,
TIAFT VT 4B ZDNIWNEE, TT7A4F VT o B3m< e 7,
IKEXTYm—ariMhEd e, 233 o—2a  EBBLEETIZZOT_RTORY v—
ZUE—FNETIWCEEL, VE— M ETIE—ETH5RV>—%2HLET, VE— b BT
—HFTHRY P —ZRDOTHET, REFHLDORY V=K LTETOTRTORY > —% 1
OFTOTFITAF VT AIEIC RBEWTTIAFT VT 4 b) BELET,
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FIE

&

ATvT2

ATvT3

ATvT4

IKevt Ky o —& ke K o—oEE [

L R SADIE. 2D ETNLDRFORY —Iz. 7 UV, Ny oo, RIE.
Diffie-Hellman /X7 A —Z AN EENTNH E X TT, IKEvl TiL, VE— K ETDHRY v —
THESNTWDTA 7 XA LN, BN EEINTEAR) O —DF A 7 XA LUTTHD
TEHMETT, FAT7FALPELLRVGES, ASAIFE WSO A 724 L& LE
9, IKEV2 ClE, 74 74 A MIR T =— M SNEFALN, KT ORI Tr— I /VTERX
NHDT, FA 784 LEKET THEINGRETCEET, KT 2RV —nN20E4A, IKE
FxFvz—ra U EHEA L, SA Y. SR EE A,

BRTA—HZHR L TRHEDEZIRINT D L 21X, X2 U T 4 LT 4 —< 2 ZADMICHEER
DR—RFTZPRELET, T 74V METHEOLNDIEX2 VT 4 LoULE, 1 ZEAEDM
WX 7T BT LET, NTA—FXIZH LI DOERETEYFR—FLTH
HYT EMEEMRTAEAIF. HEOE TR R —F LT AEISERAHIBRESNET,

ISAKMP 1= > RiZiZ, #NFNTTA XN T 4 2 ETHILERHVET, 7944V T ¢
BRICE TR —D—BICHEN., IKER T —2 g L IBIFAR) o —DF A4 F
VT BRESNET,

IKE RV > —Z2ERT 212X, oI NFElid~rF avrsFA =KD a—s0 o
7 4 ¥ 2 b— 3 %F— RToyptoikevl|ikev2policy 2~ REZ AN LET, a7 Ma,
IKERY—arv 74 X¥al— gy F—RNeERLET,

&1

hostname (config) # crypto ikevl policy 1

Gx)
HLWASA I 7 4 X2l — g 000F, T 74/ FOIKEvI RIKEV2 DR Y > —3dh v £
A,

Bt 7 VT XAERELET, T 74V MM AES-128 T,
51k [aes| aes-192 | aes-256]

1 -

hostname (config-ikevl-policy) #
encryption aes

Ny va TAIY XLERELET, T 74V MElk SHA-1 TY,
hash[sha]
1 -

hostname (config-ikevl-policy) #
hash sha

RAESF XA ELET, 7 7 4/ MIFEREHEEF—T7,
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&1
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hostname (config-ikevl-policy)# authentication rsa-sig

AT 75 Diffie-Hellman 7V —7iBE 52 E L ET, T 74/ MIZA—7 14 TY,

group [14]
1 -

hostname (config-ikevl-policy) #

group 14

ATYT6 SATATHALERELET, T 74/ ML 86400 B (24 BEf]) T,

lifetime seconds

1 -

ZOBITIX, 48 (14400 ) DT A 7 XA LEFRELET,

hostname (config-ikevl-policy)# lifetime 14400

AFw ST IKEvl R ¥ —F—U— K, [ KEV2 RV > —F—U—F, BIOPIKERI >— F—U—F&
B (10—) TANLIEEZHHA L CEBMEZEEZRELET, ATEDRY — T X —X%

\EZFRE L WGa,

IKER) &— F—T— K L&fE

T 74N MEDEH SN ET,

F—T—F

NS

BLL]

authentication rsa-sig

RSAZEALT LAY X LIZ
Lo TR S L= F—1F
TOT VL INVFERE

% 1PSec B 7 D ID Z ML T 572D 1T ASA NEFAT D78
FEFRERELET,

pre-share (7

HHMA F—

FHRLA F—ITHERT DR v b U — 71T L THRIRDS

THILE) WEECTT N, IRy hT—7 TldEy b7 v 7RE
E]T‘é—o
encryption aes (F 74/ 128 By h¥—%fHL |2 20D IPsec ETHTIRESIND 22— — T — X 2 {fi#
) 7= AES THRHE AT Y X AERELET,
F7HLMI128 By FF—TT,
hash sha (57 #/V|SHA-1 (HMAC XU T > | TF— X BEOMSRDOT-OIZHHT Ay 2 73
~) ~) ALERELET, N7y EREDO/7y MIFEEENT

WARETLLLREIN-Z L, EAEEPICETE IR
TWARWZ EERFELE T,
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Ke Ky o—x—7—refE [

¥—DJ—FK |EK sRBH
group - \ - Diffie-Hellman 27 /L — 7 ID 5 E L3, ZDOIDIL, 2
14 (F74N | Th—=T 14 2048 E'Y | 50 [Psec BT M, FHAIC LG REESR A T5%T 50T
M) r) e < . RS RAE Y Mo LT,
Diffie-Hellman 7 /v —7FERN/NSVNE E, FEITICHE
72 CPU Kif§1 & 472 < 72 ¥ ¥4, Diffie-Hellman 7 /L —
BENPRKEWVITE, BXF=20T7 0 bEmL< R0 FT,
F 74V NI NV—T1LDH Z—7 14 T,
lifetime BHIE 120 ~ 2147483647 Fb SATATHALERELET, 774/ ME86,400F),
(86400 = 5 DF Y 24 EFETT, JFRAIE LT, T4 7% A LBEWN
S IF L. ISAKMP X I3 T—3 3 OREMIT (b AR
£T) B RVFET, =L, TA T XA LDDBENE
E. ASA T L D IPsec SA D& v N7 v THEREN m I
AN/
¥—DJ—FK |EK sRBH
integrity sha (57 #/V|SHA-1 (HMAC NV 7 o | F—Z B AEMDOMAED T DT 5 v 2 7Y
) ) ALERELET, X7y ERFONRT v MR ENT
WARETHOREINT-Z L, THETICEFE IR
TWARWT & 2R LT,
sha256 SHA2, 256 By FDF |256 Y hDEA P2 AFTEXF 2T Ny a7 /3y
A4V AR AL SHA2 ZfREL £ 7,
sha384 SHA2. 384 B FDOX (384 E Y FOX APz A N TEF 2T Ny 27T
FES S AL SHA2 Z#HEE L £7,
sha512 SHA2, S2EY b [S2E Y FOX ATV 2 AP TEF2T Ny 703l
A4V AR AL SHA2 ZfREL £ 7,
null AES-GCM N EALT T XA E L THRESN TS
L ET, IKEVREEHET LI AL E L TXIVERIRT
xFET,
encryption aes (77 4/ |AES 250 IPsec BT M TR%ESND 22— — F—F 2
M) T AR AL T LT RAFEELET,
F 74V MX 128 ¥ ~ AES T,
aes aes-192 Advanced Encryption Standard (AES) %, 128 £ I,
aes-256

1928y h, 256 By hORSOF—%H AR —KFLTW
iﬁqo
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*F—DJ—F |EK B
aes-gcm IKEv2 K5 B2 ffi 35 | Advanced Encryption Standard (AES) (%, 128 £ v b,
aesgem-192 | AES.GCM 7 L= X4 [192 By b, 256 B FOEEOF—% R — K LT
aeSGEM-256 | oy p—rs o o SN
null °
policy_index IKEV R v — V72— RT77®8ALET,
prf sha (7 7 #+/L |SHA-1 (HMAC XY 7 > | SePlELE B2 (PRF) ZHE L £9, Ziud, F—BhE
~) ~) HREERTDDIHERAEINDE T AT Y AALTT,
sha256 SHA2, 256 B> hDF (256 hDXA V=AM TEXF 2T Nya T3y
A4V AR AL SHA2 ZRE L E7,
sha384 SHA2, 384 By hDX 384y DA A V2 ARTEXF 2T Ny a7y
P EY N AL SHA2 #HELET,
shas12 SHA2, 512E v hD¥ |S12E Y hOXA P2 AR TEFaT Ny va 7T
FEES A SHA2 ZHRELET,
priority AU —F— REJER L E T, BINO IPsec V3 HEREA
PR — bk &, AES-GCM I L INECDH D% E A Suite B
YR—MZEEND LT £9,
group - - —— Diffie-Hellman 7 /L —7"ID Z i L £7, ZOID I, 2
1419202124 |\ 7v—7"14 (2048 £ | 50 [Psec U7 2%, FHEIC A4 RS IE B A #E%T 5 DT
) 17, EAREERA T M0 LET,
Diffie-Hellman 7' /L — 7 F S 03/NIWEE, FATITHNE
72 CPU B &, 72 < 72 © =4, Diffie-Hellman 7 /L — 7
BENRKEWITE, BX2T s bEm< 0 E T,
F7 4V % (DH) Zv—7 14 T,
lifetime BHE 120 ~ 2147483647 ¥ SATATHALERELET, T 74V biL86,400 8,
(86400 = 5 SOF VY 24 FERTY, FAIE LT, T4 7 XA LAHHEN
Sl b 1T &, ISAKMP X 33T —3 3 »OReMIT (b ARRE

FT) BV EST, 2L, TATEZA LBEWE
Y. ASAIZ L B IPsec SA DE v N7 v FHEREDS B I

AN/ S

NERA 2 Z3—T A XATHOIKEDA —T LIk

VPN kLD L 70 B A v B —T 2 AT, IKEZA X—TNCTAVERHY T, @
WIIAE (DFV ., XT Vv r) £ F—T 2 A4 ATT, IKEvl 721X IKEV2 ZEWNTT A1
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IKE1 75 Ly s TE— RDA 32— T uieErET s 2— Tt

1. crypto [ikevl |ikev2] enableinterface-name =~ R%&, > 7NN ERITI<AT aTF A
FE—FDZu— )L a7 4 Falb—gr B— RTEITLET,

]

hostname (config) # crypto ikevl enable outside

IKEVI 75 Ly TE—FKDA R—TILFE=IFT 1 E—TILiE

7 xz—AX1DOIKEVl F TV T—2 a3 T, AV E—KRKET7 Ly 7 E—FDOELLE
HTExET, EHELDE—RLREILY—EREZRBHELETR, 7/ Ly 7T E— RTIHET
BORZHAN 2 B2 T, AFF3 AvE—U L 4 REBA3IEIT, &F5t6 A vE&—
TlEdH Y FHA) . Aggressive E— RSN EETT N, WBE/—7 1 D ID IFfRESNEE
Mo ZDT2, BX 2T 7RSAZMENLT HHNC, BT TIDHERELZLT 20N HY £,
TV T B—RE, T 74NV ETAFZ—T NI Ro>TWET,

)

GE)

TV T = RK&FT 4 B—T7NIZ3 5 L, Cisco VPN Client (X, ASA ~D b RV & fifesr

THOOEFAE X —RIEEFEHTE R 20 9, 2770, GEHEBICHES GG (oF
D ASA F721EXRSA) ZHHL T h RV EHLTE £,

72— RX1IKEvl X T —va rTOT T Ly T E— R 3X—TWITHIZIE, v 7
NEFEFNLT L THRARE—RFTROa~y R ATILET,

hostname (config) # crypto map <map-name> seg-num set ikevl phasel-mode aggressive
<group-name>

TV T BE— RaT 48— VI T 2120, Y NEREFIATF a s T xR A TR
TRoO=a< Re AJLET,

hostname (config) # crypto ikevl am-disable

Ty T = ReWosTm AT 4 =TI LB TA X —NVICRTICIE, 2Davwr R
Dno XN EMEHLEST, #:

hostname (config)# no crypto ikevl am-disable

IKEvl 5 & U IKEV2 ISAKMP E 7 DRI AKX DRTE

IKEvl £721Z IKEV2 ISAKMP 7 = — X % 23— g Tk, 7 0MMBEICHFEZ#RBIT S
VERH D F3, ZoFFRIL, ROL T a rnbBIRTEFET,

Address ISAKMP OFkBIE#HR A2 ZH T HHR A RDIP 7 KL AZFHLET,
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B vaub seiecTors &4

Automatic Bt 4 A 71X > TISAKMP 33 m—3 a2 UNRED £,
(F7 v cHAHEAF—DOIP T KL R

M)
AEERSREDREA EBE A

Hostname ISAKMP DOFkBIE#R A2 2 # T DR A FOEREM KA A VL E2FHLET (5
THIVE) o TOLENE, BRA R E RAL VA THERENET,

Key ID UE—F ETREFLEEX—2RBT DDA T LA M) V72 EELE
key_id_string Kl

ASA X, BETIWCEET A7 =—X1OIDEFEHLET, ik, Faidtfs—CilREE1T 9
A A v F— FTOD LAN-to-LAN IKEv1 ## # B\ T, 9_XTD VPN v+ U A TirbihvE T,

T RELEE T LI, Yo AERIEeATF a TR AN FT— R TROavy Ry
AN LET,

crypto isakmp identity {address| hostname | key-id id-string | auto}
el ziFE Moa<xy M7l iz R M) ICRELET,

hostname (config) # crypto isakmp identity hostname

INVALID_SELECTORS & %

IPsec ¥ AT AN SA ETHEE N7y NeZEL, 20/ hO~y X — 7 4 —)L KB SAH
DB VI XITHEA Lo 2581, TOR 7y NEFEETHILERHY 9, 2O K
DR n 7= M, BAEDO AR, SPI, IPsec 7 k2L, X7y OB ET L. £
DD ANTFRIGE/2 X FORT MUE, BLOBEESA = N OB L7 XEREG T E
Ty VAT AE, BL I X T VA LN TGNy R EEI NI L%
79 INVALID_SELECTORS @ IKE i#%1%4 4 L C, (576 (IPsec E'7) IZEELET,

ASA 13, ISR BEAFD syslog ZF A LT, CTMPIZZ DA N2 hORF L7 2R LT
7.

$ASA-4-751027: IKEv2 Received INVALID SELECTORS Notification from peer: <peer IP>. Peer
received a packet (SPI=<spi>) from <local IP>. The decapsulated inner packet didn't match
the negotiated policy in the SA. Packet destination <pkt daddr>, port <pkt dest port>,

source <pkt saddr>, port <pkt src port>, protocol <pkt prot>

EHEIX. SAHO NI 7497 L7 2 E—FLARWEE/NT > 1 SA ETZESNTY
B, ET~DOIKEV BHOEEZANEITEMCTCED LRV E LT, AT L%
AlE, IKEV2 BHIA v =R 5B ITEICSA HT20 1 >O@EM A ve—VICHIR S E T,
IKEV2 i@ L, IKEV2 [EHRAH TE T ITEE SN ET,
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650 Kz Eitgr—oxz ]

16 D IKEv2 FFTEBF X —DERTE
g—HALLYE— NOMFOHERILAEF— vy NlxF—VU—FOhexZBMT A L2k -
T, 16 #35D IKEV2 FrijdkAF—%2RTTHZ N TEET,

ikev2 local-authentication pre-shared-key [ 0 | 8 | hex ] <string>
ikev2 remote-authentication pre-shared-key [ 0 | 8 | hex ] <string>

-~ -~ i e e
IKE BE1DEEDENEFT = ITENE
EHF X, IKEV2 IPsec VPN #f5t E CEOERHAD N T 7 4 v 7 L7 7 &~ LR WERFEN
7y MINZEENTZHAIL, BT ~DIKEBMOREEANEITENTEHENTEE
T, ZOBMADEREILT 7 40 FTEMICR > TWET, ASDMEFHE Ca—¥ —4 238704
%354 @ IKE INVALID_SELECTORS #8100 X(5 1%, RO CLI i H L CHR E /X iz L
i‘ﬂ‘o

[no] crypto ikev2 notify invalid-selectors

AEEFRRED FATRAL, FAEENO CN B2 —F =4 Th V| BB e —I L — =Tkt L
THEITSNET, "service-type" BN G I NG AL, AR O X 5 I E T,

IKEV2 2S5 A T—a3 AT a VDT
ASATIE, IKEV2 7 77 AT —vav A F—TNERIEIT 4 B—TNMITHIENTE,

IKEV2 X7y D7 Z 7 A METHMT 2 MTU (R Rfeikxr=> ) ZfETEET, £
o, BEEIROav FEEALT, BET07 77 AT —va v FRERETEET,

[no] crypto ikev2 fragmentation [mtu <mtu-size>] | [preferred-method [ietf | cisco]]

T 74V ETIE, T RTCDIKEVR 7T T AT —a  HFRABRA X —7 2720 MTUIL 576
(IPv4 D) F£7213 1280 (IPv6 DIGH) . B 5 H UL IETF £E%E RFC-7383 £ 720 &
j—o

WD AEZE LT, [mtu<mtu-size>] Z4HEE L T 7EE W,

« 92 MTUEIZIX, TP (IPv4/IPv6) ~~ Z—+UDP ~ v # —D WA X% G 5 ME)N
% D ij‘o

EHFEICL o THRESNTWARWES., T 74/ O MTU 1576 (IPvd OB4E) £7-1%
1280 (IPv6 DIFE) &7 £9,

cIRETAH L. FU MTU 2 IPv4 & IPv6 O F CEHA S E T,
« FRhEEDHIL 68 ~ 1500 T,

N

GE)  MTU OFRERFIZ ESP A — 3 —~y REZBETIHILENH D 3, B5bFiz MTU BN S
N5 ESP A — "—r~~y RIZL D, BEAbBRIC/ 7y b A XL £, [packet too big]
T T —NEREINTZHEIE, MTU A X&2fER L, X 0EWMTU 2% E L TLZE0,
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B keeoss2o5—vavtivavons

KOV HR—FENTWBET T T AT — g FROWTNE, IKEV2 OBETZ 7 X v
7 —3 3 > )73 [preferred-method[ietf | cisco]] & L T ETE £97,

« [ETF RFC-7383 HEHENR— XD IKEV2 7 T T AT —3 3 1,
c ZOHFRIL. MEFOETHRRI 2 — g v FIZHR— AV 77 Lo AEEET
DRI NET,
c ZOFREMEHTHE, 75T AT — a L DBICK LD FET S, FIKEV2 7
FITRAUN AvB—URNMERNRESE T,
e RAAMBDT T T AT — 9

c ZOHRIT., IR XTI IAT U N REOETIC Lo THRItENLME—D T
ETHAEES., ERImForTirdyo—y g P R—RFEeFY 77 LR
FRRETIHEAIEHENET,

c ZOFRKEMHATEE, BRALORIZT T T AT —a U RFETEINET, ZEH
DETIE, TRTDT7IFTALMEZETLET, AvbE—VaEET5IL bR
THZLELTEEREA,

c ZHRUT., RSO T L OMEERMEIIH Y EH A,

show running-config crypto ikev2 =~ > RIIBIEDFE 4 #~ L. show crypto ikev2 sa detail
a2y Rid, SAICKH LTI T 7 AT —v a VIMER SN HAICH SL S - MTU 2 £
LET,

4R8O HHEIIZ

e NAMTUT A AHNV T R—FENTWWERFA, MTUIZ, *v hT—7 D=—X|ZH
DETTFHTRET LI LENH Y 7,

ZOREFTa—r L ThHY, REDEABICHESLIND SAITEEL KT LET, @A
DI SA X B L2 Z T EHA, 7T AT —2arnNTF 48— N> TWAES
THEEETT,

BRI100DT7 T VA NaeZETxET,

1

IKEV2 7T 7 AT —2aveT 4 =7 MIT D54
no crypto ikev2 fragmentation

F7 AN NIRRT -

crypto ikev2 fragmentation

EJ S

crypto ikev2 fragmentation mtu 576
preferred-method ietf
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aazzzieze [

* MTU Ofi% 600 ([ J 5854
crypto ikev2 fragmentation mtu 600
« 774 EOMTU EIZET 54
no crypto ikev2 fragmentation mtu 576
BT LT T AT = a v FRE VAT RICERT D56
crypto ikev2 fragmentation preferred-method cisco
MBERT DT T AT —va v A IETF ICRTHE
no crypto ikev2 fragmentation preferred-method cisco

ER

crypto ikev2 fragmentation preferred-method ietf

AAA EBEE &R A]

aaa authentication http console LOCAL
aaa authorization http console radius

AAAFRFEIE, 22—V —NAN LT —P =L LR — REFH LT, va—Hh/L $—_—|C
L TEITEINET, BMOEAIL, B C2—F4 %2 H L TRADIUSH — NIZxt L TEITE
NEJ, servicetype BHENFIG S NT-HEX, AR L o I S E4,

IPsec over NAT-T D1 ~— T /L1t

NAT-T Z i3 5 & | IPsec B TIEINAT 734 Z &N LI AL T 9, 202 &a%E
BT 2572012, IPsec T 74 v 7 BRUDPT—H 7 F L& LThTvMEENET, 22T
A— K 4500 MEHSNDH DT, ZHIZE>T, NAT 734 AZHA— MERBS RS E T,
NAT-T L NAT 734 2 & B#EigRH L, MRG58 Psec N7 7 4 v 7 &2 7ML LE
7

)

GE) X227 793A47 2 FOHIRBICEY, EXaT 275347 N DIKEV2 2L CHEFETX A
LT DITIINAT-T DA F—T WALRMEZ /20 £9°, ZOFERE, 7T 47 2 FANAT-T
TNRA ADHFHIZRL ThmAINET,

ASA . T—EAKMEITHZ IA4 T > M UT, HEHED [PSec, IPSec over TCP, NAT-T,
¥ L OV IPSec over UDP % [RIFFIZ VAR — F T& £97,

KA T arPAX—TND L EOEHGOIREEZRITRLET,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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IPsec 35 & U' ISAKMP |

FFoav|4x—TILOWEE D547 FDLAE ERAT HHEE
7 a v |NAT-T 234 F—7 )L BLIOZ T4 7 FANAT |[NAT-T BMEH S5
1 DEBITH DAL,
BELONAT BNIEE L7V | £ A 7 4 7 IPsec (ESP)
Al NMERHEND
F7°3 a 2 [IPsec over UDP 31 % —7 | BL WY T4 7 > b3 NAT |IPsecover UDP 23 FH X1
2 % DEBITH DAL, b3
B L OYNAT 23 FTE L7235 | IPsec over UDP 23 S 4
Al b2
F7F 3 v |NAT-T & BLOI T4 7 FABRNAT |NAT-T MEHA &SNS
3 =AY, : j:EiA
IPsec over UDP D J7 73 A PHBEICH DHEIE,
F—T N 35 L OV NAT 2357E L7228 | IPsec over UDP 36 ] S 41
B )

\}

GE)

IPsec over TCP 23 A X —T /TR > TWABHEAIT, FOMOTXTCoOER ALY LEL SN

FIE

ATy T

e

NAT-T %A 2—7/WIZT 5 &, ASA IFHENIZ,
VE—T oA A FETHR—F 4500 X F4,

ASA1E, LAN-to-LAN L VE— kK 77 ERA Xy NU—7 Ol G TIEL, EH 60 TEHET
% H—@ NAT/PAT 7 /34 A DRI E SNTBED Psec BT 2R — N LET, IRAEER
BT, VE—F TR brrxloxrayo—g ARk LET, ZuE, $_Tor
TIFELANT Y w7 IPT RLA, DFYNAT T NNA ADT RLANLREEINTZLIICRA
H57-HTT, £/, VE—F 77 EA bR, LAN-to-LAN b b 70— (DF Y
NAT 734 ZADIP 7 KU RA) LRICARTEERTHZ 00z, RAERE CIXAKLE
T ZOARIO—HUIZLY | NAT 734 ADE#IZHDHET O LAN-to-LAN & VE— K 77
TAORERY VU= Tk, #HOETHOFR T =—2 g URRET 25680300 £7,

NAT-TZfEHT 5121, Yo7 aryTxAME—RERI~YLF a0 THF A N E— F TR
DY A FEFNEZFEITLET,

IPsec A X — T N5 TWNDT_TDA

WKDa~<y RuEAS LT, ASA ETZ r—/3ULIZ IPsec over NAT-T %A X —7 /WZ LET,
crypto isakmp nat-traver sal natkeepalive

natkeepalive 5|5t DO#HIL 10 ~ 3600 T3, 57 4/b ME 20 TI,
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IPsec with IKEv1 over TCP @ 4 ~— J L1t .

1 :

WDa<wy REAN LT, NAT-T A X —T /WL, =77 T4 7flix 1 BEICERE L £
7,

hostname (config) # crypto isakmp nat-traversal 3600

ATFY T2 IPsec 77T AT —vary AU —IZk LT B LRTA 7 v a VB BIRT 272012, RD =
< REASNLET,

hostname (config) # crypto ipsec fragmentation before-encryption

TOF T ait P TTITA T —a s EYAR— R L TWRWNAT 551 Aflla h 5
T4 PR TELEICLET, Z2OF T arE2FERALTL, IPTVI T A T— 90
ZYVR—F LTWARWNAT T34 ZAOBMER BT A2 Z L13dH 0 £ A,

IPsec with IKEv1 over TCP O 1 %— JJL1t

IPsec over TCP /&, IKEvl & IPsec OO ~7 v b /L% TCP [Z{l7= 37 v b 7R
T B5HDTHY, NAT & PAT DB TOFNRA AT 7 AT U4 —/L A2 BETHEX2T 77
FNoRr V7 HEFLUET, ZOREIZT 7 4/ b THEHICHRE SN TWET, IPsec/IKEv]
over TCP Z i3 % &, 1E#ED ESP X° IKEv] 2MERE TE e WEREEC, BEfFO 7 7 A4 7T U 4 —
N N— )V E B LT AT IR > THRE T X D BREE T, CiscoVPN 7 74 7 & R BREETE % &
T FT,

\}

GE) ZoHmEIZ., rX e A_N—20T7 7 AT U+ — /A TIEEMELEEA,

IPsecover TCP (%, VE—h T2 B8R V7747 FTEELE T, ASA & FOEHINT T4
7 > D5 T IPsec over TCP Z A % —7 /M LET, ASA TiL. TXT?D IKEv] XA >
H—T A A ETEIETA LI a— A X —T M SUE T, LAN-to-LAN #:: Tl
HERE L £ A,

ASA X, T—HRMEITH 7 747 > ML U T, D IPSec, IPSec over TCP,
NAT-Traversal, 3 & TN IPSec over UDP % [RIEFIZ V7R — k T& £ 9, IPsec over TCP |, £ *—
T2 5 TWAYE, ZOMOTXTORER ALY bELEINET,

R I10EHDOR—FZFBEL T, IO DHR— MIXFL T IPsec over TCP % A 2 — 7 )LIZT&E
F7, A— K80 (HTTP) X°7"— k443 (HTTPS) 2 EDEAMDA— "2 AT DHE, ZDHR—
MIBHEAMA T ONTWA T B harPB T Vw7 f o F—T oA ATHELRL 25 L &R
TT7T7—MRRRINET, TORR, XT Vw7 A F—T x4 A% LTASA ZEHT
LD T TV EFHATH I ENTE L2 3, ZORMEEZMERT 5I121X, HTTP/HTTPS
EEEROR— MIHHELET,

77 b kDR — KL 10000 TI,
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B

X JE

ASATZT T, 7947 FTHTCP R— " ERETHIMLERHVES, 774 T bD

34

RIEITIE. ASA FICRRE LTZR— M2 b 1 DBDLORENRH Y £,

IKEv1 @ IPsec over TCP % ASA T 10—/ Nl A F—TNMIZTHIZiF, ROa~vy ReEv oo
NEFIIALTF arTHR AN EFT— R TEITLET,

crypto ikevl ipsec-over-tcp [port port 1...port0]

OB TIiE, IPsec over TCP Z 7R — b 45 TA X — 7 /W L TWET,

hostname (config) # crypto ikevl ipsec-over-tcp port 45

IKEvi DEEBHZE Y IL— TR EDHRTE

NN TN—=TNE, =P —OEHRI L T 7 B AR ER L E T, AEHEIL—TRET

=

2—HW—FEAEOY 7=/ FDN EFBITEDN ZEH LT, =—H%—& b x 7

N—7#BELET,

)

G¥)

SERHE /L — 7 HBA L IKEv] & IKEv2 LAN-to-LAN #4677 1A S nEd, IKEV2 UE— K
T AL, bRV TV —T D webvpn B LT certificate-group-map @ webvpn = 2
T4 X al—vary B— R lIlREINDIIN—TEROTNVZ T YR — R LTWNE

FIE

ATy T

‘/9‘*0

EHEOZNSLDT 4 = RIZESNWTCa——% ho XV I A= LRET 2ITIE, £TH
BREELER LIV — V2B L, IRIZHENAL—Z BINO b RV 7 )— I BT T 2 0B
B FET,

FEE~ Y 7 E1ERT HICIE, usethecrypto cacertificatemap=~ > R&HEHA L £9, Frx
WV T N—T R EFRT HITIL, tunnel-group =~ REFEH L ET,

Fio, AEEINV—TRERY = RETHMLENRSH Y T, ZNITE, —nb T —
7% MAT 5. Organizational Unit (OU) 7 4 —/L KB 7 V—T7 %2 BET S, T _RTOIEHE
2P —CT T AN NI N—TEERT L, LW HFARHY ET, ZhboFRonTh
DELITTRCEFEHATEET,

FEAENR—ZDISAKMP By a % oL A —FlZw v B T 5 0DR) o—L&
=N L, ftE~ Yy 7 MY & b 70— BEEA T S I2IE, tunnel-group-map
vy REVVIAERIEYATF A TR N E— FTANLET,

tunnel-group-map enable {rules| ou | ike-id | peer ip}

tunnel-group-map [rule-index] enable policy
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kvt oiEeE s L—TEa0EE [

RY— AEAEDND RN TN =T RIS DO DR Y o —aEE L E T,
policy 1ZIRDWFTHTT,

ikelid : BRI TIN—T NI —)L )L I T FITESWTEE ST,
OU B b EF S NARWIEAIT, FEHESR—ZADISAKMP v a %
7 = — A 1 ISAKMPID DNFIZFESNT MRV T —FlI~ v BT
THZELEERLET,

ou: For v I N—T% L —VRBIZL > THRELZWGEE, VY7V
7 Ni#pl4 (DN) © OU DfEEFEATHZ L2 RLET,

peer-ip : kRN T —T F)L— )UIRERIZ Ko TIRIE L7260 OU
F i ike-id S THRE L2WGAE, ET7OIP T RLRAEFEHTH L
i LET,

rules : FFAAENR—ZDISAKMP £y a N, Zoavy Rk - T
EINTFERE~ v Z7OBEMTIZESNT, b IA—FTw
v rENnNAsZERLET,

ruleindex (A7 a ) cryptocacertificatemap =~ > K TRE L7/ XT A —X
ZBRUET, ARRMEIE 1 ~ 65535 T,

WO EIZHEELTLLIEEND,

cHEIPOH LN —BETHY, v~ T AT o7 AZ2BLUEBRLAWVEY, Zoa<w K
EEEEFEITCEET,

o JL—/L1E 255 SCFLLTF T,

1 ODITN—TIEEONL— L ZE B ToNET, EEOL—ALEZED Y THITIF, F
PTH—=NDTTAF)T 4 ZBML, ZA—TbLET, RIZ, K7 N—T 0BT
FEEXZERELET, 1 DOT V=T ICEHEBEONL—L2H 4 TEae, 7 ashd
A DN — L DOREFERIT L ET,

=V E N DIETERT D L, TRTOFMFIC—FE LI L XIZDHZ—F—%FED b
I T N—FIZED B THZENTEDHEIICRDET, T XTCORGRENLETHD
Z T, WEEAND BMEICHYS LET, Fid, 22—V —ZRED L T —TFIE
DY THRNZT X TOREEENMERG AL, KEZTLIZ1 20OV — L ZERR L £ 7,
RAHEAEN 1 ST MLETH D Z LT, P OR BAEICHY LET,

ATFYWT2 a7 4 X2l —1ar TRy T NA—FREEINTORWESIERTS, 740k
roxv S —7%fELET,

a2 FOREILIE, tunne-group-map [rule-index] default-group tunnel-group-name ¢3-, rule-index
VI — L OESENBAL T, tunnel-groupname IZREFFD b > RV Z—TFCTRIFIIRR Y FHA,
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451
WOHTIL, 7= —X 1 DISAKMP ID ONFIZTESNT,
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FEBHEA— 2 D [SAKMP

twvarE R IA—TIlv oy B ST A EEE A F—T I LET,

hostname (config) # tunnel-group-map enable ike-id

KOHFITIE, ETDIPT RLRIZESNT, GFAER—ZD [SAKMP £y 3 v %
Mo TN—T I~ B T DR A X —T NMIZLET,

hostname (config) # tunnel-group-map enable peer-ip

WOHITIE, 7 V=7 FREESL (DN) Ofiffir=v F (OU) 2\ T, FEH
ER—ZDOISAKMP v a v~y B 7T 5 EE2 A x—7 I LET,

hostname (config) # tunnel-group-map enable ou

WOEITIE, BESNTZ N —ZHESNT, FEAESR—ZXDOSAKMP v a %

vy BT T AR A X =T M LET,

hostname (config) # tunnel-group-map enable rules

IPsec NDi%XTE

Z 2T, IPsec il L C VPN ZEH4 5 & =D ASA OFRE

£,

EEVXYIDEE

WZHBE 7R FNEIC W TREEB L

U7 b =v X, IPsecSA THRIvT—FZNDIPsec N v—%EFRLET, HHTE?D

F—U—RNIEFRDOEDRH Y £,

* IPsec #EHE N AT Al L OMRET 537 » F&lBIT 572D ACL,

- 7 1D,

sIPsec N7 7 47 DOua—AN T RLA GEHZOWTIE, 2 VT b~y 7 DA H—

T A ZA~OmA 31 2—=) ZBRLTLIEEY)

IR INEHDIKEVI hTF v AT 3 —2bFy FEFIZIKEV2 PudRi—¥1, ET70kFx=

TAREOHEIMHEH S ET,

gV s~y vy M, AU~y 72521 OFEZFTEHDO I ) 7 s ~ v 7 THRERS L
F9, DIV T K~ T EERLIZEEZ, YT b~y By FEERLET, KD
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YA NY—P A N XRTTIE, VoI NERE~YALTF a0 TFA S = RT 5~y 721
REFR S~ 7 ITEBMLET,

crypto map map-name seg-num match address access-list-name

access-list-name TliX., ACLID % . K 241 XFOLFHNE- 13K E L THRELET,

Je

Evb T RTCKRYLFICTDHE, ACLID NI 7 4 X2l —a N TRDTROTL 20 9,

Zoavxy REefid CANTHE, 7V T b~y T2 VT vy ey MIBITEET,
ROFITIL, 5~y 7E2BNT 55~y 7 &y bOARTE mymap T,
crypto map mymap 10 match address 101

FROEICEEND > — v AF T (seg-num) IZX - T, FCARTEZRORE S~ v 708N %
NENXBIENE T, B~y 7ICEHV Y TORTNDE Y —F P ARFIZL ST, B~y
ty NNOW S~y THOTI7AF VT4 BDREDET, =TV AFEZD/HIWVEE, 77
AFVT ARG RV ET, e~y Py M F—T7 A XZHDHTHE, ASAIL,
TDA B —T oA AZBWTHTXTDOIP N T 7 4 v 7 b~y By NAOKE~ v
Tk = VARG MROIRICRE U CEHME L E T

[no] crypto map map_name map_index set pfs[groupl4 | groupl5 | groupl6 | groupl9 | group20 |

group21]

5 b~ > 7O ek (PFS) (IZHHJ % BECDH 7 v — 7 Z248E L £, 5~ v 7
%xf L Cgroupld B L Wgroup24 7> a U 2RET HZ LT TERLL RV ET (KEvVIARY >—
ZERTLLE)

[no] crypto map map_name seg-num set rever se-route [dynamic]

OV T vy b UIZESHEERICKR L Tiv— MEA (RRD) 24 X —7 I LE
T, AA T I v BB ESN TV ARWEAS, RRUIREHICITON., e ENET, &
ENEREFITHIRENDETEOEEICARY 4, &5, RRIV— 3, AL — k39
TIAEET AR LS TRESND &, BFEOEHL— MIFEFES N, RRIL— F23A &
M= ENET, ASAIT, V=T 4 7 T—TMIAZT 4 v 7 Jb— h&HEIZEMNL,
OSPFAfEH L TENLDNL— " ETTAX—F Ry NU—T EIAR—F— )L—Z|Zi@H L
£9, EEILsEE (0.0.0.00.0.0.0) ZEEFRY FU—2 L LTRETHHA1E. RRIZA 1—
TMZLRNWTLIES, TN M— R T2 T 7 4 v 7 ICEBLET,

EAFI v INREEISNTWDEESE, V—MIPsecEXxa2 T 47— 32 (SA) @
TESTRCENERIZVERL S 4L, IPsec SA MR EN S LHIR SN E T,

e~y 7O1ONERICEHA SN TOWRWEETH, A¥T 4 v 7S~y LRI CARIO
HAFI v IR~y TERETHZLILITEERT A, TOHEEEETT,

)

GE) HA4F3IvZ RRIIFIKEV R—ADAXT 4 v IR~y FEFICEA IS ET,

[no] crypto map name priority set validate-icmp-errors
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F723
[noJcrypto dynamic-map hame priority set validate-icmp-errors
BFRICMPE= T — A v =% WEbvy 7 e XA T I v /R~y 7D ELBIZH LT

RFES D& HEE L E T,

[no] crypto map <name> <priority> set df-bit [clear-df | copy-df | set-df}

EJ/ B

[no] crypto map dynamic-map <name> <priority> set df-bit [clear-df | copy-df | set-df]

Wb~y 75 A 2 v I b~ v 7O, BEFD DoNotFragment (DF) &RV v — (&
X VT gy TYvT—vary LbL) ERELET,

e clear-df : DF £y R Z8EH L £,
- copy-df : DF &> M & HMERF L 7,
eset-df : DF E'y P& EL THEHLET,

[no] crypto map <name> <priority> set tfc-packets [burst <length | auto] [payload-size <bytes |
auto> [timeout <seconds | auto>

Ey e

[no] crypto dynamic-map <name> <priority> set tfc-packets [burst <length | auto] [payload-size
<bytes | auto> [timeout <seconds | auto>

BHEIL. IPsecEX 2V T 4 7V —2a BT b, JU0XLRESBIVHEEOX
@%?74/77D%@“%@(H@)Aﬁ/%%%? TNCTEET, TECEZA 2 —T )b
1235121, IKEV2 IPsec 7 B R —FLNHEINTWALENH Y £,

\}

G NZT7 4w 7a—BEE Ny NEREICTDE, VPNOT A RLF A LT MAFGIES
nET,

e~y ZIZED Y THNTWASACLIZ, R UACLAZH 2T X THOACE THE SN ET,
a< v ROESIRD LB Y T,

access-list access-list-name {deny | per mit} ip source source-netmask destination destination-netmask

RO ACE Z{ER L7= & %12, ACL Z1ER L ¥4, ACL Z{EkE/-13BIN+ 5 2~ FotE
TIEFERD LB Y TT,

access-list access-list-name {deny | per mit} ip source source-netmask destination destination-netmask

ﬁ@ﬂfi‘%AﬁHMOOﬁfi/FﬁBIMJOﬁfﬁ/FA@¢NT®F?74V7K
LT, B~y B0 8 THNTWD IPsec REA A L E T,

access-list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0

Ry M= T A S~y 712k > T, SARIA T —2 g o THERAENDZ X2 T 3%
EPRELET, a—0LDASA BRIV —2 g U EBGT 5581, A% T 4 v 5
v TTHRESNEZR) —2FHL T, HEDOETICEETLIA 7 7 —2/ERLET, T

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K
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DRI — g U ERBBTA5A1E, ASAIIRY S —IZ—HTHRET 4 v I s~y T %
ELETH, ROonbRWnWEAIT, B~y Py NNOXAFI v 7iE~y 7OHRTHS
MWOHLDERLET, T, 7047 7 —%2Z I ANDIIERTINERETHT-OT
—g—o

2 ODET D SA DRENLIZHRENT 21218, MG OET BNEHMEDH L7 ) T~ = v T 2die<
LB 1O TWORENRH Y £F, AP T 211E, 7V 7 b~ v TRRO S &
T BENDHY £,

s VT k=T, AEHEEZEORE S ACL (722 21E. 39— A4 A—YACL) BNEEN
TWD, BT NEA T v IS~y 72 FEH LT D581, ASAMNITYH A#E
DHDHRFF ACL DG ENTWDZ EN, IPsec Z AT 57 00EMHED 1 >TY,

K7 VT~ TBRMOET 2 @NT L SETOETRIATIv s 7T b ~v T
ZERA L TWRWEE)

VTR =y, WEDO TR T = by FERE TR ARDRLEH ]
OH B,

1 ODA B =T 2 A AZWHATEDL 7 ) X b~y 7y MI1OETTT, ROSLEDOWT
N ETIEEBEAIE. ASA FOEEDA ¥ —7 = A A% L CHEEOR B~ 75 1ERK
LT,

HEEDODETICRAR DT —H 7Ju—%F0BEE 5,
CXFEIERIATDINTI T4 IS ESE R Psec X2V T 4 WA T 5,

2Ez2iE B~y 7B 1oEK L, 2200V 7Ry NEDO NT 7 4 v 7 AT 5 ACL % E|
DYT, IKEvl F 7 A7 3 —A Ty bERITIKEV 7 ui—F L% 1 25 4CTEd, Bl
DI H~ > THER L, BIO22o0O% 73y NEO T 7 4 v 7 %3135 ACLEZHID 4T,
VPN NRT A —HRNBI B N T AT —Aky bERIIT e R—FLre#HALET,

1ODA L E—=T 2 AEBED I VT b~y T E2ERTHH/IE. 2V T b~y 7Ty b
NDOTFZAF VT 4 RO D — L AFS (seq-num) 2457 U7 b~y 7= b VICHEE
L/iﬁ‘o

£ ACE (21 permit SLE 72 iE deny XN FENE T, ROKIZ, WE~ v FIC#EH N5 ACL
TOFFA] ACE L E4 ACE DSR2 EWR A R LET,

20Ty TEHBOKR |BE

permit LA E 4T 5 ACE
DHAE L —F

Ny Nelis~y 7y FOFEY O ACE LA L THHMET 25 2
EEREILL, Xy b X2 VT AoREE, BE~y FIZHD M T
SN TWAIKEV]I hT A7 4 —5 vy PEIXIKE2 7 aR—
PLOFORELBELTIHMILET, X2V T4 REN T~
AT F—hky hERIITaR—=F LotV TF kT &KL
726, ASA [XBFEfTT HA7z IPsec R WA L £4, —xIZHE
N7 7 4 v DEEA. IPsec i EDiEA & 1337~ hOE L, @B
AE, V=T 4 T EITH EERERLET,
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90U T by TEHEOKR | IBE

deny XN FHENTWD ACE [Ty MEFHEF D27 V7~ = v 7Ok O ACE & FRE L TRl
DFENE L —F THZEEFRMIL, WO7 VT v~y (VT v~y IZHDY

THITNWD U —r v AK S THIBT %) OACE & ORA &%

MR LET,

IV s =7ty NAD | X7y hERESLETIIV—T 4 7 LET,
T A MEBRDTXTOHA]
ACE L F—%#

deny I FHEA TV D ACE X, IPsec RAENARELRBENT 7 4 v 7 (e xiX, v—T 1
Joakan NG 74w 0E) 74XV T LTEBALET, Lo T, BF5 ACL
D permit L & PRE L CRHMETT AMEDRNEIE N T 7 4 v 7 27 4 VW EZ VT 57012, &
#HD deny XEFHALET,

Wb SNTZHBE Ny ML T, ¥ X2 VT4 77 T4 7 RATEELT KL A L ESP
SPIZHH LT, NI A—FDESERELET, BXF2 VT4 T FIAT AL, 7y
N RL L7e#% T, BRI \Try NOWE~y ¥ —%, 2O/ v N0 SA IZBEf}
T HN TS ACL OFFF ACE LB L ET, Wi~y X —RN7rX o & —HLRNWGA, &
X2 VT AT T IAT L RIFDONR Yy b Ray 7 LET, N~y X —nrax & —H
THHEE, ¥X2 VT4 TTIAT ATy b b—T 4 7 LET,

A LS TWRWERE Ny "ONEI~y ¥ —Z2 BT 55813, X207 40 77947
VARTTRTOEEL—AFEELET, 2T, EEAL— L5 T 72— X2 D SA DFf
SEDMGT BN D T2 T,

\}

GE)

WELENTWRWERE NI 74 v 7 %27 )T THFAMNELTL—T 40745121, ACE
DR OFNC ACE DIEREZFFALET, ASAIX. A7V Y F oL T 278 AY A KT28
B2 DHDACEZ T v adT Al LT TEEYA,

LAN-to-LAN E&-5 < v T D4l

Z®D LAN-to-LAN X v FU =7 DHNZIBNT, EX 2V T4 7T T4 7 A A B, BLUC
ERETHHMNIE, AR ROWTRNIENLREE S, BIOKRA MEFERETHT~TOD K
774D R TEHATHIETY, L, AAMAIPORESND R T T 1 v
TIIIANFMOWET — I DEENDIZD, O~ 77 v 7 L0 b E RISk & %R
F—HAENLETT, TOH, FAMAINORESND N7 7 4 v 71T b7 A
Tx—hty hEHIDLETES,
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LAN-to-LAN B2 2 » 70l [}

B.1 i
| )
— B.2 — co
—- —m
- — o —
. |
— —

ZOKITREN, FEUTOFATHEHAIN TWAEMZRT R AFRTIL, IRk L7=b DT
T, EEOIP T FLAZERALFIT. ZOFHHEOKITRLET,

X2 VT4 TTIAT UV AAEREBE N T 7 40 v 7 FICERET DL, 220085~ v 7 &1E
BLET, 1 2FFZXAFNAINLD T 7 4w 7 T, %oloiz/hv 7 A DD E A
FOEDNT T 4w 7 HTY, WICHIZRLET,

Crypto Map Seqg No 1
deny packets from A.3 to B
deny packets from A.3 to C

permit
permit
Crypto Map
permit
permit

packets from A
packets from A
Seq No 2

packets from A.
packets from A.

to B
to C

3 to B
3 to C

ACL ZERE L7126, —ET 5/ v b T LB IPsec T 27200D N TV A7 5 — A
v FEEEEES~ y IZE D Y TET,

A — RKACL &1L, i ACEEZHATHZ & T, ACLOFliz A RZAL, Z VT b~
7y NNO®RD ACL OFHEZFT2 6D TY, 7 U7k~ 7T LR A% IPsec RE
EREEHT D ENTE D720, HEGRACEZHEHT5Z LT, Fille b7 7 4 v 7 &G T
27V 8=y TOUBOFINOERAA L, BiedeX2 )T 0 20325027 Y 7k
7?7\it@ﬁﬁ5?%19?4%2E&¢5%@7)7%7/7@mmmik%%ﬁb
T4 ERETHIENTEET, HFEACLIZEIV B TOHNTND Y —F U AR EIC

T, B~y 7ty NNOFHMIDNEFNRE Y £,

WORNZ, Z OBEOREEN 7 ACE /D OLAER ST W A — FACL Z /R LET, Kb H5OEL
I, kD EBY TT,

T~ |[Z VT b~y POV T N,
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B wnvomnes<y Tom

~ | FEERHIEE) Sy FRACEIC—FK LIREA TS Y
Th vy TOREEKRT LET,

1 ODACEDHHE —~H LIy b, ZRENDOREED
A—ix, B oRlx D ACEIZ—ET D870y heFk
LTWET, REZDEWNL, K37 v NOFEIE & 565N
BiebZ LERLTVET,

,/f JIVT =7y N\ NTORDI VT K< T~DYF
AVvVrZral,

| X7 RN ACE I8 50, 72327V 7 b~y T &y
RO TRTOFFA] ACE (IZ—F L7228 DIRE,

H2:BESYvy Tty FAOHRS— K ACL

Cryplo Map 1

Parmil

AGC [\

Apply |PSec assigned to Crypto Map 1

Crypfo Map 2

Route as clear text

a ed to
Crypto Map 2

X2 VT4 TTIAT U AAIT, BRANAIDLRIEINT/N7r v FFFA ACE & —F T
HETIHML, 7V 7 b~ ICBEEMTOENTWDIPsec X2 VT 4 DEIY U TERITL
T4, ZORTy FAER ACE & —E9 5L, ASAIZZ DR 5~ v 7DFED O ACE % 4
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LAN-to-LAN B2 2 » 70l [}

L, ROKE~y 7 e~y BV Y TOENTNWDL Y —F U AFSTHT ) LoRE
ERHMlEZTBLET, ZOBITIE, BEX2UT 4 TTITAT U AANTANA3IDPLHEES
N ry NeZfEToE, ZONRTy NaR#HIOZ VT~ <~y 7 OHES ACE EHREL, &
DI VT s~y TORELFTHMELAZHHALET, "7y MR 2FBDOZ VT~ <~y 7OFFA]
ACE & —%3 5 L, BEfTT b2 Psec B ¥ = U T ¢ (FRE K 5k & BB o —H4E) 2
Ny MBS VET,

Xy T =7 FD ASAREEZTET T H720IC, ASAB L CIZI 77—~y 7 2#H0 Y TE
T, ASAIE, WEE b ENT=EE T 7 1 v 7 OFHEIRAC deny ACE & #9272, denyA3B
ACE & deny A3CACE DX 7—IZHY T2 b DEINCTEET, LER-T, s~y 72
DI T—IZMYTLHLOEMESHY THA, 20D, ASAB L C DI A7 — K ACL D% E

I RETT,
RDOFIZ, ASAA, B, BLOCOTRTUIHRES NI~ v FIZEH VB THND ACL %
RLUET,
XAV TFATITSAT VAR EF2)TATTSIATVAB|EF2 T4 T7TS4T7VAC
SYT k<Y |[ACENREZ—> |9 Th<y |[ACE/R2—> |9 1) T <y |ACE/RE—2
7 7 7
=R =R =R
BS &S &S
1 A3B &A1 B A #&F [ 1 CA %7+
A3 C ZES
AB A
AC ZFFn] BC Z#FH] CB Z&Fr]
2 A3 B ZFFA]
A3C ZFFA]

WORIE, ECTRLIEMEEDT RLVAZEBEOIP 7 RLAIZy BT LIZbDTY,
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A3
192 168.5.3
Human Resources

A

192,168,

3.0/26
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B.1 CA
192,168,121 192.168.201.1
—_— B.2 EI Cc.2
A 192.168.12.2 S— 192.168.201.2
BE.2 — Ca —
18921668123 192.168.201.3

WDOFEIRTERDACE TlE, FOFRy NU—27 FTCEHMiEN 5T R TD IPsec /37 v NI

)72 IPsec g E A BH S AL E T
XaUT4 (VTR ACE /X2 — > | E[&D ACE
TIZA4T7 Ry 7T
A S—tr YR
ES
A 1 A3 B 4 |deny 192.168.3.3 255.255.255.192 192.168.12.0 255.255.255.248
A3 C 4 |deny 192.168.3.3 255.255.255.192 192.168.201.0 255.255.255.224
AB Z3FFA]  |permit 192.168.3.0 255.255.255.192 192.168.12.0 255.255.255.248
AC Z#na] | permit 192.168.3.0 255.255.255.192 192.168.201.0 255.255.255.22
2 A3 B & |permit 192.168.3.3 255.255.255.192 192.168.12.0 255.255.255.248
A3 C Z#rna] |permit 192.168.3.3 255.255.255.192 192.168.201.0 255.255.255.22
B B L BA 27 |permit 192.168.12.0 255.255.255.248 192.168.3.0 255.255.255.192
BC ##A permit 192.168.12.0 255.255.255.248 192.168.201.0 255.255.255.2
C UE L |CAZZFA | permit 192.168.201.0 255.255.255.224 192.168.3.0 255.255.255.19
CB Z##n] |permit 192.168.201.0 255.255.255.224 192.168.12.0 255.255.255.2
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BBE— 12752 +59F% PK) *—oBE [

ZOBDOFXy NT—7 TR UFEwRERIGHT S E, WA —FACL ZEH LT, 1 5D ASA
THRFEIN TWASEFIERFA NIRRTV TRy MCENTNER D X2 ) T 4 RIEEE

\}

DUTDHIENTEET,

GE)

TV M TIiE, ASAL. IPsec NI 7 4 v I WAL TCEIA L H—T =2 A AL UA L Z—
T A AEsHETDHIPsec T T 4 v 7P R—FLERHA, TOXATDNT T 4 v I
X, UZ—v NI T U RRAR—T AT E= U TR EDATHRNHY £, 727-L, UZ—
N7 7497 %Y AR—bTHLIITPsec THETEET, ZHUTIE, ZOXRy NU—27 LD
MIONT 7 4w 7% THACEZHALET, HEXIE, ¥X2VT7 4 77947 AB
TUX—r b 774 v 7%V HR— b T DI12i, & ED BB %#FF7) ACE % ACL1 (ZiBN
LET, EBEDO ACE XKD L 512720 9, permit 192.168.12.0 255.255.255.248 192.168.12.0
255.255.255.248

PHEAF—AVISAEIIF¥ (PKI) F—DHTE

X — X7 EERELII T e{bd 5 & XIT Suite-BECDSA 7 /LY X AZEINTE 5 L H1T

AITiE

BT AT TART I Fx (PKD) ERETLOLLENRDHY £,

4RO HREIIC

RSA F£7/21XECDSAD T A FARA » N EFBFEICEHN T2 L o Ichi b~y 72 ET 55
X, BOCX— vy NEERTOIVNERHD FI, ZNT, TDOLRT A %T4’/h%ﬁfﬁkb
T, PRV NA—TF a7 4 X2l —aOfTEETXAL51200 F9,

FIR

ATy Tl F— X7 EERT D & X1T Suite-B ECDSA 7L XA ZEBEIR L E9,

crypto key generate [rsa[general-keys | label <name> | modules[512 | 768 | 1024 | 2048 | 4096] |
noconfirm | usage-keys] | ecdsa [label <name> | dlliptic-curve [256 | 384 | 521] | noconfirm]]

ATy T2 F— _7E¥ufbd b & XIT Suite BECDSA 7/ X LZEIR L ET,

crypto key zeroize [rsa | ecdsa] [default | label <name> | noconfirm]

VTRV TDAE—T 4 A~DEHA

W~y 7 'y M, IPsec N7 74 > 7 PNBIBTHEA ¥ —7 oA AZEID Y THLERN
HFEF, ASAIZ, T_XCHOA v Z—T =2 ATIPsecxHAR—rLET, BEE~vv 7Ty b
AU —T oA RZEIDYETHE, ASAIL, ITRXTCOLNT T4 v &~y Y b
WALTHML, BpehEidxadyo—y g oI ESNER Y —2H L7,
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B sz 1xnc08m

JIVT =Tl F—Tx A AZEINVYTHE, SAT—FR—AEX=2UT 10 KRV
V= T A R=AREDT A LT EELYIIRESNET, 7T N vy TEEE
LTA LV H =Tz ATHEDYBTTDHE, TUHA L T—2EETI ) TN~y TREL
FREbsnET, T2, L —Fr o AFEEFEHLTCHLLWETZEBML, 7V 7 b
<y 7 EHEVYTLCYH, BBFEOEESUIN SN Z L iEH 0 HA,

A3 —T x4 XACLDEM

ASA TiX, 774/ FTlIPsec N7 NIdA LV H—T =2 A A ACL A NRATHE 5T o
TWET, A1 ¥ —7=AAACL % IPsec F7 7 4 v 7 ZH#AT 25415, no B sysopt
connection permit-vpn =~ > R&H L £,

REA L H—T o2 ALV RENTWAIKEE~ v 7 ACLIZ. VPN kRl Zi@ifad 5
IPsec /N4 DA LHELR 24TV FE 4, IPsecliX. IPsec kv RV 3eT= 3 o N DOFFEE L iR
FERITV. R RIVICEEM T ONTWS ACL & 37y FE2RE L TEMBE L £7,

ACLIX, EDIP "N o774 v 7 2T H0EERLET, L& xX 225007 3y MilE
TIX2 BDORA NHOTXTDOIP b7 7 4 v 7 ZRi#&ET 272D ACL ZERlCTE 7 (Zh
5D ACLIX, accessgroup =~ > RTHEH S H ACL & LS EITWET, 7272 L, access-group
avy RTIE, ACLBA VF—T 2 A ATHETDH N T 747 EHIET D NT 7 4 v 7 &k
OET) .
KB~y 72%E 0 Y THET, ACL IX IPsec DEFAICIRE SN EHA, KHE~ > 713 ACL
L. N7y A ACL OWF A 1 DT permit & —E L72HA 128 T % IPsec 7 123
T A EBRDET,
IPsec 55~ » ZIZE D ¥ THNTWD ACLIZIE, KD 4 SOEEHERH Y £,
« IPSec TIRAET DIHIE N T 7 4 v 7 ZIBIRT 5 (permit IZ—F L2 b DB REDOKSR)
s FENL ST SA W VWREE TR EI T 57 — X ICk L CTISAKMP rdv=—v 3 % R
=325,
cHEHEFENT T 4w 7 BB LT, IPSec TIRET REThHOTZ N T T4 w7 &2 T 4 NVE Y v
7 LCHEET S,
cETMMOHLDIKER AV T — g VAT D & XI(Z, IPsec SADEREZZITANDNE D
NERET D (T m—3 3 it ipsec-isakmp cryptomap =2 b V272 @A & E
) . BT, ipsec-isakmp cryptomap =< K =2 b U AEEM TSN TVWAE T —4

Tu—ZHATOLENHY Y, UL, AT —va UPICHEEICZITANLNLD
LT 272 TT,

\)

GE)  ACL OEFEZ 1 DFETHIRT 5 &, ASAZEEMIT LN TV AR S~ v 7 HHEIBR L £,

BE1 D EITERON 5~ v 7NBIR L T\ 5 ACL #E1ET 54 1%. cryptomapinterface
av REFHLTT U Z A LSAT — X=X/ L7, FMICOVNTIL, crypto
map 2~ FZZ| LTI IZE0,

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K



| 1Psec & & U ISAKMP

A28 —TJ x4 RXACLDER .

n—h)V T CERBTDIAXT 4 v IR E~ v I LTHRET 5T X TORFS ACL (220
T, VUE—FETT IR RA=V) BB ACLEEHRTHZ EAHERLES, /2, 27V
TRy IR N T AT =BV R—F L, MOV AT LEET L L TERT M)

HVET, 2KV, HHFDOET TIPsec NIE L LFLENFE T,

\}

GE)

T_XCDOAZT 4 v 75~y 7 TACL & IPsec 7 2 EHRTHMENH Y £, EHLMN
FERINTWARWE | B~y FIIARERR B DT . ASAlL. BIDSERRN S~ v FICF
S LTWRWE T T v B Ray X LET, showeonf =<2 REZFH LT, +TO
Wi~y TR LDICRDL LI LET, RERRI VT M~y TZ2EET LI, 7
TR~y 7 EHBRL, RF WL MU EZBIML TS VT h~y 7 EFHEHLET,

Wi ACL 1E, E#T 2T b)Y &Y H— b LERA,

5 ACL TREILT RLRAEIISEET FLADIFEIZ any ¥ —U— R&M AT 2% & REN
WET DD, ZOX—TU— ROMERITRET T E 0, permitany any =2~ > R3C&E A
5 EROBGDIAET D70, AT AET T 7EE W0,

T RTORBENT 74 v I PRESNET, ZHUZE, MIETH7 VT b~y P THEES
NTWLETICERESINLREFAD N T 7 v 7 bEENET,
s T RTOEENT 74 v 7T HEEN LT 2 T,
ZOTF YA TIE, ASAIT IPsec (FESNTWARAWNWTRTOERE Ny y M@ L TRe v
ZLET,

RS2y P ER LTI 2GR LT ZEW, permit XiZany F— U — F&fH 42
Leid, TOXORNI—HO deny XxFB S, REARIDO T T 4 v 7 XTI 42
Y LTHBRLET, ZhEiThRWe | 20 permit SURESRINO N T 7 1 v 7 BNEE

NHZ L E9,

N

GE)

No Sysopt connection permit-vpn N E SN TWD & X, WA VX —T = A ADT 7 & A
J)V—"7Ndenyipanyany 7 7 £ A U X FZFERHT LI ICREINTWZELTH, 774
T ML\ F Iz N T T 4y ZIFFFR S VET

RSNy NU—T7~D, A MY —H A FNEIFVE—F T Z7EAVPNREATOT 7
vt 2AZ o br—L T 57202, nosysopt permit 2~ REINBA o H—T =2 A A LEDOT I
A a2 br—L UR L (ACL) LHMAARDETHERALEIIELTH, IS ELNETEHA,

ZOX D IRRIMTIE, WEOEET 7B ANBA RX—T VIl >TWAH &, ACLITHEH ST,
A=Y= TFEE X2 VT4 T T IAT L A~DSSH 2 L T T 4, NExR > b
J—27 EORARD N T 7 4 v Z7IXACLICL > TIELL 7y 7 SHETH, NEA ¥ —
T o A~OEFALENTZBB NI 7 v 73T a vy I TEFERA,

sshBLWhttp 2> RiE, ACLED 7744V T4 BR@EL< 720 EF, 2F0, VPNE v
g VN T NA A~D SSH, Telnet, F7-1XICMP FTF 7 v 7 2 EEHT5HI1TiE. IPe—F
v T = EHEGET S ssh, tdnet, BLWicmp a2~ REZEBMTILERHD 7,
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B sz 1zxacoEm

FIE

&
ATvT2

ATvT3

ATvT4

N7 4w I DNBEREPRENCEGZRLS . ASAE., A1 X —T 24 RAZED B THNRTND
ACLE o974 v 7% RELTIMELET, A Z—T7 A AT Psec ZE[D B TAHITIL. &K
DOFNEEFITLET,

IPsec IZfE 195 ACL Z1ERR L £ 7,

B L7277 A VA E, RICLZ Y b~y 745 FERH LTI OERITEEDO I ) v~y
Fleww 7 LET,

T—% 7 —|TIPsec AT H72DIT, B~y FIZIKEVI N7 AT+ —A By METZ
IZIKEV2 7 iR—HF L~ o7 LET,

EHESTHI7 VT~ THEEVYCC, 7V v~y T2 L7V v~y Ty b
L TA UV E—T 2 AIZHEALET,

1

ZOBITIE, T—2MNASAA FOSNEA B —T 2 A AR HTARZ 10222 120D
5L EIZ, ARABN10.00.1 EHRAN 10222 DD T 7 4 v 712 [Psec RN FEHH &

__——— |PSacpeers —____
" = T,
i \,
[ Intarnat }
S 3 (i e
. ]
— A 1t
sida” interface:
st 101 permit ip host 10.0.0.1 host 10.2.2.2
115 ntarlac
host 10.2.2.2 hast 1 1
Traffic exchanged between hosts 10.0.0.1 and 10.2 2 & proteclad batween =
Security Appliance Firewall A "outside” and Sacurily Appliance Firewall B "out

ASAA L. A F10.00.1 2>BFRA R 10222 ~D T 7 4 v 72RO X HITEHMHL
F7,

¢ EEJL =72k 10.0.0.1
< 58

o= K 10222

F7-. ASAA T, BFABF10222 058 F 10.001 ~D 57 4 v 72RO LIz
S L £,

c EEIL=7FA b 10222

e FESE =R A N 10.0.0.1
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IPsecSADS 1 7524 L0ZEE [

S Oy b & RN —E L7z permit SCIZ K o T, IPsec SA DA I —F N E Y
‘ij‘o

IPsecSADS A 734 LDESR

ASA NHT LW IPSec SA & X AL — b2 X IHHT S, Fa—rLr T4 75 A MEEE
HCTxFET, BHEDZ VT ~v7FDra— =)L 5472, Mz FEXTEET,

IPsecSA TlX, BUGSNZIFMEST—DEHINE T, ZOF—LSAICARAIRRERTT,
F—IFFICH A LT VR TEHOT, F—DU 7Ly aPDNETT, & SAIZIE., THEEH
oL TR T4y 78] O2BEOTA 7L LNRHYET, TNENDTA T XA Lkl
DL SAIFEL, HLWSADEDDOFR AL o—2 g UM LES, 740 EDTA
T HA LT, 28,800 B (8 HE[) 35X 104,608,000 F oA R (10 A H XA MEDT 1 HER]) T
7T

Jua—r)v A4 T4 LEEETLHE, ASAIZ b3 E Ry 7P LET, BHEZICHLS
NZSADORIT T — g9 T, HLWEMERHESNET,

BB~y TICRESNTZTA 7 XA MEBRRL, ASADLH LW SA ZERINT-GE, e
~ I, ETICEESNDH L SA ZRIZ, BEfFD SA TS Tno 7 m— 1 4
THEA MEETFALET, ETNRFRI =g VEREZITRS L. ZOETHNRET DT
ATHEALMEER—DNVICRESINTNWDETA T7HA LMED S H/INIWSFDOfEZ, H LV SA
DITATEALMEEL L THEHLET,

BEfFSA DT A 7 HA LD LEIVMEEZBEZ DA, ETIIHLWVWSA 2 x3=—hLET,
ZOX I LT, BEF SA OFIFARNEIN DRI, T LV SA OHEfENFENE T, BEFF SA
DFEODTA THALDEIS ~ 15% | &5&\E7iﬁL%SA%Zﬂ/E%FLiTO

\ )

GE) AR OEEZ AT D 72D12, VA FEIKEV2 b VO TR X2 T4
TIVIT— gy B v—% &ﬁ#é LARHERE L 9,

VN IL—T 4 VI DER
F 7 4V hTliE, AME ESP 28w M L CUiE N v NN OBRERGRL v 7 T v TN T
U, IPSec b U RAEH CTEEEIND Ny MR LTIV v 7 T v TN ThIuER A,

—H DXy NU—7 AR TIE, V=T 4T T 7T — ML o THEHART v hDI/RA

NEBRIN, a—H/VIPsec b R &7 v IRETHDIEE. P xREBO
MIELL V=T 4 7 &7, %BRICBELEE A,

ZHEGIET A2, IPSec WEL/ 7w M LTy NENONLV—FT 4 T Vo 7T w7

A R—T I LET,
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B <57/ vomes<y Tk

FIE

1R BHHEIIZ

COMEENT 74NV N TTF 4 BE—T RS TWADIL, 25 LAy 2T v Ik BT 4+ —
UV ADK T ZEET 5720 TY, ORI, NELRERICOBRA F—T ML TLEE
v,

IPSec NI /47 v MZF LTy NENOL—F 4 v T Vo 2T v A X—T NI LE
j—o

[no] [crypto] ipsec inner-routing-lookup

GE)
ooy RRREINTWAEE., EVIIRN—ZAD b RUIORBERENET,

1

ciscoasa(config)# crypto ipsec inner-routing-lookup
ciscoasa(config)# show run crypto ipsec

crypto ipsec ikev2 ipsec-proposal GCM

protocol esp encryption aes-gcm

protocol esp integrity null

crypto ipsec inner-routing-lookup

AETAVIBERY TDER

FIE

ATy I

ART 47 7 VT =yl eHATHERN R IPsec a7 4 X o b— g VEERT DI
X, ROFNEEFEITLET,

WDa<y REANS LT, Ri#ETHNTFT 74 v 7 BEFRT D ACL #ERL L £,

access-list access-list-name {deny | per mit} ip source source-netmask destination destination-netmask

access-list-name Tl&., ACLID %, K 241 SLFO L FHE 2138 L LTHRELET,
destination-netmask & source-netmask Cix, IPv4 x> b7 —2 7 RLABXOY 7T xRy h v &
JERELET, ZOBITIE, pemit¥—U— RiZE-oT, BEORHIZ—HKTHNT 7 4 v
7T RCHKG 5 CRESNET,

1 -

hostname (config) # access-1list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0
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ATy T2

ATvT3

24854 vomevy Ik ||

N7 4y HRET A EAERTAIKEV] FT AT+ —A Yy FERETHITIE, K
Da<vr ReEANLET,

crypto ipsec ikevl transfor m-set transform-set-name encryption [authentication]
encryption TiX, IPsec 7—% 7 —%Ri#&T 2720 DK L TR EZEE L £,
eesp-aes : AES & 128 By b F—%EA L £,
*esp-aes-192 : AES & 192 By b F—&HEHL £,
« esp-aes-256 : AES & 256 By F F—ZEEHL T,

« esp-null : BF &7 L,

authentication ClZ, IPsec 7—4 70— %2 {Ri#ET 5720 DO 5L R EHEL T
« esp-sha-hmac : /v = 7L XL LT SHA/HMAC-160 2 H L £,

» esp-none : HMAC F8FE72 L,

i
Z OFITIE, mysetl, myset2, aes set 3 N T AT F—Lh &y NOARITT,
hostname (config) # crypto ipsec ikevl transform-set mysetl esp-aes esp-sha-hmac

hostname (config) #
hostname (config) # crypto ipsec ikevl transform-set aes_set esp-md5-hmac esp-aes-256

NT 74 vl BT D HIELERT HIKEV2 VR —F L ERET HI2E, koa~vr R
AN LET,

crypto ipsecikev2 ipsec-proposal [proposal tag]

proposal tag |& IKEv2 IPsec 7 10 AR —H /L DL FTT, 1 ~ 64 SLFDOLFHITT,

TuR—PILEVER L, IPsec 7EHAR—YL a7 4 Xal— g T— 2B LET, 2
DAL T 4 Fal—arE— TR, FeR—PLicx L TERONS(LZ A 7 L8442
A TER/ECTEET,

51

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure

ZOFITIE, secure N7 B AR—YFILDLEITTYT, 7 harBIOKEILY A T2 AN LE
KR

hostname (config-ipsec-proposal) # protocol esp encryption aes

51

ZDavy FTHE, D AES-GCM 7213 AES-GMAC 7 /b 3 Y XL Z i T 5 & @iR L %
-éAO

[no] protocol esp encryption [ aes| aes-192 | aes-256 | aes-gcm| aes-gcm-192 | aes-gcm-256| null]
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B <57/ vomes<y Tk

ATvT4

ATy TH

SHA-2 I XN EIRENTWHEEIL., EOT7 0T Y X A% IPsec BEMET LT XA E
Lfﬁ%#éﬂ%%ﬁ#é%%ﬁ%@i#oMﬂﬁ@ﬂ%mc#ﬁ BALT A TY R hE LT
EINTWAEAIE, XNVEEMET LT ALEZRINTIVLENRNHY 7,

[no] protocol esp integrity [sha-1 | sha-256 | sha-384 | sha-512 | null]

GE)

AES-GCM/GMAC BT T XA E L TREINTWAEAIL, XNVEBEET LI Y X
A EIRNTAMIENRH Y 9, SHA-256 1Z IKEV2 b v RV EHESLT 5 12 OIZH A PESS PRF 1T
EACTXET0, ESPEAMEHEIZOFEHNTEET,

(EE) BHE IS ARKEERN (PMTU) =—Y V& A X—7 /M LT, PMTUE% 7T
DIEIZ Yty M OMRERET D2 ENTEET,
[no] crypto ipsec security-association pmtu-aging reset-interval
Wi~y 7EERT DI, YN ERE~YLTF a T XA N B—REFEHALT, ROW
A MY —% A FFIELZETLET,
a) ACL ZR5E~ > 1280 Y CTET,
crypto map map-name seg-num match addr ess access-list-name
Wo~y 7ty et e~y 7= NIOESTY, = MIFEhENRR D —
A E (seg-num) & FFD E 9%, map name 23[F U T, accesslist-name Tik, ACL
ID %, K241 LFOXLTHNEITEKE L THEELET, ROFITIX, mymap 287 U
Th~y TRy FOAHITT, v v 72y hOT =7 ZFFIFT10TT, v —Fr A%
FE 1207 VT b=y Ty NAOEEOT L FUIZT 7 2T DI L E
To V=T UABGEDNESWIEE, TIAFT VT 4 REL< R ET
i
ZOFEITIE, ACL 101 23055~ » 7 mymap [ZE D B CTH R E T,

crypto map mymap 10 match address 101

b) IPsec TIRIESNIZ N T 7 4 v 7 DEGRE LR DT 2HEELET,
crypto map map_name sequence numberset peer ip_addressl [ip_address?] [...]
11 -

crypto map mymap 10 set peer 192.168.1.100

ASA X, ETIZIP 7 KL 2 192.168.1.100 N EN V¥ CTHINLTWAHSA 2y T v LE
7,

GE)
9.14(1) LA, ASAIZIKEV2 7V 7 b~y 7 OERET 2R —F L TWET, K10
TEHEYZMBINTEET,

) ZTOZ VT R~y LT, IKEvl hT A7 34— %y k& IKEV2 7R E—H /LD
ELLEHFATLINERELET, BEO N T AT+ —4 vy bERIZTrR—PL
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d)

24871 vows<yInkn |

B, TIAFT VT4 GREDTTALTV T A DLONREKRY]) (ZHFELET, | DOKF5
2y R RKNBEDO N T AT —A vy hERITT e R LEEETEET, RO
2oDWNTNhDa<wy REHERALET,

crypto map map-name seg-numset ikevl transfor m-set transform-set-namel [ transfor m-set-name2,
...transform-set-namell]

Ep

crypto map map-name seg-num set ikev2 ipsec-proposal proposal-namel [proposal-name2, ...
proposal-namell]

proposal-namel & proposal-namell Ti%, IKEv2 @ IPsec 7' 2R —H /L% 1 DLL EfRE L &
T, FEE~vy 7 2 ML, KRN O e R —FLrzdR—hLET,

£l

IKEVl D5 ZOFITIE, b7 74 v 7N ACL101IZ—F Lz =2, SAX, ED b
TUART =Ly RBRETDORNT AT 4 —5 &y MZ—EHT 502 L > T, mysetl
EFE1TI7A4FVT 1) Emyse2 (27 T7AFVT 1) OVTANEFEHTEET,

crypto map mymap 10 set ikevl transform-set mysetl myset2

({£E) IKEv2 Tit., h > RVIZ ESP A1k Bl A AT 5729 mode #HE L F
T, ZHICED, ESPREHEND AU PFLDIP 7y hOESPEREESNET,

crypto map map-name seg-num set ikev2 mode [transport | tunnel | transport-require]

e [Tunnelmode] (&7 #/v ) : h7v/MEE— RN b2V E—RIZRYET, b
F)V F— R TlX, ESP R BAL EFRZEN T IP X7 v &K ([P~ F—LF—4)
W SID T, AROEEILT RLUAR LT RUABRIEERRIZRY £F, £D
IP7—% 77 ABEREE S LS, FTLWIP X7y hOXA a— Rz £7,

ZDOFE—KRTIE, V—ZREDFR Y NT—7 FTXA AR IPsec DT 1 x L & L TEME
TEEd, 2FD, L—ERKEA MR- THESLZITWET, HExL—Z 08
o FEREF{E L, IPsec b VA L Clat LE 9, s —ZI13xd P 7 —
27T LEEFEL, 5T AT AMIEEIELE T,

Ry R E— RORERFEIL, =0 RUATLAEEF L2< Th IPsec ZHH T
HENHZETT, o, NI T4 v b RET LI L TEET, hrx
T REFEHT AL, WEEFIZIZT R FAOTY KBS N ULhbLT, hoxl
VT ENTNT y NORKOEEITL ESELITDNY FHEAL (INHDB DT
KR4 > b ERUSHETHREER) .

[Transport mode] : 7 3% — k L TWARWEA, 77 v/UbE— RiX, horxb
T RICT A=Ay I T HF T v a AP EOEEE— FIT/RY £7, transport E—
RTIXIP <A v — FETRESL S, TD P~y X =320 EEMPINE T,

ZOE— RITiE, 37y MBS bLpBmaEn®, 7Y v s xy hU—2
DT NA RN, N7y NORKEREE I LA ERBETE L LV IHIFENRH Y F
T, AT — R T, TRy U —27 TORRIZRAEE (72L& 21E£QoS) %, IP~v
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e)

A —DFERITTESNTEITTED LRV ET, 72720, LAY 4~y =05
bENL7=0, 7y NOBREIHIRSNET,

* [Transport Required] : 7 7 E/ALE— RITHREE— R Lo F8 A, FrpLE—
RIZT7 =Ny 7352 LITTEERA,

7 7 4V b tunnd B 7 LE— R TF, transport 7 72 ALE— RiZ, 7RI O
F— FEVHR—F LTWARWEEIZ tunnel B— RIZ7 4 — /Ny 7 TX BIREE— K ThH
v . transport-require %7 7 ALE— R TIE, BBEE— FOLBPEHA S ET,
GE)
R E— R, UE—h 77X VPN QIR SN EH A
AT EIMMEE— RORIvT—2 3 VOFITIRO EBY TT,
o f =T EPERET— REREL, LARUVAN b3V E— RTINE LTZSGA.
A=V —ZF PRIV E—RZT7 =Ny 7 LET,
« AW tunnel & — R &R L, JSZMIZ transport & — R TINE L7cHE . B HNIE
tunnel E— NIZ7 +— Ny 7 LET,
« MM tunnel E— RZ$ER L, JSZAI2S transport-require & — N DA ISEAIX T
aAR—PLEEELEE A,
o [ARRIZ, A =3 =— % M transport-require E— KT, VAR F N KR E— ROY;
B, VAR Z )5 NO PROPOSAL CHOSEN 7233515 S L E T,

(EE) 7a— NNV I T7HA L% EEXTIHEEIE. VT N~y TDSATAT7HA
LAERELET,

Crypto map map-name seg-num set security-association lifetime { seconds number | kilobytes
{number | unlimited}}

map-name CiL, B~y 7y hOARIZIEELET, seg-numTix, K5~y 7= |
VICEIY Y TH/SERTLET, BMERIIRE ST =2 RS Tl DT A 7
AALERETCEET, HEL, T—FEETA 7 XA 2L A M VPN 2D A &
v, VE—hK 778X VPN IZIFEA SN EH A,

i

ZOFITIEZ, 7 U7~ vy 7 mymap DIRERZN T A 7 X A L% 10 ~ 2700 F (45 43) 1T
HMELET, NT T4V ITETATEALNIERINERA,

crypto map mymap 10 set security-association lifetime seconds 2700

(EE) IPsec NZDZ VP b = ATk L TH LV SA ZFRT 5 & %2 PFS 2#Bk4
B, FlziE IPsec BT B2 ITELA ERIZ PFS B RTHDERELET,

crypto map map_name seg-numset pfs[groupl14 | groupl15 | groupl6 | groupl9 | group20 |
group21]

51
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ZOFITIE, K5~y 7 mymap 10 IZXf L TH LWSA Z T m— 95 & X2 PFS A
WEETH, ASA 1. 2048 ¥ v b Diffie-Hellman 77 4 AE Y 2T A7 )—7F%FH L SA
THEHALET,

crypto map mymap 10 set pfs groupl4

g (UEE) Zo2 V7 h~y 7 = FUICHESBEwICR L Tiir— FEA (RRD %A
F—T I LET,

crypto map map_name seg-num set rever se-route [dynamic]

ZAF v 7 PRESNTORWEA, RRUIFRERIZITOIL, 8L STz, &
ENELEITHIBRSNAETEDOETEICRV ET, ASA L, V—T 4 T T—TLIC
ABT 47 — a2 HBGENML, OSPF Z2fEH L TENLDONL— &7 T A ~_— k
F v NI =7 FdR—F— L—2Z@m L E4, #Ex/465% 0.0.0.0/0.0.0.0) %H#
Fv hU—27 L LTHRET2HAIEL. RRIZA F—T /M LRV TLEEN, T 74/ b
N—F EelHATHNT T4 v 7 ICHBLET,

FAF Ry 7 BHRESH TS A, A= MaIPseck X2 ) 74 7Y vm—va s (SA)
DT RN ICVERL &4, IPsec SA SHIBR S LD LHIBR S E T,

GE)
ZAF w7 RRUIIKEV2 R—ZADAEZT 4 v Vi~ v ZFETIC#EH SN ET,

&1

crypto map mymap 10 set reverse-route dynamic

RAT9T6 IPsec N7 7 4 v 7 HFMT LD, 7V T b~y Ty Mo X—T7 oA ATHALE

B

crypto map map-name inter face interface-name

map-name TiL, Ko~ v 7y FOARIZIEE L £, interface-name TiX, ISAKMP IKEv]
XA = a A X —TNERIFT A =TT HA v F—T = ADLEIEFRE L £
7
1 -

ZOFITIEL, ASAVIAMNEA v F —T = A A&l d D 8T 7 4 v 7 IS~ v 7 mymap &
ALTCRHME L, PREDLENE > AR LET,

crypto map mymap interface outside

FAFIVIBETY TDERK

HAF w7 70T h =7 WTHORTI A= EFESIN TN 2WI VT <7 T
T XA FIv 7 VT~ 7NE, RELTWERTA—=EZ0R, ETOEMHICEI LT

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .



IPsec 35 & U' ISAKMP |
B 7 rzvomes~yTnkm

BTHEAFI v 7ICBGEENS (IPsec 2T —2a vV OFfERLELT) R —FT o7 L—
FOBEERIZLET, ASAIL, AXT 4 v 7B~y T TETDIP T RUANEIERES
NTWARWEE, 7 ThrphERrA T — FNIELOICH AT I v e~y 7 %A
LET, ZHiE, ROXATOET THERALET,

e RT VT IPT RUVAREAFI v I IZEDETENDHET,

LAN-to-LANDOET . BLRUE—h 77 ERATAETIE. WL s DHCP 2 LT3
TV IPT RLVAZRGETEET, ASA L, PV afthTA L& KL
AEFEHLET,

TITAR—=RKIPT RLARTA T I v Z7IZEHY B THENDE T,

WE, VE— N7 7E8ADO N RXAVEZERTLHETIL, ~y FZU RIZL-oTHV Y TS
N7 T7A_X—=FIPT RLZA%FfF> TWET—KIZ, LAN-to-LAN b & R/ ITFRTIZR
ESINLETTAR—KN Ry NT—T7 Dy NBEBVET, TNRARFT 4 v 7 <7D
BREZHEREIND DT, #ERE LT IPsec SA ORI HEHA S ET,

ﬁﬁ%#1?74/77)7F7/7% XET H7-H,  (DHCP £72I13BIDFIET) XA
Iy ZIZEDYTENTEIPT R 1/275%97?6&%%/:.\%3 F 0 Y CHIEZIEZBR 2 o~
FTAT U DTFARX=RIPT RULARDNLRWEENHY £7, BHE., VPN 747
MZlZ, A% T 497 IPT7 RLARZRL, IPsec R —2a VERAITDZTZODX AT
Ry VIV N~y T RBETT, X, ~y RV RIZIKE x3vT—3 g VTP

7 R A% Cisco VPN Client [ZEIV 4T, 7547 MIZDOT7 KLU A&HH L T IPsec SA %
xFvE=—hFLET,

)

CE) XA FIv 7 7V <~y T transform-set /3T XA —Z 120 S LBE T4,

HAFI v I~y TEMHTLHE, IPsec DL T 4 Falb—3 g UREEICARY £,
BT NEICEANCRESIND EIIRL20W Ry NU— CHERTLZ 2R LET, ¥4
v 7 77U k<, Cisco VPN Client (/XA )L 2—H 4 LY)  BIOFAFI v 7
B Y TOHNLIP T FUAZEGET A AL—XIZx L THERAL T EE 0,

Je

Evhd HAFIv s 7 VT R~y T Opeamit=r bV Zany F¥—U— REFEHT LT EEN
METT, ZOL)7epeamit © NUDKRERD N T T 4 v I THF X AT 7 —
R¥XYRANDRNT 74 v 7 BNEENDIELE, %% T 57 FURFEHIZ O Tdeny =2 MU %
ACLIZHALET, Xy hT—2¢H T Xy b 7a—R¥vy A T 7473 LT, &
72IPsec CHREL72WZ DD v 77 4 v 712k LClE, P deny=> b ZFFEALTL 72X
W,

HAFIv 7 7V N~y 7L, ERERBLIEZVE—FOET ESAZ IV =— T 5
EERTHRELET, ASAIX, ¥A T Iv /s~y 72 BHL T E— b BT L OHRA
MG 52 LT TEE A, AT Iy W~y 7 TliE, BE T 7 4 v 275 ACL @ permit
TR LT, ST D SANELEFELRWGS, ASAIZFZED NI 74 v 7% R
ny 7 LET,
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A

g4+zvomevyIons ||

IV T h=o 7y bMZiF, FATIv 7 7V b= TG0 LNRNTEET, £14F
Iy sy 7Oty MIE, ey Tty P TFRERWTIAFY T4 (DFY, —F
KXW —HF U AEE) #BEL. ASABRORE R~ v FEEICETHET 5 L 912 T A 0ER S
DNET, BXa2 VT4 TTIAT R, o (RET 4o 7)) ~v 7O NI R—F LA
WIERIZIET, XA T Iv s V)T N~y T Oy hEFHNET,

AET 4w 7 )T b~y Ty PERKRIS, FATIv 7 7V T <=y Ty MTh,
[i] U dynamic-map-name Z £ 03 X TOX A FIv 7 J VT h vy 7T 2EZOET,
dynamic-seq-mum (Z K> T, &y NNOX A FIv 7 7 VT N~y IREHISNET, AT
Ry ISy T ERET %A1, IPsec BT OF —4 7 a—%WE ACL THAlT 5729
(2. ACLOFFRIZfALET, ZOXIIIRELRVE, ASAIL, ETPMERTHH5WD
— X 7u—ID 2T AND Z LR T,

AR AT v MR~y T vy FEAMHLTHRESNIZ, ASA AV F—T A AT hRY v

FIE

&

ATy T2

TENDHRT T4 97K LT, FEL2—ADFT 7 4/L b— b E2EY LB TRNTLEE,
MNoRV U TINDNT T4 P ERETHITIE, ¥4Iy 7 7V T K~y IZACL %8
MUES, VE—KFT7 7R M RUTEERIT O ACL 2 ET 256 1%, @27 R
VA= NVERBELTLLIEIN, Hilb—  MEAZEHALTLV— 2 A A M—LTEHDIE, &
TR FNNT v TIREIC 25722 LT 7E &N,

U AT HFARNET—RESATF aALTHRFARNE—ROELLNEFEHLT, £ AT
SRRy O N EERLET, 1907 )V F v~y Ty NNT. AXTF 4D
vy T N A F I vy 2 N RS DE A B TEET,

(E8) ACLZX¥AF v IiEE~y FIZHD Y TET,

crypto dynamic-map dynamic-map-name dynamic-seg-num match address access-list-name
TNCEST, RETDR T T4 v 7 LIRELBRVW T T4 v I BRED £7,
dynamic-map-name Tix, BEfFOX A F I v /e~y 72 BRI K5~y 7 = N 04
A& fEE LE T, dynamic-seg-num Tix, ¥4 FI v Ikie~y 7 = MVICHIGT Do —7
VAERGEERELET,

11

ZOFEITIEL, ACL101 ¥ A F I v I HE~y Fdynl ICHIV Y THNET, vy T D —74
VAT 10 T,

crypto dynamic-map dynl 10 match address 101

ZOFATIv I~y I LT, EDIKEVI F 7 A7 —5 &y hEILIKE2 7
BAR—FAEFATENERELET, BRO T A7+ —nty bERET R E—F L%
TIAFT VT ANAZ REDTITAFTVT 4 DbONRRY) fHELET, KKEvl N7 A7 4—
Aty PEFRIFIKE2 7R —F b Ulza~y FEFERA LT EE0,
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ATvT3

ATvT4

crypto dynamic-map dynamic-map-name dynamic-seg-numset ikevl transfor m-set transform-set-namel,
(transform-set-name2, ..transform-set-name9;

crypto dynamic-map dynamic-map-name dynamic-seg-num set ikev2 ipsec-proposal proposal-namel
[proposal-name2, ... proposal-namell]

dynamic-map-name Tix, BEfFOX A F I v /e~y 72 BRI W5~y 7 = M) 04
A& fEE LE T, dynamic-seg-num Tik, ¥4 FI v IkiE~y 7 = NVICHIGT Ho—7
VARG ERE L ET, transformset-name 1%, {ERETLIIERETH T AT 4+ —L Y B
D4 RITY, proposal-name TiE, IKEv2 @ IPsec 7' R R—H /L D4 HITZ 1| DLLEFEE L £,

51 :

IKEvl OB ZDFITIZ, FT77 4y 7N ACL101IC—&HLI-E X2, SAlZ, DT
AT —LEy MBETDORIF AT —5ty MZ—ETLH0CL 57T, mysetl (G177
TAFIVT 1) Emyset2 GE2 7744V T 1) OWThraEfHTEET,

crypto dynamic-map dyn 10 set ikevl transform-set mysetl myset2

(fER) 7a—r\L A4 784 MEZTENCT H5E51F, BEXAFTIv s vy T2 MY
DSATATHA LEEELET,
crypto dynamic-map dynamic-map-name dynamic-segq-num set security-association lifetime { seconds
number | kilobytes {number | unlimited}}
dynamic-map-name Tix, BEfFOX A F I v /i~ vy 72 BRI o5~y 7 = M) 04
AIZ4EE LE 9, dynamic-seg-num Tix, ¥ A T I v /B~y = NVICRHET 5o —4
VAFZERELET, FHHELITEEINET —FICESWTH DT A 74 A4 LERET
TET, L, THRETA T EA LT A MR VPN ICORBEH S, VE—F T2
A VPN [ZIdEH S EH A

1
ZOBITIE, XA F v 7 VT s~y 7 dynl ORRERZNT A 7 X2 A L% 10 ~2700 B (45
) WERMLET, NI 7407 &TIATEA NIEEINET A,

crypto dynamic-map dynl 10 set security-association lifetime seconds 2700

(EE) IPsec NZDFAF I v 7B B~ o A2t L TH LU SA 2 3ixk9 5 L X |2 PFS # 3
KT B0, T/l IPsec BT 0 HIT D ERIZ PFS #ERT 220 EHEEL T,

crypto dynamic-map dynamic-map-name dynamic-seg-numset
pfsigroupl4groupl5groupl6|groupl9|group20|group2l]

dynamic-map-name CTlL, BEFEO X A 2 v /S~y T2 8RBT 205~y 7 = U D4
i€ LET, dynamic-seq-num TlL, ¥ A T v /B~y = MU ICRHET 50 —4
VAREERELET,

1 -

crypto dynamic-map dynl 10 set pfs groupl4
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RTYTS XAFIv 7 VT v~y T vy haeRAET v 7 7T b~y &y MBEBMLET,
FAFIv I ~vT2BRTL57 V7 b~y X w327V b~y 2y hORTT I A
FVT 4 = N ERIK (=T U ABERHRR) ITHELTLIEIN,
crypto map map-name seg-num ipsec-isakmp dynamic dynamic-map-name
map-name Ti%, K5~ v 7ty NOARTZFEE L £7 ., dynamic-map-name Tix, BEfFD X A
TRy IE G~y T EZRT O~y 7 = P OARTEZIREL £,
i

crypto map mymap 200 ipsec-isakmp dynamic dynl

Y4 rY—HA4 FEREDER
W~y 72 L TEBOIKEVI BT 2 ERT D &, IWRMEER-ELZENTEET, 2

DAy 7 4 X2 lb— g 0FV A MY —H% A F VPN (ZER T, ZOEREIL, IKEV2 TIZH
A—hrINFEHEA,

HHETHRMT D E ASAIL, BB~ v FIZBEEMIT LN TNDROET ~O F RV %
MLFET, XTIV —T g VBRI LIEETICT =2 NEEEN., TOETNT IV T 47T
IRV ET, 775747 BT LT, BEORTL o —3 9 DL X0, ASA BNEICRINICE
HBHETOZETT, T, XV z—a NI A ETHRE £, p2vo— g
DR LS C, ASAIZIROETIZBY £9, e~ v AT 6N TS TRTOE
TRRIT B & ASA DY A 7 IHRAIOETIZRY £77,

IPsec VPN OO & 1E

IPsec > 74Xl —L a3 DRTE

INHIE, IPsec 2 7 4 Fab—a VT AEREERTRTHEDICV I VERITV L
FarvFEAPE-RCANTEDavY FTT,

R3:Pseca T4 X L—aVERERTT H=HOaATUFR

show running-configur ation crypto IPsec. 7 VT h~<vwF . ¥AFIvr 7S
F ¥y 7 ISAKMP 2 &, 527 4 ¥ =
L—varafeforLET,

show running-config crypto ipsec [Psec I 7 4 Fal—Lar2kaiorLE
R

show running-config crypto isakmp ISAKMP=Z1 7 4 ¥ al—3 g U BREFR L
iﬁ‘o
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show running-config crypto map

PV N~y 7T ar74¥alb— 3 2K
ERRLET,

show running-config crypto dynamic-map

BAF I 7T s~y T Dary74¥a
L—varaFRLET,

show all crypto map

TRTCOary 7 4 Fal—ar RXTRA—H4
(T 74NV MaZFFONRT A—=E b ET) &
RLUET,

show crypto ikev2 sa detail

s BAL R EHE S T Suite-B 7 /L =Y XL R —
FeFRRLET,

show crypto ipsec sa

VUOTNETEIINANTF 2T HRA N E—RT
@ Suite-B 7 /LT Y XL AR — I L VESPYV3
IPsec &R RLET,

show ipsec stats

T NERETLNT 2 TR AR E—RT
D IPsec 7 27 MMIBT AIEHRAERFLE
7T, ESPV3fatEadix, =15 L7= TFC /X7 v b
BLOFEE L OER 72 ICMP =7 —|ZRK RS
nE7,

) T—RMDHIZT I T4 £y a DT a5k
TRCOTIT 47 By a PEHBIZKT LIZBEIZRY ASAZ ) 77— 5 L9512,
ATV a—)VERETEET, ZOMEITT 74V b TEHICRESNTVET,
rdoad 2~ RZfEA LT, ASA% Y 7 — K L$9, rdoad-wait =~ RERET 5 &, reoad

quick 2~ RZfEH L T reload-wait #% & % 2N T& £ 9, rdoad =~ K & reload-wait
a2 Ni3FE EXEC E— FCEMATEET, Ebbicbisakmp L7 4 v 7 XIfHTFEH

/L/o

FIE

TRCOT I T 47 By alPERIICK T T HOEFHFSTASAZ ) 77— T HHEE A
F—=T T BIZE, ROV A N =P A N F AT B TAVEREFLTF a0 THF A S F—

RTETLET,
crypto isakmp reload-wait

51

hostname (config) # crypto isakmp reload-wait
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EREROFIICETIZESET 5

JE— R 77 EBARL LAN-to-LAN Ot v a B Re vy T 58EIZE. SEFIERLON
HOET, 2Lz ASADY Yy NEUUERIF) T—F, vy ary TA KLV EALLT
7 b, RRERFEOBE, FEHEICLDEIETT,

ASA TlZ., (LAN-to-LAN > 7 4 X2l —>arERIE VPN SA T D) BESNT-
BRI LT, By va URAERMRSNDERNCENTEET, 77— aZELZET E
7237 4T bMiE, TOEBAZESILL AN N 0l ERERy 7T v 7 2 T ER
LET, ZOHREIZTT 740 h TEICERESNTWVET,
BESNTZZFAT v NEETIZRKROLEDOREENE T,

T T— I BARX—T NI TNAEEX 2 UT 4 T I T A

*Cisco VPN Client ® 9 5, N—=a 40 LIEOY 7 by =T #FTLTC0DHHD (7

T 4Kz L— g VIIAHE)

[Psec &7 ~DOYIWrHdEI % A 1 — 7 /WIZF 5IZ1E, cryptoisakmp disconnect-notify =2~ > R %
VI NEREIAVTF AT XA N E—=RTANLET,

txXa)T4 7V IT—23 D)7
—H O T 4 X2 —a VAT, BEOSA R I =— L TWAMETAERD
T, HLOWRELZT-TEBICANCT DI, BEfFOSAZ 27 VT LT, EHEEDOa T 4
Fal—arTSAXHMSILET, ASANT 7T 4 712 1IPsec N T 7 4 v 7 /B L TN
HEAE. SAT—HR—ZADH b, :/74#;1/—“/5/7TE0)E”§.“%X7”543 FIET &
JUT LET, SAT—HRX—AEZERII VT T 5D, KRABREEDOLEC, ASA 2ML
ﬁbfwémmcb§74y7%ﬁ9&wﬁA IRETHEIICL TSN,

WROFIRTa~vr REANTHE, Vo AERITIALF 20T %2 h F— T IPsec SA
VT LCEHAMET 2 EnTEET,

= 4:1PsecSADY ) 7TH L UBMHILADa<T U F

clear configure crypto IPsec, 7 VS b~y 7 XAFIv7 7T~y
7 ISAKMP2 Y| Bi5ar 7 4 Xal—va r2ks
HIBR L E 9,

clear configure crypto catrustpoint TRTORTANRA L MEEIRLET,

clear configurecryptodynamicmap |4 _THLAFI v s 2 U Tk < TEHIRLET,
BEDEAFTIv I 7T~ 7HHIBRTE BF—
U—FHbH b ET,

clear configure crypto map FTRTCOZ VSN~ FE2HERLET, HFEOIZ Y S
F~y TEHIBRTELZXF—TU—FEH D F7,

clear configure crypto isakmp ISAKMP =227 4 X a2 b —3 3 2R EZHIELET,
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dlear configurecryptoisakmp policy | 4T ISAKMP 7 I & — & 72 (ZHFE D ) ~— 7l
BLET

clear cryptoisakmp sa

ISAKMP SA 5 — % _X— A 2K ZHIRE L £9,

sEIw a4 XaL—3a 0o )7

clear configurecrypto =~ > RiZi, IPsec, Wi~y XA FI v I Ks~y 7 CA LT
ARNRA b, TRCOFEAE, fEHE~Y 7 a7 Fab—3 a2 ISAKMP 72 &, I
AT 4 X2 b= a VOBEFEEHIRTESIBBEENET,

F1¥ %457 U722 T clear configurecrypto =< RZAN+5 &, a7 4 Falb—v 3
VAER (TRTOFFIMEDLEL) PHIREND Z LIZEELTIEEN,

FEMIC DUV TIL,  [Cisco SecureFirewall ASA Series Command Referencel] @ clear configurecrypto
avy REZRLTIIZE,
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ZDOETIE, ASA TO L2TP over IPsec/IKEv] DR EFIEIZOWTEA L E 4,

* L2TP over IPsec/IKEvl VPN [Z DT (49 =—7)

* L2TP over IPsec D 7 A &> AZf: (51 ~2—)

* L2TP over IPsec % i &9 5 7= ORHESM (51 ~2—)
o EEFH L HIKFEE (52 %—)

« CLI C® L2TP over Eclipse D E (54 ~<—7)

* L2TP over IPsec DESREERE (59 ~_—)

L2TP over IPsec/IKEv1 VPN [ZDULNT

Layer 2 Tunneling Protocol (L2TP; L' A ¥ 2 hox U7 Fu bhan) I, VE—F 7747
Vg %753‘/\"7“) I IPXxy U= Z2HHALT, B¥EDTIAX—h Xy hU—7 ==L
BRIGAECTEDEIICTHVPN b x> 7 7a harcd, L2TPIL, T—#D b %
Y > Z\Z PPP over UDP (ZR— bk 1701) #fiH L £,

L2TP 71 hauidk, 725347y MYP—_"—EFLEERICLTWET, HEEIZL2TP %~ k
J—27 % —3— (LNS) L I2TPT7 7Rzt hL—4% (LAC) 200 TCWET, LNS
X, EBE, =R EORy NU—T = U oA TEITENET, —FH, LACIE, ¥4 %
VT w7 ® Network Access Server (NAS; *v hU—27 77 & A $—,3—) L, Microsoft
Windows, Apple iPhone, & 7-(% Android 72 & D L2TP 7 A 7 > M3 #H S iz KR A >~
N TNAATEITENET,

VE—F 7278ADTF VAT, IPsec/IKEv] Z{#i 9% L2TP ZiRET DK OF| A )
F—h 2—HF =N — Y oA RLEHEREZFEDTICNNT I v 7 PRy NU—T %5
VPNIZT 7 BEATEHZ LT, ZHICLY, FEEWICEDLFTN G TH POTS % LTU
T—h T BANARRIZZAR D FF, ZOMIZ, Cisco VPNClient Y 7 b7 =7 72 EOBMD Y
TAT YR 7 vz TR0 ENIFE L H Y 5,

N

GE¥)  L2TPoverIPsec i%. IKEvl 7ZiJ & VAR —F L TWVWET, IKEV2 1TV AR — I THERA,
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IPsec/IKEvl Z {9 5 L2TP O E TIL, FaidBE X —F 7L RSA > 7 =F v FRXEHHT
HAEAE, BXW® (A¥ T 4 v 7 Tidi) 457w 7 270V <=y TOEARYR— b
ENFEJ, L. T2 CTHATAMEFIECTIE, IKEVL, BXUOEHER A —F/ZIIRSAE
HOBENTET LTND ZEZAHRIC L TWET, FHAF— RSA, BLOFAFIv7
YN 2y FOREFNEICHONTIT, — B EH =2 7 Xalb—3ar T4 ROE 41
% [Digital Certificates] ZZH L T 7230,

)

G¥)

IPsec DELRIEE—

ASA T IPsec # {42 L2TP X E T 5 & . Windows, MAC OS X, Android 3 X U Cisco IOS
REDER—TFT 4 VT VAT DIRESNTZFRAT 4 7 VPN T T A 7 b & LNS 23FH AL
FATEDL L9120 £, IPsec AT DL2TP T2V R — ML TCWET, AT 4 7 L2TP
X, ASA Tzt L TWEH A, Windows 7 74 7 > B HR—KFLTWAB IPsec ¥ =V
TA T I a VORET A 7 XA LIE, 300 TT, ASA TTA 7 XA L% 300 AT
ICRRE L TWAEE. Windows 7 74 72 MIZOBREEEEL T, 300D T A 74 A LI
BEEz T,

F&EbURILE—F

ASA X, 774/ hTIPsec o/ E—REMHLEST, ZOF—RKTIE, JTOIPT—%
7T AEEPIESILEIL, HTLWIP YTy hOXA m— 2R ET, ZOF—RFTE, Lv—
AR EDRy NT—7 FTANAL ANPsec D7 aF L LTEIWECTCEET, 2F 0, L—FNK
A Mo T F b EITWE T, FEILA—F BTy FERE b L, IPsec b ¥ RV AAff
HALTHELET, s —2IT D IPT—% 77 LB L., 568 AT ARk L E
T, bV ET—RORERFEIT, =0 RV AT LAEEE LR THIPsec 2FIHTE 5 &
WO ZETT, £, NI T4 v o bRET AL TEET, FoRE— REMEH
THE, WEHFIIZ N RZAVDOZ RRA 2 M Lhbonbd, brrV 7 Inizry o
AFDEEITEFRITONY AL (INER RO RRA V FERIUGATHIE
£R) o

7272 L. Windows @ L2TP/IPsec 7 74 7 > ~M&, IPsec ik E— REEHALET, ZDOE—F
TIXIP A B — RETBRE (LS, TOIP ~y ¥ =3 EfbEnEtA, ZOF—KIC
I, &7y MBS FLpBmEnd, "7V v 7 2y NU—7 EOT A R, /Ny
b DEAERIZREE L E S LR TE DL LW OFLERH Y £, ROKIZ, IPsec D k2 HRL
FT— R ELHRET— ROEWE R LET,
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L2TP over IPsec D5 1 2 A EH .

3:PsecD bR E— FEEEE—F

IP HDR | Dala |
Tunnel mode «— Ereryoiled - j,L|
[New IPHOR [ IPSecHDR [ IPHDR [ Dala |
[ PHOR | Data
TI'ﬂI‘-S:DC-IT mode /
B
[ IPHDR [IPSec HDR | Data |
< Encrypted h-i

Windows D L2TP 33 X WM Psec 7 7 4 7 > R D ASA IZHERE T 511X, cryptoipsectransfor m-set
trans namemodetransport =~ R&EMHHL TR 7 A7 4 —A4 &> h I IPsec 5k E— K
ERETLHLENDY £, Zoavr NI, REFIETCEAINET, .

\}

GE)  ASAIK, A7V Yy Ph RNV T IRV ARNT2E2BAZDACEAR2 T v a9 b2 LIETE
FH A,

ZOXDRERENAREIC 2D . FR Yy hU— 7 TORRIZR M (72 & 21X QoS) %, IP
SNy L —=DERICTESNTIATTEDL LT ET, 2720, LA Va~y X =0k
Na70, Xy FOBRERFIRINET, BEE—RFTEHE P~y X—0N7 V7 TFA L
TEFESND &, WEHIZMONDO NT 7 4 v 7o EifFTZ iz 9,

L2TP over IPsec DS 14 2 R EH
A

GE)  ZoRRIZ. A a— RIS EEED 72 WET L TIIER TE EH A,

IKEv2 ZfiH L7 IPsec U &— K 77 & A VPN IZIL, BIi&ME A FRE72 AnyConnect Plus & 72 (%
Apex 74 B ARMETY, IKEv] i L7 IPsec VE— h7 7 & A VPN BL W IKEv] &
721X IKEv2 & ] L7z IPsec % M VPN Tid, Essentials 7 A & > 2|2 )& Other VPN 7
AR UARERHINET, BTV EDORKMEIZOWTIL,  [Cisco ASA Series Feature Licenses |
AL TS EEN,

L2TP over IPsec % E 9 5 - O DHMRFH

L2TP over IPsec DR TIZDOWTIL, IROFIHERENH Y £9,
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s IN—T R — T TN~ T N—TF KU — (DftGrpPolicy) F7-iF1—V —EHK
TN—"T" R —% L2TP/IPsec BEft It L CRETE 7, EHOLDEA S, L2TP/IPsec
Vo7 Fa halEEf+T 5123, =7 R =R ETINENDHY £,
L2TP/IPsec bRV > 7 7a havpa—HF—gERIN—7 R —IZx L TEREIN
TWARWEA X, DfltGrpPolicy % L2TP/IPsec ko % U 7 7'a ha/uioxt LTEE L,
2P —ERITN—T R = ZDEMEERR ST ET,

BT e T A THAIEE X —) BIEEFEITTALAIE. T4V MO T R T 7
AN (hrxv Z—"7) | DefaultRAGroup 3¢ ET DM ENH Y £9, FEHFE—R
DRFEEFATT DAL, FEHEID ICESVWTRIRCE 22— —EREw T2 7 7 A
NEFHTEET,

s IPEEGME A BT CHENL T DML ENRH Y F3, Bt E T A M T51ZiE, = FRA v b
MNHASASDIPT RLADping &, ASAHT Y RIRA Y h~DIP 7T KL AD ping &
FITLET,

cBHGENA LD DT TH, UDPAR— K 1701 X7 2 v 7 SNTWARWNWI L 2R LTL
72 &0,

e Windows 7 DT> RiRA ' N FNNA AR, SHA DV =Fx XA THEET HAFAEL
R L CHRIEEFEITTRHEE. 7 =F v X4 71F. ASADY T =Fx %1 7L SHAI
F7213 SHA2 OWTFIDB—FE L TWAHLERH Y £4,

FEFHEEFINER

COHETIX, ZOWEEDOTA FT7A > LHIRFHICOWTHMHLET,

AVTFEXERNE—FOAA FSA4 Y
TN aryTHR AR = RTCHR—FEINTWET,
T7AT7I94—ILE—FKDHA KSM4 >

N—FT v R T77A4T 74—V ET—RKRTOAYR—FINTWVET, FTUAXT L b E—
RiZ¥FA—hrENTWERA,

TT—)A—=N—DHA S/
L2TPover IPsec &>y v a VI AT— "7V 7 =2 — v F— =TIV R —FINTHEFTA,

IPV6DHA K54
L2TP over IPsec Ik L TCHRAT A 7D IPv6 )by v T v 7OV R— MIHD FHE A,

TRTDTSY R ITHA—LTOYI b2 T7DFIE
B S Tld, IPsec b kL& L7- 4096 L2TP O XA HAR— L TWET,
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REDHA K

A

sesresnsE ]

=W T =2 =204, ASA 1%, PPPERGE L L T PAP 35 XKUY Microsoft CHAP @

N—=T g1 27 F%EYR—1FLET, EAP &£ CHAPZ, 7o @difh— 1 —icL~>T
FirahEd, Tod, UE— b 22— —2 authentication eap-proxy = 7= (% authentication
chap =2~ RCHREL b ZA—TIZHE L TV D %A, ASA TR — )L 7 —F _—

AEFEHTHEOICERET D L.

ZOa—P— IR TR £,

HR— SN TS PPPEEEA A T
ASA E® L2TP over IPsec #5#tid. IRDOKIZ/RT PPPRAEZ A 77210 2R —F LE T,

%= 5:AAA Y —/\—

$i— & PPPREES A T

AAA H—/N\— A AT

-'j-ﬂ_s_ l" éh_c L\%) PPP EL\HIEQ ’f 70

eap-proxy

LOCAL PAP, MSCHAPvI, MSCHAPv2
RADIUS PAP, CHAP, MSCHAPvI, MSCHAPv2, EAP-Proxy
TACACS+ PAP, CHAP, MSCHAPvI
LDAP PAP
NT PAP
SDI SDI
% 6: PPPEREL 7 1 TDHE
F—O—F |RBAEAT ek
CHAP Y= R—=DF ¥ L VIZHT DINE T, 7747 v NIk
chap S [FrlLr Ve RAT— R BLXOZ I TFFR RO
=P ERLET, ZOF 1 haiE, PAP LY LETT
W, TH IS LI EEA,
EAP EAP # A4 3x—7/MZLET, ZhilkoTeFxaT 4 77

AT A%, PPP #REE 7 1 A &4 E 0> RADIUS #8EF 5 —
NR—=lc7ax LET,

ms-chap-vl
ms-chap-v2

Microsoft CHAP,
N—T g1

Microsoft CHAP,
N—T g2

CHAP Ll TWET N, ==X, CHAPD L5727 VT 7
FABRDNRAT— RTIERL, kS AT— N0 %
RIEB IO T ADOTLY X227 T, £/2, 207 a b
I)UET — ZBEBALD T2 D% —% MPPE (2 L > CTARK L £
7T

pap

PAP

i EP 7 UTTxA }‘@:L“"‘j_’“% LAY U*—F%{E‘?“@
T, EX27 TiEdHY £HA,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .




L2TP over IPsec |
B cu <o 2P overEclipse D3E

CLI T L2TP over Eclipse D& 5E

FA T 47 VPN 7 F 47T N L2TP over Eclipse 7’1 ~ /L& {#i [l L T ASA IZ VPN £t T
&5 X 9ITIKEvlI (ISAKMP) RV v —%RETHMNENRH D £7,

«IKEvl 7 =—X 1 : SHAl /v ¥ 2 &M T 5 AES K51k,

* Eclipse 7 =— X2 : SHA /v ¥ 2 T &M+ % AES 1k

« PPP Gl : PAP, MS-CHAPv1, F7zi{Z MSCHAPv2 (%)

« TR A % — (iPhone DIFAITIES)

FIR

ATY T FEDESPHHLZ A THEIORAESY A 7T, TV AT —b Yy NEIERLET,
cryptoipsecike version transfor m-set transform_name ESP_Encryption_Type ESP_Authentication_Type
i -

crypto ipsec ikevl transform-set my-transform-set-ikevl esp-aes esp-sha-hmac

ATwv T2 Eclipse lZ h v RE— RTEHARLIBEE— RE2#EAT2 L ICHERLET,
cryptoipsec ike_version transform-set trans_name mode transport

il -

crypto ipsec ikevl transform-set my-transform-set-ikevl mode transport
RATwF3 L2TP/Eclipse % vpn b x> 7 7m har bt LTHREELET,

vpn-tunnel-protocol tunneling_protocol

1 -

hostname (config) # group-policy DfltGrpPolicy attributes
hostname (config-group-policy) # vpn-tunnel-protocol 1l2tp-ipsec

ATv74 (R EHEEX2VT 4 T TIFAT U AIDNS Y —N"—IPT RLAZ VL —T R v—
DI TAT Y MIEETLHEIITHERLET,
dnsvalue[none| IP_Primary | IP_Secondary]
1 -

hostname (config) # group-policy DfltGrpPolicy attributes
hostname (config-group-policy) # dns value 209.165.201.1 209.165.201.2

ATvTh EE) Wt )T 4 T 7IAT L AICWINS —_R—P 7 RLRAZ T )L—F R
—=DITIFTAT v MIEETHILIIHERLET,

wins-server value [none| IP_primary [IP_secondary]]
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ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

CLI T® L2TP over Eclipse D% E .

1 :

hostname (config) # group-policy DfltGrpPolicy attributes
hostname (config-group-policy)# wins-server value 209.165.201.3 209.165.201.4

EE) IPT7 RL R =V EERLET,
ip local pool pool_name starting_address-ending_address mask subnet_mask
i -
hostname (config) # ip local pool sales_addresses 10.4.5.10-10.4.5.20 mask 255.255.255.0
(EE) IPT RLVA F—NaErna 7 7 A (brxn Zn—>7) LEEMNT £,
address-pool pool_name

51

hostname (config) # tunnel-group DefaultRAGroup general-attributes
hostname (config-tunnel-general)# address-pool sales addresses

IN—T R —DL4FI R T a7 7 AN (b Z—7) 12V 7 LET,
default-group-policy name

1 :

hostname (config) # tunnel-group DefaultRAGroup general-attributes
hostname (config-tunnel-general) # default-group-policy DfltGrpPolicy

L2TPoverIPSec ¥t & et fTd B 2 — WV — & il T 25 EV——& B E L £7, V— 13— f
HTERWGEICEIEE 0 — D NVFEREC 7 +— ANy 7T 585513, a3~ ROEKEIZLOCAL
ZEMmLET,

authentication-server-group server_group [local]

51 -

hostname (config) # tunnel-group DefaultRAGroup general-attributes
hostname (config-tunnel-general)# authentication-server-group sales_server LOCAL

L2TP over Eclipse #ft 2 #8179 2 2 — Y —OFBAE S X%, 77740 (b F7n—
7) WS LTHRELE T, =R GRREDFATIC ASA ZEH L TWRWGER, v — /L8
AR 7 =Ny 7§ 53551, 2~ ROKRIZ LOCAL ZBINL £7,

authentication auth_type

&1

hostname (config) # tunnel-group DefaultRAGroup ppp-attributes
hostname (config-ppp) # authentication ms-chap-vl

BT a 77 A0 (b Z—7) OFFiEGX—%2HELET,
tunnel-group tunnel group name ipsec-attributes

1 :

hostname (config) # tunnel-group DefaultRAGroup ipsec-attributes
hostname (config-tunnel-ipsec) # ikevl pre-shared-key ciscol23

(EE) #hira 7740 (b Z—7) I LT, L2TP Yy v a VHICAAA T
ULT AT OBRL A= RET L a— FEARLET,
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B cu <o 1P over Eclipse D E

ATvT13

ATV 714

ATvT15

ATy 716

accounting-server-group aaa_server_group

&1

hostname (config) # tunnel-group DefaultRAGroup general-attributes
hostname (config-tunnel-general)# accounting-server-group sales_aaa_server

hello # v & —YOMIEEZ (BEAT) BELET, @HIX10~3008TY, 7741 b A
H—31% 60 BT,

[2tp tunnel hello seconds

i

hostname (config)# 12tp tunnel hello 100
({TE) ESP X7 > Ri3 1 DLLED NAT 731 A& @ild TX 5 X 512, NAT-Traversal % A
F—=T W LET,

NAT 7734 A D5 %_Lmﬂf#J)7477747/XA®LﬂPwammem%ﬁﬁ
THL2TP V7 74 7 ¥ b BEEH D & PR INDEE . NAT-Traversal & A F— 7 /W T B3
NV ET,

crypto isakmp nat-traver sal seconds

NAT b 7 =L %& 7 a— A =T T HITIE, ISAKMP A B —/ 3L 27 f ¥ o
L— a3y E—RTAFX—TMIR>T5HZ L ZiERL (cryptoisakmp enable =~ > KT
A F—T W TEET) . KIZ cryptoisakmp nat-traversal =~ > R&fH L £,

51

hostname (config) # crypto ikevl enable
hostname (config) # crypto isakmp nat-traversal 1500

EE) PRV ITN—TDAAL v F U T EHRELET, NNV ITN—T DAL v TF T
@CJ: @ N :L“—']j:‘—Z)§7om ﬂ?:/mu uiE‘]j_‘—/\’—%'fiﬁH L“Cmuuﬂi‘@’%)ia/\ (N VPN&%E@@EJ%‘@%
W27 ET, PRV ITNA—T13%, o e 7 7 AV ERFEETT,

strip-group
strip-realm
i -

hostname (config) # tunnel-group DefaultRAGroup general-attributes
hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm

(fEE) =—¥—4% jdoe, /XA U — K jldoel T —V—%AE L E£J, mschap 47 =
. RAU—=FREASNLIE#%IC, FD/8 AT — K2 Unicode 1228 # X, MD4 #fiH L T
Ny aInNDHIEERLET,

ZOFRIBENRBHEZ /DD, v—h) 2—H— F—H X=X AT 2557 T,
user name name passwor d password mschap

&1

asa2 (config) # username jdoe password j'!doel mschap
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ATV 1

Windows 7 ) 7O R— 4 LIZ5ET 5100 KE K Y > —oter [

T7x2—X1DIKERY —%ER L, FLaEIVETET,

cryptoikevl policy priority

group Diffie-Hellman Group

IKE RV ¥ —OREFFER/NT A —Z [ IHEESH Y £9, AU 2 —0 Diffie-Hellman 7 /L—7
HLIEETEET, ASANIKE x 2T —3a U E&5%E T3 52012, isakamp 78 U 3 —2ME ] &
WET,

&1

hostname (config) # crypto ikevl policy 14
hostname (config-ikevl-policy)# groupl4

Windows 7 D 7 AOR—FILIZIEET B=HD IKE R —DIERK

FIE

&

ATy T2

ATvT3

ATvT4

Windows 7 @ L2TP/IPsec 7 A 7> ~E. ASA & O VPN ki 21T 57212, FFEEO
IKERY v—D7aR—PLEEELET, Windows7 D VPN RA T 47 74T ok
DGR ERBZTATEDIT, IROIKE R o—DWTNUNEERLET,

ASA @ L2TP over IPsec Z % &9 2 FNEIZHEVVE T, Windows 7 DX AT 47 VPN 7 T A T
FOIKERY O —ZRETDHICNE, TOFATITHLWAT v 7 &2 BIMLET,

BFEOIKERY o —D@BHELEESZ2TXTERLET,
1 -

hostname (config) # show run crypto ikevl

IKE AR Y o —Z5ELET, number 51EUTIE, RETHIKERY o —DFSEHELET,
ZDFE L. show run crypto ikevl 2~ ROM N TERARINTZHDTT,

crypto ikevl policy number

% IPsec 7 D ID %S L, FHAiHAXF—2EHIT 272012, ASA WEHT XA FE
L’:‘E_’L/ij‘o

i

hostname (config-ikevl-policy)# authentication pre-share

2OoM IPsec BT Tt EN b2 —V— 5 — % 2{5# T D070 5L 5N AE =R L ¥,
Windows 7 D413, aesaes256 (128 ¥~ ~ AES OH4A) BN L E 4,

encryption {|aesjaes-256}

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .



. L2TP over IPsec 0 % E 151

ATy TH

ATvT6

ATy FT17
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F—H DA T RIS Ay a2 T AAEBEIR L £9, Windows 7 D& 1%. SHA-1
TNy XL shaZiEELET,

1 -

hostname (config-ikevl-policy) # hash sha

Diffie-Hellman 7 /L — 7 3%5BI %5 % IR L E 9, aes, aes-256 By 5L 1 7I2iX 14 ZfEETE
F7,

&1

hostname (config-ikevl-policy)# group 14

SATA 75 AL (B) ZIEELET, Windows 7 DAL, 86400 B (24 i) ZIEE L F
7,

51

hostname (config-ikevl-policy)# lifetime 86400

L2TP over IPsec O % E 45l

WRIZ, EBEOAXL—TFT 4 VT VAT LA EDRXAT 47 VPNTZ T4 7 & ASA & OFEME
PREtT A a7 X2 —ary TrANDa~vy ROFERLET,

ip local pool sales addresses 209.165.202.129-209.165.202.158
group-policy sales policy internal
group-policy sales policy attributes
wins-server value 209.165.201.3 209.165.201.4
dns-server value 209.165.201.1 209.165.201.2
vpn-tunnel-protocol 1l2tp-ipsec
tunnel-group DefaultRAGroup general-attributes
default-group-policy sales policy
address-pool sales addresses
tunnel-group DefaultRAGroup ipsec-attributes
pre-shared-key *
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap
authentication chap
authentication ms-chap-vl
authentication ms-chap-v2

crypto ipsec ikevl transform-set trans esp-aes esp-sha-hmac
crypto ipsec ikevl transform-set trans mode transport
crypto dynamic-map dyno 10 set ikevl transform-set trans
crypto map vpn 20 ipsec-isakmp dynamic dyno

crypto map vpn interface outside

crypto ikevl enable outside

crypto ikevl policy 10

authentication pre-share

encryption aes
hash sha

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K



| L2TP over IPsec

group 14
lifetime 86400

L2TP over IPsec ) #%EE B FE

L2TP over IPsec (D14 REFE FE .

tRe

N

I) U — R

HEETR R

L2TP over IPsec

7.2(1)

L2TPoverIPsec i£. EH—D~7F v b 7 4 — A T IPsec VPN
AT 7= P —ERLELHIZL2TPVPN VU 2 —3 3.
EHT AR AR L F 9,

VE—hK T 78ADIF Y AT, L2TP over IPsec % 3% "
IE, VE—F =P =07 — h7 = A OB RIRRE F o
IP*y hU—=2 %A LTCVPNIZT 7/ EATESHZ & TT,
FEMNZ EDEGFTNSTH POTS ZH LTV E—h 7~
R0 FEF, ZoMIZ, VPNIZT 78 ATBH7 7472 b
Microsoft Dial-Up Networking (DUN; %A Y /L7 v 7 % v
HI 2720 TEnensFlEdHY £9, Cisco VPN Clier
RE.BMOIIAT N YT MU T IINEDH Y FH

authentication eap-proxy. authentication ms-chap-vl, authent
ms-chap-v2, authentication pap, 12tp tunnel hello, 33X U vp:
Rtp-ipsec 2~ > ROVEANFIIIER S NE LT,

IKE/IPsec 5 b L OHEA
M:/PRF K55 DBEIE

DH 7 /L—7 14 T® IKEvl
DO R— |k

9.13(1)

R DOWE 54/ S /PRF B 513 1E S, LIBEDO U U —=
SNFET,

« 3DES &1k,
« DES K581t

« MD5 OFEAVE

IKEvl TODH ZV—7"14 (T 74V 1) HR— FHE]S
TN—F2BINIV—T5a<v RE7F L g UiFEEILE
U —29.14(1) THIBR SN E T,
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NATRAZE) T4 ATy

i

PAATALTEY T4 F TV ay (61 4—Y)
cVPN B — R RZT 207 (63 X—)

INATRASEYT XT3y

SHILVPN 7 Z A% Y7 a—RANF ooy BIOT = —A— =%, ThZi
REL BUERRRDNAT ATV T A HERETT, RBUC & - TE, EROKREZEABRE T
TR EF, BETIE, ZNUOOEEICOWTHHLET, 2HI VPN E 7 = —
WA —N—DFERIZ OV TIX,  FASA General Operations CLI Configuration Guide] D)7z U
U—2%ZRLTLZE, B— R AT v ORIl FICiSEh CnET,

Secure Firewall eXtensible 7 XL —7F 1 > L X7 L (FX0S) v —
EDVPNED SRR DY

ASAFXO0S 7 7 A X%, S2S VPN IZxd D AEPENAY 72 2 >DE— K (PR & 721345 #)
OWTINNETR—F L THET,

cAHEFRVPNE— R, T 74/~ T—RKTT, £FE— FTlE, VPNERILZ 7 A X DOH|
=y N DOHMELINFET,

VPNHEEZ M CE 2013l = > M2 THY ., 7 72X O a] AEEEEIXIEH S
FHA, HlHl=y NCEENKE LG AIE. T XTOBEFO VPN Kbil, VPN
Eishlao—V—2bo T —v 20k L7 £9, FrLOLEIEZ= > FARE X
iz & X1, VPN i BT 2 0B RH 0 77,

VPN F > RV E AR RA v BZ—T 2 A4 ZADT R U RITHERT 5 & )y B BRI HI 6
A=y MIEREESNET, VPNEEO S —LIEAEIL, ¢T3 Toha=y MIER S E
j_o

« YHH VPN £— K, ZOF— T, S2S IPsec IKEV2 VPN i S ASA 7 T AKX D A
N=RRIT S, RN SN E T, 7 T A F DA 2 N—2{KIZ VPN i % 47
BT HZET, VTR DOEFREEAN—T"y NOWFERKBIIEHTE 5728, £
VPN DOFERE 8 2 CTRIEIC VPN YR — h &R CT& £,
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B vwwno—ris5ouy

NTRASEYF4ATvay |

\)

GE) PR VPN 7 7 A% Y 7 F— FiE, S2SIKEvl & S2SIKEv2 %R — kL TWE7,

VPN O0— K /N

DR VPN 7 7 A X Y 7 F— RiL, S2SIKEV2 DA%V HR— kL TWET,
SHOM VPN 7 7 A% ) 7 &— K&, Firepower 9300 TOHY R — kX TWET,

VEe—h 727EAVPNIZ, EFRFEIIHERDO VPN 7 T AKX Y 7 F— KT FR—F

SNTWEEA,

S0

VPN 10— RRZ 2 7%, VPN B — RRZ U I N—TFHNDOT A AT '— T
JHBAVPN T 7 4 v 7 ¥ T D AN =AALTT, ZOMEIL, ALV—T7y ¥z
ILZEDOMOERZEZBE L2 WHHZe T 7 4 v 7 OFRICHESNTNET, VPNr— R T
T ITN—TNE, 2L EDT NN ATHEREINE T, 1 DDT A ART 4 LI XL
EDOMDTINA ZAFIA L N—FTNRA RV ET, TNA—T DTN RF, BRI XA T
ThHAHNLIETRLS, ALY 7 R 2T A= g SO AT A0S H Y FH A,

VPN — RRZ U o T TN—TNDTXTCDT I T 4 TIRT A ANE v a v OARE IR
ELET, VPNa— RRFT U TICi0, NI 74 v 737N —7RNOKRLAR DD IRNT
N ATHEE S L, AT R TOT AL A ENET, ik, VAT ALY V—
AWNRANFEFH S, RNT =< ARMEL, N TRA TV T 4 NERHINET,

J1x—)LA—/\—

Tx— )V —N"—ar 7 4 X2 b—a TE, 2HOFR—DASAPEHDO 7 = — /LA —/3—
Vo7 TSN, REIONUT, AT—F 7V 72— F—R_—= 17 (&) Thik
ENFT, TI/T7 4T A =T 2 ABIOEBEBO~NNANE=F—SINT, FIEDT =—
WA= N=FHIZ =L TWDENEI RSN ET, ZhLDOEMFIC B LTEHEIT.
T = V== ToNET, =A==, VPNE T 7 A T U4 — VOl FD
T4 F¥a2lb—varEiR—rLET,

ASAIZ. T T A4 TIT 7T 47 72— NVF == T IFT 4 TIAZ N, T z—)LF—/—
D2ODT =— VA —NR—REETR—FLTWVET,

TITA4TITIT 4T 72— )bA—"—=TlL, MHOEERXY NT—F NTT 4 v 7 %
FTZENTEET, T, FAUHERICRDWEERH Y 30, EOor— KT 7T
bV ERHAL, 7oA == TbhdE, BODOT 7T ¢ THEEN, HEINTZT
A—HIZHESNVTRAEINTZ N T 7 4 v 7 OlREGIEHEET, LEEN-T, 77747/
TIT 4T TV —E N T A5, WMFOREEOEF NT T 4 v 7 BEEEOR
BLUNIZRD LS5 ICTDRERHY £77,

TIT 4 TIAR LN T 2=V —"—=T{E, 1 DOEBEZTN N T 7 4 v 7 @il SED
ZENTE, I IOOEBEIFAZUAALRETHEL T, N7y Z@RIEEEA,
TIT A4 TIAR N, T 2= F—"—=TlE, 2FHD ASA AL T, BEORAE L%
BEOWRELLIEMETET, 777 4 TEENEET L L, AZ A AREICEDY, L TA
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DIPT KVA (F7201F, PTUAXT LU N 77 AT U3 —LOEEITIEFIPT FLX) B
FOMAC 7 RLRAZBIEMHNT, T 7 4 v 7 OIEEEZRGLET, BUERAZ A5
TWAMEEN, T/ T 4 THEBEBORAF L NADIPT RLRAEZF| &M ET, 77T 4 7THE
TREENBETHE, AXNAEET, 7747 N VPN bz filid 52 a5l
TR ET,

VPN O— K /\S > U8

VPNO— KNS 201220V T
VE—RITAT 2 MERT, HEDOASA ZR Ry NU—Z I8 LTV E—F vy
VEMFE L TWAEE, VPN B — RART U v IV L —F5ER LT, 2B DF /A AT
tyTa VARMEGHT AL OICRETEET, VPNR— AT U7 Tk, b AMOIK
WTNRAL A8y ary NI 747 REESNET, 20D, TXTOT /A A TEM
DABENET, ZHUTEY, P AT LU Y —ZAERRFIHTE, 73—~ X LT[
PEREELET,

VPNE— RS v TN —FNDOFTXTDOTF A, ARy g v OARELELES, 7
N—TRND12ODT A ATHDLT 4 L7 XX, HEEHERE A L N—=FT 31 R LTINS
MDOFNRA AHRELET, T4 L7 XE, IA—THDTRTOT N, AZER L, £
A ADAMEZIBIFL T, TOAMIIESINTEy v a VORAMESHLET, T4 L7 XD
EL, 1 DOYWET AL ZTFE T 5D b DO TIERLS ., TRAALAMTY 7 P TEET, &=
LR BEOT 4 VI X THEENREET DL, TA—THDORA L R—=F A ZAD1OBED
BEZ S E/HNT, TITH LT 4 L7 X0 £7,

VPN 00— RARZ Uy v T N—T 1%, ANERD 7 A4 T > MIZ 1 DOEMEIP 7 FLAE LT
FRENET, ZOIPT FL AL, BEDOHWET A ATFEOMIT O TWERA, 2
BEDT 4 L7 Z 2@ L TWET, SO 2B TWD VPN 7 T4 7 > MM, &R
FIPT7 RLVARIZERLET, T4 L2723, FA—THNTHHTELERAMDI L, kbA
FOENKA RDONRTY v T IPT RLRAEZZ AT MIRELET, 20DDO T ¥ 7 g
Vo (=P —loxt LTREEM) 2 b &, 7747 MIAA MIEEERE LET, VPN
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redirect-fgdn enable
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ERROR: Virtual IPv4 address is not set

TN—TR—=FERELET, Z0Oa~<wr NI, TOT AL ARBNT 5 VPN o— RAT
VT T N—TDOUDP R — NERELET, 7 74V MEIX 9023 TT, BlOT 7Y r— g
VCIZDOR—IBMMERHENTWAEAIL, =n— R AZ U 72T % UDP O%E5EAR— b
FHEE AN LET,

5 -
72 2iE, FNV—T R — N& 4444 | TRET DT, RO a<r Re AN LET,

hostname (config-load-balancing) # cluster port 4444
hostname (config-load-balancing) #

(f£EE) VPN 2 — KRF o2 v 77— Zx%4 5 IPsec i 5fba f 2—7 M2 LE9,

F 7N N TEHBEEIIER SN ETEA, Z0Oa~y NiE, IPsec a{bE A 32— NV F 21T
TAE=TMILET, 20T =y 7 BUERET 251, ETIARMEZIEE L THREET
HZMENRHY E£T, VPN — RT3 77 —FND ASA 1L, IPsec 2 L T
LAN-to-LAN F > FUBEHTEE LE T, TA A TEESINLITXToOr— RRZ v
THERBR AL END XI5, 2o E A x—7 M LET,

GE)

VPN & — RNT 2 T T N—T Ol oAb 2 T 51213, £3, WA v —7 =1 2% 4a
£ L Tcryptoikevlenable =~ RZFETT 52 L T, WA v #—7 = A ATIKEvl &A1
F=TMCT DMEDDH Y £, LI LIRS, VPNR— RT3y 7 70— Dk
ERELEIETDHE, 27— A v —UnRERRINET,

TN—T DR bR E LTz & EIZIKEVI 24 X — 7ML ThH, =T ~DTFT A, ZADSH
MEZRET DANIT « B—T M LIz A1E, participate 2~ > REANTHEZT—RA >
T —UBRERII, FOTN—TITHK L THEE LT A R—T W £/ A,

51 -

hostname (config) # crypto ikevl enable inside
hostname (config) # vpn load-balancing

hostname (config-load-balancing) # cluster encryption
hostname (config-load-balancing) #

TN—T DA% A F—T MZT DA%, cluster key =~ > K% AJ) LT IPsec 356 Fb%
LIRETAMENDHY £, Zoa<r Rid, IPsechi 5tz A F—7 /ML ThHEA. IPsec
ETRICIEREZIEELET, RNy 7 RAZANT LML, #@iEdT 527 AX V27 7L LT
FREINFET, T T LINTZXF—F AN THLERD DG (2L 21X, BIOMER) D
g —L7=%—) I%, cluster key8key =~ FE& AHLET,

1 -
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B et asmALEY LYY a0 D 2—T i

ATvT6

728 2iE, HAWBEBRE 123456789 [ZRET DT, kDa~<r REANLET,

hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) #

participate 2~ > K& AN LT, ZN—T~DZDT A ADBINEA X —T M LET,
il -

hostname (config-load-balancing) # participate
hostname (config-load-balancing) #

RDBERY

BHD ASA / — RBE— KRG Lo ZORbIC I A—F SN, X aT 2547 v b

i 7 L —7 URL OFEFIN LI A ff% D ASA / — FTUF&{T ) RERH Y £,
cBVE— NT I RAERT BT 7 AT, Fu— RAT UV ZRIBT LA (P &
WIPv6) D Z/L—7 URL 2% E L £ T,
IO/ FOVPN B— R A2y v 7 ST Y v T RLUAR LT —7 URL % #%
ELET,

tunnel-group., general-attributes, group-url =~> RK&{HEH LT, kD7 /L—7 D URL Zi%iE
L/i‘é—o

TEBH KA VEEFERALEZVAALY 30D/ Rr—TILE

F T4 FTIE, ASAIZVPNE— RS DU XA L7 FTIPT RLAFE T2 27 54
Ty MIERFELET, DNSAICESSTEHZERHHINTWBEHEAE, AV AA—TFT L RV HF
A L7 FEND EFOFFHAEITESIZ/2D F9,

ZOASAIZVPN B — RRT v T T4 L7 X2 1LT, VPNZ 747 v MMERZRID A v
=T NNA A (T N—TNOHND ASA) [V XA VT "5, DNSWHiLy 7T v 7%
EHLT, ZORAN=FT A ZAD GMBIPT KL ATIERL) 22Ehi KA A >4 (FQDN)
ERETEET,

VPN — RRT v v 7 e— RCREBEHM KA V42 HALEZY XA L7 baeA R2—T IV E
T 4 B—T Mzt A2k, Yu— L ar T X2 b—v 32 F— N T redirect-fqdn

enable =~ REZMHBHLET, TOEEX, T 740 FTIET 4= Mo TWET,

1R8O BRI

TN—THND VPN B — KRZ U T TFNRAL ZADTRTONTBLONE Ry hT—27 A
H—T A A, RCIP Xy hU—7 FICFEET A VLERH Y 97,
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FIE

ATy T

ATy T2

ATvT3

RATvT4

VWNB—kNZSY

HEARXDVPN O—F /NS

VPN 22— RKNZ v 7 CO FQDN OfEH%Z A F—7 Mz LET,
redirect-fqdn {enable| disable}
151 -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # redirect-fgdn enable
hostname (config-load-balancing) #

DNS #— =2, K ASASMIA v H—T =2 A ADZ L F Y ZBIMLET (=2 MU BFEEL
RWER) . FNTFNDASASEIP 7 RL AL, Ny 77 v TRHIZFEDOT KL AIZBEMT
BNTEDNS =2 MU DBERESN TV AMERDHY £9, ZAHDODNST 2 VI LTiE
WLy 7T v T HA X—=TMITHLERHY 7,

dnsdomajn—lookup insddex~ > REMFEH LT, ASATDNS Vw7 7 v %A F—TMILE
4, inside DE4IZ1E,. DNS —_R—~D)L— hZFAATLEDA VX —T =2 AZFELE
D

ASA TDNS H— "—1P 7 RL A %ZEHK L E T, {5 : dns name-server 10.2.3.4 (DNS H—/3—
DIPT RLR)

2T DEREH

VY CLERTE

WIZ, FEREM NAAL 4DV FA VI NeAf X —T ML, ZIN—TD/NTY v
A B =T xf A% test EFRTEL, IN—T DT T4 =K f L H—T A A% foo
CHRET DAV E—T oA Aavr ReGies, VPNR— AT T avwy Ro—
g ADRER LET,

hostname (config) # interface GigabitEthernet 0/1

hostname (config-if) # ip address 209.165.202.159 255.255.255.0
hostname (config) # nameif test

hostname (config) # interface GigabitEthernet 0/2

hostname (config-if)# ip address 209.165.201.30 255.255.255.0
hostname (config) # nameif foo

hostname (config) # vpn load-balancing

hostname (config-load-balancing) # nat 192.168.10.10

hostname (config-load-balancing) # priority 9

hostname (config-load-balancing) # interface lbpublic test
hostname (config-load-balancing) # interface lbprivate foo
hostname (config-load-balancing) # cluster ip address 209.165.202.224
hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) # cluster encryption

hostname (config-load-balancing) # cluster port 9023

hostname (config-load-balancing) # redirect-fgdn enable
hostname (config-load-balancing) # participate
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B vno—rnsoossmgoER

VPN O— KN\S U U ERDERTR

VPN 2 — RRTG U T TN—T DT 4 VIR, TIT 472X aT7 7747 kY
vay, IJIAT U N AEyvay, FLTERESNTFIREZITT A &2 AEHIRICHKD
SEKFAE Y arBNHD7N—THNOEK ASA NDH A v b=V a2 EMMICZELES, 7
N—THNDH D ASA DEEN 100% W XNWTH D ERENDEE, JV—TF 4 L7 X%
THCH L TCEDLIZHEREZ Y XA LT F T2 I3 TEERHA, ASADRVSIENTHD LIRS
NTh, 2=V —CXoTIET 7 T 4 7EITHERFHGDIREEL 2D, A4 BV AEZEETD
AREMAH Y 4, FREKE LT, By v a VAHETIIRL, By v a VAHENLIET 2
T4 TIREDE v a VEESIWEENS ASA I L > TIRLENETASA s~ KU 77 L
VAD-sessondbsummary v > REZ LTS EEW, 2F0, 77747ty vay
T N—TF 4 L7 ZITHEINETE A, ASAD GET 7T 4 7y aild->70) Vo
VMRS TVWBIGATH, JA—T7F 4 L7 TS U Tt A ASAIZ8 &tz U &
AL7 FLET, ASADRF LWERZZETHE. ROELFET I/ T4 Tl oTW0W ety
varnulZE s, BILWERNED T A B AR ST E T,

WOFNE, 100D SSLEe vy ay (T7T7 47 DH) & 2% D SSLAfmERLTWET, =
NEOHFIZILZ, FET 774070y a TG ENTWERA, DFD, ET T 4T 72
Tyl a I VPN B — RT3 U ITOARIZEZ bNER A,

hostname# show vpn load-balancing

Status : enabled

Role : Master

Failover : Active

Encryption : enabled

Cluster IP : 192.168.1.100

Peers : 1

Load %
Sessions

Public IP Role Pri Model IPsec SSL IPsec SSL
192.168.1.9 Master 7 ASA-5540 4 2 216 100
192.168.1.19 Backup 9 ASA-5520 O 0 0 0

VPN A— RFN\S 2T DB FE

HEES Jy1y—= BEREIEHR

SAML #fEH L7~ VPN & — K5 207 [9.17(1) ASA 1%, SAML BFEZ A L7z VPN 1 — |
THaEYR—FTBHLIITRYEL],

VPN o — RKRZ o7 7.2(1) ZOMRENBAINE LT,
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SR VPN /NS5 A —4

N=F ¥ ) T T A R_—h Ry bT—27 O ASADFIEIIT, BT TV OF% B - EH 2 b aE
DO ET, ZOETIE, ZNLDOEREOWN OO WTHH LET,

 HEFHELHKFEHE (77 "—)

« ACL /34 RZF 5720 D IPsec DIRE (78 ~<—3)

A UE—T A ANKNT T 4 v 7 DA (AT E=T) (79 2—2)

« T VT 4772 1Psec &y a L E2IEZSSLVPN & v v a O REORE (81 2—)

cHFAEND IPsec 7 FAT v F UED gy LNIUERDI-OD I FGAT v N T v 75—

FOERH (82 <X—)

e NT Y w7 IPHEHEA~DO NAT EID B TIZLDIP T FLADEE (84 X—)

« VPN & v g VHlIRORE (86 X—)

cIDFFHEDOR T — MO (88 N—3)

AL T OT— IV DOFRE (88 X—)

e A F I ATV v b bV TORE (89 2—)

« HL VPN R RLDFE (90 =—3)

T UT 4TI VPN E Y g rDFRr (91 =—)

¢ ISE RV T —ficonT (92 2—3)

 SSL OFfMREE (98 ~X—2)

« FRIFRGEH 7 SSL Bkt L — MR (104 ~<—2)

« KEEHY IPSec kb 77— (105 ~<2—3)

BT —IATEER LT T I NA Y a—T 7 (109 =—2)

«SSL v HZ DM (111 ~—2)

e A% w7 LI ASP F—7 Ay hU OHIRAE (111 <—)

« ASA /75 WebVPN #ifk a7 UV 795 (112 X—2)

FEFEEHIRNSEIA

ZOHETIE, ZOWREEDOTA FT7A v LHIRFHEICOWTHMHLET,
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B Ac 251525 3700 IPsec D3

AVTHFRNE—FOAARZA4Y

DTN AT HFARNE-—REIATFT ALTHFANE-RFTHER—FSLTWET, [ASA
General Operations CLI Configuration Guidel] D@87V U —X Tif, v/ F 2T F R h £T—
RTHR—=FENTHRNE DD Y A MOV TIE [Guidelines for Multiple Context Mode] %

ZMLTLLZSW, 72 [NewFeatures] (1%, U UV —RZ@ LTRSS b DOBD R
SNTWVET,

T7AT 24— ILE—FDHA M4
N—=TFTy RIT7AT V4= EF—FTOHYR—-—rINTWES, FTUAXT LUk E—
RiZ¥R—FrSnLTHEEA,

Network Address Translation (NAT)

NAT #ERIZ BT 2 R FH 2 LI 20Tk, [Cisco Secure Firewall ASA Series Firewall CLI
Configuration Guide] @ TNATfor VPN] &7 > a v 2L T Z &0,

ACL Z/NA INR T B1=8D IPsec DETE

IPsec b FIMMBIEEINDTXTONRT » MK LT, ACL TRETA VH—T (4 A&
GEEA VB =T oA R TF =y JHEPTICHFAITHITIE, Fe— b a7 4 Falb—va
& — T sysopt connection permit-vpn ==~ K& AL £7,

IPsec N7 7 4 v 7 DA LB —T 2 A AACL %/ A RATHMBNEH D DX, ASA D% THI
DVPNar by hL—FZFHL, RBMNDOASADNRT —< v A KBICT D557
T, @, IPsec /N7 v M AT 5 ACL % access-list =~ RaEfH L CIER L, 2hz
BETXA LV H—T oA AZHEALET, ACLEZMHTSHE, ASAZEETEL N T 74 v 7
ZIEMICIRE CTE £7,

WOHITIE, ACLZT = v 7 ETIZ ASA @35 IPsec NT 7 4 v 7 A F—T NI LE
@—O

hostname (config) # sysopt connection permit-vpn
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| £mvPN/S52—%

128—T142R 574 v o%a (~7E=>Y) ||

\)

() nosysopt connection permit-vpn 2% E SN TND & X2, ANBA v X —T = A ADT 7B A

7 )—"77h denyipany any ACL ZFFOMH T K 9 IZRRESNTW &L LTH, 7747 hn
LOEBLINIZ@IB N T 7 4 v TR ENRET,

REINT-R Y NI ~D, A MY =Y A b ERIFVE—F T 72X VPNRERTOT 7
v A& br—/ T 572D, nosysopt permit-vpn 2~ REANEA X —T = A A LD
778X aryhue— UZXL (ACL) LHHAEDETHEHLES ELTH, > FENEEE
Ho

sysopt connection permit-vpn X, ZDOXED KT 7 4 v 7 OB~ v T REITI>TWDHA
VH—=T 2 AIKTDHACL (f T U MOMS) L MOTRTOL v H—T =4 ADH
71 (77 k) ACL (AJ] (A ) ACL Tid/a\) ZNA A LET,

ZOXIIRITIE, WEOEBLT 72 ANA 2—T W >TWD & ACLITEA S e,
2—H—|LSSH Z M L TASA IS & CE £, WHixy hU—7 E~DRA b~
DT 74 v V7XACLIZES>TELL 7y 7 ENFETH, NS X —T = A~DEE
fbEncmm b7 740w 7137y 7 SnERA,

sshBLWhttp 2> RiE, ACLED 7744V T o BR@EL< 720 EF, VPNt 3 »h
HAR w7 ZA~@ SSH, Telnet, £72IXICMP k7 7 ¢ v 7 ZHELT 5HI21E, ssh, telnet, B &
Wicmp 2~ F&EMHALET,

AIB—TTARRA LT T4 YT DHR] (NTE=Z2Y)

ASA IZIZ, TPsec THR#ESNTZ N T 7 4 v 712K LT, RCA Y F—T A4 ZADHAY ZFFH]
THZEIWLEY, VPN Z T4 T2 F3BIOD VPN 22— —(Z IPsec TIR#ESNT- N T 7 4 v 7

BEETEDLHENDY T, [~ATE=2T) ELHMEEND Z OMAEIZ, VPN/NT (ASA)

ERNLTHERH LTS VPN AR —2 (I T7AT 2 F) ERBRTIENTETET,

AT =72k, BEVPN F T 7 4 w0 BFCA LV H—T = A A% L TR b & T
WRWRT 747 LTIUEALY NTHZELTEET, ZOBREIX, =& 21E »7

Uy b Fox U TR VIREET, VPN ~DT 7B A E Web D7 T 7 XDOW T AT 5 BN
B VPN 7 AT 2 MIESLOFREMEDN B Y £77,

TOXIEZ, VPNZ AT MLIBVPNIZ IA T F2IZKLTEF=2T 2 1Psec b T 7 1 v
D EEE L, ST 92 Web H—"—|Ck LCHIEEAL SN TWARN R T 7 4 v 7 23%E L
TVWB I LERLTOET,
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B sz 12mt571 9012602 NATOEESE

§ATFTEZDTITAE—T oA ANEEEEERTHVWPN I 5472

Public web
EI
Client VPN
laptop 2

— Unencrypted traffic
—— Ipsec/SSL encrypted traflic

COMREARRET AT, Fue— UL a2y 7 X 2 L—3 3 2 F— KT intra-interface 5|5 %
FRE L T same-security-traffic =~ > K& E{T L £7,

2 FOMIIE, same-security-traffic permit {inter-interface| intra-interface} T,
ROBITIE, A F =T 2 A ANDT T 4 v 7 A F—=T M 5 THiEERLTVET,

hostname (config) # same-security-traffic permit intra-interface
hostname (config) #

N

(G¥)  samesecurity-traffic ==~ > FiZ inter-interface 318 #4545 L. EF 2 UT 4 LoULHFE—
DA B —T A AMOBEDTFFAISNET, ZOHWEEIX, Psec BEFEICHEADHDTIEH Y
FHA, SOV TE, ZO~Y=a2T D [ F =T 2 ANRTA—ZDHRE] DELES
LT 7EE,

AT T EFERTHICE, (A2 —T A AN T T 4 v 7285 NAT OFEEHE)
ICE#EH SN THWD X 91T, WHARNAT L—/LZ ASA A LV Z—T = A ZZHATHLENRHD
F7,

AVRA—TTARRATI 749 0I12ET5 NAT DFEFIE

ASANA v H—T oA AN L THEAALESNTWARW RN T 7 4 v 7 2EETDITE, 201
H—T A AZKTAHNAT A X —T NI L, TTAX—=FIPT RLVRZENRT Y v 7T —
T4 TREERT RVRICEBRTHIVERHY T (L, n—ANVIPT RV A 7F—)L T
TTIEARNTY 7 IPT RLAZEHLTHWDLEAIEIREET) , ROBITIE, 77472 b
IP 7 —NAIBRIEENTZN T T 4 v 70, A F—T 2 A APAT V—L &AL THET,

hostname (config)# ip local pool clientpool 192.168.0.10-192.168.0.100
hostname (config) # object network vpn nat
hostname (config-network-object)# subnet 192.168.0.0 255.255.255.0
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7974 I IPsec v a L ERESSLVPN £y L 3 v ogxs0EE [

hostname (config-network-object) # nat (outside,outside) interface

727 L, ASANRZDORICA VH—T =2 A ADBEEELINIIZ VPN 77 4 v 7 2R ET 55
A, NAT IZEE T, VPNBI~NTE=0 2713, NATZFH LT LA THHRELE3,
RTCOREFENT 7 4 w71 NAT%J@FHT% X, Eitoa~r R&3FEEST 57217 T, VPN
M ~T7 7 427 % NAT P HabRT 2121%, IROEH1Z, VPN FTF 7 1 > 7 O NAT fufzz
FitFLavr FE (FRoa<wr Ri2) BiMLET,

hostname (config) # nat (outside,outside) source static vpn_nat vpn_nat destination static
vpn_nat vpn_nat

NAT L— L DOEEHICOWTIE, ZO~==o27/L® [NAT DiEH | O=EEZHR LT EW,

79745 IPsectzyra>F-IZSSLVPN v <3
VDERRNBDEERTE
VPNt v a v O%E ASA NFFr[ 58 L0 &/ SVEICHIBRT212i%, ZFa—L o

74F¥a2lb—varyE—RKTvpn-sessiondb =~ K& AL ET,

vpn-sessiondb {max-anyconnect-premium-or-essentials-limit <number> | max-other-vpn-limit
<number>}

max-anyconnect-premium-or-essentials-limit ¥ —V— Ni&, X277/ 7 kv a v
DERKREE VL ET A B AFRERELL T THRELET,

Y

CE)  ELWIAtrA, HfE. BE., 3L02—¥—8E, hbooavr FTRkEShRRY
F Lz, [Ex=27727 A7 b Ordering Guidell  (http://www.cisco.com/c/dam/en/us/products/
collateral/security/anyconnect-og.pdf) ZZH L T 7230,

max-other-vpn-limit % —7— K&, (Ex%=272774 7 bty a o) VPNEy v =
YOFRREE VU LT A B AFERKRKBLUT THRELET., Z4UZiE, Cisco VPN Client
(IPsec IKEvl) 38X TU'LAN-to-LANVPN v v a U BEENET,

IOty v a VHEOBIRIL, VPNe— KT U SRICE Sher — REICEEBLET,
RIZ, K Anyconnect VPN & v 3 3 U OHIR%E 450 IR ET 5612~ LET,

hostname (config) # vpn-sessiondb max-anyconnect-premium-or-essentials-limit 450
hostname (config) #
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£MRVPN /S5 A—45 |

B omchapsecs5 70 UES Y LALEROEDHDISAT Yk 7y TF— kO

BFalENndIPsec 7V A7 M JED 3 LANVHERD
=D ZA4F7 Ty ITT— FOFER
A\

GE) ZoOHEOERIZ, Psec HftlcORMMA I NET,

FIE

ATy T

ATy T2

IIAT N T T T — MERREFERT L L. FRICWHWDEREIL, VPN I T~ V7
N TET v 7T — T HEE VPN 7 54 7> b 22—V —ICHBIIZEHTE F9,

JE—haz—F =%, BROVPN Y 7 b =27 "=V g o F3N—Fo=T7 7547 b
W=V a v EFEHLTWDAEEERH Y £7°, dient-updatea~> REHEHATHE, WOTH
JIAT RNV EYa DT v T T— A X —TMILT, Ty 7 T— el T 52774
TURDEATEBIRNI Y a VB SEREL, 7Ty 77— haelf33 5 URL £721LIP 7 K
L AZERBETEET, £72, Windows 7 74 7 hOBEIE, A7 a T, VPNZ T4 T
VERN—=T g ET T T = NTAMNERHDH I LB —YF—ZBHTE £7, Windows 7
FGAT VMR LTIE, EHaFETTHA = A b ea—F— 2t TxE4, Zoav
IZ. IPsec UE— K 727 EBR RV TN—TF A FICOHRBEHEINE T,

IIAT N T T TF—= b EFTTHIE, K74 Xalb—varE—RERIT Y
Fb T N—Tipsec @7 4 ¥ 2 L—3 3 E— R Cdient-update =~ > K& AL %
T, VEVa vFEBOVANMIBHLY 7 by =T "=V a 2T TICETLTND I IA4T
OB, Y7 N T EREHTAINETHY FHA, VANIHDLY T T =2T A=V 3
VEFITLTCWRWI TAT U NOBFEIE, Y7 MU =T EEHTHLENDY £, ROTF
B X, 2947 N7 v — b hOFATHEEZRLTWET,

Ja— v aryZ4Xal—varyE—RFRC, ROav > REANLTIIAT T o7
T— A FX—TMILET,

hostname (config) # client-update enable
hostname (config) #

Fa—/N)Lary74Xal—vary = RT, BFEODHATDTXTOI 747 MI#EH
THITAT U RN T T T— b DONRTA—=RERELET, 2F0V, FI7AT L b DXAT,
ToTT = A A=V ERETHURLEIZIPT RLA, BIOHFAIEND Y BV a &K
FLIRG T TAT o NOFFEH/ELET, ZRRK4ODI Y a v FESE I~ TR T
RETEET,

2—P—DITAT LRV EVa rFEEN, RELZ) EVa v EBOVWTANE KT 5
B FDOIIAT U NET v 7T — T H0EIEIHY FHA, Zoavwr Fid, ASAEKIZH
o THREISNTWDEEA TDTRCDITAT LV  NDIIFTAT U NT v 7T — MEEZREL
e
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ATvT3

BTSN IPsec V54T b UEDaY LALERDEOOS 547> b7y F5— oA [l

ROWL 2L ET,

hostname (config) # client-update type type url url-string rev-nums rev-numbers
hostname (config) #

FERFREZR Y T A4 7 RO XA 71X, win9X (Windows 95, Windows 98, 35 & " Windows ME
7T v b7 —2L&xEEe) . winnt (Windows NT 4.0, Windows 2000, 3 J O Windows XP 7
Ty N7 3 —2%%ET) . windows (Windows X—ADTXTDOT T N7 +—AhLxEie) T
ﬁ—o

JEVarEBEDVARNMIDDLY T 2T N=Va v a T TICETLTWE Y I T bD
e, Y7 N2 TEEFTHLEETHY FEREA, VANIHD Y7 b =T RX—=Ta %
FATL QW WI FA TV bOBAIZ, Y7 N =T 2FHTHLERHVET, Zhbn
TAT U N T 7T T— b 2 NUNGL3DOETHETDHZ ENTEET, F—7— Fwindows
FRETDHE. FAENDTTO Windows 77 v b7 +—L 08B 3—XE$, windows

ERETHHEIE. 4 O Windows 7 7 AT > b A4 FIFRELRWTLIEEN,

GE)
F_XTD Windows 7 74 7> b Tlid, URLOT L7 4 w7 AL LT k2L htpy// £
https:// ZEHTHLERH D £7,

WO TIE, VE—RFT V78RNSRV ITN—TDIFGAT L T v TF— " RNFGA—E %
RELTWET, VEvar&S461 L7 v77— NaBfET 572®H0 URL
(https://support/updates) ZHEE L £ 7,

hostname (config) # client-update type windows url https://support/updates/ rev-nums 4.6.1
hostname (config) #

HHENNL, BEDXA TDTXTOITA T hTIEARLS, lxD N3 T —F721F 00k
ODITAT U RN T v T T = NeRETEET (AT v 7355 |

GE)

URL ODRRBIZT 7V r—vabazEgdhbZ &< Bl
https://support/updates/vpnclient.exe) . 77V — a & HEMIZEEN T2 &
T TUTERETCEET,

FFED ipsec-ra k> RV 7 /V—T7 O client-update /N7 A —HX Dty NEERLET,

RN =T ipsec BMEE— R T, bRV ITN—THEZDIAT T T TF—FSh
7oA A= HERSTAHURLEARIFZIP T FLA, BIWIEYVa v HFE5aEELET, 2—
W=D F7AT L OV EYa UFEEN, HESNTHWDHIEYa UEEoOWT e —&KL
TWAEGE, 27947 N7 v 7T — T 08 IbY £ A, & 21X, Windows 7 7 A
T OBAE, Oa~vwy REASLET,

hostname (config) # tunnel-group remotegrp type ipsec-ra

hostname (config) # tunnel-group remotegrp ipsec-attributes

hostname (config-tunnel-ipsec)# client-update type windows url https://support/updates/
rev-nums 4.6.1

hostname (config-tunnel-ipsec) #
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ATvT4

UEE) 72947 o7 v 77— bHRMERIHXO Windows 7 74 7> FEFEH LTS
TIT 4T =Pl EEE LET, N0 —F—ZFRy T v T T 4 KRR
FTREIN, 77UV ERELT, URLTHRELZYA MO T v 7T —hEN/ 7 =T
AT a— RTAENMEEESNET, 20X vE—Y TREMRERES T URL 721 T
(AT v 2 FEREF3EBR) . 77T 47 TRO—Y—(F, KEO 74 HHE A >
t—UEZELET, ZOBHL, TRTO MRV TNV—TDOTXCODTIT 4T 774
TV MIEET D, FREBEED MRV ITN—TDI T4 T v MIEETEET, &1
X, TRTCDO RN TIN—T DT RCDT I T 47 77472 Ma@mT 585505, Fitk
EXEC E— FTRDa~vr R AN LET,

hostname# client-update all
hostname#

A—=PF—DIFAT DY EVa L FEPRESN TN BV a U FEOWVTRNE K
LTWaHa, 07747 ba7 v 77— b 508 TR @A v —YiFa—H—
L—921113 éﬂ”bi“ﬁ‘}uo

RDBERY

)

CE) 7947 NEBHOHX A 7T % windows (Windows X—ZADFTXTDHTF v h 7 +—.L0)

L. 20, LT 4T 1ZwWinX £721Twinnt 7 A4 7 "EHZA T H2 AT
ENRELCTHEAE. ST 20a~wr FOno B Twindows 7 74T~ A4 THHIRL
5. #H LW client-update 2~ REFEA L THLWI T4 T h XA THEELET,

WZHEE

RYA
Th

INT )y IPEEADNATEIY HJTIZEKSIP7RFLR

NRE

Tz, NExy hU—27 7T, B4 ToNZe—A/VIP T RLATIEARL, VPN BT DHE
B IP 7 R AZMHAT 254750 £, VPN Tld@s, Wity hU—2127 7824
HDIZ, BB ToHNT-a—A/VIPT RLARETIHRESNE T, =77 L. NEH— 13—
BLORY hU—7 X2 U T4 DBETOEEDOIP 7 RLRIZESIGEREIL, vn—AL
IP7 RLAZZEHRLTETDEEONRTY v 7 7T RLRACETEAERH Y £3,

ASA Tlx, WEMR#ERNSE R Y NU—=I D VPN Z 74T FOED Y THNZIP T KL A%
N7V w7 GEEIL) IPT RLURICEWRT 2 ENEAINE L, ZOMRRIL, NEx > b
T—IBILORXY NT—2 X207 4 RV —DF—47 v b =R~/ —E AN, N
F v hU—=7DOEY Y THENTIP TER<, VPNZ TA T hONRT Y v 7 EEIRIP LD
WEEMNEETDHUFTVAETR— R LET,
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ZOMEEIX., PR TN —TF LI oD, v H =T 2 ATA =TT LI LN TX
¥4, VPNt v a UBRHESLEZITUI S NS &, 7Y =7 b NAT L— /L2 8RB
JUOHIBRENE T,

N—F 4 7 ORMBEDD . Z OBENLETRWVEA T, - OBREOHEAITHER L WA,
L HY— (IKEV) 7 9A4 T b ¥FaT 7747 N EFEFR—bLET,

*NAT RV —BIXOVPNARY U—R@#EHIND LI, XT VT IPT RLA~DY
H—2 NFTT7 4TI ASAICN—T 4 VT SNAVERH Y F3,

cHDBTOHNTEIPVABEIONRT Y v 7 T RUVAREFEZYR—FLET,

* NAT/PAT 7 /34 ZDEHRIZH HEEOET 1TV R— F S EH A,

= RARNT VU TEIR-FENEEAL Ob—T 4 VT OREDTZ®D) |
e —IVTEFY AR FESNEREA,

FIE

ATyl Zuo—r a7 X¥alb—v 32— T, tunne general # AJJ L E£7,
RTFY T2 T RUVAERE A F—T M T DT, ROEXEFEALET,

hostname (config-tunnel-general) # nat-assigned-to-public-ip interface

Zoaxry R, FMELDOART Y vy 7 P T FLRIZ, I ETHAIP T FLAD NAT R

V=% XA F Iy 724 A M=/ LET, interface X, NAT OmEHLEEZRE L ET,
ATFYT3 T RLVALHET 4 —7 M T 5HITE, RO E#HLET,

hostname (config-tunnel-general)# no nat-assigned-to-public-ip

VPN NAT /K1) —DF&RR

T RUALERIL, L4 TV 27 FNAT A=A L& FEHLET, ZD7=d, VPN
NAT RV o—i%, FEIRESNTZAT V=7 N NAT AU o— LRI R ENET, ROH
T, HFIVYTHNIIPE LTI5.1.2264 % H LT, E7DNRTY w7 1P & LT751.224.21
ERERALET,

hostname# show nat

Auto NAT Policies (Section 2)

1 (outside) to (inside) source static _vpn nat 95.1.226.4 75.1.224.21
translate hits = 315, untranslate hits = 315

prompt# show nat detail
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Auto NAT Policies (Section 2)

1 (outside) to (inside) source static _vpn nat 95.1.226.4 75.1.224.21
translate hits = 315, untranslate hits = 315
Source - Origin: 95.1.226.4/32, Translated: 75.1.224.21/32

outside T X a7 27547 F BERT AL L EZ—T A ATHY ., insdelTH LW o2
NI N—TZEHEDA L H—T = A ATT,

\ )

GE)  VPNNAT R =R FAFIv 7 ThY, RECEMS NN TZH, VPNNAT A7 ¥ =2 |k
BELOYNAT A U o —IE, show run object L' 78— kI35 J O show run nat L' 78— k7B IEFRIRIT2
D \iﬁ—o

~ )
VPN v > 3 VHIBRDEKRTE
IPsec vy g SSLVPNEy g id, Ty b7 +—b L ASA TA B ANYHR— K
FTHRY, WS OTHIITTEET, ASADIRKRE Y a U EBEELT A U A EFREETT
AT, Zu— )L ary 7 X2 lb—3i g F— RTshowversion 2> REZ AL, T4
o 2D a BB LET, kOFIE, Zoa~vry RO hnboav L RESA4AEV A
DEHRZTRLTCWVET, b2 —HOHNIIZT A7-DICmEINTWVET,

hostname (config) # show version

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 500 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual
Security Contexts : 100 perpetual
Carrier : Enabled perpetual
AnyConnect Premium Peers : 5000 perpetual
AnyConnect Essentials : 5000 perpetual
Other VPN Peers : 5000 perpetual
Total VPN Peers : 5000 perpetual
AnyConnect for Mobile : Enabled perpetual
AnyConnect for Cisco VPN Phone : Enabled perpetual
Advanced Endpoint Assessment : Enabled perpetual
Shared License : Disabled perpetual
Total TLS Proxy Sessions : 3000 perpetual
Botnet Traffic Filter : Disabled perpetual
IPS Module : Disabled perpetual
Cluster : Enabled perpetual
Cluster Members : 2 perpetual

This platform has an ASA5555 VPN Premium license.
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SA4AER ) Y—RE|YLETOERTR
VY —REY Y CEELERTHITE, kOa~vwr REERALET,

asa2 (config)# sh resource allocation
Resource Total % of Avail
Conns |[rate] 100 (U) 0.00%
Inspects|[rate] unlimited
Syslogs[rate] unlimited

Conns unlimited

Hosts unlimited

IPsec unlimited
Mac-addresses unlimited

ASDM 10 5.00%
SSH 10 10.00%
Telnet 10 10.0%
Xlates unlimited
AnyConnect 1000 10%
AnyConnectBurst 200 2%
OtherVPN 2000 20%
OtherVPNBurst 1000 10%

FAELR )Y —RERRORT
Y AR AR HICH, KOs KA LT,

\)

(3¥)  shresourceusage system controller all 0 =~ > K& LT, 7T v F 7+ —AHIRE L TH
RN DH AT L LYV REFRRT LI EHTEET,

ASA (config-ca-trustpoint) # sh resource usage

Resource Current Peak Limit Denied Context
Conns 1 16 280000 0O System
Hosts 2 10 N/A 0 System
AnyConnect 2 25 1000 0 custl
AnyConnectBurst 0 0 200 0 custl
OtherVPN 1 1 2000 0 cust2
OtherVPNBurst 0 0 1000 0 cust2

VPN v < 3 > DR

AnyConnect VPN 2 > 2 3 o (IPsec/IKEv2 £721% SSL) % ASA TIFAl &N TWH LD H/h&E
VMEIZHIFR T 512X, Ze—sL a7 4 X 2 Lb—3 3 F— KT vpn-sessiondb
max-anyconnect-premium-or-essentials-limit 2~ > KZ2EH L9, v a > OHIREHIERT
HIZiE, Zoa~vr ROonoA—va v EEHLET,

ASA DT AL ATS500DSSLVPN & v g UFFA &L TWT, AnyConnect VPN & v o =
VR 250 IZHIRRT D5 1E. RDa~v L REATILET,

hostname (config) # vpn-sessiondb max-anyconnect-premium-or-essentials-limit 250
hostname (config) #

Ty va Vv ORIBREHIRTSICIE, Zoavr ROono A=V a VEEHLET,
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hostname (config) # no vpn-sessiondb max-anyconnect-premium-or-essentials-limit 250
hostname (config) #

IDEEBAZN I IT— FEDFER

X2 T T5A4 T F TIKEV2 ho X E 2T — 325 L %12, ASA 1T ID IFEHE % H
TAVENHYFET, IKE2 UE— K T2 ERX FTXAIRALY FOREICIT, kD R
A LET,

crypto ikev2 remote-access trustpoint <name> [line<number>]

Ioavy REMRTDIE, ¥XaT 274 T Mk, Y Ra—F—D 7 L —TERE Y
R—hCTEDLXIICRVET, 22D M T A MRA» FEFEFRFCERECTE ET, RSAZ 2D,
ECDSA % 2D, FIFZNEN 1 DT ORETEE T, ASAIX, HRELZ M T A RARAL B
YA NEAXY L, 72747 MBSV R—FT RO 1 DEER L EJ, ECDSA % fii[f]
THHGIE. RSA R T A MKRA U FORNZ, ZORTA MRSV NERTET DHLERH Y F
R

THE AT a i, NTZARNKRA U NEHATHITEFOLMEZHELET, @E., ZoF
a0t BOTEHIBRB X OFEMLAANWT—F LIZ R T X RRA v FEFAT D012
RSN ET, THEESNTORWES, ASAIZY A FORREIZ N T A MRA > FEBIL
e

TTIHFET DR T AMRA L FE2BEMLES L3258, =7 —NERRINET, HIFRT S |k
T A NKRA > M EFRTE L72\) T no crypto ikev2 remote-access trustpoint =~ > R & 9%

LT RTORTIA MRS b ar7 o Falb—raryBHIBREhET,

BEEa7DT—ILDEKRTE

FIE

K~V TFTaty 7 (SMP) 77y 74— LA TOMESALa 7 O Y TEZEE L
T, BX%=27 7747 RTLSIDTLS b7 7 4 v 7 DAN—T"y b & LSEDLZENTEE
T, ZOEHEICE ST, SSLVPN T — & SZB@dEb SN, ¥ a7 27747k A~v—F
P, BROR— MEEIZBWT, 2—F—RNRMTEET7+—~v o A[ ENEHR L E
T, WOTFIATIE, Vo7 arvTFFANE—RELEALTF a0 T 52k E— R TR
A7 DT —=NEHRELET,

W7 787 L—4% 7uty b0l S TaiEE LET,
crypto engine acceler ator-bias

e [balanced] : BBk N—F 7 =7 U YV —R&WE 25 L £T (Admin/SSL 3 X OV IPsec =
77) o

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K
88



| £mvPN/S52—%

g4+399 270y bk tvryvingz |

s [ipsec] : IPsec BT B X T b N— KU =7 VY —2 %8 Y TEJ (SRTPH =
fbEFNT 740 v 7 BET)

e [ssl] : Admin/SSL Z#E5E9 5 X 2 I Bk n—Fo =7 U Y —2%&E 0 Y¥CTE§, SSL
R=2AD ¥ X2T 7 7AT s VE—KTZ7EBAVPN YV a &V R— T 58545
X, ZORAL T AEHHLET,

51

hostname (config) # crypto engine accelerator-bias ssl

BALFTIvP ATYy b bR DTDERTE

FIE

ATy T

ATy T2

ATvT3

HAF w7 A7 o b oV 7T, MRV DRENLHAIZ, DNS KA A I HES0n
TEICA Y » R R R T EBITH N TEET, ¥4 FIv 7 27 v b b
XV T HERETDHITNE, W AXLEMEEERL, Z0—7 R —EMLET,

1R8O HHIIZ

ZORBEE T B121%. AnyConnect U U —2 4.5 (F72I1XFNLIE) NMETT, FEHIC
WTIZ,  [About Dynamic Split Tunneling] ZZ L T 7230,

KODOA< R T, WebVPN 2T F X MIBIF W AZ LIS A TaER L ET,
anyconnect-custom-attr dynamic-split-exclude-domains description dynamic split exclude

domains

VPN b JANRD 7 T4 T 2 MZE DT 7 B ABRERE 7 T T R/Web ¥ —E A IZDNT,
BEBMEAZEFRLET, 72& 21X, Google Web h—E R|ZBIF 5 DNS RAA L ZADY AREL
T. Google domains ZiBA1 L E£3, JBMEMEILZ VPN R RADLERNT D RAAL 4D U A b
ZE, WOBID X HIZ, Br~<KE0E (CSV) BRICTLILENDH Y £,
anyconnect-custom-data dynamic-split-exclude-domains webex.com, webexconnect.com,

tags.tigcdn.com

RO=~2 BT, LHNCEREN T DI ALY LEMEEZFFEDORY > — 27— ITBML %
9, ZiLiE. group-policy BMED T 7 F A N CHEITSNE T, anyconnect-custom

dynamic-split-exclude-domains value webex service domains

RDEZRY

ATV baBLe RV IRERESNTWDOIGE, XA F Iy 7 27 v MRSME, A
Uy haegtery FU—2ZIZDNSISEIP 7 RLAR I OUEZENLLGEDH, EfTSE

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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T, DNSJGEIP T RLRAERAT Y v bEaEHeRry NI =7 OWVWTINOOMIZE -T2 ERY
NRWNEES, TRXTODNSIGEIP T RLAIZ—FHTAENT 74 v Z1ZTTIT Rk U o 70
LA ENTWAEED, ZAF v 7 ZFY v NERAADOETIIRE T,

EEVPN > RILDERTE

FIE

&

ATy T2

BHELVPN b2 Uk, i/kn~% Lo TVPNEEREDNHENL SN D & E 2T TR, 7
TAT VN VAT LAOERBADLTZITHANR Y MU —7 OERPHRINET, 7 1 A
Fw MU =72 VPN Z90 L T — P REBEITEERE LW 7 31 2Tk LTI, s o
47 4 ADxT 2 KR A > b T Patch Management #1795 Z & A CTE £3, ZOREREICIL, N
Fy NT—7 O EME LT L RRA L hOSul A A7 U S MIxtT5AY v b
HYET,

BEVPN ho U3y R a—WFIx LR THL7-0, 2—F 77V r—v g 02k -
TRWBENT-RY NT—7 T T4 971X T 74V FTEELZZITEEAN, KbV IcEH
VPN b v RO E S NE T,

07 A UPMMEETHD Ex—F—nobHRESINEZES, BN RIARBEUICRES N TV
WABEYEDS S D F 77, BN ZM:, FERHNE, HIR, B X OEHE VPN F o vd 7 7)1
v a—T 4 7OV TIE,  [Cisco Secure Client Administration Guide] Z#Z&H L TL 72 &1y,

4RO SRS
AnyConnect U U —2Z 4.7 (L7213ZNLIRE) 2 LEE

Ty ZFu—RLie7r 77 A0 (profileMgmt) &8 b o R CHEM S TWD b orxr
TN—TIw o B 7 I TWDE T N—"7" 7R v— (MgmtTunGrpPolicy) (ZiBML 97,

7’17 7 A LN AnyConnect EFLVPN 7’12 7 7 A L CdH 5 Z & Z7~97121%. anyconnect profiles
2 RIZ typevpn-mgmt % & 6O E 3, #% D AnyConnect VPN 7' 7 7 A /LI type user T
T

group-policy MgmtTunGrpPolicy attributes
webvpn
anyconnect profiles value profileMgmt type vpn-mgmt

a—H N REREEEA L TER VPN 70 7 7 A LA ERT AL, Ty Fe—REnz
Tr 7y A (profileMgmt) & —H R R AR THEA SN TND b 70—l
v rEn s v—">73R11 — (DfitGrpPolicy) (ZEML 7,

group-policy DfltGrpPolicy attributes
webvpn
anyconnect profiles value profileMgmt type vpn-mgmt
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TOT47IEVPNEY S 3 VDRTR

WO RE w7 TE, VPNE® Y v g UIERERRT D HECHOWVTEHALET,

IP7 FLRAATRDT I T4 T F12TIIAT by S
VDR
vV RIA Y AV =T 2 A AL T, T/ T4 Tk RaT 24T F ks

v EFORT DX, FiHE EXEC £ — R C show vpn-sessiondb anyconnect filter p-ipversion & 7=
IZ show vpn-sessiondb anyconnect filter a-ipversion =~ K& AT L E 7,

e T RIRA L FDRT Y w7 IPvA ET2LIPV6 T RV AT A NZ ) T ENTT 7T 4
ThReXaT /74T beyvaraRRLET, X7V v 7 7 RLRAE, fFECEL-
Ty FARA L MZHID B THNEZT FLATT,
show vpn-sessiondb anyconnect filter p-ipversion {v4 | v6}

e LU RRA Y FOEIY Y THNTIPVE F720XIPV6 T RLATT 4 NVE ) U T ENT-T 7
TATIREXaTIIA4 T by varaRRrLET, B0 Y THEAT FL AL, ASA
WZEoTE®EXFaT 7747 MIZEDYToNET RLATY,

show vpn-sessiondb anyconnect filter a-ipversion {v4 | v6}

show vpn-sessiondb anyconnect filter p-ipversion [v4 | v6] O < > KD H S

hostname (config) # show vpn-sessiondb anyconnect filter p-ipversion v4

Session Type: AnyConnect

Username : userl Index : 40

Assigned IP : 192.168.17.10 Public IP :198.51.100.1
Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1) SHAL
Bytes Tx : 10570 Bytes Rx : 8085

Group Policy : GroupPolicy SSLACCLIENT
Tunnel Group : SSLACCLIENT

Login Time : 15:17:12 UTC Mon Oct 22 2012

Duration : 0h:00m:09s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

show vpn-sessiondb anyconnect filter a-ipversion [v4 | v6] 2 < > FDE 5

hostname (config) # show vpn-sessiondb anyconnect filter a-ipversion vé
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N

Session Type: AnyConnect

Username : userl Index : 45
Assigned IP : 192.168.17.10

Public IP : 2001:DB8:8:1:90eb:3feb5:9%eea:fb29

Assigned IPv6: 2001:DB8:9:1::24

Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHAL
Bytes Tx : 10662 Bytes Rx : 17248
Group Policy : GroupPolicy SSL_IPv6 Tunnel Group : SSL_IPv6
Login Time : 17:42:42 UTC Mon Oct 22 2012

Duration : 0h:00m:33s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

A4 TRDFT Y T4 T LAN-to-LANVPN v < 3 > DFE

A RIA A E =T A REEH LT, 7274777747 L ASSLVPN kv
va v EFRT DI, $iHE EXEC & — R T show vpn-sessiondb 12! filter ipversion =~ K%
AN LET,

Zoawy NI, BEONRTY v 7 IPvA T RLAEFIFIANT Y v 7 IPv6 7 RLATT 4 LA
Vo T ENTZT 7T 4 77 LAN-to-LANVPN v > g VAF R LET,

NRTZY w7 T RVAZ, RECL STy FRAV MIEIDETHENET RLATT,

show vpn-sessiondb 121 filter ipversion {v4 | v6}

ISE7R1) —@ERIZDLT

Cisco Identity Services Engine (ISE) 1%, t¥ =V 7 4 RY o —FHB L OHE7Z v b7 4 —
LTT, AR, VA Y LVA VPN#OT 7 A Gl X2 )T a7 o470 A%H
b, 7ML ET, CiscoISE (FFIZ, Cisco TrustSec LHHEL TEX a7 77 2R &
FARNT 7 vRERM L, HAFTAT A AFfHiAAL (BYOD) A =377 4 7 %% AR— b
L., EAARY >—%@EHT 27D I ET,

ISE Change of Authorization (CoA) FEREIL. FERE. #8Fl. BLOBT AV T 17 (AAA) kv
varoREtr, Byl a VIHENIRICERTATZDODA NN ALEERELET, AAA D—
WELIF2—Y TN —TDRY) v —%EHTT5H &, ISEND ASA ~ CoA /N7 v N EEBEEE
LCRAEZHME L, FILWARY > —Z2EHTEET, 1740 RAF v EgRA > b
(IPEP) 1%, ASAIZE > THEN. ESNTZEZ VPN Y a7 7R ar hr—/L J XK
(ACL) Z#MAT20EIIHY ¥ A,

ISERU v—DFEfEiX, RO VPN 7 747 > hTHR—FZNTWET,
* [PSec
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ISE K & —EMAI<ET 5 RADIUS H—/i— T L— Tz ]

XTI TAT U
* L2TP/IPSec

Y

GE) HAF+IvZ7ACL (dACL) RBX= VT 4 ZJA—F %7 (SGT) 72 EO—HDORY o —HH
IR =PI THETAE, VLANEH DB TRLIP 7 RLRE Y B TR EDRY —FEHR|TH
AR—FINTWERA,

VAT A T7a—IkOLEEBD TY,
1. =R a—¥P—2RNVPN#EREALERLET,

2. ASAE, ISEIZR L Ca—Y—%FFEL., X v MU~ ~DRET 7 B A2 #MHTH2—
W— ACL 2T HD £9°,

3. THULT AU TBREA v E—UNISEWCEREEN, By a B EgEEnE1,

4., RAF¥ TEAALV FPNACT—V 2 M EISERICTESZTONET, 207 ok AL,
ASA |ZFEEM) T,

5. ISENCoA D KRV —Fvia] A LTASAICKRI U —DFEHFEZEXELET, Zh
XV, Xy hU—F TR AMHEREZEZD DH Lva—% ACL Nipl S E9,

N

GE)  HBFHED CoAEFFHEIN L, DT A 7 XA LAFIZIBIMORY > —F 73 ASA IZEBHIIZITH
NBERHY F4,

ZD7ua—ET /UL, RADIUS CoA ZfiHT I LA LD U A LT RRY £, AHyE
i 802.1x FRAED YA 1X, RADIUS CoA IZIFRBMEIFE EN TV ERA, ZHIZLY, TTD
JEME (DACL 72 &) MPMEig 2 FEH ORGED AN MU H— S FE T, ASA VPN RAF ¥
DO, 2FAORIELH Y TH A, TXTDEMS RADIUS CoA TIRENET, VPN v

AVNT VT 4TI, IFEAED VPN —RELZAETTCXEHA, COADT 7T 4
TAIZ L > TEETE 5% EI1L. RedirectURL, RedirectACL, BIOEFX =V F 4 71—

27 (SGT) OH T,

ISEAR1) —EAIZEET 5 RADIUS H—/\— S )L—TDHTFE

ISE KU & —OFF{i & A% A F—7 M BHITHE, ISE #—/3—0 RADIUS AAA H—/3—
TN—THFEEL, Y= "= 7 V—TITBMLET, VPNIZ h RV TNV —T 2 ET D
BAE, I =7 TAA Y —E A ZOY == =T EEELET,

FIE

AT w1 RADIUS AAA Y—— J)L—TZERE L £,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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B se &y o —ERIzEET 3 RADIUS $—/\— S L— T DRE

ATvT2

ATvT3

ATy T4

aaa-server group_name protocol radius

hostname (config) # aaa-server servergroupl protocol radius
hostname (config-aaa-server-group) #

AAA Y—/3— 7 )L—7® RADIUS B33 7] (CoA) H—ER%EA RX—T NI LET,

dynamic-authorization [port number]
R— NOREIITETT, 774/ NI 1700 TY, f5E TE HHFHIL 1024 ~ 65535 TT,

VPN h U RN TH—R_— TN —T %35 L, %9 5 RADIUS H—/3— 7 )L—77% CoA
BENITBEE S, ASAIZISE DD CoA RV o —HHAR— &2V v 2 LET,

hostname (config-aaa-server-group) # dynamic-authorization

FRFEIZISE 2 H L 722V 545 1E. RADIUS H—— J L — 7 1%t LB A HE— RE2 /30
S

authorize-only

AU, =N— =T RN TS & ZIZ, RADIUS 77 B RAELR A v — UM,
AAA —R—FIZHEINTNE IR T — RFRUCK LT, [FRAEH] ZkE L THRES
nNadZLERLTWET, radiusscommon-pw =< > KZ&{#f L T RADIUS $—/3—D 3@
AT — RERETDHE, FONRAT— REIEHSAET,

728 20, FERC Z OV — "= N — T Tl L GEHEEZ AT 58120, BAHEHE—F
PHEHLET, VPN o RV TORAE T H T T 4 7T 0)47“*/\% T N—TF m A
DAREMEN B B D T,

hostname (config-aaa-server-group) # authorize-only

RADIUS 7O v T4 v T T o7 T—br A=V R ERE A 2—T VI LE
7,

interim-accounting-update [periodic [hours]]

ISElX, ASAREDNAS TNAANSLZETHT IV T 47 La— RiESWT, 77
TATEyvarOT v NI ERFFLET, 2L, By a BT 2T 4T THDLEN
HSWE (THIT 4o T Avb—VFRERAFY R s ay) 25 AMZELR
Mol E . ISEIZTF—ZR_R—2AnbZFDty gDl a— REHIBRLET, i oRE
VN VPN B 3 HIBR S e W E 2 I2TDIE, TR TCHOT 7T 47 By a VIZDOWTISE I
EMNCHE T IO T4V THEFA =V EREETLHLIIC, IV—TERELET,

« periodiclhours] i%., HEDOYP— "= N—FICT T T 47 La—REEkETHE D
ICRESINEZTRTOVPN Y a DT AT 47 La— ROTEMHR AR &R
EEAF—TNMILET, A7 a T, ZROOFEHOXGHE (REMEA) 2E50 5
TENTEET, 7740 MEL 24T, fEETE 2P 1 ~ 120 FFE T,

e (RFRA—=H2L) , peiodicF—TU—RRLTZDa~vy REHEHTHE. ASA L,
VPN by RGN 74T PV AVPN By v g NBIMSNTz & EICOHRTFRT
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ATy TH

ATvT6

ATy F1

ISE K & —EMAI<ET 5 RADIUS H—/i— T L— Tz ]

TUT AT A = EBRELET, TARELESE, FE Y THENE
IP7 KL AZRADIUSIZBINT BT DT I T 4 T T v 75— " RAERENET,

hostname (config-aaa-server-group) # interim-accounting-update periodic 12

(EE) # U v m— Rl ACL &, RADIUS /37 k225 Cisco AV X7 TEA5 L7z ACL &
MAELET,
merge-dacl {before-avpair | after-avpair }

ZDOF T aE, VPNERICOL@EH SET, VPN 22— —DE1%, ACL IZ Cisco AV
N7 ACL, #v o u— RafE ACL, BLWASA THRESIND ACLOERICARY £+, =0
F 7 a TR, FUra— RA[fEACL & AV X7 ACL 58T 20 E 202 E L £,
ASA TEREINTWS ACLIZITEA SN EH A,

77 4V FEREIZ nomergedacl T, # v — KA[HEZR ACL IX Cisco AV X7 ACL &R &
NEHA, AVARTEBLIOX 7 u— RA[GE ACL O 5 %5215 L7238 1%, AV ~X7 MBS

L., EHENET,

before-avpair 47> = %, ¥ U m— RA[RE ACL = |k U 73 Cisco-AV-Pair = kU DH[IZ
BlE SN D L2 ELET,

after-avpair =7 > 3 X, ¥ U m— KAl ACL =2 | U % Cisco-AV-Pair = kU D%
BlE IS L 2ICHEELET,

hostname (config) # aaa-server servergroupl protocol radius
hostname (config-aaa-server-group) # merge-dacl before-avpair

(EE) ROYP—_R—Z2HT /N7 /L — T HNO RADIUS — — 2 3RET HBR O R R AR
f_E‘LiﬁAO

max-failed-attempts number
#PHIZ, 1 ~5TH, 774/ ME3TH,

0=V T —=ER=AEFEH L TT7 =y 7 HX (T 78 AHH) 2FEL TS
HT, IN—TAOTRXTOYF—R=RRE LN E & T —T135Ee LE RS,
T =Ny 7 FRABREITENE T, == T —TT, BIMOAAABRIZE DT 7 A
I, FEIRE & R SNAREIN 10 40 (T 740 8) Fik &, iEble 7+ —n "y s
FRBERENET, FFRERRZT 74V MO ETRTHITIE, ROAT T D
reactivation-mode 2~ > K& B L T 72 &0,

T =Ny 7 HRE LU TERESHL TWARWES, ASAITB|IXFHEE 7 L—7NOY—R—ZT
JEALLIELET,

hostname (config-aaa-server-group) # max-failed-attempts 2

(&) ZNV—T7NTHEEDRE LI —"—2{ET 77 4 7T 2571k (B7 77 171k
RYv—) ZfRELET,
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reactivation-mode {depletion [deadtime minutes] | timed}
ZNENOBIIKRDO LBV TT,

« depletion [deadtime minutes] 1%, 7 /L —7NOT X TOY— N—NIET 7T 4 TIZ/x o7z
BTOH, BENRELEZY—NR—2HT7 77407t LET, ZNBT 74V NOHET Y
T4 TMEE'T— FTT, I —THNOREDYS— =T =TI R>Thbh, 0%
TRTCOV—N—%FHEA X —TNVICT D FETORREZ 0 ~ 1440 77 OFIPH CTIEETE £
I, T 74/ ME 104 TT,

o timed 30 D X 7 VIO BEEBEE LY — =% HFT 7T 4 7L LET,
hostname (config-aaa-server-group) # reactivation-mode deadtime 20

ATV T8 (EE) INA—THOTRTOP—R=ZT AT 47 Avb—V%EELET,
accounting-mode simultaneous
TIT 4T = N—=PFEEA =% T 7 4L MZETIZIE, accounting-mode single =
~U REANLET,

hostname (config-aaa-server-group) # accounting-mode simultaneous

AT 79 Z)N—T|ZISERADIUS #——%BINL £7,
aaa-server group_name [(interface_name)] host {server_ip | name} [key]
TNENOHPIIRD LBV T,
- group_name |%, RADIUS #—/3N— 7L —TF DA4RITTT,

« (interface_name) (X, Y — =BT L72OIMEH]THA X —T = A ADLHITT, T
7 # /v M (inside) TY, B v FFMHETT,

* host {server_ip | name} /X, ISERADIUS #—/"—D IP 7 RL AL 2IIARA M4 T,

ckeyld, #i a5 LT 720D A T > 9 F—"T7, aaa-server-hostE— RIZ A7t T
key 2= FEEATH2Z2LT, ZOF—2L0MHEICADNTEET, F—ZRELRZND
L BRI S LS ERA (L= THRAR) . ZOF X127 UFE TORETH
DAERR &AL, KT E/NLFORBINRH Y . RADIUS — 3— LD F— LR UMEIZ/R Y F
R

T N—FINTEE DY —_"—Z2 BN T3,

hostname (config) # aaa-server servergroupl (inside) host 10.1.1.3
hostname (config-aaa-server-host)# key sharedsecret
hostname (config-aaa-server-host) # exit
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A—

ise Ky v—onaEmozEs [

ISE 7R 1) & — D& A D E% TE

INAT—FRIZKBISEZA TV IBAEDT=HD VPN k> RILDKRE

WDOBENL, ISE P —) 7 )v—712, 8T (CoA) DT v 75—k LI T L O &7
BT 4T ERETDHHEERLTOVET, ISEICLD/NATY— REBFEEZHRET D bz
VT N—TRENEGEENTNET,

ciscoasa (config) # aaa-server ise protocol radius
ciscoasa(config-aaa-server-group)# interim-accounting-update periodic 1
ciscoasa (config-aaa-server-group) # dynamic-authorization
ciscoasa(config-aaa-server-group) # exit

ciscoasa(config)# aaa-server ise (inside) host 10.1.1.3

ciscoasa (config-aaa-server-host) # key sharedsecret
ciscoasa(config-aaa-server-host)# exit

ciscoasa(config)# tunnel-group aaa-coa general-attributes
ciscoasa (config-tunnel-general) # address-pool vpn

ciscoasa (config-tunnel-general) # authentication-server-group ise
ciscoasa(config-tunnel-general) # accounting-server-group ise
ciscoasa (config-tunnel-general) # exit

ISESREEDHD VPN k2 RILDEFTE

YN J L FIF R {%ﬁﬁ é:hfoeb\t . authorlze-only avy F ’i’*?‘“’\“ s n—
2y 7 4 ¥al—va /é_n’ﬁﬁifﬂ%ti?o

ciscoasa(config) # aaa-server ise protocol radius

ciscoasa (config-aaa-server-group) # authorize-only
ciscoasa(config-aaa-server-group)# interim-accounting-update periodic 1
ciscoasa (config-aaa-server-group) # dynamic-authorization
ciscoasa(config-aaa-server-group) # exit

ciscoasa(config)# aaa-server ise (inside) host 10.1.1.3
ciscoasa(config-aaa-server-host)# key sharedsecret
ciscoasa(config-aaa-server-host)# exit

ciscoasa(config)# tunnel-group aaa-coa general-attributes
ciscoasa(config-tunnel-general) # address-pool vpn

ciscoasa (config-tunnel-general) # authentication certificate
ciscoasa (config-tunnel-general) # authorization-server-group ise
ciscoasa(config-tunnel-general)# accounting-server-group ise
ciscoasa (config-tunnel-general) # exit

R)O—DERAD NS TN a—TaT

WoDa<y Rit, Ty I TEET,
CoA DT 7T 4 ¥ ¢ ZBHT 51T

debug radius dynamic-authorization

VXA L7  URL #REZ BT 5 120%
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debug aaa url-redirect

URL U ¥ A L7 MEREIZKST B NP L — V& FRoRT D121 .

show asp table classify domain url-redirect

SSL D EFiERTE

ASA L, Secure Sockets Layer (SSL) ’& k =2/l & Transport Layer Security (TLS) ZfEH L T,

ASDM, 7 7A4 7 FLASSLVPN, VPN, BL VT 7 UHFRXR—2DK Ly arDEFar
Ay —VREEEB L ET, ASA A SSL X—AD VPN 85t & B HEHGE TR — kLT
7w k@i, SSLv3, TLSvl, TLSvl.l, TLSv1.2, 3 X' TLSv1.3 T9, £7. DTLS &

Cisco Secure Client® AnyConnect VPN £ ¥ = — /L OEEGIZHEH S E T,

DA L7C L 912, ROMSHABRYR—- S THET,

LA TLSv1.1/DTLS |TLSV1.2/DTLSV |TLSwi3
Vi 12

TLS_AES_128_GCM_SHA256 x x O
TLS_CHACHA20_POLY1305_SHA256 | x x O
TLS_AES_256_GCM_SHA384 x x O
AES128-GCM-SHA256 x O x
AES128-SHA O O x
AES128-SHA256 x O x
AES256-GCM-SHA384 x 0 x
AES256-SHA O o x
AES256-SHA256 x O x
DERS-CBC-SHA x x x
DES-CBC-SHA O O x
DHE-RSA-AES128-GCM-SHA256 x O x
DHE-RSA-AES128-SHA O O x
DHE-RSA-AES128-SHA256 x O x
DHE-RSA-AES256-GCM-SHA384  |no I x
DHE-RSA-AES256-SHA O O x
ECDHE-ECDSA-AES128-GCM-SHA256 | x O x
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ESiEAR TLSv1.1/DTLS |TLSV1.2/DTLSV |TSvi3
Vi 1.2
ECDHE-ECDSA-AES128-SHA256 x O x
ECDHE-ECDSA-AES256-GCM-SHA384 | x O X
ECDHE-ECDSA-AES256-SHA384 x O x
ECDHE-RSA-AES128-GCM-SHA256 | O O x
ECDHE-RSA-AES128-SHA256 X O X
ECDHE-RSA-AES256-GCM-SHA384 | x O X
ECDHE-RSA-AES256-SHA384 x O X
NULL-SHA X x x
RC4-MDS5 x X x
RC4-SHA X X x

\)

GE) UU—294 (1) TiE, SSLv3 F—U — RIZ T _XTASARENOHHIFRENTEBY, SSLv3 O
PAR— I ASA D DHIRENE L=, SSLv3 234 % — 7 /I > TV A EAIEL, SSLv3d 47
VarEEELEaT Y RS T — IR T - 0NERINET, ASA T 7 40 F D TLSvl
IR £9,

Citrix E/NA /L LY — NI TLS 1.1/1.2 70 R a vz AR —E L TWRWAEEERH Y £7, A
B SV TIE,
https://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/citrix-receiver-feature-matrix.pdf
BTSN,

ASA 2 SSL/TLS B L ONDTLS B A v o— b5/ a haL "=V U a2ET D
21X, ROFIREFEITLET,

FIE

ATV 1 ASAREREZF IV — D/ hal R—Ya R ELET,
sdl server-version [tlsvl | tlsvl.l | tlsvl.2 | tlsvl.3] [dtlsvl | dtlsvl.2]
FNFNOBMBAIZRD EBY TT,

stlsvl : SSLv2 7 Z 4 7> b ®hello 517 Afv, TLSvl (LAKE) Z#xI=— T 51203,
IOF—U—KEANLET,

stlsvl.1: SSLv2 7 74 7 b ® hello 3 1F AL, TLSvl.l (LK) 2T =— R 5IC
. ZOF—U—FEANLET,
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ATy T2

ATvT3
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stlsvl.2 : SSLv2 7 4 7> b @ hello #3215 Adv, TLSv1.2 (LK) 2T =— T35
X, 2OF—U—KEANLET,

s tlsvl.3: SSLv2 7 74 7 b @ hello 3 1F AL, TLSv1.3 (L) 2T =— T 5IC
. ZOF—U—FEANLET,

e dtlsvl : DTLSvl 7 A4 7 > b ® hello #5217 AtL, DTLSvl (LIf) ZxrFvo— 93
Wik, Z2oF—U—RE2 AN LET,

« dtlsvl.2 : DTLSv1.2 7 7 A 7> b ® hello #3(F AtL, DTLSv1.2 (PIf) 22 xz— |
THIZIE, ZOF—U—FZATTLET,

GE)
DTLS DR EBLIOMEMAIL, EFaT7 2779470 F VE— T 7 B ABERORITHEA SN E
7,

DTLS & AL DO TLS N—Va U2 LT, TLSk® v a & DILS & v a v &AL
FZeXaTICT20ER’HY F9, ZHICED, dilsl2 ZBIR L2 E X2, tsvl2 NHFRS
NAHME—DTLS N—V a3 272 7, Flo, TXTHOTLS /3— =3 VL DTLS 1.0 & [FI%L
ETHDID, AEEO TLS N—TY a v & dilsl & —FEICERT 2N TEET,

1 -
i -

hostname (config)# ssl server-version tlsvl.1l

hostname (config)# ssl server-version tlsvl.2 dtlsvl.2

ASA NP — =L L CEMET B5AI1EHA 95 SSL/TLS 7’1 s 3 VD kA X— a VA RTE
LE9,

sdl server-max-version [tlsvl | tlsvl.l | tlsvl.2 | tlsvl.3]

server-max-version 7% TLSV1.2 & L THREIN TW A E . server-version & L C TLSV1.3 3%
ETHZEIETEERA,

ASAMNT FA T bE LTEETDALAIEATSSSL Ve ha L BLOTLS a2 haio
NR—=T g &2 ELET,

sdl client-version [tlsvl | tlsvl.l | tlsvl.2 | tlsvl.3]
Z T,
stlsvl: ZOF—U— REZFET D L. ASAILTLSVI 7 T4 7 kD hello #3%{Z L. TLSvl
LLE) #2xady=—FLET,

ctlsvll: ZOF—U— RERETDHE. ASAILTLSvVI.l 7 A4 72 F® hello Z%(E L.
TLSvl.l (UL L) #x=avxz—hFLET,

ctlsvl2: ZOXF—U— RERETHE, ASAILITLSVI2 754 7> MO hello #%EE L.
TLSv1.2 (LA k) #x=av=—FLET,
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ATvT4

ATy T5

ssLozmsz [

ctlsvl3: ZOF—U— RERETHE. ASAILITLSVIZ 7 T4 7> MO hello Z#%EE L.
TLSv1.3 (k) Zxr=avxz—bhLET,
SSL 7 IA4 T v ba—LZ% LT DILS #4252 L3 TEEHA,

1 -
i

hostname (config)# ssl client-version tlsvl

ASANRT T4 T e LTEWETDHEAICHEMAT S SSL/TLS 7'v h a2 /vDiEKRAA—Va V&
BELET,

sd client-max-version [tlsvl | tlsvl.l | tlsvl.2 | tlsvl.3]

client-max-version 73 TLSV1.2 & L TRRE I LTV A A, client-version & LT TLSV1.3 Z 3% &
THZ LT TEERA,

SSL. DTLS. BLOTLS a2 ha L OEEALT LT Y A LEHEELET,

sd cipher version [ level | custom string]
ENENOFPITRDO L BY T,

sversion 383, SSL. DTLS., F7-IEXTLS u hail X"—T s U FEELET, HR—F
ENTNAR=T g RO LB T,

« default : FEEHERH OIS v B,
s dtlsvl : DTLSv1 &5 ## H Ofs 75,
« dtlsv1.2 : DTLSv1.2 #1582kt F O 5,
o tlsvl : TLSv1 H{EHefeH DI,
e tlsvl.1 : TLSvI.1 Z&15Hft F OIE 75,
« tlsv1.2 : TLSv1.2 FE#H6 H OlE 5,
« tlsvl.3 : TLSv1.3 {5kt H O 75,
o level 5IE0E, BEBREZIRE L, RESN TV AR FORIK L~ LERLET, RIZ,
BE DA N2 E % 5RE DARWIEI R L E T,
call : TRTOB S HTANGENET,
« low : NULL-SHA Z[R< R COMSNEENET,

emedium (ZFUTTRTCOT2 haL A= a o OF 7 4+/0 METT) : NULL-SHA,
DES-CBC-SHA. RC4-MDS5, RC4-SHA. ¥ JT'DES-CBC3-SHA %< X T O 5
NEENET,

« fips : NULL-SHA. DES-CBC-SHA. RC4-MD5, RC4-SHA. 3 & (XDES-CBC3-SHA %
< FIPS ##LOT R T O ENEENF T,
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* high (TLSv1.2 38X TLSv1.3 IZDA&EH) : TLSv1.2 D SHA-2 5232
AES-256 DA N EFEIET, TXTOD TLSvL.3 BB D5#E L high T,

. customstring 47> 3 U Z4RET D & OpenSSL B 5 &£ 074 2 L CHF B A4 — bk
EEFMCE IR CE £9, FEMIT OV TIE, https:/www.openssl.org/docs/apps/ciphers.html %
S LT IZEN,

HELERR E 1T [medium] T9~, [high]l 235 &, HEmpHBINd Z &R H Y £9, custom
PHEHATAHE. DO EOLPHREINTWAEESIE, BENHIREINAZ NV 9,
TIANV DAY MEERIRET D E, 7 T7AX ) TGS TRIEEHEDHIRIILD Z &2
HFEI,

ASA I X » THR— F ENDLEEOELIENITERD LB T, FHIZONTL, a~vw R
V77 LU AEZRLTLLTEEN,

Zoavy RiE, N— a2 9312) b EELL S 47 sslencryption = v KI5 6 O T,

1 DDA =T 2 A ATHEBMD N T ARKRA L FEAREICLET,
sd trust-point name [ [interfacevpnlb-ip] | [domain domain-name]

hostname (config) # ssl trust-point www-cert domain www.example.com

name 3%, FT7 A FARA > FOL4FIERELET, interface 5|8, T A MFRA bR
REINTNDAS U F—T 2 ADARTEZHELE T, vpnlb-ip ¥—T — RiL, /1 ¥ —7 =
ARZDORBEHSIN, TORNTFANKRA LV N2Z DA 2 —T A A LD VPN B— R NT
U T AEZOIP T RLURICEENMNIT £, domaindomain-name 3 — U — K & 513D ~27
I, A F—T oA A~DT TR AEHINDFFED KA VAICBEM T bz T A b
KAV MERELET,

A B =T 2 A ZABTEVERICED NT A MR A v FEHRETEET,

AVH =T 2 A AETIIRAAL VERELZWEEIL. P T A MRA V FPBRE STV
FTRCDOA VB —T oA AHO T +—I "7 FT A NEAL L FBMERSNET,

sdl trustpoint ? =~ > R&E AT 5 &, MHFTREAREREFHAD T A MARA  MBRFINE
9, sdtrust-point name? =< K (7= & 21X, sd trust-point mysdcert ?) & AJj L7=54E.
trustpoint-SSLEEIAE T ¥V v — 3 g VTR EF H DAV F — T = A ANFRIINE
7

Zoa<wy ReflddEEiE, ROTA RTA > TS,

» trustpoint OfEIX, cryptocatrustpoint name =~ > R TR E I N7 CA h T A hiRA > b
@D name THOIVLENH D £7,

e interface DfEIZ. HOHNUORESNTA v F—7 = A AD nameif & THHVENH Y F
7,

s FTAMRA L FEHIRT DL, DT A RMRA Y FESBMTD s trust-point =2 b
UbHIBRSHET,
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ATy Fr17

ATvT8

ssLozmsz [

e ssltrust-point =2 h UL, A > X —T A AT L1 DE, AU F—T A AERELR
WHD 1 DZRETE ET,

WU TR RS b ) THAATE £,

edomainF¥—"U— R CTRELIZFT A RRA LV MI, BEOA L F—T 24 ATEAEND
ZENDHYFET EERTIEICE TR ET)

« domain-name O Z & 12 1 DD sl trust-point DAz R T 97,
ZDavwry REANNTDHE, ROZT —RNERENHGENRH D FT,

error:0B080074:x509 certificate routines:X509 check private key:key values
mismatch@x509 cmp.c:339

I, 2—YRH LUVGEHEEZHRE LT, ENCRESNZFFAELEE R L%
RLTWET, FRHlovE IH Y T8/ A,
AEAEIIRONEF TR N ET,

s Be)s domain ¥ — U — ROEIZ—E L7256, ZOEAENRINICERIRS I E T,
(sdl trust-pointnamedomaindomain-name =< > K)

e U — RNRT U T T R ZAOEER DML ST E . vpnlb-ip s E 2 SR S 41
9, (sdtrust-point nameinterface vpnlb-ip ==~ K)

o A U H—T = A RTK L TERGE SIIZFERE,  (sdl trust-point name interface =@~ >/
)
o AU H—T = A ATEEMAT S TWRWT 7 4L hOFEFE,  (sdtrugt-point name)

« ASA © HEEBAFTE B EAERKGERE,

TLS @ DHE-RSA B 5 F A CEH &N 5 DH 7 v —7 2 HEELE T,

ssl dh-group [groupl4 | groupl5]

hostname (config) # ssl dh-group groupléd

groupl4, 15F%F—U— K&, DHZ/L—7" 14 (2048 £ hETV 2T A 224 B b FEHAHH
TIN—=T) BRELET,

T—7 141%Java7 E BHMERH D T A, T XTDOIIV—T 2 Java8 & AHENH Y £,
T V—"7" 14 (X FIPS #EYL T, 7 7 4 /L MEIZ ssl dh-group groupl4 T,

TLS @ ECDHE-ECDSA g5 S A THM S 7 —7 %24 E L £7,

ssl ecdh-group [groupl9 | group20 | group2l]

hostname (config) # ssl ecdh-group group20

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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B =ozassssipgoL— FHR

groupl9 ¥ —U— Ri%, Z/L—719 (256 €' h EC) %&%iE L £7, group20 ¥—7U— KX
J—720 384> NEC) #RELET, group2l ¥—7— Ni%, Z/—721 (521> k
EC) ZRELET,

7 7 4V Ml ssl ecdh-group groupl9 T,
GE)
MBI e b @\ DL ECDSA 553 LU DHE 5T,

RDERY
WD a< REMHAL T, TLS/DILS REZFE R TEET,
« ¥ 7 4 /)L NOTLS/DTLS /S— 2 3 > TlI W43, show run s,

e 7 7 4L FDOTLS/DTLS /X— 3 > Th 58451, showrun sd all,

FEHIESEEFA SSL =/t D L — IR

HATREAE ST SSLEwE L, 2 — Y —F 72T A ANEFET v A& 52 T T D HICHENL ST
Lo TR T, ASA X, BEEOFEFGEGE SSL it 2 Z[E CE £33, £D70HIT

FNRAAZADAFVFHARNEL o> TLEW, FTLWSSLEEEN T S, T3 ARG L
72720 RT v ATBEN RS IREMENH Y £,

ASA X, FRIFRFES N7 SSLEHED L— M EHIRTE £9, ZOHIRIX, 7731 2D VPN #
fEHllRD 3 5L LCRIESNE T, ZOMEILT 74 /L F THIZ > TE Y, ASA Virtual
TOHYR—FENTWET, 72& 21T, ASAVI0 DA . VPN 55 HIFRIE 250 T9°, SSL #
D HERTRFEDOHIIRIX, 3x250=75012720 £,

FTNA ZADOBE, FRRSEOEFOFIREZ B2 5 L, LW SSLERNTF AT ESNRL R F
T, 7277 L. ZORIRITEBEERITER S NEEA, T35 A, FEIRFE S 7172 SSL #57
HnEallipo2%IcDH, Bl SSLEwm AT LET,

HYR—bEINETNAR
* ASAvVS

* ASAv10
* ASAvV30
* ASAv50
* ASAv100

Syslog

TSN AN ERTRRAEE & SSL #2548 D L F OFIBREICE L7856, 7 734 A1 syslog 725025
AR L ET, syslogld, FRIGRALF  SSL RN ZWIGE (HIFRD 90%) | £72i3d 720

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K
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s psec ko 70— [

Ba (RO 70%) ([ZAK S IVE T, syslogid, 10T &2 12D syslog i L— MR &40 E

o

q+

hoB
L— MR & 7o SERTREAERT 2 SSLEEREM IS, IRDIODF LA 7 o R BIMSEE LT,

* SOCK_PRE AUTH COUNT EXCEEDED : 1 3284/ L, FATFERER A SSL [RIRFEERiE )
VPN fillfR 28 2 72 Z L 2R LEd, B LW EHi1TIZ, SOCK_PRE_AUTH_COUNT 7 ¥
VEABOICRAETT Ry 7 INET,

« SOCK_COUNT_RATE_LIMIT : L — MMIRAZ M 2 72212 ASA 3 &y b LTcHEEiE R~ L
\i‘a_o

« SOCK_PRE AUTH COUNT : L& DR} i T O [FIFFHATFREE R D FL,

THHDOH TR EE T HICIE., showcecounters 2~ RAEH L £,

debug a7 > K

Ty ZHIE CPU 7' A TEWELIEMAEI D B THENTWDTD, T3y TH %17
VEVATAMERATERLIRDZLENHVET, Ty T a3~ Nt CiscoTAC ¢ D T
TN a—T 4T ByrarFICORMEATHZ L2 HERL £,

WDORIZ, ZOBEDOT Ny 7 a~r ReERLET,
« debug menu ctm 1205 : BERE A EZNIZ . EoITHEANICLET,
« debug menu ctm 1206 : Z DREREDBIFED AT — X A ZfER L £ 77,

vASA# debug menu ctm 1205
Disabling SSL pre-auth connection rate monitoring

vASA# debug menu ctm 1206
SSL PRE-AUTH connection rate monitoring is Disabled

k#chg IPSec k> RJ)L 7 A—

VU —2804 LV HEIDASA Y7 b =7 RN—T g U 2FITT 5%y hU—2 Tlik. IPSec
k> AV E @Y B BEFE D IPsec LAN-to-LAN £721ZVE— R~ 77 BATCP vF 7 4 v 7
—IX, hrRABRey 7 T5E Fay7EnET, 2o 77—, M RANITICRE
HE, MEISUTEERSNET, ZORY—iF, VY—2FHBLOEF2) T 4 O
ENLENTT, 2720, 2085 REWER=Z—— (FFIZ PIX 205 ASA DA DEREIZHEAT
LTWha—H—) BIRLHF—TCP T 7V r—ay (RHBICHEH LR, 213k
VANEBBRICIRR y ST N A REENTR Y NI RNICH D) ICHEE G Xl
CTHANHY 9 GEMIZ OV T, CSCsjd0681 35 L ONCSCsid7630 &R L TL 7Z2& W)

KR 72 IPsec b r/b 7 —ERET, ZOMBEICHLLET, ZOHEEZ A x—T7 T 5
LU ASAIZAT— 7 (TCP) b 7o—%HE L CHEBLET, T X TH7e—

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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B ismpsec kox 70—

. PR Ry FLEELEIZ Fry 7S, HLW b RVBEHRE S & &ML
TOBENRDHY £,

\}

C¥)  ZofmeiE. *y P —ZHRE— FTHETSN T2 IPsec LAN-to-LAN | > R /L3 LY
IPsec Y E—F 727 ER b xR —FLET, IPSec £721% AnyConnect/SSL VPN U E—
FT 78R RRMEIFR—FLTWEREA,

I, KB IPSec b p/b Za—KEEEN ED X D IZEMET 200 & R LE9,
E5: %y hT—4 SF U+

ASA BXB Tunng! ASA RTF
s )

B

A

e

f ol

a

I _,._-"' e : =
s =Y 5
X Edﬁ
F L

il [

ZOFEITIE, B BBEIURRIP XY NU—I RN 151D X2 VT4 TT7IA4T7 ALV ®

% =7 LAN-to-LAN b > %% LT L TV Ed, BXB v hU—27 ® PC |X RTP X v
NI =7 DY —R—=nbtXaT FrprENLTFTPEEELZFETLTWET, 2o+
AT, PC3 Y —n"—lza AL, BEERB LB TR RIABMIL0OBE T Re v
TLEEHEELTCOWET, ZORETHLT —ZIdiindg 5 E LTND72H, b2 RVIX N
SNTWETH, FTPEENTE T LEFA, 22— —iF, h——cua /1 L TREEKT
SH, L) ECHVETHLENHY £, 72720, KR IPsec b FL 7o —RNA X —T )b
2725 TWIUE, # A 27 0 MBI R R ADRBEIERENARY . X207 4 777
AT AIZOT7a—RERE CREHEHR) ZHFFT 5720, 7—XIFH LW R 3Lz E T
IERICRARE T £77,

S A

WOETIE., Py 7RIZEIRBEINTE R R LDTF—%2 7a—0OWRESY | K& IPsec k> %
L7 — e T 4 B — T T o TWAES &, ZOEENA R— T IR 5> TWAEED
JEIZHBALET, EHEHD08EAB. Xy FT—27 DA T A2 MIOWTITRTIOREZSR L TL 2
S0, ZOXOEGA

e 70 —B-Ci¥, PRV EERL, BELEIN/ZESP T —H ZfmikLET,

« 70 —A-DIE, FTP#sXD TCPHi T, 7 u—B-C CEZESIN/- b R @B L7,
ZoT7a—ZlE, 77 AT U4 —/LTTCP/FTP 7 0 —% A& T 5 & IHEH S IR0E
FHRbEENTOET, REFRIIEETHY , HBERETTLIET7 74T V4 — T
Ko ThkEIIZ T v 77— b S ET,

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K
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| £ VPN/S5A—%
CLI % & L= kiins Psec kot 7o—nzz [

A\

GE) AL MoOM7 o — Lo oB SN TWET,

T4 =TI SnT=KERIA IPsec b RJL 70—

LAN-2-LAN F o RPN Ry 74 25L, AAD7a—LBC7ue—0MWie, ThHIZETD
TRTOREFERPABRSNET, TOH%, NUORADEMHELI, 70— B-C DE{ERE
N, PRV T INET—FDOEEEHHTEL LRV ES, 7272 L, TCP/FTP 7 12—
A-DICHIEN AL T, ZOREE TOFTPHRED 7 0 —Z2itH3 D RIEF W HIFR ST
WHTeD, AT— NIV T AT U4 =L, A7 74 NFIPT—F%%7 2 >y27 L, A-D
Tua—DFEREEGSLET, SETHEL W07 a—RBEREbND L, 77 AT 74—
JULFTP Bk 2K 1D TCP /N7 hE LT L, ey LET, ZiULT 740 hO#)
ET9,

A4 =TI S =k % IPsec k)L 70—

KHEH) IPsec b L 7 o —HEENA 2= T NVDYE . F A LT U MRERINIC b 2RV EAE
RENDIRY ., ASA 1T A-D 7 e —DIREEFRICT 7 B ATE 5720, T —XITIEFITHG
JET,

ZDEENA X —T VDA, ASAIZ7 e —%2 N L ET, DFV, BC7Rr—{ZL-
TERINE PR Ry 7ENRTH, A-D 7a—dHlkEnEzdA, ASAIZAT—h
7 (TCP) hrxpn7o—%fREL, BLET, o7 — 7T rkey7rIh, #iL
W R RIVTEHENL SNDLERHY £, T, hrxr7o—otxa T R —
ZEOAHZETHD FE A, ASAIZ R RARE T LTINS EXICAD 7u—|Z8%ET 5
Ny NeRay 506 TT,

MRV TCP 7u—E Fa vy 7ENR2NWd, 7 =27 v L TCP XA A7 W MIRFEL
FT, L. BEDO RV TR —DEA LT ST =T o THEE, FEE
7o FE (BT BO TCPRST 72 8) 12X T2Z VT SNDHET, O 70— LT AT
LARNTHREFSNET,

CL Z{EA L1-k&f IPsec R JO—DRTE

e A

KE&ER IPsec FURIL TJA—D RS T a—TF 405

show asp table =~ > K& showconn =~ RiEifi & 4, K IPsec k> r/b 7 —0DfH
MO NT TNy 2a—T 4 T B ET,

JKEEEY IPsec bR JL 7 O—#EEIXA R—TILICHE > TWWETH?

BEED b 2RIV T ZOMREN A R —T T > TW A D& HERT 511, show asp table =<
V REMEHA LT RSB T S5 7 VPN 227 % 2 b &~ FE 3, show asp table

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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vpn-context 2~ > Ni&, ROFINITRT LI GEART T HLOITKFEEBM . Frxv
MRy LERICAT— 7L 7a—45#iRd 2425 % 2 M2 [+PRESERVE| 75 7
FERRLET,

hostname (config) # show asp table vpn-context
VPN CTX=0x0005FF54, Ptr=0x6DE62DA0, DECR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,

gc=0

VPN CTX=0x0005B234,

gc=0

Ptr=0x6DE635E0, ENCR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,

hostname (config) # show asp table vpn-context detail

VPN CTX = 0x0005FF54
Peer IP = ASA Private
Pointer = 0x6DE62DA0
State = UP

Flags = DECR+ESP+PRESERVE
SA = 0x001659BF
SPI = 0xB326496C
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI = 0

Spoof =0

Bad Crypto = 0

Rekey Pkt =0

Rekey Call = 0

VPN CTX = 0x0005B234
Peer IP = ASA Private
Pointer = 0x6DE635E0
State = UP

Flags = ENCR+ESP+PRESERVE
SA = 0x0017988D
SPI = O0x9AA50F43
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI = 0

Spoof =0

Bad Crypto = 0

Rekey Pkt =0

Rekey Call = 0

hostname (config) #

Configuration and Restrictions

This configuration option is subject to the same CLI configuration restrictions as other
sysopt VPN CLI.

ML= —0DRKR%E

LAN-to-LAN £ 7213 v FU—ZHLRE— R b AR ey 7L, A4 L7 U MEICEIBL
ol E, N LI bR 7 —NHELS BAETLZERHVET, ZOXLH7T7r—
R RNNDE T AL S THUM SN FEFADR, 2607 —%20 L Rl %R DT T
DTF—=AN ey 7E&NFET, 207 —%2fRT 5I21%, showconn =2~ > R &R OH]
WRT XA LET AT L720, BIO2—F— AN EZRTZDIZKFTEEM .

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K
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asa2 (config)# show conn detail

9 in use, 14 most used

Flags: - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,

- initial SYN from outside, C - CTIQBE media, D - DNS, d - dump,

- outside back connection, F - outside FIN, f - inside FIN,

- group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,

- incomplete, J - GTP, j - GTP data, K - GTP t3-response

- Skinny media, M - SMTP data, m - SIP media, n - GUP

outbound data, P - inside back connection, p - Phone-proxy TFTP connection,
- SQL*Net data, R - outside acknowledged FIN,

- UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
- awaiting outside SYN, T - SIP, t - SIP transient, U - up,

- VPN orphan, W - WAAS,

- inspected by service module

wORFNZ, showeonn 2~ ROHIFIZRLET, VIZIT 7 TRENTWSEERBY, SEL
-7a—MnNEFEELET,

x<nw W O RFHFOEET P
|

hostname# show conn

16 in use, 19 most used

TCP out 192.168.110.251:7393 in 192.168.150.252:21 idle 0:00:00 bytes 1048 flags UOVB
TCP out 192.168.110.251:21137 in 192.168.150.252:21 idle bytes 1048 flags UIOB

N LT 7 v =085 2D X5 B ~DO LR— N &fIRT 212X, ROFITRT X HIZ,
show conn state =~ > KZ vpn_orphan 473 3 > ZiBINL £,

hostname# show conn state vpn_orphan

14 in use, 19 most used

TCP out 192.168.110.251:7393 in 192.168.150.252:5013 idle 0:00:00 bytes 2841019 flags
UOVB

WBE7—ha4 T &FALELE NS TV a—T4 2T

ES7—hA4 TIZTDNT

eS0T ) 7 —YRNREET, W57 —h A 71k, CROHDOMED T 7Ly a— MZ
BAIHET, W7 —hA 7IiE, BT ERICET A5y v a UIEHR. ET7E#R, B2
RKEEELIZaVAR—X b, BIOFA LT MNLEEEE Yy a SEBRBREENET,
ASA X, By v aroXx—BIOWHIL~<Z FL (V) Z2R7FLEHA, SSL I I N IPsec D
BElE., WOERHERTEET,

*SSL D6 By a v SSL A=V ar, HEIL, BHEIP T RLA, BIBKR— K,

e IPsec DA :IPsec X2V T 4 TV v — 9 U 1ER,
U 70ZiE, 2000 DS~ Ry R U BREECEXET, ASAIL. V7D 1 DichEEa
YU FETyval, BREROFETRIGHERZGISHLET, BET—IA 77 74 VI,

BALTU N LERBSEROY VB LIO s NIFEENREGEEND L OICRDE L, Voo
LFoy NUENIZ. MEOLAERa~ RO NI TNV a—TF 4 L TSI b F4,

BT — A7, TXRARNTZ7ANENRAL TV T 7 A ND2OOFEXDBHY £7, debug
menuctm 103 2~ R&EEHA LT, XM F IV 77 A LEEHETEET,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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RICH 2R L ET,

ASA# debug menu ctm 103 crypto eng0 arch 4.bin
[Nitrox V Archive Header v1.0 Info]
ASA Image Version:

SE SSL microcode: CNN5x-MC-SE-SSL-0011

AE microcode: CNN5x-MC-AE-MAIN-0002

Crypto Engine 0

Crash type:

SE Ring Timeout

Core Soft Resets: 11

Timeout Ring (SE): 12
Timeout Entry: 642
SE TIMEOUT:

Core
Core
Core
Core
Core

SE
SE
SE
SE
SE

6 Touts:
8 Touts:

12 Touts:
32 Touts:
37 Touts:

[Timeout Session

Activ
Sync:

Engin
Devic
Sessi

e:

TRUE

FALSE

Callback: TRUE
Saved Callback:
Commands in progress:

e
e
on

hardware

2

2
4
2
1

Info]

FALSE

n5 (Nitrox V)

ssl

Priority: normal
NP VPN context handle

Flag
vcid

Block size
async cb ring index:

tls offload rsa:
Session context:

SSL Version

SSL Context Type
Encryption Mode
Auth Algorithm :
Hash Algorithm :

Key Size

SSL V :

Source IP
Source Port

Dest

IP

32

dtlsl.2

82.1.2.2
51915

82.29.155.32

Dest Port : 443

EROBITIE, MRS SNIAFRIS, AT VNI T 7Ty a il (A4 LT 0 b

T hY) BEXOSSL vy g UIEFRREREINET,

EST7—NA TTHR— FERB TR

2050

FALSE

dtlsl.z2
handshake

gcm

null
none

PIX Tue Mar 29 16:20:30 GMT 2022

0

£MRVPN /S5 A—45 |

Nitrox VIS5 7 7 27 L—X i 2 T2 RDT /34 AT, BET—A TP R—rLET,

* Cisco Firepower 3105, 3110, 3120, 3130, 3140

* Cisco Firepower 4112, 4115, 4125, 4145
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* Cisco Firepower 9300 SM-40, SM-48, I3 J UF SM-56

SSLAV V2 DEH

SSLAD L Z&EEALT, SSL FrpERE n /2R R TEET, BHROMSIZEET 5 X
T— h~ T OER, BINOIRRE, BLXOGEMCET A EERIL. T3y 7 I b9,

debug ssl state =~ > Fidk, ROFHREZBELL 7,

c BEMFT ORI, A— b, BXOT R baridRoVE— M M RS H—T = A
XO

« SSL #&fih ST — DT N\ 7,

RS NTET —F DT 4 VT REMRT DIDDT Ny 7,
SSL 1 7 v % % F®KRnd 5I121%, showcounters 2~ RZEALET, N— 2329201 715
TNy ZIMEATEDSSLA T ZNEAE LT, 2EZFRDEIRLONH Y £,

« CNT_SSL NP _CP_EVENT NULL

« CNT SSL NP CP EVENT ENQUEUE ERR

« CNT SSL_NP CP EVENT RELEASE

« CNT_SSL_NP_SNP_FLOW_HNDSHK_FAIL

« CNT_SSL_NP_HDL LOCK_RELEASE

« CNT_SSL_NP_ VERIFY PADDING

« CNT_SSL_NP MAX PAD LEN EXCEEDED

* CNT_SSL _NP_NO_CIPHERS COMPATIBLE

« CNT_SSL NP _CIPHER LIC NOT GOOD

AEy LI-ASP T—TJI)ILT Y MY DHEIBRAE

R—= 9 29191 LIETTIE, ASPHEEALL— AN AL v 7 LTWDBE, T35 A& FHiEh+
HZMENRH Y FF, N— 329201 LIFETIE, debugmenu asp 100 <encrypt_rule id> =2~ >
REFHH LT, 7350 AZFEEETICASP 7 — T A0 b AX v 7 LIS — L & HIBR
T F7, encrypted rule id Z %3 % (21%, show asp table classify domain encrypt =~ > K
ERHEHLET,

A KSA4Y
o 7Ry ZHINE CPU 7'rE A TEVMERIRMLAEID B ToNTWDHTEH, T3y 7))
FITH EVATANERTE RS RBZ 0BV ET, 20Ty a<w KL, Cisco
TACED TG TN a—TF 4o T By arFIZOMFERTHZ L 2HERL FT,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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B asanc webveniRES U 7T S

LIV AL 7 LTWHINE D el T DG H Y FX¥ A, ZOa<wr RafifL
TLHNCHIBR LIe =& S AT ARHEIBR L L) LD 8. T4 AR Ty aLlE
j—o

e v RID/RF A —HF|Z, ASPT—TNVDEBEDID & EHIC—BTAILENRNHY 7,

1

WOFEITIL, T 7 4 v 7 N7 0 — L 0x7f039846bbbb TlE7/2 < A% » 7 Liz/L—)b
0x7f039846aaaaizt v b9 5L, NTF7 74w RuyrFanET, by MrHAX Y7 L
TN—VERFETEET, AZ v 7 Lizb—bOt v MLIE9999 T3, #bl7e/L—iLok v
[ G

1. ASP/L— L& FRrT 5HIZ1E, showasptableclassify domainencrypt =~ > R&HH L 9,

ASAv (config) # show asp table classify domain encrypt

out 1d=0x7£039846aaaa, priority=70, domain=encrypt, deny=false

hits=9999, user data=0Oxaaaa, cs_1id=0x7£03941866e0, reverse, flags=0x0, protocol=0
src ip/id=1.0.0.0, mask=255.0.0.0, port=0, tag=any

dst ip/id=2.0.0.0, mask=255.0.0.0, port=0, tag=any

src nsg id=none, dst nsg_id=none

dscp=0x0, input ifc=any, output ifc=outside

out 1d=0x7£039846bbbb, priority=70, domain=encrypt, deny=false //this is a good rule
hits=0, user data=0xbbbb, cs id=0x7£f03941866e0, reverse, flags=0x0, protocol=0
src ip/id=1.0.0.0, mask=255.0.0.0, port=0, tag=any

dst ip/id=2.0.0.0, mask=255.0.0.0, port=0, tag=any

src nsg id=none, dst nsg_id=none

dscp=0x0, input ifc=any, output ifc=outside

2. ASP T —TNInHAK v Lizks 5ty — v & HIFRT 5 121%, debug menu asp 100
<encrypt_rule id> a2~ R&EMHHLET,

ASAv (config) # debug menu asp 100 1id=0x7f039846aaaa
Encrypt rule 0x7£0398469510 was successfully deleted.

3. ASANAH v LT ASP/L—/LZHIER LIz E 9 E#ERT 521X, showasp tableclassify
domain encrypt =~ > K& AL £,

ASAv (config) # show asp table classify domain encrypt

out 1d=0x7£039846bbbb, priority=70, domain=encrypt, deny=false //now this rule has
hits

hits=10, user data=0xbbbb, cs 1d=0x7£03941866e0, reverse, flags=0x0, protocol=0
src ip/id=1.0.0.0, mask=255.0.0.0, port=0, tag=any

dst ip/id=2.0.0.0, mask=255.0.0.0, port=0, tag=any

src nsg id=none, dst nsg id=none

dscp=0x0, input ifc=any, output ifc=outside

ASA )5 WebVPN #ERLZ 0 ) 73 5

nowebvpn =2~ K & clear configurewebvpn =2~ > R&HLTH, 7 7 4 /b b D WebVPN
RERITHIBR S EH A, http_in 7% & http_out B 7> Z 1%, EfEHaHERZBET 572
DI SNET,

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K
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ASA 1> WebVPN %2 U755 [

ASA /"5 WebVPN X Ex# 7 U 7T 5121F, ROWTIEFEITLET :
e nocompresson all =~ > K& H LT, BEMRICIEMTG 2z LET,

« clear compresson all =~ > R&fEH L C, [EfiFaHEHRI V2% 27 VT LET,

CLI 7w % 3 : Cisco Secure Firewall ASAVPN9.23CLI O > T4 ¥alL—> 3> A K .
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B,
=% =R

EHEIJOD7AIL, JIL—T K1) o —,
B 1 —H—

ZOETIE, VPNERR a7 7 A0 (LanE [ hoxn Zv—7 ) LRI TnNELE) |
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RV —%HELET, Z7V—7R) o—TiL, 2= —DEFICHETL2EIREINET,
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EEHEBIZOWTHALET,
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e 7 m 7y ANE T N—T R =T L L. VAT LAERERMERILINET, 3
TA4FXa2lb—vay FATEMFILT D202, ASA IZIET 7 4V F D LAN-to-LAN 25t~
17 7 AL (DefaultL2Lgroup) . IKEV2ZVPN DT 7 4 /L hD Y T— T 7 AT 7 7
A /v (DefaultRAgroup) . 7 7A T FLVASSLBLI N t¥=aT 7T 47 b SSL B D
T 7 4V OB v 7 7 A v (DefaultWEBVPNgroup) . BEX T 74 /L hD I IL—TF R
v — (DfltGrpPolicy) ZHAEINTWET, T 74V MO T e 77 A VT V—T K
V=T, L o2 —PF—cH@mT DL EBEX ONIREN RSN EST, =—F—%BINT 5
XD, IN—T RV —NoNRTA—=F% [{fK] THECHETEET, ZHITLy,
%< Oa—H—1Z% L CTHEIC VPN 77 B A ZRETE T,

TRTO VPN 22— —|Z[[— DR ZFF T 2551, FFEOHER T r 7 7 A L7 —T
R —%RETHVLEIH Y FEAN, VPNRZOLHIIHEHINAZ LI EALEHD F
Hh, FEE, BREIN—T HAF~v—FKR—b Z—7F BIOMIS FEFHRS A
TL) TN—TN, TITAX— KXy NT =T DENENRLRDEH T 7 8ATEDHE I
THHERBEZONET, £/, MISIZHTBET AFED = —FIZIX, oo MIS = —HF|ZiX 7
JEATERWS AT AT 7 EAZHATLHGERHD T, BT a7y A e n—7
RV —=IZED, ZOXIRFREBRELRRICETT LI ENTEET,

\ )

GE)  ASAILIE, A7 V=2 I A—T Lo Ebd Y £9, ZiuL, Xy hU—27 URARDA—
NR—ty NCT, A7V b I N—T%BERTLHE, A— bRy hT—271Z%7 % VPN
TIBABERTHIENTEES, 7027 b ZA—F1F, I —TF R o —08s 7
n77ANE0G, ACL EBERHD 3, A7 V=7 b ZA—TOEHAFEOFERIZ OV
Tk, —BOEIER a7 X2 b—a > A ROF 20 % [Objects] 2B LT A
AN

X2 VT4 T TIATUATIE, SFESEhy—2nbEtEr@EHcEEd, ROBEREIC
WE-T, BHEEEALET,

1. Dynamic Access Policy (DAP) L =2— R
2. —H%4

3. INA—TFRY—

4, BT a 7y ANVHO T N—F KY L—
5. F74N RO IA—F K —

FD=, BIED DAPEIX, 22—V —, JA—F RY I — Fd#m 7 e 7 7 A VIR
EINTMELVETITAF VT 4 mEL o TWET,
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DAP L a2— ROEMNEZA X —T NV ETET =T MZT 5 L, ASAIXZTOEAEA L CHE
fTLEJ, =& 21E, DAPwebvpn 2> 7 4 X2l —31 3> T— R THITP 7B X %27 ¢

=TT HE ASAITENLL HMEAZBRE L ETA, RV IZ, hitp-proxy 2~ > KD no fii
%ﬁ%#ék\E@in@ua~*;ifﬁbﬁmtw‘ﬁ%;)%47f§47yxmﬁ
BT 2EE2ROT 57010, 2=V —ABIOLEICIE LT r— UL R —0 AAA B
WCRBEN L THERLET, ASAZ A7 hLASSLVPN 27 4 X2 b—3 g 0d, TRF
1o http-proxy 2~ K& 1 DD https-proxy 2~ > ROHVHR—F LTWET, ASDM
ML TDAP #RETDHZ 2 BEIDLET,

EHmoOoJ274)0

Vi a7 7y A, hURAERAR ) = ERETHLa— ROty FTHERINET, 2
NHOLa—RiE, by a—F =235k — N —, BLOBERIEROREL LD T
DT AT == (FETAHE) ERELET, £, Ibo L a— NZiE, Bk
DT 74N E TN—T R —bEEISN, b7 e FaVEfoER 7 A —2 a8 %
NTCWET, Bt e 7 74 ik, bRV BEROIERICBEEST 2 08O RENE £ E
T, T m 7 AR, 22—V —BEEOBMNEERT LI N—T R =D F
BENET,

ASA (2%, LAN-to-LAN #%f¢/H © DefaultL2Lgroup, IPSEC U &— k7 7 & A&l D
DefaultRAgroup, 3L NSSLVPN (7T UHFR—2ABI R X277 T4 T F X—R) #
f5¢ FH O Default WEBVPNGroup & W\ 9 7 7 4 /L MEfe 7 0 7 7 A V3V £F, T HDT 7+
VN R T 7 A VTEETEETN, HIFRIITEETA, o, BEICEA OB =
T ANEIDUENT 22 b TEET, #t7 v 7 7 AW, ASAD B — LI ET
HY | SN — N—TILHETEET A,

)

CE) —fporarv7ryrAn (7z2—X1OIKEvl 2F) I, = RRA Vv VE—h 7782 FE
721X LAN-to-LAN 22 E D BB TE W2 EMH D 9, bl ZA—7%2HBl T 7
WA, T 74V R T

tunnel-group-map default-group <tunnel-group-name>

WCERE SN ET (77 /0 MET DefaultRAGroup TF)

BRIA T 74 IILO—RRET/ANT A —’5‘

—RNT A—=ZIE, FNTO VPN #56ICl T, — /37 A—=HZIZiE, RObDOBHY %
—é—O

BT T AN T e T A NVAE, BT R T A NV EBINE T ISRET D &
XIZHRELET, ROTFEHELH Y £,

o FRFRICERIHEE X — 2T A T4 T NOBE, BT 7 ANGITT TAT
VR ASAIZTET S —T 4 LR LT,
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AFICIEAEZ T 527 947 > MIZOLRIZIFHEO—E & LTHEL., ASAN
FEBAENS Z LRI L ET,

cHEE A A T B Z A 7121, IKEVL U E— F 7 7 & A, IPsec LAN-to-LAN, ¥ X}
AnyConnect (SSL/IKEv2) WEHENET, #fi 7w 7 7 AL TIL, 1| DOEHEHZ A 7720
RECTxET,

CEEE, BE[ TAT LT 4T R—  THH DT A— 2 TIE, ASA BWIRO HIYT
ﬁ%?é#%ﬂ%@?w%7iti)2F%%ﬁbiﬁo

OJL‘——"H‘ @nhn
c =P —RT 7w RAERA SN — E AT 5 E RO R
T HIT 4T L a— ROMRAF

P—R— Z—T1F, 1 DL LDV —— TR S E T,

HEGHDT T AN N IN—TRY — s TA—TRY —L, 22— —EHEOBMEDOE v
T4, T4V TN—T R —iL. ASAN bRV 2 —P—%FREEFE 72133874
HBUCT 74V FTHERAT AR EGEATE I NV—T R —T7,

e IITAT U N T RLZOE Y Y THA  Z2oFRUCiE, ASANTZ T4 T2 MIEID YT
%512 E®DHCP —_R—F7137 FL A F—LOEREGENE T,

e NAT—REH . ZORTA—E 52T 5L, BIEONRATU— KPR ERK (F7 41
NI 14 ) THIRRUINIZ/RD Z L2 a—P— 2 E LT, RAUY—RNE2EETIHHSE
a—P— 2Rt TE £,

e IN—TREBLOLILLRE: 2D RTA—=ZZLD, ASANZETH2—V—4
AR 5 5ENRE D £9, 25T, user@realm OECTZIET 52—V —4 12720
WHINET,

FHIT @7V IAFETC2—F—LIHIMINEEH FA AL TT (user@abe) , L /L
A%I‘T%j—é%é\\ ASA| ;t:!-*—"j‘“—%:l‘ock(}&ﬂ/»—7 (&)é%é\) %wuu :,fi)zﬁb\iﬁ—o
TN—T%RETDHE, ASAITHIECZ—F 2BV LA (BD%GE) ZEHLE
‘j‘o

LV MER T2 BRET D121 strip-realm =<2 K& A L, BiEH iz —HF =405 7
/l/—7flkﬁfﬁ7r%¢l”@ﬁ‘é I3 strip-group 2~ > K& A LET, ﬁ*ﬁﬁ@flkﬁfﬁ?%ﬁﬂﬁﬁ—é
&, BRI username 72 IO W TITONE T, RS OYE . FREEIT username@realm
SCFHN AR F 721F username<delimiter> group SCFESNZFESWCIrbvE T, —/X—TF
U I X BT TE W EAT, striprealm ZHEET AL ERNH Y £,

S HIZ, L2TP/APsec 7 74 7 > b DA strip-group 2~ > REFEET 5 &, ASA L VPN
I IAT Y EBER Lica—F =4 7 V—T 4 205 L Ca— W O 7 1
T7 AN (M Z—7) ZRIRLET,

RAOER . ZONRTA=Z 2T 5L, 2= —ERORIRBTZER LY, £
TEDEREZRY FiF2v TEET,
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IPSec k> RILT IIL—THERH/NS A —4
IPSec /3T A —H 2%, WOHLORH Y £97,
o 77 AT v MRAES A TR X — GEE. E T,
s FRTHA F ISV IKE #0546, #iAR Y o —ICBEMA T S e 8 F o
F—AMKTT Ok 128 XF) .

« V7 IDMERRDER : ZDONRT A= TiX, VT OFHELEH LT T ID OFER
ERTDHIMEIMNERELET,

%ﬁ?ﬁﬁfﬂlﬁt%%if:&i[ﬁﬁ%?‘aﬁﬁﬁ—é%ﬁ\ T ]\:’-—*f— utunE@fg_ &:ﬁ;‘j}fcﬁ
FEAEARE T OMENDH D £,

s WEBEANA 7V w REBEFSFE : XAUTH B LA 7V » K XAUTH,

isakmp ikevl-user-authentication =~ R} i ASA FREICT U Z VEERE AT 5 0
N DG, BEIOY E— K VPN = —H —F83EIZ RADIUS, TACACS+, F721% SecurlD
&&@vw/—&ﬁt%%@ﬁﬁﬁébgﬂké e, ™A 7 U v R XAUTH §8GE %
Lad B0 EA L £,

« ISAKMP (IKE) —77 74 7ORE : ZOMEEICE D, ASAITZY £— h BT Ok
REEEE=A—L, BOHEOFEELZETICRE TEET, ET7HRRE LR D L,
ASA IR ZHIBR L E T, IKEX—T7 7 74 72 A 3—TNWICT 5 L, IKE VT 238k
Kole b I8N N7 LEE A,

IKEFX =77 74 73S ESERBAR DY £, ZOENEIEST 21213, ASA LY
F— P ETREDOEAEZ Y R—F L TWDLERDH Y £, ZOKREIT. ROETITH
LTEMELET,

* Cisco AnyConnet VPN Client
*CiscolOS Y7 b =7
* Cisco Secure PIX Firewall
VAAUSND VPN 7 FA4 T2 MIIKEXF—7T 74 7% R—FLEHA,

IKEXx—7T7 79472 R—1rFT2ET7 VR —FLARWETWNRET DI NV—T%
FETHHEEIL, I —T2EKIKH LU TCIKEXF—FT 54 T A X —T M LET,
TOMREEYR—PFLAWVWETICEEIIH Y WA,

IKEX =77 747 %7 4 B—T/MZT D&, IWELRNVET LOERIZZA LT U
MZRDETT VT ATDEFILRDTZD, TA RV EAL LT "EELSTLHI LR
HIELET, 74 RV FALT U NEEETHITIE, ZA—7 R o—0O%E (154
N—=V) EBRLTIIEEN,
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Bl Bt A NEHT A7 IKE X —7 7 74 7 %7 4
t T L TL ZEW, @, ISDN Bl 7 A Rice s &
BIrSNVE T2, IKEX—7 7T T4 7D AT =ALT L - THfe

DT A RVIREBIC R B o=, YISl £,

IKEX—77 947 %7 4 —7MZT DL, 7?47V%
IKE % —& IPSec ¥— D EH 50 OHIBRA G | L7222 )
WrEaiEd, IKEX—77T 74 TN A F— 7wa&ofwéﬁé
CIxRY D BENSRALEZ T 7 4w 71X Peer Timeout Profile
EEFS P RxANLUB SN EE A,

IKE A A > F— R&MHT 5 LAN-to-LAN 27 4 X =2 L—1/g

AT, 200 T DIKEXF—7 T 747 Dary7 4 X al—
varBNEILTHDZ EE2ERL TS, WEFDOET TIKE
X—TT IATHRA X —T NI TNDEH, EEmFOET
TIKEX—T T I7ATBT 4 B—TNMZRoTWVERLERHY £
7T

® T /57/1/.&%%%4%% LTnL nﬁ% H/:E—g—;éia/\ nﬁwq%:%l%‘//ﬂéﬂg%%'fij—é (ID iE
HELFITT DT RCOIRAELZECTITHET D) 2, AEAEZTE2RITTSH b— Mk
HEL T XTO T CAREEZET) NEHEETEET,

*Windows 7 7A 7> b V7 N2 T OHENASA—=Va U EEHL WL 2 —HF—lC, 77
AT NeT T T—= T OREROLZEEEIML, Ty T— SN TAT B
W=V g v aa—P—DRNEET57DODAN=ALEZRMIETEET, T XTOHEHK =
T 7 ANVEIIIRFEDOE T 1 7 7 A Wk LT, client-update 5 EF L OER TE F
7

« TUXINFFHEERMGH L CEIFERET 2 HAE., IKEE TICEET AFEHEZ#ERNT S
cZARNKRA L NOARTEZIBETEFET,

EHETOTD74ILD SSLVPN v S 3 VIEE/NS A —4

WDFEIL, SSLVPN (8 F=2T7 7734 T FBIOI T4 T2 FLA) #EICHEA OB 7 1
TrANBEBHEOY X NTYE, ZAHDOBEBMICMNZ T, T_XTO VPN B2 hm o — ik 7
n 77 ANDREMEERELET,

\)

GE) DoV V—2xTix, e 7740 B [hrxv 7 n—7) LI Lz, #
fﬁ7 27 7 A VX, tunnel-group 2~ REMH L TRELET, ZOETIE, 202250
ENFEBIIC IS EHESRLTOET,
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R 7:SSLVPN BiEmR TR 7274 LDOEM

HeE

authentication

FRREAF . AAA ERITFERAEEZRTELE T,

customization

WHT T TICERFADN AT~ A ¥ — a LV OL4RTERE L%
T, WAL~ A =g ilk-o T, /A VIl —P—ITFKRE
NHU 4 RUDHBNREY £9, ITAZ~AE—T a2 RXT A—
21X, V74T FLASSLVPN ORED—#E L TRELET,

nbns-server

CIFS 4 B 248 4 5 NetBIOS f— 4 H—E A $—/3—
(nbns-server) DL RHIEIETE L F T,

group-alias

P—RN= BB T 7 7 A VBB TE D 12U LY 2 e E
LET, nl AV, a—Y =Ry ¥ Ama—nb0
N—T BB L F T,

group-url

12U EDITN—TFURL Z4EE LET, ZOBMEEZRET HHE.
EEL7ZURLIZT 7 BAT 52—V —%, vl BHIIN—T%
BIRT AL EEH Y FH A

XTI TAT Y N EERICINV—T URL 2T 50— KT
VUTRBATIE, VT AZHNDEASA J— KT, J—FKDOa— KA
ST ONRTY I T RUAGOZ A—F URL & [FEEIC, A8
FAZT RLVAD I NV—F URL ZRETDHDLEND Y £7°,

dns-group

DNS #— =4 RAA %, F—L P —n_"—_ U T A0K, B
YT 7 7 ALV THE &S D DNS B —"—D X A LT 7 MEZFE
ET D DNS —_"— F )L —FHHEELET,

hic-fail-group-policy

Cisco Secure Desktop Manager Z {1 L T, 7 /L—T7 X=X KU T —J§
% [Use Failure Group-Policy| F721% [Use Success Group-Policy, if
criteriamatch| (ZEXET %5 E 1L, VPNIERER U > —Z$EE L 7,

override-svc-download

AnyConnect VPN 7 7 A4 7> &2 JE— h 2—H—(ZX¥ v m— KT
HBEDIT, BESNTWAZAL—F R o —BHER T —F—4
BEOX 7 oa— )R EEEINET,

radius-rej ect-message

SEENE L SN L XD, v /A UHEHEIC RADIUS HHEG A v &—
BFRFLET,

EHITO D74 ILDHETE

TITIE, v aryTR AR E—RERECATF aUTR AN T— ROW T TOREG

077 ANLONEE IO

REZHOWTIHA L ET,
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GE) <~ Far7FR2ME— RFIZIKEVI BEWIKEV2 A bY—3 A MZOHEHA S, IKEv]
IPSec D X a7 275347, 25347 ML ZASSLVPN, L #H 3 —CiscoVPN 27 547
N, Apple XA 7 47 VPN 7 74 7> k., Microsoft 1447 4+ 7 VPN 7 7 A 7 b, £
cTCP IZITHH SV EH A,

FIAN MO T O T 7 ANEEFE L, 350 N RV TNA—TF 2 A TONTHNTH LW
P 7 m 7 ANV ERETEET, #7177 A VN THRIICERE L WEMEICX LT
X, TOERT 740V ORI e 7 7 A NVDOREINET, T 74NV NOER T T 7 A
NWEATIZIVE—RNT 7 BATT, TOBRONRTA—FF, #RLIZ PV F A28
THRRVET, 774NV NERT R 7 7 AL EED T, TRXTOER T2 7 7 A VOBAED =
Y74 X al—rar T I DAy 4 X alb—a U EERT DI, show
running-config all tunnel-group =~> R&Z A LET,

EHEIJOIT 74 ILORRE

1 DD ASABYR—FTEDLER T 77 AV (b ZA0—"7) ORRET. 77 v b
74— LD VPN £ v v a ORI +5 O TT, HllRZBx5 b Zv—T7%
BMLES &3 5L, TERROR: The limit of 30 configured tunnel groups has been reached] A
—URFERINET,

FIAILEDIPsec ) E— kT ERERTOT7 A ILDETE

FIFNIDIVE—F T RAEEGE 0 77 A VORRITZ. ROLBY T,

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipvé6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no override-account-disable

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS

tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point
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isakmp keepalive threshold 1500 retry 2
no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipv6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS
tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2

no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

IPsec F>RILTIL—TDO—EEH

— BT, IO RN T N—TF H A FICHEmTE, IPSec UE— K T /A hrxpab
L7747 P ASSLVPN kb Tlik, [ U —MRBIEDKE 3236 LTV ET, IPSec
LAN-to-LAN h> xuid, 7ty bEFEHALET, 7 XTOa~ > ROFEMIZ OV T,
[Cisco Secure Firewall ASA Series Command Referencel] 22/ 1L CL< 72X, 22Tk, VE—
77 AT 0 7 7 A )LE X OV LAN-to-LAN #5710 7 7 A L Z2 R ET D HIEICHOWT
JIEIZFEA L E T,
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JE—F 7O RREHRITO T 7M1 ILDEKRTE

WD) FE—hr 7T7A4 T hEHRYA SO ASA ODRICHERERTT 2581, VE—FT72
TR T T s ANVEHEHLET,

» Secure Client (SSL F 7213 IPsec/IKEv2 & $B5#5¢)
« 7747 L ASSLVPN (SSL & D7 7 7 _R— 2D #H)

* Cisco ASA 5500 Easy VPN /»— R =7 7 A4 7 > k (IPsec/IKEv] & ##¢)

F 72, DfitGrpPolicy & WD ARIDT 7 4/ KN J)—7 KU —p gt L E 7,

UE—FT7I7R0AERmT 07 7 A NV ERET DL, BN b Zv—7 gz
EL, WICVE—h 778 2REZRELET, ROHEEZZRL TIZSW,

V= NT IR T O 7 7 A IVDLRTE XA TOFRTE (1243—) ZfEH L TES)
T D2 ENTEET,

s [NE— T vREERH T 7 7 A NO—KBEOHRE (125—) | 2R L LT
Sy,

o THSGEDORTE (129 ~X—)

e [VE—RNT V8RBT 7 7 A4 LD1PSec IKEV] BIEDOHRE (131 2—2) | 25W
LTL7Z&EW,

¢IPSec U E— K T/t REFET T 77 4 /LD PPP BIEOHRTE (134 2—)
JE—FT7ORREHETOT7AILORZRIE R A TDIEE
FiE

Ll 2 A 7 EEE L Ctunnd-group 2~ REANTHZET, #wirm 77 A VEERL
3

VE—h 7782 MDA, ¥ A 7% remote-access T1,
tunnel-group tunnel_group_name type remote-access

1 -

7o & 21X, TunnelGroupl & WO AHID Y E—F 778 RAERE T 0 7 7 A VEAERT DT,
WKDa<wy ReEANTTLET,

hostname (config) # tunnel-group TunnelGroupl type remote-access
hostname (config) #
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YE—F 7o eREGTOT 7 Lo—pERORE [

JE— K TPHRRIEETOT7AILO—IREHEDETE

FIRr

ATy T

ATvT2

ATvT3

ATv74

e 70 7 7 AND R EREETITEET DI2UE, ROFMET AT A= Z2HEL £
B

—REMEERET DI, Yo/ arTE AN E—RELIIIAF AL TFARNE—RT
tunnel-group general-attributes # 2 7 # A L£4, 2T, brxArn—7—fk@Et=
T4 F¥alb—varE—RRfhENET, e IREL T, T RBREREINTZ L
Doy £7,

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

EREE— N — L — TR H LS. FHT V- oL EEELET, FEELE——
7/]/% \—B mﬁ)%ébﬁ_&% H— 7\7/1/7 &A%X%nmn Cffﬁﬁ‘ié%é\&i\ F—U— K
LOCAL ZEMmL £,

hostname (config-tunnel-general) # authentication-server-group [ (interface name)] groupname
[LOCAL]
hostname (config-tunnel-general) #

;

BEEY— R — JL— T OLTNT. R 16 SLFETY,

I ar T, IN—THDOBAIA L H =T oA A/ ERETHIEIZLY, A X —T <
A ABEFORAELRET DI &b TEET, b/zw®%7%m%$ﬁﬁé4y& Tz A A
Aix. By a THBMLERS D £9, kO a~y RTHE, @R —/3— servergroupl % fifi
T2 test EWIAFTDOA L H—T oA ADA L H—T = A AFEAGOFBIAENRESINET,

hostname (config-tunnel-general) # authentication-server-group (test) servergroupl
hostname (config-tunnel-general) #

ﬁ%?éwT%—A—&»~7®zw%¢ﬁbi¢(@Eﬁé%é)o:@@ BT 5 4
By =PI O T = AN RFET DMENDH Y £,

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

BA Y — = TN —T OLENTL. K16 LFTT, 72&zE, koa~<r Rk, #Bafh——
7 v—"7" FinGroup 25 Z L ZHHE L TV E T,

hostname (config-tunnel-general) # authorization-server-groupFinGroup
hostname (config-tunnel-general) #

TADLT 4 TP —="= T N—=TR8oo56. AT V—7DAFZHEELET,
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B =+ 7rexg8707 7 LO—REEORE

ATvT5

ATvT6

ATy T17

hostname (config-tunnel-general) # accounting-server-group groupname
hostname (config-tunnel-general) #

THYT 4T F—=N—= T N—=T DAL, K16 LFTY, 72LxiE koazs R
L. T T 4 T — = J—" comptroller Z T2 L EEEL TOVET,

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

FI )k TN—F R o —DABIEEELET,

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

TN—T" R —OL4HNEL, K64 FTT, ROFITIX, 774NV K TN —T K —D
411 & LT DfitGrpPolicy &% /E L TV ET,

hostname (config-tunnel-general) # default-group-policy DfltGrpPolicy
hostname (config-tunnel-general) #

DHCP #— 3— (K10 ¥ —/3—) OLRFTEILIPT FL A, B3LODHCP 7 KL A 7 —)1
(K67 =) ODARIERELET, 774/ T, DHCPH—/—L& 7 RL R 7 —/L (%
S £ A, dhep-server A~ FIZED, VPNZ IA4 T FDIPT FLAZESGL XD
LT 5 & FIT, FRED DHCP —"—ZBMA T L a2 VEEETDHEIICASA ZRETED
£212720 F£9, FEMIZDVWTIL,  [Cisco Secure Firewall ASA Series Command Reference] %
A R® dhep-server 2~ RESIL T ZE0,

hostname (config-tunnel-general) # dhcp-server serverl [...serverlO]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address poolé6]

hostname (config-tunnel-general) #

GE)
A H =T 2 A AL EFRETHHAIT. L0y = THDXLERH D 9,

T RUVA F—)Lix, Ze—s)Lary7 4Xal—3 32 F— KT iploca pool =~ > K%ff
HALTHELET,

Fy b= T RIyvararyhbo—LafH L TWha5EA, *\%7—77F:yVa
voay ha—L RAF v REECHEA SN DRI — =D I N —TZRET 57291, NAC
FREY— "= Z =T DA4RTEERELET, NAC ZH AR —FrF5X51C U&<&%1o@
TIEAaY ba— LY —NEHRELET, ACS T V—T D4 HIJ%?‘EE?‘%’) I%. aaa-server
awy REFHLET, RIZ, TORC4ARTZ S — 70— LT,
nac-authentication-server-group =~ > R&fiH L £,

RIZ, NAC RAF ¥ FREEIZMEH S H38GEY— /N 7 /L—7"& L T acs-groupl Z 5l 9 % il &
RLUET,
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YE—F 7o eREGTOT 7 Lo—pERORE [

hostname (config-group-policy) # nac-authentication-server-group acs-groupl
hostname (config-group-policy)

I, TTHNFDYE—F T 7R TI—TNEEREE—N— L — T 2Kt 50 2=
LET,

hostname (config-group-policy)# no nac-authentication-server-group
hostname (config-group-policy)

GE)
NAC ZEHT 512X, UE— bk & A b _EIZ Cisco Trust Agent WNFTET HMLERH VY £7,

Z— P —Z % AAA P— X—ZETEN, 22— A0S 7 N —T E 3R A RET DN E
IAMEBRELET, T74/LMTIH, IV —74b LV A bRESNEY A,

hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm
hostname (config-tunnel-general) #

LIV EITEB R AL D Z L TE, LVLERRET D56, ASAIT2—F—AB LU0 L —
7 (bD5E) WAtz LET, 7 —T7ZRET DL, ASAITRFEC2—F—AB LU
WA (BDHEE) ZEHLET, LALMEMTZHIBRT DT sripreAlm =2~ > R&Z AT L,
FREHI 2 — =20 D 7/1/»«7%%%72}%'”3?‘?5 1 strip-group =~ > K Z{# H Li‘ﬁ‘ i
OB Z IR D & FRFEE username 72T IR ST ThbiE T, TSNS EA, R
uﬁiwmmﬁﬁwmi%ﬁ£¢itmwammmﬂMMoqmmi?ﬂK%dwTﬁbhi
T, = =TTV I X EMFTTERVEEIT, sripream Zf8ETH2HERH Y £7°,

#—/3—73 RADIUS, RADIUS with NT, F72/Z LDAP h—\—D§E, A7 9 T, /SR
U— FEBZA R—T M TEET,

(;I)
FOREIZLDAP 7 4 L7 R U == L TV D55, /AT — NE L Sun Microsystems
JAVA System Directory Server (IH4 #R/iZ Sun ONE Directory Server) 33 J UY Microsoft Active
Directory Zffifl L THAR— & ET,

Sun:Sun7 4 V7 hU H—_— 2T 7 AT HTDIZ ASA IZHE STV S DN 3, H—
N—=DT TNV I NRAT— KRR =TV BATELHLERHY T, DNELT, T4 L
7 NUEEE, FlET 4 v N EEEHERE RO EHEHT L AR LET,
72X, T 740 F RRAT—= R RY U= ACI R ETE T,

Microsoft : Microsoft Active Directory T/NA U — NEHZ A R —7 /L2 F 5HITIL, LDAP over
SSL Z i ET D MENH Y £,

COMREIIT 74NV FTT 4 =T NI TE D BEONRRAT — FOFHHBENESL &
PR A TR LET, T 740 h Tk, #RUNO 14 BHRIZEENBRBINET,

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #
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B =+ 7rexsTno 7 Lo—BEEORE

P N—NLDAP Y — " —DA ., FRMMIRNITNZ LB T 2 ERBBIND ETOHE
(0~ 180) #fETEET,

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

GE)

oAV TN—T—fxEN a7 4 X 2 b—3 3 F— K TAJ L7z password-management
av U RIZE-T, b7 —7 ipsec BT — R THEANIAT S - FEHELED
radius-with-expiry =~ > RQ3E I LN ET,

password-management =< REFRETHE, VE—h2—HF—Nu /(95 LX|Z, ASA
X, 2= —DBED/ AT — ROFGHHRIESNTND Z &, FEHRAITIN WD 2
LEBMLET, ThND ASAL, 2—HF =B RRAU—RELEETX5L9ICLET, BT
D/RAT — RBRRH L TR WEE, 22— — 32O AT —REFEHLTe /A v LEET 5
Z LN TEE T, RADIUS 7203 LDAP FBFENGRE STV WA, ASA TlEZoa~ >
ROV S E T,

ZHUZE o TRRAT — RBHIREINIC /22 E TORABENERIND DI TIER <, ASANR/ SR
U — ROIREIAUC 72 BT H A 2 —F —~DEELZ G T 520D EEIND W) RICHEE
LTLEEEY,

password-expire-in-days ¥ —7 — FZ$5ET 25613, ARLIEET 20E P H Y £9,

Toawy RTHEICOZEET AL, Z0a<vy NETF 4 B—70IC2 0 £, ASA I3,
Z— PR L TERBESTNB T LR BALERADN, BRI —F— 32T — %

EHETEET,
FEHIZ DWW TR, YA U — REELH O Microsoft Active Directory D% E  (146%—37) Z S L
TLTEEY,

ASA Version 7.1 LLFEClX, LDAP F 721X MS-CHAPv2 % 7R — 9% RADIUS 84f5¢ CRBaE & 1T
9 & & |Z. AnyConnect VPN Client #¢. Cisco IPSec VPN Client #f¢. SSL VPN 524 h > U
VT ISAT VRN, BEXOVY TG4 T U b L REERNIIRTT B SR T — NEBER A
R—hENTWET, AD (Windows /XA T — K) E7ZIENT4.0 KA A NIHT 5D 260
m&47@w#nf%\szwhﬁﬁiﬁf%héﬂfwiﬁho

MS-CHAP # V" — k L TWA—ED RADIUS V— X— %, HfE MS-CHAPV2 # V7R — F L C
WEH A, password-management =~ > K& H T 5| i MS-CHAPV2 BB T= s, N
— TR LT 72 &0,

GE)
RADIUS $—/3— (Cisco ACS 72 &) 1%, FREFERZ B OGS — =27 X T 2550
HVET, 72720, ASAHIZRADIUS r— =L DOAHBELTCWA L OICRZET,

LDAP C/XA U — REZEFE T H21E, THRO LDAP ¥— 13— L E O FiERMEH v Tn
F9, BIfE. ASA TiX Microsoft Active Directory 3 & TY Sun LDAP H—/ 3 —{Zx%f L CHO I, it
HONRAT— REHB Yy 7 2FRELTWET, A7 17 LDAP IZIE, SSL B2 T
9, LDAP O/XA T — REHZEITT DT, SSL_ETOLDAP 21 F—7 /WIZT 50BN H
DEd, 744 FTiE, LDAP 3R —F 636 #fH L £,
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ATy 710
2Ty TN

AT T12

CERFIDKE

FIRr

ATy I

—szinzz |

FERAENORRA 7 2 ) —HOLRI 2B T O AT 5 1 > IdE8E0 B EEE L E7,
ZoORMICED, TV FDN 7 4 — L RO EDOE S ZRAHAO—F—4 L U THERT
DIINFREESNET,

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

e ZE A<y Rid, ON BHEZRBATHO2—F—A L LTHEMT 5 Z L 2mEL T
i‘j‘o

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes /&, C (&) . CN (i#@%4) . DNQ (DN {Effi¥) . EA (BFA—
VT FLA) ( GENQ (HAUESfiF) . GN (&) (| (A1=T %) [ L (#%) | N (4
AD . O (FAf%) . OU (Mfk==v 1) | SER (¥ U7 A%E) . SN () | SP (NE/iF
HOERR) . T (&) . UID (=—¥%—ID) . BLTVUPN (—H# =7V /L r—20)
BHYET,

a— P — (T ?FTTZ)ﬁﬁ L EDOA—P=RNEFICRT SN TV ORENDH LN E )k
BELET, 774/ FTIERTIFERSNEE A,

hostname (config-tunnel-general) # authorization-required
hostname (config-tunnel-general) #

#Ewuu i :L—*)‘“—fPEl?/I' \/@ﬁa:ﬁbﬂ@uuumy [/74//)?}1/ (ZOE@:‘L_%‘—% &/\
AT =R &) ZANTDHEOERTEHA 7V a0 ORETT, TEHBEARETHITE, K
Da~vy RERELET,

v H U F VG — "= TN —THEELET, Z0a<vy NI & AAA——¢
LCTHEHT D AAA —— TN —T % HRELET,

GE)
Z @3~ RiE, AnyConnect VPN 8562721 A S E T,

v hAY 0)#—/<~ T N—FTILSDI —_— P —FERETXERA, T 74V KT
X, B UV REFRINEL Y T AL

hostname (config-tunnel-general) # secondary-authentication-server-group [interface name]
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ATy T2

ATvT3

BEITOT7AL. TL—TF K o— B&v0a1—H— |

{none | LOCAL | groupname [LOCAL]} [use-primary-name]

none ¥— VU — RZET DL, B ¥ URGHIER SN EH A, groupname fEiX AAA H—
Ne TN—T 2% R" LET, B—AVEINEY— = T = _XR—=2 2T 5L 2R L,
groupname il & 35 & LOCAL X7 4 — /A3y 7 &R LET,

&2, T4~ VREEY — " — J )V —T % sdi_group (2, EH XV RBEEY —— F L —
7% ldap_server [IZEXET HIZIE, ROa~v L REASHLET,

hostname (config-tunnel-general) # authentication-server-group
hostname (config-tunnel-general) # secondary-authentication-server-group

GE)
use-primary-name ¥ —V — F& T 256, v /A v X477 iE1 DOax—HF—4721F
FORLET, £, 22— —HE2T VX AGEHEN N T 256, 774~ ) a—HF—472
TRRBFECEH S E T,

T hH ) =Y =4 & AEHEN L RIGT 58413. secondary-username-from-certificate %
ABLET,

hostname (config-tunnel-general) # secondary-username-from-certificate C | CN | ...
use-script

EhH) a—P—4 L LTHEHAT 2 72DICGERENGHIE T 5DN 7  —/L ROfEIX, 77
4~ VU @ username-from-certificate =~ > K& [R U T9, F72lE, use-script ¥ — 7 — REF5E
LT, ASDMIZ Ko THEMEINTZATZ VT N 77 A NVEFEHTH LD ASAICHERTE ET,

ez TI9A~) 2=V LT 4= RELTEELE, B F) 22— =47 4 —
A RELTH2=y FE2fETHIZE, koavr FEALLET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # username-from-certificate cn
hostname (config-tunnel-general) # secondary-username-from-certificate ou

PAECH T 2720127 74 T > MEHENS YD X ) a—HF L2 TE5 L9127 5
[ SR NS 9274 /I/~7° webvpn JEPEE — KT secondary-pre-fill-username =~ > R&fliH L
9, Z0Oavr REI7IAT L FUABRETIXSSLVPN 7 7147k (AnyConnect) #%
BZHEH T 2208 9 it Snlca—F—f &2 Ra—F—IIERRICT 20 E 2 it
ETHX—T—REMHLET, ZOHEIZT 74V N TEHICREINTWET, 7747
YRV AF T ar b SSLYTAT U N ATV a VIRRHCER TE TS, 2T NBIE
DA~y FNCRETDHILERH Y 7,

hostname (config-tunnel-general) # secondary-pre-fill-username-from-certificate
{clientless | client} [hide]

7ol 2 DT T A~ ) Ll XY Ol OFRFE pre-fill-username & T 2 121%
WDa<wy ReEANTTLET,
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ATy TH

UE—k 7O RREGTOT7 4 L0 IPSec kvt Bt0zE [

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # pre-fill-username client
hostname (config-tunnel-general) # secondary-pre-fill-username client

Pefoel i H 3 8 A B A BUST 2 - OIE T 2GE — =2 ELET, 774/ FD
@Tﬁéi\ 705/])"7 ) uAD\nE‘H-“_‘/\‘_‘VC‘ﬂ—o Zoavxry NI Emunmwc@#in%%%fﬁij_

hostname (config-tunnel-general) # authentication-attr-from-server {primary | secondary}

7::& %_{\i\\ '[ij :/&) n:uniE"j-’—/\’—%j:E‘ij—}:) i /k@:l"?/ ]\%)\73 L/i‘g—

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authentication-attr-from-server secondary

Yo va r EREEMNT AR —Y & (TTA~ D EiFE I XY) BRELET, T
TAN MEIXTTA <Y TY, “EHBEA R NMICTHE, 20D O —HF—4 Tty
Ta vERRIETEET, BEHE Iy Y aroa—F—4 L LGRS N a—F—4 DN
NNERETHIVENHY £, By aroa—W—RI, ThooT407, Byvay
=X R— R syslog, TNy VAR I D 22— —4TT,

hostname (config-tunnel-general) # authenticated-session-username {primary | secondary}

-z i tyTarvk EQL'H‘ j'émunﬂz:b’—‘qj-"—% oK FRRE— =B HUET 5 &
FBETHICIE, koa<wr REANDLET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authenticated-session-username secondary

JE—FT7ORREHTOT74ILD IPSec IKEV1 BIEDERTE

FIE

&

VEe—h 727828707 7 A /LD IPSec IKEV] B AR ET 5I121%, WOFIHAZEIT L %
T WOFHIE, VE— T 78R T 7 7 AV ET TI/ER L TS Z L &HifRE LT
WET, VE— T 78RR 70 7 7 A LI, LAN-to-LANBSfe 7 7 7 A L L 0 $ %<
DRMERH Y F7,

UE—bFT278A bV Z—70 PSec BIELZIEET HI121E, o7 arTHA b
EF—RELEFYALT a0 THFRANE—RTROaA~ REAT LT RV 0—7 ipsec J&
HE—REMBLET, o7 MBRELLT, E— RBRERINT-Z ERbn £,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
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B =+ 75 £RBETOT 7 1 L0 IPSec KEVI BIEDRE

ATvT2

ATvT3

ATv74

ATy TH

hostname (config-tunnel-ipsec) #

Zoaxvy RIZEY, bRV T —Tipsec BT 4 FaL—a v E— RRBRBESN
¥4, ZTOF—FTIE, Yo7 aryX¥ AN E—REHIIvLVF ar5TF AN E—RTY
F—RNTIEBA FNRATIL—T D IPSec BIEHRELET,

el ziX, Woa< 2 Rk, TGL E WO ARTOERi 7 v 7 7 A VIR T 5 o xr 7 —7
ipsec BHEE—RFDOa~v L FP< ZEE2BELTWET, Yo7 MAEL T, horxn
T N—"7ipsec BT — RIZ AT 3D 77,

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

FEHFF—ICES IKEVI 2 AR — T 57-010, Faidkax—2BELET, &2
X, O~ RiZ, Psec IKEvl UV E— |~ 727 2 2# ki 7 a7 7 A /L0 IKEv] ki 2 R —
5701z, FaiEAEF— xyzx ZHEEL TWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-ipsec) #

V7 OMAELFEA L TCETOID ZRBAFT 2008 I N EREL £,

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #

HTE AT a UL, req (WH) | cart( GEHAETHR— SN TW5HA) . nocheck
( GR~72\vY) TF, 774/ Mdreq T,

7o 2IE, RO a~ 2 R peer-id RAEDS L E 72 Z L ZHE L TWET,

hostname (config-tunnel-ipsec) # peer-id-validate req
hostname (config-tunnel-ipsec) #

SFAETF = — U AR ETEAMNE I ERELET, ROa<r Rif, b— FEEHEL T
DAL CAFERAEZEEFE L TVNET,

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

ZORBRMIX. TRTDIPsec b AT N—F Z A4 FICEAEINET,
IKE B TICEET DFEAEEZFRINT D F T A RKRA U FOLA4RIZHRELE T,

hostname (config-tunnel-ipsec)# ikevl trust-point trust-point-name
hostname (config-tunnel-ipsec) #

WD =<2 Fid, IKE E7ICEET 2R #0401 LT mytrustpoint 245 L TV E
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ATvT6

ATy FT17

UE— bk 7O LREGTOT7 4 L0 PSec kvt BioiE [

hostname (config-ipsec)# ikevl trust-point mytrustpoint

ISAKMP ¥ —7 7 A4 7D LEWVMELFHFENDY TABEERELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

threshold /X7 A —X TiX, ET7RX—T T 747 F=F VT EBBTHIETCORETA R
VIR 2 0% (10 ~3600) THREL £, retry /87 A —Z L, =77 T4 TIENZ[F &S
N lgot=2%DV b I AMOMKBETT Q~108) . IKEX—77 7471, 774V KT
A X =T NVTY, ISAKMP ¥ —7"7 74 7 %7 4 E—7/MZT 5HIZiE, isakmpkeepalivedisable
EADLET,

72 ziE koo~ Nt IKESF—7 T4 7D LEVWEZ ISRICETL, VNI A1 A
H— )& 10 PIZERELE 9,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /X7 XA —Z DT 7 /L MEX, VE— 77 B ADEFAEIL 300, LAN-to-LAN D54
10 T, F7o. retry XT A—=F DT 7 4V MEIZ 2 TH,

e (BFaT7 F—FrUxA) T, ISAKMP E=Z Y 7 &R LTRRBLRWVWE I
BETLHEAIE. koa~<wr FE A LET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

ISAKMP ~A 7'V v RIEFFS R, XAUTH £7213 4 7V v K XAUTH Z#8E L £,

isakmp ikevl-user-authentication =~ >~ F‘ i ASA FRAEICT VX NVGEMEEFE T AL ER H
L2854, BXOY £— bk VPN 22— —3%FEIZ RADIUS, TACACS+, F7-i% SecurlD 72 & D L
=T i RERIEERT 2 LN H 5 ﬁA_\A47)/kXMHHM£%% ET 5720
FRLET, "7V v FXAUTHIC L > T, IKED 7 =—X 1 BRD 2 SOFIEICSE S H

F7, 2O TAA TV v RiBGEE M E T,

a) ASA L., YDA —HiFZHEHA LT, VE—h VPN 2—H—(Zx L CIRFEL £,
Zhicky, BEMICERIETAIKE X2 T4 TV o—va VAL SNET,

b) WIZ, XAUTHZHA Y E— N VPN 2 —HEZWEEL £9°, ZOIEFRGETIL, VAR — KX
TN ARERD TN ORI RE A TEET,
GF)
FORES A T HnA T RICHRET DL, FRNCFEAE — 25 E L, Faidta ¥ —%
ER L, NTARKRA Y REBRETDILERDH Y F7,

isakmp ikev1l-user-authentication =~ > K& 47> 2 > @ interface /37 A — X & L C,

BEDA L H—T oA AERETETET, interface X T A =X ZEZWKTH L, Zoa<wy
ITTR_RTOA L F =T oA AZEHIN, A F—T A AT LIZa~vy RBRBEESNR
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B rsecUE—F 7o EREHETOT 71 L0 PPPRIORE

TWRWGAEDONy 7T 7 UTHRELET, #i7 a7 7 A4 /12 2 D0 isakmp
ikevl-user-authentication =< > RZE L TWT, 1 Didinterface/X7 A —X ZfEHA L.
LI DIIEHLARVWGS, A VX —T oA AZRETHa~v 2 RIZZDOREDA 4 —
7oA AEBIRLET,

7o & X, WDz~ RiL, example-group & MEIN D87 0 7 7 A VONIEA > &2 —
7z A ATHNAT Y v KXAUTH & A X —7 /M LE T,

hostname (config) # tunnel-group example-group type remote-access

hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec) # isakmp ikevl-user-authentication (inside) hybrid
hostname (config-tunnel-ipsec) #

IPSec ) E— F 7V RA#EHETO T 74 )LD PPP BHEDERTE

FIE

ATv T

ATy T2

VE—R T 78R T 07 7 A VDOKRA > MY —KRA > b 7a haVethEasEd 52,
WOFNEZEIT L ET, PPPEMEIL, IPSec VE— K 727 20T 07 7 A )W T M
ENFET, ROFBHIL, IPSec VE—h 77 B REH T 0 7 7 A LE2TTIER LTS Z &
ZHiFEE LTWET,

N RN T N—Tppp Bl 7 4 Falb—va v E—RIAVET, ZOE—RT, kD=
<~V REASHLT, VE—KRT VR R FATAL—FPPPBMELHELET, Frr 7 b
WERLT, BE— RRERINTZZ RN £,

hostname (config) # tunnel-group tunnel-group-name type remote-access
hostname (config) # tunnel-group tunnel-group-name ppp-attributes
hostname (config-tunnel-ppp) #

72z, Roa< > Rid, TGl E WO ARTOER 7 v 7 7 A VIZBRT D hofv 7 —>7
ppp BIEE—RFDa<wr Rk 22 RELTCVWET, Yrr 7 vaZB(kL T, hrxs
J—"7 ppp BIEE— RIZA-T=Z RN 77,

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ppp-attributes
hostname (config-tunnel-ppp) #

PPP 562l D [EA D7 v b 2V AT HREEE A R —T/UST D0 E D MEFRE L £
T 7a b IV DMEITIROWT NI £,
« pap : PPP #5¢ C Password Authentication Protocol (/XA U — RFEFEZ 1= kL) Offi % A
F—T M LET,
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IPSec ) E— k 77t EETO 77 1 Lo Prp BEDEE [

s chap : PPP ##t C Challenge Handshake Authentication (F ¥ L' > ¥ N> Ry oA JREFE 1
k=) O ZA R—T I LET,

 ms-chap-vl F 721X ms-chap-v2 : PPP #5¢ C Microsoft Challenge Handshake Authentication
Protocol (Microsoft 7 L' ¥ Ny Rz A ZFRFET 1 hajin) o= a 1 £720F
N=Va 2D EA X—7 VI LET,

« eap : PPP $%f¢ C Extensible Authentication Protocol (JEEFRFEZ v h2/L) OfiH%Z A 1 —
TV LET,

CHAP & MSCHAPv1 IZ. 7 4 /L hTA X —T IR > THET,
Zoawy ROITRO ERBY T,

hostname (config-tunnel-ppp) # authentication protocol
hostname (config-tunnel-ppp) #

BED7 v haLOiRiEE T 4 B—7 T 5HI101E, Zoa~xwr KonoBEXE2HEHLET,

hostname (config-tunnel-ppp) # no authentication protocol
hostname (config-tunnel-ppp) #

7L 23, ROa~<w 2 RIZPPP K TPAP 71 haLfF a4 2—7 M LET,

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

W’ a< > Rk, PPP#58: T MS-CHAP X"— g2 Fua havoffifid A4 x—7 VI LE
@—O

hostname (config-tunnel-ppp) # authentication ms-chap-v2
hostname (config-tunnel-ppp) #

WD~ KL, PPP #:%: T EAP-PROXY 72 Fa VA2 A x—7 Wz LET,

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

WD a~< RiZ, PPPHEFETMS-CHAP X—Y a3 1 7 ha Lo ETF 4 E—7 Lz LE
7,

hostname (config-tunnel-ppp) # no authentication ms-chap-vl
hostname (config-tunnel-ppp) #
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B wvowunsgsoo s LomE

LAN-to-LAN i85 R D 7 4 JLDERTE

IPSec LAN-to-LAN VPN ##¢ 7' 12 7 7 A /L%, LAN-to-LANIPSec 7 7 A 7 > M #2720 1 H
EhEd, RETHNRNTA=HFDLLIIPSec V E— T 7B ADEERH T 77 A NLDEHD L
[l U C7 2%, LAN-to-LAN k> RIVDFN/NT A —2 DTV £9, T I T,
LAN-to-LAN 83t 7' 10 7 7 A V2R ET D HIEIZ O TR L E T,

« LAN-to-LAN #5555 7' 10 7 7 A LV DLRT & X A FDEE (136 2—)
« LAN-to-LAN s 7' 10 7 7 4 LD — i @IEDE (136 ~2—3)

« LAN-to-LAN IPSec IKEv1 @tk E (137 _X—2)

TIA#IFDOLANto-LAN O D7/ ILDaA VT4 Fal— 3y

7 7 4V ;@ LAN-to-LAN £t 7’00 7 7 A L ONEFIL, IRD EBY TT,

tunnel-group DefaultL2LGroup type ipsec-121
tunnel-group DefaultL2LGroup general-attributes
default-group-policy DfltGrpPolicy
tunnel-group DefaultL2LGroup ipsec-attributes
no ikevl pre-shared-key

peer-id-validate req

no chain

no ikevl trust-point

isakmp keepalive threshold 10 retry 2

LAN-to-LANEEG 7’0 7 7 A NV DIRT A—Z IV ET— " TI7 B AEEHG T 7 7 A LDI/8T X —
2E0Ll FOWFLEALLIZELLD I N—FTHEILTT, ERICHERZRET 550
FEEZE X, ZZTRIOITN—=T DT 2= ZHBNCHA LET, F/RIICEHRE LWy
WRIA=ZIETT T, T7HNOERHRT T 7 A NN ZDEEMALET,

LAN-to-LAN 5 O 7 7/ LD BRI EZ 1 TDIRTE

B o m 7 7 A NVDOARTE XA TERET DI, RO X S IZtunne-group =2~ K& AJL
£7

hostname (config) # tunnel-group tunnel group name type tunnel type

LAN-to-LAN k> R VDA, # A Ziipsec-12l 12720 £9, 72 & 2%, docs &) ZREITD
LAN-to-LAN 5t 7' 0 7 7 A W AFR T 51213, Roa~r Re AN LET,

hostname (config) # tunnel-group docs type ipsec-121
hostname (config) #

LAN-to-LAN #£#: 7R 7 7 1 LD — B DR TE
BT B 7 7 A O RBMEERET S0, KOFIREETLET
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FIE

ATy T

ATy T2

TRY—, BLUI—Y—
LAN-to-LAN IPSec IKEv1 B0z [}

TN arTX AN E—RNELIEYAVTF 227 F A b E— KT general-attributes ¥ — 7 —
REFRELT, bR —7—EtEe— NElm L ET,

tunnel-group tunnel-group-name gener al-attributes
1 -
docs L WO ARIOBRE T 0 7 7 A VDGEIX, ROa~vy REAT)LET,

hostname (config) # tunnel-group docs general-attributes
hostname (config-tunnel-general) #

a7 SBRE{L LT, config-general E— RIZ A7 Z &NV £F, MR ATN—TFD
—fREMEX, ZOoFE—RTRELET,
T7HN b TN—=T R —DARIERELET,

default-group-policy policyname

1 -
WpDa<y R, T 7408 70— KU 2 —D4RIZ MyPolicy Z45E L TV E 7,

hostname (config-tunnel-general) # default-group-policy MyPolicy
hostname (config-tunnel-general) #

LAN-to-LAN IPSec IKEV1 BT D EXTE

FIR

ATy T

IPsec IKEv]l BIEZ R ET DITIE. ROFIEAZFITLET,

k7 —T1PSec IKEV] BIEZ R ET HITIL, 7 arTH A ME— NEIIV L
F a7 F A T— T IPSec-attributes ¥ — 7 — R Z$5& L T tunnel-group =~ > K& AJ)
L., oI n—TipsecJ@tEar 7 4 X2 b—a vy — RERBELET,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

7=l ziE, ko< RTIE, config-ipsec B— RABIFA L. TGl & \W ) ARTOHER 70 7 7
ANDINTG A =B LT ETEET,

hostname (config) # tunnel-group TGl ipsec-attributes
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B an-o-LaN Psec IKEV Bt DR E

ATy T2

ATvT3

ATy T4

ATy TH

hostname (config-tunnel-ipsec) #

Tuar T IRE LT, P —Tpsec @y 7 4 X2 b—va v E— RIZA-T
ZENLNY ET,

FETIAT 2O < IKEv] #ki A2 AR — b 5701, SR —2HEL T,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key key
hostname (config-tunnel-ipsec) #

72 z21E, o< Fid. LAN-to-LAN#ER: 7 2 7 7 4 /LD IKEv] #fia AR— 35728
12, THETHEAE R — XYZX ZHEEL TWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-general) #

V7 OFEHEZFEH L TET DO ID 2GS 52208 9 hEREL 7,

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #

MM TE AT v a3, reg (W) | cert( GEBIETHA—F S TO5HA) | nocheck
( G2y TF, 740 Mireq T, 72& 21X, kD a~> KX, peer-id-validate 4~
= v % nocheck ([ZEXE L CWET,

hostname (config-tunnel-ipsec) # peer-id-validate nocheck
hostname (config-tunnel-ipsec) #

SEAEF = — L A EETELINE IR ELET, ROT Vg i0d, — FEEAE LT
TO TN CAFEHAEZEEFE L TCWVET,

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

ZORMIZ. TRTO RN T —T ZA FITHEATEXET,
IKE BT IZEET DaEBEEZHBT D N T A MRA v FOLAFIZEELET,

hostname (config-tunnel-ipsec)# trust-point trust-point-name
hostname (config-tunnel-ipsec) #

&2, Woa~v s NiE, 87 A MRA > M4 % mytrustpoint [ZFE L TWET,

hostname (config-tunnel-ipsec) # trust-point mytrustpoint
hostname (config-tunnel-ipsec) #

ZORMIE, TRTO MR I—T F A4 FICHEATE T,
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ATvT6

ATy 17

LAN-to-LAN IPSec Ikt B0z [

ISAKMP (IKE) ¥—77 74 7O LEWVEELEFHFTINDY M7 A B ZIEE L £9, threshold
IRFGRA—=R T, ET7NRX—TTI7A T =4V T HBRETDHETORET A RAVER 21
(10 ~3600) THRELET, retry /X7 2 =X %, F—T T 74 TIRENZE SN2 8o
2BV NI A BOBBETT Q~108) . IKEX—77 7471, T 74/ FTA X —T )L
TY, IKEXF—TT 747 %7 4 8—7MICTHI2IE, isskmp =2~ RO nolEXA AT L E
7

hostname (config) # isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

72 z1E, o< Rt ISAKMP ¥ — 7794 7O LEVMEZ I5FIZHREL, VR TFA
A B = E I0RICERELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /X7 A —% OF 7 % )L MiEIX, LAN-to-LAN D413 10 T, retry /37 A—X DT
7 v MEIZ2 T,

Pt b (EFa2T7 F—FUxA) T, ISAKMP E=Z Y 72 RLUTHRBLRWE I
FBETAHHEAIT. koa~vr FE A LET,

hostname (config-tunnel-ipsec) # isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

ISAKMP /A 7'V » REREESF . XAUTH 72131 7V v RXAUTH #f6E L £ 7,

isakmp ikev1-user-authentication =~ >~ I\“ i ASA FREEICT VXA NVGEHEAE T 2 LR &
L2846, BLOU E— b VPN 2 —H —3ZFIZ RADIUS, TACACS+, F721% SecurlD 72 £ D L
W =T ARSI T 2 NER & 555 DL\A4f)/FXMHHM£%% ET 5720
FRLET, "7V v FXAUTHIC L > T, IKEDZ =—X 1 BRD 2 SDOFIEICSE S H
F7, 2068 TAA TV v RiBGEE M E T,

a) ASA X, EHEDOABXF—HFZ2FEHL T, VE—h VPN 22—V —{Zx L TREIEL £,
Zhc kY, HEMIZHRIET A IKE X =27 4 7Y vm—va UL SN ET,

b) WIZ, XAUTHZHA Y E— N VPN 2 —HEZWEEL £9°, Z OIERGETIL, AR —F &
TN DIERDONT N DOBFEF R EEHTEET,
(6=3))
FORES A T oA T U RICEET DL, FANCFEAE — 25 E L, Faidtax—%
fEE L., FTABNKRA U MERETDHILERND D 7,

7o & 2, Mo a~ 2 RiE, example-group & ML D447 0 7 7 A VD ANA T Y R
XAUTH %Z A =7 /UZ L £,

hostname (config) # tunnel-group example-group type remote-access
hostname (config) # tunnel-group example-group ipsec-attributes
hostname (config-tunnel-ipsec) # isakmp ikevl-user-authentication hybrid
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B =20k s547 ko FoRL T L—TFizonT

hostname (config-tunnel-ipsec) #

BER—ZXDIKE29SAT7UoRDRRIL TFIL—TIZDUNT

oV T N—T1F, PR RY U—2 L7 a— KDty hTT, AAAY—/—
BEHATD MR TN—TERREL, AT A—XEREL, T AN NDTN—T R
Vo—%EERLET, ASAIL., P ZA—7ENEHICRFE L E9,

IPSec VE— T HBADT 74/~ b3/ 7 )b—71L DefaultRAGroup T9, 7 7 #+/L b
Morpy ZN—F13, BERETLHZEIITEETN, HIRTL2Z LT TEERA,
m&a?m\%@m~ﬁwxi@)%~%mﬁcuéﬁﬁbfﬁﬁﬁmﬁﬁﬁ%ﬂﬁf%iﬁ
(DF D, EETICH L UEFEAA —GE 2 5% 0E L, BNk U CIEREERGE £ 7213
EAPRGEZXETCEET) . LB -oT, m&ﬂ%ﬁ%#ét\ﬁﬁ®wﬁ%h%m&&éa
LT Uy VCRRRET DIE SRR A E T £ 9 (FpidtfA S —., FEE. E72IZEAP) .

DefaultRAGroup % EAP RBGEMICRET D2 M ENH D £, Ziud, iEERGENGEN E DN
BlIEH STt \;n%®7747/%@ﬁ%%m®F/Zw7w~ A =
VIFTHIEMTERNEDTT,

ZHER— D IKEv2 EEDHR—

ASA Tid, RO IKEV2 BMERTAR—F S ET,
« INTERNAL IP4 ADDRESS/INTERNAL IP6 ADDRESS : IPv4 £7-1% IPv6 7 K L &

A

CE) FTaT7VAZy7 (IPvd & IPV6ODM T OT KL RAEID M T) 1%
IKEV2 TiIH AR —FSNEHA, IPv4T RLALIPV6 T KL AD
WA NER S0, WHFO7 KLU ARED Y THREZRS A1, IPv4
7 RUVADQHZRNED B THNET,

« INTERNAL IP4 NETMASK : IPv4 7 KL X X v hU—2 <2/

« INTERNAL_IP4 DNS/INTERNAL IP6 DNS : 75 A < U/ H > %1 DNS 7 KL 2

« INTERNAL IP4 NBNS : 7J A = U/t H > % WINS 7 F L A

« INTERNAL IP4 SUBNET/INTERNAL IP6 SUBNET : 27U » b h XU Z DY Z b

« APPLICATION VERSION : SN FEd, ¥x 2 VT 4 LOFHANDL, ASA D=V 3
UERELBELRDNL VIS EREREINEFA, EEL, 7747 MRESXA 72— R
FORICZDOBMEEZZO D Z ENTE, CFHIN ASA O vpn-sessondb =~ > R /] & syslog
ICERRINET,
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DAP OHHR— k

Befge 4 A 7L D DAP R Y —
IPsec-IKEv2-Generic-RA Z i L CZ O X A TNHFEDORY) > —%@mHAT I LN TEE

—é—O

Enn=—2

AxX A&

JE—FT7O9ERI9SA4AT7MD ORIV TIL—TEIR

pap o4 t— [l

BRI DI, LW 94T N ZATD

RORIZ, VE—FT 7 BRI IAT FEMMAFRR N RV TN—T F T a0l R
MERLET,
Ve—hT727%A| bbb 7 | Z0—7 | GEHE DN A TN TN—T | FD
— N N RL
7IAT R /: e (DefaultRAGroup)
AnyConnect VPN 7 | {31 A (=g A N/A
G472 b
Windows NAY-4 FExt %t (m—H <3 |0 N/A
L2TP/IPsec L DIEBAE A
(AAf v E—F S%a)
IKEvD) « 7L (PSK #f
D86
FEAEAN— 2D DD R EI SIS o XIS (m—TL < | xR N/A
IKEv2 Y OFEAEEZLEAT |y
e GE) \
s DefaultRAGroup k> %
e 72U (BAP #BAEAAE |V 77 EMEATS
4 2484 VERHY ET,

ZHER—ZADIKEV2 V) 54 7 2 FDFBEEYHR— +
WDORIZ, fEMESR—ZADIKEV2 7 A4 7 > hEVAR— R EN TV HFERE

FROYU A NERLE

j—O
A\
GE) R ROHIRIZ, ASA ETiEAR<, 7947 b EDOVR— OFEESETET, T

@D EAP S KOFIEIX, 7747 h&E EAP P —"—[TASAIZ LT anEd,
EAP DV R— NI, 774 T & EAP ——D EAP F ROV HR— MEI&xF9,
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2547 k%4 |EAP-TLS EAP-MSCHAPv2 EAP-MD5 SEBAZEDH PSK
TIBEEAK
Linux £ PR/ « ISE : )i « ISE : )i EOA [
StrongSwan . B
« ACS : Xf)in « ACS : Xf)in
* FreeRadius : * FreeRadius :
PSS PSS
* FreeRadius % « FreeRadius #%
o AD : %f o AD : %f
Android £ PP « ISE : xf)is FExHIES e ML
StrongSwan
« ACS : %fhis
* FreeRadius :
PSS
« FreeRadius #%
D AD : %
l[:‘\
Windows 7/8/8.1 «ISE : b « ISE : % L A BN Y
« ACS : %fhi « ACS : %fhi
 FreeRadius :  FreeRadius :
PSS PSS
« FreeRadius #% « FreeRadius #%
D AD : %f D AD : %f
;[L\ ‘I:D
Windows Phone « ISE : X%t « ISE : xfits N/A L L

« ACS : Xt~
* FreeRadius :

* FreeRadius #%
H® AD : %I

~
L

« ACS : Xt~
* FreeRadius :

* FreeRadius #%
H® AD : %I

~
L
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wuamzzgoen [

5547 k%4 |EAP-TLS EAP-MSCHAPv2 EAP-MD5 SEEAZENDH PSK
TIREEA R
Samsung Knox BRSSP « ISE : Xt * ISE : %}t o N/A

* ACS : s * ACS : I

* FreeRadius : * FreeRadius :
PSS PSS
* FreeRadius % * FreeRadius %
o AD : xf o AD : %f
i0S 8 « ISE : )i * ISE : %} PP R his A
« ACS : %fhis « ACS : %fIis
* FreeRadius : * FreeRadius :
%f s % s
* FreeRadius #% * FreeRadius #%
Hd AD : xf Hd AD : xf
Android XA 7 1 |#Z%47e L « ISE : xf)is AL/ ELA [
775 A4T b

« ACS : %fhi
 FreeRadius :

IO

« FreeRadius #%
B AD : 5t

~
I

BEHEIEAZ R DEM

VIVFREAERGEO 7 e F a VAR ER L, IhEm Dy v a L XA S TRHHTE S X
T, ERFERE T 1 b a VR EIRESIE Lz, 7 T4 7 > M SSLEHE #1772 » THEMRILE
BRth9 2 & B SSL #6072, ASAIL, 774 7> MAGEAERGEA L EE LY 7
ATV FIEHELZTER L TWDHZ EE2HERLET,

ASA X, VE—RT V7 RAZATDRINAVITN—TDXaT 7747 b ERICHLER
PEEERELET, PRI N—T = 7L, GEAEL—L v v B Y group-url 72
EOBEOFETETINE TN, BERFIEFEZ I FA4T7 v hexTyro—FENET,
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B evozmsvarvoszuntrivave

&
iy

il
tunnel-group <name> webvpn-attributes

authentication {aaa [certificate | multiple-certificate] | multiple-certificate [aaa | saml] | saml
[certificate | multiple-certificate]}

FREA T Y a . AAA OB GEHEO L, BEGEHEO S, AAA LFEAE, AAA
L EEGEE . SAML, SAML LREMAE, FI3EEBGEENAE L SAML T,

ASA (config) # tunnel-group AnyConnect webvpn-attributes

ASA (config-tunnel-webvpn) # authentication?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication

certificate Use certificate for authentication

multiple-certificate Use multiple certificates for authentication

saml Use SAML for authentication

ASA (config-tunnel-webvpn)# authentication multiple-certificate?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication
saml Use SAML for authentication

<cr>

ASA (config-tunnel-webvpn) # authentication aaa?

tunnel-group-webvpn mode commands/options:

certificate Use certificate for authentication
multiple-certificate Use multiple certificates for authentication
<cr>ASA (config-tunnel-webvpn)# authentication aaa?

ASA (config-tunnel-webvpn) # authentication saml?
tunnel-group-webvpn mode commands/options:
certificate Use certificate for authentication

multiple-certificate Use multiple certificates for authentication
<cr>

EAPID ZB T 3=ODVTYIDATLa > nDETE

Microsoft Windows 7 IKEv2 7 7 A 7 > hiZ, Cisco ASA H— 3—M k RV T )—T B ITfHE
HATERVWEICT DD, IPT RLRAZA ¥ —Fy b ¥—%H (IKE) ID & LTE(E

LET, ASAIZ. ASANZ FA4 7 LA EAPID Z B3 T&E 5 & 912, EAP GEREH]

@ query-identity 7> a U AMH L TRET HMENH D £77,

SEHESN—ZOEIEOL AT, IRD X H1Z, ASA ¥—/3— L& Microsoft Windows 7 27 7 A 7
k OFEAEIZIER S — AL (BEKU) 74—V RREENTWDILERH Y 7,

« 7 T4 T MEMETIE, EKU 74—V R =27 747 » FRAEGEHETY,
o B— N—FFHETIL, EKU 7 4 —/L K = 4 — —FFEHE T,
FEFAEIL. Microsoft Certificate Server F 721Z% DD CA r— =L EETE 97,

EAP #FEE DA 1%, Microsoft Windows 7 IKEvV2 7 7 A 7 > h M EAP BE:R ORIC EAP ID 2
RE/HGHET, 77472 MIEAPID EXR%ZEET 5121%. IKEV2 ASA ——ED h oz
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| #&rnorq0, Y—

FRYS—, BLUBL—H—
EAPID 2MET 2-00s Ty D AT 3 nst |

v T N—T T 7 7 A LNTquery-identity ¥ — U — RARRESNTWND Z L ZERL T
I,

\ )

GE)  Windows TAZY v b bR VU IRELTTE D L HIZIKEV2 Tl DHCP Y T3E 03V iR —

FIE

ATy I

ATy T2

FEnEd, ZoEEIE. IPvA X T Y v b o T BRETOREIMEL £,

Befe X A T IPsec U E— b 7 7 & ZIZRET A2, tunnd-group =< > RZ AN LET,
#3C1Z, tunnel-group nametypetype CT9, = “C\ name | b >RV T—T1CEID B THA
AICH Y., typelX b RO X A T TH,

WOHITIE, IKEV2 HFRi3HA % —72 44kkaol59636jnfx (Z7%E ST,

hostname (config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 44kkaol59636jnfx

(}I)
FRREE 58 T3 5121, ikev2 remote-authentication pre-shared-key =1~ > K ¥ 7213 ikev2
remote-authentlcatlon certificate 2~ > RERETHILELRH Y 7,

BHER—=ZADHP— RRX—=F 4 IKEV2Z U E— ks 727 EBRA 7747 Ml Ll —V—38GE
YV R— b3 5HANE UTHEERREE Y = b2 (EAP) ZIRET HITiE. ikev2
remote-authentication eap [query-identity] =~ > FZf#EH L £9°,

(6=3))

UE— FBAETEAP & A X —7 /I D123, GEFZMMA L Tr —h L GEREZRE L, ikev2
local-authentication {certlflcatetrustpoint} avy REMFEHLTE R T A MKRA U b %E&ﬁ
Téﬂ?#&)@i‘i FH Lol j: EAP wuuﬁgkﬁl?ﬁréﬂij«

74T }‘ZJ§\ UE— NAunE)EH _uxﬁéﬂtﬁ7 v a /@‘ﬁ“/\“(“( if£< Q%B%'fiﬁﬁfg
DX THEHEOF T arnbyET,

IKEV2 504, NV I —TDO< v By 7T, UE— REREEICHEH X 28I HFR
(PSK., FEHIE., B L UEAP) & u— W VGREIC A T 2585 (PSK L UGERE) |
BXOo— b VBHECHERATA T A MRAL U FEBETALERDH Y T4, BE, v B
TOFEITICIE, ©T £RIXETIEHED 7 ¢ —V ROEN SIS GEAE~ v 7%2H) Sh
7ZIKEID AMEH SN ET, MiTOA T g U RNERLESAIE. BEEERT 74+ DY
£— k?&txky*wﬁw—fDﬁMﬁMMWVV/EyﬁéhiﬁoE%EV/fm

VE— b ET7GEAECHRIES N BAIC0AEAINE AT a T, 2O~y Ik
D\Eﬁéb/XW7w~7m@7/t/7#ﬂ ETT, AEAEGEOSLE DA, L—ILE T
177 4V FOFREEFEH LT b ZA—70O8RB™IThE T, EAP FRIFR L PSK
SEEOBAIT. 7 TFAT N (MR ITA—T B —FET A5 4T ) OIKEID £7-
II7 7 4V FOFREEFEH LT ML Z—70BNThhET,
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. INR ) — REIEFHD Microsoft Active Directory D E%TE

EAPFERET, 7 74 7~ FBIKEID & o —H—4 ZHRIIZERE T & 2 5E1E. DefaultRAGroup
MRV TN—=T AT o MEN DY £,

WOHITIL, BEAP BFEERPIELE I N TWET,

ciscoasa(config-tunnel-ipsec) # ikev2 remote-authentication eap query-identity
ciscoasa(config-tunnel-ipsec)# ikev2 remote-authentication certificate
ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 12345678
ERROR: The local-authentication method is required to be certificate based

if remote-authentication allows EAP

ciscoasa (config-tunnel-ipsec)# ikev2 local-authentication certificate myIDcert

ATV T3 EHAELRFLET,

hostname (config) # write memory
hostname (config) #

N RVDBEET CTH D Z L EHERT HI2IE, show vpn-sessiondb summary = 7= (3 show crypto
ipsecsa 2~ R&EMHALET,

INR ) — KEIE D Microsoft Active Directory D% E

FOREIZLDAP 7 4 L2 R YU H— =% H L TV A4, 7SA T — RE BT Sun Microsystems
JAVA System Directory Server (IH4:F7i% Sun ONE Directory Server) 35 & UF Microsoft Active
Directory Zffi ] L TH AR — F I ET,

eSun:SunT 4 L7 RY H—R—ZT 7 AT H2DIT ASA IZFRE S LTV 5 DN 23,
P —=R—=DF T )V s RAT—RKRY =TIV BATEHLENHY I, DN & L
T, T4 V7 NUERE, £70037 4 V7 NUEBREHERE RO —V2EHTLZ &%
HRLET, F2F. 57408 XRATV—=R R —IZ ACI ZRETEET,

* Microsoft : Microsoft Active Directory CT/NA U — REH % A Rx— 7 /)LIZF 5121, LDAP
over SSL i ET D MENH Y £7,

Microsoft Active Directory T/SA U — REBLZ M 221X, —E D Active Directory /37 A —
&% HE L. ASA T/RAU — REHZF E#éggm%@iio_@ﬁfm SFEIFERAA
— REHT 7 ¥ a IZBE T % Active Directory DR EIZOWTHH L ET, 245 DA
@VMAT®NXU%F%@ﬁ4* TIN5 TWT, w2320 — REBEIEN R E
SNTVDZ EZHHRE LTWET, ZOHDFEDTFIATIEL, Windows 2000 (Z351F % Active
Directory D HFEIZE M L TWET, ZOHETIL, FBFEICLDAP 7 4 L7 R U H— R—2%ffi A
LTWDZEaHiRE LTWET,
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| #eTnorq0, YL—FRYS— BEUa1—¥—
REOY A VBRI — FOEEEL—+—(238%F 5 7= Active Directory DA ]

REIAT A VBFICNRT— FOEREZ1—H—IZ3&H9 5 7= D Active Directory D 1§ A

WEla 7 A VR == NAT — RO 2 o2 — P — |25 5 121E, ASAD ho s
N—T— k@27 4 ¥ 2 L— 3 F— K Cpassword-management 2~ > R&fE L T,
Active Directory CIRDFNEEZ FAT L E T,

FIE

AT w71 [Start] > [Programs| > [Administrative Tools] > [Active Directory Usersand Computers] MDJIE|Z 3
RLET,

ATwF2 £V v LT, [Username] > [Properties] > [Account] % &R L £,

AT w73 [User must change password at next logon] = v 7 R v 7 A% AN LET,
IOa—WF—NRREa A THEXIZ, ASATROZT v 7 MRERENET [Newpassword
required. Password change required. You must enter a new password with a minimum length n to
continue.] fg/PNE/NA Y — RE niL, [Start] > [Programs] > [Administrative Tools] > [Domain
Security Policy] > [Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] T
Active Directory ¥ ED—# & L T E T&E £7, [Minimum password length] Z#4R L £ 9,

Active Directory ZFER L=/ \XAJ— FOZXKEHBHDIEE

X2 VT4 2R T D7D, —EOBERREE SA T — RBRHIREINICR D X5 IZHRET
ETET, 2P — RRU— NOFERAEDBEEZFET HI21E. ASA D bR T V—T %
BT 7 4 ¥ 2 b—3 3 > F— KT password-management =~ > K& F57E L. Active Directory
TIROFIAZFEITLET,

\}

GE) LT, AU — ROAZBEROBREREE FATT LD N RV T N—T VE— T 7 &R
AT 4 Falb—varO—fe LTHEIILTUV radiuswith-expiry =~ o RIZIEHELEIC
RoTWEY, Zoavr N, PRI =T —RkEEE—-RTASND
password-management =1~ > RICEZ#iz bk,

FIR

AT 71 [Start] > [Programs] > [Administrative Tools| > [Domain Security Policy] > [Windows Settings] >
[Security Settings] > [Account Policies] > [Password Policy] Z %R L £ 9,

AT w72 [Maximum password age] # % 7V 7 U v 7 LET,
AT w 73 [Define this policy setting] &= v 7 R v 7 A% 412 LC, #F A9 5 [Maximum password age] %
AHACTHRELET,
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. Active Directory % {1 L f1=fx/N/ X 7 — KR O34

Active Directory Z{#F L 1=/ XX D — FRD&H|

FIE

ATy
RATvT2
ATv73
ATvT4

NRAT — ROF/NREEEHIT DI121E, ASAD b AN T N—T—{REtEar 7 4 21— 3
> & — KT password-management =~ > RZ¥5/E L, Active Directory TR D FllHZ F4T L £
D

[Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] %8R L £ 9,
[Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] Z &R L £ 7,
[Minimum Password Length] X% 7 /v 7 U v 7 L7,

[Define this policy setting] = > 7 R v 7 A% A N2 LT, /SAT — RIZED HUEN B D/
FEERELET,

Active Directory Z{EFH L f=/XX 7 — FDEH D& H

FIE

ATy

ATy T2

ATvT3

BRI RAT — R 72 & 203, RUFE/NFE, BT BLORELF 2L\ AT— N3
KT DT, ASAD M FATN—T —fEEEa 7 4 X2l —v gy F—RT
password-management =~ > K% AJj L. Active Directory CIRDOFNEZ FITLET,

[Start] > [Programs] > [Administrative Tools] >[Domain Security Policy] &R L £3 ., [Windows
Settings] > [Security Settings] > [Account Policies] > [Password Policy] Z#R L £ 9,

[Password must meet complexity requirements] % 4 7 /L' U » 7 LC, [Security Policy Setting] 4
AT7arRy 7 AEREET,

[Define this policy setting] &= > 7 7R v 7 A% 4|2 LC, [Enable] ZE4R L £,

IRA T — ROBEMEMEDBRENL, 2 —F—N 2T — REEFEF R L X ICFTFECY £9,
7=L 2, RElae 7 A VRIS A T — REEZEHIT 5, E0En BRI ANAT — RBHARY)
MU D EOWCRE LA TT, al A4 VR, HILWSRAT—ROANEZRDL T T
FRERSI, VAT LIEMEIRSIAT — RET &2 ANE T,
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| #eTnorq0, YL—FRYS— BEUa1—¥—
tE1TFHSAF 2 b EHHK— 1T 5 RADIUS/SDI A vt — oI 7 A LoEE I

X179 54F7 2 b EYHR— 9 5 RADIUS/SDI A vt — DR
JOJ7A4ILDETE

ZOIETIEL, RSASecurelD V7 FU =7 h—2 U&7 % AnyConnect VPN 7 7 A 7 2 |k
R, SDIH— =27 mF 9% RADIUS h—"—fFHTZ 747 MIEfEsh o2 —H—
TurF MIELSETE D LT 2 FIRICOWTHHAL £,

N

GE) CHIBFHERE AR E LA, SDIFRGEIE T T A <~ U RGE Y — =TT R — |k éﬂjﬁ—é«o

U E— h =—%—7% AnyConnect VPN 2 7 1 7> b T ASA [ZH&t L. RSA SecurlD h—2
ML CRAEEZRA D & ASAIZRADIUS — 3— LiB{E 21T\, I, FREIZ DWW T SDI
P N= LR EITNET,

FHEEDORIZ, RADIUS — T ASAICT V7 EA F¥ LY Avb—U %R LET, 2D
DF ¥ LY Ayvt—UHIC, SDIVF =D TH A N ETINEA =00 £9,
DA yE—T THA NI, ASA 23 SDI H— — L EEGERE L TV AHEA L RADIUS 71 %
VEMBHLTEE L TWDGALETRRVET, ZOD, X a7 7747 MIXRAT 4
7 SDI H—3— L L TRk S 572912, ASA X RADIUS — "= 50D A v & — T & il
TOMERDY 7,

F72, SDI A v —ILSDI — N THREFAFKETH L7, ASADA vE—T TF A MOA
KEITE0, SDIV—RDRA v t—VTFANE KT LH2MERHY 3, LAV
/*\ VE—hIIA TV b a—PICERREND T T b, BEEPICKEL SNET 7Y 3

XL THEYCTRWEERH Y 9, 070, BXaT 7747 FRRETETIZ, R
REDS RIS D ATREME DN B 0 F 97,

RADIUS/SDI A v E— %2R R— FTADDEX2 YT 4 T I7A4T L ADOHFE (149 ~2—
V) 7747 hESDI Y — —[HOFRFEEMESEITHI S D L 91T ASA #ET D HIEI
Ob\—(ﬂﬁﬁjq [/ji—g«o

RADIUS/SDI » vt — & HHR— T B31E=0DEX1) T4 FTSATUORADETE

SDI [l f5 ® RADIUS JG&&E A v —VHIR L, ¥XaT 7 7447 v b 22—V — TR 7 7
arvERDLETuo T N EFRRTDHLEIICASA ZRET AL, ROFIEEZFEITLET,

FIRr

ATYF1 Fr NI I—T webvpn 227 4 X2 L—3 3 F— KT proxy-authsdi =~ > K& H L
T, SDIH—— L DEHEFEZ VI 2 b— T 5 HET, RADIUS & A v — U &Rk d
éf_&)®#ﬁf;b7m774zv (b I N—7) HFELET, SDI P ——ZFRiEE D
a—HF =T, ZOERT R T 7 A NEN L TERTOLERH Y £7,

51
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B rrowssol v t—SEYR— LT BEOOEELYTF A FTSATUROBRE

ATy T2

hostname (config) # tunnel-group sales webvpn attributes
hostname (tunnel-group-webvpn) # proxy-auth sdi

ho RN T N—T webvpn 227 4 ¥ a2 L—3 3 > F— KT proxy-auth_map sdi =~ > R & f#
A LT, RADIUSH— =l L o> TEEEINDIA v -V TR N 2EREIT B —ET
%5 RADIUS J6EA v E—Y TF A & ASA TRELET,

ASADMERT DT 74V FD A vE— 7% & MME, CiscoSecure Access Control Server (ACS)

THEHEINDT 74V FDAvE—Y TF A2 M TH, Cisco Secure ACS i LT\ T, 7

THNIEDA =Y THRAMEEHLTVDSEE, ASA TAYE—Y THF A MERET D
VEIIH Y A, FRUSOEAIL, proxy-auth mapsdi =~ > REFH LT, A vt&—
TEAMRETLHLIICLET,

WDOFIZ, AvE—Ya— R, F74/LFORADIUSIGEA v E—Y FTHF AN, BLOEA
T —UOMREEZ TR LET, EX 2T 4 T T IA T U RIE, T—TMIFR SN B NEERIC T

Btk T DT, Ayt —Y 7% 2 MRS 2 3XCFFNIRNOLFFN OV 71 v kTIERW
LT HRERDHY £,

72& 21X, TnewPINJ 73 new-pin-sup & next-ccode-and-reauth Dl 5 2%t 5T 7 4 /L b D A >
=Y TXA MOV TEY N THDHELET, new-pin-sup & new PIN] & L TEE L7128
a. BX=2VT7 0 77747 AT RADIUS H— 3725 [new PIN with the next card code] %

=N

2fE4 % & next-ccode-and-reauth = — R Tid72 < new-pin-sup = — R &7 F 2 A MG L E T,
SDI#fEFa— R, F 74N DAy E—Y THZX M BIOA vE—V DR

Awt—Ta— T T4 D RADIUS & | #EE
k HEAyE—T FER b
next-code Enter Next PASSCODE Z—HZ PIN Z AHHFIRDO h—27 > a— K& A
VAN RRAVA YAy sV a3 N DY S S
new-pin-sup Please remember your new | g1 L\ 3 A5 AD PIN BNt X T Y . =—HFIC

PIN ZDOPINZFRTHILERLET,

new-pin-meth

Do you want to enter your
own pin

B LU PIN OAERRIC E D LW PIN X AEH AT
Nrea—PicEmiaE T,

new-pin-req Enter your new ZI—PERDPINZANTHI L HERTH L&
Alpha-Numerical PIN RLUET,
new-pin-reenter | Reenter PIN: Z— AL U 72 PIN OFEZRD 72 D12 ASA DSNEBHY
WHEHALES, 2—Ficrm 7 M EFRRETIT,
7 AT M PIN ZHER L £,
new-pin-sys-ok | New PIN Accepted —FNREME L7 PIN RZ T AN LN D E AR L

£,
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| #eTnorq0, YL—FRYS— BEUa1—¥—

sn—Fkyo— |

A yt—oa— | T T4I)L b0 RADIUS [T | HAE
N BEAvE—Y THRbE

next-ccode-and-reauth | new PIN with the next card | PIN#:/EfS. RD N —27 a3 — N&EF->Tonnb, 33
code DIDIZH LWV PIN ERD h—2 > a— ROl %
ANNTDHUERDDHZ L a—FITRLET,

ready-for-sys- pin | ACCEPT A SYSTEM LR AT KRR O PIN 1%} B MR TX T
GENERATED PIN 5B T L ERTT-DIC ASA BNERRIICHE L £,

OB TiL, aaa-server-host E— F{Z AV, RADIUS It A v & — new-pin-sup D7 F A k&
ERELET,

hostname (config) 4 aaa-server radius_sales host 10.10.10.1
hostname (config-aaa-server-host)# proxy-auth map sdi new-pin-sup “This is your
new PIN”

ON—T K1) —

COHETEH, INA—T R = ZOREFIEITHOWTHHLET,

TN—7 R Y —iE, IPSec B O —HF —BHEORBIELHEORTRE Y Moo= H O

T, T RTHNER) (m—Hhv) ITRIES D D, FAE8D RADIUS — N— R F SN E
T, BT e 7 7 AV TE, MU RVEN R, 22— PR ORI AR ET DI N—T R

V=MBMERENET, INA—T R —EEATEE, 22—V —FnF - —D T N—TC
Bty hEREBEHATEA2DT, 22— =L KRBT EEICIEET 2 4ERNH Y T4

/\/o

=P =2 T N—T RV —%EY BT BEDL—F—D I N—T R o —5EEL
20452, Fua— b a7 4 Xalb—y 32 F— RTgroup-policy =2~ K& AL
\iﬁqo

ASAIZIZ, 74NV DITNAN—T R —NEENTHWET, BRIITETTHHIBRIZTE 2
WFE TNV DT A—F RY —I1Zx. BOOREICEED 1 DU EO 7LV —7F RY 2 —
PERTAZ L TEET,

WES T L—T R =T N—T R o —52RHETEE T, WEZ L—7 1L ASA DNES
FT—HR—=ATHREINFET, HET7 N — 1L RADIUS 72 & ORI — N —ICREINE
T, ZN—7 K —ZiE, ROBEHERHY FT,

* Identity
F D
I TAT U N T AT T4 —VORIE

s hoxVU VT T han
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B 7o+rr0o—Fxys—ozE

s IPsec DRXTE

eN—RUxT 74T NDRE

* Filters

cJIAT Ay 4 Fal—arm

« RO IE

gt
i

FIAXILEDTIL—TR)—DLER

MAfﬁ\?71»%@7w~fﬁuy—ﬁ%&éhi¢o:@?7jwaw~fﬁu
AT CTEEIN, BRI TEETA, T 740 DI NV—TF R —i, DflitGrpPolicy
kwo%wTAMf“’ffLTwiT# CDOFTFNIDITN—T R —i%, ASA T
ENEHERTDEICHELRWIRY BCIERY £HA, ZOMDITN—T R v —%3%E
T 50, BHRIICHEE LRWBEOEIZT 74V b NA—F R —nbiE SN E 7,

\}

G£)  DfltGrpPolicy IZREIN TN D (ZOHIZHIV K THNT) TRXTOEF 2T 27 T4 7
v 7y A )NE A7 (Network Access Manager, CiscoUmbrella72 &) #Eie X =27 27747
Y TuT AR, Mo 7 —7R Y 2 =73 DiltGrpPolicy 7 Sl $ 5 K O ITHIRAYICER
Eéhfwﬁwmb\m@ﬁw—fﬁuv~mioTW%éhiﬁh OFED, HEOEF =
TIITAT o N Ta T 7 ANVNTN—THRY —THEIINTWDHEE, DAtGrpPolicy |2 BiH#
ﬁﬁ%nfwék#;77§47ykfﬂ774wiﬁ%éniﬁho

FIZHN DT N—T R —mFRTHIE, kOa<wr REANLET,

hostname (config) # show running-config all group-policy DfltGrpPolicy
hostname (config) #

TNV NDOTN—T R —%FETHITIE, WOa<wr Re AN LET,

hostname (config) # group-policy DfltGrpPolicy internal
hostname (config) #

N

CE) FTI7FNVIDITNA—TF R —iE, wIZHNE (internal) TY, =2~ RO TIE
hostname(config)# group-policy DfltGrpPolicy {internal | external} T4 23, % A 7 %74 (external)
WWEAETHZ LIFTEERA,

TI7ANNDTN—T R o—DEEDOREMEEZZET T 5551X, group-policy attributes ==~
VREMFHLUTEEE—RNIAD, 20%, ZEXNROBEEEET L0 Da~v s REEE
LET,
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hostname (config) # group-policy DfltGrpPolicy attributes

N

GE)  EMETE—FENHILV—T R o= JEHAINET,

ASA TR END T 7 4V D7 )V—T K U 2— DftGrpPolicy I, KD LY TH,

hostname# show run all group-policy DfltGrpPolicy
group-policy DfltGrpPolicy internal

group-policy DfltGrpPolicy attributes

banner none

wins-server none

dns-server value 10.10.10.1.1

dhcp-network-scope none

vpn-access-hours none

vpn-simultaneous-logins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none

vpn-session-timeout alert-interval 1

vpn-filter none

vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client

password-storage disable

ip-comp disable

re-xauth disable

group-lock none

pfs disable

ipsec-udp disable

ipsec-udp-port 10000
split-tunnel-policy tunnelall
ipvé-split-tunnel-policy tunnelall
split-tunnel-network-list none
default-domain value cisco.com
split-dns none
split-tunnel-all-dns disable
intercept-dhcp 255.255.255.255 disable
secure-unit-authentication disable
user—-authentication disable
user—-authentication-idle-timeout 30
ip-phone-bypass disable
client-bypass-protocol disable
gateway-fgdn none

leap-bypass disable

nem disable

backup-servers keep-client-config
msie-proxy server none

msie-proxy method no-modify
msie-proxy except-list none
msie-proxy local-bypass disable
msie-proxy pac-url none

msie-proxy lockdown enable

vlan none

nac-settings none

address-pools none
ipvé6-address-pools none
smartcard-removal-disconnect enable
scep-forwarding-url none
client-firewall none
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client-access-rule none
webvpn

url-list none

filter none

homepage none
html-content-filter none

http-proxy disable

anyconnect ssl dtls enable

anyconnect mtu 1406

anyconnect firewall-rule client-interface private none
anyconnect firewall-rule client-interface public none
anyconnect keep-installer installed
anyconnect ssl keepalive 20

anyconnect ssl rekey time none

anyconnect ssl rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ssl compression none
anyconnect dtls compression lzs
anyconnect modules none

anyconnect profiles none

anyconnect ask none

customization none

keep-alive-ignore 4

http-comp gzip

download-max-size 2147483647
upload-max-size 2147483647

post-max-size 2147483647

user-storage none

storage-objects value cookies,credentials
storage-key none

hidden-shares none

activex-relay enable

unix-auth-uid 65534

unix-auth-gid 65534

file-entry enable

file-browsing enable

url-entry enable

deny-message value Login was successful, but because certain criteria have not been
met or due to some specific group policy, you do not have permission to use any of the
VPN features. Contact your IT administrator for more information

anyconnect ssl df-bit-ignore disable
anyconnect routing-filtering-ignore disable

always-on-vpn profile-setting

FTIT NN TN—T R = IEFEARETT, Fiz, BEICEAD 1 DU EO T V—7 KV
—HEERT AL TEET,

V—MDEETE

TN—T"R) —F, T RTOEED F o RNVCHEATEET, EBLDEEL, T A—X
BRI ESN TCWRITNIE, FO7V—13F 740 8 ZJ—TF R —DfE % FE
LET,
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SNERSIL—T R o —

FIRr

saon—7 xyv—oE ]

REZAATIZ, Yo aryTxART—RERIYILF a0 TF A b T— RO TELT
TXEJ,

Y

GE)

~NF arTH AR T— NZIKEvI BELOIKEV2 VA FY—HA MZOHEH S, IKEv]
IPSec @ AnyConnect, 77 74 7> h LA SSL VPN, Apple R 7 47 VPN T AT I,
Microsoft %A 7 4 7 VPN 7 A4 7 b, 720 cTCPIZITEmHAINET A,

O]

DEXTE

ST N—T R Y =D RMHEEICIE, FBET DB — " —DEN BTG SN E T, SRS —
TR —DEAIE, ASAWEMED Y =) —%2FITTEDLAAA T — =T N —TEREL,
Z DN AAA Y —N— T —T D B BT 5 & X IERT 32T — F‘beﬂ“éz\
E0d Y £3, SNEREEY — N — & LTb\T NI N—T R —@MEn, BFET 5 T
ED2—H— L [E CRADIUS — "—ZH 555, TNUOLORTARINELZ LWL 1T 5
VERH Y £7,

N\

G¥)

ASA TOHNE 7 V—T41%, RADIUSH—_R—Da2—HF—Z 2SR L T\ET, DF V., ASA
WA N—T X B E L1286, RADIUS h— " — 37 = U —% 2 —H— X |29 5%
FRERZRLET, LEN-T, MR V—71F, ASA 1T & » THEBIZ2 B BE 2 £5-> RADIUS
P—R— LD =T h U MNITEEH A, BTNV —T BENRGET 2 PED 2 —H —
& A CRADIUS r— N—ZHFET DA, TNOOR TARIZ#EEI TS Z LIXTEEHA,

ASA 1Z, 458 LDAP % 7213 RADIUS H— _—TO a2 —H—38iF & R — b L CnEd, FM
P N—ZfHT 5 X DI ASA ZRET HREIIC %@Jiﬁ ASAGRFBMEZRE L T ——%
%EL\%hgmﬁﬁ@%7?/%#%@b®J~# WK DRFEDFF Al 2 HN 0 YT HLE
NV FI, AP —"—ZRET DL, VPN O AAA — R—DFRE (325 2—)
DRI > TL &,

LT N—T R —%BET HITIE, IROFNAEEIT LT, server-group 44 £ /XA T — R &

&

BT N—T R —DEFIE F A T ERELET,

hostname (config) # group-policy group policy name type server-group server group_name
password server password
hostname (config) #

GE)
N T N—T R —DFE, PiR— s EIhd AAA —3— ¥ 1 71X RADIUS 72 T,
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B mso—7%us—okm

el 21X, WO~ RiE, ExtGroup & WO ARTOINTE 7 V—7" R Y —MERLET, =
DT N—=T"RY > —=DJFEMIL, ExtRAD &\ 9 A HTOAMEBRADIUS - — S—n b HUF S 4L, &
MEIST 5 & &I S DH /32 YU — K3 newpassword [ZFEE S VE T,

hostname (config) # group-policy ExtGroup external server-group ExtRAD password newpassword
hostname (config) #

(6=3))

VPN DA AAA B — _R—DF%E (325 N—) IZHHENTWD X H1C, W HhoRy
Z—[EAEMN (VSA) 2% ETE £9, RADIUS — "—\Class )@ (#25) ZiK§ & 91T
EINTWDEE, ASAIL, ZV—74OFGRCZDEMEEEM L E7, RADIUS H—/3—T
X, BHEEROEATHEET 248N H Y £9°, OU=groupname, Z Z T, groupnamei. ASA
TRESINTZINV—T74 L [E—CT7, 5. OU=Finance,

NETIL—T K1) >—DERK
WNESZN—T R o —%FETHITIE, 274 Falb—rvar T—RERBELET,
group-policy 2~ RZEH LT, Z7A—7 R > —DAHI L internal ¥4 7 E2fELET,

hostname (config) # group-policy group policy name internal
hostname (config) #

7o & 21X, WD =3~ R GroupPolicyl & W I A RTONEZ V—7 KR Y v —%AER L ET,

hostname (config) # group-policy GroupPolicyl internal
hostname (config) #

)

GE)  WolzAER LI —7 RY —OARNTAERE TE A,

F—U—Ffrom ZBM L CTBEAFOR D > —DARIZFRET 52 LICL D BHFO 7 V—T R
Vo—Dfizatt— LT, WEZA—7 K v—DREMEEZHRETEET,

hostname (config) # group-policy group policy name internal from group policy name
hostname (config-group-policy) #

7= & 2iE, o a< > RiZ GroupPolicyl D% =2 £— LT, GroupPolicy2 & > 9 4 i DN
IN—T R —=ER L ET,

hostname (config) # group-policy GroupPolicy2 internal from GroupPolicyl
hostname (config-group-policy) #
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—RHIGREB T IL—T R —BHEDERTE

TN—TR)—4

TN—T" R T —DLENINEE T N—T R o —DOERBFICRIR SN TWET, oz AE
RENTZITN—T R O —DARNIEFE TE T A, FMICONTIE, REZL—F R 2 —
DIERE (156 <—) MR LT Z &V,

ON—TRYS—DNF— A vtE—LDHEFE

KRTHNT—F30EA v =2 (B25HE) 2WELET. 7740 M T, AN —IX
FTrREINETA, BELTEAY®E—VIT, VE— I IA TV "R ERLIZEXIZ, TV T
AT MIERENET, NF—ZEETDHINI, V=T RV —ar74FXal—3
> %&—RKThanner 2~ KZANLET, NF—TFAMOEXITS500 LFETTYT, &
IHREATERAT2551E, ) =722 AN LET,

VPN UE— R 72534 T7 2 FTOu T A U BICERINDEERB NN —DFR X3, ASA N—
291951 T510 ~ 4000 STFIZEMLUE L,

)

GE)  ANF—HNOERYITIZ, 2 X FL L THAONET,

NhE—ZHIBETDI2E, Zoa<xwr FonBEXE2 AN LET, Zoa~vr RonoBEX A H
THLE, ITN—T R —DFT R TCONRFT—NHIRINDZ EITEE LT,

TN—FRY =%, BIOTA—F R Y o —0nb ZOEEZMETE LT, MEaRL 0K
T BT, ROLHIT, N F—XFINOEEEETHRPVITnonex—T7— K& AL
‘ij‘o

hostname (config-group-policy) # banner {value banner string | none}

WOHNE, FirstGroup & WO ZFTD T N—T R U o —Z\F—%EkT D HiEERLTVE
D

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# banner value Welcome to Cisco Systems ASA 9.0.

JE—F 7O EREHEDT7 FLA T—ILDIETE

VE—RNTI7RAZITAT 2 MBASAIZHERT D6, ASAX, BEticfEESNT s/ v—7
RY —IZHASNTIPVE F7201XIPV6 T RL AR 7 54T MIEID Y TAHZ ENTEET,
o—Hh)L T RUADOEYD B TCIZERATA2HRK6HOa—IL 7 RLRA 7F—1DY XA NEIRE
TExF3, Y NVOEEEFIZTEETT, ASATIE, Z0a~vy R AEEE LFIEFIC
HE-T, FNHDT—INET RUARED B THENET,
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B mso—FRKus—~nPu7 LR T-L0RY 5T

RETI—T R —~DIPvBT7 FLR T—ILDEIY HT

FIE

&

ATy T2

ATvT3

RTv74

ATy TH

IR& HEIIZ
IPvd 7 RL A F—)L&aAER L £,

IN—TF RV —ar7 s Xal—rarET—RRElBLET,
group-policy value attributes
i -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv4-pooll, ipv4-pool2, I X Wipv4-poold &S AHTDT N LA 7 —/ L% FirstGroup 7 /L—7
RY—ICEVYTET, F—F RY v—2ix, ZKRK6EOT RLA F— L EiEETEE
j—O

address-pools value pool-namel pool-name2 pool-name6

1 :

asad (config-group-policy)# address-pools value ipv4-pooll ipv4-pool2 ipvé4-pool3
asad (config-group-policy) #

EE) IN—7RY —FENLT RLA F— 1 ZHIBRL, 7 RLVA T—L@#EERELT
DefltGroupPolicy 72 & DD V) — AN EH DT K LA 7 — WA # & k&3 5121%, noaddress-pools
valuepool-name =~ > R& A L £,
no addr ess-pools value pool-namel pool-name2 pool-name6

&1

hostname (config-group-policy) # no address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
hostname (config-group-policy) #

(%) address-poolsnone =~ KX, AU —0Dp|D Y —A (DefltGrpPolicy 72 &) 7256 2
DEMEMAT I 2T =TI LET,

hostname (config-group-policy) # address-pools none
hostname (config-group-policy) #

(f£#&) noaddresspoolsnone =~ > Ri%, address-poolsnone =~ K% 7 /L—7 K L —
MHHIRL T, 7740 ME (fREOFFA) IZRLET,
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WETL—T K o—~n P67 KLR Ty ST [

hostname (config-group-policy)# no address-pools none
hostname (config-group-policy) #

RETI—T R —~DIPv6 7 FLR T—I)LDEIY HT

FIE

ATy

ATy T2

ATy 73

ATvT4

1R BHEIIZ
IPv6 7 RL A 77— L Z2E LET, VPNDOIPT RL &2 (217%—3) 2B LTI,

IN—TF RV —ar7 4 Xal—rarT—RElBLET,
group-policy value attributes
i -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv6-pool &\ I A RTDT KL A 7 — L% FirstGroup 7 /b—7 RV L —ZE|0 ¥ CTE4, ZL—
FRY—IZlE, R 6MHDIPv6 7 KL A F— L &2E DB THZENTEET,

1 -

Z OFITIL, ipv6-pooll, ipv6-pool2, I L TN ipv6-pool3 73 FirstGroup 7 /L—7 R U I —IZH#| Y
BTHNTWVET,

hostname (config-group-policy) # ipv6-address-pools value ipv6-pooll ipv6-pool2 ipvé6-pool3
hostname (config-group-policy) #

ER) IN—T RV —RENPSLT RLA T —LV&HIBRL, 7 RLA P—LREER LT
DfltGroupPolicy 72 & DD YV —ZA NS0T KL A F— LR Z KT 5121, no
ipv6-address-pools value pool-name =2~ > R&fiH L £9°,

no ipv6-address-pools value pool-namel pool-name2 pool-name6

51

hostname (config-group-policy) # no ipvé-address-pools value ipv6-pooll ipvé6-pool2 ipvé-pool3
hostname (config-group-policy) #

(EE) Z OREMEN DAtGrpPolicy 72 ELDR Y o —0D Y — AN O /e nWE 51T 51
/X, ipvé6-address-pools none 2~ R&fFHL £7,
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B/ xus—orryry Joraross

ATy TH

hostname (config-group-policy) # ipvé-address-pools none
hostname (config-group-policy) #

(f&) noipv6-addresspoolsnone =~ > R&ffiH L C, ipv6-address-poolsnone =~ N%
TN—T R)—nOHIBRL T, 774V Mi (FAOFFR) IZRLET,

hostname (config-group-policy)# no ipv6-address-pools none
hostname (config-group-policy) #

GL—TFRY—DroR)H TORIIILDIEE

TN—T R —ar7 4 Falb— = F— KTvpn-tunnd-protocol { ikevl | ikev2 | 12tp-ipsec
Issl-client} =~ > REASN LT, ZOTN—THRI—DOVPN b XA TEEBELET,
T7H/NMEZ, TN TA—T R —DEEEMAT L ETT, ZOBRMEEFET
a7 4 X2 b—yarhOHIRT AR, Z2oawr RonoERE A LET,
ZDaAv L RONRT A—FDHEIZITROL DR H Y F£7°,
sikevl : 22D LT (Cisco VPN Client £7213IBDE X =27 77— 7 =A) []D IPsec IKEv]
Mo xradyo—hLET, B Kb, 1720, BLOF—EFHEHIEHT 5
X2 UTF g TV — g U EERLET,
cikev2 : 2 ODOET (BFXaT I I7A TN FREMNOBF TS~ oo A) BD IPsec
IKEV2 b ®Exrdx—h LET, Bk, BEEib. 17wk, BLOS —EE %
WMIrEXaUT7 0 TVIZ—2 g U EERLET,

o |2tp-ipsec : L2TP ##i® IPsec h> Lz T m— FLET,

esslclient: ¥ =727 747> b TTLS £7/2I1XDTLS 2 LT, SSL h > /L& Fx T

T—hLET,
ZOavwr REANLT, 129U ED R 7 EB—FERELET, VPN L& L
T T H2—Y =121k, DR Eb1 2D RV T E— RERETDHIDLENRDH D £7,
WOBNE, FirstGroup &9 RO 7 V—7 RV 2 —|ZIPsec IKEvl b R U 7 £— N&f%
ET DI EEZRLTNET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikevl
hostname (config-group-policy) #

JE—FT7OEADVIANDIEEE-IZTIL—TR) o—~DHET7 2R FO—

JLIL—ILDE A

T ANZITEBEONL—ANBREHREINTHWET, Znbo—ud, ASAZNTLTERELEZ b
YRV T T Ry NEHRTAMERT o0 E, BEILT FLAL ST RLA, 7
o haLp Il EASNTIRELET, JA—7 R —DIPv4d FITIPV6 ST 78X 2
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UE— b THLRAD VAN DIEEEETL—T K o—~o#a7 o2 3> ba—u L—roEm [

Yha— L U R RNERETD, FRET 74V N I —T R —TEHRE S 7= ACL %k
KT DHEHICTEET,

WA arONTNNERIRLT, VE—F 77 AHDOH I VLAN ( [VLAN v v ¥
YT EBMEND) | XN T T4 v BT A NE ) TS ACL ZfRE LT,

\}

GE)  IPv6 #fiH LT VLAN v v B> 752 FTT 5856, BbESn/i b7 7 4 v 7 BRNEHxR v K
T—=JN—T 47 E3NDH LT D70, S B6%E) 7 KL AL VLAN Z & IZEf
T DMERHY 9, 870D VLANBEIUOL— K A U v 72X L TR LSEER Y R U —
JEREHTHZEITTEERA,

IN—T K)o —ar 7 4 Fal—rag rF—RFRTROa<w REASLT, 20—
TR —FRIFIOITN—T R —%WEKTHITN—T KR —iZEHETHNT
WAHUE—RT7Z7EAVPNE Yy a HOH) VLAN #38E L £,

[no] vlan {vlan_id |none}

novianiZ, Z7/v—7 KU —nmbvan idZHIBRLET, FA—7RY v—ik, T 74
FDOTNV—T RY =5 vian [E =AU E T,

noneld, Z/—7RY—mbvan id&HIBRL, 2O N—7 KU —IZ%F 5 VLAN
v o T T4 =TI LET, TA—T R —E, TIFNL DT NA—T R
=S vian fEZ A L EE A,

van_idix, o7V —7"R) > —%HT2VE— 727 EAVPNE Y v a 2D Y
T% VLAN O% 5 (10 #£5E) TF, VLAN E, fROBEH= 7 4 Fal—va v
774 K@ [Configuring VLAN Subinterfaces and 802.1Q Trunking| DO FNEIZHES T, Z D ASA

THRETHDLEND Y 9,
A

GE) 79472 ML AVPNEROEA, /1 VLAN #6E1X HTTP 7
oIV TOLERELET,

IN—7F R v— F— FTvpndilter 2~ REHHLT, VPNt a EHT 5
T EAay ha—/)b—)L (ACL) OA4RTZIEE LE T, vpnfilter =~ FAfiH L
T, IPv4 £721% IPv6 ACL Zf5E T& £7°,

A

(B ZoRMEI—V—LE-—RFTRETLIILHTEET, 20
B =P —HDO T TRESNTMEN T N—TRY —DfELY
LRSS ET,

hostname (config-group-policy) # vpn-filter {value ACL name | none}
hostname (config-group-policy) #
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B /=70t RO VAN DIEEE LRI L—T K S—~DHETH£R 3> FO—IL L—LOER

ACLAEZELT, 2O N—TF R —toNT, SFXERZATDNT T 4 v 7 BHFA]
FFES L ET, KIS, vpndilter =2~ FE AN LT, ZHHD ACL M L £,

vpn-filter none =~ > RZ AN L THER L= X UEZ G H T, ACL 2B 512id, Zoa<
YROnXEATLET, nod 7 a AT L, EEHOZ V=T R = bk
EKTEDLEIITRY ET,

7»—7f)y— CBIOTN—T R =D ZOEEMKTEET, EEMA LRV EK
T BHITiE, ACL%%?E?E@“Z)H%OD Z, none¥x—Y— K& AT LET, noneFx—U— K
m ACLINRWZ EARLET, 2OF—U—FIZEV, XNMENETEIN., ACL MHEER S

WET,
RIZ, FirstGroup & WD ARITD 7 NV—"7 KU > —@ acl vpn &5 ACL ZFFONHT 7 4 L%
ik ET Dl ERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-filter acl_vpn
hostname (config-group-policy) #

vpn-filter =~ Fi&, P RANOHTEBEOEGIVEDO T 7 v 7 &0 BRIV ADHI
DOBFEALRTIO b7 7 4 v 7 Z#A S ET, vpnfilter |26 &5 ACL % interface access-group
K%ﬁ%Té:kﬁT%iﬁhomnmaﬂva%\)%—h?ﬁﬁXWW7?47V#
P filH 2 7 v —7 R —IZEHT 2551, ACL O sre_ip DALEDO 7 747
U%TWTFVX%i@AGJM%Up@U%@H TN Ty U —271Z% LT ACL & 3% E
TOMENRHY £,

vpn-filter =~ > K% LAN-to-LAN VPN 8t 2 il 95 7 —7 KRV o —IZEH T 2 561%
ACL O sre_ip DALED V E—F F v FU— 7%iUAaﬂM$Up®ﬂ%®D—ﬁWZ/F
T =272 L CACL R ET DMENH Y £7,

vpn-filter BRE THEH 572012 ACL R ET 2% A lE, HEETH20E N H Y £9, ACL 1L,
@%m%@b§74yamﬂbf% ENTVDHZEITEEL TSN, 277, ACLIEIK
KFWDO T 7 4y 7k LThEHINET, x5 T, BofbRioZDO T 7 1
JIZOWTIE, ACL T sre ip ONLE & dest_ip OALE &2 AR Z 726 DIk L TR STV
£7

VPN 7 4 VXTI OAEA IND Z EICHLBEE LT EEW, 77V r—yvar A
VAR g DT I a Nl ko TBEEMPNIZSIP AT 4 T DO v F U BE I
A EEAi,

WOFITIL, vpn-filter 2V E— K 727 AVPN I T4 7 hEIHEHLET, ZOHIT
X, 7947 FEIDYTIPT KL A% 10.10.10.124, v —H/L %> N U —7 % 192.168.1.0/24

LLTWET,
WDACEIZE>T, YVE—FT727EBAVPNI FA T hia—H /)L % hU—2I|Z Telnet
PHHAT D2 ENTFAENET,

hostname (config-group-policy)# access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 23
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WDACEIZL T, a— W) Xy hU—INBNVE—h TV EBR T T4T 2 M Telnet &1
M+ Z EnHFETENET,

hostname (config-group-policy) # access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
eq 23 192.168.1.0 255.255.255.0

)

GE) ACE @ access-1list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 2312k ~> T, u—h/L %y hU—27 1%, HETHR— b
BEFEHLTOAHEEIMEEDOTCPAR— N TOVE— KT 7 ERA T TA47T 2 N ~OH G
NEFA XN FE T, ACE @ access-1list vpnfilt-ra permit 10.10.10.1
255.255.255.255 eq 23 192.168.1.0 255.255.255.0(2L~>C, UE—hK 77 &ER
7747 v ME, BEILER— 23 EHEH L TV DEEITEED TCP AR — hTORrR—I/L R v
U — 7 ~OERBRMAN TR SNE T,

ROFITIL, vpn-filter # LAN-to-LAN VPN 45§ & IIZEH L9, ZofTiL, VE—F xRy
N —27 % 10.0.0.024, m—H) X bU—7 % 192.168.1.024 L L TCWEF, KD ACE IZ
FoT, VE—FrRy U= Ra—HL Ry hT—7 ZTelnet AT 5 2 ERFRINFE
7,

hostname (config-group-policy)# access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0
192.168.1.0 255.255.255.0 eq 23

WDOACEIZE»T, va—H )L Xy hU—I RN E—hF Xy hU—7|Z Telnet T2 &
PMRFATSNET,

hostname (config-group-policy) # access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq
23 192.168.1.0 255.255.255.0

\}

(3¥)  ACE ® access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 192.168.1.0
255.255.255.0 eq 2355 C, a—Hh/b Xy hU—2 3, HEILAR—F 23 Z2FEHLT
WAHEEIUEED TCP AR — hTO YU E—F Xy N — 27 ~OERHHMNFTF I S ET, ACE
? access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq 23
192.168.1.0 255.255.255.0(2K->C, VE— b3y hT—21F, EEFLAR— b 23 24
AL TWAEAIEEDTCP R — F TOR—H LRy 8 U — 7 ~OFERHBIMGN T SET,

HI—TFTR)—DVPN 79 & AR DIETE
1R BHEIIC

WP OFPHAAER L £9, —RIVEBIER =7 1 F 2 L—a > A FD [Configuring Time
Ranges] #ZM L T 7230,
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B 7/ —7xs—omsvwNos o oEE

FIE

ATy T

ATy T2

IN—TF RV —ar7 4 Xalb—rarET—RRElBLET,
group-policy value attributes

B -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

IN—T R —ar7 4¥al— g E— KT vpn-accesshours 2~ RZ&ff L C,

TN—T R — EREFEHD time-range 78 U > — & BEfHT 5 2 LIk ~>T, VPNT 7 &

AW AR ECE 9, Zda~ > R, business-hours & VD 4 ETD VPN 7 7 2 A W) 4 FH
% FirstGroup & WD A RTD 7 /—F R o —|Z8 0 Y TEJ,

TN—T RV =L, 77N FELRFRESNTZ T NV—T KU 2 — time-range DA % ik
KTHZENTEET, ZOMANBELLNESITTDHITIE., TD a2 RT time-range D
ZATTIEZ2 none ¥ — T — FE AN LET, ZOF—U—RZLY, VPN 7 7 & ARFH] 78 X
JVBEIZERE 4, time-range 7R U o —3FF I &N <720 £7°,
vpn-access-hour s value{time-range-name | none}

1

hostname (config-group-policy)# vpn-access-hours value business-hours
hostname (config-group-policy) #

GIL—TFT R —OREIBEVPNOS A O DIEE

FEDZ—WF =N N—TRY —IZxt L THEFFCX D[RR v > a VHORIREZFRETE £
T, T A NORIEE Y g VT3 T,

KW T xXaT 2F3A4 T b, IPsecZ TA T b, T30 74T LAy g (B
WRTLEEyYay) ik RCa—3—4T LW Bysa UBAELENTEH, By
A vTF—AR— R IELEAERH Y FT,

TSN BRFFE Yy v a V1T, BEKTRICFACa2——0NBEe 71 v Leha., K
Lzt y v a AET —2_X—2ApbHIERS, Lty va VRIS ET, L,
BFOty v a v mERT 7T 4 TR THIHEE. R U2—F =250 PC 72 E D
EuasAr35E, RPIOEyarpin st 7L, T—=E_X=ZANLHBRENT, HLW
Ty va RIS ET,

AFATESND AR v v a VE T LD REWVEE, CORKEUSE LIDRE T2 — =23 i
R ERREDE BRLT A RAUFRREWNWEy v a M AT snEd, BHEOT T
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| #eTnorq0, YL—FRYS— BEUa1—¥—

FIE

-7 #ys—omesveNos 1 okE |

Dy alrNEIEL BWVEWET A RVIREOB AL, RbhWhwkey a7 LE
T, ZOT 7 ailil, Byia BRI TH LWL e A R EERIC D 7,

Rty va VHIBRICET D E, VAT ARKRLEWE Y Y a VEEIRT D TSR D
DE9d, D, 2=V =139 <Icn /4 cEP, HIRNIEEICE T3 D RNTHE LB
EHATTOMNENELDHEARHY T, 2—F—DBEELBVICa /A7 LA, &
IERIREIC 720 F8 A, REIZIE U T, HIBROSE T 2R3 <IH L= — —Hke &2 75 7]
THEICVAT LERETHI LT, BIEEAEECTEET,

ARV KRFERETI a3y B
AT TN I N—T KR — a7 FaL— |vpn-simultaneous-loginst&#k

;/ IV {—i }\inpn—smultaneoisrloglns F7 40 MER3 T, EORPHIL0 ~
n%egetil<?,/}\%Eﬁﬁfﬁlzvéj fﬁfia)ﬁ::: 2147483647 DXL TS, I NA—TF K
PSR SR BIRR R 7 VHEIRE | s ey e -
LEd, DIEZMEKTEET, v A %T 4
=T ML Ca—F—DT 7B A% EE
BT 2I2iE, 02 A LET, KIZ,
FirstGroup & W) & BID 7 /V—7 R
IRt L TR R4 DD R 7 A V%
AP o2 R LET,

hostname (config) # group-policy

FirstGroup attributes

hostname (config-group-policy) #

vpn-simultaneous-logins 4

GE)
o [l 7 A B E R RIZIER

IZREVMETY 2, EEOFR =
TA AT E, EX 2 VT4
WRESNLZD, RTF—< X
PETFTLIEVT5Z2E0HY ET,

BB T N—T R —HERAL
THERD b RN T N—T 1B
9% & . vpn-simultaneous-logins
X, BfEOY vy a L TRRL S
N—TRY—NERAINTHD
BETH, a—VP—kvrarEm
HIBRL £9,

AT T2 (X7 ay) FEEa 74 > OFFRICE | vpn-smultaneous-login-delete-no-delay
LIEGEIS, b ity va YHIER | - e 4 NITF T 40 b TR
o TWVET,
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B oo ~07 s 20HR

ARV RFERFTIVaY =)

éné@%ﬁtfﬂ%bwkyvay%hs@mﬂwﬁ@%gm@pdﬂy
. = s — = o i -
%MTéiQLVXTA%ﬁEbiTOFﬂﬁ&wpﬁﬂﬁ%%

hostname (config-group-policy) #
vpn-simultaneous-login-delete-no-delay

BEDEHEITOI7A4ILADT I ADHIE

IN—FRY)—ar7 Xal— g E— RRTgroup-lock =~ > FEMEH LT, #E57
B 7 ANENLTCORT 7 EATLEIICYT—F 2—P—%2HlRT 50 E 2 0EEELE
R

hostname (config-group-policy) # group-lock {value tunnel-grp-name | none}
hostname (config-group-policy)# no group-lock
hostname (config-group-policy) #

tunnel-grp-name 24513, ASA 28— — DRI L TER T 2 BEF OB 7 v 7 7 A )L D4
HIZE LE T, group-lock X, VPN Z4 7 h CTHEINZTN—TN, TO2—F =)
Bl L THENTWAER T 7 7 AV ERIUNE I DEF 2w s T5ZLICk-T, 2—H—
ZHIBLET, —HLTWARWES, ASAlFa—V—2RgEicanrkoicLxd, Zr—7
0y 7 EERELRWEA, ASAIT, B0 YToNI/N—T L3RR, 2=V —ZFGEL
T, IA—TourvZiE, TIANLFTIET =T MRS TWVET,

group-lock JEMEZFfTa 7 4 X ab— a U BHIRT AI2E. Zoa~r Fono ks
ADLES, ZoFTvar2EHTL L, MO V=7 K —OEEMATE £7,

group-lock 7 ¢ £—7 /W23 %21, none ¥—7U— K& EE L T group-lock =~> K& A
J1LEF, none ¥—U— RIZL Y, group-lock IF X /WEIZEEE Z 4L, group-lock Dl RAMEA
SINFET, Flo, TIANNERIFBEESNTE T AL—T KU > —D25 group-lock DA X
nielnn £9,

JI—T R —0D VPN Oz KiEFERFEDIEE

FIE

ATy T

EE) I—7F R —ar74¥al—ay B—RELFa—F—Lar 7 1¥a
L —3 3 v % — KT vpn-session-timeout {minutes ==~ > K& L T, VPN $5i D fie KR
ERELET,

He/NRERIE 1 43 CL BeRIRERNIE 35791394 73T, 7 7 4 /L MEIZH Y £ A, Z OHIHIHE
TT2E. ASAITHRAK T LET,

WIAZ. FirstGroup E W IARID T N—TF KU —IZ LTI803D VPN v a2 XA LT
U NERETHHERLET,
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IL—F R o—DWPNEy o3> 74 B 24679 rokE |

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

WOBNEL, anyuser & W) AFTOL—F—|{Z 1803 D VPN v a vy XA LT U NERET H
FikwERLTHET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

[no] vpn-session-timeout {minutes|none} =~ > RZEH L7=Z DD T 7 > a kO L EBY
‘/C:‘—a‘o

s ZORY —=InbEMEEHIBRL, MKAZFFRT52IE, ZDavwr RO no
vpn-session-timeout JZ= A A ) L £7,
c BEHIROZ A L7 0 MM ZFFI L, ZA L7 U MEZAKALRWE SITT HITIE,
vpn-session-timeout none = A/ L £,
AT w72 vpn-sesson-timeout alert-interval {minutes| } =~ R&EHHAL T, tvvar XA LTV D
TI7—h AvE—URa—W—CRRENDFEMERELET,
ZOT7T— bk AvE—UE VPN By v a URHEICEIE S D £ T s 50 % 2 —
P A ET, WIZ. VPN Y v a AUl S5 20 SN2 ——Z@msnd X 545
ETHHERLET, 1| ~30 3OfHEHEETE ET,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

[no] vpn-session-timeout alert-interval {minutes| none} =~ K& L7z DT 7 v 3 >
TROEFLY TT,

*VPNEY T a v XA LT NT 77— NEARBMERT 740 8 T A—T7 KU —bikA
INAZLEERTICE., 20wy FOn BEREFEHLET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval

« vpn-session-timeout alert-interval none |, = —%—RN@MEZE LW 2R LET,

GIWN—TR)—DVPNEY L3 TARILBALTY FDIEE
i

ATYF1 ({EE) VPNT A K XA L7 0 M ZHET DL, F—F RV — a7 Fa
L—yaryE—RERFa— 437 1F2 L — 3 EF— RTvpn-idletimeout mnutes
a<wr REFEHRLEDT,
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BEITOT7AL. TL—TF K o— B&v0a1—H— |

B /r—F%kvs—avwntvsar 74 kL 84475 roEE

ATy T2

Z O TICEER FCIEET VT 4 BT 4 WIS, ASAITER AR T LET, BRI
147, B REFREINE 35791394 /3 TH Y . T 7 /4 ML 30 43 T9,

WORFNL, FirstGroup & WD ARTD 7 NV—T HKY L —IZ153D VPN T A KV ZA LT T &
RETDHEEZRLTVET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idletimeout {minutes|none} =~ R&EfiH L7722 DMDOT 72 a 3RO EEBY T
ﬁ‘o

VPN 7 A RV A LT T NEEHZ L, XA LT U MEZMK LW X 2127 D12,
vpn-idle-timeout none # A7) L £ 77,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

ZHCKY, BEX 2T 7T 47 b (SSL & IPsec/IKEV2 Dffi 7)) 8L 747 b
A VPN 78 7' 11 —/3)L webvpn default-idle-timeout seconds iz H 92 K 912720 97,
Zoa<wr RiE, webvpn 227 4 X2 lb— g F— R TCAHNLET, =&z,
hostnamee (config-webvpn) # default-idle-timeout 300 @J: 5 éiﬂjj Li?“o 7“‘71‘11/ ]\ X
1800 ¥ (30 77) T. #iPHIE 60 ~ 86400 F» T,

$ T D webvon BEEIZ IV T, default-idletimeout fEREHA S5 D%, Z—7 R
¥—/a—% =% BYEIT vpn-idletimeout none 3EXE AL TW D HE DA TT, TXTD

BXaT I TAT U T, ASAICK VBRSO T A RILZ A LT 7 MERER S
WET,

H4 M (IKEvl, IKEv2) BLOIKEvl VE— 727 EAVPNOBAIZ, A4 LT 7k
EFE =T ML, EHIREOT A NV AZTF 52 L 2HRLET,

cZDIN—T R —FiFa—F =K —DT A NV ZA LT T NEEDHT DHIC
i%. novpn-idletimeout Z AJJ L ET, kA SN ET,

- vpn-idletimeout % £ - 72 <ERE LRWES ., HITME S ET, 7740 ME3045T
j—o

({EE) A7+ a2 T, vpn-idletimeout alert-interval {minutes} =~ > K&EH LT, 74 F
WEALT T ROT 77—k Ayt —UNa—F—|CRRINHRHEZHRETEET,

IDOTT—hk AvE—=1F, VPN a BT 7T 4 TIREDO = DUIR S b £ Tl
BHHNE—YF =5z EzT, T4 bOT T — MEEIZ 15T,

WOFNEL, anyuser & WO ARTOL—H—IZ3 53D VPNT A KV 2 A LT D OT 77— MMEKR
ERET D HEEZRLTWET,
hostname (config) # username anyuser attributes

hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #
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| #eTnorq0, YL—FRYS— BEUa1—¥—

H—T K Y S —0 WINS #—/3i— & DNS H—ri—0 Bz |

[no] vpn-idle-timeout alert-interval {minutes| none} =~ > RZHHL7=FDMOT 7 >3 0%
KD LB TT,
enone /N7 A—FE, a—P—pNEMmEZE LN EERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

ZOIN—TFE T =R —D7 7 — MERZHIFRT 212X, novpn-idie-timeout
alert-interval # A LE9, TR ET,
ZONRTA=BEF oS RELBRWESG, 7740 807 7— MilRIL 155 Td,

JI—F K1 & —@ WINS H—/3—& DNS H—/\—DFHE

FIRr

ATy I

TIA<IVBLNED L Z YD WINS h—/3—L DNS h—R_R—ZfEETEET, ThLEThoD
57 %)V MEiZ none T, ZNDHDOY—R_R—%FRET DL, ROFINEEZFEITLET,

TIA=V e E YD WINS b—_R—ZIEELET,

hostname (config-group-policy) # wins-server value {ip address [ip address] | none}
hostname (config-group-policy) #

BONCHEETDIP T RLARTTA <Y WINS V—_"—DIP 7 FLATY, 2%H (E&)
DIPT FLATEHZ Y WINSH—_R—DIPT RLZATT, IPT FL A TiE7A< none¥—
U— REEETHE, WINS b= N—ZXMENFKEINET, TOFEITEID, WINS —
N=ITFFAENT, TI7HNVPERIFBED I N—T R —nbEBE SN2 72 £
E

winsserver 2~ R& AT 572N, BEFORENA—"—F7 A4 FainEd, =& 23,
WINS H— 3 — xxxx X E L THH WINS h——yyyy ZRETHE, 2F DDA~ K
WL TRAIOERED EEX I, yyyy BHE—D WINS ——(272 0 5, ——%H
BHETLHHELEETT, REFAOV——% LEXTL0TIE/RL<, WINS —r3—%
BT 212, Zoavry REANTLEXIZ, XTOWINSH— =D P T KL RA%HE
WET,

OB, FirstGroup & W) A4 RID 7 /V—T R —IZ, IPT KL Z5310.10.10.15 & 10.10.10.30
T D WINS B—N"—ZRETLHHEZRLTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #
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BEITOT7AL. TL—TF K o— B&v0a1—H— |

B /7%y o—oWINs —/i— & DNS 4 —i—D5E

ATy T2

ATvT3

ATy T4

TIA~) e FYDDNS = R—EHRELET,

hostname (config-group-policy) # dns-server value {ip address [ip address] | none}
hostname (config-group-policy) #

WKONHRETDIP T RLART T A~ Y DNSH—_"—DIPT7 KLATY, 2&H ((EE) O
IP7 LR ZEHIFIUDNS Y —R—DIPT FLATY, IPT KL ATEZR< nonex—U —
NEfRET DL DNS == XUMERRESNE T, TOREICED, DNS ——|%
FHAENT, TIFNNELITIRED TNV —F R —nOENPHEA SN 720 £4, DNS
P—N— T RL R TR R4S, IPVAT KL AL IPV6 7 KL A T2 T OB ETxET,

dnsserver 2~ REANTH-NE, BEFOBRENA—N—F A FShEd, /=& xiE. DNS
P R— xxxX ZHEL, RIZDNS r—N—yyyy ZHE LGS, 2F DO~ Ntk
Woa~<y e EEEX L, yyyy BHE—O DNS —_— (270 9, —"—ZEHHET
HHA BEEETT, DRICERE S N7z DNS —"—% FEX T 5Rb Y 2 — " —ZBnd
L2, Z0avr REANTDEXICTRTODNS —"—DIPT RLAZEDET,

WIZ. FirstGroup & W9 ARID 7 NV—7F RV 2 —T, IP 7 KL A 10.10.10.15, 10.10.10.30,
2001:DB8::1, 35 L 182001:DB8::2 ® DNS P — "—%HET 5612~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dns-server value 10.10.10.15 10.10.10.30
2001:DB8::1 2001:DB8::2

hostname (config-group-policy) #

DefaultDNS DNS $#—/R— 7 /L —FIZF 7 3 /L b D KA AL VAR ES N TV RWESIZ, 7
T ANV RAL VEIBETHDHENRHY £7, 72L& 21X, examplecom. &9 RAAL 4B K
Phy 7 Ly RAAL EFHLET,

asa4 (config) # group-policy FirstGroup attributes
asa4 (config-group-policy)# default-domain value example.com
asad (config-group-policy) #

(A7 ar) DHCP % v hU—27 Aa—FZRDOLEHIITRELET,
dhcp-network-scope {ip_address| none}

V7 a7 7 ANVDT KL AT —)UIZDHCP H— \—%E L=, DHCP A2 —7 1320
TN—T DT —)EAT D73y &R LET, DHCPH— —|ZiX, ZORAa—7(Z
Lo THBISNDFR Y TRy NHOT RLABEESNTWALIMERHY £§, Aa—T%
HRTHE. ZORED I N—FIEAT S DHCP Y — R—TEZINTNWDET RL AT —)L
DOV 7y NERIRTX T,

Ty hU—7 ZAa—T%EFRLBZWVEE,. DHCP — N7 KL A 7 — /L ORENEIZ S —/L
WERLTIPT FLRAZEID Y TES, REDYTCOT RLARRONDLET, 7—ANIE
IZRBEESNET,
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Ly L. )7 A U ~
Zj)/ J;I“UJ‘jl\)/ @uxi .

Aa—7EETHICE. HOF— L ERUY 7%y b EICHY . O —LNITIT RN
JV—TFT 4 VAR T FLRAEZ AN LET, DHCPV—NiZ, ZDOIPT RLARET AV
Fy FEHBIL, FOT—=APEDIPT FLUAZE DY CTES,

N—T 4 VT OHBITRRERGAIIFEIC, A VX —T 2 ADIPT NLRAEZHEHAT L L%
HEELET, 72201, 7 —/42310.100.10.2 ~ 10.100.10.254 T, £ ' Z—T = A A7 KL &
7310.100.10.1/24 ¥4, DHCP 2 =2—7 & LT 10.100.10.1 ZEHALET, v N —27 &K 5
WIER LW TL 7Z2&V, DHCP X IPv4 7 KL AFETEICORMER T2 2 N TE £4, E# IR
L7e7 RLARS v F—T = A AT RLATERVGEE, Aa—TT RLADRET (v 7
N— N EERT DHENHY £,

none Zf5E+T2L. L xlE. TIFNNELITMEREI NI AL—TFRY > —0 5 DHCP 7
RUARED YToHNRL 2D F9,

B -

WOFITIE, FirstGroup D)@tz 7 4 ¥ alb— g T— K& L, DHCP Aa— 7%
10.100.10.1 IZF&E L £,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dhcp-network-scope 10.100.10.1

ATy~ bR R O—DERE
IPv4 77 4 v 7 DAT Yy b RV T R —%ELT, hT7 747D b3
YT N NVERELET,
split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}
no split-tunnel-policy
IPV6 N7 7 47 DAT Y b hoRY T RV —%BELT, b7 74y 7D U3
YT N NVERELET,
ipv6-split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}
no ipve-split-tunnel-policy
R v—FT v a NIko LB T,

e tunnelspecified : F o XL EFBEL TRy hT—27 URANMIFEESN TSRy hU—7(C
MTLTRXTCOMNTI T4y 7% borX VT LET, TOMTRTOT FLRITKT D
T—HIX, ZIVT THRAMTEEEIN, VE— 2= —DAf X —Fy FF—ERX S
DR B —|Z LT —T 4 T ENFET,

ASA 914 UBEDNR—T g > Tld, A V70— R VA MERETDHLEEIC, AT —F
FPHNOY T Xy M=/ A7 V— R U R MBIRETEET, BAASIN7xy hOT
RLRIE, bRV Z7E&3nNT, A7 0—KURANDEYDESN R 7 SnE
Ty TIAIN—Vary VARORy NU—Z X b3V E R L TEEINERA, =7

AT N—vary VAMIMESZ M) 2ZEHLTHRESN, f 71—V ar UARMT
HA o M AEBHLTEESNET,
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BEITOT7AL. TL—TF K o— B&v0a1—H— |
B <7t roruvrvmoRy bo—5 Uz roEE

« excludespecified ® v bV —2 U X MIFREINTWDOI Ry NT—T7 L DOMARD 8T 7 4 >
JE R RY T LER A, FOMTRTOT RLRIZKTHRNTFT 70w 73 b v
JanEd, EEHLET, 7 I9A T N ETT 27T 4 712> TWDH VPN T4 7T
N 7a 77 ANTIE, B—HLVLAN T Z R EZGEDNC L TBLLLERHY FT, Z0F
Travit, BXaT I TIAT U N I TAT U N TORERELET,

A

GE) AL INV—FIVAMDH TRy FTHERWVWZ I AT N—V g v
VA NNORYy hT—ZF, 72747 FTEHEINET,

stunnélall — 3 X THO T 7 4 v 7N bR EEETLEOEELET, ZOKRY —
X, A7V b bRV T BT =T LET, VE— b 22—V —3hE xR b
T—JWZT 7 BATEETN, a—INV Xy NT—I NIT 7 EATEEHA, ZHBT
TH IV NDF T a T,

\)

GE) A7V w b bV 7idtEXxa 74 EETIE R, N7 70 v 7 EBERETT, HKRRED
X2 VT 4 BHERT DT, ATV b bRV T A X =TT LR LR L F
j—O

i

WIZ, TPv4 & IPv6 @ FirstGroup & WD ARIDZ N—7 R Y —Zxt LT, f8E L7
Xy NI =7 DHE N RV TTHATY w b hrR D 7R —EFET DB
R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-tunnel-policy tunnelspecified

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# ipvé-split-tunnel-policy tunnelspecified

ATy bk roRYUTEHORY FT—9 YR MDIEE

ATy F bRV T T, PR EBBEBRTOIRY NT—T T T 4 v I BREy NT—7
VARMZE-oTHRESINET, X277 A47 0 MiX, ACLTHA Xy hU—27 U A M
HEANTAZTY v b bR BT ARERITOVET,

hostname (config-group-policy) # split-tunnel-network-list {value access-list name | nonej}
hostname (config-group-policy)# no split-tunnel-network-list value [access-list name]

s valueaccess-listname : M XV U T HFETTHR Y NT—F7 FITFET LRV R Yy hU—
T &FIFE LT ACL 28T LE T, ACLITIZ, IPv4 & IPV6 Dl T DT N AZRET S
ACEDREFENTWVWHHA ACL ZIEETE £7,
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| #eTnorq0, YL—FRYS— BEUa1—¥—
27Uy bk kuryvsAnTy k7—4 X Loz ||

enone : A7V v b bRV THOFR Yy hU—27 URARMBRFELRWNWZ &R L, ASA
T _RCONTIT 74w 7% R 7 LET, noned—U— REZFEETLE, A7V v
M hox VDT D%y hT—2 JARNMIXVERRESIL, A7V vk b 7N
FRENET, £/, ZHUTKY, 74NV FERITRRESNTZIINA—TRY v—hb,
TI7HNVEIDATY v b bRV T Ry hU—7 URA BRI 7e0 £7,

Fv hU—27 R NEHIBRTLICE, 2oavry FonFBXEANLET, TTORTS
Uy b bV o7 %2y hT—27 JANEHIBRT 5120, 518 EHEEETITno
split-tunnel-network-list =~ N2 AN LES, ZOa~ 2 NIZkY, nonex—U— & AS)
LTIERR L7V VR RBRBIUIREN D ED T, HEFADTXTOFXRy hT—27 U AR
HIPR SV ET,

ATy b hoRYV T Xy NU—7 URARIRRWGSE, 22— —ZT7 74V O T —7F
RV —FREFRELEIINN—T R O —WNIFET 2y hT—2 U XA MK LET,
=P —RNZDEIRry NT—7 U A RNEMK LAWK 5129 5121F, split-tunnd-network-list
none =2~ REAJTLET,

1

WKIZ, FirstList & WO A4 RTOFR Y hU—2 U X N&{ERK L, FirstGroup & W9 £ \ID 7 )V—"7
RY —ITBMT 262~ LET, Fistlistid—2Z A7 V—Ya VA RNTHY, =7 A7 )b—
Var VAROYT Xy R THHA 70—V ar UARTT,

hostname (config) # split-tunnel-policy tunnelspecified
hostname (config) # access-list FirstList deny ip 10.10.10.0 255.255.255.0 any
hostname (config) # access-list FirstList permit ip 10.0.0.0 255.0.0.0 any

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # split-tunnel-network-list value FirstList

WIZ, v6 EWHLARIOR Yy NU—2 U X NEAER L, GroupPolicy ipv6-ikev2 &\ 9 A HTD 7
N—T" RV —lZv6 A7 U v b bRV RY o—ZBINT 562 RLET, v6lIms X7
N—=Lar VARTHY, 27 A7 L—ay VARDY T Xy b THHA 7 V—Ta v
JABTY,

hostname (config) # access-list v6 extended permit ip £d90:5000::/32 anyé
hostname (config) # access-list v6 extended deny ip £d90:5000:3000:2880::/64 any6

hostname (config) # group-policy GroupPolicy ipvé-ikev2 internal

hostname (config) # group-policy GroupPolicy ipv6-ikev2 attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikev2 ssl-client
hostname (config-group-policy) # ipvé-split-tunnel-policy tunnelspecified
hostname (config-group-policy)# split-tunnel-network-list value v6

ATy b FURIEEDHESR

show runn group-policy attributes =~ > 49447 L C, RELX MR L 7, WOBNL, EHE
WIPv4 L IPV6 DI DRy NT—27 KU v—%FEL, WMHFORY —IZx L TRy T —
7 UARN (HA ACL) FirstList i L72Z L 2R LTWET,
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hostname (config-group-policy) # show runn group-policy FirstGroup attributes
group-policy FirstGroup attributes

split-tunnel-policy tunnelspecified

ipv6e-split-tunnel-policy tunnelspecified

split-tunnel-network-list value FirstList

ATy bk PR VTHEHD KA VEBEDERTE
FIFIVEN ALK, FREZATY v N hop v UTERT S, A7 Y > | DNS &I
ITIA RAL DU A MEIEETEET,

AnyConnect 3.1 |Z, Windows 5L U MacOSX D77 v 7+ —AD kv /L— A7 U » | DNS
HRREZYAR—FNLET, EX2 VT4 77 I7A4T7 L RADTN—7" R 2 —|Z XV Split-Include
R R TRA RN TEY . bR v I RBRODNSLBIEE STV AEEA
AnyConnect |, ZDAENZ—HTHTXTHODNS 7= —% 77 A ~X— k DNS ¥ —/3—|Z
FoxVr 7 LET, bwi— A7V v RDNSZMHHATH L, ASAICE-TZ T4 T > MIZ
TovaZ g ENTE RAAL N —ET D DNS BHRAD M pV T 7B ADOHNFAT SN E
T, TNHOERIL, 7 VT THFAPMTILEESNETA, —FH, DNSERNBASAIZE-T
Ty al U ENTE RAL AT B LWL, AnyConnectiX, 7 747 hOF <L —
T AT VAT AZHDHDNS U V)G DNS fRRICHE A S DR A M4 B R LE T
EEIEET,

)

GE) AU > FDNSIE, #HE/ =) —BXOEH 7 =V — (A, AAAA, NS, TXT, MX, SOA,
ANY. SRV, PTR, CNAME 72 &) ZH¥AHR—hrLTWET, bR r7EInfzxy hU—7
OWTNNZ—EHTDHPIR 7 =V —, b RARBTHAIEINET,

Mac OS X D354, AnyConnect [£, IROWTINNDOEM & T-THEDH, HHIP 7 kL
D hkw— ZAFYU > hDNS ZEHTEET,
e IN—TF R —T, Z7Y Y RDNSH1ODIP 7 k=L (IPvd 72 ) ITREESH
TEBY, 7947 b A RX2Ta balPnNb I FOIP 7 e bz (IPve7RE) IIiR
EENTWS (BEDOIP 7 a k3T FL A P—LERESNTWARY)

¢ 27V RDNS AW HFDIP 72 b /LI ES N TV D,

FIFILEDF AL VEDES

ASAWT X aT V74TV MIZT 7HNV N RALVEZEELET, 77472 ME. KAA
V74—V REEAKELIZDNS 7 2 ) —IZ KA VAZBIMLET, TORAAL LT, b
Iy MZETEAESNET, T 74V DO RAAL VARG, 22— —FT7 741
N IN—T R —DFT 74V s RAAL U HEMALET,

ITN—TR) o —Da—P—DFT T4V AL VA ERETDITIE, FV—T KR v—z
V74X a2l — gy F— RCdefault-domain =2~ RE AN LET, FAA L EYIRT
A%, Zoawr FonEREASTLET,

hostname (config-group-policy)# default-domain {value domain-name | none}
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hostname (config-group-policy)# no default-domain [domain-name]

value domain-name /X7 A —X L, FN—T DT T )V~ RAAL L EFBIILET, T 741
N RAAL AP HEELRWZ EEFRET DL, noneF—T— K2 AN LET, ZDavwy
RIZED, T74 b RAL VAR XVEDNRESIL, T 74V N RAAL UABRESSRE
T, £/2. TN DNERIIBEENTZ I NV—T R —nEF 7 4L b KA A DK
SN0 ET,

TRTOT 7 AN N RAAL A EHIBRT 212X, 518% fEERT1Z nodefault-domain =2~ >
REAHLET, ZDa<wr FIickb, none ¥—U— KT L, default-domain =~ > R
EANTUTHER L2V U A RRSIIEZEN L ED T, REFHADTXTOT 74/~ KA
ACADBHIBRENET, noBREHEHTHE. RAAL L AOMEDFTFAISNET,

RIZ, FirstGroup & W2 A4 RTD 7 )—7 KU > —|Z%f LC, FirstDomain 7 7 /L b KA A
VHERET DEE R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # default-domain value FirstDomain

ATV N FURYDTRADRAAY YR FDESR

FITFIVED RAAL ZDIFENT, ATV b b fAZNLUTHRIREND RAAL DY A B
EANLET, /=7 R v—ar74Xal—varET—RTylit-dnsa~> K& AT
LET, URMNEHIBRTAICIE. o<y FonnEREADLET,

ATy b RV T RAL DY A IRV E, 22— =137 74V hO T L—T K
U —RNICFET DV A REMALET, 2—F—NZDOLIRATY v~ horV 7 R
AA Y VA RNEMALRNEL 22T 521X, none F¥—7U— R&EE L Tsplit-dns 2~ > K%
AJTLET,

FTRTORT Yy b bRV 7 RAAL 2 U MEHIBRT 2121, 5IEEfREE T2 no
split-dns 2~ > REZASHLET, ZHI2E D, none ¥—7— REZHHEL T split-dns 2~ R
EFRITUTERLIEX L VA 2@ T REFHDTXTORTY v kb bl 7 FA
A U A MDBHIBREES,

/NF X —4# value domain-name TiL, ASANBNA Y v h ho X NVZN LU THHET L RAAL Y
LHEWRELET, none¥—T7— RiE, 27U v RDNS U R RDMFELRNWZ L ZRLET,
Flo, ZOF—T—RFIZLEY, A7Y v FDNS U R MIXIUERHREINE T, D0,
A7V » FDNS U A MIfEH S, T 74N M EREBESNZIN—T R —DATY v
FDNS U R MR SINRLS D ET, Z0a~vy ROELIFIRDO LB TT,

hostname (config-group-policy) # split-dns {value domain-namel [domain-name2... domain-nameN]
| none}
hostname (config-group-policy)# no split-dns [domain-name domain-name2 domain-nameN]

RAL DY A RNNTEZY MU EREIHITIE, AX—2Z1 DA LET, = b UEITH|
RixdH D FHAND, ANV I REROE X492 CFLLFICLET, BT, A 72 ()
BLOEUAR () ORZBEHTEETS, T74/ 0 RAL VAN MRV EZN LTRSS
NDGEIL. TORAAL 452 ZDOY A MIFHRPIZEDDMLENH Y £,
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B windowsXp 5&URTU v b FoR YT EODHCP KEFREDRE

WOHFNE, FirstGroup &\ 9 £ fiiD 7 V—"7" 78U > —"C, Domainl, Domain2, Domain3,
Domaind D% KA A VIR AT Y b bR T a0 LTRSS KO ICHET D HEER
LTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-dns value Domainl Domain2 Domain3 Domain4

)

GE) A7 v FDNS ZRETHHE. BELIZTT7AX—=FDNS YV —N—3 IV F53A4 T K7
Ty R T —AITREINTWVWDEDNS ==L BEHLTWRWZ L 2R LET, EEL
TWbE, AN IELLSEBEES, 7o —R Ry XS A[REERH Y 4,

/____

Windows XP E L UR Ty b bR VS HDDHCP X{TZEDHRTE

AT o b RNV T T a 2558, FEBZTWA L, Microsoft XP THEENFA L,
RAA EPHBHR L E T, ZORBEZERET 512X, ASA TEEL— FOEE 27 ~ 40 (2[R
LETd, V= bOEIIN— DI T RAZL > TR F9,

DHCP {175 1512 X - T, Microsoft Windows XP 7 74 7> MEZASA TA 7 U v b b3V
VI RFEHATED X O 0 £9, ASA X, Microsoft Windows XP 7 7 A 7 > I DHCP Inform
AvB—VICEBEIGE LT, 7I7A4A T M hFVIPT RLAHOY 7Ry b ~A7 0 R
AAE,. BIORITFTALVAZAEZT 4 v 7 b— MM L £ 34, Windows XP LLET D Windows
7 T7AT 2 hOA, DHCP fITZEICE o T RAAL ALY TRy b w27 BNMEff &SN F
7, ZAUE, DHCP ¥ — —Z T2 OB EN TRWVERRE THELLET,

intercept-dhcp =~ > FiX, DHCP fRITZEZ A X — 7 NV EIZT =7 M LET,

hostname (config-group-policy) # intercept-dhcp netmask {enable | disable}
hostname (config-group-policy) #

netmask 3¢, Fo RNV IP T RLADOY TRy h A7 2L LFET, 2oz~ Rdno
BRIZ, 207 4 F2lb— 3006 DHCP RITZEEZHIR LET,

[no] intercept-dhcp
WIZ. FirstGroup &\ 9 7 /L—7 7K U 2 —(Z DHCP f\1T%(5 2% &1 202~ L £,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# intercept-dhcp enable

JE—FTORR ISAT Y R THERAT 200 T T I TOFS
REOHE
IIAT DT aXY =N NI RA=FEFETHITE, ROFIEEFETLET,
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FIE

ATy T

ATy T2

YE— R FOERISATY FCREAT SO0 TS ToxoirngE [

TN—T RV — a7 4Fab—rarFE— RKTmdeproxyserver 2~ RE AL, 7
FTATY N TNRNAADT T DT axy pr—R—LR— E2RELET,

hostname (config-group-policy) # msie—proxy server {value server|:port] | none}
hostname (config-group-policy) #

F 74V MElZnone T, 7 I7A TV FTAAADT TP TTaFy —"—DRELFEE
LTCWEHA, a7 4 Falb—a bRt a2, Zoa<r Ko noBEXE
ERLET,

hostname (config-group-policy) # NoO msie—proxy server
hostname (config-group-policy) #

TaX TP —NR—DIPT RLAFEIIHRA MBI OR— FEENEEN T DIITORE ST,
100 XLFRETHHILENH Y £97,

Wiz, 7790 Faxs ==L LTIPT FL A 192.168.10.1 % E L. &R— I 880 #1ff
M L. FirstGroup &9 7V /V—"7 R o —&t BT D02~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy server value 192.168.21.1:880
hostname (config-group-policy) #

ITN—F R —ar7 Xz l—3 3 F— K Tmseproxymethod =< > K& AL T,
JIGAT U N TRALADT T Tuxr T rray ([ AVyR)) ZRELET,

hostname (config-group-policy) # msie-proxy method [auto-detect | no-modify |

no-proxy | use-server]
hostname (config-group-policy) #

77 4V MalZ no-modify T4, 27 4 Xal—varnbEREHIBRT 1%, Zoaw
Y RO noBERXAEEHLET,

hostname (config-group-policy)# no msie-proxy method [auto-detect | no-modify

| no-proxy | use-server]
hostname (config-group-policy) #

A TE D H5EE, ROEBY TY,

sauto-detect : 77 A T N TARAADT T T Xy ="~ HIKEOEHE
A FZ—=T M LET,
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B /=t 7022 95470 bCBRTBEO0TSHY TOF L REORE

ATvT3

eno-modify : 2O AT U N T AL ATHEHALTWAL T Z YO HTTP 77 V% ek
VY —N—DOREELDEEIZLET,

*NO-proxy—= DV FAT U N TNRAATIEL, 77 UFOHTIP /' u ¥ v RELZT 4 B—7
M LET,

* use-server—msie-proxy server 2~ > RIZRESN-EE#ERT L L 21, 77 U¥F0
HTTP 71 3 & H—N—REZRE L £,

TaX P —NN—=DIPT FLARAEZITIHRA MBLOR— FEENREGEENTWAITORE XL,
100 XFRETHHILENH Y £97,

WIZ, FirstGroup & W) VNV —TF R =07 Z o FaXx@Es LTCHEMHAZRET D
Bl R L FET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy method auto-detect
hostname (config-group-policy) #

Wiz, 7747~ TR ADHP—s3—& L TH—s3— QASERVER, K— bk 1001 &5
%X DT, FirstGroup E WD FN—T R o —DT T W T URELRET DU E R L
D

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy server QAserver:port 1001
hostname (config-group-policy) # msie-proxy method use-server

hostname (config-group-policy) #

TN—T R — a7 4Fab— 3 F— KT mdeproxy except-list =~ R& AL
T ITAT U R THRALADT T Ra— AN TTax T BN RATEHDIEHRT LT
BXOFNT A NEFRELET, ZHHOT RLAZ, 7BXh—n_"—lLoTT7 7 EX
SNFEHA, ZDVU R RMZL, [Proxy Stteings] ¥ A 7 17 7R v 7 AZ&H 5 [Exceptions] A~ v 7 A
WY L ET,

hostname (config-group-policy) # msie-proxy except-list {value server[:port] |

none}
hostname (config-group-policy) #

a7 4 X2 b= a b EEAEIRTSICE. 2o RO noBRAEFH L EI,

hostname (config-group-policy)# no msie-proxy except-list
hostname (config-group-policy) #

e valueserver:port : 2D 7 A7 > b T AL RNZi#HT D MSIE h—"—D P 7 KL AFE
T34, BEXOR—FZ2HRELET, A— MEFIHMEETT,

enone: IP7 RLRAFEIIEHRA M ERITIAR— MR ARNWZ EE2R L, kY 2 &AL E
A,
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ATy T4

IPSec (IKEv1)

FIR

ATy

IPSec (KEV) 254 7> kot¥a 74 BinEE [

7 7 4V h TlE, msie-proxy except-list [ L7 « B—7 Ml 72 > TV ET,

TR P —NR—DIPT RLAFETIIHRA MBIOR— FEENEEN TV DIITOR I,
100 XFRMETHHILENRH Y £,

W2, 77007 axpN) XA NERET AR ERLET, IP 7 K1L-X 192.168.20.1 ®
PR — TR S, A— k880 A L, FirstGroup &£\ 9 7 —7 R o—%xfg s LE
j‘o

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy except-list value 192.168.20.1:880
hostname (config-group-policy) #

TNh—T R —ar7 X al— g F— KT mdeproxy local-bypass =~ > K& A/
L. 29A TV b TAAATHERT 27 708N, 7aXizn—)L TS RATHREL
AR—=TNEIZT 4 E—T M LET,

hostname (config-group-policy) # msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

a7 4 X2 —varynbEEEERTAICE. Zoavr RonoBXEFHLEI,

hostname (config-group-policy)# no msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

7 7 4 /v bk Tld, msie-proxy local-bypass L7 « B—7 Ml > TV ET,

WIZ, FirstGroup &9 ZL—T R o —DT T IO T %y n—h )L SA R 2% A F—
TMZT Dl E R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy local-bypass enable
hostname (config-group-policy) #

D547 rDEX2)T4BHEDERTE

IN—=TDEX=2l T ARELEETDITIE, ROFIEZFEITLET,

IN—T R —ar7 4¥alb— a3 F— KT, enable ¥—U— F&$EELT
password-storage =~ RZfH L, =2—H%—2Ra s/ AU —RE27 T4 T K VAT
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B opsec akev) v5470 roEFIUF A REDR

ATy T2

DRIFECTED LT DN EINERELET, "AV— FRIFEZT 4 E—7 T DI
%, disable ¥—V— K% 45 L C password-storage =~ > K& L £,

hostname (config-group-policy) # password-storage {enable | disable}
hostname (config-group-policy) #

X2 VT4 LOEANS, NAU—RREFEET 74V TCT 42— Mo TWET, &
2T P A MIHDZ RS> TWVEL AT A ETOHR, NAT— ROREE A 2 —T I
LTL7Z&EW,

password-storage BMEA FITa 7 4 X2 b— g ULHIRT 212X, 2oz~ Fonog
Xx AN LET,

hostname (config-group-policy) # NO password—storage
hostname (config-group-policy) #

no XA FEET 5 & password-storage DA ZBID 7 )V —7 IR L —inbikk 45 Z LN T
w8

Zoav s NiE /ERRAN— R 2T 7 T4 TV MRAERN— R U =T 74T v FOfE
Bl — Y —FEREC I S v E A,

RIZ, FirstGroup & WO A FID T N—T"RY =% L T/RAT — RRFEA F—TNZT D
Flzmrm L ET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # password—storage enable
hostname (config-group-policy) #

T FN N TIET A BTN o TCODIPEHE A X —T T HMNE I MNERELET,

GE)
IPSec IKEv2 #25¢ Tl IP JEMEIZH A — F SN T ERA,

hostname (config-group-policy) # ip—-comp {enable | disable}
hostname (config-group-policy) #

LZSIP JEfG & A X —T WMIZT HITE, FV—T R —ar 74 Fal—v a3 E— KT,
enable ¥—7— K& fEE L Tip-comp 2~ FZ AN LET, IPIEMET 4 E—T1IZT D
IZ1%, disable ¥—7U— KZHEL Tip-comp =2~ REANLET,

ip-comp BHEZFITa 7 4 X2 b—a Y DHIBRTHICE. Zoavwr RO noBERXE A
HLET, XY, IO —7 KU o —DEEMHREKTE £7,

hostname (config-group-policy)# no ip-comp
hostname (config-group-policy) #
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ATvT3

RTv74

TRY)— B —H—
IPSec (KEV) 254 7> kot¥a 74 BinEE [

TR EMEEA X =T NCTDHE, BT LATHERTDOVE—N XAV LAy 22— —DF —
AEEL— IR H ETHHEERHY £,

Ev bk

F— A EMEERERAT L, a—PF— kv arTEDOAFEY FERL CPUMEHRNHML., &
RLELTASADANL—Ty hEEPMETLET, 207D, 7 —H[EMIEET LA THRHEL T
WHUE—F =PRI L TETFA F—T T HZ 2R LET, T L 2—FICEHFA
DIN—T R —%FZit L., TNOHO2—WFIZH LTETIENEE A 2—7 Mz LET,

ITN—F Ry —ar7 4 F¥Fal— a3y F— RNT, enable ¥— 7V — F#EE L T rexauth
av U REMFHL, IKEX—2NFAERINDBIC 22— —DNHRGEE 2T OLERHDLINE D
MNEREELET,

GE)
IKEv2 #5¢ TiE, IKE F—HA kI R— ST EFA,

IKE & — AR OFRREE A 2 —7 WMZT 5 L, ASA TliX, IO 7 =— A 1IKE T
T—3 3 BN TCa2—F—IZ L T2 —H =4 L XA = ROANBRD B, £ DH%RIKE
F—FERMTON D N2 —F —FFEN RO N ET, FRGECE-> T, EXF=2U 740
ik S ET,

BRE STV DX — A RERA G I EWGS, 2 — P33R AR LRk 5D 2 &
LT@%@Dé:&ﬁ@DiﬁoMT%*#ﬁf%ﬁD@én@wio 95T, HRRREE
TAE=TMILET, BESNTWDX—FERA X — UL afEEd 3 5120%, £=4Y
7 &— R Tshowcryptoipsecsa 2~ REANLT, EX=2UT7 4 7Y Z—Ta v OFpH
RDTATHEAL, BEOT—ZDOFa N f NENDOTA 7 XA LEFRRLET, IKEF—N
AR SINDBEO 22— —DOFFRIEE T « B —7 /2T 5I121L, disablex—7V— K& A L&
o IKE ¥ —DHAER SN DBEOHRILL. 7740 b TIET 4 BE—T7 Mo T ET,

hostname (config-group-policy) # re-xauth {enable | disable}
hostname (config-group-policy) #

IKE % — ﬂﬁi%éhé%@ﬁm£%®1%ﬁ@yw—7fj/~# WAT D a2 A R—
TMZT DI, Zoavr RonEXE AN LT, FET7ar 7 4 X2 b—3 3 V)b re-xauth
E‘ﬁ%ﬁﬂ[&%bi?‘o

hostname (config-group-policy) # no re-xauth
hostname (config-group-policy) #

(6=
Bl 2 — = DMFE L2V e, ARSI L £9,

SERERERME A A X —T T HME I DERELE T, Psec T —3 3 »TlE, %R
BRIERVERIZ LD . HTLWSIE S —I1ZLRTO E D — & b BEMERN 22 EREES N E T,
TN—TF R =%, WO T N—TF R =D mBniE B OE 2K T& £9, 5245
EWEIL, T 74NN TET 4 B—T MR T ET, BRIEBEMEZ A X — 7 MIT DI
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B ke 95472 Lo IPsec-udP it iE

X, V=7 R —ar74¥al— a3 E— KT, enablex—U— F&fEE LT pfs
avy REFEHLET,

hostname (config-group-policy) # pfs {enable | disable}
hostname (config-group-policy) #

SERRVEERIE E T 4 £ —T7 WCT HI2IE, disable ¥—TU— RKZFEELTpfs 2~ K& AS
L/iﬁ‘o

SEARIMEESERM AR BT 74 X2 L —2a B LT, [HEHE LN ST 51T
X, Zoa<wr RonBEREANLET,

hostname (config-group-policy)# no pfs
hostname (config-group-policy) #

IKEv1 7 S5 4 7 > k@ IPsec-UDP B DR E

IPsec over UDP (IPsec through NAT L FEENL D Z bbbV £9) 2FEHTLHE, N—FRu =T
7 I 47 ME. NAT ZF{TL T 5 ASA (Z UDP e TRt C& £4, ZOREREIXT 7 +
NV RTIET 4 B—T 22> TWET, IPsecover UDP 1L, U E— b7 7 & A2 T3
SNHHEHOKEET, T—Far 74 Fal—a UBRETT, ASAIL, SADX I =—
MFIZCZFTAT U R EDEITar 7 4 ¥ a2 b—2 a3 0 T A—2E2L0E D LEd, IPSecover
UDP i35 L, VAT A NRT p—< ARETEKTFLET,

IPsec over UDP % A Z—7 N2 AICiE, FA—F Ry —ar7 4 X¥=2l—var F—FK
T, RO L i enable F—V— KZ4EE L Tipsec-udp =2~ REHELET,

hostname (config-group-policy) # ipsec-udp {enable | disable}
hostname (config-group-policy)# no ipsec-udp

IPsecoverUDP Z i 9% 121%, Z DHHOFHIZHE- T, ipsec-udp-port =~ > R bR ET 544
ERHY FT,

IPsec over UDP %7 ( E—7 /L2952, disable ¥—U— K& A ) L £, IPSec over UDP
BEEZFEITa 7 4 X2 b —a U BHIBRT AIZIE, Zoavwr FonoEXE AN LET,
LD, BT A—F RY 2 —h5 IPSec over UDP DEZ (A TEX A L 912720 £4,

WIZ, FirstGroup &\ 9 7 /L—=7" 7R U 2 —@ IPSec over UDP # % ET DBl %~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp enable

IPsec over UDP % A X — 7 /W L72GEE, v —7 R v—ar 74 F¥al— g T—

RCipsec-udp-port 2~ RHRETHXLENRH D £9, ZDa~r RZL Y, IPSecover UDP
D UDP AR— FEZRESNET, IPSec R T — 3 Tl ASA ITERE S NToR—
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TRYY—. BEUYI—H—
VWNA—ES 7 55170 roBoRE |

FCU RS, DT 4NV EZ)L—)LTUDP b7 7 4w 7N Ry 7ENTWHWTH, ZDOHR—
rETDHDUDP hT 7 4 v 7 ZEEELET, RN— FESOHPAIL 4001 ~ 49151 T, T 7 4L
kDR — METX 10000 T,

UDP AR— r&2F 4 E—T T BT, Z0a<wr FonERXEALTLET, 22Xy,
BID 7 —"F R 2 —h 6 IPsec over UDP AR— M ODEAHEEA TEX A X 912700 £,

hostname (config-group-policy) # ipsec-udp-port port

WIZ, FirstGroup &9 7 L—"7 R U 2 —® IPsec UDP 7" — k & 7R — b 4025 (2% E T D 6%
/j—_\‘[/i—é—o

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# ipsec-udp-port 4025

VPN N—FD 17 95472 FDREDHKTE

FIE

ATy T

ATvT2

(fFE) koa~vy RaEERLT, 2y N —27H0RE— RERiE L ET,

[no] nem [enable |disable]

*/FU IR — RE2MHTLE, N"—KU=T 7747 ML, B—DL—T 4 7 7]
B2 Ry hU—2%VPN b xLZ RN LT E—bF 774 _X—h 3y FU—7 ICEfiic& £

ﬁ‘HﬂiﬁﬁéﬂiﬁhoLt#of\hwWW%—A—® Y% 5T /31 A1, Easy

VPN JE— hDBERICHDLTTAX— Ry NT—7 EOT A A2, FrxAzi LT (b
YARNESLTOR) EHET 7 EATEET, HOLAELREKRTT, FrRudn—Ru=7
JI7AT VMR THIBINDMERH D FTN, b RXABRT v AREICRST2H &1

W OM ST — 2 AW E BB TEET,

1

WIZ, FirstGroup &\ Z/L—7 KU > —DO NEM Z % ET D%~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # nem enable

NEM % F 4 B—7 23 51215, mame% U—RKEANLET, ZONEM EMEETa
VAKX 2 L= a UILHEIRTBIZIE, Zoavr RonBERXE AN LET, 204 T
VEFHATAE, BIOIN—T B — DR X F3,

UEE) koa~vy REFEHALT, EF%a7 2=y MNEARTELET,

[no] secure-unit-authentication [enable |disable ]

ﬁ%:?n:yhmﬁfm VPNN—RO =T 7747 B MRV ERRT 70N —
Pty L 2T — %ﬁ%btw&%g*Tépkf\?#1)74#%“3“&#0;@%
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B ko7 o570 roRRORE

ATvT3

ATv74

A X—TNMZTHE, N—RU T 75347 MIMEEEN TS —H—44 L X2 T —
REFHLEEA BESNTWVWDIEHE) , EXFaT 2=y FNEEHIT 74V FTT & —7
VTR TWET,

tXaT 2=y MERETIE, N— R =T 7947 MBIMERTBER T 7 7 A Uikt L

mu%~ﬂ~7w~7# KESNTWAIRERHY T, 774~ Y ASA TEF=2T =
= FMERRERMELREAT, EONy I T v =Rl btFaT 2=y MNEREEHRET
HLENRH D FT,

GE)

ZOMRER A X —T NI LG AIZ VPN b RV BN T HI2E, 22— R —F 4 LA
— REANTHVLENRHY £7°,

1 -

WOBENL, FirstGroup EWHZRTD T N—TF R —IZk LT, BFa7 2=y FEIEE A
F—T T DI EER L TOET,

hostname (config) #group-policy FirstGroup attributes
hostname (config-group-policy) # secure-unit-authentication enable

X7 2=y FEIEET 4 B—T T 5T, disable ¥F—U—FKEZADNLET, BF =
7 2=y MNEBIEBMEEEITa Ly 74 X2 b—2a U LHIRT DL, Zoavwr RonoiE
KEANLET, ZOFTva v Z(ETLHE, MO A= R o—hbtFaT 2=y
N ERREDE Z Ak K T & £ 7,

('f{‘%) Yk@j'??/ ]\%—_”Tﬁ)ﬂbf\ :‘L_VH_ FRRIE & X Hﬂiﬂbi‘j_

[no] user-authentication [enable | disable]

AP A =TT DL, A= KT 2T 7 T4 T v hOWRITO B2 D2 —H—
X, RV ENL TRy NT—2 2T 7 BARATHOIBGE =T 5 Z t75>z\%&f£@i

T, A O2—V—%, RELRGE— —DIEFIHE > CTREESNE T, — —F83E
?71»%??4? TN 5 TWVET,

774 <V ASA ’/C:L“*'H‘F‘nun 75)‘,[4?72 61\ 80)/§777‘Y70 Pz %):L““'H‘%nu_‘
AEERRET HMERH Y ET,

1

WORFNL, FirstGroup & WD ARTD 7 N—T KR o —IZk LT, 22— —FiLE A F— 7T
TLHEERLTHNET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# user-authentication enable

:’-’“"j‘ nunE%T/]"{Z 7/1/ —a—é {&. disable i{- U*‘F’i’]\ﬁbi‘?‘ :L"_]j_ wuuﬁﬁ
MEIITar 74 Xab—2a ynbOHIRT5ICE, Zoavy FO) noERXE AT LET,
:@j_7 V=] /%1%)%?6 &\ }%IJ®7\\/V_7O/—\HU T‘/‘—ﬁ)%l‘—vy‘ wu uﬁ@fﬁ%ﬂ_ﬁ(fgijﬁ
WOa<wy REMHALT, BEELZEAx D2—F—DT A NV ZA LT U MR ELET,

[no] user-authentication-idle-timeout minutes | none |
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ATy TH

ATvT6

TRYY—. BEUYI—H—
VWNA—ES 7 55170 roBoRE |

minutes/ X7 A —X T, T4 RV Z A L7 0 MEEE (DHAD) ZEELET, RERRIT1S.
T 7 /L MiE 30 4y, ERERIX 35791394 43 T,

TA RNV EA LT MIBFICAN— R =T 729470 FO¥HOL—YP =L DBIET 7
FAETANRWVES, ASAIZED I FGAT U DT 7 BAEZRTIHET, 20X A ~v—
1. VPN b rVEKRTIEZRL, VPN R RV EBIRT DI FA T DT 72 AT &
TLET,

1 -
WOBNE, FirstGroup E W ZRTD T NV—T R 2 —245 53 DT A4 KV XA LT 07 Mz
ET D HEERLTOET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # user-authentication enable
hostname (config-group-policy) #user-authentication-idle-timeout 45

i

TA RNV EALT D MEZHIBRT HIZIE, 20~ FOonEXEALET, 2047
varEERTLE MOITN—T R =T A KV XA LT T MEEMATE 97,
TA RNV EZALT D MEZMHKAKLRNE SIZTHITIE, none F—U— FEfEL T
user-authentication-idle-timeout =~> K2 AN LET, ZOa~v 2 NZkb, 74 v Z4
AT T MIXVENHRESNET, XIIMVEEZEET HE, TA RVEAL LT U7 MBEL I,
TN NERITRESNTZIIN—T R = ba—HF—HAEDT A KV X4 LT U ME
DR SN2 < 720 £,

GE)
showuauth =< RADIEETRENDT A RV XA LT 7 ML, #IZ CiscoEasy VPN U £ —
N TNRAAD N RNVEBIAE LT —F—D7 A RV XA L7 U MEIZ/ZRD £97,

WD~ R&EMHEH LT, IP Phone Bypass i & L £ 77,
ip-phone-bypass enable

IPPhoneBypass #ffifH3 5L, "— KU =T 7747 NOHRIZHDHIP 7 4+ H, 2—F—
RRET B A7 LTt T £9°, IPPhoneBypass (X, 7 7 4/ F TT 4 E—7 /LT > T\
T4, ZhUE, TUA A F—T i > TV ABAICOREA SN E T,

GE)

Flo, INHD7 T4 T v NOBFEERRT HITIX, 77472 MIMAC 7 R L AGBRA 3%
ETHMNENRD Y 77,

IP Phone Bypass &7 « & —7 /W27 5121, disable %¥—7— K% AJ) L %7, IPPhoneBypass
BHEEZFETA LT 4 F 2 L= a U BHIRT IR, Zoavr FonolBE A LET,
ZOF T a ANk, BT —TF R Y 2 —)35 IP Phone Bypass O & {7k T & £,
WD a~y REMHER LT, LEAP Bypass i€ L £,

leap-bypass enable

LEAP Bypass |Z, user-authentication 2314 % —7 /LIl > TWAEAICOAEHA SN ET, =
Da<wr RIZEY, Cisco VA VLR TZERRAL L N FI/NA ZANED LEAP 7347 v M.
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LEAP FHREAFENL L TG, 22— P —FFET L ICRRER EITCE D L 9122 £9, LEAP
Bypass IZ. 7 7 #/V b TT 4 B—T /Tl > TWET,

IN=RT 2T 7 T4 T FDOHAIINDLEAP —H— 2%, mEARMERHY £+, Frx
NVTHIRA A § TNA ZADH%AIZH D RADIUS h— =27 LT oY Va2 EEGETH 2 N
T&72\W e, LEAPFRREA X IV =— T EHA, M FURETY LT vy L EEE
TERWVEBE, BRE Y FY—7 TRIEINTWRWES T, ZOMBEEET 5729
1. LEAP /A 282 %, fHR D —HF —FBFFORHIIZ LEAP 2347~ + (LEAP %7 v ")) %
ko VTR L mmms#~ﬂ—«®ﬁﬁ%ﬁ%mﬁfééio LET, ZHick-o
T, 2—¥—i%, ERlOx—V —FFEcEL = LR TEET,

LEAP Bypass £, RO T CHEUIIHEREL £7,

« secure-unit-authentication 35 4 E—7 IR > TWBZ L, AV HTITT 4T 2=y k
m£#4z TNOBE., PRV EHEHA L TLEAP T ANA ANERETE D K910 DRI
FLEAP (ﬁf?) 7‘/\4’ AMN— R =T I I73A4T I\’Sfuwﬁ?“%’)ﬁ?#b%@ 351;«

user-authentication 34 F—7 NIZ/ > CNDHZ L, A X —T /W > TV & LEAP
Bypass 25 H SN EH A,

MERERBE DT 7 B A IRA o 23, Cisco Discovery Protocol (CDP) % 1T L CTU % Cisco
Aironet Access Point Th 25 Z &, PCDONIC 71— RiZ, tho7 7 ROPBTHNENE

NEWUR
1
WOBE., FirstGroup & W9 £ HiiD 7 )V—7 7R U 2 —|Z LEAP Bypass % i% &4 % J7iE%E 7~ LT
WET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # user-authentication enable
hostname (config-group-policy)# leap-bypass enable

LEAP Bypass #7 « £ —7/LIZT 5I2iL, disable ¥—7U— K& AJ)L &3, LEAP Bypass J&
PMEETar T4 X2 b—a UDHHIRT 2123, Z0avry Fon JERXE A LET,
:@ﬁf&aV%ﬁW?ék\HMNWW$®@%%@7W%TKUV%#%%%T%iﬁo

— t » O [o] : _ , _nll_._l
XTI ATU N EGOTIL—TR) O—EBHDEE
[ AnyConnect VPN Client #f5t (259 X—7) | [T Ko, €F 2727747 M #EExE A
F =T LT, TV —T R =D X277 747 hEEA F—T VE 21T
HicT&Ed, Z—7 RV —webvpn a2 7 4 X2 b —3 3 F— R CTROFNEEZFEITL
iTo
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FIE

ATy T

ATvT2

ATvT3

RTvT4
ATv7T5

t%275547 >k gHosL—TRY o —EronE [

ITN—F R —webvpn 2> 7 4 Fa b — g T— FNEBLET, RICHZRLET,

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn

TYRRA v barta—SZ ETEFaT 7747 b OKGRIBRA A =N ET (1 —
T T DX, noneF— 7 — RZ45E L T anyconnect keep-installer =~ > K& H L £,
WITH &R L ET,

hostname (config-group-webvpn) # anyconnect keep-installer none
hostname (config-group-webvpn) #

FIZHNVETIE, 7 74T FOKERIZRA A M—MIA F—T Wl >TWET, 774
Ty MI, BXaT 79470 by a O TIRIICD RARA V MIA VA =L ENT-
E= /= e B

TN—TR) =D Fa2T 7747~ SSLHGEREH T HITP 7 — % OEHi%d A 2 —7 L
\Z9 %121, anyconnect ssl compression =~ RZ AN LET, 77 4/L FTiL, [EHEIE none
(T4E—7N) TRESNTWET, EMEEA R—7WMIZT DT, deflate ¥—7— K%
FERLET, RICHIZRLET,

hostname (config-group-webvpn) # anyconnect compression deflate
hostname (config-group-webvpn) #

7y FETRBHORE 277 <—)

T ADERGRDT A RVIREEZ MEFF T DI ZHIIR T 5558 Th, Tudy 7747 Ut —
o ETENAT T A ARBAD ¥ X 2T 7 747 0 M EERERWCERICT 22 &R TEE
9, ZHELT O IZiE. anyconnect sl kegpalivecommand: i H L T —7 7 74 7 A vt —
COBEEZTHELET,

anyconnect sd keepalive {none | seconds}

o, =TT IATHRHETL L, UET— b2 —H—) Microsoft Outlook F 7= (% Microsoft
Internet Explorer 22 ED Y 7y h_—=A 77V r—a T 7T 4 TIZFETLTVRVWEE
TYH, EFXaT7 79470 87747 MIUIMB L O BERSINETA,

WO TIE, BXaT 7 I79AT LV RF—TTIA4 T Ay E—%23008 (547) OBEE TR
ETEDI90X2 VT 4T T IAT UV AERELET,

hostname (config-group-webvpn) # anyconnect ssl keepalive 300
hostname (config-group-webvpn) #
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B 2775170 r 8GO L—TRY o —ElORE

ATvT6

ATy 71

X2 TV TAT N BSSLEYy v a r TX—E AR TE S X 5127 HI2IE, anyconnect
sslrekey 2~ > R&EMEH L FT,

anyconnect ssl rekey {method {sd | new-tunnel} | time minutes| none} }
T 74N M T, F—FERKIZT 4 E—T7 Mo TV ET,

method % new-tunnel IZ¥ETETH &, SVC XF—DOHARTIC EXaT 774 T M BRF LW B
VIHIVEMENLT D X OICHREINFE T, method % none IZFRET D &, F—FHEKITT 4 &—
TIC72 Y F9, method & ssLICHRET D &\ SSL DR T T m—3 g AT F — AR PICAT
PIET, method ZEETHRDVIC, By a v OBEND X —FAEKINTHOND £ TORE
M4 1~ 10080 (1) OHETHRETEET,

WOFITIE, F—HERTIZ EX2T7 275347 B NSSL EHRITL=— 5 L9 ITHE
L. F—FHAERNE Y a VHEBD 30 5BICRET DL IICERELTWVET,

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30
hostname (config-group-webvpn) #

74T R han g RXAEREEFEHTLE, EX 2T I TA T N BIPV6O N T T
JREFEFPH L CNDEEDIPvE hT 7 4 v 7 OFEBTER, IPvd T 7 4 v 77210 % T
LTWBEEDIPVE T 7 4 v 7 OEBHHTEEZRETDHIENTEET,

Y XTI T4 T b DASAIC VPN R T 5 & 12, ASA [T IPv4 & IPv6 O— 5 /=il
FHFOT RULAZED YL TET, ASANEBX2T 27747 F#ERIZIPvE T KL A £ 7212 1Pv6
T RLURAFTEZED LY THREIC, ASADBIPT RLAZEID Y TRp>-Ry NU—F T
T4 TIZDONWT, VAT M 7Ta balr XA RRCEL>TED NI 747 % Ky
BB, FITASAZNRANRALTI FTA TV LDk L, oFE0 7 U T77F%
AN ELTOREEHNTIEINERECTETDLHIITRDFE L,

72E 2 ASANBX 2T 77470 M EERICIPVAT RLADOAREZEI D YT, = RikA v
MRT 2T VAR T ISNTWLEBRELET, 2O RKRA 2 bR IPVv6 7 KL A~DE|
HEAEARLIZLXIZ, V54T 2 h XA RR T a ha VERENT 4 v —T L 0541%. IPv6 b
TI4 IR Ry TENETN, 774 T2 bRXARAT 0 haBg 2—TLOEAIL,
IPV6 F T 7 4 w230 94T b7 VT TFAMELTEEEINET,

SSL #f5¢ Tld 72 < IPsec b v FIVEHENL L CTWADIEAIL, 7 747 v FTIPve BWADNIZ/2 > T
WANE IR ASAITEIAEINRNWTZD, ASAITEIZZ TAT v b AL AR T baLE
By val Ty LET,

client-bypass-protocol 2~ > RZfEM LT, 7 747 b NA /R Fa hagEs A 1—7
NERFT =TI LET, a~vr FEXFERO EEBY TT,

client-bypass-protocol {enable | disable}

I, 7TAT o E XA RA T a bavef 2= MZT D0 RLET,

hostname (config-group-policy) # client-bypass-protocol enable
hostname (config-group-policy) #

WIZ, 7FA T s R_XARRTa bharzsAv—T0cd 5652 RLET,
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ATvT8

FRYY—. BEUYLI—H—
t%275547 >k gHosL—TRY o —EronE [

hostname (config-group-policy) # client-bypass-protocol disable
hostname (config-group-policy) #

WIZ, A F—=TNVEFEIT A B—T NIRRTV TALT v s XA Fa ba LR EL
HIfRT 2612~ LET,

hostname (config-group-policy)# no client-bypass-protocol enable
hostname (config-group-policy) #

ASAFRICE — R AT o v T RFBELTELEEIE. VPNE® Y v g COFMSLICHEHR S5 ASA
IP7 RLUAEMRRT 57202, ASADFQDN Z48E L F9, ZORTIE, SFSERIP T2
Faroxy NO—IBDO7 74T b a— 07 %Y R— 4592 TEETT (IPv4 )
51IPv6 72 E)

YX 2T I TIAT N T T AT HD ASAFQDN L Cr—3 4 IZ ASAIP 7
RLZAZRGTHZLIETEXERA, TRLABRE—R AT 7 o F U FDELNEA
AR (FNRADBHSLINTNDET NA R) E—FHLBRWEAERHY 7,

TINAZADFQDN NV 74 7 > MIEUE SN2 WIGE, 7747 > ME, LR b RV D
SMESNTWDHIP T RLA~OBERERAAET, £ H P 71 h=av (IPvd 725 IPve) D
Fy NU—JBou—I v 7 &Y R— b T5100%, BXa2T7 7747 Mid, PURAVOHERE
ST S ASA T RLRAERETE S L HIZ, a—I 2 71RIZT 73A A FQDN D4 Hififik
EATOMERDHYET, 7747 ME, gl 27 7 A VITFET 5 ASA FQDN
EREHLET, DOty g CEEE T EHRERGEITEIC, ASAICE-sTT vz
SN (7, V=T FRY o —TCEHRENHRELT) 731 AFQDN#fffl L £7, FQDN
DBERE INTW WA, ASA IE, [Device Setup] > [Device Name/Password and Domain Name]
DERENKN BT SA AFQDN #Htff (BX O 747 MIERE) LET,

TNAAFQDN B ASAIC L > T v v a ENTWRWESE, 7747 M, BR51P 71
faroxry NU—7Oor—I U ZH%IC VPN By v a U EBELTE ER A,

gateway-fqdn 2~ > RZEH LT, ASAOFQDNZ#REL 7, a2~ FEXIKkDOLEY T
o

gateway-fqdn { value FQDN_Name| none} ¥ 7213 no gateway-fqdn
KIZ, ASA @ FQDN % ASAName.example.cisco.com & L CEFRT B4R L £7,

hostname (config-group-policy) # gateway-fgdn value ASAName.example.cisco.com
hostname (config-group-policy) #

Wz, Z—7RY T —n 6 ASA D FQDN ZHIBRT Al2 L ET, 71— KU —Iid,
FIT NV TN—T R —nb ZOEEMAL £,

hostname (config-group-policy) # no gateway-fqdn
hostname (config-group-policy) #

WIZ, FQDN 2 ZEDfEi & L CEET D62 R L £9, hostname =~ > K X N domain-name =
~  FEEH L TRESNT-Z 2 — L FQDN MR Sk (R TRERES) .
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B o7y s—ni—REronE

hostname (config-group-policy) # gateway-fqdn none
hostname (config-group-policy) #

NI T T H—N—BHEDETE

Ny Ty T —=N—%FELET EHTHTERHLEE) o Psec Ny 7T w7 H—
N—%ffHT5E, VPNZ T4 T2 MIT T4~V ASA BEHARAOHE SR A Mok
BT AHZENTEET, NI T vl —N"—2RETHE, ASAIL, IPsec b RV ZHET
THEXNZITAT U M —N"— VR ZELET, 7747 MLEERITTT 4~V ASA
FenRNo 7T o P = R—=RELBRWBRY, Ny T v T = R—3FELEE A,

NPT T ==L, 77472 b EFERITTT A4~V ASA LIZEEEL £7, ASA EIZ
Ry I T 0T J=NR=%FRETDHL, NI T v T b—=NR=RY =N ITN—THNDI TFA
Ty MITyvad&v, V94T NEORY T T == VAN EEINTNDIE
B) DEXHEDY ET,

\}

G¥)

RA NG EFERT I HE1E, Ny 27 7 v 7 DNS — "= Oy 7 7 v 7 WINS H—/3—
%, 774 <Y DNSH—"—BLORT T A<V WINS —R_—LFHDoxRy hT—7 EIZE
ETAHAZEEHRLET, 0L 0nWE, "~ RU=T 7534 T NOBRDOI FTAT
Y MMADHCP #M L TC/A—FRT =7 7547 hH 5 DNS HF#P L O WINS 54 Bfs LT
WOHEGE, T4~ b= R—=LOERN DIV, Ny 7T T —— 2872 5 DNS fF R
& WINS &2 & 5 &, DHCP U —ABHIRUINICRDE T IA4 T M BHTE R 7Y
F9, £, FAMEFEHL TCODEEIZDNS b — =03 EHRAZ/2 5 & Kl BIE

WREETLIBENRH D £,

R T T P—NR—%HETHIZL, V=T RV —ar T 4 FXal— g F—RT
backup-servers =~ K& AS L ET,

hostname (config-group-policy) # backup-servers {serverl server2... serverlO |
clear-client-config | keep-client-config}

NPT T PF="—=%HIRT DI, Ny Ty T == HELTIDOa~x FdDno
XA AT L E T, backup-servers BYEAZFI T2 7 4 o b— 3 U BHIBRL, backup-servers
DIEZAD 7 NV—T R Y —NHEKTE D L HI2T 212, sIEEzHFEEFIiczoav R
D nofEXEANLET,

hostname (config-group-policy) # no backup-servers [serverl server2... serverlO |
clear-client-config | keep-client-config]

clear-client-config ¥— 7 — RiZ, 7747 N TR I T v b—R—%ff L2 L%
HELET, ASA X, XNVDOY—N_"— U R &7y a2 LET,
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TRY O~ BEULI—H—
vy kD=5 7RIvvavavra—L 5 i—20EE [

keep-client-config ¥— 7 — KX, ASABR N 7T v 7 P—_—{FHE7 7147 MIEEL
BWZELERELET, 77947 MI, MEONRYy 77 o7 == U X AL ET
FEESNTWDIEE) o ZHUEXT 74V hTT,

serverlserver 2....serverl0 87 A —#% U 2 [NE, 774 ~ U D ASA BNMEARTOHAIZ VPN
IIA T IBMERT LR T T34 F VT 4 BICAR—ATRE 7Y A NTT, ZD
UANMIE, =" —=ZIPT FLAFZEFARA MM THEELET, 20U A FDOE XX 500
WFFETT, B TEDH M UITRK 10 E TTY,

WORFNL, FirstGroup & WD ARTDOZ N—7"HRY 2 —IZ, IP7T KL A%310.10.10.1 & 192.168.10.14
ThHHNY I T v T =N —%RET DHEERLTNET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # backup—servers 10.10.10.1 192.168.10.14

2y RTI—H PRIy 3o arbO—I)L/INTA—2DHTFE

FIE

ATy T

COETHBAT LI NL—F RV —NAC o~ FiZiE, TTF 740 FOERH Y £3,
EO L THMEREAZERE, ZNODONRTA—FZDT 7 4 /)b MEIZEE LRNWTLIFEW,

ASA X, PEBREEREZ 2 k=L (EAP) overUDP (EAPoUDP) DA »E&—V &ML T, UE—
FRANDRAF ¥ ZEB LET, RAFYHEETIE, VE—F FAXA MRy FT—2 T2
TARY —ZED B THHNZ, FORAIREF 2V T 0 OXLBELRBZHEZLTHNENED
PRGN ET, ¥FX2 VT4 TS IA TV ATHYy NU—27 T RIvyvaryaryhio—
NV EFRET DRI, NAC HIZ Access Control Server 7% € L CEBL LE N H Y £,

Access Control Server I, AT LDFE=Z Y 7 LAR—EDIERN. Tv 7, BXOrx
TN ONERERTARAT ¥ b—2 > (ACS THREFRERLTH) X274 777
AT AZFE Ty a— RLET, R AAF v h—2 1d, Healthy, Checkup, Quarantine,
Infected, F72/ZUnknown T, RAF ¥ IRALEI1F7 74 7 2 M LOBIENKEDD &, ACS
Wy a AT 7 A R v—%tXa T4 TTIAT LV AIF Y0 —RLET,

TN DT N—T R —FFREIN—T R —DORy hU—27 T RIvia
Ay hr—VERET DHITIE. KOFIEEZFATLET,

ER) AT—HA 72V —FA~—DOWRZHRELET, ¥X2 VT4 TTI7AT A
. RAF Y RGEERBER KDY, AT —F A7) —DIEEEZ TR D =N, AT —H
AT —DHA—FhEEIZTET, ZOXA—DOHBERINE E, RANDRATF ¥ D
EEEPFRL 7 ) — (AT —FA 7Y —) BIRITSNET, A ~—OHRZ 30~ 1800
OB TANILET, T 74/ FORET 300 BT,

Xy hT—2 7 FIvyiararybrao—LoOkyiarT, RAF¥BIENAMER KDY,
RAF ¥ DEREZFRDRD 7 =) —NRITENDE TOMBEIRET 2121E, Z—7 R
—ar7 4¥alb— a3y E— KTnacsg-period 2~ REFEHLET,
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ATy T2

hostname (config-group-policy) # nac-sqg-period seconds
hostname (config-group-policy) #

FIFIN DT N—T RY)—=MBEAT—H A I — F A ~—DEZEMET DIT0E, fkK
TOREITN—F R —I2T7 78X LT, Z0avr RO nEXE2FEHLET,

hostname (config-group-policy)# NO nac-sq-period [seconds]
hostname (config-group-policy

Wi, AT—HA T — FA<—0DfE% 1800 PICEFET 202 R LET,

hostname (config-group-policy) # nac-sq-period 1800
hostname (config-group-policy) #

WOFITIE, T74V 8 ITN—=T R =B AT—Z A7) — XA <—DEEMHAL T
b\iﬁ‘o

hostname (config-group-policy)# no nac-sq-period
hostname (config-group-policy) #

(f£E) NAC OFMFEOHMZRELET, X2 VT4 T T7A4 T AL, RAF ¥ HiE
WRER DD TN, BGEY A ~— 2B S E T, 20X A ~v—2nHRINICR S
&L ROBEEEDORAF Y EEN Y H—SNFET, ¥XF2 VT4 T FIAT U RE, FNE
TLR UHECRAF ¥ ZBRGE L ET, R AF ¥ RAEE T IEHEMRAERIZ T 78R 2 hr—
WA= R=RFHTERVGA, T 74NV DT A—T R —RNGHR 0 3, RAF v
T DR AT AT LET, #PHIL 300 ~ 86400 b T, F 7 4L b DR EIL 36000
BT,

Xy hU—=27 7T RIvvararyta—nrokyyaTRAT Y E2RGEET DHEZEET
B, I—7F R —ar7 4¥alb—ar E— FTnacreval-period 2~ > R&fif
MLET,

hostname (config-group-policy) # nac-reval-period seconds
hostname (config-group-policy) #

FRFEAZ A ~—DEET 74V kN I —7 R =Bk 51203, R coRE 7 L —
TRV —IZT IV EALT, Z0avy Kono XA FEHLET,

hostname (config-group-policy)# NO nac-reval-period [seconds]
hostname (config-group-policy) #

WIZ, FHREE S A ~—% 86400 L E T A4l %2 < LE T,

hostname (config-group-policy) # nac-reval-period 86400
hostname (config-group-policy)

WOEITIE, T TNV DTN —F R —nEFMRAEE A ~—DEZ A L TWET,
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hostname (config-group-policy) # no nac-reval-period
hostname (config-group-policy) #

(fEE) NACHTZ 74V MACLEZRELET, EXa VT4 77 I7A4 T RIEL, RAF ¥
ERGETE 720G AIC, BIRENT ACL IZBEM TN TWAEX 2T 4 A U —%EH
LE9, none £7-3HEE ACL 25 8E LE T, 7 7 4/ Fi%Eldnone T, nonelZiXET 5
L EF VT4 TTIATURE, RAF Y ZREETERDP ST EZITT T4V FD T L—
TR —E#EHALET,

RAF ¥ ERFETE 2oty bU—27 TRIvyvary arvbo—Ltyya 077+
JVMACL & LTHEHEND ACL ZFEETHICIE, FV—T RV —ar7 X2l —3
v F— R T nac-default-acl =~ > R&FEHLET,

hostname (config-group-policy) # nac-default-acl {acl-name | none}
hostname (config-group-policy) #

TI7HNNOTN—T K = ACL kAT 51213, MR TTOREIN—T R —|Z
TIZEALT, Z0a<vry FonlEREHEHLET,

hostname (config-group-policy) # NO nac-default-acl [acl-name | none]
hostname (config-group-policy) #

ZDavy ROBRIIROLEELBY TT,

« acl-name : aaa-server host 2~ RZEH L TASAICREENTWD, RAF ¥ ZHEE+
LY== T N—TDOLHIERELET, TOLARNE. FDa~v L NICHE S 4L server-tag
BT HLER’HY 97,

enone: F7 AN K ZA—F RY T —ME0D ACL DK ET 42— 2L, NAC &>
TV TCRAF Y RIEN TEX Aoz I ACL A LEE A,

NACIZT 74V h CTTF 4 B—=T N> TS, ASAZEIET A VPN T 7 4 v 71X
NAC 34 X —T W72 HFE T, NACT 7 /v s D ACL DEEIIZ T FH A,

WO TIE, RAF Y EZRIETERNo72EEIZ, acl-l EWH ACLZEHT2 L 9ICHEEL
TWET,

hostname (config-group-policy) # nac-default-acl acl-1
hostname (config-group-policy) #

WOBHITIE, T 74V T—F R Y —n6 ACL k& L TWE9,

hostname (config-group-policy)# no nac-default-acl
hostname (config-group-policy) #

WOFITIE, T74NV N ITNA—T R =MD ACLOMAEZT + E—7 12 L. NACE v
TV TRAF ¥ BRIETER - ZICACL #HMA LER A,
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hostname (config-group-policy)# nac-default-acl none
hostname (config-group-policy) #

VPN O NAC BrZRELE T, T 74/ F Tk, R Y A MIZEICR->TWnET, 74 H
BYEDT 7 v MElX none TY, RNAF ¥ MGREZHRT DV E— K RA MDOAXL—T ¢
T AT A (BXOWACL) Z &2 vpn-nac-exempt 2~ > K& 1 [HIAS LET,

RAF ¥ BEEEGRT 2V E—h a2 Ba—XDX A TOV A M= MY ZBINT 51213,
ITN—TR)v—ar7 4 X2l — g F— FNTvpn-nac-exempt 2~ > RZEH L £,

hostname (config-group-policy) # vpn-nac-exempt os "os name" [filter {acl-name | none}]
[disable]
hostname (config-group-policy) #

MAEZT =TT L, TRTDOHR R b ZRZAF v BEEO R I2T 5121, vpn-nac-exempt
DT HEAIZnone ¥ —U— RFE AN LET,

hostname (config-group-policy) # vpn-nac-exempt none
hostname (config-group-policy) #

WY A ROy MU EYIRT A2, 2oa<ry RO noERXAHEHE L, YiRd 5421 —
T4 T VAT A (BXOACL) 2#FELET,

hostname (config-group-policy)# NO vpn-nac-exempt [os "os name"] [filter {acl-name

none}] [disable]
hostname (config-group-policy) #

DT N—TRY —IZBEEM T BTV DEERY A Mbh b P ERHIRL, T 4L
M I N—FRY —DREY A M EMEATHIZIE, F—UV—RFEEEETICIoavr Ro
no B AR L £,

hostname (config-group-policy) # NO vpn-nac-exempt
hostname (config-group-policy) #

Doy ROMXERIFIKRDOLEELY TY,
cacl-name: ASA D a7 4 X2 Lb—3 g VIZIEIET D ACL DA R,
e disable : ez Y A Fo= > b U ZHIBRETICT 4 E—T I LET,
ofilter : (A7 ay) ava2—FOF—F 47 VAT ADOARIND—HK LT L X
WChT T4 05T 4N 7T B ACL @A LET,
enone : Z MO ¥ —U— K% vpn-nac-exempt O < AICAT) LIEGEIE, MERDT 12—
TN TRTORA RBRAF Y RIAEOX G20 F9, ZOF—T— % filter
DFTHAICATLIESEEIX, = P TACLZRRE LW 2R LET,

cOS: AX_RL—FT 4 T VAT AERAF Y BAEN LR L £7,
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WN5SA7o k774791 —n Ky o—nEE [

cosname: AL —F 4 T VAT ADLFTTT, AFNIAR—ANEGENTWHEAIC
DOFRBIHAGENRMLETT (= & 21F "Windows XP")

WOHITIX, AR T 4 B—T M EH, T_XTDOFRR FDRAF ¥ BIEOMRICENE T,

hostname (config-group-policy) # no vpn-nac-exempt none
hostname (config-group-policy)

WIZ, R X RS d_XTo M) ZHIBRT 5812~ LET,

hostname (config-group-policy)# no vpn-nac-exempt
hostname (config-group-policy)

WwDa<v REANTLT, Xy hU—2 T RIvvararbha— i 32—7NVEET 4
=7z LET,

hostname (config-group-policy)# nac {enable | disable}
hostname (config-group-policy) #

T 74Nk TN—T R —nbH NAC OREEMAT DI, MEATTORBEI L —7 R
TV BALTC, Zoa<vy RO noHREHEHLET,

hostname (config-group-policy) # no nac [enable | disable]
hostname (config-group-policy) #

T 74 F T, NACIET 4 B—7 il >TET, NAC A X—7 /2T 5 &, UE—
77 BATRAF Y REENPLEICRDET, VE—bh v Ea—XDRAFYNIELND
ERMERR SIS E, ACS YV — =N ASA CTHEHTLHT77EA R v—%Xyua—RKLE
T, NACIX, T 74NV N TET A= MR T ET,

Access Control Server (3% > bV —7 LIZIFAET HVLENH Y £9°,
WOFITIX, Z—7 KU —IZx LTNAC A X —T7 /I LET,

hostname (config-group-policy) # nac enable
hostname (config-group-policy) #

VPN SA T2 D747 04—ILKR)O—DEKTE

T7AT UA—NME, T—HDEET Y NEREASAT Yy NEEZNEREL T, Xy bD
TrAT U A—IVBBETFAIT 50, FINry b E Ry T T ENE I NERETLHI L
WX, avBa— %A 02—y "DOMLTIRELES, 7747 U+ — T, 7
N—TDVE—F 2P —RRAT Vv h bRV T EFRELTWDIEHE, EX2UT 40
mExzb7ebLET, ZOHA, 7747 UA—ADB, A ¥ —XFy hERIT2—F—Da—
HNVLAN Z T ARER AN 22— —Da L Ba— 2 2 R# L, OWTIeEry FU—

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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B vnoscrororaror—n Ry v —omE

I HIRELET, VPN T4 TV FEFH L TASAICER L TWA Y T — h 2—F—(%, #
R 77 AT O — )V AT a BN TEET,

IN—F R —ar7 4 Fal— g F— RTdientfirewall =2~ RZHH LT, ASA
MWIKE b RV 2 I m—2 g VHIIZVPNY A4 T2 NIRRT H =Y F N T 7 A4 T 74—
NIRRT —%RBELET, 77AT7 U4 — R —%HIRT51I2E, Z0a~<r RonoE
KEADLET,

TRTCOT7 7 AT U4 —/VARY —%HIBRT 521, 518 ZHEEET I noclient-firewall =~
VEREANLET, Zoa<wr FIiZkb, none ¥—U— F&HEE L Cdient-firewall =<2 K
EANLUTERLEX VAT o—03bEZN L EH T, HEBFHADTXTOT 7 AT Ut —
VAR —HEIFRENET,

T7AT U A= R =Bl hdet, 2—F—IT 74/ M ELIFTZOMD I L—T R
U —WIFIET DT 7 AT U — VR U—FfE LET, 2=V —RNZDLH %77 A47T
T =R —F AL RN E D IZT DL, none F—TU— R&4FE L T client-firewall

a<wr REANLET,

[Client Firewall] % 77 ® [Add or Edit Group Policy] %A 7 v Z'/R v 7 A Cld, BIMEITEF
HIN—T R —IZH LTCVPN I IA TV b7 7 A T U — LR EEBEETEET,

\}

=)

INBEDOT AT T+ —UEKEE R T X A D%, Microsoft Windows % E{T+ % VPN 7 T A
Ty RNEGTY, BE. N— R U7 7 IA T FEEIEM (Windows LISL) YT R

T IIAT T, INbOBEIZEH TR EFEA,

PO FVATIE, VE— 2=V —DPC LI RR—=YF NV T 7 AT T =LA A b—
NENTWET, VPNIZ ITA T ME, a—HhL 77 AT 74—V TERBEINTWDE T 74
TUA—VR)—%BEHL, TOT7 7 AT U —/VIRFETINTNDE I L EHRT DO
F=H—LET, 77AT U NVDOEITHEIET D E, VPN 7 T4 7 2 M ASA ~O#EfF
ZRuoy 7 LEd (ZOT7 74T 74—/ Vil A 5 =& L% Are You There (AYT) L FRHEH
F9, VPNZ 74 7> FBEHMNC Tareyouthere?] A v —TaRETHZ LICk-TT 7
AT T —IVET=H—FT N5 TT, IENRINRWGE, VPNZ IA4 T M, 774
T U= NN T LTToD ASA ~DOHERNIET LTtk LET) . Fv N — 7 EBLE
MINGDOPCT 7 AT VA —/VEMBIZRET 2HEbHV T, ZOHEEZHEHTIII,
2P IEHDOREE AT~ A TEET,

H2DTF YA TIE, VPNZ FA4 T2 RPCONR—VF I T 7 AT 74— getgpil 7 »
AT A= NR) T —%EHT L ENBIRESNDZ LN 9, — il e LT, X
Ty b bRV T EFEHLTINAN—=TDYE— K PC~DA L H—Fv b " T T 4T %
Tay 73T HI ERFTFONET, ZTOFEX FUORADBHELINTOWDME, A X —F
MEH DR AND PC ZRETHDT, FERY A M RESNET, ZOT77A4 T U4 —/LD
U AL, v a RY r—F 721 Central Protection Policy (CPP) & IFEIiLET, ASA T
X, VPNZ A7 MCHEHT D R 7 7 4 v 7EBHL—LOE Yy FE2ERL, ZHLbDL—/b
7 ANZICEEMITTC, ZFOT AN EET 7 AT U AR =& LTHRELET, ASA
DRV =% VPN AT FETEIELET, Dk, VPN 74 7> MMIARY v —
Ea—N T AT UF—VICEL, FITCRY T —NEAINET,
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TXATISATUON T7ATI4—ILR) O—DETE

FIE

ATy I

ATy T2

ATvT3

ATy T4

XTI ITAT U N DT AT I =)= LT, IPvd 7 RLABIWIPV6 7 KL 2%
BETxET,

1R HEIIZ
IPv6 7 RUANRESINTZHET 7 BA V— IV EERK LET,

webvpn 7 —7 RKY — a7 4 FXalb—T g ET— REBLET,
webvpn
1 -

hostname (config) # group-policy ac-client-group attributes
hostname (config-group-policy)# webvpn

TIAR=FEFFINRTV I Xy NT =7 —ADT 7R 3y ha—L )b—LEFEEL
FT, TTAR—F Ry NT—=T =AW, 7734 T MOVPNIEET XX 4 H—T =
A AEA SN D —TT,

anyconnect firewall-rule client-interface {private | public} value [ RuleName]

hostname (config-group-webvpn) # anyconnect firewall-rule client-interface private value
ClientFWRule

IN—=T R —=DIN—T" R —@L webvpn RNV > —RBHEEZ R R LET,
show runn group-policy [value]

1 -

hostname (config-group-webvpn) # show run group-policy FirstGroup
group-policy FirstGroup internal
group-policy FirstGroup attributes
webvpn
anyconnect firewall-rule client-interface private value ClientFWRule

TIGAR—K Xy NT—=T V= VINE T FGAT N 77T U=V b— LIRS E
j—o

no anyconnect firewall-rule client-interface private value [RuleName]

&1

hostname (config-group-webvpn) # no anyconnect firewall-rule client-interface private value

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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. Zone Labs Integrity H—/\— D {# F

hostname (config-group-webvpn) #

Zone Labs Integrity —/\— D {FEH

Z DIA T Zone Labs Integrity #—/3— (Check Point Integrity ¥—/3— & L, FEEIL5) (12O

TatHl L. Zone Labs Integrity % —/S—% ¥R — h 925 X 512 ASA 25X ET D FIHOHI 2R L
£9, Integrity —/X—(F, VE—hFPC ETEFxaVT 4 R —2REBLOEITTHT-
DORIERAT— 3 T, UE— bk PC A Integrity h—N—|Z X o> THRESNTZtEX =
V74 R —Lils LRWEE, Integrity —S—FB X ONASABR#ET H 774 X— K R v
NI =7 ~DT 78 AMENGZHIVER A,

VPN A7 h Y7 by =T L Integrity 7 747~ Y7 ho=71%, VE—HFPC EIZ
HIZHEEEL TWET, ROFIETIE, VE—FPC EBEDTTAX—F Xy FT—TRIC
Ty va v EMELTHEEO Y E— h PC, ASA, B X Wintegrity h——D7 7 a i F L
DET,

1

VPN 27 A7 s V7 ho=7 (ntegrity 7 747 F Y7 hy=7 LFELTCYE—FPC
WZHEE) X, ASAICHER L, TR EDXATDT 57 AT I4—INV I T7A4T L N ThHD
MNZ& ASA IZHIHHEFE T,

ASATUIAT U N T AT U4 —NDEATHREKRBIND L, ASA 7D Integrity 7 7
A 7 2 MZ Integrity —/X—D 7 KL AFRMNIE SN ET,

ASA X7 mF® L LTEMEL, Integrity 7 7 A 7 & M Integrity —/3— & Ol [R{F & £
fea N L kT, HIRRAT X BEEIL, Integrity 7 74 72 b & Integrity —/N— D[ 7215 T
ML SN ET,

Integrity ¥—/S—I%, Integrity 7 74 7~ FRESNT-EF =2 U T ¢ RY —ITHEHLL
TWEMNEIMERFELET, Integrity 7 7 A4 7 "R EF 2 VT 4 RU —IZHEMLL T
WA5E . Integrity Br—/S—7206 ASA K LT, ki a BIWCESR O A 7 747 - b
WZERET D X o IR R & E T,

UE— K PC TlX, VPN Z T4 7 > b5 Integrity 7 7 A 7 > MIHERGEDOFEADNE S 4,
WY —DFEMPIZIZHICERMIND Z &, £z, Integrity 7 7 A 7 BT T A4 X— |
Xy MU=V ICHRRTED Z WML INET,

VPN A ML T 2 & | Integrity b —/3—Id, 7T A7 b —hE— b A yE—TU %M
FI L ClIntegrity 7 74 7 > N OIRREDE =X — & fil T £7,

GE)

=W U H—T = AREKS5 OO Integrity —/"—D a7 4 Fab— g U EYR—
FLTWBHEAETYH, BEDOY U —RAD ASA BN—FE |2V R — T 35 Integrity —/3—1% 1 D
T, 77T 4 77 Integrity Vr—/3—|ZEENFA L72HEIL. ASA LIZHIO Integrity $—
N=ZBELTHH, VPNZIA T bty a v ERERLILET,
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Zone Labs Integrity —/\—®D{§ .

Integrity h—/N\—Z R ET HIZ1X. ROFIEEZFEITLET,

IP 7 K12 10.0.0.5 ZfEH L T Integrity r—/"\—ZKE L T,

zonelabs-Integrity server-address {hostnamel | ip-addressl}

1 -

hostname (config) # zonelabs-Integrity server-address 10.0.0.5

R— 1300 2f5ELET (F 74/ bk K— hE 5054 TT) ,

zonelabs-integrity port port-number

&1

hostname (config) # zonelabs-integrity port 300

Integrity ¥—/S— &L DEBEHICHNEA v —T7 = A A&/ E L £,
zonelabs-integrity interface interface

1 :

hostname (config) # zonelabs-integrity interface inside

Integrity " — N—ZEENRH L L EZES L TCVPN Z 747 > M2 CDH1IZ. ASA 2
T I T 4 T EINIAL 3 Integrity r—/ =D DINEE 12 EFFOEL I LET,

G¥)

ASA & Integrity Y —/N— DM O THRENEAE LI2G6, = % —7 7 A4 X VPN 7? Integrity
P R—DEEICL > THEIESNR2NEIIZ, T 74V N TVPN 7 T4 7 > MgV
FFIZARY EF, 7277 L. Zone Labs Integrity Vr—/N—IZEENEAE LI2GE, LEIZSTT
VPN #5525 Z &N TEET,

zonelabs-integrity fail-timeout timeout

51

hostname (config) # zonelabs-integrity fail-timeout 12

ASA L Zone Labs Integrity —/N— & ORI E N E LTEHAIC VPN A4 T2 b & O
ML DL D, ASA ZRELET,

zonelabs-integrity fail-close

1 -

hostname (config) # zonelabs-integrity fail-close

RESINTZ VPN 7 T4 T v MERDOEEIRIEE T 7 4 /V MIR LT, 774 7 > MERHE
WEEEFIIRDESICLET,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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ATy FT17

ATvT8

zonelabs-integrity fail-open

51

hostname (config) # zonelabs-integrity fail-open

Integrity ¥—/3—72% ASA DR — b 300 (5 7 #/b MMEIAR— |k 80) 1ZHH#Hi L T, ¥ —s3—SSL
AEAEZZRT D KO ICHREL £,
zonelabs-integrity ssl-certificate-port cert-port-number

1 -

hostname (config) # zonelabs-integrity ssl-certificate-port 300

B — R —D SSLFEM E N ICFRIE S AW, Integrity ¥—/X—D 7 T A 7 b SSL FiEHI E A8
AEEND L ITHRELET,

zonelabs-integrity ssl-client-authentication {enable | disable}

&1

hostname (config) # zonelabs-integrity ssl-client-authentication enable

TJ7A4AT794—ILISAT2 kA4 TD Zone Labs ~DEHTE

FIR

ARV FFEREET7TIVa Y B

ATYIN T 7 AT U4 54Tk 47 |client-firewall {opt | req}
% Zone Labs Integrity % f 7|2k % | Zonelabs-integrity

Zix, koa~r REANLET,

1

hostname (config)# client-firewall req
zonelabs-integrity

RDBERY

FEANZOWTIE, VPN Z AT N 77 AT U4 —/L KU —0Of%E (1952—) 25H
LTS, 774 T U4 —/LDX A7) zondabs-integrity D54, Integrity H—/3—IZ
FoTINLDORY V—RREINDTD, 774 T U4 I/VRY U —%EETDHa~r N5l
BIIEH I EEA,
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DI3AT N T7ATOF—ILDINTG A —FDERTE

WDa< REASLT, @RI IA T N7 7 AT U= NDNRTA—FERELET,
Favw s RIZRETEAAL L AZ AT DT TT, MOV TIE, VPNZ 547>
T7AT =)L R —DFRE (195—2) LT,

s Cisco B 7 74T U4 —/b

hostname (config-group-policy)# client-firewall {opt | req} cisco-integrated
acl-in acL acl-out acL

* Cisco Security Agent

hostname (config-group-policy) # client-firewall {opt | req} cisco-security-agent

s T AT U —NI2L

hostname (config-group-policy) # client-firewall none

CHABN Ty AT UA—Ib

hostname (config-group-policy) # client-firewall {opt | reqg} custom vendor-id num
product-id num policy {AYT | CPP acl-in ACL acl-out ACL} [description string]

e Zone Labs 7 7 A 7 7 4 —/L

hostname (config-group-policy) # client-firewall {opt | req} zonelabs-integrity

Y

B 77AT7 U —ND¥A 7% zondabsintegrity (2T 555X, 5
BafaE LT IZan, R Y ¥ —&, Zone Labs Integrity % —
N=Z Lo THERDHNET,

hostname (config-group-policy)# client-firewall {opt | req} zonelabs-zonealarm
policy {(AYT | CPP acl-in ACL acl-out ACL}

hostname (config-group-policy) # client-firewall {opt | req}
zonelabs-zonealarmorpro policy {AYT | CPP acl-in ACL acl-out ACL}

client-firewall {opt | req} zonelabs-zonealarmpro policy {AYT | cpp
acl-in ACL acl-out ACL}

* Sygate Personal 7 7 A 7 U A+ —/L

hostname (config-group-policy) # client-firewall {opt | req} sygate-personal
hostname (config-group-policy)# client-firewall {opt | req} sygate-personal-pro

hostname (config-group-policy) # client-firewall {opt | req} sygate-security-agent
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» Network Ice, BlackIce 7 7 A4 7 U 4 —/b

hostname (config-group-policy) # client-firewall {opt | reqg} networkice-blackice

% 8:client-firewall AT > FOX—7— K& T#

IRT A=K i

acl-in ACL TIAT LV MRERFR T 74 v 7IHERATHRY —%EELE
R

acl-out ACL TIAT VIR RIEN T 74 v 7 IERTAR) U —%2RELE
ﬁ‘o

AYT PIFGAT LU RPCOT 7 AT I — AT FUr— a9 RNT7 74

TUA— N R —%HHT L EERELET, ASAITT 7
AT T —NANEITINTNDEZ EZMRLET, [Are You
There?] & WIHERBA v E—VBRERINET, IWERLWEGE
1T, ASAIZ K> T R rngirEinEd,

cisco-integrated

Cisco Integrated 7 7 A 7 U A —/L XA THIFEELET,

Cisco-secur ity-agent

Cisco Intrusion Prevention Security Agent 7 7 A 7 7 4+ —/)b X A 7
ZRELET,

CPP VPN ATV N7 57 AT U4 — LR —DY—AL LT
Policy Pushed # 8 E L £ 77,
custom BARN T 7 AT T —)L A TEIEELFET,

description string

T AT I —LOHAE R LET,

networ kice-blackice

Network ICE Black ICE 7 7 A 7 U 4 —/)L Z A FHIBEL £ T,

none TGAT U N T AT I — LR —NDNWZ LR EELE
Ty T7AT A=V R —CXEERELT, 7747
TA =R —EEELET, TIHNV DTN —TRY —
FHIIEESNTWA I L= R —nE T 7 AT U+ —)b
R —%fA LN I LET,

opt FFar DT AT U= EATERELET,

product-id T AT U VBB ERELET,

req VBRI 7 AT U4 —LV A TERELET,

sygate-per sonal Sygate Personal 7 7 4 7 U 4 —/V ¥ A THEE L ET,

sygate-per sonal-pro

Sygate Personal Pro 7 7 4 7 U 4+ —)L X A TEHFEELE T,
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Ssygate-security-agent Sygate Security Agent 7 7 A 7 U+ —/)L XA THRELE T,

vendor-id TrAT T H— DN HE—FLEELET,

zonelabs-integrity Zone Labs Integrity —/"— 7 7 A T U 4 —/b 4 A TH4EE L £
R

zonelabs-zonealarm Zone Labs Zone Alarm 7 7 A 7 0 4 —/b XA T & HHELET,

zonelabs-zonealarmorpro policy | Zone Labs Zone Alarm £7-1Z Pro 7 7 A 7 7+ —/)L X A4 FH 5T
=

zonelabs-zonealarmpro policy | Zone Labs Zone AlarmPro 7 7 4 7 W +—/L Z 4 FH{8E L E T,

KIZ, FirstGroup & WO A HIDZ /V—7 R Y 2 —|Z-2\ T, Cisco Intrusion Prevention Security
Agent Z LT TAT N T7 AT U4 — VR —ZRET 0 ERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# client-firewall req cisco-security-agent
hostname (config-group-policy) #

= T
DS3ATIORTOERIL—ILDEKRTE
ITN—F RV — a7 4X¥al—3 3> F— RTdient-accessrule =~ > R&fHEH L T,
ASA # LT IPsec THHR TCEAVE— LN T I RAIZITAT LU NDEAL T L= g & H]
BT H5L—NERELET, ROHA FT7A4 05> TA—VEERLET,

L=V ETEZELRWEGE ., ASA X TR COERZ A T2 T LET,

e I ITAT LV IPNTHDONL—UIHE =B LRWES. ASAITRERZIES L £, HEL—
LNEERTIESIT. FANL— LG 1 DU FEETALERHY FT, FAL—LE2EE
L7anE, ASA X3 _RCoEREESR LET,

VT KNI =T ITAT U RN —RU=2T 7747 bDELLTYH, AT EN—TV 3
1% showvpn-sessiondbremote THERINDHAR L ERIC—E L TWOHLRERDH Y £7°,

X LTIV AN R —RTT, VAR — REIENL— LV TEERIATITHZ ENTEE
9, 72 & 2. dlient-accessrul 3deny type* version 3* TliL, N—T a2 3xDY 7 |
VT HFITLTWDLTRCDI IAT v NEATHESTDH, TIAF VT 43077
AT R TI7ERNL—LABERENET,

1 ODTN—TF KR —IZOEHRK2 DNV—NVEERTEET,
e JL—)L v NEMRICKH LT 255 SCFOHIRNH Y £9°,

IV ITAT U MNDEATERIINRN=Tay (BDHWIEFORESE) X ELRNT T4 T b
i, naZ A TEET,

=V EHIRT 5100, Zoa<wr FonBEREANLET, Zoa<r Rt koavy
K& RS9,
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B /s 770z —nomE

hostname (config-group-policy)# client-access-rule 1 deny type "Cisco VPN Client" version
4.0

TRTONL—VEHIBRT HI120%, 515 % 5 EE 912 no client-access-rule command Z A JJ L %
T, ZAUTLY ., none ¥—U— R&HEE L T dient-accessrule =< REFITLTEHK LT
N = NHNEZEN L ED T, BREFHDT X TO/L—/LNHIRSET,

FIFNNTE, TIZEAA—MEDHY EHA, 7F4T 2 b T I ERA—ABROEE,
B EF T A S OT =T WY IAHET 5T ST O~ R K L E T

=PRI FTAT U N T I BANL—NLERALRNL DIZTBITIE, none F—TU— R&R
7E L Cdlient-accessrule 2~ > RE AN LET, ZOa~<wr ROBER, 3 XCTHOX AT L/3—
TarOU ATV MR ERTEDLHLOITRY ET,

hostname (config-group-policy)# client-access rule priority {permit | deny} type
type version {version | none}

hostname (config-group-policy)# no client-access rule [priority {permit | deny}
type type version version]

WOFIZ, TNHDavwy ROF—T—RERTRA—ZOEKEL T LET,

% 9:client-accessrule AX > FDF—T— KL EH

INTDA—4 Bl
deny BiEDHA T LNR—= 9 DTN, A0 AEG LT,
none DIAT U T8 ANV—)VEZHFLER A, client-access-rule % X /L

EIZRELET, ZHICEDFHIRAITFT IR RVET, T 741
FOTN—T R —F B ESNTWNDE I NV—T KR —HE
EREA LWL I LET,

per mit BEDIA T ENR=Ta v DT A AOBZFFa LET,

priority N—NDTTAF VT 4 ZRELET, R/DOBBIEZF>L—ViT,
TIAFIT AR bELSZVET, LIEBRST, 7747 hDH
AT ER=T g (FRT200TND) 1T &b /DI WY
DON—, WHENDL— N E7R 0 ET, [HEO/NSWTTAF VT 4
N IVIZFENH DA, ASAIZF DL — L Z2 R L £4,

typetype 7V —ROILFINEN L TCT AL ADHK A T HiFB LET, LTFF
I%. showvpn-sessiondbremote TH RIS DA & ERIZ—H L TWD
VERHYET, 2L, VANV KRI—RELT*XFEANTEE
R
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INT A=A £ EA

version version 7072 EOBBEROLTINEHEH LT, T34 A=V g VEEEL
£9, CFEHNE. showvpn-sessiondbremote THER SHAHNE & B4
—HBLTWARERSHY 7, 7ZL, VAV RI—FRKELT*XF
EASITEET,

WIZ., FirstGroup & WO ARID I N—TF RV —DI FA4 T ks T2 8A N—ILEIEHKT D
BlZRLET, ZNEHDOL—E, RN—= a3 4xDY T N7 =T ZEFTT 5 Cisco VPN Client
I L, T WindowsNT 7 547 v FEEHELET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# client-access-rule 1 deny type WinNT version
*

hostname (config-group-policy)# client-access-rule 2 permit “Cisco VPN Client”

version 4.%*

Y
GE) ltype] 7 4 —/V RiZ, FEEDENFATSND HHEBROLTHI TN, ZOMIT, BRI
TIAT Y M E ASAICIEESNDBEEME B L TV ALERH Y 7,

ar i S
A—YH—REHEDRE
ZOETIE, =Y =B E T ORETIECHOVWTIRHLE T,
FIZHNRTIE, 2—PF—F, VY TOENTWALE T IL—FRY o —nHT_RTOa—F—F
MEZAMA LET, £72. ASA Tid, =2—V— L-UL CEBNCEEZE D YT, ZOa—F—
WHEAIND I N—T R —Dfizw EEEXTLENTEET, L 2X, 7 X3THO2—
P—ICEERBNOT 7 v A2 L, $FEOL—F —|Z248M DT 7 ¥ A& FFA[T 5 7 L—
TR —ERETHIENTEET,

A—4H¥—20AVT4FaL—T 3 VDRTE
TN—T R —=InbfER LT 74V MEDED T, TR_XTO—HF—HDar7 ¥
L—a rEFRTHICIE, RO X HIC, dl F—7U— REFEE L T showrunning-configusername
a~v s Re ATTLET,

hostname# show running-config all username
hostname#

Zoawy R, X TCO2—HP—F IR EDO2—Y— (2 —F—HZHEELIELAE) O
FALSNTRAT = RERFHEL NV ERR LET, al ¥F—TU— RE2EKT D L, BFRMIICE
ESNTAEIZT N ZOY A MIERRSNET, ROFIE, ZD =~ FTtestuser &9 L—
P—2B/ELHGEOMNERLET,
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B

axX ;&

hostname# show running-config all username testuse
username testuser password 12RsxXQnphyr/I9Z encrypted privilege 15

BROL—F—DEHEDHRE

O —Y—2 R ET AT, usernamez~ > REFEH L Ta—HF—4F— NIZAY, o—
PR AT— K (RRTU—FRZRLbA]) EEERZEIVYTET, HELRD ST XTOR
MEIX, ZV—TF R —oikSnNE T,

Wi — Y —FBEET — Z _X— AL, username =~ RZMEH L CA SN2 —H — TR
SNTWET, logina~> RTIE, ZO7—Z_X—2AZGEHICEALET, =—%—% ASA
F =B R—= 2 BN A, Y e— L ar T X2l —3 gy F— FTusername 2~ o
REANLET, 2—F—%HIFRT HI2E, HilRT 22—V —4Z2EELT, Z0a~v Fo
noN—ya rEFEHALET, TXTO2—V—LAEHIRT HI21F, 2—V—AEEEETI,
clear configureusername =~ > RZfEH L £9°,

A—H—DINRAT— REHELRILDERTE

=P —ZNAT — REFHEL L ZE D HCHITIE, username 2~ > FE AN LET,
nopassword ¥ —7 — K& ANT25L, ZO2—P 2RV - RKRRETHDLZ LEERET
XFT, NAU— REEETIHEAIL. ZO/RRAT— REELERCRET 2008 9 el
ETEET,
F7FardprivilegeF—TU— RICkD, ZO2—F—DRHEL L EZRETE T, KL
~ULOHIPHIT0 (FfX) ~15TY, —fKIT, VAT LEEEITREOFFHEL L EZRLET,
FI DOV 2 TT,

hostname (config) # username name {nopassword | password password [encrypted]}
[privilege priv levell}

hostname (config) # NO username [name]

TROFIIZ, Z0a<wy FCTHEATAIXI—U—RFEEHOEwRERLET,

username 1< RO F—TU— K L 2%

F—7— F/IEH F=3U 3

encrypted RAT— ROWEFbEEE L ET,

name 2—PFOLHTEHEELET,

nopassword CDA—F—|IRRAT — RRMEERNWT L AR LET,

password password ZD2—W—INAT = FPFEETHZ L &R L, AT — REHEE
LET,
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A—H—FEHED

1—v-Enonz [

F—J— F/EH B
privilege priv_level O —P—DFRHEL L EZFELET, #HITZ0~15TT, 2ok

EAMEVEE, o~ RO FARC ASA DEFRICEET 2HERENRE S h
¥+, T 74N NOEHEL LT 2 T, VAT LEHEOBE DK
MEL LT 15 T,

F7 4N RTIE, Z0avy RTCEMLE VPN 22— — 23 BHEE 1370 —7 RY o —MR
BEAHT b ER A, TR TOEEZHRMWICRET D2LERH Y £7,

WOBNL, Kb ST /XA T — K23 pw 12345678 T, FiHEL~ULA3 12 @ anyuser &9 4,
D2 —F—2RET 2 HEERLTVET,

hostname (config) 4 username anyuser password pw_12345678 encrypted privilege
12

hostname (config) #

=1 —]

ax ;&

=P —DRXRT— K (FETDHHH) ERHHEL VOB EXIL, %OD{HN)E@% RELE
T, ZNHIMEEDIAF CTRETEET, (EEOBMELEOT ZHIRT 121X, Zoa~vy
RO noEX&E AT LET,

attributes ¥ — UV — FZ$EEL Cusername =~ > REZ AN LT, 22— —LE—RITAD £
ﬁ‘o

hostname (config) # username name attributes
hostname (config-username) #

Tar IRl LW E— RICRoF-ZERRENET, TN TRMEEZHRETXET,

VPN 21— —FHDEHTE

A DERTE

VPN 2 —V— @M, ROBETHHAT S X 212, VPNERICEAOMEERELET,

Z—P =0, TNETICZ—P A LU TRESN T RWBEEDEE 7V —T R 2—h»
LikEKT D LI TEET, Zoa—VF—RNEEEMEKT D7 V—7 R o —D4HIEfRET
%1Z1X, vpn-group-policy =~ > R&Z A LET, 77 4/L FTiL, VPN —H—(ZiZ 71—
7RV —EEMT DR TWER A,

hostname (config-username) # vpn-group-policy group-policy-name
hostname (config-username) # NO vpn-group-policy group-policy-name

:Lﬁﬁ‘ HE— R THEATE2BMEDSEE, 2— P —HRE—FTRET DL, FEDL—H—
WBLTI/ V=7 RY) v—ZB 2 RMEDEZ EEETEET,
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WKIZ, FirstGroup E WO ZHIDO I N—T RY —nbBMEEMHEHAT S XK 912 anyuser £V H 4
IO —HF—ZRET 20 EZRLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-group-policy FirstGroup
hostname (config-username) #

T AREOERE
RIEFE D time-range 78 V) > — DA ZIEEL T, ZO2—F—RNL AT L~DT 7 ¥ A%
Al 5 R A AT £,
ZOENEETA T 4 Fa L= a U BHIBRTZICIE, Zoavr FonoERE AL
F9, ZOFATvarEMHTLIE MO —TF KU —) 5 time-range i & fk K T F
T, EEMA LW X 9129 DHI2iE, vpn-access-hoursnone 2~ > K& AN LET, T 741
s T, 77 B RTERKIR T,
hostname (config-username) # vpn-access-hours value {time-range | none}
hostname (config-username) # vpn-access-hours value none
hostname (config) #
WOHENL, anyuser &9 & BIOD 2 —H —% 824 L FEEIN D time-range 7~ U 2 —I{ZBHHAT T 25
HEERLTHET,
hostname (config) # username anyuser attributes
hostname (config-username) # vpn—-access-hours 824
hostname (config-username) #

BRREAT A UBOEE

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K

IO —F IR SNARFEE 7 AV ORKREERELET, HETE HHMAIX 0~
2147483647 CT9, T 7 AV FORIFFR 7 A V8%, 3T, ZORMEEZFETa 7 4 Falb—
varhLEIRT AL, Zoavr FonERXEANLET, v/ A 0 ET =T C
LCa—W—DT7 7 v A&EIET 5T, 0 AN LET,

hostname (config-username) # vpn-simultaneous-logins integer
hostname (config-username) # no vpn-simultaneous-logins
hostname (config-username) # vpn-session-timeout alert-interval none

)

CE)  FFRr 7 A ORREOFIRIZIEFICRE 2 b OTER, HEORK 0 7 A 2fFnd5 &,

X2V TAPETL, N7 A=~ RACREELRITT LD T,

KOBNL, anyuser &) AFTDL—W—ITHK 4 SOFRRE R 7 A 27T 2 iEZ R LT
WET,

hostname (config) # username anyuser attributes
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hostname (config-username) # vpn—-simultaneous-logins 4
hostname (config-username) #

TARILEALTD FDERE

FIE

&

(fEE) VPNT A RV ZA L7 7 MIMEHRET DI2E. ZA—F R v—ar7¥a
L—yaryE—RERFa—P—4a 7 Fa L — 3 E— RTvpn-idletimeout mnutes
avy REFEHLET,

ZOMMFICESR ETWET 7 T 4 BT 4 B WEA, ASAIXEERAK T LET, bR
147, BRIEIE 35791394 53 CTh V. 77 4/ ML 304 TT,

WOHNE, FirstGroup & WO LFTD I N—T RY o —IZ 153D VPNT A KV XA LT 7 N
WET D HEERLTWET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idletimeout {minutes|none} =~ > RZFEH LIZDMOT 7> a ANIRO EBY T
ﬁ‘o
*VPN7 A BV ZA LT U MEERIL, ZA4 L5707 MEEZMK LR E S ICT 21T,
vpn-idle-timeout none # A7) L £ 77,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

ZHCKY, BX 2T 7T 47 b (SSL & IPsec/IKEV2 Dffi ) 8L 747 b
A VPN 737 12 —/3)L webvpn default-idle-timeout seconds % H 325 L 512720 77,
ZDawy RiE, webvpn 27 4 Falb—var E—RTAHLET, =& 2T,
hostnamee (config-webvpn) # default-idle-timeout 300 DX 5 IZAT] Li‘@—o 7577]‘/1/ MM
1800 (30 47) ~C. #iPHIE 60 ~ 86400 F» T,

J-_XT D webvon #5128 T, default-idle-timeout E2VEH SN D DE, ZA—TF R
v—/a—H—4 B vpn-idle-timeout none 23 E%E SN CWAIHADHRTT, T3TD
XTI TAT T, ASAICE VB aliSoT A SVE A LT 7 MENER S
ET,

H 4 +#H (IKEvl. IKEv2) BELOIKEvI VE— K 727 EAVPNOEEIT. A LT 7k
BT =T ML, ERIBOT A R ZHA 52 L 2HERLET,

ZOITN—T R —FiFda—F— K)o —DT A NV ZA LT T NEEHTHIZ
I%. novpn-idletimeout 2 AJJ LE T, fEIFHkA SN ET,

« vpn-idle-timeout % £ - 72 <ERGE L RWES ., EITMA S ET, 774/ ME 304 T
ﬁqo
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EE) A7 a T, vpn-idle—timeoutalert-interval {minutes} =~ > FZEHLT, 74 R
NWHEALT T NDOT T7— b Avb—VPRa—F—CEREINIRHEZRETEET,

IOTTIT—hF AvE®—UlF, VPN a VBT 7T 1 TUREE @t@@ﬁéhéif Ay
DLW —Y =5z EzT, T4+ FOTT— MERIE 1 45T,

WOFNZL, anyuser & W) AFTOL—H—IZ3 53D VPNT A NV ZA LT D7 DT 7 — MEKE
ERET D HEEZR L TWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idle-timeout alert-interval {minutes| none} =~ R&HH L7z T 7 > 9 0%
WD EFBY TT,

enone /N7 A —H I, =P —=NEHEZELRVI EERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

s ZDITN—TF T —Y =R —D7 T — MEBRZHIERT 521, novpn-idletimeout
alert-interval # A LE 3, fHITHA I ET,
s ZDNRTA =B EFE ST HE LW A, 7740V D07 77— MERRIX 155 7TT,

B IV—T RV —ar 74 F¥al—aryEF—RFREFHFa—Y 427 X
L —¥ 3 v % — KT vpn-session-timeout {minutes =~ > K& LT, VPN $5i D e KIFRE
ERELET,

B/ NEERNE 1 40 C. IeoREEREINE 35791394 /3 T4, T 7 4V MEIZH Y ¥ A, Z ORI
T4DHE, ASA TR AT LET,

WIZ. FirstGroup & WO ARID I N—T KU —Z LTI803D VPN v g XA LT
U hNERET DB R LET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

WORFNE, anyuser & W) LETDOL—HF —IZ180 3D VPN v g XA LT U NERET D
FikwERLTHET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
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ACL 7 1 L2 D&M

a7 nsoiEm

hostname (config-username) #

[no] vpn-session-timeout {minutes|none} =~ > RZEH L7=Z DO T 7 > a kO EEBY
T

s ZORY —=mHBEMEHIRL, MEKEZFFTT2I2E, Zoav s RO no
vpn-session-timeout =% A1 L £,

s MHIPRO X A L7 7 MM ZFFAT L, 2 A 57 7 MEZMA LRWE ST D120,
vpn-session-timeout none # A/ L £,

vpn-session-timeout alert-interval {minutes| } =~> R&HHL T, v ar XA LT FD
TI7—=hF AvbE—URa—P—lRRINIRHERELET,

TOTT—k AvkE—UF, VPN E Y a UAHBIICHIE NS £ TSy dH 50k a—
P52 FT, KIZ, VPNE v a UREIE S5 20 DR —F —IZ@mInd ko4
ETHHZRLUET, 1 ~3000&HEIEETEET,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

[no] vpn-session-timeout alert-interval {minutes| none} =~ > K& L7z Dftho T 7 v a >
TRDO LR TH,

*VPNEv a4 LT T T T7— b MARBMERT 740V 8 70 —7 R v —nbikK
INBZEERTICEH. Z20a<r FOon BERE2HEALET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval

* vpn-session-timeout alert-interval none (%, = —W—N@EMEZZE LW L AR LET,

VPN e D7 1 v 2 & L THEHT 5. FRNCRE S o2 —F—[EH D ACL ODARTZFEE
LEJ., ACLEZIERL, Z—7RY =75 ACL ZfE L7220 K 912 5121, none ¥ —
U — RZHE L Cvpnfilter 2~ K& AJJLE 7, vpnfilter none =~ > K&%4T L CTIERKR L
XUz G T, ACLZHIBT 511, Zoa~xr FonoBXE AN LET, nod 7 =
YEMERTLE TV—T R = bEERATEET, Z0avr N, T7HL D
BEPCIEIEH 0 FH A,

ACLEZEREL T, ZO2—H—{ZoW\WT, IFZERFIATDNT 7 4 v 7 EFFal £ 12I3HET
LEF, VPN 7 o V2 II0iERIcoORrEHSNET, 77V r—var A AT gy
DT 7 a Nl Lo THRPNESIP AT ¢ THHi /e EO' I & ) STl ShEw A,
Wiz, vpnfilter 2~ REFEHL T, b0 ACL 2@ L9,

hostname (config-username) # vpn-filter {value ACL name | none}

hostname (config-username) # no vpn-filter
hostname (config-username) #
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B rurrizeryrzzoons

\)

GE) 7747 hLASSLVPN Tid, vpnfilter =2~ RTEZRS N/ ACLITH I EHA,

I, anyuser &) ZRTDOL—H—@D acl vpn &) ACL ZIFONHT 7 4 VA R TET D
BlaRLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-filter value acl_vpn
hostname (config-username) #

IPU7 FLRERY FIRTDIERE

BFEDZ—YP—|ZEHVYTHIPT RLAER Yy h~AZEZHRELET, IPT KL AZHIBRT
5121%, Zoa<wr FonEREATILET,

hostname (config-username) # vpn-framed-ip-address {ip address}

hostname (config-username) # no vpn-framed-ip-address
hostname (config-username)

WIZ, anyuser &\ ARTOZ—F—|ZTP 7 KL A 10.92.166.7 Zi%ET D Hl %R~ LET,

hostname (config)# username anyuser attributes
hostname (config-username) # vpn-framed-ip-address 10.92.166.7
hostname (config-username)

AIOFITHRELIZIP Y RLAIHEHAT 23y NV —2 v~ 27 2ELET,
novpn-framed-ip-address =~ > RZfEH L7 5HE1E, Xy N —27 v X7 Z3EE LW TL
I, TRy b AT EHIRTHIE, Zoavry ROonBEREANLET, 7740
N DOEMEREIL S D EH A

hostname (config-username) # vpn-framed-ip-netmask {netmask}

hostname (config-username) # no vpn-framed-ip-netmask
hostname (config-username)

ROBFNL, anyuser & WD ARTDOL—HF—IZ, 7 Xy ¥ A7 255255.255.254 &R ET D)
HBERLTHET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-netmask 255.255.255.254
hostname (config-username)

IPV6 7 RLRAERY FYRTDIEE

BEDZ—YP—IZEYYTHIPV6 T RL AL Ry h~ARJ ZfELET, IP T FL AZHIER
THIE, Zoavr Fon X2 AT LET,

hostname (config-username) # vpn-framed-ipvé6-address {ip address}
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rrzn 7o ranokz ]

hostname (config-username) # no vpn-framed-ipvé6-address
hostname (config-username)

WIZ, anyuser & W) ARTOZL—HF—|ZIP 7 RL AL Xy b~ A2 2001::3000:1000:2000:1/64
ERETDHHERLET, ZO7 RLVAIL, 77 ¢ > 7 AfE 2001:0000:0000:0000 33 & A
v H—7 = A A 1D 3000:1000:2000:1 Z 7~ L TV ET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ipvé-address 2001::3000:1000:2000:1/64
hostname (config-username)

koL 7O Fa)LDIEE

ZOa—HF =R HEHTESH VPN b RfDX A7 (IPsec £721%27 7 A 7 b LA SSLVPN)
ERELET, 774V ME TN ITNA—T R —nEEE S AIE T, Psec |Z72
DVET, CORMEEXFETa L T4 FaLb—a UOHIRTAI2IE, ZOa~y R no B
EANNDLET,

hostname (config-username) # vpn-tunnel-protocol {webvpn | IPsec}

hostname (config-username) # no vpn-tunnel-protocol [webvpn | IPsec]
hostname (config-username)

TDawr RONRTA—FZDEIE. ROLEBH T,

*IPsec—=22oDE7 (VE—LT7278RA 7747 MEREFBOEXF 2T F—FU=A)
RO IPsec kv raym— b LET, @ik, BEk, 77, BELOFT—FH
EHET 28XV T4 T vm—va VEERLET,

« webvpn—HTTPS %Jiis Web 7 7 U i T VU £— h = —H—|227 74 7 h L ASSLVPN
TR AERRMELES, 7 T7A4T 2 MIARETT,

TDavy REAHLT, 19U EDO R XY 7 E— REZELET, VPN P X% L
T T D —P—1TiT, DR b 12D Y VI E— RERETHVLERH D £3,

WOBIE, anyuser &V AFTOL—H =27 F 47T F LA SSLVPN BL W IPsec bR
Y7 ' NERET D HEEZRLTHNET,

hostname (config) # username anyuser attributes
config-username) # vpn-tunnel-protocol webvpn
config-username) # vpn-tunnel-protocol IPsec
hostname (config-username)

hostname

hostname

(
(
(
(

JE—+F2A—HY—TF7OADOHIR

value ¥ — 7 — RZ 45 L T group-lock BIEZGRET D Z LIk V| f8E LIEBEfFOH 7 0
TrANVEFENLCT 7 8AT5L9 12— F 22—V —%ZHIBR L £, group-lock I%,

VPN FA TV FTRESNZITN—TN, FO2—F—NEY B THNTWDHER T 7 7
ANERUNEIDETF =2y 7 THZLICL-T, 2—F—ZHIBLET, —FHL TRV
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B o oro705470 b 1027 — FREDAF—T L

B ASA T2 —P—NEHRTERVEICLET, I —T v 7 ZRELRWVIEE, ASA
. B L TOHNIZI V=T L3RR, 22—V —Z2FIEL £ 7,

group-lock BMEZFEfTar 7 4 X ab— a U bHIRT AICiE. Zoa~r Fono Bl
ANLET, ZoFTvarzflT2E, BE27V—T R o—nb/fTEET, group-lock
BT AT, T 74N NERITRE SN 7 —T R Y 2 —) b group-lock DA % ik
AL72NWE T DL, none ¥—U— RZ$EE L Tgroup-lock =2~ REASLET,

hostname (config-username) # group-lock {value tunnel-grp-name | nonej}

hostname (config-username) # no group-lock
hostname (config-username)

WORFNE, anyuser & VI ARTOZ—YF =27 V—TF 0 v 7 EZFETDHHIEEZRLTHET,

hostname (config) # username anyuser attributes

hostname (config-username) # group—-lock value tunnel-group-name
hostname (config-username)

YINIZTT VIAT Y b 2—HF—DIRRT— FREDA F—T )Lt

2PN T A NAT =R TA TV NV AT A RIRGFETHENE I DERELET,
RNAY— RRFIE, T 74NV R CT 4 =T Mo TVET, EFaT A MZHDHZ LR
BInoTWBEVAT A ETOR, NAT— ROREEZAL F—T L TLEE D, NAT—R
W% T 4 B—T7 T 5I21L, disable +—7 — K& #5E L T password-storage =~ > K%
ASILET, password-storage JBIMEAZFA T 7 4 X2 L— g VU BHIBRT HI21E, oo~
Y ROnoRAEATILES, ZHUTE Y. password-storage DfEZ 7 /L—7 R Y 2 —7» B k7K
TEET,

hostname (config-username) # password-storage {enable | disable}

hostname (config-username) # NO password—storage
hostname (config-username)

Zoavw RE N—RUxT II9A TV NDODA U HETIT AT NN—R 02T 74Tk
FORE F 7B B — W —FEREIC X R H D FH AL

WOHFNE, anyuser &) ARTOZ—H—T/HNATU— RMEFE A X —TWIZT D HEERLT
W9,

hostname (config) # username anyuser attributes
hostname (config-username) # password-storage enable
hostname (config-username)
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VPN 74 L% ACL DRE L HRICET 5 X 7555742 [

VPN 7 1 JL3Z ACL DERTE L AEICEHT AR NT S
TA4AR
ok arTiE, b T T 4 w7 Ol LICBEFD VPN 7 (L2 ACL % B H9 5 BICHE

INRERNANTTIT 4 AR LET,

BEFD VPN 7 ¢ L2 ACLZEHT S

ASA T34 AT ST B vpn-filter ACL % BH 951215, ROFNEEFEITLET,
1. VAT A TH L vpn-filter ACL Z1ERL L £ (] : new_acl.txt) ,

2. TNHAAADNLBSED vpn-filter ACL & % 7 > m— RLET (f : old_acl.txt) .

3. kDX, ACL DEEFIEAER L 7,

* Add update in-progress to ACL remark
echo ?access-list <name> line 1 ACL update in-progress? > push.txt
* Delete old rules
sed ?s/"/no /g? old.acl >> push.txt
* Add new rules
cat new.acl >> push.txt
* Remove update in-progress to ACL remark
echo ?no access-list <name> ACL update in-progress? >> push.txt

4. push.txt 7 /XA AZT7 v 7 —RLET,

BEEDVPN 7 4 LA ACLEZH L LWL DICBEHZ S

ASA T 31 AT STV D vpn-filter ACL B X #iz 5121, ROFINEZETLET,
1. BETFO vpnfilter ACL & & 2 5 & IXEEIH L O Z1ER L £,

2. VERR L7z vpn-filter ACL ZfEH L CO/N—T R > —5HH L £,

3. FAA AT STV vpn-filter ACL ZHIER L £7,
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B v s AL oBELERICET AR TSI T 1R
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VPNDIP7 FL X

cIP 7 RLREID Y THRY —DFE (217 X—)
e —HNLIPT FL A F—ILORE (219 2—2)
cAAA 7 RLREREDRE (221 =)
« DHCP 7 R L AFEEDFKE (222 ~—)

IP7 KFLREIYHETHRY) O—DEHRTE

ASATIZ. VE—RT I BRAIZSAT U MIIPT RLAZEID Y TAHRBIZ, kD 1O ED
FREFHTEET, BHOT FLAE DY THRERET DL, ASAIZIP 7 RLARED
MBETEA TV arZBRBFLET, T 74/ FTHH, T_XTOHFNRA RX—T W72 > T
F9,

- aga Y —HAL CHMITRAE, @A, TAHV LT 127 = "=nbT FLALRIG L E
T IPT RUARERE SN — =2 HL WA 51, ZoF&2EHT5 2
CEBEIODLET, ZOFEITIPvE BLIOIPve OEID Y TRY o — 2T £1,

* dhep DHCP $—/3—225 1P 7 KL 2 2B L £ 9, DHCP i3 %5413, DHCP ¥—
N RETHNENHY £9°, £7-. DHCP V— X—THEHAHE/R IP 7 F L A D#iH
LERTHLERHY F3, ZOHEITIPvE OEIY Y TRY —IfEHTXET,

elocal : NEBIICERE ST LA F— b, Ik bRENEERT LA 7F—/LE ) Y
THRTT, u—h L ZER$585A1%. ip-local-pool =~ > RZMEH LT, #H$5IP
7 FLADOHIHZERT DL ELHY £, ZOHEIXIPVEIB IO IPve DFIY HTHRY
AT E T,

* [Allow the reuse of an IP address so many minutes after it is released] : [P 7 KL A237 R -
AT =R ENT RIS, IPT FLRAEZFHFMT 5 E TORMZHIE L ET, BT
WA 23T 2 2 L&k, IPT FUARTSITHED Y TESND T L& > THRAET
HRER T 7 AT U4 —VTHELRNEIITTETET, 7740 M TR, ASAITERE
R 25 L EH A, ZOREERIZL, IPVEED Y THRY O—THEHTEET,

WONWT IO FREZMEHL T, IPT RLRAEZVE—RNTI7EBR 75747 MIEIDHSTS
FHiEERELET,
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VWNOIP7 ELZ |

B

axX ;&

IPvd 7 FLAEIY ZTOHERTE

FIE

ASA DT FLRED Y THRNEZHE LT, IPvd 7 KL R % VPN BRHCE Y T3 L & (2ff
FALET, IPT7 RLRAZREGT M ARER FRUT, AAA — 3—_ DHCP ¥— "\—_ &=
Tue—AL 7 RLA F—=AnhE0RETT, 60 FRETXTT 740 b TS F—T7 b
272> TWET,

vpn-addr-assign {aaa | dhcp | local [reuse-delay minutes]}
1 -
7ol 21X, IPT RUARREINTZAIZ0~480 0D IP T LU ADHMHZEETE 7,

hostname (config) #vpn-addr-assign aaa
hostname (config) #vpn-addr-assign local reuse-delay 180

ZOBITIE, a7 FOno JEREZEHA L TY FLAEY B THAZEIC L7,

hostname (config) # no vpn-addr-assign dhcp

IPv6é 7 F L REIY HTDHERE

FIE

. CLl Jv

ASA DT RL 2B B THREZAEZNI LT, IPv6 7 FL A% VPN #GICE Y Y TH L x|
ALET, IPT7 FLAZHEIGIT A TRE R TRUL. AAA V—R_"—F = Fn—h L 7 R &
T—= NS OEFRE T, MO FRILT 7 4V T X —T N> TWVET,

ipv6-vpn-addr-assign {aaa | local}

1 :

hostname (config) # ipv6-vpn-addr-assign aaa

ZOBITIE, a7 PO no JEREZFEHLTY FLAEIY B THALZEIC L £7,

hostname (config) # no ipvé6-vpn-addr-assign local
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| vWoIP7 KLZ
7rLzayscrtozs |

7 FLREIY BTAHKDRTR
1B

ASATRESNTWD T FL AR B THAZFRT DIIE, ROWTIADT AL L E
@—o

«IPv4 7 R L ZXEY ¥ THOHRT

RESNTNDT FLRAFED Y THAEZRRLET, REINTWDHT FL2FRUL,
aaa, dhep, F 7213 local TT,

show running-config all vpn-addr-assign
vpn-addr-assign aaa

vpn-addr-assign dhcp

vpn-addr-assign local

IPv6 7 R L A& Y 4 CTHOFRR

BREINTWVDET RLAE YU CHAERFR R LET, REINTWDET FLAFAUL, aaa
F7zlid local £ 720 £,

show running-config all ipv6-vpn-addr-assign
ipvé-vpn-addr-assign aaa
ipvé-vpn-addr-assign local reuse-delay 0O

O—AJIP7 FLR T—ILDEKE

VPN UE—h 727 8A b RMERTHIPvE 7 LA P—)LBRET HIZIE, ZFa—N
Nar 7 4 F¥al—v a3y E—RTiploca pool 2~ K& AN LET, 7T RLR F—L%
BT 5121, Z2oa~vr RonoBERE AT LET,

VPN U E—h TR MR VMHERTDHIPV6 T FL A T — L &R ET HITIL, 7 r—
Va7 4 F¥alb—arE—RNTipvbloca pool 2~ REAHLET, 7 LR F—)b
PHIRET A2, 2oa<vry FonFEREADLET,

ASA ., Bt OB 70 7 7 A NVETIZ N TA—FIESNWTT L X F— L& f#
ALET, Y VOREIBFITEETT, 7 7 7 A NVEE 7 NV—T R o —IZEED
T RLA T VERETHE, ASAITEBINESNEIETCER LD —VEERALET,

O—H TRV TRy hOT RLRAZED Y TEHEAIT. FOXH2%Fy hU—7 HOL—
FOBINES D LI, 73y hOBEREMYT 57—V E2EBNTHI L2880 L
F7,
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B ocrrrurriz 7—roms

\)

6=

A—AJLIPvA 7
A

TIT 4TINS RN N—TNTHREFEHAINL TS (DFV, Bpol-olcoy Foa—
P—0FHTED) BEFEOT FLAT =NV E2ERTTHHEE1L. BHEY 4 RUTEREITOI S
WHAHY FT, TORE, RO EE2HEELTEEN,

RSN W ha—Y—lIn st 7 snEd,
o RN TN—TMET RLVATS—ADHIRESN, LEISCTEREINET,
EHEINTET LA — N R R AT —FICHENBINENET,

PO FIETT RVAT =V EaERTT 5L ASAOEMEICREENEUDAREMERH D £
@—O

KLR T—ILDEKE

GE)

FIE

CLIT, 777 4 7R b XNV T N—TNTEAEMLHIN TS (DF D, #EDlvicoy
Ra—HF—nFHHTE2) BFEOT RLAT— LV EERBT LA, AR Y 4 RUTZOE
WEITH LML ET, s nica—Y—%2n /471, T RLVAT— L& Frxs
=T MNHHIRL, REIECTERLThD, R N—TICHEBNTALERDH D
F9, NSO FETT RLAT =V EETTLH L ASADBEICARES 034 U 2 lRetkEds
HYET,

AT TRLRAEIDYTHAE LTIPT RLA P—)L&3%ELET, local 515z +EE LT
vpn-addr-assign =~ > K& A LET,

&1

hostname (config) # vpn-addr-assign local

RFYT2 TRLA T kBRELET, 03~y Rk, 7—LOAFIEEEL, Pv47 FLA LY
Txy N A7 OfRBAERELET,

ip local poolpoolnamefirst_address-last_addressmask mask

51 :

ZOHITIL, firstpool WD IPT RLA F— L &2RELET, BAT KL A1 10.20.30.40,
¥T7 KL A131020.30.50 TF, R hU—27 <& 7[£255.255.255.0 T9,

hostname (config) # ip local pool firstpool 10.20.30.40-10.20.30.50 mask 255.255.255.0

ZORITIE, firstpool V) IP T RLA F— L E2HIBRLET,
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hostname (config) # no ip local pool firstpool

O—AJIPV6 7 KLR T7—ILDETE
Fig

ATy T1 TRLREDLTHRELTIP T FL A F—Z2#%ELE T, local 5l¥x$E LT
ipv6-vpn-addr-assign =~ > R& AH L ET,

11
hostname (config) # ipv6-vpn-addr-assign local
ATFYT2 TRUVATS—AABRELET, Z0a~vy Rid, F—ICARIEEE L, BEIPv6 T KL A,
By NIOT VT ¢ v 7 AR, BIOHHANTHEMNT27 FL2A0HERFEL £,
ipv6 local pool pool_name starting_address prefix_length number_of addresses
1 -

ZOFEITIE, ipvepool EWVNH TP T RLA F— L& E L E T, BIAT KL A% 2001:DBS:1,
TVUT7 4w 7 AR Ey b, S TEMHT ST L REIL 100 TT,

hostname (config)# ipvé local pool ipvépool 2001:DB8::1/32 100

ZOFEITIL, ipvepool WS IP T KL A F— L &HIBRL £,

hostname (config) # no ipvé local pool ipvépool

AAA 7 FLREENDHRTE
AAA Y —R_R—ZHHLTCVPNY E— T 278X 7547 MIT RLAZED B TEHITITL,

FT AAA F—R—F X AAA == TN —T R ETHLENRDY £F, a~v R
7 7 L AT aaa-server protocol =~ REZZMBL T 7ZEW,

Fio, 22—V —IRADIUSFEAEAICRESNEHR 7 e 7 7 AV E—H L TWALERH D F
ﬂ—o

WOBNE, firstgroup & VD ARTD k> RV Z—71Z, RAD2 £ W9 AAA B —R— J)L—7
EERTDHHEEZRLTOWET, FIOFIC1IORSBRFIENR A TWETR, ZIUILLEINIZZE
Dk TIN—T LTRSS T, NNV ITN—T ZA TEEHZL TSSO T,
ZOFIEDNROFUZFEHEH I N TNDDE, ZNHDIEEZRE LRWIRY . ##5iD tunnel-group
Oy RIZT 7 EBATERVWOT, EEERTTZDTT,

ZOBITEREN Ay T 4 Fab—a rOEIR, RO LB T,
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B ouer 7 kL riEEOTE

FIE

ATy

ATy T2

ATvT3

ATy T4

hostname
hostname
hostname

config) # vpn-addr-assign aaa

config)# tunnel-group firstgroup type ipsec-ra
config) # tunnel-group firstgroup general-attributes
config) # authentication-server-group RAD2

hostname

IP7 Ly 7HIZAAA ZRET DT, ROFIEEZFEITLET,

7 R REID Y THALE LTAAA ZRET 521X, aaa 5|4 F5E L C vpn-addr-assign =1~
Y REANLET,

hostname (config) # vpn-addr-assign aaa
hostname (config) #

firstgroup &9 F RV T N—T % Y E— kT 7 & AE 21T LAN-to-LAN k> )L F—7
ELUTHENL T 5121E, typeF— U — RZ4HE L Ctunne-group 2~ > REASH LET, KROH
T VE—FT7 278X PRV TNAN—T 2R ELTHET,

hostname (config) # tunnel-group firstgroup type ipsec-ra
hostname (config) #

—EtEa 7 4 ¥ 2 b — 3 F— RIZAD | firstgroup &V D h RV T—T D AAA
P R— TN —T B EFZT DI, general-attributes 5% % 5 E L T tunnd-group =<2 K
EANTTLET,

hostname (config) # tunnel-group firstgroup general-attributes
hostname (config-general) #

RAEIZAEH D AAA Y —/3— 7L —T % 457E+ 21213, authentication-server-group =~ > R
ZANTTLET,

hostname (config-general) # authentication-server-group RAD2
hostname (config-general) #

RDBERY

Zoawry R, ZOFTRTRXVELLO5ERHY £F, FEICOWTIE, v R U
T LU AEBZRLTLLEZN,

DHCP 7 KL RIEEDETE

DHCP 2{#fILCVPN 7 547> FOT FLAZE Y Y TAHIZIE. T DHCP — 13—, B
X OZFEDODHCP #— —THEHATEERIP T L ZD#AZRET HLENH Y £9, FDH%.
W70 7 7 A VHEAL CDHCP Y —N"—%2E£ L ET, £/-. A7 a0 L LT, Z40
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FIE

ATy

ATy T2

ATvT3

ATv74

pher 7 kL tsenzE |

a7y A NVERITE——AICBEEMA T O S v—T R Y —NIZ, DHCP *y NV —7
Aa—TFHERTEET,

WOFITIL, firstgroup & W9 ARTOEE 7 1 7 7 A /LI, 172.33.44.19 @O DHCP #—/N— % 1E
FLTWET, ZOHITIE, remotegroup & VN9 Z/—T7 7R U I —iZ% LT, 10.100.10.1 ®
DHCP &> hU—7 Z2a—7HER L TWET,  (remotegroup &9 7 /L—7 KR Y r—id,
firstgroup & WO 5T 0 7 7 A MZBEHEMT DN TTWET) . Xy FU—F Ra—TEER
LAAWEA. DHCP — 37 FL A P— L ORENEIC T —VNEZELTIP 7 FL A Z%ED
BTET, REVYTOT RLABRRSNDHET, F—ADBEITKRBEINET,

1R BHHIIZ

IPvd 7 RLAZEHERALT, 7547 8 7 FLAZE Y Y TADHCP — _R— 5B cxF
9, £72. DHCPA 7' v 3 Vida—W—|[ZHEXINT, 22—V —E7 FL R B ToL %%
FLET.

T RLREDYTHAELTIPT RLA F— L a2HELET,

vpn-addr-assign dhcp

VEeE— T 7 vRABGET 07 7 A4/ & LT firstgroup & W) ARTOHEG 7 0 7 7 A VERE L
i‘a‘o

tunnel-group firstgroup type remote-access

DHCP #—R—ZRETEL I, i/ n 77 A NVDO—fxK@gtEa 7 4 Xa b —a
t— }“%Eﬂﬁébij‘o

tunnel-group firstgroup general-attributes

IPv4 7 RUATDHCP H—"—%EHKL, bV I —TF a7 4 Xal—rarE—NK
RET LET,

dhcp-server 1Pv4_address of DHCP_server

IPv6 7 KL AT DHCP h—_"—%EHKTHZ LIITEEHA, BT 07 7 A MHEED
DHCP#—/3—7 RV AZFEETE £7, dhep-servera~ 2 REANLET, ZOa~vr R
HHTHE VPN T4 T hOIP T R AT EZRAD & 2, f5E S 472 DHCP #—
N—ZIBMOF T a 2R ETDHEIITASA ZRETE ET,

1 -

ZOFITIEE, IPT R A 172.33.44.19 D DHCP r—_"—Z R E L TWET, TDHE, hrxib
IN—F a7 4 Xal—ayE—RFRE2RTLET,

hostname (config-general) # dhcp-server 172.33.44.19
hostname (config-general) # exit
hostname (config) #
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VWNOIP7 ELZ |
B ouer 7 kL riEEOTE

ATV TS TA—TNEEFELRVEAIL, remotegroup &9 NERZ L—7 R o —Z B L £,

hostname (config) # group-policy remotegroup internal

2T T6 (FFvay) IA—FRIV—@EHar 7 4 FXFal—TaryE— F&#E L. DHCP X v K
J—J Aa—T%EFELET,

dhcp-network-scope ip_address

¥H7a 77 A NVDT KLU AT —/VIZDHCP H—_—% & E L7zHA. DHCP A a2 —7 X2 D
TN—T DT = WMHEHT Y73y F&i@sl LE T, DHCPH— "—|ZiX, ZOAa—7(Z
Lo T ENIE S TRy FRHOT FLABRESN TWAMERHY £, Aa—T%
HEHTDE, ZORED I N—TIZEMT 2 DHCPH— "—TERINTNDLT RL AT —)L
O 7y NEBIRTE ET,

Ty hU—7 ZAa—T%EH LBEWVEA,. DHCP V— N3 7 KL A 7 — /L ORENEIZ 7 — L
WEBELTIP T FLAZEYYTET, REYVYTOT FLABRRONDLET, F—DE
WCRBEINET,

GE)
Aa—7E/ETHITE. HOT— LV ERUY 7y b EICHY . 20— LN RN
JV—TFT 4 VIR T FLRAEZ AN LET, DHCPV— NiZ, ZDOIPT RLARET YT
Py FEHBIL, FOT—=ADEDIP T FLUAZE DY CTES,

=T 4 T DORBTHREREAITHIC, A v X —T =24 ZADIPT KL AR+ L%
HEE L £9, =& x1E. 7 —/12810.100.10.2 ~ 10.100.10254 T, A > X —T7 = A AT KL &
73 10.100.10.1/24 D4, DHCP A=—7L LT 10.100.10.1 ZEHALET+, *y hTV—27F 5
IEH LR TL 72 &V, DHCP (X IPv4 7 RL ZFEEICOMER T 5 Z &N TE £4, =R
L7 RLANRA U H =T 2 A AT RLVATIERWEGESE, Aa—TT7 KLVADRAET v/
N— b EAERT DM ERH Y T,

B -

WDOHITIL, remotegroup DEMEZT L 7 4 Fab— 3 E— FEBLK L, DHCP X 2 —7'%
10.100.10.1 IZ58E L £ 9,

hostname (config) # group-policy remotegroup attributes
hostname (config-group-policy) # dhcp-network-scope 10.100.10.1

451
COBITEREN Ay T 4 Fab—a rOEIT. RO LB T,

hostname
hostname
hostname
hostname
hostname

config) # vpn-addr-assign dhcp

config) # tunnel-group firstgroup type remote-access
config)# tunnel-group firstgroup general-attributes
config-general) # dhcp-server 172.33.44.19
config-general) # exit

config) # group-policy remotegroup internal

config)# group-policy remotegroup attributes
config-group-policy)# dhcp-network-scope 10.100.10.1

hostname
hostname
hostname
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5 2

')E—F 77 X IPSec VPN

« JE— |k 77 A IPSec VPN DOHfE (225 ~—)

» Cisco Secure Client ® AnyConnect VPN & ¥ = —/L D T A & AHff: (227 R—7)

o« UE— k 77 & IPsec VPN DHll[E (227 _—)

« UE—hk 77 A IPsec VPN OF%E (228 ~X—)

« UE— | 77 & A IPsec VPN OF%EH] (236 ~=—)

e v ILF AT HFAME— R TOEAER— R [PSec IKEV2 U £— 7 7 = A VPN D% EH

(237 ~=—7)

e INTAVTHFANE—RTOEFX2T 7747 MPSeclKEV2 UE— K7 7 & A VPN
DORERLE] (238 =X—)

« UE—k 77 & A VPN OFSHREEIE (240 ~—7)

JE— bk 749 X IPSec VPN DI E

UE—hT7Z7EAVPN 2425 L, TCPIP % v NV —7 EDO¥vF 27 iz LT,

a—H—F o MBI D I LA TEX £ 9, Internet Security Association and Key Management
Protocol IZ IKE & HFEEIL, U E—KPCDIPsec 7 7 A4 T b & ASA T, IPsectEX =2V T ¢
TV — g ORSEFEEA RS Ao T o — g Fa 3L T, & ISAKMP
XA vz —TgulE, Txa—R 1 T2 —X2 LTINS 2 ODESITHMILET,

T2 —X 1%, UBEDISAKMP 2T —2 a0 A v —V%R#ET 5RO b x L2 E
LET, 72—X21%, X227 REHREABET 27— X2 R#ET D Mo Rx AV EERRL £
7

ISAKMP % v =—3 g VOFRMEFRET HI2IL, ISAKMP RV —%{EkLEJ, 22T
X, ROBERIZHOWTEAL £,

« B 7O ID RS DT
T —HERHEE L., TTAN—EFDHE I,

c EEHEREL, METICA v E—UNELIN TR D & ZLRFET % Hashed Message
Authentication Code (HMAC) F =,

o {5 — DY A X &R ET 5 Diffie-Hellman 27 /L —7",
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B Mobike 550U E—+ 7o ERVENIZDT

s WS —ZEEHZ DANT, ASA N F O F—Z2 AT HHFH O LR,

N7 AT 4 —5 Ty ML, B bR BT R EHAEDEE LD TT, FFEOT —X
7D~%@%T5%@\t?ﬁ\EMQ@&@H%%?#:)T%7//I~Va/®33/
T— M T, FED N T ATk —Lty NfEHTHZEICFELET, T AT H—A
Ty hMI, WFOET CRICTHILENDH Y 97,

NIRRT H—ALEy MLV, BBEMTONZZ VT N~y = N THEESIE ACL
DF—& 7 a—HMgi éﬂiﬁA%AﬁﬁfkﬁVX7j_A?7}%¢bex797F
~ v TELFAATIVvI VIV T~y T 2 Y ThRI VAT 3 —0 By FORKRE 1
ERETEET, ARSI EFRESFREV A N Uo7 —T 7 S BIZHEEMRIER
WZOWTI, IKEvl F TV A7 4 —A vy hEZITIKEV2 70 R —HP L OFERL (231 2—2)
EHZBLTLL I,

XTI TA T MIZIPVAT RL AL IPV6 T RLAD—F 72135 2E0 Y4 TEHL9H1C
ASAZHRETEET, TOLIITHRET DITIE. ASA ETHET KL AT — 1V ZERT 2 0,
ASA Lo —Jia—F—|ZHEHT RLAZEID S TET,

TURAA L MIEEFEDX A TOT RLUAZE DB THITE, = KBRS bOAXL—T ¢
VI VAT ADHETCTT AT ALy A FalNEEINTHWALERBLDET, FHD
DTV ATH, IPv6 7 KL A F—/L3f > TWRWR IPvA 7 R L AWRMEH TE B350,
1m47ﬁux7—wﬁ%ofw&wﬁmm7Fuxﬁﬁﬁf%éﬁAi o3 TAEC R Oy WS
T, 7272l 7294 T MQIXBAaENR WO T, BHEEIT ASA v 7 CEMAZ ERT 5 L8
BHFET,

JIA T h~DIPv6e 7 RLADOEID Y TiX, SSL 71 ha/Lickt LT AR—rENET,

Mobike £ XU E—F 7V EXVPNIZDINT

FNA JLIKEV2 (mobike) 1%, ESNA N F AL 20— v 752V R— 4+ 57-DI2 ASARA
VPNZIEEL £, ZOHR— KME, T ARBUEOERRA > FBRIORA > MIBHE)
TEHELEXIT, ERAA LT AL ZDIKENPSEC X 2T 4 7V — g (SA) O K
RAVRIPT RUANHIBREND D TR EHFTEL L EZERLET,

Mobike (/73— 2 > 9.8(1) LAFRIZ ASA TF 7 4 /L MZ X W FIHAIEE T, 2% VD, Mobike I
[ECA Y 12720 £9, Mobike 1X, 7 74T 2 "INZENERE L, ASABZITAND L&
W22, B SAITH LTHERNCARY 3, ZoxrTym—3 3 03, IKE AUTH 5&8#a0—i8 &
LCifTbivEd,

mobike AN — FNERNIRIRRETSA BN S NT=%, 7 74T MIVWOTHT KL AZAER
LT, #HLWT RL A%~ 7 UPDATE SA ADDRESS A 11— RZ & iefF@Mach i L <
ASA TN TCTEET, ASAITZDA v E—VHUEHL, HTILWI TAT L FIPT RLAT
SAZHHLET,

\}

GE) show crypto ikev2 sa detail a~ ]\%{ﬁﬁﬁ LT\ @%E@j—’\f@ SA T mobike ﬁ“‘ﬁ’;ﬁw—fio
TWDEMME I BB TEET,
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| yE—+ 75X IPSec VPN
Cisco Secure Client ® AnyConnect VPN E 21— )LD 51 £V R EH .

BILED Mobike DFILTIL, ROEEN Y A — F SN TWET,
«IPv4 7 KL 2D
NAT = v B> VDR
AT arDYF— =2 VT 4 Fxy 7K DA LA IR
T IT 4 TIAR N, T x—)LF—3—
*VPNB— R RT3

RRC (VH = V—ZE VT 4 Fxv7) BENEDNIRS>TWEEE, TNV I T7A4T
v MZRRC A v E—UNEE SV, SARFEFINDENIHT LWIPT RLARMERINET,

Cisco Secure Client @ AnyConnectVPN E 2 —JLD T A

U REH
)

CE)  ZOHREIE. ~A v— RS EEREDRWET LTI TE 8 A,

—

Secure Firewall ASA ~ > K> R7)»5 Cisco Secure Client (AnyConnect % 5 ¢) % B L. VPN
F L O Secure Firewall 78 2 F v £ 7213 HostScan € ¥ = — /L &2 3 2 A 1%, Advantage & 7=
% Premier 7 A ¥ ANMKETT, FTATNTA B ABMHATEET, [CiscoSecure Client
FIEHTA R] 22U TLLIEEN, BTV T L OHEKREIZOVTIEL,  [Cisco ASA Series Feature
Licenses| #ZM L T IZIV,

) E— k 7% X IPsec VPN DO Hl[[R

e I AT T —INVET—RHARIALL :N—TFT v R IT7AT U4 —)LE— R TOHLY

R—FrENFET, FTo2AT Ly F EF—REHR—FENTOERA,

o 72— )V —"— HA KT A4 1Psec-VPN v a i, 7774 T/AZ A, T xz—
NA—=NR— a7 4 Fal—al TOREYUINET, 7774 T7/77T7 47 72—
NA—=NR— a7 4 Xalb—va It R—hrEnEHA,

cHA RIHFIEREODEEN Ty 7 ERET, ZoMica—F—nur/A o LEHET5
L. T FAT I —ILTD DACL L—/L DA A b — L3RBT A AREMED 0V £,

HA RN TT DL, 22—V —TEFIIn /4 TxE7,

cASA L, V—KRRR—F 487 S 47 MR Null 2—HF— =— = FE2EE LIZRA.
VE—FT727€8AVPNEY vV a r2ZF ANEEA,

D, BHBEICEREIND IP T RLAICHREND A A K L CREERM KA A
4 (FQDN) 77 & Al 2 b (ACL) ZfiH+ 5L, VE—K 77X VPNEREET
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B =+ 7€z PsecvPN DBEE

DODHCP7 R L ADRRIC L H 2 H[REMENH Y £3, Z OREIX, SESDHCP 5 —
NS, *y NI =277 RLRAZEH (NAT) O NFoH o7 ay aly WBAE
T2 > CTWBEEITHET D AREMERH D 97,

» Advanced Endpoint Assessment Z il L72RAF ¥ 78R A hTld, SSL E#i D syslog
Ay E—UNERSNDIBERHY ETH, TNOHIXVPN e VA Eidn 747 4
v MEBEMIT ONERE A,

« ASA TITZ EAP FRZKT SR\, n—h L i8iHiTE A,

ASA X, EAP Z/XAA)L—L LTOHYAR—KFL, 7747 F® EAP §&FEIZIZ VPN
7747 O EFERIEZLE L LET, VE— FEIESRE LT EAP 2T 55
Bl VPNZ T A7 > b OFEAEFEREZ A L T 72V, EAP, PSK, FEME2 & D
POV E— FHFESFRADREAP & L IR ESNTWVDOHHETH, =7 —RNERRINET,

) E— k 74t X IPsec VPN DL E

ZODkvIarTE, VE—F 77 EA VPN OREFIEICHOWTHIBA L ET,

A3 —T A RADETE

FIE

ATy I

ATy T2

ASAIZIX, D7 b 20D A L HZ—T 2 A ANHY, ZNHEZ ZTIITRBIOWNE &
WET, —RIC, A B —T oA RIRT Y T A F—Fy MR SNET., —F.
WA v F—T oA AT T TAR— %y MU= TSN, —KOT 7B 2ahbir#ESN
ij‘o

BHINZ, ASAD2ODA L H—T 2 AEHREL, £ X—TMZLET, KIZ, 4HiI. IPT
RLA, BEOY T Xy A7 %E0YTES, 7 a T, BFa2UT7 40 L,
B BIXOEX2 T4 T I9A T U ATO_ERELHRELET,

7 — U — R b A U2 — T = AERE— RIZAD 77,
interface {interface}

51 -

hostname (config) # interface ethernet0
hostname (config-if) #

AVHE—T 2 A RAZIPT RLAEY TRy b v AT ERELET,
ip addressip_address [mask] [standby ip_address]
£
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ISAKMP 7K 1) & — DR &S 881 v 8 —T =4 2TD ISAKMP O« 2—T Lt [

hostname (config) # interface ethernet0
hostname (config-if)# ip address 10.10.4.200 255.255.0.0

ATV T3 AU H—T oA ADL4HT (K48 LT ZHELET, ZO4RNE. FRELZE TOLEE T

TEEEA,

nameif name

51

hostname (config-if) # nameif outside
hostname (config-if) #

ATYTE A H =T RAEFMMILET, T4V Tl A F—7 = A ATEHTT,

1

hostname (config-if) # no shutdown
hostname (config-if) #

ISAKMPR!) & —®DERE ENEA VB2 —T 24 ATDHISAKMP®D A R —

J It

FIE

ATYT1 IKEvl 23y —y g IR T 28GR E T A—2 Dty bERELET,

Mmmﬁ\4y&—*/b%—§@(mm‘f)y~%~i’%%b R =27 T744Y
TAHEEIDYTES, 1~6534DBHAFHLEST, LWET T4 LV T 403 &bE <. 65534
D bK< 720 £,

ZO®RICKES FIETIE, 7IA4 AV T I3 1ITRESNET,

ATY T2 IKERY U —NTHEMAT M5 HEELET,

cryptoikevl policy priority encryption{aes-192 | aes-256 | | }
11

ATYT3I IKERY =Dy TITY RLEERELET HMACANY T2 FEBIEENRET)

cryptoikevl policy priority hash { | sha}
11 -

hostname (config) # crypto ikevl policy 1 hash sha
hostname (config) #

AT w T4 IKERY > — Diffie-Hellman 7 /v —7 (IPsec 7 T4 7 > k& ASA DNILHRE X — % N T

AT han) EREELET,
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B 7eixg—rozs

cryptoikevl policy priority group{14 ||| 19|20]| 21}
il -

hostname (config) #crypto ikevl policy 1 group 14
hostname (config) #

ATY TS WEX—DTAT7H AL (KXo )T 4T /v —2a UBNEELET DEDHRE TOM
¥) #=HEELET,

cryptoikevl policy priority lifetime {seconds}

BESNF-TA 724 O, 120 ~ 2147483647 # T4, HEHIBD S A 7 X A4 LOEE
X, OB EFEHLET,

51

hostname (config) # crypto ikevl policy 1 lifetime 43200
hostname (config) #

AT 76 outside L\ H A L H—T A A LD ISAKMP ZHF N LET,
crypto ikevl enable interface-name

1 -

hostname (config) # crypto ikevl enable outside
hostname (config) #

AT TT BEEBRIEGFELET,

write memory

7 RKLR T—ILDOEKE

ASA TliE, 2=V —IZIP 7 RV AZEIN Y CTHHFANMETT, ZOHETIE, #lELTT R
VA =)V LET,

FIE

IP7 RLADOHEHIPAZBEH L TY LA F— L ZERlK LET, ASAIX, 2DO7 KL A F—LD
T RLVAREZTAT o MIEIV Y TET,

ip local pool poolname first-address—last-address [mask mask]

T RVASAZIEA T a2 TT, 720, VPNZ FA4 T U MZHEHID Y THNTZIPT FL&
BIEED Xy FT—2 IR L, T T4V FO~ AT BT & F— 8 RioTL—TF 4
T EINDAREMENRDD L EIE, YAZEEEET 2XENDH Y £9, WHEREI, IPr—7D
Jb 7 —11210.10.10.0/255.255.255.0 7 RLANREFENTWDHIHAE T, ZHULT 74V R TiE2
TAAFY NT—=7TH, ZHIZE->T, VPNZ IA T U MRS ESERA LV F—T = A
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1—+v—oem [

TIODFRYy NU—VHNOBRRLZYT Ry MIT 7B AT AHUERS LA, V—T 47D
RIBENEC A EEERH Y 97,

1 -
hostname (config) # ip local pool testpool 192.168.0.10-192.168.0.15
hostname (config) #

A—H—MEN
FiE

:L—-*ijj—\ INA T — F\ %i(ﬁ%@l—ﬁ_@fﬁ*@V“\\‘/I/%MEEXZL?@—O

username name {nopassword | passwor d password [mschap | encrypted | nt-encrypted]} [ privilege
priv_level]

1 -

Hostname (config) # username testuser password 12345678

IKEV1 SR D4 —L £y FERIZIKEV2 TOKR—FILDOER

COETIX, T UAT7x—A vy h (IKEvl) BXOTaR—¥/L (IKEv2) ZRET D)7
BIZOWTHBHLET, FT A7 3 —A %y ME, B TR BTN HAEDLET-D
DTY,

KOFIETIE, IKEvl BLOIKEV2 72 R—F L5 {ERT 2 HFiEE R LET,

FIE

ATV TN T—2EEWEHRT D72DIEH] &5 IPsec IKEvL Wi b e Ny o 7T ) XAERE
FTHIKEVl NT VAT —LkEy NERELET,
crypto ipsec ikevl transform-set transform-set-name encryption-method [authentication]
encryption [Z1&, IROWTNDOELZFEE L £,
s esp-aes : 128 ' k ¥ —"T AES #3254,
s esp-aes-192 : 192 ' F ¥ —T AES #3554,
* esp-aes-256 : 256 £ b ¥—"T AES #{E 3 5854,

e esp-null : BF S AT L2WEE,
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B roxro—oxs

authentication |Z1%, ROWTNHDEEZFEE L E T,
e esp-md5-hmac : /v = 74T X4 E LT MD5/HMAC-128 Z 3 5 554
e esp-sha-hmac : /v 3= 7L Y X4 L LT SHA/HMAC-160 21 4 5354,
« esp-none : HMAC FEA M L 722 W56,

i

AES Zifl L CTIKEVl F T v A7 4 —Lk vy FERETHITIE. ROXLIICLET,

hostname (config) # crypto ipsec transform set FirstSet esp-aes esp-sha-hmac

ATY T2 IKEV2 7uR—%)L vy FEFEL, FH S5 IPsec IKEv2 7' b /b Kiafb, B LUK
AT A LERTELET,

espld. W7/ttt F 2T 1 A a—F (ESP) IPsec 71 h /L &45E LET (BIfE, M
—HP R —=FEZNTWB IPsec D71 ha/)LTT) ,

crypto ipsec ikev2 ipsec-proposal proposal_name
protocol {esp} {encryption {||aes|aes-192 | aes-256 | } | integrity { | sha-1}
encryption (2%, IROWTILNDIEZIEE L 7,
caes : ESP |2 128 E'y M % —Wi5{kCAES (774 /V ) 2T 2546,
caes-192 : ESP {2 192 'y b ¥ —W75(L T AES 21T 246,

* aes-256 : ESP 12256 £ + ¥ —K55{L T AES 24 254,

integrity (21X, ROWFNLDIEZIFEE LT,

esha-1 (F7 /L ) 1%, ESP DELMAREED 7= I K EE S RAIRFEAE (FIPS) TFE
N EXFaT Nyia Faa) XA (SHA) SHA-1 #fFEELET,

P

IKEvV2 7' 11 AR—H )L DR EFIE

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure proposal

hostname (config-ipsec-proposal) # protocol esp encryption aes intergrity sha-1

» 0 N = 2
fRILTIL—TNDES
Foxb Z—F1F, PG R) O —0al 7y a T, AAA — _—%F5]4 5
Mo ANV TN—TEREL, BT A—XEREL, 774NV DIV —T R —%E
ZLET, ASA L. MR T A—FHNEHIARE L E T,
ASA VAT AT, 2ODF 7 H )V N RV ZA—7nb0ET, 1 20377+ DY

E—h T IZEA MRV T N—T T D DefaultRAGroup T, &9 1 DIET 74 /L b D
LAN-to-LAN k> /v 7 )v—7"Td % DefaultL2Lgroup TF, ZNOHD T N—FITEETE F
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FIE

&

ATy T2

ATy T3

ATvT4

ATy TH

FoRILTIL—TDEE

TR, BRI TEXERA, PR Xz —2 g U TEBIESNTEED oL Zv—F
DRV, ASAX, TNHD T A—T7 %A LT, VE— k77 ERELPLAN-to-LAN
NN TN—=T DT 74V K N RNV RTA—HEHELET,

IPsec Y E— K 727 8BA bRV TNA—T 7774V ELREENRET) 2ERLE
KR

tunnel-group name type type

&1

hostname (config) # tunnel-group testgroup type ipsec-ra
hostname (confiqg) #

o TN—T—RMEE— FICAD 9, ZOF— T, BiEARXE AN TEET,
tunnel-group name gener al-attributes

1 -

hostname (config) # tunnel-group testgroup general-attributes
hostname (config-tunnel-general) #

fob TN—FIMEH]T 57 LA 77— Va2 HBELET,
address-poal [(interface name)] address_pool1l [...address pool6]

1 -

hostname (config-general) # address-pool testpool

ko xv 7 v—"7 1Psec J@MEE— RIZAD £F, ZOF— KTiL, IKEv] D 7= ®H D IPsec
EADEEE AT TEET,

tunnel-group name ipsec-attributes

51

hostname (config) # tunnel-group testgroup ipsec-attributes
hostname (config-tunnel-ipsec) #

(FE) HEpidtfaF— (KEvl O&) ZFRELET, F—ITiE. 1~ 128 LFOHEH 7 FF
ZIRETEET,

W X2 VT 4 T T ITATARETTAT L FOF—IR L THHIVLEND Y £3, FHAI
HAEG X —DP A APRE2 5 Cisco VPN Client 235t LE D &35 L, BT ORBGRICKR L2
LERTEZT— A=V NRNI T4 T MZkoTur ZIZEHEINET,

ikevl pre-shared-key key
1 -
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B srzvr0u7r=vTonm

BAFZIvY

FIE

ATy T

ATy T2

hostname (config-tunnel-ipsec) # pre-shared-key 44kkaol59636jnfx

)Tk TDIERK

BAFI w7 7 )T h<o L, TRTCORTA=ENHREINTODEDITTIERVARY v —
FUFL—FEERLET, ZHUITED, ASAIZ, VE—RNT BRI A4 T R EDIP
T RUARRBARE T OO ESETDHZENTEET,

HAF I 70T <o 7O MR, BERON I VAT r—Lb 2y bEFRELET,
Flo, W—T 4 T A X —TICTEET, ZHIZED, ASAITER SN2 74T b
DON—F 4 TREREERE L., 1% RIP £7213X OSPF B TT RAX A4 X LET,

FAFTIv 7 7V T b=y T a2l L, vy 7DIKEVl 8T A7 +—25 %y FEZITIKE2
TR —PLEERELET,

« IKEvl OEAIE, Zoa~vr e LET,

crypto dynamic-map dynamic-map-name seg-num set ikevl transfor m-set transform-set-name

«IKEV2 OaIE, Zoa~xy RaifLET,
crypto dynamic-map dynamic-map-name seg-num set ikev2 ipsec-proposal proposal-name

il -
hostname (config) # crypto dynamic-map dynl 1 set ikevl transform-set FirstSet
hostname (config) #

hostname (config) # crypto dynamic-map dynl 1 set ikev2 ipsec-proposal secure proposal
hostname (confiqg) #

(AFvary) Zo7)V 7T~y = PVICESSKERICE LT L—F A P2 e
YEAEMIZLET,
crypto dynamic-map dynamic-map-name dynamic-seg-num set rever se-route

% -

hostname (config)# crypto dynamic-map dynl 1 set reverse route
hostname (config) #
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B4+2vs s T2y TEERTEE00 U T2y T Ty ryoks [

BAFIVY) )T Iy TEFERTHE-ODV) Ty T T
1) DYERR

V=72 MY ZERLET, ZHICED, ASAIE, XA TFIv 7 20T h~o
PHEHALTIPsec EXa VT 4 T/ 32— g DRI A—RERTETHENTEET,

Zoawy RIZETZROBITIE, 7 U7 N~y T4 iEmymap, v—7 U AEF L, XA T
Iy 7 7V N vy AT dynl T, ZOARNL XA T Iy T 7 VT N vy TOMERD
My 7 TIER LT b D TT,

FIE

RTYTN FAFIv 7 JVT N~ T E2ERTH27 V7 s~y 7 = Y EERLET,
Crypto map map-name seg-num ipsec-isakmp dynamic dynamic-map-name
11 -

hostname (config) # crypto map mymap 1 ipsec-isakmp dynamic dynl

ATYT2 7 VT b=y Tl 8 =T = ZTHEH L ET,
crypto map map-name inter face interface-name

1 :

hostname (config) # crypto map mymap interface outside

ATy T3 BRI LET,

write memory

TILFAUTHFRIME—FTDIPSeclKEv2 ') E— 72X VPN D
BXTE
UE—1F 7 7% IPsec VPN OB TEDFEAMICON T, ROHEELSML TSV,

e AU B =T A ADHE (228 X—)

« 7 RLA F—LORE (230 2—)

« —HPF—DiE (231 N—)

«IKEvl b7 v A7 4 —Ah &y NELIZIKE2 7o R—FLOER (231 =—)

s RNV TN—TDEFRE (232 3—)

AT I 7 VTN =y TOMEKR (234 =)
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B =+ 75 £x PsecVPN DR ESI

YE—F 79 £ZIPSecVPN |

cHAFIv I IV T N~y T T 52007 VS vy T MU OFERL (2353—

V)

)E— b+ 7% X IPsec VPN O

&% i€ 151

wOENL, VE— K 77X IPsec/IKEvl VPN 2R TETH HEEZ R L TWET,

hostname (config) # crypto ikevl
hostname (config-ikevl-policy) #
hostname (config-ikevl-policy) #

hostname (config-ikevl-policy) #

policy 10

authentication pre-share
encryption aes-256

hash sha

group 2

enable outside

hostname (config) # crypto ikevl
hostname (config) # ip local pool POOL 192.168.0.10-192.168.0.15
hostname (config) # username testuser password 12345678

hostname (config) # crypto ipsec ikevl transform set AES256-SHA
esp-aes-256 esp-sha-hmac

hostname (config) # tunnel-group RAVPN type remote-access
hostname (config) # tunnel-group RAVPN general-attributes
hostname (config-general) # address-pool POOL

hostname (config) # tunnel-group RAVPN ipsec-attributes

hostname (config-ipsec) # ikevl pre-shared-key ravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikevl
transform-set AES256-SHA
hostname (config) # crypto
hostname (config) # crypto
hostname (config) # crypto

(
(
(
hostname (config-ikevl-policy) #
(
(
(
(

dynamic-map DYNMAP 1 set reverse-route
map CMAP 1 ipsec-isakmp dynamic DYNMAP
map CMAP interface outside

WOFNE, VE—F 727 & A IPsec/IKEV2 VPN ZHET 5 HEEZ R L TWET,

hostname (config) # crypto ikev2
hostname (config-ikev2-policy) #
hostname (config-ikev2-policy) #
hostname (config-ikev2-policy) #
hostname (config) # crypto ikev2

policy 1

group 2
integrity sha512
prf sha512
enable outside

(
(
(
(
( )
hostname (config) # ip local pool POOL 192.168.0.10-192.168.0.15
hostname (config) # username testuser password 12345678

hostname (config) # crypto ipsec ikev2 ipsec-proposal AES256-SHA512
hostname (config-ipsec-proposal) # protocol esp encryption aes-256
hostname (config-ipsec-proposal) # protocol esp integrity sha-512
hostname (config) # tunnel-group RAVPN type remote-access

hostname (config) # tunnel-group RAVPN general-attributes

hostname (config-general) # address-pool POOL

hostname (config) # tunnel-group RAVPN ipsec-attributes

hostname (config-tunnel-ipsec) # ikev2 local-authentication
pre-shared-key localravpnkey

hostname (config-tunnel-ipsec) # ikev2 remote-authentication
pre-shared-key remoteravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikev2
ipsec-proposal AES256-SHA512

hostname (config) # crypto dynamic-map DYNMAP 1 set reverse-route
hostname (config) # crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname (config) # crypto map CMAP interface outside
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TAFIALTFHR FE— FTOEEA—Z IPSec IKEv2 U E— 7222 VPN 0%z [

TILFOAUTEXFRARPFPE—FTODEEAR—XIPSeclIKEv2 ')
E— k7%t X VPN D% EH

ROBNL, v~ NVFar7Tx AN E— N CEES—Z JE— | 7272 IPsec/IKEv2 VPN HD
ASA ZHERT 5 HiEZ TR L TCVWET, ZoFITIE, AT A arTRA MBI Ra—Y—
VTHRARDEREICOWNWT, TNEFNIFRERM L £3,

VAT A AT HFANORE

class default
limit-resource All O
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5
limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname (config) #context CTX2

hostname (config-ctx) #member default ===============> License allotment for contexts
using class

hostname (config-ctx) #allocate-interface Ethernetl/1.200

hostname (config-ctx) #allocate-interface Ethernetl/3.100

hostname (config-ctx) #config-url diskO0:/CTX2.cfg

a—P— arTFX X NORE

hostname/CTX2
hostname/CTX2
hostname/CTX2
hostname/CTX2
hostname/CTX2
hostname/CTX2

config) #ip local pool CTX2-pool 1.1.2.1-1.1.2.250 mask 255.255.255.0
config) #faaa-server ISE protocol radius

config) #aaa-server ISE (inside) host 10.10.190.100
config-aaa-server-host) tkey *****

config-aaa-server-host) #exit

config) #

hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 internal
hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 attributes
hostname/CTX2 (config-group-policy) #vpn-tunnel-protocol ikev2
hostname/CTX2 (config-group-policy) fexit

hostname/CTX2 (config) #

hostname/CTX2 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2
ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX2 (config) #crypto map outside map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT CRYPTO_ MAP

hostname/CTX2 (config) #crypto map outside map interface outside

T 74N R TIE, EER—R 7 F 47T 2 2B O IPSec/IKEV2 Y E— b 77 & A8HIL, b
> )V 7 v—"7 DefaultRAGroup (20 S E T,

hostname/CTX2 (config) #tunnel-group DefaultRAGroup type remote-access

hostname/CTX2 (config) #tunnel-group DefaultRAGroup general-attributes

(
(
hostname/CTX2 (config-tunnel-general) #default-group-policy GroupPolicy CTX2-IKEv2
hostname/CTX2 (config-tunnel-general) #address-pool CTX2-pool
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hostname/CTX2 (config-tunnel-general) #authentication-server-group ISE
hostname/CTX2 (config-tunnel-general) #exit
hostname/CTX2 (config) #

hostname/CTX2 (config) #tunnel-group DefaultRAGroup ipsec-attributes

hostname/CTX2 (config-tunnel-ipsec) #ikev2 remote-authentication eap query-identity
hostname/CTX2 (config-tunnel-ipsec) #ikev2 local-authentication certificate ASDM TrustPoint0
hostname/CTX2 (config-tunnel-ipsec) fexit

hostname/CTX2 (config) #

TILFAUTFRAME—FTO X2 T7O054T72

IPSec IKEv2

JE— k7%t X VPN OB

ROBNL, ~VFaLrFHFARNE—RTCEXa2T I T2 JE— 77t ZIPsec/IKEV2
VPN H D ASA ## T 2 FiEEZ/RLTWET, ZOFITIEH, VA7 ar7HFAMBIT
A—P— T XA FOREICONT, TNEIFRZREEL 97,

VAT AT HRRARNDORE

class default
limit-resource All O
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5
limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname (config) #context CTX3

hostname (config-ctx) #member default ===============> License allotment for contexts
using class

hostname (config-ctx) #allocate-interface Ethernetl/1.200

hostname (config-ctx) #allocate-interface Ethernetl/3.100

hostname (config-ctx) #config-url disk0:/CTX3.cfg

HAYTHRANDERRT 7 ANV AT LOEKLTIE, A A=Y, TuZ 7 Al EFaT
74T T ANEHATEET,

hostname (config-ctx) #storage-url shared disk0:/shared diskO
2—Y— T FANORE :

hostname/CTX3 (config) #ip local pool ctx3-pool 1.1.3.1-1.1.3.250 mask 255.255.255.0
hostname/CTX3 (config) #webvpn

hostname/CTX3 (config-webvpn) #enable outside

hostname/CTX3 (config-webvpn) # anyconnect image
disk0:/anyconnect-win-4.6.00010-webdeploy-k9.pkg 1

hostname/CTX3 (config-webvpn) fanyconnect profiles IKEv2-ctxl disk0:/ikev2-ctxl.xml
hostname/CTX3 (config-webvpn) #anyconnect enable

hostname/CTX3 (config-webvpn) #tunnel-group-list enable

hostname/CTX3 (config) #fusername cisco password ***x*
hostname/CTX3 (config) #ssl trust-point ASDM TrustPoint0 outside
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YLFAVTFRARNE—KTO £F275547 >~ IPSecIkev2 ) E— 75 £ 2 VPN 0#mH ]

hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 internal
hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 attributes

hostname/CTX3 (config-group-policy) #vpn-tunnel-protocol ikev2 ssl-client
hostname/CTX3 (config-group-policy) #dns-server value 10.3.5.6

hostname/CTX3 (config-group-policy) #wins-server none

hostname/CTX3 (config-group-policy) #default-domain none

hostname/CTX3 (config-group-policy) #webvpn

hostname/CTX3 (config-group-webvpn) #anyconnect profiles value IKEv2-ctxl type user

ROFITIZ, 7747 M —EAZHNTT H72HIZ, cryptoikev2 enable outside
client-services =~ > R&fH L T\ ET,

AT MY —E A —s3—X, HTTPS (SSL) 77 A &ML 79, ZHIZL V. Secure
Client #v>ru—2x, VY7 o7 7y 77 L—FK, a7y A4n, a—aE—vark
SRS~ Af¥E—Tar 774/, CSD, SCEP, BXWI/ FA4 T FBMELTHZD
DT AN Era— ReZETEET, 2OF T ar2BRLEBAE. 2947 b
P—EADKR—  FEFERELET, 7 74T b P—ER == G LRNVEE,
2—H—{%, Secure Client DML THRREMELNH DL ZNOLD T 7 ANV E XU a— R TEFE
HA,

\}

GE)

FUT /A ATFEITT S SSLVPNIZKH LCRICAR— h&2fHA & £9, SSLVPN #%/E L=
BATH, IPsec-IKEV2 7 7A 7 P TSSLEI LT T 7 AV BT a— RTA2F, 20

FT v a e BRT HBENDY £,

hostname/CTX3 (config) #crypto ikev2 enable outside client-services port 443
hostname/CTX3 (config) #crypto ikev2 remote-access trustpoint ASDM TrustPoint0
hostname/CTX3 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2
ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX3 (config) #crypto map outside map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT CRYPTO_MAP

hostname/CTX3 (config) #crypto map outside map interface outside

hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 type remote-access
hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 general-attributes
hostname/CTX3 (config-tunnel-general) #default-group-policy GroupPolicy CTX3-IKEv2
hostname/CTX3 (config-tunnel-general) #address-pool ctx3-pool
hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 webvpn-attributes

(

hostname/CTX3 (config-tunnel-webvpn) #group-alias CTX3-IKEv2 enable
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JE— k 74t X VPN QO #eeEEE

1k
DH 7 /b—=7"14 T® IKEvl OH¥R— |k

HEES Jy—= BERETEHR

IPsec IKEVl BLOXSSLDOYE—K 727 &% |70 VE—hT77AVPN ZHEHTHE, A X —F v b

VPN REDTCPAP %y NU—7 LY o7 Ik
T, a—W =Rt MR+ 52 N TEET,

[Psec IKEV2 D U E— ~ 77 & X VPN 8.4(1) Y XTI TA4T 2k D IPsec IKEV2 HR— R8BS
nNE L=,

JE— k727 +&A VPN O HE) mobike ¥4 — | 9.8(1) IPsec IKEv2 RA VPN (2%} 9% E/ A /L IKE (mobike) ™

R PR — F2NBIEIVE L7z, Mobike X H 2 A 127> T
b\ij‘o
IKEv2 RA VPN ##5: D 7= 8 O mobike J@ERFD Y & —
N—=BEVT 4 Fxy 7 EAINITEDLLI, ikev2
mobike-rrc AV Fﬁ’)ﬁbﬂéhi L/fio

~ /LT 2T FA K F— RTO IPsec IKEv2 |9.9(2) XTI TAT bRV — R8T B2

DY E—F 727 EAVPN IPSecIKEV2VPN 7 I A4 7 > "R~ Fa L TH 2 M E—
RCEBEIT5 ASA ~D U E— T 2Z7EAVPNEY >3
VEMSITELL DI ASA BRETHZ LY AR— |
LE7,
PRREA B — RNIZEA T 5 ikev2 rsa-sig-hash shal =
<V R2NBEMmEE Lz,

RS 1 — RIZBA T H 720D SHA-1 2~ v | 9.12(1) H— RX—F ¢ OFEAESR— 2 D [PSec IKEV2 VPN 7 5 A

a7 NI X AEFHEH L RSA T NEHEHALT, ASA~DYE— 77 EAVPNE v
a EWNLTAEO, SHA-1 Ny 2T a3 XA
J:éuunﬁ/\/r = — ]\O)%Zl %‘H_T‘— ]\

IKE/IPsec i 51k JL VK &14/PRF 55 D FE | 9.13(1) K DR Al /# &P /PRF 213 I S, LD U U —

A 9.14(1) CHIBRE L E T,

* 3DES Hf 51k

* DES K51t

« MD5 DA
IKEvl TODH Z/V—7"14 (T 7 #4/L 1) Pl— b
MENE L, INV—728BX0O7V—75av FF

g FEEIES L, BIEO Y U —2 9.14(1) THIERS
NET,
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LAN-to-LAN VPN &, MEERNCER R 2 Gch 23y NV —27 28 LET,

Aapr TR, BET AT RTOEAEZHER L 72— K R—F 4 DT & D LAN-to-LAN
IPsec R ER CTE£T, ZNOHDOETIL, IPvd L IPV6 DT RL v U a2fRA LT, N
T RUVAREHNET RLADEBEOHAELEEFFOZ ENTETET,

ASA Tl&, ping USNOE—BNVFE T 7 4 v ZIL VPN bRV 2 EIETE £ A,
Z D TIEL, LAN-to-LAN VPN £ DG FIEIZ DWW T L £,

e T 4 FXal—TarDFELD (241 =)

e wNTF AT HARNE—RTOYA MY —H%A h VPN OERE (242 X—)

e A A =T 2 ADERTE (243 X—)

« [SAKMP R U S —DfRE EHNERA v F—T = A A THDISAKMP DA 1 —7 L4l (244 ~—
V)

«IKEvl hF v A7 —A &y FOERK (251 =—)

« IKEV2 7 a B—F L OVER (252 =—)

« ACL DF%E (253 ~—)

e RV TIN—TDiEF (254 X—)

eI UT R~ T DOIERRE A o H—T 2 A A~DHEA (255 =)

OA274FXa2aL—3 DFEED

T, TOETHPTAY I ILDOLANt-LANZ L 7 f Fa b—3 g o OMEZ B L
F9, BOET, FEOHMEZHBALET,

hostname (config) # interface ethernet0/0

hostname (config-if)# ip address 10.10.4.100 255.255.0.0
hostname (config-if) # nameif outside

hostname (config-if) # no shutdown

hostname (config) # crypto ikevl policy 1

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy)# encryption aes

hostname (config-ikevl-policy)# hash sha

hostname (config-ikevl-policy)# group 2

hostname (config-ikevl-policy)# lifetime 43200
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B <1 7207520 2= FTOY1 FY—H4 VPN ORE

Y JLFO

JL ==
X JE

FIIE

&

ATy T2

hostname (config) # crypto ikevl enable outside
hostname (config) # crypto ikev2 policy 1
hostname (config-ikev2-policy)# # encryption aes
hostname (config-ikev2-policy) # group 2
hostname (config-ikevl2-policy) # prf sha
hostname (config-ikev2-policy) # lifetime 43200
hostname (config) # crypto ikev2 enable outside
hostname (config) # crypto ipsec ikevl transform-set FirstSet esp-aes esp-sha-hmac
hostname (config) # crypto ipsec ikev2 ipsec-proposal secure
hostname (config-ipsec-proposal) # protocol esp encryption aes
hostname (config-ipsec-proposal) # protocol esp integrity sha-1
hostname (config) # access-list 121 list extended permit ip 192.168.0.0 255.255.0.0
150.150.0.0 255.255.0.0
hostname (config) # tunnel-group 10.10.4.108 type ipsec-121
hostname (config) # tunnel-group 10.10.4.108 ipsec-attributes
hostname (config-tunnel-ipsec)# ikevl pre-shared-key 44kkaol59636jnfx
hostname (config) # crypto map abcmap 1 match address 121 list
hostname (config) # crypto map abcmap 1 set peer 10.10.4.108
hostname (config) # crypto map abcmap 1 set ikevl transform-set FirstSet
hostname (config) # crypto map abcmap 1 set ikev2 ipsec-proposal secure
hostname (config) # crypto map abcmap interface outside
( ) #

hostname (config write memory

TXRAME—FTOYA FY—H A FVPND

~NVFET—RTHA Y —F A b VPN VR — b3 2120F, ROFIEEZFEITLET, b
DFNEZFETLT, VY—RED LB TREDL IR ENDL DN EFERTEET,

YNAVFE=FDOVPN ZREL, VY —A 7T AZREL, fFFAshiZ) Y —=2AD—#L LT
VPN 74 o A% LEF, [Configuringa Class for Resource Management] T, ZiL5H D%
EFMEAFA L ES, WICREFIZRLET,

class ctxl
limit-resource VPN Burst Other 100
limit-resource VPN Other 1000

AVTHXARNEREL, VPNITA BV AEFATHRE LY TADA L R—ZLET, KIC
REW R LET,

context contextl

member ctxl

allocate-interface GigabitEthernet3/0.2
allocate-interface GigabitEthernet3/1.2
allocate-interface Management0/0

config-url disk0:/sm_s2s_ikl ip4 no_webvpn.txt
join-failover-group 1
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1v9—7z420%% |}

AT T3 o urdrAN, RV —, JUT b~ T E%, VA4 Y —F A FVPNDOL 7L a
YT XA MO VPN RE ERBEICHRELET,

A 23— x4 ADEKE

ASAIZIZ, DR EB20DA L E—T oA ARHY, THbEZZTIINEBB LONE LS
WET, — I, A B —T oA RIRT Y v I A F—Fy MRS NET., —F.
WNEfA v Z—T 2 A AT T TAR— " Ry N =7 IS, —KOT 7B 2ANLE#ESN
F7,

BOINC, ASAD2ODA v E—T 2 AZREL, £ F—7 M2 LET, &kiZ, &uil. IPT
RL A, BEOYV TRy b ~RA7%FVYUTES, 73T, Ex=2UT7 4 UL, &
E. BLOEXFa2 VT4 T I9AT U ATO_EBEEZRTELET,

\)

GE) ASADOHETA L EZ—T A AT RLA (IPv4 & IPv6 Dl F7) (X, T4 _X— MIlOT KL%
EREEHELTWHTIEIRY 8 AL

FIE

ATVl A FZ—T AR a7 4 F¥al—ary F—RCALIZE, Ze—Lary7 X2 L —
alrE—RT, RETHIA X =T =24 ADT 73 )V N EFREL Cinterface 2~ K%
ATTLFET, ROBIT, 4% —7 A AL ethernetd0 T,

hostname (config) # interface ethernet0/0
hostname (config-if) #

RTVT2 AV F—Tx2 A ADIPT RLRALYT Xy b v A7 EZRET DL, ipaddressz~ > K& A
ALET, KOFIT, IPT KL A 10.10.4.100, 7 F > b ~ A7 1% 255.255.0.0 TJ,

hostname (config-if)# ip address 10.10.4.100 255.255.0.0
hostname (config-if) #

ATV T3 A F—T A AZL4HTZAT HITIE, namef 2~ FE A LET, K48 LFETT, =
DAFNE, FELIZE TOELIITEEFA, IROFIT, ethernetd) 1 > % — 7 = A ADAHIIL
outside T,

hostname (config-if) # nameif outside
hostname (config-if) ##

ATV A2 —T 2 A% AF—TNIT B2, shutdown =<2 RO noX—2 g &2 AT LE
T, TIFNVDBITIE AV F—T =2 AIT 4 B—TNLTT,
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EHERA A —T A XATHISAKMP O 1 =— T )Lk

hostname (config-if) # no shutdown
hostname (config-if) #

I ARAFT D21, writememory 2~ RE AN LET,

hostname (config-if) # write memory
hostname (config-if) #

FLFIET, 2FBOA 2 —T A ZAEHELET,

ISAKMP 7R!) —DEEENEBA VRZ—T TARATDH
ISAKMP O 1 ~— 7' )L 1k

ISAKMP [, 2 5D7 A kT IPsec Security Association (SA; Z¥ = U7 4 7/ m—T 3 V)
DO FEh —HESE 500 — 3 Fa haLTd, Tk, SABHED 7 +—
<~y MZEEBETAOOHEO 7 L— 2T — 7 2 LET, Znidid, SAICETIET &
DRxrIvE—ar, BLOSAOEREITHIENE ENET, ISAKMP DRI — 3
VNE20o0T7 22— (72— 1 ¢+ 72—X2) IZHMPNLTWEST, 72— X 1%, LIk

ISAKMP XAy —3 90 Ayt —V%R#ETHRND b XNV EERLET, 7=2—X2

T, T X #ETD oA ER SN E T,

IKE IZ. IPsec Z {42720 SA OFREIZISAKMP ZfiH L ¥4, IKE L. ¥ 7 DOIRIEIC
ESNAE S % —%2 1k L £9,

ASA IX. Ui — Cisco VPN Client 2> H#56t 3 572 ®D IKEvl, 35 &L O AnyConnect VPN 27 7
A7 FOIKEV2 Z %R —F L TWET,

ISAKMP *x F v —2 a VO ERET HI21E, IKERY —%2{EkLET, ZOKRY —
WX, MOLOREENET,

¢ IKEvl BT IR T HF8REHY A 7, GEBEZHEHT D RSA B F 23 FaidtHA ¥ — (PSK)
<7,

TS ER#E L, TTANT =BT LSS

c EEHEZREL, HEFICA v E—UNEEIN TR D & Z{RFET 5 Hashed Message
Authentication Code (HMAC) J7=,

B —RET LAY RAOREZRET HT 74—~~~y T—T, ASAIZZOT
NAY RREMALT, BEF—Lnyva F—28HLET,

« IKEvV2 TlZ. %@@meRmmmmmmnWM? FUELERE) 27T XA L LT
R LC. IKEV2 b > RLORE AL B 2 0 — PSS b Ny o 2 BEA BUS L C E
L7,

« ASADKE S X — A EHT 2RI OHIR, Z ORISR T 2 X — & E Sz 7,
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IKEv1 #2600 15AKMP K 1 o —niE [}

IKEVI RV o —Z2 AL T, RNTA—=F L2 1 ODOfEAFE L £, IKEV2 TiX, H—0OR
U —IZx LT, HEEORSALZ A 7 LAY A 7, BLXOEEKOEEET VT X LEFHE
T&EFET, ASAIL, BREZEXF2T7ERKLEVLONLR LN DI~ X, FOJEF
EEALCET ORI m—2a VETWET, k- T, IKEvl E[RERIZ, FFRIEN
HEMAEDLEERETDHI L, FAIENEZTRXTD NI VAT 4 — L& EBETHRDIC
H—p7aR—YLikEcxEd,

T I T IKEVIBETIKEV2 R Y & —Z R LT, A ¥ —T = ATA X—T /T HF
NEWZS>WTELBH L E 97,

« IKEv] 85D ISAKMP 7R U & — DR T (245 *—)

o IKEV2 $#%#t D ISAKMP 7R U o — DR E (246 X—7)

IKEv1 ##5% D ISAKMP 7R 1) & —DERTE

FIE

ATy T

ATvT2

ATyFT3 0

ATy T4

ATy TH

IKEv1 #5¢D ISAKMP 7R VU v — %5 ET HI21L. cryptoikevl policy priority =~ R&fff L
ijhkf)%~2V74¥1L~ﬁ@u/%*ﬁ%%ﬁbiﬁo::TKUK&I@A7%%
HERETEET,

IPSec IKEvl R o — a2 7 4 X2 l—3 gy B— FEBGBLET, RICHERLET,

hostname (config) # crypto ikevl policy 1
hostname (config-ikevl-policy) #

WREF AR ERELET, ROFITIE, FAEEAF—2REL £,

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy) #

e FRERELET, RIC, ZRETHHERLET,

hostname (config-ikevl-policy)# encryption aes
hostname (config-ikevl-policy) #

HMAC SR ZHTLET, ROFITIL. SHA-1 ICHTLET,

hostname (config-ikevl-policy)# hash sha
hostname (config-ikevl-policy) #

Diffie-Hellman 7 /v — 7% ELE T, WIZ, I —7 14 2R ETHH %R~ LET,

hostname (config-ikevl-policy)# group 14
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B xevizso save oy o —omE

ATvT6

ATy 17

ATvT8

hostname (config-ikevl-policy) #

BEX—DT7A4 77X, LERELET, ROFITIE, 43,200 (12 B5H) IZRELFET,

hostname (config-ikevl-policy)# lifetime 43200
hostname (config-ikevl-policy) #

TN ayTRARNE—RERIIVALF aTHRA RN E—RT, outside E\WVH A X —
7 xAALEDIKEVI A X —7 M LET,

hostname (config) # crypto ikevl enable outside
hostname (config) #

I ARAFT D21, writememory 2~ RE AN LET,

hostname (config) # write memory
hostname (confiqg) #

IKEv2 ##%#5% D ISAKMP 7R 1) & —DERTE

FIE

&M

ATy T2

ATvT3

ATvT4

IKEv2 ##¢D ISAKMP 7~ U 2 —Z 3% E T 5 121%, cryptoikev2 policy priority =~ > K& H L
TIKEV2 RV — a7 4 F¥al—ray B— 2B LET, 22 TIXIKE2 D/8T A—
ZEFETEET,

IPsecIKEV2 RY > — ar 7 4 Xalb— gy B— REBGELET, RICHZRLET,

hostname (config) # crypto ikev2 policy 1
hostname (config-ikev2-policy) #

EEFREFRELET, RIZ, AES #RETHH &~ LET,

hostname (config-ikev2-policy)# encryption aes
hostname (config-ikev2-policy) #

Diffie-Hellman Z /v — 7 %#FHE L E T, WIZ, FNV—T715 2R ETHHEZRLET,

hostname (config-ikev2-policy)# group 15
hostname (config-ikev2-policy) #

TATY XLE UTHEAT ARLEBE S (PRF) ##%E L. IKEV2 kY RV OREE{bic /B
7eX—BEEWR & Ny Va BEA UG LT, ROFITIE, SHA-1 (HMAC/NY 7> K) %&%
FELET,

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K



| LAN-to-LAN IPsec VPN

ATy TH

ATvT6

ATy 17

ke o s —3xie [

hostname (config-ikevl2-policy)# prf sha
hostname (config-ikev2-policy) #

R —DT7A4 77X, LERELET, ROFITIE, 43,200 (12 B IZRELFT,

hostname (config-ikev2-policy) # lifetime seconds 43200
hostname (config-ikev2-policy) #

outside L WVWH A L HZ—T A4 A LD IKEV2 A X —7WIZLET,

hostname (config) # crypto ikev2 enable outside
hostname (config) #

EHEARAET DI, writememory <> RE AL LET,

hostname (config) # write memory
hostname (confiqg) #

IKEv2 D82 — Xk

IKEv2 |Z, Diffie-Hellman (DH) Z VW —7ZfHL T, f == —& & L AR X ORI THA
WEEMSL LET, IKEV2 (T, a2 Ea—XWEMNDG [Psec 1815 ZIRET D720 DEMD
F—RHEYAR— ML TWET, FSRMITITRRLIDHIN—TZ2EH L ET, SAEY M7y
TRICHE SN LAEIL, KN OEET 5T X TOXF—0fMAGbd TF, IKESA
1%, IKE B 7 B TOEED X —AZWis T SV ET,

ASA 1T, BEX—HIZ T OOFH LW T AT 3 — XA T HFEHLET,

< BIND X —72# 1 (TANA fE 6)

« BN F—aH1 2 (IANA fE 7)

« BN X —35H2 3 (JANA fE 8)

BN F—7ZH 4 (IANA H 9)

« B F—2ZH 5 (IANA fH 10)

« BIMOF—23H 6 (IANA fH 11)

« BN ¥ —72#1 7 (TANA fH 12)
BRTOOEEF—LZiREBETEET, RET DEMOF—ZM T LICDH F NV —T 46 E
THMERDY 7, ASA X, LIRIORM TR —2FH L TR —ERE b L E
T, A=ZVTZ—HET L LARVAETRDHZ L—TICONWTERE LRWVWEA, X3y =—
v IR L, NO_PROPOSAL_CHOSEN =7 —ilfI3 A = =—X ¥ FESnE T, b

FUAT F—L%[72L (none) JIZRETHZ L HTEET, [/2L (none) |2FIRT D &,
F—RHUIITONER A,
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B s —sporEsEcAREE

A =T —HZONT, F—HGFRPBEMOF—22HniZxt LC[AL (none) JIZFEE S
TWAEE

s LARUZIE, BINOF—ZHnDF—ZH AL LT[ L (None) | #iEIRTX 9,
 BINDXF—AHaT AT 3 T,
TaR—PNORIT T =g U ERDEIEHITE, A= 2—Z2DO7aR—F/LDTTD
ROV AT =NV ARVED N T VAT 4 —L e —HTAHLERHY F5,
wiZ, 4 =3 =—2 Dl R LET,

crypto ikev2 policy 1
encryption aes

integrity sha256

group 14

prf sha256

lifetime seconds 120
additional-key-exchange 5
key-exchange-method none

VARV AZIE, 7aR— a2 —HEE 572 DIEMO S —25# 5 NN TT,
T BRBINOF AR — L TORWESIL., IROWTNNEELET,

A VT —HIZVAR DT aR—=P L —FT 25D IKEV2 7R —VLndh 55
4. IKEv2 SA ’\lEsr Sk,

« 7L IKE_SA_INIT & A v & — U NOBMDOFXF =D N T VAT — LB A ThHAR
HAR R AT —bEZATLLTHY, TaR—PLE2RFy FLEST, R —
va KM L. NO_PROPOSAL_CHOSEN = 77—l A = = — X IZEE SN E T,

Z DOMEBEDFEMINC DWW T, RFC 9242 B L TL 2 &0,

IKEv2 B3+ —RMDEEFIE L HIREE
c KT ODOEEF— AR OZ LN TEET,
« BIEDF — B TH U DH 7 NV —T % T 52 LIXTEEHA,
ZDOREREIZOWT, ASA IR E T AR—FLEEA,
* IKEv1
cMERDF—ZHLERA MR TNAY XAR—ZADF—ZHOMAE D,
c UE—h 77 EAVPN YA L VPN DA IKEV2 EE G — iz R — ~ LET,
« I T ARH

IKEv2 DEHF —RXIRDHRTE

COREIIA TV a T, BEFar B a—FKEND IPsec BIELARELI-WIEEIT. RE
%%ﬁf%i?}
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FIE

ATy T

ATy T2

ATvT3

ATvT4

ke s —xmozz [

1R BHHIIZ

 VEEEIE LHIEEEAER LE T, MOV TIE., IKEV2 B — A3 2518 L
[RETH (248 X—) Z#HH L TLTEEN,

IKEV2 RY L —DIERALT A ITY ZA, A~y a7 AT XA BIEHFR, BLOSA T
A TEALERELET, IO TIL, IKEVI RY 2 —L IKEV2 R Y >—D%E (8
N—=) EBERLTLIEEN,

IKEV2 R U ¥ —Z{ER L £,
cryptoikev2 policy policy_index

7a 7 ME, IKEV2 R U—FEE— RRFERENET,
i -

hostname (config) # crypto ikev2 policy 1

IKEV2 RN Y 2 —DBEMMOF =T AT 4+ —haiRELET,
additional-key-exchange <1-7>

fmyfhw I, IKEV2 R Y 2 —DEBMOF—RBFEET— RBRFRREINET, 1 DORY v—
BERTODF—ZWHNT L AT +—LEB/ETXET,

i :
hostname (config-ikev2-policy)# additional-key-exchange 1

BIMOXF =3 N T VAT =221 DU EODH I V=T % EFRL T, F—XKHUSFTXNERT
LE7,

key-exchange-method <DH_group>

DH 7 /V—7"% 14, 15, 16, 19, 20, 21, F72IF31 LEBEELET., NT U AT+ —L% [ L
(none) JICRETAHZEHTEE T, [ZeL (none) | 2T 2 &, F—HIITONLEH
Ho

11
hostname (config-ikev2-policy-ake) # key-exchange-method 21 31

IKEV2 RV ¥ —ICEBOF— a2 ET DI, FlA2 £ 3280 LET,

hostname (config) # crypto ikev2 policy 1

hostname (config-ikev2-policy)# additional-key-exchange 1
hostname (config-ikev2-policy-ake) # key-exchange-method 21 31
hostname (config-ikev2-policy)# additional-key-exchange 2
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REDHER

hostname (config-ikev2-policy-ake) # key-exchange-method 20 21
hostname (config-ikev2-policy)# additional-key-exchange 3
hostname (config-ikev2-policy-ake) # key-exchange-method 19 20 none

RDBERY

RETMHERLET, FFMICOWVTIE,  [IKEV2 S — 2R T OMR 2502—) | 2%
LT &N,

IKEv2 88+ — R EDHER

IKEV2 5% — R OBE 2 FoR £ 72 13RI D 121E, RD show 2~ > FEMH L ET,
« show running-config crypto ikev2

crypto ikev2 policy 1
encryption aes

integrity sha256

group 14

prf sha256

lifetime seconds 120
additional-key-exchange 1
key-exchange-method 21 31
additional-key-exchange 2
key-exchange-method 20 21

show crypto ikev2 sa detail

IKEv2 SAs:

Session-id:4, Status:UP-ACTIVE, IKE count:1, CHILD count:1l
Tunnel-id Local Remote fvrf/ivrf Status Role

41567725 192.168.15.1/500 192.168.15.2/500 READY INITIATOR

Encr: AES-CBC, keysize: 128, Hash: SHA96, DH Grp:14, Auth sign: PSK, Auth verify:
PSK

Additional Key Exchange Group: AKEl: 31 AKE2: 21 AKE3: 20 AKE4: 19 AKE5: 16 AKE6:
15 AKE7: 14

Life/Active Time: 120/5 sec

Session-id: 4

Status Description: Negotiation done

Local spi: 6BB6B7BFAOBAADF4 Remote spi: 7030C7xxx xxxxxxE9DBDE77EB
Local id: 192.168.15.1

Remote id: 192.168.15.2

Local req mess id: 9 Remote req mess id: 0

Local next mess id: 9 Remote next mess id: 0

Local req queued: 9 Remote req queued: 0

Local window: 1 Remote window: 1

DPD configured for 10 seconds, retry 2

NAT-T is not detected

IKEv2 Fragmentation Configured MTU: 576 bytes, Overhead: 28 bytes, Effective MTU:
548 bytes

Parent SA Extended Status:

Delete in progress: FALSE

Marked for delete: FALSE

Child sa: local selector 20.0.0.0/0 - 20.0.0.255/65535

remote selector 30.0.0.0/0 - 30.0.0.255/65535

ESP spi in/out: 0Ox4a7d5da2/0x56a28fa8

AH spi in/out: 0x0/0x0

CPI in/out: 0x0/0x0

Encr: AES-CBC, keysize: 128, esp_hmac: SHA96

ah_hmac: None, comp: IPCOMP_NONE, mode tunnel
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Kevt k52274 —L+ty ok |

IKEV1 FS R TD+—L 2y FOERL

FIE

ATy T

IKEvl h 7> A7 35—k v ME, B b iR XA DbEZ LD TT, FFED
— X Tn—LE#ET LS. BT, ISAKMP & D IPsec bt X 2T 4 7T/ — 3D
FAvT— IZ, ED N T A7+ —L Yy NEfHTHZLICAIELET, TR
Tx—Ahty NI, MEFOETTRLTHLINENRD Y 3,

KTV AT g —Atv MZ BEEMfT ORIV Ny 2 MY THREINTZ ACL
DT — 57H—#@ééﬂi¢w%Aﬁﬁfk7/x7j Lty befELT, 727U b
~ o TERRFIFA T IV V)V T~y T 2 MU TR IV AT 3 —0 By bOREKREK 1L
ERRECTEET,

WROFIZ, ARG ST N EFREST 2R L £ T,

R 10:EHEESIEARXEZAEARX

AU ESEAR BUEEREAR

esp-sha-hmac (7 7 + /L Iv)

esp-aes (128 £y MHFE{k) (7
7 F )

esp-aes-192

esp-aes-256

esp-null

NIV 7 A2 =Xy FREDIEHER Y PV =2 & L THERE SN2 2 DD ASA T
IPsec # FHET 2BHEOHIEL, PRV E—RTT, PRV E—RET 74V ETHY
RETLED Y FH A,

oo AT —L By NERETHITNE., o7V arFH2 A NE— REFEIILTF T
FA PN ET—RTROYA MNEHZ AT ZFEITLET,

Ju—)L a7 4 F¥alb—3 3 E— KT, crypto ipsecikevltransform-set avr Rz A
JILET, ROBITIX, 412 FirstSet T, W55k & F8FEIZ esp-aes & esp-sha-hmac Z 9%
NIV AT =2ty FERELTOET, HBUIROLIITRY £7,

esp-sha-hmac (7 7 4 /L )

crypto ipsec ikevl transfor m-set transfor m-set-nameencryption-method authentication-method

hostname (config) #
crypto ipsec transform-set FirstSet esp-aes esp-sha-hmac
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B w2 Tok—vrons

ATy T2

hostname (config) #

KHEERFLET

hostname (config) # write memory
hostname (config) #

IKEv2 7 OR—5 )L DIERL

FIE

&

ATy T2

IKEV2 Tld, H—DOR Y > —IZxt LT, BEOWE b Z A FLRAEZ A 7. BLOBEEROES
PETNTY ALEFRETEET, ASAIL, REZEX2T7ERELAVDONLEHENE O
W~z FOIEFEZERHLCET ORI o— 9 UETVWET, 2k > T, IKEv]
ERIERIC, P SN BMAEDEERETDHZ LR, HFAISNDLITRXTCDOR T AT 4 —
LERETDHEDICHE O T a0 R—YP L2 EETEET,

WROFKIZ, A7 IKEv2 AL T EFRRES AR L E T,

R 11: 50 IKEZESEAXEBEHAHX

BamESitAR BAMGEESHEAR

sha (Z 7%/ 1)

aes (F7#/LF) 1288w k
F—affH L7- AES,

aes-192

aes-256

IKEV2 7B FR—VP a2 ET AL, Vo7 arvFFA R E— RERIvALF a0FF R
N E—RFRTHROZRT EBFEITLET,

Ju— )b ar7 4 X2 lb—v g F— KT oryptoipsecikev2 ipsec-proposal =1~ > K& f#
HALT, e R—=FLOEEOR b LOEMY A T EZEETE 5 IPSec /'R A—H /L =
Y74 FXalb—varE—RERKFLET, ZOFITIE, secure X7 B AR—HILDLFITT,

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure
hostname (config-ipsec-proposal) #

Wiz, 7a halBrUOm kA A TEASILET, PR—FENRTWAM—D 7o koLt
ESP C9, WIZHIZRLET,
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ATy T3

ATy T4

ACL D& E

INE

hostname (config-ipsec-proposal) # protocol esp encryption aes

hostname (config-ipsec-proposal) #

BEMWSIA TN LET, WICHZRLET,

hostname (config-ipsec-proposal) # protocol esp integrity sha-1
hostname (config-ipsec-proposal) #

KHEEREFLET

ASAIZ, 77FAarybte— NV VA MEFEHL TRy NV—F TV ®AZa be— L LE
To T7ANBITE, @IS EX 2V T 4 TTIA TV RAFITRTON T 7 4 v 7 HERLE
To NI 74w EBFHATHACLZRET DLENDH Y T, FHMICONTIZ, —fRAEAE
HAar74¥a2lb—3 3 HA RO [Information About Access Control Lists] #ZM L TL 72
AN

Z @ LAN-to-LAN VPN il fi#% TR ET D ACL 1L, EEILIP 7 FL A LB X 7-565% [P
7 RLA, BIOMMEEEEOR— MIESWTWET, #EEOmAINC, AW T—1 74
5 ACL ZRELET,

VPN 77 4 w7 HD ACL 1%, BT RLAZEHLET,

)

G¥) VPN 7 4 & ZH L7z ACL OREHIEDOFEMIZ DWW TIE, VE—F 7278 AD VLAN O

FIE

&

ATy T2

BEEEFIN—T R v—~OAET 7 8A 2 ha— b—L Ol (160 <—) %
ZRL T ZE,

access-list extended =~ > R&ZASH L ET,

access-list listname extended permit ip source-ipaddress source-netmask destination-ipaddress
destination-netmask

WOHITIE, 192.168.0.0 DRy hT—JHNIZHDHIP 7 KL A5 150.150.0.0 DRy T —7
WCRT 7 4w 7 BEET D, 21 list LWV I ARTIO ACL #%E L £,

hostname (config) # access-1list 121 list extended permit ip 192.168.0.0 255.255.0.0
150.150.0.0 255.255.0.0
hostname (config) #

ACLZI 77—V 732850 5> — OO ASAIZ, ACL #%ELET,
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1207 VT <y 7DACL TEEREINTZY T Xy b, FRERCZ V7 b~y 7RI
722 ODHRL LGS ACLTERSIN-Y 7y MIFEHEHTEETA,

WOBHTIE, ZHUET D7 17 M hostname2 T,
hostname2 (config) # access-list 121 list extended permit ip 150.150.0.0 255.255.0.0

192.168.0.0 255.255.0.0
hostname (config) #

koRILTIL—TDEE

FIE

&

. CLl Jv

MoV ZN—1%, FURAVEERRY =ML a— Rty b T, AAAY—/3—
BT D M RN TN—TEREL, BT A—XEREL, T 74NV DT NV—T R
Vo—%EELET, ASAIL., PV I —7 2 NEHIICIRE L £,

ASAIZIE, 2ODFT 74/~ bRV TNA—TRNHDEF, 1 21L7 74 /L h®D IPsec U E—
N7 7®A RNV T NV—TF TS DefaultRAGroup T, & 9 1 DILT 7 4/ kD IPsec
LAN-to-LAN k> %)L 7 /L—7"Td % DefaultL2Lgroup T3, T 5HITZEF AFE T A, HIER
ITTEEHEA,

IKE RA—2 a1 BEO2OEARMESIL. HHTE 323IAFRUCH Y £4, IKEV] Tl W
FDVPN T KC 1 D0S A TOBAOHAHFASNET (D% 0, TS — £ 7137

%%)OLﬂb\mﬁgfi\%@D—ﬁwkioj%~bmﬁcu%ﬁﬁbfﬁﬂﬁmﬁﬁ
RAERETEET (DFV., FELicx U UIFAE F—58E 23 E L, I3 LTiE

AEUEREREA R ETEET) o, LMo Ty m&a%@%#é&\ﬁﬁ@wﬂ%h%nﬁﬁé
7 VT UV R VTR T DI MGRAE A A T £ (TR A ¥ —E G E)

Fo, BEIZAESTZH LW N RV I —T% 1 DU EERT A Z b TEET, b
F T T— g T SNZRED b =T NN EAL, ASA L. by
N—TE=FERALT, VE—F T7EABLPLAN-to-LAN F> RV T A—TDF 7 4/ k k
VRNV INT A =R ERELET,

FEARM 72 LAN-to-LAN 8565t 2 #EL T D13, RO L HIZ2 >DEMEE F o RrV T —F1T#%
ETHLERHY 97,

« Bifsi # A 7 % IPsec LAN-to-LAN 2R E L F 7,
cIP 7 FLZADFEAFHR, (-oF V. IKEvl & IKEV2 HOERIHEE X —) 2R ELET,

Pt & A 7% IPsec LAN-to-LAN |[ZRXET HIIX, tunnel-group 2~ > REZ AN LET,

E3C1%. tunnel-group nametypetype C9, Z ZC. name X b RV F—TZEID B TEHL
AICTHY ., typeld o XD Z A7 TT, CLICANT D MRV ZATIFROLELY TT,
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ATy T2

ATvT3

syFr ey Iokmesvs—714 2~0ER ]

« remote-access (IPsec. SSL, BL 7 F A4 7 r LV ASSLYE—h 77k R)

s ipsec-12l  (IPsec LAN-to-LAN)

WOBITIE, brxn ZV—T DAL, LAN-to-LAN E7 D IP 7 FL A Th % 10.10.4.108
T,

hostname (config) # tunnel-group 10.10.4.108 type ipsec-121
hostname (config) #

GE)

IP 7 KL ALADLFTDFTV TS LAN-to-LAN k> v Zv—7 1%, b RAREREF AN
FULNGEHETH D, F2I1TET 2 Aggressive E— REFEHATH L OICRESNL TS (B
HWNIZOM S D) GEICRVEHTEET,

FAMSEA S — 2@ AT 5 L 0 ICIE KA ET D121, ipsec BT — RIZAV,
ikevlpre-shared-key =~ K& AJ) L CHFATEA F—%2F L £7, Z D LAN-to-LAN #&#5¢D
i) ASA T, [F UHFAHLA S —2 AT o0 ENH Y £7,

F—iE, 1 ~ 128 XFOFEETLFHTT,
WOHIT, IKEv] FHR[HA F —I3 44kkaol59636jnfx T,

hostname (config) # tunnel-group 10.10.4.108 ipsec-attributes
hostname (config-tunnel-ipsec)# ikevl-pre-shared-key 44kkaol59636jnfx

KHEERFLET

hostname (config) # write memory
hostname (config) #

h R DBBBF CTh D Z L 2R T 521X, showvpn-sessiondb summary, show vpn-sessiondb
detail 121, F7-1% show cryptoipsecsa 2~ R&EH L F7,

DYTEIVTDEREA D RA—T 24 A~NDEH

JUVT b~y UL, IPsecEXa VT4 TV 2—alOROL ) REFEEELF
Db DT,

« IPsec TIRETHLEDHD T 7 4 v 2 (ACL TEFH)
o IPsec CRIEESNTZ N T 7 4 v 7 OEENR (BT THEE)
e bT T 4w IZEAEND IPsecEX 2T 4 (FTF U AT 3 —A By N THEE)

eIPsec 77 4 v 7D —HNLVT KLA ([ F—T 2RI VT h~v 7 m@#EHALT
BE)
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B /i~y dotmer s—7z 4 2~0ER

IPsec BEINTH7-0OIZIE, MHFDETICHIBMEDOH 22 7 4 Fab—va a2 o>7 V7
M~y = NIRFETDIUNERNSGD FT, 22507 V7 h~v 7 = U NAHMELE
DT OIIE, MEDBDRL EOROEEER 2T HLERH D 7,

U T Nl Ty NUIC, EHMEEEORZACL (722 21, 39— A A—ACL)
NEFENTWD, WETHETHEAFIv I 7T b~ T aFEHLTHDLEEIT.
ASA DI ACLOT Y FYRETORESACLIZE > T TFF] SNTWAKLERHY F
7,

K7V N~y NUMLOE T BT DS RETLH TN ATFTIvr 2T
h =y TEHEHLTOARWES)

VT h~wy T hUIC, HBONT AT 4 =Lty bR3D7REB I DFEET D,

FREDA v Z—T 2 A ZK L THEEDZ V7 b~y 7 =2 b ZERT H5A1F,
M) DY—r o 2FK S (seqmum) ZEEA LT, =2 FUIZT 7 21T £7, seqnum 23/ &
WEE, 7T9A4F VT4 BEmL<BR0ET, IS~ By oM 4 —T7 A AT
T, ASAITET "I 74 v 027 T7A4F VT 4 OmWW~y S MY EHE LTI L E9,
YNR—=2Z2—hr APV ar RRI) N7 VT R~y FICEHINLTWDGE, O~y
TNEASA LDA VB —T 2 A AT ELIL—BTHIVLENHVES, 2FV, RILZ7 VT b~y
T DOA 2 —T 2 A ATEHATERNE WS Z & T, #HOI VT ~~y T 28K
A B =T 2 AA AT EHE, V= bBRELLZ V=0T v 7 ENRNWIERHY £9, &
BDOA L H—=Tx2A A1 OO VT b~y TRRERGEF, —BICER L~y TE2%
N— N THERATLZNERH D £,

WORMEDONTNMNIE TUIE D HAIL, FTEDA V' F—T = A AKX LTEEDZ ) 7
~v 7 = b EERRLET,

cHBDOET TR LTF—X T u—E 0BT A84A

BB HEATDORNT T 47 (RA—FRIIEBIOET ~D) 128725 IPsec BF = U T ¢
PEATAEE, izt BBV TRy by MEDO NT T 0 v ZIIERFEL, BT
Iy by MNEDO NT 7 4 v Z7ITFEEB L OB SLT 5 L 5 G468 T3, ZoLA1F, R
BRABZATDNT T 497 %&2OOMBDACL TEF L., &5 ACL I3 LRIz Y
V7'~ MY 2R L £,

BHODA U E—T A AADEBETY TDEA

F 2T VISP DA, ASA DA v B —T 2 A ZAENR I T v T A F—T A RTKEE
<~y TEEATEET, ZOREELFEMNTDHYA . origin-only A7V a SIFEHTE EHA,
ZONEMENMERGAE. BN RAAL v H—T A A (VTI) ZHEHATISLERHY £
7,

DA B2 —T 2 AT~y T2 EHT 2546
=T 4 Ta halLERIFIL— T v F T RMLETT,
s UE—MUIBL—T 477 B haVEBEHLTWAZ EE2MERL T ZEN,
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FIE

ATvT1

ATy T2

ATvT3

ATy T4

syFr ey Iokmesvs—714 2~0ER ]

s ASAIIBIREDR N L— N2 X —T 2 A AT E— A MDD T
B2, BUK S~y A L THEEDA v 2 —T7 = ZABEBRIGEIRT AN H Y F
j—o

7)fb7/7%¢ﬁbfﬁm—ﬂw:y74¥;v~yay%—Pf%%4V& T A
WCEATAI2E, Yo arFE2 AN E—REREISATF arTF A F— R TROFE
JlLE%%ﬁLi*@“o

ACL%ZZ7 V7' K ~wv 7 =2 hUIZHEIY YETAHIZIE, cryptomap match address =2~ > K& A
HLET,

#E3C1E. crypto map map-name seq-num match addressaclname CT9°, KOFITHX, = v 74T
abcmap, ¥ —7 A% L 1, ACLAIE 121 _1ist T,

hostname (config) # crypto map abcmap 1 match address 121 list
hostname (config) #

IPsec HE#t O YT 54 HI2i%, cryptomap setpeer =~ R&E AN LET,

FE3CIX. crypto map map-name seq-num Set peer {ip_addressl | hostnamel}[... ip_address10 |
hostname10] TJ~, RDOFITIE, E 7413 10.10.4.108 T,

hostname (config) # crypto map abcmap 1 set peer 10.10.4.108
hostname (config) #

IV TSR~y 72 MUIZIKEBVl R T A7 4+ —ALty MEEET HIZIL, cryptomapikevl
set transform-set =~ K& A LE T,

3C1%, cryptomap map-name seq-num ikevl set transform-set transform-set-name T3, KD
TliE, P77 A7+ —L%t >y FMIT FirstSet T,

hostname (config) # crypto map abcmap 1 set transform-set FirstSet
hostname (config) #

VT N~y = FUIZIKEV2 e R—HF L EFRET DI, crypto map ikev2 set
ipsec-proposal =< > K& AL FET,

#Ci1E. crypto map map-name seq-num set ikev2 ipsec-proposal proposal-name ¢4, ROHFIT
WX, 7 R—Y 41T secure TI

cryptomap 2~ RTiX, 1 DDV v 7 A 2T v 7 AEHD IPsec 7B AR—P /L EZIFETE
£, ZOBA HEOTaR—YPARF I T — g O—HE LTIKEV2 BT ICKEE S
N, 7eR—FLDOIEFITZ VT N~y 7 =2 8 OIEFAHITRHCE S BSRE L 7,

GE)
HiEE— K (AES-GCM/GMAC) B XUWEEE— F (Z0M3xT) o7 /L3 Y X L) IPsec
T R—PNCHEEE. ETICHE—O7 R =L ERETEETA, ZOFE. 22507
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B riir~v70ro8—ozq02~0ER

OR—FILRMELRD S GEfETE—RFOT/LIY XALIZ1D, BFEE—RFROT7 LI XA
1z1) .

hostname (config) # crypto map abcmap 1 set ikev2 ipsec-proposal secure
hostname (config) #

DVTEIVTDAUEZ—T 4 A~DEHA

FIE

ATy T

ATvT2

JVT N~y NI, IPsec N T 7 4 v 7 PEBRTIHIEA X —7 oA ANZHEHT HH4E
BHYFET, ASAIE, T_XCHOA v Z—T =2 ATIPsecaPhR—hrLET, 7I T b~
vty b H—T oA RTHHATDE, ASAITTRXTOAS L H—T =2 A NTT 4T %
sV TR~y Yy FERELTIHMEL, BRHRECEX 2T 7Y vz —aroxray
T— FEFZ, FRESHERY =2 AL ET,

¥, VTN~ B —T 2 A RAINNA LV RTDHE, EX2 T4 T/ —Ts
VT HR=AREX 2 VT A R =T —E R EDT o H A LT — XSSP
SNET, 2V b~y T EBENOEET L E . ASAITHBINICEDOEE LI (T2 7 K a
L—ya il LET, BEFOBRIT T X T Rrey s, itz U7 b~y 7 omH%
N S NVE T,

BREFEHDI VT N~y TE2IEBA X —T = A ZTEHTDHI2IE, WOFIEEZFEITLET,

cryptomapinterface =~ R4 AJ) L £9, #3CIE. cryptomap map-nameinterfaceinterface-name
-,C“—a—o

hostname (config) # crypto map abcmap interface outside
hostname (config) #

EHERGFLET

hostname (config) # write memory
hostname (config) #
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AnyConnect VPN Client £

i

Z OIATIL, AnyConnect VPN Client #£#5¢ 4 5% &7 5 FIEI DWW TR L £ 77,

s X277 F A7 bk VPN Client |22\ T (259 ~<—)
XTI ITAT U N DTA AT (261 N—)
XTI TAT U HERORE (261 X—)

* SAML 2.0 (282 %—7)
XTI ITAT U N EROE=2) T (294 X—2)
» AnyConnect VPN £ v v a > oa /47 (296 ~X—)
XTI TAT b HEHEREOEIE (296 R—2)

X279 547> VPNClient [ZTDULNT

BXa T 7 TA4T7 2 ML, ASA ~DEFx 277 SSL 3 L OV IKEV2 IPsec #fia U £ — b= —
—IRHELET, FHCI FTAT U RBA VA =L ERTWVARNVES, JE— b a2—HF—
I%. SSL F 7213 IPsec/IKEV2 VPN i 22 1 ANLD KO ICRESNTWDA =T =A AD
IP7 FLAZT7 T UWPIZATILET, ASA S, http:// BR% https:// (I XA L7 b T589
ICRESNTWARWRY | =—%#—|Z URL % https://<address> DIEXTANTHLERH D F
R

URL WA END E, TP EFOAS X —T = AL, A VBEHEZERLE
T, a—YP—nNu A U EFRFHCRI L, FOa—YP—NT T4 T FEERL TS & ASA
THAENAE, X2 VT4 TTFI9AT A FE, VE—h a2 Ea—FDOF—F 1
TIVATNIEI IV TAT e yrue—RLEd, Furue—FRgk, 77472 MIEY
HETA VA M=V EREEITV., BF 27 72 SSL F 7213 IPsec/IKEV2 $4#5i & et L F 97, #2
BOKTRIZIE, EEDGLT) FOFEEDIN, FRFESEFET VA VA =L E
7

LRI A VA =L ENTWNWDEY TA4 T v FOFAIL, 22—V —OFRFEFFIZ, ASAIZL - T
0747/b@)t/3/ﬂﬁ@éﬂ\b%umL17/77v~%éhi¢O

7747 hAYASA & SSL VPN 8 == — | L7235 13, Transport Layer Security
(TLS) ZAEM L THeke LE3, JRPLIZIS U T, Datagram Transport Layer Security (DTLS) 7%
EA S EY, DTLS XY, —ERD SSL #t THEAT L BHERS I UMl o RS [H]36E &

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .



AnyConnect VPN Client 5% I
B tx277517> FvpNciientizonT

. Xy NBEOEBELZITRTWI T IUEA LT TV r—a DR T 3 —< 2 AN L
L/\i‘a—(]

X2 T TAT Y ML, ASALA U a— RTEET, £, VAT LAEHENTH)
TUE—=FPCIZA YA b= TEET, 77472 FOFEA A F—/LOFFEHIT SN TR,

['Cisco AnyConnect Secure Mobility Configuration Guide] Dit]72Y UV —2 &ML T Z X
AN

ASA 1T, =P =L L TV DD 7 N —7 R v —F ik —F =4 ik 7
TAT U e yra—RLET, BEINICZ 947 haX v —RT5 K92 ASA %
RET DN, FREF I IAT o v yrn—RTAa0nd ) T— b 2—P—{JHERTH LI
RETXET, REBOHE, 22—V =BG L2581, X4 A7 7 NEEE 2R L7z
BIZVTAT N Trya—RT50, alAy X—U%KR7RTHEIICASA ZHETE
£7

EXaT7I5347 0~ DEHL

TXaT I TAT Y M EEFTLTNDETY RIRA v har Ba—ZOFEHFZoOWTE, [ [Cisco
AnyConnect Secure Mobility Release Notes]]| D372 U U —R ] 2B L T 7Z &0,

CET S EEBELHRFELF2T7I51472F
* ASA Ti%, VU E— b HTTPS GEMF IR S EH A,

s VI NERIFINT I THFANE— FTHAR— FEINET, AnyConnectApex 71 &
VAL, wAFAUTHFANE—ROYE— T 7R VPN ICKLETT, ASA I
AnyConnect Apex 7 A £ A ZFERANICEE L EEAN, 77 v F 7+ —LHIR~D T A
o A ¥ Z AnyConnect Premium, #HEEH %2727 747> b, CiscoVPN 7 + >
®X o277 T747 2 b, BEU Advanced Endpoint Assessment 72 £, Apex 7 A B AD Z
A 2RMEZEA LEY, 4718 X, AnyConnect Essentials, 7 =—/L %4 —/3—
TABAER, BLOT Ly 7 ZAMER—AD T A £ ATV R — F SN TWERA,

*RAVPN~y Ry RALICHT2aurl R EDa~<y ROEITIXEEY R — FENRTWAR
W=, B LWERDE LA WAREERNH Y 4, 72L& 21, ~vy R FIZ HTTP
HEAD UV 7 =X MIRZELEH A,

¢ Cisco 88xx ' U — A7 ¥ D/N— R =7 VPN BN EF 2T 275347~ ZEHT5H
L. DTLS 287 v 7 IRHE T, DeadPeer Detection (DPD) EERE L TWT . FHERE NS
HETBHZE08H0DET,

IV TAT U IR X T 2 I7AT L NIRRT D E, BERORIK T 74T FOIPT
RLARZEDLY £, ASA L, ZO8EEZYR—FLTWET,
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I AnyConnect VPN Client #%#5
t%279547 03112254 |

X704 T70 DM REHR
A\

GE)  ZoHREIX, ~A v— NS UERED 2 WET A TIIMER TE 8 A,

VPN 7 A & Z1Zi%, Bli&iE A FTBE7: AnyConnect Plus F 7213 Apex 7 4 & AR T,
TV E OFKRMEIZOWTIX,  TCisco ASA Series Feature Licenses] # 2L T 72 &1y,

7?4’7"/M/XSSLVPNJZ/‘/3‘/%E%& #B, B—=BNANS XTI IA4T N7 T4
VAN ERL 1. LAt EHTl1o0EyvarBNERINET, UKL
T, AT ?5%17774’7/F% (RE L RTayIITAT L RpENDS) sk, 77
AT FPLVASSLVPN  R—Xicu 7 A LZGEEE 2 o0y a rMERAESNET,

TXaT7I34T7 2 EEOEE

Z ZTIX. ASA M AnyConnect VPN 7 7 A 7 MEfi &% P AN D & 9 ICRET 5 72D DR
G, HIRRFE, BLOFEMA X ZA 72OV T LET,

5547 k% Web BRT 37-0D ASA DEE

ZOHTIE, BXa2T7 27747 8% Web BT 25 X 5ICASA R ET 5 FIRIZOWTHM
L/\i‘g_c

IR B

TFTP LD FEZERA LT, 294 TV b A A= Rur—U% ASA I —LET,

)

CE) 7 IA47 > LA VPNIKEED ASA THNICZR> TV LOHAETH, Web 77 U F &M LT
AnyConnect Web JEBf  (https:/xxxx<ASAIP address>) (27 7 £ AT 5, ASADVPNE > 3
NI TGAT U R LRELTHY Y FERET,

FIE

ATFYTl 79932 bDT77ANE X2 T I I7AT 0 X r—UT7 7408 LTHRELET,

ASAX, VE—FPCIZHF T a—RTHE0DIC, Fyv vy ATEIOT77ANVEEBLE
T, DI T4 T bRHDHEEIL. order BIBEFEA LT, 77472 A4 A—=IZBEFF
ZEID Y TES,
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AnyConnect VPN Client 4% |

B /57> r2web BT 210000 ASA DEEE

ATy T2

ATvT3

ATvT4

ATy T5

ASAIZ, VE—FPCOARL—F 4 v T L AT AL —HTAHFET, BESNTWAIEFTE
TIAT v hO—EEFL T a— RRLET, FOD, Hb—HRIOIERHINLTWD AL —
FAUT VAT LAHADA A—=VITIE, RBEWEIEAE Y Y TET,

anyconnect image filename order

1 -

hostname (config-webvpn) # anyconnect image
anyconnect-win-2.3.0254-k9.pkg 1

hostname (config-webvpn) # anyconnect image
anyconnect-macosx-i386-2.3.0254-k9.pkg 2

hostname (config-webvpn) # anyconnect image
anyconnect-linux-2.3.0254-k9.pkg 3

()

anyconnectimage 2~ > R CEX a7 7 74T b A A—T%FRE L7=#IZ anyconnect enable
aAv Y REFITTOILERHYET, EXFaT 77470 N A RX—T M LBRWEE,
AnyConnect DEIEIZAR5E4IZ72 Y . show webvpn anyconnect =~ > KX SSLVPN 7 7 4 7
FRIA X =T MZENTWRNWERR L, A VA M—LENeEXaT 77347 MRy r—
POURAMIFRTRINETEA,

IGAT U NV AERETRIZ X2 T V547 N SSLEEGiDA v X —T = A ZAD SSL & A
F—T NI LFET,

enableinterface

1 -

hostname (config) # webvpn
hostname (config-webvpn) # enable outside

oAy RERFITLERWE, BEXaT 77470 MIEELZ LBV ICHEREET . show
webvpnanyconnect =~ > KX, f VA M=V ENTEF2T 7734 T X r—TUDU R
MaFRT DI, TSSL VPNisnotenabled] &9 X vt —T %KL ET,

AnyConnect D4 +~—JJL

(EE) 7 FLRA T = &A{ER L EF, DHCP R —HF =L 5%V B TOT KL RADRE
mE BOT RUAEID Y TORHEEERTHZ &b TEET,
ip local pool poolname startaddr-endaddr mask mask

&1

hostname (config) # ip local pool vpn users 209.165.200.225-209.165.200.254
mask 255.255.255.224

7 RLVA T =% bV Z—ZE0 B TET,
address-pool poolname

1 :
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ATvT6

ATy 17

ATvT8

ATvT9

KB 547 b A V2 b—1o1 72—t [

hostname (config) # tunnel-group telecommuters general-attributes
hostname (config-tunnel-general)# address-pool vpn_users

TIHNIDITN—T RY v—%& b Z—TZ8Y 4 TET,
default-group-policy name

hostname (config-tunnel-general) # default-group-policy sales

TITAT LV RNVAR—EZNLNEBIREXF2T 7747 NGUIORT A L _X—=UTO b
IN—TVAXANDEREAF—TWMZLET, =AU T AD YU A X, group-aliasnameenable
gy RicksTEZESNET,

group-alias name enable

1

hostname (config) # tunnel-group telecommuters webvpn-attributes
hostname (config-tunnel-webvpn) # group-alias sales_department enable

TN—TFE 3= —DFENZ VPN bR 7 7a bhart Ll Ce®aT7 7947
YN EBEELET,

tunnel-group-list enable
£

hostname (config) # webvpn
hostname (config-webvpn) # tunnel-group-list enable

TN—=TEF2—F—DOFF A SNIZ VPN bR Y 7 7m b=l LTSSL #fiE L%
T, ZOMOTE FANEBEMLTHRETSZLHTEET, MO VT, avr P
7 7 L A® vpn-tunnel-protocol 2 ~v > REZZH L T 7Z &0,

vpn-tunnel-protocol

1 -

hostname (config) # group-policy sales attributes
hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # vpn-tunnel-protocol

RDBERY

ITN—T R Y —IZkT 52— —DEID B TOFMIONTIL, FBOE 77 A
NV, I—7 R v—, BIR=2—F—0RTE] 2R LTI EEW,

KEEHWEISATUO AR M=ILDA 2—TILL

KGR FGA TV h A VA M= EAFZ—TIITEHE, JIFA T NOEBT A A
F—VHEREINT 4 & —T MRV £, 7 T4 T v ME, BROEROT-OICY T—h v
Pa—ZIlA VA= NLENTZEEROT, VE— b 22—V —DEFFENEEINE T,
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DTLS D% E

FIE

ATy T

AnyConnect VPN Client 4% |

FED 7 N—TF 3o —Y =TT 2Kt AT P A U A b= EBA R—T /T
HI2iE, 7 —7" 7RV v — webvpn E— RN E 72— —4 webvpn ‘E— K T anyconnect
keep-installer 2~ > R&fEH L F5,

T 74N RTIE, 77472 bOKEEHRA VA M= MFA X =T VIR TWET, B
arvORTRIZ, 7747 MIVE—bF arEa—% R 7, ROBITIE, By
VarvORTHEATIE—N ava—20r 74T NeHRT LI FED IV —T
RY v —saleszREL 7,

hostname (config) # group-policy sales attributes

hostname (config-group-policy) # webvpn
hostname (config-group-policy) # anyconnect keep-installer installed none

Datagram Transport Layer Security (DTLS) ZfEH 9 % &, SSLVPNEfA ML TS ¥ =
TI7I7AT kT, 220 % (SSL b /b & DTLS b V) Z[REFEFIEHRTE £
3, DTLS Zf 9 % & . SSL #afit THAET 2 IRAEIS X O IEIE O IR [EE S hu, 37 v b
BIEDZBEZTROTWITNVIA LT TV r—=2arOnNT7 =< ZARALELET,

4R8O HHEIIZ

ZO~y R FTDTLS Z#%E L, 92 DTLS O/3— a &gl 3 2121E, SSL DFf
REE (98 _X—V) ZZLTIEE,
DTLS % TLS ¥t 7 +—/ Ny 7 ¥ BTE. T v RETHRE (DPD) %A R2—7 /W
HMENHY £, DPD ZA F—T /LI LRWEA ., DTLS B CHIEN AT 5 L. TLSIC
T A= Ny 7T HROICHERITK T LET, DPD OFFMICOWTIE, 7 v FET KO
i (277 =) ZZRL TS,

YXaT T4 T VPNEFIZH L CDILS A7 v a v 2T LET,

a) webvpn E— KD A X —7 = A ATSSL & DTLS #H#hZLET,
T 7 )V b TiL, DILS ™A 2 —T M2 B D%, f v X —T = A ATSSLVPN T 7 & &
A X —T M LT E T,

hostname (config) # webvpn
hostname (config-webvpn) # enable outside

webvpn 27 4 Fa L—3 3 E— R T, enableinterfacetlsonly =~ > R&EFEH L, ¥
RCO XTI I7AT v b 22— —=IZH LTDILS 2T 4 E—7 MIZLET,
DTLS %5 4 &—7 Wz % &, SSL VPN ##i1% SSL VPN k> R AFEIHIC8ER L E T,

hostname (config) # webvpn
hostname (config-webvpn) # enable outside tls-only
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b)

yE—ta—y—izgga7ooT+ |

port 3 X WNdtlsport =~ REZMIH L TSSL BLUDTLS OAFR— hEFHELET,
hostname (config) # webvpn
hostname (config-webvpn) # enable outside

hostname
hostname

config-webvpn) # port 555
config-webvpn) # dtls port 556

ATV T2 BEOIN—TF R —IZx L TDILS A7 a v EELET,

a)

b)

TN—7 KU —webvpn 27 4 F 2L — 3 E— REF2—H—% webvpn =
74X al—v 3 E— KT, anyconnectsddtlsa~ > REEH L CRHRED I NV—TFT-
IF=2—H—1Zxf L TDTLS & A 12 —7 /LI LET,
hostname (config) # group-policy sales attributes

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # anyconnect ssl dtls enable

WEZ )i U C, anyconnect dtls compression =2~ > KZ{#i ] L C DTLS JEfi % A *— 7 /LiZ
L\‘i‘g—c

hostname (config-group-webvpn) # anyconnect dtls compression lzs

JE—F1—HY—(xFTSHTAT

FIRr

ASAT, UE—RSSLVPNZ FAT7 v b a—HF—=RI G347 "Xy ra—RT5700
T T NaeA R—=TMITHITE, FA—T R —webvypn AL T 4 Fa b—g VE—
FEIT2——% webvpn 2> 7 f ¥ = L—3 3 > F— F T anyconnect ask =1~ > K% f#
LET,

[no] anyconnect ask {none | enable [default {webvpn |} timeout value]}

e anyconnectenable 5 €35 &, 7 74T "NeXura— 750, 7747 RV A
R BN R=VICBET o eRRs7n 7 b e ) E— b a—F—l&KRL, 2—%—
DINE 2 BRI L £

- anyconnect ask enabledefault #f5E 45 &, </ IA4 T ERF T m—RanE

—g—o
« anyconnect ask enable default webvpn Zf8E3 2 &, T <IZR—F /L ~—DIZBHE) L %
R

« anyconnect ask enable default timeoutvalue Z#f§ET 5 &, 7 94T "NaeX v ra—RT
DI FZTTAT O RVAR=ZNR=VIIBET L0 Eem0n0 707 M e ) E—
h =P —lZKRL, TIANVET I ay (VIAT Y OFE T u—R) 347§
DA, value DR L £,
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AnyConnect VPN Client 4% |
B tx2795470rFnorqnsyon—ror =Tt

« anyconnect ask enable default clientlesstimeoutvalue #5425 &, 7 74T ha LT
B KB, 7 T T2 hLR Kt L R DB 5 a8 R5 T HL T
FaYE—h2—P—IZRRL, 774NV T 73y (UITAT LV PLAR=ZL
NV OFERR) EFATTHRENC, value DFIFFHE L £,

WDz, default anyconnect timeout value & 7213 default webvpn timeout value 233 7€ S 1172
BRIV E—F a—F—lZERINLH T T N ERLET,
6:)E— b I—HY—[ZRFENDSSLVWPN ) SAT7 > rDAHO—FERHZTOV T+

%Q AnyConnectwill startin 112
seconds.

B e e eI

* Start now

o Cancel

181342

1

WORFITIE, ASA T IAT v haFvra— K150, 37747 RV A

K= N R=VICBET 202 a—V—ismhb 7 a7 a2ERLT, 29T

e yru— KT HRINEZ 0BT X O ICREL TWET,

hostname (config-group-webvpn) # anyconnect ask enable default anyconnect timeout
10

XTI SATFToRTOATFAIILEo O0—-—RKDA x—TILIL

XTI TAT N TR T AN (AT I TAT U PEZEDVPNEREDO AT 4 F 2 b —
VarvRE, BXOA T a0l IAT U N EVa— DAy 4 Xal—va VREERS
XML 7 7ANL) TEFaTr7I7A47 0 M #REZA X—7 /M LET, ASAIT EF=T 2
TAT U FDA VA= ABIOEHRN T a7 7 A V2REALET, 2=V N7 077 A0
DEBREEZITI ZLITTEET A,

JIAT NI — RIND 7 7 ANVD T +—~ v MME, <profile_name>.xml T3,
a7y A M, BXaT I IAT T s ANV T4 XL TCRECTEET, 2
DTT 4 Z1X, ASDM F72ILISE N> b EHE) T & 28|72 GUIN— 2 DR Y —/LC9, Windows
AEXaT 7747 N7 N0 =2T NN 5 —DIE3=T A REENTHET, 20T «
ZIE, VAT bRy r—VERIRLIEA~y Ry TP AL A IZr— KL, %2727 74
TR AA=VELTHRETDET 7T 4 712D 7,

ASDM F 77X ISEICHiE SN 77 AV =5 4 XDV IZ,. Windows A7 27 7 A /L
ITTFALEDAZ L RTar R=VUa bl TEETd, 77472 MEEFERT 5513,
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t%275547vF FRTr4 L8y n—knsx—Tut

VTR 2T ATARFEH L Ca Ly Ea— 2B T 5. VPNV —ERAHOT a7 7 A
LNBILRFOMDEY 2a— %, AZ L RT7rrOrXua7y AT o XA LU TERTX
BETO

EXaT T4 T N BT R T r ANV T 0 X OFEMICOWTIE,  [Cisco AnyConnect
Secure Mobility Configuration Guide] D@72 U —R ZHH L TS 7Z 30,

)

GCE) X275 A4T72F7a bhaydF 74/ MESSL T9, IPsecIKEV2 %A % —T7/LIZT 5

FIE

ATvT1

ATy T2

ATvT3

121X, ASA CIKER HELZREL, £/, 7 79A 7 N TIa 77 A4 N0DFT7 4~ k=
L& LTIKEV % ET 240N H Y £9°, IKEv2enabled 7’12 7 7 A /Lid, = KR4 > b
A 2 —HIZERATOMNEN DY £T, ENLSOGEE, 7T AT MEISSL 2 LT
fead T LET,

ASDM/ISED 7 0 7 7 A )V F 4 XA FE-FAZ L KTy a7y A vs o Z&2FEH LT,
Ta 7y A NVEERLET,

titp E72I1FNDOHFXEHEH LT, ASADT7 T v ia AEVICTa Ty ANV Ty A )vEr—FR
LET,

webvpn =27 ¥ 2 L—3 3 > F— K Tanyconnect profiles =~ > R&FHA LT, Fvvia
AV —RTLHIITIAT N 7TaTdZr AN LTIZO7 7 A NVE@ILET,

1 -

WIZ, 7u 77 A/E L T7 7 A/ sales hosts.xml & engineering hosts.xml % §5 &3 5 il & 7
L\‘i‘é—c

asal (config-webvpn) # anyconnect profiles sales
disk0:/sales_hosts.xml

asal (config-webvpn) # anyconnect profiles engineering
disk0:/engineering_hosts.xml

INT, Ty A NVETN—T R —ICHHTEET,

dir cachesto/profiles =2~ REFEH LT, Frv v o AEVIZe— RSk a7 7 ALz
FoRLET,

hostname (config-webvpn) # dir cache:/stc/profiles

Directory of cache:stc/profiles/

0 -—=-= 774 11:54:41 Nov 22 2006 engineering.xml
0 --—= 774 11:54:29 Nov 22 2006 sales.xml

2428928 bytes total (18219008 bytes free)
hostname (config-webvpn) #

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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B 277547 BE7 Y T L— RO 2—T Lt

ATvT4

TNh—T KR —webvpn 2> 7 4 F 2 L—3 3 E— R&BAth L. anyconnect profiles =<
YREMFERLT, IV—T RV —DIIFAT N Tr7r A NVERELET,

i -
BHAREZR 7 0 7 7 A V& FRT HITIE, client profiles value =1~ > RIZHiT T, BRI (?)
EANLET, RITHZRLET,

asal (config-group-webvpn) # anyconnect profiles value ?

config-group-webvpn mode commands/options:
Available configured profile packages: engineering sales

WROGITIE, 7794770774V ZAT7TBvpndD7 a7 7 A )vsalesEFEHTHE DI
TN—TF R —%FRELET,

asal (config-group-webvpn) # anyconnect profiles value sales type vpn
asal (config-group-webvpn) #

X ATISATUONEBERETYTIL—FDOAF*—T It

XTI IAT s ==l BT v T L—REHEHLT, V94T T TS

L—ROX T —REBLELZENTEET, V7 I9AT VN v 7T — bIMERTE 54
G, BX 2T T4 T U MNE BHT D, FRET v T — KRBT A EFZNE XA
TursEREET, XTI TIAT U N T T 7 A VKET[HEEH (AutoUpdate) ] 23

[F%h (Enabled) JIZEHESNTWRWRED, ZOT7 v 77 L— R4 T a7 3ERrInEd

oo

BIET v 7T L— REA X—T NI TDHITIE, DAZLEEY A 7 LA ZDOfEZ ASA 2
BILT, =7 RV —TInbOBMEEZSRBIUHREL £,

RDT) AL DJEHITRIET v 77 L — ey R—FLET,

R12:BET YT L—RFOARE LEM

WA LEES AT BN ME TIAIME R

DeferredUpdateAllowed true false false true [ZEIET v 75— M EAENC UET, BT
Ty TT— MR (false) DIGE. IROBRE
FEA SN ES,
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t%275547 2 BEFvTTL— ko1 +—Tuit [

NAELEESAT BME TI7HILNME [ERE

DeferredUpdateMinimum Version X.y.Z 0.0.0 TS TF = NEREBETXALICA A F—
NTDHMERSDL BXaT 7747~ Ok
INRI—=T g

BINR—=TarDF =71, ~y R R
THNI 2> TNDTRTOEY 2—/UITH
MEnEd, Ao TVDHEY 2—)b
(VPN &%) DA VA F—/LEN TN
D, /hoN— 3 VRN L TRV
P XBIE T » 7T — FOXRIZ/e D EH A,

CORBMENEESHTWARWES, = FR
AL MIA VA PR=NLENTNEINN—T g
WCRfReL, BT o I RAERESNET
(FFaEsEEESnET) |

DeferredUpdateDismissTimeout 0~ 300 () none (F4t— |BET v FTF—F a7 NRFRRIN, B
7v) BICiHESN D ETORE, ORI,

BIET v 7T —h a7 MRFRREINDE
IRV EHINET (Fh3—va VR
DIRANCFHI SV ET) o
ZDRMENIR NG S, BENE SR I
720 2—FPIEETLHETHA T rIRE
RENET WEREGE)

ZORMEE 0ICRET D & WITESWTHR
A HBRIE £ 721X T v 77 b— R Ei
SNET,
A VAR=LEINTNDE A=V g B X
" DeferredUpdateMinimum Version D1,

* DeferredUpdateDismissResponse D1,

DeferredUpdateDismissResponse defer update update DeferredUpdateDismissTimeout 23585 L7235 &
TS AT Vv a s,

FIE

ATvF1 webvpn 227 4 ¥ =2 L— 3 > F— KT anyconnnect-custom-attr =~ > R&fFEH L Th A X
LIRS A T HERR L E T,

[no] anyconnect-custom-attr attr-type [description description ]

1 :

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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WIZ, T AZ LJEMES A 7 DeferredUpdateAllowed 35 & UY DeferredUpdateDismissTimeout % 18/l
ToBlERLET,

hostame (config-webvpn) # anyconnect-custom-attr DeferredUpdateAllowed
description Indicates if the deferred update feature is enabled or not
hostame (config-webvpn) # anyconnect-custom-attr DeferredUpdateDismissTimeout

Jra—)b a7 4 X2 Lb—3 g F— KT anyconnect-custom-data =~ > RafffH L ThH
A Z NEPEDOLARITE OMEZBIMLET, RWEZFOBHEOSLEGIE, BT ) 24
ETE, HEENRETY, 2L, RETY MU DNEME L TWHEE . [Defer Update] % 1 7
n ZxEREINT, 2= —FT7 v T L= RERE T EEA, bV, Ty T L—F
NABATONET,

[no] anyconnect-custom-data attr-type attr-name attr-value

i

W, T3 A% Ngt 4 A 7 DeferredUpdateDismissTimeout D4 Biifh & OfE & |
DeferredUpdateAllowed % A % — 7 /WZ T % 72O DA HIfT & OEZBINT 562~ LET,

hostname (config) # anyconnect-custom-data DeferredUpdateDismissTimeout
def-timeout 150

hostname (config) # anyconnect-custom-data DeferredUpdateAllowed
def-allowed true

anyconnect-custom =~ > REMHEH LT, ZAX LBEOAFITEDEE 7 V—7 KR Y v —IT
BN 50, Z—7 KU —nbHlBRLET,

* anyconnect-customattr-type value attr-name
* anyconnect-custom attr-type none

* N0 anyconnect-custom attr-type

Bl -
WIZ, sales EWIOIARID I N—T R o —TCTHMT v 7T — 2N L THEA LT U b
150 IR ET Pl 2R L ET,

hostname (config) # group-policy sales attributes

hostname (config-group-policy)# anyconnect-custom DeferredUpdateAllowed

value def-allowed

hostname (config-group-policy) # anyconnect-custom DeferredUpdateDismissTimeout
value def-timeout

DSCP D IRFD AL

Windows £72130SX 77 v b 7 3 — A TlL. DILS #HDOHAICO BB DB A X L@t % ik
ETDHZ & TDiffServ = — K ARA >+ (DSCP) %l Tx £9, DSCP DIRIEEZ AT D

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K
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FiE

&

ATy T2
EMNMtELXa7

emexa7ss547 raensx—Iut

LTS RAFBEOEEEZIFTROT VN T Ty I BB T AN TEES, L—F T
L, TADBEESILTWNAENE I DRKBLE L, 70 "X T 2 REEGSVE O M LD 7= I
N4 I R~—T ENET,

webvpn 227 4 ¥ = L—13 g F— KT anyconnect-custom-attr =~ K& L CThH A%
LNEMEX A T EER L ET,

[no] anyconnect-custom-attr DSCPPreservationAllowed description Set to control Differentiated
Services Code Point (DSCP) on Windows or OS X platformsfor DTL S connections only.
Ja—/L ar7 X al— a3 E— KT anyconnect-custom-data =~ > R&ZfEH L Th
A2 LIEMEOLFIMT & OEZEML £,
[no] anyconnect-custom-data DSCPPreservationAllowed true

GE)
FTI7ANBNTIX, BXa2T 277472 M IEDSCP DRGFEFETLET (true) . HEHIZTHIC
X, ~y R RTHAZ LEMEE false ICRRE L. e HIEITLET,

D347k BREDA 2—T Lk

Z 0 rn— FEHZE/NRICIHA DO, 7747 MEIgbEhaT £Va—LDx T
7— R (ASA 7 ISE o) ik LEd, BIEREN ¥X27 27747 h THEM
AREIC R o726, ZNOOEEAMHATEL LTI DIV E— NI4TV b EEHT
LMENDHY £,

HLUWEERER A 2 — 7 LIS T DI2lE, Zv—F KU 2 — webvpn £ 72132 — % —4 webvpn =
V74X a2 b— a3 F— KTanyconnect modules 2~ > REMHH LT, HrLOEY 2—/b
BERET HMERDY £7,

[noJanyconnect modules {none| value string}

BEOA LY 7 2EET 25T, A= TREY 9,

Start Before Logon M 1 — 7 JL1{t

Start Before Logon (SBL) Z#fEiH7 % &, Windows PCIZA > A h—L I TWD X277
TAT MR THRITA AT VT b RRAT— KXy vl RIA T~ 07y
DEHTEL L5272V £9, SBLTIX, €% =727 747 K ® Graphical Identification and
Authentication (GINA) %A X —T7MZTHEVa—LEL T a— RT5 L9512 ASA A
RX—=T W ZTHRERH Y £3, WROFIAIL, SBLEZA R—T M T D H5EEZRLTVET,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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B ts277547 b a—v—sve—vosENLR

FIE

ATy T

ATy T2
ATvT3

ATv74

T N—"7" R — webvpn E7olE2—HF—4 webvpn 27 4 ¥ 2 L— 3 F— KT
anyconnect modules vpngina =~ > R&FEH LT, FFED I N—TEida—HF —~D VPN #
FEDT-HD GINA EV 22— /L% ASA TH v u— KT HHREEZHNC L ET,

11 -

’OFTIL, 22— =137 —7 RV 2 — tdecommuters T/ L—7F R Y o —@BHEE— FE2H
WBL, 2O NV—T R —Twebvpn 2> 7 4 X al— a3 ET—RKERBL, AN T
vpngina Z i€ L £7,

hostname (config) # group-policy telecommuters attributes

hostname (config-group-policy) # webvpn
hostame (config-group-webvpn) #anyconnect modules value vpngina

74T 7uT7 7 A/ 757 A/ (AnyConnectProfile.tmpl) @ =2 & —%HfF L 7,

TuTr AN T ANERELTSBL A X —7 NV ThHoH I LEEELET, ROBITIL,
Windows O 72 7 7 A )L 7 7 A /L (AnyConnectProfile.tmpl) DBIfREH /%R L CWET,

<Configuration>
<ClientInitialization>
<UseStartBeforeLogon>false</UseStartBeforeLogon>
</ClientInitialization>

<UseStartBeforeLogon> ¥ 712k > T, 7547 W SBLEMHTHNE I DBRIRED £,
SBL 4 2 ¥ 51213, false & true TE XX 9, WOFIE, SBL WA IR TN D H
TaRLTWET,

<ClientInitialization>

<UseStartBeforeLogon>true</UseStartBeforeLogon>
</ClientInitialization>

AnyConnectProfile.tmpl (ZxfF A EH Z#LR{F L, webvpn 2> 7 ¢ ¥ o L—3 3 7 F— KT profile
avy FEEHLT, ASADINAV—TEl3a—F—ICHT 2707740 T A NVET v
7F—hrLET,

asal (config-webvpn) #anyconnect profiles sales diskO:/sales_hosts.xml

XTI AT7 oA —AytE—CDEEOEH

ASA IZIE, 7T UV R—ZADY T AT kLA SSL VPN i & Blth+ 5 2 — W —Ic R &N
BHAR—% )V L, 3 X O Cisco AnyConnect VPN Client = — % —|ZFREINDHA V H—T = A
A DEFEEWIERN DV £77,

ZOHETIEH, Inhb0a—H— A vb—TaEHT 572012 ASA 3% ET D HFIEIZOWTHL
HLET,
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SELTHIZDONT

szzmouT |

VE—h =P —IZRTHIMET IV T EZNEDA v E—iF, B RAAL RNITELED
5N TWET, FXTD Cisco AnyConnect VPN Client D 2—H—A > ¥ — 7 = A AIFKREN
HAE—=VE, XTI TAT U RALUVNIZHY £,

ASADY T " 2T A A=Y Ror—0F., ¥Fa2T77I73A4T 2 8 RAAL VOB T —T
NT o T L—FRNEENTHET, 20T 7 b—hIxzs AR—FT&, AJJT5 URLIC
T L= DXML 7 7 A NDMERRENE T, TOT77ANVDA =T T 4 —)L RFZET
T AvE—VERELTC, TV L—bEA VAR —IL, 7T v a AEVITEINLDIHL
WEHT — TN ATV =7 FEIERTE £,

BEFOERT —T N T ) AR— T52HTEET, 1B L7 XML 7 7 A VS HRTN B
LAY E—UNRERENET, ZOXML 77 A VEZRUEEL THA VAR— T 5L,
BT —T N AT 27 FOFLOA—D g UIMER S, BETOX v —IU 0N EEXSNE
T, EXaT 2747 8N ALV OEMRT — T NMIKTHERIZ, ELIZEXaT 7
ATV RN I TAT v ha—HF—ICERINET,

T —JILOERK

FIE

ATy T

WKOFIETIZ, X 2T 7534 T2 F RAL L OEWRT— T NVEERT B FIEIZOWTEHBL
F7,

FiHE EXEC £ — R C export webvpn trandation-table =~ > K& HL T, 2 Ea—X|I&
¥or—T N T — e AR—MLET,

W OB TIE, show import webvpn trandation-table =~ > RIiZ L~ T, i JRE/R LT — 7
N T T =T =T N ERRLTVET,

hostname# show import webvpn translation-table
Translation Tables' Templates:

customization

AnyConnect

PortForwarder
url-list

webvpn
Citrix-plugin
RPC-plugin
Telnet-SSH-plugin
VNC-plugin

Translation Tables:

WIZ, BXaT 7 7AT Y NEWRAL VHOET —T Ve AR—FLET, BRI
72 XML 7 7 A NVDT 7 A NVEIL dient LW ZFIBFHT B, ZBEORA vtE—T 70—/ KR
GENTVET,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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hostname# export webvpn translation-table AnyConnect
template tftp://209.165.200.225/client

WOFITIL, 7o 7= b A VR —FLIzzh EWIARIOEWRT —T V=7 AR — |k
L %7, zh & Microsoft Internet Explorer (Z331F % HREFEDEMIE TT,

hostname# export webvpn translation-table customization
language zh tftp://209.165.200.225/chinese_client

BT —T7NVDXML 7 7 A VEMRELET, ROHFINL, EX=2T7 7747 T 7 L—Fh
D—ERLTWET, ZOHITDEEIZIE, Connected X vy T —Y DA v E—TID7 44—/
K (msgid) & A vE—UXFH 7 —/ K (msgstr) DEENTWET, ZDO X vE—I0F,
AT NISVPNESRAMN T DX EXaT 7747 FGUILIZERESNET, BL
BRFLTL—RME, 2L DA vE—Y T 4= L FOXTREENTVET,

# SOME DESCRIPTIVE TITLE.

# Copyright (C) YEAR THE PACKAGE'S COPYRIGHT HOLDER

# This file is distributed under the same license as the PACKAGE package.
# FIRST AUTHOR <EMAILQ@ADDRESS>, YEAR.

#

#, fuzzy

msgid ""

msgstr ""

"Project-Id-Version: PACKAGE VERSION\n"
"Report-Msgid-Bugs-To: \n"

"POT-Creation-Date: 2006-11-01 16:39-0700\n"
"PO-Revision-Date: YEAR-MO-DA HO:MI+ZONE\n"
"Last-Translator: FULL NAME <EMAIL@ADDRESS>\n"
"Language-Team: LANGUAGE <LL@li.org>\n"
"MIME-Version: 1.0\n"

"Content-Type: text/plain; charset=CHARSET\n"
"Content-Transfer-Encoding: 8bit\n"

:\cygwin\home\<user>\cvc\main\Api\AgentIfc.cpp:23
:\cygwin\home\<user>\cvc\main\Api\check\AgentIfc.cpp:22
:\cygwin\home\<user>\cvc\main\Api\save\AgentIfc.cpp:23
:\cygwin\home\<user>\cvc\main\Api\save\AgentIfc.cpp~:20

: C:\cygwin\home\<user>\cvc\main\Api\save\older\AgentIfc.cpp:22
msgid "Connected"

msgstr ""

C
C
C
C

H H H o

msgid ([Z1%, 7 7 4V FEENEENTWET, msgid (ZHE< msgstr NEH AU L £7,
BazAERCT HITIE, msgstr SCFHNOFHGORICEBRIIZEOT XA N2 AT LET, Lz
X, A wt— [Connected] % AA LEETEMT HITIL, SIAFOMICARA VEEOT X
A NEHALET,

msgid "Connected"
msgstr "Conectado"

T 7 AWTHTHRFELTLIEIN,
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zmr—ILobk ]

AT w73 HiME EXEC &— K Timport webvpn trandation-table ==~ > RZf L C, BT —7 %A
YIR—RMLET, 77UV L NN S D EFEOEME 2T TH LWERT — 7 L D4 i &
RELET,

WOFITIL, KE AL 55 D Microsoft Internet Explorer T ] S 1L 5 E M TH % esus T
XML 7 7 A VA v iR— b &N E T,

hostname# import webvpn translation-table AnyConnect
language es-us tftp://209.165.200.225/client
hostname# !!!!Liirrrrrrrrrrrrrrrrrrrrrrrrrtd
hostname# show import webvpn translation-table
Translation Tables' Templates:

AnyConnect

PortForwarder

customization
keepout

url-list

webvpn
Citrix-plugin
RPC-plugin
Telnet-SSH-plugin
VNC-plugin

Translation Tables:
es-us AnyConnect

T —JILDOHIR

BT — T NN Ipo TG aid, HIBRTE 9,
FIE

ATV TN BHEOEMT —T Ve —BR R LET,

W OB CIE, show import webvpn trandation-table =~ > RiZ L~ T, i rJRE/R T — 7
NTYT =TT N EFRRLTVET, 770 X5 () . AAHE (a) . w75k
() OSEISERT—TANHABEENTOET,

hostname# show import webvpn translation-table
Translation Tables' Templates:
AnyConnect
PortForwarder
banners
csd
customization
url-list
webvpn
Translation Tables:
fr PortForwarder
fr AnyConnect
fr customization
fr webvpn

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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B =xntexa795470 Fssugmoms

ja PortForwarder
Jja AnyConnect

ja customization
ja webvpn

ru PortForwarder
ru customization
ru webvpn

ATV T2 REREWT —T N aHIRLET,
revert webvpn translation-table trandationdomain language language

trandationdomain (% _EFRIC R TEELET — 7 L OAMANCFLE STV D KA A > T, language
2 LFDFFELHL T,

BT =7 NEMBNCHIRT 20ERH Y £3, 1 DOaxy REEH LT, FEDSEDT —
TN T XTHIRT 5 Z LIETEEE A,

ez BEXaT I IA T NDT T UATEOER T — TV EYIRT AIZIE, kRO~ R
AL ET,

ciscoasa# revert webvpn translation-table anyconnect language fr
ciscoasa#

el

EEEEFXF1T7I547 2+ SSLIEREDERTE

WDETIX, ¥X% 2727 T4 7 b+ SSLVPN #55i % fH%9 2 mE RS EEIZ DWW TR L £,

F—BEROAEME

ASA & ©F a7 7T 47 A SSLVPN#5 CX—FAEMRA2ITH & &1k, e — vk
R MVEHRIVT— a3 LT, #aottx a2 T E2EmOET,

FED I N—TF 11T —HF —D SSLVPN T, 7 747 MILDF—HEKRDETE
BT HI2iE, 77— KU > —webvpn E— K% 72 1Z=— —4 webvpn E— KT anyconnect
sdrekey 2~ > RZ2MHHL 7,

[noJanyconnect ssl rekey {method {new-tunnel | none| ssl} | time minutes}

» method new-tunnel = —DOFAKFINZ T TA T2 ML o2TH LW b RAADBFELEIND
ZLEEBELET,

e method sd F—DFAERKRFIZZ FAT 2 MZESTH LW R RAADBFELSND 2 L5
Eb\iﬁqo

» method none ¥ — DO HAERKE B L £,

o timeminutesix, v > a VOBRELO E-IEHIRO X —FHAERN S, F—OFHARKIMTH
N5 ETOREEZ 125 10080 (1 #[E]) OO THEELET,
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Fvrergtoze |

\)

GE) F—OHAERTELY sd F721F new-tunnel IZFRET D &, F—FARKREFIC SSL HFRr Iy —

Ty FE7HED

FIE

ATvT1

TarPMThnT, 7747 MR —EBAERRHIEH b RV BT S Z L EESVE
9", anyconnectsslrekey 2 v ROBREIZONWTIL, a~v 2 R U 77 LU RAZHRLTLES
AN

WOHFITIE, By a UBED 30 DEICER I DT —FAKRFIC, BEFEO 7 V—7 R
v—saes I T A SSL L ORI T —2 g U EEBTAILICIIAT U M ERELTD

£

hostname
hostname
hostname
hostname

config) # group-policy sales attributes
config-group-policy) # webvpn

config-group-webvpn) # anyconnect ssl rekey method ssl
config-group-webvpn) # anyconnect ssl rekey time 30

=1 —]

ax s

Dead Peer Detection (DPD) (2L 1. B 7 DOIGEDN I S B L TV A A1, ASA
(F—bUxA) 2137 747 MUTHBERFICHRIECX E9, 7 v RET i (DPD) &4
L, BExXaT 7 I7A4 7 b £2IXASAY — b7 = A NDPD 2 FE T HHELZRETHI

X T OFNEEZFTLET,

1R BHEIIZ
o« ZOMEREIZ. ASAY— MU AL X 2T 7 TFA4T7 2 FSSLVPN 7 T4 7 v MMEOHEHG
DR S E T, DPD L, DAL S 7 EAESEIE |2 S5 < 729, IPsec &
IO TE £ 8 A,

¢ DTLS % A X — 7 /WZ¢ 5% & . DeadPeer Detection (DPD) &1 Rr—7 /L2720 £4, DPD
LD, RMLZZDTLS# it D TLS ~D 7 4 — /Ny 7 3, F—T /IR0 £9, FiLL
SOYE . BRIk T LET,
« ASA TDPD BNAZNZ /2> T 5 & &, Optimal MTU (OMTU) #REAERA+2 &, 77
A7 MM DILS Ny FEEFIZET I ENTEIHERODT L RARA b MTU % 75
JAHZENTEET, MAMIU £TRT 4 U7 ENTZDPD X7y hERETHI LI
iof‘mﬂU%i%LiToN4D—F®ELPIZ o~y Ry RInBZET 5
&L MTU A ARZIF ANORET, T ARLNRD -6, MTUIZ/NE L &,
7u Fa L THFASNTWDAER/NIMIUIZEZET S E T, MORLTYe—T7REESNE
7,

HHD 7 V—7 R o —IZBE L £,
ITN—T KR —F Lz —W—4 webvpn E— FZBH L £,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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hostname (config) # group-policy group-policy-name attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) #

Eyl e

hostname# username username attributes
hostname (config-username) # webvpn
hostname (config-username-webvpn #

TF—=hrU A MO ZRELE T,
[no] anyconnect dpd-interval {[gateway {seconds|none}] =~ > RZfEH L £,

gateway (X, ASA DZ & TJ, DPD ZHNT L, ASANRY T4 7 2 bbb DTy b ZFi
LM Z 30 (F 74/ ) 263600 F (1K) O THE L £ 3, ff 300 BRHERES
NET, TOMBRIZ T v FRZE SN2 0EA. ASA 1X[F TR T DPD 7 A k% 3 [AF&
fTLET, ASA LY AT 2 "B DISENRNEE . TLS/DTLS b vz Yk L £,
()

nonex¥5ET 5 &, ASANFEITTHDPDT A MIT 4 =7 M Ed, Zoavr K
RERL N HHIBRY 511X, no anyconnect dpd-interval 4 L £,

none 45 €95 L, ASANFITTHDPDT A MEIT 4 —7NMZ2 0 E9d, ZDavr Fx
RENHHIERT 5121, noanyconnect dpd-interval %/ L %9,

74T v MO ZRE L ET,
[no] anyconnect dpd-interval {[client {seconds|none}]} =~ RK&MHL £,
client| X ¥¥%=2727I7A47 D2 LTY, DPDEZHMIL, 7747 FADPD 7T A b &

FATTLHHEE 30 (T 74/ F) 753600 % (1K) O#PEATHRE L 9, 30 o HELE
IhET,

cientnone # 4§ EJ 5L, 7747 MZEVFEITSNDH DPD IZT 4+ BE—7 WD £,
Zoawy RERENGHIFRT 5121, noanyconnect dpd-interval # i L £,

il

WOFHITiE, ASAIZ LD DPD OEITHEN 0 IR ESI., 7 I7AT v Mo LD
T NV—7 RY 2 —sales Tk % DPD OFEITHEN 10 HICEESNTVET,

hostname (config) # group-policy sales attributes

hostname (config-group-policy)# webvpn

hostname (config-group-webvpn) # anyconnect dpd-interval gateway 30
hostname (config-group-webvpn) # anyconnect dpd-interval client 10

F—T7314TDEMIE

=TT IAT A —VOBERTIRTHZ LT, BEENT A KL T HNLEMRT A
AL > THIBENTWBHRETH, 7axy, 774 T U4 —/b, £7-1XNAT T/34 A#%
o SSL VPN ##i 24— 7 O F FHaFF L ET, 72, #HEEZFEIZ L, VE—F 2—F
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EfEDER

ewosd [

73 Microsoft Outlook ¥ 7213 Microsoft Internet Explorer 72 ED Y 77 b X—ZXA 7Y Fr—3 3 >
BT VT A TICFETLTORWEETYS, 7747 2 NItk KOHER S VERE A,

=TT ITATNET 74V FTA R =TI >TWET, F—TTI73A4T7%T 4 =TT
THE, Tx— A —R—OFIZ, SSLVPN 7 T A4 T b By g NI AF N FTNA R
IR E RN ER A

X—TTIAT Ayt —VOBEERET HITIE, FNV—TKY > —webvpn F oL —H—
4 webvpn 227 4 Fab—3 3 F— Kb keepalive 2~ REHEHALET, HEND 2
~ FEHIBR L TEPHRASND KO T52iE, Zoa~vr Fono B aH L E7,

[no] anyconnect ssl keepalive {none | seconds}
enoneld, 774 TV bOXF—TTIAT AvE—UEBHILET,

esecondsiE, 7 I9A TV MZEAX—TTIAT AvE—OFEEZAR—T NI L, Ay
Y= OHEEE 15 ~ 600 O CTHRTE LE 7,

ROBITIZ, BEAFO 7 NV—T R —sallesiZx LT, 7947 FinFx—77 74
T AvE—=U&3008 (577) OHETEETELLIICASAZHRELTVET,
hostname (config) # group-policy sales attributes

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # anyconnect ssl keepalive 300

JEREIZ L0 | RHHISRIE OBEHR ICHR A SN D Ny b OV A AR L, ASA L7 T4 T v M
®@hﬂ7ﬁ%7/zﬂﬁibi# 7 7 4V 8 TliE. ASA TiE. ﬁm%ﬂwVka%ﬁ
DI N—TFIE2—F =D FITEW T, §XTD SSL VPN ##Ex15 2 [EME 31—
AT TR o TWET,

\}

GE) T ua— RV FEROEM 2 FZET 28581, JTEMRPBEENDRWVERICIKIFL TS Z %

HEEICEETOILERDY £3, T, 7Tr— AV REFETIET 7 4L b CHEMAA R—
TINZT2 o TR WERBLE T,

V%’ﬁli &“n—/w a7 4 F¥alb— 3 E— K Tcompression 2~ RZEH LT/ e—
avige WTBDHERHVET, £HTHZET, =T R r—BLPa2—¥—4
Weprn £ — KT anyconnect ssl compression =2~ > K& LT, FFED I/ NV—TFd2—
P EMERET D ENTEET,

EfEDS O—/NLEEER
Tua— NV REEOBRERLEET BT, Jue—L a7 4 Xal— g3 F—RT

it~

anyconnect ssl compression =~ > FZEH L £ 7, RENDL I~ REHIBRT SI121F, a2~
RO noFEAZMEH L £,

WOFITIE, TP SSL VPN 855 D /LML, 70— VST 4 —T N> T ET,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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hostname (config) # no compression

T—TEEVL—H—IHT HERDER

FED I N—T% 32— =T DIEMEERT DIE, ZA—7 R v—BL2—
' —4 webvpn & — K C anyconnect ssl compression =~ > Kz L 9,

[no] anyconnect ssl compression {deflate| none}

T 74 hTE, =T B IO — P —ITx3 5 SSLEAE L deflate (f R —7 /1) ITRIES
NTWET,

a7 4 X a2 b— 3 5 anyconnect sd compression v > REHIBR L, 70— LR ED
SEPHERSND LT 5icid, Zoavr RonoBRXEHEHLET,

W2, Z7e—sL R —sales DIEMNEE T 4 B—T7 T B0 2R LET,

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # no anyconnect ssl compression none

MTU H 1 XD %

7747 MTE > THESL S AL7z SSL VPN 456t D MTU B X (576 ~ 1406 /XA 1) X, 7
JL—"7" 7R U 2 —webvpn £ 72— —4 webvpn 2> 7 ¢ ¥ 2 L— 3 3 > E— K Tanyconnect
mtu 2~ RE2EH LTl TE £,

[no] anyconnect mtu size

TDa<wry NI, BXaT T4 T N DORIEELET, L H I —CiscoSSLVPN Y T4 T
b (SVO) 1F, & FEIFRMTU A RCHHE T EHA, £/, SSL THENL SNV T4
T EEGEE DTLS 12X 5 SSL CHENL SN 7-8kiL, o a~r FOEELZITET,

FIFN DI N—F R —TDZDa~x ROF 7 +/L ML, noanyconnect mtu T4,
MTU ¥ A X%, B THHEINTWAEA Z—7 =4 2D MTU (253 % . IP/UDP/DTLS O
F—=rR—y FEZELGIWT, HEIWICHHEE S £,

7= & 21X, ISE Posture AnyConnect E 3 = —/L D FFTHFIZ,  MTU configuration sent from the
secure gateway is too small] &9 A v EB—UNRFREND T ENH Y 9, anyconnect sdl
df-bit-ignore disable & —#&Z anyconnect mtu 1200 Z A JJ 95 &, ZHNHDV AT A AF¥ v
TT—%ZEEETE XTI,

1

WOFITIE, Z—7 R YU 2 — telecommuters O MTU H A X% 1200 /54 MIZHE L
ij‘o

hostname (config) # group-policy telecommuters attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # anyconnect mtu 1200
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t%2749547 k4 2—20ES [

XTIV AT UM AA—DDEE

ASADI FA T A A=V, ROFEEFEHL WS THLT v 77— TEET,
FiF

AT9 1 FiHEEXEC E— R Tceopy 2~ RZMEH LT, 3O FETH LN T4 T2 b A4 A—
T ASAICaE—LET,

ATFY T2 HLWITAT U M A A=Y T7AVDLFIN, T TICa—FRFERTWDE 77 AL E[F LS
B, WEND anyconnectimage=2~ > REFHANLET, HiLWWT 7 A VAR EL>TND
Y&, [nolanyconnect imageimage =~ > REFEH L CTHWIZ 7 A L ET A VA R—L L
F£9, KIZ, anyconnectimage~ > R&EMH LT, 4 A—VIZAEFZHID ST, ASADHTL
WA A=V —RTDHEICLET,

IPV6 VPN 7 7 2 A DA +— T )Lt

IPVv6 77 v AZRETDHHERT. 2~ FIA4 A v —T 2 A&ERALET, ASA DY
U—290 (x) TlX. ANFA v F—T = A A~D IPv6 VPN #%¢ (SSL 35 L IV IKEvV2/IPsec 7 12
ravEEA) OV R—FRBMENTHET,

IPv6 7 7 & A% A % —7 MZ T DT, SSLVPN DA F— 7 W bd—# & L Cipveenable
g REMHLET, KiE, SMBA v Z—T A ZATIPV6 A 32— T T 5 IPv6 #5E D
BT,

hostname (config) # interface GigabitEthernet0/0
hostname (config-if) # ipv6é enable

IPV6 SSL VPN % A R—7 )WZT 21203, RO T 7 v a v a2 EITLET,

1 AMA v H—T A ATIPV6 A X —T NI T 5,

2. WA Z—T7 =4 ZATIPV6 BLNIPV6 7 RL A& A R —T WITT D,

3. ITAT Y REVETIPT RUAMIZIPVG 7 RV A a— )V F—VEHRET D,

4, IPV6 "o RANVDT 74V F— b U ZRET D,

FIR

RTYT1 A B =T oA AEFRELET,

interface GigabitEthernet0/0
nameif outside
security-level 0

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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ATy T2

ATvT3

ATy T4

SAML 2.0

AnyConnect VPN Client 4% |

ip address 192.168.0.1 255.255.255.0

ipv6 enable ; Needed for IPvé6.

|

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.0.1 255.255.0.0

ipvé address 2001:DB8::1/32 ; Needed for IPvé6.
ipv6 enable ; Needed for IPvé6.

lipv6 local pool]  (IPv6 7 KL ZDEN Y Y TITMEH) #RELET,
ipv6é local pool ipvépool 2001:DB8:1:1::5/32 100 ; Use your IPv6 prefix here
GE)

TX 2T I TAT U MITIPVAT RLALIPV6 T RLADO—FERITM G E2E VS TH X I
ASAZRETEET, TOLEIITHRET DHITIL. ASA ETHET RL AT — L Z BT 2 0,
ASA Fou—h Vo —F—|ZHAT FLAEZEIY B TES,

ipv6 7 RV A F— %k b XAV TN—T RY o— (I NV—T R —) [ZBMLE
D

tunnel-group YourTunGrpl general-attributes ipv6-address-pool ipvépool

GE)
Z ZClE laddress-pool] =~ R&EMHHALTIPvAT KL A 77— L b RETHMENDH D £7,

IPv6 F U RNADT 73NN F—F U= ZRELET,

ipv6é route inside ::/0 X:X:X:X::X tunneled

ASA 1T SAML20 2 R—FLTWADT, VPNDOxTY Ra—HF—|F, ZLFori ¥y % 1
AT AT T, 794 _R—Frpy NT—IHDMMDSAAS T F U 74— a o280z 5
TEMTEDLLIITRY T,

7ol zI1E, BEOEEDOGEIL. SAMLT AT V7 47 4 7,31 X —(1dP) & LT Pingldentity
A 3R —7 /2 LT, SAML2.0SSO xfJ® Rally, Salesforce, Oracle OEM, Microsoft ADFS,
onelogin, F721% Dropbox D7 H 7 v hEFILET, h—E AT m A 7\_ (SP) &£ L7T20
SAML SSO Z ¥ AR —FF 2L IICASA ZRET DL, = Fa—F—F, —EIA A7
LT THLRLY—ERIZT 7 EATELE IR T,

AnyConnect4.4 7 747 2 F723 SAML 2.0 Zfi[H L T SAAS X—ADT 7V Fr—3 9 T 7
EATE 5 X HIZ, AnyConnect SAML #7R— MBI S 4L E L7z, AnyConnect4.6 Ti, LRI
DY Y—=ADXAT 47 (G 7T UIFMEN. MARIAHRT T 7Y & O SAML #ia DILR
N=Ta VNTEEHZ ONE LT, MAIALT T O LT LW KR N— 2 2 A
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sam20 i

T 5HI21%, AnyConnect4.6 (FE7ITZNLIRE) BELVASA9.7.1.24 (F72IXENLIFE) | 9.8.2.28
(FlFENLBE) | £720139.9.2.1 (ETENLRE) ~O7 v 77 1— RPMETT,

ASA U U —29.17.1/ASDM VY U —A7.17.1 TiX, AnyConnect4.10.04065 (F7=iZZn LIk %
i1 L 7= AnyConnect VPN SAML AN T 7 7 O H AR — R ME A I E L7z, AnyConnect VPN
B 7y ANDT T4~ )BFESAE LT SAML 234 285813, Web i8iED £ TH
@?%;77?47Vﬁﬁ?#;?ﬁ747/%ﬁﬁﬁ&77ﬁ%fi&<H—ﬁw??ﬁ
PEFEHTLIRELRINTEET, ZOMRERICEY, %2727 7472 b X WebAuthN 3
;U@m&w&«—xmw&mﬁﬁ7/a/(//7w%4/ﬁ/ AERGRRE, F 71T A
ABT T U TIIFIHTE R WZDMOILE L7 E) Y R—KMLET, SAMLAMNET T ¥
PEMEHT 121X, [SAMLFEREHOT 7 4V 0S 77 U O%E (290 ~<—) | Tt
TOHOREEFITTHLERDH D £,

RN TN—TRF 7 5 b b I —T7p EORGES K E L TSAML g% E SN T
WABEE. ASAIXSPICHIGLET, VPN OZ—H—F, £ RF—TNMIZ7->T\5D ASA £7-
IZSAMLIPIZT7 7 BA LT, YU I AP AL F BB LET, UTTIE, 2h b
U IOV TR L E9,

SAML SP [Z & > TRAta &S % SSO

=P —NASAIZT 7B AL TCu s A 2B LIRS, YA A VBEIZRO X 5 12iEfT
L\i‘a_(]

1. VPN O2—H =23 SAML &I dD h > RV T N—T\ZT 7 v AT 50, FE70—T%
EIRT DL, TO2—V—TFBFED O SAMLIAP IV XA L7 FEanxd, Zr—7
URL ([ZE#ET 7B A LRWIRY , 22—V —ZANZERINE T, EET 7 ALY
Gy VEA LT MIThRLER A,

ASAIE, 7T UPIZE > TSAMLIAP 1TV # 1 L7 b &N 5 SAML BFFER 24/ L E
7,

2. IdP Ry Fa—H—D 7 LT oy Y VEMERL, =0 Fa—Y—Rns/ 1 LET, A
HENTZI VT oy VT IdP OFGEREIZAE L TWARTIIER Y 8 A,

3. IdP DISENT T UHITIRIE S, ASA DY A > 1 URLICHEE SN ET, ASA TS
EHERL, u /A o EETSEET,

SAMLIdP [Z & > THAtaE L5 SSL

T Ra—H—RNIPICT 7 EBALCul A 2B LI5S, A A v EEIIRD X 51

HEITLET,

1. = Fa—H—2NIdPIc7 7t A LE T, IdPIZL, @E®Mnﬁﬁu%ofi/bn~%—
DIVT Uy NVEMBLET, = Fa—HP— 377y ra AL, IdP e/
A LET,

2. —RMICIZ, = Ra—%—i%, IdP TREIN/= SAML ¥l —E 2D U 2 & EE L
9, = Fa—%—2 ASA 38R L F 4,
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B savi2o0icpt 2 rEFEL HIEE

3. SAML OIGENT T UPFITEE S, ASA DY A A L URLICEESNE T, ASA TS
BrlR L, n /A4 27T IEFET,

EREOH

ASA L SAML 7 AT T 4T 4 7T Z—LDEFEBRIT. RESHTWHIEHE (ASA
KA RKAL R ICLoTHESLSINET,

T Fa—F—LSAMLT7 ATV T 4T 4 T4 X —LOEHEBFRIL, dPICREIN T
%)nuu iofﬁﬁiéﬁ’bi?—

SAMLD B A L7 b

SAML 7% —3 3 i2iE. kD KL 9 72 NotBefore & NotOnOrAfter 233 ¥ £ 9 : <saml:Conditions
NotBefore="2015-03- 10T19.47.4IZ" NotOnOrAfter="2015-03-10T20:47:417">

ASA THREZIINTWD SAML O % A A7 7 k & NotBefore D& #2% NotOnOrAfter L 0 & B
GEIE. DX A LT T F3 NotOnOrAfter LV HEL I FE T, NotBefore+ XA LT 7 R M
NotOnOrAfter £ ¥ & 1BV G413, NotOnOrAfter 23 H N7 D F7,

BA LT T MNMRIZT —2 3 A2 K-> THAH é%’bfib\i Iy XA LT T ML < EHVE
BlaRELTLIEE, SAMLREA T 57-9121%. ASA @ Network Time Protocol (NTP)
H—/3—% IdP NTP —"— L AT 2 L EN H @ e

T34 R—k Ry bT—J TOHR—

SAML 2.0 X—ADH—E R TaNf X —1dP L, T4 X—F xv =7 THHR—FEN
£9, SAMLIAP N7 74 X— |k 770 RIZERIND &, ASA B ZEDdD SAML %fiis
P —ERIETOMNEIZRD, TXTTITAX—K Xy NT—TRNIZD 7, ASA Z1—
P—L Y= ZAMDHF —F 7 = A & LT, IdP OFEFEIEHIIR S 724 O webvpn £ v 3 3 v
THUHEE SN, IdP & 2 —P—M DT R THO N T 7 4 w7 IEHBREINE T, 2—F—nNu v
THE, ASA TS T HEMEOE Yy v a VEEEL, Py a VERGFLET, TOH%
. Z VT UV VEEEANTL IR T TAR—F Xy T =7 DY —E R T rasAg
F—w A TEET,

SAML IdP NamelD %, 22—V —Da—YP—Z 52T L., ik, 7Thv o407, B&
QCVPNEY gy F—ER_R— SN ET,

\)

() FI9AR—F Ry hT—=2 LT w7 Xy FU— 7W1mp%ﬁ%§@¢é*kif%i
i, NEBLOINTOM GOV —E R Fa g 2 —|ZFECIdP AT 554, [ERNCERE
THLENGH Y £, NEEHO P 28— A THHT 5 Z LT 8 A, AEEA
DIP 1L, 7T7A_X—F Xy FTU—=ZHNOHP—E R Tu X, X —TlIEHATE £ A,

SAML20 [ZR89 53 EFE S FINFEIE

* ASA 1%, SAML ZBEEHICIRD Y TV =F ¥ 2R —F L TWVET,
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I AnyConnect VPN Client #%#5

samL20 BT ZxEgEesinsE |

* RSA B X UVHMAC #{# 4% SHAL
* RSA B XU HMAC #{# /1% SHA2
* ASA IZ. 9XT? SAML IdP TH AR — b &35 SAML 2.0 Redirect-POST /3o T 4 > 7
Y R—BFLTWET,

*ASAZSAMLSP & LTORMERELE T, ¥'—FV A E— RRET E— RTT AT
FUT 4 TANAE—L LCEET D LIXTEEH AL

+ Z O SP SAML SSO #REIIAR ARG E T X TF, ZoFHRiL, AAACIEHEZE L FA T
FHEA,

:1‘_“& %//\XU“_‘ ]\ubn HE%%;}SHE j;DJ:U\KCD %‘/5<%A li‘ﬁ‘/‘l‘\"* ]\éhi“@?
log To& 2T, =P —L/RAT— ROHEFI7 4 V2 Y o THERE, 7+ — L N—ZADH
YA o F ., v aER—ZAOHBEY A A4, KCDSSO 72 & T,

. ASA I%. AnyConnect SAML §BFFE& i H L7 VPN 2 — R AT v v 7 R— 95 k9
2720 F L,

SAML 3REFIC Safari ZfHFH L CW 241X, Safari 7 v 75— b 14.12 LA A > A b —
/Véﬂfb\é AR LT IEE N,

SHEET Y — 3 UAEUNCAER RS N, XA LT RN EUNCHEERET A X 91T, ASA DGR
Fix, ASA L SAMLIdP ¢ D7 v v 7 R 2 HHET H2LERH Y £,

ASA OEME L, kOB EZEE LT, ASA & IdP O F CHEL R BAHHEL T 5
BEERHD T,

¢ ASA IZ IdP ZFR T A FRICiE, IdP OB L GEHENLETT,
¢« ASA I, IdP O H - 7= BAFFAEICK L TR F = v 7 2TV EH A,

SAML 7 —< 3 i, NotBefore & NotOnOrAfter 524238 0 £4°. ASA SAML 23R E
SNTVDEALTIRE, ZNDDOEMEEOFHBRRFRITKRDO LY TT,

* NotBefore & # 1 57 v b DEF 2 NotOnOrAfter £V b BEWEEIX. XA L7 7 b3
NotOnOrAfter (25 L £97,

« NotBefore + #Z 1 A7 7 k7 NotOnOrAfter £ ¥ &GS 1L, NotOnOrAfter 23 H T
20 ET,

« NotBefore BIENTEIE LR WEE . ASA 1T a7 A VERZHER L £9, NotOnOrAfter
BYENTFIEE T, SAMLZ A A7 U FARESHTWRNES . ASAITw 71 Bk
PHEAELET,

THRERRGE (Fyva, a— R, NRAU—=R) OF ¥ L2 VUREFIZ FQDN A E X
DI, ASANT TA 7T beDT v 2ifiliIGERES S, PHE SAML 2 H L 72
JEBATIX ASA 1% Duo L L EH A,

BT E RV — N—FEEIL, MAIALRT T U TIEFFAT SNER A,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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B saviz07 s 7o7 074 Fangg— aP) oEE

o HLIAZT T 7Y SAML AL, CLIT— FE72I1ESBLE— RTIEVFA— FENFEHA,
« Web 7' 7 7 PIZHEST S 417= SAML #ZGEIE AnyConnect & 2 9, ZDwWi b FE LT,

c BTN U T, MAART T U O~y R RICERiT 2 L X0, SESERFE
PERASNET, 72& %X, AnyConnect TIZIPvO Bt L U & IPv4 BEfc D 73 4FF L <,
MAIAIRT Z T TIEIPVE D FPHFE LWEELHV T, HDWVE, ToHbdHv &
T, UL, 7o 2L CREENEA L7-DIZ AnyConnect X E D7 0 F U H 7 4 —
NNy 7 LIBWEELHIUE, 77X a2l L TREENEA LB THAIART 7 790
T —rvarEELETIEAELHY T,

« SAML H¥REZ (-4 2 711X, ASA ® Network Time Protocol (NTP) H—/3% IdP NTP
P NERATIVLENHD 9,

« ASDM @ VPN U ¢ ¥'— RIZHFE, SAMLREEVHR—F L TWHEE A,

« WIBIAP 2 L T 7' > L72RIC SSO TRV ——IC7 7 8 A5 Z LT TE £H
Ao

* SAML IdP NamelD E#:i%, 2—V—Da—P—LZ24E L., HiE, THhU T 47,
BXOVPN Ry v ay TR EHENET,

e /NTFaLrTFAPME— RTSAML IV HR—FINFHA,
¢ SAML 7H—3 3 TG LIEEERO BT R— S TWERA,
» Chromebook 1%, W E~7 Z w7 Y E8EE 2 i 2 7~ Secure Client SAML Z ¥ 7" — b L TWEH A,

«1dP 2%, SAML LT, xfin7d 5 SAML R T%/E L7-®D & [ U Relay state /N7 A — X %
EHTNDHZ L ZHERLET,

SAML20 7 A4 T>T 4T« 70,844 — (IdP) DERE

1R BHHIIZ

SAML (IdP) 7u XA X —DH A A URL &V A4 77 hURL #Ff& L %9, URL (X7
ONRAE—D Web VA "L ERETEET, /2, TS X —NRAXT—% 77 LTI
WEREL B LY T,

FIE

ATYT1 webvpn 2T 4 X2l —v a3 E—RTSAML T7A T YT 47 4 731 X —%Ek L,
webvpn C saml-idp 7 — K& B4 L £7,

[no] saml idp idp-entitylD
idp-entitylD : SAML IdP O entityID (Zi% 4 ~ 128 LF&FEE L 7,
SAML IdP Z &3 5121, Zoa~<r Fono B4 L E7,
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I AnyConnect VPN Client #%#5

ATvT2

ATvT3

ATvT4

ATvTh

ATvT6

SAML20 71 727 1 74 Fang 45— ) oiz [

IdP URL ##%E L 7,
url [sign-in | sign-out] value
value : IAP {2V A A T B2 DURL, F/IZIAP oV A T U MTAEEIZVA ALY
k&% URL T9, sign-in URL [Z4ZHCTF 23, sign-out URL (T4 7Y =2 > C7, url DfEIZIE
4~ 500 LFHEBEELET,

HEE) 27947 FLAVPND_X—AURL Z#RELET,
base-url URL

ZOURLIEZ, =y Ra—H—% ASAIZV XA LT T 572012, — K 8—F ¢ #1dP (218
ftanEd,

base-url FREINTWAEE. £ URL X show saml metadata @ AssertionConsumerService
& SingleLogoutService JEM:D~X—Z URL & L CEH N ET,

base-url NFRE SN TV WA, URLIZFASADHRA M & RAL VAN DIRESNET, 72
L X, AR MW ssl-vpn, RAA HI cisco.com DAL,
https://ssl-vpn.cisco.com MEMH I E T,

base-url &R A M/ KA A U4 BERE I TV RWEEIL, show saml metadata # A )3 % &
TT—=RELET,

IdP & SP (ASA) D F T A FRA » FERELET,

trustpoint idp trustpoint-namel [trustpoint-name2]

trustpoint sp trustpoint-namel

idp : ASA 78 SAML 7% —3 2 VA RGET 57200 IdP GEHEEZ &I h T A MARA v M ERE
LET,

FNAADSAMLIAP 225D F T A FilRA v R &R TE 5L 21220 £ L=, ZOHiES
T E, Y—ERELDTIZ, HLWTAT T 4T 4 T ( % — (IdP) FEHEIZHY
RS BITCE £ T, RUFHAETT RTO ASA & 1dP Z R EH T 72D A T
AT 4 R EBRLSBEEIHY T A, HTLWIPFEAEN AP TAZNZ /D L. T34 A%
FLOVGEAELZ BEMICRHLET, DO M7 X MARA > ME, BITRICEEICHIBRTX £
7

sp : IdP 78 ASA (SP) DEA LK L SAML 7% —3 2 VA MFET 572D ASA (SP) FEM
EEBFDNTIANRASA L NERBELET,

trustpoint-name : B E SNV TWD F T A MKRA » MEFRELET,

EE) ve—HNL_—ZAURLEZHELFT,

local base-url URL

DNS 01— RXXZ o775 A% Clid, SAML #8iE% ASA THRTET D & &2, RTENH/A S
NDT A AN BEIRI SN DHX—AURL 25 ETE F9,

(EE) SAML Z A L7 haHELET,

timeout assertion timeout-in-seconds

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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T4 TENAZ— (dP) DERE

HE L7234 . NotBefore & timeout-in-seconds DA 73 NotOnOrAfter £ U & FWESIE., 2D
FED NotOnOrAfter 2B L E1,

BELRWESIE., v 3 O NotBefore & NotOnOrAfter 23 ZhIR OWezRICHFE A SN
R

(G¥)

BEA70 SAML IdP 737 ﬁ%ﬁ@%/%ﬁ?”%?@ﬁA\meTWMmM@CHKﬂ?é
FTRTOEEL, SAML BFDEED R b Z—FICHERENC SN E X ICDh h v
FNTN—TIZHHISNET, ¥ALT U NERETDHE, FHINTXALT T MEIIx
Jv T =70 webvpn JBYED saml 7 A T T 4 T 4 T mNA X — CLI HFITHRIZDO AN
e ET,

(LE) SAML EXROBEALZA X—TNEIIIT 4 B—T N (T 74V bi&E) IZLET,
signature <value>

GE)

SSO2.5.1 ~DT v F 7 L — RIZEW, F 7 4/ N OEL F71EIT SHAL 7> 5 SHA256 I8 L
*-4, value!Z rsa-shal. rsa-sha256. rsa-sha384. F7-(Lrsa-sha512 Z AT 5¢, HESTHE
HFEOF T a v ERETXET,

(AFvay) PHNEXY NI =7 THDHZ EER/HTETH T T 7 2R TET HIZi, internal
a~vr REFHLET, ASAIZTY— U oA T— R CHERETDHLD diﬁ@iﬁ"o

showwebvpnsamlidp 2 L Ca > 7 4 Fal—ra v a2FRLET,

SAML FBFEERPBFEA LIz & X2, LEiOEX 2T 0 2 7F A MUKGFET 2D TiEi<
TATUT 4T 4 T ang X —NEHERIET 5 X 9127 5121%, forcere-authentication % fiff
HALET, ZOREXT 74/ MedD T, T« v—7 W7 554 1E noforcere-authentication
EEHLET,

1

OB TIL, salesforce idp & VD A HID IdP 7% E L, FHIKE SN T X hiRA
Y hEMERLET,

ciscoasa (config)# webvpn
ciscoasa (config-webvpn) #saml idp salesforce idp

ciscoasa(config-webvpn-saml-idp) #url sign-in
https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
ciscoasa (config-webvpn-saml-idp) #url sign-out
https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect

ciscoasa (config-webvpn-saml-idp) #trustpoint idp salesforce trustpoint
salesforce trustpoint2
ciscoasa (config-webvpn-saml-idp) #trustpoint sp asa trustpoint

ciscoasa (config) #show webvpn saml idp

saml idp salesforce_ idp

url sign-in https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
url sign-out https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
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SAML 2.0 —

FIE

ATy T

ATy T2

ATvT3

sAML20 9 —E R Fa/iq 54— (5P) LT asAnEE [

trustpoint idp salesforce trustpoint salesforce trustpoint2
trustpoint sp asa_trustpoint

KD Web ~—(Z1%, Onelogin @ URL O EAFIEIZOWTHIA /RS TWVET,
https://onelogin.zendesk.com/hc/en-us/articles/202767260-Configuring-SAML-for-Clarizen

WD Web ~<— 1%, A X T —H ZEf LT Onelogin 7*5 URL /%4 5 HiklZ>
W, BB REINTUVWET,

http://onlinehelp.tableau.com/current/online/en-us/saml_config_onelogin.htm

RDEZRY

SAML2.0Y%—E X Fra /X1 & — (SP) & L TDHASADRE (289-2—) OFBAICHE-> T,
SAML S8GEE B 70 7 7 A MZHEA L £,

EX JA/NL5— (SP) &L TDASADERTE

1R BHHEIIZ

HAMZIAP ZHE L TBLMLERH D 94, SAML20T7T AT T 47 4 Fux( & — (1dP)
DOFE (286 X—) WL T EE,

tunnel-group webvpn 7 & — R C, saml identify-provider =~ > RZ{#H L CIdP Z#HI W ¥ TE
j‘o

saml identity-provider idp-entitylD
idp-entitylD : % /E S TWDBEFD IdP OWT a2 fEE L £7,
SAMLSP 27 4 Z—7MIT5I12F,. Zoa<wr FonoBXE#HALET,
SAML #FiEZ A3 L £ 7,
authentication saml

(7> ar) hoxr ZL—7FDSAMLIAP kT A haRA v b &AL L £,
saml idp-trustpoint trustpoint-name [trustpoint-name2]

Azure IdP 72 &, IdP THEEBO T 7V r— a U RHAEEBF U SAML =5 ¢ 5 ¢ ID &34t
HLETN, 77V r—var TEICMEOGEAEREALES, Eitoa~y REFEDOT
TV = a SCBEHET THEA LT, A A D webvpn saml #i A FEE TEE T,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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!l

ciscoasa (config) # webvpn

ciscoasa (config-webvpn) # tunnel-group-list enable

ciscoasa(config)# tunnel-group cloud idp onelogin type remote-access
ciscoasa(config)# tunnel-group cloud idp onelogin webvpn-attributes
ciscoasa (config-tunnel-webvpn)# authentication saml

ciscoasa (config-tunnel-webvpn)# group-alias cloud idp enable

ciscoasa (config-tunnel-webvpn) # saml identity-provider
https://app.onelogin.com/saml/metadata/462950

Moz Z—7FDIdP b7 A MRA v b ER#ERLET,

ciscoasa(config) # webvpn

ciscoasa (config-webvpn) # tunnel-group-list enable

ciscoasa(config) # tunnel-group partner-saml type remote-access
ciscoasa(config)# tunnel-group partner-saml webvpn-attributes

ciscoasa (config-tunnel-webvpn)# authentication saml

ciscoasa (config-tunnel-webvpn) # saml identity-provider
https://sts.windows.net/123-3456-7890/

ciscoasa (config-tunnel-webvpn)# saml idp-trustpoint azure-partner-idp-tp

SAMLE2ESERFDT 74V + 0S T 5O DERTE

FIE

&

AnyConnect 2y, 77> N7 4 —LDRAT 4T T 7Y (AXL—T 4 VTV AT LADT 7 F
VR T Z W) F721F AnyConnect (IZHHAAENTWAH T Z U ¥ 2 LT SSOFRAEY =& &
HHHS DM E DN ERELET,

AnyConnect M7 Z 74,3y 71— (external-sso-4.10.04065-webdeploy-k9.pkg 72 &) % &7 >
27— RLT, ASAIZT v 7' r— RTHMERHY £, WKIZ, SAML FBIEH O SAML =7 7 A
> 551k (AnyConnect DFAIAIRT T I E7213A XL —T 4 VTV AT ADT 7 )V 8T T
) ABRRTEET, 2O FE, BIEEMTVPN 7 74 72 BT 7 4L h® OS
Web 7 7 UV R TEDLLHICTDHAZ VT RTT, ZONY RVE, AXb—T 4 7
AT 5, 7TV BIORVPN 7 54T hDONR—= a AUEFEL TUUIWER A, 2 OHRE
DA >TWIIUE, VPN FA T D= g 0 AT T DRy ir— D R—
Vary 77 ANN—EH L TWAEMLEETHD A,

TR =T T VARTLDT 74V N T T UV EBERT H L. VPNRRGEEhoE3Er 71 v
OO TN A Ay (SSO) WA/ Y £F, VPNZ T4 7 v NOMMBIART Z 7 W
TIXFEITTE 720 Web iBGEH0 (BEEFERER &) 2V AR—FLTEWEAEDL, 2047 v a v
EERLET, ANV —T 4 VT VAT LADOT T UV ERRT B, 7T UV TEITTED
Nolr—2%7T v 7r—RLUT Web iBilE 2 BN T HLENH Y 77,

TRV =T 4 VT VAT LDT 7 v 8T 7 7 W& LT AnyConnect SAML RFE% A #hIT
9% 1Z1X. webvpn 7 & — K T anyconnect external-browser-pkg =~ > K& L £7,

anyconnect external-browser-pkg path
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ATy T2

amee samziozz [

SAMLZGFHDO AR L —FT 4 U TV AT ADOTFT T H )V N7 7 0P EEGHICTHICE, o<
RO noEXEFEHLET,

TRV =T 4 VT VATLDT 7 v 8T 7 7 &M LT AnyConnect SAML #3GIE% A 2hIC
9 %121%, tunnel-group webvpn 7 & — KT external-browser =~ > RZFEH L £7,
external-browser enable idp-entitylD

SAMLEGITFHO AR L —F 4 v TV AT ADT 74V N7 T AWM T A2, 202~
Y RFOnoEXEHEHLET,

1

ZDOHFITIEL, AnyConnect /M7 7 /Ny r— T DR A ZEIR L, SAML FRFEHIZHH
TSI (AR —F 4 VT VAT ADT I 4 N T T I AASCLET,

asa (config-webvpn) # anyconnect external-browser-pkg flashshow :
asa(config)# tunnel-group SAML webvpn-attributes
asa(config-tunnel-webvpn) # external-browser enable

asa (config-tunnel-webvpn) #

EEBHE & SAML 2D ERTE

SAML X—ZX D7 v 7 7 A VHOFEAZE L SAML BAEZREL T, FFED 7 7 AL/ LY
AR F—D7T T 7 A NVEERETIC, BEELITAT L7y PERIETE £7, SAML
NR—Z2ADFFEL, FKBEADOT By PBLWEZIFa—F—ICBEEMT D ENTEET,
FOREIZIX, SAML IZ L2 H—OFEEE L ITER O ELEH X T,

XTI TAT N ARG TS L. ASA £7-1X FTD 1%, SAML AN FEIT S B R
I, T RARA L ENED 1 DLL EOFEAESZER L CRIEL £,

SAML BBFFN5E T35 &, SAML LEFAED 22— —ZI L T T2 E(TT& £,

SAML BBFENSE T4 5 &, KR 7 = — XIZHETHIZ SAML &FEFHEO 22— —4 Z g T &
ij‘o

1R BHIIZ
FERAE & SAML #BREA R ET DHIC., MER SAML ZEEMEAR L T 7E X0,

«SAML (IdP) Fm/ A Z—DY A A URL ¥4 77 k URL #Hf5 L E£9, URL
[FT AL F =D Web YA PRDIMBTEET, o, T A X —RBAZTF—% 77
ANTIHEREAREL VB H Y F5,

*SAMLID 7/ 3f ZF—L T A FRA v FOREEHELLET, FEHE S SAML FHFED
BRE (291 X—) BB LTLIZEN
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FIE

ATy T

ATy T2

ATvT3

ATvT4
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FEBAE & SAML 3RREA R ET H1iE, kD 2~ K& AJJ L T tunnel-group webvpn-attributes
T—REHBLET, 77 BB EL T, F—RRREFEINZZ EBDbMY £7,

hostname (config) # tunnel-group tunnel-group-name webvpn-attributes
hostname (config-tunnel-webvpn) #

ﬁfﬁ‘iémunﬁjﬂi&%%fﬁ‘ié Ix. /k@:l’?/f‘é’]\jj Li@“

hostname (config-tunnel-webvpn) #authentication authentication method

72L& z21E, kD~ Nid SAML & GFEHERGEO W F 230 LE 3,

hostname (config-tunnel-webvpn) #authentication saml certificate

WD a< Rk, FEHEE SAML B3 LE9,

hostname (config-tunnel-webvpn) #authentication certificate saml

WD a~< v RiL, BEOEAE L SAML 5R3EO W 5 27 LE4,

hostname (config-tunnel-webvpn) #authentication multiple-certificate saml

Bt 7o 7y ANV EBINEIIRE L T 6, A (Basic) [Hfic 7' 0 7 7 A VBHRE Zi#
RLET,

AEBAE L SAML BGEDORBFEFIEEFRET HI121F. Ry 7F o2 SAML EGEHE, F7-
ITHEERDOFEHE L SAML 38R L £,

1

WO TIL, sales group Bt 7' v 7 7 A JWZHEEOFER #E L SAML #BGEZ R E LTV
£

ciscoasa(config)# tunnel-group sales group webvpn
ciscoasa (config-tunnel-webvpn) #authentication multiple-certificate saml

SAML 2.0 & Onelogin D5

PUF Ol 2 E474 A BRIE, Onelogin DIFHR & X — I 7 Db VI — K 3—F ¢ o SAML
20I1dP ZEH L T 2 &0,

1. IdP & ASA (SP) M TOEZORMAEHRE L ET,

ciscoasa(config)# ntp server 209.244.0.4

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K
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SAML 2.0 &~ Onelogin 51 .

2. Y= "=7 4 BWIdP THES L TV FIRICHE> T, 1dP 7> 5 IdP O SAML A % 7 — 4
ERAGLET

3. FTZAPMKRA L MIIP OBLFEFAELZ AV R—MLFET,

ciscoasa(config)# crypto ca trustpoint onelogin
ciscoasa(config-ca-trustpoint)# enrollment terminal
ciscoasa(config-ca-trustpoint)# no ca-check
ciscoasa(config-ca-trustpoint)# crypto ca authenticate onelogin
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself

quit

INFO: Certificate has the following attributes:
Fingerprint: 85de3781 07388f5b d92d9d14 le22a549
Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

% Certificate successfully imported

4, FTAPMKRAL BMISP (ASA) B4 PKCSI2 #A »AR— R LET

ciscoasa(config)# crypto ca import asa saml sp pkcsl2 password
Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:

quit

INFO: Import PKCS12 operation completed successfully

5. SAMLIdP ZiBIL £,

ciscoasa (config-webvpn) # saml idp https://app.onelogin.com/saml/metadata/462950
6. saml-idp 7 E— N CREMEEZZREL LT,
IdP A > A URL &% A 7D h URL % E L E 7

ciscoasa (config-webvpn-saml-idp)# url sign-in
https://ross.onelogin.com/trust/saml2/http-post/sso/462950
ciscoasa (config-webvpn-saml-idp)# url sign-out
https://ross.onelogin.com/trust/saml2/http-redirect/slo/462950

IdP hT A RKRA L FESP T AMRA L FEERELET

ciscoasa (config-webvpn-saml-idp)# trustpoint idp onelogin
ciscoasa (config-webvpn-saml-idp) # trustpoint sp asa saml_sp

7747 L AVPN_—ZURL, SAMLZRDEL, BLXOSAML 7 —v a3 #A
LT RERELET,

ciscoasa (config-webvpn-saml-idp) # base-url https://172.23.34.222
ciscoasa (config-webvpn-saml-idp)# signature
ciscoasa (config-webvpn-saml-idp) # timeout assertion 7200

7. bV IN—7DIdP Z#RE L. SAML #Biftx A 32— VI LET,

ciscoasa(config) # webvpn

ciscoasa (config-webvpn) # tunnel-group-list enable

ciscoasa(config)# tunnel-group cloud idp onelogin type remote-access
ciscoasa(config)# tunnel-group cloud idp onelogin webvpn-attributes
ciscoasa (config-tunnel-webvpn)# authentication saml

ciscoasa (config-tunnel-webvpn)# group-alias cloud idp enable

ciscoasa (config-tunnel-webvpn) # saml identity-provider
https://app.onelogin.com/saml/metadata/462950

8. ASADSAMLSP A ¥ T —HEFRLET,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .



AnyConnect VPN Client 1%#5 I
B ssvoorsinva—5409

ASA O SAML SP A 27— 4 [T,
https://172.23.34.222/saml/sp/metadata/cloud idp onelogin NHHFTE
£9, ZOURL D cloud idp oneloginid, kRN T N—T74TT,

9. H— =7 B IdP THRESNLTWDFIRINE>T, £ IdP T SAML SP Z#¢E L ¥
D

SAML20) S TS a—F a8

SAML 2.0 OEIfEE T /3w 7§ % |21%, debug webvpn samlvalue Z {5/ L £3, valuelZ)i U T
WD SAML * vt —INEIRENET,

e8: 7 —
16 EBEBLIOT T —

128 F£721H 255 TR Y, L BT T —

XTIV IAT UM EGEOE=F2Y) VT

TIT 4 Tty va BT AR A E R T 5I2IE, show vpn-sessiondb =2~ RZ&fEH L

7

avy kR S

show vpn-sessiondb TIT 4Tty a T AERER R LET,

vpn-sessiondb logoff VPNt v arvaalZ4+7LET,

show vpn-sessiondb anyconnect VPNt v a v OEKZILHRE L T, OSPFv3t v a1
ij‘o

show vpn-sessiondb ratio encryption Suite-B ® 7 /L2 U XA (AES-GCM-128, AES-GCM-192
AES-GCM-256, AES-GMAC-128 72 &) H® b v /v ¥
VTV hRFRRLET,
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tx170547 v rEgnE=2U>7 |}

\)

(3¥)  AnyConnect # b VR JL
AnyConnect Bl N R /VZIXIP 7 RLARNEID B ToHiuEHA,

I, Ry MU RO E I3 N = 3 U FN CHEER N L E RS AN
v varbh—rrEvy T v TAHEODIC, rI V=T a UHIERSND A A
Yt a T, BHRA N = A LTIHSNWT, Ciscolhilt X2 VT 4 77747 A (ASA)
I, Byt ar 27747 P A (R—H /LB O Weblaunch) F72138 (AX > K7
AnyConnect) & L CT—&FRL ET,

AnyConnect BLiX, 7 7A T "R T 7T 4 TSN TWRWEAEDOEYy v a v 2R LE

T, FELE ZHEREDS TA4 TV PN LOEFKRICY vy B T SILD ASA DT —HR— A
T RUTHDHENH AT, Cookie & FIERICHIEL £ ¥, 7 747 v bBAY =T /Ing 35—
vaREEIZe D L. by (IPsec/A v F—Fy b F— 27 ZAF =Y (IKE) /Transport
Layer Security (TLS) /Datagram Transport Layer Security (DTLS) & k=)L) U SivE 5
DL BUE, TA RS A ~— TR REGRFRNA AN 2 5 ETHREE LT £, Zhick
D, 2—PF—IIHERIEL RNV CTHER TEET,

151

Inactivity 7 4 —/V RIZ, ¥X a7 27747 bty a B #ERzs ko TobORKE
BN ERENTWET, Bo s a BT 7T 40 7RREBOEES., 2D 7 4 —/L R
1 00:00m:00s NFERINET,

hostname# show vpn-sessiondb

Session Type: SSL VPN Client

Username : lee

Index : 1 IP Addr : 209.165.200.232
Protocol : SSL VPN Client Encryption : 3DES

Hashing : SHAL Auth Mode : userPassword
TCP Dst Port : 443 TCP Src Port : 54230

Bytes Tx : 20178 Bytes Rx : 8662

Pkts Tx : 27 Pkts Rx : 19

Client Ver : Cisco STC 1.1.0.117

Client Type : Internet Explorer

Group : DfltGrpPolicy

Login Time : 14:32:03 UTC Wed Mar 20 2007

Duration : Oh:00m:04s

Inactivity : O0h:00m:04s

Filter Name

hostname# vpn-sessiondb logoff
INFO: Number of sessions of type "" logged off : 1

hostname# vpn-sessiondb logoff name tester

Do you want to logoff the VPN session(s)? [confirm]
INFO: Number of sessions with name "tester" logged off : 1
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. AnyConnect VPN = > 3 >nOs+ 7

AnyConnectVPN v 3>mnO45+ 7

X7y

TRCOVPNEyvavrcE2n 4745120, FJa—_")vary74Fa2lb—vgEF—RFT
vpn-sessiondb logoff =~ > RK&fiH L £,
WIZ, TRTOVPN Y arz2ult74+56%2xRrLET,

hostname# vpn-sessiondb logoff
INFO: Number of sessions of type “” logged off : 1

name 5|8 E 7213 index 51 OWT a2 FEH LT, HxDry v arc2u /47 TExEd,

vpn-sessiondb logoff name name

vpn-sessiondb logoff index index
FTABARBEIELTHLWa—F—=08m 7 o TERDIENBRVESI, T 77+
T OREDN R ERFGEWZE Y v a 3T A FVREEICZR £ (BEice 747 EhE
T) o BTy varREASND L. ETIZT 47 VX FBHIBRSE T,
=YL A T I AFKE (VITAT U P AA—VDIEFTRESND) IE. WHFEH
show vpn-sessiondb anyconnect =~ > RO /) THER TE 9, kOFlL, =2—F—4 lee &
ATy I AEF LR L TWET,

hostname# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : lee Index 1
Assigned IP : 192.168.246.1 Public IP :10.139.1.2
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium

Encryption : RC4 AES128 Hashing : SHAL
Bytes Tx : 11079 Bytes Rx : 4942
Group Policy : EngPolicy Tunnel Group : EngGroup
Login Time : 15:25:13 EST Fri Jan 28 2011

Duration : Oh:00m:15s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

wOHFIE, vpn-session-dblogoff 2~ KD name4 7> a v Z AL Ty a2 TLT
b\iﬁ‘o

hostname# vpn-sessiondb logoff name lee
Do you want to logoff the VPN session(s)? [confirm]
INFO: Number of sessions with name “lee” logged off : 1

hostname#

47 2k EGEEEDERE

ROFIZ, ZOHED D ) =A@z R L E7,
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R1B:EF1T7IS547 2 b EREEOERE

txa175517> + gEeoEE [

tRER )1)—= HRETEER

Y XTI TAT b B | 72(1) authentication eap-proxy. authentication ms-chap-v1, authent
ms-chap-v2, authentication pap, 12tp tunnel hello, 3 X U vp
Rtp-ipsec 7~ RPWBEAFLIFERE SN E LT,

IPsec IKEv2 8.4(1) X272 747 b B IO LAN-to-LAN @ IPsec IKEV2 -

9% IKEv2 MBI EiE L,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .



AnyConnect VPN Client 4% |
B cx279517> r sgttomE

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K



» 10 =

X172 547> bk HostScan

AnyConnect RAF ¥ EV 2 — MLV, X277 747 MliE, FAMNIA VA F—LE
NTWEFTRL—=TFT AV TV AT A, TUoFINFI2T, T7AT T4—NVDEY T FUx
T aTTEET, ZOFHRIL, HostScan 7 7Y r—a UKo TIEESNE T, RATF ¥
TEAAL FTIL, AR NI HostScan 234 VA h—/LENTWHMLENRH Y F9°,

* HostScan/Secure Firewall 78 A F ¥ OISR (299 <X—)

* HostScan D7 A £ A (300 ~_—7)

» HostScan /N 77— (300 ~X—2)

« HostScan/Secure Firewall R A F ¥ DA > A h—)LEIZT v 77 L—F (300 <X—2)

« HostScan DAL £ 7213 8L (301 ~<4—2)

* ASA THZNZ 72> T 5 HostScan/Secure Firewall IR A F ¥ N—T g3 DFR (302 ~<—

V)

« HostScan/Secure Firewall RAF ¥ DT A A h—/L (303 ~—)

c IN—T R =D EXaT 7747 N BEREY 2—LOEID YT (304 X—)

* HostScan/Secure Firewall 78 2 F ¥ B# &£l (305 ~=—2)

HostScan/Secure Firewall 7R X F v D RIE &4

¥X 2727547 % Secure Firewall Posture/HostScan £ = —/L & & S+ 5120%,
BIETHRD X 572 ASA 2 R—F > M BRLETT,

« ASA 84

« ASDM 6.4
SCEP RFFMHE & f#i 94 B 121X, Secure Firewall Posture/HostScan & 1 ' A b —/L 3 A LN H
= B

Secure Firewall Posture/HostScan D > A b —/L THR— FINBEARL—TFT 4 VT VAT AT
2V TCIE,  [Supported VPN Platforms, Cisco ASA Series] ZZ& ML T 72 &0,

CLI 7w % 3 : Cisco Secure Firewall ASAVPN9.23CLI O > T4 ¥alL—> 3> A K .


https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html

*27%9 547> b HostScan |
. HostScan DS 1 2 X

HostScan D5 1/ X

RIZ, HostScan ® ¥X =27 7747 b A4 ABFEZRLET,
» AnyConnect Apex

* AnyConnect VPN Only

s\\

HostScan /\ v &r—

HostScan /X 77— % ASA\ZA X K7 v /Ny r—3 hogscan-version.pkg &£ L Tr— K
THZENTEET, ZDOT77AMIZ0%, HostScan ¥ 7 b =7 & & $1Z. HostScan 7 A 7 7
VBLOYHR— MEBPEENTHET,

HostScan/Secure Firewall RAF vy DA VX F—I)LE =1L
T7yvITL—F

COFETIEH, ASADa~x RI A4 A X—7 A A%&FH LT HostScan F 7213 Secure
Firewall RAF ¥ /8o r—V% A VA M—)VEET v 77 L—RL, A% LET,

188 BRI

\}

(GF)  HostScan /N— 5 V43X LARIN D 4.6.x LABEIZT v 77 L— R L XK H & LTWaAEE, LI
Wesr. L7 BEfE D AV/AS/FW DAP R Y > —FB L ONLUA 227 U 7 k739X T HostScan 4.6.x LA

CHAEMTHDL LWVWIFRIGERT LT — A v b—VRERINET,
REZ WIS SEDTOICETTOMERDH DT o H A DT FIANHFELET, ZOFIAT

ii\ XA TRy 7 AT T, ZOREERGT DHIIC HostScan 4.4.x & AHUZ72 5
IR EERITLET, ZOFEEFIL, [BX=2T 27 7472k HostScan 4.3.x to 4.6.x
Migration Guide] TR FIEZ S L T 2SN, 2F VD, BITT 521X ASDM DAP DR

Uo— =D BE LT, BBV AV/ASFW B2 TR L CTFEICHIR L T/ 5, LUA

27 V7 bR L, ESHMALLERDHY T,

ASAlCuZd L, Zua— UL ar7Z 4 X¥al—yary T— RERBLET, Zun—n
VAT 4 Falb—ay E— FTIE, ASA |T hostname(configyt 7’1 > 7 N &R R L FE
R

« secure-firewall-posture-version-k9.pkg % ASA |27 v 7' — R L£7, HostScan4.x 73— =
VEMEH LTS 5E1E, hostscan version-k9.pkg 7 7 A VA& T v T — KT H0LENH D
£75

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K


https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html
https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html

I ¥ 217%9 547> b HostScan

FIE

ATy T

ATy T2

ATvT3

RTvT4

ATy TH

ATvT6

HostScan D EE £ 3Emm i ]

webvpn 227 4 X ab— gy T— RERBLET,
i -

hostname (config) # webvpn

ASDM %ZBAVT [E%%E (Configuration) 1>[1) E— b7 2 AXVPN (Remote AccessVPN) ] >
[Cisco SecureFirewall i7R R F 4 (Posture(for SecureFirewall)) |>[RRAF ¥4 A — (Posture
Image) | Z##IRLFT, HostScan4x N—V a L &EHH L TV BEHE. RAT [RE
(Configuration) 1>[1JE&— k7% £ XAVPN (RemoteAccessVPN) ]>[SecureDesktop Manager]
SRR FRFrY 4 A—2 (Host Scan Image) (2720 £,

HostScan/Secure Firewall R AT v 4 A— L L THRETH Ny F—VORAEBELET, A
HURTRyONy = FE X 2T 2747 N RNy —VUEBETHIENTE
£7

hostscan image path

i -
HostScan 4.x /X— 3 VA L TV 25611,

ASAName (webvpn) #hostscan image disk0O:/hostscan_4.10.06081.pkg

Secure Firewall KA F ¥ Sx /3—V g &AL TWAIEEIL.

ASAName (webvpn) #hostscan image diskO:/secure-firewall-posture5.0.00556.pkg

BIOFNE THE L 7= HostScan/Secure Firewall R A F v A4 A =T 2 HMI L FE T,
1 -

ASAName (webvpn) #hostscan enable

a7 4 F¥al—rarE 77y va AR VIRFELET, HiLnar7 s ¥al—vs
VT Ty va AEVICEFICRIESND &, [OK] A v E—UnFRSNET,

% -

hostname (webvpn) # write memory

HostScan M & 3h1E £ 1= X E3hME

INHDawr NI, ASADAT U RIA L A Z—T 2 A ZAZEHLT, 4 A M=/
4@ HostScan £ A — & BN FE 21Tz LET,

CLI 7w % 3 : Cisco Secure Firewall ASAVPN9.23CLI O > T4 ¥alL—> 3> A K .



*27%9 547> b HostScan |

B Asa cE#12% 5 T 5 HostScan/Secure Firewall 2 F v /8—2 3 D& R

FIE

ATy T

ATy T2

ATvT3

1R BHHEIIZ

ASAICu /AL, Zu—rar7 Xal—varyE®—FRefhLEd, Zu—rUL =
V7 4 F¥ 2 b— g F— KT, ASA | hostname(config) 7’1 > 7 hEF R LET,

webvpn 27 4 X2 b —3 3 T— REBBLET,
i -
webvpn

ASAMBAX L RT7ar®HostScan 4 A—U BT A VA F—)LE N TWRWES, Z0DA
A—=TEAEMILET,

hostscan enable
A VAP =L ENTUWAB T T D HostScan /X 77— @ HostScan & RN LFEJ,

GE)
BNz > TWAHostScan A A—V % T A A M—TAHIC, ZDha~vy REHEHAL T,
HostScan Z N2 A MLENH Y £5°,

no hostscan enable

ASA THZhIZ7: > TLY5 HostScan/Secure Firewall 78 X
Fy¥/N\—2 3 DRTR

FIE

ZOFETIE, ASADa~<w U RIA L A F—T oA AZFEH LT, AR T0D
HostScan/Secure Firewall IR A F ¥ D X—T g U ERFELET,

1R BRI

ASAIZa 7 A v L., M EXEC £— RZBAtE L £ T, ASA DKM EXEC E— FTlH, FRX
A7 a7 MiT hostname# & 72 0 97,

ASA TEHIZ 72 - T 5 HostScan/Secure Firewall I8 A F ¥ N—V g VA FoR LET,

show webvpn hostscan

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K



I ¥ 217%9 547> b HostScan

HostScan/Secure Firewall RAF ¥ DT oA VA k—JL .

HostScan/Secure Firewall RAFv¥ D7 4 X —JL

FIE

ATy T

ATvT2

ATvT3

ATy T4

HostScan/Secure Firewall RAF ¥ /X r—T %7 A VA M—/LT 5L, ASDMA v Z—7 =
AAEOE 2—0OHIRSNET, T LY, HostScan/Secure Firewall 78 2 T~ 23 HF /N 72 -
TWAHHATH ASA 1T X D HostScan/Secure Firewall 78 2 F % /8w - — U D BB AN EIRE S L E
4, HostScan/Secure Firewall I8N A F ¥ %7 . A > A h—/L L% . HostScan/Secure Firewall 7~
AF X R =37 T a2 RIATHHHIBRENERY A,

1R BRI

ASAlZm AL, V= a7 4 X¥al—varE—RefaLET, Fr—ryLa
V74 Fa2lb— a3 F— FTIX, ASA L hostname(configi 7' > F AR LET,

webvpn I 7 4 a2 b—vay E— REBBLET,
webvpn

T A v A h—L9 % HostScan/Secure Firewall IR A F ¥ A A — 2 Hho LET,
no hostscanenable
T A A h—)L¢ % HostScan/Secure Firewall KA F ¥ 4 A—VDNRAZIBELET, AX

R7 &> /%y -7 — ) HostScan/Secure Firewall KA F v /3w r— U & L THREIN TV D
ANRHY ET,

no hostscan image path

i -

HostScan 4.x /N— a2 Y 2 L TV 5541

ASAName (webvpn) #hostscan image diskO:/hostscan . 4.10.06081-k9.pkg

Secure Firewall RAF ¥ 5x X—T g U2 H L TWAEESIT

ASAName (webvpn) #hostscan image disk0O:/secure-firewall-posture-5.0.00556-k9.pkg

%ﬁ:y74¥:vaaV%7?/71%%)K%@Li70%LM2V74¥1V”V3
VINRT T vva AEVIC IRTFEND E, [OK] A vE—URERINET,

write memory

CLI 7w % 3 : Cisco Secure Firewall ASAVPN9.23CLI O > T4 ¥alL—> 3> A K .



*27%9 547> b HostScan |

B /7Koo tx170547 0 F BTS2 —LOBIY ST

GIW—TR)—~DEFa2T7I34T7 2 - BEEE
a—ILOENYHET

FIE

ATy T

ATvT2

ATvT3

RTv74

WOFNET, EXaT 77347 MMERES 2 — L E T NL—T7RY o —%BEfTET, VPN
PN ASAICHH T H L XIT, ASAIXTINOLD X 2T 7747 MMERBEY 2 — L%
TV RKRA v barvyEa—H Xy ra—RLTA VA M=V LET,

48 HHEIIZ

ASAIZEZF L, Fa—\Lary7 4 ¥alb—iarE—FEBBLET, Fr—3L o
Y7 4 F¥al— a3y E— FTiX. ASA |Z hostname(config)# 7' 12 > 7 & FoR L F7,

Xy NI—2 24T T 7 RARHONTE I NV—T R —%BMLET,

group-policy nameinternal

1

hostname (config) # group-policy PostureModuleGroup internal

LW N—T R o—ERELET, Z0oa~vr RE AN LE®RIZ, Zv—F K)v— =
V74 X2 lb— gy E— RO 17 b hostname(config-group-policy# 23R SV E T,
group-policy name attributes

1 -

hostname (config) # group-policy PostureModuleGroup attributes

TN—T KR —webvpn 2> 7 4 X2 bL—a v E— REKBLET, Z0a~vr KEAT
L7c#iE, RISART ASA D' r 7 PR RINET, hostname(config-group-webvpn)#
webvpn
IN—TADTRTCOA—Y =l ¥F 2T 27747 MERREY 22— AR F v rn—RRah
L9, IN—TR) =R ELET,

anyconnect modules value Secure Firewall &3 = — /L 4

anyconnect module =~ > K value [Z1X, IROMED 1 LA EEFRET D N TEE9, B
DEY 2—NVERET D581, el o~ TXEY 7,

] Secure Firewall €< 1 — JL/#RE4
dart Secure Client DART (Wi LA — h>—)L)
vpngina Secure Client SBL (12 7' A L Hijo fL )

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K




I ¥ 217%9 547> b HostScan

ATy T5

HostScan/Secure Firewall 78 X F + B5&E & .

el Secure Firewall £ 1 — L/#RER
RAF ¥ Secure Firewall 78 A 9 % /HostScan
nam Secure Client * v VUV —2 T/ A v —T %
none TN—"7 KU =53 _TOD AnyConnect &2 = — /L % Hl| B
TOHAITHER L £,
profileMgmt Secure Client & ¥ k > % /L VPN
15'] .

hostname (config-group-webvpn) # anyconnect modules value websecurity, telemetry,posture

EVa—AD1OFHIBRTAICE. BELFVWEYa— LVOEFFEEE Lo~y REEE
fELET, 22 21E, Zoa<wr RigWeb X2l T 4 EVa2a—L2HIKRLET,

hostname (config-group-webvpn) # anyconnect modules value telemetry,posture

ETar 74 F¥al—var ik 7Ty va AEVICRELET,

HLnar 74 Xalb—varPNEFICT7Tvia ARVIRESND E, [OK] £V ) Ay
T—UNRRIN, RITRTASADO T v 7 RRFRRIIET, hostname(config-group-webvpn)#

write memory

HostScan/Secure Firewall 78 X F v B E & $}

HostScan/Secure Firewall R AF ¥ N RiRA  ha v Ba—ENnbERAF ¥ 7 LT v b
EIE LT-%%21T, HRATEHT 272012, #4717 72782 KRY U—0OFE, Lua DR
DERREDS TVl FEBEBETAINERDY 9,

INHO MYy 7 OFFIIOWTIE,  [Cisco Adaptive Security Device Manager Configuration
Guides] #ZM L T, £/2, ¥F 2727 74 7 > b TOD HostScan/Secure Firewall 73 A

T ¥ OEMEDFERIZ DV CiE,  [Cisco SecureClient (including AnyConnect) Administrator Guide
EHBL TSN,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .


http://www.cisco.com/en/US/products/ps6121/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps6121/products_installation_and_configuration_guides_list.html

*27%9 547> b HostScan |
. HostScan/Secure Firewall 75 X F v B8iE &

. CLl 7w % 3 : Cisco Secure Firewall ASAVPN9.23CLI O > 7 4 XalL—> 3> HA K



s 11

REFRILAVE—T AR

ZOFETIH, VTI b RV DEREFIEZOWTHBALET,

IR RV A B —T A ZZHONT (307 <—)

BN RN A H—T 2 ADFEEFIH (308 X—)
« VTI b2 FVOERL (311 =2—)

IR R RN A U H—T = A ADEEEBRE (322 2—)

RELRILAVE—T A4 RIZDUNT

ASALX, M b RN A v H—T A A (VTI) EMEENDMMEA X —T = A A%V HR— |k
LET, R —_"=2D VPN DRV IZ, VII ZM#H L TET7HIC VPN b2 RV EERKT
TFET, VILIL, & b RmVOF&ERIZ IPsec 7' 12 7 7 A LM I & iz b— b X— A D VPN %
HAR—bLET, B — NELITHAL— NEEHTEET, VIIDLLDOHAO N T 7 4 v 7
Wb SN TETICHEE S, VII~OATI T 7 ¢ v 73BT Sz SAIC Xk » THE
TSN ET,

VTIZEHT 5282k, B S~y 707 7 EA VA RNEREL T, VX —T oA AT

VY EYTTLIENRAERY ET, TRTOVE- YT xy FEBEHL, STy 7O
TIRAVRANMIGOLMLENR R0 T, BENSERIZRD1ED, X4 TIv 7 v—T 4
Y7 7a haro—hk RXR=ZAOVPNEYVR— N TEH527T 4 v 7 VTIRHDH L, AT T
AR—=bLT T ROEL OEMEG T EHTEET,

AB T4 90\

2O0D% A TR RAREIZA TS TWDT A MNEEERHIZ, A¥T 4 v 7 VIIRE
A TEES, AET A IVNTIA v EZ—T oA ADPE, WA L Z—T = A A% b %
WY —AL LTERTDOIVLENHY T, T3 AT EITHK 1024 O VTI #EESIT 5 2 &
NTEXET, AZT 4 v I VTIA v Z—T = A ZAEAERET HITIE, VIIA v X —7 = A ADjE

o (B1e ~—) ML T EIN,

Dynamic VTI

A F w7 VITiE, A FE VPN ICEEICZE TAr—o7 IVt L E4, 41
F I w7 VTLZ., KREEARSEN T AT T RAR—7 BETOET OMREARSZ T LET,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .



RErRRLA22—Tz4R |
B rer i os—TrqzoxssE

INTDEEDAZT 4 v 7 VTR E B —DO XA F v 7 VILICE S5 Z LN TEET,

NTOWREZEETETIC, ILWAR—=7 2T IBINTE %Y, A4 FIv 7 VIIT 7 /0
Vit FATFIv I IV T T L NURNVEMESLTDIEODEAF I I ANT TR
ZAR—=7 FHRICE>TRDD LD T, L Z—Tlik, AT I v 7 VILINT T K&
RN—=7 "ARa ORI EFR—FLET,

HAFI v I VII T, IPsecA v X —T7 = A ADEIRA L AEZ 2 AEB L OEHROT-HIZ,
FAET > L— FMERENET, (KRBT L— I, VPNt v g v T L ICEEORET
THAL B —T oA AEBEINTAER L ET, ¥4I v 7 VITIE, HED IPsec EXx =V

TA4T =g EYR—FL, AR—TIZE > TIREINTZEED IPsec B L7 X —%
ZANET, ¥4I 7 VILEZX A F v 27 (DHCP) AFR—27 HHAR—FLET, ¥ A
FTI v I VTIA v H—T =2 A ZAEERT HIZIE, AT I v 7 VIIA X —T = A ADiBN
BI19 =) ZEHLTLIEIN,

ASA TVPNEY a3 DEALFI D VTl FoRILEERT A%

1. ASATHEMBT 7L — hEELET (£ 252 —T x4 Rvirtual-Templatetemplate_number
typetunnd) ,

ZOTFUFL— NI, BEO VPN By g SIEATE £,

2. ZOTTL— b E N RATA—FIZHALET, 1 DOEET 7 L— M EEED b
VRN TN—TICHMAT D ENTEET,

3. AR—=TIEI, NT LD M RVEREZRGLET,
4. /\7liXT 775"WLADEL§E?L

5 ASA L. (REAF AL — E2FEHLT, AR—Z D VPNt v 3 Ao T EICEE
TIORVAAL L E—T = A ZAZEIN/ER L £9,

6. NTIE, R T I BARAAL L E—T 2 AEBFEHA LT, AR DX AFIvIVTL b~
IV EFENL L ET,

7. IKEV2RHATVTIA v Z—T =24 AP &ET KX Z A X35 L 912, IKEv2route set interface
a<w VU RERELET, ZoF7va ik, brxavaEg LT% €42 BGP £7213/%
AE=H Y TDOVTIA v B2 —T 2 A ARO2 =% ¥ 2 NBEREMEN AN/ 3,

8. VPNL v aUBNERTTLHE, FrrUdtirEn, N7 I3ksdT 287 7 A A
H—T A ZAEHIBRLET,

REF O RILLSAVEZ—T A RADZEEEIE

AVTFXRARE—KREYISREYVY
TN = RTEIFR—FENTHET,
« VTG AZY AT R—FENEE A,

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K



| EEr FLA0E8—T4R
FEr L 1va—T420xEFE |

T7A4T794—ILE—F
N—F v K E— FOLTHE— P SHET,

BGP IPv4 & & UX IPv6 OO+ 7R —
VTI %4t L72 IPv4 B KL OVIPV6 BGP v —T o v Z & ¥ AR — b LET,

EIGRP H7R—
VTI 24 L7= IPv4 3 L OV IPv6 EIGRP v —F ¢ » %S AR— M LET,

OSPFIPv4 £ & U0 IPv6 D4 7R—
VTI 4 L7 IPv4 B L IPv6 OSPF L—F ¢ » 7 & W HR— s LET,

IPv6 DH7R—
¢IPv6 7 RLANRRESNTZ VI ZHRETEET,
s VTI D N RIVIEEIL & b U RVEERISEDOW FIZIPv6 7 RV AZRETEXET,

e RT Y IPR=Ta ZN L VIIIP (723N y hU—=27 TP X—T a3 0) O
DOHEEDLERYR—FINTWET,

¢ [Pv6 over IPv6
¢ [Pv4 over IPv6
¢ [Pv4 over IPv4

* IPv6 over IPv4

e XNV DOEETBIORGELE LTHR—FENDIDIL, FHAIPV6 7 KL 721 T9,

e URNWERTA Vv E—T oA AL IPV6 T RLAZHRETEET, horpilzm s KR
AV FELTHEMHTAT FLRAZIBETEET, BELRWEAS, T 74V Tk, U A
FNOTHID IPV6 72— T RLUAN R RV KA o hE L THEASNET,

s hUFNLE—KRZIPV6 & LTHRETEET, HELLEA. VIIZA LTIPV6 hT7 7 ¢ v
I NRV T TEES, L, BE—VTID v % VE— RiZ IPvd £ 7213 IPv6 DU
TN 7,

— BT ERDTEEE

* LAN-to-LANVPN CH A F I v 7 7 U b~ e X AT v 7 VT 2FEHT 5613
§4T\/7VHF/ZN®A#t@Li?O_®@¢i\7)7kv/7k&4f\/
INTILOWHENRT 7L D N ZATN—TE2HEHL LD LT ADICRKELET,

WONWTNNEFITTDH EE2HELREL E7,
¢ LAN-to-LAN VPN 2% A F+ 3 v 7 VITIZBITLE£7,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .



RErRLAVE—Tz4R |
REFRILAVE—T A ADEEEE

MAD N RNTN—T RO ) T ey T EERHLET,

e VII /X IPsec E— ROLTHEFHETT, ASA TGRE P XL EKRTTAHZ LITHR—
FEILTWER A,

e NRNA UV E—T oA ZAEFHTD VT 7 0 v 7 I121E, #H). BGP. OSPF., 721
EIGRP IPv4 /L — il CT& £,

CARET A I BIOETATF I v VTIOGEAIL, EHIPA X —T 2 A% VIIA X —
T2AAD P XNV —=AIPT RLVALE L THERALARWNWTLS XV,

e VII O MTU 1%, B RAMA v F—T o4 RS U TCHEBWICRESNET, 727
L. VIITZ AN LB THHEA v X —T7 =4 AMTU 288 L7240, #H LW MTU
%E%@mfétmeH%ﬁ@mbfﬂ%ﬁﬁﬁﬁmﬁéﬁgﬁﬁbiio

HAFTI v IVNTIORE, (RBT V8 AL 2 —T A AT, RESIZ RV Ex
AUHE—=T 2 A AE MTU K LET, NURAEETLA U F—T oA AEfEE LR
WA, IRT 78 AL U H—T = A AlE, ASA S VPN & v g VEREZZIF AN D%
BIEA v H—T = A ADEH MTU Zfk& L E£9,

« AXT 4 v NTILOYE, T3 AZITRK 1024 D VT #RETE £, VIIEZFHE
T, ROAEBZBEL T IEEN,

enameif ' 7 A U H —T oA A EO T, T AIRETETDHVTIOREZEXH L
e

e R— " F X RNDRALN—f B —T = A Al nameif ¥R ETHZEITTEEE A,
LERS>T, PRI EBDOA AL R—= b F v R A o F—T = A ZADOT
B> L, TDORNR—A L H—T = A ZOEITRD L EE A,

Ty N7 F— LN N04EEBR DA v E—T A AEPR—F L TVWAEETH,
VTI DEIED T T » N7 4+ — L TIIEATHEZR VLAN OFUZHIR S ET, =& %
£, 500 D VLAN ZH R —F LTWBET LD, b RAEIE 500 025 E S
TeWBRA v B —T 2 A ADEEF NI D £,

s AT I v I NTIOBFE, FAFI v ZIHERSNTTET 7 2R L 2 —T = A AD
BREGE, 1024721377 v b7 3 —2DEFHA v H—T = A AFIBRDOWT IV 7205
‘@—a—o

s VIHZIKEDNR—V a3 vl BLEOV2EZYER—FLTEY, o RIVOEET E5EIEDOM

TOT —HEZ(EIZ IPsec ZfFEHAL F4,

NAT ZEATH2MLERH DA, IKEBLWESP X7 v M, UDP~v X —|(Zh 7 &L

fbEah x4,

-IKEkJ:UIPsecO)*’E%;)T% TV E—a it NUORIVNDOT—Z N T T 4w
TR < EBEIIC S — OB TN E T, ZuZ LD, VII b R/UTHEIC

Ty LIERERIZ A D £,

o NI N—TFLNE, ETDBEHF O IKEV]I £720% IKEV2 #kBIE#HE L CEETIHD

E—HIAMENRDY FT,

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K
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vit boxnotes [l

oA M bRV T N—TDIKEV] Tk, b RAVOFEFEFRDT VX NGEAETH 55
B OIFERERETNT Ly T E— REFHTALICREENTWAEA. IPT
KL AN DL ZHEHTEET,

Wy FICRESNAHET T RLAE VIIO b RSN R B4, VII&RIE &
e~y 7OREER UYEA L X —T oA AHTFEIELZENTEET,

cVTIRRHED N T 7 4 v 7 #HHT L7, VIIA LV Z—T = A AT 7 AL— V%A
THZENTEET,

« ICMP ping |Z, VTI A > ¥ —7 = A A THR—FINET,

¢ IKEV2 %4 PRI VPN R RV DET T34 AN IKEV2 SREE RS 10— REEE L2
By ASAIFT XA AL DIKEV2 U RV EFESLTEEH A, ASANETT/NAL A LD
VPN b > RV EFESLT HITIE, BT 7734 AT config-exchange B3R % M523 2 M EE A
HYET,

e XA F v/ VILIZHA BLXWIKEV2 ¥R — M LET,

FTIHIEE
« T 74 )V NTIE, VIIBREDO N T 7 4 v 71k, X THE{bENET,

VIIA VB —T 2 A AZADT 74N DEF2V T 4 L-ULE0TT, EX=2VUTFT 0 L~Ub
ERETDHZLIITEER A,

VTI O FIRREIR

ASA IZ, VIIES{bD#%IZEX=2 VT 4 JN—7 27 (SGT) 7 —b &7y ba Ka vy
7L ET,

AT Iy 7 VILFL T Z R —FLTWEEA,
* ECMP & VRF
I TREY T
« IKEv1
* QoS
ZAFT Iy 7 VITTIE, PURARELRIBEEISNTW NG BHERA X —T (R &

Tx2— VA== LV B =T 2 f AR T XA ZADTRTDOA v Z—T = A AT, IKEV2 )
BNz £,

VTI ko RILDERK

VTI b U RNV ERET HITIE, Psec 7R —V L (FTF A7 —b®y M) Z/ERLET,
IPsec 7 R —Y L a4 25 IPsec 727 7 A IVEVER LT T, IPsec 727 7 A V&2 FD
VTIA Vv Z—T =2 A A5EERLET, UE— FETIZIE. B U IPsec 7 1R —H /LB LN IPsec

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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B rsecTok—L (F5rTE—LEY L) DM

FIE

T T ANNRTA—FERELET, SAFRIT o —T g 0%, TRTDO R R RNT A—
AMBESND LB LET,

A\

GE)  VPNBIOVII FAAL O FIZE L, MBS ¥ —7 = A L TBGP BHZER %> ASA

TIE, ROFIENFEAELET,

A B =T 2 A ANVAF 2o JIZL o TREDEFEN N ) H—Ehd &, Bilf o 2 —T =
AZTONL—FE, FLWT 75 4 72T & O BGP BERRAEEL SN2 THIRE

F9. ZOEEIZ. FRFELVIIA v F—7 = A AT S LEE A

VIIRE D~ 7 7 ¢ v 7 T 5720, VIIA V¥ —7 = A ZZT 72 A R b %55 H
THIENTEETY, IPsec P FANPLERESNDTNTONT v MIXH LT, ACL THEIE
A B =T o2 ALBA L E—T oA A% TF =y V7HTIZFHAT LI, Fr—rLays
7 4 ¥ a2 bL—3 3 F— KT sysopt connection permit-vpn 2+ > KZ A L E 7,

ACL 2F = v 7 HFIZASA 2RI D IPsec T 7 4 v 7 A X—TNITHT0DRD 2
v~ REFHTEET,

hostname(config)# sysopt connection per mit-vpn

WA v B =T 2 A AL VNTIA VB =T 2 A ZADEHX2 VT 4 L-ULR 0 DA, VII A >~
2 —7 x A AZACLDNEH STV T, same-security-traffic 23% E S AL TV 2 T HUX e » b
LEHA,

COBREERETDICIE, Fu— a7 4 X a b— g T — R Cintra-interface 5 |45 %
Fe7E L C same-security-traffic =~ > R&ET L £,

FEZOWTIE, A v X —T =AM AN T T 4 v T DFFR] (AT E=2T) (19—=2) %
ZRLTL I,

ATy T IPsec 7uiRh—H L (FFvAT7+—h By b)) ZBIMLUET,
ATFw 2 IPsec 777 A NLFBMLET,
ATv T3 VII b rAzBNL £,

IPsec 7AR—5IL (FSURTH—L Y F) DEM

N AT —bFy MI, VIIFNRAVND T 7 4 v 7 ZR#ETHT-DICHETT, Zh
Z. VPNAND NT 7 4 v 7 2T A0 X 2T Fu haltrial]) XADEy
FTHY, IPsec 7R T 7 AND—IE LTHEASNET,

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K
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IPsec 7OR—FL (F5oRT4—Lty b) oim [

1R BHHIIZ

o VILIZEHE AT T S NTZIKE Y v v 3 VARIET 2I12i%., HFHidka s —F = 15GEHEOWT
NEFHTE F9, IKEV2 Tk, FEXNFRREEF R E F—2MEH T&x £9, IKEv] & IKEV2
DELELYE, VIIIHERATA R RV T A—7 O FICEFLE S — 2R ETALERL Y
i‘a—o

« IKEvl Zffi [} L723EEAN— 2 ORFETIE, A = =—F THEHESNDL P T A RKRA B
ERRETHALENHY £, VAR XIZOWTIE, tunnel-group =2~ KT H 7 A R
A v AR RETHMERDHY £9, IKEV2 T, A =T —F L VAR EZ DI FFITHON
T, WRECEHT 5 N7 A hARA > b % tunnel-group 2~ > R CHET DM ENH D £77,

FIE

TR VT4 T = a VEHENT AT ODIKEVI F T AT —Atw M FETZILIKEV2
IPsec 7 a2 R—H L2 BIML ET,

IKEvl T A7 —A &y FEBIMLET,

cryptoipsec ikevl transform-set {transform-set-name | encryption | authentication}

1 -

ciscoasa(config) #crypto ipsec ikevl transform-set SET1 esp-aes esp-sha-hmac

encryption TiX, IPsec 7—% 70— % {R#ET 72D DK AL TN EIEE L £,
eesp-aes : AES & 128 By b F—Z AL £,
«esp-aes-192 : AES & 192 By b F—ZEH L £,
« esp-aes-256 : AES £ 256 £ b F—Z AL £,
« esp-null : KF5{k7e L,

authentication Tix, IPsec 7—# 7 H—% kT 272D DM oAb AR E L £7
e esp-md5-hmac : /N 22 7Y XA E LT MD5/HMAC-128 Z i L £,
* esp-sha-hmac : /~v ¥ = 743U XA L LT SHA/HMAC-160 i L £ 7,

* esp-none : HMAC F8FE7 L,

IKEvV2 IPsec 7't AR — /L ZBINL £97,

G¥)
10S 77y b7+ —LZOWTIE, IKEV2 Ve 77 4L a7 4 Fal— 3 E—RKTno
config-exchangerequest =~ > RZfEH L, REDKMRD AT a v %T 1 B—T7 ML ET,
FEHBIZ DUV TIE,  Thttp://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/al/sec-al-cr-book/
sec-cr-c2.html#wp3456426280] =ML T &V,

*IPsec 7R R—YLOLEIEZIEELET,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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B rsec 7007 4 Loiem

cryptoipsec ikev2 ipsec-proposal |Psec proposal name

&1

ciscoasa(config) #crypto ipsec ikev2 ipsec-proposal SET1

* crypto IPsec ikev2 ipsec-proposal 2> 7 4 ¥ 2 L—3 a3V E— R T, BX 2 UT 4 RNT A—
ZEtRELET,

protocol esp {encryption {aes| aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-256 | null} |
integrity {sha-1 | sha-256 | sha-384 | sha-512 | null}

51

ciscoasa (config-ipsec-proposal) #protocol esp encryption aes aes-192

IPsec 7O 7 74 JLMDIEN

FIE

ATv 1

ATy T2

IPsec 712 7 7 A JVIZIX. FOBBID IPsec 72 R —YFILFEFIT N T AT 54—y M
WCHHILEREX2 VT 0 o halBLlO7 AT XAREEFNLTCWET, 2Rk, 2
SOY A M VTIVPN B°7 O TE F o 7 2 FBE S A DR SN E T,

TuTrANGHERELET,

crypto ipsec profile name

1 :

ciscoasa(config) #crypto ipsec profile PROFILEl

IKEvl £/21XIKEV2 7V R —V V2R ELFET, IKEvl N T A7 3 —Ah vy MELIZIKEV2
IPsec 7' 2R —HP /L DOWTNNEEIRTE 7,

a) IKEvl N7 A7 —Ahty MERELET,

« IKEvl 7B R —F NV EFRET DL, cryptoipsec profile 2~ K %7 F— R THRD =2
Y REANLET,

set ikevl transform set set_name
Z OO SETL 1E, PARNZIER &7z IKEvE 7' m AR —H L &y KT,

ciscoasa(config-ipsec-profile) #set ikevl transform-set SET1

b) IKEV2 7 R—WILERELET,

« IKEV2 "B AR—H /LA ET HITIL, cryptoipsec profile 2~ > K ¥ 7 F— R TRD =
~r REANLET,

set ikev2 ipsec-proposal 1Psec_proposal_name

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K
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ATvT3

ATvT4

ATy TH

ATvT6

IPsec 707 7 1 JLDEM .

ZOHITIE, SET1 L. LARMIZYER & 417z IKEV2 IPsec 7' 1 iR —H /)L C9,

ciscoasa(config-ipsec-profile) #set ikev2 ipsec-proposal SET1

TE) X207 7Y vz—va yOMEZEELET,
set security-association lifetime { seconds number | kilobytes {number | unlimited} }

51

ciscoasa (config-ipsec-profile) #set security-association lifetime
seconds 120 kilobytes 10000

(LE) VTI F RLD—i%k VAR X E L TORMET S X ICRELET,
responder-only

*VTI > RNV D—ii VAR X E LTORMETHLHIICRETEET, LARVAD
HDWIL, PRV ERITF—FAERABRBLEY A,

cIKEV2 ZfEHTHLA., EXa VT4 T2 —v a4 7424 LHNE, A=
HMDIPsec 7B 7 7 ANDTA THA MELYKRELERELET, 2H2THZ LT,
4%/:%&MT®E R —FHARMEES N, FrRALDOT v DIRENMEZNVET,

« IKEvl i[9 % &, 10S D72 T v 2/ B— REZHFAR—F LT\, 108 I1E
HWIZVARUEDLOTE— RIZRY £9, ASAIX, f=v2—H kyiar, F—0OF
HERIZ2 Y £97,
e A = —2HOF—FERDORENRADEAE, VAR X DOHDOE— REfEERL T

SA DWESEZ TN T B0, VAR ZDIHDIGD IPsec 7 A 7 X A MEZHEWIFRIC LT
WIREIN 2B E F 7,

(fE&) PFS 7 v— 7% i L £, Perfect Forward Secrecy (PFS) I3, Hi&%ﬂﬁéﬂfc%ii?ﬁ
L, —Botyvary F—&4AKLET, TO—BEOEvyIar F—IC . AR
#ReDE S ORESINLE T, PFSZRET HITIEL, PFStEvy I a v F— %{%Eﬂzﬁ‘%’a[‘“ Jf
4% Diffie-Hellman ¥ —EH7 VT ZLAZERTILENDHY £, F—EHT/LITY X
Ll IPsectxF 2T 4 TV o—vay (SA) F—a24ALET, K7 V—7Ti%, B
LA ZAOBRENMEH SNE T, BERREWVIEEEX 2 U7 0 3L S E T8, LRI
<720 £7, Diffie-Hellman 7 /L — 7%, WM FOET T—HIELLERH Y 7,
set pfs { groupl4 }

i -
ciscoasa (config-ipsec-profile) # set pfs groupl4d
({EE) VTI b > R EGGR OB T 2REAE 2 ERT D P 7 A MRA v hafEELE
B
set trustpoint name

51 :

ciscoasa (config-ipsec-profile) #set trustpoint TPVTI

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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B v s—ozrz0Em

ATy 717

(EE) 2D IPsec 7277 ANDYN—Z )L— K L= 3> (RRI) #HEENCL. U
N—=Z)— A F I v IR ELET,

set reverse-route [ dynamic]

1 -

ciscoasa(config-ipsec-profile) #set reverse-route dynamic

VIl A V3 —2J 24 AMDIEN

HLWVTIA v E—T 2 A4 AMERR LT VTL h o RV EHESLT HI21T. ROFIELFETLE
7,

N

GE)

FIE

ATy I

ATy T2

ATvT3

ATy T4

W, IPSLA %% L E9, http://www.cisco.com/go/asa-config @ [ASA General Operations
Configuration Guidel] @™ [Configure Static Route Tracking] = Z M L T 7230,

TIT 4TI RANOL—ZBERATERNEEIZ N2V ET v 7 LIREEICR ST

LW A B —T = AEAFRR L E T,
interface tunnel tunnel_interface_number

M F/VID % 0~ 10413 OFFHTHE L E T, &N 10413 D VTI A X —7 = A ARHKR—
g,

1 -

ciscoasa (config) #interface tunnel 100

VTl A v Z—T = A A OL4RTEATILET,

interfacetunnel =~ K7 — T, kOa~vr RE AN LET,
nameif interface name

&1

ciscoasa(config-if) #nameif vti

VIIA v Z—T =2 A ZADIPT FLAEZ AN LET,
ip address |P addressmask

1 -

ciscoasa(config-if) #ip address 192.168.1.10 255.255.255.254

RET TP — "D T AL B —T 2 A ADIPVAT RLAEZIZIPV6 T RLAZ AL
F7,

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K
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ATy TH

ATvT6

ATy 717

ATvT8

ATvT9

viiqva—2z4z0iEm

FRA ZNCERESNTWAIEEOYHA VB —T 2 A ADIN—TF Ry I T R ZAZEIRTEX
T, BT T — " b ERENT-TXTORMBT 782 v B2 —T =4 A%, BILIPT
RL2ZHFHH>Z L2720 £1,

ip unnumbered interface-name

ipv6 unnumbered interface-name

{1

ciscoasa(config-if) #ip unnumbered loopbackl

N RNVEFTEDOA v F—T 2 A AERELET,
tunnel sourceinterface interface_name

FEETA L E—T oA AL LT MBA L Z—T oA ADN—T RN I B —T = A A%
HATxx4,

1

ciscoasa (config-if) #tunnel source interface outside

R RASEHEDIP 7 FLAZRREL £,

tunnel destination ip_address

1 :

ciscoasa(config-if) #tunnel destination 10.1.1.1
k>R b kL F— F IPsec IPv4 2% E L £7,
tunnel modeipsecipv4

51

ciscoasa (config-if) #tunnel mode ipsec ipv4

h R IPsec 70 7 7 A )V EEID B TET,

tunnel protection ipsec IPsec profile

1 -

ciscoasa(config-if) #tunnel protection ipsec Profilel

ABT 4 INTIA LV H—=T oA ADNT T 4 v 7L 7 XEHEVYTET,
tunnel protection policy acl_name

TI7EAY AN, 1 2FHIFEHEDO IV A ML EZEDDLENTEET, Z0avwy
RERELRWEA, AXT 4 v 7 VTIA X —7 A AL any-any B L 7 X 2B L £7,
T 7 # )V b OBETTY,

1 :

ciscoasa (config)# access-list Spoke-to-Hub extended permit ip 209.165.200.225
255.255.255.224 any

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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ciscoasa(config-if)# tunnel protection ipsec policy Spoke-to-Hub

51
ASA & 10S T34 ZDM D VTI kv x/b (IKEv2 #{#H) D% EH

ASAL

crypto ikev2 policy 1

encryption aes-gcm-256

integrity null

group 21

prfsha512

lifetime seconds 86400

!

crypto ipsec ikev2 ipsec-proposal gcm256
protocol esp encryption aes-gcm-256

protocol esp integrity null

!

crypto ipsec profile asa-vti

set ikev2 ipsec-proposal gcm256

!

interface Tunnel 100

nameif vti

ip address 10.10.10.1 255.255.255.254

tunnel source interface [asa-source-nameif]
tunnel destination [router-ip-address]

tunnel mode ipsec ipv4

tunnel protection ipsec profile asa-vti

!

tunnel-group [router-ip-address] ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco
ikev2 local-authentication pre-shared-key cisco
!

crypto ikev2 enable [asa-interface-name]

I0S [

!
crypto ikev2 proposal asa-vti

encryption aes-gcm-256

prfsha512

group 21

!

crypto ikev2 policy asa-vti

match address local [router-ip-address]

proposal asa-vti

!

crypto ikev2 profile asa-vti

match identity remote address [asa-ip-address] 255.255.255.255
authentication local pre-share key cisco

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K
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BAFIVINTIA B2 —T 4 ADIENM

authentication remote pre-share key cisco
no config-exchange request

!

crypto ipsec transform-set gcm256 esp-gecm 256
!

crypto ipsec profile asa-vti

set ikev2-profile asa-vti

set transform-set gcm256

!

interface tunnel 100

ip address 10.10.10.0 255.255.255.254
tunnel mode ipsec ipv4

tunnel source [router-interface]

tunnel destination [asa-ip-address]

tunnel protection ipsec profile asa-vti
!

s4+zvovmava—7z4z20Emn |

ATy 7 VILORAT o 7 b— M B 2123, ROFIREZTVET,

\}

GE)

FIE

&

TIT A TR RNNON—EZPERHTERWNWE XT3V ET v 7 LEREIZRD T

», IP SLA Z 324 L ¥ 9, http://www.cisco.com/go/asa-config @ [ASA General Operations
Configuration Guide] @ [Configure Static Route Tracking] ZZM L T 72& W,

1R BRI

IPsec 7077 ANEPT U T U NR—R AL B —T oA ANRRESNTNDHZ & 2R LE

B

HLVERT T L — R EERLET,

interface virtual-Template template_number type tunnel

template_number |%, (A7 > 7 L — MNMEHF OF ST, #PHIL 0 ~ 10413 TI,
AE=T 2 A XA T T b= MIvyy MU REBTEROMERDH Y £7, BT 7

L— FDMIANT A= TIRD &RV TH,

AU HE—T A AL
e N %)V IPsec E— K

e N XV 1Psec 70 7 7 A )L

1 -

CLI 7w % 3 : Cisco Secure Firewall ASAVPN9.23CLI O > T4 ¥alL—> 3> A K .
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ATy T2

ATvT3

ATy T4

ATy T5

ATvT6

ciscoasa(config) #interface virtual-Template 101 type tunnel

FAFT Iy VIR T T L= b A U F =T = A ADAFEEE L T,
interface =7 4 ¥al—3 a2 = KT, ROa~v> REHHLET,
nameif interface_name

ASA VL, AT 7 & A A X —7 = A A% <Mrtual_Template_name> va<n> & L CEIJIC/ERR
LET, 2ExE BT 7 L— FOARINAVTI DA, BT 78 AAL v H—T = A
AL dVTIN01 val, dVTIIO0l va2 72 K272 0 £9°, (RKMET 7' L— NEEET L5681
shutdown 2=~ > REFEH L CEET 7L — 2o v v ME U T D0ERDH Y iﬁ“o

51

ciscoasa(config-if) #nameif dVTI101

RAET T L— NIRRT AHA v B —T 2 A ZADIPVAT RLAET-IZIPv6 7 RLAZREL
e

ip unnumbered interface-name

ipv6 unnumbered interface-name

RETF T L— NN, [FBEOWBA L X —T oA ZADIPT RLAFELITITFT AL RTEHESN
TV—T R 7T RLAZMEATEET, T 7L — b ER SN =T X CORAET 7
AL E—T oA AT, FICLIPT RLAZE LI LIZRD £9,

11 -
ciscoasa(config-if) #ip unnumbered loopbackl
EE) PRV EETA v —T = AEEELET,
tunnéel sourceinterface interface_name
HETXA L E—T oA RFX, WA —T 2 A ADPN—T Ry 7 L X —T =2 ATT,

ASA X, MY RAVEFILIP T RLAL L TEHRESINTEA VF—T A ANEDAH VPN & v
VarvEREZIFIANET, TOAH—T oA AEEELRWIES. ASAIXMEEDA X —
T2 A ANBZELIE VPN By va v EREZITANET, (RET 78RS F—T x4 R
T, RESNIZ U RIVRETA v X —T = A ADH MTU 2K L£4, B4 7y a
EHINC LR WSS, T 7 AL v Z—T = A A%, ASA X VPN & v g BERAZ (T
ANNDIEETTA V2 —T = A ANDH MTU ZfkK L £,

1 -

ciscoasa(config-if) #tunnel source interface outsidel
bR ARET— RE IPv4 £720131Pv6 & LCTHREL £7°,
tunnel modeipsec {ipv4 | ipv6}

1

ciscoasa(config-if) #tunnel mode ipsec ipv4

Mo RIZ IPsec 70 7 7 A NV EEID Y CTES,

tunnel protection ipsec profileipsec_profile

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K
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ATy 717

ATvT8

s4+zvovmava—7z4z20Emn |

ZDIPsec TR T 7 AT, ORI — 9 B IPSec/IKE /X5 XA — 2 B3 E L
\iﬁqo

5l

1iscoasa(config—if)#tunnel protection ipsec profile Profilel

AT 7 Lv— & h AT N—FITHEA L ET,

tunnel-group tunnel_group_name type type

tunnel-group tunnel_group name ipsec-attributes

virtual-template template_number

[ UAAET > 7 L— b &2 D S R AT A—FICERT A 2 LR TEET, ASAIL, (RART

VAL —REHEALT, VPNt gy D EIEBORET 7B AL X —T = A RAEVERKR L
ij‘o

1

ciscoasa (config) #tunnel-group DVTI_spokel type ipsec-121
ciscoasa (config) #tunnel-group DVTI_spokel ipsec-attributes
ciscoasa (config-tunnel-ipsec) #virtual-template 101

NN TN—=TDEAFT I IN—TFT 4 TG LET,
tunnel-group tunnel_group name ipsec-attributes
ikev2 route accept any

ikev2 route set interface

ikev2routeaccept any =~ > RZMH9 5 &, ASA L. IKEV2 ZHHFIZZE LT _XTD b
ANA B =T 2 A AP T RLRAEZIFTAND Z ENARBIZARVET, 774/ KT, 20D
F7va NIAEDTR o THET,

ikev2routesetinterface=~ > Ra{Ef9 5 &, ASAIL. IKEV2AZHAFIZ hopbAf v X —T =
AADIPT RLVAZEETELLH5CRVES, 204 T a2k, BGP N b Lk
HCHBET AT 0OD VTI A v Z—T = A A D2 =% % 2 FEEFREMENEIN/ Y 97,

BGP/OSPF/EIGRP Z I L C, bR TN—T 2% L CEIL—T 4 T REDT /2> T
F9, T T L= ERE LT, VII F X Z2 0 L TT AL AOZAF 2 v 7 VTI
NI4T EN—T 4 TFTHEINN—T 4 IR —%RETDHLERDY 7, F
72 B b ENTZ N T 7 4 v P B THT VA ba— L — L ERETHLENRHY
3

1 -

ciscoasa (config) #tunnel-group DVTI_spokel ipsec-attributes
ciscoasa(config-tunnel-ipsec) #ikev2 route set interface
ciscoasa (config-tunnel-ipsec) #ikev2 route accept any
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B merosxiso8—oq2088EEE

{18

ko RILA R —T 24 ADIEEERERE

R

J1)—
S

HEEEHR

AT I v 7R~
INA L HE—T A A
DY R—F

9.19(1)

AT I 7 VIIEEHKL, FNEFEHLT, NI T RAR—7 hARr P T/L— b
NR=Z2DH A FME VPN ZFRETEET, ¥4I v 7 VILIL, KEEREEMT
TT7 v RAR—=VEHTOET OMRERSH I LET, NTOEBORAZT v

VTR Z B —D XA F I v 7 VIICEZ WA D Z LN TEET, NTOHKREER
BT, FILOWAR—=Z 27BN TEET,

FR/EE SN2~ K :interfacevirtual-Template, ip unnumbered, ipv6
unnumbered. tunnel protection ipsec policy

OSPF IPv4 35 X OV IPv6
DY AR— b

9.19(1)

VTI #H1 D OSPF IPv4 33 X OV IPv6 v—TF ¢ 77 v harzdiR—hLET,

EIGRP O # 74— k

9.19(1)

VTI #H @ EIGRP IPv4 3 XN IPv6 /v —TF 7 7m0 ha vz R— K LET,

ART 4T RBIOS
AT I v 7 VTID/)—
TNy P A H—T x
A ADHR— |k

9.19(1)

N—T Ny 7 A B =T 2 A ZAZVNTIOKEBFITLA v F—T oA AL LTHETEDH L
NI F LT, HICERESNIZIP T RLADRDVIZ, V=T Ry T 2 F—
Tz A ANGLIPT RUAZMATHHAR—FbBMENE LT, V—T Ry A
H—T A AF, NABEEOTRITKESLEET, A X —T oA ARL T LT
B N—T NI A H =T 2 AZEVYBTHNIP T RLAZEFH L TTRT
DAV E—T 2 ATV BATEET,

PFH/AEE SN2~ K : tunnel sourceinterface, ip unnumbered, ipv6 unnumbered

o—H)L kL ID
DY R— |k

9.17(1)

ASA 1T, ASA 7\ NAT OEF%IZHEID IPsec kv 1V %$FH, Cisco Umbrella Secure
Internet Gateway (SIG) |Z#i C&XH L9195, —EOR—I/L F RV ID &4
AR—=FLTWET, 2=V IDIE, TXTO LD 7a—sL 1D TiER<,
IKEV2 > RV T LI —EDOID 2% ET DI I ET,

FH/AEF SN 7-2~ 2 K : local-identity-from-cryptomap .

ART 4 7 NVNTITD
IPv6 OV R — k

9.16(1)

ASAE., B N RfNA v H—T x4 A (VTI) OFRETIPV6 T RLAZHHR—FL
,Cl/\ij‘o

VTI F U RIVEETEA v H—T = A A2, bRV RRA v bELTHERAT S
EIOICRETEDLIPVOT RLAZRETEET, MRV EEILA VF—T = A AT
BEDIPV6 T RLANRSLGEIX, EHTL27 FLAZEETEET, BELRWY
BlE. VA RDEYIDIPv6 Va0 — LT RLANRFT 7 4L hCHEHSET,

ko T — RiZ, IPv4 F721LIPV6 DWT N TY, 7272 L. FoRET7 7T 4
T BT, VII TRESNTWDIPT RLAZA T LRI THOIMNERDH Y £
o IPV6 7 RL AL, VIIOD b RIVIEEITEA F—T = A AE 2T b 2565 A
VE—T oA AZEIV Y THIENTEET,

B/ X 7=~ K : tunnd sourceinterface, tunnel destination. tunnel mode
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| EEr FLA0E8—T4R

wE Lo va—T 1 20ueEE ]

ZxzA A (VII) O
A—k

HEES 1) 1) — | BETER
z
FNA AHT=0 1024 19.16(1) | F /834 ZTRETE D VTI DRI, 100 HH 5 1024 [EICEM L E L7,
PR T N7 B IMEE R B A 2 F =T =g AEPH— L TOBHATS,
- VTI DBITF DT T v F 7 — L TREWHEZR VLAN OBICHIR S hET, 7-& %
IX. ASA 5510 1% 100 fE> VLAN %7K — kL TCWBH7=8, kom0 100 5%
ESINTWERA o H—T 2 ADEEFI W T=HITe ) £,
/AR ISNFFav R L
VTI CODHCP Y L— |9.14(1) |ASAIE, A > X —T oA A% d HDHCP U L —H— _R—L LTVTIAf V' F—7 =
P—R—DHPR— k A AEHRETDHZ EEAREICLET,
WD a~y RPNEF I E L7z, dheprelay server ip_address vti_ifc_name,
VTI T® IKEv2, :ERH |9-8(1) [FAR b pb A 2 —T = A A (VID 1. BGP GFRY VTD ZVHR— b3+ 5 k91
EAR-RGEE, BLOY BMOFELE, AU RTay T—RENS, TA TV T 4 £— KT, IKEV2 &2
ACL OH%R— | HAT&EFET, IPsec 727 7 ANV FTAMKA LV MERETHZ EITLD, FEAE
R—ZAOWFEEEHATEET, 7o, AWV T 7400574020 07T 5
access-group 2~ RZMFHL T, VII EC7 72 VA 2T b TEF
TO
[Psec 7277 A NDaLy T fFal— gy F—RIkOavwy RPREAIREL
7z, set trustpoint
RAB A v Z—(97.(1) |ASA DS, REB R A v Z—T A Z (VI EREINAEH LWGHEA ¥ —7 =

A Ak THfbENE LTz, VINIET ~DO VPN b a2 RTT-DICHH I E
T ZAUE. PRV OEREIRIZESE STV D IPsec 71 7 7 A VEFIH Lo b—
K _R—=ZD VPN ZHR—FLET, VIIZHEHATLZ LIk, HHEE~ Y70
TIEAVAMEHRELTA L H =T 2 A Ry B T T 5T ENRETRD F
R

WD a<y RPREAINE L7z, ayptoipsecprofile, interfacetunne., responder-only.

set ikevl transform-set, set pfs. set security-association lifetime, tunnel destination,
tunnel modeipsec. tunnel protection ipsec profile. tunnel sourceinterface,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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5 12 =

VPN )45V E8 AAA H—/N\—DERE

« SN AAA H— R =2 DT (325 X—Y)

« SN AAA H—R—%AEHT DO TTA KT A4 (326 ~—2)

« EHGEHERGEORE (326 2—)

« VPN @ LDAP #FrIDXE (328 ~X—)

* Active Directory/LDAP VPN U E— k 7 7 - ZAFFa[OfF] (344 ~—)

5% &8 AAA H—/X\—[ZDIVT

Z D ASA X, #MT O LDAP. RADIUS., TACACS+ V- — _S—Zffifl LT, ASA DFR:E, -7,
THATT 407 (AAA) ZVAR— T HLIITRETEET, NP AAA —"—1F, B&IE
SINTT 7R LR AEA L ET, MR — =2 T 5 L DI ASA ZERET DAL
2. Y722 ASAFFRI B AR E L COAMTAAA Y —R—%2 B E L., TNHDOREOY 71 v k
MOREEDT 7| ARG 2l 2 Oa—H — |28 Y THRLERH Y F7,

HFRIEMEDOR O—ERDHE

ASA X, =—V—FEM: (22— —HRFEmEa—F—HERE bFEEN D) %2 VPN #5612
WHT 27200 W DD HEZYR—F L TWET, ASAZHRTEL T, ROWTNHDHL I
Gbthoa—V—EErifG £,

cASADEAFI v TUEARY — (DAP)

« SN RADIUS #7213 LDAP GRGEFS K OFF [ —/3— (B L OO )

cASA DT N—T K v—
ASARTRTOY —ANbLEEEZET L L. TROORBMETFHES L TEN S, 2—F—
AV —lZElEsnE T, BIEOCH TEENH 256, DAP BYESELINET,
ASA IZRDNEFF ClEMEZ#EH L E7,

1. ASA E® DAP EME : N—T 3 2 8.0Q2) CEAINZZOEMIX, Lo EOEMEL D LE
ENFET, DAPNTY v/ ~—27 £7ITURL U A MERELELAIE, J—F KU
V—TEREINTNWDL T v/ ~—7URL Y A ML bEEInET,

CLI 7w % 3 : Cisco Secure Firewall ASAVPN9.23CLI O > T4 ¥alL—> 3> A K .
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B ssans——2ERT2BOHA FSA

2. AAA'H‘%/\%J:@:L%'B‘%ETi : :L“"]j‘ pmn mu T7§ Ekyjj—é CE ‘B‘%/\“‘Z))E" O)E
ERRINET, ZHL6DOBMAE. ASA DT —H /L AAA T —F X— 2 T4 D2 —F —
ICHRESNTWBENE (ASDM O2—H— T A b)) EREILARANVEIICLTLEE
A%

3. ASATCREINTWVWBZNL—T R ¥ — : RADIUS Y — "— 5 2 —%—|Z% L TRADIUS
CLASS J& £ IETF-Class-25 (OU=group-policy) OB IR 723545, ASAIZE D2 —H—
ZRICARIO V=R —IZREL, ZTOIN—T R —DREMED S B, P—r—
MHRS NN D& LET,

LDAP ¥ —R—TiL, fLFEDOBEBU L ZHERA L Ty a v DI NV—TF R) o —%RETE
F9. ASA RITEEINT- LDAP Bt~ v 712X - T, LDAP B2 Cisco J@ 1
IETF-Radius-Class |Z~ v B> 7 & E 1,

4, i Ta 7740 (CLITIE Thoxn Z0—7) IR ET) ICk-oTEIV Y THA
T2 N—T R — BT 0 T 7 A VT, R OFERRENEG ENTWDHIEN, REE
A=Y —IZ#EHEINDT 74NV DT N—T R o—NEFENTWET, ASA T8
HLTWETRTCO2—Y =T, BN DT NV—TIZFBLET, 2O/ N—7 T,
DAP, H—N"—Mnbi RSN a2 —F—E, 2—F—ZEV LY TonNTWnDH I L—T K

ZixeWEEnRit s E T,

5. ASA CEIW Y CToHbni=T 74NV DI )NV—7 K — (DtGrpPolicy) : ¥ AT LADT
7 3V NEPEX, DAP, a—H—@E, I —7 R o—, HET e 7 7 A LV TRELT
WAHIEA SR L E 7,

5 ER AAA H—N\—F AT EEDHA K514

ERGLEAE

ASA IZ, BED ID Tid/e < B4 I E ST LDAP B4 /A L4, RADIUS B, 4
A CIEAa< BB ID Ik CGEAsnET,

ASDM /X— 3 7.0 D LDAP B 121X, ¢VPN3000 7'V 7 v 7 ANEENTWEJ, ASDM
N—T g T1UBETIE., 207V 7 0 v 7 AFHIBRESATHET,

LDAP J&:i%. RADIUS DE(ZFH STV 5 RADIUS BEDY 7€~ F T,

SHE Y —]
=Ry IE 0) IZIXI:E
t%;77§47yb$L7§47bembn»&mmﬁ&?%?ykfmk:w%ﬁ%
LT, Byvar I ICEEORGEERIECED OV E Lz, m&2E, vV iERE

DREITTEPEFED CA & —HT D2 ETT N, ANRENLTBEINTZTAAA ATHDHZ &%
R TEET,

BRGENITA 7 S a VAT B L | FEII 8 U~ & & ot — 7 OO R TR RE A A
BIZ/ 0 £, ZOAT Y3 BRI, B TR S OBOEYHRIE LT 2 &
WTEE A,
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| VPN D488 AAA H—R—DEE

aganE1—v—20zzE [

\)

GE) #HEOERAE

73]

mm

ThoHied, ZOMEETIZ ¥% 272 74 7 b Start Before Logon (SBL) i T& £+
/\Jo

ug Zix~ //nE%iCE:L“"H‘%EE%E (if_ iZOO):L**ﬁ‘ HE%%) 75\‘\‘,[\4\?

A—PF—ZDHEFAN T 4 —/L R TlE, 2OHD (:L*"*j:*‘) SERHED 7 ¢ — L RAfiEAT L,
AAA B L UGFIAEZRGERE OB CLIBED AAAFRFEICERT5 2 &3 TxFEd, 7T A4~V
LB ) DO SGFOFEMANOZ—F—41X, W7 ITAT 2 MPbRELIZ22HD (22—
P—) FEAENLREINE T,

9.14(1) LARE, ASA Ti, BEGEAERGEZHE L, Bl 72I3dFalic e — Y —Z OFRIA T
F7va VEMHT AGAIC. 774”\7)&—47L %%i@\kﬁ/&)i—‘&—%%ﬂi%ﬁ‘é
AFAEZEE CE T, FEIC OV TR, FEEGEHEL -V -2 ORE 3273—) 25K
LTLEEN,

%Eéﬁnﬂ:‘% EA}EHET i 20@nﬂ£%£ﬁ)ubuméhi‘a— 77/])7/ }‘75 ’5 'f;:u LtZ’DEO) (:l‘—‘
P—) FEHEIT, FRIANB L OGEHER RO 22— —H DT T4~V BLIPEH F ) 22—
P—RI K DT RS CT,

SAML |2 X 5 HGEHERFE DX ETE 7,
E%T?@mmﬁwebvpn)a i %Eﬁnﬂ:%%ﬁ?ni@j—7 =] /{/Eu &)%) J: 9 ﬁ%éﬂi‘i

tunnel-group <name> webvpn-attributes

authentication {aaa [certificate | multiple-certificate] | multiple-certificate [aaa |

saml] | saml [certificate | multiple-certificate]}

BHGEERBRE T, € OEHIT 2 R8GET 2 12 DI SNREED 7 ¢ —/b FIZHESW0

TRY —IREEATO 2N TEET, BEGEAERETICZ 94T FhrbRfELIL2—

V=B LU ORPEEDAP 2 — R, GEREDT 4 =L FIZESN TR 2 —%&
RETHI LN TEET, R IT2 I ELBEE TV — L Z2RETE L L IICH AT

\/777ﬁxf)/—(m@)%ﬁﬁbf@ﬁ&%%ﬁ&%ﬁ%?é (%, TASA VPN

ASDM Configuration Guide] ®i#8172 Y UV — A @ [AddMultiple Certifi cateAuthentlcation to DAP|

EZRLTIES N,

EIRAE D —H—ZDEKTE

ASA 9.14(1) Ti, AEE T O T T4 v a—HF—LB IO o XV a—F—4 L L
T ASA THEHT 2 XENH LFEEFELRET DD OF Lna~vy R EASNE L, @R
REETITFFRINT A — X 2B T 572912, SSL £7/21L IKE THE SN~ gE#E (1o
HOEAE) 2 T, 72747 Mnboa—Y—iEHE Q SHOGERE) 24 H7
DINERETEET, ZOF T ad, ¥ A 7 (aaa. certificate, E721%
multiple-certificate) IZBRZ2 <, EED o RV TN —F B L ORRETEET, 272
L. FERIE. EEGEEEGE (multlplecertlflcateitiaaamultlplecertlflcate) IRLToO
HANEIRD ET, ZOFT Y a UPNEHGEREFRIECEH SR WAL, 2 DHOFERE
DT 74 ke UTRREE ZIEFFIcfE R S E 7,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .


http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html

B venowar sE0zE

=3
ATy T

ATy T2
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1OHDOFEAEFEL 2OHDFERED EHL LD T T4 ~ ) a—Y =2 2T 20 E2HELET,

user name-from-certificate-choice {fir st-certificate | second-certificate}

1 DHOFEHE L 2OHDFEAEFED EL LD N 7 ) a— =LA EHT20E2BELET,

secondary-user name-from-certificate-choice {fir st-certificate | second-certificate}

1

tunnel-group tgl webvpn-attributes

authentication aaa multiple-certificate

pre-fill-username client

secondary-pre-fill-username client

tunnel-group tgl type remote-access

tunnel-group tgl general-attributes
secondary-authentication-server-group LOCAL
username-from-certificate-choice first-certificate
secondary-username-from-certificate-choice first-certificate

VPN @ LDAP 5] D% TE

FIE

&

VPN 7 7 £ AD 1D LDAP fBFED T % & . ASA 13 LDAP J& % IX " LDAP ¥—/3—(C
LTy —&ETLET, W@HINLORIEICIE, VPNE Yy v a A S 3BT —
INEENET,

*@%T%ﬁ“fbki%@ﬁﬁéﬁT%HMP?4V7FUﬁ%N%#%W%Té’kﬁ
VERGENS Y 3, 728 20E, FRAECSDI £/ FFEHES — =2 H L TV 554, R
AERIIR SN ET AL, ZOHAE, 22—V =B TIL, FIEORNBRIZLDAPT 4 L7 R U O

2 ) —%FZTT DD, BEEERAIL2 DDA T v 7 TITbivET,

LDAP #fEfH L7z VPN = —H —FFr 2R ET DI, WOFNEEFITLET,

AAA Y — "= T —T EAER L £ T,
aaa-server server_group protocol {ldap | nt | radius| sdi | tacacs+}

&1

hostname (config) # aaa-server servergroupl protocol ldap
hostname (config-aaa-server-group)
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| VPN D518 AAA H—/3—

ATy T2

ATvT3

ATy T4

ven o> oAP a0 E ]

remotegrp & VNI LETD IPsec VE— K T 7R hopb TA—T%ERLET,
tunnel-group groupname

&1

hostname (config) # tunnel-group remotegrp

== T N—T L N TN—T BT T,
tunnel-group groupname gener al-attributes

1 -

hostname (config) # tunnel-group remotegrp general-attributes

LIRIPERR LIZZ8RED 720 D AAA H—3— Z)L—FIZH LW b b Z—7 %80 4T %
j—o
authorization-server-group group-tag

51

hostname (config-general) # authorization-server-group ldap dir 1

1

RIZ, LDAP #fEH L2 —H—FFriz AT o a~y RoflzmLET, 2O
TlX., RAVPN E WO ARTD IPsec VE— bk 77 A b Z—T%{ER L, 7
TIHERL L TH DFF A H D LDAP AAA Hr—/N— T )L—TIZZDHF L h RV 7 —
TEED YT TNET,

hostname
hostname
hostname
hostname

config)# tunnel-group RAVPN type remote-access

config) # tunnel-group RAVPN general-attributes
config-general)# authorization-server-group (inside) LDAP
config-general) #

COBENET Lib, KOavY FEANLT, FALI b R2AT—F, Fqb
7 WY BEOWIAA, T4 Lo U RROFIR L, EMO LDAP FAST A — 5 %
BETEET,

hostname
hostname
hostname

config) # aaa-server LDAP protocol ldap

config-aaa-server-group) # aaa-server LDAP (inside) host 10.0.2.128
config-aaa-server-host)# ldap-base-dn DC=AD,DC=LAB,DC=COM
config-aaa-server-host)# ldap-group-base-dn DC=AD,DC=LAB,DC=COM
config-aaa-server-host)# ldap-scope subtree
config-aaa-server-host)# ldap-login-dn AD\cisco
config-aaa-server-host)# ldap-login-password ciscol23
config-aaa-server-host)# ldap-over-ssl enable

hostname
hostname
hostname
hostname
hostname
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B rsawsrmozs

hostname (config-aaa-server-host) # server-type microsoft

ASA LDAP LD E &

ZDE Vv a T, LDAP AV-pair BYED L % v 7 ADEZEFEICOVWTHBHLET, &
DIEBRBEENTVET,

« LDAP #Fn[ CTHAR— h Z3L TV 5 Cisco @M (330 *—)
s Cisco-AV-Pair JETEDRESC (343 _X—7)

e Cisco-AV-Pair ® ACL ffil (344 ~=—73)

)
GE)  ASA L. BUED ID T3 B4 ICESW T LDAP EBIEEEH LE T, — 7. RADIUS B
Wik, AT TRl ID MEA SN £,

AT, HERFEZIIEEAEHIT 270 222B L Ed, BiabF /2GRy — =L 1L T
EFRESNTWD LDAP —— %, HEREZITENE GRESNTWVWDLIES) A LET,

ASDM /38— 5 o 7.0 D LDAP EMEIZIX. cVPN3000 'L 7 4 v 7 ARG ENTWET, V7
KT 27 N—=a v 71 BETIE, 2077 4 v 7 23RS TOET,

LDAP ¥Rl THR— kSN TLV5 Cisco BT

Zot s 3 Tl ASA 5500, VPN3000 =k hL—% 3 LUNPIX 500 & U — X ASA
THEHINLI®RMEDOY A M2 R LET, ZTORIZIE, VPN3000 2 R L—FBILUPIX
500 U —XASA COREMYF— MEROEENTWHET, T, ZDOLIRT A 2D
HEDEEFHATEE Y NV =7 2R ETHDITHELLET,

= 14: ASA DY LDAPE5 0] THR— 3 % Cisco Bk

P NI% 3

=E<ILF
B4 VPN 3000 | ASA PIX BX/247 |E BMEE
Access-Hours Y Y Y LA vV | time-range D4 |

(Business-Hours 73 &)
AllowNetwork-Extension- | Y Y Y 7 — )L TN 0=T 4—T
Mode N N
l=AF—7)b

Authenticated- User-Idle- | Y Y Y LS T |1~ 35791394 4y
Timeout
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| VPN D488 AAA H—R—DEE

LDAP 358 THHK— k ShT L3 Cisco Bt [}

DUTIVE
f=lE=<ILF
B4 VPN 3000 | ASA PIX Bx/247 |E BEaiziE
Authorization-Required | Y LiESg U7 0= L
1=7%
Authorization-Type | Y Ly U 0= 1L
1 =RADIUS
2=LDAP
Bannerl Y Y Y bl YN |2 TFAT Y MU ASSLVPN, 7 JA
7 >k SSLVPN, BX O IPSec 7 7
AT ¥ NONF—IFF,
Banner2 Y Y Y Pl YN |2 FA4 T ML ASSLVPN, 7 74
7>k SSL VPN, X IPSec 7 7
AT > RO F =T,
Cisco-AV-Pair Y Y Y ==l [~ /LT WROERDA 7 T v h3FH
(Multi) ] [Prefix] [Action] [Protocol] [Source]
[ Source Wildcard Mask] [ Destination]
[ Destination Wi dcard Mask]
[ Established] [Log] [Operator] [Port]
FEAMZOWTIE,  [Cisco AV X7 &
Moo 2y 7 A Ov7varz
ZIL T3,
Cisco-IP-Phone-Bypass | Y Y Y FH TN | 0=T 4—T
=14 %—7 /L
Cisco-LEAP-Bypass | Y Y Y DSk TN | 0=T 4 —T L
l=AF—=7
Client-Intercept-DHCP- | Y Y Y 7 — TN |0=T 4 B—T N
Configure-Msg . .
l=A4x—7T)
Gt Type\esndimirg | Y Y Y XFF YU UM |IPsec VPN 2 G4 72 hOS—Ta
T kg LTS
Confidence-Interval | Y Y Y et U7 110 ~ 300 b
DHCP-Network-Scope | Y peE Yo |IPT KL A

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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SUNE
=l1E<ILF
B4 VPN 3000 | ASA PIX Bx/447 |E B3EME
DN-Field Y Y Y ST U | BEhE - UID, OU, O, CN, L.
SP, C. EA, T. N, GN, SN, I,
GENQ. DNQ. SER,
use-entire-name,
Firewall-ACL-In Y Y ezl TN | TZEAYAKNID
Firewall-ACL-Out Y Y S| YN |\ 778 AUARNID
Group-Policy Y Y bl o | VE—KMTIZ7EAVPNEY 3
DIN—F R —ZHELET,
N—3 g 82 LI T,
IETF-Radius-Class Dt 0 (2 Z DJg
WEFEHLET, KO3 O>OERD
W EFEHTEET,
o« SN—TF R —4
QU= L—7 R v —4
QU= NV—TF KUY —4 .
IE-Proxy-Bypass-Local 7—)L TN 0=F 4 k8—T
l=A4%—T v
TE-Proxy-Exception-List &=l 7N |IDNS RAAL DU A, =2 hJE
AT —4 A (\n) TRRYIS
VERH Y £97,
IE-Proxy-Method |Y Y Y HEH TN 1= aFURERZEE LN
2= FUEMERA LR
3= HEhkH
A=ASAREEMEHT S
IE-Proxy-Server |Y Y Y et U |IPT RL A
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| VPN D488 AAA H—R—DEE
LDAP 358 THHK— k ShT L3 Cisco Bt [}

SUTLE
=< ILF
B4 VPN 3000 | ASA PIX Bx/247 |E AulE
IETF-Radius-Class | Y Y Y T VE—KRTI7EBAVPN LY g

DIN—F R —%RELET,
N— g 82 LI TIT
[ETF-Radius-Class DXV 22 DE
MWEFEHLET, RO 3 S>OEXD
W EFEHTE £,

«c TN—T RY —4%

« QU= V)L —7 R o —4

COU= Z—TF KU o4 -

IETF-Radius-Filter-Id | Y Y Y a2l U |ASA TEESINEZT Z7EAD A B
%, ZIUHOFREIX, VPN UE— |k
TIOR3 A4T b, IPSec 7 T
AT BERSSLZ 747 b
DR ETHEA SN ET,

ElFRadishantPAdks | Y Y Y SCFH YU |IPT RV A, ZRHOREIX, VPN
VE—RNT 78R IZIA4T 2,
IPSec 7 7 A 7> h, BELWSSL 7
TA TV NOBREICHEASINET,

ElFReci shizmedPNanek | Y Y Y pe N |IPTRLASRZ, ZTHHDOHRTE
¥, VPN UE— K727 &R 754
T b, IPSecZ7 747 b, BLY
SSL 7 747> FOEREIZHEA I

£
IETFRadivsIdle- Timeout | Y Y Y ek 7 | Seconds
[ETFRadus-Service Type | Y Y Y LS g v 2 |1=Login

2 = Framed

5=VF—hF TR
6 = Administrative

7=NAS Va7 k

[ETFRadsSeson Timaat | Y Y Y et v | Seconds
IKE-Keep-Alives |Y Y Y 7 —)L TN 0=T 4—T
l=A%—7L

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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B war Ty R— P AT S Cisco it

SUNE
=lE<ILF
B4 VPN 3000 | ASA PIX Bx/447 |E BuiE
Psco-AllowPasswdStore | Y Y Y 7 — YT 0=F 4=
l=ARx—=7
IPsec-Authentication | Y Y Y DiES i U o= L
1 = RADIUS

2=LDAP (GBF D7)
3=NT RA AV
4=SDI (RSA)

5=

6 = RADIUS with Expiry
7 = Active Directory

IPsec-Auth-On-Rekey | Y Y Y 7 — TN 0=T4—T
=4 x%—7 )b

IPsecBackup-ServerList | Y Y Y b=l TN | = R—=TF L&A (AN—RRXY]
D)

IPsec-Backup-Servers | Y Y Y el VU 1= TFA T MRERELEZY A NE
HEH+ 2

2= AT VRANET 4 E—
T LTHET S

3= I T T ==X %

EHT %

IPsec-Client-Firewall Fitter- | Y SRS TN N ITGAT N7 AT U —IL R

Name Vo—L L TEETDHT A NE DL
AiEHEELET,

PscoClient-FirewallFiter- | Y Y Y L U 0= M2E

Optional i
=73

[Psec-Default-Domain | Y Y Y el TN | TTAT Y NMIEETAHLIODT T ¢
NV RAAL A ERBELET 1~
255 30F)

PecBaardAuhOnRdey Y Y SCFH TN | SUFS

. CLI 7% 3 : Cisco Secure Firewall ASAVPN9.23CLI O > 4 ¥al—a> HA K



| VPN D488 AAA H—R—DEE
LDAP 358 THHK— k ShT L3 Cisco Bt [}

SUTLVE
=I1E<ILF
B4 VPN 3000 | ASA PIX Bx/447 |E BuiE
IPsecdKE PeerID- Check | Y Y Y Hop SurL 1=

2= TREHETYHR— FEND5E
3=F=zv7 LN

IPsec-IP-Compression | Y Y Y R YN 0=F 4 k=T L
l=A4F3%—7 )b
IPsec-Mode-Config | Y Y Y 7 — )L U 0=F 44—
l=A4%—7
IPsec-Over-UDP | Y Y Y T —)L TN 0=T 4 =TV
l=A4%—7L
IPsec-Over-UDP-Port | Y Y Y HE 70 14001 ~ 49151, T 7 /b B iE 10000,
ReRepe btfodCptly | Y Y Y i U l0=7L

1=V %F— b FW Are-You-There
(AYT) CTEFRINTNDHRY v—

2 = Policy pushed CPP
4= —R—=InHDRY —

IPsec-Sec-Association | Y ] YUV kX2 VT 4 T a D4
Al

TPsec-Split DNS-Names | Y Y Y vl TN NI TAT Y MR ET XY
RAAL DY A MEEELET (1
~ 255 3LF)

TPsec-Splie TunnelingPolicy | Y Y Y e TN |0=FTRTE IR T

1=A7Y s horxU s
2=1—H/LLAN Z#n]

IPsec-Split-Tunnel-List | Y Y Y P&l YU ATy b PURADEEZEY A NE
SR L=ry U= FET7 7
A YA MNDOLHIZRELET,

IPsec-Tunnel-Type | Y Y Y A > 7' |1 =LAN-to-LAN
2=UF—=h T 7R

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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VPN D588 ARA H—\—0EE |

DUTIVE
f=lE<ILF
e VPN 3000 | ASA PIX BX/247 |E BIGE
L2TP-Encryption |Y Iy U By kT
1 = B2 A BE
2=40 v k
4=128 E' v b
8= A7 — L ANNEE
15=40/128 £ F THi 5t/ A7 — b
VA EL
L2TPMPPC.Compresson | Y gy TN 0=T 4 =T
l=A =7V
MS-Client-SubnetMask | Y el YU |IPT RLA
PFS-Required Y Y 7= YU 0= L7
1=7%
Port-Forwarding-Name | Y Y pasd U | &RTOSTER (]
[Corporate-Apps] )
PPTP-Encryption ||\ DSk U By by
1 =g s B
2=40 v k
4=128 £ v b
8= AT — F L AN WLE
il
15=40/128 £ F THE (/AT — |
U ADSAEL
PPTPMVPPC.Compresson | Y I YU 0=TFT 4 =T
l=A4%—7L
Primary-DNS Y Y Y pa=vil TN |IPT KL A
Primary-WINS Y Y Y S N |IPT RL A
Privilege-Level Lcey TN 2= E, 0~ 15

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K



| VPN D488 AAA H—R—DEE
LDAP 358 THHK— k ShT L3 Cisco Bt [}

PN 3
=< ILF
B4 VPN 3000 | ASA PIX Bx/247 |E AulE
Required-Client- |Y Y Y L& 7 |1=3 A3 (Cisco Integrated Client %
Firewall-Vendor-Code &)
2 =Zone Labs

3 = NetworkICE
4 = Sygate

5= A2 (Cisco Intrusion Prevention
Security Agent % f# )

Required-Client-Firewall- | Y Y Y SCERE| LT | —
Description
Required-Client-Firewall- | Y Y Y I D/ I =1

Product-Code . . . .
1 = Cisco Intrusion Prevention Security

Agent F 721 Cisco Integrated Client
(CIC)

Zone Labs B/ :

1 =Zone Alarm

2 =Zone AlarmPro

3 =Zone Labs Integrity
NetworkICE # i :

1 = Blacklce Defender/Agent
Sygate B/ -

1 = Personal Firewall

2 = Personal Firewall Pro

3 = Security Agent

Require HW-Client-Auth | Y Y Y 7= TN | 0=T4—T
l=A43x—7 )b
Requelndvidel UssrAuh | Y Y Y #E TN 0=T k=T
l=A%—7L
Secondary-DNS  |Y Y Y &=l YU |IPT KL A
Secondary-WINS |Y Y Y bl U |[IPT KL A
SEP-Card-Assignment e U KRR

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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B war Ty R— P AT S Cisco it

DUTNE
=X ILF
e VPN 3000 | ASA PIX BX/247 |E BIGE
Simultaneous-Logins | Y Y Y L &g TV |0 ~2147483647
Strip-Realm Y Y Y 7 —) TN |0=T 4 B—=T N
=4 x%—7)b
TACACS-Authtype | Y Y Y B UL | —
TACACS PriviegeLevel | Y Y Y sk SN | —
Tunnel-Group-Lock Y Y b=l DA/ roxv ZA—7F0O4ETE 71X
Imone
Tunneling-Protocols | Y Y Y e 7 |1 =PPTP
2=L2TP

4 =1PSec (IKEvl)

8 = L2TP/IPSec

16 = WebVPN.

32=SVC

64 =IPsec (IKEv2)

8 33 L OV 4 13 H Pk

(0~11, 16~27, 32~43, 48~59
LB .

Use-Client-Address | Y T — )L YN 0=T 4 k=T

l=Ax%—7 )b
User-Auth-Server-Name | Y pa==l VTN |IPT RLRAIRA M
User-Auth-Server-Port | Y Y Y B TN == Fa b aloR— N EE
User-Auth-Server-Secret | Y Pl TN | = N—D AT —
WebVPN-ACL-Filters Y pe YU |Webtype 77 B A U A N4
WOVPNATA(LFek | Y Y B YT |0=TFT 4 =T

l=A4%—7L

N— 32 8.0 LIETIX, Z0EME
ITMNETIEID Y 5 A,

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K



| VPN D488 AAA H—R—DEE

LDAP

HATHHR— FEh TS Cisco @it ]

DUTNE
=X ILF
B4 VPN 3000 | ASA PIX BX/247 |{E BMEfE
WHVPNCieSyotiete | Y Y B YN |0=T 4 =T
l=A =7
W= a2 80 LTI, ZoRMk
ITMETIEH D £ A,
WebVPNEeblodindions L2 v (R (BELR)
WbVPNExchergeSaver- pe=ll v MR L (BELLR)
Address
WebVPNExdhngeSaner: Pl v MER LA (BELLR)
NETBIOS-Name
WebVPNFeAqess et | Y Y R TN |0=T 4 =T
l=AF3—7
WOINHSreBonsphitte | Y Y B VTN |0=T 4 k=T
l=A%—7L
WebVPNFieSaverFrtry- | Y Y LiLg e TN 0=T 4—T
Enable . )
l=AF—7b
WebVPNForwarded-Pars Y == YU | AR— MEEY A M
WebVPN-Homepage | Y Y SCFH Y7 v |URL (=& 2%
http://www.example.com)
WHVNMaoSibtinidel | Y Y LFF YU |BlICoOVTIE, RO URLIZH %
[SSL VPN Deployment Guide] % %
LT 7ZEN,
http://www.cisco.com/en/US/docs/
security/asa/asa80/asdm60/ssl_vpn
deployment guide/deploy.html
VHVINMioSbtinde | Y Y pa2 Tl Y7 I BIZOWTIE, RO URL IZH D
[SSL VPN Deployment Guide] %%
LTS,
http://www.cisco.com/en/US/docs/
security/asa/asa80/asdm60/ssl_vpn_
deployment_guide/deploy.html
WebVPNPathawading | Y Y 7 —)L U 0=FT 4 k=T
Auto-Download-Enable . )
l=A4x—7/

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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http://www.cisco.com/en/US/docs/security/asa/asa80/asdm60/ssl_vpn_deployment_guide/deploy.html
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VPN D588 ARA H—\—0EE |

SUTLE
f=IE<ILF
B4 VPN 3000 | ASA PIX BX/247 |E BNGIE
WebVPNPatFowading: | Y Y 7= TN 0=F 4 k—T L
Enable N .
l=AF—7 N
WebVPNPatFawading: | Y Y 7—L TN |0=T 4 =T
Exchange-Proxy-Enable N N
l=AX—7 L
WebVPNPortFowading: | Y Y 7T TN |0=F 4 =T
HTTP-Proxy-Enable N N
l=A43—7 )V
WebVPNSingleSignOn- | Y Y 7= TN |0=F 4 k—T L
Server-Name N .
l=AX—7 L
WbVPNSVCCiertDPD | Y Y 7—L TN |0=T 4 =T
l=A =7V
WHVPNSVCConpeesin | Y Y 7= TN 0=T 4 =TV
l=AF%—7L
WebVPN-SVC-Enable | Y Y 7= TN | 0=T 4—T
l=A =7V
WHVANSVOGiswayDFD | Y Y B YN 0=T 4 =T
n=7v FETHHE (30 ~ 3600
)
WebVPNSVCKeepelive | Y Y E TN |0=F 4 =T
n=%—77 74 7fE (15~600F))
WhVPNSVCKephrt: | Y Y LiLge TN 0=T 4 B—T N
l=A =7V
WHVINSVCRdgMVHd | Y Y B UL o= L
1=SSL

2= b
3={F& (SSLIZF&E)

. CLl 7w % 3 : Cisco Secure Firewall ASAVPN9.23CLI O > 7 4 XalL—> 3> HA K



| VPN D488 AAA H—R—DEE

acL coi—rEnz Rt s 47 [l

SUTLE
f=IE<ILF
B4 VPN 3000 | ASA PIX BX/247 |E BNGIE
WebVPNSVCReeyPaiod Y B O 0=T4k—T 0
n = 4y BAL O BT IR
(4 ~10080 43)
WHVENSVCRayiedet: Y HH YU |0=F 4 —T L
l=A3—7
WebVPNURLFityFrebe Y K YN 0=F 4 k=T
l=A3%—7
WebVPN-URL-List Y prei] 7 |URL U A b4

ACL THR—FENBURLEZ AT
URL /T 0HI72 URL THNEWET A, Flo, ==K TUA LI — KL, R— R

GELTOTHNENERA,

RO URL Z A T3 AR— S THET,
4T URL https:// post:// ssh://
cifs:// ica:// rdp:// telnet://
citrix:/ imap4:// rdp2:// vnc://
citrixs:// ftp:// smart-tunnel://
http:/ pop3:// smtp://

Cisco-AV-Pair (ACL) SERHD A K514 >

« UE— |k IPsec b /L3 L OVSSL VPN Client (SVC) byl 7 7 & Z U A K%
T 5HITIE, Cisco-AV-Pair = F V27 L7 4 v 7 A ipiinacl# B L THEHA L T 72X

Uy,

*SSLVPN 7 5A4 T FL A (T 7HPE—NR)

kT 78 A U R NE#EHT S

I%. Cisco-AV-Pair = h V|27 L7 1 v 7 A webvpniinacl# Z BN L CTHEH L T 72 &0,

» Webtype ACL Tlid, ASA NEEILE 25720, HEETEFE LRV TL E S0,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .



B ciscoav-pair (acL) EROAA ES1

R 15:ASATHR—tShd b=

VPN D588 ARA H—\—0EE |

r—5

BXO74—IL
N

Bl

ip:inacl# Num=

AL A
)

(ZZC, NumiZ—BOEHETT) TXTD AV T 7 7 & X
Y A NEBBLET, UE— FIPsec b2 kL& SSLVPN (SVC)
rozMzr 782 U A NEBEHALET,

webvpn:inacl# Num=

47 Lo Gl
¥)

(ZZ2T, NUMiZ—BDEHTT) ¥ T 7 I714 7 ML ASSL
AT T 72 ARIEY A NEBBLET, 74T MR (T
FUPE—F) FrRMCT 7R VA MEBEHLET,

deny T ay TrvarEELSLET, (TT7HLDE)

Gl T vay T vareiral LET,

icmp 7'a han A —Fy Ml A v&—Y 71 ka2 (ICMP)

1 “a han A2 =3y Ml A v E—2 7 m Fan (ICMP)

P 7'a kan A vH—%v k7uabkan (IP)

0 “a han AH—Fy kN 7a han (IP)

[TCP] AN =% Rk~ = k= (TCP)

[6] 7w kA Rk~ 2 k= (TCP)

UDP AR =7 User Datagram Protocol (UDP)

17 7'r kan User Datagram Protocol (UDP)

=y BARF—A | TRTOBA ML= LEEHALET,

host RARR—L | BR MR T ERDOIET TS,

log = ARVIDRRAETLE, 740 F 0T Avb—UNRFREINE
4, (permit and log % 721% deny and log D54 & [

It AT EX/hEn

gt e ik v K&

q T filf &% L

neq G e L <R

range S ZO#PICEEND, range DEIZ 2 SDEEFIT T,

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K



| VPN D488 AAA H—R—DEE

Cisco-AV-Pair B4 DX

Cisco-AV-Pair B D .

Cisco Attribute Value (AV) X7 (ID &5 26/9/1) i+ 25L, 7272 U A K% RADIUS
P—s3— (7= & Z1E Cisco ACS) 7>5, F721Z LDAP ¥—/3—2 05 LDAP @i~ » 7 H Tl

MTEET,

Cisco-AV-Pair /L — /)L OESTIIR D L B Y T,

[Prefix] [Action] [Protocol] [Source] [ Source Wildcard Mask] [ Destination] [ Destination Wl dcard
Mask] [Established] [Log] [Operator] [ Port]

% 16 : AV-Pair B EDREXIL—)L

TJ4—ILF

5 BA

oul

R

N— BT DHAICFEITTHT 7 v a v (deny 7213 permit)

Bt (Destination)

NRry bVeZET 523y hI—Z FEFARA S, IPT RLA, RA M, £
7% —U—FRany THELET, IPT RLAZMHT 5845, %l T Source
Wildcard Mask Zf8ET D ERH Y £,

Destination Wildcard Mask

SEAET RLVAICHEHSIND VANV RI—R <vRA 7,

=274 FILTER 2 7 A v —U % AR L ET, ERELLIDA X MEAERKT D
WX, ZOXF—U—REFEHTILERSH D 7,
FE T PR 1 © greater than, less than, equal to. not equal to,

[R—F (Port) ]

TCP £721% UDP R— FDF 5 (0 ~ 65535) ,

[FV7 ¢ v 27 A (Prefix) ]

AV X7 OEAF A, (B ipiinacl#l= (BEHET 72 U A ) £720%
webvpniinacl#t (7 7 A4 7 FLASSLVPNT 72 A VA RH) ) ., ZD7 14—
JVRIE, ZANVERAV LT E L TERE SNTERAICE TR RENE T,

A=E =)V

IP 70 b a/LDFFEITLAT, 0~255DEE, E7=1Zicmp. igmp. ip.
tep. udp ONWFNNADF—TU— K,

v — 2 (Source)

Nry VeRETHIRY NI FEFARA S, IPT RLA, KA M, £
k¥ —U—FRany THREL £, IPT7 RLAZHERAT 584, Kl T Source
Wildcard Mask Z45E T 2 M ENH VD £, ASANRNY —RAFiE7 ax ok
BlaRfl=d 7, ZO7 4 —)VRiZZ 747> kLA SSL VPN (213 FH S
FHA,

Source Wildcard Mask

EETLT RLRICEHRHENA VANV IR — R ~<~A7, ASABNY—AFETT
0% ORENEREZTZD, 207 4 —/LKiZZ T4 T F L ASSLVPN (Z
I S EE A,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .



B cisco-av-pair o> AcL

Cisco-AV-Pair @ ACL 31

VPN D588 ARA H—\—0EE |

IO 7 v a T, CiscoAVRT OflZER L, ZOREOFF A EIXESOT 7 v a izo
WTHB L £,

A\

=)

inacl# D ACL# 1 XEA THIVLENRH Y £3, 727201,

1. 2, 3. 4) BEFHV EHA, 7oL 2IE 5, 45, 135 THREVERA,

£ 17:Cisco AV RT EZDT Y a3 VT AES DI

Cisco-AV-Pair Ml

7oA DFAFELIFER

ip:inacl#l=deny ip 10.155.10.0
0.0.0.255 10.159.2.0 0.0.0.255 1log

TV R RV IPsec £721ESSLVPN 7 94 7 bR L=, 2 2D 7F A M
DIP VT 747 5HFALET,

ip:inacl#2=permit TCP any host
10.160.0.1 eqg 80 log

TV R RV IPsec £721ESSLVPN 7 S A4 7 oA EFEHA LZ, TXTO
RRANNOEEDRARNDOR—KBO~DTCP FT77 4 v 7 ZHALET,

webvpn:inacl#l=permit url
http://www.example.comwebvpn: inacl#2=deny|
url
smtp://serverwebvpn:inacl#3=permit
url cifs://server/share

FEEURL ~DZ FA T L ASSLVPN T 7 (v 7 ZFA L., HrEd—
N—=~DSMTP b7 7 4 v 7 ZHE L, FBEV——~DT7 7 A NIHFT I
v A (CIFS) Z##FrfLET,

webvpn:inacl#l=permit tcp 10.86.1.2
eq 2222 logwebvpn:inacl#2=deny tcp
10.86.1.2 eq 2323 log

77 A7 ML ASSLVPNIZDOWT, FET 741 b AA— b 2323 3811002222
TTelnet 7 7w AZEAKL, SSHT 7 B AZHFALET, ZhHbHDR— %
HHALCEET o7 7Y r—vay T 74 w7 bREBRICH £ 721340
HLET,

webvpn:inacl#l=permit url
ssh://10.86.1.2webvpn:inacl#35=permit
tcp 10.86.1.5 eq 22
logwebvpn:inacl#48=deny url
telnet://10.86.1.2webvpn:inacl#100=deny]

tcp 10.86.1.6 eq 23

74T MU ASSLVPN TOF 7 4/ s IR— k22 ~D SSH 7 7 & A % &
AL, A—hr23~DTelnet 7 7 EAZELHELET, ZOHNI, ZiHD ACL
THEH SN D Telnet £721L SSHJava 77 /' A VAHEH L TWD Z & ZHiE L
=

Active Directory/LDAPVPN !) E— +k 7Vt X

el DB

Z DIETIE, Microsoft Active Directory h—/3—Z ] L TV %5 ASA THGER L UG8 Al 25X E
TLHODOFEOF ZRLET, ST 2HAITRO LB TT,

e a—HP— R—2OBHORY —@EA (345 2—)

XTI TAT U N N RNVDAXT 4 7 IPT RLRAE YL TComEA (3472—2)

o B A YIA VR EIIIIESET 7 B ADHEHA

(349 ~=—73)

o 0 74 W5 & Time-of-Day /L—/L D3 (352 ~X—)

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K
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| VPN D488 AAA H—R—DEE
1—y—~—zoEtoRy L —ER

Z DA DR ERFNZ DUV TIL, Cisco.com (ZHDKDT 7 =J1/v ) — FEZRLTITEE 0,
+ [ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration Example ]

+ [PIX/ASA 8.0: Use LDAP Authentication to Assign a Group Policy at Login/J]

A—H—RN—ADEEDRY) L —EA

ZOFITIE, 22— =1 DR S N —E KRR LT, HEAED LDAP B Z BE O X —[E
Bt (VSA) i<y ¥ 79505 E 1 2L ED LDAP B % 1 LI E® Cisco LDAP BT
v T THHEERLET, IPsec VPN 7 A T2 M REF 2T 77347 ek, Yo
i A ZIcbEA s E 9,

AD LDAP #r—"— ETRE SN2 —F =I5\ F— %@ H 3 2 121%. [General] # 7 D
[Office] 7 4 —/V REFHL TN —TFTF A2 AN LET, ZD7 4 —)L FTiE,
physicalDeliveryOfficeName & V9 R D @M A #H L £ 9, ASA T, physicalDeliveryOfficeName
% Cisco J&: Bannerl (2~ v B 7T 2@~y 7 2EK L T,

FRRERF, ASA [XH—/ 3= physicalDeliveryOfficeName Ol & it L, & D% Cisco B
Bannerl |IZv v B 7 L Ca—H =i\ F—Z2F R LET,

FIE

AT TN a—W—Z%427 1V 27 LT, [Properties] ¥ A 7 127 R > 7 AD [General] ¥ 7 % B &, AD/LDAP
J&ME physicalDeliveryOfficeName % {# 9~ % [Office] 7 4 —/L NI/ — TF A &2 AN L F
—§—O

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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A—H— R—XDEHEDORY >—#ERA

2% Active Directory Users and Compubers

& FEile  Ation  Wiew Window Help

e+ Om e XFIB R alkY

'-1_-! [ Saved Cueries
demo, cisoo.com
-] Bultin
B[] Computers
\-[#| Domain Controllers
B[] FarsignSecurityPrindpals
3 Uears®

4] |

e

]

qfa Active Direstoey Users and Computer. | Users 31 objects

Userl Properties

Terminal Sendces Piclile |
E-mal Addresses |

[Tl I
Exchange Featuses ]

Eschanga’
Ewxchange &

MemberOf | Disle | Erviorment | Sessions | Bem
Genetsl | pddese | Accourt | Frofe | Telehcee: | O

E Uzerl
‘Hame | Type
Emﬂ.pdabﬂ’r. o Securily Grod I

Domaln Admins  Securiby Grou -
fﬂl‘.ﬁlumain Com... Security Grou by Ilflsen 3 I_
£ Comain Cort...  Security Grou Last narme: I |

Domain Guasts  Security Grou
gbumain Users  Securiby Grou Drisplay name; IUS!IT

Enberprise &...  Securiby Grou :
gE:ﬂmanue Do... Seourbyroy — Hescretion I

Exchange En... Securiby Grou =5 . '

Group Folicy ... Seourity Grou Bffienes i S DR ‘*_

Guest User —

Helpoervices.,.  Security Grou : _

I15_WPG Sy | _&
£ w=e_eoc User E-ail | |
5 twam_poc User

Marketing Security Grou Web page: I +__E
gﬂnﬁ and 185 ... Security Grog

Sales Security Grou

Schema Adming  Seourity Grog ——

SUPPORT _38... User | 0K | Cancel Apply

TelnetChents  Security Erou. 2 —
€ usert Lisar
ﬁwms Users Security Group .., Members who have view-,.,

AT w T2 ASA TLDAP B~ v 7 EAFR L £7,
Banner &\ 9 < v 7 & ERL L, AD/LDAP J&%: physicalDeliveryOfficeName % Cisco J&": Bannerl

ATvT3

I~y B 7 LET,

hostname (config) # ldap attribute-map Banner
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Bannerl

LDAP g~ v 7% AAA — —(Z

BT £,

AAAH—/3— 7 /L—F MS_LDAP DR A b 10.1.12 D AAA Y —/R— KA h 27 4 Falb—

vay E'— RERB L. LaifER L7z B~ » 7 Banner % BT i £9°,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map Banner

. CLI 7% 3 : Cisco Secure Firewall ASAVPN9.23CLI O > 4 ¥al—a> HA K
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HAEhET,

AZT 47 ¥FaT IIAT AT 4y 7 PEIVETEEMT 22T, BX2T 27
AT ha—HF—Webl ZAXT 4 v 7 IPT RLAZZETHLIICHRELT, TOT KL
2% ADLDAP #—_— [# A ¥ /LA > (Dialin) ¥ 7D [AZF 4 v Z7IPT FLADED 4
T (Assign Static IP Address) | 7 4 —/V' K (Z® 7 4 —/ K T msRADIUSFramedIPAddress J& £
MEHIND) ICATIL, ZDEM% Cisco J&: IETF-Radius-Framed-IP-Address (2~ > £ 7
TR~y TEERLET,

FREERRIC . ASA 1LY —/3—7> 5 msRADIUSFramedIPAddress OfE 2 B L, # OfE % Cisco J&
1 IETF-Radius-Framed-IP-Address (2~ > B> 7 LT, Userl ICAXT 4 v 7T RLAZELFE
7,

a—YP—H %4527 U v 27 LT, [Properties] A 7 1 7R v 7 AD [Dial-in] # 7 % B &, [Assign
Static IP Address] = v 7R v 7 A% A2 LT, 10112 EWHIPT RLAE A/ LET,

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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ZATFv T2 KT LDAP 20 7 4 X2l —Ta vt~y 72ER LET,

[Static Address] 7 « —/L R T S 415 AD J& M msRADIUSFramedIPAddress % Cisco J&
IETF-Radius-Framed-IP-Address (2~ > £ 7 L £,

hostname (config) # ldap attribute-map static_address
hostname (config-ldap-attribute-map) # map-name msRADIUSFramedIPAddress

IETF-Radius-Framed-IP-Address

ATFw T3 LDAP Bt~ v 7% AAA T — " —CEEfHT £,

AAA Y—/N— T L—7"MS LDAP DK A b 10.1.12 2% LT AAA —/"— KA N 237 ¢
Falb—rarE—REMBL, 1Bk LIZEME~ v 7 static_address % B (1) & 9,

. CLI 7% 3 : Cisco Secure Firewall ASAVPN9.23CLI O > 4 ¥al—a> HA K
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hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map static_address

vpn-address-assignment =~ > RIS AAA ZHEET D K I ITRESNTWDLINE I 0 a R 5
I, a7 4 Xal—arDZDWsEFRLET,

hostname (config) # show run all vpn-addr-assign
vpn-addr-assign aaa << Make sure this is configured >>
no vpn-addr-assign dhcp

vpn-addr-assign local

hostname (config) #

ASA L X aT 0947 N EOEGEMETLLET, —"—THRESI. ASAIC~v v E
TEINTZIP T RL AR 2= —NZETHZ 2R LET,

show vpn-sessiondbsve =2~ > RZEH L Ty a v oifliaFrL, Eo Y Conz7 K
VA Z RS LR T,
hostname# show vpn-sessiondb svc

Session Type: SVC

Username : webl Index 0 31

Assigned IP : 10.1.1.2 Public IP : 10.86.181.70
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHAL

Bytes Tx : 304140 Bytes Rx : 470506

Group Policy : VPN User Group Tunnel Group : Groupl TunnelGroup
Login Time : 11:13:05 UTC Tue Aug 28 2007

Duration : Oh:01lm:48s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

BAXIA VEHERFERIZIEET7 OV EADEH

ZOBITIE, 2= —lZEoTHITsND bR 7 7 m b arziEET % LDAPJEME~ v
T HAVERL L ¥, [Dialin] Z 7 ORI T 7k A LIEERT 7 & ADOFE 4 Cisco B
Tunneling-Protocol IZv¥ > B 7 LET, ZORMIFIROE Yy b~y FfEE Y AR—FLET,

& x4y Jaobkal
1 PPTP

2 L2TP

4 [Psec (IKEv1)

8 L2TP/IPsec

16 2547 kL ZSSL

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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IPsec (IKEv2)

' (1) IPsec & L2TP over IPsec |3 [FIIFZ 1EH 45— | SNEEA, FOD, fH4 & 8IEHH

HPHAE & 7220 9,
(2) E1 250,

ZOREEMEHAL T, 77 karo [Allow Access] (TRUE) & 7213 [Deny Access] (FALSE)
DEMFEAER L, 2—F =BT 7 v 2AEHFA SN HiEEEALET,

HAYNA AT 7B AERIIESET 7 2 XO#MEMAICEET 2 F 0oz onWTiZ, 77 =
J1)v 7 — K [ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration

Example] ZZH L T2 S0,

FIE

ATV TN a—W—£%47 Vv 27 LT, [Properties] XA 7 17 7R AD [Dial-in] ¥ 7 #B X, [Allow
Access| A7V ary RE V&Y v o LET,

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K
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Teminal Services Profile I COM+ l Exchange General
E-malAddiesses | Ewchange Festuwes |  Exchange Advanced
General | Address | Account f Profile | Telephones | Organization l
Member Of  Diakin | Environment | Sessions | Remote control |

~ Hemote Access Permisszion [Dialn or WPN]-

* Allow access

{" Deny access

[ it S8l |

" Control access through Remate Access Policy

™ Werify CallerD:
— Callback Options

' No Callback
(" Set by Caller [Routing and Remote Access Service only]

" Always Callback to; l
I Assign a Static IP Address I
1 Apply Static Routes
Define routes to enable for this Dialin Gl Bhtee |
connechion. LA Froutes .

330376

G¥)
[Control access through the Remote Access Policy] A7 3 a > #IN L7256 1%, ——2 5O 1fE
DR ET, W SN DHERIL ASA DN A—7 R Y —BREICE SO TIREINE T,

AT9 T2 Psec & &EXaT 77470~ OWi;FOBKETFAIT5—FHT, 72747 b1 ASSL i
ERT 2B~y 7 E2ERR L ET,
a) ~ 7 tunneling protocols Z{Ek L 97,

hostname (config) # ldap attribute-map tunneling protocols

b) [Allow Access] &% & Cffi Hl 415 AD J& 7 msNPAllowDialin % Cisco &£ Tunneling-Protocols
vy B LET,

hostname (config-ldap-attribute-map) # map-name msNPAllowDialin Tunneling-Protocols

o ¥y 7EAEZBMLET,

hostname (config-ldap-attribute-map) # map-value msNPAllowDialin FALSE 48
hostname (config-ldap-attribute-map) # map-value msNPAllowDialin TRUE 4

CLI 7% 3 : Cisco Secure FirewallASAVPN9.23CLI > T 4 XaL—>a >y HA K .
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AT 73 LDAP Bt~ v 7% AAA B — — T BEf T £,

ATvT4

a) AAAY—— J)L—7MS LDAP THA K 10.1.12 D AAAY—/_R—FKA N a7 ¥
L—y gy E— REFBELET,
hostname (config) # aaa-server MS LDAP host 10.1.1.2

b) 1ERk L7-JE@PE~ ~ 7 tunneling protocols % BEHAF 1T+ 5,
hostname (config-aaa-server-host) # ldap-attribute-map tunneling protocols

B~y TIRERE LT L BV ITHKRET 5 2 L 2l L £

7747 RUVASSLEMH LTtz A ET, 2 —F—2id, TS TR0 A B
S X LPERORMDOIFRTH D Z ENBEMINET, IPsec 7 T4 T > b OPEFITKT L E
T, ZhiE. B~y SIS TIPsec i b px Y v 7 7Fa ha B Eans-HTT,

04 74 > B & Time-of-Day JL—)L D& A

FIE

WO TIE, 7 I9AT 2 FLASSLa—Y— (L 2TV A= b —) ITxy hU—
DT I AL AT LR AZRE L CEHT 5 FiEE R LET,

AD Y —/3— C, [Office] 7 4 —/V REFEH LT/ S— M —O&4RiIZ#ATILEST, ZO7 14—
JL RCiX, physicalDeliveryOfficeName JEPEAMEH S V£ 3, KRIZ, ASA TR~ v 7 ZERK
L. ZDEM% Cisco BN Access-Hours (2= v B> 7 LEd, PRGERFIZ, ASA IX
physicalDeliveryOfficeName D1 & 15 L T Access-Hours (2~ > B> 7 L E T,

ATy T1 2—F—%8IN LT, [Properties] 477 V v 7 L. [General] ¥ 7 % & £,

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K
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Bt~y TR L £ 7,

JBME~ > 7 access_hours Z1ER L. [Office] 7 « —/V RTCHEH S5 AD @M
physicalDeliveryOfficeName % Cisco J& Access-Hours (Zv v B 27 L E T,

hostname (config) # ldap attribute-map access_hours
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Access-Hours

LDAP Bt~ v 7% AAA Y — —{ZBEHERT T £,

AAA Yr—/N— JL—7" MS LDAP KA b 10.1.12 2% L TAAA — "— KA f 237 ¢
Xalb—arE—RFEMGL, 1ER LB~ v~ 7 access_hours % BHLfT 1T £ 7,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map access_hours

EABIC Y — R — T SN EFHEEZRE L E9,
N—=hF—T 7 AEREARB NS SR OFR1 9 NS A% SERICERELE T,

hostname (config) # time-range Partner

CLl 7'y 3 : Cisco Secure Firewall ASAVPN9.23CLI O > 7 4 FalL—> 3> HA K .
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hostname (config-time-range) # periodic weekdays 09:00 to 17:00

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.23CLI O3> T s X¥alL—> 3> HA K
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