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EEXTLH RNy T ONEE FTP U —NIEET D, £RIENEEZNEH T T v =
AEVIRGFT D) ZHEET D,

T, ERELNL, VTR FLREFAAZ LA yE—T U RANMILY, syslog A v E&—
CEITANEY LTI D,

TILFAVTFFANE—FRTOOXFLY

FNENOEXF2T T4 a2 THFANMUL, MEORX U J a7 4 Fal—varBEgE
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DaArTHXFANMBET LA vE—VICREINET,

UAT BT AR ATEREND T = — /LA —r3— R yt— Dl P D syslog A v — VI,
BEHaLTXANTERSNDEA v E—VL LLICFa LTI R N TERRTEET, VAT
LFATANR—ATIL, BF T ORERLEF  VIHEROZRIITE EE A,

ASAIE, FA Y=V ELBIIarTHFAMEGDDIIICRETEET, JHUTL- T,
H—0syslogh —N—ICEEENLI U THFA PRy E—VHKRITE £9, Z ORI
Har 732 MpbREENEA vE—V L VAT AP LEF SN A vE— Y OHBNT b
VHET, INRAREROIE, EELBI AT AFTAN—ATHLA v =Y TEVRAT A
DT NAADPMEA S, BHEALTHRAMPEELTTHOLA vy =TT A AID L L
TEH=a YT XA MOARIBERENL0 5 TT,

syslog A v t—T 0 H
WIZ, SESEesyslog A v E—VEMHRT DI ETRETEAERS A TORERLET,

*ASAEF 2 VT 4 R =TSN, ZNODAyE—ViE, X274 R
UV —THWEEEDOR— IV EFRRLTDLOICELHET,

CASAEBEXF 2 UT 4 R —THESEINER, TNODA yE—UiF, X2 T Z2NE
Py N —=JICHBEEINTWAET 7T 4T 4 DX A THERLET,

cACEHEGEu XU JHREE AT 2 L, AL TWVD ASA TR L THAL TWVAHIE)R
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cIDSTV T4 ET 4 AvE—Il00%, BELEHENTRENET,

e —YP—FIEL a<w L FOMEHICEY, EX2 VT 4 R O —DOLEFELERINT L2 &
NTEFET,

HARAEAE IR A~ 2 — I, #ENLE KO S =SB 0 1E 0, S 7= &
NZT 4w I EPNIREINET,

7'a hAUERRIA v = PI2i3, SERTHEH ST 7 ol bR — FERGHRS
nET,

T R L ARG A v — 0%, HESLF T2 IIUI STV D NAT £ 7213 PAT #5654
LR LET, ZOBHIT. NEER Y hT = DO E SN BEOH LT /T4 €
TADVHR— NEZE LEGAITE L ET,

" 1 PA L3
syslog X vt—T AR
syslog A vE—0F, RO X9 ITHEE LS TV ET,
[<PRI>]: [Timestamp] [Device-ID] : %ASA-Level-Message number: Message text

WDFIZ, 74—V ROFMAZRLET,

<PRI> FISAF VT i, BX 2V EMBLEM BAENI7 > TWABEAIL. ZOfHE
Disyslog A v E—VICFRENET, vF¥ 7 EMBLEM /3, Kmfi&<
UDP & H#aERH Y £,

Timestamp AR FOHERERENE T, FALREZ L TOuXr IR > T
BY, TOXALAX LT INRECS4 R D X ICRESN TV D
AL, syslog A v =V DT RTOX A LAK 7T, RFC 5424 FEUERIKS
\Z9E > T UTC DR DR RS NET,

Device-ID aZ—W— A v —T = A A%J LT logging device-id 47> a » EHNIC
% & TITRIE SNIZT A AR 3LTF, A R—T i ﬁék\mmmM
JERD syslog A v E—IIZT A A D TRARSNER A,

ASA ASAMMERRT DA v =T Dsyslog AvtE—Y 772 V7T 0 a—K, Z0D
EIXHEIC asa TT,

Level 0~7, LU, syslog A v E—UIZ STV ARIMOBEKREZ R L
F9, EMENNZEZDORIOEREITFLS 20 £7,

Message_number |syslog # v & — V& ET 5 6 HTDOFE A DEF S,

Message text R ZBHT 5T %2 F3LFF, syslog A v =D ZDOENITIE, IPT R
VA, R— b EH, TRV LR EENLTNDZERHY T,

TNA ALK S TERESNDTXTOD syslog A v— 1%, [Cisco Secure Firewall ASA Series
Syslog Messages)] 74 FIZFi# S TWET,
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EMBLEM syslog 7 #+—~ > ~&, RFC 3164 33 X N RFC 5424 OFEHEIZIE S THE IV
A aEAOHHITT, LN ->T, EMBLEM 23 A NZ7e > TV AA . syslog A v E— 0%,
<PRI> 7 4 —/LV RO%lizavy () #HAOLET,

7% 7 EMBLEM, logging timestamprfc5424, 5 & OVdevice-id 23 N2 72 > T 5 syslog A »
t—=Uofl, koary () IZHEEL TS EIWV<PRI>T 4 —/L R (<166>),
<<166>:2018-06-27T12:17:46%: $ASA-6-110002: Failed to locate egress interface for protocol
from src interface :src IP/src port to dest IP/dest port

logging timestamp rfc5424 & device-id A HZhIT72 > TV 5D syslog A v E—Dfl, # A LAH
YOI () BERINEE A,

2018-06-27T12:17:46Z ASA : $ASA-6-110002: Failed to locate egress interface for protocol
from src interface :src IP/src port to dest IP/dest port

BEELAN)L

ROKIZ, syslog AvE—TDOLETT 4 (EKE) Oo—HE2RLET, ZhENLOTET
T4 (BERE) ICHRAZLHT—%EVET, ASDM RV Ea—7 TUE77 1 (HEKE)
AL T K TEE T, syslog A v E—YOEBELEIT I IZIL, [V —/v (Tools) ]>[RE

(Preferences) > [Syslog] # 7 Zi&IRT 50, £/0iEn 2 Ea—7T BIEDY —/L/N—T [AD
#x i (Color Settings) 127 U > 27 LET,

= 1:Syslogr v t—CDUVES T+ (EXKE)

LRILES BEEE Bl

0 Ban VAT AHMERARARETY,

1 Alert (Z4£) TSIHETILEND Y T,

2 p3 ] AN 2R BT,

3 I5— T 7 —IREETT,

4 warning TEEREE,

5 Notification (G& |EH TIR, HEEEZLEL TR TT,

£)

6 155 B A v —TUTT,

7 TNy YT TRy T A=,
MEET Ny 735 L &2, ZOL~YLT—RIIZD
Hua Ik LET, 2ol LULTiE, FERICE
DA E—UNERSNDAREMEND D720, A
T IINT e A B 2 ARREERH Y T,
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GE)  ASABIO 1E, ERKEO (BR) Dsyslog A vE—VZARLEHA,

syslog * vt— Ja LB YT

R E LD syslog A v B—1F, FEED syslog A > E—T 72 BRED M EICER SN D &
T4 NZ Y T TEET, HEziE, ASAZREL T, §X3TDsyslog A vkE—T% 1
DO NTIZEEFE L, RO Dsyslog A vE—T DOV 7y MEBIOHEIZEET D Z L2
TEET,

BARIIZIE, syslog A v = BROEHEITHE > THARICHRIESND KO TEET,
e syslog A vE&—Y D ID %5
s syslog A v EZ—TOEKNE
esyslog A vE—Y 772 (BRE= U 7 & [A5)
INOOREMET, HHEERET DL EITHEIMRERA Y=Y VR MEERLT, I AZ~

AATEET, HOWE, AvtE—Y VX NEITEBERIZ, REDA v E—Y 7T A%KH
AT OHABITHEETDEIICASAZRETHI L HTEET,

syslog A vtE—2 U5 X
syslog A v B— D27 T ZFIKRD 2 DO FIETHEFTE £,
esyslog A vE—TOH T TV BIKROHNSGHTZEE L £7, logging class =~ > R4 H
LET,

A=V IV TRAERRET DAYy E—Y URAMEAERLET, logginglist =~ > R4afl
MLET,

syslog A v E—3 7 F A%, TN AR E T ITHERE & A D X A 712K - Tsyslog A >
b=V ERGET O HEERMELET, 2L X RIPZ T RIRIP V=T 4 T HRLET,
BED 7 5 RIBT B syslog A vt — D0 ID EELT T, BHI0 3HRF LT, 728 %
X, 611 TIHEEDTXTD syslog A v E—T IDIE, vpne (VPN 7 A 7 k) 7T ACE
FFFHATWET, VPNZ 74 7 2 MEBRICBIES T HAL TV 5 syslog A & — Y ORI,
611101 ~ 611323 T,

T/, 1T E A EDISAKMPsyslog A~ &— I3 IR E N4 7 Y =7 hodb@t > b
DEENTNDTZD, MRV EHRNT HDOICENLET, ZNbDF 7= s ML, W
/e & XIT, syslog A v E—Y DT X A NORNIAMAMIILE T, syslog A v &— VAR
ATV =7 RO RGA . FEE D heading = value DFLAASDEITFREINE A,

F7 V7 MIRO LD IS ET,

Group = groupname, Username = user, IP = IP_address
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Group (X k> %V Z/L—"7" Username [T — /v 7 —Z X— 2 E£721L AAA T— 30 L U5
Lica—H94, IP7 RLRAZVE— T RR VT4 TV FERIFIVAY2ETONRTY

JIPT KLATY,

WOFRIZ, AvE— V5 ALK 75 ADAyv—1D OHiIFELEZ Y A NLET,

TR 2:syslog * v E—C DI S ABLUVEEMITONATVWEAvE—D IDES

AV E&E Syslog A v +E—2 ID S
auth 2— W EREE 109, 113
— TIRA AR 106
— TV r—=vary Ty AT Ux—/L 415
— Ry by b b7 747 7404 |338
bridge NIRRT LN 77 AT U4—/|110, 220
ca PKI kBB 717
citrix Citrix 7 74 7> b 723
— JIAEY T 747
— 73— NEHE 323
config a<vw R AU E—T xR 111, 112, 208, 308
csd X2 TRTAT by 724
cts Cisco TrustSec 776
dap BAFIvs TIRARY v— 734
eap, eapoudp Xy hU—27 7RIy ar ar b 333, 334
7 —/ LD EAP 7213 EAPoUDP
eigrp EIGRP L —F 4 > 336
email ETA—)L FTaxy 719
— BEE=4V 7 735
ha Tz — )L N — 101, 102, 103, 104, 105,
210, 311, 709
— Identity-Based 7 7 A 7 7 +—/L 746
ids RABRHEY AT L 400, 733

IKEV2 Y —/LF% v b

750, 751, 752
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syslog A v E—2 U5 R .

AW E&E Syslog * vtE— ID &S

ip IPAZ 7 209, 215, 313, 317, 408

ipaa IP7 RLADEIDMT 735

ips (EINIT Sl 400, 401, 420

— IPv6 325

— VA 444

mdm-proxy MDM & %3 802

nac Iy hU—=27 T RIvyvary arh 731, 732

o—/
nacpolicy NAC RY o— 731
nacsettings NAC RV v —%i 5 572D NAC | 732
RIE

— NAT 6 £ TUF PAT 305

— X NU—2 7T I7ER KA b 713

np Fy hU—7 Fukyth 319

— NP SSL 725

ospf OSPF V—TF 1 v 7 318, 409, 503, 613

— NAT— ROl 51k 742

— Phone Proxy 337

rip RIP V—T (2 107, 312

rm Resource Manager 321

— Smart Call Home 120

session a—HF tEyg 106, 108, 201, 202, 204,
302, 303, 304, 305, 314,
405, 406, 407, 500, 502,
607, 608, 609, 616, 620,
703, 710

snmp SNMP 212

— ScanSafe 775

ssl SSL 2 & w7 725
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sve SSLVPN 7 7 A 7 > k 722

sys AT A 199, 211, 214, 216, 306,
307, 315, 414, 604, 605,
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— B DO 733
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vpnfo VPN 7 = — /L F— 38— 720

vpnlb VPN B— R RT3 718
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TNAZ L A= URARNEER LT, EET D syslog A vE—3 & 2O )56 % FakiCHi]
CTEFEST, DAX hsyslogA vE—V DU AT, ROFHBEONTNMNEZITT R TEHEH
L Tsyslog A v =Y DI NV—TZRELET,

« ERHE
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Ay E—U ITR

eziE, Ave—Y VA NEEHLTROBIEEZFEITTEET,
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cHRKENIBEIO2Dsyslog A vE—TZERIRL, | DLLEDOEFA—/L T L RITEE
T 5,

c Avt—U 7T Z (Thal 728) IZBE#EM T BT TDsyslog A vE—TZEIR L,
WNER Sy 7 7 IRAFT Do

Av—Y JANMIUL, AvE—VERRTH-DOEBOREELZEDDH LN TEET,
2720, Ave—UBRREEOEBINL. TNEVERIOa~ Ry M) TITHIRERH Y F
T, BELIEA v —VBRERELZ ST A v —2 U X MAMER SN D ATREMES H 0 £,
AvE—=V UVARD2ODOHEMEIZLS>TRILA vE—URNBIRIND A, TOA v =V
—E e ek S nE T,

syslog A v 2—F, VIAX VU TR TOT AT 407, £F=2) 07 BLXOLT
TNy a—T 4 T DODOIFFICEHERY —VTT, 7 T7AXNDOK ASA == b (K
8= hEMHTEE£T) 1L, syslog # vE—T & MBNCAR L £4, FED logging =2~ >
REfHTDHE, AL AX U TBIOT AL AID EEL~y X — 7 4 — /)L REHFIEITE £
7, syslog h—/3—1F, syslog ¥ = R L—F ZikAlT 5727 /31 AIDZfEH L £, logging
deviceid 2~ REFEHT L L, F—F7XR2 57 31 2 ID {1 & Tsyslog A vE—V%4E
T DZENTE, VIAZNOR—EIFER R 2=y FOEDA vy =YD I HIZHED
TEMNTEET,

» ~ N N O — -~
OX>0DhA4 54
ZOHETIE, aX 7 ERET DRNMERT HUNEOH HHIRFHE HA KT A DOV
Bﬂ L/iﬁ—o
IPV6 DHA K54 >
«IPv6 YR — h & E$, Syslog i, TCP £721X UDP 2 L TEET&E £,

e syslog iEEHICERE SNTZA U X —T oA ABFHTHHZ L, IPVeRILTHDLZ L, B
K Wsyslog =P EAS VH—7 = A AR TREETE L L 2R LET,

eIPv6 L TOEF 27 X IV R—bENETA,

ZOMOAA K54

e syslog F—/NTiX, syslogd & WO — "7 0 /T LEFETTHH0ENRH Y £9, Windows
T, ANV =T 4 7 VAT LO—FE LT syslog — " Z2ft L T E 7,

e syslog V= N—(X, 77 AT VA —/LT AT LD syslog-ng 7 B ATHESOCTEWEL £
9 SecureWorks ¢ scwx.conf 77 7 A /L 72 EDINBERE 7 7 A MIEM L7RNTL 7230,
IDOEIRT T ANMI, TARA AL HEBERDHY A, TROEERT DL, BT
T—NHRAE L, BT syslog-ng 7 v ALK L 7,
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CASANER LT e V2F T 5101, e X VOB NERZRETALENHY 4, o X

IO DR EREETICa X S e X =TT DL ASAITA v =V R AR L E
TR, ENOEDA Yy E—VIFBRTERTELLMIRFINEE A, X 7Ok
IXEBNIRET AMEN DY £7, 72& 21X, M & UL THEED syslog h— & f5ET
HITiE, FrLvnavr FE AL, T iAoy M) E2RRELET,

« AH RS F AL AT, TCP _ETO syslog DEITTHR—bEhERA,
« hIZUAR=FTm bank LTTCP 2T 556, A vit—URnkbhinkdic

syslog V—/N—~DEHEN 4 DBl & £7°, syslog V——%fi ] L TIEFIZEE DT A
AMMB A = EINET LA, Bt —N—~y ROGHN P — =T L TRET
THEAE, ROV UDP 2 H L E7,

2ODRIPBHY A NETNLY T A%, Bie D syslog P—/"—F IR Crr—2 3 2E

DUTDHZEITITEERA,

s K16 BD syslog h—"ZHRETEET, L, vLF ar7HFAME—RTIE, =

VTHFRARNIT L4 Y= NTHIBRENTWET,

e syslog — N3, ASARBRHICTHEEETERITNIER Y EH A, syslog V—ADREHETE HA

VE—=T A AET, T ANICMPEEREA v =V &AL L, [F U¥— T syslog
EERETLEIICHET HLERNHY E¥, §XTOYETT ¢ (HRE) (Il TrF
VIMMAR—TNTHDLI EEMHERLET, sysloghF—"—07 T v o LK T
572, syslog 313001, 313004, 35K TN313005 DA A I L £7,

e syslog ® UDP##i DL, ™N— R0 =7 7T v h7+—ALDCPUDE L, BXET 5 syslog
P — NOBITE R L TV E 9, ATHEZR UDP syslog #26i DEITH 12, CPU OH & 3% i€
TS syslogh— O ERERF LMEERCICZRD E9, 2T TSN THSEHETT,
ﬁu—&wmm%ﬁ74Pw&%AYWb@:n%@tyyaymﬁ%éh\?7%»
N T%é:&K&ﬁbT<ﬁéwo:h%@?y?ay%:hi@%ﬁwﬁﬁf%

E)fE'/\G ZORELZTETCETETN, A LT T Misyslog 7217 T2 < §XTOUDP

Bl ﬂﬁfﬁ%§%bjiﬁ_o

TR VALMDE y NI T EZRET DO AT L Ave—Y VR NEHEHT S
L. uXor eI sy (ERE) BTNy 7 (LVT) OT7 78A2 YA NMIRLT
X, 778 A VR oua 3ERILERA, logginglig 2~ Foaxr 7o vo7 4
(EKRE) OFT 7/ MI, 6 ITRESNTWET, 20T 74/ MEIETHFHZ LD b
DTT, T/78¥A VAravr74¥al—yarouxXyrivss 4 (EXE) 27
Ny ZICHFRMIICEE T 2551, v¥ /a7 Fal—va VAR BER T H0E
N0 ET,

BX VT T (ERE) BT Ay ZICERESNID, 778XV XA D v hR
& 4TV 720 show running-config logging =~ > RO 1l = RIR LT,

ciscoasa# show running-config logging
logging enable

logging timestamp

logging list test message 106100
logging buffered test
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Wiz, 77kA VA Kty k&ETe showrunning-configlogging =2~ > RO %7~ L
£7

ciscoasa# show running-config logging
logging enable

logging timestamp

logging buffered debugging

TOBE. TI/EA VANV 4 X2 l—aFEFEET, T7EAXAIUVARNEY B
Bk OBIO L HIcFrEINET,

ciscoasa(config) # access-list global line 1 extended

permit icmp any host 4.2.2.2 log debugging interval 1 (hitcnt=7) 0xf36b5386
ciscoasa(config) # access-list global line 2 extended

permit tcp host 10.1.1.2 any eq www log informational interval 1 (hitcnt=18) Oxe7e7c3b8
ciscoasa(config) # access-list global line 3 extended

permit ip any any (hitcnt=543) 0x25£9e609

ASA 73 TCP #2H1 C syslog #5(59 % & syslogd —E A DOHEENE, BEEOBLBIZH 1
IO F T,

TCPu XU JHRANNE T T BHE, Bt AT — X AN [Hfiis 7 (Connected) |75 [#2
ft ST 72 (Not connected) | IZE DD ETHI6 0D £, vX 2 71X TCP %
MLTF ¥ AN AT—bERHLET, ZRETIE, aF 73 FvyxLrenlLl el s
EELET, ZOMIZ, showlogz AT 5 &, T TCP v ¥ 7R A N3 EEe i
ThdERREINET, TCPF Y XUNRALLND L, TCP X7 KA NOWREIT [#2
s TWEH A (Notconnected) ] ICHEH SN E T,

e syslog —/N—/n 5525 Lo — 3—FEB L, [Extended Key Usage] 7 4 —/L (T
ServAuth] ZEZDLLERHY £F, ZOF = v 7L, HCOBLEIEFEISOFEIEIC
DHIATEINE T, HOLBLAEHEOLE., 207 4 —/V FIEEFRSNEEA,

TE
T, v X ORESFIECOWNTIRBHLET,

OX> 7 0FEME

BT A X =TT DT, ROFIEZFATLET,

o
Xd

Ax>om

FIE

R T A X =TT LET,
logging enable
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ciscoasa(config) # logging enable

N TNy a—T 4 TBLONRT p—< ADFT=HF Y v 7 HAlTsyslog A v & — O IR
A i T 51T, syslog A v B—YDEEHR (NEHrZ Ny 77 1 DELIFEEOINS
syslog —/3—_ ASDM, SNMP EH AT — g3, arY—/LiR—bh, fHELEZEFA—IL
T RUVZ, £/ Telnet BEONSSHE v a2 ) &1 o3I ET 5 2 & 258
HLET,

EHERT 7 BARAN /2> TWEHA H—T A A Tsyslog B ¥ 7 %% E LIZHE
F—sFL—BHEDT S (syslog ID 302015, 302014, 106023, 35 & 08304001) (& Ky~
SN Tsyslog h—"—IZEELEFA, ZNHDsyslog A vE—U N Ry 7 INDHDIE

T =B NRAN—T 4 T T =T NEEA S — 7;:4’20)/1/—7*4/7#&1/\71&)“(@“
L7eioT, RET DA v F—7 = A ATEHREMNT 7 ADREH 2> TND I E MR L
TLEENY,

54 &R syslog H—/\—A~ D syslog »* v —TDEE

FIE

&

i syslog h—/ S —THRIHFREAR T 4 A V7SI U CA =% T — A7 L, DRI
B, XS F—RERETEET, 2L 2IE. BEX A T D syslog A v E—INRE FICE
FRENTZ L XTHERIRT 7 a U NFAITSNDEOITHRELEZY, u b F—2 2 LT
LR— FHDORID T 7 A M FDTERARAF LT . A FEADZZ V7 R L THEF
BB L= Tx £,

A1 syslog B —/N—|Z syslog A v B—V 2 EETDHICE. ROFIEEZFITLET,

syslog —="—|ZA v =V EFET DIOIZ ASA ZiRE L £ T,

IPv4 F 7213 IPV6 syslog ' — /3 =2 A v —VZEETDH LD ASA 2B ETE £,
logging host interface_name syslog_ip [tcp[/port] | udp [/port] [format emblem]]

£

ciscoasa (config)# logging host dmzl 192.168.1.5 udp/1026
ciscoasa (config)# logging host dmzl 2002::1:1 udp/2020

format emblem ¥ — U — Ri%, UDP [R/E T syslog #—/3—"T® EMBLEM JE X 1 ¥ > 7 % H %)
IZLET, interface name 512381Z1E, syslog 4 —"—IZT7 VAT HLEDA L F—T = A
ZHRE L E T, sydog_ip 51%kiZiL, syslog — 3—DIP 7 KL A& HHE L £7, tep[/port] &
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ATy T2

ATvT3

RTvT4

H1EB syslog H—/\—A~ D syslog * v E— S DiEE .

721% udp[/port] ¥ —7U — R EB5EDXT 1L, syslog —/3—(TZsyslog A v E—THEETHT-
¥»IZ ASA TTCP 24257, UDP 2T 02 E L £7,

UDP & 721X TCP DWW I & L C syslog —/3N— 27 — X #5595 X 912 ASA Zi% €
THZEETEETN, MHEHATILOICEHET D LI TEERA, v baLEiEE
LARWEE., T 7%/ b7 e b zLid UDP T,

T
TCP Z#+57ET 5 & . ASA (L syslog br—"—DFEELRHLZE EIZ, BX 27 4 Lo
TASA 2T 28 LWk a7 1 v 7 LET, TCP syslog ¥—/N—~DEEE 2 BIFR 72 < H

LW 2 7Pl 421203, FIH3 22 L TES 0,

UDP ZfiET 5 &, ASAIE, syslog — S—EEL TV DM E 9 DMTBIFRZR < Hr L EEe
I LT £, AR — MEix, Y550 7a Fai T 1025 ~ 65535 T, T 7+
JL h @ UDP R— hX 514 TF, T 74/ h®D TCP R— ~iX 1470 T,

syslog B — NIZIEET % syslog A vE—VEBELET,
logging trap {severity level | message list}
11

ciscoasa(config)# logging trap errors

BRELLTMH 1~7) FLEFAMMERECEET, LEATERELIITHRET D L.

ASA 1T, EREMN3, 2, BLU1 D syslog A vE—TV%EELET, syslog —/N— |27

T 5 syslog A v E—VERHFELIZIAZ L A= VA NERETH L TEET,
(A7 a ) TCPH#t S iz syslogh— "= X 7 v LTeGA, LWz 7 ey 795

HWEEE T 4 E—7 T LET,

logging per mit-hostdown

1

ciscoasa(config)# logging permit-hostdown

ASA 23 syslog A v t—3% TCP N—AD syslog h—N—IZEEFETH L IITHEIINLTWNDHY

f. BEOsyslog h—"=NHX T LTWNED, B Fa—D0N0oX0O8E, ASA ~OH
Lb‘%ﬁiﬂifﬂ v 7 EET, HLWEERIL, syslog h— =B 7 7o r I, var
X2 =R ENTRL RoBICHESTISNET, Z0avy REEHT5H L. syslog
P R=EEL TORWGE THET LW AT CE £7,

(ATvav) aXo T 77007 4 Z20U5OMICRELET, JhuL, 1FEAEDUNIX
VAT LTHESNTNET,
logging facility number

1 -
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ciscoasa(config)# logging facility 21

X277 AXUT0EME

FIE

logginghost 2 ¥ R TCsecure ¥ — 7V — REZfEL T, X227 e X 772G LET, £
7o, MEIZE U T reference-identity 2 A L £ 97,

logging host interface_name syslog_ip [tcp/port | udp/port] [format emblem] [secur €] reference-identity
reference_identity_name]]

TNENDOHPFITRD LBV TT,

» logging hostinterface_name syslog_ip (213, syslog $—/S—WNHEETH 41 X —T = f A L
syslog h—/3—D P 7 FLAZIEELET,

* [tcp/port | udp/port] (21X, syslog ¥—/3—73 syslog A vE—T% U A3 57K — K (TCP
F721XUDP) Z4REL £, tep F—VU— RiL, ASA 28 TCP ZfH L T syslog A vt —
T syslog = N—ITEETH L EELET, udp F—7U — NIk, ASA 7 UDP %ff
L Tsyslog A v E—T% syslog h—"—ICXETLHZLEMELET,

- format emblem ¥ —7 — KX, syslog #—/3—|Z%f L C EMBLEM XD 1 ¥ > 7 & H %)
WZLET,

esecure ¥ —"U— Kk, VE— b BX 7 KA R~OFEH T, TCP OLEIZZ1) SSL/TLS
EEATL2EICHRELET, EX27 aX 2 7 TIXUDP 2R — kLT ez,
Zova bavEFERLEI ETHET—RNEAELET,

« [ reference-identity reference_identity_name] i&, LIRNICERESNTSBT AT 0T 47 4 A
TVl MIEDSLKFEHETORFC 6125 BT A T o7 4 T A MEEADILET, &
MIDA 7V x2 MZOWTEHLIX, ZHRID O EELSHL TIZE0,

1

ciscoasa(config)# logging host inside 10.0.0.1 TCP/1500 secure reference-identity
syslogServer

syslog —/\—[Z3%{E9 % EMBLEM 2 D syslog » vt — D AR

syslog th—/3—~0 EMBLEM JZR D syslog A v & — Y Z AT HI121E, ROFIEEZFEITLE
R
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| a2y

FIE

{0> i 715~ 0> EMBLEM o 2D syslog * vt — 05 [

palle
.

EMBLEM &R0 syslog # v&— %, UDP O7R— b 514 2l L T syslog % —/3—(Z 2%/
£7

logging host interface_nameip_address{tcp [/port] | udp [/ port]] [format emblem]

51 -

ciscoasa(config)# logging host interface 1 127.0.0.1 udp format emblem
ciscoasa(config)# logging host interface 1 2001::1 udp format emblem

IPv4 F 7213 IPv6 O Syslog — " ZRE T £,

format emblem % — U — KX, syslog #—/3—"T®» EMBLEM EXa ¥ 72 Hhz LE T

(UDP [RJE) , interface_name 51#%i21d., syslog ' —"—IZT7 7 ¥ AT HEEDA X —T =
{ A&FELET, ip addressH#iTIZ, syslogh—/"—DIP 7 KL 2%#E LET, tep[/port]
F721% udpl/port] F—TU — R EBIEDT I, syslog —/3—IT syslog A v E—VEEEFETD
72912 ASA CTCP #7572, UDP 2T o0& ELE7,

UDP F 721X TCP DWW & H L Csyslog h—/3—I27 — X Z 55T 25 L 912 ASA 3% E
THIENTEET, r baLvzEELRWEGSA, 774/ o7 v haix UDP T,

## D logginghost =~ K& LT, syslog A v —C52Z(ET 5T TOBEMYP— 31—
ZIRECEET, 220 EorX 7 —N"—2RETL5GIE. LT, T XTorX 7
PN ZBN T, BX T OERKED E[R% wamnings IZ L T 7Z S0,

-

TCP Zf8ET 5 & . ASA (I syslog h——DEFART LI &2, EX=2 VT 4 LOBHA
TASA ZRHEATIHIH L WERE T ey 7 LET, syslog — S—IZEEREELTHH LW
Bt A 3 ] 512iE, AN syslog —/N—~D syslog A v E—VDiEE (123—) DR
Ty 73 eBRLTIZEN,

UDP Z#8ET 5 &, ASA (X, syslog V—/N—REIEL TS0 E 5 2 BIfR7Z < B LBk
FHR LT ET, AR — MEIZ, Eb6507 e has T 1025 ~ 65535 T, T 4
)L R®D UDP R— ME 514 T, 5744 h® TCP A— ~Z 1470 T,

GE)
TCP T syslog DiEfFIE, AZ /34 ASA TIIHR—FEhTHEEA,

D 1% ~D EMBLEM #2 R D syslog A v z— T DERK

fth o> i 715~ EMBLEM JER D syslog A v — V%A T D121, ROFNEZFEITLET,
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. REQ S /8y T 7D syslog * v E£—CDiEE

FIE

syslog h—/"—LISNDHI T35 (72 & 213 Telnet £721X SSH & > 2 = ») |2 EMBLEM XD
syslog A v —UEEELET,

logging emblem

51 -

ciscoasa(config) # logging emblem

REO Y /18y T 7D syslog * v —PMiEE

FIE

ATvT1

ATy T2

—RER 7R RAEEAT L IR DN 77 Ny 7 7 ITIEET 5 syslog A v B —VEEET 2MLENH
DET, LAy tE—I1F VR MORZIEMSNET, Ny 7 7Bnodniiioizl
X, DFEDNRY T T TN ELEEE. ASARWSIXZWNIR o723y 7 7 RIS R
ET D X DITERESILTWVRWERY | ﬁw%/ﬁ~¢méﬁéﬂéﬁbwfyﬁ~ymiof
EEXINET,

syslog A v =T 2NEH B 7 Ny 7 7ICHET DI, ROFEEZFATLET,

—IF R RAFHET & 72 DN 7 Xy 7 7 IZEE T 5 syslog A v E—VEEELET,
logging buffered {severity level | message list}
£

ciscoasa (config)# logging buffered critical
ciscoasa (config)# logging buffered level 2
ciscoasa(config)# logging buffered notif-list

LA yE—IF, VR MORRICEBNMSNET, Ny 77 B0 dWIRotzb &, OF
DRy T 7Ty TPREE LTSS, ASADB WS IXWIZR o723y 7 7 Z RO RTFT 5 X
INIBRESILTWVARWVERYD . WA v =V AEREINDEZFT LN A vE—VIl k-~ TEEXX
hiﬁ“o Wi a 7 Xy 7 7 228124 5121%. cdear logging buffer =~ > R& AN LET,
W 7 RNy 77OV A XE2EHLET, T 74V Oy 757 HA XL 4KB TT,
logging buffer-size bytes

&1

ciscoasa (config)# logging buffer-size 16384
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RER T /8y T 7D syslog * v E—CDEE .

ATV T3 KONWTNILOF T a v BRIV ET,

HMLNWA Y E—UZNER 7 Ny 77 IRFL, WoalXWZRolon 7 Ny 7 7 ONE
ERNET7 T v a2 AEVITRFLET,
logging flash-bufferwrap

il

ciscoasa(config)# logging flash-bufferwrap

GE)
Ny 77 A XN 2MB 22 TWALGE, Z0avy NIBERLTTI Iy an~d
T—HDEZALEEIELET,

FTLWAyE—C2REHE S Ny 7 7R EFL, WoaolWlhhoslza s Ny 7 7 ODNE
% FTP % — _—ZRF L E T,

logging ftp-bufferwrap
il

ciscoasa(config)# logging ftp-bufferwrap

Ny 77 DNEZPNOGITIRMFT D & & ASAIL, RDZ A LA Z TR EMEHT 5
AEITn s 77 A VEERLET,

LOG-YYYY-MM-DD-HHMMSS . TXT

YYYY I Z4E, MMIZH . DDIZAAF, HHMMSSIZERR], 45, B X OW TR ENTEL T,
ag RNy 77 ONEERET S FIP Y —_"—%fELET,

logging ftp-server server pathusername password
i

ciscoasa(config)# logging ftp-server 10.1.1.1 /syslogs logsupervisor 1luvMylOgs

server 518U IE, AERFTP H— N—DIP T RLAZFEE L ET, pathg|$kicid, v Ny
77 DT — 5%%T¢émwﬁ%ﬂ%m®f4V7%Uﬂz%%ﬁbiﬁo:@Nxm\
FTP v — bk 5 4 L7 kU9 2%/ 2 T4, username 514%i21%, FTP Y—/3—~D
m#/ﬁfﬁmﬁlw% 4 afeE LET, password 5| #iL, € L2 — Y —41Txd
HRAT—RERLET,

BAEOw 7 Ny 77 DNEENIT 7 v v a AEVIRFELET,
logging savelog [savefile]
il
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ciscoasa(config)# logging savelog latest-logfile.txt

AJDORBETHEATAELAT ISy 1 A EDERENER

FIE

ATy T

ATy T2

07 ORLETHEMWRERANTE Y 7 v v a AF ) OFBEZEETDITE, ROFIHEZETLE
bg‘O

07 77 A NVORFTHEATELRANT Y 7 v a AF) ORKAEZRELET,
logging flash-maximume-allocation kbytes

&1

ciscoasa(config)# logging flash-maximum-allocation 1200

FTT7FNWVETASAIE, WE7 7 v 2 AEFVDRKSOMB 20/ T —XIERATEET,
ASA TR VT — X 5T HTDICHEBRNET 7 v a2 AT Ofg/NEXKEIT3MB T
9, flash-maximum-allocation fE® F[BI% 2 GB T,

W7 7 v a AEVIRIFSNTWDRZ T 7 ALY, WEHTZ 7 v a2 AEY DEER
BRHRE SN R/NNREOREEZ FE>TLEISLAE. ASAITRLEVRET 7 7 A L EHIBRL,
FLnaZ 77 A NVORTFER bR/DBOBRENHRIND LHICLET, HIBRT D7 74 40
WS, FRIEEWVWT s AV ETRTHIBRLTHZEE AV ORENRK/NBOREZ FlEl-
TWAEE, ASAIZFOH LWa 7y A LERFTEXERA,

ASATR T 7 7 A NVERIGFT DTOIWCMELRNL T T v a A OF/NESREEHRELE
7,

logging flash-minimum-free kbytes
1 -

ciscoasa(config)# logging flash-minimum-free 4000

BEFA—IL T ELAAD syslog * v t— U DiEfE

syslog A v =V &BEF A=/ T FLARIZEETDITIE, ROFIEZFETLET,
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FIE

ATy T

ATy T2

ATvT3

ATy T4

BEFA—IL T KLAAD syslog * v —TDiE(E .

BFA—NVT RURIZEET D syslog A vE—VEHfRELET,
logging mail {severity_level | message list}

51 :

ciscoasa(config)# logging mail high-priority

B A— /L TIEEINDHEE., syslog A vE—VIZBE T A=V A v =V OHLITICEREIN
I, ZOH, ZTOAT T a TIL, critical, alert, 35X W emergency 72 &, EREDEFHN
syslog A v =V A EHFITEINTHEOICRET DI L2 BEIOLET,

B A=/ T R AT syslog A v E—VEEET D EEIMEMATLEETETA—LT R
AEIEELET,

logging from-address email_address

&1

ciscoasa(config)# logging from-address xxx-00l@example.com

B A=/ T LA syslog A vE—TVZEET L EEIMHT H5EEDOEFA—V T R
AERELET,

logging recipient-address e-mail_address[severity level]

&1

ciscoasa(config)# logging recipient-address admin@example.com

A=/ T R R syslog A v =P 2535 & EITMMT 5 SMTP — S—Z24FE L
T, 794~V BN F VI —N"—DT7 RLAZRHEL T, KL7cn 7 A yEe—v
VI —ERAEMRT D ENTEET, BEIGL T, A ¥ —T oA A% —/—(CBHE
T, vX o IR T V=T 4 T =TV EWHTHIEHTEET, A ¥ —T =
A ABFEE STV WEA, ASAITEBNL—T 4 v 7 T—TNVEBRL, L—bk x> kY
DEIELZZWEEIE, T2 V=T 47 T—T NV ESRLET,

smtp-server [primary-interface] primary-smpt-server-ip-address [[backup-interface
1backup-smpt-server-ip-address]

&1

ciscoasa(config)# smtp-server 10.1.1.24 10.1.1.34
ciscoasa(config)# smtp-server 10.1.1.24
ciscoasa (config) # smtp-server management 10.1.1.24 outside 10.1.1.34
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. ASDM ~ () syslog * v Z—2 DiElE

ciscoasa(config)# smtp-server management 10.1.1.24

ASDM ~ () syslog * vt — MiEE

FIRr

ATy I

ATy T2

OX> 4y £a2—DETE

FIE

syslog A vE&—% ASDM IZEETDI121E, ROFNEEZFEITLET,

ASDM [Zi4{E 95 syslog A v E—TEBELET,
logging asdm {severity_level | message list}
11 -

ciscoasa(config)# logging asdm 2

ASA X, ASDM ~DXEZFHE L T\ D syslog A vE—T DOy 7 7 Ik EfER L. A v E—
UNEREND LRy T FIBEFELET, ASDM B2 Ry 7 7k, WEieZ Ry 77 L35
DRy 77T, ASDMD B 78y 7 7 B3NS EWNT D & ASA T D d\  syslog A 2 —
VHEHIBRL, B L syslog A v =T DNy 7 7 BIRA MR LET, &bV syslog A v E—
PEHIFR L TH L syslog A v B— D700 D AR— R 2l 5 DIk, ASDM DT 7 4 /L k
FRETT, ASDM 1 7 /Ny 7 7 IZARFEE LD syslog A v B—T OB AEFEIT 572D, Ny
T DY A X EETEET,

ASDM 1 7" /Ny 7 7 [TARFES LD syslog A v E—T O ERE L E7,

logging asdm-buffer-size num_of_msgs

&1

ciscoasa(config)# logging asdm-buffer-size 200

ASDM 1 7' /v 7 7 DBEDONE #2223 5121, dear loggingasdm =2~ > K& A LET,

RET Fa—aRET DT WOFIEZFATLET,

RIESINT-HIEICEESND ETOM., ASA BEDF 2 —IZRFFTE 5 syslog A vE—
DEAEFRELET,

. axyy



| a2y

avyY—ILR—

FIE

aA2Y—ILIR— kAD syslog * v E—TDEE .

logging queue message_count

&1

ciscoasa(config)# logging queue 300

ASA D AE Y NITIL, RESNTZHIE~DEEEFHEL T Dsyslog A vE—VE NNy 77
THEOIZHV B ToEND, —EHOTry 7 R3H0 FT, LET vy 7 OHIL, syslog

Avt—Y Fa—DES L, FBE LT syslog h—"—DIZ L > TRV EF, 774/ 1
DF 2 —DH A XL 512syslog A v E—ITH, Fa—DOWA XL, AR 0y 7 AE
U@%%Xﬁi@ffoﬁ@ﬁmo~m%%/ﬁ VT, EIET Ty F 74— AL 5T
B0 ES, X a5 BrIIHE LGS, £OF 2 —([TREFRBRRERKT A X (8192
AvE—) 180 ET,

FA®D syslog A v t—PDEE

syslog A v =T % a0V —/L R— MIFHET DI, ROFEXZFITLET,

a2 =) R— MIEET D syslog A v E—VZBBELET,
logging console { severity level | message list}

1 -

ciscoasa(config)# logging console errors

SNMP H—/3—~® syslog * v — T DiE(E

FIE

SNMP H—/S— D a0 7 % A F =T M DI, ROFIAEFATLET

SNMP n ¥ 7% A4 x—T/Z L, SNMP $—N—|ZEETHA v E—VE2EELET,

logging history [ rate-limit number interval | level level | logging list | level ]

loggingrate-limit =~ > FZ2H LT/ a— b b— MlIRZRE LA, Toa~r R
ZDawy RO ratelimit ¥—7— RFE v ST,

1 -
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ciscoasa(config)# logging history errors

ciscoasa(config)# logging history rate-limit 15 15 level critical

Telnet £7/=(X SSH v > 3 oA~ D syslog A v E—PDiEE
syslog A v&—% Telnet 721X SSH & v ¥ a VICEET DL, ROFIEEZFEITL £,

FIE

AT 971 Telnet £/21X SSH ¥ v ¥ 3 VITEET D syslog A v E—VERELET,
logging monitor {severity level | message list}

1 -

ciscoasa(config)# logging monitor 6

RATFYT2 BEOEyar~ouX L VP v A 32— LET,
terminal monitor

1 -

ciscoasa(config)# terminal monitor

—EFEa 7 NLTEHRa A T 53881F. Z20oa<vwy REFANTAVLERHY £, H
EOEy v ar~OuX 728z 512i%, terminal nomonitor =<2 K& A LET,

syslog X v E— DERE

Syslog TOEM LG —F—RBORREITIERT

07 A URATICRIR L= 6 OB e o — 5 — %é”syslog)‘ v —VICRREIIIEERRITT
TFET, TTANIRETIE, 22—V —AREHRGE. 3G E I LARAREA.
2 —HP—RITIERRTT, f_kz I, 2—H%— 7b>u/\of:l~4f~%@ﬁbb INRAT— K& A
NUTE, fif e LTAEMRI N Dsyslog A v tE—TT rﬂ—‘—‘bﬁ—%J ERETONEZETT,
RTANEHTD NI TN a—T 4 U TIESLTH eI, B a—V—Ha2RrT5HZ
EHLTEET,
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syslog * v t— A EBAEESH S .

FIE

ATY TN B — PR 2 ERRTHITE, KROKIITLET,

no logging hide username

ATw T2 Bghipa—F—L2IEFRICTHITIE, ROLIIZLET,

logging hide username

syslog * vE—CICAGEEZIZED S
syslog A v E—UIZHAFERFZ 2B 511X, RO TFIAEEZFATLET,

FIE

syslog A v B—UIZA v —UPNER SN B ERZDREEND L HITHEL £7,
logging timestamp
i -

ciscoasa(config)# logging timestamp
LOG-2008-10-24-081856.TXT

syslog A > E—U 6 HAF &KL A2 HIBRT 5 121X, nologgingtimestamp =~ > K& AJJ L&
R

syslog A v t—T DEFL
FRE Lz syslog A v &=V % T 4 B—T7MZT DI, ROFIEEZETLET,

FIE

ASA DFED syslog A v —VHAER LWL S ITHEELET,
no logging message syslog_id
i

ciscoasa(config)# no logging message 113019
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. syslog * v E—CDERKENEE

MEZHIZ LTz syslog A v E— U ZFHOEMNZT HI2IE, loggingmessagesyslog_id 2~ > K& AJj
L7 (#: loggingmessage113019) , #EZhiZ L7= 9 X TDsyslog A vE—YORF 7%
AT 5121, clear configurelogging disabled =~ > K& AL £,

syslog A v E—CDEKRENDEHE
syslog A v =YV DOERELZELT 511X, ROFIEELFETLET,

FIE

syslog A v E—YOEKREZFRELET,
logging message syslog_id level severity level
i

ciscoasa(config)# logging message 113019 level 5

syslog A v =Y DOEKRELEOREICY > 35121, nologging message syslog_id level
severity level =< > K (nologging message 113019 level 572 &) Z# A LE4, AHE I/
R TDsyslog A vE—VOEKEZZNENOREICY £y MT5I21%, clear configurelogging
level 2~ KZ AN LET,

AR N EED syslog * v E—DTOvY
Fig

AR N =y NTREDssyslog A v —UNERSIN2NWE 7 ay 73 5I12iF, kO
avwy R LET,

no logging message syslog-id standby
1

ciscoasa(config)# no logging message 403503 standby

T == VA= N ARG T = VA== R X XA ASA D syslog A v B — T D [RIH
BIND LT DL, FFED syslog A vE—Y DT vy 7 BMELET, 15’//\4'1
=y NCOAERZLRINCT 2 v 7 LTEFFED syslog A v E2—Y D7 0y 7 ZffkRT 51

logging standby =1~ > R&MEH L £,

G¥)
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3E EMBLEM T £ 0> syslog # v £ — 12734 2D 2855 [

BERED L XX, TIT 4T EAZ U RADMED ASA TR X T EITH L syslog T —
/N—=_ SNMP #— 33— FTIPH— "= DA X TR TORNT 7 0 v 7121512720 F
T, 722, 72— NA—N—FKAEROAL v T —"—T =2 —XTlL, AA vTFF—/3—(T
K777 47 a=y FORAA N MROBEEA N Ml AZ 31 ASA TLV LD
AR IR ERESNET,

JE EMBLEM 2 @ syslog * v £—2ICTNA XD ZEH S

FIE

T34 A 1D % 3E EMBLEM JER.D syslog A v E— & DT, RO FINEEZFEITLET,

F 34 A ID %I EMBLEM JE D syslog A v E—IZED 5 X 9 ICASA Zi%E L £, syslog
At —IIZH L THETEXATF AL ZID DX A F1E1 273 T,

logging device-id {cluster-id | context-name | hostname | ipaddressinterface_name [system] | string
text}

51

ciscoasa(config)# logging device-id hostname
ciscoasa(config)# logging device-id context-name

context-name ¥ —7U — R, BIEO 2 FTH A NOLRTIZT A ZAID & L THEHAT A%
ALET (A F ar7FRANE—RNIEZTJEHESNET) , AT 2 TFANE—ROD
BHaVTXARNTCTNAAID ORX U T E2AFZ—TNITDHE, TEOVAT KFJTAN—
ATHEREND A vE—VidsystemD T NA AID ZHH L, FH a7 F A M TAEKENRD
AvE—VIIEH I TXANDOLAFIET NAAID L LTHEALET,

G¥)
ASA 7 5 AXZ L, BIRLIEA v X —T 24 ADEHZ=y FOIP T RLAEFIZHEHALE
7,

cluster-id ¥— 7 — RiZ, 734 AID & LT, 7 7AZ DD ASA 2=y D7 — F&E
W BEOL4RTZEE L £ 9, hostnamex—7U— R, ASADKA "% T /34 ZAID & LT
45 Xk oicfE@E L £ 7, ipaddressinterface name s — 7 — R D7 1%, interface_name
LLTHRESNIEA LV Z—T A ADIPT FLRAZT AL ZID & LTHATHZ L A2EEL
F9, ipaddressx—U— R&HT 5 &, syslog A v —TDOREETLERDA LV H—T = R
WCBRR . ZDOT A AIDITRESNTZASADA VX —T =4 AIPT KL A LD £,
7 T ALZBEETIEL, sytem ¥ —U—RiZ, TXA ADBA L H—T =2 ADV AT LIPT K
VAERDZEEWRELET, ZOFXF—U—RIZED, T30 ANBEEINDH T TDsyslog
Ay bE—VICH—O—E LT A 21D ZFEETEET, sringtext ¥ —U — Fg[EDT
E. TXARNLFINET ANAAIDD ELTHERT2ZEE2MELET, LFHNOR S, &K
T 16 XLF T,
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B r=xs04x0ryz ok

ZERAN—=RE AN . WOXLFEMBEHLIZD T2 LIXTEEEA,
& (T8 k)
o' (—EGAR)

" (ZHEBIHM)

«< UM VREE)

«> (K72 VFH)

<7 (BERITF)

GE)
A F—TWMZT 5 &, EMBLEM JER®D syslog £ vE—U<° SNMP k7 v 7127 /31 A ID 1%
TRINFEE A,

NRAEL AR )R EOVERK
AR N VR NDOERITIE, O3 OORHEEHEH L E7,
e AXUKNITTRA
« ERE
e A vt— 1D

FEEOR X 7 O5isE (SNMP H— " —72 &) [ZEETDIHAX L A b UANEERT
HI2iE, WOFNEEFEITLET,

FIE

AT T N7 RNy 77 |[REEND A v — TV ORRIEELIEE LET, 2L 2ITEREL3ICH
ETDHE. ASA L., EREN3, 2. BLO1 D syslog A v—TV%EELET,

logging list name {level level [class message class] | message start_id[-end_id]}
151

ciscoasa(config)# logging list list-notif level 3

name 51821x, U A FOLAHTIZEL LT, leve level ¥—U — K EGIEDOT 1L, ERXES
fEE L Ed, classmessage class ¥ — UV — R EBEOT L, FFEDRA v &—T 7T ALHEE
L $£9, messagestart_id[-end id] ¥ — 7 — R & 515D 7 1%, il % D syslog A v E—TVFEF
T IFEHOHMPEIEE L ET,

GE)

. axyy
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ATy T2

nxvy 7o ns0%z [

HREDAFIE syslog A vE—T UAMDARTE LTHEH LW T 720, fHZELDOA
ATIZIE, emergencies, alert, critical, error, warning, notification, informational, I3 JU*debugging
DEENLET, RRRIS, A F U R MORBHIZZ S OHFEDRA]D 3 TFIEH LR
TLIEEW, T2 ziE, Terr] THED AN b URAMIFIMEHA LN TIZEN,

(FFvar) VARMIAyE—VO@REEL S SI2BML £,
logging list name {level level [class message class] | message start_id[-end_id]}

&1

ciscoasa(config)# logging list list-notif message 104024-105999
ciscoasa(config)# logging list list-notif level critical
ciscoasa(config)# logging list list-notif level warning class ha

AIEOFMETHEA LI bDEREa~y FREAN L, BIFO A vE— U X b O4RTE BN
WriEE LEd, VA MIBIMTLIREEILIC, Frilna~vr FEAALES, 2exid U
Z MBS LD syslog A v E—VOHAEL LT, ROEELFFETE T,

« ID 73 104024 ~ 105999 OHiPH D syslog A v —,

« TR critical LA |- (emergency. alert, F 7213 critical) D3 XTD syslog A vtE—,

o B KJE DS warning LA £ (emergency. alert, critical, error, ¥ 72(% warning) D3 -XT® ha
7 7 AD syslog A vE—,

GE)
syslog A > E—I1%, \_ﬂ60)71<1¢@1/‘72}/b75 ZW T eI n ZICFEER S ILE T, syslog A v
T VUBREBOFRME AT A, DA vy — VT EE 7“17 RS NET,

OX>Y 74IL32DEKE

BELE-EAEADT TARNDTRTD syslog * v t—DiE(E

FIE

77 ANDT X TDsyslog A v E—VEFE LTI IEICEET DI, ROFIREEZFATLE
-éAO

BELEHDEa~vwy RTtar 74 Xal—3avd FEXLET, 22013 ERETD
AyB—UNNEa T Ny 77 ICEEENDEOICHEEL, ERE3ZDha 7 T ADA vE—
UHRANE e 7 Ny 7 FIGEEESNDLOIEETSHE, oy T 4 Falb—Ta URMEBES
ET,

logging classmessage class{buffered |console |history |mail |monitor |trap} [severity level]
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ciscoasa(config)# logging class ha buffered alerts

buffered, history, mail, monitor, IBX W trap F—T— NiL, TD 7 7 AD syslog X v E&—
COMNEERRELE T, higory ¥—7U— RiE, SNMP TORF 7 ZH4IZ L £ 7, monitor
F—U— RFiL, Telnet BEWNSSH TOuRFX U 72480 LET, trap F—7U— RiL, syslog
P—R—TOaX L TE2HAMILET, a~v FIA 2 B 1O IEEIREL
T, 1207 FANEEOHENICHE SIS KO IEET 28561, Akl sicHmLn
avr RE AN LET,

syslog A v E—DERL— FDFHIR

FIE

syslog A v =V 04K L — M EHIBRT 521X, IROFIEEZFEITLET,

BESNFEERE (1~7) %, EBEOHMNTAYyE—V 8y FERFEADA vE—Y (H
TR ICEHLET,

logging rate-limit {unlimited | {num[interval]}} message syslog_id | level severity level
11 -

ciscoasa(config)# logging rate-limit 1000 600 level 6

L— MBRIZ, 3 X TORESNZHABICEEINDIA v E—VORICHELET, n¥
7 L— MlfRZ T 7 4L MEIZY &> R 9 5I21%, clear running-config logging rate-limit =~
YREADLET, X7 L— MillR%Z V& > b9 5I121%. clear configureloggingrate-limit
a~vr RE AN LET,

OJ0E=X2Y>2Y5

BX T AT —H ADOERIZONTIE, kOa~y FESRL T EEN,
« show logging
Zoawy RiE, BEREEZGTesyslog A vE—VERRLET,

. axyy
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A\

GE) ¢ FIRTE B syslog A v E2—TORKENT, 1000 T, T
T 7 4V REETT, RHRTX D syslog A vE—TDRKEK
¥, 2000 T,
« showlogging DT A R TX B 7 o B NFERENDHA.

clear logging countersall 2~ > RZFAT LItk THLFR RN
£7

« show logging message

Zoawr RE, BESNEZERELET =7 M ENTzsyslog A v — U % E& T syslog
Ay—VDOY A NERLET,

« show logging message message 1D
Zoawy RiE, FFED syslog A v E—YOEKEEZRLET,
« show logging queue
Zoavwy RiE, aX S Fa—EXa—HEitERERLE T,
+ show running-config logging rate-limit
Zoavy R BEOrX LS L— MIROBREEZ R T LET,
« [EX%E (Configuration) ]> [Firewall] >[7 % X JL—JL (AccessRules) ]

ZDORA UTIE, MBS RuleHex1d) I2HESWT, oo ZiIckt+ 50X 705
AT Ca—T 5274 NEZ )7 TEET, MRERRTDHITIE, V—ALEZRRLT, [B
JDRFR (Showlog) 127V v 7 LET,

a2 nH
ROBNE, showlogging =~ RTRRINL B F U ZIFHRE R L TWET,

ciscoasa(config) # show logging
Syslog logging: enabled
Facility: 16
Timestamp logging: disabled
Standby logging: disabled
Deny Conn when Queue Full: disabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: disabled
Trap logging: level errors, facility 16, 3607 messages logged
Logging to infrastructure 10.1.2.3
History logging: disabled
Device ID: 'inside' interface IP address “10.1.1.1"
Mail logging: disabled
ASDM logging: disabled

nxyy
|
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ciscoasa (config)# show logging
Syslog logging: enabled
Facility: 20
Timestamp logging: disabled
Hide Username logging: enabled
Standby logging: disabled
Debug-trace logging: enabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: level debugging, 330272 messages logged
Trap logging: level debugging, facility 20, 325464 messages logged
Logging to inside 2001:164:5:1::123
Permit-hostdown logging: disabled
History logging: disabled
Device ID: disabled
Mail logging: disabled
ASDM logging: disabled

OB, syslog A v —T %A R—T VT 2008 DI dilil+ 5 5iEL . F8E LT syslog

Ay —VOEKELZGIET D HEEZRLTOET,

ciscoasa(config)# show logging message 403503
syslog 403503: -level errors (enabled)

ciscoasa(config) # logging message 403503 level 1
ciscoasa(config)# show logging message 403503
syslog 403503: -level errors, current-level alerts (enabled)

ciscoasa(config)# no logging message 403503
ciscoasa(config) # show logging message 403503
syslog 403503: -level errors, current-level alerts (disabled)

ciscoasa(config) # logging message 403503
ciscoasa(config) # show logging message 403503
syslog 403503: -level errors, current-level alerts (enabled)

ciscoasa(config) # no logging message 403503 level 3
ciscoasa(config)# show logging message 403503
syslog 403503: -level errors (enabled)

OX > DER

x3:OFXVTDERE

HEHE T3y bk Bl
TA—L)
IJ —X
Logging 7.0(1) SEIERHNEEZBHALTASA Xy hU—7 X JERAVIEMEL £
T, O 77 ANERRLTRET LI a v bEEnTnET,
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nxvroE [

HERER TS5y b &R
T+—L1)
)—=X
L— bl B 7.0(4) syslog A vE—U NSNS L— MEHIRLETS,
logging rate-limit =< > KB AINE LT,
n¥r 7 YR b 7.2(1) SEIEREE (X7 LV ARV ITA BEORA Yy E—Y
ID) TAvtE—VEBETLHOIMOa~vy RS ax 7 )
A B EAFRR L E
WOa~ > RPEAISE L7z, logging list
ELT aELS 8.0(2) VE—F BXF T KA I\J\OD%%;T’SSL/TLS EERHTLELOICHEELE
T ZOFT v ad, BRENZT B b2V TCP OGEIZET AR T
7
logginghost =~ > RN EHE X E L7,
nXr 7R 8.0(4), 8.1(1) |mX > T AvE—TDipaaA X2 b 7 T RIKT HYAR— FpBEIMIE
L7,
loggingclass =~ > ROVEBR S E Lz,
0¥ S 75 R LRES [8.2(1) aX S Ayb—YOdap A X2 7T RACKT DR — R BEMENE
nizexo 7 Ry 7y L7z,
loggingclass =~ > FWAER S E LT,
RESNTr X 7 Ny 77 (ASDM, W, FTP, BL 7T v =) %
7 VT3 5B AR— kK,
clear logging queue bufferwrap =~ > FEASILE LT,
INAT — ROk 8.3(1) NAT — ROBEFICRT 29 R — B sivE Lz,
logging ftp server =2~ > RAEH I E LTz,
ny Ea—7 8.3(1) HEEITLIP 7 RLABLOSEAEIP 7 RLARB Y Ba—TlZBMSnE L

77
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BE

TSy bk
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nn
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WA X 7 LT
=9

8.3(2)

TCP Z{EH T % &L 9 ITsyslog —/"—%&ET D & syslog —/3—ZAfi H
TERWEA, ASA T — —FOMEMH AIEEIZ 7R 5 & T syslog A vt —
VEARTOIH LW E T ey 7 LET (té:i:f VPN, 7747
VA=, Ay b AV— T aFxH) o ZOKEIZ, ASADrX T
Fa—DBoEVDEEICHH LWEEREZ 70y 735 K9 ICESRE
L. BfEIE, uX o7 Fa—n2 ) 7&8hb EHESNET,

Z OF%REIL. Common Criteria EAL4+ ~OYEHLO 7= DI ZBMENE L=, &
FCRUVRY | syslog A v BE— VR EZETE WA TOEREZTFTT5
AW LET, B A FF AT 412X, logging per mit-hostdown =1 > K
AL ET,

414005, 414006, 414007, 414008 D45 syslog A v —U N EAINE LTz,

show logging =~ > RBZEE S v L,

syslog A vE—T D7 4
BT — b

8.4(1)

WOYR—bpvBEMShE L,

s XFEXFE I T LIKHET HDEEOT XA N LT
= T NE Y T,

12K < syslog A v

o« WAL I T 4 VH DIERK,

A=V DOHTLIED Y=k,
A R 22 LTIEZEN,

FEAIIZ DWW TIX,  TASDM Ak A

ZOMEREIL. TRTDASA NRN—V s U EAEAERH Y T,

7T AL

9.0(1)

ASA 5580 B L N5585-X D7 7 AKX Y v TEREETO syslog A v — ARk
DY R— FBEMSNE LTz,

logging device-id =~ > RAEHE S E L7,

AB L NA
P a=E/

& D syslog

9.4(1)

Tz V=N 3T g X o b— a3 D AN A HEE THREE D syslog
Ay —VOAERET Oy 7T HODFR—FaBMLE L,

logging message syslog-id standby =< > K23 E A I E LT,

syslog r—/S—DEF =
T IRBEGE D T2 b DB IRID

9.6(2)

TLS 7 4 7 MLERE, REC6125 D&V v a v 6 IlEHRSNDH P — 31—

ID DfEFEL—/VZ2 VR — T2 K 91270 £ Lz, IDRGEIL, syslog %—

A~ﬂ»vvwwyms&M@mﬂﬁm ’%ﬁéﬂi# RS 7z ID
BESINTY 77 L AID &E—EL2WGE, HEEE LI TEEHA,

WD~ RPGBINEIIAEE S E Lz, [no] cryptocareference-identity.,
logging host,
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HRER TIv bk &R
TA—L)
)—R
syslog #—/3—"T® 1Pv6 |9.7(1) TCP & UDP #%Hi T syslog Z5tdk, X5, ZIET D701, syslog —/3—
7 KL ADOHAR— b ZIPv6 7 RLATRETED LIV E LT,
WD~ RNERILE L7z, logging host
nXrs A 9.12(1) m¥ T Ay E—TDBFD, BGP, A ¥ —7 = A A IPv6, ¥/ TFFx
A k. Object-Group-Search, PBR, /L —F (7', SLA 7 7 ADHWHR— kR
BiNSivE Lz,
loggingclass =~ > RZVEHE I vE Lz,
syslog D/L—"7"3w 7 A 9.18(2) N—T Ny ) A B —T 2 A%BMLT, syslog lZEHTES L9
VH—T oA APHR— | DE L,
HH/ZAEF Sh-2~ 2 K : interfaceloopback. logging host
SNMP syslog ® L— Kifi| [9.20(1) VAT LERO L — MR E R E L2 WE . SNMP — X — |25 &

PR

% syslog (Zxf L CEBINC L— MMAIRZHETEZH LI LT,
P/EE Shiza~> K @ logging history rate-limit
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



