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VXLAN £ > 2 —2J 24 ADEKFE
VXLAN Z 3% ET HI1TI1E, ROFINRZFATLET,
A\

(GE)  VXLAN F721% Geneve R ECTEX £9 (ASAFRIE DH) . Geneve f ' H—7 = A ATDONT
1%, Geneve f v H—7 =4 ADFRE Q0—) ZHR LTI,

FIE

ATYT1 VIEP EEiA v ¥ — T = A ADFE (14 X—) AL TENITHZ LN TEET,
ATFY T2 VNI A H—T =2 A ZADFE (16 2—)

ATF9F3 [ (A7 3) VXLANUDP R— FOEHE (192—) | 2L TIEEN,

ATY T8 (Azure GWLB) 7 — F U = A 08— KNXT YO~V AF = v 7 OFFF] (23 4—)

VXLAN 1 42 —J x4 X .
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VXLAN 2 —2J x4 2 |

B vieeErss—orszomE

VIEP = {ETTA 42— T 214 ADEKRTE

FIE

ATy T

ATy T2

ASA T &, FhideXa2V T4 2 THFARNIT LI DO VIEP BEo0A v X —T = A A%
BETEET, VIEPIX, *v hU—Z#8{b=> K&K A > b (NVE) & LTERSNET,
Azure DASA AR CTO 7 Z A&V o ZIZI3fIA B HY . 1 DD VTEP VY —A AV F—T = A A
U SABEIEY IR L, 2OBD Y — A A B —T = A A% Azure GWLB ITHEE S 11
2T =B A B —T 2 A TEET,

4O HREIIC

VAT arFXFANE=RTHE, ZOEDOX AT ZaLTHFARNETAN=ZATEITLTL
IV, ELEWa Y TX A MEZEES 521, changeto contextname =~ > K& A L&
ﬁ‘o

(P 2T LU N E—F) EEXA L ET—T A ANBNVEFHTHLZ L A2EELE
@—o

interfaceid

nve-only

&1

ciscoasa(config)# interface gigabitethernet 1/1
ciscoasa(config-if)# nve-only

TOBBEICIY, A HX—T2A ADIPT RLAFRRETAZENTXET, ZOavw KN
X, Z2ORTEIWCLES TR T T4 v INZIDA B —T7 A ADVXLANB I OHBOEHE 5
T4 T DORHIBENDL—FT v R E—RFRTIXA 7> a3 TF,

BERETA VI —T oA AL EIPVEAB LV ELIZIPVE T FLAZRELET,

ASA AR 7 5 2 ZHIEY 71X IPv6 Z VAR — F LEF A,

1 -

=7 v FE—1FK)

ciscoasa
ciscoasa

config)# interface gigabitethernet 1/1
config-if)# nameif outside

config-if)# ip address 10.1.1.1 255.255.255.0
config-if)# ipv6 address 2001:0DB8:BA98::3210/64

1 -
(FFZ AT L s E—K)

ciscoasa(config)# interface gigabitethernet 1/1
ciscoasa(config-if)# nve-only
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ciscoasa(config-if)# nameif outside
ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if)# ipv6 address 2001:0DB8:BA98::3210/64

AT T3 NVEA L AX L AEEELET,
nvel
IDI CNVEA LV AZ VA% 1| ST ETX T,
1 -

ciscoasa (config)# nve 1
ciscoasa (cfg-nve) #

ATy T4 VXLAN 7 72 ik xiEE L E T,

encapsulation vxlan

11
ciscoasa(cfg-nve)# encapsulation vxlan
ARTYTE AT v T2 TRELILEGEITA Vv F—T =4 AAEHRELET,

sour ce-interface interface-name

1 :

ciscoasa(cfg-nve)# source-interface outside

GE)
VTEP A ' Z—7 = A AD MTU 2 1554 /31 b (IPv4 DFE) F7213 1574 314 ~ (IPv6 DF
) RiEOEA . ASAITHEIIZ MTU % 1554 /54 FERIT 1574 34 MR L E T,

ATYT6 (ZAFarFFALNE—F (N E—RTERATVary) FETET VIEPOIP T R
VAZRELET,

peer ip ip_address

1 -
IPv4 ©°7

ciscoasa(cfg-nve)# peer ip 10.1.1.2

51
IPv6 ©°7

ciscoasa(cfg-nve)# peer ip 2001:0DB8:BA98::1234
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B vws—ozrzome

ATy 17

ET7IPT RVAZRE LGS, S AVTXY AN A= T 4o ANV FEHTEEEA,
<N F XY AMI, vF arTHFA N FT— RTIEPFAR—FEINTWARW=D, FEREN
Me—DA 7 g TT, VIEPIZIZ 1 DO T OAEIETE E7,

ATvar, v I NE—ROR) BEMTONETXTOVNIA L E—T = AT 7 4
IWEDONLVFXY AR TNV —TZ2EELET,
default-mcast-group mcast_ip
15'] .
IPv4 7 v—77

ciscoasa(cfg-nve)# default-mcast-group 236.0.0.100

B -
IPv6 7 v—=7

ciscoasa(cfg-nve)# default-mcast-group ff0e::100

NI A v F =T 2 AT LIZINTFHRXY AL TNN—TEZHEL TORWEEIE, 207 /0—
TRERENET, ZOVNIA X —T oA X LNV T N—F R ELTOLEAIT, £
DITN—TNZORELD bETRINET,

VNI 23— x4 ADETE

FIE

&

ATy T2

VNI A v Z—T A A&BMLTENE VIEP EETEA v ¥ —7 = A RTBERHT T, HARA
VH—T 2 f ANRTA=HERELET,

Azure @ ASA virtual DS, BED VXLAN A VX —7 = A A RET DD, Azure GWLB T
AT AZT7 77X T — RFOVXLANA U F—T 2 A AZHRETEET, XFr7aFxi £—
Rix, 79 2Z Y 7 THR—FENLHE—DF— RTT,

VNI A & —T = A ZA&ERLET,

interface vni vni_num

51

ciscoasa(config)# interface vni 1

1 ~ 10000 DHIPITID R ELET, ZDIDIINETA v F—7 = A AR+ T,

(GEHE D VXLAN) VXLANEZ A M ID Z28EELET,

. VXLAN 1 52 —J (4 X
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segment-id id
il -

ciscoasa(config-if)# segment-id 1000

1~16777215 DHIPATID ZFE L E T, B AL FIDIXVXLAN ¥ ¥ 72 S nE 3,
ATv T3 (Azure GWLB OX7 7%+ VXLAN) 7o X X7E— REANT LT, HLERNNT A —
HERELET,
a) X7 E—REAEMICLET,
proxy paired
% -

ciscoasa(config-if)# proxy paired

b) WEHAR—FEZRELET,
internal-port port_number

port_number /% 1024 ~ 65535 T,
£l

ciscoasa(config-if)# internal-port 2000

o) WEtZ AL MIDAHRELET.
internal-segment-id id_number
id_number (X 1 ~ 16777215 T,
1

ciscoasa(config-if)# internal-segment-id 101

d) AR —bEHRELET,
external-port port_number

port_number /% 1024 ~ 65535 T,
i

ciscoasa(config-if)# external-port 2001
e) Mt/ A MIDZRTELET,

external-segment-id id_number

id_number (X 1 ~ 16777215 T,

1 -

VXLAN 1 42 —J x4 X .
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B vws—ozrzome

ATvT4

ATy TH

ATvT6

ATy 17

ATy T8

ciscoasa(config-if)# external-segment-id 102

) FI7T74VIDBELCA U F =T 2 AA RHAD T DL EE2FATLET,
same-security-traffic permit intra-interface

51

ciscoasa(config) # same-security-traffic permit intra-interface

(FTZ AT LU N T— FDOPAIFMNE) ZOA L F—T A AEBEMTETY v 7
N—TERELET,

bridge-group number

1 -

ciscoasa(config-if)# bridge-group 1

BVIA VX —T 2 A AR EL TCRHEDA LV E—T 2 A ZA%BZDT Y v 7 —F BRI
HI2E, TV IN—T A B =T oA ADFKELESZHR LTI IEIN,

DA B —T A A% VIEP £EI0A & —7 = A ZZBEMIT £ 77,

vtep-nve 1

AV E =T A ADARIERELET,

nameif vni_interface_name

51

ciscoasa(config-if)# nameif vx1lanl000

name L K 48 SLF DT F A M LFHI T, RIFL/NFIEXBSNET A, ARTEEET
DITE, ZOa~vr RTHLWEZHADLET, ZO4MESZRT 2T XToa~» R3]
PrEND720, noERITIAT)I LN T 2SN,

W=7y RE=F) IPV47 FL AL IPv6 7 FLAD—J £ 723 2% 4 TEd,
ip address {ip_address [mask] [standby ip_address] | dhcp [setroute] | pppoe [setroute]}
ipv6 address {autoconfig | ipv6-address/prefix-length [ standby ipv6-address|}

1 -

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0 standby 192.168.1.2
ciscoasa (config-if)# ipv6 address 2001:0DB8::BA98:0:3210/48

X2 UTF 4 L AERELET,

security-level level

. VXLAN 1 52 —J (4 X
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ATvT9

(7o a) vaanuop #— rozE

1 :

ciscoasa(config-if)# security-level 50

number (213, 0 (B FZ) ~ 100 (f bAn) OBELEFREL £7,

(TN E=R) SATFXY AL TAN—T T RLRAERELET,
mcast-group multicast_ip
15'] .
IPv4d 7 —"7" .

ciscoasa (config-if)# mcast-group 236.0.0.100

1
IPv6 7 v—"7":

ciscoasa(config-if) # mcast-group ffOe::101

VNIA VX =T 2 A LT NAFF ¥ AN T NA—TZFRELRWEEIE, VTEP 41511
VHE—T 2 AREDT 7 AV~ INA—T PRSI NET (BHATRERSEA) . VIEPEE T
A B =T 2 A A L TCFEEBTVIEPE T IPZRE LT2HA. VNIA U H—7 = A RTHEL
TINFXXY AN IN—TEREETLHZ LI TEER A, vALFFY A ML, v LVF 20T
FAPNET—RTEHYFR—FEINTWVEREA,

(7 3>) VXLANUDP R— D ZEE

FIE

57 )b hTiL., VIEP #E705A v X —7 = A AL UDP AR— b 4789 ~® VXLAN rT 7 ¢ v
T EZTANET, *v bU—7 THEEDSNOR— M EEHT 581, TNE2LEETEF
j—o

1R BRI

YAF AUTHFARNE—RTIR, VAT LAETAR—ATROS AT ZETLES, a7
XA RND VAT LFLTAN—RIZYI D B2 5121, changetosystem =~ > K& A ) LT,

VXLAN UDP A — F & ELET,
vxlan port number

1 -

VXLAN 1 42 —J x4 X .
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. Geneve f >3 —J T ADXE

ciscoasa(config)# vxlan port 5678

=L =
Geneve f 3 —J x4 ADXRTE
ASA F4E @ Geneve f > X —7 = A AZRET HI1E. WROFNEEZFEITLET,
A

GE)  VXLAN F£720% Geneve TR ETE F T, VXLAN A X —7 = A RO\ TlL, VXLAN A o~
B =T 2 A ZADFE (132—=) ZBRLTLIEE N,

FIE

AT v F1 Geneve ® VIEP K[ZT0A LV Z—7 = A ADFHE (20 2—)
AFv T2 Geneve D VNI A X —T =4 ZADFHE (21 <—)
ATFYT3 Y= U A0 —FRT UV D~NLVAF =y 7 OFFF (23 2—=2)

Geneve O VTEP E{ETTA V3 —T 24 ADHTF
ASAFAE Z L2 1 DO VTEP EE A v ¥4 — T =2 A ABRETEET, VIEPIZ, *v U —
IRk RiRA > b (NVE) & LCEZEINET,

FIE

ATy T1 (FE) FETA LV F—T A ANNVEEHTHLHZ L ARELET,
interfaceid

nve-only

1

ciscoasa(config)# interface gigabitethernet 1/1
ciscoasa(config-if)# nve-only

ZOBREILEST, hT T4 I NIDAL v F—T oA AD VXLAN B L OHEOEH k5
747 DITHIRSET,

ATV T2 EEIA LV H—T oA AL LEIPVAT RLAZRELET,
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ATvT3

ATy T4

ATy TH

Geneve D VNI 1 > 2 —7 = 4 20E [

1 :

ciscoasa(config)# interface gigabitethernet 1/1
ciscoasa(config-if)# nameif outside
ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0

NVE A v AX LV AEELET,

nvel
IDI CNVEA LV AZ L A% 1 ST IFEETXET,
Bl -

ciscoasa (config) # nve 1
ciscoasa (cfg-nve) #

Geneve 7 AL ZIEE L £,

encapsulation geneve
[Geneveh— k (Geneve Port) JIZAHE LW TL 7ZE0, AWS (ZiEA— b 6081 2SH4EE T,
i -

ciscoasa(cfg-nve)# encapsulation geneve

AT T2 TCRELEEGBITA VH—T7 =2 AL ERELET,
sour ce-interface interface-name

1 :

ciscoasa(cfg-nve)# source-interface outside

GE)
BETTA VX —T A AD MTU 28 1806 /31 PRGOS, ASA I HEIHIIZ MTU % 1806 /X
A ML ET,

Geneve D VNI 1/ 32— 24 ADEXTFE

FIE

ATy I

VNIA o Z—T =2 A A&BIMLTENE VIEP LG LA VF— 7 = A AZBAEAHT T, AL
VH—T 2 f ANRTA=HERELET,

VNI A v Z—7 = A ZAZEf L E7,
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B ceccovniss—orqszomE

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

interface vni vni_num

&1

ciscoasa(config)# interface vni 1

1~ 10000 DHEFATID ZHRELET, ZDIDIFNEA v X —T7 = A AT TT,
DA B =T 2 A A% VIEP IHMETLA » F—7 = A AZEEMT £,

vtep-nve 1

A H =T x A ADLHIEREELE T,

nameif vni_interface name

1 :

ciscoasa(config-if) # nameif genevel(00

name |35 K 48 LF DT F A hXLFHITE, RLFL/PLFIEMNSNETA, ARTEEET
HIiE, ZOa<wry FTHLWEEZBANLET, TOARTZZRT LT ~Toa~r R
Pran D7z, noBRUIAN LT IZE 0,

IPv4 7 KL AL IPV6 7 RLAD— £ 721 5280 4 TET,
ip address {ip_address [mask] [standby ip_address]}
ipv6 address {autoconfig | ipv6-address/prefix-length [ standby ipv6-address]}

Geneve IZEMIP 7T FLADLEYR— M LET,
51

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0 standby 192.168.1.2
ciscoasa(config-if)# ipv6 address 2001:0DB8::BA98:0:3210/48

X2 VT4 LV ERELET,

security-level level

level (Z1Z, 0 (B MAL) ~ 100 (e bArn) OB EFHELET,

i

ciscoasa (config-if)# security-level 50

VUINT —hTaxUERITEANILET,
proxy single-arm
11 -

ciscoasa(config-if)# proxy single-arm

proxy dual-arm
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B —

ATy FT17

=tz a—ERS DALz Fzyoona [

1 :

ciscoasa(config-if)# proxy single-arm | dual-arm

FTNENOHBITIKRD LB Y TT,

Zuxv X, FATTHE—RVNIA UV F—T oA AEEETHXF—T— RNTT,

single-arm £7201F dual-arm k. AWS U LT — A E7213T 27 VT —LEMT— FE2EE
THE—T— KT,

N7 4y IBREICA H—T A RATHMAVTHZ EEFAILET,

same-security-traffic permit intra-interface

1 -

ciscoasa(config) # same-security-traffic permit intra-interface

FOTAA—KN\SYDANIILARF T VI DT

AWS F/-lX Azure ¥ — F = A 0 — RT3 Y TlX, 77 I9A T VAR~V AF = v 7 IZIE
LLISBETHMLERH D FT, AWS F—hU=Af B — KRXZ UL, EFERREINDETT
FAT LV ARZDIH T T 4 v 7 HBEELET,

SSH. Telnet, HTTP., F7/2IZHTTPS D~V AF = v ZITISET B L HICASAFE 2R ETH
PVENH D F7,

SSH #6%

SSH D%, 7= b= m—RAZ U ¥NHD SSHAFFALET, F'—hU=Afm— A
Z L, ASAAE ~OER O R RIT L, 27 A VO ASARB OT v 7 MR EFEED
AELE L CHUS S E T,

\}

GE) SSHu A 0TI 0BICHA LT TR LET, TOXA LT T MIKHST B2, 7F—

P2 A B—=FKNT U TEOVRWAVAT =y JHBERET DLENH Y 7,

il

! Allow SSH connections from GWLB network: 10.0.1.0/24
ssh 10.0.1.0 255.255.255.0 outside
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B 7 rozqo—rnRS yoALzFzvs 0BT

Telnet £

Telnet DA, 47— F 7 = A B— KT P50 Telnet ZFF A LET, #— k=g m—F
NG UL, ASA AR ~OEEREDORESI & 3IT L, ASA AR D1 7 A > OF 1T N BER
DFALE LTI SNET,

)

GE) ELEVNEF2UT LD v H—T A AT Telnet CHEFE TR0, ZOFHEITE
A TIEH Y THA,

1

! Allow Telnet connections from GWLB network: 10.0.1.0/24
telnet 10.0.1.0 255.255.255.0 outside

HTTP (S) Ay FRIL—TOF>
B A — RKANFUHIZHTTP (S) B/ A V52 ERTAHALIHIICASAZRETXET,
51

! Identify health probe HTTP traffic from GWLB nw 10.0.1.0/24 to ASAv interface 10.2.2.2
access-list gwlb extended permit tcp 10.0.1.0 255.255.255.0 host 10.2.2.2 eqg www

! Enable HTTP authentication

aaa authentication http console LOCAL

! Require authentication for the health probe traffic

aaa authentication match gwlb outside LOCAL

! Use an HTTP login page on the ASA

aaa authentication listener http outside port www

h— FEMEBRELEREIT AT AV —D A ANAT ZERAL-HTTP (S) UAA LY
S

NVAF 2 7 e AR T —H HTTPS) h— =2V XA L7 F 35 X 912 ASA A8 23R E T
EET, HTTP (S) ~VAF = v 7 OE4E, HTTP (S) ¥—,3F200 — 399 DHFHD 2T — &
Aa—RCTHY = U=z B— R RTUWFNETHLERH D £3, ASA AR TIE[FIFRFE B
BROBITHIRR S B 72D, ~NAF = 7 BB — =T —RTH5Z L TEE
R

R EWARELIZAZT 47 A H—T A ANAT 2T 5 &, R—F (R—1 80
2E) ~OEHGEROIP T KL AIZYH A L7 hT&EET, 728 Z2IE, ASA (AR A ERA >
B —T 2 A ADIHEFOT— U oA v — KT W50 HTTP N7 v b4 HTTP $—
DI E RO ASA BB AN A X —T = A ADPEHD X HITEBR L 7, RIT ASA 548
Ty Ve~ B 7 &N T RURIZEEE LET, HTTP —/3—% ASA {48 156
AUHE =T oA AEL, ASARE 1T — bV oA 0 — AT U HIRE L L ET,
P T2 A0 — T UYL HTTP Y —R~D NTF 7 4 v 7 B[ TDHT 7 A /L— /LR
MEETY,

1
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VXLAN 1 >

VXN £ > 5 —7 x4 20E=41Y > [

! Permit HTTP traffic from GWLB nw 10.0.1.0/24 to HTTP server 10.2.2.3
access-list gwlb-health extended permit tcp 10.0.1.0 255.255.255.0 host 10.2.2.3 eg www
access—-group gwlb-health in interface outside

! Create network objects
object network gwlb-subnet
subnet 10.0.1.0 255.255.255.0
object-group network gwlb
network-object object gwlb-subnet
object-group network http-server
network-object host 10.2.2.3
object service http80
service tcp destination eq www

! For HTTP, translate src GWLB IP to outside IP; translate dest of outside IP to HTTP

Server IP
nat (outside,outside) source static gwlb interface destination static interface http-server

service http80 http80

B—T A RADE=ZZRYYT

VIEP A v 4 =7 =2 ABLOVNIA v ¥ —T = f A% E=H—FT2I00E, ROavwy Fas
L TSIZEW,

* show nve[id] [summary]

ZDawy RiE, NVEA U H—T 2 ADRT A—H  AT—H A BLOWRHEH &
Xr VT A H—TxA A ERTA LV HF—T A R) DAT—H A, ZODNVE %
VXLANVTEP & L CTEHT 2 VNI, 725 TNZZDNVE A ¥ —7 = A AZEEfHT B
TWAHET VIEPIP 7 RL AR ZRLET, summary 47> a v E2fHETHE, Z0=
< KNI, thestatusofthe NVEA V' F—T = A4 ADAT—H A NVEA VX —T A AD
HZICH D VNI O, Bl &z VIEP Oa R L ET,

shownvel =< RiIZOWTIL, IROWDESRL T EI,

ciscoasa# show nve 1

ciscoasa(config-if)# show nve

nve 1, source-interface "inside" is up

IP address 15.1.2.1, subnet mask 255.255.255.0
Encapsulation: vxlan

Encapsulated traffic statistics:

6701004 packets input, 3196266002 bytes
6700897 packets output, 3437418084 bytes

1 packets dropped

Number of configured static peer VTEPs: 0
Number of discovered peer VTEPs: 1

Discovered peer VTEPs:

IP address 15.1.2.3

Number of VNIs attached to nve 1: 2

VNIs attached:

vni 2: segment-id 5002, mcast-group 239.1.2.3
vni 1: segment-id 5001, mcast-group 239.1.2.3

show nve 1 summary 2~ > RiIZOWTIE, RO NZZRL T EE0,
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ciscoasa# show nve 1 summary
nve 1, source-interface "inside"
Encapsulation:
Number of configured static peer VTEPs:
Number of discovered peer VTEPs: 1
Default multicast group: 239.1.2.3
Number of VNIs attached to nve 1:

is up
vxlan
0

2

show interface vni id [summary]

Zoa<wy RiE, UNIA U A —T =2 ADRT A—HF AT —H A BIOWHHIERE.
TV yVENTNEAS U H =Tz A EEINTWVDLYA) OAT—X A, b
BT ONTWDONVEAS v F =T oA A% FR LET, summary 473 g U Z24RET D
ELVVUNIA U H =T 2 ADIRT A= DIHENFRENET,

show interfacevni 1 =~ RIZOWTiX, ROET1E S L TL 72X,

ciscoasa# show interface vni 1
Interface vnil "vni-inside", is up,
VITEP-NVE 1

Segment-id 5001

Tag-switching: disabled

MTU: 1500

MAC: aaaa.bbbb.1234

IP address 192.168.0.1, subnet mask 255.255.255.0
Multicast group 239.1.3.3

Traffic Statistics for "vni-inside":

235 packets input, 23606 bytes

524 packets output, 32364 bytes

14 packets dropped

line protocol is up

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 2 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec

show interfacevni 1 summary =< > RIZOWTiX, ROHNHEBB LTI EEN,

ciscoasa# show interface vni 1 summary

Interface vnil "vni-inside", line protocol is up
VTEP-NVE 1

Segment-id 5001

Tag-switching: disabled

MTU: 1500

MAC: aaaa.bbbb.1234

IP address 192.168.0.1, subnet mask 255.255.255.0
Multicast group not configured

is up,

show vni vlan-mapping

Zoa<wr Rk, VNIEZ A RFID &, VLANA VX —7 = A AE713WEA v 4 —T =
A A~ L 7 EFRLET, Z0a<wr R, L—F v RE— KT, VXLAN &
VLANB O DO~ v B FICFRRT HEE KRBICEDDLZENTE LD, TV AT L
YT AT T = = RTOHREHTT,
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VXLAN 1 > %

VXLAN A 52 —2J =4 2D .

show vni vlan-mapping =~ > RIZOWTiE, ROHESRLTIIZ3 0,

ciscoasa# show vni vlan-mapping

vnil: segment-id: 6000, interface: 'g0110', vlan 10, interface: 'g011l1l', wvlan 11
vni2: segment id: 5000, interface: 'g01100', vlan 1, interface: 'glll', vlan 3,
interface: 'gll2', vlan 4

show arp vtep-mapping

Zoa<wry Rt VE—FEBITAU N RALANAZHBIPT KL AL UE— K VTEPIP T
RUVAHADVNIA VX —T =24 AZF ¥ v a2 SNTZMACT RLRAZFRRLET,

show arp vtep-mapping =~ > RIZOWTiE, RO DHESRL T ZE,

ciscoasa# show arp vtep-mapping
vni-outside 192.168.1.4 0012.0100.0003 577 15.1.2.3
vni-inside 192.168.0.4 0014.0100.0003 577 15.1.2.3

show mac-address-table vtep-mapping

ZoawrRiE, UE—FRVIEPIP 7 RLABRHRESNTZ NI A v Z—T = 2 DL
AV 2% T—7 1 MACT RLA T—7)V) #FRLET,

show mac-address-tablevtep-mapping 2~ > RIZ DWW TiE, IROHSTZZHL T 7230,

ciscoasa# show mac-address-table vtep-mapping

interface mac address type Age (min) bridge-group
VTEP

vni-outside 00££.9200.0000 dynamic 5 1

10.9.1.3

vni-inside 0041.9f00.0000 dynamic 5 1 10.9.1.3

— x4 ADH

KD VXLAN O EFl 2SR L T TEE 0,
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B rsoxx7iorvans— ko1 op)

VXLAN 2 —2J x4 2 |

ART LY RVXLAN 57— ko = 1 DI

Transparent
r—

VI3

_— 10.10.10.0/24
ASA Gon 100 .

insideym100

10.10.10.1/24
12 vxlans000
3 10.20.20.1/24
113 wxlan1 0000 =
------------------ G0/1.200
Go/o insiderm200
oulside _\
Go2
insidepe

ZOFIOWRDFHESRL T IEE,

e

. 10.20.20.0/24

Y2

E 10.30.50.0/24

* GigabitEthernet 0/0 DINHA > 2 —7 = A A1x, VIEPE(EiA v ¥ —7 =4 A& LTHEH

Sh, LA ¥3xy hU—J TR SNET,

+ GigabitEthernet 0/1.100 @ insidevm100 VLAN H 7' A > % —7 = A A%, VM3 BFET D
10.10.10.024 %~ NV — 7 IZ#¥B SN ET, VM3 B VML LBET L5468 (FERENER
Ao WHFE D, 10.10.10.024 DIP 7 KL A ZFFD) | ASA 1T VXLAN # 7 6000 Zf#f L

i‘a_o

» GigabitEthernet 0/1.200 @ insidevm200 VLAN # 7' A > % —7 = A A(X, VM2 BNFEET D
10.20.20.0/24 % v U — 7 I8 ENET, VM2 X VM4 L EET 584 (FRENEHE
Ao T E D, 10.20.20.024 DIP 7 KL AZFFD) | ASA I VXLAN # 27 8000 Zf# f L

ij—o

* GigabitEthernet 0/2 @ insidepc 1 > % —7 = A A%, B D PCBFIET 5 10.30.30.0/24 %
MU —=Z 8RS E T, ENHDOPCH, FLAxy FU—7 (33T 10.30.30.0/24 O IP
7 RLAZED) IZFTHUE— FVIEPDOED VMs/PCs (FRrENEHA) LEETS

Y. ASA X VXLAN % 7 10000 25 H L £,

ASA DEEE

firewall transparent
vxlan port 8427
|

interface gigabitethernet0/0
nve-only
nameif outside
ip address 192.168.1.30 255.255.255.0
no shutdown
|
nve 1
encapsulation vxlan

. VXLAN 1 52 —J (4 X
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F522X7LY R VKAN S — ko1 0 [}

source-interface outside
|
interface vnil
segment-id 6000
nameif vxlan6000
security-level O
bridge-group 1
vtep-nve 1
mcast-group 235.0.0.100
|
interface vni2
segment-id 8000
nameif vx1an8000
security-level 0
bridge-group 2
vtep-nve 1
mcast-group 236.0.0.100
|
interface vni3
segment-id 10000
nameif vx1anl0000
security-level O
bridge-group 3
vtep-nve 1
mcast-group 236.0.0.100
|
interface gigabitethernet0/1.100
nameif insidevml00
security-level 100
bridge-group 1
|
interface gigabitethernet0/1.200
nameif insidevm200
security-level 100
bridge-group 2
|
interface gigabitethernet0/2
nameif insidepc
security-level 100
bridge-group 3
|
interface bvi 1
ip address 10.10.10.1 255.255.255.0
|
interface bvi 2
ip address 10.20.20.1 255.255.255.0
|
interface bvi 3
ip address 10.30.30.1 255.255.255.0

FE
c VNI A v Z 7 =—A vnil & vni2 DG, 7 EAALRFIZNE VLAN % 7 DN HIBR S E
7,

e VNI A »H#—7 = A Avyni2 & vni3 i, ¥/LFF ¥ A FTH T EIALENTZ ARP 26 LT
RIL<ATXry A RNIPT FLRAEEFLET, ZoFGITHFTINET,

¢ ASAIE, EFROBVIE T vV N —THREICHESWTCVXLAN b T 7 ¢ v 7 ZIEVXLAN
THR—FENTNWAAL L EZ—T A RT Y v LET, HEERT-LLAY2%y B

VXLAN 1 42 —J x4 X .



VXLAN 2 —2J x4 2 |
B voen—51 o0

T —27 0%t 7 A~ (10.10.10.0/24, 10.20.20.0/24, 10.30.30.0/24) O¥GH. ASA 17
Uy LTHREELET,

« BHO VNI E1213EEOBEE DA X —7 = A A (VLAN 7 3BTRS v 2 —T =
AR) TV Y IN—TICRETEET, VXLANEZ A D25 VLANID (48
AU H—T 2 AA) OEREFIIIBEAMTIL, 56EMACT RLAIZK > CikEEsh, &
HHEMNDA B —T = A ANGESEICEE S NE T,

¢ VIEP £ZETTA v ¥ —T = A AL, A F—T = A ARETnveonly (&> TREND b
SURART LY N T 7 AT I — L E—RDOLAV¥3IAf ¥ —T A ATT, VIEP%[E
ToA v H—T A AT, BVIA U H =T 2 AEFEEA X —T 2 A ATEDHY T8
AW, IPT RLARHY, V=T 47 T—TNEFEHLET,

VXLAN JL—TF 1 > 5 D4l

192.168.1.10/24 192.168.1.20/24

Virtual Server 2

<
=

Virtual Server 1

i
interface vni2, nameif vxans000, | ! interface vnil, nameif vxlang000
102020 1/24 | +10.10.10.1/24
1 [}

192.168.1.30/24

— GO0
Outside

ASA

ZOBFIDORDFRHAESHRL T TEI0,

« VM1 (10.10.10.10) (IR — R— 1 IZHA P ZH, VM2 (10.20.20.20) THRARD— N—
2IZHRA R ENET,

cVMI DT 74/ K =17 x2A1XASA THY | KAV —N"—1LELDOFRy RIZhH Y F
AR, VMLIZZENZR# L EHA, VMLIZ, TOT 74V K = T =2ADIPT K
LA 10.10.10.1 THDHZ LT ER#HLET, FRIC, VM2IZT 740 K F— o=
ADIPT KL AH10.20.20.1 THDHZ T2 L ET,

Y —R— 1 BL 2 D VTEP ViR — RN A SR— N PF, RV T xy bEZIFL
A X33y FU—7 (FR2L, ZOHA. ASA LY —NR—DT v 7 ) U IIZR D
Py =7 T RLARH D) RHTASA LEBETEET,

« VM1 D357y biE, Z DA S=A PO VTEPIZ & » TH 7'/ LS #L. VXLAN b
XV TEMALTEDT 74N N =T = A ITRESNET,

. VXLAN 1 52 —J (4 X
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VXLAN L—TF 1 > Dl .

VML /Ny hEVM2IZIEET D E. N7y NIZFOBENOGT 74V s F—Fo oA
10.10.101 Z/r L CEEENE 4, (REV —3—11310.10.10.1 82 — W /U722 & &38R
WL TWBDOT, VIEP IZ VXLANRRH T/ v & 74k L., ASA ® VTEP (248
]\/i—é—o

ASA T, "y NI T vMMEERSVE T, VXLAN £ 27 A M ID X, B 7 &AL fE
BRERCEG SN ET, RIC, ASA L, VXLAN 27 A > R IDIZEESWT, VNI A & —
ZxA A (vnil) IZKHETHDNE7 L—L2F{HEALET, TORKIZ, ASAIT/L— KLy
IT T EEITL, IO VNLA V2 —T = A A (vni2) A THNE 7y FEXELE

9, vni2 AT 5T _XTOH 17 > MiE, VXLAN © 27 A > bk 8000 TH 7Bk &

AU, VTEP #RH CTHIZEHE SN E T,

BT, BT ENTZ Ny MRS — =2 D VTEPIZ L » CTREESN, h 7 &
IR S, VM2 IZEEE S E T,

ASA DEETE

interface gigabitethernet0/0
nameif outside
ip address 192.168.1.30 255.255.255.0
no shutdown
|
nve 1
encapsulation vxlan
source-interface outside
default-mcast-group 235.0.0.100
|
interface vnil
segment-id 6000
nameif vxlan6000
security-level 0
vtep-nve 1
ip address 10.20.20.1 255.255.255.0
|
interface vni2
segment-id 8000
nameif vx1an8000
security-level 0
vtep-nve 1
ip address 10.10.10.1 255.255.255.0

VXLAN 1 42 —J x4 X .
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VXLAN 2 —2J x4 2 |

VXLAN 1 >3 —2J = 4 ADFERE

RI1:VXLAN A > 8 —T 4 RDERE

HRES ) FERETEHR
I) —
R
VXLAN VTEP IPv6 OH AR — b |920(1) | VXLANVTEP A > % —7 = A RZIPv6 7 RLUAZEETE DL H12720 &
L7z, IPv6 TiX. ASARAE 7 7 A XY > 7 £7-1% Geneve 7 71k
DY R—F SN THEEA,
BB/AE Sz 2~ K @ default-mcast-group, mcast-group, peer ip
Azure 77— F 7 = A v—KZ 2 |91 |Azure 7 — b T = A ©— KXF7 % (GWLB) THHAT 572012, Azure D
H—0D ASA Virtual D7 71 ¥ ASA Virtual X7 7 a2 % F— K VXLAN A ¥ —7 = f AR TEF
3 VXLAN ¥, ASA Virtual |3, X7 7% D VXLAN 27 A h&FH LT, H—
DNICIZHNA v =T = AN A H—T = A A EHRLET,
PHVAEE Sj-a~> K : external-port, external-ssgment-id. internal-port.
internal-segment-id. proxy paired
AWS = b U =A m— FNT 2 OV AWS 7= F T = A 0= RAFUH DY TAT = A7 uFk oK — b g
P D AWS TOD ASA {8 D BH729IZ, ASAv30, ASAvV50, I TASAVI00 D Geneve 71 7 /AL YR —
Geneve 77— b rABMENE LT,
FH/AEE S22~ K : debug geneve, debugnve, debug vxlan,
encapsulation, packet-tracer geneve, proxysingle-arm, showaspdrop, show
capture, show interface, show nve,
VXLAN OH7R— b 9.4(1) | VXLAN OH 7R — h B ELE Lz (VXLAN R fL =2 RARA > R

(VTEP) O R—FE2EEe) . ASAE-iI3Ex2T 4 avsFXxA T
LIZ1ODVTEP EETA v — T 2 A AR ERTEET,

WD a~r RINEAINE LTz, debugvxlan, default-mcast-group,
encapsulation vxlan, inspect vxlan, interfacevni, mcast-group. nve,
nve-only, peerip. segment-id, show arp vtep-mapping. show interfacevni,
show mac-address-table vtep-mapping, show nve, show vni vian-mapping.
source-interface, vtep-nve, vxlan port

. VXLAN 1 52 —J (4 X
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