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HIEMTEET, 2 ¥ =TI X X274 K v—IZLoT, RKOWTNUILDT 7
Va i cEET,

« FFR : FQDN 2T 57 8 v 7 )L— 3 7e | BEEORNY A MIJE L TW5D & Cisco
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Cisco Umbrella Connector 245 121%, 3DES A4 B ANNETT, A~v—h T4 R
EHEALTWDLEAIL. 77> b ClaHBEGIC X DEEREZ A X —7 WM T DR H D
7,

Cisco Umbrella N — & /WZi%, BIOT A o AEHRH D F97,

CiscoUmbrella D4 K54 > LHIBREIR

AVTXFRME—F

s /NFaLrTHFAPET—RTIE, 2 7F A I &2 Umbrella Connector Z5%E L £97,
HarTxXANBRRDTSA XD ZFi b, Cisco Umbrella Connector % ¥ = AN — RIZ
MOTNA XL LTRRINET, T RAEL, 20T F A N TRIESNIZAA MIT
N=RU T ETABIRa L THR A MEEBMLZEXTERSNE T, 2203,
CiscoASA-ASA5515-Contextl & 720 £97,

Jz—I)LA—/N—

NATRATGENT 4y RTDOT I T 47 2=y hTlE, XT&#H—=2=v F & L CCisco
Umbrella \IZ8FK L ET, MFOET T, ZNENDV Y TAESNOLIRES AR TN
A A ID BMEH S E T (primary-serial-number_secondary-serial-number) , <~/ F 227
FARE—RTIE, ¥X2VT 4 arTHRRANOETRE o=y FERARSNET,
A TRATEN T 4 ZRETHILERDLYET, 2=y FTlHE, AX LA TR
NHAEREERRARIETH 72 LTH, Cisco Umbrella 2 A R— 7 WA T DHIINA TR
ATV T 4 TN—TEIEFIHERTDLERDH D £, ZHEER LRV E, BERITK
L9,

Cisco Umbrella .



Cisco Umbrella |

. Cisco Umbrella D i1 K54 > L HIREIE

DS5R%

o VT AL =y FTIX, 7T AKX EHEH 2=y h & LT Cisco Umbrella |2 &&k L F
T, TRTCOETTCRILT NS AIDEHHALET, vV F a2 THFAME—RTR, 7
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ciscoasa(config) # dns domain-lookup outside
ciscoasa(config)# dns domain-lookup inside
ciscoasa(config)# dns name-server 208.67.220.220

Umbrella Connector O 7 & — 3 )LEE (8 X—30) |
DNS A VAT v gy B o— < v 7 TO Unmbrella DA F—7 4 (10 <—)

Umbrella DX EkfEE (12 X—) |

Cisco Umbrella &85 —/\—HN 5D CASFBAZ DA VX —JL

Cisco Umbrella %k —/3— & O] THTTPS £kt 2 fE LT 57201, v— FREFZ A AR —
NTAMENRGH Y £3, VAT AL, T AEBET H L XIC, HTTPSERiA A L £,
Cisco Umbrella T, [ER (Deployments) ] >[#R (Configuration) ]>[/L— FEEEAE (Root
Certificate) | #3R L, fEHEZ X Vo —RFLET,
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Cisco Umbrella &34 —/\—\ >0 CA EHEDA 2 —L ]

API & R #E% ] L C Cisco Umbrella |2 88k 2 %3514, ISRG /L— FX1D A O EAREHFH
pem 77 A )NEA LA N—LTHUENRH Y £, https://letsencrypt.org/certs/isrgrootx 1.pem 7>
bZOREEXY e — R TXET,

1R BRI

Umbrella 23iEAE 2 HH 55513, FILWVEAEZ Y Voo — R T O0EPH Y £, L—
FMEAFELAEEINLGGERH Y EF, ELVWL— FERAERT vy 7r— RS TnbZ L%
Eﬁ;’h\bij—o

FEFAEAZ T T 55A1E. Umbrella Z##0LIC L TOLEHERNCTHILENHY T4, i
LD, VAT AFH LOGEAEZ TS L, Umbrella (Z1E L < BEk S E T,

Cisco Umbrella kY — X—D h T 2 FARA v FEER L ET,
crypto ca trustpoint name

FZ A RRA L M, &K 128 CFEOLE DA (ctx] or F721% umbrella_server 72 &) %
HTExET,

1 -

ciscoasa(config)# crypto ca trustpoint ctxl
ciscoasa (config-ca-trustpoint) #

ZhiE, GEHEZEO AT TFHTRET L5 LR L TVET,

enrollment terminal

1 -

ciscoasa(config-ca-trustpoint)# enrollment terminal
ciscoasa (config-ca-trustpoint) #

REEZ A AR — M LET,
crypto ca authenticate name
COREHETIER LI b 7 A RARA v hO&ARTZ AT LET, FERICHEL, base6d TL = —

RENZFEAEZAL D FHF F9, B0 1T D3R E 21X, BEGIN CERTIFICATE 173 X TVEND
CERTIFICATE {72 &N TS0,

ciscoasa (config-ca-trustpoint)# crypto ca authenticate ctxl
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself
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Umbrella Connector ® % 0 —/\)LEEE

FIE

ATy I

ATy T2

ATvT3

Umbrella 7' 0 — LR EIL, EIZ. Cisco Umbrella |25 /34 R B8k 272 DT LE 72 APL B
FOMEBEREIILVI—API h—2 V2 EZELE T,

7 — N )VERED Umbrella Z BN T H72DI2 H 0 TiEH Y A, DNS A VAT Vg v
AU — =7 TO Unmbrella DA X —7 0k (10 ~X—) OFAIZHES T, DNS A > AL
Jvary R — <7 TH Unmbrella # 4 R —7 I T HMLENDH Y £9°,

4O HREIIC

» CiscoUmbrella % v v =R — Ricme 74 LT, APl F— L& —%2 4 LE T, Cisco
Umbrella T BE>APIF— 0D XF—%2 AR LET, F—%40T 25 & &i1F, B ORELZI
BTERWD, API LREHRZ a8 — L TIRIFTHORERNH Y £, F—OHiFHITHEA
WY /EZIABRTHILERND Y 7,

o (LA —, FEHELE, ) CiscoUmbrella *> b U —27 T4 A X o R— K
(https://login.umbrella.com/) (2w 27 A > L, MEOWHRDO R Y NT—27 T /514 2D API
M= BB LET, F—7 %, 16 EEOSTTHI, 7= & 20X,
AABBAS59AOBDEI485C912AFE (C72 0 £7°, ROy NT—27 T /34 ZAD APl ¥ —%
Umbrella # v ¥ 2R — R bAEK L £,

s Cisco Umbrella B &k — \—DFEAEZ A A h—L L ET,

Umbrella =7 4 a2l — 3 T— REBBLET,
umbrella-global
51 -

ciscoasa(config) # umbrella-global

ciscoasa (config-umbrella) #

Cisco Umbrella ~D X ERIZ M T2 APL X — 35 L ORME Rk L £ 97,
token-request-credential api-key key value secret secret value

F—DOHRHIRA N, FLWF—Z@# 95 & X2, Umbrella Z 822 L, B LU —/Fi
BB LT, Umbrella ZHEANCTD2MENDH D Z LITHEE LTI ZE0,

1 :

ciscoasa(config)# umbrella-global
ciscoasa (config-umbrella) # token-request-credential
api-key f817feb474d94c56b3448bcbd08edcll secret 4afe58df5c454161al10a172145cbl1456

(L >—, FEHERE, ) Cisco Umbrella ~DFERIZLE 2 AP h—2 V23 0E LE T,
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ATy T4

ATy Th

ATvT6

Umbrella Connector ® %' 0 —/3JLEETE .

APl ¥ — LB AR L CORWEEIZDOHR, b—2 U EERTEET,
token api-token
1

ciscoasa(config)# umbrella-global

ciscoasa (config-umbrella)# token AABBAS59A0BDE1485C912AFE

Please make sure all the Umbrella Connector prerequisites are satisfied:
1. DNS server is configured to resolve api.opendns.com

2. Route to api.opendns.com is configured

3. Root certificate of Umbrella registration is installed

4. Unit has a 3DES license

(f£&) DNS A v A7 v 3 KR ¥— <7 TDNSerypt &1 F—7/VIZTH551F. &%
PG U CREHEOMEEIZ DNScrypt 7' B3, X —DNBF—2HETEET, F—%2REL
WA, BERAA SN TWADT 7 4/ OB —ARGEECEHR S E 1,

public-key hex_key

F—1L 3234 FD 16 #EHAE T, 23 FZ&Ican  TRYUI- 7= ASCIL @ 16 HEEAE 2 A
HLFEFT, F—FEIL79 31 FTT, ZDF—I% Cisco Umbrella 2> 5 L F9,

F7 4Lk B—I%
B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79 T
7,

77 4V b OABF—OMFEAIZETICIE. no publickey E AN LET, FRELEF—1X. &
W22 &b, a~vr ROono A A—Ya BT sZ b TEET,

&1

ciscoasa (config-umbrella) # public-key
B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04 :BFAB:CA43:FB79

EE) T4 VA A LT MERELET, TOFEMPRIET L E TH— =05 DREN
VRS, 747 FoyD Umbrella — R —~O#RHIHIR SN E T,

timeout edns hh:mm:ss

A A 5T v M hours:minutes:seconds DIEZ T, 0:0:0 ~ 1193:0:0 ODFFH THRETE 4, 7
7 b FiE0:02:00 (243) T,

1 :

ciscoasa (config-umbrella)# timeout edns 00:01:00

({E£E) Umbrella D NA RAZMTER O — N RAAL VA ERELET,

Cisco Umbrella % /XA /X2 B MIEDH D DNS ER T —Hh/)L AL U EFEL, b VIZ
BRIEW D DNS — _R—|CEHEBENTH 2 N TEET, 72 & 21E. T X TONEBE
SRS &2 BEL T, WEIDNS = —=THfkD N A A 2 HOFT N TOAFTZ AR TE
i‘j‘o
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B oons o xxsoas kUL — <9 TTO Umbrella D4 F—T L1

O—W) RAAL U EEHSEANTEET, LES U TAREZERT A2 ERERAERL, K
WIERER I 72 ~ v TEER L TROa~ > RTRELET,

local-domain-bypass {regular_expression | regex class regex_classmap}

1 -

ciscoasa(config)# umbrella-global
ciscoasa (config-umbrella)# local-domain-bypass example.com

ATy 71 (EE) T2 DNS EBR AR5, 5 7 4L kLSO Cisco Umbrella DNS H—/3—D 7
RLAZBRELET,

resolver {ipv4 | ipv6} ip_address

a~vy REM@EBNCATI LT, 7744 RSO Umbrella U Y L7830 IPv4 35 L OVNPv6 7 R LA
HERTEET,

51

ciscoasa(config-umbrella)# resolver ipv4 208.67.222.222
ciscoasa(config-umbrella)# resolver ipvé 2620:119:35::35

AT w78 CiscoUmbrella |28 6kT 25 & & IfEHT 5 HEL2 IR L 3

[b=2 > (LAD—, JEHE) (Token (Legacy, not recommended)) ]1:[b—4 >
(Token) ] 7 4 —/V RIZAPI h—2 v &E A LET,

« [Token-Request-Credential] : % Z4&mk L £,
* [API-Key] : Cisco Umbrella 7> 52E% L7= API ¥ —% AL E T,
* [Secret-Key] : APl F—I|Zf5iE SN REF—2 AT LET,

DNS 4/ AR 3 R S— < TTOH Umbrella D1 —TJ)L{L

Z'a — /3L Umbrella B E DKL, T34 ZOBEBLRDNS Ly 77 v 7 U EAL L7 FD
AMUIZBN TS TIEH Y XA, 77T 4 TRDNSA v AT g o O—E L LT Umbrella
ZBENTALENRHY 9,

Umbrella % preset_dns map DNS A > A7 vz v R —< v FIZBIMLT, 72— 12
AR—=TNIZTDHIENTEET,

L, BAEA XENTEDNS A VAT g U BFEHLT, BRE4 0279 0 R
Vo— w7 BRRBNT77 40y 7 772 ZHEHAT55451%, Unbrella 29— X203 L
TBHEITAZ LA =TT HLERH Y £,

WDOFNETIX, Umbrella 70— S )UZHEEST D HIEICOWTEHALES, IAZ~A XS
72DNS KRV v— =7 BHB5E1E. DNSA VAR v ary R v— <y 7T ORE 2R
LTLIEEN,
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FIE

DNS f Y RRH <3y KY Y— 2 FT0 Umbrella o« x—T it ]

AT YT preset dns map A VAT v ar R U=y T EREL, NTA—FEEE—RKEANLE

‘j"o

ciscoasa(config) # policy-map type inspect dns preset_dns_map
ciscoasa (config-pmap) # parameters
ciscoasa (config-pmap-p) #

AT w2 Umbrella %1 % —7 /ML, BEIZS U TTF A R T 5 Cisco Umbrella DR Y o —4 %

ATvT3

BELET,

umbrella [tag umbrella_policy] [fail-open]

& 7%, Cisco Umbrella TEFEINTZRY > —DLRTTT, EéE:HIZ Cisco Umbrella 12 X - T
TNRA AR —BEY L TonNET (RY —ENFETDIEHE) . RV —%RE LR
WIBAIE, T 740 FO ACL A EMA SN ET,

Umbrella DNS $—/N—3Mii fl C & 72 5412 DNS ik 2 8 E S & % (21X, fail-open F—17 —
REZEMLET, 7xz—/L F—7 L DIREET Cisco Umbrella DNS $— — Nl T 2\
ABlX. ORI — < v 7T Umbrella BIENRT 4 E—7 /L2720 DNS BR%EZ A7 A EIZ
BE ST DNS — 13— (fFET 25%6) ICBEICE 5 X 912720 £9°, Umbrella DNS
Y= NPEEFERARICRD E, R v—~ oy EZENODERZHERLET, 2047 =
UINEEN TR WS, DNS ZERIZBIEARGED Umbrella V Y W AS~BE) LT 5D T, Ik

ZIXREINER A,

1 -

ciscoasa (config-pmap-p)# umbrella fail-open

(fE:7&) DNScrypt A F—7 /LI L TF /31 R & Cisco Umbrella [l DOF:#5: &2 15 54k L £ 77,
dnscrypt

DNScrypt #8029 % & Umbrella VU Y /LN DF—AHa2 Ly RBBINET, F—K
ALy RiZ, 1LY AR EDNY Ry oA 7 52FATL, HILWMEHRHTT 31 X
ZHH LET, DNScrypt TILUDP/A443 ZfEHT 5728, TDOAR—FMBDNS A LV AT Vg v
AT 27 7Ay TICEENTNWD Z L EHRTHIULERHD ET, T 74NV FDOA A
Ry vay 77 AZIEDNS A LV ARY Vg I UDP/A43 T TIZEENTHET,

1 -

ciscoasa (config-pmap-p)# dnscrypt
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il

ciscoasa(config) # policy-map type inspect dns preset_dns map
ciscoasa (config-pmap) # parameters

ciscoasa (config-pmap-p)# umbrella fail-open

ciscoasa (config-pmap-p)# dnscrypt

Umbrella O Z §3 762

Umbrella ® 7' 2 — N)LERTE & FEFT L, DNS A AX7 2 g > C Umbrella A X —7 M2 L7=
5. T /3 A7) Cisco Umbrella [Z856E L TR EREZIT 5 BN H Y £9°, Cisco Umbrella (27
NAAID PEESNTNDINE I NEHERT DI LT, BENEFIZET LIEnE )k
F v TXET,

BN —E AR Y o —DMaHEH 2 MRS L. Umbrella DX EREFRAZRE LEd, Z 2L,
Cisco UmbrellalZ & > Tl H SN2 AR Y o —(F 7)), #EHDOHTTPAT — X A BLOT /31 R
ID R ENET,

HTTP A7 —# A% 200 (k%) THLHIMERHY 7, =F7— a— NFKkEZRLTWET :
401 1 ZAPI b—27 U BNIELL 2N L &R L, 403 XX —DAa—T NHHAIY /EE AL TIE
ol (T7vAOT vy ) ZEERTWTEY, 405 1% API F—OF RS TN
HZ L HERRL, 409 1T XA A Cisco Umbrella |29 TICIEET D Z & 2R L TCWET,

AT —H X5 UNKNOWN DA, syslog A v —V &R LET, A »&—7339011 :

[Umbrella API b —7 »ERZ5(5 LEH A TL7Z (Umbrella API token request received no
response) | (. api.umbrella.com (ZEET 72DV —T 1 > 7T OMER & 50>, HEIRFEH
HET v T u— R Lol 2 E2RLET,

Umbrella® Y Y /L REFRTIEL, VY IUAPRESETHDL AT LI TEEHA, ERE
DAL, T7 B AHIBEFRY > —TZHHDIP T R L AT 5 DNS BENFEVWTNS Z &
EWERLET, ZHIEFFRROFTREE L H Y I8, L—T 4 V7 OMEERL TN D
BAEbLHY T,

asa (config) # show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
message-length maximum client auto, drop 0
message-length maximum 512, drop O
dns-guard, count 0O
protocol-enforcement, drop O
nat-rewrite, count 0
umbrella registration: mode: fail-open tag: default, status: 200 success,
device-id: 010al3b8fbdfc9aa
Unbrella ipv4 resolver: 208.67.220.220
Umbrella ipvé6 resolver: 2620:119:53::53
Unbrella: bypass 0, reg inject 0 - sent 0, res recv 0 - inject O
local-domain-bypass 10
DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402
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Umbrella Connector 045l .

DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402
DNScrypt: Certificate Update: completion 10, failure 1

Fo, FTar 74 Xal—ray (RIS —~vvFTOT7 4 AZUH) LiERTEXET, &R
Jy— <y 7 Dumbrella 2~ RZFHFLT, XA XD EFKRLET, ZOa~vr FaAg
=T ML TH, TN AID ZEHERETHZ LT TEEFA, KROHFIT, HITEHEL
TRHT D FMER I LET,

ciscoasa(config) # show running-config policy-map
|
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto
message-length maximum 512
dnscrypt
umbrella device-id 010a3e5760fdd6d3
no tcp-inspection
policy-map global policy
class inspection default
inspect dns preset dns map

Umbrella Connector 0) 45|

WD k¥ > 7 T, Umbrella Connector DX EIZET A HZ R L E7,

5l - 5 O—/\JLDNSA VAR L3R —TDOUmbrellad) A —

JILiE

WOFITIEL, Umbrella % 7 0 —/N)UZA X—T W T HHEERLET, ZOFKETIE, 7
7 4V b DOABAF— A L TDNScrypt A *—7/VIZLET, T 7 4 /L kD Cisco Umbrella
TP =T TAXEF2 VT 4 RY =2 FI) HTES, BEWETH < ETHTY, Unbrella
DOAE OB 7RG WERT BT DBERH Y F7,

Z OFITTHE, Umbrella B&kZ LB /oY) /iEfAE 27 v 70— RFEATH D Z L ZRiHEE LT
WET, ELUWEFBIZIIFRI OB E L HICETEINS7-%, Umbrellatr 1 R THEMA S5 &
HoON— FEAZEEZ A 00— RLTLTEEN,

ciscoasa(config)# dns domain-lookup outside
ciscoasa(config)# dns domain-lookup inside
ciscoasa(config)# dns name-server 208.67.220.220

ciscoasa(config) # umbrella-global
ciscoasa(config-umbrella)# token-request-credential
api-key £817feb474d94c56b3448bcbd08edcll secret 4afe58df5c454161al0al72145cbl456

ciscoasa (config)# policy-map type inspect dns preset_dns_map
ciscoasa (config-pmap) # parameters
ciscoasa (config-pmap-p)# umbrella
ciscoasa (config-pmap-p)# dnscrypt
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. Bl: HRELA VARG 3 RYD—EEALIA 22 —T 24 X LTOH Umbrella D1 *— T )L{k

Bl : hARZLA VARG I3 R O—%#FRALI-A 23— A
A ET® Umbrella 1 12— JL{L

WIZ, BFED NT 7 4 v 27 AT Umbrella 4 12— /WIZT 56]% /R LET, Umbrella [T
DNS/UDP D +F 7 4 v 7 DWNIEA v 2 —T = A ZATDIHA X—7 L2732 £, DNScrypt 3
AR=T IR >TWDTed, T 7 47 7T A2 UDP/A43 Z8INT 2 LERH Y £,
Mypolicy] (Cisco Umbrella TEE) L WIHARDZ L H—T T4 X tX2 VT 4 R —
D S ET, FEEFEITH < ETHITT, Umbrella 7> S0 B OF Y7 /BB~ 7 % AL
THLENDY ET,

Z OFITCHE, Umbrella BEkIZ LB /oY) /0iEfAE 27 v 7o — REATH D Z L 2EifEE LT
WET, ELUWEFBHEIIF OB E L HICEFTINS7-%, Umbrellatr A R THEMA S5 &
HoN— FEHEEZ XA a— L TLEE,

ciscoasa (config)# dns domain-lookup outside
ciscoasa(config)# dns domain-lookup inside
ciscoasa(config)# dns name-server 208.67.220.220

ciscoasa (config)# umbrella-global
ciscoasa(config-umbrella)# token-request-credential
api-key £817feb474d94c56b3448bcbd08edcll secret 4afe58df5c454161al0al72145cbl456

ciscoasa(config)# policy-map type inspect dns umbrella-policy
config-pmap) # parameters
config-pmap-p) # umbrella tag mypolicy

config-pmap-p)# dnscrypt

ciscoasa
ciscoasa
ciscoasa

ciscoasa(config) # object-group service umbrella-service-object
ciscoasa (config-service-object-group) # service-object udp destination eq domain
ciscoasa(config-service-object-group)# service-object udp destination eq 443

ciscoasa(config)# access-list umbrella-acl extended permit
object-group umbrella-service-object any any

ciscoasa(config) # class-map dns-umbrella
ciscoasa (config-cmap) # match access-list umbrella-acl

ciscoasa(config)# policy-map inside-policy
ciscoasa (config-pmap) # class dns-umbrella

ciscoasa (config-pmap-c)# inspect dns umbrella-policy

ciscoasa(config) # service-policy inside-policy interface inside

5l : Umbrella ™5 DEEDRR FEIFRY FO—o 045 00—\
B4t

BEDKRANEIIR Y PU—27 % Umbrella THEHA LWL I IZTEIMLENHD, A X —
T oA AR—ATIIR 7=V EBRINT 256815, 77— LDNS A VAR v a Uk
B L. Umbrellaf > 227 g VARG ETZIZED D T2ODMBID 7 T A% /ERKTE £,
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1 : Umbrella 1 > DEEDRR FEfldRy kT—s0ra— ikt ]

I, 192.168.1.0/24 D x>~ b U—2 % Umbrella THEH L2V E 21272 — L f AT
vary Ry v—EEETAHHEERLET,

48 HHEIIZ

Z OFITHE, 9TIZ Domain Name System (DNS) Z#HF 202 LCE Y, Umbrella 7 12—/ L%
ExEITHo>TNDH I E&FIHRE LTWET,

FIE

ATFYF1 7a— LF 7 3L NDNS A VAT g UEBIBRLET,

ciscoasa (config) # policy-map global policy
ciscoasa (config-pmap) # class inspection_default
ciscoasa (config-pmap-c)# no inspect dns

AT 72 Umbrella ZHZNZT 2 DNS RV 2—~ v 7 2{ER L £,
ZOBEITIE, AU —~ v 7 D4 HEIIE umbrella-policy T,
ciscoasa(config) # policy-map type inspect dns umbrella-policy

ciscoasa (config-pmap) # parameters
ciscoasa(config-pmap-p) # umbrella tag mypolicy

ATFYT3 AN T T4 I DT T 40 0T AR LET,

WIZ, ACL Z#fEH LT, 192.168.1.024 D3> hU—2I 50D UDP/S3 b T 7 4 v 7 Zifpld
LB &R LET,

ciscoasa (config) # access-list Umb_Exclude permit udp 192.168.1.0 255.255.255.0 any eq
53

ciscoasa (config) # class-map Umbrella Exclude

ciscoasa (config-cmap) # match access-list Umb_Exclude

ATy 74 Umbrella ZHEHTAINERHLERAND N T T 4 v 7 7T AEBERLET,
WOBTIX, EEDOEEITLNODUDP/S3 F T 7 4 v 7 Z#RELET,

ciscoasa (config) # class-map Umbrella Include
ciscoasa (config-cmap) # match port udp eq 53

ATYTS Ta— s A ART v a RN =% FH L, @l DNSKY —< v FE2EHLT, b
ST 49T T FADDNS A LV ART v a rERENCLET,

ciscoasa (config) # policy-map global policy

ciscoasa (config-pmap)# class Umbrella Exclude
ciscoasa (config-pmap-c)# inspect dns

ciscoasa (config-pmap)# class Umbrella Include
ciscoasa(config-pmap-c)# inspect dns umbrella-policy
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. Umbrella Connector DE=% ') >4

Umbrella Connector D =4 1) >4

Z ZTiX. Umbrella Connector % & =4 —9 5 HFIEIZHOW T L ET,

Umbrella Y—E X R —D#HEHBEHRDE=R ) >

Umbrella 24 2—T7NIZT 5 E . DNS A 2 AT 3 g > OFEHE RO L 2540 % i R
TEET,

show service-policy inspect dns [detail]

detail ¥ — U — R&fEA LRV E, T _XTOREARMRDNS A AT a2 v H & Unbrella
DOREEFERNFTRINFET, AT —F A 7 4 —/)L NIZ, > AT AT Cisco Umbrella ~D %k %
AT 57O HITP AT —# A a— R&fEEL £ T,

U Y ANEBE, AT O Umbrella r—N—%2/R LET, ZNULOEFRZE T, +—r3—
MIGERLNE D h, FRIFBUES — S —DEHATREN E ) &I 27201 AT AT
P=R—=%TA—=THENE I PRDLNY ET, T=—N =T T—=RFDOHE, VAT AT
DNS ZLRNFF A SAUODO DNS r— N — (REINTWDH5E) ICBEILET, Zhldot—
RDFE . Umbrella Vr— 3 — 23 IR A O IL DNS ZoR CINE 2 TG TE £H A,

asa (config) # show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop O,

5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override O

message-length maximum client auto, drop O

message-length maximum 512, drop O

dns-guard, count 0

protocol-enforcement, drop O

nat-rewrite, count 0

umbrella registration: mode: fail-open tag: default, status: 200 success,
device-id: 010al3b8fbdfc9aa

Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipvé resolver: 2620:119:53::53

Umbrella: bypass 0, req inject 0 - sent 0, res recv 0 - inject O
local-domain-bypass 10

DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402

DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402

DNScrypt: Certificate Update: completion 10, failure 1

AEA 72 ) TIE, DNSerypt #aHHEHR & A SN0 F—DRRSNET,

asa (config) # show service-policy inspect dns detail
Global policy:
Service-policy: global policy
Class-map: inspection default
Class-map: dnscrypt30000
Inspect: dns dns umbrella, packet 12, lock fail 0, drop 0, reset-drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
message-length maximum client auto, drop O
message-length maximum 1500, drop O
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dns-guard, count 3
protocol-enforcement,
nat-rewrite, count 0
Umbrella registration: mode:
device-id: 010af97abf89%abc3, retry O
Umbrella ipv4 resolver: 208.6
Umbrella ipvé resolver: 2620:
Unbrella: bypass 0, reg inject
local-domain-bypass 10
Umbrella app-id fail, count 0
Umbrella flow alloc fail, cou
Umbrella block alloc fail, co
Unbrella client flow expired,
Unbrella server flow expired,
Umbrella request drop, count
Umbrella response drop, count
DNScrypt egress: rcvd 6, encryp
DNScrypt ingress: rcvd 18, decr
DNScrypt length error, count
DNScrypt add padding error, c
DNScrypt encryption error, co
DNScrypt magic_mismatch error
DNScrypt disabled, count O
DNScrypt flow error, count O
DNScrypt nonce error, count 0
DNScrypt: Certificate Update: c
DNScrypt Receive internal dro
DNScrypt Receive on wrong cha
DNScrypt Receive cannot queue
DNScrypt No memory to create
DNScrypt Send no output inter
DNScrypt Send open channel fa
DNScrypt Send no handle count
DNScrypt Send dupb failure co
DNScrypt Create cert update n
DNScrypt Store cert no memory
DNScrypt Certificate invalid
DNScrypt Certificate invalid
DNScrypt Certificate invalid
DNScrypt Certificate invalid
DNScrypt Certificate invalid
Last Successful: 01:42:29 UTC
Magic DNSC, Major Version 0x0
Query Magic 0x714e7a696d65755
Start Time 1517943461 (18:57:
End Time 1549479461 (18:57:41
Server Public Key
ADO2:FAC0:6285:1E88:6EAA:44E7
Client Secret Key Hash
C058:D063:1098:C6B4:BA6F:D8AT
Client Public key
4273:E10A:8A67:BA66:76A3:BFF5
NM key Hash
6C01:003C:9939:7741:1734:D199

drop 0

fa

240B:11B7:
48DD:E6D3:
6CB9:FA4B:

9182:9F42:

~

Umbrella @ syslog * vt —o

Umbrella @ syslog A v £—CDE=2 12T .

il-open tag: default, status: 200 SUCCESS,
7.220.220
119:53::53

6 - sent 6, res recv 6 - inject 6

nt 0
unt 0
count O
count O
0
0
t 6, bypass 0, inject 6
ypt 6, bypass 12, inject 6
0
ount 0
unt 0

, count O

ompletion 1, failure 1
p count O
nnel drop count 0

drop count 0

channel count 0

face count 1

iled count 0

0
unt 0
o memory count 0

count O

length count 0
magic count 0
major version count 0
minor version count 0
signature count 0

May 2 2018, Last Failed: None
001, Minor Version 0x0000,
5, Serial Number 1517943461,
41 UTC Feb 6 2018)

UTC Feb 6 2019)

:AES5B:AD2F:

921F:9577:514D:E226:D552:6836

:FOF8:0754:40B0:AFB3:CB31:2B22:A7A4:9CEE

:2FB9:5004:CD3B:B3F2:86C1:A7EC:A0B6:1A58

:22DF:511E:E8C9:206B:D0A3:8181:CE57:8020

DE=ZY2YG

K@ Umbrella BIH D syslog A v — T % E =X —TXET,

« [%ASA-3-339001: DNSCRYPT certificate update failed for number tries. |
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. Umbrella @ syslog A v £t—CDE=2 Y25

Umbrella h—/S—~D/Lb— EBRFETHZ &, BLOHNA V¥ —7 = ANFRENIE
FWICHEREL TWDH Z & 2R L TL &V, £72, DNScrypt HICHE SN IZABF—28
ELWT &R L TS 72 &V, Cisco Umbrella 2> 58 LW — 2 ST 2 LENAEL D
BEnD Y ET,
+ T9%ASA-3-339002: Umbrella device registration failed with error code error_code. |

HrT— a— RFONEZ, kKOLEBY TT,

¢ 400 : RO EITa T o VICERH Y F9, F—27 URETED ), A
LTCWAREEELHY ET., F—27 2 Umbrella® v 2R —FDO —r7 & —FH L
TWDHZ AR LTI,

«401 : API h—7 UDVERBEINTWETA, b—7 VZHFELTLZ XV, Umbrella

HByvalR—FD =2 EZ0HT 05613 LML =27 2R LTS
Wy,

« 409 : TNA A D DBIOKRE & BEE L TWET, FEDORNAIZ- DUV T Umbrella & H
HITHER L TL 72 &,

500 : WY — N— =T —, BIREOANFIZ- OV T Umbrella HEHF ICHER L T 72X
AN
+ [9%ASA-6-339003: Umbrella device registration was successful. |

« [%ASA-3-339004: Umbrella device registration failed due to missing token. |

Cisco Umbrella 7>% API b—72 > ZHf5 L. Umbrella ® 7 0 — N)LERE CRET 2 LEN
HYET,

« [%ASA-3-339005: Umbrella device registration failed after number retries. |
syslog 339002 A v E—VEfER L, BIETHOMNEOH LT —%2RELET,
+ [%ASA-3-339006: Umbrella resolver |P_address is reachable, resuming Umbrella redirect. |

DA yE—UiE, VAT LAPEELEFIEIELTWAZ LEARLET, TDRD, P
TV EHY FHA,

+ T[9%ASA-3-339007: Umbrella resolver |P_addressis unresponsive and fail-close mode used, starting
probe to resolver. |

Tx—) 7 a—XEF— RNE2FEHALTWA7Z®, Umbrella DNS H— =034 F A VIR
% F TDNS ZRICHTHINE L RGTE A, MENRRELRWEGESIE, VAT A0
5 Umbrella — S —~D/)L— " BMFET L2 L, BLOT 7 B AHI#IRY > —THh—r3—
~DODNS 77 4 v I RHFRASNTNDZ EZMHERLTITEIN,

o API ¥ —/FMEDOBEIEHT B A v —
« %ASA-6-339010 : Umbrella API b — 27 » OBERNBEIH L £ LT=
* %ASA-3-339011 : Umbrella API h—7 VERTINENH Y FHEATLE

* %ASA-3-339012 : Cisco Umbrella API N —727  DEIRNT T — a— R %d TRE L
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Cisco Umbrella Connector 0 /& FE .

e %ASA-3-339013 : B ALHH C Umbrella API h— 727 VBRI L £ L=

e %ASA-3-339014 : %d O FFR[T#%IC Cisco Umbrella APT b — 727 > OERAN LB L E L
7=, BEkoH Ik

Cisco Umbrella Connector O & &

tHaE

N

T3vbT4—
Lyy—2R

598

Cisco Umbrella %R — b,

9.10(1)

Cisco Umbrella TEZ SN TWDH = X —FF7 A4 X EFa Y
T4 R —Fa—P I T %5 X 9 IC DNS Bk %
Cisco Umbrella ~V A L7 b T DXL HZT /A REFHRETE
F9, FQDNIZESWTHER AT AL/ vy 7 TEET,
F721E, B LU FQDN D54 13 Cisco Umbrella f > 7 VU ¥ =
VhFuediila—Y—%2U XA L7 NLTURL 7 4 V&
V7 FEATTE £, Umbrella D% EIL, DNSA » A~ L g
VARV —IZEENTVET,

umbrella, umbrella-global. token, public-key, timeout edns,
dnscrypt, show service-policy inspect dns detail D% =2~
R2ONBINECITELE SN E LT,

Cisco Umbrella Ol

9.12(1)

Cisco Umbrella Z/NA N2 T AHMNENH LA —T) RAA U4
ERFECTEDL X O ELE, TNHD RKAA 0 DNS E
RiZ, Umbrella % 2LEEH9" DNS h— N —ICEEXEINE T,
F 72, DNS ZEROEFRIZAFEHT 5 Umbrella $—/3— 4 FiE T
X5k 910 ELE, E5IT, Umbrellay— _—ZfFHTX
RWEAIE, DNS 2R 7 7 v 7 S0 K 512, Umbrella
AART v ay R —%T ==L A —TF U NCEHETDHZ
EMTEET,

local-domain-bypass, resolver, umbrellafail-open O =< >
R2NEMETZITIERSNE LT,

#Hr# Umbrella APL,

9.23(1)

W X — % Ff> APl & — % i[9 5 Cisco Umbrella 4 — 7"
API Z{#H L. Cisco Umbrella ZAER TX A L9 F L
776

WDa~<r RPNBMESivE Lz, token-request-credential
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



