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TV w7 X2y NI—Z 3T 78 ATERWE DT DI ENFRERTZD, ¥ A 2Tl DNS
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Z OIETIL, Anonymous Reporting & Smart Call Home %% E T DHICE BT HLEDH D H A
R7 A4 B LOHIRFHICOW TR LET,
Anonymous Reporting D H A K54 >
*DNS "RESNTND Z &,
« Anonymous Reporting D A > &— I Z ] DORIT CTRE TE R T256 . ASAIEA v E—
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e TF A TXANET—RFRELMHLTWDHEEIL, dns, interface, trustpoint =~
VRIFEHa T XA MISHY ., cll-homea~<r RIZTV AT AV THAMIBHY 7,
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AT 71 [Configuration] > [Device Management] > [Smart Call Home] DJIEIZE4R L £ 7,

AT w 72 [Enable Anonymous Reporting] = v 7 Rv 7 A& 42 LET,

AT w73 [TestConnection] #7 V v 27 LT, YATALATAvE—VE2EETEDHILE2WRLET,
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AT v 71 [Configuration] > [Device Management] > [Smart Call Home] DJIEIZEIR L 97,
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c) [Alert Delivery Method] % C, [HTTP] £721% [Email] 7> a > RZ OWT g s
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d) [Subscribers] 7 4 —/L RICETFA—/NV T RVAEZITWeb 7 NLAZ AN LET,
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REfEI_—R2 DT 7 — hO4, [Alert Dispatch] fEI C [Add] 71X [Edit]) 2 U v~ LT, [Add
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BRI AR RLET,

a) [Alert Dispatch Frequency] fHIK T, V7 27 7 A4 NTHEREXETL2HELBELET,

cHBADOY T A2 Y Frarobofle LT, #MEH, HMAZBELET, Z0F
TEMNT2 WAL, ASA 23U 7 E 2 IR L 7,

cHFHEADOY T A7) T arDodfFERE LT, BER., BAZEELET, 208
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AT, ASA DU MEE RN L £,

s FERHNLOY T A7 U 7y g iR, TERERETHRE (DAL ZHELET,
ZOWRENRWIGETE. ASADEYREEZSR L E7, KRB0V T A7) g
UHAHEIZRDIE, A F v T ay hBIOTF LA RN 75—k SA—TDOHTT,

b) [Basic] £721% [Detailed] 7> a > A2 %27 U w27 LT, 7T RA7 T A NTHLERIER
DUV EfRELET,

) [OK]#7 Vw7 LCar7Z s Xal—ra a2 RFELET,

ARy bR—Z2DW, B, BLOEERT 7 — DA [Alert Dispatch] I T [Add] F 7=

IX[Edit] 2 U v 27 LT, [Create Diagnostic Alert Dispatch Condition] ¥ 7213 [Edit Diagnostic Alert

Dispatch Condition] # A4 72 /AR v 7 A%k Fr LET,

[EventSeverity] K2 v 7'X 7 YA RNT, ¥ T AT TAN~DT F7— DT 4 AXvF &

H=F A POEBRELIFEL, [OK] 227 U v 7 LET,

RS — A DA Ny k) 75— RO [Alert Dispatch] # G [Add] % 77 13 [Edit] 27 U

27 L, [Create Inventory Alert Dispatch Condition] & 7z 1% [Edit Inventory Alert Dispatch Condition]

HATaTRy 7 ARRLET,

[Alert Dispatch Frequency] K2 v 7 X > UARNT, YT AT FANZT T— aeT 4 ARy

FTTHMELZEEL, [OK] 27 Vv 27 LET,
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FEfIR—AD R F > 7 vg v b 7T — hOEE . [Alert Dispatch] #Eik T [Add] % 721% [Edit] &
27U w27 LT, [Create Snapshot Alert Dispatch Condition] & 723 [Edit Snapshot Alert Dispatch
Condition] ¥4 70 /Ry 7 AR RLET,
a) [Alert Dispatch Frequency] S C, H7 X7 T A4 NI HRAEETHHELRHRELET,

H

cBHADY TR VT arDdOEFERE LT, BER. BEEREELET, Z0E
ERLWIEAIT. ASA S HUIEA RN L £4,

cHROYT A7 YT a Db ORE LT, RER, MHEZEELET, Zof
EMTRVEE L, ASA Vi )72 A BRI L £,

cHBHOYT A7 YTy a3, HREEETOIRAZHEELET, JOEENLY
ald. ASA MY ZMEZ BRI £,

R BLLOY T A7 V7o a i ilid, BFHmEEETLIRME (HA) ZHELET,
ZORENRWGAETE, ASADEY)EEZER L ET, RBEBMOYT A7) g
UG DIX, AF v vay PBIXOT LA RNY T — K INA—TDHTT,

cMRY T2 g Ds. T AT T A NITIEREIRET DB A4 HAL T
ELET, ZOBEHF, AF v Fvay b TI—F IIN—ICOHEHINET,

b) [OK]227 Vw7 L Tar7 s Xal—a R EFELET,

A Xy hR—RAD syslog 77— ~ DA, [Alert Dispatch] fEI% T [Add] 721X [Edit] 27 U v

7 LT, [Create Syslog Alert Dispatch Condition] ¥ 7= | X [Edit Syslog Alert Dispatch Condition] 4

TRIRY I AR RLUET,

a) [Specify the event severity which triggers the dispatch of alert to subscribers] = =~ 7 R v 7 A %
FUNZLT, Ray X0y JARRLA XY FOBERELERLET,

b) [Specify the message IDs of syslogs which trigger the dispatch of alert to subscribers] = v 7 7R v
g A A AT LET,

¢) HBHEDIERIZNEST, v TRITFANSDT T — DT 4 ARy F % MY T—7 5 syslog
AyE—VIDHEELET,

d) [OK]Z#7 Vv 7L Car7Z s Xal—ra a2 RFELET,

AR IR=2Z2DT LA M 77— DA, [Alert Dispatch] #H1k T [Add] 7213 [Edit] % 7

Y > 7 LT, [Create Telemetry Alert Dispatch Condition] ¥ 72 1% [Edit Telemetry Alert Dispatch
Condition] ¥4 70 /Ry 7 A%FRRLET,

a) [Alert Dispatch Frequency] fEI C, #7227 T A4 NI R EEETHHELRELET,
CHHAOYT AL )Ty a v OlHORE LT, BEH, MAZEELET, 2o
,_-/:E_,Z,)S\fccl/\iﬁEl/El\bi\ ASA Z]S‘i@@]féf,fﬁ%i%*ﬂ L/iﬁ‘o
CHHOYT ALY Ty a rORHOMRE LT, BEH, BAZEELET, o
H/Eﬂz)\;fccl/\iﬁa/lfl\bi\ ASA 7‘7]‘)\5@@]7;}?1@%5&_%*)_\] ]\/i‘g‘o

cHEHOYT AT YT a3 iF, BWRERETOMAEZHEELE T, ZOHBER LW
BaE. ASA DN EA IR L £,
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s FEHALOY 7 27 U 7y 3 ik, TEREEGETHRE (AL ZHELET,
ZORENRWNGE X, ASAEYI2EA SR L9, KEMNOY T 27 ) 7 g
UBATEIRDIE, A F v T ay hBIXOT LA RN 75—k FA—TDOHTT,

b) [OK]227 Vw27 L Tar7 4 Xal—a  #REFELET,
ATYT16 [Test| 227V v 7 LT, ZRELET 77— MBRELLEELTHDENE I EHBILET,

trustpool FEFAZE D BEIA > 7R— FDERTE

A<w—h T4 ATIL, SmartCallHome A > 7T A T 7 F ¥ NMEHINET, ASAIT NNy
7 277 7 > KT Smart Call Home [E4 LR — 2 ET 5 & 12, CallHome % —/N—FEHE %
AT LIZCADFEHEZ G T A MRA » M2 BEIRIT/ER L3, ASAIR, ¥ —/ —FEH
EORITHEBNEE SNIZGAIGERHEORTFEZ VR — 5L 9ICRDE Lz, BAX~—
DAL EMEEOE T 2T 208 IH 0 FH A, CAV—"—0OHABLAEHENET I
72% &1, Smart Call Home 237 7 7 4 77 RIEZHERFC X 5 KL 512, B2 trustpool /3

RAVOEFZHEMETE £, ZoMEIE~ LT a0 T2 MNEBTIEIVR— ST,

trustpool DFEAE N RV A HBIRIIZ A VAR — T 25121F, ASARNY RLOF 7o —RE
A v H— MM T D URL 2HRET 2 BEA DY T, KOI~Y FEANTHE, 774
JL k@ Cisco URL &7 7 4L b OFEf] (22 K¢f]) ZEH LT, BH —EDORRETA A — K

MFETINET,

ciscoasa(config-ca-trustpool)# auto-import-url Default

Fio, kOa~vy REFEHLT, WAXLAURLICEDHEN S VAR — Mo A X—T M TEE
D

ciscoasa(config-ca-trustpool) # auto-import url http://www.thawte.com

F 7 = BEE T OMOIE D LD KR A U o n— RERETE S L )17 5
Wik, o a<y REAA LT, BAX AL AL v BR— oA F—T NI LET,

ciscoasa (config-ca-trustpool)# auto-import time 23:23:23

B AH L URL & DAY AERORFIZLDHEA VR — FEFRET DL, koa<vr R
ERAT2XLERHD F5,

ciscoasa(config-ca-trustpool) # auto-import time 23:23:23 url http://www.thawte.com

Anonymous Reporting & & Uf Smart CallHome D E=4 1) >
e

Anonymous Reporting 5 & TF Smart Call Home #—EADE=# U  JIZDONWTiL, RO A~
&S LT 72 &V, [Tools] > [Command LineInterfacgl #fffH L CZ D a~r R&E AT
EET,

« show call-home detail
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ZDa< R, HBFED Smart Call Home ORFAIEREEF R LET,
» show call-home mail-server status

Zoavwy N BUEDA = = N—DRAT =2 A% FKRLET,
» show call-home profile {profile name | all}

ZOa<wy KL, SmartCallHome 72 7 7 A /LD T 4 Fal— g BFRLET,
+ show call-homeregistered-module status [all]

Zoavr RiE, BRENLTVWDLIEY 2 —VDOAT —F A% FRLET,
» show call-home statistics

o=z~ i, CallHome DFfMIAT —# AR LET,
+ show call-home

Zoa~wy RiE, BIED Smart CallHome D227 4 ¥ o b—v g U E2FRLET,
« show running-config call-home

Zoa~y Rid, BIED Smart Call Home DFEIT2 7 4 Fab—va v EFRRLET,
» show smart-call-home alert-group

ZD 3= i, Smart CallHome 77—k ZV—T DBIED AT —Z A% FKRLET,
+ show running-config all

Z®» =z~ KX, AnonymousReporting = —%— 717 » A )VICEET HiElE R R LET,

Anonymous Reporting & & U Smart Call Home O /& &

%= 1: Anonymous Reporting 35 & U\ Smart Call Home 0 F& FE

HEes T3y bk B
TA—LY
I) —x
Smart Call Home 8.2(2) Smart CallHome %F—E 2%, ASAIZBHIT 27w T 77 «

TR2MBIRYTAVEA LT T— FEREL, Xy b
U—7 OF LN R ESEE T,

WROBEAEASE L,

[Configuration] > [Device Management] > [Smart Call Home],
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Anonymous Reporting & & Uf Smart Call Home O /& & .

T35y bk
TA—LY)
IJ—Z

5iBA

ol

Anonymous Reporting

9.0(1)

Anonymous Reporting & 1 r—7/LIZ LT, ASA 77 >
N7 4 — L% T 52 L TXEJ, Anonymous
ReportinglIZ XV | =7 —B X O~V RIZET D/ NNRO
B E T A A D Y AT LRITEFETEET,

WO AENEH X E L7z, [Configuration] > [Device
Monitoring] > [Smart Call Home],

Smart Call Home

9.1(2)

TULARNY TT7—hK 7 N—7 LAR— DD show
local-host =< > RiX, show local-host | includeinterface
vy NICERIZRY F LT,

Smart Call Home

9.1(3)

SmartCallHome A v —Ii%, 7 I AX V) T oA 31—
TMZLTEY, 72 VT 4 VIR EREEFFOZKT
7 — b ZN—712% 8T % £ 9 IZ Smart Call Home % 7%
ELThHLAEIC, EERI TAX AR M LAR— b
THEDICTATEEFEENET, SmartCallHome 7 7
AN T A y—UlE, ROIFEFHDOA N MMIxL
TOHRERFSINET,

ey NN TRAFIZEBM LT &=

ey MR FRAEMLHR LT L X

¢« YT AK L=y NN T ALK = Y NI T
Lx

EEINDIEA v E—VICETROERPEENTNE
j—o
T IT AT T TAIDRA LN

o 7 T ALl = kTD show cluster info =1~ >/
¥ & O show cluster history =~ > KO H

¥ % = 7 72 Smart Call Home H—/N—$#&E D
V77 L2 A1ID

9.6(2)

TLS 7 7 A 7> MLEX, RFC6125 D7 a3 612
EFRIN D —3— 1D OfGELV— v ZHR— 95 &
212720 £ L7z, ID MFEIL, Smart Call Home H—/3—
~O TLS ##5i D PKI BT FAT I N E T, R3Sz
IDARESNTZY 77 L AID &E—HLARWES, #
WEENL T EH A,

WDOR—UNET SHLE LIz, [Configuration] > [Device
Management] > [Smart Call Home],
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