F CHIZ

ZOFETIE, ASA OFEMZFET 2 TEICOWTE LE T,
s v RIA A X —T x4 A (CLI) DIy —NL~D77tA (1 X—=)
« ASDM 7 7 B ZADRE (6 —)
« ASDM DEH) (9 ~<—2)
« ASDM BIEDO I A X~ A4 X (11 =—7)
s THHWREOT 7 40 hi%E (13 _X—)
REDRLE (30 X—)
*ASDM TO A~y RIA f L H—=T oA A Y—LOfH (31 2—)
Pt O EAEOWEMH (33 ~—)

aARVESA A3 —T 24X (CLH) a2y —ILA
DT7IEA

ASDM 7 7 & AD AR ELE, CLIZMH L TITHOBRER S HLEE1H D 7,

MR EEZITOITIE, a2 Y — N R— IO EBECLIICT Z7EALET, TD%k, FHT 7
T AIZHES T Telnet £/2ILSSHZHFEMH LT, VE—RF 727 BRAZRETEET, VATLAN
TTICvILF avTF AN T—=RTEEL TWAEAIE, 20 Y=V R—hMNIT 78 2AT25
VAT LDFATAR—RAIZAD £,

2 — bR — MO LTz & X2, AR WIIFRR R EINDGAIE. A— FOREL
MR L TLZEW, FRENELWEEIE, RUREEZHEALTHOT AL ATED I —T V%
HKLET, r—7VICHERR WSS, ar VY — AR — hO/N— R = 7 52T 5 YEHR
HOHFREMENRH Y ET, HOU—2 AT — 3 COBEARLD Z L b LT EE W,

\}

GE)  ASAAER Do Y —NT 7B RZHOWTIE, ASARAE DI A v 7 AX— 1+ HA REBRLT
<TZ&EW,

IFLBHIC .
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Froiz |

B sps0=sy—n~n7sez

ISA3000 0> —I)L~ADT7 7R

FIE

ATy T

ATy T2

ATvT3

ATvT4

TTIAT A ay)—)UIZT 7 2T 5I120%, IROFNEIZHEVE T,

fHEOay ) — L r—T e EA L Carta—XEay Y —LR— MIEELET, ¥—
I ER a2 LS B EREE 9600 R —, T4 By b8, ANUT 4L, AbyT Bk
. Zo—flf2 LICREL T, vy — VIR LET,

=)L =T ILDOFEIC OV TIZ, ASADNN—RU =T HA REBRLTLI &N,

Enter F—%2M LT, ROTa 7T " RERINDZEEZHRLET,

ciscoasa>

Io7urF hE, 2—P—EXECE— FTIERLTWH I L &R L £, 22— — EXEC
F— FCIE, BEARa<wr ROLEFHATXES,

Hi#HE EXEC E— RNIZT7 78 A LE7,

enable

enable 2~ REERVICAN L L X0, RAT—REEFTL LI ITRkROLNET,

Bl -

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***#**x%

Repeat Password: ****x*xx*

ciscoasa#

RELSNDT R TOa~vy R, FHEEXECE— R THATE 4, HHEEXECE— R b =
V74X al—TaryET—RIABRZLELTEET,

FHET— FAKTI 51213, disablea~> B, exit 2~ K, Fidquit 2~ REASL
£

Ja—)ar7 4 Xal—yary B—RIT7EBALET,
configure terminal

1 -

ciscoasa# configure terminal
ciscoasa (config) #
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Firepower 1000 . 35 & U\ Cisco Secure Firewall 1200/3100/4200 2 > —J)LAD T V£ X .

Ja—\Lar7Z 4 Xal—valrE— RNLASADREFZRKBTEET, Zu— L ay
TA4Xal—varE®—REKTTHI003, exita~2 R, quita~> K, £/idend 2~
REATTLET,

Firepower 1000 . & & U Cisco Secure Firewall 1200/3100/4200 2 > %) —JL

DT I 1A

FIE

ATy T

ATy T2

Firepower 1000, 35 J UX Cisco Secure Firewall 1200/3100/4200 =2 > Y —/LAR— M &2fFEH LT, ASA
CLIICHE LET, ASACLI D, T TNy a—T 4 7 D7l Telnet 2 L T FXOS
CLIIZHSECE £,

BHoaL Y a—FEarY—LiR— MR LET, SHEHAOFRL—F 4 VTV AT AT
BTNV RIANRELTA A =L LTI, ROV Y TLREERFEHALET,

* 9600 7R —
P8 T4 By R
NUT a2l
1ALy ZT EY
ASACLIIZHERE LE T, T 74V RTIE, v Y — AT 7 BRACLERa2—F— 7 LTy
MIH Y EH A,
M EXEC E— RIZT7 7 BALET,
enable
enable 2~ RERUICAST LimL X0, RAU—REEFET A LI IRODLNET,
i :

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x***xx*

Repeat Password: *****x*

ciscoasa#

ASATHRELT-A F—T N2 T — KL, FXOSBEED 2 —H — AT —RFTHLH Y. ASA
ORI LA 13. FXOS 7 = — /Lt —7 F— NIZBIT L E T,

BELSNDT R TOavwr NiE, BHEEXECE— RTHEHATEX 4, HHEEXECE— R b =
V7 4F¥al—varyEF—KRIALZLELTEET,

IFLBHIC .



B Firepower 4100/9300 + v —

ATvT3

ATv74

Froiz |
CEDASAT Y —ADT IR

g EXEC B— R&#& T4 5121, disable, exit, £721X quit 2~ KE AL £,

Ju—r\) a7 4 Fal—ary EB—RNIT77EBALET,
configure terminal

1 -

ciscoasa# configure terminal
ciscoasa (config) #

Ja—r\) a7 4 Xal— g ET—RNnE5ASADOREXFBTCEET, Fa—UL oy
TA4Xal—vary T—REKRTTHITE, exit, quit, £72iTend a2~ REANLET,

({£E) FXOSCLIIZHE L E 1.

connect fxos [admin]

sadmin : FHEF LNV OT 72 AZERLET, 2O T arERELRVE, 2—F—
DT 7k 2T AROERT 7 Ak £, EHEET—RFThHoThH, 274
Fal—vagy avry RIMEATERWI LIZEELTLEEN,

=P —[FI7 LTy VDA ERDENFEE A, BIED ASA 2 —HF—4£ 73 FXOS IZJE S
NAHZD, BMOow 7 A 38 H D T8 A, ASACLIIZE DL, exit & AT 20,
Ctrl+Shift+6 Z# L. x & A LE7,

FXOS N T, scopesecurity/show audit-logs 2~ > R&EH L C2—Y—T 27T 4 T 4 &%
RTEET,

51

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

Firepower 4100/9300 v —<> LMD ASA O Y —I)L~ADT7 IR

MR E DA . Firepower 4100/9300 ¥ ¥ —3 A— A Y2 (2 —/LR— M, D
UM Telnet £721XSSHZFEH L CYVE—FT) #itL Ca~vr R4 A —T x4 AT
TI7EAL, ASA X2 T 4 BV 2— LIlHH LET,
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FIE

ATy T

ATy T2

ATvT3

Firepower 4100/9300 v —> LMD ASA I Y —)LADT IR .

it

Firepower4100/9300 3 ¥ — 3 A—/ A H CLI (2> Y —/)L£ 721X SSH) 28
Iy a v LET,

connect module slot {console | telnet}

Telnet #2852 9 AF 51T, TV o — WICRBHCEEOE v v a VB BRETX | Wl EN
B A s B G-

MDTED 2 —NIT IV EATALX T, FXOSE 2 — /LD CLIICT Z7EALET, D%
ASAT 7V r—a VR T DR ERDH D 7,

connect asa

51

L. KIZ ASA

Firepower# connect module 1 console
Firepower-modulel> connect asa

asa>

BE DORHE L~V TH H¥HE EXEC E— RICT 7B A L£7,

enable

enable 2~ RERVNCAN L L X0, RAT—REEET L LI ICROLNET,
5 -

asa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ****xx*x

Repeat Password: *****x

asa#

BELSNDT R TOavr NiF, BHEEXECE— RTCHEHATEX 4, FHEEXECE— Rhb =
V74K a2l — a3y ET—RICADZELTEET,

BT — RE2& T4 5I121%, disable =~ R, exit 2~ R, 7T quit =~ K& AL
iﬁ—o

ra—r\Lar7 4 ¥al—iay t— REBBELET,
configureterminal

51

asa# configure terminal
asa (config) #

zeoiz i
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B rsom7sezomE

Ja—s L ary7 4 F¥alb—varyE— 2 T3 512, disable, exit, £72i% quit =2+
Y REANLET,

ATFY T4 Ctrl-a, dE AL, 77UV — gy ary)—LEKTLTFXOS EY 2—/L CLIICEBE L
i‘é‘o

NI TN a—T 4 T DT FX0S Y 2 —LD CLI Z AT 285808 H 0 £9,
RTF w5 FXOS CLI D A— 34 LULIZED 3,
aAVY—LERTLEY,
a) ~&AJ)
Telnet 7 7'V r—3 a2 0 b 97,
b) Telnet 77U r—va ek 79 5100F, REANLET,

telnet>quit

Telnet £y a &8 TLET,
a) Ctrl-],. & AR

ASDM 7 UV € ADEE

TR, TIANIRETASDM IZT 7B 2T 5K, BLXOT 740 FREN R WS
T 7B RAERET D HFIEOWTHBALET,

ASDM 7 7 A D TIHHFERFOT 7+ )L FEREDFER

THRHEFREOTFT 74 a7 4 X2 lb—3 3 o TlE, ASDMEBSRIZT 74V hDXy h T —
JRECTHARE SN TVET,

FIE

DA B —T oA ZABIORY NT— I HTELHEH L T ASDM 12855t L F 7,
EHA U H—T oA A F, THEHOETNMVICL > TERY 7,
* Firepower 1010, Secure Firewall 1210/1220 : FBHA R v bV —7 4 U X —T = — A 1/1
(IP7 KL A :192.168.45.1) . FEWNEHA —H Ry b ¥ —T =2 —A1/2~1/8
(10108 L T'1210) F£721%1/10 (1220) (IP7 KL A :192.168.1.1) , &HIA A M
192.168.45.0/24 % N U — 7 |ZBRE &L, WA A M 192.168.1.024 > U —7
WRRE S ET,
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asom 7o £20h s34 X |

» Firepower 1100, Secure Firewall 1230/1240/1250/, 3100, 4200 : W& —H %> ~1/2
(192.168.1.1) FIFEFAAN— F1/1 (DHCPFEH) ZfEH, NEIARA M
192.168.1.024 % v NV — 7 |Z[RESNET, FEHAZX MIUEEORYy NU—I 16T
JHEATEET,

* Firepower 4100/9300 : JEFARHZER SN EHRIA T A X —T A AL PT R
A, BHEAMMEEDOFR Y NT—INLT 7 EATEET,

o ASA A8 - WEL 0/0 (BEEFFICERE) . BHAA MNIFH Ry NU—JIZRESINE

‘g—O
« ISA 3000 : &P 1/1 (192.168.1.1) ., BEEA A FiE 192.168.1.024 %~ b U — 7 IZ[RE
SnEd,

GE)
<NT arTXFAN T RNIEET DL, Eoxry NU—IREEMFEH L CEHa T
ARNNS ASDMIZT 7B ATE A L9127 £,

BMELEYY
THHREEOT 7 40 bi%E (13 =—)
~vNTF arTHAN BT ROFMELEITEHL
ASDM D) (9 _—2)

ASDM 7V ERXRDHRAAZTA4 X

WD 1 DL ESCTIEER5EAF. COFEEAFHEHALET,

e THHIMIEOTFT 74/ a7 4 X2 L—3 3 VR,

e "hTFGUART LU N T AT U —)LE— RIZEF L=V,

e NTF AT HA R ET— RIZEFELIZ,
TN =T v K E— ROLGE, ASDM ISEEN OSBRI T 7B AT 572010, MEDE
HIPT KL A%&F ET%%%7/3/%WztI%mﬁﬁ@77jwk:/74%;v—v3
VEEATAIEEHELET, ZOBICHHE I N TWDRIEZL, FElh=—X (F7 AR

TLyhE—RRDATF arTHFART—RORERE) BbIEST, OB ELHERT
HUERHAGERICORMERA L T 7ZE 0,

)

GE)  ASAVODEE., AN I VAT LU M E—RERTETELD, ZOFEIL. REEY
UTTD0ERHDIEER Y, BARBICEICKRILDbE T,

zeoiz i
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Froiz |
B som7roezonza<ax

FIE

ATYvF1 a2V —)LR—FTCLILIZT Z7EALET,

RATYT2 (ATvar) PIFUART LU Ty AT U= EF— FEA X—T M LET,
Zoavwr NI REEXZZ VT LET,
firewall transparent

ATy T3 BHA LA —T oA AERELET,

interface interface id
nameif name
security-level level
no shutdown
ip address ip address mask

&1

ciscoasa(config) # interface management 0/0
ciscoasa(config-if)# nameif management
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# no shutdown

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0

security-level 1Z, 1~ 100 DFTJ, 100 B bLETT,

ATy 74 (EHEEEREIN-EHEAA M) 8%y hU—27 DO DHCP 7V — LV &HELET,

dhcpd address ip address-ip address interface name
dhcpd enable interface name

1 -

ciscoasa (config)# dhcpd address 192.168.1.2-192.168.1.254 management
ciscoasa (config)# dhcpd enable management

FOFPICA L F—T 2 A AT RLARFGENTWRNT & ZHERLET,

ATy 75 (VE— MEFHAA M) HHAAP~OL—FERELET,
route management_ifc management_host_ip mask gateway _ip 1

1 -

ciscoasa(config)# route management 10.1.1.0 255.255.255.0 192.168.1.50 1

RATw 76 ASDM @ HTTP h— "—% A F—T7 M LE T,

http server enable
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ATy 717

ATvT8

ATvT9

asom oiesr i

BHARA RO ASDM ~DT 7 B A% FFAI L7,
http ip_address mask interface_name

&1

ciscoasa(config)# http 192.168.1.0 255.255.255.0 management

RIEERIFLET,

write memory
(A7vay) FE—RevLTF E— RICRELET,
mode multiple

T IRRRINTED, BFEORELZEH I T XA MIERT L EEEKRLET,
ASAZ ) m—RIL L IROOLNET,

i

WROFBETIX, 77AT T+ IV E—FRBET U ART L2 b F— RIZEHR I,
Management 0/0 1 > % —7 = A ZANFEE S, HFEA A MMIxt L TASDM 231 x—7
M ENET,

firewall transparent
interface management 0/0

ip address 192.168.1.1 255.255.255.0
nameif management

security-level 100

no shutdown

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

http server enable

http 192.168.1.0 255.255.255.0 management

MENE YD
THMFEEDT 7 4L NREDET (14 2—)
T7AT A=V E—F (7 E—F) OEE
ISA3000 2> Y — L ~DT 78R (2X—)
ASDM DjEEE) (9 ~_—3)

ASDM O #C &l

ASDM-IDM 7 > F ¥ A L CASDM ZEEH L FT, 7T vid., ASAND Web 77 oW
FHEALTCHF Y0 — RENAT TV r— a0 CF, ZNEFERTHE. [LEDASAIP 7
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Froiz |

B ssomoien

RLURIZERETE ET, D ASA IZHE T 2556, JvF vy a2 BEX U a— RT 508X
HFEEA,
ASDM TiZ, BHODOZDITHID ASAIP 7 RL AZBIRTE £9,
ZZTIE, £ ASDM BT A HIBICOW T L, RICT T ¥
ASDM [E 17— /LD \Users\<user_id>\.asdm 7 4 L7 N RICF v v o, v FERED
Tr7ANERGFEL, TempT 4 L7 FUVRNIZH X277 747 NI 77 AV EDT 7
ANERGFELET,

Fig

ATYT1 ASDM 7 94T FELTHRELIZa L Ea—2TRO URL Z AN LET,
https://asa_ip_address/admin
G¥)
http:// RRIP 7 RV A (774 /L MEHTTP) TlE/e<, 47 https// ZHEL T E S0,
ASA (%, HTTP 2K % HTTPS ([ HEFIZHEE LEH A,
IRDRH
ASDM Launcher DA >R k—JL

ATYT2 JoFvE2Fvrua—RL T, ASDM Z &89 521X, RO FIEEZFEITLET,

a) [ASDM 4 VR h—LLT, &2V v 7 LET,
X 1:ASDM Launcher DA > X k—)L

% Cisco ASDM 7.20(2) il

Cisco ASDM 7.20(2) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application.

Run Cisco ASDM as a local application

When you run Cisco ASDM as a local application, it connects to your security appliance from your
desktop using SSL. Running Cisco ASDM as an application has these advantages:

* You can invoke ASDM from a desktop shortcut. No browser is required.
+ One desktop shortcut allows you to connect to multiple security appliances.

Install ASDM Launcher

Copyright ©® 2006-2022 Cisco Systems, Inc. All rights reserved.

b) =V —ZHLRXRAT—-KDT7 4=V FEZEOEFIZL FHA A —1LDHE) | [OK]
Vv LET,
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asomEtEnh x5 v4 X |

HTTPSFBREN R E SN TV RWGEEIL, 22—V —ZAB LA R—TI AU —K (T 7%
JLRTZEH) AN LRWTASDMIZT 7 A TXx£4, CLI Tenable =~ R& KA
WCABD LT EIZ, RRAU—REEETLHIIICROLNET, ASDMIiIZu /A Lzt
X2, ZoEETEH SN ERA, ZHOEFEICLRNWEIIZ, TELRETRIA X—
TNNRAT—REEFTTHLaBEIHOLET, mA RN, RAS 4, BEOA x—7
LV RAT — R L Telnet SAV— ROFEZSHR L T EEW, & HTTPS FBiEE A R —
T LT E, 22— —4 EREEHT O AT — RE AN LET, BRERFAL TR
WIHAETH, B4 VlHET (22— -2 T 70 7 OEFITLRNT) 2—F—4 &
AT —R&EANTEHE, ASDMIZL>TCua—hL F—E2RXR—ATC—ERF v 7 EhE
7

) AVAM—THALVE2—FIRHFELT, A VA M=% EELET, 1A M—LR%E
T45%L., ASDM-IDM 7 > F ¥ N HEIICBA & £ 97,

d) BFHIPT FLA, BLUORIL2—H =L AT —F (A A b= OEAITZEN)
ZANL, [OK] %27V v 7 LET,

ASDM E{EDH R A TA X

TATF T 4T AGEAEEL A A F—/L L TASDM Z EFICEEIT 57517 T2 <, ASDM & —
TAEVEMRKTAZELTEE0, T REWVWTFA XD 7 X2l —a LV EB0UET
EF7,

ASDMD7AToT4 TASEHEDA VR =)L

Java 7 Update 51 LI %9 24854, ASDM 7 v F ¥ IZIXEHEH CTX 25 ENMLETT, FE
HEOZEMHIT, ACBEANEZOIDFEAELZ A VA M—LT5 2 LIZX > TRHEICH-9 2 &
NTEET, FFHEL A VA h—/13 5 £ T, Java Web Start 2§ L T ASDM & E#EI§ 5 =
LRTEET,

ASDM TEHT 572 0OIC ASAICH B SN IDFEHEES A A b—L L, JavaZfEH L T
SERAE A EERT AT, IRO~==2T VEZR LTI EN,

http://www.cisco.com/go/asdm-certificate

ASDM > 74 XalL—o a3 AEYDEKX

ASDM THHR— F ENDHERKFEY A XL S512KB T, 2OV A RE2Bz2bE, X7 5—~
VADRENELDLZERHVET, L xIE, 2T 4 Fal—Taror— RRHIE, 5%
TLiEary 74Xzl —2 g DEENRAT—EZ AL Tal Ry 7 ACFERENET, 20
LE, A RXDORKREVTL T 4 FXF 2L —arTiEE, ASDMIZK > CTELEary 7 4 Fa b —
a Y OUERRTHON TN TS, BT LEEEEOHESMEIE L, BERTFEHI S TWA X o IC
RZ2FET, ZOXIRMPRAELTZEAIE. ASDM VA7 A b —7 2E Y OHREZRGTH
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ELoic |
B windows coasoM o7 ¥aL—vavaEy Ol

HILHEMRLET, AFTUNMBLTND Z L 2MRT D121, Java 2 Y — LT
ljava.lang.OutOfMemoryError] A vt —V % F=4—LFE7,

SHIT, HEETHIEL, REMOAFT V=2 FaHlRT 2728 LT, Ml Xziod 2 &
EBEIOLET,

Windows TOASDM > 74 XaL—>a AT DEX

ASDM t — 7' A E U YA XZHKT HIZIE, RO FNEEZEITL Crunbat 7 7 A L ZfRE L £
KR

FIE

ATV 1 ASDM A > A h—AT L7 bV (=& 21E, C:\Program Files (x86)\Cisco Systems\ASDM) |
B,

ATV T2 FEODTFA T 4 X ZMFH L Crunbat 7 7 A VEHRE L £,

ATv T3 [startjavawexe] TIHEDITT, [-Xmx] DT V7 4 v 7 AR5 E2EFE L, HHO
=7 A RERELET, & 2iE 768 MB OFA 1T -Xmx768M IZEE L, 1 GB DHA T
Xmx1GIZEE L F9,

FEFICRIELEL TIE, mRR2GB O —7 VA XEETHVERLILHAENH D 9,
ATy 74 runbat 7 7 A VEREELET,

Mac0OS TOASDM O 74 XaL—L a3 AFYDEX

ASDM b —7 X E U A XZERKT HI121E, ROFNEEZFATL T Infoplist 7 7 A L afmeE L
i—a‘o

FIE

AT F1 [Cisco ASDM-IDM] 7 A 22> %47 U » 7 L. [Show Package Contents] % &R L £ 7,

AT w72 [Contents] 7 4 /L X T, Infoplist 7 7 A NVaXT NI ) v s LET, BHBREY—NVEA LA F—
NLTWAEEIE, TANRTFA YR MIT 2 THEET, 9 TRWVWIEAIX, TextEdit TH
xFET,

AT v 73 [Java]>[VMOptions] T, [-Xmx] OF VL7 4 v 7 ANMWEZCFHNEZERT L, LERe—F
A RXERELE T, 72L& 2U1E, 768 MB DAL -XmxT68M IZEH L, 1GB D& 1E -Xmx1G
WCEELET,
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TIBHFEROT 7 4L FRE .

<key>CFBundleIconFile</key:>
<stringrasdm3Z.jicns</string:-

<key>VMOptions</lkey:>
<string>-Xms64dm —me512ﬂ</string>

<key>CFBundleDocumentTypes</key>
<arrayx

FERITRBUL MR T, R2GB D —7 A XA HBETOILENHLHENH Y 7,
ARTYTE ZOT7ANPRy 7 SNDLE, ROE SR T —=NERRENET,

The file “Info.plist” is locked because you
haven't made any changes to it recently

i / If you want to make changes to this document, click
¥ Unlock. To keep the file unchanged and work with a copy,
click Duplicate.

| Unlock | :_ Cancel | [ Duplicate '

54

ATw 75 [Unlockl| 227 Vw7 L, 77 ANVEREFELET,

[Unlock] # A 7 0 V'R v 7 AMFERENRWEEIL, =7 4 X %4 T LET, [CiscoASDM-IDM]
TAarkfH7 Y v L, [CopyCisco ASDM-IDM] % HEfR L C, EXALMERNH DT (T
27 by 7R E) VAT ET, 20Kk, Zoabt—nbbe—T YA XEERLET,

TIBHEEOT 74 FEEE

THHAEEDT 7 40 FEREEIE, VAIRFHLWVASAICHEA L2 7 4 F2b—va v
‘/C“j—()

« Firepower 1010 : TG OT 7 4L FEREIC L 0 . BEREPNER/AMERR E N AN /20 %
T, ASAL, HHA X —T 2 A AETIINEAA v F R— 225 ASDM A L T
BTEET,

« Firepower 1100 : TR DOT 7 4V FEREIC L D . BEEENEANTR EN AN/ 0 £

9, ASA X, BHA L H—T 2 A ZAFETEFNEA VX —T = A A5 ASDM EfH LT
FHTXET,

« Secure Firewall 1210/1220 : T3 HEEEDOF 7 40 FREIZ LV | HBERENE/ AR ENE L)

2720 E3, ASA L., BHA L X —T =2 A RAETIINELAA v F F— 25 ASDM & fiF
ALTCEHTEET,

IFLBHIC .
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B sisso7ror0 rgE0ER

» Secure Firewall 1230/1240/1250 : TG HAREDO T 7 /v FEREIZ X 0 . BEREPFR/AME
DA T, ASA L. BEA L X —T oA ZAFETIINEA v F—T = A A
ASDM Zff I L TEBTX £,

& &
R

« Secure Firewall 3100 : TI¥HRHRIOT 7 5 /L FEREIC L0 . BEBEPNE /AR E DN A T 72
D E£9, ASA X, Management 1/1 f > Z—7 = A AETIINEA > F—T =4 A5
ASDM ZfEf L CEHICTE £,

« Secure Firewall 4200 : TIHRHRIOT 7 3 /L FEREIC L0 . BEEEPNEN /AR E DN A T 72
D E£9, ASA X, Management 1/1 f > Z—7 = A AETIINEA > F—T = A A5
ASDM ZfEf L CEHICTE £,

« Firepower4100/9300 > % —3 : ASADAZ v RT %7137 722 2 RATLHA. &
BHHOA 2 —T oA AXLH RO T 7 4V FREIC L > TRESNDHT2D, ASDM
AL TCIDA X —T oA AT L CRELXZ T CEXET,

« ASAMRAR : NANR=APFIZL o TE, BEO—ERE LT, BHERE WIHORAEREHZR
E) ICE>TEHRHOA V=T 2 A ANRRESNDTH, ASDM 2 LTI DA >
B =T oA AL TRELZT T TEET, 72— A—"—IPT7 FLALRETE
9, £, KBS LT, [THHEAREOT 74V N a7 4Xalb—va rZEH
T5HZEHTEET,

« ISA3000 : LIGHMREOT 7 4L MREIL, WLy NV —27 EOTXTONER LU
WAL E—T oA AR LI, FEZERRNT VATV N T7 AT U —)L E—
FRETT, ASDM ZHH L TEHA VX4 —T = A AL, XYy NU—2DIPT R
VAERETEET, "Rz TNNA R I200A o F—T A AXTIZH L THEZ
272> T\,

TTITAT ADEE, THHAROT 7 4V NREIX, TIHHEREOT 7 40 FEREN N7
VART L R E— RTOREMAEEZR ISA 3000 ZfRE, V—T v R 77 AT U4 —/b E—
N Inars7X A ME— ROATHEHTEET, ASA KAE I L Firepower 4100/9300
Yy —v OBAE, BN T AT LY M E— RELIIV—T v RE— RERIRTE F
7

\)

GE) AA=V 7740 E BENTE) T7400ar74Xab— a2z, logl.
crypto_archive/, 35 X O coredumpinfo/coredump.cfg 737 7 v v a2 A€ U NOIEHED 7 4 )L & L
TZ7ANTT, 77vva AEFIJNT, ZOLD7 7 A NVORAMEI, A A=Y 774 /VDH
P& —HLRWEERHY ET, TN6DT77AME, FTTNYa—T 4 U TITRILLET
D, EENBELLIEEZRTOIITIELY FHA,

THEHFEREDOT 74U FEEREDIETT

COHETIT, THRHHEFEOT 73V har 7 4 X a b— g U EETLT A HECOWTEHBEA L
*9, CLI B LN ASDM DOifi JF O FJENTRAE I N TV ET, ASA (AR TiE. ZOFIEEZFET
THZLETEBEARENHEESN, ROBRENEHAINET,

B sioc
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puEEoF I a0t

interface management 0/0
ip address 192.168.1.1 255.255.255.0
nameif management
security-level 100
no shutdown
|
asdm logging informational
asdm history enable
|
http server enable
http 192.168.1.0 255.255.255.0 management
|

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

\)

(GE)  Firepower4100/9300 Tix, THMMIFOT 7 4V M EEME LT 5 L HICRENHEEINS T
JTT, TITANRRKEEXEICT DT, A=A 05 ASA &b O —ERAT L LEN
HYFET,

IR BRI

FIE

ATy T

Z OFEREIL, ISA3000 #fR&E, V=T vy R 77 AT U4 —/LE— RTOREHTEET (ISA
3000 ClE, Za~> KX AXRT LY hE— R TORAPFR—bEINET) . SHIC, Z
OHERIZ> v 7 Nvary T XA M E— R TCOMEHTEET, a0 74 Falb—varBNr7 07
ST ASAIZIE, ZOMREEMHEH L CHEIMICRET D ERFAILTIA MRH Y XA,

THHEMEOT 74V s a7 4 Falb—va B ELLET,
configure factory-default [ip_address [mask]]
11 -

ciscoasa(config)# configure factory-default 10.1.1.1 255.255.255.0

ip_address # R ET HHAIE. T 74N FDIPT RLAEZMBHAT MDY IC, BELWOET L
WU T, WEBETZITE A v X —T7 24 ADIPT FLAZERELET, ip address4 73 =
VTCRERESINTNWDA U HZ—T oA AZONWTE, ROETNVDHA KT 2R LT
o,

* Firepower 1010 : BB A L X —T =2 A ADIP T KL AZREL 7,
« Firepower 1100 : RERA > X —7 = A AD P T RLAZHEL £,
« Secure Firewall 1210/1220 : BIA L X — T =24 ADIP T FL AZREL FT,

« Secure Firewall 1230/1240/1250 : R& A > Z—T =2 A ADIP T KL A ZHZEL F7,

zeoiz i
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« Secure Firewall 3100 : NEA > X —7 = A ADIP T RLAZFHELET,
« Secure Firewall 4200 : REA > 4 —7 = A4 ADIP 7 RLAEZHREL £,
» Firepower 4100/9300 : Zh i H 0 A,

cASA A . BEA L X —T A ADIPT RLAZHELET,

+ISA3000 : BXEA L X —T =2 Af ADIPT RLAZHRTELET,

http 2~ RClE, === 48ETHH 7 xy MBMEHILET, [FERIZ, dhepd address
a< 2 ROFPIX, FHELZIP T FLAXD H REVEEHAIRE/R T X TOT KL A THER S
NEI, e xiE. 7Ry b A2 255.255.255.0 T 10.5.6.78 #¥5E L7=¥4&. DHCP 7 R
L 2 O#FIFIL 10.5.6.79 ~ 10.5.6.254 {272V £ 97,

Firepower 1000, 35 & O Secure Firewall 1200,3100, 42000354 : 2D~ RiE, &0 ORE &
EHiZ boot system =~ K227 U7 LET ((FETHHE) . ZORELEHEIX, 77— T v
TREDOA A—VIFHEBE 52T, BER—RFENTWDHA A—UNg| & HINET,

ZOMTRTOETADYS : ZOa~vy Rk, %Y O%EE L U2 boot system =~ > K%
7 U7 LET (FETH8E) . bootsystem =~ REMHT 5 &, BEDA A=l
BCoxEd, HEREOREICE L%, KEIASAZVa—K+25L, NE7 T v a A€V
DEDA A=Y T—RLET, NWETZ T v o AEVICA A=V R0 EAE, ASA I
T—hLEHA,

1

docs-bxb-asa3 (config) # configure factory-default 10.86.203.151 255.255.254.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

WARNING: The new maximum-session limit will take effect after the running-config is saved
and the system boots next time. Command accepted

WARNING: Local user database is empty and there are still 'aaa

Executing command: interface management0/0

Executing command: nameif management

INFO: Security level for "management" set to 0 by default.

Executing command: ip address 10.86.203.151 255.255.254.0

Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.86.202.0 255.255.254.0 management

Executing command: dhcpd address 10.86.203.152-10.86.203.254 management

Executing command: dhcpd enable management

Executing command: logging asdm informational

Factory-default configuration is completed

ciscoasa (config) #

commands for 'LOCAL'.

ATFYVT2 FTIFNF AL T4 X2l —ard 75y a AEFVITHRELET,
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ASA i

bE|

n©e

ATv7T3

BA

asa i gagzEomx i

write memory

ZOawy RTHE, FHTZ boot config =2~ REFHE LT, BIOLATZHE L CTWHAT

b,

FTar 74X a2l—va 3RS — T o7 a7 X2l —yarOF 740 O

FICRIFSNET, ar 74 FXab—varBnrzrasnsde, ZONAL7 VT SNET,

(ASDM TOFIE, ) AL ASDM 77V r—ar v RUT, WEFEITLET,

a)

b)

d)

=
X

[File] > [Reset Device to the Factory Default Configuration] dIEIZERIR L F 97,
[Reset Device to the Default Configuration] %4 7 2 778 v 7 ANREKRINET,

A7vay) T7FANT RLREMRATAHRDYIC, BEHEZEINTGA X —T = A
ZAOEBIP7 KLAZ AN LET,

ETNTLIZRE SN TND A > —7 = A A TP OFFMICOWTIE, #idko CLI Fif%
ZRLTIIZEN,

(AFvay) Fay7H o U R NhE [Management Subnet Mask] % 8&4R L %97,
[OK] %27V v 7 LET,

MRBHADZA T 0 7Ry 7 ZARFRINET,

GE)
Firepower 1000, 33 & USecure Firewall 1200, 3100, 4200 D54 : D 2= KL, &Y O
EELBIZT =M AA—VOgFiEs VT LET (FETDHE) . ZORELEIL,
T—= b T o TREDA A —=VIITEBEL 52T, BUER— RSN TWVEA A—U N5 EfHiE
EHSNET,

ZOMTRTOETIAVOES : TOBIEICEY, BOORELLEBIZT— M A=V DY
b7 V7 &ET (FET5%E) o [Configuration] > [Device Management] > [System
Image/Configuration] > [Boot Image/Configuration] <A > TiX, HHAETY LOA A=V 525
o, FFEDA A=V IPH T — M TEET, HARFOREIZRE LIk, RIETASA & n—
RFoaE, WETZ7 7 v aAEVDORPIIOA A=V LT —RLET, BT 7 v o A
FVICA A=TRRVGE, ASAIZT7T—FLEEA,

Yes]ZZ7 Vv r LET,
TI7ANVIREEZETLED, ZTOREENHRT 7 v o AEVIRFELET, [Filgl >
[Save Running Configuration to Flash] %z 3#&R L £,

ZOF T arEERT S L UENCHOBHEZREL TWDAIHE TS, Efrar 7y
Fal—YarNAX—F T v ar74Xal—ya DT 740 OBEFNRIFES
FT, a7 4 X2l —varEZ VT LESAIR. Z0oR L7 U T ERTHET,

ENET

ZOIETIH, ASARE OEAN (0 H) REEBE LT 2 HIEIZHOWTHALET,

zeoiz i
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FIE

ATy T

ATy T2

ATvT3

ATvT4

T2 VA=N= AT I DS, AZ A IREOBRZYY 7,

AR, 2=y NINT 7T 4 TR B L&D, EREA7ICTHMLERH D F
T, BREAMNSEZEFICLESGS, 7774 7HEBEORTEMET LI L, AX UL EENRT
T A TR ET, RiOT 7747 2=y b2 Vua—KL, Z=—Ad—R_"— U T %
ML CTHEERT 2L, TWVREITIH LT 7T 7 2=y WS REMIL, BEREAa T ¢
Fal—rarNEEINET,

Jo— FRICBEARTEZETCLET, 72— A—R_"—=%{TH720I2, 77T 4 THEETKRD
av  REASLET,

write erase

GE)

ASA (AR WEIEDFEITA A=V % T — b T57=d, tDOT— b A A—VITEEY £ A, 7
DT —h A A=V %EHATHITIEL, bootimage 2~ REZ LTI EEW,

a7 4 X alb—a VITRIELZWVWTL IZE N,

ASARB Z#Vu—RL, BARELZE—RNLET,
reload
T 2= N— BT H T2, AX N EEOEFREBRALET,

TUOT 4 THEDY vm— N, RF AN EEOBRERALES, BAREN AL A%
EERMSNET,

Firepower 1010 O 7 7 + JL F 5% 7E

Firepower 1010 O LIS DT 7 4 /L FEREIX, RO LBV TT,
e N—FI9TT7 RAYF A =Py b 12~ 18ILZVLANLIZBLTWET,
cRAFBOSHNE~D T T 47 Tu— A —F Ry~ /1 (BN . VLAN 1 ()
CEE EH YL (FH) [ IP7 FL R :192.16845.1
*DHCP OHVEBIP 7 LA, WEBIP 7 KL R : 192.168.1.1
WA > #—T A AD DHCP Y —/\—, HEA L H—T x4 R
« SN DHCP DT 74 )L bk JL— b

cASDM 7 7 & & : BHIAR A N ENERA A MIFFFT SN ET, BFHA R ME192.168.45.0/24
Foy T —ZIZRE S, NEAZ FE 192.168.1.024 %~ N —ZIZIRES N ET,

. FLHIS
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Firepower 1010 7 7+ JL b ERTE .

« NAT : NI BAEB~DTXTDO T T 4 v VDA o H—T = A
« DNS #—/3— : OpenDNS % ——|TdH 6 L O SN TV E T,

DT 4 Xal—variFkoa~vy RTHE/EAISILTOET,

interface Vlanl

nameif inside
security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

!

interface Managementl/1
managment-only

nameif management

no shutdown
security-level 100

ip address 192.168.45.1 255.255.255.0
!

interface Ethernetl/1
nameif outside

ip address dhcp setroute
no shutdown

!

interface Ethernetl/2

no shutdown

switchport

switchport mode access
switchport access vlan 1
!

interface Ethernetl/3

no shutdown

switchport

switchport mode access
switchport access vlan 1
!

interface Ethernetl/4

no shutdown

switchport

switchport mode access
switchport access vlan 1
!

interface Ethernetl/5

no shutdown

switchport

switchport mode access
switchport access vlan 1
!

interface Ethernetl/6

no shutdown

switchport

switchport mode access
switchport access vlan 1
!

interface Ethernetl/7

no shutdown

switchport

switchport mode access
switchport access vlan 1
!

interface Ethernetl/8

no shutdown

A PAT,

zeoiz i
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switchport
switchport mode access
switchport access vlan 1
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd address 192.168.45.10-192.168.45.12 management
dhcpd enable inside
dhcpd enable management
|

http server enable
http 192.168.45.0 255.255.255.0 management

http 192.168.1.0 255.255.255.0 inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

—

Firepower 1100 @7 7 + )L b EZTE

Firepower 1100 O L HFIRFOT 7 4 /L NREIX, RO LBV TH,
« REMSHEBAD b5 T 4 4 70— : Ethernet 1/1 (#55) . Ethernet 1/2 (PN))
« DHCP DSV EBIP 7 KL R, NEBIP 7 KL X : 192.168.1.1
« B : Management 1/1 (‘FEf) | DHCP 6D IP 7 FL A
« WA > % —7 = A AD DHCP $—/3—
« 4N DHCP, &#E DHCP 2»5H DT 74 )L b JL— b

«ASDM 77 & A : FHIRA M ENEIAR A MIFFATESVET, WEAR A M 192.168.1.0/24
Ry NI —ZIZRESILET,

* NAT : R BABA~DTXTDO N T 7 4 v 7 DA ¥ —7 = A A PAT,
* DNS #—/3— : OpenDNS #— 3— 3 & 52> U O S VTV ET,

ZDarZ 4 Xal—vgikOawy RTHERINWTWET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown

|

interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute

II FLHIS
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no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0

no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Cisco Secure Firewall 1210/1220 57 7 # JL FE&E

Cisco Secure Firewall 1210/1220 O T3EH RO T 7 /L FEREILZ. (RO L BY T,

«IN—FTF7ARAYF : EBthernet 1/2 ~ 1/8 £721% 1/2 ~ 1/10 (1220) X VLAN1IZJ& L T
b\iﬁo

cREMOHNEB~D T T 4T Tra— A —HF Ry M 1/1 O . VLANT (NER)
<EHEEM 11 (EH) [ IPT R 1192168451

*DHCP OVEBIP 7 LA, WEBIP 7 KL R : 192.168.1.1

WA H—T A AD DHCP Y —/\— FEA L H—T x4 R

« /M5 DHCP 225 DT 74 )L b JL— b

«ASDM 77 & 2 : HHIR A F EINEAR A MIEFRT &SN E T, AR A FE192.168.45.0/24
F N —ZIZBE S, NEAA FE192.168.1.024 % N — 7 IZIRES N ET,

* NAT : R BB~ TXTO N T 7 4 v I DA % —7 = A A PAT,
* DNS #—/3— : OpenDNS H——|TH L L O SN TV ET,

DA T7 4 Falb—valiROavy RTHEINTHET,

interface Vlanl

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

I IFLBHIC .
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|

interface Managementl/1

managment-only

nameif management

no shutdown

security-level 100

ip address 192.168.45.1 255.255.255.0
|

interface Ethernetl/1
nameif outside

ip address dhcp setroute
no shutdown

|

interface Ethernetl/2

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/3

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/4

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/5

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/6

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/7

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/8

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

11220

interface Ethernetl/9

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

11220

interface Ethernetl/10

. FLHIS
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Secure Firewall 1230/1240/1250 D7 7 #+ JL b % E .

no shutdown

switchport

switchport mode access
switchport access vlan 1

object network obj any
subnet 0.0.0.0 0.0.0.0

nat

|
dhcpd
dhcpd
dhcpd
dhcpd

dhcpd
|

(any,outside) dynamic interface

auto_config outside

address 192.168.1.20-192.168.1.254 inside
address 192.168.45.10-192.168.45.12 management
enable inside

enable management

http server enable

http 192.168.45.0 255.255.255.0 management
http 192.168.1.0 255.255.255.0 inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

JUL ==

Secure Firewall 1230/1240/1250 )7 7 # )L FE&5E

Cisco Secure Firewall 1230/1240/1250 & TiGFHGHRF DT 7 4V FiREIL. IRD L FB Y TT,

c NN SHNEAD ST 4 w4 70— : Ethernet 1/1 (#+%B) . Ethernet 172 (FNEE)

« DHCP OAMVEBIP7 KL R, REBIP 7 KLX @ 192.168.1.1

« B3 : Management 1/1 (‘FEf) | DHCP 6D IP 7 LA

« NEfA o #—7 = A AD DHCP H—/\—

« SN DHCP, & DHCP 26 DT 74k IL— bk

*ASDM 77 & A  FHHIR A N ENEIHR A MIHFT SN E T, NEAR A M 192.168.1.0124
Iy NT—ZIZBRBESNET,

* NAT : NEID DA A~DTRTDONT 7 4 v T HDA ¥ —T = A A PAT,

* DNS #—/3— : OpenDNS #— 3— 3 & 52> U O S VTV ET,

DAy 4 Xal—vgqikOawy RTHERINTWET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown

interface Ethernetl/1
nameif outside
security-level O

IFLBHIC .
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ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

—

Cisco Secure Firewall 3100 7 7 #+ JL FE&%%E
Cisco Secure Firewall 3100 O LR DT 7 4 /b MR EIX, kD &Y TT,
« REMSHEBAD b5 T 4 4 70— : Ethernet 1/1 (#55) . Ethernet 172 (PN))
« DHCP OAMBIP 7 LR, RERIP7 FL R : 192.168.1.1
« &1 : Management 1/1 (‘&'#) | DHCP 2L D IP 7 R LA
« WA > % —7 = A AD DHCP $—/3—
« 4N DHCP, &#E DHCP 2»5H DT 74 )L b JL— b

*ASDM 77 & A : FHIR A N ENEHR A MIHFT SN E T, NEAR A M 192.168.1.0124
Iy NI —ZIZBRBESNET,

* NAT : R BHB~DTXTDO N T 7 4 v I DA % —7 = A A PAT,
* DNS #—/3— : OpenDNS #— 3— 3 & 52> U O S VTV ET,

ZDarZ 4 Xal—vgikOawy RTHERINTWET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown

|

interface Ethernetl/1

II FLHIS
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nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

—

Cisco Secure Firewall 4200 D5 7 # JL FEXE
Cisco Secure Firewall 4200 O L HfRF D7 7 4 /b MR EIX, kD &Y TT,
s REDSHEBAD b5 T 4 4 T A— : Ethernet 1/1 (#55) . Ethernet 1/2 (PN))
« DHCP OAMBIP 7 FLR, RERIP 7 FLR : 192.168.1.1
« &1 : Management 1/1 (‘&'#) | DHCP 2L D IP 7 R LA
s WEfA v % —7 = A AD DHCP H—/\—
« 4N DHCP, &#E DHCP 225 DOFT 74 )L b JL— b

*ASDM 77 & A : FHHIR A N ENEIHR A MIHFT SN E T, NEAR A MiE 192.168.1.0124
Iy NI —ZIZBRBESNFET,

* NAT : R BHBA~DTXTO N T 7 4 v I DA % —7 = A A PAT,

* DNS #—/3— : OpenDNS ¥ — 3— 3 & 52> U O S VTV ET,

DAy 4 Xal—vgikOawy RTHERINTWET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown

I IFLBHIC .
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. Firepower 4100/9300 > ¥ —> T 7 + )L b 5%

|

interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute

no shutdown
|

interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0

no shutdown
|

object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside

|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 4100/9300 > v —< T 7 # )L b E%TE

Firepower 4100/9300 + ¥ —3 2 ASA BB L7=%H. ASDM # i L CTEHEHA > ¥ —7 =
A ASDERERFREIZIR D D/NT A —Z A HATRETEET, —ARMBERIZITRORE
BdHY ET,

EHA LB —T AR

* Firepower4100/9300 3 ¥ — 3 A— 34 L CER SN EBEOEB LA 7 A X —
T A A

* ZA11X T'management]
ALEDOIP T KLA
e tEFxF2VUT 4 LU0

< B

EHA LA —T A ANDT 7 7Lk — |k

cASDM 7 7 & A : T RTOARA MDHFA SN ET,

A2 RTRY 2=y NOBEIT, WO~y RTHERINET, 792 % 2=y FOEM
DEFENZONTIE, ASA 7 T AXDOER #5R L TLIF a0,

. FLHIS
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interface <management ifc>
management-only
ip address <ip_address> <mask>
ipv6 address <ipv6_address>
ipv6 enable
nameif management
security-level O

no shutdown
|

http server enable

http 0.0.0.0 0.0.0.0 management
http ::/0 management

|

route management 0.0.0.0 0.0.0.0 <gateway ip> 1
ipv6 route management ::/0 <gateway ipv6>

ISA3000 DT 7 4L FEETE

ISA 3000 D LIGHMEEDT 7 4V PR EIX, RO EBY T,

RS UVARARTFULUNITIFATIA—INE—F: NTUAXT LY N T 7 AT 74—V,
BumpInThe Wire] 72013 (AT VAT 7 AT Ux—/] OLHITENETHLA V277
AT TH—=NTHY, BHINTET A ZA~DNL—F Ky 7L LUIE#RINET A,

A TYY D REAVA—D AR TRTOAL N HE—T 2 A AFR L F Y hT—
JRNIZHFELTHET IP7 FLREHRRIRESNATOWERA, Ry FT—9¢E—HT 5

FIICERETHIHENHY F9) : GigabitEthernet 1/1  (outsidel) . GigabitEthernet 1/2
(insidel) . GigabitEthernet 1/3 (outside2) . GigabitEthernet 1/4 (inside2)

s TRTCOREBBE K UNERA > & — 7 = A AT EBETE LT,
cEBULA VX —T oA A : ASDM 7 7 £ AD 192.168.1.1/24,
cEH LD T4 T MIxtd % DHCP,

«ASDM 7 7R : FHA A MIFFRISNET,

s N—FDTTINAINRIX, ROA 2 HZ—T A AT THMZ/2 > TWET, GigabitEthernet
1/1 B X T 1/2, GigabitEthernet 1/3 8 LT 1/4

A

GE)  ISA 3000 ~DFBEWMNEIWT S 4L, N— R =T NA XX EF— R
BAITT 5L, BETELDEFERLOA L F—T 24 AXT ORI
720 £9, insidel & inside2 3B L W outsidel & outside2 1XiR[E TX
R0 ET, ZNHDA L H—T = A A DOBAFEDBER YT
TRbhEd, BEPHRAIND E, ASABR 7o —%5| k<
7o, BEEEANVERE TR < E T,

ZDary 74 ¥alb—ya U IROavy RS TOWET,

IFLBHIC .




B ssamzicsz2EBozE

ASA {R78 [Z &

firewall transparent

interface GigabitEthernetl/1
bridge-group 1
nameif outsidel
security-level O
no shutdown

interface GigabitEthernetl/2
bridge-group 1
nameif insidel
security-level 100
no shutdown

interface GigabitEthernetl/3
bridge-group 1
nameif outside2
security-level O
no shutdown

interface GigabitEthernetl/4
bridge-group 1
nameif inside2
security-level 100
no shutdown

interface Managementl/1
management-only
no shutdown
nameif management
security-level 100

ip address 192.168.1.1 255.255.255.0

interface BVIL
no ip address

access-list allowAll extended permit ip any any
access-group allowAll in interface outsidel
access-group allowAll in interface outside2

same-security-traffic permit inter-interface

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

http server enable

http 192.168.1.0 255.255.255.0 management

dhcpd address 192.168.1.5-192.168.1.254 management

dhcpd enable management

HEREDKTE

Froiz |

ASA AR 8 A4 2% & ASDM % il L C. Management 0/0 A > % — 7 = A A~DHEf % 7]
BRICTA2Z2HONRTA—42%T )ty hTEET, —NERICITROBENRH Y £7,

N—T Y RNRT7AT I+ NVE—RERIZIN T VATV N T 7 AT U4 —/LE—FR

* Management 0/0 1 >4 —7 = A A :

» £ 8i% management|
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asa i - £ aERORE |

«IP 7 KL A £7-1% DHCP

e X2 UT 4 L0

EHRANIPT RVADAKAT 4 w7 —1 (BEHY TRy b EIZRWES)
¢ HTTP Y — —DOFRN £ 72 13 EL)
EHIRANIP T RLAHOHTTP 77 & &

« (7 ar) GigabitEthernet0/8 1D 7 = — /LA —/3— VU > 7 [P 7 KL X Management0/0
DAZ A TPT RLA

* DNS ¥—/3—
e Av—hTFA4 L AID h—2
e A — I BV ADANL—T v b LUK K VEssential st HERS &

¢« A<— KN N7 AR — k URL (https://smartreceiver.cisco.com/licservice/license) 5 & TV —
k 80,

« (AFvay) Smart A~v—h R T U AKR— K ¥ URL BLOKR— b
« (A7 a ) SSHEHHE :

e 7 TIAT L FIPT RLA

e —H ) =Y —Z LIRXAT— |

I

e 0 —H)L T —H_X— A &M D SSH (M B ER:
« (X7 =3 ) REST API DA XN E 7~ 13 M%)

A\

(G£)  Cisco Licensing Authority |2 ASA /A8 % EF B8k T 2121, ASARAR ICA v & —Ry FT 7
TARMETT, U —Fy MIEH L TTIA B AREEEE T SEDHITIE, BAKITEM
DFREVDVENZIRDZ ENH Y F£7,

AB L RTaY 2=y MIOWTIL, IROBEFZZH L T ZEN,

interface Management0/0
nameif management
security-level 0
ip address ip address

no shutdown
http server enable
http managemment host IP mask management
route management management host IP mask gateway ip 1
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
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license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL

username

username password password

ssh source IP address mask management

rest-api
rest-api

)

image boot:/path
agent

(GE)  Essentials 71 B A1X, DAEME MEH#E] S4B R L ENTWE LT,

T 2=V F == RXTDT T4 <) 2=y MIOWTIEL, ROREFZSIRL TV,

nameif management
security-level 0
ip address ip address standby standby ip

no shutdown
route management management host IP mask gateway ip 1
http server enable

http mana
dns serve
name-se
call-home
http-pr
license s
feature

gemment host IP mask management
r-group DefaultDNS
rver ip address

oxy Iip address port port
mart
tier standard

throughput level {100M | 1G | 2G}

license
aaa authe
username

smart register idtoken id token
ntication ssh console LOCAL
username password password

ssh source IP address mask management

rest-api
rest-api
failover
failover
failover
failover
failover

5% TE O Bila
ASA % Ex

)

image boot:/path
agent

lan unit primary

lan interface fover gigabitethernet0/8

link fover gigabitethernet0/8

interface ip fover primary ip mask standby standby ip

ELTE=F—T5I121F, ROFEELFEITLET,

GE)  ASDM TlE, KSI2KBOEEEZVHR—FLTWET, ZOVA XE@B2DE, T 1r—~
VADRBEREL D ZE BBV ET, ASDM 227 4 Fal—a r AEYDORK (11—
V) BB LTSN,
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ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 71

ATvT8

ASDM TOIAT U FSA AV R3—T MR Y—ILOER .

Startup Wizard %5 ] U CHIHIER E 21T 9 1Z1%, [Wizards] > [Startup Wizard] Z &R L £ 7,
IPsec VPN Wizard % f# FH L C IPsec VPN £t & 5% €3 D 121d. [Wizards] > [IPsecVPN Wizard] %
BIRL T, RARSNDLEEHE CHEZITWVET,

SSL VPN Wizard Zfifi ] L T SSL VPN £t & 5% &9 5121, [Wizards] > [SSL VPN Wizard] % i3
WU T, RSN DFMH R CTRELITVET,

AL A —F 8 T 4 I DR EME 2R ET D21, [Wizards] > [High Availability and
Scalability Wizard] Zi#R L 4,

Packet Capture Wizard Z ] L T/ > k F v 7'F ¥ 2R ET HITIL, [Wizards] > [Packet Capture
Wizard] Z 18R L £ 7,

ASDM GUI THEMTEZ 2 3 FIFEREBERAX A NV EFKRT HIT1E, [View] > [Office Look and
Feel] Z#1%IR L £,

WEEZ R ET HI2iE, Y —/b/N—0 [Configuration] R¥ &7 U w7 L, WTILDDOHKEER ¥
YEZ7 Vw7 LT, BETOIRESS U ERRLET,

GE)

[Configuration] E[H N2 H DAL, Y —/L/3N—T[Refresh] 7 U v 7 LT, BimD I 7
VERRNLET,

ASA ZE=HF—TFTBH|Zi%, V—/L/3—O [Monitoring] R¥ > %27 U w7 L, #WERY %7
Uy 27 LT, BETDIE=FV T A a2FRLET,

ASDMTOHDIaAR 2V KFSA AU B —TD A RAY—ILDE

H

ZOIETIX, ASDMEFEH L Ta~y FE AT 25 HEBS KO CLI O H FIEIZ OV T L
F9,

:7>P54>4>9—714xv—»®ﬁ%

COEEEIZIE, v RE ASA I E L THRREZERT D, 7F A M—2ADY— L RNHE
énfwifo

CLIY — M Lo TATA[EZ s o~y RiE, =2—HV—HERICEL > TRV 9, A1 ASDM
TV r—2ar T4 RUDTEICHDIARAT —F ANRN—DMERL~LE R T, CLIEa~
v REFITT DI DICHERBHENH DN E I D EHR LT IEEN,
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* ASDM @ CLI YV —/Vinb AN)T 25 3~ Rid, ASA D s —IF b A1T5a~
VREEMWENRRLRBEAENHY T,

caY RET— Mo AN ATy RICE - TR T —RRAE LG, TOMoTavy
KigAxx v 7ENn, 2o~ RFAE SV ET, [Response] FEIKIZ 1L, 1th o BEE
WELHIZ, ZT—BDRELENEIMIIONTOERERT A vE—URERINE
7T

A ETIT 4T av R A E T T 47 avy Rid, CLIY— /A TiE¥hR—h &
NTWEEA, ZNHDa~ 2 Ra ASDM THMT 2121, ROz~ FITRT L 91T,
noconfirm ¥ —7U — R~ (L AIEE256) ZEEH L £,

crypto key generate rsa modulus 1024 noconfirm

s MLOEHE & OFE A Bl EEROEHEL—Y =N ASA DFETar 74 Fal—a v
27 v 7 F—RTEET, ASDMOCLIY —/LTar7 Xal—ia A EBET 5546
X, T2 T4 7REHE Y a UOMBIZARW S L EAFERNCHER L TSN, #E#EO2—
P—NERFIZ ASA 3 E LTcHa . BTOERENANI/RD £3,
6 U ASA CTHIET 77 4 7T DEFY v 3 a3 %359 521, [Monitoring] > [Properties]
> [Device Access] DNEIZEIR L F 77,

AA 2 ASDM 7 r— a3 74 KT, [Toolg > [Command Line Interface] dJIAIZ &
WL ET,

[Command Line Interface] 44 7 2 77K v 7 ANERINET,

WHEpa~r FOZA 7 (MTELIFEEAT) 28R L, ey 77Xy R Mpbawys R
FEIRT D0, FREERENEZT 4=V RiZa~vr REANLET,

[Send] #7 Vw7 L Ca~vy REaEITLET,

FLna~r K& AT HIZIE, [ClearResponse]l 27 U v 7 LTinD, FATTHBl0a~vr R
R (E721IAN) LET,

Z OREBEDIRIMEAF~V 7 % F/RT 5 1Z1%. [Enable context-sensitive help ()] T = v 7 R v 7 A
EAACLET, XRMEGE~NTE2T A8 —TNIT DI, ZOF = v IRy I AeF 7T
l./ \i—a—o

BE AT L2846 1X, [Command Line Interface] % A 7 17 77K v 7 A% U722, [Refresh]
#27 V27 LTCASDM TOEENEZFKRLET,
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ASDM (2 & > TEBE B3> ko714 2LToRT [

ASDM [Z L > TEMRINZAT U FDTINA A LETOERTFE

ZOMBEIC LD ASDM AU AR— R LTWWARVWa~w Y RO EZ2FRTE £7, #% ASDM
X, Zhvboavy REEELET, ASDMIE, FT7ar74Fab—aryoZhboa~w
Y REEE, HIRTAZ LIS FHA, HEMICOVWTIE, [HR—FshTnipnavy
K] 22 LTLEEN,

FIE

ATV T1 AL ASDM 77V r— 3> v 4> R, [Tools] > [Show Commands Ignored by ASDM
on Device] DJIEIZER L £,

ATYv T2 ETLEL, [OK|Z27 Vv LET,

Bt D 3% 7 K 5B D1 A

AT 4 X al—va L TEX a2 T4 RN U= OEREMZIZHEAIEL, TXTOHL
WHERECHT LWV EF 2 U T 0 R =M & E 3, BEFOHER CIx. O L S
TR CRIESNTNZARY /%@{%ﬂ%ﬁ)ﬁtﬁéhiﬁ“ OB IC KT D show 2> R
HARH a7 4 X2 b—2a VENBLTEY, BRI UThWERICET 27 —%
WEENLRNZ ERHY FT,

e ZIE, A H—T A A5 QoS service-policy ZHIR L, BIENA—Y 3 > 2 HE BN
YA, show service-policy 2~ > RiZiE, HrLWV—E R R U o— & —57 25 Hrfissie & B
BT HNTND QoS WU ZDHRRINET, HHWARY o —DREFOHER T2~ N
INZFERRESNEE A,

TRTCOEGDRF LAY > — % MEICERT 5 X 52, BUEOER 2L, HrLVRY
U—EMH L CHEBRTESLOICLET,
B 2 R A%, koa~vr FE AN LET,

« clear conn[all] [protocol {tcp |udp}] [ addresssrc_ip [-src_ip] [ netmask mask] [ port src_port
[-src_port] [ addressdest_ip [-dest_ip] [ netmask mask] [ port dest_port [-dest_port]

Zoavwy RiE, TXTOREOEREZKE T LET, BEOTRTOERERRT DI
1%, showconn =2~ RESBL T ZE0,

SIBERELRNE, ZOa~vy NET~TO through-the-box #fi 4 7 UV 7 L £ 7,
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LEd, RETIPT RLA, S%EIPT RLA, R—hK, 71 b a/WESWOTRE D
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