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N—T Ry I o F =T xf RE, WA v F—T 2 A AT Ialb— T 5V T Ry =T H
AA v =724 ATHY, BEOWELA > % —T = A A% L TIPv4 B L OVIPV6 ([ZHFET
EET, VTR I AU H =T = RIS REEDRRIRSL D E T, ALEOWEA 5 —
Tz A ANLT IV EATEDLID, 1 OBX U LA, oA v Z—T x4 AL —T
RNy A B—=T 2 AT VB ATEET,

N—T Ry 7 A B =T A AX, WOBWTHPTEET,

* AAA

* BGP

* DNS

« HTTP

* [CMP

* SNMP

* SSH

AT 4 ITBIRTAFTI v VIT horxv

* Syslog
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AVTEFERMNE—F
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ZDOMOAA K54 2 EFHIRER

WA L E—T 2 A ANV —T N T A B —T 2 f A~D T T 4 v Tlid, TCP
= ADT o MMUITE B o T ET,

W—TNNv o L 203—Tx4 ADHKTE

FIE

ATy T

ATy T2

ATy T3
ATvT4

ATy T5

=T Ry L Z—T A ZAZBMLET,

[%%E (Configuration) 1>[T /31 RXE (DeviceSetup) >[4 2 —7 24 ADHKRE (Interface
Settings) >[4 2 —27 4 X (Interfaces) | DIAIZER L £,

=Ty >4 28— x4 XDEM (Add Loopback Interface) ] ZIR L £7,

V=T Ny 7 A H—T x4 ADEN (Add Loopback Interface) ] %A 7 1 77K v 7 ANER
SNET,

[/V—7"73v 27 ID (Loopback ID) |7 4 —/L RiZ, 0~ 10413 O¥&%m A ) LE T,

AUH—=T oA ANEEA F—T N TROEAEIE, [Enable Interface] = v 7 Ry 7 A4
ZLETS

A B =T 2 AFT 7V N TA R =T N> TWET,

(&) [E%B3 (Description) | 7« —/V RIC#iHZ A L £,
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ATV T6 AHiEIPT FLAZRELET, VT v FRE—FRBIRIF VAT LU KN E—FRDA
Z—=Tx A ZABZRLTITEEN,

ATy 71 [OK] &7V 7 LET,
[Interfaces] ™A TR Y £37,

ATYT8 =T RN T 747D —MIlREZRELET, NW—T NI A H =Tz A~D
747D —FRHIE B2—) | 2B LTSN,

W—TNY DA B—DT A AND LT T4 IDL—
I~ il BR

VAT KTBEIRBARB NS IRNE I, V=T Ny A B —T A AP T R ATk
BEND 774 v 7O — b aHRTHILENHY £, Fo— NP —E 2R o —|TH
fehilfR L — L 2B T&E 3, ZOFIATIE, 7744 FD 7 r—rULR Y 2— (global_policy)
~OBEMERLET,

FIE

AT w1 [&E (Configuration) 1>[Z 74 72 4+—JL (Firewal) ]>[H—E XK L— (ServicePolicy) ]
ZER L, B (Add) |>[H—EXKRY —iRAIDEM (Add Service Policy Rule) | % 7
Uy 27 LET,

ATv T2 [/ mr—rL (Global) ARV »—Z3IR L, [k~ (Next) |27 U7 LET,
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@ @ Add Service Policy Rule Wizard - Service Policy

Adding a new service policy rule requires three steps:

Step 1: Configure a service policy.

Step 2: Configure the traffic classification criteria for the service policy rule.
Step 3: Configure actions on the traffic classified by the service policy rule.

Create a Service Policy and Apply To:

Only one service policy can be configured per interface or at global level. If a service policy already exists, then you
can add a new rule into the existing service policy. Otherwise, you can create a new service policy.

() Interface: nside - (create new service policy)
Policy Name: inside-policy
Description:
Drop and log unsupported IPv6 to IPv6 traffic
O CGlobal - applies to all interfaces
Policy Name: global_policy £
Description:

Drop and log unsupported IPv6 to IPv6 traffic

*Only one service policy is allowed. Existing service policy names cannot be changed.

< Back Next > Cancel Help

ATV T3 [FNT7 4 v 7 3¥ESLYE (Traffic Classification Criteria) ] ~X— 3T, ROfE%

ELT, [k~
(Next) 1227V v 7 LET,

e
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R2: b3 749 HERE
) "] Add Service Policy Rule Wizard - Traffic Classification Criteria

© Create a new traffic class: rate-limit-loopback

Description (optional):

Traffic Match Criteria
Default Inspection Traffic

Source and Destination IP Address (uses ACL)
Tunnel Group

TCP or UDP or SCTP Destination Port
RTP Range

IP DiffServ CodePoints (DSCP)
IP Precedence
Any traffic

Use class-default as the traffic class.

If traffic does not match a existing traffic class, then it will match the class-default traffic class. Class-default can
be used in catch all situation.

< Back Next > Cancel Help

c[HLWKNT T v 7T AEVERK (Create anew trafficclass) |: V—7" w7 T 7 4 v
7 7T AT ET,

« EEILB L OU%EHEIPT K2 (ACL ZfH)  (Source and Destination IP Address (uses
ACL)) ]

ATV T8 [NTF77 47O : EEFIXBIO%EHT LA (Traffic Match - Source and Destination
Address) | X—V T, =T Ny J IPT RLARIZEFINDETXTOIP bT 7 4 v 7 ZHEE
THT 7 ERGIEY A MEERL, (R~ (Next) 127 U7 LET,
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B[S T49ID—8: ZETELVIET K LR (Traffic Match - Source and Destination Address) |

@ Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

Action: © Match Do not match

Existing ACL: ExistingACL
Y

Source Criteria

Source: any
User:

Security Group:

Destination Criteria

Destination: loopback1, loopback2

Security Group:

Description: ‘

< Back Next > Cancel Help

«[7 27 ar (Action) ]:[—% (Match) ]

«[EE5C (Source) ]: Tany) ., any DIRDVITEETLIPT FLAZIEEL T, 277tk
ZYARNERDIAL Z L b TXET,

« [5i% (Destination) |: /V—7 w7 f X —T x4 AP T KL R
o [—E A (Service) ]: TlipJ

ATv 5 [BAIT 7 v 2> (RuleActions) [-3—C, [# D% E (ConnectionSettings) 1% 7% 7 U v
7 L., [FeKPEHrEE (Maximum Connections) | TV 7 TIRODEZFRE L 9,
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4:RNTFoay
® @ Add Service Policy Rule Wizard - Rule Actions

Protocol Inspection  Connection Settings = QoS  NetFlow  User Statistics = Cluster

Maximum Connections Randomize Sequence Number

Randomize the sequence numb
TCP/IP packets. Disable this fe:
only if another inline ASA is als
9 randomizing sequence number:
the result is scrambling the dat
Disabling this feature may leav:
systems with weak TCP Sequen
number randomization vulneral

Maximum TCP, UDP and SCTP Connections:

Maximum Embryonic Connections:

<>

Maximum Per Client Connections: Default (0)

<>

Maximum Per Client Embryonic Connections: Default (0)

TCP Syn Cookie MS5: 1380 (48 - 65535) Default: 1380
Connection Timeout Parameters TCP Normalization
Embryonic Connection Timeout: Default (0:00:30) < Use TCP map
Half Closed Connection Timeout: Default (0:10:00) < TCP Map:
Idle Connection Timeout: Default (1193:00:00) < Edit...
Send reset to TCP endpoints before timeout Time to Live

Dead connection detection: Decrement time to live for a co

Retries: 5 Timeout: Default (0:15:00) Advanced Options
Skip TCP or SCTP state tracking anc

sequence checking when traffic floy
arrnce tha ATA

< Back Finish Cancel Help

« [TCP, UDP, ¥ KL OSCTPO i K#Hi% (Maximum TCP, UDP and SCTP Connections) ] : #ix
KA N —T Ny I 4 F—T 2 A AD T SN DHEHEUTRE L, P E X
DRI ELE T, PTHIENAMERL—T Ny I A2 =T Ay a
N UTC, =& 20X, 52, 105, F 7213 1024/512 IR ETE £77,

o [F1##%#i% (Embryonic Connections) | : #IH#EGHIR A 5% E T 5 & TCP RATZE N A XD
2720 9, ZORITZEICL>T, TCPSYN X7y hEEHLTA V¥ —T = A A%
7T 9T 47T D DoS KENL VAT M ELET,

ATw 76 [T (Finish) 1227V v27 LET,
=N T a— LR Y —EMENE T,

5:9—ERXRRY—I)IL—ILF—TIL

0 d 3
% Add - & Edit [ Delete + & % [ -} Q Find B Diagram < Packet Trace
Traffic Classification —
Mame # Enabled Maich Source Src Security Group  Destination Dst Security Group  Service Time
Global; Policy: global_policy
inspection_default 3 Match @ any @ any Q default=in... Q Inspect DNS Map p..

@, Inspect ESMTP
(12 more inspect actio..

rate-limit-loopback |1 v E5 Match * any L loopbackl > ip % Max TCP/UDP Con...
L loopback2 =% Max Embryonic Co..

ATy 71 [Applyl 22V v 7 LET,
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DNS. HTTP, ICMP, IPsec 7 a— |92 | L —F Ry 7 f L F—T 2 A ZZBIML T, UFIERATES L1220
FT7a—RKo—F Ry T A F L7,

H—T A ADHFR—h « DNS
« HTTP

« ICMP

eIPsec 7 —DA 77— R

VIION—T Ry 7 A0 F—=T = | | N—T Ny 7 o F—T = A AiF, FFE L OB VITVPN k> R DL
A A HFAKR—h EMERMELET, VIR 7 A F—T =2 AEVTIOHE[F LA F—
TxA AL LTHETZDLEICRDE L, VIIA ¥ —T = A AL, ##
BINCRESNTZIP T RLZADRbYIZ, V=T RNy I f B =T AD
IP7 RLVAZMATHZ LB TEES, V=T N7 A F—TxA AL,
RABEOTRIESL B E T, A VX —T oA ARL T LEGAE, v—7
Ny A B —T 2 AADIPT RLARFERALTTRTOL L F—T A
2T VB ATEET,

BH/ZEE S - [BXE (Configuration) 1> [T/ ADEY 7y T
(Device Setup) [>[4 B —T 4 ADKE (Interface Settings) 1> [1 >
24— x4 R (Interfaces) 1> [VTIA 32— 4 RAD:EHM (Add VTI
Interface) ]>[##fl (Advanced) ]

ASDM CON—T Ry 7 £ 22— 9N [ASDM 1T, V—F Nw 7 f o B —T oA ZA5ZH R - FT5LH91220FEL
Tz A ADYR— K 720

HE/ZEE S - [BXE (Configuration) 1> [T/ Aty 7y T

(Device Setup) >[4 B —T 4 ADHKE (Interface Settings) ] >[4 >
2—2J 14 R (Interfaces) |>[IL—TI\w o A48 —T x4 ZADEM (Add
L oopback Interface) |
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* BGP

- AAA

* SNMP

* Syslog

- SSH

* Telnet

BB/ZAE T &jc =2~ R interface loopback., logging host, neighbor
update-source, snmp-server host, ssh, telnet
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