BEB7ItX

Z OFETIL, Telnet, SSH, L OHTTPS (ASDM Z{# ) #EH TIY AT LEFDT-DIT ASA
T 7 AT DL, 22— —EFRREB L OFFA[ 425 ik, BLOr A v RN —%2ERT 5
FHEIZOWTHA L1,

EBUE— L T RBADORE (12—)

« VAT NEIEH AAA OFFRE (20 X—)

cTNARAT I EADE=ZY T (40 ~—)

cEHT 7 ADERE (41 RX—)

BEHYE—FT7IVECRADEE

ZZTliZ. ASDM I®D ASA 77 & A, Telnet £721LSSH, BL a7 A v RF—REDED
DT A =2 DFREFEITOWNTHIALET,

HTTPS. Telnet., E£7-IXSSHMD ASA 7V XA DKTE

ZDHETIE., (ASDM B LUNCSM Z&#p) HTTPS. Telnet, £7-1LSSH 72 L ASA 7 7 & A
ERETDHHEZOWTHHALET, ROTA RIA U E2ZRL T EI N,

CASA A U H—T 2 A RIEBT JEAOBMTT 7 BATHIZiE, RAMIPT FL A%
AT 27 7 8AN—VITRNED Y FH A, BEROIX, ZOEOKHOBMIUAE> TE
BT 7Y AERESTDH LT, 272U, HITP U XA L7 b &% E LT HTTP Bt
Z HTTPS ICHEWICY ¥4 L2 b4 512iX, HTTP 2571957 7 B X L—ZfGuhk
THILERHDET, £HLARNVE, AV F—T oA APHTTPAR— &2 U v AL TEE
.

e ASA~DEENL— N ERDBAH =T 2 A ALSDA L H—T =2 f A~DEHT 7 AL
PR—FINFERA, 2R, BEHERA IS L F—T oA AHDGE. IEA
VH—T oA ANOHEHEEBREH ORI TE T, ZOL—LOFISNT, VPN Z T
LB EDHTT, VPN b R LICERT 7 B AORE (14 X—2) 2L T
<&,

* ASA CIELL F OGN RIS NET,

EETIEX .



gE7tx |
B rsom. zotos 547 roHTIPS 75 £ 2 DERE

c AVTHR AR TEITRA S DO RIFF Telnet #2777 L, WREZRGEIE, HK 100 D
HFERN TN TOar T X2 bOFTHEFISNET,

c LT FARTEITRA S SO SSH Hifi 2 FF el L, ATREZR Y B, SR 100 O
BT _RTCOaryTF 2 hOBTHEIENE T,

TN AT HF AN ET—RTIH, K5O ASDM FllfE v v a VAERETE E
T, wLFarsTHFEARE—RTIE, arTF2 LT EITHEKRS5ODORFEE ASDM &
VavHEMEHTE, 23T XA METRK 200 D ASDM A > A X 2O ]
RETT,

ASDM &> 3 U Clid, 2 20O HTTPS M Sk, —HITHICHET HE
=X —HT, b9 FHREEETo- L ST HFETIRELEEHATY, =Lz

. AT A TFHARNT— R VR FADASDM £ v 2= OFIFRE 200 DA
HTTPS & v ¥ 3 3003 400 IZHIR S E 4,

I NarTFARE—RERIF 2 TRA NI LITHERK 6 DDIE ASDM HTTPS
Rt > v a v (EHATERSGES) . 7 XToa T %X M TRANEZIZ 100 D
HTTPS & v = >,

ASDM, DD S A7 FDOHTIPS 7V £ R DEHTE
ZDIETIL, ASDM X CSM 72 £, HTTPS IZ ASA 7 7 B A ZRET 5 HEICHOWTHRIA L £
ﬁ‘o
RUA > —7xAAETSSL ([webvpn]>[A > ¥ —7 = A ADOHFZHt (enable interface) ])
& HTTPS 7 7 B AD Wi 5 &M Li=%4 . https/lip_address 26 X277 74 7 v b IZ
7 7 ATX| https/lip_addressadmin 7>5 ASDM IZT 7 EATE EF, EH 5 58— | 443
AL E T, HTTPS OFEFELAZNZT 5 (CLI, ASDM, FJ Nenable =~ > K 7 7 & A7
FEORE (22 9—2) ) AL, ASDM 77 B ZAHICHIDOR— FZFEET HLENH Y E
h@‘o

1R BHHIIZ

cINTF ArTHRALET-FTE, AT FRAPFTAN—ATROFIEZFATLET,
VAT AT 4 X2l —varPbarTXA L ar7 o ¥al—va il gz
51Z1%. [Configuration]>[Device List] ™A > C, 777 4 T 72T /XA ADIPT KLADTF
WZhHDarTxXANEL TN Y v 7 LET,

FIE

A7 w 71 [Configuration] > [Device Management] > [M anagement Access] > [ASDM/HTTPS/Telnet/SSH] &
JEIZEIN L, [Add] 227 U v 27 LET,

[Add Device Access Configuration] %A 7 B 7 7R v 7 ANEKRRINET,

AT w72 [ASDM/HTTPS] R L £,

. EETIEX



| gE7 +Z

ATvT3

ATvT4

ATy TH

ATvT6
ATy 17

ASDM, 20105 547>~ HTTPS 75 2 20EE ]

BHA LA =T 2 A AEBEIRL, FATHRANIPT RLARELT, [OK] 227V v 7 LE
—é—O

AR EA L E =T 2 A ABRELET, 7TV v IN—TOHE, TV I—T X
NAVE—T oA ABEELET, VPNEHT 7 2ADH (VPN b 2% LIZEEHT 7
TADOREE (14 ~—2) ZZ2RLTLEIW) DA, AHifME BVIA 4 —7 =4 X %45
ELET,

RIEFA ERERE A ERIZ 9 H1TIE, [Specify the interface requires client certificate to access ASDM] 78
WMCTIAAA| 227 Vw7 L, A v H—T A AL ATV a v TiEAE~Y y 72RELE T, FEH
vy T ERET 2%E. TOEAE~ v 7 LB UL, BRI L EE A, FERE
~ v 7 &VERT % I21E. [Configuration] > [Remote Access VPN] > [Network (Client) Access] >
[Advanced] >[I PSec] > [Certificate to Connection Map] > [Rules] # £/~ L £9, FEfIc OV T
X, ASDM GEBIEGEFEORE (24 X—2) SR LTIE S0,
[HTTP Settings] 3% E L 7,

* [Enable HTTP Server] : HTTPS ¥ — X—Z A%z L £,

* [Port Number] : R— FESEZRELET, 774/ ME 443 TT,

« [Idle Timeout] : ASDM #£#5tD7 A R/VZ A LT 7 M 1 ~ 1440 53 OFFH TRE L £ 77,
T 74V ME 204 TT, ASA X, RE LI T A RAREED ASDM Hife 2 BT L £
R

» [Session Timeout] : ASDM v a Dy arH A LT T e 1~ 1440 53 OFFH CTFX
ELET, ZOIALT T MIT 74/ P TENIZR>TOES, ASAIL, BUE L7-HIH
Z 2 7= ASDM ki 2 YT L £9,

+ [Connection Session Timeout] : ASDM, WebVPN, B3I OMhD 7 T4 7> FEELrTXTD
HTTPS #2t D7 A R X A LT 0 b % 10 ~ 86400 P ORI THRELET, ZOXA LT
7 MIT 74V F TR/ TOVET, ASATE, BRE LM T A ]\/Vﬁ(ﬁg@ﬁﬂ%tﬂ
Wr L4, [Idle Timeout] & [Connection Session Timeout] D i /5 2 5% & L 7= %341%, [Connection
Session Timeout] 2MESE SV E T,

[Applyl #7 U v 7 LET,

EE) T TP R—=RDOHTTPS 7 74 7> b7 ASA D HTTPS —E A|IZT 7/ AT
EHEDCTHZENTEET, T 741 FTiX, ASDM, CSM. 3 K TVREST API 3 #F A &
NTWET,

2L DHEMZ ZA4 7 b (python 74 77 V| curl, wget 72 &) 1%, 7 v AV A MEROBE

(CSRF) h—7 v _R—=2DBFEE YR — K LT Wz, ZNbHD7 T4 7T v hAYASA K
AFRGES R EMEH T2 L 2#WMICEFRAI T 20BN H Y £9, EX2 V7 0 LOEENG, &
i) TAT V NOREFAITIHMLERDH Y 97,

a) [Configuration] > [Device M anagement] >[Management Access] >[HTTP Non-Browser Client
Support] ZER L, [Add] =27V v 7 LET,

b) [User-Agent String from the HTTP Header] 7 . —/V RiZ, HTTP EXR® HTTP ~v ¥ —IZH
527 74T h® User-Agent LFHNEHETE L £,

EETIEX .
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gE7tx |

B

axX ;&

SERTRSUFHNFE I ITE 0 SCEHN R E CE £9, Ho3CFINT OV TIL, User-Agent 3C5F
FIOFFAE B L CWARENH Y T, BX=2U T 4 2L T57DICmER LTI %
BEIDLET, UFHNITIIRLF-E/NLFREINEIND Z EIZERELTLESN,

7= & Z1E. curl [ZKRD User-Agent L5 & —FH L £ 7,

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2

curl |, RO User-Agent XFH| & 1x—EH L EH A,

abed curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1
Basic ECC zlib/1.2.3 libidn/1.18 libssh2/1.4.2

CURL [X, K ® User-Agent L7 & 1E—E L E£H A,

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2

SSH7 UVt ADEERE

"

SSHHA K314V

s Flo, ASAL VX —T A RIZSSHT 7 BEADOHWTT 7 AT BHDIT, FARNIPT
FLAZFAT DT 7 A N— VMBS Et A, 2087 v a v OFIEICH ST,
SSH 7 7 & A T 5 BN b 5120 T

¢ ASA ~DEIEN— N DAL HE—T 2 A APUNDA X —T = A A~D SSH T 7 & A
A= FENFEFA, 72& 20X, SSHEA RBAWEA v Z—T = A RNZHDHEE. HER
AVHE—T 2 A A~OHEBEEEEHROARIBTEXET, 7

cASAL, IUTHRANE—DE—RNHTVRKS DOFRIFESSH R E, T XCTHOa T
FAPMIELNY DS NTZRK100 DR Z A LET, 2L, REa~ Y NIER
ENBYY—=REuy s THAEERDSTD, TRTOEERNELL#EHENS L)
W2, —EIZ1ODOSSHYE vy a V TEEEZITHIMLERH Y £9°,

« SSH TIZROEEEIZ T R— FENTWER A,
« EDDSA &% —~7
« FIPS E— N ® RSA ¥ —~37

*ASAcopy 2~ REHALTSCPH—"—LDMTT7 7 A LEa—F5HI2iL, ROTF
8% FATT HMERH Y 77,

* 25

oL F—ARTEERLET WELASA DLEDH) |

*SSH 7 7 4 /b ha—P—Hi3¥R—hShalh Lz, pix £lciFasa=—H—4L
04 RAY— RTSSH 2l LT ASA ICHHt 5 2 &N TER< 20 £ L7, SSH

EETIEX
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SSH H—/N\—% Bt

FIRr

ATvT1

ATy T2
ATvT3

ATy T4

ssho—n—zant ]

AT 521X, AAAFRREA X E L ([Configuration] > [Device Management] >
[Users/AAA] > [AAA Access] > [Authentication] DJIEIZEIR) | L CTr—HLla—H—%
EFRTHLENSH Y £ ([Configuration] > [Device Management] > [User JAAA] DIJIAIZ 3
) . B—DIN T —=F_XR=Z2DOMRD VI AAA Y — = RIEEAT 2548, v—hv
AL Ny 7T T OFEELE L TREL T Z 2B LET,

*SSH NN—V a3 U 2 DAHANRYR—FENFET,
ASA~DSSHT 7 v AZFHRET HIZIiE, SSHY— %A RX—T /LT, #FA[THIPT KL
AEEELET, 22—V =% T 572012, RO FEEEHTEET,

e B— W) F—RZR—AF T AAA P —_R—D T T F T —F—4 & 2T —
[

c H— N T = E N2 Llca—Y =4 L AR F—,

SSH #r—"—% A x—T /WL, BfEFFT5IP T KL AZEELET, oMo SSH
P N—BRELITHOZEHTEET,

1R BHEIIZ

cINF AVTHRAREF-RTIR, ITHFANETAR-ZATROFIEZFATLET,
VATA AT 4 X2l —arnbarTx AN ar7 4 X¥al—a LBz
511X, [Configuration]>[Device List] A > C, T T 4 T 72T XA ZADIPT KL ADTF
DA TXRARNEL TN Y v 7 LET,

[%E (Configuration) |>[T/\f A& (DeviceManagement) |>[B¥E7 - X (Management
Access) | > [ASDM/HTTPS/Telnet/SSH] DJIEIZEER L, [8i0 (Add) | %27V v o7 LET,

[Add Device Access Configuration] % A 7 1 77K v 7 ANFRINET,
[SSH] Z&R L £ 97,

BHA A —T oA AEBINL, FAJTHRARNIPT RUAFRELTC, [OK]227 VY v 7 L%
bé‘o

AR EA L E =T 2 A RAERELET, 7V Y IN—TOHE, TV I—T X
NAUVH—=T oA AERELET,
() [SSH Settings] Z#% & L £7,

* [SSH Timeout] : 1 ~ 60 73X A LT U AR ELET, T 74V MNISHTT, 774
OB TIETRICETESD T, EFRTOTANE VT TINYa—T 4 TN RT
SETTHETIE, EDICHERELTEBWTLZEN,

EETIEX .
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o« [F—EZHARR FF— (Key ExchangeHostkey) 1: 5 7+ /L b Tik. ASA 1%, #ET 5
%A, ECDSA, RSADJEIZF— DA %R~ E T, RSAF—Z B RIICERINT 285613,
2048 B MU EDOXF—2ERTI2MERHY T, Ty 77— FOEBMEDTZOHIZ,
ASA X7 7 4V FOFRA M —RENEH I TV AEHEIZOHR, LV /EW RSA KA
FMr—zfEHLET,

« [DH¥—%cHft (DH Key Exchange) | (BFH 2T %A hDOR) %4 T5H64 7V a0 RA
>% 27 Y v L7, Diffie-Hellman (DH) F—7%Z#/ L —7 %8R L £7, DHZ L—7
X—AZH SR AFEE L& DH 7 /L—7 14 SHA256 O — A3 5 XM S E 4,
DH F — O T EDFEIIZ DWW TIE, RFC4253 2L T2V, F—ZHuU3E
Ha 72N CTOARETEET, ZOMEITTAITOarTXFANTHEHAINET,

ATy 75 [EH (Apply) 1227V v 7 LET,
ATFvT6 (EE) SSHE 5O ST/ TY XL LEAEETLTY A LEHELET,

a)

b)
¢)

[%7E (Configuration) ]>[7/31 R &M (DeviceManagement) | >[&E (Advanced) |>
[SSH K& (SSH Ciphers) | DJEIZEIR L 97,

[Encryption] Z 4R L, [Edit] 227 V v 7 LE7,

[SSH cipher security level] K2 7% 7 U X Kb IROWTID L)L A 3L F
D

Wk, VA MESNIEICER S ES, FaERINTY X M TR, 50
LEWOIET, bVt Xa )T 21280 S TH5RTWVET,

« [ _XT (All) ] : 3des-cbc aes128-cbc aes192-cbe aes256-cbe aes128-ctr
chacha20-poly1305@openssh.com aes192-ctr aes256-ctr

¢ [Custom] : WAFX LB A N T HFRETDHETIZOF T a 23R L, [Cipher
algorithms/custom string] 7 4 —/L RIZEME S A Y v 72 an  TRY>TADLE
ﬁqo

* [Fips] : FIPS %G D855 )77 (aes128-cbe aes256-cbe) DA EHEMT 551X, ZOA
Tva v EERLUET,

« [& (High) ] : 5823 & OB 5 R D Araes256-cbe chacha20-poly1305@openssh.com
aes256-ctr

s [Low] : TREEDMK, . BORS 570 (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
aes192-ctr aes256-ctr) ZMHTHLEIT. 204 T a v EEIRLET,

s [Medium] : 58 233 L OVE O/ 75720 (3des-cbe aes128-cbe aes192-cbe aes256-cbe
aes128-ctr aes192-ctr aes256-ctr) ZfEHT 2L X, 047y a v E2®RLET (F
xR,

d) [Integrity] 3R L, [Edit) 27 VU v 27 LET,

e)

[SSH cipher security level] K2 v 7’Z 7 U R b IROWTINND L~UL & 8IR L E
D

o« [All] : T_XTOHESE 53 (hmac-shal hmac-shal-96 hmac-sha2-256 hmac-md5
hmac-md5-96) ZfEH3 2 Z & ZfEL £7,

. EETIEX
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* [Custom] : W AZ LHEZA N U T HFRET DHEITI DA T 9 &L [Cipher
algorithms/custom string] 7 4 —/L RIZEME S A N v 72 an  TRY>TANLE
ﬁqo

« [Fips] : FIPS &It DHs 55520 A (hmac-shal hmac-sha2-256 ) #H5E L £7,
« [High] : 38N EOKRF 5D (hmac-sha2-256) Z4EELET (F7 4L b) .

 [Low] : BREEMEK, H. moREE 5 (hmac-shal hmac-shal-96 hmac-md5 hmac-md5-96)
EHATIEHEAIEL. ZOF Ty a U EBRLET,

* [Medium] : BRERHE X OEOR; 5570 (hmac-shal hmac-shal-96) Zf8E L £ 7,

AFY T EFaTabt—H—R—r A F—T I LET,
a) IVTHFAR TR TRDOEIITEARY £,

o 7V E— RDOEA . [Configuration] > [Device Management] > [Management Access]
> [File Access] > [Secure Copy (SCP)] DJHIZER L £ 7,

s v /LF E— FOYA . [Configuration] > [Device Management] > [Device Administration] >
[Secure Copy] DNEIZEIR L F 77,

b) [Enable secure copy server] = v 7 Ry 7 A4 A2 LET,
ATvT8 [Applyl 227 U v 7 LET,

1

WIZ, ASA~DSCP v arDflzRLET, FMBRATNDI TA T2 Rk,
SCP 7 7 A NMREAFEITLET, 72& 21X, Linux TIEIROa~<> K& AT LET,

scp -v -pw password [path/]source_filename
username@asa_address:. {disk0Q|disk1}:/[path/]dest_filename

VITREZRLET, -pw BHEES N TWRWESRIE, NAT—ROANZRDDLT
ny7 ERFIRSNET,

INAT— K 75 +EXFEADSSHDHTE
=P AT — R& ] LT SSH #RAEZ A L £ 7,

1R BRI
XN F AT HRARNET—FRTIE, ITHFANETAR=ZATROFEEFEITLET,
VAT A AT 4 Fal—arnbaryTFAN AT 4 F a2 b—va A0 EZ
5121, [Configuration] > [Device List] XA > C, 777 4 T2T XA ADIPT KLADT
WCHDavTXARNGEL TN ) v LET,

EETIEX
I
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B <xo—r7rezmossHoRE

FIE

&

ATy T2
ATvT3

ATvT4
ATy

ATvT6

[E%5E (Configuration) ]>[7T/34 A& (Device Management) | >[1—H—/AAA (
UserdAAA) 1>[AAA 74U R (AAA Access) | > [FREE (Authentication) 1% R L £ 7,
[SSH] F =y 7Ry 7 A% AN LET,

[H—/N\— FIL—7 (Server Group) | Ry F# v U A hnb [LOCAL] F—4 ~—% (%
72X AAA r—3—) ZIRL £,

ZOFREF, BF—BREINTND—HF—ZIIHT Do — VAR —REEIC T L
FH A, ASA TiE, AFF—BFEIX L, m—HV T —F X=X EHBRMICERALES, =
OEEEIT., 22— P —Z L AT — RIZOBEE LT3+, n—hl a—PF—nNABF—TIEE 7~
IZRAT— REFHATEX L LT AT, NAY—RT 78 RE2HNCT B0, ZORE
THIRIIC e — I VIBGE A BRET D RERH D £7,

LEAH (Apply) 1227V v Z7 LET,

SSHT 72 RZHEATE L0 — )N T —F_XR—RAEITAAA P — =T —HF—Z{ER L £

T BN a—P—ZEZBINT DI, KOFIEEZSRL T EIv G5 |

a) [E&FE (Configuration) ]1>[7T/34 XE¥ (Device Management) ]>[1—H—/AAA
(Users/AAA) [>[2—H—F7HH 2 b (User Accounts) | DIEIZEIR L, [3BA0 (Add) ]
Vv LET,

[Add User Account-Identity] %A 7 2 77K v 7 ANFRINET,

b) 2—HF—HLNRXRU—FKEZATL, "NAT—REMHERLET,
FLr—L a—F—Za LT, AT —RiEE 7T A Y — FRFEZEH TE £,
AAA =T LIC AR F—FGEE AR — S T EE A,

¢) [OK1Z27 Vw7 L, T Applyl 22 VU v 27 LET,

F—_T AR LET (WBELASA DLZEDR)

ASAV D6 F—"TITEARICHEBRIC/ER SN ET, ASAVIIRSA F—DHZHR— |

LET,

a) [#mK (Configuration) |>[T/34 A& (DeviceManagement) |>[ZEBAEZEHE (Certificate
Management) ]>[IDEEBAZE (Identity Certificates) ] DJEIZEIR L £,

b) [Add] %7 VU v 2 L. [Add anew identity certificate] ="~ a > R"¥ %7 Vv o7 LET,

c) [New] &2 V> LET,

d) [F—<7 B0 (AddKey Pair) | ¥4 70 7Ry 7 AC. 24T LY 4 REHEELT 5
T <AL (Generate Now) | %27 U v 7 LET,

FERENDT 74/ hDOF—T7 |, ECDSA. RSA T9, RSA OEAIE, 2048 v FLL
LoV A XEERN L FET, .

X —_TEAERTDHETTHDHT-0, GEHEOX S T o IRy 7 AeXy AL TEE
7,

. EETIEX
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e)

shx—7oezAossHozz [

A (Apply) 1227V >v27 LET,

NBAE— 7O XAD SSH DHEFE
/\7 ) /7 '\"? %{%Fﬁ L/t. SSH/\E%A"?*‘WLA uLT:@nX/d\E

JR 8 BRI

FIE

eI F arTHFANET—RTHE, a3V TFAMETAR—ZATKROFIEEZEITLET,
VAT A AT 4 X2 b= aryphbarTX¥ AN a7 X ab—ra N EL
511X, [Configuration]>[Device List] A > C, T T 4 T 72T XA ZADIPT KLADTF
WZhHDALTIXRARNGEL TN Y v 7 LET,

ATYT1 SSHT /B AR TE b2 —Y—2n—h)L T —F =2 ER L ET,

)

b)

[%%E (Configuration) ]>[T/31 REE (Device Management) ]>[1—H—/AAA
(UserdAAA) [>[2—H—TF7Hho > bk (User Accounts) | DJIEIZEIR L, [3BI0 (Add) ]
7 Uy 7 LET,

[Add User Account-Identity] 4 7 2 7R v 7 AREKRINET,
AP B L RAT— KRB AN L, NAT— REHEERLET,

A—P—|INRAY — FRRGETIE e < AR ¥ —fREZ il § 2 581, NAU—F2RLT
= P—BE T D Z LA L ET, AHF—RERER L UVNA T — ROML Z3E L7z
Bt, 2=V —l3nTnoFETHEr A U TEET (ZOFIET AAA GBIEE BIRAYIC

=A==

RELEELE) .
ANEF—FRFEE AL E T, ROXAL L DOWNTINEBERIRL T,

» [Public Key Authentication] : Base64 Cx= > 21— K XN 72ABF—IZAE Y (T 5,
ssh-rsa, & 721% ecdsa-sha2-nistp raw ¥ — GEBIEZR L) Z ARk ATBE7R {1 B D SSH ¥ —
HRY 7 R =7 (sshkeygen 72 &) ZfEH LT, F—2AERTEET, FEOF—
ERATDHAIL. 1L SHA256 Ny v a 2R L TS hEnET, Ny va
F—%abt— LTV DI 58A1E, [Keyishashed]| = v 7Ry 7 A% A2 LE
RS
PR —Z IR BT, [DeleteKey] 7V v LT, ERAATrIR /72%2%

Tbijﬂo ntqu'\'% f{ﬁ”g?jﬂé [Yes] %fy J /7 I/ nuulT:""? %'f%ﬁjaé
I[Nol &7V w7 LET,

[Public Key Using PKF] : [Specify anew PKFkey] F= v 7 ARy 7 A% 27 U » 27 LT, &
%#—774ﬂf®G)f7¢—vy%éht%~(%%a/%if)%%@ofé
A v AR— R LET, Base6d JEA TR AT DITIIRETELF T ZDOT 4+ —
~v MR LUET, 72& 2I1E, sshDkeygen 2l L T 4096 &~ ]\ X—AaER L,

EETIEX .
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B 2os—7rexmossHomE

ATy T2

d)

PKF ([ZZE# LT, 2L TA AR —FLET, BEOF—Z2FRTIHHAIX
SHA-256 Ny 2zl L T fbanEd, nyvaFdF—2a’— LTV FTT5
MEN D HEAETE. [Public Key Athentication] X1 > 225 2 & — L, [Key is hashed]

F v TRy 7 A& AT LTH L ASA OA AZREY T £7,

PRREX—ZHIFRT 51 [DeleteKey]%? Uy LT, R 54’7B7T/72782§
ALET, RREF— Zf}é]l”ﬁéﬁ‘j‘é i[YGS] 7 Vv 7 L, BiEX—%2RFE4 55
IZNo] 27 Vw27 LET,

[OK] %27 U2 L, W T[Applyl 227V v 7 LE T,

XF—_TEAERLET (WEEASA DHEDR)

ASAv DG, F—_TXEAKICHEWICIER SV E T, ASAV IZRSA ¥—0D A%V HR— h
LET,

a)
b)

¢)
d)

e)

1

[#MX (Configuration) ]1>[T/3\1 A& (DeviceManagement) ]>[SEBAZEIE (Certificate
Management) ]>[IDEEBAZ (Identity Certificates) ] DJIEIZEIR L £,

[Add] 7 U v 7 L. [Add anew identity certificate] 7' a > "¥Z %7V v 7 LET,
New]l &2 V> 27 LET,

[F—7%BM (AddKeyPair) | XA 70Ky 7 AT, A4 7P A4 XEH/ELT[S
I <HARK (Generate Now) %227 U v 7 LET,

HEHENDT 74V FOF—T X, ECDSA, RSA T9, RSA D&ATE, 2048 £ ML
LoV A XE@IR L F7,

(6=3))

CiscoSSH A % v 7 Tld, HEEDOREIRFIZRE SNTZF —XT DAL ASA IZ X > THA X
nEd,

F—_TEERT DT THLID, AEAEDIA TR IRy 7 AeF ¥ L TEE
RS

[Applyl 27 U v 27 LET,

Wiz, PKFERDOF—%HH L CEIET A2~ LE T,

wOBTrL, Linux F 7213 Macintosh > A7 A @ SSH O3FF—% £ LT, ASA IZ
AAR—=FLET,

1

O Ea2—HXT409 By D RSARNBF—BLOWMEF—Z2ER L ET,

jcrichton-mac:~ john$ ssh-keygen -b 4096

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/john/.ssh/id rsa):
/Users/john/.ssh/id rsa already exists.

Overwrite (y/n)? y

Enter passphrase (empty for no passphrase): pa$$phrase

. EETIEX
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Enter same passphrase again: pa$$phrase

Your identification has been saved in /Users/john/.ssh/id rsa.
Your public key has been saved in /Users/john/.ssh/id rsa.pub.

The key fingerprint is:
c0:0a:a2:3¢c:99:fc:00:62:fl:ee:fa:f8:ef:70:cl:f9 john@jcrichton-mac
The key's randomart image is:

+--[ RSA 4096]----+
[ |
| o |
| +. o) |
|Bot..... |
|.B ..+ S |
| = o |
| + E |
| oo |
| ooooo |
o +

2. PKFERIZCxF—Z2LH L £7,

jcrichton-mac:~ john$ cd .ssh

jcrichton-mac:.ssh john$ ssh-keygen -e -f id rsa.pub

---- BEGIN SSH2 PUBLIC KEY ----

Comment: "4096-bit RSA, converted by john@jcrichton-mac from OpenSSH"
AAAAB3NzaClyc2EAAAADAQABAAACAQDNUvkgza371B/Q/f1jpLAv1BbyAd5PICIXh/U4LO
hleR/qgIROjpnDaS7Az8/+sjHmg0gXC5TXkzWihvRZbhe fyPhPHCiOhIt40oUF2ZbXESA/ 8
JUT4ehXIUE7FrChffBBtbD4d9FkV8A2gwZCDIBXEM260cbZCSTx9QC/ /wt6E/zRcdoqiJG
P4ECEdDaM+561+y£f73NUigO7wYkgcrzjmI1lrZRDLVcqgtj8Q9gD3MgsV+PkJIGSGigZwnyIl
QbfYxXHU9WLAWxhUbA/x03jJuzl15TOMa7KLs2u+RtrpQgeTGTffTh60+xKh93gwTgzaZzTK4
CQ1lkuMrRdNRzza0byLeYPtS1v6Lv6F6dGtwlgrX5a+w/tV/aw9WUg/rapekkKloz3tsPTDe
P866AFzU+Z7pVR1389iNuNJHQS7IUA2mOcciIuCM2we/tVgMPYJ1l+xgKAkuHDkB1MS418b
Wzyd+4EUMDGGZVeO+corKTLWFOlwIUieRkrUaCzjComGYZdzrQT2mXBcSKQONW1SCBpCHsk
/r5uTGnKpCNWEL7vd/sRCHYHKsxjJsXR15C/5z2gHmMCTAaGOUIgORj034+61+70PCtYXebxM
Wwml9e3eH2PudZd+rjldedfr2/IrislEBRIWGLOR/N+xsvwVVM1QgwluL4r99CbZFINghY
NRxCQOY/7K77IQ==

---- END SSH2 PUBLIC KEY ----

jcrichton-mac:.ssh john$

3. ¥—%7Vy7FR—Kar—LEd,

4. ASDM T. [#H (Configuration) ]>[T/34 R&EHE (Device Management) ]>
[A—H/AAA (UsardAAA) [>[2—HT7Hho >k (User Accounts) | DJIEIZIEIR
L, 2—PHZRIRLTHD [fmE (Bdit) 1227 Y v 2 LET, [Public Key Using
PKF1%Z27 U7 LT, Va4 RUlZx—%M0 T ET,

EEBT7IER
I
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B 20— 7o exmossHo®E

-_B 0.6 Edit User Account

Identity Enter the PKF-formatted authentication key for a user.
Public Key Authentit
Public Key Using PKI
» VPN Policy |

This panel is similar to the Public Key Authentication panel above, but you can enter the key in the PKF format.
Current hashed key: 04:b9:47:F3:69:67:7a:93:87:60:c2:00:0fbc:aB:25:63:4e.ad:04:6a:5d:98:70: 2. 3d:5F:32:24:1c:e7:6¢c
i Specify a new PKF Key

[_J File to import from: Browse...

(=) Paste key data in PKF format:

PAECEdDaM+ 561 +yf7 3MUigD?wYkgorziml LrZRDLVeqtj8Q9q 0 3MgsV+PkIGSCig
QbFYxXHUSWLdWxhUbA  xOJluZ15TOMa7KLs 2u+RtrpQge TCTHIRG0 +xKh93gw’
COlkuMrRdNRzzalbyLeYPtSIvELvEFEdCtwigrXSa+w [tV awdWlg /rapekKloz3ts
pBE6AFzU+Z27pWVR13BIINUNJHOSTIVAZ mbcciluCM2we [tVgMPY)l+xgKAkuHDkE
Wazyd +4EUMDGGZVeO+corKTLWFO IwllieRkrUaCzjComGYZdzrQT2mXBcSKQMW
JrSuTCnKpCHNWILYvd/sRCHYHKsxjsXR15C 5zgHmCTAaCOulqORjo34+61+TOP
Wwm19e3leH2PudZd+rjldedfr2 /IrisIEBRIWCLoR /M +x 5w WM 1Qgwlul4r98ChZ
MRxCOOY/ 7K TIQ==

=== END SSH2 PUBLIC KEY == --

204009

Delete Key

5. —HNASAICSSHTE A Z L 2R LET, NAU—RIZIE, F—7 DMEK
BRCHEE L7 SSH ¥ — 2T — REZ A LET,

jcrichton-mac:.ssh john$ ssh test@10.86.118.5

The authenticity of host '10.86.118.5 (10.86.118.5)"' can't be established.
RSA key fingerprint is 39:ca:ed:a8:75:5b:cc:8e:2:1d:96:2b:93:05:69:94.
Are you sure you want to continue connecting (yes/no)? yes

WROBAT TRy 7AW, NAT =R AT HEDICFRSNET,

7~ Enter your password for the S5H key "id_rsa”.

. .

Password: [ t

| Show password
_| Remember password in my keychain

| Cancel OK

‘204010

—Ji, Rty v a TR, URARRESNET,

Warning: Permanently added '10.86.118.5"' (RSA) to the list of known hosts.
Identity added: /Users/john/.ssh/id rsa (/Users/john/.ssh/id rsa)

Type help or '?' for a list of available commands.

asa>

. EET7 IR
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Telnet 7 7 © A DEXTE .

Telnet 7V L XA DETE

ZDIETI, Telnet IZ ASA 77 B AZRTET D HIEIZOWTHHALET, VPN o RLNT
Telnet Z AT 2 A2 EE . HHLEWVEF 2T 4 4 X —7 = A A2%F LT Telnet 134 H
TXEHA,

1R BHEIIZ
TN F AT HFARNET—FRTIE, ITHFANETARLR—=ZATROFEEFEITLET,
VATAL AT 4 Fal—arnbarysTFAN AT 4 Fab—va A0 EZ
5121, [Configuration] > [Device List] XA > C, 777 4 72T /XA ADIPT KLADT
WCHDaVTXARNGEL TN ) v LET,

¢« ASACLIIC Telnet L CT 7B A4 201X, v/ A RXR2AT—RK&Z A LET, Telnet
BEATHRNCFE TRAT— RERETHULEND Y 7,

FIE

AT w71 [Configuration] > [Device Management] > [Management Access] > [ASDM/HTTPS/Telnet/SSH] »
JEIZ®IN L, [Add] 227 U v 27 LET,

[Add Device Access Configuration] %A 7 2 77K v 7 ANERIINET,

AT v T2 [Telnet] ZEIR L £,

AT T3 FHA LU HF—T oA AZBIRL, FA[THHRARNIPT RLAZELT, [OK] 227 U v/ LE
R
LRI EA =T 2 A RERELET, 7V oY IA—TORE, TV oD IT—T A
NAUVH—=T 2 A ABEELET, VPNEHEHT 7B ADH (VPN L LIZEHT 7
TAOHRE (14X—2) 2ZRLTLIEIWN) DS, 4RiftE BVIA V¥ —7 =4 A% 15
Eb\ijqo

ATy 74 ({E£E) [Telnet Timeout] Z#f%ELET, T 74NV DX A LT 7 MEIXS 55T,
RATv TS5 [Applyl 27 U v 7 LET,
AT YT 6 Telnet CEERET DHNC, A L NRAV—FERELET, 774/ FDONRAT—REHY £
A,
a) [Configuration] > [Device Setup] > [Device Name/Password] DJEIZER L E 7,
b) [Telnet Password] £}k T [Change the password to access the console of the security appliance]
Fov IRy At N LET,
) HWRAT—=RZANLT HLWASADEAIZZDOT 4 —/V R&EZEAICTS) | HL
VWRAT—=REZ AL ToD, R LTHLOWART—REHBANLET,
d) [EH (Apply) 1227V v 27 LET,

EETIEX
I
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B rsom7oexE1355472 FLRSSLVPN OF=66D HTTP U 54 LY +DRE

ASDM 7 7 2R E1=EV 547> L X SSLVPN Df=6bD HTTP ) &
1LY FDERTE

ASDM 721327 74 7> h LA SSL VPN %4 | L T ASA [Z856 9 5 2%, HTTPS &4 3
HMLENRHY F3, FEMED I, HTTP EEH A2 HTTPS IZU XA L7 452 LR T
XFEJT, LExFE HTTPZ U XA L7 b 952 LICL 5T, http://10.1.8.4/admin/ F 721X

https://10.1.8.4/admin/ & A7 L. ASDM f#)X— THTTPS 7 KL AIZT 7 EAT&E £,

IPvd L IPV6 D FD N T 7 4 v 7BV XA LT RN TEET,

1R BHHIIZ

BE. RARNIPT RLABRHFATEIT VA A— WINEHY A, 72720, HTTP U &
A V7 FOEDIZIE, HITP 2R T AT 7 B A A— L E LT AMLERL D ET, 95 L
BNWE AV E—T oA ANHTITP AR— b2 ) v AU TEEH A,

FIE

A7 w71 [Configuration] > [Device Management] > [HTTP Redirect] DJAIZER L E 7,
FIIT, BAERESN WAL v E—T A A&, VAL LY MR Z—T =4 ZATHDE
SNTWVDENEIDERLTVET,
RATY T2 ASDMIZHEATHA v X —7 = A AN, [Edit) 22 Vv 7 LET,
AT 73 [Edit HTTP/HTTPS Settings] ¥ A 7 2 7R v 7 A TROA T a v EZRELET,
* [Redirect HTTP to HTTPS] : HTTP %K% HTTPS IZU ¥ A L7 N LET,
« [HTTPPort] : A > Z —7 = A ANHTTP RO U ¥ A L7 MIEHT 2R —FafEL E
T 7 74/ ML 80 TT,

ATy T4 [OK] &2V 7 LET,

VPN F o RILENLIE-BET7 IV ERADHRTE

DA H—T 2 A ATVPN F > IANRKIHLTWAEGE, O ¥ —T7 A AT 7%
ZLTASA ZEHT LI, FOA L E—T oA RAEEHT VA A L B2 —T 24 AL LT
BETHLERLY 4, 728213, SN A v Z—T = A 205 ASA IZADLEA IR, Z o
HEZfEM LT, ASDM. SSH. F72!% Telnet #H THHEA o 2 — 7 = A ATHfid D70, FMED
A =T oA RN AND EEITHNEA 2 —T = A AT ping HFEITTEET,

. EETIEX
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VPN kot En Li-aE7 s w20 |

\)

6=

ShFEHE A,

CiscoSSH 2 &% v 7 M+ A4 (ZNNF 74/ FTF) . 2 OHERRIZ SSH TR — k

\)

GE) ZOREIE SNMP TiZV AR — b &N A, VPNEHD SNMP D4, V—F w7 (v

FIRE

ATy I

ATy T2

ATvT3

H—T 2 A ATSNMP 2 HINZTHZ L 2BEDOLET, V—T NI A F—T A AT
SNMP Z {3 572012, BEHT 7 B AEELZFENCTILEITIH Y A, V—T v 71T

SSH THHRE L £,

ASA ~DiBIEN— N &R DA B —T =2 A ALUSNDA X —T 24 ZA~D VPN 7 7 & A1FH
R—bh&hFEHA, HEZE VPNT 7 EARNIEA L F—T = A ATH DA, HMFA v
B —T A A~DEBEHROHRBTEET, #EOT FLRAZRZ DMERRNE D IT,
ASADEHET 7 B AA[REA X —T7 = A ADVPN AN L, ARifERAZHH LT 7EE0,
BHT 7/ AL, IPsec 7 747 > b, IPsec ¥4 K, Easy VPN, X =727 717> L SSL
VPN ® VPN k> R Z A4 TREATITRAE T,

1R BHHEIIZ
o« T OMEREITEHEHA LY — T oA ATIIYR—FENEHA,

EHT VR AAUE =T oA AEHEH L, TAT T 47 4 NAT 2T 556, L—
NV T AT a B LT NAT 2R 2 0B R H Y £, FFMiconT
X, ASA 7 7 AT 74—/ CLIK A A RO /e ) V—Z O INAT Of| & &M o &
Jvar®d INATBLIO VPN EFHT 72 2] OHEESHL T TEE0,

[Configuration] > [Device Management] > [Management Access] > [Management I nterface] DI
WZEIR L E 9,

[Management Access Interface] K22 > 74 7 U XA RinbEX 2 U T 4 B bEWA V4 —T =
AR (WA o Z—T A R) BB RLET,

Easy VPN 3 LM A M b LTk, 4RI EBVIZEETEET (b—FT v RE—NR)
[Applyl 27 UV v 7 LET,

EHA =T A APRFND B THI, BENANRFITA T4 Fab—ra iIZhkffahE
B

EETIEX .
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B -2v-rstn7orozs

D)=L BEALT)FDER

avY— )V XA LT T, HEAFHEEXEC E— FEmidar 7 Fal—vay £—
RIZLTBLL IR TEHRAZRTELET, Y41 LTV MIETHE, Byiaiia—
P—EXECE— RNIZRVFET, T74NVFTIE, Byia iz a7 v LERAL, ZOf%
X, 2V — IV AR— bR Z RFFCE DRI B L EH A, BN XA 27 7 T
HTEIEFEHY EFREA,

FIE

AT w71 [Configuration] > [Device M anagement] > [M anagement Access] >[Command Line(CL1)] > [Console
Timeout] DOJIEIZEIN L £,

ATYT2 HLWEA LT Y MEEZZHN CER L ET, EHIRORHAZEET 2561, o) &AT
LET, 7740 MEIZOTT

AT T3 [Applyl 227 VU v LET,
AALT U MEOEENFETAL T 4 Falb—a HNRFESNET,

CLI7A> T rDARETA X

Ta T MIEREZBMT DEICEL D, BEOEY 2 — AR FETILEICe 7 A LT
éAM&?ET%ETé &mr%i# ZOBEIL, 7 = — LA — N—RIC, WD ASA
WZEI U A P RRE STV AEE IR T,

~NVF AT HRANET—RTHEH, VAT LAETARX—AFREFE 2 TFA Mo A4 v
THEXZ, EET e T M EFRRTEET, HFEH AU TXANATIE, 77440071
VR (RAMBLRaVTFR ) OBERFRENET,

FI7 VR TlE, 7T MIASADKA MARERENET, vV F a2 THFARE—FR
TiE, Va7 MIary 7 RA MLEREINET, CLIZa 7 RMZiE, ROBEHEZFRRT

%i‘j‘o

cluster-unit JIAF =y NAERRLET, 7 I7AXZOEKEL=y MI—EDOLHI
RO ENTEET,

AVFEZ R (wVF T—RDOH) BEOa L TFA NOL4RTEZERLET,

domain RAA B EFRLET,

hostname RA NG ERIILET,

priority Tz V= N—=TFAF VT 4 & pri] (FT7A4~Y) Fild[sec] (&
HoZY) L LTERRLET,

. EETIEX
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state 2=y DO NI T 4y ZBEREE 2T — NV EERRLET,
T =)V —R—DIPE, state F— VU — RNk L TROENERENE
T,

elact] : 72— LA —N—NHEHTHY, EETIEINT T4 v I ET
7T 4 7ICEE STV ET,

o [stby] : 72— A= N—TA RX—=TNTT, 2=y MIFNT T4 v
7 HEmSETWETA, AZ A R E73MMOIET 7
7 4 TIRHETT,

s [actNoFailover] : 7 = —/LA—— XMW TH Y | HEETIE T
T4 I ET VT 4TI ERESETOET,

s [stbyNoFailover] : 7 = — /LA — R_— (3 THY , EETII T
T4y BRI ETWERAL, ZhUE, AFZ U 2=y FTL
EVMEL EEIDA U F—T oA AEENBEAELIC L ZIZAELDH &
B ET,

JTAZ) U TDOEE, LT X DENERINET,

FIE

AT w71 [Configuration] > [Device Management] > [Management Access] > [Command Line (CLI)] >[CLI
Prompt] OIFIZER L £ 7,

ATFvT2 RONTNEEITL T e P a2 A2~ A4 XA LET,

s [Available Prompts] U A h ClEMEEZ 7V v 7 LT 6, [Add| 227 Vv 7 LET, a7
MZFEE O EMEEZ B TX 9, BN [Available Prompts] U A k75 [Selected Prompts]
YA MIBEILET,

* [Selected Prompts] U A h TlEtEx 27 U v 27 LTh 5, [Delete] 7 U 27 LET, BIEN
[Selected Prompts] U A k7>5 [Available Prompts] U 2 MZBEI L £7,

* [Selected Prompts] U A N TEMt%EZ 27 U v 7 L, [Move Up] £721% [Move Down] 7 U v
7 LCRMEORRIATFEZELELET,

7'va 7 NHBEAL LT, [CLI Prompt Preview] 7 4 —/V RIZE/ RS NLE T,
AT T3 Apply 27V w7 LET,
ERERINTar T b3, EfTar74Falb—ra VITRESRET,

EETIEX
I
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B oy ir—onx

N A E |—l—|
A4 IINF—DERTE
Z—P =N ASA IZHET D & &, n A T DA, 703K EXEC £ — NIZADRINZER
INBEZAE—VERETETET,
1R BRI

et X2 T A DFEND, RNFP—TRET V7 ®RA%ZIETAZENEETY, [T h
L] R TBEWLET)] REORBUIBAZTEZBVEANTWD LS REIRE 52 5D T
ALRWTL &N, UFONRFT—TiX, RET 7 ZAIZK L TIELWEREZREL TV
i‘j—o

You have logged in to a secure device.
If you are not authorized to access this device,
log out immediately or risk possible criminal consequences.

« NF=BEMER TR, ROGEIZ ASA KT D Telnet F72IX SSH & > 3 V& T
HAREMED BV 7,
c NF— Ry PRS2 0D VAT A AE Y BRE LTS5,
s NF—= Ay —VORRERARTEEIZ, TCP EXIAHLT T —PRAE LIZGHA,

e RF— R —TDHA RFA 1220 TIE, RFC2196 25MR L T 7F X0,

FIE

R w 71 [Configuration] > [Device M anagement] > [M anagement Access] > [Command Line(CLI)] >[Banner]
DNEZEIR L E

ATw T2 CLLAWHER T B — ZA THDOT 4 —/L Rl F— FF 2 h&2BMLET,

s [session (exec)] /N —{FX, = —H —7% CLI THHE EXEC E— NIZ7 7 B A LTEGAITE R
INFET,

e [login] N F—1F, =—HFRCLIICH A » LGB ERENET,

* [message-of-the-day (motd)] /37 —I%, —H—3 CLIIZHI D THHE T DL A IR R SIVE
j—O

* [ASDM] N —(F, 2 —H —NFBiEE =T 72% ASDM I[ZH:e L= A IC R RS E T,
a—HF—L, WOWTNNOF T a v EHEHL T, RRENTAT—EHETEET,

* [Continue] : N —ZHEL T, vl A 2% T LET,
* [Disconnect] : /NF—ZHEL T, #ia& T LET,

fEHTE 201%, BAT (Enter ¥—) bHEHTASCI XF7FT T, 7272 L, BT XFIT
2 FNTHY LET,

. EETIEX
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e Flo, FTLFEF, CLIN—=Va VCIREBRINS -0, N —Zi3fA LT EE
W,

*RAMBIUO 7T vva A VIZEATZHOLS, RNF—IZEIHIBRIEH Y A,

« ASA DR A ML ETIX KA A 41T, $(hostname) 541 & $(domain) T8 & #H A A Te
Z LI R o THMICEMTE £7,

VAT AAL T 4 X2l —a VTN —ERETLHHAIL, 2T XA a7 X

L—a T Hsystem) &0 FHNEEAT 52 LIk, aryTFHRRARMNTAF—F
FAFEMHTEET,

AT T3 [Applyl 27 Vv 7 LET,

BLWAT =0, EfTar7 4 Xalb—a NREFEShET,

BEtLY IV VA —FDRE

FIE

ASA TFA[9 %5 ASDM, SSH, B XL Telnet DRI AL v a VAR ETEET, 2D
RKEICET D L, ZNUUBEOE > a VITFFRI ST, syslog A v E—UBERINET,
VAT A vy 7Ty REEBETL-01IC, BHEy v a BV Y TEOAI=ALTIHaY
V=)L by arETuayl TEEEA,

\)

GE)

)

2N F AL TFHRRARNE— RTIZASDME Y > a VOREHRETAHZLITTET, TRy =
VENT S CREIESNTWVWET,

G F7-. ZABHEvyI 3y (SSHRY) OarvTFXA b oY v —AHRERE LI-EES
X, INEWFHOENER S ET,
1R BHHIIZ

VAT aArTHRARNET—RTEH, 20 TFA N TAR—ATROFIEEZFITLEST, VA
TAALT A X2l —arPharsTX AN a7 4 FXFab—a UL 51T,
[Configuration] > [DeviceList] XA > C, 77T A TRT XA ADIPT RLADFOa T F%
AWK HBETNT Y w7 LET,

AT w71 [Configuration] > [Device Management] > [M anagement Access] > [Management Session Quota]
DNEIZ IR L 7,

EETIEX .
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ATFvT2 Ay a v OBRREEATILET,
«Aggregate: 1 ~ 15Oty v a VOEREEZFELET, T 74/ ME15TT,

«HTTP Sessions: 1 ~ 5 ® HTTPS (ASDM) kv a v OEREERELET, T 741
MX 555 TT,

eSSH Sessions: 1 ~5DSSHE Y a v OERBEEZHRELET, T 74/ MX5459 T,

e Telnet Sessions: 1 ~5 D Telnet v > a vV OEREZFELET, T 74V MI5HT
9,

eUser Sessions: 1| ~ 50— —"4+ Dy arOEREEZHRELET, T 74/ ME
5TT,

ATYT3 [Applyl 227 U v 7 LT, BREDEFZRFELET,

AT LEHEMAAA DERE

ZOHETIE, Y AT LEHEOGE, FHFFA, 2~ NF2RET 5B N THA L
i‘j‘o

EIETEINERTE

CLIBXONASDM 7 7 E ZA DI HTE L F T,

EIEHIL\HIE':OL\—C
ASA ~Dua 7 A VR, BFEEAENIL TV AENE I NI > TR 97,
SSH RO E
FEED O FIEEREER L TO SSH 77 B AT DOWTIL, ROE{EZ SR L T 72 &0,
« ZRIE/R L SSHITFRGER LTI TEx £ 8 A,

« WIEH Y - SSH #BiEE H 2 L7255 izMAﬁ%AMitiD Ha—P—F—H
NR—RZEFEINTND :L~4f~%k/\xv N2 AT LET, ABHF—ORIETIL,
ASA T —H ) T—H RXR—=ADHEHR—MLET, SSH AMF—EiEZiE L=
B, ASA TR — N T2 _R—ZAEEROICHERALE T, uravica—F—4 &%
AT — REMHEHT 25510 ER O, SSHRGEZ FURIICRET S Z L DA T, 22—
P —EXECE— RIZT7 7 BA LT,

Telnet DI E
SREEDOHEEIZD DD BT, Telnet 7 7 B AIZOWTIL, ROBHEZSBR LT &N,

. EETIEX
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FAREZR L Telnet OFRREEZ AN L TV WAL, =2—F -2 AN LEFA, BT A
VORRAT—REANLET, TTANTFONRZAT— RISV EFHA, L7205 T, ASA
~Telnet##4t9 HI21X, NATV—RERETLHMLENHY £9, =—H% —EXECE— NIZ
TIEALET,

° nu uEg%) ‘9 Telnetnm uﬁffﬁ)‘ﬁ L/f; j: AAAbH_\——/\\——ifL i]:z»—-j‘]/l/:L‘——*'fj“’—‘T"—‘&
wav*ign(wén—%~%kﬂxv FaEASLET, 2—¥—EXECE— FIC
TI7EALET,

ASDM FEEEDHEE

SEEH Y FI3EREH /e L TCOASDM 7 7 A IZBE LTl ROBEEZ SR L T XU, AAA
PAEDOH I b b3, GEHERGEZHETH I & b AEETT,

WREZR L : T 7 ANV N T, 777 Oa—H—4 & enablepassword =~ > K& L
TASDMIZr 7 A CT&FET, ZHDFEFIZLR2WNWEHIZ, TELLETRES A =T
NRAT—REERETLHZEEBEHDLET, KA M, RAAL 4, BLOA F—T 3
AT — K& Telnet RAV— ROFREESH L TLEEV, CLI Tenable a2~ RaE I
ANLTE&EIZ, WA= REEETHLOITROLNET, ASDMIZu VA > LTz b &
Wi, ZOoMETEASNEEA, B/ VEHET (22— 252 T T DOFEFICLR
WT) 22— =L L RXRT—=REANLESGAIE, ASDMIZX->Tue—h/L F—H~—
AT—ENT v 7 INbHI L EELT<K§MO

AEHEGRGE (o, =T v RE—RORK)  2—VP—|THZRGEHELZERCTE F
T, iEHEOZ—Y—Z L RXRT—REANTDHE, ASAPKI h 7 A bAoA > Mk
L CREAEAZMREEL £97,

* AAA FFE : ASDM (HTTPS) ity uﬁ%ﬁ)‘j L= j: AAA Y——F=idue— v
=P —F = FR—RZEFR SN TNDH—H— %&AXU KEABHLET, TT,
T D= =L A F—T )L NAT— R TASDM Z il T& 2 <R £ L7,

o AAA FREF L EFHESFF O v, —F v RE—RKDAL) : ASDM (HTTPS)
AR AN LA, AAA VP —R_—Fidn—h )L 2—H— F—FZ RXR— X TEH
NN z—H— %&Axv%h%ﬂﬁbiﬁoﬁﬁamﬁm@:w# KRR — R
MBI DAL, 2D b AT AHE Ik onET, 2—V—LEZEHAENSESL
THOLMNPUOANLTE LoOBRTEET,

) TILER n.l—to)*ﬂig

munE&)Dif_ u:unEiﬁbT@/)T/l/ :l//‘_‘/l/T ]\’\@7th Fa'@b’ﬂi\ Yk@@’ﬂz
EZRLTIESN,

PRE7R L YU TNAT 7B AORBIEE BN L TR WEAIEL, 22— —4, AU —F
AN LFERA, 2—V—EXEC E— KIZT7T 7 A LET,

WREH Y - U TAT I AOBHEE AN LIEGEIT. AAA —"—F 3o -
2P T &A~xfm%éhfwén~%~%&ﬂxv KeAHLES, 2—V—
EXEC E— KNIZ7 7 t®A LT,

EETIEX
I
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gE7tx |
. enable Z2FE D E

enable F2EI D E

07 A BICEHEEXECE— RIZADICIL, enablea~ > REZASNLET, ZDa<wr ROH)
VEIZ, BBRENRA X —TNADE I DI L > TR T,

RFEZ2 L : enable FRFEE R E L TV WIEAIL, enablea~> REANT5 L &IV AT
AAF—T NIRRT —REANLET, 7740 MIZEATT, enable a2~ RE i)
AN LTEEXIZ, ZNEELTTHL RO OINET, 7272 L, enable ik & L7
WA, enablea~ 1 R ASL7=%1%, Eﬁ‘ﬁiﬂ@l“"f LTIl A L TWEREA,
hicky, == MMTCC Fa—P—_R—=2DEERENEELZ T L LBHY £T,
T — =L ZHERFT D ITIE, enable FRAEAZEH LT 72 ?5 VY,

FRFEH U : enable WALZ X TE LT25A1E, ASA T B 7 MI LY AAA —1—F 721X
0—H) =P F = AR A TEHRIN TND 2P XA T— FEERLET,
ZOMREIX, 22—V =D AN TEba~vy FEHRIT -0l — —A 0N EE R & %

RicTa~y FFAE2F T T 258 IR LLET,

0—Hh )L T —H =R % T 5 enable FEDOH AL, enable 2~ KOH VI login =2~
Y REFEHTEET, login 2~ FIZE D a—VF—AMRSNETH, BBiEx 41275
TEDDOREITNED Y £ A,

A

EE CLI T 7 BATE D —PORMEEXEC E— REZBRBR TERWEHIILTHha—F 2o —hL
— A R—=2 BT 5581, 2~ NRAIZRETHHLERH Y £3, a~v 2 RRAR%

b‘iE'/\ BE L~ 200 E QB3 F 740 8) Oa—FE, CLI THAD/RA U — K&

L CHHMHEEXECE—F (BXOTR_RToavr R) 7 78RxTExd, HDHVIE, FRIAFALFE
TR—=AINT —HZRXR—=ATER AAAY— =L Tr /A v a~vy REEET 50,
FRFTRTOR—HNL 2= —Z LNV VICRETDHZEICEY, VAT A A Fx—T )L X

AT — REMHH L CRiE EXEC E— RIZT 7 8 A TE 52—V —%2HlETE £4,

HRAMARL—TF A VT VRTFLNLASAANDEY S 3

—H DT T v N T F—A T, ASADFETEROT 7YV r—r gt LTHR—FLTWET
(f31] : Firepower 4100/9300 ® ASA) , IR A N ANV —F 4 T VAT LD ASA ~DE v

arOE, BHOZ A TS UTY Y 7B X Telnet FRAEE R ETE 97,

2 NTF ATHFARNET—FRTIE, VATA LT 4 X2l — g TAAA I~ REDRE

TEFEHA, 72720, Telnet F/213v ) TARAEEZEH T2 N CTRELZGA. REET

INbDEyarichbBEHAENET, O8RS, BHI LT XA MO AAA ——F 71T
0= =P F = R=ZANFHINET,

CLI. ASDM. & Uenable a7 K 79t RXBANDHTE

on

1R BHEIIZ
e Telnet, SSH. ¥ 721X HTTP 7 7 B R ZRELE£T,

. EETIEX
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CLI. ASDM. #& Uenable 27> K 74 £ 2@iEn®E [

o« SMNTEREE DAL, AAA H—— TN —TZ2HELFET, u—DLVHIEOEESIT, o—
V% 7‘“‘5“\““1 \Zax—Y—%BMLET,

s HTTP B HRFHZF CTIX. A AAYV—R_"— 7L —7dSDI 7' e hazPiR— L TWERA,

Z OFEREIX. sshauthentication =~ RiZ X b v — b 2 —H—4(ZBIF 5 SSHAR % —

RAEICITHE L EH A, ASA Tlix, AT —FRGEIx L, v —/L F—Z X— 2 &R

BB LET, ZOREIL, 22—V —Z LA —RIZOAEELET, B—h/l2—

W— ﬁ)/\%%ﬁﬁfuﬁiti/\xv REFEHTEDL LT HITE, ZOFIEEZFEHLT
0 —VERAE A RIS E L, XA — R 77 A2 AT H0LERNH Y 7,

FIRr

ATv 1 enablea~r KT 52— —%25E3 554 1%, [Configuration] > [DeviceM anagement] >
[UsersAAA] > [AAA Access] > [Authentication] ODIIE BN L, MOBREEITNET,
a) [Enable] F= v 7Ry 7 A&ERINLET,
b) V== T N—TZFZIT LOCAL T — X X— A #R L E T,
o) (F7varv) AAA T —"—ZBIRT L5513, AAA b — =R > 256
D7 F =Ny 7 HRE L Tr—=) T —F_X=ARNEHIND LT ASA ZRETE
%7, [Use LOCAL whenserver group fails]| = v 7 R v 7 A A2 LET, a—H LT —
HZR=ATIZAAA P —N— LR La—F =B LAY — FEHT 52 L 2L
£, ZHIE. ASADOT T TR, EOFRMEA SN TODEDRRENRNTZHT
D
ATY T2 CLLEIZASDM IZT 7B AT Ha—W—%FET 585 1%. [Configuration] > [Device

M anagement] > [User SAAA] > [AAA Access] > [Authentication] DJIEIZER L, ROREEFTV
7.

a) WOF=v IRy Akt i LET (B .
 [HTTP/ASDM] : HTTPS Zfi/H L TASAIZT 7 & A9 %5 ASDM 27 74 7 » k&
LET,
[Serial] : 2> Y — L R—rEFHLTASAILT 7 AT LH2—P—%258iEL 7,

*SSH : SSHEEMA L TASAILT 78 AT 52— —%FiELE T (SRAT—KDH,
i&ﬁ%v\"?_uuuﬁfaiﬁi%‘@j % _‘7‘7/1/7‘ &/\—7\75)1§)Eﬁ éﬂi‘i‘) °

* [Telnet] : Telnet ZfEH LT ASA LT 7 AT Ha2—HP—%FiEL£7,

b) Fxv IRy A&F AL —EARATEIC, == TN —T 4 FTZITLOCAL 7 —
ZR—2 e ERLUET,

o) (AT var) AAA P —N"—%BIRTHGE51T, AAA V— =0 EH R~ 725
D7 =Ny 7 HFRELTCa—hN TF—F_X—=ZABEHEIND L HIZASA %5 E“Cé“
%7, [Use LOCAL whenserver group fails]| F— > 7 R 7 A& AN LET, B —H LT —
A R=ZATILAAA ==L La—F—HBLONNRAT— FEHT 52 &L 25T L

EETIEX
I
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B asomimzzioss

34, 2L, ASADOT e RTIE, FOFRBFEHENTWADPRRENRNTZHT
j—o

ATy 73 A (Apply) 1227V v 27 LET,

ASDM EIEEE = IJ'L-\HIEOD EQE

AAA FBEEOA B2 Hhvb & T HE ERRE A LIS CE E 9, ASA IFEEMIEA PKI 7 & b A
A2 MZHALTRIEL 7,

IR B I
ZOMRER, YN —T v R E— RTORIR—FENET,

FIE

AT w71 [Configuration] > [Device Management] > [Management Access] > [ASDM/HTTPS/Telnet/SSH] »
JNELZ IR L FE

AT w 72 [Specify the interface requires client certificate to access ASDM] fEIK T [Add] Z#7 U v 7 L, A~
& 7::4’7\&2]‘7 v /Tnﬁﬁﬂi’?/77§f?§ﬁbi“9“o ntunﬂzz) E}ZIJJ?‘%) i ZCUDuE%i
vy T E—HLTWARERH D 5,
RERAEGRAEIZA v — T oA AT LICRETE ET, TOME, BETEL/ L F—T oA X
FIINEA v —T7 2 A 2 EOBHEIZOWTUIGEEOR RN R0 9, fEE~ >
7 & AERKT % 121X, [Configuration] > [Site-to-Site VPN] > [Advanced] > [I PSec] > [Certificate to
Connection Map] > [Rules] # %R~ L £,

ATY 73 (LE) ASDM CREMEN D 2 —H =4 2T 2B T 2B A2 R ET 512
[Configuration] > [Device Management] > [M anagement Access] > [HTTP Certificate Rule] DIIA
WBIRL £,

ROIFIEDH D 1 DEERL T IZE NN,

* [Specify the Certificate Fields to be used] : [Primary Field] K= » 74 7 I A k & [Secondary
Field] ke vy 7 &7 URA R OEZRIRL 9,

* [Usethe entire DN as the username]

» [Use script to select username] : [Add] #Z7 UV >~ 27 L, A7 U7 bORNEFEZEML ET,

MAEZ RO H 7w 7 Ma—Y—H ZFFIA )T HITi, [Prefill Username] = v 7 7R v 7
A AT LET, ZOA—F—AREHNAN LI bD ERRDGE. BNOL—F =40
FHAIANINTZHFT L WA AT a Ry 7 ARKRINET, £, iSO AT — K& A
NT&EEF,

F 7 )L h T, ASDM IZ CNOU etEa A L £,

. EETIEX
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wEHAICL S cUsLUASIM 7 5 £ 204 [

ATy 74 A (Apply) 1227V v 7 LET,

EIEFA[C K 5 CU B LU ASDM 7 & = X D HIER

ASA TI j::L‘_"H_ @uu HEH%E \-rEf%Ty'EX :L‘_“H_ CVUVE—RT 7R :L‘_‘"j- %E}%[JT%
Hr9moCnET, 22—V —o—EXPITEHET, VE—F T EBAVPN Z—H—
RF Yy NT—7 TR 22— —3 ASA [CEHEEHG AL T D& EMTEET,

IR&H HEIIC
RADIUS F£7/-IX LDAP (¥R Vv EVHTFEH) 1—H—

2 —H—7% LDAP #RH TERAES 4L D & RA 7 1 7 LDAP EM: & Z DfED Cisco ASA JBYEIZ
vy BT I, FREOFFAIBERED TR S L E T, Cisco VSA CVPN3000-Privilege-Level Dl %
0 ~ 15 OFIPH T E L7-1%. LDAP J& 1% Cisco VAS CVPN3000-Privilege-Level (2~ v "> 7
LET,

RADIUS IETF @ service-type J& M43, RADIUS #8GER otmfﬂ%jz@n’i% & L T access-accept
A=V TEEINDIEE, ZORBMITRGESN 2 —F—ICEDX A TOY— R E(T 5
TODERET A EINET,

RADIUS Cisco VSA privilege-level @ (24— 1D 3076, ¥ 7 1D 220) 73 access-accept A
TV TREREENDIGEIL, 22— —OHER LNV ERET D7D INET,

TACACS+ 1—H—
Iservice=shell] TFFRAIDNFR Z41, B —/3—|X PASS F 721X FAIL TIa&E L E7,
O—AJ) 2—H%—

FEE L7m 22— —4 D [Access Restriction] 7' a VERELET, 77 BAGIROT 7 11
MEVE [Full Access] T¥, Z DA, [Authentication] ¥ 7 DA 7+ a V TIREINTZTXTO
P—BERIX LT, 7T 7 EARFFATSNET,

EEFAOREMS

BHFFAT O AAA V—"— Z A4 TBXOHEHRMEIZON T, ROFBEZSML T EIN,
ASA CTlIEZINOLOEEZEHA L CEHRT 78 A LV BIRELET,

EELAIL

RADIUS/LDAP TACACS+ B4 O—AIL T—E2R—XDRE
(RyEVHEh %
=) B

[Full Access] :

[Authentication] % 7 O 4~ | Service-Type 6 (7 K |PASS, F##fE L-~</1 1 |admin
Yar THRESNETATOY—ERIIH [I=A b= 4
LTI T 7 EARTFAENET, 7). Privilege-Level

1

EETIEX .



gE7I R |
B e=sacs s cuBL0ASIM 7 & £ ROHR

BTHELAN RADIUS/LDAP ) TACACS+ Bt O—AIL T—ER—XDE
(RyEVHEh %
=) B

[Partial Access] : [Authentication] % 7 ™4 |Service-Type 7 (NAS | PASS, F5#g L~/ 2 |nas-prompt
7/3 VCRETDHE, CLLEIXASDM | a7 K) | YLk
WZXT o7 7 B ARFFRISVET, 7272 L, | Privilege-Level 2 UL |
[Enable] 47"+ = > Zffi ] L T enable 7%
ZRETHEA. CLI y = —+%—|% enable
A~ Raf L CRHE EXEC E— RIZT
TRATHZEIITEERA,

Framed (2) B8 L
Login (1) —t & #
A ZIEFECH DI
ES AN

[NoAccess] : BELY 7 B ANEL SN ET, |Service-Type 5 (77 |FAIL remote-access
—4— | [Authentication] ¥ 7 DA 7 =5 | kX R)
YTHREShEWT ROV —EALEMT
EEHA ([Serial] &7 a FrE £,
DFED, VITNA T eRFFFASNE
F) ., VE—hKT27ER (IPsec 5L
SSL) —H#—i%, SlI&RHEHHDY £ —
N7 7R EBYyVa UEREBLIOT T
ET, thoT_RCToY—v2Z A7 (R
AR, T7 7 A2 E) LRI S E
R

FOMDAHAL FS4 >
e UT N ary =)L T ATEHHVICEENE Y A,

« ZOMREAEHT AT, BET 7B AT AAARIELRET HLENH Y £9°, CLIL.
ASDM., B X Wenable =2~ K 77 B RAEFEORE (22 —) 2L T EEV,

ANERRE AN T 2581, T OWEEEZ A X — T VICT DHENIC. AAA —— L —7
ARELTEILERD Y iﬁ‘a

«HTTP &%, 7NV —F v KRE—RTOLYFR—FENET,

FIE

ATv 1 HITP & v ¥ a VOFIFFA[ % 4 x—7 /W29 5121E, [Configuration] >[Device M anagement] >
[Users/AAA] > [AAA Access] > [Authorization] ®JIEIZiEER L. [Enable Authorization for ASA
Command Access] fEI& D [HTTP] F = v/ Ry 7 A& AN LET,

GE)
ASA O~V R 7 7R AZRET DI, n—h)b a<xr RFEAOHRTE (29 2—) 22K
LTL7EEW,

. EETIEX
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SEIT OO |

RATw T2 Telnet BLSSH & v a v OFEBFFA[ 4 A X —7 /W23 5HZ1%, [Configuration] > [Device
M anagement] > [User SAAA] >[AAA Access] > [Authorization] DNEIZEIR L., [Perform authorization
for exec shell access] TS [Enable] = v 7 Ry 7 A4 12 LET,

AT w73 [Remote] £7/-1% [Local] 47> a v RZ &8I L T, EXEC ¥ =/ 7 7 & ADFFIfE T
LY —_—ZiEE L ET,

ATy T4 EHEA A X —7 M HITIE, [Allow privileged users to enter into EXEC mode on login] 7 =
IRy I A A AT LET,

[auto-enable] 7' v a VEBIRT D L, 7V T 7B ARFH A Sz —W — N EEEAHE EXEC
FT— Nzl cEEd, TS TR, 2= — T2 —HP—EXEC E— FiZ2 Y 7,

> REAIDEERTE

g R~DT 7B ZAEFIETHEAE. ASATIEa~y REAA2RETE, a—VP =il T
XHavwr RERETCEET, 774V TR, v/ A0 T5E2—Y—EXECE— RIZT 7
EATE, HIERBOa~v RETREESNET, enablea~ > R (2L, v—ALv 75—
ARX—2%HT5HE Ei T login 2w R) ZANT5E, FiEEXEC E— RBL O =7 ¢
Xal—rvaryavry ReEahaEla~vr NIIT7 7 8ATEET,

WD 2 oD a<y RFEAFROWThrE2EHTE £,
o T — M1 VERME L ~UL

* TACACS+ Y— —F5E L~

:r7—/Fnu_TL:DLVC

av s FRAZADMIL, KEFEHLOA—Y—IZDH A FANEHETHLENTEE
R

HR—brEaNnBaTy RETAHR
WD 2o a~<xy RFFaFRKoWnThunazEHATE£9,

s B —HIVEEHEL UL ASA Ta~< Y REHEL - LVERELET, a—I/ 2—HF—
RADIUS = —#—_ F72/XLDAP = —¥%— (LDAP J&4%:% RADIUS B~ v B 775
B6) ZCLIT 7 B RZOWTHIET 256, ASAIZZEDa—H—%2m—h/L T —HX—
A, RADIUS, F721ZLDAP H— "—TERIN TV DLFHE LIRS E T, =—
Pt FIVYTONTFHHEL SV TOa~v Ly RIZ7 78X TEET, TXTHO2—H
X, b Tue A3 hE&Eic, 2—FEXECE—FK (LL0FEHIFX1IDa~<wr R) I
77txbi¢ 2—HE, BHEEXECE—F (L2l ko< R) iIo7 7 v 24
H7-90ZHNenable 2~ RTEREET 50, login 2~ FTr Ay (B—h)L T —H
NR—RZ[RED) TEET,

EETIEX
I
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B cs2v5avssxteazorgm

A

GE) v—INT—FRXR—=2ARN2—T—=RNHFEELRLTH, £7/-CLI

FBRERC enable FRFEN 2 WA TH, B—A/b o~ RiFaf &2 ff
HATEEd, iz, enablea~> REANTBHE XV AT
AAR—=T W IRAT—REATTHE, ASAIZLS>TLL 15
WCEPNET, KIS, TRTDOLLDA F—T L /RAT — K&
ERRLEd, Zhic kv, enablen 2~15) #ASIL7-& X2,
ASAIZE S TLULniZENPNAD L IRV ET, TbHD LN
WL, m—dv avwy R 2 AN T o E TS EE A,

« TACACS+ Y— R—Hi#E L ~UL : TACACS+ —R_R—T, 2—HP—F7= 17— 77 CLI
T RHAZOWCHRIELI-B A TE2a~ 0 FERELET, CLIT2—%—2 AN
TAHTRTCOa~ L FiL, TACACS+ b — _—THIFI N FE T,

tHa)T4 AVTERRMEATY RFEEFA

AAAREF T HRA L@ THY, 2T F X MEHTEFSLEE A,

a< R ERETHHEAIE. X2V T4 ar TR A MNERIXICHRETHLENDHD £
T, TOBREICLD, BR2X=2VT 40 a0 THFAMKLTERZa~y RFEAEFE(TT
xFET,

X2V T 4 ar7xA MUV EALDEE. BHAIL, v URICHRE L2 —Y 4 TRF
WENLa~y RBRHFLNI LTI A My a VCIERRDREERSH L Z L0, Lo
YTHRAPTEATY FFARE ST KRESNTWARWATEENEDR & 5 Z & 2 EEHIZEV T
IV, av U RHFAREX2 7 0 arTF A ML TRRDIGENRH D Z & 2 EHEN
HEL TR e BELNEL D REERH Y £7,

N

av Y R#ERLAL

GE)

T~y R EfERHTEEEA,

VAT LEITAN—ATILAAA 22 R R—FENRNWD, VAT LAEfFTAR—ZT

T4V M TIE, ROa<y RBEHEL~L0IZE DY TonET, TOMOT A Chavy
RIZEHE L~V 15 ICEID Y CToHNET,

» show checksum
* show curpriv

4 x—T L
* help

« show history

* login

. EETIEX
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n—nnavy rxaonz |

* logout
- pager
* show pager
« clear pager
* quit
» show version
A7 4¥al—varE—RFavy & 15 KVEWL-UCBEIT 55813, configure =

<V REFEICL-VUZBEIL TL 728, Zokrlclianeg, a—Y—Far7 X2 L —
TaryE—RNIALZENTETER A,

OA—AJ) O FEADHTE

FIE

ATy

ATy T2
ATvT3
ATy T4

n—H) avy RFFRZEH LT, a2~ RE 16 DFFEL~L (0~ 15) O 1DI1ZED KT
HTENTEET, 774N NTIE, Fa~y NIIFEL~L0 £ 151I2H8 VY THNE
T, F2—P—ZFEDFHEL ~TERTE, Fax—F—13EHD Y TONIREL VLT
Da<w REANTTEET, ASA L, v—h ) F—HF~_X—RX_ RADIUS r— — F72i%

LDAP #—/3— (LDAP J&/£:% RADIUS EIEIC~ v B 7T 558) ICERSNTNDH 22—
PR L~ LB YR — ML TWET,

[Configuration] > [Device Management] > [User SAAA] > [AAA Access] > [Authorization] DJIEIZ
EIRLET,
[Enableauthorization for ASA command access] > [Enable] = > 7 v 7 A& AN LET,
[Server Group] Rz 7 &7 U X ~nh [LOCAL] IR L £,
m—Javy RFA A RXR—TMITHE, 7 a T, LV EllxcDa~v s RE
ixa~wr R A= FEH T BTy | FAIERF A2 —F—T 0 ML A 1 —
T LT TEET,
s HRERO—W— T U MNEZ LT 21213, [Set ASDM Defined User Roles] % 7
Vv 7 LET,
[ASDM Defined User Roles Setup] #4172 V7R v 7 ANFRINET, [Yes] #7 U v 7T
DL, FMERE A2 —F =TI MNFHEZEHTE S L9120 £9, FATERFH
AP =TV MEEICIE, [Admin] (FFHEL VL5, §RTOCLIa Y R~D 7 )L
7 72 AHE) . [Read Only] (FFHEL -~V 5, S HU0D BH T 7 & A#E) . [Monitor Only]
(Fp#E LUV 3, [Monitoring] ® 7 > a > ~DT 7 B AMEDORHR) BdH Y £7,

e < R LA FE)CTRET H11E, [Configure Command Privileges] #7 U v 7 L&
7

[Command Privileges Setup] % A 7 17 7' 7R v 7 ANF/R S E T, [Command Mode] K& v 7
2 UAR0G [All Modes] #1825 &L, T _XToavr FERRTEET, RbD

EETIEX .
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B mcacsi v—i—cnavy romE

K\3V74¥1V%73V%%F%%RL ZDOFE— R CHEMAERRa~Yy REFRRT
Ly TEET, LT, [context] ZTIRTHE, 2 THFA T4 F2lb—
vay E— F“CﬁﬁHTﬁ‘éiiﬁ‘f\“C@ﬂ-?/ FaFRRTEET, 2074 Fa2lb—ar
F— N2 T2, 2—%— EXEC & — FOFfHE EXEC E— R TH AN AHRET, 2D
E— NIRRT 7 a v nFETEINL L) 7a~vr REFEHATLH6F. Zhoo
E— NI L CHEICAE L~V ERETEET,

[Variant] 7 7 AIZIE, [show], [clear], FE72i [cmd] NFERSINET, FFHEZ, =~ KD
show =, clear IE2., F 7213 configure IEHUZH L TOARETE LT, 2~v2 KD
configure X%, BH ., RIEEa~2 K (show £7ziclear 7L~ 4 v 7 A/ LTC) iz
Eno XL LT, a7 4 X2l —va 0BT EE 2B TT,

v ROV EEFTT LRI, a~ 2 K22 707 ) v o450, [Edit] 27V v
JLET, LoULI 0~ 15 O TRETEET, HRETEXDHDIE, main 2~ ROF
ML~ T, 2821, $_Thaaaa~y RO L~LERETE ET,

aaa authentication =~ > K & aaaauthorization 2~ KO L)L ERIIZRETE £¥
Ao

FRINTWNDLTRTOa~vy RO LVYLEEETAHGEE, [SelectAlll 22 Y v 7 Lz
%Iz, [Edi) 227 U v 27 LET,

[OK] %7 U w7 LTERNEEHELET,

ATwv 75  ({EE) [Perform authorization for exec shell access| > [Enable] &= > 7 Ry 7 A& A2 L
T, A~y FRADTZODAAAZ—F—EHHLES, ZOFT T a2 AN LRNEES,
ASA T, m—IN FT—=F_X=2 a—=PORHEL VT2 R—F L, oy FDa—F
BT RCT 74 FTLULI5ICEID Y TET,
EHIT, Zoavy MIFHREREA AN LET, FHFFANCL D CLIB L UNASDM 77 &
ZDHIR 25 ~—) ZZHLTIIEIVY,

ATv 76 [Applyl 27 U v LET,
FFARRENEID B ToHN, TOERNENETa 74X alb—va VIRFESNET,

TACACS+ H—/\—THaAT > FDETE

TN—T"FE73l % Dax—F—DIF T a7 740 a3 R—x k& LT Cisco Secure Access
Control Server (ACS) TACACS+ Y —R_X—Ta~v L RERETEET, Vr—F =74 D
TACACS+ #—_—DGE1E, 2~ R4 — FOFEMIc W T, ZHEHO Y —/—0
=2 T VEBRBLTLEEN,
Cisco Secure ACS 3—T 3 3.1 Ta~vy RERETIHIHEFE. ROHTA RT4 025 L T
<TEEV,

cASAIL, Yz avwr RELTHATLa~y FE2%EEL, TACACSHY —_—Ty = /L

a<w s RELTavwr FERELET,

. EETIEX



| #B7/+%
TAcACSs H—i—cnavy kosz [

A

()  CiscoSecure ACS |21, [pix-shell] EFFEND a2~ KX A7)
BENLTVDHENRHY T, ZOXA TILASA 2+ R
I LT 2En,

c v ROEHIOU—RiZ, Afvavwr RERRESNET, 20T — RiZ$~<7THl
B RZEINET, ik, permit £7213 deny DEZICELS LERH D 9,

7= & Z21Z. showrunning-configuration aaa-server 2~ > K& a4 5121L, 2~ K7 1 —

Jb R1Z show running-configuration Z BN L, 51¥~ ¢ —/L FIZ permit aaa-server % A/
Li—é‘o

s [Permit Unmatched Args] = v 7 Ry 7 A4 275 &, BRMICHES L Tuneng
ToOa~xy Rlaiffac&E £,

Tl 21 FED show 2~ FERET D721 T, §3TD show 2~ RRFFAI S
£9., CLIOMMAEZ RTEMFCERIE/RE, a~xy FOEREZ T XTTFET L0EN
BRI HDT, TOHEEHEMT L a2BEI0 LET ROXESR)

B 1:B8&ES 9 ATOIATY RO

[¥ Fermit Unmatched Args

114412

AddiCommand | Remowe Command |

cenableXChelp 72 £, H—TU— R a~<r RZoW Tk, £ a~y RZ5ERRWGE
TH, ~HLARVSIEEHF T ILERH D T (ROXESR)

EETIEX
I



gE7I R |
B mcacsi v—i—cnavy romE

B2:BE—J—RFODav > FOFA

[ Femit Unmatohed Args

114411

Add Command | Remove Command |

c SIBEHELT 52T ZO5IEDOHENT deny A LET,

7= & ZI1X, enable =~ RZFA[ L, enablepassword =2~ > RZ# A L7aWGEI121E,
avy N7 4—/V RiZenablex AJJL., 5137 +—/v FiZ denypassword = A/ L £7°,
enable 7213 RFF A S 5D K 912, 47, [Permit Unmatched Args] F= v 7 R v 7 A& 4
IZLTLZSn (ROKESR) |

X 3:51%0EE

¥ Permit Unmatehed Args

deny pasamward

Add Command Remowve Command |

114410

AR RIA L Tavy FEEABETANILIZSGE, ASAIZT V7 4y 7 AL AL 2
~ VU REZERRTXAMIEBRLETR, ZOMOSIHBITIATI Lz LBV IZ TACACS+
P R—ZEFELET,

7o & 21X, shlog & AJ) 2% & ASA 1358472 =2~ K show logging % TACACS+ H—
N—lTHELET, —J7, shlogmess & ATJT 5 &, ASAITER &7z~ K show
logging message Cl&72 < . show loggingmess z TACACS+ #— "—TikE L7, HAEE
ZTRLUCHUBIEOERD A~V EHETEET ROKESR) |

. EETIEX
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Tacacs+ o v > rranzz [

4: BT OIEE

|- Fermit Unmatched Args

permit logging
permit logging message
permit logging mess

114414

Add Command I Remowve Command |

s FTARTO—P =T LTROERT~ L FEFAITLZ L2880 LET,
+ show checksum
« show curpriv
A=t
* help
« show history
* login
* logout
* pager
* show pager
« clear pager
* quit

» show version

TACACS+ O <7 > FEFRIDEXTE

TACACS+ 22~ RiRa[# A4 X —T7 /WL, 2—H—NCLITa~r FEANTDH L, ASAIZ
ZTDa<wy Fea—PF—4% TACACS+ Y — R—IZXEFE L, 2~ RREAINTWENE D
MEHBILET,

TACACS+ 2~ R A 2 —7 WM T BRI, TACACS+ »r— _R—TEFZEINTZ2—H—
ELTASAIZRTZ A L TNDI L, BELWASA OBREEKT HT-DICM T a~ 2 RFFA]
WD EEHERL TSN, &2, T TCoOa~vy BRI ESNFHla——& L
Tl AV THVERSGDET, ZOL2C LNt BRET v 7 70 FEI5A[REMEN
HoEF,

EETIEX .



gE7tx |

B o575~y —0 27— FKyo—nRE

FIE

&
ATvT2

ATvT3
ATy T4

ATy TH

—

A—AJL T—

BHRL7ZEBVITHEIET D Z EMER CTEDHE T, REZHRFLARVWTLSZE VY, FEWZ X
Ve vy 7 7T NENTHEE, BEIZASAZEHREITHZ LICL - T 7 AZRIETEET,

TACACS+ AT ANFERIZLZE L TEETE LI L4 LET, LEREREEL LIS
W, WEIT. SBARITE TACACSt H— 38— 2 2T AL ASA ~DERTLEFER N LETT,
7= & 2iE, TACACS+ Vr— R F— L2, £ v H—TxA AR INTZ 1 S>DOV—E 1
H—T 2 A A2IZHHR SN O — "2 EHET, TACACS+ h—"\BNEHTERWGEEIC
T —N Ny 7 R L Tr—H) avy RHAZRETAZ L TXET,

TACACS+ —N"—%fH L7za~y RFRIZHET AL, ROFIRZFEITLET,

[Configuration] > [Device Management] > [User SAAA] > [AAA Access] > [Authorization] DJIHIZ
EIRLET,

[Enable authorization for command access] > [Enable] =~ 7 Ry 7 A& 412 LET,
[Server Group] RE > 77X 7 UZ v AAA — 13— T —T 4 5 RIRL 77,

(A7 a ) AAA T —_"—=MERARTIZ RS T256 07 +— ANy 7 FRE L Tr—L
T—=BR=ZAPEREND LI ASA ZRETE LT, HET D121, [Use LOCAL when
servergroupfails] F = v 7 AR 7 A& A NI LE T, B—NV T —F_X—ZATILAAA — 3 —
ERICZ—HF—HBLONRNART = REFEHT L EAHELET, ZHUL, ASADT BT |
TiE, EOFADBMEHIN TV DB RINRNEDTT, bTr—hLTF—FX—AD2—
Pl av FEHEL~LEZRE LTI ZIN,

[Applyl 27 U v 7 LET,

Ay FFFABRGENEID B THI, TOEENANFITA 7 4 Fab—ra U kfFShE
ﬁ—o

BAR—R A—HY—D/INAT—FKKR) —DETE

a—h)LF—H_XR—=2%fEH LT CLI £721% ASDM 7 7 ¥ A O LZ R ET HHEEIL, FBE
A2 BED L a—P— 2R — ROEFLZER L, AU — FORER & KIEEF XFH
IREDNRAT — RN T2 BRTEHLRAT—-RF R —%HECTEET,

NAT—RRY v—Fn—h 5T —F_XR—=2 &M HT 2 EHEL—F — 1% L TOHEH S
¥, a— I T —ERXR=AEHATEEFOMDE A TDNT T 47 (VPNRLAAAIZL D
Ry NT—7 T UERRE) 00 AAA T —R_R— ko CTRIAFINT-2—F— @RI E
A,

NAY—= R —OREHRIT. BREINO2—F =D ATV — F2ERTL L, FHLn
NAY =R LTARAT = R RY =il s Ed, BFEONAT— RZoWTE, 34T
ORY —0mHINET, HLWAY > —IE, [User Accounts] ~ >33 & T} [Change My
Password] XA A L7-N AT — FOLEFEIEM Sk,

. EETIEX
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FIE

B—hL F—a_R—2 1—F—0 27— K Ky v—oBE |

1R BHIIZ
e — N T —H_X—=2%FH L CCLIEZIZASDM 7 7 £ 2D AAAREZHRT L E7,
e — )T —=E_R—= AN = —ZEFEE L E7,

AT w71 [Configuration] > [Device Management] > [User SAAA] > [Password Policy] DJIEIZEIR L £,
ARTYT2 ROFT v a v B EEICHAEDETHRELET,

« [Minimum Password Length] : /$XA U — ROR/NEEZ AN LET, AMEOHDIHIL 3 ~ 64

WFETT, #ERIND AT — ROf/MNRIE 8 LFTT,

s [Lifetime] : U €— bk =—#— (SSH, Telnet, HTTP) D/ XA U — KOHF M %2 HE T

ELET, arY— R — O —HF =3 RRAT—ROFHYREONLTr Y7 SNdZ
Lixdb Y A, BARh7EIE, 0~65536 T9, T 74/ MEIZ0 BT, ZOHA, /1
AT — R L CTHIRYINIC 2 D £ A,
INAU— ROFHHRNGIND T HANZ, BEAvE—URRRINEST, NATU—FD
HHBERONLE, VE—F 2a—HF—DI AT LA T 7 RIELEEINET, AR
NEINT%T 7B AT 2I2E, ROWTIILOFINEEFEITLET,

M DEFEICNAT— REZLEELTHHWET,

W a L — )L R—hZa A LT, NATU—REEELET,

* [Minimum Number Of] : IRD ¥ A 7O TR EZHFE LT,

s [Numeric Characters] : /XA U — RIZHF D 2T HUX 7 & 72 WETF O i/ NCF3ce A1 L
£, ARRMEE, 0~ 64 L FTY, 77 4/0 MEIZ 0 TE

* [Lower Case Characters] : /XA 7 — RIZE O T UL B 72V INTTFO e/ NUF 50 A
HILET, FAMEOHFEILO0 ~ 64 LFTT, 7 7 4/L MHEIX 0 TH

* [Upper Case Characters] : /XA U — RIZE O R TIULR B IR WRIF O e/ NUF A A
NLET, ANMEOFPAIL0 ~ 64 LFTY, 7 74/L MEIZ0 TT

* [Special Characters] : /XA U — RIZE D 72T UL B 72 WREERSUF- O e/ NUF 802 AN )
LET. AZMEOHPHIT 0 ~ 64 7T, FEESCFICIE L @ #. 8. %, " &,
(BB EENET, T 740 MEIZO0 T,

* [Different Characters from Previous Password] : # LV\SA U — K LN Y — R TA

2R TR B WE/ N CTFEAEATI L ET, AR7MEX, 0~643FTT, T 74
U MEIZO TP~ v FUIIMEIEKELET A, LER->T, HLWWIAT —
RTREH SN FA, BUED/NSAT — RO L ZIZbEH S TOWRWERICTIRY |
NRAY— P ERSNIZLHRIRSNET,

EETIEX .



B xo—roz=

ATvT3

ATvT4

gE7tx |

+ [Enable Reuse Interval] : LARTIZHEH S22 ~ 7T HO AT — K& —FTH /32T — KD
HAMEZZET S 2 N T Ed, BETO/SA Y — RiX, password-history =~ > K% fifi
HALT, B bENETEL—F—HOREIRFINET, Z0avy Rea—HF—

DEETHI LIXTEERA,

* [Prevent Passwords from Matching Usernames] : = —%—4 & —#T 5 /AU — R&28 L L F
R

(A7 2 ) [Enable Password and Account Protection] &= v 7 AR v 7 A% A2 LT, 2—
H—73 [User Accounts] XA > Tix72 <, [Change My Password] ~XA > CT/XATU— REZEHT 5
ZEEBEMHELLET, TUANIMEERFT AT AT, ELLDOHETH, 22— — 38
AT —REBET L ENTEET,

ZDOREER A 1+ — 7 T LT, [User Accounts] A  C/RATU—RKEEFEL LI 95L&
DTT— Ay —UNERENET,

ERROR: Changing your own password is prohibited

[Applyl 27 U » 7 LT, RENEZRIELET,

INAD)—FKDZER

FIE

ATvT1
ATv T2
ATvT3
ATvT4
ATvT5
ATvT6

AXV*FT)/%TAXU ROAENI 23 E L E., AOMEARmE 5 &2y — R
EHLVASAT— RIIERTHIMNERNHY T, NAT—RRY —FiEe A x—7 W LTz
%ﬁ@\:@Nxv—bfﬁ@x%—AﬁuﬁffoNXU—PKJ/—M£#4X TIT
RONGEIX, ZOAY Y REFERTLZ L, B —T IV FNEAEETHZ LT
3

username /XA U — REEF T 521X, WOFNEEZFITLET,

[Configuration] > [Device M anagement] > [User SAAA] > [Change Passwor d] DJIFIZEIR L & 7,
HOWRRAT — REANLET,

LW AZRT—RE AN LET,

WERDT-DITH LWWART — REFHEANLET,

[Make Change]l %7 U v 7 LE7,

[Save] 7 A 227 ) w7 LT, FTar7 4 F¥al—rva NIEEEZRFLET,

. EETIEX
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nsq omELEM-LTExT2 I

074 DBEEZEMLTRTY S

T 74N N TIE, v/ A VERIT 0 HRERGFESNET, ZOKEZ BT 50, Wi Z2 &K
K365 HETEETEET,

1R BHHIIZ

e /A VERIa=y b EE) JEIRFEINET, T A== BL V0T T AH
VU 7BRETEH, =y " RBHFOu /A VIBRBROL R LET,

A VDORBRET—XE, Vn—RFEnd EEFEINRL< R0 ET,
o 1 DL D CLIE# 52 (SSH. Telnet, > U 7/ oY —)b) Ta— )L AAA FBGiE%E A

F—T N LIS, AAA VY —ROa2—FLFREn—h1 T —FZ_XR—=Z2D2—F 4T
ZOMENEA SNET, ASDM O u 74 IBREICEE SN EE A,

FIE

AT w71 [Configuration] > [Device Management] > [User SAAA] > [Login History] DJIEIZ IR L £,

ATy T2 [BHEOR A VEBRELVR—NRE| T =V 7Ry A A A LET, ZOBREIX. T 71
VR TA RX—T I ENTWET,

ATv 73 W Z1~365 HOBTRELET, 774/ MME90 T,

ATy T4 v s VEREFRRTHIE, WIAO ASDM [ T [Status] /3 —1Z & % [Login History] 7
A7)y LET,

1 - - = = |

1217 12:18 12:19 12'20 12:21
1 M Input Kbps: 5 M Qutput Kbps: 5 r

docs 15 B | & & 11/13/17 12:21:39 PM UTC

FTRTCOa—F—Du A VBN ZA T el Ry 7 AERENET,

— N — I_l_I
BT IOECRATHOUTAVTDERTE
CLITshow 2~y NS D a~w L REATTTHGE. T T 47 A vE&—T % TACACS+
THADT AT == ZEETEET, 22—V —Rul oM oT5LZ, =2—HF—Menable
a<v L REANTALEX, FFHida—YP—Nav  RERITTAHILXDOT IV T 4 T ik
ETEET,

A~ R T T 4 o TIFRHTE 29 —3—%, TACACS+ 7217 CT7,

BHT 78 ABILOAR—T N a~x R T T 4 0T aRET DL, ROFNAE FAT
LET,

EETIEX
I



B ovsryrreons

FIE

ATy T

ATy T2

ATvT3

ATy T4

gE7tx |

enabler~ > RE AN LIca—HF—DT H U T 4 VT EGENTT D21, ROFIAEETL

£,

a) [Configuration] > [Device Management] > [User SAAA] > [AAA Access] > [Accounting] DJIE
\ZEER L. [Require accounting to allow accounting of user activity] > [Enable] = > 7 7~
JAEFNTLET,

b) RADIUS % 721X TACACS+ ¥r— 13— J )L —T 4 IR L £ 7,

—H—78 Telnet, SSH, F£7/21F3 U7 ar Yy — Lz LTASAICT 7 A LEHAIC

EDA—P—=DT AT 4 7 EGIMET DT, ROFIHEZFEITLET,

a) [Require accounting for the following types of connections] #H3% T, [Serial]. [SSH]. 721X
[Telnet] = v 7 Ry 7 A% A A LET,

b) #HEkE S A 70 RADIUS %7213 TACACS+ H—/3— L —T 4 3R L E 7,

AV RTATT 4 T ERETHITIE, ROFIEEZFITLET,

a) [Require accounting for the following types of connections] = U 7 C [Enable] = > 7 7R v 77 A
A AT LET,

b) TACACS+ #—/3— 2 L—74 %8R LEF, RADIUS [ZHH— F SR TOERA,
CLI Tshow 22~ FUSND A~ REANT LG TV T 407 Ayt —T%
TACACS+ T AT T 4 7 P—=R"—TRETEET,

¢) [Command Privilege Setup] ¥ A 7 R 7Ry 7 AZEH L Ta~vy REELNLVE D AS <
A XF HEE, [Privilege level] K 7% 7 U A N Ch/MFHEL NV EFRET H 2 & T,
ASADT H I T 4 TRBRLIRDa~wy RERIRTEET, B/MEL~LVEY HTFO
a2 RiE, ASA TUERORIG L0 F/ A,

[Applyl &7 U v 7 LET,

THOT 4 TRENEVLETCHI, TOERNERF T 74 Falb—Ta VIRES
ET,

Ovo 7 oD EE

PRI K-> T, a~ v RSP CLIFRE A 4 195 &, ASACLIba vy 777 &b
BARHY ET, BEIL. ASAZHE#ETLIZ LIk TT 7 A ZEETEET, 72771,
TTICar74Xab—araRELEREE. vyl 70 bENEEFITRDAREERD
D\i‘g—o

WORIZ, —fM7ev v 7 7o MNRIFLEZDORIEFEEZRLET,

. EETIEX
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R1:CUZBESSPAR Y FFAIOAY I 7O~ T UA

nvs7yrncomg [

AYY 7 kE
1 i FREA HIGE : ST E—F |[H®IEE: IILF E—F
u— 77V CLI 38 a—h)T—H4 | a—h) T —H— Dﬁ\/])-‘/b\ INAT— R E | AL vTFNHASA~DE v

NR— AT — ANIC2—Y =N fFffE|laaa a2~ RE Yty bL |[vavzEpLET, VA
P—NRKELT |LARWESIL, v A | £7, T LFITAR—AND, 2
WU, VTOEP, —HF—p VT RANMIYIYEZ T
BL TEEHA, 2= —FBMNTDHZ LN
TEET,

TACACS+ 2=y |H— =R | = N"—REELET|L. vl AL, NATU— |1l ASATHRy NU—7 =
REFFT YLTWADE | BAEAEIE. v A F& AAA =<2 F%& V74 Fal—a
EEARHET, ba<w s FOANLT Vey hLET, MNIEL L BN HIT

TACACSFCLIRERE | 0k » X FEHA, N S — PN RE
RADIUS CLI&AE | fist o s LC A Al S PN P e
WRUN, LEILRY 7T YRS M5 ASA~DE v 3

ninkolz, m—a
T =R R R
T x =Ny AL
LCRELET,

CEBERLET, VA
T BFAT A=A
5., AT HFARMNIY]
DEZ TRy hU—7
HixETHZENT
xFET,

2. Y—R—pF LTz
=R (=17 vl N\
nN7enr oz, v—7
TR R A%
P e A A5 = W
LCHRELET,

TACACS+ 1< &
REFA

+or IR D 7
Wa—H—F
A L7220

a—HF—L LT
a7 A4 L7z,

A RRFAIDA F—
TIAZIR ) ETH
=PIl k=
v REANTERL
Y ET,

TACACS+ Hh—/"—D 2 —
Y—Tho hEEELFE
KR

TACACS+ $h—/X—~D7T
7w AMENRTRL . ASAET
SICRET HDVEND D
Bl AT F U A R—
Ta4vavicarZ AL
T, "AU— Rt aga=a~
Y REVEY FLET,

AA wFIND ASA DT
arEPERLET, VA
T LFELTFAR—ANE, o
YTHRA MDA T
V74 Fal—a DR
WEFRTTHIENTEE
9, F£72. TACACS+ =1
74F¥ 2l —varEEE
TAHECTCavy KAl &

TAE—TMITEHZED
TEET,

EETIEX .



B 7 x77ez0e=5y2y

gE7tx |

Ay Y7 k5
HeE s ZBA WnE : YTV E—F |®WEE: YILFE—F
a—J)v a<wy K| +oRBHEOR |a<y RIFRiR A x—|rnJ A4 L, NAT—RE | AL v TFNHASA~DE v
ewy Woa—H—L L |7 ETN,. laaaa~vr FE Uy ML |[va v a8 LET, VR
T/ LT |2—%—ixnllla|Ed, FAFITAR—ZANEG, 2
Wb, <~ REAITEAL VTXA MYV EZT
EEESE D LR EET S
ZEMTEET,

—

. EETIEX

FINARATIEADE=ZRY Y

[Monitoring] > [Properties] > [Device Access] > [ASDM/HTTPS/Telnet/SSH Sessions]

E#R~2A i2i%. ASDM. HTTPS. BL O Telnet D v g v &I L T+ 22 —F—
DO ZA 7. By gD BIORIPT FLABRRENET, BEDE Y 3214
W42 i2i%. [Disconnect] #7 V v 7 LE T,

THEARA T, 7 TAT b, =4, AT —F A, VT MU =T A=
o ANIEE s A4 7 S b2 A4 70 AJJHMAC, 1) HMAC, SSHE v =3 v~
ID, %0 OF—FAERT —% ., R0 OF —FAMRFER, 7 —F X—2ADOF —fFA, FFH
N—=2ADF—HFAERK, REOF—HERDORHNERINET, FEDOE v a 2k
95121, [Disconnect] #27 V v 7 LE T,

[Monitoring] > [Properties] > [Device Access] > [Authenticated User g

ZDORA NTE, AA AT —R—=IC ko CRiEE N2 —Y—Da—Y—4 IPT KL A,
ZAF w7 ACL, IHEENX A L7 U b (FETDLIHE) . BIONMERIZ A A7 7 hH3—
ERRINET,

[Monitoring] > [Properties] > [Device Access] > [AAA Locked Out Userg|

TONA AT, By 2T Y R ENTZAAA B — T =P —Da—HF =4 L LIZR
FEDORITIEE, BEOa2—F—Pny 770 FEnEREA-ERRENET, my T
U N ENTERHEDO—Y—% 27 U T F5HI2IL, [ClearSelected Lockout] 27 U v 7 LET,

2y 77T NINTETRXTOL—YF—%2 U7 F5HIZIL, [Clear All Lockouts] %27 U 7
LET,

[Tools] > [Command Line Interface]

TONA LTI, SESERIFA LV ETIT 4T a~r FERITL, RE2FRR"THZE
MTEET,
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EETIELRADERE

R 2. EBT VL RADERE

w27 w20BE [

HRES Tov bk |HHA
TA—L)
IJ — X
ASASSH A% w7 gl SivE Lz |9:23(1) ASASSH A% v 77 Z il T& 72 < 720 £7°, CiscoSSH A ¥ v 7
BME—DAH » 712720 F LTz,
BrLV VAR S U7
e VU NVa T XA ME— R : [Configuration] > [Device
Management] > [Management Access] >
[ASDM/HTTPS/Telnet/SSH]
e vJLFaT F A FE— I : [Configuration] > [Device
Management] > [SSH Stack]
CiscoSSH A% v 7 OF 7 %L Mb - |9.19(1) Cisco SSH A¥ v 7 ST 7 4V hCHAESND L5122 £ L
7
B LUVYAER S U
e VTN T XA ME— R : [Configuration] > [Device
Management] > [Management Access| >
[ASDM/HTTPS/Telnet/SSH]
e w/VF T F X FE— K : [Configuration] > [Device
Management] > [SSH Stack]
SSH & Telnet D/L—"7" /N 77 A 2 —|9.18(2) N—T Ny 7 B =Tz A Z%BML T, ROERRIZEH T

7 A A PR — b

XAHXHITE L,
« SSH

* Telnet

HH/AEF SN2~ K : interfaceloopback, ssh, telnet

BB/ -l : [FXE (Configuration) |>[7 /34 ADE& v

k7 > 7" (Device Setup) ]>[A1 v % —7 = A ADFE (Interface
Settings) 1> [ > ¥ —7 =A A (Interfaces) ]>[/L—7 /v 7 A
Y H—T x4 ZADENM (Add Loopback Interface) ]

ASDM H7R— & 7.19 TIEMMS L E L7z,

EETIEX .
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3
3
Iy

BE

TS5y bk
Tt —b Y
y—2

n
&

CiscoSSH A &% v 7

9.17(1)

ASA IZ. SSH BRI HE » SSH A% v 7 A LE3, b b
2. OpenSSHIZHE-5< CiscoSSH A ¥ v 7 ZfF 9 2 K 5 I1ZER
TEDLEICRVELTL, T4/ FAY y 7IX5EHEE ASA
A K 7 T9, CiscoSSH Tk &=V HR—FLET,

« FIPS O YL
L ZAARBLWNA—T YV —RAaI a2 =T AN OEHEET
T WY 7 5 T
CiscoSSH A& v 713k a VAR — b LARWZ LIZEFEELTLEE
A
s VPN Z N LTERIDA v B —T oA ZA~0D SSH (&7 7+
)
« EdDSA ¥ —~X7

* FIPS E— KD RSA F—~7

TS OFSREDN M B 72 A 1E, 51 &KX ASASSH A ¥ v 7 %1
HITBH2LERNHY 7,

CiscoSSH A % v 7 TiX, SCPHEREICHE TOEENRH Y £9, ASA
copy 2> REFHHLTSCPH— LD T 7y LV EaE—
T 521, ASA TSCP #— %7 Ry hEARNDSSHT 7t
AEFINZTHHERDH Y 7,

B LVVAEE ST

s Nar T XA ME— R : [Configuration] > [Device
Management] > [Management Access] >
[ASDM/HTTPS/Telnet/SSH]

e v )VF T F A FE— K : [Configuration] > [Device
Management] > [SSH Stack]

. EETIEX
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w27 w20BE [

3
3
R

BE

TS5y bk
T4H—L1)
)—X

nn
]

=R Na—YF—Dny 7T Y O
Ly

9.17(1)

BRERREREIER D v 7 A VEITICRIT 5 &, ASA X —H L
a—Y—%2uv T U NTHGEAERHY ET, ZOMRERIL, FiiE
LoL 1S5S Oa—Y—ZiddH s nNETATLE, 72, BHEE
MT I by 7 EfRETHET, 22— —[TEHRIC e v
7T hENET, EHENZ ORI clear aaalocal user lockout
Ay REMBEHLRVRY | 22— =310 32w v 7 fiffr S
NHEICRVFE LR, FEL~VISOa2—F—b, By I T
7 RRENEHIND Lo E L,

HH/ARE Shvi-a~ 2 K : aaalocal authentication attempts
max-fail , show aaalocal user

SSH 35 X U Telnet /S A U — RAEE o
7k

9.17(1)

m— A /L —H—7% SSH ¥ 7213 Telnet 21l L T ASA ([Z#)H T
nryArTHE NAT—=REELTTLHIHIROONET, F
7o, BEHENRSRATU— REEER LItk &IOv 7 A4 Ik LT
b7 IRERINET, 2L, ASABRYa—R§T5&,
BOIOBR T A ThoThH, 2=V —lZ7 v 7 MNIFRINE
A,

VPN o —h ) a—W—F = RXR—X {5 —b %
L. SSH F 7213 Telnet 7 7' A HICEF SNIZHE. HFLULS
A= RHEHTAENERH D Z EICHEBELTLLEIN,

HH/EEINT-a~2 K show aaalocal user

EETIEX .
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SSH &= U7 ¢ Otk

9.16(1)

SSH R D SSHEF =2 U T 4 OkTEAYR—FT5L91270
F L7,

e RA MF—0DA : cryptokey generate {eddsa|ecdsa}, RSA

{2 % T, EdDSA 3 X OVECDSA 7K Ak F—DH R — [ 3
BINSAVE Lo, ASAIX, fAET %% . EdDSA. ECDSA,
RSA DJEIZF—Dfli 2587 £ 3, ssh key-exchangehostkey
rsa 2~ R TRSA F—%HT 2 X 92 ASA ZHI/RIIIC
RIET D% a1, 2048 B ML EDF—Z AT 2 BN
HVFET, Ty 7T L—ROEMBEDT-DIZ, ASAIXT 7+
NVEDBRARF—FHENMEA SN TV DIEEICOHR, LD/
ZWVWRSA KB A MF—%fMHLET, RSA DV HR— MNMISHk
DU Y —ATHIBRINET,

X —2ZHa T /L3 ) X A ssh key-exchange group
{ecdh-sha2-nistp256 | curve25519-sha256}

5 5{k 7 /L =Y X L : ssh cipher encryption
chacha20-poly1305@openssh.com

e SSHAN—V g 1T HR—FENR< 72 £ L7, shversion
o< Ri3HIBRES I E L,

B LVVAEE ST

* [Configuration] > [Device Management] > [Management
Access] > [ASDM/HTTPS/Telnet/SSH]

* [Configuration] > [Device M anagement] > [Certificate
M anagement] > [l dentity Certificates]

* [Configuration] > [Device Management] > [Advanced] > [SSH
Ciphersg]

SNMP [ JE BT 7 & 2

9.14(2)

B A NE VPNRRBEOEX 2772 SNMP A — Y » 7 &2 EBLT 57
DO VPNRED B L LT, VPN b RURHOERT 7 & A
ERET DRI, INFA v X —T = A ADIPT RL A& E~ v
TT AT ARNIEDET,

. EETIEX
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HTTPS 74 RAH A LT U NDORE

9.14(1)

ASDM, WebVPN, BLOMLO 7 T A T > hEETe, ASA~DT
NTOHTTPS #i D7 A RAZA LT U MERETED LI
720 FE L7, ZHE TlE. http server idle-timeout =~ > K& ff
HLTASDM 7 A RAVEZA LT U NERETHIELNTEE
HFATL, MAFDZA LT U MERELLEAIX, HFiLnas
Y RIZEOREDBLEINET,

HH/ZEE S -l : [Configuration] > [Device Management] >
[Management Access] > [ASDM/HTTPS/Telnet/SSH] > [HTTP
Settings] > [Connection Idle Timeout] = > 7 7R v 7 A,

HIERINTEY XA MUSUTELE
WEF 2 U T b bIERNEF2 Y
T 4 ~E W) JIEFEC SSH i 5k D 5
%R

9.13(1)

FRER SN2 U A ML U T, SSHEF SLOR 5013 ik b E i
X2V TR bBENEX 2V T o~ WO EF (BPEE
E) TRRIND LRV ELE, LEIOY Y —XTiX, &b
NS DONPORLENHED~DIEFTY A SN TEY, E¥xa
U7 4 BEWIES L0 WIS EICFR RSN TVE L,

B LA S U7

[Configuration] > [Device M anagement] > [Advanced] > [SSH
Cipherg]

SSH ¥ —&#it— KORTIL, Bl
UTFAMIBEENTWET,

9.12(2)

FH a7 XA N CIESSHY — AR ET HLERH Y £7,
ZOREL, OTRTOarTXA ML TR S E T,
Prll/Z8 5 X 7= [Configuration] > [Device M anagement] >

[Management Access] > [ASDM/HTTPS/Telnet/SSH] > [SSH
Settings] > [DH Key Exchange]

enable 7' A VEFDRAT — ROEH
DILZELT

9.12(1)

T 74V kD enabledd/N AT — RFZEH T, ASA THiHEEXEC
T R~D7 78 AERITT LA, NAT— RE330FL L
DIEIZEET D ENRMAELRDE L, ZEAOEFICTH L
IXT& £ A, noenablepassword =~ > RFH/EYR— F &
TWEH A,

CLI T aaaauthorization exec auto-enable = A2 9% & . enable
av R, login =2~ K (FpiEL -~V 2 Bl Eoa—H—) | &£
7213 SSH/Telnet & v+ 3 & 2 L THiME EXEC £— RIZT 7

TATEET, INOLOFETIETTRNTC, £ F—T /N /RAT—

RERETDHVLERDY 7,

ZONRRAT— REFEOEMIL, ASDM Ou 7 A AAZiTmEH S h
FH A, ASDMDT 7 /b hTlid, 22— —4 ##HE 7 enable
NRAU—REFEHL eI A T HILENTEET,

EERSNZHEEITH D 8 A,

EETIEX .
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HERER 7oy kb B
TH4H—L)
)—X
Y o Y g L DORTEARER IR 9.12(1) ), a—WF—Hr, BXO7 e haVBiOEREy a0

BREZRECTEET, TNETIE, By a BB LR
ETCEXFEFTATLE, ZOMERa Y —IL By g /|l wE
EHE2AHAZLIEHVERTAL, wALTF aTHRARNET—RTIX
HTTPS B v v a v OBERETHZ EITTET, JkRtvia
YHUE S THEIESNTWET, F£72. quota management-session
av VU RIIVAT A a7 4 X2 b—a rTEZRITFARLLR
T RDVIZaUTEAR a7 4 X2l — g AT
HEITIoTVET, BBy a VORREN 1512780 F
L7z. 0 (BEHIPR) 7213160 EICERELCT v 77 L—F15%
L EIZ IS ICERE SR ET,

B/ S 7= : [Configuration] > [Device M anagement] >
[Management Access] > [M anagement Session Quota]

EEIMEIR L~ L O ZE @ AN

9.12(1)

Hh727 7 & A (aaaauthentication enable console) % FRFET %
M, FETZIXFE EXEC ~OEBET 7 A (aaaauthorization exec
auto-enable) ZFFr[9° 5 & ﬁﬁlﬁlmﬂ 74 CLURIZEID Y THN
7T 78R LAULNER INTZHEIT ASA D o —F —~@ %
INDHEITHRVELL,

B LUVAER S LB
[Status] »S— > [Login History] 71 = >/

SSHIZE D tEFx=U T ¢ DHflk

9.12(1)

WDOSSHEFXF =2V T 4 DEELZSZML T ZEN,

» Diffie-Hellman Group 14 SHA256 ¥ —"Z#aDHHR— K, Z D
RENT 74V M2 £ Lz, UETIOT 7 /v MME Group
1 SHA1 CTL 7=,

« HMAC-SHA256 B 5 s 5DV R— K, 7 +/L ME, &t
X2 U T OS5 b (hmac-sha2-256 DH) 12720 F L
7= LIRTOT 7 3V MIHREEDE >y hTLT=,

HRVA R S T

* [Configuration] > [Device M anagement] > [M anagement
Access] > [ASDM/HTTPS/Telnet/SSH]

* [Configuration] > [Device Management] > [Advanced] > [SSH
Cipherg

. EETIEX
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HRER Ty bk |EHEA
TH+—L)
)—XR

7T TP R—=ZDOHTTPS 7 74 7 |9.12(1) T T THFRX—=2OHTTPS 7 74 7~ ~H ASA Ed HTTPS

Y MZED ASA ~DT I ADFFA] P —ERT V7 EATEDHEICTHIENTEET, T 741
I CiX, ASDM, CSM, X URESTAPI BFFr[ &N TWET,
B S L7z B
[Configuration] > [Device M anagement] > [M anagement Access| >
[HTTP Non-Browser Client Support]

RSA % — ~X7%3072 £ b F—%H [9.9(2) FEV2TAYPA REINRITHETEL LI E LI

AR LTOEY BB E 7213 EH S 7= E i [Configuration] > [Device
Management] > [Certificate Management] > [Identity Certificates]

Ty URURRRA v —T = A A 9.9(2) VPN ¢ management-access 3% D BVI THZNZ 72 > TV DA

(BVI) @ VPN EELT 7 & A telnet, http, ssh72x EOEFHY—E A ZBVI THIICTEH L9

W2 Lz, FEVPNEHT 7 B 2DEAIE, 7V v Z—
TANA =T 2 A ATINO DY —EADRE & HATS
HILENRHY £,
P EFIIEFE SN2~ K : https, telnet, ssh,
management-access

SSH/\— =3 > 1 DFELL 9.9(1) SSHAN—Y a U 1FFEILE S, %DV V=X THIRSh D TE

T, T 74V FRENSSHvI & v2 Ol F5538 SSH v2 DIRIT
EERINFE LT,

B LVVAEE S U

* [Configuration] > [Device M anagement] > [M anagement
Access] > [ASDM/HTTPS/Telnet/SSH]

EETIEX .
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SSH/\E%""?‘—WLA HE%1%}EHV9L%):L‘—#‘—
OFBFEENRAT — REFEHT B 2—
P —OFRFEE KB L E T,

9.6(3)/9.8(1)

9.6Q2) LVRIDY Y —ATiE, n—H 2—HF—F—FX—2
(ssh authentication) #1#i ]l L C AAA SSH #2iE & W/ RAVICAZD
ZL72< T, SSHZARF—F85E (aaaauthentication ssh console
LOU&)%F% ITHIENTEELE, 9.62) TlL, ASA T
AAA SSH #BREZ BURBICAHNC T HMERHV L L, ZDY
J— XﬂizﬁA%Hmﬁ%%T% CHNZT 2B TH Y F
i, —H—{Z% LT sshauthentication =~ > KERETH
L. ZOXATORGEEFERT 52— —0r — B VRN T
T4V NTHNCRD £7, I 512, BRI AAA SSH #B5E%
WIET D E, ZOFREFNAT — FEFE O —H—4 120D Fj
ShFET, o, [EEDAAA Y —— ¥ 47 (asaauthentication
ssh consoleradius 172 &) = CTxE4, =L xiX. —HD
a—Y—iFae—hL 5F— H_— R % fi bf/\ﬁiﬁa?*‘ntunﬁ%'f&ii
AL, o=z —— L RADIUS TRAU— R&EHTEET,

AR SNI-HEHEIZH Y £ A,

a7 A Vg

9.8(1)

T 7V RN TE, v A VIERIZ 90 BHRIESNE T, Z 0%
BEZ N T D70, M AERAK365 BE TEFTEET, 128U
FoEH A Y v B (SSH, ASDM. Telnet72 &) Tu—/LAAA
RAEEZ AN L TV DHEGA, ZOMRRIEIr— I 7T —FX—2X
Da—Y—ZIZOIHEHAINET,

OB A S#vE L7z, [Configuration] > [Device
Management] > [UserAAA] > [Login History]

NRAT— ROFRAHF L 22— —4 & —
BT B2 — ROMHEEIET 58
AT — KRR > —DiE M

9.8(1)

RIS 2A T — ROFFH L, 22— —4 &%
HNAT— RO ZEEIETEL X922V E LT

WO MAZHE S 3uE L7, [Configuration] > [Device
Management] > [User AAA] > [Passwor d Palicy]

ASDM |Z%9 % ASA SSL #r—/3—
FE-R~vyTFor

9.6(2)

S E~ o S RAET A O, AFECIRAL AT 9 ASDM = —
P—IZkt L CREIAEAERCE D L1220 F L,

WO %2 LE L7z, [Configuration] >[DeviceM anagement] >
[Management Access] > [ASDM/HTTPS/Telnet/SSH]

. EETIEX
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SSH AR & —iRFED

9.6(2)

PRIOV V—ATliE, v—Hh 2—HF—F—F =2 () &ff
FILTAAASSHERREZ AN L7 < CTh, SSH AR F—785
O 2AHCTDZENTEE L, ZOREIMMEESNTT-
. AAA SSH FRFEZ B REVICHENCT DM ERH Y £, 21—
P—NREXF— DR VIR T — REFHTE RN L 5, /3%
U— RREZEDLT—P—HEERTED LR E LT,

WROBEPELESE LT,

[Configuration] > [Device M anagement] > [M anagement Access| >
[ASDM/HTTPS/Telnet/SSH]

[Configuration] > [Device Management] > [User SAAA] > [User
Accounts] > [Add/Edit User Account]

ASDM & BiLEG

9.4(1)

HTTP 7 7 & A & Telnet 8 L ONSSH 7 7 & A BN & PRI AR 2 2%
ETEDHXHZ0EL,

ﬁ@@ﬁﬁwﬁﬁéhi L7, [B&%E (Configuration) ]>[F/34A
& (DeviceManagement) | > [1—H—/AAA (UserdAAA) ]
[AAA 721X (AAA Access) | > [FREE (Authorization) ]

FEAEa T X2 L—a D

ASDM = —H—4,

9.4(1)

ASDM DFEAEFRFEEZ BN T B &, ASDM DFE-AEND . —
Y-+ 5 hEEsREcEEd, £ vl Ay oy
T Ca—P =LA EFFIIAN L TERTEET,

WROWmEEANSFLE LTz, [Configuration] > [Device
Management] > [Management Access] > [HTTP Certificate Rule]

WEEINT-T o H A LINAT —

R

9.2(1)

T+ IR AR A RO B IR, RBREY LT vy v E—EAT)
9% & FpHE EXEC & — RNIZBITT& £9, auto-enable 473 =
73 aaa authorization exec =~ > FIZBME N E LTz,

WOEENEE SFuE L7, [Configuration] > [Device Management]
> [Users/AAA] > [AAA Access] > [Authorization],

HTTP V Z A L 7 @ IPv6 VR —

S

9.1(7)/9.6(1)

ASDM 7 7 v A E£7-1%27 54 7~ LA SSL VPN /™ HTTPS
ICHTTP U XA V7 REEDCT AL, IPv6 7 RL A~EEX
NHBIT T4 7B VXA LT FTEHEIITRDF LT

WO ZHEEEAN BN &4 E L7z, [Configuration] > [Device
Management] > [HTTP Redirect]

EETIEX .
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FXTE ATREZ: SSHRF S HERE & H6 A 1E 7 L | A0PBPB) | = —H — X SSHEF b 2 B HLIT 5 & 1T 5T — REZEIR L,

Y XA SEIERF—MT LT Y ALK LT HMAC & K5t a %
ETExFET, 77V r—2 a0 0T, BFeodmEs 2k Lz
DR TEIMLERSHIEERHV FT, EXaThar—oN
T —2 U AFMEEALT AT Y RN LE T, T
. ASA I 3des-cbc aes128-cbc aes192-cbe aes256-cbe aes128-ctr
aes192-ctraes256-ctr DNEIZ T VT AhZ I o—kLET,
ERENTBEHIOT L ZY XL (3des-cbe) 2NBIR SN T-HBE.
aes128-cbc 72 ED— @RI /T N2 X ANBEIR S NT-HA X
DHRIBICNT =< APMETFLET, T2 xIE, fnant
55U H 4 5 121%, sshcipher encryption custom aes128-cbc
EHEALET,
WO 2N EA I E L=, [Configuration] > [Device
M anagement] > [Advanced] > [SSH Ciphersg]

SSH @ AES-CTR K51k 9.12) ASA T® SSH Y—/ "D FEEE/3 | AES-CTR E— FOR;E{b %V
A= TDHE9R0FELE,

SSH * —FAE kM@ ot 9.1(2) SSH ##tid, ks 60 o E 72137 —% 771 v 7 1GB
TEITHAERSNET,

V)T AT XA E— RO ASASM |8.5(1) ~NF AT XA R T RDAAL v F M5 ASASM ~DHEHGE

IZBWT, AA v F b O Telnet 583 VAT DFEITAR—RAIZE R LETN, NSO A HIET S

BLOMEa Y — LV GEREE AR — R OICEHI T A N TORIAERETEET,

LEL,

0— BT —H_XR— AT 555 | 8.4(4.1), n—A)F—H_X=2A%FEH L TCLI £7/2IX ASDM 7 7 & A D

DEHFNRAT— KR —0HHR—1]9.1(2) PREE R ET AHEAL. BEMMARE S La—P— T/ AT —

K

ROERZERL, AT — ROKEERE ERIEEEXTFH R ED
NAY— FEHEICHE D 2 L 2 ERT DAY — RN R v—&
ETEET,

WOMWmE?AEA I E LTz, [Configuration]>[Device Management]
> [Users/AAA] > [Password Policy],

. EETIEX
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A% F5v b |3
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SSH AR —FFEO Y H— b 8.4(4.1), ASA ~0 SSH Bt DA ¥ —FBFEIE, = — P —HA CHZT
9.1(2) EFET, AFEF—T77 A4 (PKF) T74+—~v b3nF—%F
7213 Base64 *—ZH45ET& 9, PKF F—|, 4096 &' h&E T
EHTE£9, ASANHAR— 4% Base64 JZA (k2048 £
F) TIERETESLF =IOV TIE, PKEEXRZMHH L £,
RO FEASIE LT,
[Configuration] > [Device Management] > [Users/AAA] > [User
Accounts] > [Edit User Account] > [Public Key
Authentication][Configuration] > [Device Management] > [Users/AAA]
> [User Accounts] > [Edit User Account] > [Public Key Using PKF],
PKF % —JEX DA — M 9.1(2) LAED - TY,
SSH & —22#4® Diffie-Hellman 7 /L — | 8.4(4.1). SSH % —7#Z#4Z Diffie-Hellman 7 /v — 7" 14 2B & E Lz,
714 DY HR— |k 9.12) INETHE, ZA—T17EFRIR— RSN TWE LT,
OB ENEE SFUE L7, [Configuration] > [Device Management]
> [Management Access] > [ASDM/HTTPS/Telnet/SSH],
EHY Yy a VORKREOYHR— [84(4.1), [FAF ASDM, SSH, Telnet v ¥ a » O KBAHRETE 7,
9.1(2 )
@ WOMEHAEAN Z41LE LTz, [Configuration] > [Device Management]
> [Management Access] > [Management Session Quota]s
SSHEX=2U742mEL, SSHT |84(2) 8.4(2) LAR%, pix £zl asax—H—4Lnm s A RNAU— KT

7 /v b 22— —ZiI YR — b I
{7 FE L,

SSH MM L TASAICHHT 2 Z LinT& <72 £ L7z, SSH
ZfE A3 %1213, aaaauthentication ssh consoleLOCAL =2~ > K
(CLI) = 7213 [Configuration] > [Device Management] > [Users/AAA]
>[AAA Access] > [Authentication (ASDM)] Z i F L T AAA 783
%%’“T‘ELT#B B—Na—F—ZERTDOILENDY 7,
#95I121%, username =~ K (CLD) % A9 27,
[Conﬁguratlon] [Device Management] > [Users/AAA] > [User

Accounts (ASDM)] Z#IR L £ 7, =m—H/L T —FX—2Db
DIZ AAA V—RZERGECEAT 256, v — D AGERREL /Ny 7
Ty TOFEELTHRELTELZ k’%j‘o%ﬁ?f) LET,

EETIEX .
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HRES 73y |EiHA
TH—L4LY)
)—2X
EET 7k 7.0(1) ZOWRENEASNE L,

ROBEINEASIE LT,

[Configuration] > [Device Management] > [Management Access] >
[ASDM/HTTPS/Telnet/SSH][Configuration] > [Device Management]
> [Management Access] > [Command Line (CLI)] >
[Banner][Configuration] > [Device Management] > [Management Access|
> [CLI PromptConfiguration] > [Device Management] > [Management
Access] > [ICMP][Configuration] > [Device Management] >
[Management Access] > [File Access] > [FTP Client][Configuration] >
[Device Management] > [Management Access] > [File Access] > [Secure
Copy (SCP) Server][Configuration] > [Device Management] >
[Management Access] > [File Access] > [Mount-Points][Configuration]
> [Device Management] > [Users/AAA] > [AAA Access] >
[Authentication][Configuration] > [Device Management] > [Users/AAA]
>[AAA Access] > [Authorization][Configuration] > [Device

Management] > [Users/AAA] > [AAA Access] > [Accounting],

. EETIEX
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



