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FINZT 20BN H Y £,
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A4 RESR LTS,
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[Configuration] > [Device Management] > [Users/AAA] > [User Accounts] “XA > D47 7 L TR
EDTFAPZMBTEET, [Find] Ry 7 ATHRBETHHRHEDT XA ME AN L, [Up] £72
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[Configuration] > [Device Management] > [User JAAA] > [AAA Server Groups] > [AAA Server
Groups] 7—7 VT, b—N—REENL Y —N— T N—T %7V v LET,

[Servers in the Selected Group] 7—7 /VCT A N T B —R_—%27 U v 7 LET,

[Test) 27 U v 27 LET,

BIR U 72— R — {2k 5 [Test AAA Server] XA 70 7R v 7 ANERENET,
FITT 57 A DX A7 ([Authentication] F 72 1% [Authorization]) %727 U v 7 LE 7,
== E A LET,

BAEE T A M 2581, 22— —ADRRAT—=RE AT LET,

[OK]Z 7 U7 LET,

o umi 7233 DT A b A vbB—UR ASA DLV —NRN—~EEINFET, T A R LE
A, ASDMIZE V=T — X vt —UNERENET,

O — -~ »
RR—ZADEZ=ZR) Y
B—HN T —HRXR=ZADF=F ) TIZONTE, ROa~vy REZRLTIZEN,
* [Monitoring] > [Properties] > [AAA Serversg
DA TR, AAA == DFGEHERP R SN E T,
* [Tools] > [Command Line Interface]
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[Configuration] > [Device Management] > [Users/AAA] >
[AAA Server Groups] [Configuration] > [Device Management]
> [Users/AAA] > [User Accounts]

SSH ZABH & —R4AED AN — |k

9.1(2)

ASA ~® SSH 8t DA ¥ —8GEIT, = — —H{L T
BN TEDLEHIITRDFE LI, AfF— 77141
(PKF) T7#—~v b &LizF—F =13 Base6d ¥ —%
FEETEET, PKFF¥—IE, 4096 By NETHEHTX E
T, ASA NV AR — F 9% Base6d 2 (B K 2048 &
) TIERETELF—I1TOWVWTIE, PKFERAMHA L
£7,

ROBEAAFEASE LT,

[Configuration] > [Device Management] > [Users/AAA] >
[User Accounts] > [Edit User Account] > [Public Key
Authentication][Configuration] > [Device Management] >
[Users/AAA] > [User Accounts] > [Edit User Account] > [Public

Key Using PKF],
8.4(4.1) THAMHAIRE, PKF F—Ex% 9.1(2) TOHY
A—hrSNET,

= — 717V ® username 3 L Y enable /N A U —
RTEDRWSIZRT—FK (127 XFFET) 2
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127 XFF T u—h /L usernames L WNenable /XA 7 —
NEERRCE 9 (BLRTOHIMRIX 32 X TLZ) o 32
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RESNET, NIV BEW AT — RiE5| &

MD5 X—ZAD Ny v aZEHLET,

WOBRNELE S E L,

[Configuration] > [Device Setup] > [Device
Name/Passwor d] > [Enable Passwor d]

[Configuration] > [Device Management] > [UserJAAA] >
[User Accounts] > [Add/Edit User Account] > [l dentity]

. AAA H—/NN—EO0—H)L T—E4R—X



| AAA H—N—¢O—AHIL T—ER—R

n—nr 7—a~—20BE [

3
3
R

BE

T3k
Tt —L )
) —2

Bl

SSH AR & —iRFED

9.6(2)
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O ZEH L TAAASSHRZREZAZNZ L72< TH, SSH
ABF—FGE O ZANNCTHENTEELE, 2O
REITEIESHIZ7-%, AAA SSH #RGF & B RIICA RN
T AMERHY £F, 2—F—RREXF—ORbVIZ
NRAT—=REFEHTERNE S, RAT— RREHED
=P EERTEDH LI LT,

WOBRNEESE L,

[Configuration] > [Device Management] > [M anagement
Access] > [ASDM/HTTPS/Telnet/SSH]

[Configuration] > [Device Management] > [UserJAAA] >
[User Accounts] > [Add/Edit User Account]

F T O —H /L username 3B X W enable 73
AT — RIZ%9 % PBKDF2 /v o =

9.7(1)

£ SHIBBN O XToa—A/1 username 3 L X enable
XA T — Rit. PBKDF2 (VXA T — R _— R F—R4 R
¥2) Oy vaBERL TREICEESNET, LU
1%, 32 CFELLFD/RA Y — R MD5 R—AD/Ny 3 =2
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L—RDOHA RFA AZHONWTIE, [ EREfER Y A
Kl Y7 ho27BLOar7s¥Fal—vay)
DEEZHRL T TZI,

WOBEPELSNE LT,

[Configuration] > [Device Setup] > [Device
Name/Passwor d] > [Enable Passwor d]

[Configuration] > [Device Management] > [UserJAAA] >
[User Accounts] > [Add/Edit User Account] > [l dentity]
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k/\x Ub‘]\%‘f{ﬁﬁﬁj‘él‘_‘ﬂ‘ @wuuﬁé‘fl:
BLET,

9.62) LVEIDY UV —ATIL, r—H)L 22— —F— 5'
~—2Z (sshauthentication) % fff L C AAA SSH 727
ZHPRIIICAZNC L72< Th, SSH 2B ¥ —3FE (aaa
authentication ssh console LOCAL) AT 5 Z &M
T&EFE L7, 9.6(2) TiX., ASA T AAA SSH F8GEZ H/R
FINZENCTHERERDY E L, 20U U —XTIL,
4mm$HM£%%rm;ﬁﬁ T AHMEEH Y FH AL
Z—H—(Z%F L T sshauthentication =~ K& ET D
L. ZOEATORMEMEHT 22— —Dr— LR
RENT 7 AV R TENCRD 9, I I, BRI
AAASSH#BFEARET H &, ZOREIL/SAT — Rff
EOa—HF—LICOALBEHINET, F2, LEDAAA
H— — & 47 (aaaauthentication ssh consoleradius_l
L) BEHTEET, X, —Hoa—%—
n—N T — &~~x%ﬁ%LfA%%~M£%@%
L. i —+—[TRADIUS T/{A U — FZ{Ef T& %
R

AR SNHEEIZH Y £H A,

kv —hra—F—LHEh2 |9.17(1)

U — N

g—Ha—WF— L G NA T — R|T
AT — REAENBMSNE LT,

e NRAT—RFOEX 8§ XL E, VIRNE., H/IMEN
3FTL,

DUNT, DX

o #B VIR LU &g rTE - 3oLl EoiEfE L7z ASCIT
FEIIE VIR Lo ASCI CHIFF R ENEY
Joo ol ZIE. DS AT— RIFHES S ET,

» abcuserl
* user543
* useraaaa

* user2666

HRUZEHE S LT

* [Configuration] > [Device M anagement] >
[Users/AAA] > [User Accounts)

* [Configuration] > [Device Setup] > [Device
Name/Passwor d]

. AAA H—/NN—EO0—H)L T—E4R—X



| AAA H—N—¢O—AHIL T—ER—R

n—nr 7—a~—20BE [

3
3
R

BE

T3k
T+—L)
)—2X

Bl

o—hLa—F—nu v T NOER

9.17(1)

REFRER M DO v 7 A VEATIZHRINT 5 & ASA I
n—hNa—Y—%u v T NTHHEANRHY T,
ZOWEEIX, FFHEL UL 15 o —PF— i3l s E
HATLE, £/, BHERT U bOv v 7 Zffkk
TAHET, 2—P—I3\YRIce vy 7T hShvET,
B N DRI clear aaalocal user lockout =< > K%
FAHLRVIRY , 2—F =X 10 pkice v 7 f#R S
DIV E L, FFHEL-VISO2—Y—H 1y
JT T NERENEAINS LR LI,

HH/ZETE S /-a2~ 2 F : aaalocal authentication
attempts max-fail . show aaa local user

SSH B X W Telnet SA T — REHE 17 b

9.17(1)

0 — 1 b—H—73 SSH % 721 Telnet %2 L T ASA
T A rdhE, NAUV—REEETL L1
KoOSBNET, /-, BEHEN AT —FE&LEF L1
%, IO T A KL THE e AR INE
T, 72720, ASARNYr—RKT5L, Rflouar AT
HoThH, 22—V =77 MIFRSINEEA,

HHH/AEF SN2~ K : show aaalocal user
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