RELRILAVE—T IR

ZOFETIH, VTI b RV DEREFIEZOWTHBALET,

AR R R A L H—T 2 A ZZONT (1 =)
AN RN A H—T oA ADFEEFIHE 2 3—)
« VTI b2 L DIERE (5 4—2)

AR R NA B —T oA ADRERERERE (16 2—)

RELRILAVE—T A4 RIZDUNT

ASALX, M b RN A v H—T A A (VTI) EMEENDMMEA X —T = A A%V HR— |k
LET, R —_"=2D VPN DRV IZ, VII ZM#H L TET7HIC VPN b2 RV EERKT
TFET, VILIL, & b RmVOF&ERIZ IPsec 7' 12 7 7 A LM I & iz b— b X— A D VPN %
HAR—bLET, B — NELITHAL— NEEHTEET, VIIDLLDOHAO N T 7 4 v 7
Wb SN TETICHEE S, VII~OATI T 7 ¢ v 73BT Sz SAIC Xk » THE
TSN ET,

VTIZEHT 5282k, B S~y 707 7 EA VA RNEREL T, VX —T oA AT

Ty BV TTHIENAREIRYEY, TRTOYE— TRy FEBHL, K5~y 7O
TIRAVRANMIGOLMLENR R0 T, BENSERIZRD1ED, X4 TIv 7 v—T 4
Y7 7a haro—hk RXR=ZAOVPNEYVR— N TEH527T 4 v 7 VTIRHDH L, AT T
AR—=bLT T ROEL OEMEG T EHTEET,

AET4v VT

2O0D% A TR RAREIZA TS TWDT A MNEEERHIZ, A¥T 4 v 7 VIIRE
A TEES, AET A IVNTIA v EZ—T oA ADPE, WA L Z—T = A A% b %
WY —AL LTERTDOIVLENHY T, T3 AT EITHK 1024 O VTI #EESIT 5 2 &
NTEXET, AZT 4 v I VTIA v Z—T = A ZAEAERET HITIE, VIIA v X —7 = A ADjE

mo(10 ~—) ML TN,

Dynamic VTI

A F w7 VITiE, A FE VPN ICEEICZE TAr—o7 IVt L E4, 41
F I w7 VTLZ., KREEARSEN T AT T RAR—7 BETOET OMREARSZ T LET,

EErRLAV8—T242 [}



RErRRLA22—Tz4R |
B rer i os—TrqzoxssE

INTDEEDAZT 4 v 7 VTR E B —DO XA F v 7 VILICE S5 Z LN TEET,

NTOWREZEETETIC, ILWAR—=7 2T IBINTE %Y, A4 FIv 7 VIIT 7 /0
Vit FATFIv I IV T T L NURNVEMESLTDIEODEAF I I ANT TR
ZAR—=7 FHRICE>TRDD LD T, L Z—Tlik, AT I v 7 VILINT T K&
RN—=7 "ARa ORI EFR—FLET,

HAFI v I VII T, IPsecA v X —T7 = A ADEIRA L AEZ 2 AEB L OEHROT-HIZ,
FAET > L— FMERENET, (KRBT L— I, VPNt v g v T L ICEEORET
THAL B —T oA AEBEINTAER L ET, ¥4I v 7 VITIE, HED IPsec EXx =V

TA4T =g EYR—FL, AR—TIZE > TIREINTZEED IPsec B L7 X —%
ZANET, ¥4I 7 VILEZX A F v 27 (DHCP) AFR—27 HHAR—FLET, ¥ A
FTI v I VTIA v H—T =2 A ZAEERT HIZIE, AT I v 7 VIIA X —T = A ADiBN
(13 =) LTI EEN,

ASA TVPNEY a3 DEALFI D VTl FoRILEERT A%

1. ASATHEMBT 7L — hEELET (£ 252 —T x4 Rvirtual-Templatetemplate_number
typetunnd) ,

ZOTFUFL— NI, BEO VPN By g SIEATE £,

2. ZOTTL— b E N RATA—FIZHALET, 1 DOEET 7 L— M EEED b
VRN TN—TICHMAT D ENTEET,

3. AR—=TIEI, NT LD M RVEREZRGLET,
4. /\7liXT 775"WLADEL§E?L

5 ASA L. (REAF AL — E2FEHLT, AR—Z D VPNt v 3 Ao T EICEE
TIORVAAL L E—T = A ZAZEIN/ER L £9,

6. NTIE, R T I BARAAL L E—T 2 AEBFEHA LT, AR DX AFIvIVTL b~
IV EFENL L ET,

7. IKEV2RHATVTIA v Z—T =24 AP &ET KX Z A X35 L 912, IKEv2route set interface
a<w VU RERELET, ZoF7va ik, brxavaEg LT% €42 BGP £7213/%
AE=H Y TDOVTIA v B2 —T 2 A ARO2 =% ¥ 2 NBEREMEN AN/ 3,

8. VPNL v aUBNERTTLHE, FrrUdtirEn, N7 I3ksdT 287 7 A A
H—T A ZAEHIBRLET,

REF O RILLSAVEZ—T A RADZEEEIE

AVTFXRARE—KREYISREYVY
TN = RTEIFR—FENTHET,
« VTG AZY AT R—FENEE A,
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T7A4T794—ILE—F
N—F v K E— FOLTHE— P SHET,

BGP IPv4 & & UX IPv6 OO+ 7R —
VTI %4t L72 IPv4 B KL OVIPV6 BGP v —T o v Z & ¥ AR — b LET,

EIGRP H7R—
VTI 24 L7= IPv4 3 L OV IPv6 EIGRP v —F ¢ » %S AR— M LET,

OSPFIPv4 £ & U0 IPv6 D4 7R—
VTI 4 L7 IPv4 B L IPv6 OSPF L—F ¢ » 7 & W HR— s LET,

IPv6 DH7R—
¢IPv6 7 RLANRRESNTZ VI ZHRETEET,
s VTI D N RIVIEEIL & b U RVEERISEDOW FIZIPv6 7 RV AZRETEXET,

e RT Y IPR=Ta ZN L VIIIP (723N y hU—=27 TP X—T a3 0) O
DOHEEDLERYR—FINTWET,

¢ [Pv6 over IPv6
¢ [Pv4 over IPv6
¢ [Pv4 over IPv4

* IPv6 over IPv4

e XNV DOEETBIORGELE LTHR—FENDIDIL, FHAIPV6 7 KL 721 T9,

e URNWERTA Vv E—T oA AL IPV6 T RLAZHRETEET, horpilzm s KR
AV FELTHEMHTAT FLRAZIBETEET, BELRWEAS, T 74V Tk, U A
FNOTHID IPV6 72— T RLUAN R RV KA o hE L THEASNET,

s hUFNLE—KRZIPV6 & LTHRETEET, HELLEA. VIIZA LTIPV6 hT7 7 ¢ v
I NRV T TEES, L, BE—VTID v % VE— RiZ IPvd £ 7213 IPv6 DU
TN 7,

— BT ERDTEEE

* LAN-to-LANVPN CH A F I v 7 7 U b~ e X AT v 7 VT 2FEHT 5613
EAFI v IZVTL N RAVDOLRDER LET, ZO&EZ. 7V I\V/7k&4'ﬂ‘\ %
INTILOWHENRT 7L D N ZATN—TE2HEHL LD LT ADICRKELET,

WONWTNNEFITTDH EE2HELREL E7,
¢ LAN-to-LAN VPN 2% A F+ 3 v 7 VITIZBITLE£7,
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REFRILAVE—T A ADEEEE

MAD N RNTN—T RO ) T ey T EERHLET,

e VII /X IPsec E— ROLTHEFHETT, ASA TGRE P XL EKRTTAHZ LITHR—
FEILTWER A,

e NRNA UV E—T oA ZAEFHTD VT 7 0 v 7 I121E, #H). BGP. OSPF., 721
EIGRP IPv4 /L — il CT& £,

CARET A I BIOETATF I v VTIOGEAIL, EHIPA X —T 2 A% VIIA X —
T2AAD R FNLY—ZAIPT RLAE LTHEALRZNWTLS ZEN,

e VII O MTU 1%, B RAMA v F—T o4 RS U TCHEBWICRESNET, 727
L. VIIZAN LTI B, v X —T = AMTU 228 L7-541%. LV MTU
%E%@%#étmmvn%ﬁ@mbfﬂ%ﬁﬁﬁﬁmﬁé%gﬁﬁbiio

E1n==

c FAT IV INTIOHE, BT 7 v AL U F—T = A AF, BRESN b RVEETT
AL H =T 2 A A0 MTU 2K LET, PRIV EETA LV F—T oA AEHEE LR
WS, RIET 78 AL v 2 —T A A%, ASANR VPNt v v g VEREZZITANDE
BroA B —T x4 A0 MTU 2K L E7,
o T RTIFIR K 1024 O VT 2R ETEE9, VIIEEZHET BT, ROSEEEL
TLTEEW,
enameif ' 7 A U H —T oA A EO T, T AIRETETDHVTIOREZEXH L
*9,
e R—=hK"F X LXNDALIN— L H—T 2 Al nameif ¥R ETHZ EITTEEH A,
LERS>T, PRI EBDOA AL R—= b F v R A o F—T = A ZADOT
B L, TORANR—( o Z—T =2 ZADOEIIWAD L EE A,
¢« Ty N7 —ANI1024HEBZ DA L H—T 2 A AP R—FLTWDEHETH,
VTI OEIXED T T v 87 +— L TRIEAHREZ VLAN OFUHIRSnE T, =&z
1Z. 500 D VLAN R — R LTWAEFTILOEE. U8 500 05 ESH
T, X —T = ADE GBI Y T,

s VIHZIKEDNR—V a3 vl BEOV2EZYER—FLTEY., M RIVOEET E5EIEDOM
TOT —HEZ(ZIZ IPsec ZfFEHAL F9,

NAT ZEATH2MERH DA, IKEBLWESP X4 v M, UDP~y X —|(Zh 7 &L
fbEah x4,

IKEBLWRIPsecDEF 2T 4 TV —2 3 0200%, PRV RADOF—X 57 4w
BRI —oEARM T ET, 2L VIT b RUTHEIZ
Ty LTEIREEIZ A D £,

o NI N—TFLL, ETDREHF O IKEV]I £720% IKEV2 #BIE#HE L CEETIHD
E—HIAMENRDY FT,

e A M R XAV Z =T DIKEV]I Tk, hrRAVORFFSTRNT DX VFFAETH 55
By DDIFERIIETRT I Ly v T = REFEHT I )ICRESNTWDEE, IPT
KL RPN DOLFI ZERATEET,
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vit boxnotes [l

EEw Y FICHRESNDLET T RLRAE VIIO L RVSEENER D54, VIIRE L
e~y POREER UYEA L X —T oA AHFEIELZLENTEET,

VTIRRHED N T 7 4 v 7 #HHT L2720, VIIA LV Z—T = A AT 7 AL— V%A
THZENTEET,

« ICMP ping |Z, VTI A > ¥ —7 = A A THR—FINET,

¢ IKEV2 34 PRI VPN Mo RV DET T34 AN IKEV2 SREE RS 1 — RE&E L2
AN

B, ASAIZT A AL DIKEV2 b RV EFENLTEXEHA, ASARETT/NA ALED
VPN b > RIVEMESLT 521X, BT 7 /31 AT config-exchange B3R % M52 9~ 2 ML H N
HYFEI,

e XA F v VILIZHA BLXWIKEV2 ¥R — b LET,

FIOAILFETE
e T 7 AN NTIE, VIIRHDO N7 ¢ v 71%, XTSI ET,

VIIA LV EZ—T 2 A AZADT 74N DEF2Y T 4 L-ULF0TT, EX=2VUT 0 L~Ub
ERETDHZLILITEEY A,

VTI O FIRREIR

ASAIZ, VIIEEEDH%ICEX 2 VT 4 VNV —TF %27 (SGT) 7L —Lb &y haFay 7L
i‘ﬂ‘o

FAFT Iy 7 VILFL T Z R —FLTWEEA,
« ECMP & VRF
I TAREY T
« IKEv1
* QoS

A F Ly IZVITI T, PR EELEREESNLTWRWE, BHERA X —T = R &
Tx—NVF =R B —T 2 A AR T ADT R TDOA L Z—T A AT, IKEV2N
B2 £9,

VTI ko RILDERK

VTI b ANV ERET DL, IPsec 7R —HL (T A7 3—Lt1y b)) ZEHRLET,
IPsec 7R —H )N E ST 25 IPsec 702 7 7 A VEAER L7214 T, IPsec 7 11 7 7 A L& FFD
VTIA v ¥ —7 x4 AEERLET, UVE— FMETIZIE, [F U IPsec 7 2 R —HF /L3 LU IPsec
T Ty AN RT A= EFRELET, SARIT VT —aE, TXTO R R RT A—
ZMBRESND LB LET,
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B rsecTok—L (F5rTE—LEY L) DM

\)

FIE

6=

VPNBLIOVTI RAAL O FIZE L., WFA % —7 = A A T BGP BEERE%Z -2 ASA
TIX, ROBENRFEAELE T,

AHE =T 2 A ANNAF 2 JIZE O TREBOEEN N H—Shd e, WA X —T7 <
A ZTONL—FE, FLWT 75 4 7T & O BGP BERBRAHEL SN AT THIR S

F9. ZOEEIZ. REVIIA v F—7 =4 ATITEES LEE AL

VIR D N7 7 4 v 7 2T 5720, VIIA v ¥ —7 = A AT 7B A6 Y A b &5
THILENTEET, Psec hRAMBEFESNDTXTONT v MIX LT, ACL THEIF
ALV HE—T oA ALRA LV E—T oA AT = v 7 ETICHFATHIE, Ze—rLar
7 4 ¥ =2 L —3 =3 F— R T sysopt connection permit-vpn =¥ K& AJJLE T,

ACLZT = v 78 TIZASA ZEiET 5 IPsec T 7 4 v 7 AR —TNWITHZHDRD 2
<~V FEfEHTEET,

hostname(config)# sysopt connection per mit-vpn
GNERA =T 2 A AL NVTIA U H—T 2 ADEF2 VT 4 LIV 0 DA, VIIA »

2 —7 2 A AZACLDNEH STV TS, same-security-traffic 23X E S AL TV 2T HUX e » b
LEHA,

TOMBERRETAICIE., Fe— L a7 4 X al—3 3y E— FTCintra-interfaced| ¥ %
EELT samesecurlty traffic 2~ REFATLET,

PRI OWTIE, AV H—T 2 A AN T T 4 v 7 OFFF] (AT V=) 2ZRLTLES
v,

ATFvF1 IPsec 7uiR—P )L (hF A7 —L &y ) ZEBEIMLET,
ATv T2 IPsec 7277 A NEEBMLET,
AFw T3 VIL b ziBlET,

IPsec 7O HR—

P (FSVRT—Lty b) OEM

NIV AT —bLFy bME, VIL N RZAVND T 7 4w 7 BARET D -OITHNETT, Zh
Z. VPNAND NT 7 4 v 7 23T A-00X 2T Fu halrtrial) XADEy
KTHY, IPsec 7277 A LDO—EpE LTHERINLET,

1R HHEIIZ

o VILIZBHEMT SNZIKEY® v ¥ a Y EFRGET D121, Faidka X —FI35EREOWT
NrEFEHTEET, IKEV2 Tk, IEFRREE R E T —2MEH T £9, IKEv] & IKEV2
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FIE

IPsec 7OR—FL (F5oRT4—Lty b) oim [

DELH Y, VINCHERT 2 b orxv Z—7 O FICEREAF— 2R ET HUNENH Y
\i‘g—(}

« IKEv] Zfi [ L7ZREEN— 2 OFFEICIX, A == — 2 THEHASND R T A RMRA U b
ERETLOILENRDD £, VAR ZITOWTIL, tunnel-group 2> RTRT A MR
AV NERETLHMHENRDHY 3, IKEV2TIE, A =V —F L L AR XD HFIZO0N
T, FFECHEHT 5 T A FARA > b % tunnel-group 2~ > R CRETHLENH D £,

X2 T 4 T m— g VEESLT DD DIKEV] b T AT e —AFy M EITIKE2
IPsec 7 AR —Y L& BIMLE T,

IKEvl hT v A7+ —Ah Yy FEBEINLET,

cryptoipsec ikevl transform-set {transform-set-name | encryption | authentication}

&1

ciscoasa(config) #crypto ipsec ikevl transform-set SET1 esp-aes esp-sha-hmac

encryption Tid, IPsec 7 —% 70— %R T 5720 DR 5L XA ELET,
eesp-aes : AES & 128 By b F—%EH L £,
e esp-aes-192 : AES & 192 By b F—ZHEH L £,
* esp-aes-256 : AES & 256 By h F—AfEHL %,
« esp-null = FEH{E72 L,

authentication TiX, IPsec 7 —% 70— % {Ri#T L2 DOKE AL TN EEE L £
« esp-md5-hmac : /N ¥ =2 72U XA E LT MD5/HMAC-128 2 L £,
« esp-sha-hmac : /v = 7L XL LT SHA/HMAC-160 2 H L £,

» esp-none : HMAC F83E72 L,

IKEv2 IPsec 7' iR—H /L 2Bl £9,

GE)
I0S 77y b 74 —LIZOWTIE, IKER 7R 7 7))L a7 4Fab— 3 F—FTno
config-exchangerequest =~ > RZfEH L, REORKMRDO AT a v a7 18— M LET,
FEREIZ DWW TIE,  Thttp://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/al/sec-al-cr-book/
sec-cr-c2.html#wp3456426280] %S L T 72X,

e IPsec 7 AR—H/LDOLFTZFRELET,

cryptoipsecikev2 ipsec-proposal |Psec proposal name

1 -
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B rsec 7007 4 Loiem

ciscoasa(config) #crypto ipsec ikev2 ipsec-proposal SET1

» crypto IPsec ikev2 ipsec-proposal 2> 7 4 F 2 L —1 a3V E— RT, BFX 2 UT 4 T A —
ZEtRE LET,

protocol esp {encryption {aes| aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-256 | null} |
integrity {sha-1 | sha-256 | sha-384 | sha-512 | null}

1 -

ciscoasa (config-ipsec-proposal) #protocol esp encryption aes aes-192

IPsec 7O 7 74 JLMDIEN

IPsec 702 7 7 A JUZIT. FORBIEED IPsec TR AR—PFILEFIZIINT AT+ —AL By A
WCHHZNEREX2 VT T baBLIOT AT ZAREGEENLTWET, 2L, 2
SOY A FE VII VPN B 7 O TE F o 7 723 lE S A DR SN E T,

FIE

ATYTN Ta 77 ANAERELET,
crypto ipsec profile name

&1

ciscoasa(config) #crypto ipsec profile PROFILEL

ATw T2 IKEvl 720X IKEV2 7 R—PF L aRELET, IKEvl h T A7+ —5b v FE-IXIKE2
IPsec 7 AR—F L DONTINNEEIRTE £7,

a) IKEvl N7 274 —hky FhEHFELET,

« IKEvl 7' 2R —Y /L EFEET HIZIE, cryptoipsec profile 2~ K 7 E— K TRD =
v REANLET,

set ikevl transform set set_name
ZOHID SETL 1&, LARNCERL & 4172 IKEvl 7' r R —%L &y FTT,

ciscoasa(config-ipsec-profile) #set ikevl transform-set SET1

b) IKEV2 7BR—FLERELET,

« IKEV2 7B AR —H /LA ET HITIX, cryptoipsec profile 2~ > K ¥ 7 E— R TRD =
~ U REANLET,

set ikev2 ipsec-proposal |1Psec_proposal_name
ZOBITIX, SETL X, LARMNCIER S 4172 IKEV2 IPsec 7' 1 AR —H /LT,

ciscoasa(config-ipsec-profile) #set ikev2 ipsec-proposal SET1

B FEr LAV E—T4R



| EEr FLA0E8—T4R

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

IPsec 7O 77 4 JLOEM .

EE) X274 7Y vz—varyoliflEzHEE L7,
set security-association lifetime { seconds number | kilobytes {number | unlimited}}

&1

ciscoasa(config-ipsec-profile) #set security-association lifetime
seconds 120 kilobytes 10000

(EE) VTI hr ROk VAR ZE LTORBET 5L HICRELET,
responder-only

sVTI F o RNVD—iiik VAR X E L TORMETALIICRETEET, LARVSAD
BB, PRIV EITF—EERE BB L 8 A

JIKEV2 T AEE,. EX2UTF 4 T/ v—a D4 744 AL, 1=
T—FZDIPsec 72 T 7 ANDTA TEAMEELYKRELSEBEELEST, 295FT52 & T,
A ==X TOEFRF—FERNMEESIL, PO T v RENMETZNE T,

« IKEvl 35 &, 10S Bk 7eTF ¥ x /b F— K& HR— K L TWRW=H, 10S X
HIZVARSEDOLOET— RIZRYE9, ASAIL, f=v2—H kyvar, F—0OF
R £97,

e A =T —HZOF—FEROBRENRADES., VAR ADOLOE— REMERELT
SA DFESL 2 AN T DB, VAR FZDHDEGDIPsec 7 A 7 X A MEZ BRI LT
RGN Z B & £,

({EE) PFS /' W—7%45E L ¥, Perfect Forward Secrecy (PFS) [, H%%ﬂﬁéﬂf:%‘ii?ﬁ
WL, — B0ty vary =AM LET, ZO—EOEyTary F—ZL0 | HIT
Bl DE AL ARSI E T, PFSEZHRETHICIE, PFSt v a v F— %iﬁ?é% ﬁ
9% Diffie-Hellman ¥ —EH7 /L3 Y XA ZRIRTILE RS £3, F—EHT/LIIU X

A, PPsecEFxFa2VT 4 7YVZ— a3y (SA) F—Z2ARKLET, {70 —7Tlx, B

LA ZXOBBMERSNE T, BEARKEWIEEEX 2 U 7 4 Bk S E 328, ALEERFR

<720 £9, Diffie-Hellman 7 /L —71%, MG DOET THSHELLERHY 7,

set pfs { group14 }
£

ciscoasa(config-ipsec-profile)# set pfs groupl4d

(ER) VTIL b > R OBMGRHICE N 25EHE L TR T D T A MRSV FEEELE
D

set trustpoint name
£

ciscoasa (config-ipsec-profile) #set trustpoint TPVTI

EE) ZDIPsec 7277 ANDYNR—2A )L— K L7 a2 (RRD #HNL. U
N—=AN— "X AT I 7ITRELET,

Set reverse-route [ dynamic]

51 -
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ciscoasa (config-ipsec-profile) #set reverse-route dynamic

VIl 4 >3 —J 4 XAMEM

HLUWVTIA v Z—T = A Z%AERR LT VTL b RV EHESLT D121, ROFNEZEITLE
j‘o

\}

CE) 7277 47RFFNANANOL—ZPMERATERNEEIT A7 eT v 7 LIREBIC RO
W, IPSLA Z 324 L ¥ 9, http://www.cisco.com/go/asa-config @ [ASA General Operations
Configuration Guidel] @™ [Configure Static Route Tracking| #ZM L T 7E 3V,

FIE

RATFYT1 LR R A B —T A4 ZAEEFKRLET,
interface tunnel tunnel_interface_number

FoxVID % 0~ 10413 OFIPFATIHELE T, mK 10413 D VTI A X —T = A ARV R—
rENET,

&1
ciscoasa(config) #interface tunnel 100
ATV T2 VIIA L Z—T A A DLRETEZATILET,
interfacetunnd =~ > R 47— KT, kOa~<wr KEx AN LFET,
nameif interface name
5 -
ciscoasa(config-if) #nameif vti
ATV T3 VIIA v Z—T 2L ADIPT RLAZ AN LET,
ip address | P addressmask

51

ciscoasa(config-if) #ip address 192.168.1.10 255.255.255.254

ATV T4 FET L — "B T AL X —T A ZADIPvA T RLAEITIPv6 7 RLAZ AT L
ESc

TNRA AR ESINVTCWDEBEOYIA, 2 —T 2 A ADIN—T Ry 7T KLU AZERTE
T, AT T — L EBEINTTRTCOBBT VAL F—T A A, FLIPT
RLRA&RHSZ L2720 £,

ip unnumbered interface-name

B FEr LAV E—T4R
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ATy TH

ATvT6

ATy 717

ATvT8

ATvT9

viiqva—2z4z0iEm

ipv6 unnumbered interface-name

&1

ciscoasa(config-if) #ip unnumbered loopbackl
N RNWVEFEITEDOA VH—T oA AZEELET,
tunnel sourceinterface interface_name

FEETA L E—T oA AL LT MBA L E—T oA ADN—T RN I A B —T = A A%
HATx%1,

i

ciscoasa (config-if) #tunnel source interface outside
N RNVGEIDIP T RLAZHEE L ET,
tunnel destination ip_address

1 -

ciscoasa(config-if) #tunnel destination 10.1.1.1
ko R bRV F— F IPsec IPv4 2% E L E7,
tunnel modeipsecipv4

51

ciscoasa (config-if) #tunnel mode ipsec ipv4

R IPsec 707 7 A NV EEID Y TETS,

tunnel protection ipsec IPsec profile

£l

ciscoasa(config-if) #tunnel protection ipsec Profilel

ABT 4 I NTIA U E =T 2 A ADNT T 4w 78V I X EEDETET,
tunnel protection policy acl_name

TI7EAY AN, 1 2FRIFEHEDO IV A ML A EZEDDIENTEET, ZDavwy
RERELRWEAE, AXT 4 v 7 VTIA X —7 A AlLany-any B L 7 X 2B L £7,
BT 7 /v bOEETT,

1 -

ciscoasa (config)# access-list Spoke-to-Hub extended permit ip 209.165.200.225
255.255.255.224 any
ciscoasa(config-if)# tunnel protection ipsec policy Spoke-to-Hub

51
ASA & 10S T /34 ZDM D VTI + % (IKEv2 ZfEH) D% TH
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ASAM

crypto ikev2 policy 1

encryption aes-gem-256

integrity null

group 21

prf sha512

lifetime seconds 86400

!

crypto ipsec ikev2 ipsec-proposal gcm256
protocol esp encryption aes-gcm-256

protocol esp integrity null

!

crypto ipsec profile asa-vti

set ikev2 ipsec-proposal gcm256

!

interface Tunnel 100

nameif vti

ip address 10.10.10.1 255.255.255.254

tunnel source interface [asa-source-nameif]
tunnel destination [router-ip-address]

tunnel mode ipsec ipv4

tunnel protection ipsec profile asa-vti

!

tunnel-group [router-ip-address] ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco
ikev2 local-authentication pre-shared-key cisco
!

crypto ikev2 enable [asa-interface-name]

I0S O

!
crypto ikev2 proposal asa-vti
encryption aes-gem-256
prf sha512
group 21
!
crypto ikev2 policy asa-vti
match address local [router-ip-address]
proposal asa-vti
!
crypto ikev2 profile asa-vti
match identity remote address [asa-ip-address] 255.255.255.255
authentication local pre-share key cisco
authentication remote pre-share key cisco
no config-exchange request
!
crypto ipsec transform-set gcm256 esp-gem 256
!
crypto ipsec profile asa-vti
set ikev2-profile asa-vti
set transform-set gcm256
!

interface tunnel 100
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ip address 10.10.10.0 255.255.255.254
tunnel mode ipsec ipv4

tunnel source [router-interface]

tunnel destination [asa-ip-address]
tunnel protection ipsec profile asa-vti

BAFZIVINTIA B2 —T 4 ADIENM

AT I w7 VTI ORBT 7 b— M EBAERRT D123, IROFIEEITVET,

\}

CE)  T7I7T7 47 RPIFNANANDOA—ZPMERTERNEZIZ P RZ a7 v 7 LIRBIC RO 72
», IP SLA Z 324 L ¥ 9, http://www.cisco.com/go/asa-config @ [ASA General Operations
Configuration Guide] @ [Configure Static Route Tracking] ZZM L T 72& W,

1R BHHEIIZ
IPsec 7077 ANEPT U T U N—R AL EZ—T oA ANRRESNTNDHZ & 2R LE
j—O

FIE

ATV T HLWEET 7 L— hEERk L ET,
interface virtual-Template template_number type tunnel
template_number |%, {KAH7 > 7 L — MNEHF OF ST, #PHIL 0 ~ 10413 TI,

AVH =T 2 A AT T L= MNIvyy MU RETIEIZWRLERS Y £, BT 7
L— MDA T A—FFTIRD LBV TT,

e AU H =T A R
e« h2 RV IPsec E— KN
e N XV 1Psec 707 7 A )L

1 -

ciscoasa(config) #interface virtual-Template 101 type tunnel

RTFYT2 AAFIv I VIIEBET > 7L —h A V¥ —T =4 2ADL4RFIERELET,
interface 2> 7 4 X2 b — g F— KT, ROa<v» FEEHALET,
nameif interface name

ASA VX, AT 7 & A A X —7 = A A% <Mrtual_Template name> va<n> & L CEIAJIC/ERR
LET, 2EzE /BT 7 L— FOARINAVTI DA, KT 7B AL v H—T oA
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ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

A1E dVTIO0L val, dVTIIO01 va2 72 K720 9, fAfET v 7 L— Fa LR T 554513,
shutdown =2~ > RZHH L TIRAET 7 L—F 2T v v N T UTHHERH D 97,

1 -

ciscoasa(config-if) #nameif dVTI101

AT T L— " BIRT DA v B —T 2 A ZADIPVAT RLAETIZIPv6 7 RL ALZEREL
£7,

ip unnumbered interface-name

ipv6 unnumbered interface-name

KRBT 7T — MI, EEOWEA L Z—T A ADIPT RLAEZIIT AL RZTHRESIN
TPV—T Ry 7T RUAREMATEET, T 7L — b EE ST X TORET 7
TAAL L HE—T 2 A A X, WUIP T RLRAZEHSZ LI2R0 £4,

11
ciscoasa(config-if) #ip unnumbered loopbackl

(FEE) FURNEETA V=T = AZEELET,
tunnel sourceinterface interface_name

HETA L F—T A R, MBA =T 2 AA RDPN—T RNy 7 A F =T = AT,

ASA X, PRIV EEFEILIP T RLARAE L THREINTA LV F—T A ANBDH VPN £ v
TavEREZITANET, O H—T oA AEHRELRWEA, ASAIMEEDA & —
T2 A ANBZELLE VPN By v a VEREZ T ANET, (RET7 782 F—T =4 R
I, RESNIE P RIVEETTA VX —T oA ANE MTU 2k LET, Lot 7y a v
EEMLRWEES, T 78 AL 2 —T = A ZE, ASA S VPNt v 3 VERAEZT
ANDEETA VH—T = A ADH MTU A L £,

&1

ciscoasa(config-if) #tunnel source interface outsidel

b RNARGEET— % IPv4 £72131Pv6 & L THREL £9°,
tunnel mode ipsec {ipv4 | ipv6}

1 -

ciscoasa(config-if) #tunnel mode ipsec ipv4

h R IPsec 77 7 A L EEID Y TET,

tunnel protection ipsec profileipsec_profile

ZDIPsec TR T 7 AT, ORI — 3 B IPSec/IKE /X5 XA — X B3 E L
‘ij‘o

1 :

ciscoasa(config-if) #tunnel protection ipsec profile Profilel

BT T L— & b RN T N—T I L ET,
tunnel-group tunnel_group_name type type
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tunnel-group tunnel_group_name ipsec-attributes

virtual-template template_number

[ CIRIBT v 7 L— N E O N RV T NV—TICH#AT 5 2 ENTEET, ASAL, (BT
YTL—REMEHLT, VPNE Yy v a r ZEIEROEART 7 B A A 2 —T = A ZEAERL
£,

&1

ciscoasa (config) #tunnel-group DVTI_spokel type ipsec-121
ciscoasa (config) #tunnel-group DVTI_spokel ipsec-attributes
ciscoasa(config-tunnel-ipsec) #virtual-template 101

RNV ITN—=TDEALFT Iy IN—T 4 VT ERNILET,
tunnel-group tunnel_group_name ipsec-attributes
ikev2 route accept any

ikev2 route set interface

ikev2routeacceptany =~ > RZfiH 9 %5 &, ASA X, IKEV2 &RHHIZZIE LIZT_TD M
FINAVHE =T 2L AIPT RLAZZTANDZ ERAREIZRVES, T4 T, 20
7 a ATEINT o TWET,

ikev2routesetinterface =~ R4 5 &, ASAIL, IKEV2 ZHAFIZ R A v X —T =
AADIP T RLAZRETEDL LRV ET, ZOF T a2k, BGP A bRk
B CHRET D720 D VTI A v F—T = Af A D =% v 2 NEREFREERNGINCR 0 £17,

BGP/OSPF/EIGRP Zfi fl L T, b g7 )L—F 1% L CEWIL—T 4 & 7 ISENC 22> TW
T, AT T L — R ERELE, VII F a0 LCT 3, ADOE A F 2 v 7 VTI
NoGT 4T N—T 4T THLEINN—T 4 TR V—2RETHLERDYET, F
7= BB ENE T 74 v 7 BT AET VA b — L — L ERET HLENH Y
=3

1

ciscoasa (config) #tunnel-group DVTI_spokel ipsec-attributes
ciscoasa(config-tunnel-ipsec) #ikev2 route set interface
ciscoasa(config-tunnel-ipsec) #ikev2 route accept any
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{18

ko RILA R —T 24 ADIEEERERE

R

J1)—
S

HEEEHR

AT I v 7R~
INA L HE—T A A
DY R—F

9.19(1)

AT I 7 VIIEEHKL, FNEFEHLT, NI T RAR—7 hARr P T/L— b
NR=Z2DH A FME VPN ZFRETEET, ¥4I v 7 VILIL, KEEREEMT
TT7 v RAR—=VEHTOET OMRERSH I LET, NTOEBORAZT v

VTR Z B —D XA F I v 7 VIICEZ WA D Z LN TEET, NTOHKREER
BT, FILOWAR—=Z 27BN TEET,

FR/EE SN2~ K :interfacevirtual-Template, ip unnumbered, ipv6
unnumbered. tunnel protection ipsec policy

OSPF IPv4 35 X OV IPv6
DY AR— b

9.19(1)

VTI #H1 D OSPF IPv4 33 X OV IPv6 v—TF ¢ 77 v harzdiR—hLET,

EIGRP O # 74— k

9.19(1)

VTI #H @ EIGRP IPv4 3 XN IPv6 /v —TF 7 7m0 ha vz R— K LET,

ART 4T RBIOS
AT I v 7 VTID/)—
TNy P A H—T x
A ADHR— |k

9.19(1)

N—T Ny 7 A B =T 2 A ZAZVNTIOKEBFITLA v F—T oA AL LTHETEDH L
NI F LT, HICERESNIZIP T RLADRDVIZ, V=T Ry T 2 F—
Tz A ANGLIPT RUAZMATHHAR—FbBMENE LT, V—T Ry A
H—T A AF, NABEEOTRITKESLEET, A X —T oA ARL T LT
B N—T NI A H =T 2 AZEVYBTHNIP T RLAZEFH L TTRT
DAV E—T 2 ATV BATEET,

PFH/AEE SN2~ K : tunnel sourceinterface, ip unnumbered, ipv6 unnumbered

o—H)L kL ID
DY R— |k

9.17(1)

ASA 1T, ASA 7\ NAT OEF%IZHEID IPsec kv 1V %$FH, Cisco Umbrella Secure
Internet Gateway (SIG) |Z#i C&XH L9195, —EOR—I/L F RV ID &4
AR—=FLTWET, 2=V IDIE, TXTO LD 7a—sL 1D TiER<,
IKEV2 > RV T LI —EDOID 2% ET DI I ET,

FH/AEF SN 7-2~ 2 K : local-identity-from-cryptomap .

ART 4 7 NVNTITD
IPv6 OV R — k

9.16(1)

ASAE., B N RfNA v H—T x4 A (VTI) OFRETIPV6 T RLAZHHR—FL
,Cl/\ij‘o

VTI F U RIVEETEA v H—T = A A2, bRV RRA v bELTHERAT S
EIOICRETEDLIPVOT RLAZRETEET, MRV EEILA VF—T = A AT
BEDIPV6 T RLANRSLGEIX, EHTL27 FLAZEETEET, BELRWY
BlE. VA RDEYIDIPv6 Va0 — LT RLANRFT 7 4L hCHEHSET,

ko T — RiZ, IPv4 F721LIPV6 DWT N TY, 7272 L. FoRET7 7T 4
T BT, VII TRESNTWDIPT RLAZA T LRI THOIMNERDH Y £
o IPV6 7 RL AL, VIIOD b RIVIEEITEA F—T = A AE 2T b 2565 A
VE—T oA AZEIV Y THIENTEET,

B/ X 7=~ K : tunnd sourceinterface, tunnel destination. tunnel mode
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wE Lo va—T 1 20ueEE ]

EAR-ZFREE, BELDY
ACL O R— |k

HERER 1) 1) — | BEREIE R
z
FNA AHT=0 1024 19.16(1) | F /834 ZTRETE D VTI DRI, 100 HH 5 1024 [EICEM L E L7,
PR T N7 B IMEE R B A 2 F =T =g AEPH— L TOBHATS,
- VTI DBITF DT T v F 7 — L TREWHEZR VLAN OBICHIR S hET, 7-& %
1E. ASA 5510 1% 100 {8 VLAN Z VR — F LTWAB7=8, kI R/UEIE 100 D HE%
ESINTWERA o H—T 2 ADEEFI W T=HITe ) £,
HH/ERE SN -a~< R L
VTI CODHCP Y L— |9.14(1) |ASAIE, A > X —T oA A% d HDHCP U L —H— _R—L LTVTIAf V' F—7 =
P—R—DHPR— k A AEHRETDHZ EEAREICLET,
WD a~y RPNEF I E L7z, dheprelay server ip_address vti_ifc_name,
VTI T® IKEv2, :ERH |9-8(1) [FAR b pb A 2 —T = A A (VID 1. BGP GFRY VTD ZVHR— b3+ 5 k91

BMOEL, AU RTRYEF—ReNS TRATEY T 4 E— RT, IKEV2 %{f
HATEET, IPsec 70877 AN TARNKA LV FNERETHI EITLD, FERAE
NR—=2DRFEEHEHTCEET, Flo. ANMIT T4 075740V F IV TTD
access-group 2~ RZMFHL T, VII EC7 72 VA 2T b TEF
R

[Psec 7277 A NDaLy T fFal— gy F—RIkOavwy RPREAIREL
7z, set trustpoint

RAE N A B —
ZxzA A (VII) O
A—k

9.7.(1)

ASA D, A R A B —T =2 A A (VTI) EFEENDH LWGREEA v ¥ —7 =
A AZE>THfbEnFE L7z, VIIZET ~DOVPN h a2 R T -0 SN E
T, AT, PR OBRKIRICEEE STV D IPsec 71 7 7 A VEFIH LI L—
F _R=ZD VPN ZHHR—FLET, VIIZFEHATLZ LIk, HuREs~y 70
TI7BAVARERELTA U H =T oA ATy B TTHIENRREILRD E
R

WD a<y RPREAINE L7z, ayptoipsecprofile, interfacetunne., responder-only.

set ikevl transform-set, set pfs. set security-association lifetime, tunnel destination,
tunnel modeipsec. tunnel protection ipsec profile. tunnel sourceinterface,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
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TIKETAIPMDRF AV M ESELESZL,



